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identified that a router 22 1n the embodiments of Figures 1, 4 and 7 of the 497 patent
15 disclosed as performing the function of associating a maximum acceptable
processing rate with each class of dara packet received at said computer, as recited
i limitation {13.2].

233, As described above with respect to limitation [7.2], Maher discloses
that the network apparatus 100, which performs the above-described classification
operation, may be a router or switch n the network, or a “bump-~in-the-lme” type
device that accepts and processes the data, and then places the processed data back
on the hne. EX1006, 6:63-67, 5:62-67. Therefore, Maher discloses or renders
obvious structure corresponding to the alleged structure in the "497 patent that Patent
Owner identified as performing the function of himitation [1.2].

[1.3.1] means for said computer to find information for packels it receives

regarding the path by which said packets came 1o said computer via packet marks
provided by routers leading to said host computer;

234, Limitation [1.3.1] is substantially similar to himitation {7.1.1], except
that himatation {1.3.1] recites “means for said computer to find information for
packets it receives regarding the path,” whereas limatation [7.1.1] recites
“determining a path.” This difference in wording 1s immaterial with respect to
patentability, because Savage discloses that a victim computer finds mformation for
packets it receives regarding the path by which the packets came to the victim

computer.
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235, Savage discloses that each router along the path “*marks’ one or more
packets by augmenting them with additional information about the path they are
traveling.” 298, 299 (describing “Node append” algorithm in Figure 2 below as
“appending each node’s [i.e., router’s] address to the end of the packet as it travels

through the network from attacker to wvictim.”).  Savage discloses that
“Iclonsequently, every packet received by the victim amives with a complete

ordered list of the routers it traversed—a built-in attack path.” EX1005, 299,
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Figure 2: Node append algorithm.

EX1005, Fig. 2
236. Sogvage teaches that the wvictim V then implements a “path
reconstruction procedure” to “reconstruct the attack path using only the information
in these marked packets.” EX1005, 298.
237, Therefore, Savage discloses that each router along the attack path adds
a packet mark identifying that router’s address to the data packet as the data packets
travel along the aftack path, to enable a path reconstruction procedure to be

performed to determine the “complete ordered list of the routers [the data packet]
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traversed.” EX1003, 295, 298-299. Thus, Savage discloses the victim computer V,
which performs the path reconstruction procedure, find(s/ information (1.¢., packet
marks) for packets it receives regarvding the path by which said packets came to said
computer via packet marks provided by routers leading fo said host compuier, as
recited in imitation [1.3.1].

238. [ have been informed that Patent Owner has identified that a computer
18 in the embodiments of Figures 3, 6, and 9 of the 497 patent is disclosed as
performing the function of find[ing/ information for packets it receives regarding
the path by which said packets came to said computer via packet marks provided by
routers leading to said host computer, as recited m himitation [1.3.1]

239, As described above, Sgvage discloses that the victim computer V
findfs] information (i.e., packet marks) for packets it receives regarding the path by
which said packets came to said computer via packet marks provided by routers
leading to said host computer, as rectted n limttation [1.3.1]. Therefore, Savage
discloses or renders obvious structure corresponding to the alleged structure in the
497 patent that Patent Owner identified as performing the function of hmitation

[1.3.1].

—
53
W
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f1.3.2{ said path comprising all routers in said neswork via which said packets are
routed to said computer; and

240. Limitation {1.2.2] 1s identical to limitation {7.1.2], and 1s disclosed or
rendered obvious by Savage, as described above with respect to imitation [7.1.2]
[1.4§ means in said compuier for using said information io allocate the processing

rate available for unwanted data packets to be less than or equal (o said maximum
acceptable processing rafte.

241, Limitation [1.4] is substantially similar to limitation {7.3], except that
himitation [ 1.4] recites “means m said computer for using satd tnformation to allocate
the processing rate...,” whereas limitation [7.3] recites “allocating a processing
rate....”

242, Patent Owner has identified that a computer 18 m the embodiments of
Figures 1, 4 and 7 of the 497 patent 1s disclosed as performing the function of using
said information to allocate the processing rvate available for unwanted data packets
to be less than or equal to said maximum acceptable processing rate, as recited n
himitation [1.4].

243, As described above with respect to limitation [7.4], a POSITA would
have been motivated to modify Savage to include a “bump-in-the-line” type device
in the network of the host computer, as taught by both Schuba and Maher, to
implement the packet flood preventive measures as taught by Maher and Schuba in

the “bump-m-the-line” device. Therefore, Savage as modified by Maher or Schuba
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renders obvious the structure corresponding to the alleged structure in the "497
patent that Patent Owner identified as performing the function of imitation {1.4].

D} Propesed Rejection #2 (Claims 16 and 4): Claims 16 and 4 would
have been obvious over Maker in view of Savage and Schuba

i. Overview of Claim 16
244, Claim 16 15 substantially similar 1o clamn 10, but differs in two respects.
First, claim 10 18 a “method” claim, whereas clamm 16 15 a “systens™ clamm. Second,
claim 16 recites several “means for” hmitations whose functions are substantially
wdentical to the method steps of claim 10
245, The following table illustrates the differences between claims 10 and

16, with underlined text denoting the differences between the claims.

[10.0] | A method of providing [16.8] | A packet flonding
packet flooding defense defense system for a
for a network comprising network comprising a
a plurality of host plurality of host
computers, routers, computers, routers,
commumnication lines and conumumication lines and
transnutted data packets, transnutted data packets,
said method comprismg said system comprising:
the steps of

[10.1.1] | determuning a path by {16.1.1] | means for a router o
which data packets auive determing a path by
at sard router via packet which said packets came
marks provided by to said router via packet
routers leadme to said marks provided by
host computer: routers leading to saud

rouler;
137
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{10.1.2] | said path comprising all | [16.1.2] | said path comprising all
roufers in said network routers in said network
via which said packets via which said packets
are routed to said are routed to said
computer; computer;

{1021 | classifying data packets | [16.2] means for classifying
recetved at said router via data packets received at
packet marks provided satd router mio wanted
by routers leading to said data packets and
host computer by path; unwanted data packets by

path;

{10.3]1 | associating a maximiim [16.3] means for associating a
acceptable transmission maximum acceptable
rate with each class of transmission rate with
data packet received at each class of data packet
said router; and received at said router;

and

{16.4] | allocating a transmussion | [16.4] | means for said router to
rate equal to or less than allocate the transmission
said maximum rate for unwanted data
acceptable transmission packets to be less than
rate for unwanted data equal to said maximum
packets. acceptable processing

rate.

[16.8] A packet flooding defense system for a network comprising a plurality of
host computers, routers, communication lines and transmitted data packets, said
System comprising:

246, As described above with respect to limitation {13.0], Maher discloses a

packet flooding defense system for a network comprising a plurality of host

computers, routers, communication lines and transmitted data packets. Therefore,

Maher discloses or renders obvious limitation [16.0].
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f16.1.1] means for a router to determine a path by which said packets came to said
router via packet marks provided by routers leading to said router;

247, Limitation [16.1.1] is substantially similar to limitation {10.1.1], except
that Iimutation [16.1.1] additionally recites “means for a router to determine.”
Limitation [16.1.1] expressly recites that a router performs the functional language.
As described above with respect to hmitation [10.1.1], a POSITA would have been
motivated to perform the path reconstruction procedure disclosed by Savage m a
router, t view of Maher’s disclosure that routers are configured to perform packet
analysis procedures in the event of a QoS attack. Therefore, Malier in view of
Savage renders obvious hmutation {16.1.1].

[16.1.2] said path comprising all routers in said network via which said packets
are routed to said computer;

248, Limutation [16.1.2] is identical to hmitations {7.1.2] and {10.1.2], and
1s disclosed or rendered obvious by Savage, as described above with respect to
himitations {7.1.2] and [10.1.2].

{16.2] means for classifving data packets received af said router into wanied data
packets and unwanied data packets by path;

249, Limitation [16.2] 1s substantially similar to limitation {10.2], except that
himitation [16.2] additionally recites “means for.” Further, himitation [16.2]

additionally recites that the data packets are classified into wanted data packets and
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unwanted data packets by path. Both of these differences do not make claim 16
patentable, in my opinion,

250, As described above with respect to limitation {7.2], Maher and Schuba
render obvious classitying data packets mto wanted data packets and unwanted data
packets by path, as recited in limitation {16.2].

251. I have been informed that Patent Owner has identified that a router 22
in the embodiments of Figures 1, 4 and 7 of the 497 patent 1s disclosed as
performing the function of classifving data packets received at said router into
wanted data packets and unwanied data packets by path, as recited in himitation
[13.2].

252. As described above with respect to limitation [7.2], Maher discloses
that the network apparatus 100, which performs the above-described classification
operation, may be a router or switch n the network, or a “bump-in-the-line” type
device that accepts and processes the data, and then places the processed data back
on the line. EX1006, 6:63-67, 5:62-67. Therefore, Maher discloses or renders
obvious structure corresponding to the alleged structure in the “497 patent that Patent
Owner identified as performing the function of limitation [13.2].

253, Further, as described above with respect to imitation {7.2], a POSITA
would have been motivated to inchude a bump-in-the-hne type network device that

receives data packets transmitted to Savage’s victim host computer V, as taught by

140
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Schuba and Maher, to classifv/] data packets received at said host computer into
wanted data packets and unwanted data packets by path, as taught by Schuba and
Maher.

[16.3] means for asseciating a maximum acceptable fransmission rate with each
class of data packet received af said router; and

254, Limitation [16.3] 15 substantially similar to limitation [10.3], except that
himitation {16.3] additionally recites “means for.”

255. 1 have been mformed that Patent Owner 1dentified that a router 22
the embodiments of Figures 2, 5 and 8 of the *497 patent is disclosed as performing
the function of associating a maximum acceptable transmission rate with each class
of data packet received ai said router, as recited in limitation {16.3].

256. As described above with respect to hmitation [7.2], Maher discloses
that the network apparatus 100, which performs the above-described classification
operation, may be a router or switch in the network, or a “bump-in-the-lme” type
device that accepts and processes the data, and then places the processed data back
on the line. EX1006, 6:63-67, 5.62-67. Therefore, Maher discloses or renders
obvious structure corresponding to the alleged structure in the "497 patent that Patent

Owner identitied as performing the function of limitation [16.3].

141
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[16.4] means for said router to allocate the transmission rate for unwanted data
packets to be less than equal to said maximum acceptable processing rate.

257. Limitation {16.4] is substantially similar to limitation [10.4], except that
hmitation [16.4] additionally recites “means for said router to allocate...”
Limitation [16.4] expressly recites that a router performs the functional language.
As described above with respect to himitation [10.4], Maher discloses that its
network apparatus 100 may be a router or switch 1 the network, or a “bump-in-the-
Ime™ type device that accepts and processes the data, and then places the processed
data back on the line. EX 1006, 6:63-67, 5:62-67. Accordingly, Maher’s functions of
allocating a processing rate are disclosed as being performed in a router that
transmits data to a downstream device. Therefore, AMaher also teaches allocate the
transmission rate for unwanted data packets to be less than equal to said maximum
acceptable processing rate, as recited in limitation [16 4]

2. Overview of Claim 4

258, Claim 4 is substantially similar to claim 10, but differs in three respects.
First, claim 10 1s a “method” claim, whereas claim 4 1s a “system” claim. Second,
claim 4 recites several “means for” hmitations whose functions are substantially
identical to the method steps of claim 10, Third, claim 4 contains a non-substantive
variation from limitation [7.1.1], of finding information regarding a path (limitation

{4.3.1] below), rather than determining a path, as recited i himitation [10.1.1].

142
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255, The following table illustrates the differences between claims 10 and 4,

with underlmed text denoting the differences between the clamms.

[10.0] | A method of providing 4.0 A packet flooding

packet floodmg defense defense system for a
for a network comprismg network comprising a
a pluralily of host plurality of host
compters, routers, computers, routers,
comnmnication hines and commumication lmes and
transmitted data packets, transmitted data packets,
said method comprising said gystem comprising:
the steps oft

[10.1.1] | determuning a path by {4.3.1] | means for said router to
which data packets artive find mformation for
at said router via packet packets it receives
marks provided by regarding the path by
routers leadmg to saud which said packets came
host computer,; to saxd rouster via packet

marks provided by
routers leading to said
host computer;

[10.1.2] | said path comprising all | [4.3.2 said path comprising all

routers in saxd network roasters in said network
via which said packets via which said packets
are routed fo saxd are routed to sawd
computer; computer;

[10.21 | classifying data packets | [4.2] means for classifying
received at said router vig data packets recetved ata
packet marks provided router mto wanted dats
by routers leading to said packets and unwanted
host computer by path; data packets;

[10.3] |associating a maximum | {4.3] means for associating a
acceptable transmission maximum acceptable
rate with each class of transmission rate with

143
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data packet received at each class of data packet
said router; and received at said router;

[10.4] | allocating a transmission | [4.4] means for said router to
rate equal to or less than allocate the transmission
said maximum rate for unwanted data
acceptable transmission packets to be less than
rate for unwanted data equal to said maximum
packets, acceptable processing

rate.

[4.6] A packet flooding defense sysiem for a network comprising a plurality of host
computers, routers, communication lines and transmitted data packets, said
system comprising:

260.  As described above with respect to limzitation {13.0], Maher discloses o
packet flooding defense system for a network comprising a plurality of host
computers, routers, communication lines and transmitted data packets. Therefore,

Maher discloses or renders obvious limitation [4.01].

[4.1] means for classifving data packets received at a router into wanied datq
packets and unwanied data packets;

261, Limitation {4.1] 1s substantially similar to limitation [16.2], except that
it 1s broader because it does not require classifying data packets “by path,” as recited
in limatation [16.2]. Limitation [4.1] s rendered obvious for the reasons presented
above with respect to limitation [16.2], which also shows that the prior art renders
obvious the alleged structure that Patent Owner dentified as corresponding to the

“means for” features of limitation {4.1].

144
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f4.2] means for associating a maeximum acceptable transmission rate with each
class of data packet received af said router;

262. Limitation {4.2] 1s identical to limitation {16.3], and is rendered obvious
for the same reasons presented above with respect to himitation [16.3].
[4.3. 1] means for said router to find information for packets it receives regarding
the path by which said packets came to said router via packet marks provided by
routers leading to said host computer;

263, Limitation [4.3.1] is substantially similar to limitation {10.1.1], except
that limatation [4.3.1] recites “means for said router computer to find information

bl

Jor packets it veceives regarding the path,” whereas limitation {10.1.1] recites
“determining a paih.” This difference in wording is immaterial with respect to
patentability, because Savage discloses a network device receiving packets finds
mformation for packets it receives regarding the path by which the packets came to
that network device.

264.  As described above with respect to limitation {10.1.1}], Savage discloses
that the victim V in Figure | below performs a “path reconstruction procedure” to
determine the “attack path from [attacker] A; [that] is the unique ordered list of

routers between 4; and V.7 EXI1005, 298, 295.
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EXT005, Fig. 1 {annotated)

265, Sovage discloses that the victim Vo Figure | above “may be a single
host under attack, or 3 network border device such a3 a firewall or intrusion
detection system that represents many such hosts” EX1005, 297, Maher discloses
that its network apparatus 100 may be a router or swiich i the network, or a “bump-
m-the-lne” type device that accepis and processes the data, and then places the
processed data back on the hne. EX1006, 6:63-67, 5:62-67. A POSITA would
therefore have been motivated fo perform the path reconstruction procedure
diselosed by Savage noa router, m view of Maber's discloswre that routers are

configured to perform packet analysis procedures i the event of a Qo8 attack.

146
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266, Savage discloses that each router along the path “*marks’ one or more
packets by augmenting them with additional information about the path they are
traveling.” 298, 299 (describing “Node append” algorithm in Figure 2 below as
“appending each node’s [i.e., router’s] address to the end of the packet as it travels

through the network from attacker to wvictim.”).  Savage discloses that
“Iclonsequently, every packet received by the victim amives with a complete

ordered list of the routers it traversed—a built-in attack path.” EX1005, 299,

> F onter &
for sach pa».&ei R appem% Ritow

cogdury Gt Vicim v,
o attacker
BB from the suflix of w

]
¢
es

extract path

Figure 2: Node append algorithm.

EX1005, Fig. 2
267. Savage teaches that the wvictim V then implements a “path
reconstruction procedure” to “reconstruct the attack path using only the information
in these marked packets.” EX1005, 298.
268. Therefore, Savage discloses that each router along the attack path adds
a packet mark identifying that router’s address to the data packet as the data packets
travel along the aftack path, to enable a path reconstruction procedure to be

performed to determine the “complete ordered list of the routers {the data packet]

147
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traversed.” EX1003, 295, 298-299. Thus, Savage discloses the victim computer V,
which may be a router, as taught by Magher, performs the path reconstruction
procedure, find/s/ information (i.e., packet marks) for packets it receives regarding
the path by which said packets came to said computer via packet marks provided by
routers leading to said host computer, as recited in hmitation [4.3 11

269. I have been informed that Patent Owner has identified that a router 22
in the embodiments of Figures 3, 6, and 9 of the 497 patent is disclosed as
performing the function of find/ing] information for packets it receives regarding
the path by which said packets came to said router via packet marks provided by
routers leading to said host computer, as recited mm himitation [4 3.1}

270, As described above with respect to limitation [7.2], Maher discloses
that the network apparatus 100 may be a router or switch in the network, or a “bump-
in-the-ling™ type device that accepts and processes the data, and then places the
processed data back on the line. EX1006, 6:63-67, 5:62-67. Therefore, Maher
discloses or renders obvious structure corresponding to the alleged structure in the
497 patent that Patent Owner identified as performing the function of hmitation

[4.3.1].

148
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f4.3.2{ said path comprising all routers in said neswork via which said packets are
routed to said computer; and

271. Limitation [4.3.2] 1s wdentical to limitations {7.1.2] and {10.1.2], and 1s
disclosed or rendered obvious by Sovage, as described above with respect to
limitations {7.1.2] and [10.1.2}.

[4.4] means in said router for said router to use said information fo allocate the
iransmission rafe for unwanted data packeis fo be less than egual to said
maximum acceptable transmission rate.

272, Limitation {4.4] 1s substantially wdentical to hmitation [16.4], except
that limitation {4.4] recites “means in said router,” whereas limitation [16.4] recites
“means for said router.” Limitation [4.4] 1s rendered obvious for the same reasons
as presented above with respect to limitation [16.4].

XI AVAILABILITY FOR CROSS-EXAMENATION

273, In signing this declaration, I recognize that the declaration will be filed
as evidence 1 a case before the Central Reexamination Unit of the United States
Patent and Trademark Office. If cross examination is required of me, I will appear
for cross examination within the United States during the tume allotted for cross

examination.
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X CONCLUSION

274. 1 hereby declare under penalty of perjury under the laws of the United
States of America that the foregoing is true and correct, and that all statements made
of my own knowledge are true and that all statements made on information and belief
are believed to be true. 1 understand that willful false statements are punishable by

fine or imprisonment or both. See 18 U.S.C. § 1001,

3 , .
Date: May 2021 Respectfully submitted,
§
vy NP ,
§ 3 W L B
A e TR

N

Dr. Vyay K. Madisetti
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Submitted reports & deposition

Hitachi Maxell v. ZTE/Huawel

Case No: 5:16-cv-00178-RWS (ED Texas)
Expert for Hitachi Maxell

Technology: Digital Caneras

Submitted reports & deposition (2017 - 2018)

Hitach: Maxell v, Apple

Case No: 5:19-cv-00036-RWS
Expert for Hitachi Maxell
Techuology: Digital Cameras
Submitted Expert Reports (2020-}

Qualcomm v, Apple

Case No: 17-cev-0108-GPC-MDD (8D Cal) Also, Related [TC/FTC Maiters
Expert for Qualcomm

Technology: 4G/Wireless Communications/Smartphones (2017-2019)

je]
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Submitted Reports and Deposition

(uslcomm v. Apple

Case No: 3:17-cv-01375-DMS-MDD (8D Cal})

Expert for Qualcomm

Technology: 4G/Wireless Communications/Smartphones (2017-2019)
Submitted Reports and Deposition

Optis v. Huawei

Case No: 2:17-cv-123 (ED. Texas)
Hxpert for Optis Wireless
Technology: 4G/Video (2017-2019)
Submitted reports & depostiion

Beckman Coulter v. Sysmex

Case No: 1:17-cv-24040-DPG (ND linois)

Hxpert for Sysmex

Technology: Medical Instrurnentation Automation (2017 -present)
Testifying Expert

TG Delta v, Xyxel/Adtran

Hxpert for TG Delta

Technology: DSL Technologies (2018-present)
Testifying Expert

SGL/KPN v. LG, Blackberry, HIC

Hxpert for 3GL/KPN

Technology: 4G/LTE Protocols (2018-present)
Reports and Deposition / Testifying Expert

Revi v. Comcast

ITC No. 337-TA-1103 (JTC)

Hxpert for Rovi

Technology: Digital Video & interactive GUT (Jan 2018-May 2018)
Reports and Deposition

Cirba/Densify v. VMWare

Case No: 1:19-¢cv-00742-LPS

Hxpert for Cirba/Densify

Technology: Virtualization {2019-present)
Reports Deposition/PI Hearing / Testifying Expert

Power Integrations v, On Semiconductor
Case No: 17-cv-03189-BLF
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Expert for On Semiconductor
Technology: Power Electronics (2018-2019)
Reports & Deposition/Testifying Expert.

Pathway v. Lumens, IPEV(, Aver JDA
Case No: ITC 337-TA-1045

Hxpert for Lumens JDA

Technology: Document Cameras (2016-2019)
Reports & Deposition (for IPRATC, no trial)

Wilan v. Apple

Case No: 3:14-¢v-2235

Expert for Wilan

Technology: Voice over LTE/LTE Protocols (2617-2020)
Reports and Testified through Deposition/Trials

St. Lawrence Comm. v. Amazon

Case No. 2:19-CV-00027-JRG

Expert for Amazon

Techoology: Multimedia Codecs

Submitted Expert Reports/Deposition (2020-2020)

PanOptis v. Apple

Case No. 2:19-CV-00066-JRG

Bxpert for PanOptis

Technology: LTE

Submitted Expert Reporis/Deposition/Trial (2019-2020)

GAS v, Sprint Communications

Case No. 2:20-cv-00007-RWS

Hxpert for General Access (GAS}
Technology: LTE

Submitted Expert Reports/Deposition {9/21-)

Additional matters include declarations supporting IPRs at the PTAR for Google
(U8 Patent 8,601,154}, On Semiconductor (US Patent 6,212,079), Ubisoft (US
Patent 5,490,216), Lumens JDA (2017-2019), Broadcom {WiFi)}, Sony (LS Patent
6,101,534}, Kia, (US Patent 5,530,431}, Qualcomm, FEricsson, Amazon, Ring,
Digital Ally, On Semiconductor, United Patents, Lenovo, BMC Software, BMW,

Daimler and Dolby.
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Earned Degrees

1. B. Tech (Hons}, Electronics & Electrical Comm. Engineering
Indian Institute of Technoiogy (IIT), Kharagpur, India
1984,

2. Ph.D., Blectrical Engineering & Computer Sciences {(EECS)
University of California (UC), Berkeley. CA
1989.

Books

1. VL5 Digital Signal Processors
Madisetti, V.K.;
Boston: MA, IEEE Press: Butterworth Heinemann, 1995, 525 pp.

2. Quick~-Turnaround ASIC Design in YHDL
Romdhane, M., Madisetti, V.K., Hines, 1.
Boston: MA, Kluwer Academic Press, 1996, 180 pp.

3. The Digital Signal Processing Handbook {(First Edition}
Madisetli, V. K., Williams, D, (Editors)
CRC Press, Boca Raton, Fla, 1998, 2500 pp.

4. VHDL: Elsctronics Systams Design Methodologies.
Madisetti, V. K. (Editor)
Boston: MA, IEEE Standards Press, 2000, ISBN 0-7381-1878-8.

5. Platform-Centric Approach to System-on-Chip {Sel) Design.
Madiselti, V. K., Arpnikanondt, A.
Springer, Boston: MA, Springer, 2004, 280 pp.

6. The Digital Signal Processing Handbook - Second Edition.
Madisetti, V. K. (2009}
CRC Press, Boca Raton, Fla.

7. Cloud Computing: A Hands-0On Approach
A Bahga, V. Madiselti (2013)
Amazon CreateSpace Publishing, 2013, 454 pp.
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&. Internet of Things: A& Hands-0On Approach
A Bahga, V. Madisetti (2014)
Amazon CreateSpace Publishing, 2014, 450 pp.

ATFOIR-CERIRY
S0

ER RS
SRR

8. Big Data Scisnce & Analytics: A Hands-On Approach
A Bahga, V. Madiseffi (2016)
Amazon CreateSpace Publishing, 2016, 542 pp.
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D

18.Blockchain Applications: A Hands-On Approach
A Bahga, V. Madisetti (2017)
Amazon CreateSpace Publishing, 2017, 380 pp.

Edited Books & Collection of Papers

1. Advances in Paraliel & Distributed Simulation
Madisetti, V.K.;Nicol, D., Fujimolo, R. {Editors)
San Diego, CA: SCS Press, 1991, 200 pp.

2. Modsling, Analysis, Simulation of Computer & Telecommunications
Systems
Madisetli, V., Gelenbe, E., Walrand, 7. W. {Editors)
Los Alamitos: CA, IEEE Computer Society Prass, 1994, 425 pp.
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Modeling & Simulations on Microcomputers
Madisetti, V.K. (Editor)
San Diego, CA: SCS Fress, 138 pp. 1990,

Editorship of Journals & Transactions

IEEE Design & Test of Computers

Special Issue: Reengineering Digital Systems

April - June 1999 (Vol 16, No 2)

Madisett, V.K (Editor)

Los Alamitos: CA, IEEE Computer Society Press, 1999,

IEEE Design & Test of Computers

Special Issue: Rapid Prototyping of Digital Systems

Fall 1996 (Vol 13, No 3)

Madiselti, V., Richards, M. (Editors)

Los Alamitos: CA, IEEE Computer Sociely Press, 1994, 425 pp.

IEEE Transactions on Circuits & Systems 1Y
Associate Editor: 1993-1085,

International Journal in Computer Simulation
Associate Editor: 1880-1893

International Journal in YLSI Signal Processing
Editorial Board: 19895 - Present

Issued US Patents

Cloudflare, Inc.

Exhibit 1003  Page 831



i, BCE

setit,

ay K. Mad

i

7
/

Professor V

o

et

ions

icat

Refereed Journal Publ

ists

1. Trends in the Blectronic Control of Mine Ho

. and Ramiu, M.,

%
IEEE Transactions on Industry App

Madisetti,

Vol I4-22, No. 6,
1112

cations,

I

November/Decernber 1986, Pages 1105~

tal subscriber loops

igi

d
G.

range/NEXT performance in

Mad

Multilevsl
Bran

2.

14

o

Messerschimitt,

V.,
Speech and Vision, IEE Proceeding

setti,

i

Y7

d, G

o IEE

sa@ als

sif

i

Communications

Page 832

Exhibit 1003

Cloudflare, Inc.



Professor Vijay K. Madisetts, ECE

Proceedings-Communications] ,Volume: 136, Issue: 2, April 1989
Pages: 169 — 174

- Seismic migration algorithms on parallel computers

Madisetti, V.K.; Messerschmitt, D.G.;

Signal Processing, IEEE Transactions on [see also Acoustics, Speech, and
Signal Processing, IEEE Transactions on] Volume: 39 |, Issue: 7, July 1981
Pages: 1642 - 1654

. Asynchronous algorithms for the paralliel simulation of event~driven
dynamical systems

Madisetti, V.K.; Walrand, 1.C.; Messerschmitt, D.G.:

ACM Transactions on Modeling and Computer Simulation, v 1, n 3, July 1991,
Pages: 244-74

. Synchronization mechanisms for distributed event-driven
computation

Madisetti, V.K.; Hardaker, D.:

ACM Transactions on Modeling and Computer Simulation, v 2, n i, Jan. 1992,
Pages: 12-51

. Efficient VLSI Architectures for the Arithmetic Fourier Transform

{AFT}

Keiley, 8.T.; Madisetti, V.K.;

Signal Processing, IEEE Transactions on [see also Acoustics, Speech, and
Signal Processing, IEEE Transactions on] Volume: 41 | Issue: 1, January
1893

Pages:365-378

. The fast discrete Radon transform. I. Theory

Kelley, B.T.; Madisetti, V.K.;

Image Processing, IEEE Transactions on ,Volume: 2, Issue: 3, July 1983
Pages: 382 - 4C0

. The Georgia Tech digital signal mulliprocessor

Barnwell, T.P., III; Madisetli, V.K.; McGrath, 5.J.A.;

Signal Processing, IEEE Transactions on [see also Acoustics, Speech, and
Signal Processing, IEEE Transactions on] Velume: 41, Issue: 7, July 1993
Pages:2471 - 2487

. The MIMDIX Environment for Paraliel Simulation

Madisetti, V.K.; Hardaker, D.; Fujimoto, R.M.:
Journal of Parallel and Distributed Computing, v1§&, no. 4, August 1983,
Pages: 473-83.
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10.LMSGEN: a prototyping environment for programmable adaplive
digital filters in VLSY
Romdhane, M.5.8.; Madisetti, V.K.;
Chapter in VLGI Signal Processing, VII, 1994,
Pages:33 - 42

11. Fixed-point co-design in DEP
Egolf, T.W.; Famorzadeh, S.; Madisefli, V.X.;
Chapter in VLSI Signal Processing, VII, 1994,
Pages:113 - 126

12. A fast spotlight-mode synthetic aperture radar imaging system
Madisetti, V.K.;
Communications, IEEE Transactions on Volume: 42, Issue: 234 , February-
April 1994
Pages:873 - 876

13. Rapid protolyping on the Georgia Tech digital signal multiprocessor
Curtis, B.A.; Madisetti, V.K.;
Signal Processing, IEEE Transactions on [see also Acoustics, Speech, and
Signal Procassing, [EEE Transactions on] Volume: 42 , Issue: 3, March
1994
Pages. 649 - 662

1i4.Low-power signaling in asymmetlric noisy channels via spectral
shaping
Sipitca, M.; Madisetti, V.K.;
Signal Processing Letters, IEEE, Volume: 1, Issua: 8, Aug 1994
Pages:117 - 118

15. & quantitative methodology for rapid prototyping and high-level
synthesis of signal processing algorithms
Madisetti, V.K.; Curtis, B.A.;
Signal Procassing, [EEE Transactions on [see also Acoustics, Speech, and
Signal Processing, IEEE Transactions on] [ Volume: 42 |, Issue: 11, Nov. 1894
Pages:3188 - 3208

16, Computer Simulation of Application-Specific Signal Processing
Systems
Casinovi, G.; Madisetti, V.K.;
International Journal in Computer Simulation, Vol. 4, No. 4, Nov 1994,

17. System partitioning of MCMs for low power
Khan, 5.A.; Madisetti, V.K.;
Design & Test of Computers, IEEE Volume: 12, Issue: 1, Spring 1995
Pages:41 ~ 52

il
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18. Error correcting run-iength Hmited codes for magnetic recording
Jagjin Lee; Madiselli, V.XK.;
Magnetics, IEEE Transactions on Volume: 31, Issue: &, Nov. 1885
Pages: 3084 - 3086

18, ¥irtual prototyping of embedded microconiroller-Based DSP systems
Madisetti, V.K.; Egolf, T.W.;
Micro, IEEE Volume: 15, Issue: 5, Oct. 1985
Pages: 9 - 21

20. Constrained multitrack RLL codes for the storage channel
Lee, J.; Madiselti, V.K.;
Magnetics, IEEE Transactions on Volume: 31, Issus: 3, May 1965
Pages: 2355 ~ 2364

21. Rapid digital system prototyping: current practice; future challenges
Madisetti, V.K.;
Design & Test of Computers, IEEE Volume: 13, Issue: 3, Fall 1996
Pages:12 - 22

22. Conceptual prototyping of scalable embedded DSR systems
Dung, L.-R.; Madisetti, V.K.;
Design & Test of Computers, IEEE [ Volume: 13, Issue: 3, Fall 1996
Pages: b4 - 65

23. Advances in rapid prototyping of digital systems
Madisetti, V.K.; Richards, M.A.;
Design & Test of Computers, IEEE Volume: 13, Issue: 3, Fall 1996
Pages: 2

24. Combined modulation and error correction codes for storage
channels
Jagjin Lee; Madisetti, V.K.;
Magnetics, IEEE Transactions on Volume: 32, Issue: 2, March 1896
Pages:509 - 514

25. Model-based architectural design and verification of scalable
embedded DSP systems-a RASSP approach
Dung, L.-R.; Madisetti, V.K.; Hines, J.W.;
Chapter in VLSI Signal Processing, IX, 1996.
Pages:147 - 158
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28. Low~power digital filter implementations using ternary coefficients
Hezar, R.; Madisetti, V.K.;
Chapter in VLSI Signal Processing, IX, 1896.,
Pages:179 - 188

27. Ali-digital oversampled front-end sensors
Romdhane, M.5.B.; Madisetti, V.K.;
Signal Processing Letters, IEEE, Volume: 3, Issue: 2, Feb, 1896
Pages:38 - 39

28. Modeling COTS components in VHDL
Cathoun, 5., Reese, R; Egoif, T., Madisetii, V.K.;
Journal of VLGI Signal Processing, Volume: 14, Issue: 2, Nov 1986
Pages: 24 - 31

29, VHDL-Based Rapid Systems Protolyping
Egolf, T.; Madiseiti, V.K.;
Journal of VLGI Signal Processing, Volume: 14, Issue: 2, Nov 1996
Pages: 40-52

30, Interface design for core-based systems
Madisetti, V.K.; Lan Shen;
Design & Test of Computers, IEEE ,Volume: 14, Issue: 4, Oct.-Dec. 1987
Pages:42 - 51

31i. Incorporating cost modeling in embedded-system design
Debardefaben, J.A.; Madisetti, V.K.; Gadient, A.J.;
Design & Test of Computers, IEEE [ Volume: 14, Issue: 3, July-Sept. 1897
Pages:24 - 35

32. On homomorphic deconvolution of bandpass signails
Marenco, A.L.; Madiselli, V.X.;
Signal Processing, [EEE Transactions on [see also Acoustics, Speech; and
Signal Procassing, [EEE Transactions on] [ Volume: 45, Issue: 10, Oct. 1897
Pages: 2499 - 2514

33. A case study in the development of mulii-media educational material:
the VHDL interactive tutorial
Gadient, A.1.; Stinson, 1LA., Jr.; Tavior, T.C.; Avior, J.H.; Klenke, R.H.;
Salinas, M.H.; Madisetti, V.K.; Egoif, T.; Famorzadeh, 5.; Kamns, L.N.; Carter,
H.W.,
tducation, IEEE Transactions on Volume: 40 |, Issue: 4 |, Nov, 1887
Pages:17 pp.
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34, Adaptive mobility management in wireless networks
Jeongwook Kim; Madisetti, V.K.;
Electronics Letters Volume: 34, Issue: 15, 23 July 1998
Pages: 1453 ~ 1455

35. Efficient implementation of two-band PR-QMF filterbanks
Hezar, R.; Madisetti, V.K.;
Signal Processing Letters, IEEE Volume: 5, Issue: 4, April 1988
Pages:92 - 94

36. On fast algorithms for computing the inverse modified discrete
cosine transform
Yun-Hui Fan; Madisetti, V.K.; Mersereau, R.M.;
Signal Processing Letters, IEEE Volume: 6, Issue: 3, March 1999
Pages:61 - 64

37. System on chip or system on package?
Tummala, R.R.; Madisetti, V.K.;
Design & Test of Computers, IEEE Volume: 16, Issue: 2, April-June 1999
Pages:48 - 56

38. Reengineering legacy embeadded systems
Madisetti, V.K.; Jung, Y.-K.; Khan, M.H.; Kim, J.; Finnessy, T.;
Design & Test of Computers, IEEE | Volume: 16, Issue: 2, April-June 1999
Pages:38 - 47

39, Reasngineering digital systems
Madiselti, V.K.;
Design & Test of Computers, IEEE | Volume: 16, Issue: 2, April-June 1999
Pages:15 - 16

40, Parameter optimization of robust low-bit-rate video coders
Sangyoun Lee; Madisetti, V.K.;
Circuits and Systems for Video Technology, IEEE Transactions on, Volume: 9
Issue: &, Sept. 1998
Pages: 848 - 855

41. Closed~form for infinite sum in bandlimited CDMA
Jatunov, LA, Madisetti, V.K.;
Communications Letters, IEEE Volume: 8, Issue: 3, March 2004
Pages: 138 - 140

42. A new protoco! o enhance path
reliability and load balancing in mobile ad hoc networks
Argyriou, A.; Madisetti, V.K.;

i4
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Journal of Ad Hoc Networks, Elsevier Press, 2004

43. Closed-form analysis of CDMA systems using Nyquist puise
Jatunov, L.A.; Madisetti, V. K.,
Communications Letters, IEEE (Under Revision}, 2005.

44. Systematic Design of End-to-End Wireless Mobility Management
Prototocols,
Argyriou, A.; Madisetti, V. K.,
ACM/Springer Wireless Networks (WINET), Accepted 2005.

45. A Novel End-to-End Approach for Video Streaming Over the Internet,
Argyriou, A.; Madisetti, V. K.;
Kluwer Telecommunications Systems, Vol, 28, No. 2, Pages 133-150, Jan
2005, Special Issue on Multimedia Streaming.

46. An Analytical Framework of RD Optimized Video Streaming with TCP,
Argyriou, A.; Madisetti, V. K.;
IEEE Transactions on Multimedia, Submitted for review in March 2005.

47 . Modeling the Effect of Handoffs on Transport Protocol Performancs,
Argyriou, A.; Madisetti, V. K.;
IEEE Transactions on Mobile Computing, Submitted for review in March 2005

48. Throughput Models for Transport Protocols with CBR and VBR Traffic
Workioads”,
Argyricu, A.; Madisetti, V. K.}
ACM Transactions on Multimedia Computing, Communications & Applications,
Submitted for review in April 2005.

49, “Electronic System, Platform & Package Codeasign”,
Madisetli, V. K.
IEEE Design & Test of Cormnputers, Volume 23, Issue 3, June 2006. pages
220-233.

50. “The Design of an End-to-End Handoff Management Protocol”,
A. Argyriou, Madisetti, V. K.
Wireless Networks, Springer, May 2006.

51.7A Soft-Handoff Transport Protoco! for Media Flows in Heterogeneous
Mobile Networks 7,

A. Argyriou, Madisetti, V. K.
Computer Networks, Vol 50, Issue 11, Pages 1860-1871, August 2006.

i5

Cloudflare, Inc.  Exhibit 1003  Page 838



Professor Vijay K. Madisetts, ECE

2. “Computationally Efficient SNR Estimation for Bandlimited WCDMA
Systems”
L. Jatunov, Madisetti, V. K.
IEEE Transactions on Wireless Communications, Volume 5, Issue 13,
December 2006, Pages 53480-3491,

53 &pace~-Time Codes for Wirsless & Mobile Applications”,
M. Sinnokrof, Madisetti, V.K.
DSP Handbook, Second Edition, 2009 (to be published)

4.4, Bahga, V. Madisattl, "Rapid Prototyping of Advanced Cloud-Based
Systems”, IEEE Computer, vol, 48, no. 11, Nov 2013, pp 76-83, 2613

B5%.A, Bahga, V. Madisetli, "Cloud-Basad Information Integration &
Informatics Framawork for Healtheare Applications”, IEEE Computsr,
Fabruary 2015,

56.4. Bahga, V. Madisattl, "& Cloud~-basad Approach for Intaropearable
EMRS", IEECE Journal of Biomedical and Heaith Informatics, vol, 17, no. 5, Sep
2013, pp. 894-9086, 2013

57.A. Bahga, V. Madisetli, "Cloud-Basad Information Technology
Framework for Dats Driven Intelligent Transportation Systems”,
Journal of Transportation Technolfogies, vol.3 no.2, Aprit 2013

B8.A. Bahga, V. Madisetti, "Parformance Evaluation Approach for Multi-tier
Cloud Applications”, Journal of Soffware Engineering and Appiications, val,
&, n0. 2, pp. F4-83, Mar 20135,

58.Yusuf, A, V. Madisell], “Configuration for Predicting Travel Time Using
Wavealet Packets and Support Vector Ragression”, Journaf of
Transporiafion Technofogies, vol 2, no. 3, June 2013,

60.A. Bahga, V. Madisatli, "nalyzing Massive Machine Maintenance Data in
a Computing Cloud”, TEEE Transactions on Paraliel and Distribuled Systems,
vol, 23, no. 10, pp. 1831 - 1843, 2012,

61N, Radia. Y. Zhang, M. Tatimapula, V. Madiselti, "Naxt Ganaration
Applications on Cellular Networks: Trends, Challenges, and
Solutions,” Procsedings of the IECE, Vol 100, Issue 4, pp. 841-854, 2012,

62.4. Bahga, V. Madisatli, "Rapid Prototyping of Advanced Cloud-Based
Systems”, JEEE Compuoter, vol. 46, no. 11, Nov 2013, pp 76-83, 24613

16
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63.A. Bahga, V. Madisetti, "& Cloud-based Approach for Interoperable
EMRg", IEEE Journal of Biomedical and Health Informatics, vol. 17, no. 5, Sep
2013, pp. 884-805, 2013

64,45, Bahga, V. Madisettl, "Cloud~-Based Information Integration &
Informatics Framework for Healthcare Applications”, TEEE Computer,
February 2015,

Peer Reviewsed Conference Publications

1. Dynamically-reduced complexity implementation of echo cancelers
Madisetti, V.; Messerschmitt, D.; Nordstrom, N.;
Acoustics, Speech, and Signal Processing, IEEE International Conference on
ICASSP '86. Volume: 11, Apr 1986

2. Seismic migration algorithms using the FFY approach on the NCUBE
multiprocessor
Madisetti, V.K.; Messerschmitt, D.G.;
Acoustics, Speeach, and Signal Processing, 1988, ICASSP-88., 1888
International Conference on, 11-14 April 1988

3. Secismic migration algorithms on multiprocessors
Madisetti, V.K.; Messerschmitt, D.G.;
Acoustics, Speeach, and Signal Processing, 1988, ICASSP-88., 1888
International Conference on, 11-14 April 1988
Pages: 2124 ~ 2127 vol.4

4. WOLF: A roliback algorithm for optimistic distributed simulation
systems
Madisetti, V.; Walrand, J.; Messerschmitt, D.;
Simulation Conference Proceedings, 1988 Winter , December 12-14, 1988
Pages: 296 - 305

5. Efficient distributed simulation
Madisetti, V.; Walrand, J.; Messerschmitt, D.;
Simulation Symposium, 1989, The 22nd Annual , March 28-31, 1989
Pages:5-6

6. High speed migration of multidimensional seismic data
Kelley, B.; Madisetti, V.;

i
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Acoustics, Speech, and Signal Processing, 1991, ICASSP-91,, 1991
International Conference on , 14-17 April 1991
Pages: 1117 - 1120 vol.2

7. Performance of a fast analog VLST implementation of the DFT
Buchanan, 8., Madisetti, V.; Brooke, M.,
Circuits and Systems, 1992., Proceedings of the 35th Midwest Symposium on
, 9-12 Aug. 1882
Pages:1353 - 1356 vol.2

8. Task scheduling in the Georgia Tech digital signal multiprocessor
Curtis, B.A.; Madisetti, V.K.;
Acoustics, Speech, and Signal Processing, 18982, ICASSP-22,, 1992 IEEE
International Conference on Volume: 5, 23-26 March 1992
Pages:589 - 582 vol.B

8. The fast discrete Radon transform
Kelley, B.T.; Madisetti, V.K.;
Acoustics, Speech, and Signal Processing, 18992, ICASSP-92., 1992 IEEE
International Conference on [Volume: 3, 23-26 March 1992
Pages:409 - 412 vol.3

10 Yield-based system partitioning strategies for MCM and ASEM design
Khan, S.; Madisetti, V.;
Multi-Chip Module Conference, 1994, MCMC-94, Proceedings., 1994 IEEE, 15-
17 March 1994
Pages:144 - 148

11, Multitrack RLL codes for the storage channel with immunity o
intertrack interference
Lee, 1. Madiselti, V.X.;
Global Telecommunications Conferance, 1994, GLOBECOM '94,
‘Communications: The Global Bridge'., IEEE Volume: 3, 28 Nov.-2 Dec. 1994
Pages: 1477 - 1481 vol.3

12. & paraliel mapping of backpropagation algorithm for mesh signatl
BrOCessor
Khan, 5.A.; Madisetti, V.K.;
Neural Networks for Signal Processing [1995] V. Proceadings of the 1985
IEEE Workshop , 31 Aug.-2 Sept. 1995
Pages:561 - 570

13, Virtual prototyping of embedded DEP systems
Madiselti, V.K.; Egolf, T.; Famorzadeh, 5.; Dung, L.-R.;
Acoustics, Speech, and Signal Processing, 1995, ICASSP-85., 1885

18
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International Conference on Volume: 4, 9-12 May 1995
Pages:2711 - 2714 vol.4

14, Assessing and improving current practice in the design of
application-specific signal processors
Shaw, G.A.; Anderson, 1.C.; Madisetti, V.K.;
Acoustics, Speech, and Signal Processing, 1885, ICASSP-85., 1985
International Conference on ,Volume: 4, 9-12 May 1985
Pages: 2707 - 2710 vol.4

15. Introduction to ARPA's RASSP initiative and education/facilitation
program
Corley, J.H.; Madisefti, V.K.; Richards, M.A.;
Acoustics, Speech, and Signal Processing, 1995, ICASSP-85,, 1885
International Conference on Volume: 4, 9-12 May 1985
Pages: 2685 - 2698 vol.4

16. DSP design education at Georgia Tech
Madisetti, V.K.; McClellan, J.H.; Barmwell, T.P., III;
Acoustics, Speech, and Signal Processing, 1995, ICASSP-85., 1995
International Conference on Volume: 5, 8-12 May 1885
Pages: 2869 - 2872 vol.b

17. Rapid prototyping of DSP systems via system interface module
generation
Famorzadeh, 5.; Madisetti, V.K.;
Acoustics, Speech, and Signal Processing, 1996, ICASSP-96. Conference
Proceedings., 1996 IEEE International Conference on Molume: 2, 7-10 May
1996
Pages:1256 - 1259 vol. 2

18. Rapid prototyping of DSP chip-sets via functional reuse
Romdhane, M.S.B.; Madisetti, V.X.;
Acoustics, Speech, and Signal Processing, 1996, ICASSP-86. Conference

Proceedings., 1996 IEEE International Conference on [ Volume: 2, 7-10 May
1806

Pages:1236 - 1239 vol. 2

19. A& constructive deconvolution procedure of bandpass signals by
homomorphic analysis
Marenco, A.L.; Madisetti, V.K.;
Geoscience and Remote Sensing Symposium, 1896, IGARSS ‘86, 'Remote
Sensing for a Sustainable Future.’, International Velume: 3, 27-31 May
18886

Pages: 1582 - 1586 vol.3

19

Cloudflare, Inc.  Exhibit 1003  Page 842



Professor Vijay K. Madisetts, ECE

20. BEEHIVE: an adaptive, distributed, embedded signal processing
gnvironment
Famorzadeh, 5.; Madisetti, V.; Egoff, T.; Nguyen, T.;
Acoustics, Speech, and Signal Processing, 1997, ICASSP-G7., 1997 IEEE
International Conference on ,Volume: 1, 21-24 April 1897
Pages: 663 - 666 vol.l

21, Target detection from coregistered visual-thermal-range images
Perez-Jacome, LE.; Madisetti, V.K.;
Acoustics, Speech, and Signal Processing, 1997, ICASSP-97,, 1997 IEEE
International Conference on Volume: 4, 21-24 April 1997
Pages: 2741 - 2744 vol.4

22. Variable block size adaptive lapped transform-based image coding
Kiausutis, T.1.; Madisetti, V.K.;
Image Processing, 1997, Proceedings., International Conference on | Volume:
3, 286-29 Oct, 1997
Pages: 686 - 689 vol.3

23. A Rate 8/10 {8, 6) MTR Code And Its Encoder/decoder
Jaejin Lee; Madisetli, V.K.;
Magnetics Conferance, 1997. Digests of INTERMAG '97., 1997 IEEE
International , 1-4 April 1997
Pages:BS-15 - BS-15

24, VHDL models supporting a system-~-ievel design process: a RASSP
approach
DeBardelaben, 1A, Madisetti, V.K,; Gadient, A.J.;
VHDL International Users' Forum, 1997, Proceedings , 19-22 Oct. 1987
Pages:183 - 188

25. & performance modeling frameawork applied to real time infrared
search and track processing
Pauer, E.K.; Pettigrew, M.N.; Myers, C.5.; Madisetti, V.K.;
VHDL International Users' Forum, 1987, Proceedings , 19-22 Oct. 1997
Pages:33 - 42

26. System design and re-engineering through virtual prototyping: a
temporal model-based approach
Khan, M.H.; Madisstti, V.K.;
Signals, Systaems & Computers, 1998, Conference Record of the Thirty-
Second Asilomar Conference on Volume: 2, 1-4 Nov. 1998
Pages: 1720 - 1724 vol.2
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27. A debugger RTOS for embeddad systems
Akgul, T.; Kuacharoen, P.; Mooney, V.J.; Madisatti, V.K.;
turomicro Conference, 2001, Proceedings. 27th, 4-6 Sept. 2001
Pages: 2064 ~ 269

28. Adaptability, extensibility and flexibility in real-time operating
systems
Kuacharoen, P.; Akgul, T.; Mooney, V.J.; Madisetti, V.K.;
Digital Systemns, Design, 2001. Proceedings. Euromicro Symposium on , 4-6
Sept. 2001
Pages:400 - 405

29. Effect of handoff delay on the system performance of TOMA cellular
systams
Turkboylari, M.; Madisetti, V.K.;
Mobile and Wireless Communications Network, 2002, 4th International
Workshop on , 9-11 Sept. 2002
Pages: 411 — 415

30. Enforcing interdependencies and executing transactions atomically
over autonomous mobile data stores using SyD link technology
Prasad, 5.K.; Bourgeois, A.G.; Dogdu, E.; Sunderraman, R.; Yi Pan; Navathe,
S.; Madisetti, V.;

Distributed Computing Systems Workshops, 2003, Proceedings. 23rd
International Conference on , 19-22 May 2003
Pages:803 - 809

31. Performance evaluation and optimization of SCTP in wireless ad-hoc
natworks
Argyriou, A, Madisetti, V.;
Local Computer Networks, 2003. LON '03. Proceedings. 28th Annual IEEE
International Conference on , 20-24 Oct. 2003
Pages:317 - 318

32, Implementation of a calendar application based on SyD coordination
firsks
Prasad, 5.K.; Bourgeois, A.G.; Dogdu, E.; Sunderraman, R.; Yi Pan; Navathe,
8., Madisetti, V.,
Parallel and Distributed Processing Symposium, 2003, Proceedings.
International , 22-26 April 2003
Pages:8 pp.

33. Bandwidth aggregation with SCT#
Argyriou, A.; Madisefti, V.;
Global Telecommunications Conference, 2003, GLOBECOM '03. IEEE Volume:
7, 1-5Dec. 2003
Pages:3716 - 3721 vol.7
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34. Software streaming via block streaming
Kuacharoen, F.; Mooney, V.1.; Madisett, V.K.;

Design, Automation and Test in Europe Conference and Exhibition, 2003
, 2003

Pages: 912 - 917

35, Fregquency-dependent space-interleaving for MIMO OFDM systems
Mohgjerani, P.; Madiselli, V.K.;
Radio and Wireless Conference, 2003, RAWCON '03. Proceedings , Aug. 10-
13, 2003
Pages:79 - 82

36. & media streaming protoco! for heterogenaosus wirgless networks
Argyriou, A.; Madisefti, V.;
Computer Communications, 2003, CCW 2003, Proceedings. 2003 IEEE 18th
Annual Workshop on , 20-21 Qct. 2003
Pages:30 - 32

37. Realizing load-balancing in ad-hoc networks with a transport layer
protocol

Argyriou, A.; Madisetti, V.;

Wireless Communications and Networking Conference, 2004, WCNC, 2004
IEEE Volume: 3, 21-25 March 2004

Pages: 1897 - 1902 Vol.3

38.Streaming H.264/7/AVC video over the Internet
Argyricu, A.; Madisefti, V.;
Consumer Communications and Networking Conference, 2004. CONC 2004,
First IEEE |, 5-8 Jan. 2004
Pages: 168 - 174
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Other Publications

1. A Transport Laver Technology for Improving the Qof of Networked
Multimedia Applications <draft-madisetti-arguriou-gos~-scip~-00.4xt}.
Madisetti, V., Argyricu, A.

IETF Internet-Draft, Jul 25, 2002,

2. Voice & Video over Mobile IP Networks <draft-madisetti-argyriou-
voice-video-mip-00.txt>
Madisetti, V., Argyriou, A.
IETF Internat-Draft, Nov 20, 2002.

3. Enhancements to ECRTP with Applications to Robust Header
Compression for Wireless Applications. <draft~-madisatti~-rag-suresh~
rohe-00.txt>
Madisetti, V.; Rao, 5., Suresh, N,

IETF Internet-Draft, June 20, 2003.

Ph.D. Students Graduated

i. Brian T. Kelley, 1892
VLST Computing Architectures for High Speed Signal Frocessing
Member of Technical Staff, Motorola.

Winner of Dr. Thurgood Marshall Dissertation Fellowship Award

2. Bryce A, Curtis, 1992
Special Instruction Set Multiple Chip Computer for DSP
Mamber of Technical Staff, IBM

3. Jasjin Lee, 1884
Robust Multitrack Codes for the Magnetic Channe!
Professor, Yonsei University, Korea

4. Mohamed &. Ben Romdhane, 1885
Design Svnthesis of Application-Specific IC for DSP
Diractor of IP, Rockwell.

5. Shoab A. Khan, 1995
Logic and Algorithim Partitioning on MCMs
Professor, National University of Science & Technology, Pakistan

6. Lan-Rong Dung, 1997

VHDIL -based Conceptual Profotyping of Embedded DSP Architectures
Professor, National Chaio Tung University, Taiwan.
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Winner of VHDL International Best PhD Thesis Award, 1997

7. Thomas W. Egolf, 1887
Virtual Prolotyping of Embedded DSP Systems
Distinguished Mamber of Technical Staff, Agere

8. Alvaro Marenco, 1997
On Homomorphiic Deconvolution of Bandpass Signals
Professor, Texas ARM University.

Winner of GIT ECE Qutstanding Teaching Assistant Award

8. Shahram Famorzadsh, 1987
BEEHIVE: A Distributed Environment for Adaptive Signal Processing
Member of Technical Staff, Rockweall.

18. Timothy 1. Klausutis, 1887
Adaptive Lapped Transforms with Applications to Image Coding.
US Air Force/Univ, of Florida.

1i. Lan Shen, 1998
Temporal Design of Core-Based Systems
Member of Technical Staff, IBM

12, James DeBardelaben, 1998
Optimization Based Approach to Cost Effective DSP Design
Research Scientist, Johns Hopkins University

Georgia Tech ECE Faculty Award

13. Sangyoun Lee, 1599
Design of Robust Video Signal Processors
Professar, Yonsei University

US Army Sensors Lab Research Excellence Award, 1999

14. Rahmi Hezar, 2000
QOversampled Digital Filters
Member of Technical Staff, Texas Instruments

15. Yong-~kyu Jung, 2001
Model-Based Processor Synthesis
Professor, Texas ARM University

16. Mustafa Turkboylari, 2002
Handoff Algorithms for Wireless Applications
Member of Technical Staff, Texas Instruments

17, Yun-Hui Fan, 2002
A Stereo Audio Coder with Nearly Constant Signal fo Noise Ratio
Past-Doctoral Research Associate, Northeastern University

18. Subrato K. De, 2002
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Design of a Retargetable Compifer for DSP
Member of Technical Staff, Qualcomm
US Army Sensors Lab Research Excellence Award, 1999
18. Chonlameth Aripnikanondt, 2004
System-on-Chip Design with UML

Professor, King Mongkut's University, Thailand.

UsS Army Sensors Lab Research Bxcellence Award, 1989

28. Loran Jatunoy, 2004

Ferformance Analysis of 3G CDMA Systems

Senior Research Scientist, Soft Networks, LLC.
21. Antonios Argyriou, 2008, Serving in Hellenic Army.
22. Pitho Kim, 2009, Scientist, VP Technologies, Inc.

23. M. Sinnokrot, 2003, Staff Engineer, Qualcomm.

Awards & Honors

1. Japasdis Bose National Science Talent Fellowship, Indian Institute of
Technology, Kharagpur, 1980-1984.

2. General Proficiency Prize, Indian lnstitute of Techuology, Kharagpur, 19384

(OS]

Pemetri Angelakes Outstanding Graduate Student Award, Univ. of
California, Berkeley, 1989

4. ¥ra Kay IEEE/ACM Best Paper Award for Best Paper presented at [EEE
Anuual Stimulation Symposium, 1989

5. IBM Faculty Development Award 1990

6. Technical Program Chair, IEEE Workshop on Parallel and Distributed
Simulation. 1990

7. Technical Program Chair, IEEE MASCOTS 94
8. NSF RI Award, 1990

9. VHDL International Best PhD Bissertation Advisor Award, 1997
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10. Georgia Tech Outstanding Deoctoral Dissertation Advisor Award, 2001,

11. ASEE 2006 Frederick Emmons Terman Medal, 2006,

12. Fellow of IEEE

Sty elersinfingd

Method and Apparatus for Improving the Performance of Wireless LANs
Method and Apparatus for Optimal Partitioning and Ordering of Antennas for
Layered Space-Time Block Codes 1o MIMO Communications Svstems

How to Rapidly Develop a SyD Application

Patent Date  Description
2843 2004
2825 2003
2813 2003
GSU-023 2003

Rapid Development of SyD Applications
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2810 2003 System on Mobile Devices Middleware Design

2718 2003 A Transport Laver Algonthm for Improved Anyveast Communication

2747 2003 A Novel Transport Laver Load-Balancing Algorithm

2716 2003 A Transport Layer QoS Algorithm

2715 2003 A Novel Transport Layver Algorithm for MPLS Performance

2659 2002 A New Algorithm and Technology for Implementing Mobile IP with Applications
to Voice and Video over Mobile IP

2636 2002 Debugging with Instruction-Level Reverse Execution

26535 2002  Embedded Software Streaming

2539 Svstem of Databases: An Enabling Technology for Programming

2517 2002 A Dynamic Instantiated Real-Time Operating Svsiem Debugger

2516 2002 A Dynamic Real-Time Operating System

GSU-006 2001 System of Databases: Architecture,, Global Queries, Triggers and Constraints

2480 20061  Mobile Fleet Application based on SyD Technology

2479 2001 System of Databases: A model with coordination links and a calendar application

1893 1999 Bechive

1726 1995 Very High Scale Integrated Circuit Hardware Description Language Models
(VHDL Models)

1401 1995 Self~Compensation Receiver (SCR)

Issued Patents: 9935772, 9,769,213

[
~1
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1 2
METIOND AND APPARATUS FOR ABYN attack creates cach SYN packes i the Hood with
PREVENTI 1 OF SERVICE source [P addeess, which sader mutiee procedure

TECHNICAL

FIELE OF

THE INVENTION

The present invention relates o broadband data getwor
~n; equipnient. Specifically, the present hvention relates o
a wmethod and device that provents dendsl of = J
diternet aftacks,

BACKGROUND OF THE INVENTION

Adenial of service™ (DoS) atiack is characterized by an
it attempi by sttackers 1o prevent legitimate users of &
ce from asing that service, DS attacks are aimed a1
devices amd networks with wrposrs v the Internt. Their
goal i3 o cripple o device of pebsark so that extessal usees
no longer bave access Without hack-
ing password files or stes tive data, 2 denial-of-

service backer siply fires “P 3 pmg_ 11 Hhat will generate
enough traflic e a particulsy site that # denies service o the

sil‘t"a (IS LSers,
Ther are fhree types of DaS attacks: those that exploit »
bag i a TEPIP ioplementation., those flat exploit @ shot- o

soveing W the TOPAP § s and brite-fome
thit cdog ny the petwork with so much useless trafie tha
other ra{lic can get in or o,

Town lethal atta w well-known P
newer Teardrop attack, explott known bugs 1
mentations. The Ping of Death nses a ping them uhim N
creada an 1P packer that exccml e mmKinm 65,336 hytes
of dota allowed by the IP specification. The gversize puchet
is then sent Lo an unsuspeciing systens, Systoms may crash,
hasg, orreboct when they receive such

packat.

The recently developed Teardrop ailack exploit weak-
pesses in the reassembly of 1P packer Bagments. Duting fs
iourmey hiroggh the Internet, ase I packet may he hrolen up
wnte smatler chonks. Fach fragment eoks like the original TP
packet except that i contains an offser feld that says, for
fustance, “This fagment is carrying bytes 06 throagh S8
of the ooginal {rosfrmgmentad) 1P packet.” The Teardrop
prog: eates g sedes of [P eris wiih everlapping
ollset Gelds. When these fragments are reassernbled gt the
destination hest, some systeos will crash, Bang, or reboot,
i in the TCHIP specification leave hos

e "hsring the threesvay handshake

5 Open

\mhminhrtaou *md\et |83 iiu,

':ng :rppmam,L he er sends back a TCU 8¥YN-
ACK  acknowledgment packet and then the mifator

respends with an f\{ K scknowledgment. After this hand-
shake, the applications are set o send and receive data.
130t a SYN atteck Boods o targeted system with 2 serles of
Hach packet cavses the langeted sysic
sponse. White the fargeted s
swaits for the ACK that follovws the SYN-A CR It queues np
all outstanding SYN-ACK responses o what is kaown as 2
hacklog quene. This backlng gueue has a fimie leagth that s
nsuaily guiie small. Once the gueus s full, the systen will
either ignore sl incoming SYN requesis, of more likely
prash, SYN-ACKs are moved off the gocue only when an
ACK comes back or when an inderas] thner {which s set a1
relatively lony buervals] fexorinates the three-way hand-
shake.

@ abciousty arafted 35

L

30

s
-

a8

nt e the
dither does

the original packet, All responses are
But a had sonrce {P addres

¢ exl or 15 dow: therefore the A that cimu[d
foilow a 5Y K orespoase will pever come baek. This
ereates a3 b gureue the’s always Tull, meking it nes 1r1§
ossible for legitimate TCP SYN requests to get inte the

sauree 1P
aot actsably

SOIECS ii’ ads

Aot fop
cartoon namesakes, the Smurt aitack 15 a brute- attack
targetid a1 @ featare in the I specification known as direct
broadonst addressing. A Sl hacker floods e svater of
the victin with Intemel Control Message Prowceol (JCMP)
echo reguest packets (pings). Since the destnetion H*
address of cach packet is the broadeast address of the
it s network, the v ater will broadeast the
HCMEP echo request packet to all hosts on its aetwork, Il the
vietim has nonerons hosts, this will create g Rarge amount of
HOMP echo requiest and res

If 3 hacker chooses 1o sponf the source IP address of the
HCMP echo request p‘h’.‘k {, the resulting ICMP waffic will
aot ondy clog wp the pmm mm; & networh-—the “iater-

wediary” petswork 51 the netwaork of the
apmsfed. sonree [P address “secosdary vic-
1" petwork.

Ehn_ [Iw Daidgmm Protocol (LY Flved deniai-of-

links iwo unsuspeciing systems. By
md attack hoods up one system’s TTRP
1 i ing preposes generatss 3
series of characters Lv eaah ms.i«mu recedves, with another

ern’s VP echo service, which echoes sy chiaractey it
recetves 1 A atfernpt 1o test nebwork programes. Ag @ resuli,
a ponstop flood of nseless dala passes belween the two
syetens,

Provertion of a UDP Flood, can be accomplished
either disabling all UDP services oo each host ia the netw
or by having a firewsH filtler sl incoming UDP service
requests. However, categonieally denying ol LIDE rafiic,
vou will rebuil legitimete apphications, such as Real Andio,
that nse LDE as thelr tramsport mechandsa.

Accordingly, what 5 neoded i5 & mothod of preverting
1308 attacks and 5 oaetwerk device that can perloon that
method in order 1o prevent o8 attscks {rom discupting
entire networks,

by
WX

SUMMARY OF THE INVENTION

“The present wvendion pr for a wmethod of pr :
108 aacks. The method iy canning e coments of

data packets then verifving that the comtents ¢ ¢ data
packets conforns o a set of predetennined requirements, the
predetermined requiremnent including reordering and reas-
somibiing data peckets sccording o a defined policy and
tguring that they confrm 1 required paramete wh ar
packet feagth, nop-overlapprag offsets, and adberence to
profocol smnﬁ wcds. Dats Packeds that do oot verkty may be
dropped,

After the contents have been verified. the daia packets age
checked to deterntine if they are asseciated with a validated
traffic Sow. I the data packet is sssociated with a validated
traflic flow it is assigned o o higher priority qualite of
service for tronsmission back ente the netweork. 1§ the data
packet is not associaled with a vatidated trailic flow it is

e
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assigned (o o low pricrity quality of service queue, soch that
data packets in the Jovw priorlly quality of service guene can
ovcupy Be mere thal @ predetenuined maximum of the
available network bandwidth when they are trapsunued back
onto the netwaork.

L4

The p s mvention also inclades & network devi
prevestiog D08 atiseks, The setwork device incodes s
raflic {fow scansing q‘nginc and a quziiit\‘ of service proces-
sor. The fraffie low scanunng engine 33 operable 1o sean the
contents of the data packets, smluthw the hewder and the
paviosd. and 1o assockse the dais pe ‘d«ds with particolar
iraflic Hows. The waffic How scanning engine is alse oper-
able to delermine whether each tratfic flow is a validated or
non-validaied. Further, the trafiic flow scanving engine
reorders and reassembles the data packets and associated
traflic flows and insures that the data packess conform to
predetermined reguirerents. The nework devive may drop
packets that do wit order o reassemble correctly or which

do aot conform to the predetenmdned requiremeds, Ouee the 20

traflic flow scaoniag engine bas scaaned the data packet i
prm‘lucc.‘% 8 mnch‘asifm associstod with that data packet, bk

ne. Diata pa
: :placed in gher priorty
gueues and ransm itc-d back onto the network according 0
e protocel foe the partieulsr guene. Dta pachets m
ved to a validated traific fow are placed in low prioriy
queue. Data packets in the low priority QoS queus are
iransmitted anty the vetwork such thit they osenpy no mose
than a predetermined maximom o " available Sandwidth.
therehy prevending Sood tvpe PIoS witacks
The fregoing has catlined, rather broadly, prefeed and
alternative features of the present fnvertion so that tinm
skitted do the art sy better vaderstand the detatled desc
tion of the nvention that follmvs. Additional features of the
inveniion will be described heretnadter that form the subject
of the olaims of the wevention. These skilled e e art will
apr:rtuiu i1~a: hL ¢ Can 1‘ud Iy LES the disclosed conceplion
; 2 ‘ for s or M
i‘}'m;.-. ottier struen tor wareying out the same pwpoc.ea of
the present verion. Those skified in the art will also
reatize that such equivalont construetions do not depart from
the spirt and scope of the investion in its broadest form.

3Lz

BRIEF DESCRIPTION OF THE DRAWINGE

For a more complete vy
lion, reference

vstanding of the present ven-
e rade fothe following descriptious

taken 0 cowpanction with the acomupanying drowings, in
which:
FIGS, 1o and 15 ts & network topology diagram ifhasteat

ing example environments in which the preseni tovention

CHN Operte]

FI7 23w 2 Mock disgesm of o bunp-in-the-line™ netwaork
apparsius accordiag fo the present invantion;

FIG. 3 ¢ 4 bloek dingeans of fhe payload seaming engioe
from FIG, 2

FIG, 4 s & block diagram of 8 routing network apparatus
o and

according o the present lave

FIG. 8 1s g flow chert Hlustrating o meihod according o
the present wvenhon for preventing dendal of service
attacks,

the da R ;mn \w, [

L

nn

w8

" network FO can be aceessed in & variety of wavs
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DETAILED DESCRIPTION OF

THE DRAWINGS

Reforring vow o FIGK, ba and 15, 2 nelwork topology is
shown which is an example of several network indrastruc-
fures that connect in some manner 1o a broader public 12
network B such as the internet. FEGS, 1o and 1A is in no
way meant o be a precise network arclifecture, but only o
serve as o rough lesteation of 2 vadety of network strue-
tores which ean exist on a broadband 1P network. Poblic (2
FIOB. 1a
and 18 shows the public 1P network belng sccessed throweh
& private (P petwork 12 which can be the 1F netwark of a
eongpany such as MCT or BUNET which provide private
COPE Bl wk‘s An \'.IICSE 35 k'm."i-'.‘f'\' \O'f‘ network struciires can
b eonmecied o private TP petwork 12 in onder o access
other networks connected fo private [P network 12 or w©
access public I network 16

One vxdmpie of & s work struciure connecting o private
I network 124 o retwork 34 Hosting avk 14 48
an exagple of 8 network struche that provides hostiong
services for ternet websites. These hesting services can be
inn the form of webfarm 16, Webfarm 18 hegins with
webservers 30 and database 32 which contain the webpages,
programs and databases associaied with 2 particnlar website
such as amazon.com or \‘uh(»n com. Webservers 30 connect
1o medusdant foad balancers 38 which receive incotning
wierpet traflic and a ~h” i te o paritenlar webserser (o
batance the loads across all of webservers 30, Redundant
intruston detecting sysierms 26 and firewalls coanect &y foad
balancers 28 and provide secwrity for webbem 16, Indi-
vidual weblfarms 16 and 17 conneet to hosting network 147s
swiiched backbone I8 by miwans of s network of switches 20
and ponters 23 Hosting network 1476 switched buekbone 18
i3 itsell made up of a setwork of switches 20 which then
CONARLT 10 DR OF GTe Touers 23 10 congeet o pmai-. 1
aetwork 12, Counectians between wudividual weblarms 16
and 17 and the switched backbone 18 of hosing new
are wualy m a\i\. at speeds such as O3 or QC-12 (approx,
15 megatn o 25 megabitsdsec), while the connection
roen rongter 22 of hosting petsork 14 10 private 1P nenwork
12 are on the order GC-48 speeds {approx. 2.5 gigabits'sex),

Another example of asetwork siroetures congecting
prvate JB foace Musirded with seevice provider
network 34, Service provider network 34 & ar e of
a network stracture for ntemet Service Providers (I8Ps) or
{.oen] Exchang 3 o provide both dAL\ and
VOIGE 30 o private I network 12 aud public 1P petwork
10, Service provider network 34 provides services such as
internet and intranet ac for enterprise networks 36 and
37, Bulerprise networks 36 and 37 ave, for example, com-

any networks such ax she company network for Locent
Technoloptes o Memi] Lyach, Bach enternvise mepwork,
such as eaterprise network 36, includes a plurality of net-
wirk servers and lodividest workstations comnectad thoa
swilched backbone 18, which can be connected by routers
22 w service provider aetwork 34,

n

In addition to infernet avcess for enterprise networks,
serviee provider petwork 34 provides dlol-up internet vecess
fir individuals or small busimesses. Dial-op aceess is pro-
vided in service provider network 34 by remote access
sarver (LASY 42, which allows personal comaputers (BCs ) o
call into service provider network 34 through the public
switched telephone network (PSTN}, net shown. Once a
connection has been made between the PO ST and AS 42
throngh the PRIEN, POSE can then socess the private or
pub,n,- 1P networks 12 and 10,
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Service provider nerwark 34 abso provides the abiliy o
use the imterngt 0 provide voice calls over a date network
referred to as Yoice over P {VolP). Vol netvorks 46 and 47
allove [P phones 48 aud PCs 5B egnipped with the proper
soflware to make telephone cails 1o othey phoness, or POs
copnected 1 the ernet r even W reglac phones
nected 1o the PSTN, VoIP metworks, such as VoiIP nemw
46, include media gateways 52 and other equipment, mod
shown, to colfect amd concerirate the VolP calls wlach ase

sent throvgh service p s pwork 34 and private and 10

publc ipemet 12 and 10 a8 reguited. A mentioned, the
advent of } } foes
widd oy the infermet make quulity of s 3
service providers in order to maich the tracditional telephone
service provided by traditional selephone companies.
Seeviie provider nenwork 34 imedndes a swiiched hack-
hone 18 {ored by swiches 20 as well as routers 22 between
i and ity end users and Setween itand private [P serwork 12,
Dot nathe servers 44 and other petworking eguipment.

whiclt are wot showa, are also nclnded o seevive provider 20

network 34, Snmhu’ w hosting network 34, conpection
speads for service provider network 34 can e frow
speads sach as T1, T3, OC-3 and QC-12 for cornecting o
enterprise netvorks 36 and 37 oy well as VoIP networks 46
and 47 all the way to OC48 and conce
for connections to the private 1P network.

Jt ean eastly be seen that aggregaiion points 8 exist at the
edges of thase various network struchres where date {5

passed From cne gerwark struciurs to another ot speeds such
as OC-Y, OU-12, and OC-48. One major problem in the

network stroctures shown in FIGL 1 s the lack on any type
of intelligence at these apgregation potats &0 which woudd
allw the network: o provide s es such as securnty,
melering and guality of service. The intelligence 10 provide
hese services wordd regude that the netwaork understand the
type of data passing trongh the aggregation potpts 60 and
ot just the destination anddier sonree information which s

currentiv all that i understood. Understanding the tvpe of

data, or its contents, inchuding the contents of the assochated
paylonds as well as header information, and further under-
standing and madntining o state awarcness aonoss each
indierdial traffte flow wonld allow the vebwork to conligure
wself in resl e to bandwidih reguivaments oo the etk
fa\r ons such as Vol or wideo where gualite
a ﬁ‘mhmmml requiremont. An intellip
e, petwatk woudd also be able o identi
sourity proble ch as cmail worms, virss
dental of service l)os} aftacks, snd illegal hacking i a
maneer that wonld be transparest (o end users, Fudher, a
oot awawe petwoek, wonld provide for metering capa-
by hosting companies and service providers, allow-

es 1y regnlae the amount of Dandhwidilc
allotied 1o individual enstomers as well as to chage pre-
cigely for bandwidih and additional fentures such us securily,
I accordance with the requairements set forth above,
present e umtm provides for 3 network device that is able
1o sean, classify, and moedily nevwork tatfic including pay-
ioad information at speeds of OC3, OC-12, GU-48 and
ater fheredby providing o % ‘nntmi aware”  netwark

N

are
capable of prevending demial of service attacks on the
newark.

Referring now 0 PRI 2, oge cmbodiment of & network
apparatus according to the present iavemtion is shown.

Metwork apparstus 104, as shown, sofs as a “bump-in-thi-
ine” type device by accepitng dato received from « high-
speed setwork Hine, processing the data, and shen phacing the
data back on the Hpe, Network apparatus T accepts dita

ably even OC-142 o5

s

¥

. the s3

G

6

oo the Boe by means of Tnput physical tnterface 102, Input
physical inter{ace 102 can consist of s pharality of ports, and
can accept any pumber of network speeds and peotioeds,
ncludy & kgl speeds as OC-3, OC-12, OC-48, and
protocels ncluding Waom Tithemet, gigabit Btherne
SONET. Input phivsical interface 102 takes the dets from the
3l ponts, fremes the dats, and then formats the data for
plami ent on fast-path data bus 126 which is pl\,ii.‘mhl Y an
industry stondard dat bus such @ 5 POS-PITY Leve] 3
agt ATM UTOPRLA Level 3 type data bus,

Fast-path data bus 128 feeds the data o wafic fow

scapning processor 148, wiich incldes header processor
14 and panload snalyzer 118, The data is first sent i header

104, which is operable to perform seversl opers-
¢ information contained in the data packet hoaders.
Ihddm mocessor 164 stores the received data pachets in
packet storage mernory 108 and scans the header infinma-
Bon. The beader inforoation is seanned to ideatify the type,
ur protoeel, of the date packet, which is gsed o detenuine
routing information as well s o create a session id vsing
predetermived atteibotes of the daes packet.

{n the prefarred embodiment. o session 1d s crested using
session nformation consisting of the source addeess, dest-
nation address, source port, destination part and pmtocol.
ahhuugb oae skilled n the art woakd waderstand thed 2
S¢ d conld he oreaten using any subset of Gelds Meaad
or any addidonad felds in the data B achet without depariiug
from the seope of the presemt inveriion. When a data packet
is received that bas new session nloomation the header
processar creales 3 unkgue sesston id o identify that pas-
tiontar tmﬂ.m ﬂn\& fach successive date packet with the
mation is assigned the same sessiom id W
wWentify each packet within that Gow. Session s are retived,
when the partiontar trafic ow is ended through sn exphcit
action, or whien the iaific Bow Goes ow, mesing tha 8 data
fior that tadfic How has net been rec within a
rivined ameount of Hame. While the sion id s
d hc- ein as bk‘ﬁh_ c.remmd by lhc h:m{or pmu.“or

SCANTENg cngim: N('! inciuding i paylna.d anai}-"zex '118‘
A8 w.ill‘ he dism‘“d bedow, network spparatos 188 a
¢ s o remd‘cr ot o ‘m‘du" ciam

ity U"in\’h.’! Illﬂd(‘ L8
{POs), which eould inciude the stréppiﬂg
{information.

Freader processor 14 1s also operable 1o payform ronting
fonctious. Bonting fables and indormation cat be stored i
database memtory HIB, Roewming tnstructions received by
apparans 10 are idesified, recorded and p‘i‘\‘ﬁtd i
srocessor 124 by header provessor 104 so that sviero-
124 4s able to update the rou ting tables in database
memory T8 accordingly. While netwirk appremstus 140 1s
referred to as a “bomp-in-the-Hoe™ apparatns, The input and
the vatput could be furmed by multiple lnes, lor exaaple
four OC-12 Hnes conld te connected o network apy
108 which operates of OU-48 speeds. In such o case,

“hunp-in-the-line™ nebwork appacatus 186 will heve Homued
enting or swikching capashit hetwaen the mndhiphe lines,
althowgh the sw rapabitity will he less than in a
conventiong! rovter or swiich, Addittenally, a network appa-
ratus can be constrmcted aceconding o the principles of the
present invvention, which is able to operate as a network
oy or switeh, Such an implomentation s discussed i,
greater detail with reference 0 FIG. 4,

X.['M hezider

i
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After data packess llave been processed by beader pro-
cesser §04 the daty packets, their associated session id and
agy coachusion formed by the bender provessor, such as
routing oy (o8 information, avie sent on fast-data pat 126 t0
the ather halt’ of fraffic fow scanning engine 140, pavicad
anabyeer FEO, The recoived packets are swoxed @ packst
storage memory 12 while they are pmcessed by paylosd

analyzer . Fayload analyzer 110 is operabde to scan the
co { dinte packets re froxn heades processor 104,
parte the pavioad contests of the data packeis

a8

althm&\h feader nlormation can abo he sed
reired. The coments of any or ol dats packets are com-
pared tabese of Kpows stgnstures and 3 the coutents
of & daia packet or packeis matches a known signaiure, an
action assccisted with tua signature andfor s
taken by aebwork apparstus 1) Addivona) vhoad ana-
er B9 is operable 1o maintain state awareness throughme
each individual teatlic low, In other wirids, pavlvad analvzer
110 mrainiates 8 database for each sessionowhich stoves siate
wiformatios related
a traflic fow, but stale infurmation related 1o the entiretv of
e trathe flow. This allows natwaork ap, s L8 2 sct on
not onby based on the content of the dala puckets being
scanned but also based on the vontents of the enfire fraflic
flow, The speeific speration o
desonbed with reference to FIG. 3

Onee the contends of the packets &
a conchision reached by traffic 3 ng mpm 146, thr:
packets andd the sssociated t‘(mci!.tssu [ either ve both the
lieader processor and the pavload snalyzer are sent to gualily
of service (QoR) processor 116, Qo8 processor 116 again
stores the packets in its own p;ackm sterage memory 13} ior
forwardmg, (08 processor F16 is opeab
Traftic 110\» management for the strean of da padmk
mmwkcd by nerworX appaestus IO, Q08 provessor -
ws for traftic mansgement 126, taflic shaping 128
aug packet modification 1360,
w118 takes the conclusion of either or both
of header processor WM and pavioad analyzer 11 and
s the date packet wo one of Bis mernal quadity of
@ quetes 132 based oo the conclusion. The quality of
setvice guenes 132 can be assigued priovity relative to oae
suother o can be ped @ usximwm or guslonm per-
see of the trafie Sow throngh the e This allows

M 1 the necessary bandwidih o vafic
sl s VOIP, video snd other Sows with high guadisy
and reliability regoirements while assigning remaining
bandwidth to traffic fows with fow quality requirements
such as email and geoersl web swrfing to low poomy
guenes. Ixformation in gueves that do vot bave the a
bandwidih o travsmit ail the data cunmﬂs‘ residing in the
guege mcmdmg to the QoS engine tectively discartded
thereby remaoving that daty from the tratfic How.

The quakity of service queves 132 also allow network
apparates THG fo mar network atacks such s deni
service (Do8) aitacks. Network apparatas BO0 can act w
gualify traific flows by seanning the contents ol the packets
ifving that the contents comtain valid network radlic
wown sotrees and destinations. Traflic foves that
lave aot beent verifiad because they are from unknown
sourees o becanse they are pow wochssified ows can he
taned toa low quality of service quene ongil the songces
are verified or the traflic How classified as valid tradlic. Since
most DoS atiacks send cither new session inftamation, data
trem spoofed sources, or meaningiess daia, network sppa-
ratys THO would assige those walhie Hows 10 Jow qualky
traffic queues. This ensures that the DeS traffic woudd

o id can be 1

ordy the cwrrent data padkets from 20

pevload analyzer 110 wili be
3

nn

s
-

n
“h

w8
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ceetve noomore et @ small porcemage (Lo 5%
wvailable bandwidih thereby preveating the aftact
ﬂ.mnia_ig downsiresm aetwork equipmeat.

The {308 gueves 132 tn Qub processor 118 {there ave 68
K quines in the present smbodiment of the QU8 processor
althougly any sumbder of queuss condd be used) Bt
schedulers 134 (1024 in the present embodiment), which
feed tote logic porls 136 {236 i the prosent embodiment).
which send the datr o flow control port es 138 (32
is the prasent embodiment} which can tunu,;mﬁd 0 ph
cat egress ports for the setwork device. The traffic manage-
ment engine 126 and the wallic shaping engine 128 deter-
e the operation of the scliedulers and b sorts 1 ovder
to matniain raffic How in accordance with the progranusned
parameters.

QoS processor 116 also inclodes packet moditiestion
engine 130, which is operable 1o modidy, add, or defete bits
in any of the fields of 8 data packet. This allows 08
pracessor 16 o chatge adidresses for routing or to place the
appropriate headers oo the data pe 3 for the reguiet
protcol. The packet modification engine 130 can also be
usad 1o olw information. within the payinad sell o
NECCHSATY,  packets are then serd aleng Fst-data path
126 to owps PHY interface 126 where it Is converted hack
int an analog or opitcal signal and placed on the network,

As with all network equipment, a certain amowd of
vetwork taffic will got be able w be processed ajouy
fast-daia path 126, This traflic will need 1o be processed by
board mmicroprovessor 1240 The fast-path taaflic Sow
scanning engine 240 and Qo8 provessor 16 send packets
requiring addifional processing to How mansgament proces-

of e
HERTINY

sor 122, which forwards them to mivroprocessor 124 for
proM pg. The microprovessor 124 thew comnmmicoles

back w traflic How scanning engine 140 wnd QoS processor
116 through fow suamgement prosessor 1320 Flow -
ggeraent pos or §22 18 also opeable to eollect data and
statisties on the nature of the teaflic o through network
appargius 106, In adiition 1o processing odd, or missing
packets, microprocessor 124 also controls the user moanage-
mier interface 142 and recompiles databuases 108 and 114 1o
accommodate new signatures and can be nsed fo leam and
nndesrn sessiots Wdentified. by the traflic flow scanuing
cugme 140,

The abilities of wehwork apparatus 1 are nuigue {0 a
number of respects. Network apparatus FH has the abiliny to
scan the coaients of any adata packet or packeds $Hr an
information that can be repreosented as @ sigaature or series
of signatives. The signatures can be of any arhitrery length
can begin amd end anywhere within the packets and oan
cross packet boondaries. Furthey, vetwork spparatns 1680 is
able to pmiatain state swareness thronghout all of the
ndividual tflic fow by sterlog state infoonation By eacht
traffic flow representing uny or all siguotmres matched daring
the course of that wailic ﬂ\m ixisting netwswk devices
tookng for it h inforamstion ab | precise
i each data rmku and cannot ook semss packet
. By on h hotng able i Jouk @ fixed length
information at precise pumh i a of, oxisting aetwork
equipent ks arted o scting on dvemation contained at
an sdentifisble foeation within some fevel of the packet
ad cannat ok e the paviload of & data p:zu:kcl.
make decisions on state infrmation for the eative
traffic flow or even on the comenss of the datn packet
including the payvilead.

Reterring now ic FIG. 3, the paylosd anadyzer 118 0t FIG
2 3s deserthent by greater detail. As deseribed shove paviost
anadyzer FHY is operable 0 scan the contents of data packets

W
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forwarded from header processar T84 from FIG, 2. Payload
anabyzer O Jachedes three separate eogloes, e anghne
343, content angine 304, and payiosd seanaing engine 306,

Since payload analyzer 110 scans the coufents of the
paylosd, and is able to scam across packet bonndarnss,
payiosd amabyzer 118 puist be able reassemble Bagimented
packets and reorder oot of order packets oo @ per session
bmis Rmrdum?g aud reassemt 'dmg is the function of queue
w fast-path
31 ﬂ i~ Jd«.tk are thep

daia bus. 126 usm&‘ fz
sent to paeket reorder &
ses packel memory cmm‘f;lf o 116 m sore m.; pku,kt, .Emc
packet memory F12. Ra % and crbly engine 312
also uses link list comtrolier 314 and link list memory 318 o
develop detailed link lists that ave used to order the das
pcwk i e processang. Sessione CAM 3 can siore the
session W generaled by gneuc engine 302 of pavicad ana-
fyrer 116, l{eurcium&, and reas cmbi}, engine 332 uses the
sion i to Hnk data packets helongiug 1o the sawe data
Torw.

In codir to obtain the hgh throughpot speeds required,
pavioad an ¢ 11 must be ahie to pEace et from
mnltiphe sessions shnultaneously. Paviod zer 10 pro-
pesses biocks of data from muliiple date pachets cach
bg]\mém,x: 0 g wque tra
sesston i, In the preforred ernbodiment of the

preses

wvention, payload analyzer THY processes 64 byte blocks of

& different data packets from snigue fraffic flows simulta-
nevusty. Hach of the 64 Svte hlod the 64 diferent data
Jows represents 3 single comtext for the paylead analyeen
The scheduling and management of afl the simulianeous
contexts for paylead analyzer 114 is handled Sy context
engine 3.

Conytent engine 304 works with rquene engine 302 o select
q4 new mnl \smn a f.mm.\t has faished pnwwnv wik

cogte: -u"m free hads
st coatroller 354 o ddentify the nexa block of o datu packet
fo process. Since payload anadyzer 110 must scan data
packets in order, valy ore data packet or tratlic low with &
particular session id can de avtive at one tne, Active conirit
st 332 kewps a Jist of session ids with active contexts and
checks new contexts agsinst the active st 1o insure that the
new comtent {5 fom an feokive sw\\sum ui When A new
cortext ts been Wentified packet the Hnk
st mdoomution eivieved by the nuxt free cordext/ne
block engine w retriove Ihc :"cquimd b§\1ck of

coptext buifers 342 wh'we i
scanming engine inerd

Paytosd scititg engine interface 344 & the tier
between context engine 304 and pavload scauntng onglne
306. When payvload scanaing engine 306 has raom for o new

condext fo be scanned. payvload scaning engine mterface s3

344 wemds & new comtext 1o string preprovessor 360 in
payload scanning vogine 386, Swing preprocesser 360 is

operable W simpkily the context by porfbrming operations
such oy oo g while space (f.e. spaces, tabs, retirns)
wito & single space to simphbe scaning, Ohnee steing pro-
processor 3 has §i
he Wdfors i context buffers 362 nwil ¥ is retrieved by
scheduler 364, Scheduler conunls the tnput and oulpu o
signature memory 366. While Kvur signature memories 366,
each of which is potentially capable of handling nuliple
costexis, are shivva any anxaber could be msed to ncrense or
decrease the throughpat thresgh pavload scanning engine

Ve

e flow heving an sssocleted 23

i

¥

Fnished, the context s loaded into ooe of

=
G

16

0. In the presest cnbodiment, cach of the signature
metpotges 306 iy capable of processing fone coptexis 31t ore
time,

O of the sigpature wiemories 366 i3 “ié.s\
by se h:.dv!er 364 and then comp wes the »Jgn i

it

& context
ant bits of
'm’: b3

arnd e o thc me qnaiure:»;
are those bits that aee naigue to A pmunhu wak,udtmx 11‘
there 8 & peiential maicly, the ce Hexi and lh puismv Iy
matched string are sem 30 fead

COE-
parison of the context and the “‘lilkﬂl\ mm.h*cd siving.
The conclusion o the pavi anning wee then sent back
1o the pavlead soanaing lu ce 344 plong with possibly ;
request for new data o be scanned. The conchusion of the
pavioad scamsing can be any of a number of possible
vone stons, The seandng may aot have reached 2 eoncin-
ston yeb and may el dets frean @ sew daln
packet te continue scunning in which case the siate of the
traftic How and any incomplete scans a ored 10 Sessio
memory 354 along wih odher appropriate infonmaion swch
as seguence aumbers, counters ete. The cimelvstor reached
by signature memory 366 mav also be thai scanning is
conphete amd there i 01 30"t 8 mencly, inwhick case the datn
packet and the convluston are sentto tunsnl engive 352 for
g o (03 processor 116 from FIG. 200 RCANNHIZ
cowid also determine that the dats packes peeds (¢ be
forwarded 10 microprocessor 124 from FIG. 2 for further
processing, so that the data packet is sent @ host interface
356 and placed on host interface bus 372, In addition ©
handling odd packets, host wterface bug 350 allows miceo-
processar 124 o contl any aspect of the npx.‘m(mn of
fnad dmh;u 116 by fettiog mrcrvpmw\wt 24 wlie wo
er in contest engine ML
formation is stored 10 sension memory 384 ad s
wpdated 2y necessary afier data o srod with the particular
traffic flow is scanned. The state information for each trafhic
flew represents the comtent awarsness of network apparalus
108 from FHEL 2, and allows netwaork apparatus to act not
anty on the wforaiton seanned, bt ako o all the nfor-
matwon that has been scanned Yor each tmflic fow

logic wit (GF ALU) 346, which is used to increment or
decrement counter, move pcvinturs ele., 35 controtled by
fzcnpt epgine ?“54 \mpi -:mzme ﬂd aperdies 0 execte

c.ug.;,ue. 3('!4.

As can be seen from the deseription of FIG. 3, pavload
amalyzer 110 allm\\ ﬁu entire contents of any or afl data
o3 be scanned agaiast
aaried cordents can be
even cross packet
zer 110 allow the

“‘xpml s, The s
g rary it‘:m;lh and
bty XN
Qonst
gives the network dwtu: ﬂﬁ? ahhw o opemt
packets based on the
already been described }.muu

Referring sow 1o FIG. 4 an enbodiment of (he nebwork
apparatus of the present invention with rouiing capabilitics
t& deseribed. Routhng nerverk apparans 408 i« femed by
TWo of more roule engine cards 402 connected 10 switch

‘uicm o_s 4 mm otk device that i content aware which
on dt&i
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bric 404, Une or more maenagement cards 408 are slso
winded 1o provide & user milerface and fo pranage sonte
engine carils of rowte englue cards 402 operate
fundamentz Bed with respect to petwork appa-
ras 0 of § ¢ Thnw scanning engine 408,
firmed by header pmwwn 410 and paylosd analyzer 412,
seans the coafents of the dsta packets and genemtes 2
conclusion based on the contents. The packets and associ-
atedd coaclusions are fo mgress QU8 pracessor
414, which ussigos the packets 10 ¢ Q08 queve, The datz
packets are then sent (o the switeh fabrie, which Bbraards the

data packets 1o the proper romie engdne csrd 402 for s
assigned outpat port. The data packet then Sows throvgh the
268 raffic

s QoS processor 418, which schedules the
d roun adl the route engine cards 482 for transmissic
onty the network, The mreroprocessor 124 shows in FIG. 2
could be present on the rouie engine card 402 or conld
pofentiatly he moved to the mansgement card 406 1w sllow
ORL MICIOPROCESSr 1 SUpport mulhpk‘ ronte enging cards
e ongine cards 402 could even have its

{ card 406,

and egress paths allows rowting network apparatus & fong-
‘rinn as 4 rouling nei\\'mk dk. 2, a5 opposed to the single
ngress and egres
described witli re s;\eu o FIG. 2. This atlows the routing
functions of header processor 410 1o be wilized i ronting
network appavatus 48

Rotermm now to FIG. §, a method of preventing denial of
rccording 1o the present inveniion s shown.
begins at start block 568 and proceeds o block
502, which: scans the header information of the data packs
“Fhie method then passes to block 504 where fhe data p §
are regssernbled and reorderad 1o oreae an ordered Hlow of
copnplede data packets. Dusiop reorder and roassenbly,
Mock 546 determines : wder and
regssemble correctly. I they do not morde ssemble
coweily, such g with a teardrop type &
packets are droppad as shown with Block 508, thereby
prevenling the atack from reaching its destination. The
dmppmg af dz'ua packcis cuts be o ')mphshed h}' ﬂugging

oy

(r. 2.

B the blocks do reorder and renssemble cormotly the
method passes wy blook 314, which scans the pavicad
costerds of the date pachets. Duong the scanniog of the
puvload contents, the method determmes whether the daia
conforms o enforced protoods such as length, struchure,
proper context within the data, eic. I¥ the da does oot
eontorm w enforced profocols, such as @
packet lengthowah o Plag of Deuth type attack, the packet is
also dl‘ﬂpp;.\’i as shesn by block S08.

Data which seorder and rm\xcsnhlc correctly and
which conrain data ty rotocols are
then checked to rl nbd Em!h\ {how.
As
incli\u

ai lmﬂx\. How

pau,k + t dda.mnm thc natire ni lhu
How s classifled, 3 in other words assigned a g
service level and either validatad 153 appropriste taflic
How or lefl nop-validated. The classification of the taflic
How is dyoane st cang change over the conrse of the traflic
fow as more {oformastion stout the raflic fow s learned
from scamning, The classification is part of the state of the
traflic fhow stored in sesston memory 354 from FIQL 3
Block 314 shows the determination of whether the das
packet belongs to a validated trafiic Sow. I the packet does

sor with an additionas STHCPOPIOCOSSOY (1 20

ther “bnap-in-the-Hoe™ device o

ceding Maximeam g,

[
U

)
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belong to a validated trailic flow, # s assigaed o a bigher
pricraty (Jo8 gueve based oo the mtwre of the traffic flow,
shown e block 530, The data packet s then treasmitied onto
the netwiy defined hy the QoS protocol for the Qo
quene o which # wa staned hown by black 322
Block $24 then represents the end of the present method.

{f the packet does not belong o a validated tratfic flow,
such 38 with 2 St or SYN Hood where valid sessions ate
never eslablised. it {s assd gm‘d 10 & fow priority QoS gueus,
as shown in block 816 : taffic managomant and tmllk
shaping engines 126 and 126 of o8 provessor 116 from
PG 2 can be programymed 1o toswre that the low priorily
(308 quenes are ondy allowed a predetermived percentage of
the available bandwidih. This tmsores that the nonsvalidated
data packets camed consume more than a small portion of
the overall waffic fowing thveugh network appatstus 100 as
shown in block 318, By hmmng the mmount of bandwidth
avirilable 1o brate foree Ry, sich axthe SYN foad afteck
or S attacks. the aituek s never allowed o copsame
v etwork bandwidth W overahizhn the setwork.
FIG. & shows bow the present inveBion can nse is
awareness of the contents of data pa kets and associated
traftic Hows, including ke @ over gach traflie flow,
to prevent DOS type atacks, ?suw\rl\. apparxtag 1H0 frot
FIG. 2 is able to ctther drop nonconforming data packets or
to prevent food type attacks from consumuing alf available
bandwidth by understanding the natwre of the data passing
throwgh .

While the header proc
ﬂow management proce
-2 and 3 can bt, an
executing the LI :
mel the &

i the Q‘()S processor is the {{m.;tmg, S
L :md the ﬁcaw maucuum.m pmce‘

%

r, the Qo poe :
described with reference 'L'
smL Ble pmgc\mr ulpahi

is the ’\SI
“Facent
Hmuhriv the \\\3\\‘11 me ey
15 uci i\mm i m thf:

S f_ af
The micropw th 2 TGS 2 and
4 conld be any suitable n'licmpmccssor including the Pow-
u‘l"(' iim: ot mic;mpmcesmrw fmm Mu‘iumi‘ Em:._. or the x86
fe 1‘mm [md

hﬁe.,mu mph:mt.rmmmn mtlmm d\‘gmrim{g imm lhe hk(é}’}t‘
of the hywention.

Albthough the present inveniive has been desend b(.d i
detail, those skillectin the art should understand that they
ke vacioms changes, subsiititions and allersicas Hereia
without departing o the spirit and seope of the ipvestion
in ity hrosdest form,

We clmim:
1A method for preventing denial of service attacks over
a date network inclnding & pluslity of tsiflic flows each
formed by a plovality of data packets, the method compeis-
iflg:
scanping the comtents of the data packeis;
verifying that the daty pachets confora o a set of pre-
deternuned reguircments;
checking H the data packet is associated with o validatad
trafhe flow: and
placing fhe data packet
service 1f the data packet

a higher priomty goahty of
§ assowiated with a validated
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fraffic fow and o a low priority guality of service if'it
15 ot assoctated with @ validaed iaffic Gow.

2 The methed of clan 1 owderen venbang inchates
wisiring that the dats packets reorder :ad resssemble
accordmg o @ defined pol and msuacing that the das
packets conform b reguired parametrs.

The method of clain T fonder comprising betweers
verifying and ches:king‘

deopping the duia pucket i it does not confomu 1o T
of pradetenuined requirements.

4. Vhe method of claim 3 wherein scanning wchides
seanning of the date packet’s header tnformation and scan-
aing the data packet’s pavload contents.

The method of claim 1 whercin the predetermined
qutﬁr&,ﬂnn‘tﬂ' include packet length, mon-overlapping offset

}Lk and adberenes pmmml andards,

The methed of claim § whevein the validated trafic
;'iows are identified by 3 siate assoctaed with cach raffic
How,

T4 ettt of preventing dental of seevics
data network which iachudes a ploratity of teathic flows each
formed by mulifple data packets having beader and pe wh*:u\
aformation. the method using a network de
a traflic How scanuing u.u;.‘mc and o gquality of service
processor having @ low prionty quene and higher prios
guenes, the method comprisi

scanning the hesder wformstion using the

SCANBINE engine;

reordering and reassembling the

traffic flow scanning engine;
flagping data packets that do not reorder or reassemble
correctly 1 be dropped;

scanning the pavioad contents using the trafdic How scan-

NG erngineg;

disterimaing whether the datn packets cordonm o @ set of

predetermined requirements;

flagning dota packets tha do not conform © be dropped:

checking if the dsta packets are associsted with a vali-

dated trafhe flow; and

asstgning daty packets woa highar pricety guality of

service if the data packet is assuciated w ith & validated

fraffie flow and 1o a Jow pri queality of seevice ifthe
data packet i not assoviated with a velidated traflic

ii ML

The network device of cleim ¥ wl wrein the set ni
pmiummncd roguirements  inehude .

reerlapping offset fields, and adherence o protocol stas-
dm‘d&

9. The method of claire 7 whereln flageed sdata packets ae
dropped by the tralic fow scanning eogive.

s

iraffic How

et packets usiag the

L

18

that do not reorder ar ren
that do not conform 1o the predetenuined requirements ae

038974 B
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10 The method of claim 7 wherein flagged data packets
are dropped by the quality of service processon

11, The method of clmim 7 wherein the validated {raffic
flows are deniified by a stale associated with each traflic
flow,

12 A network device for preventing demisl of service
sttoeks oo g Sata tebwork which wehades @ plamility of traflie
flows each formed by mudtiple data packets having contenty
ineluding header information snd pavioad information, the
netwark, device comprising:

a trfhic How scanning engine operabile o scan the header
and payload information of the data packets, o asso-
ciate each data packet with @ padicular traffie flow and
o deternsine whether each iraflic flow is a validaed

traffic flow or a son-validated traflic fow, whergin the
traflic flow scanning engine is finther opaable to
reoriey wwd renssembe the data packets and to verify
that the data packet conforas {o predetermined equire-
mients such that the wadlic fow scansing engine pro-
duces u conclusion associated with each daia packet:
and

a quality of sarvice processor connected to the traffie How
scauning engine and operable to place the data packets
wie @ quality of service
guatity of serviee queses based od the
the traffic flow scanning engine, wiy
from pon-validated affic Bows are a id 1o A low
priortty guene and data packets from validated raflic
flow are assigned io o higher priovily gueve based on its
contents,

conclnsion from
i data packels

13, The nebwork device of claim 12 wherein the low
pricety quene signed 2 maxivemn percentage of pel-
waotk handwidite

14 The network device

of clabm 12 wherein data packets
seimhle correctly and dada packets

dropped by the nebwork deviee.

13, The network spparatus of clain 12 wheredn the traflic
flows are identified by a state associated with cach maflic
How, the state reprosenting whether the taffic flow s vali-
dated or son-validated.

16. The vetwork apparates of ¢
predetermined  requirements nclude packet lengih, nons
overlapping olfset Helds, and adherence tn protocod stan-
dards.
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US 6,725

NEFTWORK PROTE FOR DENIAL OF
SERVICE ATTACKS
CROSS-REFERENCE TO RELATED
APPLICATIONS

The presemt application claims the bunefil of US. Provi-
stoaal Patert Application Ser. No. 6 829 filed Apr. 15,
1908 that 18 heeeby rmeonporated by reference 1o its eal
herein.

RACKGROUND OF THE INVENTION

The present invention relates to computer network

56 and more particuladdy, bul ned exclusively, relates 1o
protection From denlal of service sttacks caused by

initiatiog, but aot completing a vumber of spurion
Hons through the hnernet.

Concomitant with the developmient of compnter
ety schetes w degrade oy deleat operstion of such
neiwaorks have been deviszd, In response, a host of
il &1.3»3'» fave been proposed 10 BRpEeve tework 3
L [ 4 LS. Pat. No.
14 o Codey

IS Pay. No.

A8 COUBEC-

A
h.\ Daehr et al;
S Pal N(' :

S 84;,0#1 o HuuhL S
rldi LR Pat P\n 3
03 fo Aziz,
Pat. No. 5,481
of additoast back

Ope pasticnlar type of attack monopolzes avatlable vei-

work esowrces I8 such & manmer that legitimale wsers gre
e rice. This tvpe of “degial of service sttack™ has

aprzed 10 varinus comexts. One espectally touble-
soene douind of «m«u atiack for et Protocol (17 based
AEWOrKS 18 i ‘N Hooding.™ SYM feodiog
when aa abiscker sends maay Imn»m ston O

{TCP) conpechion requests, sach inttiated with a ¢
wi2¢” (also calfed S¥YN) pac cket, fo a victim's tmachine. Bach
Fegquust canses the targeted host 1 instantiate data strachires
out of & Hented pool ¢ <) howewver, because the
source address for e YN packets i ilegitfwale

or “spooted,” ﬂmpkmm of 4 proper Lonnection is imrsas—
sibke, O 0n»e*11~en‘\' the linvited of the ted
frast are guickly wsed up in ECHPHIISS Ly e 5puu»mﬁ SYN
p s so that oo eomiag, TOP cowselions e be
exfablishedhus denying furthes timate sccess. The
SYN flooeding a : wesk 0% with TCRIP
(Traomnission Comrol l"]f‘l.(\,\ Aateraet Protocod} that can-
net be corrected withiowt \w‘mmam protocol modifications.
Moreover, this tvpe of denial of service attack can be
Taumched withs hitde effort, aad s difficsls o teace back o s
arhzingiorn

w

1 v lrn pm LSJ\C techigmes tha

attacks, sach a\r \‘(N ihmd\nu
SEMMARY OF THE INVENTIONS

One form of the present Invention inchules a wakque

computer network moniloring technigque. A fusther form of
the presest invention sclrdes a waigue defonse o dental of

serviee attacks.

I another form of the proscat invention, nebwork mes-
S opassigg D oone or e b frome an wtrusted
work are actvely monitored. Suspect messages sre hion-
tiffed. The bebavior of cach suspect message s tracked in
terms of & rmber of vonditionally coupded states o deter-
e whelher any of the spspect messages present & seCuaty
threat requising action.

e

Y

&

378 Bt

B vl another
i'ﬂ'ff‘s CHIG O TR (lb[.hi‘,l' i 3
P packets way be
wree addross, sus-
oy au_u.;ﬂablu souree address.

CHego
poct sour

aﬂd?ms‘

fn an additional form, hast resoure aled 10 respoase
10 eonnectinn nttiation equests foone an wnested pebwork
are elensed by moniionng seeh requests, defermius
nnaccepd abie of spspect, and selectively
acomigand shat chasges the stanrs of such reguesis frows He
perspective of the hosis, I3 owe ponlimiting exsmple, host
wrees dedicated o incomplele TCP conn as that are
saturated b vect SYN packets way be reloased
ading ACKnowledge packets (zlso called ACK
] x.nncspondmg to the packets. fn another
ting examyde, host resous rrm" b reli
closing spunous coupechions throuph fransmissi
ReSeT packet {also valled 3 R8T packes).

Fae st wnother form, & tochmique of the present invention
inchudes detecting 2 nueaber of SYN packess sert from an
unpirested network 1o a destination bost fo regulate spurious
cotnection afempis. The cortesponding source addess of
cach SYN pueket is classitivd in one of o plarality of
chifferent u\l(.g(‘!‘lt‘ ihe cat s incloding a suspeet
[ fepory and an unacceptible sowrce address
TOP packet behmvior 1 montored for sach address
s it the SUEpEet soueoe 5% Calegory wilh @ st
ifferemt condition-
sent to the
Ted o the wnaecepiable

FOLIESRLE e

ego

acidh
mh\d m., ak Em‘si rh;

naten host fur any address clas
source sddioss category.

Acoordingdy, U & oue cbieet of the presont invention to
provide a ppigne compaier xetwork mogsionng tecknique,
1L Iveais o pevide &
i aftacks.

] res, ddvantiges, aspeats, and
henetits of the prdem HEion w 111 becnmie appatent frm
the descripiion and drawings provided hereln.

BRIEF DESCRIPTION OF

THE DRAWINGS

FIGL R ds 2 disgraw dlustestiog 3 Transmassion Cigrivol
Protocd {(TCP) three way handshake p { RCGUEnCE.

FiG, 2 is SYN flood packet
SOQUERTE.

a diagram Hlustrating s

PG, 4 ds a How chart iHustrating 4 routine per
the system of FiG, 3

FIG 8 ts o diagesre of 8 first packet sequence iflustrstive
of vertaisn aspeots of the outine of FIG. 4.

FiG 6 is & diagram of a second packet seipence illusira-
tive of certain aspees of the rowtine of FiG. 4

FIG 7 s 2 disgrasr Hlesteatiog @ state machioe proge
opesaled as part of the voutine of FIG. 4.

FIG. & Is a diagram of » thix] packet sequence illustraiive
of certain aspects of the rouline of -4 and the state
machine process of FIGL T

wied by

DESCRIPEION OF THE PREFERRED
EMRBOIDHMENTS

Far the parpose of sromating ag snderstanding of the

principles of the hiveation, reference wafl anw e ﬂ]\?.dl. o

the cmbodiments ilnstrated i the drawings and speif;

Jamgiage will be used w deserbe the same. Tt will

ss e understood that no Hmitation of the scope o
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d. Any alirztious and froher
mra\hnuhn % N m shaseribud embodimeats, and any ferther
spglications of the priveples of the ipvertinn 33 descabed
herein are eontemplaled as would sormally cecer o one
skifled in the art to which the inveation relates.

The preferred embodiments b IReCTHIcn
include an active montor that performs & process o reduee

viee degradation caused by SYN Sooding, I one
inctudes cla E
packets 3% bewmng of an accepable, nuacceptable, ov suspeet
vspeel source addresses may be tu"thx:r processed
ance with a stade machine having a swmber of con-
dationally linked states. The mom sends vari-
ous packets o oite of more
b reduce or climinte service duml.

To better cxpladn various ANPGETS of the
un‘ruhmf_n\\ certain {o Hurcs of !]k, imns;ms
et predie ik, The
i;.ltunu Pootocad (I8 is the \hvdmd netw et proteont

¥ the ¥ateracs thay provides a coomectiondess, best effiod
pm.i‘.d delivery service, IF defines the basic unit of the daia
transier wsed i‘)mug,hom an 38 network, calied & datagram.
The didivery of datagrams i nol guatsateed. Datagrams why
be lost, duplma[u} delayed, or delivered out of owder. 1P is
connectinnle ¢ cach packet s treafed independentiy
of the vlhers—e roavel over different paths and some
may be fos wh s are deliverud. TP provides best-
etfort delivery, beeause -par.ixu-:x are nol discarded woless
TESOICE wansted o wderlying networks fail. Data.
prams ave souted towads thetr destination bost. A set of
rifes characterizes ow hosis aad gaeways shoudd process
hosw and when crros messages shicald be genesated,
n packers shonld be fscavded.

preferred
w Clantal

ensuee reliable coramunicstions for applications and
ives that aced thens, the Transmissioa Control Prowocol
(TR i svailable. [ resides between 1P and the applivation
: U ‘I’ pmvid celiabie, vonnection-oriented data
yoservice, As long as there i Mk deyer
wobetwesn iwo ..xu‘lfrnm'cmlﬂg i‘ﬂdpi)imi

that datagrams will be delivered in oo
andd without duplicatics, Tt provides thes
; g How controf m
slichag window protocef, and adaptive refransmission tech-
niues.

COTSIMHCE
TCP guac

choas the

amm s provided that Hasirates
a thrse-way hatdshake needed
10 Lmt-h\L & POP connection, Before data cun be transmit-
et} Indwesrr 8 sosres Bost S ot o Sestination st D, TCP
i establish i coapectim belween source Bost § and

atiom bost 1, Fhe
called the thee-sway Lam:«h[zm, The threc-way haudshake s
estabthshed by »Mhang,mg certuin TOP packet types bepween
source host § sod destination host 2. The TCP packet types
are distinguished by dedicated Sag bits sef i a”
caide Held and are Wsted in Eable 1 as follows:

Referrin

!

TABLE Y

B should be agpreciaied what, wnd
s shaw one of the fag bits may be
packet.

setin the same TUP

VYN packets

P header

e

378 Bt

4

The first pagsmission in tire ‘hrcc—wa)- ttamkl;ak

ST hmi ‘i fry cl;—;,

mat destination hu.sl l} acnowl
and §s comsinging the handshike. At

siination h\ wi B s g lhc .sYN CRECVE state,
third message, from source ho 3
" L dnd 5 an

fhe
Kt dication o destination

host 1 that both hos

been established, resulting in the

destination host 13,

data. 12at

ihat take 3

asd B agree that o connection has
CONNECTED state of
COMaIn vser
1t dala

SSRAES IVHAY
ns D1 asd D2 repre
s afber proper extablishme

vliad

ficf e

The thru, wity handshake also mibalizes
aumbers for g new commection between s
destination host £, T uenoe sunth presented in
3T by subsoripts o the packel abbreviations. Sequence
ertnbers are seeded by the TCP protocal to enable wiiable
packet delivery and retransmission, Source host § sends an
intviad sequence nwmber X with !hc !iri;: da"“frr-i | &

ihe sequence
fost & and

Y

& 3
o host I packet in the final we

handskake with ACK__ .

need 1 be allocated H

v botke endpomts. For an €
uricer the BSIY sivle ol netwirk code, three memmiory steue-

)p.lc

tures need 1o be sBocwted al cach endpoint. The socker
sirgcine (socken) bolds wformation related to the local ead
of the cosmmurcating nk: profoeat wsed, state adormatineg
addecssing inforution, canectoe quetes, buggers and
flags. TOP wses the Interaet protocol contrnl block stractare
(inpeby @ the transpord layer fo bold fnformation sweh as
TP stae information, I address information, port
maihers, B header prototype and opiiom, and a aowier o
a evwting tabde codey for the destination address, The TOF
eontrot block structure {tepeh) contains TUP specifie mfor-
mation stch as Hmer information, seguencs mumber
informanos, fow controd staws, and vu-of-ba The
comiy of these data swucwres for a single TCP
comecting m iypic eeid 280 ¥ . Adthough the
o ruitres apd all : sentrnodute
TEP conpection fonmation dilfer with vadows topes of
aperating systews, geaerally every TUP vonnection ostals-
lishmen! reguites s aflowndon of significant memry
FESUTITES.

Whea a SYN packet arrives a1 a porl on which 3 TCP
server 35 stening, the above-mentioned dary steuctures ate
alfocated. There s a Limit orche aumber of concurress TCP
comections that can b nection stati,

i ‘a‘r N receved). When
the maxiomm pumber of half~open contections per port is
reached, TCP discards all mewe coming COrmeniios roiests
urdil it ha:
conaeciions, Tvpt
Manpet, Fe xultmn in dc-‘mdcd SEIVICE

§ dasa.

ed size

2 either cleared or compieted some of the halfopen

callv, sevieral porls can be Honded wn this
UF WHISE. Muoreover, i
auober of
e altack

h“lf pm COTH) ccmm\, gl d:fhmn siumi of
would result w which ae atiscker could request somany
vomgeeions (st the @eaet michine™s memony & completely
exhausied by allocating data sirseres for half-open TOP
corgectioes. Tible H iMuosiates the halfopen connection
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5

startes shat secotimodaied by various

systems a3 fodlows:

EPErUiEg,

TABLE 8

Opsowsing Symiauz

n fost D (abteonatively designated as “sereer™):

- Aopacket aerives at the destination machine whes the
TCP state mrachine is hu the LISTEN state,

2008 aram chs nn s Eeorrect, the packet will

te discarded, atid the 1 1% expecied o retranstnit i

—

3 The b associafed with the vonreeion i searched
for i | s not loung, the server will diseand he packet
and ad a RS (e, inform Yot thal it o

ihe comnection). I the jepalr exists, bt the TOP wate
mrachkine {5 wet in the LISTEN stare, the server will
discard the packet, but will notsend & RST {ihis would,
for exarnple, be the case when the server 18 jusi coming
i, Bk Has not vl staved Jistewing)

4 the SYN packel arrives for a socket that is in the
LIS] state, the above mentioned data sructuess will

be allncited, However, the server wall also sel ¢ ag
fnchicating that i will destray the connection amd asso-
crazed memory strectares 1 13 encowntors a syror, 3 the
backlog guese i el the server will consider Hus an
error asd will fermdnade the connection.

A, The packet will be ed 4l it coatains ¢ RS H it
eontains an ’\( K, 3 will be diseseded and ¢ RET s
1y the ather The packet will be discasied @ the
SYN bit s pot set. Dtherwise, the sewver o
-niurmatm-‘; such as ihe client’s address information,

s beffer, connects Its topeb o the client, and

immh?“\ {1z bl send sequence (ISS) number v

The sevver }

HES

now sonds the sceond mw

~npt,n COR-
RYN RECVD)

u\\‘m i,

stale ekl u\,hur an Al (thc iird message of ihu
handshake) is rwubtd, reseiting (o the CON

state, Or & tmor axpives. This mmr i n«uaii\' gt
.m-mi I secoads. During this peso
missions of the first and secand mes -
way dandshake may oocur. Whest the umer ex;sires,\ all
mcm@ry sruciures associatzd with the connectiun are
s ack to the LISTEN

&)

csigned with & ssnaﬂ i,mu\. o how many halfeopen ¢

per port are possible at any piven time, With
reference fo FIG, 2, a SYN flond attack by sitackor A s next
deseribed, Attacker A initistes 3 SYN ‘fomim}b atlack by
ding many connection reguesta with spoofed souree
sdefrosses o the victim mwchiae, destination host B, n
response, destination bost [ alloosies resowrecs W cach
ha rii—n;wmd comnection, Onee the limit of half-open o
nectiong s resched, destination host I3 relises al swocessive

20

378 Bt

HEY
mate atberagis
EXPIS, OF SOPIC CONBECHONS are
timer expl a particular half e host
will resed the cowaeeion and release alb the souvroes
allocated tor 1t it shoskd be apprecieted that geither ontgn-
ing vonnection affenpls nor conteckions thet are alecady
established are alfected by this type of atack.

I & spoofed SYN packet contains the scuree address of &
reachabie [P source host ‘v that host witl recetes the second
message of 1he thr ake genersled by destina-
tiow host D, Nat ¢ e SYN+ACK withoot having
reguesled @ ComRIie, lht source host $ will sead a RST
ot 1o destination bost 1, aod comssquently

scleding any o
This condition exisis unti sifher e timer
‘mup}m,(l ot sosel, i B

156 desti-

Ao forge sowrce addeesses that do ot
Imw i(a ht wis that are reachable frony the victim desima-

host J3.
I attacker A w reies condition 1o fost
i continbously

longer than the §.um0ut p(.uod. e needs o
keep requesting aew conaections ram the victim desting
host B, The amount of CPU and petwork bundswidth
required by aitacker A for g sustained siksek is aepligible.
Typical SYN Hooding attacks can vary sevesal param-
eters: the mumber of SYN packets per souree address seni i
a batoch (= batch si nsnecessive batches
k }, and the mode of source address aika :mon {m
wled For the perposes of S¥YN Hooding,
gsoof the corresponding SYN packﬁ:l\: ge
de souvce addresses of sowrce hosis 5 ihat

pot yeit alocaied, assigned, o associated with sowoce hosts
5 that are very slesw i rosponse, vivtwally or phyvsically
shisconneeted, or down, Possible modes of source addmoss
allovation mclude: a stngle address, a short st of addresses,
o 1o Fist a3t sl

The sitgle adidress approach takes as 3 patamster a single
spooted address that i sed as the sonres addeess of all SYN
[.st.iut'; I the shsence of any defense, this mode of atlack
ive as the other theee modes deseribed. For the
shore Jist mode, aiiacker A oan geterale a sl pool of
addvesses and use hem as sowree addrosses 1o genersle SYN
packets. I the go bst swode, attacker A cae vse a difforent,
endordy geocrated source address for cach spocessive
batch of SYN packets.

Refemring fo FIG. 3, petwork systern 28 of one embodi-
erent of the present wventon is Am rake !]
inchudes a trusted, locat arca network 2 mm_\mm
to an unteusied aetwvork 24, suety s the fnlerac, by m[u\ ay
S0, Untrusted netwerk 24 includes an aitacker 40 and an
exteraal sovres host M) I practice, many mers hoats woudd
be present on nebwark 24, butb are not showst @ pres
clarity.

Fe addition 1o gateway 50, m(miiorirsg resolrce 31 i alsn
@ *.nn’c;\ Louplul o net LA monitoring program,
& execuiion By monitoriig
s proect o hrl resosrces o oeiwork 22 from
ontroes Frossh ity vtk 24, such
stifl faedlit drbishiment of

CYVE

resource 31
S%N Aovding
ax From attack

s conaecilons with kpiibnate extemal sources, sueh as souve

host 38, Among the resources protected by moenitor 82 sre a
numbher of destinetinn hosts §4.

Plestination bosts 4 are wach cperatively coupled to
network 22, While only three destination hosts 3 g DWW
in FlG. 3, in maum many more destinglons may be
cougded te setwork 32 and coreespondingly protected by
moniter 82, Alse operstively coupled o network 22 is local
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3lso be present on aetwork 22, bub are wot llestated to

preseove clanty, Fethenmore, with regaed to petwork 22 and

host s @ source or dostination twpe are for clarity of
explanation, and that o practice eguiptnent copled to
netwaork 22 may bpieally operate as both 3 souwrce and
destingtion melative w another host. In one monlimiting
example, netswork 22 is Erthernet based.

Tt ¢ preferred that motitoritg tesonree §1 be (o the fom
of 3 ;mgran'mabis digital computer that is operable 1o
executs montior 32, Mondtoring resource $1 may be in the
form of a single processing wl operatively conpled 1o
network 22 or diﬂtrﬁnu“' e uf s QP

ch as sae ov more inpui:"()ur.put. (i-"’()) devices 83 and
revnory 88, {3 k 5 33 inchude at feast one
areans of admmistyative fuput © faciliaie seloctive comme-
nicatien snd oontrol of menitor 82, I devices 33 oy
inchede a keyboard, mewse, visual disply, andior primer o
wne only a ! fow RS
FProgramenieg Yor resource ST, inclading moaitor 82, i
eaonded on 4 computer readable medivm, such a5 memory
53 MLmUW 88 may be of ihe random , solid-staie
A stcal bepe (such as 2 Cowmpact THsK type), the
Heclromagnetic type (such as & floppy or haed disk), or
apothier tvpe a8 wonld ocenr o those skilled dn the axt
Furtheraore, momory 85 g b x combinsion of one oc
move of ihe icalty shown in FIG. 3, at
least a poticn of memory 55 mway be i the Soeon of &
removatie compuier readable modivm 38, such as 3 disk or
cnmm,u
Also scties

monitor 83 and s pee
mainiatgesd by administoaiive mpm vid
oitor 82 03 pw\cmnh‘ arranged h, cap!nte (84

22 ] fum

i §

in 1h rcc -

s ds)s- maln‘n hosts ‘34 Nif ¥ 1-ht‘t examines !he p
reacts by selecthe snerating packets fror one or more of
destination hosts 54,
respods with a packet, such as a SYN+ACK packet,
MO 82 prm s it to proceed. Mooitor 82 & alse aganged
o asyncheonously tme sclected events and respond o
adminisirative e puts.

TG 4 s o fow ohart sHesteating outine 60 of wondtor 8.
Rowtine 68 hogins with stage 62, Stuge 62 inittates the
detsction and exomination of TCP packets sent o desting-
Hon hosts 34 al O | aetwork 22, Adier stage 62, conditieml
63 {s enoountered. Conditional 63 tesiz whedher & new TCP
ol has heen sent (o one of destination bosts 34 along
petwork 220 8 8 aow TOP packed 8 oot detected,
comdiional T8 is cacountered fo detsrmine whether wom-
toatng, 18 W coatinue. Ceserally, monttortsg contines abser
an adimin pe o 1he conteary via FO devices 831
momitoving is o contine, conteel loops back 10 conditional
63 o contimee packet detection. If momtoring s not
coctinied, woutime 6 halis

Wher conditioral 63 vesults in the detection of u FCP
packet, conditional §4 5 next cncouatered
fests whether the rewly defected packet ds o > SYM
vanety. i the detected TOP packes 1s it of the SYN vanety,
the aew packet is submitted s state machice 100 {o sisge 76,

then

ssiitional 64

wrther, when a destination host 54 -

a

5,378 1Bi
B

The aper of st achive 106 s
[EUES Y \um FIG. 7 beretnaiter,

i the pewly datectod TCP gacket iy of the SYN vadety,
then source address classification operation 65 Is inttiated,
Operation 65 bogins with accessing database 87 of moniior
32 at stage &6 After accessing datebuse 87, opetation 65
contimaes wifh coaditional 88, At conditional 88, the source
addeess of the pewly detected TCP packat is comparsd B2 a
set of enwies In datbase 87 represeatsive of acceptable
acddoesses. I the sonree address ol the gewly delected ymcker
is ope of the scceptable addresses, ola ation opsration
63 s extted and the aceeptable sopree address is submuitted
0 stale wachive TO in sage 76 for contiowed monitoring.
Coresponding ine 60 takes no further acticn for any
packet haviag a source address classified as sccoptable o
“perfect” and presames the theee way handshake flusivated
in FIGL 1 will be completed fn the vsual magner.

e o the other Band, the source add of o newly
deteotod SYN packet is not one of the acceptable addresses,
conired Hows 1 conditional 7 to fest whether the newly
detected SYN packel Tas & sovroe sddress that 1s winaccept
aHC or “evil” s represented by one of another set of entries

{n database 87, 1 so, olassification operation 63 of routine 68
is exiled and a RST packet I3 seni i stage 72 0 the tarpetsd
inaticrs host 84 that recejves the 8YN packed with an
wnacceptable address © ejose the corwesponding TCP con-
nection. By closing the connection, the R8T packet frees
of the ed dextination host 34, FIG
dmu\\m dhmmmg the packet seque pwedd for pf\‘~
e 72 for a SYN packet with an wac-
ceptable s ARY \U,i‘\tqu\. at R8T packets are
iz mr-,d wiilt regard W the FIG. 8 packet sequence. From

¢ 72, rovtine 60 continuss to stage 76.

The two sots of ertries n database §7 corresponding o
acceptable and gpacceptuble addresses, respectively, are
preferably input viz one or more O devices 33, Thuse
wddoesses may be updated as peeds reguire. Preferably, the
acceptable addresses nelude nddvesses of well-Raown, fre-
guenthy used source hosts, stch as local source host 36, and
the unsceeptahle addresses include s a2 mintmum those
siddresses (ot address taages) thal wre reserved, impossible
Gsuch as pel G008 or 1270003, or confloned sposd
addresses (such as nets 100008, 17216 .0.0, and
0.

. addresses of SYN packets that are neliher ¢
aceeplahie or woacceptabile tyge, as de w'mnd by e
dutabase 37, are demigasted “suspect” adde
suspect address, an ACK packet is sent 1o the targ
destination $4 maL bas recelved the detected SYN p'l{,l\(:‘
This ACK packet is amna :d tu ﬂp;mr da Etmag.i ) is or
aates from the sams
packet, Sending the ACK §):3¢.kct cc:-mpk:i“' the ih.mw.v w;n}-‘
hatndshake, moving the TCP connection from a bulf-open

staius (YN TV to oa compleisd siates

dbed in detail in

SUTCD

~RE

F (CONNECTED). Chaaghng a conmx:t‘iun_ from haif@pc’n

status W commpleie
> (IR nf th: farg

1 of FIG. & iHustrates the

10 processing =

3 newd v detee N packet with a suspect address. As
shown w FIG. 6, i1 an ALK packet & later seceived by the
cd de \\m,mun hu&x 54 imm Q !x-mhma. host, sucke ax

3 ; is submitied to sfate
machine 10 1o !>L1 < !6. Re ferang 10 FIG. 7, sune muachine
108 is shown in greater detad], State machine 100 is 3 prooess
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of moditor 32 that further ovalustes apd i for wse i a BST packet Do seat W0 @ ooy~
TCR j’.ﬂ'\.k(,t:s 1 accordaace with sovme addvess class sponding destination bost §4 in o different state. Transition
tion by opesaion 65, path 118 conditionally cougdes gew add
Referring to siate machine 1M, any deteoted TCP packet bad midr-tsis state 120, 1§ a3 given souos
that has an aceeptible soaree address Is placed io accepioble 5 ShHe Hd for a time peric
ackdress state 102, Ssaie 182 i not conditionaliy conpled o felalive o its limestamp, an ’UPJ—
any other states of sfate machine 0—in other words, change of stale from new address state 114 o bad
simrrce sddre: ed in state 102 remain i sixte 102, state £20 ateny transition path L8 is trigpered by an

Conditicm loop 1€ state 102 is triggered wien either an . 21 ;
tal foop 12280 l‘s

i
&

i

ég:’ redd By the detection of any

ACK packet, 2 R‘\l packet, or 3 SYN packer with the 10 et sonree adde \
SPCC BoMroc LHCE
Ll achoy W A} 2 Ay i 3 3 -
acceplable addy detected with mondtor 82 via routine basch sbcleess state 126 .{hc mg rering of oo sal loop 122
80, In response, the corresponding sovree address remains in auses 3 RST packet 1o be gent 1o the targeted destination
qaie 182, Accordi 2 i N o PR )
staie 182, Accordingly, ste 102 signifies 8 1“‘ CROMHTING host 84 in the maaner described to connection with stage 72,
m“:m 6(?»{;;,1@,”; o it ) 1 © »wththtit;sual truardling of TOP ordingly, the connection associsied with the sourve
packets with wi sceeptanbe seuree addsess. 18 in state 128 is closed, hoeing resowrces of b
Ady detected TCP packel thay ha. ad unaceost Blo sllive purgeted destination bost §4. Conditional loop (22 returas
adlress s placed 0 : 105, Stte ‘hsd a mrws‘ -:131‘ 1"0 witl Ls:ch successive SYN packet

195 i3 nat comditionatiy co m.(ﬁ ARy \\ihu sm‘,s
arachine HM-ia othes reg adire
stale HIS romain in state 1358, Conditoaal loop Hi(’v is
riggered whenever m ACK packet or a R8T p'm;k».: s

Ag a result,
ot adddrosses b ed § reach bad
state 123 alfer L[m being monitored at the new
state B14 for the {vme pcrud TY. The diagram of

duetected that has ap unawcpw‘:le sddress, Tn response, the FIG. 3 Hlustrates the packet sequet : source
coresponding sonee address tomains i state 108, Condi- addeess in bad addvess stawe 124 for which o RST "«M’wi is
tional loop 107 is tiggered whenever & SYN packet with an teansmitied 1o the lavgoted destination host by

mﬂdummi ,.(Jﬂp 1 mm

'mhcr ‘QYT\" pa\:kci P;‘du‘abiv

inacceptable address s deteeted. S packa detectiun
causes the transmisston of aw appropriately configured RSY
0 close the connection in stage 72 as described dn
fon with FIG 4 Like leop BO6, 1heee 3 no d’):simt' [3H
: cansed by loop W7, Accordin #1 forpts o

reguest a consction with ons of destiations ‘4 ‘th-n has an s
wngoceptable addiess vesult tu olusing the countction to

u,t umc»uut ¢ mum mmmutkl} EE *mmj [ 1(15 i’fc
dwd destinaion 3« st S However, i should be appre-
o that @ b g 11 hat is oo low may adversely
impact the form sunn of relatively slow legitimmale oomoee-
[HEHES

e of & ACK packet of a

- destination host §4 resoneces, o HET pas mmm ir~ the bad add St
Generally, states 182 and 108 are symbodic of the manner 124 trige chane ; siti(m path 124 o

e swhnch caets of two categories of addresses are trented alter new ad
classificatzon by operation 85, aud do pot wvolve any Hrestamp :m«(mia!ud with [1|‘

ddress wder-

apprectable amount of processing beyvond the stages shown ’—‘”“L—: Iht‘ fransition o be ek aod jm iumn\' avoiher potcn-
i FEGL 4, The thind category, suspect addvesses, are farther Hal ex et wvent.

classified and processed 10 zecorcanes with the condition- Hesides bad uddres
d_d”\ c.oupl\,d states 108 of state machine 108 States 1O are i ndliionally coupled w good a(l‘dr(tss state 128, The

engaged a1 null address state 116 All sown good address state corresponds to suspect source addresses
t‘m are gotin state 102 or FS, that is not ineinded fmie. For a suspect address pisced

N

wlabase 87, are witially considered to be in ol address in the new wdidress stale 114, a change of state 0 good
state 13 Unlike acooprable and unscoepiable addresses, a addvess siate 128 vis transition peth 126 & triggened by

sase ey for cvery syspect atdvessos is preforably aot won of an AUK packet or RST packet wath that suspect
ept 10 COnSCrve SOrage TESOCES. as searee addvoss. This change of state also results i b

From the i addres o 1N tansition path TR s gpidating of the timestamy assoaintod with the supect sourse
followed 1f a SYN paeked for the suspect sewree addeess in adidyess.
the null state s 4 f wod submitted o stais machine 160 Unee in the good address state E28, sulsegueat ACK o
froam rowiine 6, fi response, the source address is placed i RST puckets wiggee conditieas! loop 130 which does not
new addeess staze Ti4 and a record of the comesponding st cause {ucther changes of state, Subsequent SYN packets
sritm is established, inchuding infonmation such & (P trsgger concditions] foop 132 that slso docs oo cause s
«djmssgsg ports, and seauence nwmbers, This information s chanpe of state. However, unlike conditicnal loop 13,
saved i wase a RST puchet needs io by sent io the cosne- cotditionat foop 132 updates the tmestamp for the come-
sponding source wdddress i response 16 u lder condition, A spotiding suspect source address i the good address state,

amyp for the given i also established 55 I a spspect sovree addvess remaing in the good address
swhen the trassition froe sadl addy state 118 fo new state 128 for & predetermimed time peciod T2 withowt
address slate 184 occurs, This iwnesianigp s used in connee- TCP packet traffic having this adid “staleness” timer
tion with certam tmer events described in connection with svent e of state from good

generated that triggess a chan
other slates 108, New addvess stie TH comesponds o s rlate 128t pow address state 114 along transition

suspeet sovee addvesses Tor which there s o hittle infor- < 34 Ao, this oveni results 0 a fresh datagram
madion o determine [ & connechon with & destination host wiformation record sod Hmestamyp updating o prepars for

54 should he aBowed. the possibility of & Rter transdtion o had addeess state 126
New address state T 15 conpled w0 conditional loop ELS. i vesponse to genenation of an expley thner event winle
Eoop 116 s triggered by the receipt of ferther $YN packets, new address state TR Thus o accordancs with state

symbokizing hat gew 3ddess sute 114 35 maintatoed {8 68 nmch,m, 180, a given suspect adidress thal was onee “good™
response ko muliple SYN packets. o cespouse 1o the tig- csn becowme “bad™ In response o suspect TOP packet
pering of knp 116, curreat datagra informstion is recorded ‘l;dmviur,
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11

Fuohe it shosald also be apprecised thi the raasi
asuspect adc PSS m\m mull «ddrwn wiah. H8tog

éa:‘mcc:mn 1 his Lham.,c ul state i rcgm, ted by lramsiicn
B E26 and s also scoompanted by timestamp updaimg.
[he oporation of state machine 100 i aranged fo hak in
fti.‘-i.‘ﬂl‘dii!l‘\\‘ wi;h \\ndiﬁs‘ml ?8 u‘f rmﬂjm‘ 60

Oﬂr
(}’pu";aﬂﬂn 65 classifies KhL
packets i ooue of three o
unacceptable,
classifie pect addresses as: (l) BEVEr e
correctly Hehaving wliy spooted
(= new}, or {4} as mos certainly &pwlgd by,

To socordance with these olassifications, monitor 83 sends
# BST packet w unsceeptable or bad addresses, closing
corresponding cimnections to free resourees of destinution
hosts 34, Burther, a ACK pm:}\\;{ s £ SUSEEEt SOUECe
adidresses 10 free resowrces of the desiination hosts 84 by
removiag connections {rom @ bhelfopen backlog quens.
Furher, states 108 of siate machine M, condidonally
vonpled by tsnsition paths 112, 1318, 124, 126, 134, and 136,
cob addeess ol smmtm‘ o changes based on
reed bebavior of wotwork raffic snd asvachronous
evients, such ag expiey and stajeness event Hm

In other embodiments of the present inv
ef LR RSmIsson in
wiay oaly be sele
\xhhlmml]" or al
seceplatie addiess of awn ‘Hi”i] is not performed. In sall
ancther vmbodimens, all addvesses are considered suspoct
andh cemrespondingly submritied to a state machine process
rather fhan cach Dhetng {matially olassificd fwo one of #
phareiity of different calegories by operanion 65,
Furthermore, it is envistoned that other embodiments of the
present v ton ey be appited 10 {mpeove security of
networks having 4 protocol other than TCET]

Yot another embodiment of the present invention Includes
trrng the freg v oof ua ccsplahic andfor bad BIHIICE

sses of T

ST E
(1} accoptable, |

goties: 2
or {3} suspect. %sam machine 186 further

:n (=1 null); {23

fosiy, an ’x{ B

1 icat
maodel 10 “rcdm agrival of the n el &
RST may bee st fus any packaets 30r y indhe sposfed time

inteeval by enbagce profection of destiaaion bosss S4, I ssill
another embodiment suited 0 SYN fluoding based on pseu-
dorasdom number generatedt addresses, routines may be

"

implomeated that detect use of pseudoraadom sequetees
guneraled by vanous conveniiensd geocrators b adentdy

spoofed SYN packets. In other erabod
adidress runges are wentified, mw [3RR
the acceptible address tcsting { clussification operation f3.
An additiona embodiment of the present nvestion mdudu
hering statistios concerming, good and bad address state

tw%]y whl the worrespouding good or bad source
38 a8 acccp[ah!.c or whacoeplable address enteies in
el ¥

meats, @8 frusied

Ar .~lh:~. ::ml)udm et of the present iwveniion inchwdes 2
wianoriag resonrcs responsive o FOR comeotion packets
W detes ¥ ihe

adddress Is of 4 suspect type. The momdloving resourcs
™0 p(“ able to perrait one or more hosts o receive the TER
comecton packes snd is programmed with 2 gate machine
having & aimber of conditonsily coupled stses in proce
an address of the suspeet type. The states tnclude a new
addheess state, i gond addvess state, and 8 bad address state.

An additional cmbodimuent of the peesent mvention
nelrdes 2 computer resdable medivm encoded with 3 mes

¥ be fnenrporated fato 8

E

Y

22
Lt

378 Bt

K POZEIR K fu e degrads
m\tv*mh cawsed by a denial of service attack with SYN
w'img Nlt program is operable o deest each of 2

¥ sett ou 1he aetwork o one o ke
s for cach of the SYN
{ UL\'r‘ru:« A st one of the
s coresponds o8 suspoct souece address and 3
fre c:u‘c;«sz'ﬁes correspands 1 an pnaccept,
ant defines a state machite pro
tw the first one of tee categorie
accordance wih af | pled states.
The program is operable o s onding RST
packet to any of the one or more hosts recelving @ 3YN
preket with an sddress classified i the second ane of the
CRIRZOTIES

Chibes

m m"mh Ay \uidr»\s

embadiments include menkoring TUP connection
statws from ae unteusted network o a nember of destinations
aperalively coupled © the untresied networh o teduve a
p{:}'ilumam:e depradation caused by SYN packet fooding
fromp the wptrusted sedwork. A TOP connection sonree
addyess is classfied i a good address state wien an AUK
pac or a RST packel & recewved from the uwnirusted
network m!h the souoe acidre\s ]Lc, curee address is
@ pew address
S bR ‘Y\“'l]Llj e Fblh“d }7&\&‘5 ‘1"1“](‘11‘
ceiving the AUK packer or the RST pad\e fropy ke
untrusted  network. Funhermore, the source address is
reciassified from the new address siate wya bad wddress state
a second predetesmined time period passes vwathowt
g the ALK packet or t}‘“ §\\I pad\u from tn,
fvark. A R

ane of the desth a n.bpcchve c::‘»nn:ctifm T
a snurce address in the bad address state,
All publications, paters, and patert applications cited § in
this 3 seifleation are Berein inoorponsted by referene o
cach individual publications, pateat, or patem appHeation
cifieally and wulividually indicated 10 be incorpo-
3 o oatsd st ot B ifs cvtirety boerete, While
wil apil diescrbed a detail in
the fignres and foregotng description, the seme s o be
considerid as illustrative and tot restdetive o cluracter. §
being nndersiood that ooty the proferred ewmbodiment Bas
been stown and descibed amd that all changes, equivalents,
and reodificaiwsss thal come within the spiot of the wven-
ton g5 defined by the following claims ave destred {0 be
profected
What is claimed s
£ A method, corpp

monitortag, TOP connection status fovn an wobrusted
uevwok 1o 3 number of destipniion bosts operatvely

coupled W the voiristed ot
mance degradution cavsed by 3
wrmsied e tsark;

TUF copnection souece address in a good
s stale when an ACK packet or o RST packat is
1 »J from the wrrusted nefwork with the souree

ko rediee a perfor-
Hooding from tie

a8 stake anr & Frat pruﬁcie“nimj
1 Aol receiving the ACK packel or
packet {rom the untrusied network;

m«v thg RURICE dL-de("rS fnm the new address

the RST p d\ct fmm h:. qmm\ud Re wnrk, ,md
sovding a RST packet 10 & corresponding one of fhe

destinasion hosts 1o close 3 respective connection after

the sowrce addvess is clagsi
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2. A method, comprisi
mogiternng & number of SN packets sent from an
uphristed nstwork o a Sestipation bost to reguwlate
spreious TUP eonnection atempts, the nuwber of SYN
5 cach having a comespanding sowree address;
y the corresponding sowrcs address in on
plmhw of diffesont categonies, the difl
welnding a suspect soucce address
nnaceepiable sowrce address category, :
irclpding comparing the oo owdhing sonsce address
io 3 ourber of eutries i dak

sending & ACK packet io the destivation host for each of
e murcher of MN [?-i»hd\ hwu o the wncspmmmg
sopree add 3
cabepory (o complefe for mp«.mm L‘»t ACTHTESS
compection with the destination host;

sending a RST packet to the de
of the nember of S‘IN p
eptable souge ad
conneetion with 1he &

stigation host for the cach
Sets clussified fu e uwe-
ory 1 chse a respective
stivation bost;

st moniloring inclading sxsmining cavh of the core-
sponding souree addresses B the suspes!t souce
addresses categpry in scoordance with s state mackine
wcluding at least three conditionadly conpled state
e

35

wherein a one state of the at least three o
coppled states corresponds o gnod source address,
second siate corresponds (o A new souree address, and

¢ shied stae covresponds 1o a bad sopres addeess, aad

the correspoading source address clussified in the sus.

pect sopree addeess category cammt change from the
ori: stite W the third stae without first changing to the
seoond state.

3 Amethod, comprising:

monitoring & number of YN packets sent from an

nctwork. o a destination host to regulate

spreicus VOP eonnection aismgpis, the maber of SYN
packﬁs cach havim:, i cn:‘;tammdi-‘m HOBFLE ad(ire::\i;;

pharali \, of mﬁ
mclnding & N.m‘gu:gl
unscceptable source address ortegmry
including comparing the corres; mdmp, souree addres
1w # number of entdes i a O

Fei CRiCEies
cRory an

ource address

sending o ACK packet 1o the destinatinn host for each of
the nurcher of YN packets having the corresponding

e

20

a5

14

d dg the suspect source addeoss

i \nm}ﬂe > foreation of 4 eoreespovding TCP
comtlecsion with the destimation host:

serfing a R8T packel o the destiggtion host for the cach
of the wumber of $YN packets olassified in the enac-
weptable sotrce adideess category to close o Yespeclive
conteeyon with the destinaion host;

said mondtoring elading exanining cach of the voree-
spording souree addresses in :m suspect souro
4 fe mm_hNL

4 one state of the a8 least three conditinuwally t.'nuplt‘d stafes
sponds W 2 goad sowce Jddh,\s, 4 second siale

& soures addross, and a thisd staie
gspondds tr 3 bad somree address, and the cone-
mding sonree address classified 10 the sespedt source
adidress category capnot change Frome the one stale
the thisd stats without first changing to the seoond state;
agil

host Fo
suspEst

wherein the RET packet is sent m the destination
any of e pumber of SYN packsis having
sources addresses (o the thisd stale.

4. A method, compusing:

monioting & wimber of YN packets sent frow an
wrisied network o oy destinaiion host o regulate
spurious TP eonneetion attermnpts, the number of 8Y
packels sach having 3 corresponding soprce addre

ssifviog the oorrespouding source address in vae of 4
pluraiity of dilferent categories, the differeat eategories
ad an
v, said classifving
Hng source address
f eniries in @ database

including a suspect source addross categury a
wracceplable souee address caie
incleding comparing the oorrespon

P

o 8 suaber
cding w ACK packet 1o the destnation host for cach of
ihe number of SYN packets having the cornssponding
sounoe address slassified 1o the swspect source addness
SR ROty foraration of a corwsponding TOV
congection with the destinaiion host;

et o ihe destination host for the ¢

sesding, a
of fhe number of SYN pachets classified i the wnac-
wcepiable source adidress ¥ 1o olose @ nespoetive
coancetion with the destination host; and

wherein TCP packets disignating the designation host are
recetved by the destination host
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AUDAPTIVE RATE-BASED CONGESTION AND
FLOW CONTROL IN PACKET
COMMUNICATIONS NETWORKS

TECENICAL FIELD

This tnvention relates 1o congestion and flow coatrol
in packet communications systems, and, more particy-
lazly, io improved end-to-end, closed Joop, disixibuted
control mechanisms for mplementing such congestion
aud flow control. :

BACKGROUND OF THE INVENTION -

In packet communications systems, it is common to
reserve bandwidih for high priority packets which are
then tranemitted in preference to lower priority packets.
Such lower priority traffic therefore must be munaged
i take advantage of the bandwidth remaining after ali
of the higher priority traffic has been served. This re-
maining bandwidth can vary widely depending ox the
activity of the high priority traffic and & is therefore of
considerable importance to manage the low priotity
traffic 50 as to optimize the use of the widely varying
“left-over” bandwidth in the network, and, at the same

time, avoid congestion in the network which reduces 2

network throughput.

It has become commaon to utilize window-based flow
contrel mechanisms to avoid congestion in the packst
commutticatons network. Such window-based mecha-
nismis pro-aflocate receiver buffer credits to packet
sources and notify the corresponding sender how much
data can be sent. Upon detection of congestion, either at
an outgoing link (f the receiver is an intermediate node)
or within a node, the receiver withholds buffer credits,
forcing the sending partner to slow down the lasnching
of packeis or to stop wansmission altogether. This pro-
cess, also known as “back pressure” congestion control,
is repeated hop by hop, eventually reaching the sourees
of iraffic causing the congestion and forcing thoss
sources 1o sfow down.

Such window-based, back pressure mechanisms per-
form efficiently with low speed networks with resson-
ably high bit error rates. As networks move toward
higher transmission speeds and more raliable transmis-
sion media such as optical fibers, the window-based
mechanisms no longer perform adequately. The cost of
such hop-by-hop mechanisms becomes prohibitively
expensive and inefficient due to the fact that a sender
can send an entire window’s worth of dat2 and be re-
guired 10 wait for the receipt of new bulfer credits from
the receiver before continuing. The resulting silent per-
fod is at Jesst ss long as two propagation delays amd
results in a direct loss of throughput daring this silent
interval, Furthermore, the window-based flow control
does not smooth the transmission of data into the net-
work and hence causes large oscillations in loading dus
to the clustering of packets, further degrading network
performance. Using larger windows merely worsens
the silent period throughput degradation.

in oxder 1o befter accommodate modern high speed
and relisble packet comumunications networks, it has
heen proposed to use an end-o-cnd coagestion control
reachanison which relies on the regular transuission of
samiple packets having time stamps included thergin.
One such mechanism is disclosed in “Adaptive Admis-
sion Congestion Conérol,” by Z. Haas, ACM SIG-
COMM Computer Communications Review, Vol 21(5),
pages 58-76, Qotober 1991, In the Haas article, succes-

-

]
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43

30

60

65

2 ,

sive firne-stamped sample packets are used to caleulate
changes in network delays which are averaged (o repre-
sent the state of the network. The averaped network
delay is then used to controt the admission of packets to
ihe network by controlling the admission rate, either by
controlling the tnter-packet gap directly, or by adjusi~
ing the token rate in a standaxd 1eaky bucket schome at
the admission point,

One dissdvantage of the Haas end-to-end eongestion
control mechanism is that Hass sends sampling packets
at regalar intervals regardless of the traffic load from a
sender. Sending such sampling packets when the sender
is idle is wasted effort and reduces the good throughput
of the system. Furthermore, Hass must await the arrival

¥ of a plurality of sampling packets before initiating con-

gestion control, thus providing teo slow a response time
to permit flow control as well as congestion control.

Another disadvantage of the Hasas scheme is the so-
called “accumulativn effect.” If the length of quenes
along the congestion path is built up gradwally by small
amounts, the overall delay can excesd the threshold
allowed for the overall connection without being de~
tected by the Haas endpoint detection scheme. The
network can therefore become congested without
timely correction when using the Haas congestion con-
trol scheme.

Yet another disadvantage of the Haas congestion
control scheme is the fact that the inter-packet control
gap is used to control the input packet rate. Sources of
short packets are therefore penalized unfairly compared
to sources of long packets when the inter-packet gop
control technigue of Haas is used to controf congestion.
Finally, and most importantly, the Haas congestion
control scheme requires relatively frequent transmission
of sampling packets to provide timely congrol informa-
tion. Indeed, the overhead for such sampling packets
can reach oy ic twenty percent of the entire thronghput
of the network, making the Haas congestion control
scheme provide 2 lower throughput than an uwncon-
troffed network when the fraffic load is less than sighty
percent. If the transmission rate of Haas® sampling pack-
ety were to be reduced to approximate the rownd trip
delay period. on the other hand, the scheme shmply
would not work at all due to the paucity of control
information avatlable at the sender. That is, the averag-
ing step wsed to reduce the noise in the control signal
would make the scheme so unresponsive 1o the conges-
tion to be controlled that the low sampling rate would
be uvnable to correct the congestion,

SUMMARY OF THE INVENTION

In accordance with the Hhastrative embodiment of the
present invention, the end-~to-end, closed loop flow and
congestion conirol in packet networks {s accomplished
by calenlating, for every requested samapling interval,
the lower of either fhe rate at which the receiver Is
accepting data from the netwark (congestion control),
or the rate at which the receiver is able to deliver data
o the end user (Flow control}. Thus, the network trans-
fer rate is used to detect congestion while the end user
accepiunee rate 18 wsed fo contrel the flow of data into
the network 50 as aot to exceed the user acospiance
rate. The lower of these two rates is, of course, used to
conirol entry into the network. Such a rate conirol
mechanism is provided for each dirsction of transmis-
gion on exch connection, and each end of a connection
can request flow and congestion control information by
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pzgy-backing a request for control information on the
current data packet being sent to a recetver, The re-
ceiver calcnlatas the netwaork transfer rate by dividing
the number of bits received since the last request by the
length of the interval since that last request. Rate infor-
mation is also piggy-backed on data packets for return
to the sender. Requests are timed to reflect the dats
transmittal rase into the network, requests being more
frequent when traffic is heavy and less frequent when
traffic is light, and thus conserving astwork fesouroes
when not needed for flow or congestion conirol.

More particularly, to implement the flow and conges-
tion control of the present invention, three differant
operating modes are defined for the traffic flow control
raechanism, That is, the sender nses the traffic feedback
information from the receiver to set the sender into one
or the other of the thres operating modes which can be
called the “green.” “yellow” and *red” operating
modes. The sender is set 1o the green mode when the
rate informatior received from the seceiver indicates
that the receiver rate is equal to or preater than the
average data input tate at the sender, less a sensitivity
threshold wssed to compensate for the accumulsted
detay effect described above. The sender is set to the
yellow operating mode when the received rate is less
than the average data input rate less the sensitivity
threshold, and the semnder is set to the red operating
mode if & timeout occuss following the expected wait-
ing perind for a reply to the most recent request for rate
mformation.

The green operating mode is used when the receiver
is able to receive data at 3 higher rate than the currently
permitied rate. In the green operating mode, the send-
ing rate can therefore be increased by some incremental
amount which does not sxoeed the maximum rate
which will be tolerated by the network, whers the max-
irmucn rate is the rate negotiated by the seuder when the
connection is set up. If the current operating mode is
otiter than green, and the most recent response from the
receiver calls for a shift to the green operating mods,
this shift is delayed at Jeast one requesi-response peviod.
This requirement for confirmation of shifts fo the green
operating mode by at least two responses calling for
such a shift to the green eperating mode prevents oscil
lations in opetaling mode due to transients In the daiz
rates.

If the receiving rate refurned in the response message
is slower than the currest sending rate by more than the
same sensitivity threshold, the operating mode is set to
yvellow. In the yellow operating mode, the sending raie
is reduced by some reduction factor, preferably a redue-
tion factor between 0.9 and 1.0, In the yellow operating
mode, it is assumed that the neiwork is satwrating and
can carry no more traffic. The sender continugs in the
yvellow operating mode, reducing the sending rate for
cach new response message indicating a lower receiving
rate than the cwrrent sending rate (Jess the sensitivity
threshold) until at Jeast twa responses are received die-
tating the seed to shift to the green operating mode.

It a response tineowt acours while the seader is wait-
ing for a response to its most recent request for rate
information, the sender immediately assumes that con-
gestion has delayed the response and the sending raie is
therefore cut drastically, e.z., by half, or to the latest
received receiving rate, whichever is lower. The sender
remaing in the red operating mode until two or more
request responses call for a return to the green operat-
ing mode.
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In accordance with one feature of the present inven-
tion, the incremental inerease in the sending rate during
the green operating mode can be defined to be non-lin-
ear to permit rapid increases in sending rate until satura-
tion is approached, and thereafter, the incremental bn-
creases can be kept small to avoid wide fluciuations
around a desirable operating point. Conversely, incre-
mental decreases in the sending mate during the vellow
operating mode can Hkewise be defined non-lincasrly to
permit smatl decreases for small departures from an
optimal operating point and ever larger decreases as the
departure from the optimal operating point itself in-
creases in magnitude,

The flow and congestion contrel mechanism of the
present invention is highly adaptive to network condi-
tioms in that it is responsive 1o the offered traffic load
and to the congestion, and results in maximizing
throughput of the network while at the same fime mini-
miving network congestion. The flow control mecha-
nism of the present wvention also smooths the input
traffic to discourage very large data bursts and the
resulting large gueuss in the nerwork. Finally, the rate-
based control mechanism of the present invention pro~
vides cqual and fair access to all connections regardless
of their refative average packet length,

A major advantage of the congestion control scheme
of the present invention over prior art schemes such as
Haas™ is the ease with which the scheme of the present
invention can be implemented and the low overhead, in
both processor cycles and in network handwidih, with
which that implementation can be operated. Moreover,
the same mechanism which provides congestion conirol
also provides flow control, thereby avoiding the neces-
sity of a separate flow control mechauism for sach con-
nection. The flow and congestion control mechanism of
the present invention is overiaid on ali connections at
the connection source and destinations for each connec-
tion and requires no changes in the operation of the
getwork itself. That i3, the flow and congestion control
mechanism of the present invention is entirely imple-
mented at user aceess endnodes of the nerwork. More-
aver, the control mechanism of the present invention.
can be realized cither in the transport layer of the net-
work protocel or i the network Tayer, providing great
flexibility for networks of differing architectures. Pig~
gv-backing rate requests and responses on regular data
packets both conserves network resources and forces
ate control message interchanges to reflect the data
packet rafe.

Finally, the flow and congestion control mechanism
of the present invention can be readily modified to
provide protection against congestion arising from the
sccumulation effect. In particular, by keeping track of
the delay accumulations in 8 comnection, the reported
receiving rate can be adjusted to reduce the acowmu-
lated delavs. In one embodiment, 2 reduction in the
receiving rate is accomplished indirectly by extending
the measuring period over which the receiving rate is
calonlated, thereby cansing the receiving rate to be less
thas it would otherwise be.

BRIEF DESCRIPTION OF THE DRAWINGS

A complete undersianding of the present invention
may be gained by copsidering the following detailed
description in- conjunction with the accompanying
drawings, in which:

FIG. 1 shows 8 general block diagram of a packst
communications system i which the flow and conges-
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tion control mechanism of the present invention might
find use;

FiG. 2 shows a general block diagram of a closed
ioop, end-to-end control mechanism in which the flow
and congestion contral schewme of the present invention
might be implersented;

FIG. 3 shows a graphical represeatation of & typieal
exchange of reguests for rate feedback information from
a sender and the responses to such requests from the
receiver, implementing the dynamic flow and conges-
tion control scheme of the present invention;

FIG. 4 shows a graphical representation of the typi-
cal traffic saturation curve for 2 packet communications
network such as that shown in PIG. 1 and indicating the
preferred operating point on the safuration curve;

FIG. 5 shows a flow chart of the operation of a send-
ing endrode i generating and lannching & request for
flow and congestion control rate information from the
correspording sending endnode in the packet network

3

1o

of FIG. 1, implementing the dynamic conirol scheme of 20

the present mvention;

FIG. ¢ shows a flow chart of the operation of 2 send-
ing endnode in response 1o the receipt of a response to
a reguest for rate information from the corresponding
receiving endnode in the packet network of FIG. 1,
impiementing the dynamic control scheme of the pres-
ent invention;

FIG. 7 shows a flow chart of the operation of the
sending endnode in response to the time out of the wait-
ing period for receipt of a response to & request for rate
information from the corrasponding receiving endnode
in the packet network of FIG. i, implementing the
dynamic control scheme of the pressnt invention;

FIG. 8 shows a flow chart of the operation of the
receiving endande in zesponding to a vequest for xate
information from the correspoading sending endnode in
the packet metwork of FIG. 1, implementing the dy-
namic control scheme of the present invention; and

FIG. 9 show a flow chart of the operation of the
receiving endnode in calenlating the measurement per-
tod used for determining the rate information which is
returned to the corresponding sending endnode in the
packet network of FIG. I, implementing the dynamic
control scheme of the present invention.

To facilitatz reader nanderstanding, identical refer-
ence numerals are used to designate elements common
to the fgures.

DETAILED DESCRIFTION

Referring more particularly to FIG. 1, there is shown
a general block diagram of & packet teansmission system
10 comprising eight network modes 11 numbered 1
throngh 8. Each of network nodes 11 is linked to others
of the network nodes 11 by one or more conpnunicstion
links A through L. Bach such communication nk may
be siiker a permanent connection or a selectively en-
abled {dial-up) conpection. Ay or all of network nodes
11 may be attached to end nodes, network node 2 belag
showsn as attuched to end nodes 1, 2 and 3, network
node 7 being shown as attached 10 end nodes 4, Sand 6,
and network vode 8 betng shown as attached to end
nodes 7, 8 and 9. Network nodes 1 each comptise 2
dats processing system which provides data communi-
cations services o all conmected nodes, network nodes
and end nodes, as well as providing decision points
within the node. The network nodes 11 sach comprise
one or more decision points within the node, at which
point incoming data packets are selectively routed on
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one or more of the outgoing communication links termi-
nated within that rode or at another node. Such routing
decisions are made in responze to information in the
header of the data packet. The network node also pro-
vides ancillary services such as the calculation of new
routes or paths between terminal nodes, the provision of
aceess conirol to packets entering the network at that
node, and the provision of directory services and topol-
ogy dagabase maintenance at that node.

Each of end nodes 12 comprises either a source of
digital data to be transwmitted to another end node, s
utilization device for consuming digital data received
from another end node, or both. Users 15 of the packet
commupdcations network 10 of FIG3. 1 wilize an end
for access to the packet network 10. The local network
node 1 franslates the user’s data into packets formatted
appropriately for transmission on the packet network of
FIG. 1 and generstes the header which is used to route
the packets through the network 10

In order to transmit packets on the network of FIG.
1, it is necessary to calculate a feasible path or route
through the network from the sowrce node 1o the desti-
nation node for the transmission of such packets. Te
avoid overload on any of the links on this route, the
rounte is calculated in accordance with an algorithm that
insures that adequate bandwidth is avaliable for the new
connection. One such algorithm is disclosed in the co-
pending application, Ser. No. 07/874,917, filed Apr. 28,
1992, now U.8. Pat. No. 5,233,604, fssned Ang. 3, 1993
and assigned to applicant’s assignee. Once such a route
is calculated, a connection request message is launched
on the network, following the computed route and
updating the bandwidth occppancy of each link along
the ronte to reflect the new connection. Traffic offered
to the nebwork of FIG. 1:may be of difference Classes of
Sexviee (COS8s} or reguire different Quality of Service
{QOSs). That is, the connection calealated for different
sources may reguire different levels of bandwidth, dif-
ferent delay guarantess, nr different loss probabilities.
Real time signals such as voice and television, for exam-
ple, require higher levels of priority than aceounting
information or other non-resl time signals. Such con-
nection characteristics are negotiated along with the
bangdwidth requirements and enforced by assigning
higher priorities to the transmission of the real time
signals and, under congestion, discardiog the non-real
time packets before discarding the real time packets.

In packet communications networks such as that
shown in FIG. 1 it is necessary to manage the traific s
as o enforce the Class of Service and Quality of Service
guarantees for the high priority packst sourves while, at
the same fime, 1o optimize the transmission of the lower
priority traffic through the network. It is sssumed that
the higher priority controls guarantee the fransmission
of the high priority fraffic so as to meet the negotiated
service level. The present invention is directed at the
control of the lower priority traffic so as to opiimize the
transmission of this low priority traffic and, at the same
time, to avoid congestion in the getwork.

In FIG. 2 there is shown a general block diagram of
an adapfive rate bused fow and congestion control
mechanism v accordance with the present invention for
conirolling the traffic in 2 packet communications nes-
work such as that shown ia FIQ. 1. The control mecha-
nism of FIG. 2 comprises a sender endnode 21 and a
receiver endnode 23, both connected to packet network
10 (FIG. 1). Endnodes 21 and 23 are, of course two of
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the endnodes 12 of FIG. 1 and represent the endnodes
at the end of a connection between a sending vser 15
and 2 veceiving user 35, Indeed, iwo flow and conges-
tion control mechanisms such as that shown in FIG. 2 is
provided for each connection through network 10 zad,
one for each direction of transmission of & connsstion.
Before proceeding to a detailed discussion of the opera-
tion of F1G. 2, the following definitions will be made to
assist in this discussion.

PARAMETER DEFINITIONS

*R; 15 the instanteneons maximumy bit rate at which
the sender endnode 21 is allowed lo transmit data
inta the network 36,

*R s the average actual bit rate at which data is sent 1

into the network 10 by the sender endnode 28 in a
particular  measurement  interval.  Generadly,
R=R, because there are gaps botween packets
when sender endnode 2¥ has nothing to send.

«R; is the mintmum of two rates; first, the rate at
which the receiver endnode 23 accepts data from
network ¥0; and, second, the rate at which the user
connected to endnode 23 can process data. Both
values are measured by receiving endnode 23 and
oniy the minimum rate of the two is sear back o
sender endnode 2¥ as receiver rate R,

whd, is the leagth of the measurement intervat at the
receiving endnode 23. M, is wsed in compiting the
rate messturement R, to be retumed to the sending
endnode 21.

«B; iz the number of bits that sender endnode 23 is
alfowed tosend continuousty in & single burst at the
rate R

#B;is the burst time for the burst B;, i.e., Br=By/R;.

oM is the length of the measuremant interval at the
sending endnode 21. M; is used in compuiing the
actual rate Ryof transmisgion from endnode 28, fe.,
Ro=Ny/M;, where Niis the nuwmber of bits sent by
sender erdnode 21 durng the measurement inter-
val Mg Measurement imtervals of length M oconr
in a serial sequence 1, 2, 3, ..., n, where n repre-
sents the nth interval in this sequence. M; is set
independently for each connection and is on the
order of magnitade of the round trip delay for the
connection.

o Tyyr is the time-put value for the normally expecied
round trip delay of transmissions from the sender
endnode 21 to the receiver endnode 23 and back
again. If the actual rouad trip delay exceeds Toue, 1t
is assurned that the path is congested and that the
packet has either been dropped en ronte or that the
packet has been delayed in ¢ long gquene at an inter
mediate node. Ty can 2 fixed constant which is
calonlated at the time a connection is being set up
or can be estimated dynamically from network
loading parameters.

T is network time delay for a rate request message
experienced by the message in its trapsmission be-
tween endnode 21 to receiving endoode 23, T can
be thought of as the network guening time for a
rate request xiessage, and varies over time,

oT, is the maximum nerwork gueuing thme allowed
for a given conrection along the connection path
through the retwork. Tqls the sum of the individ-
ual queving times for each hop along the connee-
tion path and is computed at the time the connec-
tion is set up, based on the Quality of Service re-
quirements. Ty is used as a threshold not to be ex-
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ceeded in managing the teaffic n the network in
accordance with the present invention.

The closed loop feedback control mechanism of FIG.
2 opetates generally to veturn to the sending endoode 21
a value for R, which is the minimum of two zates. One
of these rates is the rate at which the receiver is aceept-
ing data from the network; the other rate is the rate at
which recetver endnode 23 cae deliver data to the end
user. The former indicates the status of the path through
the network and is used by the sending endnode 28 to
regulate the mput traflic 5o as to aveid overloading the
path and thereby causing congestion in the network.
The latter is wsed by the sending endnode 21 fo avoid
overloading the receiving user’s capacity to receive
this information, the sending endnode 21 can determine
when congestion is about to develop in the network,
and take appropriate action to avoid such congestion, or
o detect overload of the receiving facilities and to stow
traffic so as 1o match the reception capucity of the re-
ceiving usar. When significant congestion actuaily does
oocur, sending cndnode 21 takes even morc drastic
action to retwrn the network load to a more optineum
aperating point.

Muore particularly, at the end of the nth measurement
inferval of lengih M, sending node 21 sends, piggy-
backed on the current data packes being sent to receive
ing endnode 23, a request for rate information from
receiving endnode 23, Whea this veguest is received by
receiving endnode 23, the receiving rate Rq{n) 3 calcu-
lated. R4n) is the lower of cither the number of bits
received from network 10, or the number of bits deliv-
ered to the aser, divided by the time interval M, since
the last (n~1)th request. The ealcalated receiving rate
B0} is returned to the sending endnode 21, for exam-
ple, by piggy-backing this rate information on 2 normal
data packet being returned to endrode 28 These mes«
sage exchanges can be better seen in FIG. 3.

Referring more particularly to FIG. 3, there are
shown bwo time lines 40 and 56, corresponding, respec-
tively, to time at the receiving endnode 23 of FIG. 2
{time line 40) and to time at the sending endnode 2% of
FIG. 2 (time line 56). At time 41, sending endnode 21
sends a rate request message 42 to receiving endnode 23
for rate information, piggy-backed on the current daia
packet. This request is received at receiving endnode 23
at time 43 and the miniroum flow control or congestion
control rate R, 1s sent or rate response message 44 back
to sending endnode 21, also piggy-backed on a data
packet. This rate resposse message 4 is received at
sending endnode 21 af time 45. At a fature time 46,
sending endnode 23 sends another rate request message
47 which is received at receiving endnode 23 at time 48
which then launches a second rate responss message 49
which is received at sending endnede 23 at time 50. Yet
another future time 33, sending endnode 2% sends an-
other rate request message 52 which is received at re-
ceiving endoode 33 at time 53 which then launches
another rate response message 54 which is received at
sending endmode 21 at time 55, The exchange of rate
reguest messages and raie response messages confinues
between enduodes 2¥ and 23 so Jong as the data soncce
at endnade 21 remains active. (OF conrse, a sixvilar ex-
change of rate requests and rate responses takes place
between these two endnodes to control traffic flow and
congestion in the opposite direction.)

As shown in FIG. 3, the sending measurement inter-
vals M; extend between times 41-46, 46--51 and time 51
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to the pext reqeest, not shows in FIG. 3. Similarly, the
receiving measurement intervals M, extend beiwesn
times 4348 and 48-53. The value of M, determines the
level of adaptability of the control mechanism; the
smaller M,, the tighter the control On the other hand,
the smaller M, the higher the cost in processing. The
cost of transmission is virtually insignificant since the
rate requests and rate responses can be piggv-backed on
user data packets. Ii should be noted that M, also de.
pends on the sending rate for data packets. The bigher
the data sending rate, the lower the value of M, and the
lower the data sending rate, the longer the inferval M
becomtes, request messages stopping altogether whes
the data sending rate is zero. In general, the sending
measurement interval M; i3 set to be on the order of &
single round trip delay for information between sending
andoode 31 of FIG. 2 and receiving endnode 23. The
response of sending endnode 21 to the rate response
messages from receiving endoode 23 can be better un-
derstocod by considering FIG. 4 The sending rate R
controls the bit rate at which data packets are transmit-
ted from sending endrode 21. I the conirol mechanism
is & leaky bucket mechanism, the sending rate R, is used
as the green token source rate ¥ with the green token
pool size equal to By, as taught in the copending applica-
tion Ser. No. 07/943,097, filed Sep. 10, 1992, U.S. Pat.
No. 5,311,513, and assigned to applicanis’ assignee.

in FIG. 4 there is shown a graphical representation of
the offezed oad for a given path through a packet com-
mumicstions network such as aetwork 10 of FIG. 1
versus the data throughput for that path. As cun be seen
in FIG. 4, the throughput is equat to the losd for a linear
portion 30 of the saturation curve of FIG. 4. At some
knee point 31, saturation ocetrs in the network due to
the fact that essentially all network resources are filled.
Far a pottion 32 after knee 31, of the curve of FIG. 4,
inerease in offered load praduce no increase in through-
put, and path congestion begins to cocur. At a cliff point
33 thereafter, the portion 34 of the curve of FIG. 4
shows that a decrease in throughput oocurs for farther
increases in offered Ioad due fo the fact that many pack-
ets are dropped and most of the network resources are
consumed in retransmifting packets. So-called “reac-
tive™ congestion contral depends on detecting conges-
tion and reacting thereto, usually by detecting the time~
out of an expected message transfer time. Prior ari con-
gestion control schemes tended to be reactive in nature.
“Preventive™ congestion control, on the other hand,
aftempts to detect the approach to congestion and re-
duce the offersd Joad to prevent congestion in the first
place. The present invention is a prevertive congestion
control scheme.

Tt is clear from the saturation curve of FIG. 4 that the
preferred operating point is the knee point 31 of FIG. &
Below this offered load, the path is capable of hendiing
a greater load than is being offered, and efficiency
would increase if the offersd load were 1o increase. On
the other hand, loads greater than that represented at
knee point 31 would produce no additional throughput
and would simply increase the congestion in the net-
work watil theoughpat staried to decrease at point 33,
The goal of the congestion control mechanism of the
present invention, then, is to maintain all paths through
the neswork at or near the optimum operating poing 31
of FIG. 4 That is, if the feedback rate indicates that the
monitored path is below point 31, the sending endnode
21 increases the sending rate to bring the sending rate
up closer to point 31. Conversely, if the feedback rate
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indicates that the monitored path is above point 31, the
sending node 21 reduces the sending rate to bring this
sending rate down cloger to point 31, To assist in this
control function, three different operating modes are
defined for determining how the sending rate Ryis to be
adjusted in response to the varying values of the re-
ceiver rate R

In particnlar, the sending node 21 is set to a first
mode, called the GREEN mode, when the receiver rate
Ry is equal to or greater than the sender rate Rby some
incrernental smount called the sensitivity threshold.
That is, set the mode to GREEN if R, & R;— Az, where
A, is the sensitivity threshold. In the GREEN mode, the
sending rate is increased to bring it closer to poing 31 of

i FIG. 4. In the GREEN mode, the mopitored path is

capable of handling more offered load than it is now
experiencing and hence the load can be increased. The
sensitivity threshold will be further discussed below.
The sending node is set to a second operating mode,
called the YELLOW mode, when the receiver rate R,
is less than the sender rate R, less the sensitivity thresh-
old, te, Rp<<Rs—Ar. In the YELLOW mode, the
sending rate is decreased to bring it closer to the point
31 of FIG. 4 I the YELLOW mode, the monitored

5 path is becoming congested due o saturation, and can-

not forther mcrease throughput. The seading rate (of-
fered 1pad) is therefore reduced to reduce the conges-
Hon.

The sending node is set to a third operating mode,
called the RED mods, when congestion has become so
severs that loss of throughput is possible. The RED
mode is sntered when a timeout period (Ta) expires
while waiting for a response to the most recent rate
request. During the GREEN and YELLOW maodes,
the sending rate is changed slowly to smooth the input
traffic. In the RED mode, the sending rate & reduced
drastically to rapidly move the offered load back
fowards the optimum operating point 31.

The amount of increase in the sending rate during the
GREEN mode is termesd the increase rate Rie That is,
every time the receiver rate R, is equal to or higher than
the sending rate R (less the sensitivity threshold Az).
the sending rate is increased by Ring 160 R R+ Rige
Ry, however, is never allowed to incrasge bevond the
nitially negotiated rate Raae for that conmection, re-
flecting the negeotiated Quality of Service (QOS). The
sending rate R, therefore remains at Ry 50 long a5 the
operating mode remains GREEN. In order to reduce
oscilistions in the system, the switch to the GREEN
mode can be delayed nntil at least two suceessive rate
messages require a switch to the green mode, ie, two
successive receiver rate messages with R-2R, Note
that Rine van be defined norrlinearly to be large initially
to guickly bring the sending rate up to the optimum
point 31. Onoe point 31 is reached, further increases in
the sending rate ave kept small to aveid wide fluctua-
tions around the preferred operating point 31. If more
bandwidth becomes available in the network {reduced
congestion), the value of R;,can be gradually increaged
agyin to take advantage of this newly available capacity.

IF thee receiver vate Ry is lower than the sender rate
R; by wmore than the sensifivity threshold (R,<(-
Ry—Ag), the YELLOW moxde is invoked and the send-
ing rate Ry redunced. fn the YELLOW miode, the send-

5 ing rate is redoced by a weighting factor €, ie,

Ry—8 xR, where € is 2 value between 0% and 1.0
0.9<8 < 1.0}, based on heuristics or modeling of the
system controlled. In the YELLOW operating mode,
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the path is satarated (congestion contral), or the receiv-
ing uscr cannot handle the receiver rate {flow contral).

When a rate response time-out occurs, the RED
mode iy invoked and the sending rate R is redueced
drastically {or set o the receiver capability rate, which-
ever is lower). For example the sending rate can be
reduced by half in the RED mode (Re=03XRg. It is
necessary in the RED mode to reduce the offered load
quickly and extensively to rapidly reduce the conges-
tion.

While the dynamic flow and congestion control
mechanism of the present invention could be imple-
mented by special purposes circwitry, the preferred
embodiment is uplemented by programming a general
purpose computer to carry out the scheme, The at-
tached APPENDIX provides detuiled pseude code for
implementing the inventive control mechanism, while
FIGS. 5 through % comprise flow charts of this imple-
mentation. The flow charts of FIGS. 5-9 (and the
pseudo code of the APPENDIX) are event driven in
that the procedures of the flow charts and psendo code
are ipitiated by events such as the receipt of a data
packet or the assembly of a packet for transmission.

In FIG. § there is shown a flow chast of the dala
sending algorithm at the sending endnode 21 of FIG. 2.
Starting at start box 60, decision box 61 is entered where
it is determined if enough green tokens have been acon-
mulated 1o send a data packet. If noi, decision box 61 is

re-entered to await the aconmulation of sufficient green 3

tokens. H encugh green tokens have been accemulated,
box 68 is entered to decrement the green token count by
the number of bits in the packet to be transmitted. Deci-
sion box 62 is then entered where i is detcrmined if the
sending measuring time M has elapsed. If not, box 66 is
entered where the next data segment is transmitted fo
the receiving endnode. The process then termivates in
stop box 67. I Mo has clapsed, box 63 is enfered where
the next data segment is constructed for transmission
into the network 10 (FIG. ). In box &4, 2 rate request is
piggy-backed on the data segment constructed in box
63, This rate reguest need be no wore that setiing =
single rate veguest bit in the header of the data segment
to the sate request valee. e.g., “17. The rate request may
also include the value of M, (FIG. 2), if the accamula-
tion effect is to be corrected as discussed in connection
with FPIG. 8. Box 65 is then entered where the valne R,
of the actual daia srunsnission rate is calculated for the
measurement interval M. This value will be used in the
flow chart of FI(G. § in computing the new sending rate
R, when the rate response message is recefved. Box 66 is
then entered where the data segwent is faunched ox the
aetwork 10 {FIG. ¥), using the curvently operative
sending rate Ry The process ierminates in stop box 67.

In FIG. 6 there is shown a flow chart of the process-
ing which takes place af the sending endnode 21 upon
receipt of 2 new rate response message from the receiv-
ing sndnode 23, Starting in start box 78, decision box 71
18 entered to determine whether the receiving rate ¥,
received in the rate response message, 18 less than the
actual transmission rate R angd the sensilivity threshold
Agr- The value of Ag Is 2 compromise between control
instability {Ag too small and the contral mechanism
reacts o quickly to sny quening delay in the network
1) and operstion near the cliff 33 of FIG. 4 (4g o
large, resulting in marginal congestion). 4R, for exam-
ple can be caleulated as

5
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If the value of Ryis less than Byless A, as determined
in decision box 71, box 72 is entered where the data
sending rate R, is reduced by a factor €. The value of ©
is based on the network topology of network 10 and is
generally between 0.9 and 1.0, .., 0.95. In box 73 the
made 15 set to “YELLOW?” to indicate that the sending
rate is being reduced to avoid congestion {congestion
controf} or to avoid overloading the receiving user
capacity {flow control). Box 74 is then entored to caleun-
late the valoe for Rige, 1.2, the incremental rate at which
the sending rafe will be increased next time the receiv-
ing rate R justifies sending rate incresses. As showa in
box 74, the previous value of Ry is reduced by half, but
not below some minimum valge Ry /% The value of
Rne™ s set to insure a significant increase in the send-
ing rate Ryand has 2 value on the order of a few hun-
dred bits per second to a few thousand bits per second.
Box 81 is then entersd where a new value of burst time
Byi¢ caloulated, where By = B/R,. Thatis; the burst time
must be update eack time the sending rate is changed to
maintain a constant number of bits in a single busst. The
burst time B;is used to control the transmission of date
from sending endnade 21 in FIG. 2. Box 82 is therealter
entered t0 compute 2 new sending node measuring
period My, if requived. That is, M;can be reset based on
a dynamic measurement of the round fop time. The
process then terminates in stop box 83,

If it is determined, in decision box 71, that the receiv-
ing rate R.Is greater than or egual to R.—Ag, devision
box 75 is entered to determine whether or mot R ds
cqual to or greater than the actual transmission rate Re.
If so, decision box 76 i3 entered to determine if the
operating mode is already “GREEN". If not, the mode
is set to “GREEN" in box 80 and bex 81 entered to
calonlate a new valwe for B, a new value for M, if
required, in box 82 and the process terminated in stop
box 83

If it iy determined that the mode is already green in
decistor box 76, box 77 is entered to increase the send-
ing rate R, 10 Ro+Rae That ig, the sending rate is ine
creased to the actual transmission rate increased by the
incremental value celonkated in box 74. If the existing
seading rate is already higher than this incremented
ratz, however, the sending rate is Ieft at this bigher
sending rate. Decision box 78 is then eniered to deter-
mine whether this newly calculated sending rate Ry is
greater than the maxiranm transmission rate Ryyme per-
mitted over this conpection. That is, each connection,
when it is set up, is imited to a maximum transmission
rate, depending on the requested Quality of Service. If
the transtivission rate Rrexceads Bmey 1t 15 veset 10 Bapax
in box 79. Boxers 81 and 82 are then entered to calcntate
B.and M;, respectively, and the process then terminated
in stop box 83. I the new sending rate R, is not greater
than Ry, a8 deiermined by decision box 78, box #1 i3
entered dirsctly.

It can be seen thas the flow chart of FIG. 6 requires
two consecutive responses regquiring increases in Ry
{“GREEN" operating mode) before the imcrease is
effected. That is, the first thoe an increase might be
made, box 80 is entered and no increass i wade. The
next time a response calls for and increase, decision box
76 defermines that the “GREEN" operating mode has
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alyeady been set and box 77 can be entered 1o execute
the sending rate increase. The values of Ag, 8, Ry,
Rine™#, 230d Ronex 020 be adjusted to fine tmne the opers-
tion of the rate-based, end-to-end, dynamic flow and
congestion control system of the present fvention. 5

In FIG. 7 there is shown a flow chart of the time out
procedure used at the sending endnode 21 of FIG. 2.
Starting at start box 30, decision box 91 is entered where
it is determined if 2 timeout has oceurred. That is, has
the time slapsed stnee the last rate request message was 10
sent {(FIG. §) exceeded the expected reguest-response
periad Tye? If the time out period has not expired, stop
box 97 is entered to terminate the process. If the time
out period has expired, as determined by decision box
831, decision box 92 is entered to determine whether a 15
rate reguest has been sent which has not been regponded
1o, If not, the process is again terminated in stop box 97,
If 2 wnanswered rate reguest has been sent, ss deter-
mitned by decision box 92, box 93 is entered to set the
operatitg mode to “BED In this mode, a drastic re-
duction in the sending rate Ris called for since conges.
tion has already occurred to a sufficient degree to delay
a rate response beyond the fime out period Touw. As
previously noted, in the RED mode ihe sending rate
R is drastically reduced, e.g., cut in half, to relieve the
existing congestion. In box 94 the value of Ray is set to
the minimum value Rg2%. That is, the value used to
increase the sending rate R when in the next GREEN
operating mode is set to 2 minimum to make these in-
crease as small as possible at the beginning of the rate
increase process. In box 95 a new value of the maximum
sending burst time By is calonlated, based on the new
value of Ryestablished in box 93, Thereafter, box 96 is
entered to calculate a new value for the sending mea-~
surement jaterval My, i the round trip delay has 3
changed substantially. The process terminates in stop
box 97,

in F1G. 8 there is shown a flow chart of the process-
ing of rate requests received at the receiving endnode 23
of FIG. 2. Starting in start box 100, decision box 108 iz
entered to datermive If a packet has been lost. The de-
tection of a lost packet is dependent on, for example,
packet sequence numbers included in each packet, and
which cuan be wsed to detect the dropping of a packet &t
an overlcaded queve somewhere in the comnection
path. If a Iost packet is detected in decision hox 188, hox
309 is eniered where a lost packet message is piggy-
backed on the next transantied packet from the receive
ing endnode 23 to the sending endnode 24, This message
is treated by sending endnode 21 a message which is
freated as a time owt, invoking the procedure of FIG. 7.

I 0o pucket loss is detected in decision box 108, box
101 is entered whers the nexi data packet is received
from network 10. Box 102 is then entered where the
number of bits Nyreceived in the chrrent messprement
period M. is incremented by the number of bits in the
packet received in box 101. The value of N, will be used
in box 185 o caloulate the new value of Ry to be re-
torned fo the sending endnode 21, Decision box 103
then entered to determine whether a rate request has
been recsived and not yet responded to. H not, the
process terminates in stop box 108, If an unanswered
rate request message has been received, as determined
by decision box 193, box 104 is entered where the new
receive period M, is calculated. Normalty, the value of &5
M, is determined simply by measuring the period since
the reception of the last rate request message. As will be
described in counection with FIG. 9, however, the
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value of Mycan be adjosted to corzect for the “accumu-
lation effect™ to be described below. Using this value of
M., the value of the receiving rate R, is calculated snd
returned to the sending endnode 21 in box 165. Prefera-
ble, the receiving rate R. is piggy-backed on a daia
segment for retwrn to the sending endnode 21, The
process of FIG. § then terminates in stop box 106,

In packet commuuications neiworks such ss thar
fllustrated in FIG. 1, the quene lengths at the nodes
along a connection path often are built up graduaily by
small ammounts. This effect is called the “accumulation
effect” and can result in accumulating sufficient queu-
ing delays to exceed the overall connection delay nego-
tiated at the time of connection set ap without being
detected at the connection endnodes 21 or 33 (FIG. 2).
If the drift in the tzansit delay is not detected, the con-
gestion contred system is unable to respond thereto and
the network can become congested becanse of this ac-
cumulation effect without correction. As will be dis-
cussed. in connection with FIG. 9, the determination of
the receiving measuring period M, in sccordance with
one feature of the present invention, has been modificd
to detest and respond to the accomulation effect and
prevent such andetected congestion. The flow and con-

ceiver rate measuring period is artificially extended to
make the rate response value much lower that it would
otherwise be i no deley accumulation had occurred.
The effect of extending the measuring period is o re-
duce the calculated receiving rate R, and thersby force
the sending endnode 2% to reducs the sending rate R,
The result of such 4 reduction in the sending rate R.is
the reduction of the aconmulated delays along the con-
nection path, reducing the effect of the accumulation
effect.

In gemeral, the accnmmlation effect is detected by
detecting changes in the network shift/delay time Tefor
each rate request message from the sending endunode 21,
(FIG. 2). The value of T}, in turn, cant be spproximated
by determining the difference between the sending mea-
suring period and the receiving measuring period. That
is, the difference between the receiving endnode mea-
surement period M, and the corresponding sending
endnode measurement period Mis measured to approx-
imate changes over time of the network delay. As noted
in connection with FIG. 6, the value of M, can be sent
0 the receiving endnode 23 piggy-hacked on a data
segment along with the vequest for the receiving rate
R;. Tican be thought of as the network quening tiwe of
rate request messages, Due o local congestion at inter-
mediate nodes, the guesing time at these nodes can
incresse or decrease over time, thus allowing the value
of Tyto vary over time. The suceessive values of Tsfor
successive rate request messages are accumdaied (n a2
variable called TS} and compared to 2 ceiling {called
T caleulated at the time the connection Is set up, If T8
falls below zero, no accamulation has occurred and the
accwmulation process is restarted to detect future in-
creases in the network quening tire. On the other hand,
if Ts exceads Ty, the receiving endnode measuring pes-
iod M, is increased (for example, by Tp) to reduce ihe
rate R, fed back 1o the receiving endnode and thereby
force the reduction of the sending rate R~ This reduc-
iion in the sending rate reduces the probability of fur-
ther congestion due to the longer network quening time
and thereby avoids the congestion due to the accumula-
tion effect. This accumulation effect avoidance algo~
rithe §s implemented in FIG. 9.
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In FIG. 9 there is shown a flow chart of ihe process
for computing and transmitting a new weceive rate Ry, as
called for in box 188 of FIG. 8. Starting in start box 118,
box 111 is entered where the length of the measurcment
period M, since the Jast request is measured. This mea-
surement involves no more than subtracting the arrival
time of the previous rate request message from the ar-
rival time of the current rate request message. Box 112
is then entered where the value of the network queuing
shift T;is calculated as the difference between the cur-
rent receiving endnode measuring eycle M, and the
previous sending endnode measuring cycle My Box 113
i8 then entered to accumulate the new value of T, with
the previously accumulsted values in TS, Decision box
114 s then entered to determine if the valupe of TS is less
than zero. If so, no accumulation avoidance is necessary
and box 115 is entered to reset the value of TS to zero.
The process then terminates in stop box 120

1f the value of TS is nof less than zero, as determined
in decision box 114, decision box 116 is entered to deter-
mine if the value of TS exceeds the precaleulated delay
cedling Tg. ¥ not, the process i terminated in stop box
120 H, however, the value of TS is squal to or exceeds
the value of Ty, as determined by decision box 1%6,

decision box iE7 is entered to determune if the latest 4

measured value of T is less than Ty If 50, box 8 is
entered to adjust the receiving measuring period. As
suggested in box 118, the messuring period M, can be

adiusted by adding to # the value of the delay ceiling
Tp This value of the increment to M, insures that the °

resulting receiving rate R, will be reduced sufficiently
o trigger a reduction in the sending rate R, Other
values for thic increment can also be used if the result is
2 reduction in the sending rate R, The process then
ends in stop box 120. As show in FIG. 8, howoever, thiy
new value for Mpis used in calowating R

If the value of Ty is equal to or greater than Ty, a5
determined by deeision box 117, it maost be assumed that
an error has occurred, such as the Joss of a rate reguest
message, aud box 15 is re-enterad to reset TS to zero to
start a new drift measnrement cycle. The provess then
terminates in stop box 120 without adjusting the value
of M,

It shonrld also be clear to those skilled in the art that
further embodiments of the present invention may be
made by those skilied in the art without departing from
the teachings of the present invention.

APPENDIX
Pseudo-Code Algorithms for Adaptive Rate-Based
Flow zud Congastion Contral

Dats Sending Algorithen at Sunding Endsode
IF {(More Data Can Be Seat in Interval By THEN
IF (M Hss Elapsed} THEN
Build Data Segment
Figgy-Back Receiver Feedback Request
Compate By Sent During M, = Bits Sent Divided by M,
END
Ssnd Pata Segment
END

Feedback Processing Algovithm at Seuding Endnode
IF Ry < Ry — Ap3 THEN
Set Rate R; = @ X Ry
Set MODE to “YELLOW"™

K; -
Sit Ry = 12X (N;; , R;Z’;”)

ELSE

16

~continued

APPENDIX
FPeeuda-Code Alporithms for Adaptive Rete-Based
Flow and Congestion Coutral

5 IF (R 3 Ry and (MODE = GREEN) THEN

Ry oo max(By Ry - Rigc
But Ry & min(Ry Rpaxd/™ Rate Cannot Exeend
Maximum Bate Allowed */
END
Sat MODE o “GREEN"
Camptte New B;
Compuse New My, if Reguired.
Time-Out Algorithu at Seading Fadnode
IF {Time..Out acd Mo Rate. Regnest) THEN
Set Mode 10 “RED”
€t R, by half, R = min@5 X Ra R
Set Ryne = Ryy™
Compte new B;
Compue new &, if secessary
END
Rawe Calowlation Alposithm 3t Receiving Endande
20 .
Ruceive Packat
Process Packet
Ny = N; + Packet Size
IF (Rate Reguest) THEN
iF {No Packet Luss Detested} THEN
Campate My
/% Ses Imerval Computation Algorithm Balow */
Commpute Ry = Np/M,
Retarn Acknowicdgement Message Including Ry
ELSE
Return Message Indicating Packet Loss
END
END
Intervel Computation Algosithm ot Recciving Endaode
(Avcumulation Effent Avoidance}
WMeasure Blapsed Time M, Stace Last Rate Reguest
Compute Ty = My — My
Accummutate TS = TS + Ty
IF (T8 < O) THEN
Resot TS = @ /* Start a Wew Timing Cycle */
ELSE
IF{TS > T,) THEN
W (T, < Ty THEN
Send Mussage Porcisg Seader to Reduce Rate

res
un

t;
<

40 Adjost My = My + Ty
Resat TS = O #* Start 2 New Timing Cyels */
END
END
45

What s claimed is:

1. A closed loop rate-based flow and congestion coa-
trol system for 2 packet communications natwork pro-
viding a comnection for the transmission of packets

5o between a sending endnode and a receiving endnode of
said aetwork, said conircl system comprising
means at said receiving endunde for determining the
lower of either the rate at which said packets are
delivered from said network to said receiving end-
nade or the rate at which seid packets aze delivered
from said receiving endnode to a connected nser,
means for transmitting said fower rate from said re-
celving endnode to said sending endnode of said
network, and
60 means for adjusting the zate at which packets are
launched from said sending endnode on said con-
nection in response to said lower rate.
2, The flow and congestion conirol system according
to claim 31 wherein
said rates are determined over a measurement period
approximately equal to the yound trip delay of
packets transmitted through said network between
said sending endnode and said receiving endnode.

65
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3. The flow and congestion control syastem according
to claim 2 further comprising
means for determining changes in the transmission
delay in said connection, and

means responsive to accumulations in said transmis- §

sion defay for extending said messurement period.

4. The flow and congestinn control system according
to claim 1 farther comprising

means for piggy-backing said lower rate on one of

said packets being transmitted from said recetving
endnode to said sending endnode.

5. The flow and congestion control system according
to claira 1 further comprising

means at said sending endnodz for generating a re-

quest for rate information,

means for transmitiing said request 1o ssid receiving

endnode, and

means at said receiving endnode for emabling said

means for determining said lower rate in response
o s3id request.

6. The flow and congestion control systems according
to claim 5 whersin said means for transmitting said
TEQUESt compriges

means for piggy-backing said reguest on one of said

packets being transmitted from said sending end-
rode te said receiving endnode.

7. The flow and congestionr contral system according
to claim 1 wherein said means for adjusting the packet
launching rate comprises

means for tucreasing said packet launching rate in

response to sald Jower rate exceeding the current
packetl lannching rate.

8. The flow and congestion control system according

et

0

to claim 7 wherein said means for increasing said packet 44

launching rate includes

means for increasing said packet launching rate in

equal increments.

4. The flow and congestion control system according
to claim 7 wherein said means for increasing said packet
launching rate inclades

means for mereasing said packet launching rate in

non-equal Increments.

16, The flow and congestion control system accord~
ing to claim 1 wherein said means for adjusting the
packet lsunching rate comprises '

means for decreasing said packet laupching rate in

response to the current packet launching rate ex-
ceeding said lower rate.

11, The flow and congestion control system accord-
ing to claim 10 wherein said means for decreasing said
packet launching rate includes

means for decreasing said packel launching rate in

non-eqgual increments.

40

43

50

12, A closed loop satebased method for controlling 53

data packet flow and congestion in a packet communi-
cations network providing a connection for the trans-
mission of packets between a sending endnode and a
receiving endnode of said network, said method come
prising the staps of
determining at said receiving endrode the lower of
either the rate at which said packets are defivered
from said network 1o said recerving endnode or the
sate al which said packets are delivered from said
receiving endnode to a conagcled user, G

63
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18
transmitting said lower rate from said receiving end-
node to said sending endnode of said network, and
adjusting the rate at which packets sre lannched from
said sending endnode onr said conmection in re-
sponse to said lower rate.

13. The flow and congestion control method accord-
ing to claim 12 wherein said rate determining step fur-
ther comprises the step of

determining said rafes over a measurement period

approximately equal fo the round fap delay of
packets fransmitted through said network between
said sendihg endnode and said receiving endnode.

4. The flow and congestion control method accord-
ing to oluim I3 further comprising the steps of

determining changes in the transmission delay in said

conpection, and

extending said measurement period in respomse to

accumulations in said transmission delay.

15. The flow and congestion control system accord-
ing to claism 12 ferther comprising fhe step of

piggy-backing said lower rate on one of said packeis

betug transinitted from said receiving endnode to
said sending endnode.

16. The flow and congestion contral method accord-
ing to olaim 12 further comprising the steps of

generating at said sending endnode a request for rate

information,
transmitting said request to said receiving endnode,
and

enabling said step of determining said lower rate in

regponse to said request.

17. The flow and congestion conirel methoed accord-
ing to claim 16 wherein said step of transmitting said
request comprises the step of

piggy-backing said request on one of said packets

being transmitted from said sending endnode to
said receiving endnode.

18. The flow and congestion control method accord-
ing to claim 12 wherein said siep of sdjusting the packet
launching rate cornprises the step of

increasing said packet launching rate in response fo

said lower rate exceeding the current packet
launching rate.

19. The flow and congestion control method accord-
ing to claim 18 wherein said step of increasing said
packet launching rate further includes the step of

focreasing said packet launching rate in egual incre-

ments.

20. The flow and congestion control method accord-
ing to claim 18 whercin said step of increasing said
packet launching rate further include the step of

increasing said packet leunching rate in sop-cgual

increments.

21. The flow and congestion control method accord-
ing to ¢laim L& wherein said step of adjusting the packet
{aunching rate further comprises the step of

decreasing said packet launching rate in response 1o

the current packet lsunching rate excecding said
Tower rate.

22, The flow and congestion coutrol system accard-
ing to claim 21 wherein said means for decreasing said
packet launching rate includes

means for decreasing said packet launching rate in

non-equal increments.
X ¥ ¥ K ¥
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DECLARATION OF SCOTT DELMAN

I, Scott Delman, am over twenty-one (21) years of age. I have never been convicted of a felony,
and I am fully competent to make this declaration. I declare the following to be true to the best of my
knowledge, information, and belief:

1. Tam Director of Publications for the Association for Computing Machinery (“ACM”).
2. Neither I nor ACM itself is being compensated for this declaration.

3. Among my responsibilities as Director of Publications, I act as a custodian of records for
ACM’s publications.

4. Imake this declaration based on my personal knowledge, information contained in the
business records of ACM, or confirmation with other responsible ACM personnel with such
knowledge.

5. As part of its ordinary course of business, ACM publishes technical papers, including ACM’s
conference proceedings, journals, and other full-text publications. ACM publications are
distributed to ACM’s individual and institutional subscribers, ACM members, and/or ACM
conference attendees. Additionally, ACM publications are available for public download
through ACM’s Digital Library (as described further herein), which has existed since July
1997.

6. As part of its ordinary course of business, since July 1997, ACM has maintained a Digital
Library where ACM publications are available to the public, either for free or purchase,
depending on the article. The Digital Library includes keyword search functionality
permitting users to search for articles using keyword search terms and to filter search results
by whether the term appears in the title, full-text, index terms, and/or abstract of the article. In
addition, users may search by author name, and may filter search results by the particular type
of journal, type of proceeding, and/or the date of publication.

7. Exhibit A to this declaration is a true and correct copy, from the ACM DL, of an article
authored by Stefan Savage, David Wetherall, Anna Karlin, and Tom Anderson, titled
“Practical network support for IP traceback” (the “Paper”) which was published in the ACM
publication SIGCOMM ’00: Proceedings of the conference on Applications, Technologies,
Architectures, and Protocols for Computer Communication (August 2000),
hitps/fdot org/10 1145/347059 347860, This document is maintained in the ordinary course
of ACM’s business.

8. Exhibit B to this declaration is a true and correct copy of the ACM DL record for the Paper.
This document is maintained in the ordinary course of ACM’s business.

9. The Paper is currently available to the public for purchase and download from the ACM DL.

1601 Broadway, 10" Floor Tel: +1-212-869-7440 acmhelp@acm.org
New York, NY 10019-7434 Fax: +1-212-944-1318 www.acm.org
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10. The ACM DL record for any given publication is amtomatically populated with metadata
associated with the publication of that article, which ACM mandams mn the ordimary course of
ACM’s business. The ACM DL record for the Paper {annexed at Exhibit B) reflects that the
Paper has been downloaded 4.029 times, from the date of #is publication (ax reflected in
Exhibit B} tlwough March 30, 2021,

11, ACM’s records reflect that 407 mdividuals registered for the SIGCOMM "00 conference at
which the Paper was presented and distributed. ACM’s records further reflect that SIGCOMM
‘00 Proceedings of the conference on Applications, Technologies, Architectures, and
Protocels for Computer Commuadcation was distributed to all atfendees of the SIGCOMM "0
conference in hard copy, in addition to being made available electromically through the ACM
DL.

12. T hereby declare that all statements made heremn of may own kowledge are true and that all
statements made on information and belief are believed to be true. and further that these
statements were made with the knowledge that willful fhlse statements and the like are
punishable by fine or imprisonment, or both, nnder 18 UW.S.C. § 1001,

I declare under penalty of perjury that the foregoing statements are true and correct.

8§-“““("""’ . {

S Delman, Director of Publications

Executed on:

1661 Broadway, 10% Floor Tel +1-212-885-7440 acmhelp@acm.org
Mew York, NY 100187434 Fax, +1-212-844-1318 WY BTITL.OFg
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Practical Network Support for IP Traceback

Stefan Savage, David Wetherall, Anna Karlin and Tom Anderson

Department of Computer Science and Engineering
University of Washington
Seattle, WA, USA

Abstract

This paper describes a technique for tracing anonymous packet
flooding attacks in the Internet back towards their source. This
work is motivated by the increased frequency and sophistication
of denial-of-service attacks and by the difficulty in tracing packets
with incorrect, or “spoofed”, source addresses. In this paper we
describe a general purpose traceback mechanism based on prob-
abilistic packet marking in the network. Our approach allows a
victim to identify the network path(s) traversed by attack traffic
without requiring interactive operational support from Internet Ser-
vice Providers (ISPs). Moreover, this traceback can be performed
“post-mortem” — after an attack has completed. We present an im-
plementation of this technology that is incrementally deployable,
(mostly) backwards compatible and can be efficiently implemented
using conventional technology.

1. INTRODUCTION

Denial-of-service attacks consume the resources of a remote host or
network, thereby denying or degrading service to legitimate users.
Such attacks are among the hardest security problems to address
because they are simple to implement, difficult to prevent, and
very difficult to trace. In the last several years, Internet denial-
of-service attacks have increased in frequency, severity and sophis-
tication. Howard reports that between the years of 1989 and 1995,
the number of such attacks reported to the Computer Emergency
Response Team (CERT) increased by 50 percent per year [25].
More recently, a 1999 CSI/FBI survey reports that 32 percent of re-
spondents detected denial-of-service attacks directed against their
sites [16]. Even more worrying, recent reports indicate that at-
tackers have developed tools to coordinate distributed attacks from
many separate sites [14].

Unfortunately, mechanisms for dealing with denial-of-service have
not advanced at the same pace. Most work in this area has focused
on tolerating attacks by mitigating their effects on the victim [38,
2,26, 29, 9]. This approach can provide an effective stop-gap mea-
sure, but does not eliminate the problem nor does it discourage at-
tackers. The other option, and the focus of this paper, is to trace

Permission to make digital or hard copies of all or part of this work for
personal or classroom use is granted without fee provided that copies are
not made or distributed for profit or commercial advantage and that copies
bear this notice and the full citation on the first page. To copy otherwise, or
republish, to post on servers or to redistribute to lists, requires prior specific
permission and/or a fee.

SIGCOMM'00, Stockholm, Sweden.

Copyright 2000 ACM 1-58113-224-7/00/0008...$5.00.
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attacks back towards their origin — ideally stopping an attacker at
the source.

A perfect solution to this problem is complicated by the potential
use of indirection to “launder” the true causal origin of an attack.
For example, an attack may consist of packets sent from many dif-
ferent slave machines, themselves under the control of a remote
master machine. Such indirection may be achieved either explicitly
(by compromising the individual slave hosts directly) or implicitly
(by sending false requests to the slaves on behalf of the victim —
a so-called reflector). More challenging still, the true origin and
identity of the attacker can be similarly concealed through chains
of false computer accounts, call forwarding, and so forth. Conse-
quently, we regard a complete solution — particularly one able to
address the forensic needs of law enforcement — as an open prob-
lem.

Instead, we address the more limited operational goal of simply
identifying the machines that directly generate attack traffic and
the network path this traffic subsequently follows. We call this the
traceback problem and it is motivated by the operational need to
control and contain attacks. In this setting, even incomplete or ap-
proximate information is valuable because the efficacy of measures
such as packet filtering improve as they are applied further from the
victim and closer to the source.

However, even for our restricted problem, determining the source
generating attack traffic is surprisingly difficult due to the stateless
nature of Internet routing. Attackers routinely disguise their loca-
tion using incorrect, or “spoofed”, IP source addresses. As these
packets traverse the Internet their true origin is lost and a victim is
left with little useful information. While there are several ad hoc
traceback techniques in use, they all have significant drawbacks
that limit their practical utility in the current Internet.

In this paper we present a new approach to the traceback problem
that addresses the needs of both victims and network operators.
Our solution is to probabilistically mark packets with partial path
information as they arrive at routers. This approach exploits the ob-
servation that attacks generally comprise large numbers of packets.
While each marked packet represents only a “sample” of the path
it has traversed, by combining a modest number of such packets a
victim can reconstruct the entire path. This allows victims to locate
the approximate source of attack traffic without requiring the assis-
tance of outside network operators. Moreover, this determination
can be made even after an attack has completed. Both facets of our
solution represent substantial improvements over existing capabili-
ties for dealing with flooding-style denial-of-service attacks.
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A key practical deployment issue with any modification of Inter-
net routers is to ensure that the mechanisms are efficiently im-
plementable, may be incrementally deployed, and are backwards
compatible with the existing infrastructure. We describe a trace-
back algorithm that adds little or no overhead to the router's critical
forwarding path and may be incrementally deployed to allow trace-
back within the subset of routers supporting our scheme. Further,
we demonstrate that we can encode the necessary path information
in a way that peacefully co-exists with existing routers, host sys-
tems and more than 99% of today's traffic.

The rest of this paper is organized as follows: In Section 2, we
describe related work concerning IP spoofing and solutions to the
traceback problem. Section 3 outlines our basic approach and sec-
tion 4 characterizes several abstract algorithms for implementing
it. In Section 5 we detail a concrete encoding strategy for our al-
gorithm that can be implemented within the current Internet envi-
ronment. We also present experimental results demonstrating the
effectiveness of our solution. In section 6 we discuss the main lim-
itations and weaknesses of our proposal and potential extensions
to address some of them. Finally, we summarize our findings in
Section 7.

2. RELATED WORK

It has been long understood that the IP protocol permits anonymous
attacks. In his 1985 paper on TCP/IP weaknesses, Morris writes:

“The weakness in this scheme [the Internet Protocol]
is that the source host itself fills in the IP source host
id, and there is no provision in ... TCP/IP to discover
the true origin of a packet.” [31]

In addition to denial-of-service attacks, IP spoofing can be used
in conjunction with other vulnerabilities to implement anonymous
one-way TCP channels and covert port scanning [31, 3, 24, 44].

There have been several efforts to reduce the anonymity afforded
by IP spoofing. Table 1 provides a subjective characterization of
each of these approaches in terms of management cost, additional
network load, overhead on the router, the ability to trace multi-
ple simultaneous attacks, the ability trace attacks after they have
completed, and whether they are preventative or reactive. We also
characterize our proposed traceback scheme according to the same
criteria. In the remainder of this section we describe each previous
approach in more detail.

2.1 Ingress filtering

One way to address the problem of anonymous attacks is to elim-
inate the ability to forge source addresses. One such approach,
frequently called ingress filtering, is to configure routers to block
packets that arrive with illegitimate source addresses [20]. This re-
quires a router with sufficient power to examine the source address
of every packet and sufficient knowledge to distinguish between le-
gitimate and illegitimate addresses. Consequently, ingress filtering
is most feasible in customer networks or at the border of Internet
Service Providers (ISP) where address ownership is relatively un-
ambiguous and traffic load is low. As traffic is aggregated from
multiple ISPs into transit networks, there is no longer enough in-
formation to unambiguously determine if a packet arriving on a par-
ticular interface has a “legal” source address. Moreover, on many
deployed router architectures the overhead of ingress filter becomes
prohibitive on high-speed links.
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The principal problem with ingress filtering is that its effective-
ness depends on widespread, if not universal, deployment. Un-
fortunately, a significant fraction of ISPs, perhaps the majority, do
not implement this service — either because they are uninformed
or have been discouraged by the administrative burdert, potential
router overhead and complications with existing services that de-
pend on source address spoofing (e.g. some versions of Mobile
IP [33] and some hybrid satellite communications architectures). A
secondary problem is that even if ingress filtering were universally
deployed at the customer-to-ISP level, attackers could still forge
addresses from the hundreds or thousands of hosts within a valid
customer network [14].

It is clear that wider use of ingress filtering would dramatically im-
prove the Internet's robustness to denial-of-service attacks. At the
same time it is prudent to assume that such a system will never be
fullproof — and therefore traceback technologies will continue to be
important.

2.2 Link testing

Most existing traceback techniques start from the router closest to
the victim and interactively test its upstream links until they deter-
mine which one is used to carry the attacker's traffic. Ideally, this
procedure is repeated recursively on the upstream router until the
source is reached. This technique assumes that an attack remains
active until the completion of a trace and is therefore inappropriate
for attacks that are detected after the fact, attacks that occur inter-
mittently, or attacks that modulate their behavior in response to a
traceback (it is prudent to assume the attacker is fully informed).
Below we describe two varieties of link testing schemes, input de-
bugging and controlled flooding.

2.2.1 Input debugging

Many routers include a feature called input debugging, that al-
lows an operator to filter particular packets on some egress port
and determine which ingress port they arrived on. This capabil-
ity is used to implement a trace as follows: First, the victim must
recognize that it is being attacked and develop an attack signature
that describes a common feature contained in all the attack pack-
ets. The victim communicates this signature to a network operator,
frequently via telephone, who then installs a corresponding input
debugging filter on the victim's upstream egress port. This filter
reveals the associated input port, and hence which upstream router
originated the traffic. The process is then repeated recursively on
the upstream router, until the originating site is reached or the trace
leaves the ISP's border (and hence its administrative control over
the routers). In the later case, the upstream ISP must be contacted
and the procedure repeats itself. While such tracing is frequently
performed manually, several ISPs have developed tools to automat-
ically trace attacks across their own networks [41].

The most obvious problem with the input debugging approach,
even with automated tools, is its considerable management over-
head. Communicating and coordinating with network operators at
multiple ISPs requires the time, attention and commitment of both
the victim and the remote personnel — many of whom have no di-
rect economic incentive to provide aid. If the appropriate network

1Some modern routers ease the administrative burden of ingress
filtering by providing functionality to automatically check source
addresses against the destination-based routing tables (e.g. ip
verify unicast reverse-path on Cisco's IOS). This ap-
proach is only valid if the route to and from the customer is sym-
metric — generally at the border of single-homed stub networks.
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Management | Network Router | Distributed | Post-mortem | Preventative/
overhead overhead | overhead | capability capability reactive

Ingress filtering Moderate Low Moderate N/A N/A Preventative

Link testing

Input debugging High Low High Good Poor Reactive
Controlled flooding Low High Low Poor Poor Reactive
Logging High Low High Excellent Excellent Reactive
ICMP Traceback Low Low Low Good Excellent Reactive
Marking Low Low Low Good Excellent Reactive

Table 1: Qualitative comparison of existing schemes for combating anonymous attacks and the probabilistic marking approach we

propose.

operators are not available, if they are unwilling to assist, or if they
do not have the appropriate technical skills and capabilities, then a
traceback may be slow or impossible to complete [21].

2.2.2  Controlled flooding

Burch and Cheswick have developed a link testing traceback tech-
nique that does not require any support from network operators [6].
‘We call this technique controlled flooding because it tests links by
flooding them with large bursts of traffic and observing how this
perturbs traffic from the attacker. Using a pre-generated “map”
of Internet topology, the victim coerces selected hosts along the
upstream route into iteratively flooding each incoming link on the
router closest to the victim. Since router buffers are shared, packets
traveling across the loaded link — including any sent by the attacker
— have an increased probability of being dropped. By observing
changes in the rate of packets received from the attacker, the victim
can therefore infer which link they arrived from. As with other link
testing schemes, the basic procedure is then applied recursively on
the next upstream router until the source is reached.

While the scheme is both ingenious and pragmatic, it has several
drawbacks and limitations. Most problematic among these is that
controlled flooding is itself a denial-of-service attack — exploiting
vulnerabilities in unsuspecting hosts to achieve its ends. This draw-
back alone makes it unsuitable for routine use. Also, controlled
flooding requires the victim to have a good topological map of large
sections of the Internet in addition to an associated list of “willing”
flooding hosts. As Burch and Cheswick note, controlled flooding
is also poorly suited for tracing distributed denial-of-service attacks
because the link-testing mechanism is inherently noisy and it can
be difficult to discern the set of paths being exploited when mul-
tiple upstream links are contributing to the attack. Finally, like all
link-testing schemes, controlled flooding is only effective at tracing
an on-going attack and cannot be used “post-mortem”.

2.3 Logging

An approach suggested in [37] and [41] is to log packets at key
routers and then use data mining techniques to determine the path
that the packets traversed. This scheme has the useful property that
it can trace an attack long after the attack has completed. However,
it also has obvious drawbacks, including potentially enormous re-
source requirements (possibly addressed by sampling) and a large
scale inter-provider database integration problem. We are unaware
of any commercial organizations using a fully operational trace-
back approach based on logging’.

Historically, the T3-NFSNET did log network-to-network traffic
statistics and these were used on at least one occasion to trace IP
spoofing attacks to an upstream provider [43].

2.4 ICMP Traceback

Since the first writing of this paper, a new traceback proposal bas
emerged based on the use of explicit router-generated ICMP trace-
back messages [4]. The principle idea in this scheme is for every
router to sample, with low probability (e.g., 1/20,000), one of the
packets it is forwarding and copy the contents into a special [CMP
traceback message including information about the adjacent routers
along the path to the destination. During a flooding-style attack,
the victim host can then use these messages to reconstruct a path
back to the attacker. This scheme has many benefits compared to
previous work and is in many ways similar to the packet marking
approach we have taken. However, there are several disadvantages
in the current design that complicate its use. Among these: ICMP
traffic is increasingly differentiated and may be filtered or rate lim-
ited differently from normal traffic, the ICMP Traceback message
relies on an input debugging capability (i.e. the ability to asso-
ciate a packet with the input port and/or MAC address on which
it arrived) that is not available in some router architectures, if only
some of the routers participate it seems difficult to positively “con-
nect” traceback messages from participating routers separated by a
non-participating router, and finally, it requires a key distribution
infrastructure to deal with the problem of attackers sending false
ICMP Traceback messages. That said, we believe that the scheme
is promising and that hybrid approaches combining it with some of
the algorithms we propose are likely to be quite effective.

3. OVERVIEW

Burch and Cheswick mention the possibility of tracing flooding at-
tacks by “marking” packets, either probabilistically or deterministi-
cally, with the addresses of the routers they traverse [6]. The victim
uses the information in the marked packets to trace an attack back
to its source. This approach has not been previously explored in any
depth, but has many potential advantages. It does not require inter-
active cooperation with ISPs and therefore avoids the high manage-
ment overhead of input debugging. Unlike controlled flooding, it
does not require significant additional network traffic and can po-
tentially be used to track multiple attacks. Moreover, like logging,
packet marking can be used to trace attacks “post-mortem” — long
after the attack has stopped. Finally, we have found that marking
algorithms can be implemented without incurring any significant
overhead on network routers. The remainder of this paper focuses
on fully exploring and characterizing this approach.

3.1 Definitions

Figure 1 depicts the network as seen from a victim V. For the
purposes of this paper, V' may be a single host under attack, or a
network border device such as a firewall or intrusion detection sys-
tem that represents many such hosts. Every potential attack origin
A; is a leaf in a tree rooted at V' and every router R; is an internal
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Figure 1: Nefwork as seen from the victim of am attack, ¥,
Routers ave represented by i, and potential attackers by 4.,
The dotted Hae represents a partionlar affeck path between an
attacker snd the viciim.,

node . The attack path from

A, 15 the wnique ordered hist of routers between 4; and V7. For in-
stance, if an stiack originates from 4. th reach V7 it must fivst
traverse the path i, Ky, Hu. and By — as shown by the dotted line
in Figwee 1.

along & paih between some A; and 7

21 {0

The exact acebrck problem is to determine the aftack path asd
igin for sach attacker. However, solving
ted by several practicat hmitstions. The
exact attack origin may never be revealed {even MAC source ad-
dresses may be spoofed} and & wily aftacker may send false signals
fo “avent” additional routess in the fraceback path. We address
these fssues n section , but for now we restrict owr discussion fo
solving a more Hmited problem. We define the approximaie rroce-
hack problem as finding a candidate attack path for each sttacker
that contains the true attack path as 5 suffiz. We csll this the valid
suffx of the candidate path. For exanple, {(#n, R, Ry Ro. Fy)is
3 vahid approximate solution to Figure 1 becsuse 1t contains the true
atfack path as & suffix. We say a solution to this problem: s robust
if an avtacker cannot prevest the victim from discovenag candidate
paths contsining the valid suffix.

All marking algorithms have two components: a marking proce-
dwe executed by rovters in the network aﬁ'ﬁ 8 path reconstruc-
tion procedure mplenented by the vietiny, A roufer “marks™ one
ar mare packets by sugmenting them with additional nformation
shout the path they are gaveling. The victhum sttempts fo reconsiut
the atiack path using only the information in these marked packets.
The convergence ime of an algonthm i3 the number of packets that
the victin nust observe to reconstruct the attack path,

3.2 Basic assumptions

The design space of possible marking algorithms is Inge, aad to
place cur work in context we idenixfy the sssumptions that motivate
and eonstrain our design:

e an attacker may generate any packet,

e multiple attackers may conspire,
g traced,

® attackers may be aware they are being
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o packets may be lost or reordered,
s atisckers send numerous packets,
s the route between attacker and viciim is fatrly stable,

s routers are both OPU and memory hmited, and

s routers are not widely comprontised.

The first four sssmuptions represenat conservaitve assessments of
the abilities of the modern stiackers and hnutations of the network.

Diesigning a traceback syatem for the Internet envircament is ex-
trexnely challenging because thers is very hintle that casn be frusted.
In perticulas, the sttacker's ability o create ambiivary packets sig-

nificantly constrains potential soluitons. When a souter reccive
packet, i has no way to tell whether that packet has besn marked
by an upstresm rowter or if the artacker simply has forged ths in-
formation. In fact, the only invariam that we can depend ou ts that
a packet from the sttacker must traverse all of the routers between
it and the victan.

S a

The remnatuing a%mn{:bnm reflect the basis for owr design and de-
serve additional disenssion. Frst, denial-of-serviee aitacks ave onfy
effective so long a3 they sooupy the resources of the viciin, Con-
sequently, most aftacks are comprised of thousands or millions of
packets., Our approach relies on this propenty becawse we mark
each packet with only a small piece of path state and the victim
st observe many such packets fo reconstruct the complete path
back the the sttacker. If many attacks emerge that requive caly a
single packet to disable 5 host {e.g. ping-of-death [11]}, then this
sssmmption may ot hald {a}ﬁmugn we note that even these atincks
regnire l‘ihhi}‘if packets to keep 3 machine down}.

cﬁo chan,g\.. Lt 15 exhcmf:;}- rare for pac k“s to follow many different
paths over fhe short time-seales of 8 raceback operation {seconds
it o systene) [321 This asounption preatly simplifies the role of
the viethm, since i can therefore lmt its mgszdemzmn 3 a single

primary path for each atfacker. If the Internet evolves 1o allow sig-
wificant degress of mulii-path routing then this assuusption may not

hold,

Third. wihile there have been considerable improvements in vouter
implementation techaology. hnk speeds have also increased dra-
matically. Conseguently. we assert that any viable implementation
st have Jow per-packet overhead and must not require per-Bow
siate, Rignificantly simpler schemes than owrs ean be implemented
i we sssuie that routers are st resouree consirained.

Finally, since a compromised vouter can effectively eliminste sny
wionmaion prot’iﬂed bv upstream routers. it s effectively indiz-
tinguishable from an sttacker. In such crronmistanees, the security
viclation af the router must be addressed fst, before any further
fraceback is attempted. In normal crrowmsiances, we heheve this
i an seceptsble des oni point. However, if non-malicious, but in-
fonmation hiding, routing infrastruciures become p-.spuisr such as
described in [22. 35}, then this tssue may need fo be revisited,

4. BASIC MARKING ALGORITHMS

In this section we deseribe a series of marcking algorithms — starting

from the mnat simple and adbmuieing in complexity, Each slgorithm
u.fnp:s to solve the approximate traceback problem in & manner

consisent with owr assmmptions,
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Marking procedure at router R:
for each packet w, append R to w

Path reconstruction procedure at victim v:
for any packet w from attacker
extract path (R;..R;) from the suffix of w

Figure 2: Node append algorithm.

4.1 Node append

The simplest marking algorithm — conceptually similar to the IP
Record Route option [34] — is to append each node's address to the
end of the packet as it travels through the network from attacker to
victim (see Figure 2). Consequently, every packet received by the
victim arrives with a complete ordered list of the routers it traversed
— a built-in attack path.

The node append algorithm is both robust and extremely quick to
converge (a single packet), however it has several serious limita-
tions. Principal among these is the infeasibly high router overhead
incurred by appending data to packets in flight. Moreover, since
the length of the path is not known a priori, it is impossible to
ensure that there is sufficient unused space in the packet for the
complete list. This can lead to unnecessary fragmentation and bad
interactions with services such as MTU discovery [30]. This prob-
lem cannot be solved by reserving “enough” space, as the attacker
can completely fill any such space with false, or misleading, path
information.

4.2 Node sampling

To reduce both the router overhead and the per-packet space re-
quirement, we can sample the path one node at a time instead of
recording the entire path. A single static “node” field is reserved
in the packet header — large enough to hold a single router address
(i.e. 32 bits for [IPv4). Upon receiving a packet, each router chooses
to write its address in the node field with some probability p. Af-
ter enough packets have been sent, the victim will have received at
least one sample for every router in the attack path. As stated in
section 3, we assume that the attacker sends enough packets and
the route is stable enough that this sampling can converge.

Although it might seem impossible to reconstruct an ordered path
given only an unordered collection of node samples, it turns out that
with a sufficient number of trials, the order can be deduced from the
relative number of samples per node. Since routers are arranged se-
rially, the probability that a packet will be marked by a router and
then left unmolested by all downstream routers is a strictly decreas-
ing function of the distance to the victim. If we constrain p to be
identical at each router, then the probability of receiving a marked
packet from a router d hops away is p(1 — p)d_l. Since this func-
tion is monotonic in the distance from the victim, ranking each
router by the number of samples it contributes will tend to produce
the accurate attack path. The full algorithm is shown in Figure 3.

Putting aside for the moment the difficulty in changing the IP header
to add a 32-bit node field, this algorithm is efficient to implement
because it only requires the addition of a write and checksum up-
date to the forwarding path. Current high-speed routers already
must perform these operations efficiently to update the time-to-live
field on each hop. Moreover, if p > 0.5 then this algorithm is ro-
bust against a single attacker because there is no way for an attacker
to insert a “false” router into the path's valid suffix by contributing
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Marking procedure at router R:
for each packet w
let z be a random number from [0..1)
if x < p then,
write R into w.node

Path reconstruction procedure at victim v:
let NodeT'bl be a table of tuples (node,count)
for each packet w from attacker
z = lookup w.node in NodeTbl

if z 1= NIL then
increment z.count
else

insert tuple (w node,1) in NodeT'bl
sort NodeT'bl by count
extract path (R;..R;) from ordered node fields in NodeT'bl

Figure 3: Node sampling algorithm.

more samples than a downstream router, nor to reorder valid routers
in the path by contributing more samples than the difference be-
tween any two downstream routers.

However, there are also two serious limitations. First, inferring the
total router order from the distribution of samples is a slow process.
Routers far away from the victim contribute relatively few samples
(especially since p must be large) and random variability can eas-
ily lead to misordering unless a very large number of samples are
observed. For instance, if d = 15 and p = 0.51, the receiver must
receive more than 42,000 packets on average before it receives a
single sample from the furthest router. To guarantee that the order
is correct with 95% certainty requires more than seven times that
number.

Second, if there are multiple attackers then multiple routers may
exist at the same distance — and hence be sampled with the sample
probability. Therefore, this technique is not robust against multiple
attackers.

4.3 [Edge sampling

A straightforward solution to these problems is to explicitly encode
edges in the attack path rather than simply individual nodes. To do
this, we would need to reserve two static address-sized fields, start
and end, in each packet to represent the routers at each end of a
link, as well as an additional small field to represent the distance of
an edge sample from the victim.

‘When a router decides to mark a packet, it writes its own address
into the start field and writes a zero into the distance field. Oth-
erwise, if the distance field is already zero this indicates that the
packet was marked by the previous router. In this case, the router
writes its own address into the end field — thereby representing the
edge between itself and the previous router. Finally, if the router
doesn't mark the packet then it always increments the distance
field. This somewhat baroque signaling mechanism allows edge
sampling to be incrementally deployed —edges are constructed only
between participating routers.

The mandatory increment is critical to minimize spoofing by an
attacker. When the packet arrives at the victim its distance field
represents the number of hops traversed since the edge it contains
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Marking procedure at router R:
for each packet w
let £ be a random number from [0..1)
if £ < p then
write R into w.start and 0 into w.distance
else
if w.distance = 0 then
write R into w.end
increment w.distance

Path reconstruction procedure at victim v:
let G be a tree with root v
let edges in G be tuples (start,end,distance)
for each packet w from attacker
if w.distance = 0 then
insert edge (w.start,v,0) into G
else
insert edge (w.start,w.end,w.distance) into G
remove any edge (z,y,d) with d # distance from z to v in G
extract path (R;..R;) by enumerating acyclic paths in G

Figure 4: Edge sampling algorithm.

was sampled.’ Any packets written by the attacker will necessarily
have a distance greater or equal to the length of the true attack path.
Therefore, a single attacker is unable to forge any edge between
themselves and the victim (for a distributed attack, of course, this
applies only to the closest attacker) and the victim does not have
to worry about “chaff” while reconstructing the valid suffix of the
attack path. Consequently, since we no longer use the sampling
rank approach to distinguish “false” samples, we are free to use
arbitrary values for the marking probability p.

The victim uses the edges sampled in these packets to create a graph
(much as in Figure 1) leading back to the source, or sources, of
attack. The full algorithm is described in Figure 4. Because the
probability of receiving a sample is geometrically smaller the fur-
ther away it is from the victim, the time for this algorithm to con-
verge is dominated by the the time to receive a sample from the
furthest router, ,,(1__,1,)4—_1 in expectation, for a router d hops away.
However, there is a small probability that we will receive a sample
from the furthest router, but not from some nearer router. We can
bound this effect to a factor of In(d) by the following argument:
We conservatively assume that samples from all of the d routers
appear with the same likelihood as the furthest router. Since these
probabilities are disjoint, the probability that a given packet will
deliver a sample from some router is at least dp(1 — p)*~1. Fi-
nally, as per the well-known coupon collector problem, the number
of trials required to select one of each of d equi-probable items
is d(In(d) + O(1)) [19]. Therefore, the number of packets, X,
required for the victim to reconstruct a path of length d has the
following bounded expectation:

In(d)

_p)d—l

E(X)< il

For example, if p = 1—10, and the attack path has a length of 10,
%It is important that distance field is updated using a saturating ad-
dition. If the distance field were allowed to wrap, then the attacker
could spoof edges close to the victim by sending packets with a
distance value close to the maximum.
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then a victim can typically reconstruct this path after receiving 75
packets from the attacker. While this choice of p = % is optimal,
the convergence time is not overly sensitive to this parameter for the
path lengths that occur in the Internet. So longasp < %, the results
are generally within a small constant of optimal. In the rest of this
paper we will use p = %5 since few paths exceed this length [7, 42,
17]. For comparison, the previous example converges with only
108 packets using p = 5=

This same algorithm can efficiently discern multiple attacks be-
cause attackers from different sources produce disjoint edges in the
tree structure used during reconstruction. The number of packets
needed to reconstruct each path is independent, so the number of
packets needed to reconstruct all paths is a linear function of the
number of attackers. Finally, edge sampling is also robust. That
is it is impossible for any edge closer than the closest attacker to
be spoofed, due to the robust distance determination. Conversely,
in a distributed attack this also means that it is impossible to trust
the contents of any edge further away than the closest attacker. As
with the ICMP Traceback approach [4], an additional mechanism
incorporating a shared secret is required to completely address the
problem of attackers spoofing edges.

Of course, a significant practical limitation of this approach is that
it requires additional space in the IP packet header and therefore is
not backwards compatible. In the next section we discuss a mod-
ified version of edge-sampling that addresses this problem, albeit
at some cost in performance and a reduction in robustness during
large distributed attacks.

5. ENCODING ISSUES

The edge sampling algorithm requires 72 bits of space in every IP
packet (two 32-bit IP addresses and 8 bits for distance to repre-
sent the theoretical maximum number of hops allowed using IP).
It would be possible to directly encode these values into an MPLS
label stack [36], to enable traceback within a single homogeneous
ISP network. However, our focus is on a heterogencous environ-
ment based purely on IP datagrams. One obvious approach is to
store the edge sample data in an IP option, but this is a poor choice
for many of the same reasons that the node append algorithm is
infeasible — appending additional data to a packet in flight is ex-
pensive and there may not be sufficient space to append this data.
‘We could also send this data out-of-band — in a separate packet —
but this would add both router and network overhead plus the com-
plexity of a new and incompatible protocol.

Instead, we have developed a modified version of edge sampling
that dramatically reduces the space requirement in return for a mod-
est increase in convergence time and a reduction in robustness to
multiple attackers. Following an analysis of our algorithm we ex-
plore the practical implementation issues and discuss one concrete
encoding of this scheme based on overloading the 16-bit IP identi-
fication field used for fragmentation. Any solution involving such
overloading necessarily requires compromises and we stress that
our solution reflects only one design point among many potential
implementation tradeoffs for this class of algorithm and does not
necessarily reflect an optimal balance among them.

5.1 Compressed edge fragment sampling

‘We use three techniques to reduce per-packet storage requirements
while preserving robustness. First, we encode each edge in half
the space by representing it as the exclusive-or (XOR) of the two
IP addresses making up the edge, as depicted in Figure 5. When
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Figure 5: Edge data can be communicated in half the space by
sending the XOR of the fwo nodes (i.e. router IP addresses)
making up an edge, rather than sending each node separately.
Over time ihe victim recefves the messages d, o5 oy b3 0, and
i By XORing these messages together the original path can
be reconstructed.

fE

Address

Hash{AﬁcEre_&‘

Send k fragmenms into network

Figure &: Each router calculates a uniform hash of its IP ad-
dress snee, af startup, using a well-known funetion. This hash
is interieaved with the original IP address {the oviginal address
on add bits, the hash on even biis}. The resniting guantity is
then broken fute k fragments, which the router selects among
randomily when mavking a packet. Although it is not shown,
each of these fragments is further labeled with its effsetf. The
next dowanstream router uses this sffset te seleet the appropri-
ate fragment to XOR — thereby encoding part of an edge.

some router decides to mark a packet # wittes its address, o, o

x he packet. The following voutes, b, notices that the distance feld
is § and {assuntiny it does not mark the packet itself} reads « from

ﬁlﬁ packet, XORs this value with 1tv own address aud writes the
resnlting value, qifh, into the packet. We call the resuliing value the
edge-id for the edge befween » and b, The edge-ids in the packets
received by the victim always contain the NOR of two adjscent
routers, exeept for samples from rovtess one hop away from the
vietim, winch amive nmmodified, Sinee H & o @ b = . marked
packets from the finsl rovter can be used to Jecode the previous
edge id, and so on, hop-by-hop until we reach the first router.

Or seoond modification further vedvces owr per-packet space re-

gquirements by subdniding each edge-id into some number, &, of

smaller non-everlapping fragments. “When a router decides to mark
a packet, it selects one of these fragments af random and stores 1t
in the packer. We wse a fow additional bitz (Jugek) 1o store the off-

set of this fragment within the original address — this 15 necessary to
ensure that bath & gments mai\mz up an edge-id ave taken from the
same cifset. If enough packets are sent by the aitacker, the victim
will eventuslly recetve all fragments from all edpe-ide.

Sombire k fragraants from network

L Ko Reject

Figure 7: When reconstructing s candidate edge, the vic-
tim combines k fragments to produce a bit string, By de-
interleaving this string, the address portion and the hash por-
fion are exiracted. We recalculate the bash over this address
portion using the same hash function wsed by the routen If
the resniting hash is the same as the hash pertion extraeted,
then the address is accepted as valid. This procedure protects
against accidentaily combining fragments of different edges.

Finally, unlike fll IP addresses, edge-id fragments are not wnique
and mnltiple fragments from different edge-ids may have the same
value. If there are mumitiple atiackers. & victim may recetve multiple
edge fragments with the same oifsef and distance, To reduce the
probability that we aceidentally reconstruct a “false™ edge-id by
combining fragments from different paths, we add a simple ervor
detection code fo oue slgorithm. We increase the size of each router
address, and heuce :m.h zdge-id, by bif-interleaving its IP address
with & vandem hash of Heelf (depreted in Figure 6} As described
zartier, this vslue is spht oo fraginents, each fragment 1s sefected
randomly and stoved with an offset, snd downstrean: routers use
XOR o combine fragments at the same offsef to make up edge-id
fragments. The victim consuucts candidaie edge-ids by combining
all combinations of fragments at sach distancs with disjoing offset
values. As shown in Figure 7, a candidste edge-id is only accepted
if the hash portiz:sn matehes the data portion for sach of s two
nodes. As we inerease the size of the hash, the probability of a
collisien s reduced. We provide a describe the full procedhee in
Figure 8.

The expected mnnber of packets for this algonting to comverge 8
similar to the edge sampling approach, except now we need & frag-
ments for each edge-id, rather than just one, a fotal of 4 fragments.

fwe again assume comservatively that each of these fagments i3
deliverad eqm-probably with probability p{1 —p 7, the expected
number of packets requived for path reconstruction is bownded by:

For exasnple. if there sve § Bagments per edge-id, an attacker i3 10
hops away, sad p = &, then a victim can reconstracs the fill path
after recerving st whtiy Ies\ then 1,300 packets on average. Using
techmgues similar to those nsed to show sharp concentration results
for the coupon collectors problem, we can further show that the
spproximste the nuwber of packets requived to enmwe that 5 path
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Aarking procedure at router R
let §' = Bithaterexve( §y. Hash{ i)}
{zi £ be the awmber of non-overlrpping fragments in §
for each packet w
fet @ be a random munber from {0..1)
< pthen
let o be 23 random integer from §0.4 — 1}
let § be the fragment of £ at offset o
wate f mbo w frag
write § o a
write p mte w.offset
else
if e distance = § then
let § be the fragment of #
Writs |

=

at oifset w.offset
¢ fing tote w frag

nicranent a Aistance

Parh recongiruction proosdure of victim vl
fet Froglil be a table of fuples {frag.offset distance}
Iet (7 be a mee with root 2
{et edges in (¢ be mples {start end distance}

fet lust =u
for each packet w from sttacker
canoffeet e distance}
rdistance > maad then

read =
for o = 0 0 raced

for all erdered combinations of fragments st distance
consyuct edge v
if o & 0 then

it

istance

if Hash{BEv )

msert edge {z EvenBis{z i) into 7

{est ;= EvenBit

remove auy edge {r.)
extract path (£ ]

ot to i
paths i (7

IRNCE

3 with d £ dis
; enumierating acyelic

Figure 8: {ompressed edze fragment sampling algorithm.

cas be reconstructed with probabidity 1 — £ is:

packets. To completely reconstiuct the previous path with 358%
certainty should require no move then 2150 packets. Mauy denial-
of-service attacks send this many packets tn a few seconds.

Finally. we explore the robusiness of this algorithns with respect fo
multiple atiackers. For a raredom hash of lenpth k. the probabiliny of
accepting an arbitvasily constructed candidate edge-id is 2 Inthe
event that there are yi attackers, then af any pavticulse distance d, in
the worst case there may be up to n distinet routers Consequently
the probability that any edge-id at distance d is accepted incarrectly
i 31 most:

*In praciice, the number of Jistinct routers iz likelv to be smaller
for the portion of the path closest o the recsiver, sinee many 54
tackers will siill share significant portions of their attack gath with
one another,

)

'™

iF header
108 |
[ﬁgiﬁ| offset

e 1o five| protoood | \?;.eaderchesksum

sourse IP address

destination P ad:'ﬂgess

totsd length

offsgt | distance adgs fragment

g 23 78 18

Figure 9: Encoding edge fragmenfs infe the IP identification
freld.

since there ave iy possible combinations of fragments in fhe worst
case. For b = 32 and b = 4 this means that 100 distinct rowlers
at the same distance {Le. disfoint attack paths} will be resolved
with ne ervors with a probability of beiter than 7%, Forh = 32
sud & = §, (the values we use for our hmplementation) the same
cestainty can only be provided for 10 distinced routers at the same
disiance. Our use of the XOR fmction further eomplicafes recon-
sttmciion since all combmations of XOR values must be fited as
atiack paths diverge, This is sormewhat mitipated as the probsbil-
ity of propagating an ervor from a smgle edge all the way to the
attacker 15 is exirentely small beeanse the resulting edge-id, when
XORed with the previous sdge-id. mwust again produce a
hash.

correct

The most significant deswhack to this seheme 13 the large nwunber of
comabinations that must be considered as the nwltiple attack paths
diverge. While these combinations can be computed off-line, for
larpe values of k and m even this can become infractable. For -
ample, even with b = 8 and yy = 11}, if the sepavate sttack paths
diverge such that there are 16 completely independent adges per
sttacker, this will require ronghly a billion combinations to be con-
sidered. Consequently. there is 3 design tension i the size of & —
pes-packet space overhead is reduced by a Iarger b, while compu-
tafional overhead and robustaess benefits from 2 smabier &,

5.2 1P header encoding

To allow for practical deployment requires that we “overload™ ex-
wstiste header felds in 3 manver that will have mivkwal impact an
existing users, This i3 a difficult task, especially given that even
sfter prodigious effort we require 16 bits of space. Monetheless, we
believe 1t possible to obtain this space by overloading the 16-bit IP
identification feld This feld i3 curvently used fo differcatiate IP
fragments that belong to different packets. We desertbe o gro-
posed encading beloaw, snd then discuss the 1ssues of backwards-
compatibility that it raises. However, we note that because the -
sug of backwspds-compatihle encoding is largely separate from owr
traceback slgorithms, we could adopt say reasenable encading that
eomes fo lighs.

Figure ¥ depicts onr chotce for partittoning the identification field:
3 offset bits to represent § possible fingmenis, 5 bits to represent
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the distance, and & bits for the edee fagnwnt. We use a 32-bu
hash, which doubles the size of each router address to 64 bits. This
imphiss that € separate fragments are needed to represent each edge
— each frapment indicsted by 3 unigne offsef value. Finally, § bits
s sufficient fo represent 31 hops, which is more than almost all
Intesnet pashs {7, 42, 17},

The cbservant reader will nede that this layeut is chosen to allow
the highest performance soffvare 1 .mpiemmtatmn of o slgovitha,
which already had s low p:x-pm.k.t. souter overhead. In the com-
won case, the caly modification fo the packet is to increment its
distance field. Because of its alignmment within the packet, this in-
crement precisely offsets the required decrement of the time-to-live
freld tmplemented by each router {11 Camequﬂm‘iv, ihe header

checkaum does nat need to be alteved ar aff and the header manipn-
iation overhead could be even lower thas i current software-based
soujers — sinply an Qddm\m} to the distance field, 5 decrement to the
TTL feld, and & comparison to cheek if cither has overflowed. In
the worst case, owr algorithm must read the 1P wdentification field,
lookup an edge fragment and XCR it, and fold the write-back into
the existing «f hecksams update procedure {a few ALU operations)
Of conrse, for modern ASIC-based routers these optamizations are
unnecessary.

As we reuse of the IP identification field, we st address issues of
backwards-compatibility for IP frapment traffic. Ultimasely, there
is 5o pyr“ ct sohwtion to this pmi‘-}em arnd we are forced to make
compromises that disadvantage Fagmented waffic. Fortunately, re-
cent mwasuremends suggesi that less than G of packels sve
fragmented {460, 10]. Moreover, it has long been understond that
netwotk-laver fragmentation is deirimental fo end-to-end pevfor-

mance {277 so modern network stacks implement antomatic MTU
discovery to prevent fiagmeniation regardless of the wnderlying
media {3 1. C N)se;cucmiv we believe that our encoding wil
operate seamdessly with existing grotocol implementations in the
vast majorify of cas:

i inter-

Hoswever, there 15 a small but real fraction of lepitimate watfic that
s fagmented, and we wish to encure that it s not aifected by
owr modifications to the extent that this is possibde. Normally if s
packet is fragmented. ifs identiheation field is copied to each frag-
ment so the recefver can faithfully reassemble the fragments into
the original packet. O macking procedure can viedste this prop-
sty n one of two ways: by writing different values into fhe den-
tification felds of fragments from the same datagram or by writing
the same values into the identification felds of fragments from if-
fererst datsgrams. These rwo problems present different challenges
and have different soheions.

First, 2 datagram may be fragmented apstveam from s marking
vowter. If the fragment 1s subsequently marked and future fragnents
from the same dategram are not marked consistenily then reassem-
by may fail or dats may be corrupded. While the stmplest solu-
tion to this problem s o simply not mark fragments, an adversary
would quickly lesm o evade waceback by exploiting this hmita-

tion. In fect, some current denisl-of-service stizcks already use IP
fragments 1o exploit etrors in host IP regszembly fuociions ‘til} Ia-
stead, we propose an alternative mavking mechanism for fragments.

We nse a separate marking probability, ¢, for fragments. When we

1t 15 aleo ressonable to turn off marking on any vouters that cannot
be diregily connected to an aﬁa:hﬂg host {e.g. core routers). This
both reduces the convergence time, and increases the “reach” of the
distance field,
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Figure 10: Experimental results for number of packets nesded
to recopsiruct paths of varying lengths. The marking probabil-
it¥, i, Is set fo 5. Each path length result represents the results
»i 1,008 independent simul YHUS.

decide to mark & fagment, we prepend a new ICMF Yecho reply™
hesder, slong with the fvll edge data — truncating the il of the
packet. This EOMP pacicet is considered “marked™ and itx distance
field 15 w2l 40 zevo, thereby guarnuntecing thet the distance field re-
Hewis the number of edges traversed on the way to the victim. The
packet is consequenily “lost” from the standpoint of the recetver,
but the edge information 15 delivered in & way that does not mpact

lepacy hosts. Because we can nse the full edge sampling alporithi,
i can be more than an order of magnitude smaller than
achieve the same convergence fume. This solution mcress
rate of fragmented floavs somewhat {more substantially fo
paths} bt preserves the integrity of the dafa in these Hows,

es the loss
or foniger

A more msidious problem 15 presented by Fragmentabon that oe-
ceus dowasiream from R marking router I a marked packet is
fragmenied, but one of the frapments is lost. then the remaining
frapments may Hnger tn the victim's reassembly butfer for an ex-
tended period {5} Future packets marked by the same roufer can
have fhe same IP identification valne and consequently msy be in-
carrectly reassembled with the previcus fragments. One possibility
is to leave this problem to be deslt with by higher layer checksums,
However, not all higher laver protocols employ checksums, and i
suy case it is Jangerows fo rely on such checksums because they
are fypieally designed caly for low vesidual error rstes. Another
soluica 15 1o set the Don't Frogment flag on every marked packet.
Along rare paths that requure fragmentation, this sshation will de-
grade commumication berwean hosts not wsing MTU path diseow-
ery, and may filter marked packets if a reduced MTU edge is close
1o the victim, but it will never lzad to data comuption.

5.3 Experience

‘s':: have saplemented the marking and reconstruction portions of
our algortthm and have fested 1 using 2 simulator that creates ran-
dom paths and onginates atiacks. In Figare 10 we graph the mean,
median and 85k percentile for the number of packets required to
reconstiuct paths of vamying lengths over 1000 random test runs for
cach bength walue. We assunse 3 marking poobabilivy of &, Nowe
that while the convergence time s theoretically exponential in the
path length, all thvee hines sppear linear due jo the finite path length
and appropeiste choice of marking probability.

We see that most paths can be resobved with between one and two
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thousand packets, and even the longest paths can be resolved with
a very high likelihood within four thousand packets. To put these
numbers in context, most flooding-style denial of service attacks
send many hundreds or thousands of packets each second. The
analytic bounds we described earlier are conservative, but in our
experience they are no more than 30% higher than our experimental
results.

6. LIMITATIONS AND FUTURE WORK

There are still a number of limitations and loose ends in our ap-
proach. We discuss the most important of these here:

e backwards compatibility,
e distributed attacks,
e path validation, and

e approaches for determining the attack origin.

6.1 Backwards compatibility

The IP header encoding as we have described it has several practi-
cal limitations. It negatively impacts users that require fragmented
IP datagrams and is currently incompatible with parts of [Psec [28]
(the Authentication Header provides cryptographic protection for
the identification field and therefore the field cannot be safely mod-
ified by routers). These problems are hardly unique to traceback
and are inherent limitations that come about from attempting to co-
exist with or co-opt protocol features that did not anticipate a new
use. One way to address this issue, originally proposed by John
Hawkinson, is to selectively enable traceback support in response
to operational needs. A “request for traceback” from a particular
network could be encoded as a BGP attribute in the network's route
advertisement. Routers receiving such an advertisement would en-
able traceback support on packets destined for that network. Since
a network requesting such suppott is presumably already suffering
under an attack, any minor service degradation for fragmented or
authenticated flows would be acceptable.

Finally, our scheme does not address implementation in IPv6, the
proposed successor to [Pv4, which does not have an identification
field [18]. While we do not attempt to propose a complete encoding
here, we believe that the same techniques we have proposed could
also be employed within IPv6, perhaps by overloading the 24-bit
flow label field (without any further modifications this would re-
sult in roughly a factor of three increase in the number of packets
required to reconstruct a path).

6.2 Distributed attacks

For large distributed attacks, the practical implementation we have
described has serious limitations due to the difficulty in correctly
grouping fragments together. Consequently, the probability of mis-
attributing an edge, as well as the amount of state needed to eval-
uate this decision, increases very quickly with the fan-out of an
attack. There is significant future work in designing alternative en-
coding methods that scale their robustness as they receive more
data.

6.3 Path validation

Some number of the packets sent by the attacker are unmarked
by intervening routers. The victim cannot differentiate between
these packets and genuine marked packets. Therefore an attacker
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could insert “fake” edges by carefully manipulating the identifica-
tion fields in the packets it sends. While the distance field prevents
an attacker from spoofing edges between it and the victim — what
we call the valid suffix — nothing prevents the attacker from spoof-
ing extra edges past the end of the true attack path.

There are several ways to identify the valid suffix within a path gen-
erated by the reconstruction procedure. With minimal knowledge
of Internet topology one can differentiate between routers that be-
long to transit networks (e.g. [SPs) and those which belong to stub
networks (e.g. enterprise networks). Generally speaking, a valid
path will never enter a stub network and then continue into a tran-
sit network. Moreover, simple testing tools such as traceroute
should enable a victim to determine if two networks do, in fact,
connect. More advanced network maps [8, 23] can resolve this is-
sue in an increasing number of cases.

A more general mechanism is to provide each router with a “se-
cret” that is sent along with each marked packet (perhaps in the
single unallocated bit in the IP flags field). When the victim wants
to validate a router in the path, it contacts the associated network
(possibly out of band, via telephone or e-mail) and obtains the se-
cret used by the router at the time of the attack. To guard against
replay, the secret can be time-varying and hashed with the packet
contents. Since the attacker will not know the router's secret, they
will not be able to include the proper bit in their forged edge-id
fragments. By eliminating edge-ids for which the secret in their
constituent fragments can not be validated, we can prune a candi-
date attack path to only include the valid suffix.

6.4 Attack origin detection

While our IP-level traceback algorithm could be an important part
of the solution for stopping denial-of-service attacks, it is by no
means a complete solution. Our algorithm attempts to determine
the approximate origin of attack traffic — in particular, the earliest
traceback-capable router involved in forwarding attack traffic from
the source that directly generated it. As mentioned earlier, there
are a number of reasons why this may differ from the true source
of the attack: attackers can hide their true identities by “launder-
ing” attacks through third parties, either indirectly (e.g. smurf at-
tacks [13] or DNS reflectors [15]) or directly via compromised
“stepping stone” machines or [P-in-IP tunnels. While there is on-
going work on following attackers through intermediate hosts [45,
39], there are still significant challenges in developing a generally
applicable and universally deployable solution to this problem. One
interesting possibility enabled by the packet marking approach is to
extend traceback across “laundering points”. For example, identi-
fying marks could be copied from a DNS request packet into the
associated DNS reply, thereby allowing the victim to trace the full
causal path.

Even in absence of such “laundering”, our approach does not re-
veal the actual host originating the attack. Moreover, since hosts
can forge both their IP source address and MAC address the origin
of a packet may never be explicitly visible. On shared media such
as FDDI rings, this problem can only be solved by explicit testing.
However, on point-to-point media, the input port a packet arrives on
is frequently enough to determine its true origin. On other media,
there may be a MAC address, cell number, channel, or other hint
that would help to locate the attack origin. In principle, our algo-
rithm could be modified to report this information by occasionally
marking packets with a special edge-id representing a link between
the router and the input port on which the packet arrived (or other
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“hint” information). We have not explored the design of such a
feature in any depth.

Finally, traceback is only effective at finding the source of attack
traffic, not necessarily the attacker themselves. Stopping an attack
may be sufficient to eliminate an immediate problem, but long term
disincentives may require a legal remedy and therefore the forensic
means to determine an attacker's identity. Even with perfect trace-
back support, unambiguously identifying a sufficiently skilled and
paranoid attacker is likely to require cooperation from law enforce-
ment and telecommunications organizations.

7. CONCLUSION

In this paper we have argued that denial-of-service attacks moti-
vate the development of improved traceback capabilities and we
have explored traceback algorithms based on packet marking in the
network. We have shown that this class of algorithm, best embod-
ied in edge sampling, can enable efficient and robust multi-party
traceback that can be incrementally deployed and efficiently im-
plemented. As well, we have developed variant algorithms that
sacrifice convergence time and robustness for reduced per-packet
space requirements. Finally, we have suggested one potential de-
ployment strategy using such an algorithm based on overloading
existing IP header fields and we have demonstrated that this imple-
mentation is capable of fully tracing an attack after having received
only a few thousand packets. We believe our solution represents
a valuable first step towards an automated network-wide traceback
facility. Several areas remain to be addressed in future work, such
as the combination of widely distributed attacks and points of indi-
rection such as reflectors.
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METHOD AND SYSTEM FOR DETECTING,

TRACKING AND BLOCKING DENIAL OF
SERVICE ATTACKS OVER A COMPUTE
NETWORK

RS  TO RELATERD

APPLICATIONS

[0001] Th

S0 ll agpli

pplication claims ihe bene
on Ser. No. 6f}
svistonal applicat
L and ULS. provisional appl
‘c &, 2000, ail of winel are hers b'v 1twmunis.d

481, fil

by refersnce i their culivety)
STATEMEN] SARDI
SPONSORED RESEARCH OR DE
[O62]  Fhis fnvention was vue with Govesmment sappod

under Contract Mo FA0602-60-1-0327 awarded by DARPA
The Goverdment has corteln tights to she irvention.

BACKGROUND OF THE INVENTION

1. Figld of the Toventing

[0603]
[on04]

‘E'*}\, nmsmi iuwnt’iml rc;lal”\s \:,»';s]&.rrdiv o data

.nm,kﬂ over & local or remole
[0a0s]
[0616]

CONIPRE
2. Background Axt

Computey systems ave ofien inerconnecisd tno
vist compter networks, The compuier systems oonaecied
on such networks commusieste with cach sthee by sending
inforantion rongs their clecironic coune [h et
works van be antzed into variows iy
FIG. T flinstares one such topology tha mLLidL\ a mswnt]\
106 baving several focal ascs aetveorhs 100-HE2 axt that are
connected o a routing system 183, The computer systems of

cach local srea netwonk are conuected {0 the commmmcar
tious Bk 181e-1020 When 1 souree compuier system Off 3

arex network 104 or 182 seads information io 3
system on the same kveal arca metwork
e L\’Jl’(lp‘d{&" Sysicm {)!EPJIFCS a packet
ndes the address of the dest 1 COmpHEGs SYSien
asmits the packet on the coanmurications link 1012 or
The citber comprier ms o et sume Jocal agen
WA L scted fo fhe coxERRs S
link HHa or 182a) read the packets that was transnritted. The
destinaiion comygmiler system detects that i3 adidiess iy
mnelnded in that packet, and its procvsses the packet accord-
mgly. Because of geographic snd speed considerstions, local
area networks TOE-182 rvpically oaly ipclude a Jimited
mmber of computer systems thal are in close proxbmity. For
example, 3 company with offioes in several locations may
have a Yocud area network sl each locadion, Hovwever, the
waers of the compuier sysfems may need fo sead packets to
one annther repardiess to which of local aca networks
101-182 the users” compuier systems ane connected.

071 o allow packets 1o be sent fFrom oane foal ages
network 181 o 182 to another local arex netwok T8 oc
102, routing systems 183 have been developed. A routing

e 1683 s Hy » dedicated special-perpose
cach local zeea ¢ wk 181-182 18
connected. The routing system 183 mainlaios 2 crosss

1o
destination comprler
101 or 102, the sou

Mar, 14, 2002

enee bubwesn Qe » ret widdecsses and the Jocal wrea
network 101-102 1 whdeh each computer systext s con-
nected. The routiag system M3 mon 5
cich local area astwork 101-102 o de
reforence) when 3 compuier system nn e Exsc,\I AFCQ
network HOR-HI2 8 seading a j).ldx(-[ B CONRMHSE Bysim
on ancther local area network 101 or 162, When the mowting
system 103 de 3 f
sato he commi Hak 1@ o 1020 for the tocal srea
pebwark 101 or 1682 to which he destipation compuier
system Is congeted. In this way, the routing svstem 163

: 101 aad 12
tf] network H00. Similar routing fechaigues are
canect aetwa ks other than locsl area networks
For cxample, such roming Rchnigues cap be wsed
e potworks foen shows) and oo e bosra 14,

L< h:m, ix,\ il dc vduptd b

L 4N ov
wscd by inte

8 Wik
"ﬂﬁﬂ‘i} \1.‘1mf diil’cmx' e

Certain pmum)}ﬁ. e
hange of cortair fypes of 3 furm 33
For example, the Internet protocal (*{P7) was
by the Depariment of Dol ilitate the
information between gt. ;gnrh waily xy‘umh d
vsterns. The P
format that identitic e ard dx.&!mmm‘ COMPAHST S5~
temns for data 1o exchange, but does pot specify the fomat
of the data itsell, Severml additi Is may be used
1 agaretion swith the 1P 30 speeifly the fonwal of the data,
! ditional pmioc - the transy m controd
prodoeod (CTUPT), amd the arst provtoced CUNPT).
TCP anet UTIP {uvthee fv sub-profocols, sech s He
hypurstext {rans it proteot CHITP™Y asd the file
fragsler peoteont CFTPYY, swhich specily 1he forrmad of the
data of the packel.
[0} FIG. 2 is a di: m ilinsirating a typu
send on o Jocad arca network. The packet ncledes :
rouiing header followed by profocn) sp datr. The
network vouting header mray inclede he deslination com-
puder address, the soures eompuler address, and e length of
the packet. The protocol speeiic data wehudes ideptification
e TF destination address, the TP source
sl of ths: iP p ortion of the packet. Tie
oo idend-
el ()m specific field of
<ol is :.hc port number, This port
o prasocols, which

K ter Gvers
3 ol the tanges,
which can ¢ s loss of comectivity to or falure of
the target. This fowd of pachets hased atiack s commonly
known a5 @ demal of service afteck (CDo8™).

ML} The most insidious types of DoS altacks cocwr
when the fnitiabor or Hrst computer syst whos their origin
by forgiog the sowree fotorne! Protocol () addess on the
aftack packeis. As 8 resull, aderin ors and security
officers of the target cannot determine the origia of the Do8
mtauk Fuethee, | aistraiors and seeurdy officers of the
3 will aot likely be able to avidd or shist dowe the Dol

cotn pm
whelm b
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[ﬁm"] Comveation:) routing sysioms F3 bave sttempled
to avoid Dol adtacks by cmpfu“-ng vartons {ypes of packet
filtering webnigres in th foon of firewalls ai the eploncs to
the local arcs network 1H- mz Current inplomeniaticas of
packet filterng peed packets o be delivered 1o computer
S¥siems 1! thiis pa\,}\u 1ur~ml umkn‘n‘w iu OESS im lal‘ o,

sel of protocol 1 SEEVIRS
list {abie. Forther, this method &
ton of ditferent profocods or serv
i the access Hst table, Finally, while firewall sohations may
reduce pnauthorized inforation from ac LGRS the
firewstl solutions do not redace the Spact that dep
service attachs can have on the availsbility of the weget’s
trumdsw it

fO613]  Other packet Blieriag schemes include o metwork
ad“ninisiramr configuring a ronting system 3103 bo restrict the
cpe and tnvng ')f “u.ks.:l\ that are sent over the sehwark
100 For example, a neiwork adminksieaior may want ©
resiriog packeds e are genersied by a compuler game fFom
being transmitted over the netwirk 168 during normal
ss howss. A packet fur COMWPULET FAMS MAF he
Habide, for example, by 2 TCP destination addness, thai
indicates which application on the HIPULRT System identt-
fied by the IP destination addvess that &8 0 weoeive the
CFhus, e netwark mjj:mmstra o wond cealfigere the
103 so not forward any such p s duning
norEl busiess icnuw. Also, the petwork adbreinistoaior wxay
\c\mt wr ll[&- out packets § 3 ﬂus sowree and de

are oot Rpuuhsd

WALl By eoety
fems and not ¢

[OE4]  Present known fltering systems, such as packet
fittering described abowe, have oflen proven cither 1o be
ineffective o preveming o8 altacks, or have severely
lmmud accens 10 comimuRication services for conmuumnical-
with other netwarks, In genersl, existing filering sys-

disable  certuin ol 1cu£ COMENDE 1 SeEvives
¢ ter a0 ik
s, Moveover, tdentifying
3 rr:h! J 10 lht BaS attacks can be imprac-
tical for aetwork eogiaiers aud oporators 1 aeoomghish by
inspection alone, hecause of the voluminons amount of
wanilion  associded with the charac 5, Finadly,
solviwags for filterng sitack traific close W the lovel arsa
wework do ool affect deninl of sewvice atfacks that are
divected at the beans of & servive provichet’s routing infra-
structuge, such as auacks ot petwork Hoks or the routig
infrastrieture directdy,

[ﬂmﬁ] Previousty scorks in this area of wohnology
iclndes the folimviog:

fBOES] MOUs DoS Tead The DBoS tracker™
spproach was @ recirsive soript that would Devate
over a sel of mogers, Network operatoess would
invoke this seript when 2 BoS attack bad alreadly
boen detected and identified af a spocific paint in the
setwork {3 ousiomRr's access yomer or exwmple).
The sorpt wonld Jogin to 2 wouter over fis covanand
e wterface {CL1}, and then torn on debugging. It
would then examine the rowter’s debugging sutpit to
identity mberfaces that were affected by the deniad of
seevice sttack.

“‘(.1\\_!’1 rrum urtam SOBTCC wm{m\u 3
ry computie system on the network 1,

%]

Mar, 14, 2002

“‘fkﬂ‘i?‘} The work was abosdoged die o the performance
g casised by wsing the debugging feature, and the
nabdlity o confinue the racking across a aciworl s wone.,

fO018] Utes™s Conter Truok: The Center frack
work iovolves building & messurement overlay net-
work by building tuane an cach of a st
celpe rowters i s set of messerement rogtes. € umm
Track 5 only used once an altack is detected by an
cxternal toot for a customner calling on the phone and
conysisining). Al of the tarpet ks off-ramped
ot ihe Ceuter Track overlay nutwork, where iis
origin can e tracked using direct messuromesi or
couter debugging tools.

[8019]  Netwark-hased lntrusion Detection: Netwink-
hased Intrusion Detection (M} sysiems ave sgstems
fheat wre signlar io that they ook &l copy of the data
o petwork and adestily oshiciows sttacks. NI
SYSIEIS Bse passive pa acket ¢ plure jechaipues o
cxamine the contems of every packv;i un & notwork
and recrcate hoth & o and application Faver
nbrmation to identify well-knowa sitacks. Howe
ever, bocase NID svstems deteot a wide s‘um‘m\‘t
aflacks, they do mot le to the highest Lamlwxdth
areas, like network service provider nehworks

{0207 118, Pal N
that messures raffic statistios by ooking at p'h.kﬁ.t conients.
The system collects distributed measurements aad Forwands
them o 8 cenwalized point.

fHEIE]  L0S. Pat. Neo. 5.781.534 o Porbman of al. discloses
appaciing for deteoninmg clwractensting of u padh by ui-
ftzing actbve prabiag along o sctwork path by deternyime s
characteristics, These characteristios are added to the packet
a% 1t traverses the pebwork.

P22 WS, Pan Nou 3,968,176 to Nessett of al. discloses
a systern that atitizes many notwork clements t provide an
a cowermeastire

i b Pai. Nao 5

urnbred
{0123}

B985 o Conldin et sl discloses
restrusions and updates the states of e
intruder’s progress. This system oaly stores the packets with
the source address of the atiacker

(NP»‘!} Us. ¥

SO, 0,018,953 10 Vadd et al discloses a
i witiets chassil -‘.pdc“\ e1s #t the border of fhe neby
fo grewide guativy of secvice. It polives traf¥ie a1 the edge of
the netswork.

{0231 UL, Pat No. 6,088,804 1o Hill et ol dis
systems which correfates disiributed attacks o build a path of
aktack. throwgd the network, The sysiem uses a frainlog
ature for atlack wentification. 1 the sysiomy s

0 abacks, al thei compares curre s activity 1o this

(13
Kuown misgse,
f00l6]  TVS. Pat. Mo 6,
physical 1a

COMAL

27T Theeefore, an unsodved need remalos Foe @ sysion
and method for deteeting, trucking und Blockiag DoS attacks
which can oecur between looal computer svstems andior
betsweett remote COmpUIer SYSIeHs over & compuisr aebwork,
that overoamies the above-desertbed Mmitations asd defi-
ciencics of the prios an.

IR

34,602 o Levy o al disd
Cf ROCH m" TRABAGEE FOr WY m«pm.d \‘wh}
s nierface.

eeey

{caid
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SUMMARY OF THE IN

JENTEON

[U828] o secordance with principles of the preseat {aven-
fion, A syslen andd roethed B provaded For detecting, racking

anct blocking 1308 attacks, e cast ooour between Jocal
commpuer systems andior behveen remnte compuier syskems,
network lnks, andior rowiing systems over s computer
network.

[0029] Tu ow embodiment of the proseut invenlion, 3
systei includes a eolfector adapted o receive 8 plurality of
data stalistios from the computsr pebwvork and to process the
pharality of data stalistics 10 defect one oF more dati packet
flow anomalies and to rie a plurality of sigoals repre-
senting the one or more dety packet low apomadies, The
swstene further ineludes & coniroller which is enupled to the
collessos, The contvoller is conswuaied and arem
receive and respoand o the phvality of signals by tracking
atteibaies related 0 e one o more data packer Jow
anotmliss 16 al least ope som corrolles i {nriher
comstructed and aranged 1o b the one o more dala
packet flow asomatic onpe ot wore lRerng mechas
nisms execulod in chose proximity to the al lsast one scaree.

[omm

s can jnclode
s oontral Hst

'E‘§r‘ Glie of wore ilieﬁng Anech:mi

chisies 55 W t“ % me‘o, ai Hi ra phuealicy of
de Ihndtag earies, such as committed accoss wie {C I\R}

RIS,

[0631] In aspect of the present invemtion, the coliccior

includes & buffer coupled e the computer network and a
desector coupled 1o the buffer, Thie coll thier tocludes
a profiler coupied to the bufler and to the dewctor. The butfer
is .id‘\j‘u.d i receive aad provess the plueality of data
stalis erate al feast one record that Is oomensis
tler. The peofiler processes the reomd fo
geserate 3 pred ictummcd shreshold. The detector is adagaed
W receive and provess the stermingd ihmhuid _md 1hu
at leas one recor taf attribules assoct

recard excesd the ;\,\.dx.t‘ J}irui thesbioid,
e one or move data packet fow anon mhc"

[0832]  Fhe peofiler oy {ochede meares for agg
daty staristics o obtain a taaflic profile of notwor

[0833] Fhe data statinies may be aggregaied based on a
least one fnvariant feature of the network fows.

[0633]  Fhoe das statistics may glso be aggregated based on
wemporal, static getwods sod dyganie rosiog parareiens.

[OR3S]  Fle at jesst one invadame feamre roay
sivarce and destination endpoinis

[0036] Fhe cobiector furiher fnciudes a focal controller
coapied o ihe detector and 0 the peofiler, The focal con-
troler is adagted ¢ s respond t the e o naire
data packel Jow anomaties by generailag the ploraliiy
sigmaks, which roprosents the one ov mese data pachet flow
angmalies.

flows,

{nchude

T

f0837]  The detector includes a database for storiug the o
least one vecord, pre mited threshold, the one or miore

daty packet fow anomalies, sud celated fdonaation. Shd-
lurly, the peofiler incledes a database for storing o plurality
of dhata pcked How prodifes and relered rforomtion.

[0838] o an aspect of the preseal invention, the comrodler
e lrdes a corelstor corpled 3 the collector. The correlatr

>}
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ix uhnpkd fo geceive and aormasdize the plaratity of sigrals
enting the one o more data gacket flow snomalics.
clator & Bther slapied 0 pesirate an anomaly

fuding the atteibutes related o the one or mong data
packet oy snomalies. The eorrclator inchades A database
for storing the anomaly table. AddiRoasily, the correlator
includes an adapter that is constructed and aranged fo
COMEALT the ancmaty tabe to & computer d Fusr
furibier processd

T

THI39]  The coptnbler further nchides 3 web server and
access seripis that cooperate with the we o cnable
the comgting device 1 access the database deBined o tue
comiroiler 1o view the auomaly table.

e present Bvembion, Br
2 aad blocking cue o0 mow
sy : & computer pobwesk meindes
'f ool if:tling 3 pheeality of dus statisnes from e
ing lhc plilmiiiy of dafa statistics
Hang
a p]umh!v ot swu.tls rwrw\nimg the one or mare data
packet flow anoma and receiving and responding to the
pluzalily of sig eacking atiributes reb Fated to the one
ot wore d fow anomalies 10 at feast ope sonree.
{0i4E] The methnd further nchades the
the ope or more data packet flow asomalies in close prox-
imity o the at least one sowroe.

FHM2]  The step of collecting the plurali
mchades buffesing the ghnﬂiiv :‘)f dm;« -:1:1mii; :

- with

b packe

and receiviag and '-mhlm;; Ehc- atl
a predetermined theeshold,
{43]  The s

finther bl :af Jeast
o record exceod e prodeleonined dmishold cepesseoting
the ove or mowe dats pldwi Aow avomalios.

{4} The step of collecting the plurality of daw statistics
furidier inchedes responding lm.dh o the oue o maore data
packet How anomalies by generating the plyrali signals

representg the one or more daka packet How anomalies,
f(NMS]

rality of

’I“ha step of receiving and respopding I‘m Nh—
aals mehudes comrelatiag the pherality of s
representing the one or move date packet fow anomuli
and gencrating an anomaly table ncluding the airib
refated 10 1 one or more data packet fow anowalies.

6] The step of wowving and responding o the ple-
cality grads further includes the step of communisating

the amoavaly
SCSRINE.
N7 The above objects and other objects, fedinres, and
sdvantages of the preseal lavention am readily apparent
frova the following detailed desoription of the best mode for
eurrying out the wvention when 83kea in cougeotion with B
ACCOIMNYING drawings.
BREEF DESCRIPTION OF THE DRAWINGS

48] TIG. 1 is block diagram of 2 conven-

nal computer musur}\ sysiamg

tabie to 3 computing device foy ficther proe

s

FNHE9T FIG, 233 an excruplacy difs ket format sehidd
can be adapted for communication over the mm‘mte-wn&l
omrputer netwoek sesiem shown io FIG. 1,
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FHY. 3 ds 2 high level tlock diageave oof a computer
¢ systent accrding by one eenboBmen] of the preserd
INVERLION;

[0051]  FEG. 4 is a purtinlly exploded view of the computer
petwork system shown in FIGL 3;

[0952]  FIG. § is a high level Block dizgram of the ool
lector showa i FEGL 4

[0853] FIG. 6 is & high Jevel bk
troBer shown o FlG. 4 and
[0034] FIG.T
# DoS adack.

diagraw of the cons

is a high level dlock ddagram exemplifving

CRIFTION OF THE
TMBODIMENT(S)

[0885] For purposes of illustration and i Yacilitate 3
furthes vaders g emion, deseribed
telow is 5 reference to an buternit-based computer mebyork
svstem and & method for processing dam. However, as
understood by ane skilled in the art, the present invention is
woll lwnied to Internet-based systerns and can melude sys-
ems emplovitg cther compsier aetwoths as well as stand
an

[0636)  In sccordance with principles of ihe present inven-
Hog, 3 systen and method s set forth for detecting, racki

and blocking Do% attacks, which can cccur between focal
COMpUiE S #d0y PElWaen fRINeLe Covapier systems,
network ;M‘Jh&, :—md,m ruum:g ts)}\iu'ﬂ& DVEL A4 t,uﬁlpl!lx‘
HEYWOIR,

[O857]  Referring to FIGL 3, & systemn § $or detecting,
fracking and backing Do§ attacks is fncorporsted in the
commputer nebworh et 10 o aecordance With one
ernbodiment of the present inwentioa The sysiem 3 cun be
located on & single server sompuier (sot shown), which is in
communication with components of the computer network
me 10 o¢ distribuied over 4 plucality of sepver enmipmiers
wir), which are alse o onmmunication with com
poteats of the computer nebwork system 18

[0RS8] Fhe compuier nstwork system B0 includes a plu-
rafity of [nternet Servie Provider computer networks B,
148 and 14 (hersinafier ISP compuier aetwonds) "} conpled
over  compuier getwork 18 The ISP conputer nerworks
1, 14b and B can also be covpled directiy o gack other
Fach of the 18P ¢ puter aetworks Tda, 140 sndior 14c can
welde a plarstity of comyator network 2ones. As exempli-
ficd e FHE 3, ke ISP compuier setwork 1 mcludes
computer pelwork Zore X, Zone Y and Zone Z. The ISP
computer network 14b incledes onmpoter serwork Fone U
andt one V. The ISP computer sehsork 1de inctides com-
puter setwork Zone W.

[0as9)] Fm

\htms 3 p‘tmam np«md\ d wiew nf the

af ihg mm;uuu pelwork
\ uf ILt SP o npulu reiwork 14 achudes a mmi
EANCGsY ) conpled ¥ 3 contral rouling
iem 32. [iach LAM 16 couplad with & phurality of e
16a, 165, 160, 152, 16, bog, 165, 16{ aud 16§
(he:cxmi er enbioetively relerred 1o as “compater system{(s}
1 The comgnter network Zones Y and Z, which are alse
located on the ISP computer network 14a, can be similary
constructed and amanged as compuier actwork Zopes X,

Mar, 14, 2002

Fusther, the computer network Zones 1 and V) which are
focated o thie ISP compater sebwork T and the oo
petwork Zone W, whish i located on ths ISP
petwork 3, can also be similarly constructed and
A% ComRer peh Zones Xo

{0060} The system § incl
collecior 2 and 3 wone
20 s coupled (o the
for 28 is further coupded to g 2one comiealler 24‘ w I.m_h
& primary interface 0 Zone X of the ISP computer
network 1da. The compuier network Zomes Y and Z, which
arc akso wed on the ISP comper wetwork B can be
nilarky constructed and arranged as compiier pebwork
Zone X, Purher, the competer network Zomes U and 'V,
wihich are locsted o the ISP computer network 1b aad the
comrpter network Zowe W, which s Jocated on the ISP
eomputer network Bde, can aso be simlarhy constracted and
arcinged as computer network Zooes X,

FO6ET  Jr another cmbodiment, the eollector 28 can be
coupled 3 one of Mo other romer s . siech a8 e
rouling systen 226, as exempliied in FIG, 3. In additon,
the 20 ontreHer 24 can be u\upL ¢ to ane or more olhee
cotbectors, such 85 the collectoy 200, ws also exempd

% 3 L‘()“i ctor 20, an options
3 “PA o ?one X, E‘re

FIG, 4. Forther, the eollector 208, can be coupled o o
more other routing systems, such as the tonting system 22¢

Zone Z, whn.li are hu-i i1 ocated an the IS Pmmpum
Tde. The zone controller 24 fucther provides & primary
interface to the comypter network Zone 17 and the computer
petwodk Zone 'V, which sve ocated on the ISP computer
sirtwork 146, over the compuser network 18, Stradbarly, the
rone conteller 24 frther provides & primary inderfaee w
comper aehvork Zoow W, oadich & leewed e the ISP
connpter nebwork e, over the comprter peiwork 18,

637 1o an embodiment of the presemt invention, the
COMPEHRE SVRIRIMS Iﬁ_ !ocatcd 3 ccmpute.r network Zone N

Y cach comprise a
C(:»m-“emimal R npm,r SEOVED sud) s N rvee” which
can b prcwit, d h\‘ Msc f . Wash. or 4
iy Si }1' £ pm\-xdnd t.\_& Sua Micm

s et Frrtber be progr 3
uh server software, Web Apphcation
polt as an ecommerce applicatim and eompuler
network dterface seftwars.

{0064}

shown in ¥

i !} i \"ul\bte !rom }un pu:‘( f);‘pnmnm of ‘mnw
wade, Culif Iurthtr, of e roui 5 wan be
adapted o rus d frovare, sach as
Temiper Clowd™ software, alse svailible fom Juniper
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Corponition of Sunevvale, Calil The packer flow staistical
sofeeare runntig on cacl of the routing systems 22, 226 and
22¢ enable each of the conting .‘y’aim‘% ...;‘, 22b .md 2&« T

data packetl flow siad WA m\.}udz_ thu
number of packets which hive been commuticnied bebwee
COMpieT stemis 1&, the duration of cammnmcaiimn

; : s 16, the woial ownber
of packets commupicated over eich LAN (which is fypioaly
used for capscity planning) as well as oiber ous dala
packet flow staistical information.

[0s365] w20 g detl The ool
lector tucludes sn impmst buffer 200 coupled to the rouling
swsionmt 22, The wgnt buffer is conpled o stonr detector
200 and to a storm profiler 204, The stonn detector 200
wedes a detector dotebase and the storgw grofiier 20d
nelndes a peofiler datsbase 20 The coflector 20 fariber
nelndes 3 ool controdier 204, wich is coupled to the storm
detietor M5 atd to a storm pmNuZﬂd The loead comrolier
20 s furttier conpled © the zone contendler 24

foB66] The collector 24 is au:\pi“'{ fo receive the dula
el flow statistical informatinn from ihe

s Jata ;Jack.ct fhosy seatistical inforeatic
o (h.]vtl data packet fow anomalics. The eollector 228 o
Zone X, 35 well as other varows collectoss {unt shown),
whrich are incleded 1 e of ranions Zones U, VWY and
by comsrucied and apraged as the collector 20

FIG, § shows the collee

[0867] The
adapted 1o gormalive or oategorize the dat packer flow
statistical information and 1 geaerate 3 momber of recosds

mput buffer 20q, located ou collector 28, s

incheding the pormakized dats pechet fow statistical infoe-
mation. The storm detector 200 is adapled o detect the data
kel HSow anomabies by comparing e reeords Fo oan
agomaly paften ur & predetenuined thesshold, B com-
ponents of the sormali ats packet Sow statistical infoe-
mation sxeced the predetermined threshodd, a dala packst
Im,\ ancmaly bs delected, Thereafter, the detected data
ot How anvmsly and date sssociated with the dala
K u,kx! Heawy i sl as the souree and destnation
addrosses of the fow formation ceo be stored o the
detevinr database 200,
[0668] moddeic 2643
w aonnalized data packel How slatistical information or
PECOT from the ingul bulfer 20e and W gencrate the
prt*da:tcmw d n“mshnl"l \\.hu_ z\mnmmﬂamh !

Fhe storm prodi

13 Jutd d iy receive

twr is ada phw:l‘.f a«m ted bas&;d on c¢han gmg fre ndb or
pmtxiu of the noomaiied data packet How statistiond infor-
mation recarved by the sworm profiler 284, The changing
trends or profiles of the normadized duts packet! Bow stats.
tieal information, for example, can inclede ohanges fu the
average bandwidih allocated w each of the ooywpuier sys-
ferns 18 doring a pasticutar period of time or changes o the
mnbes of compuier sysems 18 communicating inforaiion
At the same nstzeg of Hme,

[0869]  Fhe bl conteoller 20, which s coupled o both
fhe storm detector 200 and fo the storm profiler 20f, is
adapted 10 veceive the 1 packst flow anomaly from the
storm detector 206, as well as dati associated wih the dala
packet flow anomaly, a5 previcusty described. Afles receive

f]
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ing the dute packet Bow anomady and the associated data

frowst the storm detector, the local controller 200 generstes a
signal or an alort message. The alert messsge can tneide

puimum infermation relsted to the ax 1aly. The pertinent
ed o the anomaty can inchude the charao-
feristies of the ancamady, the somece and desiination of ke
amomaly, the profocsds mvolved and their sub-protocols, the
i iy the anowaly, the
w0 the podk of e
the mapoitude or severity of the
The alert message is conmnunicated Lo the zone
£ 24 d0 enable the zome controller 24 1o furthe
process the alert message and 10 casble the zone conwoller
24 to comrsmmricats the aledt weessage o other Zones U, V, W,
X, Y and £ andior ISP 138 snd 1de

{070}
several types o

SR
predelermined threshold, roming
anomaly,

as well as

In un embodicent, the collector mhes samples of
statii;tif:s Which ave obtzined by the rouler
22, such as J fstion and How-hased skalistics,
Siugle packet xmmi«» pmvide essentidd information abonst
a set of packeis enering 3 forwandiog node or youtee 22
Some of the single packel statistics can include: destination
and souree [P addresses, incoming i

MSGSS THO 8

THI7E]  Flowbased \[:{‘{'«m\ ~H~.1um*

are relsed o e s

fow-hased siatistios 18 gf_

packets that sl have the ristios, such as, seunvee

port, and

addeess, desination address, prz;t‘occ:»l type, source
destistation pord. The Bow-based staistics may be clthor
uni-directional or bidivectionul. Single-packet statistics can
be aggregated to generate a single fow-based statistic. An
xamphe of the stngle Bow-based statistic caw inctode a
shugation, sumber of packets ipcluded over 1 predetermined
duration, mean dytes per packet, elo,

072

Referring further io FIG, 6, the zone controller 34
cogrelatur 2obe conpled W the coblector 20, The
correlainy 2de includes & compinication inter{ace aduplor
2de. The zone controller 24 further woludes an alert message
database 245, whichiis conpled i the coraelator modude 2.
A webr server 24e awd 3 scxipts software 244 are also
defined on the controbier 24

v
4
i

[0073]

The zome controdier 24 is adapted o recsive
v ol aler m s from the colleelor 20, and to
v the aler messages by sgpregatiog the alert messages
based oa the pertinent information relaled to the anomaly, as
described sbove, The zone controller 24 of Zone X, as well
s ofber vagous eontsodiess (oot shown), which aee inclnded
in the other various Zopes U, ¥V, WY and 2 are simnlady
coustructed and arraaged @ the cosroller 24 of Zoae X

‘(N]"Jj Mure peoct the cosvelator 24e Is adapled to
reccive amgd caleg e the alert messages and s peverale 4
meenber of tables mdudm(* the Cate:
The tebles imcluding the calogon
stored 0 the alert message x.i.m FRE] ..4-53, whn.h s
to the oorrelator module 24a. The cormlutor module 24a is
further adapted to compare the alert racssages o determiae
i rends exist Ooe example of a wend can be o plavality of
alert messages thal are raceabde through the compuler
nebwork svsieny 3¢ 10 a pagiculyr canpuier systam 16,

WL
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Another exymgle of trend csn be 3 pluesticy of alest mes-
sages 1t inclade simtlar characteristics.

[0075] Fhe commpnication interface udaples 24e operates
0 provide @ enmmumnication fntaef B external onm-
puice device ML, suel a5 a0 notebook computer, deskeop
compuier, servee o personal digital sssistant (“PLATY. The
soeal coprpating device 38 can be adapted jo tin wetvoeh
pement wterlace w © Mg, such as HP Opea-
4 wvhieh can e obtained fom Hewlett-Packasd
of Palo Abto, Calif The network magagemest vaier
are I i adapted to ioterface with the slert me
2 and w provide 3 graphical user w
Qu the display 288 of the computing device 30,
Thereatter, 3 network sdminmistrator can view vod respond to
the siorl mossages.

[0076]  Alermatively, the porsonst compubing dovice 30
vag inchade 3 convenboml web brosw whick s
:ir‘xihﬂv adapted o interface with the alert message data-

1 oveh server 2de and access hic 244
A praphical nsey o e r‘( } otl the
mplay 30 of the computing device 30, Simular to that
deseribed abiove, the network admintstraior can view and
respond W the abert mess

[0677]  Once the comtrodier has reccived the alort message
from the collector 20, the controller 24 can ..p*\lx -mwml
appronchies 1y brace ibe Po8 atisck back o is origin
tfﬂwltli‘. or distributed comelation. in th't&ltd
1 o ter the eovnpuier network sysien
apedogy is prisws,s,ui wr work Backwards iowards ihc soue
ar origin of the 2208 attack. ]}uemd lrao
that both the router sysie

BACR,

FHRrS 3T Bpsiteasy on 1 pavicular Hok i
atiack packil. With this knowhsdge, wp
showennd can then be quened S iheir participadion i frag-
siting Bhe attack packet. T is wseful o aote 11 at since these
wpstream vowkers are locdking § s patire,
it Is vamch casies to find the attack
packet.

% polated o the

[om]

Tss distributed eorrelation, the controblier 24 com-
3 e bforazstion

related o the Dol ay
at ol hc R iz w2 2}1 ;mi

imung appm I ¥ 1
attack profile s extracted from evELY rouser’s statisties 1o
unwover the giobal path for the DS witack packe.
[0679]  After dotestion and tracing of the X

acket, the controller 24 bincks Do§ attacks as

S attaok
e B0 thwetr

COMPUIET TRetw 1dir, 34D and 14
able Lo cmxitl:nalc 'h\. comfipuration of §
32, 22h andier 23e¢ o filier certain ~.V‘["€.~; of tre
oxing either Ui\mm fltering hardwage {not \humﬂ or
tdlcr;m mechanisans weluded in the routing
custam filterday hardwase can He incrementally
file network. Example |
Control List cntri

Iq(h
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Cison Systerss Cogporstion of San Jose, Calill An
of filering hardware can nclude iternet Proce
which can be p
Sumnyvals, G aht
grained fiHees Ehal will pemoevs mmwntcd DS attacks in
real-titne.

caginplic
r A8,
ation of

DoS attack £ uwpaiu syt B uJ i Znu( Y
of ISP coniputer setwvork 144 to onc cific compiter
systent B of Zone X can be delected, tracked and blocked
by the sysiem 8 of the present hvention.

(008} 1o ibis example, ¢

compuier sysien 17 inelo

alack with spooded sosee

PAP pag

=§3u»lwt Hood dl.mc,\ fog,

compuer system 16, b
mes preds
i soures

cenied by Hie
Hoad 308
SYN-packels are
sensinns. As sach,

: tocation from ihe ium ted mm_pun.-r system 16a by
o the reters address on the TCPAP daw packet (F 16,
7} ﬂ‘ts Tk difficull 1o idenufy 1h¢ sobpce of the teallic
when exnmining foressde data st the fsrgeisd compuier
systern Boa

{082} Referring further to FIG. 7. the specific irajeciory
of the SYN-packe: llood attack Foom the computer svstera 37
of Zone 11 located i the [8P-2 compuier weiwork 145 to
compuier sysivm Boa of Zone X located dn the ISP
cemplaer petwork Bdae is Hlusteried by the oS attaek path
108 The D08 mtack path 100 comemences at the 'lIlp»klﬂ&.
compier system 17 and o xtends throvght the muting syste

224, theough the collector 20c, through the comtroller 241}1
HCHG ’h» mmpu’ummmk 18, ihnmLh m_ tm)“m‘kr ’?4

to the & s_:,\,tu: unnpuiu sy slcm §6~(.

{00831

After the SYN-pachets flow through the rol ning
e 22, the routie stemy 22 penerates ﬁmx statistics
which are cx;mxsm by the collector 20, These §
deseribe the waflic How chamcleristies betwgen computer
i l? [ n.ad\u» md the mmpu»_r rsters 16a
DS atlacky. © attack s
seeted i ih P icd flony & as the CompRice
S i lv hwh numhr ni “ P

fior 1‘1;_ s.‘ﬂ,nir(ﬂitr ’-5 o @
schedules a periotic samplhing of :memaly smti.s es from
coblecior 20, which can be represented by a pair of request
apd feply messages communicated between the collector 26
and the condrofler 24,

f084]  Relvrring spain o FIGLS
fonad attack, the colector 20 ¢
to the SY Nepackets and stores the o
20¢¢, which is lovated ou the culle
normalizes the mcoming Bow-statistics fo form records.” E 1
records are places wio a shared Inhkﬂ The storm detecior
maodute 200 an s the records d table and
detects annmalous ,milw I this exarnple, the storm detecior
208 detocts the patiern of eoords 46 3 SYN-gucket fload
¢ the nurnber of records s a4 predeter-
shold defined on the steey defector 206, The
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storm profier 284 also am ds and based on
this anafysis, the stoom pmhkr 204 adaptively adjuss the
predetermined treshold delined on the storm detenion 208
\dicr detecting the SYN-packet food attack, the storm
or 208 sends an alert message along wit JAHIUEE
fingerotin of e aler) 1 the Jocal controlier 208, The
seal controdler 20F adds anature of the alert to a table
m memory, which represents the ca-gomng loca] ssomalies.
Wien ome of th sl orgeing auomalies reaches a
wwnhmnt ey cl D interest {e.g, a second predeteemined

=

f for module {not
shewn 1o add 8 now anomady 1o the ses of curent-anomalics
that ( measwrss, Thercalter, the snomaly-profiler module
analvids the covotalized S siatistios in buffer 200 that are
ed 1o the anpomaly snd begins to collect long-tenm
statistics about the snomaly. Ferthermone, the anomaly-
profiler places periodic snapsiors of these loag-term statis-
tics into the stonn profiles database 200, which is located o
the collector 200 AL the sarme time, the ksl controller
forwards ihe alert to the eontrofler 24 a5 an alerl message.
The controdier 24 can periodically seguest updated saomaly
information, whick jo th g 3 i 8 BYN-packet
flocd attack, from the local mmrol] or M The local control-
ler 20 can respond by providing the controlior 24 with the
st reeenily collected oog-tenn stalttios related 1o the
anomaly.

[OB85]  As showr e FIG. 6, the speeific opeetion of the
contentier 24 inclides recciving the alert messages, snrmaly
fingerprints and snomaly statistical swmmanes from the
collector 20 at the comclanr e cated on the vontroller
4. Upon recetpr of the alert ruessage feomm coliector 20, the
carsehator 3dg schednies 3 peelodie regrest for updaled
anomaly statisieal summartes. The vorseiator 24 translates
the updated anomaly statistical summaries sad vorselates
s Features wsing ativibuies o the anomaly dngenprint o
system-wide anomalics. These contrsllerspocific
maly statistios are then tansksted o syslr:nww;dc TOp
reseniatinn anomatics, which are subseguentiy stored in the
tabrsc 240,

rel

Iy the SYN-packet Hood based attach cxample, the
Tator 24 foosied on the controder 24 & svupic
auiwork maasgement prodoce] (FSNMPTY slort message to
e network yusaspement interface Mg focated on the pee-
sogul compating device My, This alert messape notifies the
meiwork admind SESURiEY aperatiors as to the
presence of the SYN-packel based Sood attack. Incloded in
this ssape Is the network address, swel as the
Nl resowree jocator al deseribes the
ansnaly's | i
The network
assovtated will
weh Brows
device 30, The heowser 300 can nse hypm wext transfer
protece] FHTTP™) type transter wsing the URL o visualize
the statistios relsted to the SYN-packet based tlood attack,
guch 1o ate ACL and CAR cwiries for remediation of the
SYN-pucket based Hood atlack When the web server 24e
receives the URL from the bvowser 30¢, the web server 2de
mwokes seever-side access soripts 244 which generaies
queres to the database 24 for geae
web page. The petweark sdmini

LY

(JH’EE‘\' QPR

amm a d\.namu. HITML

Mar, 14, 2002

fors cup viow the SYN- ps,ckc[ baxsed flood sitack anomalivs
o1 the web page, which i disgdayed on the display 306 of
the compiting devies 30

0087}

Alibt}\mh nol sk, i 40 ernbodiment, the system
¢, tracking and blocking denial of service
ks can be ku ated on 3 remevible storage medivm. The
eable storage medium can be transported and selec
t \dv loaded ot the wnlisg systeas 22, 226 andior 22e.
s 5 for detes g, Irackiog and hiook-
an be pactally Incated oo the
routin 22 23h sudior 22e and partially located on
other s {oot stown), For examgple, the ool
be lecaied o renting svstom 22 and the collector M can be
located oo rouiing system 22e. Further, zone controller 24
Lan be coslocated with either the collector 20, the enllecior
205, o | 2one conteoller 24 can be located on another server
{nod shavem)

{00881 Having thes described at least ome dlustrative
crobodimnent of the fweention, varions abierations, modifica-
tons snd improvements will readtiy oveur to thoss skilie
the art. Supch alterations, moditicaiions and Imnprovements
mtended fo be within the scope aad spirk of the invens
ot Accordingly, the forepoing descriptinn & by way of
e&amph‘: only and s got inended as Hminng. The toven-
on's [himi s defined only in the Jollowing claims and the
\quu alewds thereto.

ing dea

What s clulmed s

1A system for detecting, tracking snd blocking one or
moere dental of serviee attacks over a competer netwirk, the
system comprising:

i coflector adapted o receive g plurality of dats statisties
{rom the oommputes network and o peocess the plueality
of date stalistics o detect one or maore dats packet Sow
anomafies and to generate a signal represcnting the one
ot moe datn packet fow wmomaties; aud

3 controller coupled io the volloctor b recoive the sigaal;

whergin the controtler & ooastruced and arraaged w

wespond to the sigasl by tacking afivbutes whaed w
e one e mare data packet fow anomalies o @ least
ome sowree, el whersin the o
sird asranged o bloek the one or mors data packe
siromakics,
he system of olaiw 1, wheremn the coflector mchudes
supled to the computer setwork and being adapted
to process (he plerality, of data slatistios o generate at least
ape oo

3. The system of clam 2, wherein the collector furiher
inchides a profiler couplad fo the buller and being adapted
to recetve and process fhe weond fo geoerate & predeter-
rrined threshokl

4. The systern of oladm 3, wherein the profiler moludes
means for aggresating the data statistios to obtain & teaffic
profile of oenvotk fows,

3. The svstem of elatrn 4, wherein the data staisties are
agg tedd based on at deast one wvariant festure of the
petwiork fows,

6. The e of claimt 4, whetein data stabis
apgrepgated basad on temporsl, static network aad dyasmic
POUNDE PRIAtACISEs,

7. The systemt of clamy 5, wheeetn the at Jeast oune
invariam feaivee fncludes sonree and destination endpoints,
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s of claim 3, weherein the collector funher
felndes a detector coupled to the bafler and o the moliler,
he coltectoy being adipted 1o moiive and pricess the reourd
and the prcdtlcrmiﬂtd threshold to detect i attributes asso-
crated wih the teonnd ex Y
representing the one or more data packet Bow apomalics.

9, The system of slum 8, whersin e collector furiher
inclwdes a jocal contralle rwupfcd 0 the defectos amd (o the
profiler aud betng adapied to weeive aud mespond 10 the o
ar more data packet ow anontalics by geaerating the sigoal
represcrting the oge of more dats packet Oowe ancmalies

1 e herein the detector includ

rase for storing Ih». at ft- 1 e record, predelarmiged

thieshold, the ope or more data packet How apowalies, and
related infosmeion,

1L The system of elatm 10, whereln the profiler ncludes
a database for rigy o plucality of data packet flow profifes
aned e }.m rr'n'd\‘iuix.

p‘x\l‘r( fla
13 The

> Systers ui‘ cia 12, whcrt 'vx the fiitcring mechi-
nisn brcludes a plurality of rate Hmiltng eniries.
15, The system of chadm 1, Whmm’n 1hc cm‘;r fer tneludes
- sd’mmd i)
(= 3 Lﬂg
thie oue o8 more data fes and 1o generale
an anomaly table weluding the afteibutes related to the one
or more data packet fHow anovaalies,

16. The system of clone 15, wherein the corchuon
elwdes & dats for stortug the anomaly table.

17 The et of elaim ‘hereir the correlator further
nclides an adapter hat I8 consimcted and areanged o
commupcaie the suomaly table 1o 3 compiling device for
{uodhes processing.

18 The system of claim 16, wherein the controller funther
wie e

s

& web server; ad

awccesa serpis that conpevate wih the web sepver to eoable
e compiing de he database defined on
the comtroler to view the snumaly table.

1% A system cowigs

SR
at least o9¢ rovting systeny

a plurality of coraputer svstems coupled to the routing
systent; ad

ing ove or more dedisl of service attschs
to ihe plecality of computer systems
b OaR munnﬂ syslent.

mca s for dele
coemsacat
aver he al le

to the Nb alm vwi mmpuw aysls’:ms over the 2l feast
OTE KO uim sy

A
h‘msking the one or more demal of service attacks comm-
nicated to the plerality of computer systems over the at feas
Ot FOUHBY S sk

22, The s tam 2§, wherein the means for
g includes 3 means for eollecting a plocality of data
statistics from the at feast ooe wouting sysien.

Mar, 14, 2002

The svstem of claim 22, wheretn the reeans for
detecting further inchules a means for processing the pha-
eality of data stalistics one or move dals packet Sow
anomakies

24, The system of claim wherein the raeans fy
detecting Further inctudes o means of generating s plurality
of sianals representing the one o wore data packet fow
atemakion,

25 The system of claim 24, wivrein the means for
tracking inchudes 1 meaas for receiving snd responding to
the: pleralily of signals by racking attiibies velated to the
one or more data packet flow anomalivs to ab least oo
SCUTCE.

"
23,

26, The systenn of olsim 19, fuvther eluding 2 mesns fu
sl sHeating the ome or more dental of service ate i

¢ for i’ur"’ ‘11':1' ‘3!(\{.‘4:'\‘*{11\’

A COR wziirl\"

27 A methe
more denial of serv avar a L.umpmcr ncxwurk, the
SVGIER LOITISIRE e sieps ol

colicenng 1 plurality of dats statistios from the compuies
aeEtwock;

processing the plurality of deta stalistios to deteet one ox
mere date packet How anornalics;

gtﬁl'lﬂf:if"i!"‘
erore d:

a pluvality of signals representing fhe one o
packet How ancmal and

reeeiving aad responding o the pluradite of sigpals by
fracking stiribiies elated 0 the one of wore data
packet fow anomuakies m ab Wast oo s,

28. The method of claim 27, fusther incleding the step of

ceking the one or move dala pad\x Howw anomalios in close

sroximity to the at leg S
29, The method of ¢ 28, wherein the step of collectiog

the plurality of dala statistics fnchdes:

buffering the plurality of data statist
processing the plaralify of dila siatistics t gonerate 3t
feast one recorid; and

receiving and profiling the at least one record 10 generate

a predutermined threshold.
30 The method of claim 2%, wherela the step of wollecting
the plivality of dis statistics fuether inchudes;

at least o vecord
ciing the

diteating i abtributes related o the
exceed ke predetenmined e
aue o wove data packet ow anom
3L The method of claim 30, whe :
the plurality of dats statistics Ruther tochwdes:

cesponeding feoally to he one o mors dsfa packe

snomalics by gencrating the pherality of signals mpfc,—
seniing the one or mose data r:‘»;‘kot flowr anomadios.

¥ The method of ¢laim 27, whorein the step of receiving

and respomdiag b tie pheslity of signals meludes:

correlating the phueality of sipnals reproseniing the one or
nore data packel How ansmalies; and

including the aitribides
packe iﬂu\\ anvnralics,
teprof receiving
.md rupobd ng to the p]umhl ) ber includiss the
\kp & mm;‘wnm&t\nﬂ thL an»mmi} table 10 3 eonpuiing

tabie
aivd fo the wae or msore dat

HEACTR !H“-‘ &P ANy f‘u‘

;t
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LS 7

OVERLAY NETWORK FOR TRACKING

DENIAL-OF-SERVICE FLOODS
UNRELIABLE DATAGRAM DELIVERY
NETWORKS

CRGROUND OF T

{. Field of the Invention
This vention relates o dats commummics

{ z\t.uxxmn of she ! 5
gh{:immulmi gmwth of the nteraat has presested
ce Providers (80s) with the conthoog) chal-
ding to the millions of wsers” demand for
be aovess o thix plobal resource,
tve [ maiaiaing 8
mpetitive market. o

aned heir cosiomers
ket Rood

Jatertet
fenpe of re
rictiable, fast and dependat
Rasfving these demands s impe
competiive edge in an intensely
further intensify this n_hd][r.hLL i8Ps
{reguenily awe mtm\s of varions types of pa
atiacks that x wely impacts service availabili

Packet flood @ Lu.}\z. are a type of denisl-ofservice (Dos)
attack. A Do% attack is inithated by ag attacker to debiherately
mterfore or disrupt & subscribec’s datagram delivery
A packet B Hood mtm.k differs from osher types of dental-of-
service attacks in that 4 food attack requives

rapid ransmdssion of packets 10 the victin i order o he
§ CONRES-

effective. The food attack overshels the victin
fion and consumes precions handwidth on the
rrae networks. Exanples of ef ood sttncks s g
Lineliahle Datogram Delivery Service Networks utilizing 1[I
{Inernet Protoc uh ms. lude FOME (Insernet Control l\I\‘bBJ}_L
Protocol} food, for Directed Broade
e HOMP Flood h aele” for Duvented Broad
{Iiser Datagran: Proteeol) Eoho Pleed), and 1€
mission. Comtrol Proteenl) ST focd. These aiacks effes
tively prevent the subsenb cossttg the Tnfernet: in
some circomstapees, the effe B XHAY Canse
a m hiest o freeze, thereby reguiring o svstem reboot. I
addition 1o being a nuisance, 3 system freere can resnlt in
fost of date 1f precastions were ot whken in advance.
Because of the severe and direct impact # has on its
subscribers, an ISP needs an effective mecharisa 1o prevent
of ke these Do8 attacks,

Like many other types of o8 aitacks, the attacker tan
forge the smuee address of the flood packets withowt redie-
iy the effectiveness of the st nding the senrce of
forged datagrams in a large, high-specd, unreliable datagram
¢ oservice network s diffieult when ¢

E Tt

e
g desisions are not meim‘ui aost sufficion capa-

WSk I“u L\h«pe

eIty ket ~mplun eas
Vplwilv in thh case, nob enpugh of

‘ g he
packet forwarding Bagnosties I]‘lm' are requimd. ¢ deterniine
the source. Recause ihe sOUFCS addresses of ihe attack
pcmkct\ are almiest shwa
niine Eia», riwe ()]'lk_‘ll'i 0

\ugh almm i\s @ usult_ mmkm.z

uma;fy dﬁhush or 1r111’.~\,.s.~,1.)h_‘ i npm-urm {}mt et these
erteria,

FIG. 9 shows a conwentiona! high-speed petwor of an
{nfernet Service Provider. An (838 petwork 961 includes 3
namber of routers, of which edge routers 903, 905, 907, and
M9 are shown, To access the Intered 913, por station 911
initistes @ communications session with the 18P network
G0, To transmit packeis to the nfemet 913, user sintion 811

geperstes the datagrams, which enter the ISP netwod 961
L11m1~xh edge router 905, These packets are then forwarded

constant and 2

verd, 1t 1% nop-trivial o detisr- S5

L

nn

[
U

o

w2

"
¥

a8

062,782 Bl

2
theough one or more wagsit rovters {not shown) within he
ISP netwark 991, oitimeatehy teaching sdge ruter 997, which
in mrn foowaeds the puekets 1o the Juernet 913,

Assmve govw that user siation 918 wants 0 prevent user
station Y11 from accessing the Internet 913, the sttacking
user stakon 413, for example. can lawach a Do flond wisek
soch as & SMURE antack. In the rode of attacker, user station
{or host) 915 tmmmits a large amount of TOMIPP echo (PING)
ted browdeast sddrosses of previously
ed dmo!m Jon suebaets 33 the destivaiion, ia which
er *)35 hax a spoofed source address of the user
station 9EL which o s case is the victim. Accordingly, alt
of the hosts conaected to the amplification subuets (whick
conid be connected o the ISP network 941 or the Internet
913) will reply to the ICMP echo requests. A brge public
nelwork soek o the lnderoe! sesves an encroous mawber of
hests and it is trivial o tind suficient amplification spbnets
capable of cverwhelming most victims, It is partienlardy
trivial ¢ overwhelm the conection of a typiead subseriber,
whe bas » 56 kbps awdom. The only recousse that the
subseriber on wer staton 931 kas Is to notify the 18P of the
sapviee dismption.

As seen m FIGL 9, an atacker 917 may reside within
another network., User station 917 can inmitiate a lood attack
through an external network 419, which is connected w ISP
aalwork 981 vig ede ouler 9603 mal network 919 may
belong to another I‘;Pj whtich bas @ conuestion to the nternet
Y13 (ot shown). Under this clrcomstancs, ISP of network
907 after sokiing the source of the stiack W the extarnal
network 919 simply motifies the sdmimisnatr of externat
network 919 that one of iis subseribers s initiating o packet
flood attack,

In recogmtion of this peobleny, (8P have developed
varions solations o chminate o mitigale the damuging
effiects ol Ded Bood wiacks. One approach is o equip every
router within the I8 vetwork NIl which includes fragsit
engters (ot shown} and edge routers B3, YOS, 947 and S0,
with an input debugging feanue to trace the source of the
flond attacks to & particulsr edge rowter that is associated
with the DoS atack. To perfenm this tracing, persomned
within the ISP manually performs hop-bv-hop iracking to

¢ ves g5 an dngress 1o the food
[+ in this case s edge rowier 9993 One drawhack.
AP ~m i the Bt fhat every rowter, both wawsll
guirad to have the inme debun
feahre, “which umu!s considemble expense. Forther,
fransit romers do not support this feature, as their maln
purpose is to forward packeis at ap extromely high rate:
consequently, new hamdware and software may need o be
developed, thereby potentially delaving m‘p[emc fifation of
the d}'!l’ﬂ")‘“’ldit.‘ securly measures, Hardware and software
developiren, in i, Ry reguire adopting proptctary
standards, and thus, nay erease the complexdly of the
network because of interoperabilily isspes, for example.
Ancther drawback stems from the faet tha the hop-by-hop
tracking is performed manvaily, potestiafly locating the
attacker after signiticant damage has already vcoered. Ia
other words, the Hood attack may be over by the time the ISP
is absle to address the attack. Yot another duenback s that
legrtinsale traffic could be hupeded becanse mpat debugping
& performed on the core network.

Based on ihe foregoing, there is a clear nead for inproved
approaches for tracking Do flond attacks.

There is alse a need to limit the mumber aad conyplexity
of features that ave required on rowters.

Ther {s also o need 0 mdoimize opecational rikks o the
nehwork,
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re 18 also o peed fo expedie the deplovmemt of
sechrily measures against DoS attacks by using existing
Trdware and seltware
There s & forther need o identify the sonre of the Do8
floods wiihum interrupting the flow of legiimate trafhe.
Basedd on 2 need o deploy countermessures ggaiast Do
attacks, sn approsch for tracking down e edge
router associated with the DoB atiack using existing hard-
ware and software infrastrucinre is highly desizeble.

SUMMARY QF THE INVENTION
According W oue aspeet of the Juvention, & method is
provided for imdxm,u denial-ofserviee (D08} flocds, Thu
method comprises rerouting a Bood aitack fo a
ragter. The wacking souter fomis an overlay trac

g net-
work with respect e an CEOSS edge rowter. The method also

wichudes identifying i ingress evdge outer that forsarded
e DeS flood attack datagrac. 1 tider imwpp cle, the cost
and deplovioent tise for introducing
mechanan 1o counterset dental-ofsservive Hood aitacks 1
miginized.

According tv ancther aspect of the nvention, » conuny-
nication sysiem for tecking denial-of-se

rvice floods com-

pERses a plnm fty of edge routers, which include an byress 2

wd s egr ronter. Bach of the edye
rteed T perfora seomifs dingaistie st~
thons, 16 part, o identify a DoS food an: ack data aram. The
wigress edge router s assecited with & source of the Do8
Horodd atinel datngram. A tracking rowter, which is adjacent
o the eeress odge rovter, perfyms seowity disgnostic
fupctions. The ingress edge router remwites the oS flood
attack deaagram to the tracking rovter a8 (o permil idemif-
cation of the ingress edge router. The tracking rovter foros
an overlay tracking
adge routers. {he above
nrizes pelwek complas
cols and equipment.

I vet another aspect of the nvention. a computer-read-
able medium camryving one or mose sequenees of pne or e
instractions for wacking denial-of service foods. The one or
nore sequetices of ofe or nwore instracBous inelide instoe-
iops whick, when execnted by Ome o more processors,
camse the one of more prCessors 1 pe fm’m the %t“}w (‘f

adge rouier ¢
rotiers i con

areangemen advaniagecnsly mini-
ity by utilizing standardized proto-

: & prm fous hn;\ roter associted
Wiih ﬂw Dos ﬂcm& aftm:lu &ihgmm tir uitimately locate an

D03 flond artack withowt internpting the fhew of lepitinate
teaffic.

BRIEF DESCRIPTION OF THE DRAWNGS

A more complete appreciation of the nvention and many
of the attendant advantages thereof will be readify obtained
- sanne becomes betior understoad by reference to the
winy stetailed deserpiion when coosidered m connee-

fth the sccompanying drawiags, wheein:
v a disgram of aq oveday racking setwork in
accordance with an embodiowent of the present mvention;

FIG. 2 4s a How diagram of the hop-by-hop jnpwt debog-
ging operation as performed by the system of FIG, 1;

is a disgram of the {rackiap routers in o fully
giration, according te one embodinent of the
present ivention;

y network with respoet o the plavality of
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FIG. 4 15 & diagram of the racking routers in a two-levet
hierarchical araugemient, acconding © one embodimens of
the present invention;

FIG. 5 3 o dageam of an ovedlay trcking petwork
utibizing two tracking roviers, in accordance with one
embodiment of the prosant vemicn.

FIG & is a dingraan of the tracking rogfers communicating
ng I (Internel Protocol} mnn‘hng according o the
ystem of FIG, §,

FIG. 7 ciagram of the (P uanel between a tracking
ronter and au edge ronter sccording 1o the system of FI(G, §;

FIG. 8 iy o block dizgram of an exemplay architectare of
g genenal rotter whilized n the svstem of FHY &) and

FIG. % s a diagramt of a conventional approach io
addregsing denial-ofservice {DoX) fload sttacks.

usi

BESCRIPTION OF PREFERBED
I-,MB():}.{M SNTS

H-I

In the following deseription, for the purposes of expla-
natiom, specific details are set focth i order fo provide a
L 1k will be

thomugh understanding of the lnverion. Hev
apparent thel the nvention oy be practic
specific details. In some instances. well-known structures
md i{u\'lt e84 'iemuc.d n blmk du f.:rem for i ordet o

The preses tmemm puwn\ ,ndhml }e mhﬂi n for the
i;w of oS flond attacks ing hardwame am
rstevetimee, AL oy
of 1P {Internet Protocol) twnnels, is created 1o u.leunvely
rerouie food attack dategrams directly {rom edge routers ©
tracking rovters. i is recogrized that the wonels may be

preated, in geneml, over sy wrweliable datagram delivery
STrViee prot ek, The edge rowers and the tracking rouwters
nirstic fraruees 1o pedfors,
1, taput debugging. The teack-
ing rovters determine the ingress edge rosier by ebserving
which tinne] the dategrams arrive oo These dalagems gy
fhen Se examined and dropped or forwarded to the appy
prigie egress point, This approach simplifies the process of
determining the ingress adjscency of a flood sttack while
bypasshng soy equipuent, wiiel may be ncapahle of per
formmg the aecessary dinguossic fimetions.

Although the present invention is discussed wi
1o anintemet Potocol (P netwark, @ kh:)ukdbe ammn
that woe of srdinacy skill in the art would recu; i the
present invention has applicability to other communteation
protoents.

FIG. 15

many di
FouteTs p‘!uj,- i ﬁm ﬂfdlf)l.. datw m\ or pru, l(wi’a \w{hm ﬂw
network 101, The form “datsgram® is used hersin inter-
changeably with “packet” @ unit of information
that contains delivery nformation {e.g., destination address )
to permil forwarding through @ packet switchad nebwork. As
showvn, ISF metwork 101 serves subscribers 103 and 105,
Subsertber 103, i ihis exawple, assnnes the refe of an
atincker, which introduees packet flood atizcks that are
destined for subsortber 108 to (8P petwork 103, As a
ienl of the DoX oo ‘ci .1‘mck datagrams. \uhwnhm 1(!‘1
assomes the role of . Buoth the attacker 303 and the
victim 165 can be indiudua! hosts, end systems, or other
aciworks {such as another I8P 1i should be noted that
FNHE s s Bocd atiacks 10 4 single
vietim or multiple victhns, For explanslory puposes, a
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aoyictien 185 are shinwa. Tn shis
y deny service to victin 163
et food attecks throngh »
)v\te,m of outers witbin network £01 fo vietim 195, thereby
saturating the connection 147 nt victim 105
n e svatom of FRL T, two basie classifeations of
ackbone mutu's. MJ, are routers within the
15P network 181: snd external rowters. which are rousers
3 wit o part of the ISP aetwork 104, Thet is, external
{ued shownd belong 10 8 subseriber or another 18P

Hackbone routers 125 are thrther classified according
o their adiacency. Edge rovters 119, 11F, 113, and €15 are

Backbione ronters that are adiacent ty One o tove exfemst
routers. n addition, transi routers 117, 119, 121, and 123 axc

backbone routers that sre adjscent only 1 other backbone 1
ringers. Acoording o the present invention, another fype of

hackbonie router is defined
racking rover 125 is Iopically adjacent 1 edge rotters and
other iracking routers (oot shewn).

At this potad, the teominology with respect 1o adja
wiroducad to better undersiond the present nventi
adfaceney bebwean & iracking muier 128 and an edp
109, 113, 113 and 135, or a teacking rowter 125 dlld d!}L‘iht‘Y
wacking sower (not shownd, is called a tracking adjacency.
In the example of FIG. 1, an I8P network B0 is assumed
recetyve attacks ouside the pebwerk 101 in which the sttacks
ave targeted at a victim 105 that 1 ontside the nebwork 101,
Therefore, the malicions packets that comprise the flood
ait <1d\ e tmnsmmcﬁi across the eds the petwork al g

a frackig router 12150 A

mum* Lmd an Lucma] reRier. Ih:: muuﬁ\ cdg‘ 10 ue" i3
hereftre the edge ronter that has the ingress edge »ld]dﬂ.tl)b&.
which o this example s edge wuter 133, 11
router is the edge router that Tras the eress ed
ichi, i this scensrio, bs edge rovter 109,
Subseriber HI3, as fmanches De8 foad altacks
using bogts source addresses so that victim B85S cannot
detect the orginator of the DuS food aitack datsgrams
simply by nspeenng the recstved datagrams. The victim 165
experiences an | iy 10 receive legiimate datagrams
from, and pﬁ%ihiv teansit theough m\ cotpection $07,
Further, as indleated previsisly, victim 108 my e raquired
1o reboot, sssnraing the vickar 105 33 a bost computern
Victim 185 communicates its service disruption to the 1SR
which must restore service by locating the attacker 163 and
n.‘dln)ﬁlbk. the bogus paflic away Trom the victim 108,
he ISP network 101 identifies

ap attack signatime

attack lannched by 103, Anack signangs refers 1o soume
pattent that csn be wsed o help distngoish walickus

packets Feorn normsl tradBe. AL the very feast, an atisck
signature is detined by the 1P address or address range of the
viciim 105, which s beiny attacked.

Iy the system of FI(G 1, tracking router 25 forms an
overiyy metwork with edge routers 105& 111, 113, and 1S 50
rack down the ingeess cdge monter that s responsible for
forwarding the packet Hood atiacks into ISP neteork 101
Acenrding fo one emnbodirnent of the present ipvemion, edge
rinaters 199, TH, 13 and 115 a5 well as the tmeXing reer
125 perform input debugging. Inpwt debuggiog vefers to the
diagnestic features that determine the adjscency that erigi-
mated a oS food atteck datagram swiching an attack
stgniture on an mdividual rovler. Hssentially, nput debug-
ging reveals the previous bop alosg the data path of the DoS
flood attack datagrams, A tracking hop is defined as one

w2

softhe s

L
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s
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vsage of nput debuggeing on g paricelar rovter. The nomber

of tmcking bops s expressed i terws of the maximeam bop
diameter of the backbope natwork 10X () and the hop

diameter of the cverlay tracking network (d). The wse of

input debogging nan overlsy tracking neterork provide:
ability for an ISP expediontly determine the ingess odge
ropter.

The Haks 127 betweer tracking router 125 and the
wuters 109, .i.l.}, EE3 snd XIS aee lopical P tuneels, se
g o anebodinent oi'the prasest rnventon. Alternatively,
the Hoks 127 way T Uihlg viri:mi:!
conpectios {¢.

i et} comRections may be over any }o“ 5y
laver {n~ \) pmmwi IP nmwels 127 {shown as bold Hoes)
are created cver an existing I network 101, Because iF is
supporled by alf edge ronters 109, 10E, W3, and 115, e [P
tunnels are isolated from any underlying  infrastracture
change of network 10E. This advantageirusty reduces com-
plexity of the overay iraching vehwork, as well a3 evhance
speed of deployment.

Eipon creation of the overlay tracking network, a method
knirwn as hop-by-hop trackis employed fo ds e the
ingress edge router that ortginated the Do flond attack
datagran. Hop-by-hop tracking involves recorsively using
the input debugging feabure within edge routers 109, HI.
13, andd 115 as well as tackiag renter 128 to ddontify the
i edge adjscency. Tlis approsch is Bavther de arilint i
Y 2, helow.

g U .2 qh(wws il 'Elms' di'm‘

W n't" :hc hup by~ h(!p 'mw;t

m\ts» s)ﬂ\ of H(J, 1. ITc.m\ 19 mch uLi,LGL mutu lﬂ.‘). i11. £13.
and 115 s squipped with ssowrity diagnostic functions, thess
wonters BE9, 1EE, 113, and TES can adentily 308 Hood attack
datagrams based upon the sttack signature. Turaing back w
ihe exsiaple i FIG L ozross odge rowser HY s determined
based ou detection of & 138 attach {which may be performed
by the viet:n or teols eraploved by the network provider)
egressing thromgh that roter, per step 201, Al edge ronters,
with the exception of the egress edge rowmier, revoute all
packers destised Jor the victin droug h the overlay neiwoerk
m the egress edge router due o a d}xnrm(. routing update,
The egress edpe ronter specifically does not recarve s
update, fgnores the spdate, or oflerwise does ned honor the
upadate, The resnlt of this {5 that alt packets recetved by edge
ronters HL $13, 118 destined for the victim 105 are rowted
theough the fracking router 323 0 the cgrosy odge mouter
109
Thereatter, hop-by-hop trackmg is then used, starting with
the teacking rowter closest 1 the viciim 195, wi nnh will
alwavs he h)égm Ity :1({]3(.6.11: B the egness Ldm voniter 0%,
In the gvstem ¢ . 1, becansa { 8 ma.km.z
roRter, twe feraio hup=‘m Lop frackit pecforued.
In step 208, the current tracking router, which iy tmckmn
router 128 in this example, chooks all the tunsels 127, \U(l
tracking ronter 125 determines whether a DoS ﬂfmd attack
catagram exists on any ofthe 127, as o step 207, [Fno attack
is {demified from any of the umd\ 127, then the anack is
originated from the ceress edge rowtey 109, In this rare case,
the ingress edge rofter 1s the same a5 the egress edge wuter
Input debogging 1s then performed, 2y in step 209, on the
uluc rouler 109 fo find the sesrce of the DeS flond attack
ramst this wold be another extermal adjacency (not
~hmwn i]uwuu i step 207 determines that the Dol flosd
attack datagrsm is wriginating from one of the nmnels, the
corresponihing adiscency is identified as the sousce, per step
IH Instep 213, the alpacens edge ronter as

.
soctatedd with the
identified adiscency becomes the cuwrrest router for the
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preposes of the hop-by-top tracking scheme. Accordingly,
step 205 and subseguent steps are repealed as many tmes as
necessary untll the émgn‘:ss edge ronter 13 is !x)cami.

The above method o

arl wondd recopnize that an mmck Trom iy E‘tép ¢ SOUrCRS Can
bv i1 scI\ I minL the EIbDVL method, Where BICE
adjace: . eanch adjacene 1
u.pamid p() 36 3} ;'mm el untid nml\mk ij. ‘m(u;e 1-
cies ane ddeptiied. Buch o capabilite is pseful since multiple
souree aitacks sre coramon, That is, atiackers often collabo-
rate 10 disrapt the service of & single victm especially when
cach individual attacker lacks the resources to launch an
effeciive atiack,

The embodiment of ¥ 1 invelves o single tracking
reater 128 participating i the overkay iracking network The
overiay network can scale (f the number of edge rogers
targer then the ammder of tacking adjacencies then a ¢
renter can service. {n other words, if s wu,lotrnk\uw 1
cannat support sefficient sumber of wa
{e l ? hmm‘is Dewder Gatewsy Protocol (HGP) 5
necessary to mandain a particalar nune
ber of mjjzm:m.lu}. then multiple routers sre necessary.
Afthougl BGP is discussed hercin, mne of erdinary skifl in
e set would recoguize
amabing profocol way be wsed, PG 3

sk
£ k : teacking
JERETS had confignration. In FIG. 3, taasit
ringers 137, . "I 1) are got show o
simplify the disgram. The overlay teacking network includes
two additionad tracking route T and 303, which pos
1 me fimeBonalitieos as teacking rovter 125 The
fevel fidl mesh configueation of lmd\m-$ rowlers 125, ml
and 303 are imsreomtectad vig 1P wnnels shown as bold
iines) 308 gy ave the links w the edge routers 109, 113, 13,
and 118,

For a single lovel nervork of tracking rowters, assuiming
each tracking router cun handhe C tm\kmﬂ q
the s

$ &

Ny is the munber of edge ronters presentan the network 101,
Thus, the muenber of tracking ronters ereases at the rate of
3y uniil a usefnl manimom of {{C-132] is reached.

In the shernpative so the full mesh overlay netwirk of FIG.
3, FIG. 4 shows an overlay tracking netwark with tracking
rowers eil i two )
ringer 403 {5 inroduced @ 4 second level in the lierarchy.
‘The overlay tracking nebwork ineludes tracking roueer 128 in
cormmunication with. tracking mwer 3, which is ot the
bigher Meravchival level. Tracking rowters 407 and 405 are
algn connected to tracking rovter 483, Tracking rowters 128,
HE and $05 are &t the same Blemrehioal level and directiy

atiach fo edge rooters 109, 111, 113 and 115, as shown i

FIG. 4. Under this topology, approximately
betsween tracking routers and ather tracking rowters ave
substitnted with N —1 adjacencies 1 a single second level
tracking router 493 “This increwses the diameter of the
overiay tracking netwink wdcittonal hop, awd frees up
approxiuaiely N3 =N . adjacencies. This topology bs desir-
able whes the network 101 grows at a pace {asier than the
wacking rowters” adiacency capacity and NC is reaching Rs
i, The @ sca awity ol ench lracking
rauler, . can be ealealated aceording o egnation {21

C adjacencies

e

e

o

g 423

cking adjacencies

thgt any iter-adiintstrative-domain
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FIG. § shows an overlay teaeking network with, tvo
tracking rowters. according o an embodiment of the present
invetion. Axn I8P petwork $08 inchudes two gatoaommous
systems (AS) 581 and 503, which essentially separate the
tracking ronters 548 and 507 from the rest of the backbom:
routers $09-833 p tenns of dyaamic routing poliov. Aa
autenomos system is ¢ grouping of rovtess thar operate
under the same adminisivaiive domain. Basically, each
deanain kuowledge of the ad ed 10
the other dowsug, and of ﬂ\; maney W Emh i
dugnaite accepts packets. Fach administeative domain
enfirce an wlabo mu, aceess sod m tribmate mohifice
hests it il reteives
{lowever, cach domain is not aware of how the pac
internally routed in the other domain.

Az shown in Pl § AR SOT ne hade tracking roaters S8
and 507, while AS 303 includes edge rovters 509, 511, 513,
and S15 an well as transie routers S17, 519, 531 and 323,
which {obow a two-leve] Merarchy. Transtt routers £19 and
521 reprosent the top leved i the transtt rovter hierarchy, atd
trangdt rovters SFT and 523 are at the bottom level of the

rets are

hierarchy. The iracking rnters 308 and 807 are wnne"ued 5]
thie vop level transit rowters 819 and S21, respectively, An 1P
tuanel 525 exists between the two imtkmg_, TINHETS :-0:'9 and

507, Tracking rowter 508 commnnicates over 1P tunne] §27
with edge router $11 and communicates with edge router
S8 via TP tennel 529, The remaining sdge rovfers 313 aad
15 are linked to tracking router 307 via 1P timuaels 8§33 and
337, respectively. 1o this mnoer, all odge rowtees 509, 811,
513 aud 515 are reachable from coach other through the
overlay tracking network, which is created, in pari, by
tracking roufers 305 and $07. A vietim 838 is linked o edge
woter 315,

Unee wnels 528, 527, 529, §31, wid 333 gre built, w
Truerior Gawway Protocel (IGE sueh @ 3 {Irdere-
daate Byster-to-Intermediate sl cistributes Hnk-state
inforaation abot the tensels S28, 527, 820, 531, and 33,
The 18-S intradomala routing cxah,mg : preto ol is an 15O
wnal Urganization for Standardization) standsed,
Becuuse tracking rovters 508 and 507 we on a

ifferent avlononious system than edge rovters 509, 511,513
apd 815, fracking routers 505 and 867 wiive BGP o
snoRiee rowes to the edge mulers 309, 511, 513 and 515,
eGP pro&sd s loop-tree mtwéumcnn mnting between A8
&01 and i is defined 0 1t {Intemet B
neerbag oree) RFC 1774, which s incomporated h\:
reference herein in its ermtirety. Within the same AS, the
routers run intermnsd BGP (TGP, while routers of different
aulonoous systems ma oxerpal BGP (RGP, Ope of
erdinary skill in the art woukd recoguize that a by of
other ronting prodocols (e, ISISY may be i
Bzed, other thaa EBGE. (BGE rosters (u: povties within the
same AS) use Joop back intertices 10 eliminate s depen-
deney thet arises when an 1P address of o physical interface
w sl o configuee B0 That 13, the bop hack: inferface is
gsed s that BOGP does not have to rely on the svadlability of
a particular interfuce for establshimg 1 { Pransmission
Comtrol Protocel} connections. BGP spe s TOP as the
trapsport ayer protocol for the transmission of routing
information hetween peer roplers, Such outkang wfonus
notude mumbers reflecting o path 1o the destination
network. Based upon this roming information, BUGP con-
struets & oop free map of the auonomous systems 501 and
503,

In ihis example. a siatic rovie with a destinstion of the
egress edpe ronter S15 1 added oo the acking romer they
is closest o the victim 535, which i this case s fracking

i
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rogter 307, The static rowte i3 then
overiay tracking serworks BOP, which is advegtised w adl
tracking ronters as well as 10 all edge rovters $09, 31, 513
and 815, To prevent the routlng loop, o stasie ronte with 2
destination of the appropriate next-hop extemal router lm
he victim $33 s added on the egress edge rower 31
stafte yonte on the egress wdge muier 515 whes pre
over the rowte from ihie overlay tracking network. causing
the edge router S15 to continue routing raflic to the victm

vedistributed into the

335, With ihe static rovies in place,  new path s created 10

trosgh the overlay fracking network bop-by-hop  inpe
debuﬂ -e;ing i@ then applicd begianiag with the tracking rowmer
vthe victim 538 o find the attacker.

{‘ if.r. 6 nlumalcs the Interconnection between two track-
g routers wsing IP funneling in se icis with an entbodi-
rient of the pregent vention, It s nofed that if 3 wacking
ropter lesrns that o funnel s ternrnation address s reachable
throvgh the tanel 525 Bselfl then the funnel 525 collapses
and becories nseless. To preveat collapse of mane) 828, it 1
neceasary 1o Srsure Hut oo el feorination adds
be announced through she tunael 525, Thos, according o an
exemplary embe peoach 18 W0 cumber tunnel
lernination ntert a distinet range of aidresses,
cabied the tunnel termination address space, using s range

o flter the routity asnouncemenis. {n addivion, traffic that =

shontd be on the overlay racking network ame to be rovted
directhy out of 3 !mukmg wowter’s phyvsi
For this reason. faanel sm&rm&\
disti hdress range (le.,
which the least specific pn.iﬁ( for this address block are
routed to a “black hole”™ interface to prevent matching o
default rovte. (nce the address ranges are defined, tonnel
apferfaces never annesmee or seept prelixes from the tunuel
lernyination addres 2. Farther, the physical inter{aces of

cal interface,
mpnbered out of a8
ee sddress spacel in

3y

P
he frackiog rowors SOF aod $O7 never annonaee o geeept 33

prefixes that are padt of the tonnel inte - address space.
Aceordivgly, tunoels are prevented from collapsing by con-
figuring the rowe annouscement fibtering ta the meme
described above.

As shown in FIG. 6, trucking rowter 595 has an overay
fvop back interfsce 601 and a primary loop back interface
603 Similarly, ir.ad\‘mi.. rotfer 507 has at overlay looy back
witerfice 687 and 4 primary foop back hierface 605, Ju both
3, she m‘arlav }nop ’Wack nterfaces are used wsiesd of
J The avertay loop back
miums pnn uiu th: WERF~ hn;i sdmtm on the everday track
ing network. The primary ooy back addresses provide the
1'1231‘~lmp idm}tit}‘ of th»'.-‘. ba{;klmm«:: network within AS 03,
} ap backs 663
,mb 6{;5 a4 u Tination pom‘t Reachabifity for the overtay
extahlished e tonnel 328, which 18 at
i bility for the overlay loop badks s
Lhtdhhh jed h\\ rupeing 1518,

Onee the iracking routers 805 and 507 of AS 501 hecome
aware of each ofhers overdsy foop
and S07 estabiish RGP sessions with each other over tunnel
323 ysing the overlay oep backs, Tt should be noted dun
o5 hot annownee any Mlormadion sbowt the poi-
mary }t\"') backs 603 and 603, therehy preventing collapse
of tnael 825, Farther, IBGP iz prevented from sunounaing
these primaxy Bop backs 603 and 683 by filtering the

fress block that all primary oop backs 603 and 603 ave
mumbered cut of. I addition, IS--I8 is contigured to sinply
not know shout the primery loop backs 603 and 603,

FIG. 7 shows a tunnel comection between @ irscking
rontter sod an edge ronter, accerding tr an ewbodinan ot the
present investion, After the tacking rowters 505 and SU7 are

5 thisse awiers S85% 55

a2

o

s
-

"
¥

a8

=
P
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fuily comnecied with muanels, cacl edge router (of which
ondy edge rowter $69 s shown) is Hike d fo & trackisg router
using I uenels. Stmidlar o the interconpection between
tracking rovters S05 and 507, puware lvop backs ave used
as tem‘mdtmﬂ points for the menels, Edge romter 569 has ¢
Tay loop back T &z well as o primary loop back 703,
For the edge routers, reactability for the cverlay loop backs
is esiablished vsing siatic routes. Once the ml.rh’ fooy
b we known, EBGP sessions are ostablished between,
edge router 509 and tracking router S5 via overkay Joop
backs 681 and 7H1 & stelic ronfe also exists belwees
racking ronter 308 and edge vomer ~09 vin primary oop
hacks #83 awd M. The overlay tocking network does nat
ept any routes thal are announced from an edge outer:
however, edge routers avvept any roules from the overlay
traeking networl, serting fhe Yooa preference igh © force
the rowte through the overlay tracking network,

It shiondd be noted that osher methods of configuring BGF
oy othar ronting'sigualing protocol atirthuwtes to achieve the
sults are possible. i3 possible 1o snplement
e tonels withow the nse of ag overlay loopbsck

i ench amnel intertace & witly auntheved
TG, 8 illustrates a conypuer systern 801 that possesses
rogting capabilities upen whicl an embodinent avcondiag o
the present invention may be niplemented. Such o computer
em B01 may be configrad as @ nede 10 perfore iden-
tificatiot of the Do$ ﬂand attack  dstagraws. Comgputer
syatem 361 includes a bus 883 or other communication
mechanism for comumunicating dbomation. and a provessor
805 coupled with bus 83 for provessing the infirmatin.
Computer svsterns 801 also includes 8 main memory 807,
such as  random sccess memoery (RAM) or other d}, nsInie
storage device, conpled o bus 803 for storing wfonuaiion
amd instroctions w0 be execnted by prucessor 805, In addi-
e, i momaory $O7 ey bewsed for slotag temporary
variables or other intermediste wfonuation diring exeantion
of 1gstraciions 10 be executed by proc
mnating ibles nay be sioned 10 main memory 847, Compater
svstem S8 firther ncledes a read only memory (ROM ) 809
or other state storage device huupim {0 bus 803 {or storing
static informal and instructiony for proce: ssor 83, A
storuge device 811, such as a magnetic disk or op disk,
ts provided and conpled o bus 803 for sloving wfonnation
atd instrnetions.

Embodiments are related to the use of computer system
801 to selectvely forward D08 Hood aiteck datsgemns,
According to one embudiment, rerowting of the DoS fload
atiack datagrams Is provided by computer svstem 881 in
m}‘ome o processor B0 Sxernluig (e of MOre SSURRCes
T OF Mmore mstructons soutained 0 main menwey 867

aincnt

ar 865, Notably,

unction with the rovting engine $19. 8 DNSINC-
Bons rway be sead o madn memory 867 Hoem another
congputer-readible medium, such o3 siovage device 811,

Hxecution of the sequences of instrictions contained in main
MEIROTY Sﬁ’? LRSS prm‘t ST R{N smcl mu!ifw u1gin£ mq 0

perfo 7]
Que of :m.
whether the re

s mah,h 3 p]\:iwium:m‘d
attack signatime. "i"h'e. recetved datageamy can be stored
bufter vt 813 for proces ag by processor 8%15

One or more pmeessnrs N a ati-proces!

S

ment may also be employed to execnte the sequences of
instructions contained in main mermory 807, In alternaiive
embodiments, hard-wired circuitry may be wsed in place of
or in combination with sofiware insiructions, Thus, embodi-
mends are sot hntted o any specific combination of hard-

wire chropiiry and software,

Cloudflare, Inc.  Exhibit 1003

Page 951



LS 7.002,782 Bl

il
The iwm “compuier-readable medivm™ as used herein
refers to any mediven that pavicipstes in providing tastroce
tioms {0 processoc 805 and the rowting engine 519 for
: tting and receiving datagrams todfrons the 1P network
823 Sueh s medinm may take many forms, 1, ncluding bw
not hmited to, pon-volatie media, volatile media. s trans-
mission media, Non-voelatile media inclodes, for example,
optical or magnetic disks, such as stomage device 8M.
Volmile wmedia inchades dyrsmic memory, such as maln
mmemory 87 Transmissicn mediz mebades coaxial cables,
coppey wire and fibar optics, inchiding the wires that com-
prise bus 803, Transmission media can » @ the foom of
aconstic oo Hghtwaves, such as those geneested duacing radio
wave and infraved data communications.

Commaon {orme of compater-readable media wehude, for
example, o feppy d i flenibie disk, haed disk, magnetic
lape, of ary other magnetic medinn, 8 CI-ROM, any olber
optical medivin, punch cards, paper tape, any other p‘h} sicat
mediuy with patterns of twles, a HAM, a PROM, and
EPROM, & FLASH-EPRC
cartridge. 8 carrler wave as desertbed lli.’f“t‘i‘ldi.n.l” or any
ather medinm from which o compafer can read.

Serions forms of computer readable media may be
mvodved 11 carrving oae of o sequences of one oF sose
instructions o processor 885 for execution. For e
wisirnctions may indiaily be coreled on & magaetie disk
remate computer. The remote compraer can Joad the instrue-
fions refaling o netword parametersicharacieristios o s
dyaamic momory and send the instoxctions over 8 packet-
switched mebwork or a telephone Hoe wsing a modem. A
modent local to computer system 01 can receive the data on
the telephone Hne and pse an I'di‘t,d wansmitter W0 convert
e e to &n. infraed sigual i coupled
1o bus 803 can recelve the data \.Jfﬂbd in the mmm\i sigiwl
and place the data vr bus 883, Bus 803 caies the
matn wemory 807, from which processor 885 refrdeves and
execntes the nstructions. The istevctions received by madn
memery 807 mav opticasily be stored on storage device 811
either before or after execution hy processor 83,

Coanputer syslam S0 also inefudes an TRPIOEPEL HN
§15 coupled to bus 803, The inputicutpot unit 815 provides
a two-way date comumiestion coupliug 10 ¢ nebwork lnk
821 that is connected 1 the I network 823, For example,
fpuroutpi wwdt 813 ar > 2 conenunication interface
card to attach to any packetswitched network or telecom-
muncidion petwork usiag the following excuplary inter-
faces: SONET  (Svacheonows  CY pu\ al N».i 'wrl\; {e
OC3e, (12 .
for ‘v’h)de Mbps, 622 Nbps, eic.}, 1 Al" . L3
Subscriber Limel, and ISON {Inteputed Serviee Dl-rmi
Network), Wireless ks may also be bnplemented. In any
sich iplomentaion, mpotiouwtpue pail §13 sends and
recetves electrical, electromagnetic or optieal signats that
CULTY dlbiu-li dats streants representing vavious types of
wiformation. Network ok 821 tvpionlly PO ides data com-
nmonication thmugh one or more networks (e, the private
petwork 617) 1o other data devices, Networks, which e s
part ¢ of the private network 617, sse electrical, dainmw“
netie or optical s s that caery digttal date stresnas. The
signals throngh the vatious networks and the signals on
nerwark Yiak $2F and thro el iaputdauput wit $15, which
carry the digitel dats to and from comparter system 801, ave
excmplary fonms of carrier waves transporting the informa-
o,

Compuier sysiem 801 can send messages and receive
data, includiog progeam code, tuough the networkds), net-
work Hual 821 and inpot/ontput unit 815, The recet

Y

fved code

PROM, asy other wemory chip or 20

[
U

B

w8

12
rocessor 808 a3 i1 §s recelved, andfor
2§11, orotler tonevolatibe storage for
later exeontion. [ this manner, compuier systorn 891 mmay
ebtain z:pplim{ i ooder n the form of @ carrier wave,

The technigues deserided berein proside severad advan-
tages ever prior approaches o tracking DoS flood attacks.
An overlay network of TP tatnels selectively rercutes Booid
attack datagrams direetly from edge ronters (0 the tracking
rauters. Using seeority diagnostic features, the edge routers
and the tmckmg rowters identily DoS food attsck dutagrams
and perforn gt debugging 1o deterine the ngress edg
rongter. These dotagrams are examined and deopped or firre
warded o the appropniate egress pn'm! This approgch st

may be exectied by
stived i storage des

e

plifies dw pro of determining the ingress adiacenc
flood sttack, using the esistiog hardware snd seftware
infrastrocture.

CUbvioushy, THMEroUs mindifications and vardations of the

rrm«,m TVER are pnwble in h»zht of ﬁw Hb()\'t [md

wise than as specifically descobed herein.

Whet s claimed ay new and desived (o be sec
Letters Patent of the Uinited States 1s:

1. A methed for tracking demtal-of-service floods, the
method coraprising:

revonting a D08 foud attaek dotagranm to a wacking wuter,

wherein the tracking router forns an sverlay tracking
petwork with respect 1o an egress edge router: amd
tdentilying, by the {racking rouber, an ingress edge router
that forwandad the Do8 Hood attack datagranm.
The method soonrding o claim 1, forther comiprises

1 SECUEItY e functions,
he method ascordiag W claiin 2, wherela the security
diagnostic fnctions comprise npit debugging.

4. The method according 1o chator 1. wherein the overkay
fracking network s within an awtencmous gystem that is
different from snother autonomous 1 corresponding io
the ingress edge ronter und e @ s edge rowter

S, The method secording fo claim 4, forther comprising
providing rowting information by the everlay tracking net-
wiork b the sugress edge wouter and the (.gn_»\ edge router
using dan mmr—minum\\mfr'c dowatu routing/siga ﬂmu pro-
toal,

6. The d socording to claim 8. wherein the iater-
adminksirative-comain rontingdsignaling protocel . BGP
{Border Gute Pratacael),

7. The method secording w claim §, further comprising
comumnvieating between the edge routers and she rsclking
rontee vix iuanels tha are crested over an unreliable data-
gram delivery servive protocel,

8 The wethod sccording fo claim 3, fther comprising
eomnnmicating hefween the adge rovters and the tracking
ey

virtial connections over a separate fower hayer
protocol.

L. The method scvonding o olim L further compising

comnutnicating between the edge mouters and the racking
ronter via pliysical couaections.
The method aceording to clain 1, further cowmprising
mutms. the DoS Hoad attack diagram from the § ingress edge
router to the tracking router, wherein the sgress tdgx rener
has a static route to the victim,

ured by

11, The method according to claim 10, farther um‘pnsm;_,
announcing the static ronte fo the cdoe rowers using an
inter-adminisirative-domadn rovting/signating protocal.
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12, The method according to claim 11, wherein the
inter-akinisrative-domain restingfsignating  pratocel in
the apeouacing step i3 BERGP (Hxernal Border Gateway
Protocol k.

13, Pl method sccording w claim 11, forther comprising
extablishing another stalic ronte between the egress ouler
and an external router associated with a victn sode, the
viclim nede reeeiving the DoS floed attack datagram.

14, A commupmication systene for tracking desdal-of-ser-
vice (DoS) Hoods, the eommuncation system. comiprising:

aplorality of edge rovters incloding an ugress edge router

and an egress edge romter, eack of the edge rowers
betog coudigured W perforn security dlagnostic -
tioas, in part, to identify 2 DoS flood attack datagram.
wherein the ingriss edge rntter ¢ agsociated with
sotree of the o8 Sood sitaek dagagran ant

a racking router adiacent 1o the egress edge router, the
trackiag router being confipured B pecform the seeority
i c fanetions, the ingress edge romter reronting
Hood attack datagram o the tracking ronter as

o permil ideniification of the ingress edge router,
whevein the tracking ronter forms an avertay racking
network with respect o the plorality of edge routers.

15, The system aceording to claim 14, wherein the seeu-
rity disgnosiic functions comprise input debugaing,

16, The sysienn avcording to clabs 14, wherein the overlay
tracking sehwork is wathin an autonomons sysfern that s
different from another attonemous svstem corresponding W
the plurality of edge routers,

17. The system according so clsim 16, wherein the tack-
ing rouer communicates routing information by the sverlay
network to the one edge router ustng an nter-administrative-
domain. roufing/signating protocol.

18, The svstem gecording 1o claim 17, whereht the inter-
advainisttmtive-domadn couting/signaling protocol is BCH

19, The system according 1o clain 14, wherein the track-
wg ronter communicates wilh the edge roplers via lnoels
tha are cregied over sn wreliable duagram dehvery service
1.
20 The

A

syster seeording w olsim 14, wheredn e tack-
ing rower comurmicates with the edge rowters via virtust
conueelions over a separgie lower laver protocol.

21, The system accondiag to claim 14, wherein the texek-
fug, wuler sotumunicales Witk the edge rosters vis physical
connectinns.

nn

J82 Bl
22 The systein accarding to claim B, wherein e overkay
racking network fuxther comprises additional wacking rowt-
ers.

23, The system acoording to claim 22, wherein the track-
ing rowters are imervonnected via wwnnels that are created
wver at unreliade datagram delivary serviee proteenl.

24, The system anennding to claine 22, whersin the track-
ing revters sre imterconnectad via vivtwal consectons over g
separate lower faver peytocol.

23, The syatem according 1o olauw 22, wherein the track-
ing rovters are intercemnected via physical connections,

26. The svstam sccording to clabm 14, whesein the ingress
edge rouker roules the DoS flood attack datagram io the
tracking ey due fo a dynaie romting updaste from the
tracking rower

27 The svstem according ty claivn 26, further cornprising
an external rogter coupled fo the egress edge router via
another static route, wherein the external rowter is assoctatest
with & viciio nede, the victim aode recebeang the DeS Boat
attack datagram.

28. A compulter-readable medivm carying one or more
sequenices of ope or mere Instuctions for wacking dental-
ufsarvice foods (D081 the one or more sequences of

GF strnctions neluding nstructions which, whes
exeented by ORE OF MO PIUCEss iise the ofle or SR
processars 0 perfem the steps off

recewing » DoS flood sitack dalbgam oa an overky
network formed by a tracking router;

tdentifvimg the Dol flood atlack dstagram; and

ing, by the racking rovter, & previous hop router

dated with the Dol flond attack datagram ©

acenoy associated with the

iden
as:
deternnne an wgress ady
Das Aond sttack.

249 The compuierresdable mediun accurding te chim
28, wherein the computer readable medium further includes
insfructions for covsing the one or mewe processors 0
pertorm the steps of

msireting the previous hop router to identify 4 respective

previons bop weeer assceisted with the DoS flood
attack datyzm.
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1
SYSTEM AND METHOD FOR GE
FILTERS BASED ON ANALY.

NERATING
D FLOW

BACKGROUND OF THE INVENTION

Te present invention refates generally to Hlering Jdata i
high-speed compuiat networks, and more specifically, o the
geperstion sod refinesent of filters.

iy the condected world of the Taternet, destsuctive wdi-
vidpals can creete rmajor setwork security problers e
administrators with CUS SXp w0 public aerworks,
Flie recent dental of service aftacks oo wmany of e web's
most popular sites makes this clearer than ever before. A
destal of service ansck ovcurs when a malicious attacker
sends eontinoons TP packets 1 & server, which gquickly
lake up resources untl e are noe more resovrces available
and a system Boang or crash cevnes, Comenonty the targeted
stle way appear unavailable to the broader Tuferset beeause
of the saturation of K segoent. Damtal of
attscks can result in significant loss of Hme and money for
RNy organizatio

Dental of service attacks are ditferent from most other
attacks because th e ol fargeted ol golning gocess K i
network ar informetion on the network. These attacks focus
o8 uiing o secvies woavaiiable for aoromad wse, which ray
be aceomplished by exhausting some resotree Hmttalon on
ovk or within an operating system or spplication.
il of sendce atacks are most frequently execuied
cmaum network comnectivity, The goal is to prevent hosts or
neiworks from eommunicatis 2 on the network, Thae are
several types of deniad of service sttacks, which can ovcor @
vanens levels, When m{ving, §p sebwork server

Emmtu I’)('ww} 3 “’Mcﬂm& Lhesc aliacks
can foeus op acgiumy and heeping open all of the avatlable
copnections suppui’t“d by il server, effectively Jocking owl

calid nsers efthe server or service, Denial of service umu._
Y he implemented nsing other Intemet protoceds, such
I and Intermet Contrd \ACSSJ}!}A‘ Protocol {KOMP)L

The most common dental of service attack s the H’Y\I
aftack. This 15 & petwork level attack.
coptinnons TCP RYN pankds o o server. Bach i(.}‘ 3Y™
wmnection onel there awe po woee TCP
resomrees avsilable. FThe attacker beging the process of
eatablisiing o contection o the victiny machine, ha does it
i such a way ax to prevent the vlitmiste completion of the
connection. In the meantime, the viciim machine has
rs;“servezi ane of 1 Hwmited number of daa stonctiyes rm‘;;}im*
io complete the impending wontecion. The resnlt is e
wnste connections are dented while the vietim muchine
is wailittg 10 complete phoay “halopen™ connectons.
tvpe of attack does not deperdd on the attacker being whle 1o
consme network bandwidih. The intruder may be consum-
g kerned data sirpctures weabeid 1 establistung a network
coppection. The vplication is that an intmader can execuie
this stiack from a disd-up comeetion against a machine op
a very fast nefwork,

ax

figh-speed networks make detectivg and respouding o
certais types of failures and attacks diffienlt. The high speed
akes 8 diffientt to carefidly Hne every packet or even
aintain state and monitor the state of every daty steam
withoul extensive hardware support. For example, a 50
MPES switch may receive aver one million flow streanis per
secomd, producing a logging dain mie of 20 megabyles per
seconaid with just @ 20 byte record per ow. This mate of log
data 15 expensive to store i hardware and practically

Ve

nn

i

B

G

impossible to process i soliware. Monitoring only a subset
of the trailic results i holes o deection aod prowvides oo
defense agautst problers that exceed this subset capacine

A more conmumon approach s W wse pugregate traflic
monttoring and policing. For example, a server switch may
rate Hmie JOMP wraflic amiving on an extemal port © a
predeterinioed meianue ke rather than preclude # alio-
gether. However, an attack or a faihue osing KOMP maay use
up the entive e, effectively blocking ent other JOMP
iraffie, with so mechanisns to detenuine what i capsing the
proble, The offending oe suapieiovs data is therefore
hidden in the agpregate. Purthermore, a L};_JP-\.E(.‘ attack or
failure can originate upsiveam of a deviee exp
problan, thus compromising use of the associated Hak even
if the device can fHiter ont the traflic.

tencing the

SUMMARY OF THE INVENTIQN

& methed and tern for generating filiexs hased on
anadyeed Sow data are disclosed. A method generslly con-
prises separating the data dato diffecont network ovws,
analyzing at lesst cue of the vetwork Hows, aud detecting
potentialty harmifol netwodk fhows, A filter ds generated o
prevent packets corsesponding 1o the detected potentially
harmfid petwork flows frore passing theowgh e petwork
deviee.

T ancther aspect of the wvention 8 metwod for propegat-
ing [ilters to an upstream device comprises generating a filier
at 2 first network device, sending informaion on the filter w
a second network device located upstream from the frst
network device, and requesiing the seennd metwork device
to wnstall the fltee

A computer program product for gencrating flters based
an dn'ﬁvzed netwe Ork‘ flows generally compeises code thet
flow and code that detects potentially
hu’mjﬂ network ‘im\ 3. The product forther comprises code
that anfomatically generates a filter W provent packets
eaponding i the defected potentially harmind network
flows from passing throngh e network deviee aud
compiter readable storage medivn for storing the codes.

A swstem of the present invention for antomat
erating filiers bas

Hy gen-
xl on date entering & netwerk device
senerally comprises @ netilow device oporable o recefve
streams of packets, separate the streams. and creale @ slum=
mary recond containing information cn each of the streams,
and g How analyzer opersble to analyze the record and
identify potentiatly haomfid getwork flows, The systes
further includes a filte 1 pexerator operable o geperate a filter
to provend packets corresponding 1o the identified potenti:
nftd networle flows from passing through the network

ha

I ancther aspect of the invention a svstem generally
cormprises means for separating the daty inte different net-
work Bosws, mans fn analyemg at feast one of the tetwoerk
flows, means {or detecting polentiathy hamiid neterork
flows, and means for gencrating a filter 1o prevent packets
cerresponiling 1 the detected potentially harwoful network
flowws feoun pussing theongh The network device,

The above is a brief descriptiva of some deticiencies i
the prior art and advaniages of the prosent invention. Other
features, sdvantages, and embodiments of the inveniton will
he appareni 1o those skilled i the ant from the following
description, drawings, and claims.
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BRIEF DESCURIPTION 3

THE DRAWINGS

FIG Y is o dingren Hhestrating o Brewall lovsted between
a ronfer and & plnmhtx of servers with au attscker sewding
daty wte the svuter,

FIGEL 2 38 a0 iy
comtpder sy st
this mvemion.

FIG. 3 is o diag

i Resteating @ fogical syrchitectare of &
i may be wsed o execyte software of

camt lustoating & systew of the presest

e ention for analyzing data transwntied to the firewsll of

T and generating & Hirer {or the frewsll
i‘i i 4 {5 o dagram of o aeswork illnsirating network Sow
OR 8 comansication Huk.

I 3 s a Howchard illustrating & process for f
and apalyzing network flows in a aetflow dm:dn

FIG. 6 i3 2 Nowehart Hlusira mfz 2 process of he prosed
wvention for refining fillers o identity charsctenisties of
packets fnvelved in an atack or filove,

Cormespowding reference characters mdbicate correspond-
wig parts throenghowt the several views of the drawings.

ALED DESCRIPHION OF THE

ITION

M following description s presented to enable one of 2

Rl the a0 mske end use the mwention.
i Lsmp fions nE specific emboditnents and feations are
provided oaby smples and vartous modifics 5 will he
readiby -\-tp}mmn o those shilled & the aet. The geoeral
’ described herein may be applied to other esbodi-
ments and applications withowt departing from ihe scope of
the tnveniiea. Thus, the present invention ts not ki be Hhnited
ety shown, But iy 1 be accordad the widest
seope mnslstem with the principles and features described
herein, For purpose of clarity, details relating to techaical
nuatterial thet i keowa iy the techuical fields related to the
iyvention haer not heen described ia detadl.

Referring now ta the draws and fist fo FIG. F, a Rlter
1 §s showe inserted Mo o fieewal] 12 loosted between. »
riwter B4 and a plorality of servers 16, An attacker 26 s
shown positioned to wansmit harmil packets to the router
14, A system and methad of the present nvesdion witlize «
combination of agarepate Alters 16 and 4 mechanicm snch as
a netflow of microflows to avtomaticslly and
PROgRESS refine the aggregste fillers w identife detaifed
haracteristios of packets involved ta ag attack or a faslare
The system 1s nsed io detect harmivl network Hows which
ay inelude deniad of seevice atacks or merely a }ngh rate
of data comuing into the system which needs 1o be Hitered o
reduce the possibitity of prublum within the network. As
descrbed below, the 0KV GBS0 USe S0 Jrer-renter
filtter propagation protoce] (FIT) 10 antometically propagate
ey mbormation upstreaw e filter dma closer 10 the sopree
ie o, o5 tlustested by {iler 22 looated at router 14,
2 po £ urvestion operates i the coalext of & date
commupnication getwork cluding mduple network ele-
ments, Some of the nodes in @ petwork that smploys the
pn‘:s-(:nl ]ll\"i:‘:!’]ﬂi}n R bC }1&2[“’0[‘1& devices such s roucry
apd switches, For exemple, some of the nodes wmay be
spcc%ull.v conflgured roters sich s those available frowm
e, bac. of San Jose, Calif. As nsed heretn the
Lerny 1 :um is wsed 1o re ces that forward packets
based on network amd higher laver infonmation. The rowter
may inchude, for example, 3 masier central procossing wnit
{CPLN, mterfaces, and « bus {eg., @ PCT bus). The CPU
preferably includes & mersory aud 2 processer. When achag
under the contrel of appropriate software or Hrmware, the

nn

n
“h
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4
CPLU is responsible for such rovter tasks as rowting wsble
cengpiiations, netwvork manapemerd, and general processiog,
of packets. It preferably accomplishes all of thes“‘ fauetions
undu thie contral of software incheding an operatiog systent
a verswon of the m!uucmur{\ (Jpvmhﬂ Syslerm
d any sppropriate apph-
ftware, The (IPU may include 2ae or more pros
rs osuch as @ processoy from the Moworola Family or

ive embodimend. the processee is spocially
; g operations of the rower.
Memory con be non-volaiile RAM and/or ROM. However,
there are many differoat wavs {n which memary nuy be
coupded 0 the sysem. In an allernstive ambodiment, a
router o switch may be implemented on a general purpose
network host machine such as the compuoter system shows,
in the block diagram of ¥IG, 2

FIG. 2 shows a systam block dingemn of 2 computer
systern that may be used 1o exeonte software of &y erabodi-
werd of the invention. The compter sysier may nchide
subsystems such a3 8 central processor 4{! system memory
42, removible storage 46 (o CELROGM drive), and a bnr”{
drive 44 which can be vtilized fo store and refrieve software
progeans focorposting compuier code thed uplements
aspects of The nvention, data for use with the invention, anid
the like. The computer readable storage may alse inchsde
tape. flash momory, o tom memory. Additionally, a
carrer wave {e.g. i @ network including the Interiely may
be a transmission medivm,

The compuier svstem may fur-

ther include g dixplav sereen, kevboard, and mouse wh

it
may include uhe or mowe buitons for interacting with a GUY

{Graphical User Tteeface). Other computar sy
for e with the invention may inchude addiion:
ms. For example, te COMPUIET SYSemL may 3R
e than ore provessor 4 (Lo, i \umitl-mm O
or 8 cache memory.

for u:u 0T
faxcle

The system bus archiecture of the computer system s
represenied by arrows 38 in FIGL 2, However, these arrows
are smiby dhustrative of one posstble interconsection schame
serving o link the sabsysiems. For exaople, 2 Joca) bus may
e wtilized to consect 1he centeal procassor 44 10 the system
coeory 42, The componerds showe and described hieredn
are those typicatly fonnd in most genel aod special por
pose computers wad are intended to be representative of this
broad category of data processors. The compuler system
shown in FIG. 2 bs only cne exampie of a conputer system
suitable for nse with the invention. Other compuer archi-
techees having different configurations of subsystents muay
alse be wilized,

Comurugsication bebween compuiens sithin the nerark is
made possible with the use of cnumuncaios protacals,
which govem how computers exchange information over a
network. The compter may iochucde an bapat/owpa cireul
used fo communicae information in appropeiately stue-
fured fonm o and from the parts of computer and assoeiated
exquipment. Connected 1 the input/omput clreuit ame inside
and outside high speed Local Aves Nebtwork tntedfaces, for
example. The i foterface will be conpected to 2 prisate
aetwark, while the antswde interface will be conaecred o an
nal network sueh as the Tmiernet. Preferably, esch of
these interfaces includes a phuratity oi potts approprisde for
eommunication with the appropriste medie, and assoviated
logic, and n some instances memory. The associated logic
way cotred such ooramunieation tensive iasks as packet
integrity clecking and media control and management. The
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5
laagh speed interfaces are preferably saduport Ethernet inter-
{aces, bt may be othet appropriate interfices such as FOI
witerfaces.

Refering again to FIG, 1, the firewall 12 is located
between the router Td and the plaslity of servers 16 The
rewter B4 msy be an bateraet Service Provider {1SP) rouler,
for example. It is fo be undersiood that the e
method of he present invention may also be wed in net-
works which are ot contected to the Yuternet.
n:umEi 12 h a N OF gronp o‘f" »;vsle;-
anfimee 3 securiy po § nedy
and the Tnteropet. The tucwgﬂi l2 dh{tﬁ@ﬂ(-’h Mn cit dnwide
services may e socessed from e oulside, which outstders
are permitied aceess to the inside services, and which

be accessed by insiders. For

outside services may
i 1 Ireffie fo anad from the Interset

hied
k

firewall 12 to be effect
mast pass twough the Hrewall, where 1t can be nspected.
Fhe firewall 12 permits oaly avtborized traffic to pass, thus
providing a perimeter form ot defense oy securing network
The Brewall 12 may be configured, for @
allow speciiic B source addresses to acoess specitic TP
destinating addresses, or anly allow TP packets and noy
allow TELNEY or FTE The lrewall 12 is preferably a
packet (liering firowall bt may also be a proxy (applica-
tion} firewall,

FIG. 3 ithesteates @ petflow divectocy of mricroows which
ave usid 0 anslyee the bigh speed data entering the ronter

14 or frewall 12 fo identify detsiled charscte s of
packets involved jn an attack or g failure. The oatBow

mechanisms 15 configmred o create network fows for those
malching specified aggregate filters as deseribed below. Also

moluded By & mesns Jor determiniog the specific fows

respensible for the crestion of cach specific flow

petilow mechanis may be, for example, o network Bow
and flow date export system such s diselnsed in
8. patent apphestion Ser. No, 08488040, Bled Jul. 2

. which s incorperated hevein by reference in ifs

FIG, 4 shows g gevworX fow 64 on cormmunication Hnk
68 connecting # souree device T8, a routing device 72 and
a destination device 74, The petwork: flow 64 consists of 2
umdirectional steemu of packes 78 10 be  tansiitted
hetweer pairs of tmaspirt senvive acoess poduds, e net-
work flow 64 thus, broadiy refors o & logleal communica-
Ben Ciretit Beiweons cummunicaion, md;mmh Fhe source
device TH may be the attacker 24, the rovting device may be
the 18P router 14 or {irewadl 12, and the destination device
may be one of the pluralty of servers 16 showan o FER 1,
The commwnication link 68 m
physical media layer such s I3, or HD
secal link, The ronting devis awhacde sp
bardware eonstructed or programmed {or perfi
cess steps deseribed below, a general purpose pro

bheret, F

operating under progrant contedd, or some combinaicn $§

thereot.

Datw b recedved from the source device 70 in petwerk
How & which is defined by a network fayer address for the
sonree device, a port number at the souree device, a network
tayer address for the destnation device 74, a port miuber 4l
the destination device, and a trags;ission proteel. For
exaraple, HUTP {Hypertest Teanster Protacol) web packets
fron & particular seuree host w0 a particolas destination host
ponstiate a separate flow from FTP (File Transfer Protocal)
file transfer packets between the seme pair of hosts. The
tramsissios petocol type may dentidy 2 kaown ransinis-
sion protocol, such as DR TCR, ICME, or KMP (Intenet

the 1

Xatnple, © 20

ay comprise any form of

nn

o

s
-

a8

6

Girovp Management Protocat ) The source device Thnay be
identified by is (P {lotemet Povtoeal) address, e
The port number gt the souree deviee is identifiad by either
a purt number whicl 33 specific to 2 partiondar pro ar by
a standard port number for the particular transomission pros
ook Lype,
hown in FIG. 3, packets T8 within the aetwork fow
64 are first sent to an ACL {Access (“untml List) classifi-
cation devies 80. The e B s
confignrad to classity the rec b flow nay
itied, for example, by somve node (3P addressy,
um} nudc {1 add: . dotai] (iulm ation, pode {des-

e destination "[OP/
{cstination
i adddress,

..}ddrk}»&b pair}\ detail h(w.-L i :

port, prowead), source [ 8 fpwporiation hayer

source port), destingtion TCPATOP port dratisport Faver

destination posty, protced {pmitasnl mame), detad! interthee

(mpu ~ontpat phystest interfice pairh, or sone combination
f

dy {ACL} processing may he apphed only o the
cket 78 of o natwork, thay 64, For example, the ACL
“deternyine whether or oot 1o build & netfow
entry on the firs packet, and subsegirent packets meay by s
the essing. Information from the frst p;u.ku 78 is
used 1o bulld an entry in a petflow cache, Subsequest
packets in the flow are frandlest vin 2 single streamlined task
that handles data collection. Afler packets 78 pass through
the ACL clsssification device 8%, the packots are somt to 4
netflow Joulup device 82 which separates the streams lnto a
plarafity of flows {or bucket) 86. Hach bucket includes a
linked Est of eniries which inclade infonmation abowt a
particutar petwork fow #d. The netflow wechanrsm rwan
tains the How cache by removing eairies for network flows
which are hctive o no longer comidered vabid,
T 8 s 23 fowchat Hostrating @ process for analyz

directory, A packet 78 & R st

pac c the getflov
recetved b e ACUL classifier 80 {step 100} The AL
classifier 8% may examine s header of the packet 78 and

idemity the IP addresy for the source device, the 1P address
for the destination device, and the protocel type for the
packet, for example, ify the pscket (step 1T} The
ACL classifier 8 then selects a flow w!umn 86 fur the
netwotk flow 64, Based on the wesnlts of the classificasion,
the petffow lookup device 82 may perfoms a lookup in the
Aew cache for the identified network: Bow {siep 184 1T e
jookup 15 unsvecessitd, the identilied network How 64 1s a
new network fow and the nettlow mechanism may build a
oy i ihe fow cache (swep MI6). The proper reatimest
of packets in the network Qo s determined, for example,
from the classifi n {3teps 16 and 108} lhe net! iu\\
mechanise then provesds ot step THY, usi i
frown the new entey 1o thie flow cache, ju
network flow were an old networ
SRR T
flivw and the lookup device 82 continues with step 118, Since
the netfiow mechs untm processes each packet T8 in the
netwind flow 64 responsive to the cairy foy the network Sow
in the flow cache, the redflow mechanis s able to wnple-
wend adampistraiive palicies which are designated for each
aetwork Fos ravher than For eaclt packet. Thus, the network
flows are anal and information on ivcoming packets is
provided withowt examining each packet recetved. This Sow
eollection spgregation. allows for data to be swred by
aggregate smrnary records nsiead of rw dats records.
Oues the How 64 posses thoough the netBow diveciony,
flow records 120 are created that provide information about

A as i the adcm n\{
How, H the lookup is
1k, the hentified network fhow 64 15 m old network
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a panicular network How (FIG. 3). The fliny record 120 may
inciude, for example, information about packets 78 in pacs
ticwlar sotwork flows 64, inclading sowree addsess, ;mri
number, and protocol type, oF osher information refevant
diagnosing actual or potential oetwork problems 1ru.h-dnm
attacks on the network, Siace the amount of information
from the high speed date is reduced i hardwase by the
neiflow mechanisn lo a reasvnable amount of data, the fow
vecords 120 can pow be pmwlvized by software. The fow
records T2 aee sent to a fow anabyzer 122 where the flows
are apabyzed 10 dentify  characteristics of packets 78
an attack ov a faibwe. For example, if o large
: SYN pachets or mn uosnal dispibution of
packets is identified as coming from a source {e.g., atacker
20, it bs kikely that the source is involved in aa atisck. The
1 Hresd be ddentified a3 au orgavization such gk p
university, business, or an ISP for example, How s
fkely that there is onby one sowree within the orpanization
that i sending harmiad packets. Onoe a gronp of packets 78
are slergified as haoaful, the comesponding network fows
84 can be snalyzed to further refine the tilier, Therefl
wistead of Hlering ¢
organizanien. only the destrocts
avtual atiscker are dropped.
FIG 6 is o flowehart iHustrating a
the flew apalyzer 132 and Oow genemtor 124, The flow
records 120 ave fiost received by the How asadyzer 122 w0
step P8 The How snalyzer 122 then snalvzes data recelved
atstep 152, The filior zonenttor 124 X1 gOnersies or
lters |\h./['\ 1'»4} th h Jter generator 1"4 lh\,n welmlb dm

i am-du{m o th& ACL ¢k
> iatial chass of padwls 78 to he ENH i sefected
hased on stalistics associated with the ugeregate filters, as
described below, The dwa which 3 1 be aradyeed s
perindical by changed or updated fo fwther refive s filter oace
1 has been gun_mted Far example, a first class of packeis
78 mav be analveed By 0.5 second then o next olass of
packets analvred for the next 0.8 seconds. The tnitial filiers
10 may be configired acconding to vser specified config
rations or defankt values, The flow snalyzer 122 and filter
ot F24 then nse the anatyred flow to detepme i the
g Bhers need to be refined or new fillers need w0 he

sect on the analyzed flow, the filier g
2 assiﬁer 80. w
The s of
hg hls\.d on 3 k!ds\ of padictﬁ
Hed as potentially harmdul, or may be
sxample,
Pyed Feow
1o 1P address having the form 350000000,
whete XXX represenis oy possible value from zero @ 285,
12 problem s Wentified in one of the packets sireams 64,
the ACL classifier 88 may be then instructed to look at fows
fior sl packets T8 reveived from & sone haw
address of 3.14taxxoaxs. This may be narrowed down
further w reflae the filler 19,

The flow analvzer 122 numitors the fus assockated
with these ag te filters 10, I the watistics associated
with s ag
Just as @ pericedic check of the traffie disiribulion), oreation
of netflow entries is enabled for packets matching this extry.
Consequertly, the flow anaiyzer 122 receives & fow rec
120 tor cach flow matching this sggregate. Using ihis
specific fow nfonmnaiion, the fow generator 124 determines
Ty B refine the aggregate filter Forexample, the flow kehel
information may indicate that nwost KOMP packets are con-

slalis

4 proCess pcii\\rmsd by 23

)

s

an [P ss

¥

1e filier eatey rendicate @ potential peoblem {or &0

=
G

ing from 3 particulay source address. n this case, the How
genemtor 24 cag ate filter 10 that
matches ICMP packets Fom fat souree, establishing a
separate policer for that filter or potentially just blocking the
souree. The priginal upegﬁm filter 15 prefersbiy retsined as
well so i oiber {CMI? teaflic oraches o this ofginal
filter, The fow analyzer 122 can then monitor the stalistics
of the original agpregate filter with the offending host
vodetect whether there are finther anomalies
within. the apgreguie !imz

The Bow anadyzer 122 may also be configured to recog-
nize that the wis) rate of tradlie matching sn aggregate value
may e exceed Us abiliy o sumple By exsadndng the
statistics for the cutry. For example. the total pori tratfic info
a web server may be too much to handle. In this caze, the
aggregate lers cag be spiit into maltiple sobaguregates
based on some guasi-mndom distinetion. 11 oy use. for
exaenple, four sgerepate filters that select differomy waflic
based on the kreerorder two bits of the (I soneee addvess
for the packets 78, The fow anakyzer 122 then samples using
the netflow directony for each of the four agprepate filters in
RRQHECE,

The {iters 10 may be refined 1o recognize either e the
rate of packets 78 itseil 1s a problem or ebse allow these
packets o be redirected o the flow analyzer 122 for more
careli} examinagtion, such as to Wodily ﬂpu‘iﬁr aspeets of
att atiack or fathwe, When sueh exsmination ¥ 10 use, the
filters 10 can emplay a rate-limiting podfcer o prevent
softwiare {fom bedmg overwhelmed.

The system shown e FICGL 3 may alse be wsed o awo-

=4

matically recognize further structre o network trathc thet
cloves not nec iby represent an attack or a fatlure. For

example, 3 web server may sive fevel of
traftic from a »Ldmi ulgnrz sph‘ler Of an upsteam wieh cache.
By sgatic S
nature, tht‘imtu 1« enertor \24 Ld\} rmmmd ircal x

the Hlters 10 to harudle this demand. Foc example, 3 policy
may indicate 3 maximum sggregade mie of I traffie of
100 Mphs and a maximum rate from any sovrce of 25 Mbps.
Rather than explickly policing every flow. the systems canbe

vsed fo identily sources that appear 1o represent excossive
traffic, allowing
thers ont of the overs
approprintely.

o fHters 1o be croated that sepatate
| aggregate and shrottle thelr taffie
These filters U can also be antomatically

§

stios assocked with dhe ddewtified flewe Thus, for

nipie, imee a search engine finishes its searching ata web
site, the filter 10 created for it indicates that trathe hes
dropped hecause of the lewer rate and the specific Biter can
be reclaimed.

Umee the initial filiers 10 are defined within the
12, the syatem may be tsed o antonatically propagite filier
infrmation npstreaat 1e filer datae closer to the seuree, siuch
as filter 22 loeated at vouter ¥4 shown in FIG. 1. For
h ererprise switeh way identbiy excessive trallie
as coming from o partieslar souce sudael or host and
cormntteate This upstren 1o g rmower, requesting this router
fo amtomatically install o fleer for this traflic, The fler 22
prevents the e e traflic from monopelizing @ poten-
tinkly slower il ait to the enterprise, just to be disea
at that point. This filler 22 can alse be antomationlly
remuoved, as provinusly deseribed with respeei w8
located @ the firewall 12, The downstream device i able to
receive statistics from the upstream device for a speeific
filter that it requested. determine that the traffic requiring the
filter ix a0 Jonger presend, ant remove s upsteean flter,
AR inters 1schnmmr fiter propagation protocol (FPP} is

firewnl!

@
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pyed fo create, remove, monior, and modify filers 16, 22
betiween devices. FPP wses negastive wouwting (Le., iindieates
what wraific not o forward), An upsteern wode receives the
negative rostimg information frow a downstream pode awd
then refines the filter and puts it In o place such that i only
affects traflic hat it would forsard & the requestiog dowa-
strean nede. Thes is, a sode can not reguest visng of
traffic to other nodes. The upstream node maintains a packet
and bate count of packets received that matel the filter and
ave thes droppad. FPP provides an operation te reguest these
statistics from the upstrea node and optionally exend the
fifetime of the fiber, A filter is romoved after o specified time
pertiod during which o dowastream sode hiss aol requested
cadension of this filter or the downstream node explicitly
requests temoval of the filter. VPP preferably follows the
type- ieﬁgzsh valne (LN siroeiure of protoccls sooh as B,
an¢ is designed o ron over TCE for example. T s 1o be
understeod the other rapsports and representation may be
useed for FEP withost departing frow the scope of the
Miverion,

An upstramm dwm: can limit the fillers that a downstream
deuc«: cun specify nswb ﬂn' FPY o those affecting the
watlic that e dowas device s o receive, based on
‘uczli mnring infons liun e upsteeam device can funtlser
{imiit the toial number of sm.h hh ars 8 downsiream deviee
Cafl XEuest, Sneonragh ety davice 1o we this
limited resource effectivily, h‘ cat also rebine these Hlters to
niaich st that traffic destined for the requesting down-
stream device. For example, o dowastream device on subngt
ITIATIXX can request a filter on TP traflic from
souree network 36, H'I K. X. The upstream dc\.-;u: can enter
the filter to match on A 30 131X K and DA 17LI72X X
3o that the Slter 4,‘pnh(\ o} does not affect raflic from this
souree o other subnels connecting o the same upumam
dovice. [k con also require the dowstesam deviv \
suhm-nhc 1o each such. filter, so that the upstream device can
reciain these fillers emsily if the downstream node reboots
and lorgets the requested {iter informeation.

By using il nseveral different devices {e.g., s
routers) effectively pushing back opstream wwards {hu.
sonrces, the total mmuber of filters available to reant against
an attsck cap be shbstanhially more than that snpported
single device, This muiti-hop Bler propagation also has the

cably block the tralfie ot a peoring point that iz simpiy
1o e dropped, rather than rapspoeting & across the IS8T
backbone just to be dropped. The poering ISP can then
back-propagate these filters Hzelf to drop the trafiic ; .
spd i the extreme, dse & oas 4 basis ko shat down or
flending sowrce
Reverse path forwarding (RPF) may be used (o attempt 3¢
Prevent SCGhree spmﬁng. Cflective filering of attackers
depends on the prevention of the attacker from sponfing
ather source addresses that are not registered lor use by this
attscking node. RPF check oan be wsed to detect snd drep
pzwk;:i‘s corresponding weee spoofing provided that the
reuting topology is restricted, such as hrgely hisrarchical.
RPF check may be usad in cases where attacks and faifures
are a concery, with certaln netwisk opologies hewg pre-
forrad or avoided to make this as eaforcesble s possible.
That i, confignions wh traflic can simalageousiy
arrive at 2 switch frone @ given source fron nultiple iopa
poes or VI AMs is aveided. RPF is an input function applied
mm the fnput interface of 8 router at the upstream end of &
connection. RPF checks io see it any packet received at a

rater inferface araves onone of the best refum paths 1 the

souree of the packet. RPF does & reverse lookup in 8

nn

[
U

n
“h

w8
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forwarding table, H the packet was recetved from one the
hest reverse pal roptes, the packet s forwacded 3y normal.
H there is no reverse path mute on the sswe intecface from
which the packet was recebvid, the source address may have
been. moditied or torged.
Assumning that RPF checking is deploved, the muomatic
progressive filter refinement can respomd antomatically
deniul of service attacks allowing the sites t© effectively
respond in seconds or less, rather than hours, even with &
distribrted denial of service attack. The attacking sources
can be guickly identified and filkers propagated on this taflic
upstresm and docally,. The filer can be adapred o new
sources as ihe attack moves.
Although the present invention has heen desenbed in
cordance with e embodiments shown, oge of ordinsry

il

skili i the art will readily recognize that there could be
variations made o the ersbhodimnents without departing Jrom
it s

the scope of the present lavention. Accordingly,
intended that sl mawter contained in the abowve ¢
and shown in the accompanying drewiogs shall be ik
preted as Hlpstrative and uot wa limidng sense.

What s claimed is:

1. Anethod for genersting flters based on data antering
& network device, coreprising
data o a phealiy of network Hows:
arste wazaalt, H t‘m\nrk flow sununaries {or

ate nelwork Jo
e network deviee;
anabverag said ab least one agreegats m*mmrl\ tlow sune
mary 0 detect characteristios of potentially harmiul
metwork Hows;
generating or refining a filicr basc
pgregaie network fow sumussey to prevent packets
xwrmspm,dmb 1o deteciad pot uma!h harminl network.
fHows ing threnpeh satd aebwvork device; and
selec fow summary o
anal}-zc md xuidnu “the selected @ aregie nebyork
flirw sumary the flow asnalvzer for asalvsis,
wherein the new aggregaie How summary correspoads
i & network: Bow mssocudded with the geaersted or
refined filter,

2. The methad of claim 1 further comprising cla
network. Bow based on a source device sending a packet.
w method of elaim 2 wherelt the network Bow is
Yed based an an IP address of the source device.

3 i E we arethoid of clam T wherein analyzing sakt af leas
one aggregate network flow stoamary comprises monitoring
1i1wm,s associated with said network flows,

8. The method of claim ¥ farther composiag prapagating

fo

i3

the geverated {ilier 1o my wpstream network devive,
6. The method nf claim 1 farther comprising sending es
of plavality of netwodk Rows 10 8 corresponding iwe

cache and impleneenting pelicies destanated for each of sakl
network Hows.

7. The methed of claim & wherein sending cach of said
plnmm\' of network flows 1¢ perfirmed by h\:rdw‘sr‘- it
avlyzing said at feast one sggregate ae otk fow sumeaaey
is performed by softwane.

3. The method of claim ¥ wherein analyzing said at jeast
e sogregite netwoek How sumsaary covaprises ulilizog
soltware.

The method of claim ¥ whercin selecling 3 new
aggregate network How summeary to analyze comprises
setechug a chass of s aetwork Hows o analyze baset o
previvusly analyzed network Hows,
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B The wethod of claim | wherein deteciing potesiially
harpxful petwork flows comprises dentfyiog @ sovree
sr associgted with said harmafel netrvork fow and
sing o filter comprises generating a filler W prevem
i from said kdeatilied source from pessing throwgh
sald network device.

H. Fhie meethod of claim 1 wherein information resulting
from anatyzing at least one of said aggrepate network flow
sunmrearies s redoced i lnwdware so that Aow records can
be anelyzed by softaare,

12, The method of elam 1 wheretn 2 group of potegiially
haroyinl packets ts detected snd forther comprising analve-
ing sabd cotresponding petwank flow and Ruther refining
sard filter.

13, The method of claim T further compeising selecting &
group of network flows 0 be asalvzed.

14, The methed of clabu 13 further comprising passing
wifoncation oo the sejected wroup of petwork fows to
classifien

15, The method of clatm § wherein a class of packets w
be analyzed i3 selecied based on statistios assocuated with
the uomm&eai or n‘imc-d filter.

The method of claing | further comprising spkittiog
rs i teaflic inte said filer excoeds o sampling

r]

capability of the filter.

17. The method of clainm U swherein zum}'y;'.ing said agpe-
gate network flow sumamary comprises analyaing for &
apcc‘md nterval of Hme.

18 A computer progran product for genevating
hased on ‘m'shmi pefwink Hows, comprisiig:
code et seperates dats into ditfereat petwork Gosws;
code that crestes an aggregate networke Jow summary for
one oy more of said network {lows:
code that selects one of more network fows for anabvain
code thai sends said sclected agprepate network flow
stenages 1o 4 Jow anehvrer o the petwork device;
code that 1d sejected network Bowg by review-
ing sald sggeepate network fow sumomacies;
code that detects potentially hunati] notwork Bows;
code that automatically generates or refines o filter based
on said snalyzed ne stwork Fow stHmnay W prevent
packets corresponding o said detected potentialy
Barmfil rmMm'i; Hows foom passing through the net-
work device
code e ht‘-lk.(.i:v 3 new aggregate network flow shimaary
o analyze and send the selecied agprepuie netwo ek
flow suounary o the Fow ¢ > o anad and
a compinter-readihle storage for stodag the codes execut-
able by & pencessor
1. The ¢ compuler program product of claim 18 further
comprising code that propagates said fher to an upstream
network device,

filers

I

e

20. The compuier program produce of claimt 18 forther -

compuising ende that refines said Siter based oo said ana-
tyzed network fow.

230 A svstom for aetematicaily ge nommm fHrers based ¢n
daty extering @ network. devive, comprising:
netflow device operable 1o receive streams of packets,
soparate said streams, and oreate @ sanumayy record
comiaining ieformation on each of said sresen

e

“

a o snalyzer located at the network device and oper-
able fo receive smid sumamary ree frone sard petBow
device and anakyze said suomna wds and adentity
potergially harmbul network flonwvs: and

a filter generator operable o generste or refine a filter

basect on analyzed summary records to prevent packets
corresponding tn smd identified poteatially hanninl
getwork flows from passing throogh the network
device, whercin said notflow device bs operable o

w8

120,931 Bl
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crede & New swnmkey record containing nkbrmation
ol d \tr»am of dats associsted with said generated or

wtwork device
md filier getera-

of claim 21 whevein the
COLBPER h.zrdu are and the fow anadyier
ey comprise salware,

23, The systemn of claim 21 wihwevein the network device
comprises an ACL ehassifier. s lookup device, and a pherality
of flow buckeis.

24, The system of cluim 2E further comprising o filter
propagator operable o send informaiion o said Bliers o ax
upstresm device amd request the apstream device 10 crite &
oorresponding filter

25, The system of claim 21 further comprising @ netflow
directory compeizing a plorality of flow cache entries and
configured o build new fow cachie entries for network flows
withowul a covresponding How cache entry.

28. Vhe systewy of aim 21 fuether comprisiog 2 classifier
(sp‘cmblv l\) class xirca ms u! pdtk (s bawd I ONE G

ing duta at a network device;
um network fows based on
recebved o the metwork device;
analyzing voe or more of said fmwn‘k flovws;
generating & Hiter Tor ome or more of said network Hows;
processing 2ach of seld getwork Fows according Ie g
sirresponding poliey;
g i chass of network Bows tooanalyvee:
il selected class of nevwork flovws; and
refinimg said filter for said selected elass of netseork flows,
whereln refining said filter comprises modidying the
classifieation of network flows
28 The method of claim 27 wherein cach of said filters
are generated specifically $or a cotresponding network fow.
20 An apparanss for gesersing [ten based oo amalyzed
network Bows, the appamtus comprising:
(Be OF Ore provessos; and
a memory that siores instructions © be execoted by said
G OF afe Proc i instructions compr :
code that croates sepavaie aEgre e network How sone-
maries for each of said setwork flows;
code that sends ol least one of said ppgregale mebwork
Bow sonupages 10 a Jow analyeer at the network
device;
code thad analyvzes said af feast one
Fow summmary 1o deteet characterdstios of poter
hanm$ul nebwork Hows:
code thal generates or refines a fler based oo said
analyzarl apgregate network How swmery © pre-
vent packets corresponding o detected potentally
Barayy] network ows forn passing (hrough said
network device: and
code that selects o new agpregate vebwork fow sum-
mary fo analvze and sending the selected agaregy:
nelwork ﬁnw
analysis, }
Ll‘ﬂ"%rﬂﬂdﬁ w a nework flow assoc mlt‘d Wi h (hf
geaerated or refioed Bher
38, The appastus of claim 29 wherein said nstructions
further comprise code that propagates said Bier fo s
upstream network deviee,
31 The apporatus of claim 29 wherein said instruetions
further comprise code that classifies network flow based oa
a souee device sending a packet.

A OF QRS -packcﬂs

aggregate petwork
wlly
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ASKURED SYSTEM AVAHLABELITY
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APPLICATION
This :’tp’pliCﬂ‘lon claims pricrity from and
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(filed Ohot. 31, 1998) and No. $iH137,704 (filed Jua. 7, 19049).

The subject mzmu

BACKGROUND OF THE INVENTION

Atrempendous varlety of moethods have been proposes and
implemented 0 provide seourity and anenyimity for com-
mutscations over the loteepet. The varety stems, in part,
from the different needs of ditferent Interaed users, A basie
hewristic framework to ald o dis ing these different

Securty technigues s Huasteaved d FIG. 1. T woinals, s
originating ferdgal 18 and 4 destinsiion teeminad 110 are

i comurmmtication over ke fmernel, It i desired for ihe
r‘nmmunica Hons o be secure, that s, mmune o eavesdoop-
g Por exarmple, formiaal 100 oy wansmit secrct tafo
m ‘:mn tes fovmraad THY over the Tnten v, Hoxay he
ired i prevent an ¢ dropper from discovering thal
wwrminal 108 s in communication with terndnat 113, For
example, i wrmmal HM & g user and teemenal 110 Biosts 2
wib site, feroinel 10's user way pot wand anyone i 1he
intervening networks 10 Kaow what wib sites he i “vist-
ing.” Anonymity would thus be an isspe, for example, for
companies that want to keep thelr maket research interests
privale and thes would prefer t0 pravent ouistiders from
knowing which we e or other Infernet resovress ey
are “vietng.” These twi securlly issues may be called data
security and anonymity, respeeliv
Data seuuyity 35 u~.ua!h' it

C AL phc 1. An

originating and ferminuding tesminals FOB and 11 The heyvs
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yypiios wethods sre known
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T hide wafiic foom um’al adndnisirator or ISE, 2 user osn
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Protocel {117 address of e proxy
ouginatag client. The target server only
e owiside proky, Tins scheme we
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iddentities of transavitters
Hvetd SEFVETS
is ihat the server kpows the tdentities of both calling and
called parties. In man i
such as ferminal A, woulkd prefier (o Lccp s xdcnut) LB
cealed from the proxy, f it the proxy server is
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randoraly chosen by an upstream proxy. Each totermeciate
proxy can send e message oither 1 another undomly
chosen proxy in the “crowd” or 1 the destination. Thus,
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destinaition couwld always be next-bop TARP router as well as
i‘m fieal destination.
E¥ packet’s wee destination s concealed behind
eneryption generated usiag @ link key, The Hak key
i the encryption ey useci fot meryptui commuication
e e bops infervening beraeen an oaginating TARP
wrminad and a destinaion TARP jerminal. Each TARP
Fotber caa remove the ower faver of ncrvpiion to reveal the
destinatinn muter for cach TARP packes. T fdentdfy the Hok
key needed to decrypt the outer Tayer of enery ptmn of &
a roceivirg TARP or row
identify the wansontiic teeionl | by ihe »
numbers in the cleartext TP header.

Once e outer b 3 s v,
router detenmines the foal destination. TARP packet
148 undevgnes a nrinimam asmber of hops i help Roi traffic

sis. The Yeops roay be chosen at random or by & faed
 TARY packen may make andom taps
ABMAE 3 mmt‘ cr of geogrsphically disparate rouwtors bofore
reaxhimw its destination. Huch trip is highly ikely o be
different for cach packef compositig o gives messuge
ach trip i 'nilcpmclcnt ¥ ;‘;md(:mkv det
sEiuge Is (31!1.(.. agile mdtm X ke

| m shc- m»i"‘
g an emirv mui"i»paakt;t WIESS: The associated
advantages lmw i G with the fener layer of encryption
discussed helow, Agile vouting is combined with agniher
feawre tha miihsm this piposs; @ festuse tha ensures that
any ressage 1 broken into rmdtiplk p
The TP address of 2 TARP ronter can b chianged, s feature
calked 1 sutlity. Each TARP ranter, 1 endently or woter
dirsction frovg spother TARP erminal o ronter, oan chuage
s IR addoess, A sepatate, snchaugeable
is also defined, This addvess, called the TARP address, is
knowd only to TARP rovtes and teemmnals and may be
vortehated wl sy e by a TARP router ot & TARP teaninal
wsing & Lookup Table (LUT). When a TARP souter or
termnal chavges ws P addvess, # updates the other TARP
s and terminas which in e wpdate thedr respeciive

> payioad i5 hidden behind an dnner fayer of
cpervptinn in the TARE packel that can ouby be unlocked

y 4 session ke, The session key is net available W any
of the intervening TARDE rowters. The ton key s used
decrypt the payloads of the TARP packets pormitiing the
data sireann to be veconsioicted.

Comnwndcstion may be matde priviale using ok and
sessi Keva, wiich fo reen may be shared and used accosd-
g to any distred method. For example, public/private kews
or symmnetrie keys may be psed.

siron feor an intercepted TARP

wdentilior or addvess |

e

3t

Bl

“n

oY

22
Lt

4

T e Mt a data st ts
construcss a series of TARP packess from a se
p:ackcl.s 2 i DRIWOrK {18} Laver gprocess,
T Sddata bink laver,” Fapy
* e, used in s sp\,t ification comrespond 1o the Open
cotion {151 aeiwork terminology.y The
of those packets are assemblod into a blmk md
rlock enervpbed us’nu éhc

of course, hat al m« ined tor the same
TARP terminal, - blmis is :hc.n meerleaved and khe
) e’;m:r&-‘med biock is broken into a series 13.1
h TARPy
are then added 4
£ fmm the data sire
Lo armal l 3 S 1 ne
a ~orsnum or data for deinterfeay-
ing the d"ltc\ at the destinstion TARP terminal, a tme-to-live
{14} pacameter 10 mdicate the number of hops sl 1o be
exected, J data ype identifioy which theates whether the
, for examiple, TOCY or ULDP date, the
sendits TARP ackiress, the destination TARP address, and
ar ndicatos as to whether the pachet oomtains read o deeoy
data or a formula {or filtering out decoy data if decoy d.na
is spread 1o sovne way t.mmgh the TARP pavioad data.

Note that althosph chain-block eneryption iz discussed
here with reference to the key, any encryption
method may be vsed. Pre as in whain block
CROTYPIOG, 4 method should that makes wmihe-
awinne diflicndt withodt au enilse st of fhe
CRCTYPLGH ss. Thus, by scparating the rn\;r\,plcd ok
among altiple pa agd making # difficek Foeoan
interloper fo shisin a s t0s all of such packes, the conlents
of the commumcations are provided an exten lover of
SeCUnty.

ey
foil tesflic ansd
Ioack, It may hc j \;fui k 0] pw
an ability 1o respond to the
generile mone decoy data during
conttmcaiot biess af one poie
tied 1o commutteation hasks .

h payload using e

TARP headers

RESSION

redd dew

iy du(‘nnv (izm can 1'1(- :atdcd tiy @ siyean W h'r:tp

of day or w‘.hu. \,m\,m fo
liver traflic perinds so that
ire the Internet cana be
wther poted 1o wevesd the

comsicaing endpoinis.
Proveny data

data 1nio a larger
S perniiing the

rife mmmmnmg i
e packel
sels m a fixed range
Che pnmﬂ‘\ reason L‘I desteing for csch message to be
‘I‘fdx 13 u {0 mui 1ph pALhu\ % a&pp \am;t 1[ # x’:l}:tin flock

v helps W break the

rmr | 3§) mle d‘v:m,
applivd e portion, of :nu'u SRR, :md :,m ation
or entirely then inter] s wonber of »c‘\nralv
packets, Considecing the agile IP eouting of the g
Ihc atienclent thhgllhv of reconstebeting am entise seiponee
of packets 1o form 3 single block-encrypted mess
clement, decoy packets can sigaificantly inereass the diffi-
¢ of reconsteucting an cotire dd\d stream.

e above scheme may be i
processes pporating betwesn the data ok ]asu md im
network layer of cach server or ferminal pasticipsting 0 the
e, Because the eooryplion system deseribed
above is ipsertbie between the data Hnk and petwork kayers,
the grocesses ivolfved i supporting the cacrypred eomran-
nicatinn iy be complitely transpatent ke prc {the [P
{network) layer and above. The TARP processes iy also be
conpletely wanspsreat © the dats Hak laver processes ax
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well, Thus, no oper Tayer, e
at ox helow the da Vi e B the roserhon
of the TARE si.s\,}\. Hz)_s mniélm aduiibioveal secuoty o all
priesses al of above the astwork laver, sinee the diffieulty
of inanthorized penetration of the network laver by, Bor
example, a hacker) s lnereased spbstantially. Bven aexdy
developed servers renndog atb the ¢ vt fayer feave all
processes below the session liver vulners ble te attack. Note
tha: 0 this architecture, secority Is distribwied. That s,

notebook cormputets wsed by executives o the road, for

example, can commy
CORMIP

¥ a

ate over the Interaet without any

TARE termmals

can he d ervals, at random Micrvals, oF wpon
dutection of “attacks.” The vanation of 1P eddresses brisders

=

traflic snalvsis thad md cevieal which oorputaes are
compuricsing, and also provides o dog o menurdly
fream witack. The kevel of imanenity from atiae ronghly
proporticas] o e rate af which the IP address of the bost
is chauging,

As mentioned, IP addresses may be Ch:i*lﬂr.-d in responsc
W aitacks. A atiack mey e revesled, for cmmpix, by a

regulr secies of messages indivming Bt o Toutet i belog
pmhul 1 some way, Upon detection of an atiack, the TARP
layer poocess may respond o his event by ¢
adire ddition, § may create & subproc
tins the original 1P address aad continues §
the altacker in some manner.

ooy packeis may be zeaeraiod by each TARE terangal
on same basts determined by ag algonthm. For exaraple, the
sigoriinn may be @ random one which calls for the gen
tlon of a packet o g reador basis whea the werainad s ke,
Alternatively, the algorithm may be responsive o time of
day or detection of low waflic o geserate mere decoy
packets during low traffic times. Note ihat packets are
preferably penerated fn geoups, rather thas oue by owe, the
groups being stzed 1o simnlate real messages, I addition, so
that decoy packets may be faserted i normal TARD message
SHEams, the e ;_,mm.nd oo may have 3 laich that makes

. . .

packets 18 rod =len\, swith u_vuhd PARP packets, the
alporithm may increase the raie of droppimg of decoy
packets rather than forvearding them, The resuli of dropping
and generatiog decoy packets 1o fhds way 8 10 wmake the
apparent incoming message stze different from the spparent
ontgolng message size 1 belp foil ralic analysis

S

To varows other embodiments of the tventiom, a scalabie
version of the systfem may e constoacted {5 which
plucahity of IP addresses ae presssigned to cach pair of
commmnicaing sodes mothe network. Each v pa ir of podes

gpot &8 gorithm for “hopag™ between (P

sssen (both sending and escelving), such that an saves.
'imp'pu sees apparerily contiguoisky vandom IR address
airs wmm. .md dmim.aimn) Eur mukst&' teanstted

rifhim, Sauro

Hmm-n pdn\: are preke

Dedween any bwo wicdes dnfum amy given mlJ- 8 md B
though Bmited TP block stees or lensthy sess

reguine it

Fasher impeovements described dn this contionatiom-in-
pact apphication duelnde: (1} & load balanoer that disteibuses
packets aoross different transmission paths sccnrding to

>

3t

=

A35 B
)

{3y a IDNS - ibat
franspareally creates 8 virtual povats netweek in wesponse te
A e natae Jreguiey; £3) & large-to-smal! Mok Bandwigtl

prevints dental-ol-service attacks
3 {4) a trafiic Hmiter that regolas
neciing packeds h}-’ himiitag the rate af wiich a rensmitier
syactvonbzed seith a eeeiver; and £5) 0 signaling
synchrontey that allows g large nwwher of nodes fo com-
mumcaic with & central aode by partitioning the commum.
exliot] fnction betsween o seporats entilies

BEIEF DESCRIPTION OF THE DRAWINGS

FIGL R s an adfustration of secure oomemuuicati
the Internet according B a prior art smbodiment.

FIG, 2 i an lustration of seeure commuaications over
ihe Infermet scoording fo s an smbodirment of the fnvention.

FIG. 3o i osn illustration of 2 process of foring a
tunneted TP packet aconvding 0 an smbodiment of e
WVEALIGN.

FIG. 36 ds an idustration of 8 process of fording 8
tenneied I packet according © agottwr cobodiment of £he
invention.

FEG. 4 & oo dlustehon of ag OSY dayee locsien of
processes thal may be used o implement the wvertion,

FIG. § is a flow chad Hustrating a pmoess Tor rowting a
tnvieled packet sccording to ars swshodiment of the iven-
o

FHG. 6 is a fow chart Blusiraing @ pocess for formiag a
tonided packet according 10 an cmbodimen of the inven-
f30xk.

FHY, T 15 2 flow chael ilustrating & poeess for receiving
i wnneked packet according o an embodiment of the
DIVERLI.

FiG, 8 shows Gow &
svictirorized between o clienl ntii 2 TARP router.

FEG. 9 shows an 1 address bop schene between 3

clieat compuier ancd TARP router using tranaradt and receive
tatthes i cach compules

FIG. 10 shows physica
inteenet Seovice Pro s (ISP amd

FIG. 1 shows tow multiple [P packets can be embedded
it single “frame” snch as aw Bthernet {rame, and forther

SRS OVCE

’)1‘ 1% established and

¢ among, thrse
vargpules.

a5 shows the nse of a discriminator field lo camouflage true

packet reciplents.

B L2A shonws a sy
addresses, hopped 1P adds
fiekds.

that employs hopped hardwre
s, and hopped discriminator

P FHGL 12D shows sovered dilferent appriviches Sor bopping
hardware addresses, IP addrosses, and dsscriminator fields in
oivbinakin.

FrG. 12
re~establishing synchromization belween seuder agst receiver
throwgh the sse of a partially public syne value.

FiG. 14 shows checkpounr™ scheme
svuchronizaton baaween & sender

FEGL LS shows further detads of the checgrunt sclieme of
FHi 14

FIG. 16 shows bow two addesses can be decomposed
nto a phirality of segments foe conparison with pesen
Vi:‘i‘mr“-:

. FF shows z storage array for a recelver™s active
3

- 8 shwwes the recelver’s shovage areay afier receving
d SynC reguest,

Cloudflare, Inc.  Exhibit 1003

Page 1009



LIS 6,502,135 131

7

FIG. 19 shows the recoiver’s stovage srey sfter vew
sdddresses have heen geaerated,

FIG, 24k shows a system omploviag distributed transmis.
sion paths,
FEG. 28 shows a plurality of ak feansmission lables that
can be wsed to route packs the system of FIG, 20,
FYG. 224 shows a lowchart for adjusting weight value
disteibuticons associated with & pheeality of iransmission
links,
TG,

22B shows & Howchart for setitag o weight vatue o
y iU & Lransmyitler fums ofl.
‘["i { ?

7’5 '-Ahm‘x‘\ a4

'[“1(‘» 24 shows an example using the system of FIG. 23,

.28 shows a cimvestional dotoein-name look-up

TG, 26 shows # systom capleving o DNS proxy sarver .

with teasnsparest VPN creatiod,

TFHG. 27 shows steps that can be casried owt o inplemient
transparcnt VPN creation based on a BINS ook-up fun
[ Tanction

.

5. 28 shows g sw
that prevents packet ¢
L.OW BW,

FIG. 29 shows one cmbodiment of 2 system emploving
the priveiples of FI1G. 28,

FIG. 3 stows 1 sy
ex by (hrotiling, the
pesforraed,

FIG. 31 shows a signaling seever 3O and o traasport
server 3182 wsed to Tsh o VPN with a client ooneputer.

FIG. 32 shows message Hows relating to syochronization
protocals of FIG. 3.

ey including a link
rexloading ou 3 Jow-b

packel transmission

e ab wl

DETARED DESCRIPTION OF TIE
{(NVENTION

Tiefern [, 2, a scowe wiechanise Tor eomun-
cating over the infernet caplovs a mwmber of special routers
or servers, called TARP routers 132127 thai are simtlar to

ors 128132 in that esch has one of wore 1P
sl [P protocol W send gormal-
looking IP 'md\u TERSRT

el nes-
sopos thal are mmcd h}-' regmzu' 1P routers 128-132 beoy
cach TARP packet 148 contains @ destination adere

! )
destinsgtion in the desiination Seid of the 1P hewder, the TARP so

e1's 148 TP beader shyvavs poftes B 3 negi-bop fa »
ARP router hops, of the feal destination, TARP
8. Bewsuse the header ol the TARP packet
only the next-top & a, there BB po overt
tn o an intercepted TAR
destingvion of the TARP packet 148 since the destination

et

The link key 146 ix the cacryption ke u
commucation betwees e end podnts {TARE feor rinals or
TARP routers) of i single Hok 1o 1he chain of hops conned

g the originating TARP werminal 1K} und the destinaiion
TARP terminal 110, Bach TARE router 122- =137, nsing the
Tends ¥ fo conunuicate witl e po

v 146 it us

ancwicih Hok 2

drrmizations are

cstlsd TARE packets 140 «

* packet of the e 55

s

“n

2 before

B

# TARE packet. T;.\ ickm‘il‘v the figk keoy ¢ Ldbd lnde( vt

wsed) by m:.
shis idont m’

I“Hm\ll {w hb.h m‘n in (huxe l"'v
sender Bold of the clear 1P head
mfn_s.r be Elid;’]c;! behid anoiber
h IARP foutee, Bpon
g 1 the mess i 3
L'sP.P muxsg. t\\ mm;, “authenticoation dsta iv the TARP
[ This conld be reecordad in available bytes in the
‘I}'\RP pac iP header. Alternatively, TARP packets could

146 and detew
former may hav
not invalve a deg

Chee the onter laye STVPHCGR s com p!u sd by a
TARD router 122 1’? ihe FARP router detes s the final
Jnsiirmiun Thk systent is pui{.r.ﬁu}\ desigaed to cause cach
1 s painksue peaber of Bops by
fane ur Ix
TARP yaessage may be used to indic:
stnber of TARP waver bops yut o be sompleied.
TARP rowter then would « ment the cotnter and ¢
mine from that whetber ) shonkd fsrward the TARP P
148 to another TARP rowter 122127 or to the des 2
TARP fernunal 110, {f the tnwe to live counler & mero or
befow sem after decrcmc:slténg. for an examgle of vsage, the
) oy forward
ARP ierminel T

lAM‘ ronter Feoeiving He

TARP pmhu !4ﬂ WY iw“ vd the TARP packet 146 10 a

it

TARP rowter 12
oS st ragih

327 the cwrreat TARFP terainat
cAs a vesuh, each TARP packet 146 is
gl sowele prigimm nwenbee of bops of TARP
redifers 22127 which are chosen af ravdom

Thus, cach TARP pscket, irrespective of the tadidonad
funioes delexmining waflie & oihe temet, mkes
trips AVONE & numh\t f)l eaphically dispas

i

packets tuke
m"rkmg it diffionlt for an it
;A0 SRS wuitiga ok ! mLs\c.‘mu
oowthinsd with another featuve that 1urth»rs l}

packe

A TARY rowter receives s TARE packet when ap IP
wsed by the TARY rowter coincides with the IP
s it the TARP packet’s [P header P, =

TAREP router, BOWesver, may ned rem
vid and masage &8 11 T
aoF Dader divectio
hange its If‘ .sridr».
coor address s nlfm £
T X}\thim ot
and may be o

U.ﬂ. When a TARP
, i updates e other
rals whick wm tum update their
L whenever & TARP rouber Jooks

respective LT
up the address ¢
must convert a d

LUn

ARP addeess to a real P address vsing Us
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Whihe every TARP soaster ¢ YARP packet Bas
the abiliy to determine the pa < final destination, the
nessdge puyioad s ombedded behind aa mwmer lover of
encryption in the TARP packed that can only be ualocked
i e key, The sesston key 1s oot avallable to any
of the TARP omiers 1221237 latervening beiween the
otgiasiing 100 and deshinutzon 10 TARP fermiauks. The
segsion key is wsed o decrypt the pavioads of the TARP
ackets 148 permiiting an eniire message o be meoon-
strucked.

I owse embodimant, commuaicalion may be made privale
VSO lmfa. sl sesaion kevs, wich 1 nture msy bn, %har“l aud

5 may be \urr‘mu‘nwtd
using a public key meth
ther rmuechanisms for seenring dula 1o ensie sh'u
ouly anthorized oopRETS cast Bave access tn the privale
information in the TARP packets 140 may be used as
desired

Referring 1o Y 3t construct a senes of TARP
packits, 3 data stream 308 of [P puckets 207 a, 2676, 207¢,
ofe., sich serios of packets being fonaed by 8 actwork ()
Jayur process, is broken into & series of small sived segments.
In the present exmwple, equalsized segments B9 are
defined amd used to construct a set of inteddeaved data
packets &, B, and O Bewe i asswred that the pawber of
it leevisd B amd O formesd s bree and that the
awaber of I p 2070207 wsad to foom ke thace
interleaved packets A, B, and € s exacily three. OF con
e mumber of TP packets spread over @ group of nterlesved
pachets may be any convenient aunber as may be the
aursher of inlerlepved paekets over which the incommg data
stresm is spread The lsfter, the awmber of imtorlesved
packets over which the data siream is spread, s called the
interjeave window.

Tor ceoate a packet, the fransinitbing software interleaves

ihe normal IP packets 207¢ ot seq. fo form a sow aet of
interdeaved pa

SO

oad data 320 This payload dada 328 s then

iy @ sossion key (o fonx a set of sessoa-k
vipled pavioad data 330, esch of which, A, B, snd O, will
toad of & TARP packet, Using the 1P hc'ui:r
dusa, feome the onginal packe 7207, new TARP
headers ). are formed, The TARE headers iPT can bhe
identival o gonmsd IR headers or customized in some way

in & preferred embodiment, the TARP headers P, are [P

ficaders with added data providieg the lfowdeg idormation

regqutired [oe roming and ceconsienction of m

which data 18 odivarily, or capable of being, costaioed in

normal 3T headses:
1. A wmdnw equeacs pumbor-—an identifier that ndi-
tes where the packet belongs in the orighos message
sc:\gtsmce.

An imerlesve sequence nwmber-can idemifier that

inchicates the interlesving sequense usied fo form the

packes so that the packet can be deintetleaved along
with oiher packeis in the interlesve window.

3, A time-to-dive (TTL} datumindicaies me number of
TAEF-rouier-hops o be exeepied befors the packal
reach destinsiton. Note it the '} IE.. pavameter
may peovide A datem o be v WA probabilistic
fovennda for debermindog whether toroate the packet to
the destinstion or fo anotier hop,

. Dsty tvpe identiffer—indicates whether the paviosd
wontaing, for example, TCP or UDP dats.

- Bender’s address—andicates the sender’s address i the

TARYP petwoark.

G
{oom the pay

siwne of

E‘J

i

P

‘n

A35 B

. the destitation wivei-
ml :ufdm*w i th\. TARP network.
7. Decs ~grg nciostar of whether the packet con-

ge data or deavmy decoy data or a

i)

fatns real mess
ohnaion.
Obvioushy, the packels golag

o o stogle intedeave

. picted example that the [P
beaders of I packets 200207 alf contain the same
desfination sddvesg or at feast will be receivedd by the same
terninad so that they can be deinterleaved. Nove that dunwny
or d or packets can be added to forn o langer
interleave window than would otherwise be required by the
stz of 4 given message. Decoy or dwamy dats can be added
to A stream to hedp foil raffic anaky feveling the load
i the metwork, Thus, 1t may be desiable o provade the
TARP process with an ahility 10 eospond to the time of day
o oty critera to geporate more decoy data during tow
teaffic pedods s thad communivation buests at ong point {n
the {ntesnet canaed be ted to communicition bursts af
aacther poant tooeevead the commutictiog endponts.
Procomy dats abso hefps o bresh the data inte a kinper
gimber of wos sized packets permilfing the
imerleave window size o be increassd whiles maintaining s
reasonable size for packet. {The ;ui\d st can be 3
single standard size av
One ]1rimm‘v reason for desising f')f cach message W be
Deaken into mudiiple packers is apparent i & chain Mock
yption scheme is used o fon e st encovption Byver
3t pum 0o inter l avm“ A \uw‘* sneryplion may be
v, of @ messags, #nd that
poﬂmu or pallrely Eh\ul .ux:fg d‘»d HEHO A XEnber of soperate
packets
Referong o FIG. 3, i aa aliernstive mode of TARP
packet comstruction, 3 series of P packets are acommabaiod
fo mnike up s predefioed wnterteave window, The payloads of
the pae re used 10 coustruct o single block 20 For whain
block enervption using the session key, The pavlowds nsed fo
form the block are pressmed o be destined for the smme
terminal. The Mock size mav coeide with the interleave
window g depicted b i bodiment of ¥l 3b.
Afier mu»ptmn the eret p!ul Pk & brokes into separate
pavloads and segmeais which are nterfoaved as in e
cebodimes of FIG. 3, The cesulting foterfeaved packets &,
as B, and (7, are then psckaged as TARP packets with TARP
beaders as i the Bxample of FIG. 3z The remainmg provess
i hown {0, and discussed with reference G 3
Unee the TARP packets 348 sre formed, vach entire iARl*
packet 34}, melnding the TARD header [P, {s cnerypted
o thi Bk key for comumnication with the § hop-
TARP router. The first hop TARP yauser s randomby chosen.
Al wnenorvpted 1P header 1P, 35 added W each enerypred
TARP packet 340 so form a aomad 1 packet 368 thut can
b teansmifted RP router. Note (i the provess of
% [* packet 368 does no have 1o he dose
Bove descriptic
il produc, moely, the

N

%

just 3 waetid

ARP

header confipuration with no stmilarity o a nommal IPh
\.\upt that it contain e infonmation wd d abwove, This
der is mIL“pMu by ouly TARE ¢
scheme may be wnplemented eotitely by
provesses operating between the dsta Dok layer and the
netseork Iayer of each seover oy forminad paskcipsting ia fhe
TARP systeva. Beferring 10 FIG. 4, 3 TARP trausceiver 485
wa be an origisuicy tenminal MK, 3 destiaation tenminal
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110, ar o TARP roster 122-3127. In cach TARP Transceiver
405, & trovsmitling process s genegated to meeive normal
packets rom the Netwosk () Javer snd geserate TARP
packets for commumication over the setwork, A receiving
priscess is generaied 0 veceive normal IPF packets containing

TARP packets and gegerate {rom these normad P packets
which are *passed np™ o the Nebwork (1P} fnyer. Note that

where the TARP frinsceiver 03 is s rowter, the recsibved
TARP packets 130 ari not processed inio 2 strzam of 1P
packets 415 Becanse they need ondy be authemticated as
proper TARP pa and then pa w another TARP
reater or & TARP desttnation terminal 310, The intervening
process, 2 “VARP Laver™ 420, could be combined with
either the data link layer 430 or e Network laver 4883, In
eitlier ease, 1 wounld Srtereene hmx\ & |

reasseambled 1 packets o the Nebwork
cxamyple of combimag the TARE kyor 420 with the dat

layer 438, a program may augment the nonmal prooesses
raaning & communcations curd, for example, an Ethernet
vited. .A!I.cm:z suby, the TARP faver processes mny form part
of 3 dvaamicaily loadable modnle thad s baded aod
exeepted fo support communications boiween the mebwork
aned dats Ui

Becanse e enoryplot i described abe
inserted between e data link and network §
processes imvoheed B suppos fng 5 e
catim may he completely
(network} fayer and above. The ?»\RPwrm s ey also be
cornpletaly transparent W the dyta link JAFGE PrOCoRECS a8
well, Thus, no operstions at or sbove the netwodk layer, or
at or below the data Hok fayer, are alfected by the nsertion
of the TAEPE stack. This provides adait
processes Jf o above e aetwork layer, sme
of mawthorized penetration of the network Taver {iw. fixe
example, a hacker)} & lnoreased substantially. &
dt.\i.iﬂp“’i servets rEnpndng atb the session kaver feave :di
er vulnerable to atlack. Note
that ia ﬁw, architeewre, secvrily Is distributed. That s
m«t,aot\ computers nsed by executives no the road, lor
can wunEtsae over e Ikemel wilhost any
OSSR m;uif‘i\

N\;ic th.ﬁ W address ¢ “happes made by TARP terminals
and routers can be done at ugulm mlu\’al.s, at random
intervals, or ypon detection of “attacks.™ The vamation of 1
ackibresses Bradors traffic analysis td might eveal which
compuiors are covmuaicating, snd also provides & degres of
oty fream attack. The it‘vcl of imymeady from attack is
roughly pmpvrm‘ml ¢ the vale ab which the I8 address of
the b changing.

As mentined, IP addresses may be Lha"l sed i response
o atacks. A aback wsy he rmulcd for cmmph, by a
regulr series of m indicaies that a roulsr is being
probed it some way. U stection of an attack, the TARP
Tver poocesy wiay Lmrmmi toy this even by © 8 i
address, Tis accomplish this, r!« TARP privvess w ;H : e
frrmatted wessage, tr the style of Intesner Con nf
Froweod (OMP) datagrams as un example;
- will contain the mac TARD address, iis
previous 1P sddress, and ws aew P address, The TARP layer
will transioit tos ps 1o a5t least one kuowr TAR P router;
then ypom receipt and validation of the wesssge, the T3 ARP
rovter witf wpdate its LU with the nesy I[P address for the
stated TARP addeess. The TARP muter ¥will then formm o
satlar messae, and broadoust i 1o the ciber TARP rowters
i that they may apdate their LTS, Since the wial munher

GO
MEBpERTE to processes al the TP

wd

a TARP-

W8

B

“n

22
Lt

5 thal destisation TARPE terwinal 100 way

¢ srployed  the sbove-described e

given subast & expested w be
wO upd.xtm" the {L U3 should be
\ ; Fwhen thees
o8 mxmher of TARP pumiers auvdior a
number of clients; this hias modyaed a
is architechuns 1o provide scalability; {his
refinerient bas led 0 second sinbodioent, which s dis-
whssed below.

Efpon defection of an attack, the TARE process may slso
create a subprocess that maintains the original 1P address
and continues infergciing with the astacker. The Islter may
provide g npportonity o trace the alfacdker or study the

refineraent o

atfacker’s methods {oalled “istibowhng”™ drwwing wpon e
anals of 3 small s a Ash bowt that “thinks™ 1 s w e

cvean but is aoinally under captive obsegvationd, A bistory of
the communication between the atacker and the abandoged
(ishbowled) I address can be recorded or iransnritied for
human anabysis or furither syathesized for purposes of

wicaed alove, decoy or demmy data or packens an
i o cuigoing dat streams by TARP wrminals o
5 In addifion o suiliieg i copvenient o spread dars
v a lasger number of separate packctﬁ sueh docoy packets
can also .‘n_fp 1oy level the Insd on tnsctive portions of the
internet fo hedp Bort fralfic analysis efforts.

Becoy packets may be gensrated by cach TARP terminal
B, 130 or cach ropter 122137 on some basis determined

nihm may bu m;
iraflic o penesate @o
trmes. Nute trt packets s
¥ HEIRREH }J}—' O3

xc preferably g*‘.iscm[ud i i,,mnpsay
he groups being sizcd to sinulate
“hftt fEi:m\'

'P

inserhed i
Ioep may have 2 Ltt\;h
decoy packets when s
That s, when a series ol
packet generstion tate may He incn
nrge manber of decoy fs received ak
TARP pe J i

"
‘«.ed "«mmm
i with vep
se lhe rate of
droppiog of 15 rather then forwanting them. The
result of droppiag aud pererating decoy packets it this way
is o make the appsrent ipooming message size dfforent
from the apparent asigoing message sive to help foil waflic
aualysis. The otz ol pion of packess, decoy of
caberwise, may be wndicated 0 ihe decoy packet droppiog
ad generatbyg processes through peris decoy amd
eegular packet vownters. (A peasheble vopater s one that
eesers of decremens @5 valve dn response ko time &0 that i
cotinns & bh value when B s incoremented i rapid
swecession and a small value when incremented either
slowly smafl number of Hmes i rapid s o) Note
aie decoy
packets eqnal (o puaber and size 10 those IARP packets
received fo make 1t appear it s merely roving pachets and
is therefore oot the destination terminal,

Refercing o #1G. 8, the indlowing pariicular steps may be
thad for routing TARP

A background Joop opesation s perfommed which

res un algoritin which determines the gensation
of decoy [P packets, The loop is Wnterrupted when an
cursypted TARP packet is recedved.

82, The TARP packet may be probed in some way fo
suthenticate the packel belore attempring to decrypt it
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1 the ki § Ky That is, the rowler way delennias S35, A clear [P header with the fiest hop router’s

et the pré is an suthentic TARP ¢ :.m.kti by per- sdddress s generated and added 0 cach of the soerypted
S a selected operation: on semee daly techded TARP paehets and the resnlting packets.

with the chear [P header attachied 1o the encrypted TARP Refereing 1o FIG. 7, the following particular steps may be
packes comtained in the ;)avlmd This prakes it possible 3 omployed in the sbove-deseribed method for recciving
i weeld performing durx pHon o6 packeds Gat are pot TARD packets,

suthentic TARP

S40. A hzu,kgmln‘cl loop
$3. Thie TARP pa f

N .’~p~
ion TARP addeess and an indisation of whetlier the of th;.. g E‘f’
packet dx a ooy packet o part of 3 real me J
S4. TF the packet & 8 decny pachet, the perishable decm\ €
compter s incremeated. packe! before at‘mmpiing o dcunﬁpi Housing the lnk
S3. Based on the decoy generstiondepping algorithm key.
aud {he ;-xmhahk decoy connter valse, i{‘the packet s 543 “_I,‘h;: ‘}‘:\RP P
; may chosose 1o throw it av Jestination T
vid packet & 8 decoy packet and it indication u{ Whether it packet is a df,-my paul\ut
dcter‘mined that it showdd be thrown away {88}, coutrol part of & real necssage.
TERIDS 10 Slep S8, the packet is a desoy packet, the perishatde decoy
iter s Tncreraeeed,
. Based on the deoiny generstion/droppag atgorithm
amid the perishable decoy connter valne, ' the packet is
58, H the TTL pavamcter Is greater than rere, a TARP a decov packet, the receiver may chonse 1o trow §
address sz randomiy chosen froms a Ust of TARDP AAY. ’
acdresses mainfadned by the ronter .mc‘ the link keyand 32 ga4 :
1P addyess corresponding to that TARP addess memo-
rized {or use in creating & new [P packet containing the
TARY packet.
Sparamsics is zem or fess, the Bk koy and
r {0 the TARY addeess of the ae
3 reating the new

e:i which

()ptrilimn i

fs decrypted

-

Fhe TARP packets are vached untll all packets

{orpning ag dnferienve window wre secoiverd.

- Ouce ol packes of an interleave window are

receivied, the packets are doiy aved,

cowthined pac
intedeave window & then decrvpled us:
ke

5400 The decrvpted biock is then divided gsing the
wisdow seqienee data aad the 1P, headers are con-
verted info novmal P, headers, The window sequence

5 defining the
12 the session

S The TARP packet is eng ﬁytuf wsing e memocied

ik kew.
AR TP header 1s added o fw
sioved P address, the enc
with an P header, and the
1w the aext hog oy

s

cket that contains the
ARP packet weapped o
'n*p fered packet { sransenivted

[URE

Re 3 FIG. 6, the i*"ﬂ(’_““"’ [ ]df seps ma}-“bn " 1 SCALABILLTY ENHAN S
coploved it the abovesdeseribagd mathed for gesesating =% o . ..
TARP nackets, The IF agility feainre described above relies on the ability

ARP roulers. The
3 be referred in as
“Doubigue” eenbodivent: Aal Hmitalions in
as scaling these [eatures up for o large network, such as the
fnterned. {The “boptigue” erubodiments would, however, be
robust [ use i smalier networks, sech s smadl vitual
private networks, for example) One prodlem with the
boutigue cmbodbmems s that i 1P address changes are to
eeue frequently, the message trafliv required o epdate ail
roexs seffivien vales o serious busden on B
e hesoue TARE packets. frteroet when e PARP rower andior lenpn“:.d.xtum gets
5:: ’§ fic TARP address correspondiog to the B sddress s g, The bandwidth berden sdded fo the nutwo
ctermined feom s lookup table and stored 0 generale  gxample in IOMP packets, that would e psed 10 u
thie TARP huader. Aa haitial TTL count is generuted and o the TARP wuters could overwhelm the Internet §
siovedd in the hewder. The TTL connt may be random gegle impicmamaii«:m that approsched the seal
with mbdmam and maxisaen values or it Wiy be fixed i &
o e
$23, The window sequetce sumbers and  intedoeave
sequeace pumhers ase recorded fn e TARP headers of g
each packet. i agilt
. PARP reuter address 1s raadovdy choscn for ACTOIXE] L.d by ﬂ‘ 'h]dl
cach TARP packet and the TP adib algosthns hat govera 1§
i stored for use i the olesr {P he parictpating 18 compraniestinns sessions bs:-l\,\-u;ﬂ HOLf\.h

I# adidmess chan

to iransmii

520, A background Joop operafion applies sn slgorithm b
" KRR

hrat dewermines the generation of decoy 1P packets. The
foop B interoupted when a data stream containtag 1P

allre Wi

Lels are grouped o & s
s with & constant 1P desiination
siddress. The set is fusther brokew dowe 0 ¢ de
wuh & madmuy size of ap ferieave window The set
rvpled, and interleaved luto o set of payloads

consisting of messag

RCLET

siaed by somie other g

corrcsponding o s muter i3 identified and wed to &5 sech as TARP sodes. {Note that the TP bopping techuigue {5
encrye TARP packets contaimag imterleaved and adso applicable to the boutique embodiment.) The TP agiliy

encrypied data and TARD headers. feature discussed with respect to the bavtique system ian be
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dwpder s
g seribed shared
nmm Oihwr fesruees u! Ehc !»)unqm Sysfers miy be w-n-
bined with this new type of [P-agility.

The new evebodiment has she advaniags of providing 1P ¥
agility govemed by a locsd algoribras and set of I addresses
exchatged by each communicaiing I of podes. This Jocal

FRe i.s u:mbsmﬂ \\ht}. ﬂ'uh hm\ 5ol ﬂP mppmg stri

govermanse w-indegendent in that it may govern " o oot b the TARD |
. R © T Stop S . i the ‘
CODERLEICA L tween a pair of aodes, irespective of the e Foubes Slop wout b P et JAKRE hes

1 b detenming ration TARP rowter for the packet and

sesstug or cud points boing tanslorred bebwe .
y determine whai should be the pext hop for the packet. The

communicating paie of aodes.

o the directly

) TARDP rcmh,s wonkl then furward the packet © o mndom

Fthe senlable e ; ats, Mocks of 1P addrosses are . S c N )
.l[u Lh\i»wlghi:. r;n?llm_dmgmts. b.u\i\kc_-_;xkf _H dﬁi f;‘c SHES .ﬂ;} TARP 11 o il € sation TARP router with whicls the
altocated 1o ac di in the setwork. s scalahilily w - . :
astocaied o vach sode i 1 w BAWOLE. {1 scalabiily wi Ssedree § \R{’ rouder has & hink-based IP hopping commund-

1 Projocol addresses are
d e JIR-bit frelds, v increasing the wumber of
distineily addressable nodes). Each node can s vse sy of
the 1P adibyesses axsigned 1o that pode 10 CoTmEREHCE Wi
other aodes o the network. deed, cach pair of comegsi-
vating nodes can nse 3 plasality of sowrce I addresses and
destnation [P addresses for commmmmeating witty cach other.
Lk communicating pair of podes {a & chain pastivipating
sion sores two hlocks of 1P ud calked
aetblocks, and an algodthm and mandomization
qekau[ivg. from cach mabloskh, the mext paic of
s that will be wsed to tvar
arids, the alporithm governs the sequaen-
Fum-n of IP-addres , sender and woe
receiver 1P address, rom each petblock. The combsination of
Jmnuihm \ud, :md mtllmk {IF ag (ir 88 Ngsc;k) wiH b
l?&’\!.-

in e futare, whes 1

Fi, 8 shows how a client
roufer 81 can estsblish a secure . When clisnt 8§1
seeks to cstabdish an IOP session with TARP rowter S18,
the client 8t ds Usectre synchrozatiom” request
(“SEYNTY packet 821 w0 the TARP router 811, This SYN
packet 821 oontains the clivnt’s 801 suthenticatinn token,
and may be sent to the oouter 831 in an epcrypted format,
= sonree and destination I onmbers o the packes 821 are
861 cursem fixest 1P sadress, amd a3 “keowa”
o i eoeter 8T (For seoweity purpases,
able o reject any packets from outsice of the
locad netwiak that are destined for the ronter’s knows fixed
Il‘ i 3 Upon receipt and validation o Cfltﬂl NH

opgraser UL and o TARE

a6 onoY \'T‘]Ld “suum;‘ aynchromzation acknmwicd\,m:‘m“‘
™ ACK™Y 822 16 the chent 9L, This S5YN ACUK 822

w ; - will contain the wansmil and receive hopblocks that Ehe
' "“dd““(‘“h‘ [) he ‘d‘:“)i ""‘a‘d*_ ﬂusé‘;l‘ug‘ f;‘*‘;f\‘“ SR olient 881 will use when communicating with the TARE
¥ the chient are Sled with the send and receive IP addr euter $16 The cliem 88F will achnowhdge the TARP
genented by the alporithm. The aEgi)S'llhﬂ] i chircked euter's BT respanse packot 822 by gencrating i enerypted
{indexed} by 4 counter so thal each ime & puiy 1s used, the KSYN ACK ALK Sk Fromm Eie

Jagﬂriﬂnn TS ONE 3 new T pair for he 0ot packel  cfient's S8 fined 1P address and o the TAREP routes

s 8H

fe be st Koown fixed IR address. The olien .»m will siguliseousty
Fhe rowler’s receive hupbleck is identical to the olient’™s E\:ﬂl’:ﬁl(t 3 SSYN Al Set; this S8YN AC }\

fransmit hopbloek. The ronter uses the teeaive hophlock to ae
pridict what the send and receive 1P address pair for the next
expected packet from that gln nt will be. Since packeis can
he ved ot of oeder, i passibie for the router to
predict wih cestainty what 1P address pair will be oo the
next sequential packel. To account for this pr\sblm the .5
roler generaies a range of predictons LnCompass

an Fadtiation (SS))
der, receiver} 1P
. 9%, as speeificd
ock provided by the YTARE rovuter 81
: cet 822, The TARY nouter 811 wiii

respond to the 881 packel 824 wiih an S8 AUK packet 8
the whieh wil] be ser with te fiest {sendee, receiver} IR mrm

2

number of sible tragsmitted p sendireceive the TARP § IFaiseni Iahm 923, Unee these packets
addbresses, of which e next packet received conld lesp have ‘:u.ll m\c(,s.ﬂ:uih' exchasged, the secure compmunios-
ahiad, Thns, 1f there i3 3 vanshingly sivall probability that : stablished, and afl fursher seoure eomme-

a given packet will artive af the ronter abead of § packels s between the chent 801 aid the FARP router 811
wransantted by the chent before the given packet, then the will be comdected via this secure 8 as \(1.1; A% 89N~
rouker cat geiorate a seves of Gseudiecve P sddeess pexirﬂ fzati
{or Euwg window '} 0w np:m vath the st received
i it Is marked  the bop
s such, so i}m\ # secow] packet wath the sawe [P
achilres pair will e discarded. If ag pul-of-sequence gacked s ThE SCCLTS SO
dnes not arrive within a pre<t Ietermined Himecut period, tan TARP ouker 911 {F1
bz requested for seransmissios or steply discarded from the
reeeive table, depending upon Elit proiocn] i use for tha
COMITHIRRAHOUS sesston, o p by vonvenlion. &

s is rctive, both the client 908 aand
309 will maintain thelr respeciive
fables 921, ‘323 and receive tables 922 924, ax
d by the TARY router chering scsston synehroni zation
s mporiant fat the sequeace of 1P pairs o the

: s packet, it compares transinit table 921 be identieal ko those 1o the TARDP
the send and roo 1P agdide ekt with the next rOUier’s ive tabrle 934; simdarly, the sequence of 1P pas
N predicted send and receive 1B address paies and rejects the i the client’s reesive table 922 must be wdeatical 1o those 1n
packet if His aot ¢ member of this set. Recelved packets that the router’s tramsmit table 923, This is reqused for the
do got eee he prodicted sourveddestintion TP addresses &5 session syachonization 10 be maimtamed. The oliont 90!
falbag wath the window are g} 1, thus thwaetiag possible need matntarg wrdy one transoit table 921 aad
hackers. (With the aumber of possible combinstions, even @ fable 922 during the comse of the secure session

When the router rew
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n. Hre
> ing frow the ©
next [P address pair shown i its ree

Since pack
S can mal inl.:in it
and will mar
{ixture p,zdse“, .zny ferhaee packed cmnai‘“lim an P pair thad
I the lok-ahead buffer but s marked as previousiy
receivesd will be discarded. Communications fram the TARP

router $1F 10 the client 99E sre matwained o wu identical
wannet i opartcalan the vowter $1F will select the nexs I

adddress pair from s ransmit table 923 when consiruciing 3
packet to send 1w the clienm 991, and the o
mrainlain @ lock-abead bulles of expected I pates o packels
theat it s recerviy B TARP vonter weil] weaintain sepavate
paiss of teansivdt asd reveive ables for cacl client that is
curvenily enga i ssiod with or throagh that
TARP rower.

While clivnts recedve thelr bopblodks from the fiest server
linking them (o the Tateraet, ronters exchange bopblncks,
When a rouier estabfishes a Yink-based 1P-bopping commu-
nicaliog regine wi

howewver, the router

“ook ah m n\ s =:i§)lz:.

another ronier, sach rotfor of the pair
exchanges its iransmit hopblock. The transmit hophiock of
vach ropler becomes the recelve hopblock of the olher
router, The communication belwesn ruders is goveraed as
duscribe d by the example of & clienl sending & packet {0 the
first router
\\hxk thc sbove sirategy works fine in the 1P milien,

; Rooal aeiworks 1hat are commected o the Internet are
o systems. e Ethervet, the 1P adde < of the
destination devices must be transisted into hardware
adidresses, and vice wrsa, using known grocesses (Maddress
resofation protooal,” and “reverse address resolution
proteol”y, However, i the Hak-based IP-hoppiag straegy is
cplayed, the cotrelation process woudd beomme explisive
and burdessome. Ao aliernmive w the dnk-based IP topping
st R plm.\(l withia an Etheraat nobwork. The
solnfio o provide that the pode Baking the Tntomet io the
Biberaed {vall it the border nm(svs) wse the Hok-based
IP-hopping commupication regime o commun wate \\nlh
B outside the Lthernet LAN. Wi
cach TARP node woukl tave a single IP (nddrms Mm-h
woald be addressed o ihe conventronad way, Iestead of
comparing the {sex s} I address paies 19 authen-
ticate a packes, the wra-LAN TARP sode woukl use one of
e 1P beader oxtension flelds w doso, Thus, the border node
wses af aigorithm shared by the intea-LAN TARP node to
generate a svmbaol that & swored i the fise
headier, and the mra-LAN TARP node pevwer a range of
syvubols based on s peediction of the sexst expecied packet
i hx‘ peexived {. that particulsr source §B address, The

s ooty it does rot fall fio the set of
symbrols (For example, numesical valuesy or is sco
dogs. Commutications from the fnfra-LAN TARE pode to
ihe border node are accomplished in the same manncr,
though the algorithm will vecessarily be different &
sons. Thus, each of the compumicating nodes
guirrale transmil and receive tables dn @ simvilar macner o
that of FIG. 9 the intra- L AN TARDE nodes transmit table will
tre ddentical to e Dorder node’s receive wable, snd the
intra-LAN TARP node’s receive table will be idenical W the
border node’s traosmit {able,

The aleonthm wsed for B address-hopping can be any

desiced algorahm. For examaple, the algorthny cag be
peendo-ranclom aumber generator il generates aumbers of

o 90T will |

d in the TP ¢

e

a

3

2

“n

~

&

CATRS L
Alternative

CEPANTS COn. NSV &
i ¥ simply @ pacsmet
.1pplvm~* the aluouihm inr example the assumed alporithm
onuld be g ;msluuld; peepda-candom aember gencrawr and
the sessinu participants cotld stmply exchange sced vialues.

Nee that there i3 oo permanent physival distinction
Mwun thc (n’lu‘ltti i mci :ksxlﬁ‘kilk‘ﬁ tm\un.t] nﬁdu

‘M‘k

ixl\n thas ﬂ‘u aumemamm,

: : hmg__c, may all be served by a single message
s that separaie me cxohanges may not be regured.

As another extension 10 the stated arehitectire, nonitple
shysical paths can be vsed by 4 clignt, i order to provide
sedundavey and rmh cr thwart atempis il of
service and wafie woni ving. As shown i FUG, 1, Ky
crample, clivnt TORE can sstablish fh sRancous s
sions with cach of three TARE sostors provided by different
iSPs 1013, 1612, 1033, As an oxample, the olicat 10 can

ina raml nn fashics any um., ﬁs. dl
architcctpre provides a high deg
rechundavey, with improved inaouaity fm n ds‘«{zldi
service atlscks and traflic motdtoting,

2 FURTHER E

TENSIONS

The [ollowing describes varipus exilemsions to the
technigues, sysiems, and methods desoribed above. As

described above, the security of convmunicalions occeuarring
between cotpniters W 4 compriter veiwork (such as the
Interned, an Eiherned, or others) can be enhavesd by using
seerningly random s and destinstion Internet Protosol
(1P adidvesses for datis ts transemitted over ihe vetwork.
This feature provents cavesdroppers from deteominmag
which compuiers 1o the petwork e commusicating with
cach othor while peaviiting the two com
priors 0 casily recognize whother s given received dats
packel Is legitimate or nol. o one embodiment of ke
abaovve-goseribed ferms, ab 1P header exiension feld is
wsed 1o authentivate ineorting packets o an Hhemet,
WVarions extensions (o the previcusly described technigues
deseribed berein include: (1) use of bopped hardware of
wses 10 broadeast type metwvorks (2) 8 seli-
,1*1“1011 luhvn]m, that permuts 4 compuier fo auto-
matical v eegatn syachronization with 4 seader; (3) syachre
pization algorithms that ablow vansmitting atd receiving
mpeErs o guickiy re-ostabilish syachronization h the
event of Josg pa(’kc & of cdher events; #nd {43 & fast-packet
rejeckion mechanism for refecting jnvalid packets. Ay or al)
of these extensions can be combined wih e features
described above in any of various wi
evvare Adidress Hrnpgn i
eroet prodoenl-ha; mi mmmnma aicy
ST ACTOSK Ny«
4 the 1P pad
o 10 as “lrames.”

and pwo ornbedded B ;sackets IPY and ,‘[Pl, whiile & second
therpet frame LA0 comprises 2 different frame e
FE84 and 3 single 1P packet [P3. Esch Same hesder gonsr-
ally tochxdes 8 source hardwae address LA and 2 des-
Lrason hrdware address 1I01E; other wel
frame beadiers are omdtfed from #1G. 11

known fields in
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3

hasshvae sodks conupd wver @ physical eomn
cation chamnel lgsed appuopuste sosrce and destinahen
hasihvare acddres (i on the chanuet
or gegwork shiou
It may be possible for # m‘fA
information about the contents of a frame andior its com-
musacants by g frames on a loca] nebvor
thas {or i addition to) the [P packets thesmsebees, This i3
expectally true in broadeast media, such as Ethernel, whers
it is veccssary o st o e frame header the hardware
ackdress of the machine thar generaded the {rame and the
rdware address of the machine to which frame I5 being
roCmee” all

can b a

(R “(

b=
L
2l
2]
=
=

be able to dennty who 1s engaging e thu mium 3‘11“1\
exchange, Doe wiy 0 wddess this problem 3 o push the
adidress-hopping scheme diwe o the hardsas

accardance with various embodiments of the ravention,
havdware addresses ave “hopped” I a maaner siopilae to thd
tsed io d”- ge ¥ ad s, sach fhat & stenet canued

=

OF wh ch nudg, I Llu_ wm}dul 1\.‘..\}3 iefl,

. 12 ‘A-s N w which Media Access Contool
e addresses are “hoppesd™ in order o

over 8 network such as an Etheroct. While

TS m lh\ 3¢ nmh;‘\r case of an B Ihes 1]

inerease :»:‘cunt\.

the db\\\.ﬂ VRIS KE

o m,h;:r i}-p‘:s uf COMMUAL rmnr. Wi
case, the MAC address of the sender and yecebvor are
mserfed inte the Ethernet frame and can be observed by

anyone on the TAN whe is within the wosdeast ra for
fhas Frame. For seedre commuipeations, it becormes desirable

to generate foames with MAL addresses that are aot silxib-
wtabde w0 any speciic sender or Ree

As shown in FRY E3A, two comuputer nodes 1201 and
1202 comumunicate over 8 eonumtmication channel such as

an Eihespet, Bach node executss one or more application

commanieation soitware 1204 and 1247,
Examples of applicasion programs nzhude
veing, ceomail, word processing progssns,
e kphrmv and the ke, Comanuaicstion software E204 and
1217 can comprise, {or example, an OSE layered architectyre
or “stack” thal standacdives sarlons services provided af
differemt fevels of fuachoualiy.

The lowest levels ol commumestion seliware 1204 and
1217 cmmuaicate with hardware components 1206 and
1234 respectively, cacht of which can include e or more
pogisters 207 and 1218 that allow the hardwae o he
recomtigured or oontrofled iy accordance with varos com-
masHeton protocnls.
g pelwork inferda
cach other over the comnmue
compacit i3 fypicall
address or MAC sumt s fies !hc‘ h‘lmwarc come
ponent 2 other nodes on the venwork. One or mose el
drivers conlrel the operation of csch cand
example, be configured lo accept of wwiect packels from
W hardware addresses. As will be described in more
I below, vadous cmbudiments of the mventive prin-
ciples provide fox “hopping” different addresses using one ot
move algorithms and one or more moving windows that
track 3 rapge of valid addresses to validate received packets.

8 uited accordiag to oue of wore of the laven-
tive priviciples will he geoerally referred fooss “seone”

1n CHRES

ms 1283 and 1218 ithat communicat: by ransmitiing =

a

¢ of {hs machines on the LTAN &

20
pag ¢ re commmnications” o gifforean
foove ordreeary data packets that sve teansmitied in the clesr
using oahoary, mactine-cormlated add
One straightforward method of generating noa-
attrtbutable MALC addm 5 aa extension of e IP hop-
ping scheme. [o this seeparlo, o machines on the same
LAN that desire to conunvaicate 8 a secwre fashion
hange random-mumber gencrstors and seeds, and oreate
seguences of quasi-eandom MAC addiesses for synchio.
nized hopping. The inmplemetistion snd s5mhmm.{zm<m
issues are then similar o that of 1P \‘m;v ‘nu.

This approach, however, runs the i
addyesses (il sre cureentdy active on the LA
g, cowld interrspt commicatives for
Sivce an Ethernot MAC address s ab prese
length, the chance of madomly mmsusag an active MAC

ess B actnally quite small, However, if that fizure 1s
fed By @ Jarge nwmber of noc s widd e {humd
ive LANG by a large auabxr of frames (as
} chet voice or streaming video), and
by a lame pumber of concument Vivtual Private Nebworks
{VFNs), then the chaties thut a gon-secure macking's MAC
it an sddeess-hopoed Frame cun
become pog-trivial, In short, any scheme that mns gven a
SNET ¢ of wiertupting comwmuicstions for othet
rrachines oo the AN &8 bowsrd 1o neceive resistance frowm
prospective system administrators. Nevertheless, it ts tech-
mically feasille, and cas be u-)plummui withow, risk o a3
LAN o which there (s @ swuh aunber of machives, or  all
ny i MAC-kopped

CONELU OIS,

Synctironized MAC address hopping may dacur
overhead in the course of session establishment, espe
¥ there aee srulbiple sesstans oo mubtiple podes nvolved in
the commvumeations. & simplor meibod of randomizing
MAC addresses is 10 ablow cach node o receive and process
gt foame on the petwork, Typdoally, each wet-
work aberface deiver will cheek the deshination MAU
addeess in the beader of every incident Feame o see
matches that machin TAC address; if thene 1s 0o v

ch,
1o Gne embodinent, bowever,
ad every ;mukm packet is
}‘En\ \\Jl‘ be

2 mode, sk ¢ i
frame ts provesse d Pmmis:. sous mode allows the seader b
gse completely random, wmynctronized MAC addresses,
sagee the destination machine s guaraniced 0 process the
frame. The decision as lo whether the packel was trudy
intended lfor that machine is handied by the TARP &ta«.L,
which checks the source and destisation IF addresses for a
miatch iv s 1P svnchmaizaion fables, IF no mateh s found,
the packet s cuhcdrdcd, it theve is » match, the packel is
unwrapped, the inner header s evaluated, and it the inner
beader indivates that the packet is destined for that machine

packet is forwarded to the P stack~othervrise it is

aadom MAC adr

overbcad;

hop-
SHHE

every ineident frame must be proe
is engaged considerably morg o
mterfacs driver s diseriminait
Iaterily, A compromise approach 85 o selee W8S
fixed MAC address or a smadl oumber of MAC addresses
{e.g., one for esch virtual private network on an Ethernet} to
use for MAC-hopped communications, waardless of B
actual recipient Jor which the message s tntended. In this
mode, the network inferface driver can check cach meident
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ablistied MAC
wg the CPU from the jask of
55 101
betray any wselul information fe an inferloper an the LAN;
wm pamcmax every sceure packet oo already be identificd
by & unbgue ;md.d tvpe i the puter Reader. mem‘s_r, st
At machines enpgaged in secure commutications sondd
cither be psing the same MAC address, or be selecting from
4 small pool of predetermined MAC addeesses, the associa-
mm hetwun aspeciiie machine snd 1 spee
tvely hroken

heme, .h-; CPH will be engay
il world e i gon-secune COMHMIEIAEMS {or in syaciwo-
«d \4 A address hopping), since e setwnrk interaes
casnol always wnilatersily diseriminate between
¢ packets that are destined foy that machine, akl seoure
o ont other YPNs, Homever, the nag-seoure raflic ts
casdly chminsiod & the network ioterlace, thoreby reducing
the mmcnnt of provessing reguired of the CPLL Thees are

s, therehy fre
phmu} Lx\«urpuku discoiminatior. This schewme d

pod more often than

toundary conditions whore these ststements would nod hold,
LAN 1s secvre trafhe,

i all of the raffic oa the
thent the CPU woukl b enge
iny the purely-random adur&"v\ hopping, cas
cach VPN on the TAN uses a difforent ¥
the netwirk wlerlace can perfectly
ir’zmcs destined for the tocul machiae from thm consting-
PNz These ace engineering wradeoffs that might
{ handled by providiag ,\;lm‘mximme oplions for the
wrs when msl.s!hn;lh; softwase a1 'mlthxhuh VPN%
Even i this scenario, bowever, there stil vemains a ship

risk of selecting MAC addresses 1hat wre being used by ¢

or e focdes o the LAN. One sobution to this problom is
to formally assiga e address o g mange of addresses for

v an assigned nmbess Et)s?,i‘ﬁr:iﬁiim aulbnrt‘i\r
cane of Ethernet, MAC
veugdorns by the imn uty of
neers (IEE]
ensuee that scovre frame
configured and prope
Referesce will sow §

»ign:.d range ot .addw«e wm\d
duy Dot c.ﬂmi.u.i with any properly-
-functisning machines on the LAN.
ade m FIGS. 134 and 128
ouker 1o deseribe e mamy comldaatinous and feasres that
follow the isventive priveiples. As explained above, two
cimmpiter nodes 1. 20T znd 1262 are assumed 1o be conwwe-
nlcaling over & ne
an Bthemet, A commemeation pratocol 1 cach ande (1204
ant 127, rospoctivelvi comtains o modidied clement 1205
anid B2L6 that performs cedan functions thet deviaie from
e slandard commuaication profocols. I pastiewdar, com-
putee nede 1201 npiements & Hrst “hop™ a
that selects seemingly mndom source and
addresses {and, in one embodiment, seomiby
fieader discrindnatoe fieidsyin order to fransinis cach packet
t0 the other corputer node. For examyple, node 1361 maia-
tains @ vansmit 1able 1208 comtaining triplets of source
destination (1Y), asd discebminstor ficlls (DS} that are
inseried o owtgoing [P packad leaders, The tabie is gea-
eraed through the use of ao appropriate algesttha (o
random rnmhu’ rator that Is seeded with an appropriale
seed) that is zm(mn m w recipiont sodes 1202, As cach vew
i 1\\d\ is fonmed, the oext sequenbial enlry out of the
sender’s tragsmit able 1208 is wsed to populate the IP
SOV EQE, H’ destiration, and P header extension feld (.5,
criminator feld). iEowill be approciated that e transmit
table teed pot be cremed fn advance bat could nstead be
created on-the-fly by executing the algorithm when cach
packet is foomed.

nation 1P
ragdow 1P

fle MAL address

shwork of commumication medines such as

than 208X

a

2

22
Lt

22

Ababe r e 1202, the swne 1P Gop algorithm
122X is muotstned aod ussd lo geaerate @ receive Lable
222 daat Bsts valid tripleis of sonece FP addeoss, destisation
i addr nd discriminator okl This is sbowa by virbue
of the first five cofries of transmit fable 1208 matehing the
second five entries of receive table 1222 {The tables wmay be
slightly offset at oy particolar fime due to ost psckels,
misordersd packets, or ransmission delays). Addiionally,
node 1202 matatains a recedve window W3 that represents
a sy of valid TP sonpee, TP destination, and diseriurinator
fields that will be aocepted whed received as part of an
incoming 1P packet. As packets are received, window W3

slides d(,lwn the dist of valid entrtes, sach that (he |
v;«‘i Fentries change over e, Two packers that a
of order tat are neverihel natelicd W entrtes witkin

window W3 will e accopied; those falllag outsade of
window W3 will be
window W3 o

wed as mvalid, The length of
iy b sdyusted 38 necessary 10 weffect network

iar transwid table 221 for
ceeating IP packets and frames desined for noede 1281 wsiog
a poteniially differeat bopping lgorithm 1221X, st node
1201 muintains 3 makching eeeive wble 1209 using the
same algorithe 12409X, As node E202 transmils packets o
node 1201 wsing mingly random TP semrce, P
destination, sadior discrimingior fiekds, nade 1208 matches
the incoming packet vatues 1o those falling within window
W maintained in s receive tible. In efect, wensmit fable
1208 of nuade 1201 &5 svochronteed {Le, eatite locted
m the ssme ovder) o reostvis table 12“. of reeciving node
1202, Sigilady, tipsrat fable 1221 of sode 1282 is syp-
chyomized w0 weeive table 1209 of pode 126810 K will be
apprectated that although & common slgoribem 1 show for
the souree, destinusion and discriminator felds in FIG, 124
{usiang, w2, o different seed for cach of the theee Helds), an
entirely different algovithm coudd in fact be used to establish
wihues for cact of these Tt wiil also be apprecisted that
one or o of the flelds can be “hopped” tather than all three
as illpsirated.

In accordance with anciber sspect of the investion, hard-
ware of “MACT addresses wre bopped {ostead of or in
addidon 1 I sddresses amdior the discriminamr feld in
r o dmprove seeurdly 10 o local wrza o broadesst-type
eetwuak, To that end, xmth. 1200 further prafeiaus a ansmit
table 1246 wsing 4 wansmit algorithm 123X to generate
sotiree aod destination hardwsre addrosses that arc inserted
o rame heades {e.g., felds THELA and FLOEB 10 FIG. 1)
that are synchronbzed 0 8 corresponding recerve table 1224
at oode 1202, Simtady, sode 1HE maintains & difforcai
(nmmh mbl; 1-.-\ comtuindng source aud destination burd-

5 synchronized with & correspondiog
abii 1’11 a1 node 1281, In this manner, mugoing
franies appeat o be otginatiag from and going w
»ump\ v eandom nodes o e uu\wr}\w 1) thcm,iu !

ot can detenmine whe 1
i ﬁlscs' RS

Node 1202 mamtiains 3 si

s

hardivase

wm oa card driver or i & h;in‘dware caw} itsel to impmvp

: parfermance).
FHG. 121 shows three different cmbodiments o modes

that can be employed vsing e aforemenionst principles.
fu a Aest mode wefemed to as “promesceons” mode, a
oommoa hardware address (e, 8 Hxed address for source
and another for deskinaiicnd o else a vompletely random
hardware addeess I8 used by all nodes on the aetwork, such
that 1 pavticular packet camat be ativibuted 1o any one oode.
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24
3 ; Mainkag the b Usings « dliserimdaator Held offers (e
COMMOA {m Fangd m} h4s\ AR eddf\\‘! and wspect the TR following advantages: {1 ) an \\r!mmulv high lovel of pos-
sekfosses (o discoiminstor field to detenmine whcther the ection van b pm‘vukd, and (2) addy OPPIn I8 wanse-
packet is intended for that node. In this regard, vither the IP essary 1o provide prodection. This may be important in
adetros:
accordance with an afgodthm a3 desertbed sbove. As probleras.
explained previously, this R cach uode’s over- €, Synwhsc
head since additional processing is involved to dv.m.rm G Hois pererafly assunwd that once a sending node and
whether & given packet Bas valid sowrce and desiination receiving node have exchanged algorithms and seeds {or
hashaare wliresses. s gimilar information suificies geterate quasi-tandom
In a sccond mode reforned o g stuvee and destination tables), subsequent communication
i ret of fixed hardware between the two nodes will proceed smoathly, Realis
sslination fardwar Bowever, wo nodes may Kse sychroy smmm du“ 1o net-
B Uver @ viptal ;n!mk wnk de Qv QUEAEES, ot ather {uuh i

s oy the discrimnatir field of both cas be varied i § envirooments whtﬂ, iddmess hoppiag would cause rowting

tion Fechuigues

cally,

i there ase six aodes on an Etherney, ancd iiu 15 45 desirable to provide means for re-eatablishil
aetwork is 1o be spm up B (W privele virtaal setwoaks wation betwesn poddes o a network that have lost -.syuuhm-
; VPN can conmmmncate with only the Ao,

own VEN, then two sets of hurdware (e po ire that cach node
ote s¢t ior the finst VEN and 2 provide an ackpowledgment upon stooessind eceiptof ¢
comd VPN, This would reduce the packst amd, if no acknowledgment 1s secsived within a

adidresses ooudd b
second set for the

aprot of overhead tavobved in cheoking bor valid frames cerlsin penod of dme, to re-send the woacknowledged
sitoe only packers ardving from the designated VPN would packet. This approsch, however, drives wp overbend costs

aeed 10 be checked. T8 addresses and one ¢ more diserimi- and may be prokibitive in bigh-threnghput esvironments
aamor Helds o IE be hopped as before for secure sich as streaming video or audio, for example.

ComTm 1 ﬁi VP’\I ()i‘ course, ihi&; mhii‘ m A dfferent approsch
RO wizing lechuigue thad will be referred iv

can easily o synchronization™ In s approach, svachronization nfor-
CAURNOE OO ?eim it s BRI I8 *ml\ulds’d miu rmh pw\u thereby enabling the
reguires the wse of ) o SRS ok of a4 stople

RISGEHAN

vilnersbilily o coriain types of Dol ke s sypchronizagdon with
A-‘iii)uw the discrivinator fekd, sn attacker o the LAN the seader. (8 comumnicalions we alrcady o progeess, and

ould stream frames mmu T Ehu MAC addresses hang the reverver detennines that i s still 1o syne with the seader,
uw:,d by the Vi xooould fead to then there s po noed o re-syoachronize.} A reosiver eould

CXCCSSIVE processing s)\«crhcad‘ Fhe discrigiastor Seld detect that 318 was owb of syachroaization by, for exampic,

wondd provade 3 low-overhead mezas of rejeciing the fdse ergdoving s “dend-maa” timer thm expires after a cedan

packets.} period of e, wherein the timer & resel with cach valid
Tn & thivd mode refereed as “hardwarc hopping” wode, packet. A time stamp could be basked nto the peblic svac

hacdware wddvesses are varied as illostented i FIG, 1240 field {see below) to prechude prokei-retey aifacks,

speh thal hardwire source ;md destinatinn addoesses are In one mﬂmchmcm, a “syoc feld” s added 10 the header
constanidy in order o provide son-ateribsiab of cach pachet sent out by the sender. This syac field could

ng. Viriations on these eobodinents are of cougse appear it the lear or 55 pag of &y ene typied p artion of B

possible, and the invention i ot intepded o be hwiled ta packal. Asswming ikt 3 sender and meceiver have sebeoted a
any R\pn“ by these s o examplos, randome-number generator (RNGY and seed vahie, this com-
1 the Adtdre: ACK: bination of NG aod s g beoused O ponenie a

i

. The RNS 15 then wsed o

A

khu,\ hoppiag provides security and privacy, However, a5 random-munber sequence (R

the level of protection is lmited by the mumber of sddresses generate 2 sequerwce of sonreeidestiaation [P paes {snd, o
iy ihe blocks being bopped. A hopblock: denotes & fiekd or destred, discrminater fi axed haedhware souree and des-

ficlds modulated on a packet-swise basis for the purpose of tingtiem addresses), 98 deserbed sbove, It s oo pecessary,
providing o VPN, For astasee, i two podes cornmunicste however, o gencrie the entire sequence (or the first N1
with IP address hopping | - hophlocks of 4 addresses €2 50 wahuesy in order 30 generaie the Nib randow nambet (0 ke
bits) each, there woukd b 16 possilile addness-patr combic sequatos; IF the sequence index N s keown, the andom

atlons. A windaw of si ookl yesul i most address value corresponding 10 that index can be direetly generated
puiss being aceeptid as valid most of the time. This limita-  {see below). Dilferent BNGs (and seeds) with differew
How oan be overcome by wsiog a discriminstor Held in findamentad pcrmdx\ \wi b Lse«i ) geveniie the M
i 6 o inst of the hopped address fields, The 33 OELUPLS Wt 11L1
et feld woudd be 1=Upp~1.d i exactly the sime

-h

fon ax e address fBelds and §E owould be used 38
determine whether a packet shoudd be pmcz‘.mc’.d by @ (: J\) are hn] pcd using a smpl-; BN \t\]hrﬂ.\ g TRechas
receiver. (ESHE

Suppose that vwo clients, sach using fous-bat 1.Ls-}blus.lus, ¢ I aceordance with @ “sclfsyochronization”™ feature, a
would hke the same level of protection afforded fo clivals syne Held i sach packet beader providis an mdex (1., a
commmuicating via [} hopping betweon two & biocks (34 spguence nember) o the KBNS thal is being wsed to
address bits eligible for hopprag). A disermmator feld of 20 peverate 1P paies. Pluggiog this dndex into the RNG that is
bitg, used In confunction with the 4 addeess nts eligible for being used to geperate the BNS vields 8 specific Nndom
nurether vakue, which i trs vields a specific 3P pain That &

hopping in e Ii’ address feld, peovides this level of &
profection. A 24-bit discchuinator feld would peovide » an [P paix ean be generated dircctly from inowledge of the
simtidar fevel of prosection i the address fields were not RNG, seed, al index number; if is not peoessaey, b this

Cloudflare, Inc.  Exhibit 1003  Page 1018



LIS 6,502,135 131

25
sadrone, fo genere e sntire sequesiee of random aunk
that preceds the seggence valus associaled with the in
mienher providod.

Since the communicants bive presumably previousiy
exchanged RNGs and sceds, the onty new information that
nutst be provided in order to genernie an TP pake is the
sequence member. [ this munaber 35 provided by the e
in the pas header, then the receiver need only ug_) s
mumber inlo the RNG in order {o generuie an ® i nd
thets verify that the TP paidr appeating {3 the header of the
packet is valid, In this scheme, if the sender and recerver fose
synohronization, ihe receiver can imwmediately
fe s\'nuhrmn/z: upuv Fece ""l of a \mmt }md\u by \Jmp‘v

scherne ideal Tor mu‘itic‘wn COMMIITE
Taken fo the extrerne, 1 could obwixle the

aization tables entitely; that is, dx send
simply rely on the index number in the syne field to validate
the 1P puir og such packet, snd thereby eliminate the ables
eniirely

The amnmwnme-i schetne muy Have some oherent
securliy issues assochited with it--namely, the placement of
w field. 1f the tickd is 11‘“;\} o ~hc it ht.adu' t-;u\

m-&'ing i

promise the algorithim thal s | s
IP-aeddvess seg which wonbd veapron W SECURLY
of the commmwiciiions, 1, however, the value is placed in
the inner header, the the sender must deceypt the bhwer
header before (1 can extract the syne valve and validae the
IP pa:r' this "~pms up the recciver o curtain {ypes of
-3 § attacks, such as packet replay. That
is, ii'ihc eeceives st deervpt a packet belore it can cabdate
the 1P pair, then 8 conld potentially be foreed to expend
siguificanl .:mount of pme. -\km;;_, o decoyptinn i an attpcker
sinply el i pacl"etsv Other attack
meihodadogies are p(m 1hw, m ihlc SCCArio.
A pe \Sth!c a,nmprom;\c hc( = omhm securiy and

1 wsed

T
the ‘\\vl“L vahw is '«ufﬁurml\ fﬂuy it mmd Puh muﬂy be
%pht Ty a -Aph chagg Y prard hat can be vicwed i he
clear, M:L- a ftxed {or very stowly Lhml;.,lrw\pan that vaunst be
protected. The part that can be viewed 1 the cleas will be
called :m puhlie syme” portion and the pm et myust be
profected will be called the ¢ pnum v portion.

Hoth the public syne aad private syvoe postioas sre aeeded
0 generate e
fovwever, can be selocted steh that 3 s fixed oo will chasge
anly oocssionally. Thus, the private syac value can be stored
by the recipient, thereby obviating the aced o deoryp the

freader i ordet 10 retrieve it IF the sendw zmd ﬁweiver have
'agrccdupomh T S P

it a single hmw LS mlt.r o extract mc: ¢ pr:\':ﬂc

if the communteations gap that has fed 1 syuchso
walres has exceeded the Hfetime of fhe pravions privale
svie, This should oot represent &
decrvption, snd thus should aod open up the recerver to
desdpb-nfservion sttack simply tased o the need 1o deca-
siogally decorpt a single heades

One hnplementation of this 1 o wse a hashing fuaction
With 3 one-fo-one Mapping o genctie the private and public
swie posticns rom 1 ne vakue, This smyplenmentation is
shows in FIG B3 sehere (for exampled s fiest ISP 1302 is the

coanplets svne value, The private portion,

¢ burdensome amount of ¢

e

a

5 whepever posstble and to re-es

Oher alter-
13 ¥ A ransmitted p‘xcke
cader 1305 that wat
beacder 1306 that i
CDuier header 1385
13486

natives arc rﬂs

comprises 3 public
spervpied, aad a privaie ot ".in‘u
encrypied vstng for example & link k
nctades a lmhiit syne podion while innee heades
wimains i ;mv.m SYTHS §x
the inur ¥
Iy extract th ysm) ¢ syne portion. This »-cp
sty if the lifetime of thn, ;um:mh l‘n fr:u;d pr'
w\plﬁd {H the 3 ) 3 .
then il is simply extracted i'i‘nn‘ memory ad “added” (which
conld b se hash} o the public syag, as shrsam step
1388 The ﬂublm and decrypted private syne portions are
combined dr fnction 1308 {0 order to geaerate the come-
bined sype 1309, The combined syae {1309} is then fed o
the NG (E310) snd covap to the 1P address pair (1311}
to valtda o reject the pa

28

An important considecation i s acchiteciire s e

copoept of “fature”™ atd past” where the publi
ace convirned. Though the syne \;-‘aiuex themsely
e rasedom o prevent spooding atfacks, B may be 1‘1}‘\urtm*n
that the recetver be able o qm\_\lv xd\,u:h it W‘nxalm th“
has altcady been seatoven if the
3 e wirs pever actieally rec by the ree
sofution i3 fo hash a Hime stamp or soguence numbss mio the
public svne portion, which conld be g extracted,
checked, sad discarded, thereby validating the public syac
porhion {tself,

I one embodiment, packets ¢
ing i source/destination P pair g
with the palr appesring in the packet
match, (2]
e

can be checked by eompar-

header. 1 €1} they

the thne stamsp is valid, and (3} the deadaman
explied, then resynchronization oeownrs;
s3therwi e packet s cojected, 18 caoegl pen v
poswer {s availabhe, the dead-man Hmer and syochrontzation
fables can by avoided abogether, and the rocetver wonld
simply rcsr.u‘hwn 7o (.., validate} on every packet

The foregeing scheme may require lacge-isteger {
160-bit] retth, which ey ad ot i s fspplomentaiion, ¥ n:hum
Mh large-integer negisiers, pro nwlbrmmhpm\ ould be
thes potentially afle from a dentad-
¢ standpoint. Neverih Rarge-integes wath
processing feaiures become more prevalent, the costs of
implcmc*minw 5:ue.:l‘ oy ;;mm will m reghoes
£ Other Sy

Axex E;m\cd :«:i,:m::- 11\\1 L85 BT
lost betwenn g irasnier
is e window 8

5 are

aed in e receiver’s window, The seader and receiv
aol recover syrolromzation atil perhaps the ratdom }mr\
in the window are reperted by chagoe, Therelore, there is 3
aeed o keep a transmitter and K er In synchronization
ablish syvachronization

whepever @ & Jost.

A “checkpeint” scheme can be wsed to regain synchronis
zation hetween a seader and a receiver iim have falles ot
ronization. In thws

. Ct?\'l']pl lg k3 TH)’IL{UFU ]P AAITTRS !J?i‘;l' 18 ¢ T COTHTRER-
wating synchropization information. o one embodiment,

By Tressages are wsed o counumioste syochmmdzation
information hetwis 3 der avid 3 recipient:
SYNC_REQ is 2 message used by the sender w
indicate that i wants o svachrontze; and
2. SYNC _ACK i3 2 wmessage tsed by the
inform the rassmitier that it has been synchoon

civer fo
fred.
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adation of tis approach, be e wags-
ey and recefver maintain theee checkpoints (see PIG, 141
LoDy the ragsmstier, chpt o (“checkpodns old™) s e TP

pair that was msed 1 ye-send the last SYNC _RE
packel te the receiver lo the reccive
b..dq:»mm the [P palr that secelve
5 from ke ransonbier
2. In Ehc tramm’ tor, oliptn (‘checkpoint new™} s the 1P
pair that will he wsed to send the next SYNT RL’(‘
packet 1o the recelver o the oy
{“checkpotat sew™) i the IP pair that receive
LG pa(\d foey the transaitter asd whie
cavses the weceivers window fo be semadipni, ckpl_o
sed b ckpt o, 4 sew ckpln o be generated and a new
ckpl 1 be gegerated. ]
. I the ransovittes, ckpt_ is the 1P pair that witl be used
ta send the next SYNC . ACK packe e recebver, In
l}n i patr that v

repeated

i

ey @ pew chipt n to be gs::ucr"tc;i Since SYNC
ACK is bragsanited from the recerver ISP to e sender
ISP, the transmiter ckpl f refers 1o the ckpl_r of the
receiver andd the receiver ckpt ¢ refers to the ckpt_rof

the transmitier (sex FIG, 14).
When  transawiiter indtiates syncheomization,
will uge 1o transmit the gext data packet i
termmined value and when a receiver st rec
'\*cr \\-imhs\.\- s upedated ot
ke prinary nwck

the T paie i
o110 3 predes
A SYNC

ion »aut'r nui.a_ui hy a packet sousier (v.g.,
¥ N packets transimitted, initate a syachrouization)
or by a timer fev v S seconds, niliate a w"mhmn\?am‘ﬂ or
3 combinstion of both, See FIG. 18, From the transmitior’s
perspective, 1his technigue (:g'-craxu- as folliwes: (1) Lach
trasmitter peroclically fransmits 3 “sync request” message
o the receiver o make sere thet i & da syoc, {3 B the
recidver s sl in svng, i sends back 3 “syne ack™ message.
(&f ‘h;s works, o farther action is ne aryh (3) 3 oo “svac

o™ has heen received within a period of time, the trans. =
muw eiriasmis he syne request apato. 18 the ttmsmd
reachss e pext oheckpodnt without teesiving a ™
FUSPONSE wization is broken, awd 1he fransm
showid s ¢ The wansmibier will coofinge o
oG umil it receives @ sync.ack, at
fot 35 reestablished.

From ihe rocet solive, 1the scheme opersies as
follows: {1} when it a “syne request” request from
the tranasmitier, i advanees its window o the pext chock-
O P ‘um {even skippiog puirs if necessary), and sends
a oswme aol” message tothe trapsmitter. B sene was never
fosy, then the “jorap abead” really just adva aces 1 the next
available pair of addresses in the 1able (fe, normal
addeanceeent’.

I an imterloper Date
aid tries fo erfere w
ones, B will by dgnored i the syachronizs
established o 3t will actually help to reves
Bzl

A wandow s realipned wlenever &
ocgurs. This realigoment emtsils updating
window 10 straddie the address pairs
transtitted  opvediately afier the towswmission of the
SYN{CRED packet. Noonally, the iransmutier and veceiver
are in synelirotization with cae apother, However, when
network everis coonr, e recersr’s window may kave o be
advancid by wmany steps during mesvnchronization. In this

RS HR

i new
n has b
dish syachzo-

oy ‘the toesiver’s
Y h\' the packet

=

:‘\\l‘ L}m{‘! e

a

which point as

%

5 An ;:dnr« 1y wonkl

tr
e

re-syncliroHzaiten  §¢

22
it

A35 B
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it s desizeble W move the window abead varhont
having 0 step theough the wierveaing raadow numbees
seanontiniiy, (This i is also desirable for the suto-syac
apperach discussed aboved,

£, Random Nomber Gererator with o Junp-Ahcad Capa-
bitity

# aftractive muethod for generating randomiby ha\ppcd
Addmawﬁ is ko use Klentical random pumber generat
the trsnsmiter and recciver and advance them as packets are
travsmited and received. There are wmany radom tanber
genoration alporithms that could be uwsed. Each one bas
strengths and weaknesses for address hopping applications.

Linear congraertial tandom nember gewennors (LR}
are {asy, rs’impk: awd wiell characierized random wumbes
generators thay can be rade to jamp shead v sleps officlentiy.
An LOR generases randor numbers X, X, Xy .. 0 X
stacting with seed X, wsing 2 recwvence

16, 1y

where a, b and o def
for X,

fime & purtienlac LOR. Aootter sxpression

e byilasTvmnd o

Ealt

enables the puup-ahead capability. The factor a can grow
VETW lar_;h even for modest § it left untetieced. Thercfore

s 1 properties of the module speration can be used
\.mm! the size and proce ieed 1 comprte
{2y can be mwrilien as

e

2 3i0e T

A !
and o ws i, 8 Lmdx can slose 3" mud((.:-l)».) DRCE er [
and set

to generate the random aumber for the j;*lm svachroniza-
[n} Usiag this constructinn, a4 sode could jump abwad an
ary {but fiked} distanee between synctirotiaations o a
wstant amovnt of time {indepondent of o}
Pscudo-rindom nember geneeators, in genoral, and LCRs,
in pertiondae, will evenrealiy repent thetr oveles. This rep-
etiffon maay present valy :Iii\‘ in thc IP h(:mp{ng scheme,

predict Drture seguenc Onc w:i)
vilnerahility is o ereale a random number pe
krwswn long ovole. A randam seguence cas be e
new random ngmber geae 3
e construetesd with known cycles. This is aot currenily
true of peay rawlom pumber generatoss,

Randows owyeber gomeratoss can be eryplographically
msecure. A adversary ean derive the RNG puramreters by
exavnimag the owtpat or part of the ontpet. This is tree of
LG8, This vuineabil iy can be mi i by ineorporating
AR YR st scrasable the nutput as pust of the
random sumber geaeratar, The rasdom number generator
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prevents ag ad Iy LRt RN an absck—ep.,
ko plaintext attack—agnunst the encryptor.
F Rapdom Nuwbey Gegentor Example
Consider s RNG w] e a=31, bed and o
cqation { 1) becomes

=15, Fur this

RESEIE

et 18

It oo o=k, upmi (&Y will produc
JU J I 3,701,604, 8,13
v gemp shead of 3 ppmbers in
61, (a1 150 and a®
<2U701 mod{4503=01. Equa-

S SSUENCE

Table 1 shosws the § jump abesd cadenlatias from {7} . The
caleulaiions stast al § and jump shead 3

TABLE 1

3 X ~
5 2
12 3
11 M
8 3

G,

t Packet Filter
Adidress hupprag nsl rapidby determine whether 2
packet bas w walid hesder and thus requires forther
processing, or has an invalid beader {o hu»hh, packet) and
shondd be rmmediaely reje B GHINEN
will e refemed to as “fust packet fltering.” This capability
gnulcclx thie VPR frown attacks by an wdv ctsary who stecams
b5 1 the wosiyver at a bigh rate of speed in the
sturating the receiver’s processar (_a so~calked
“denial of service™ atjack). Fast packet fillering is an inpor-
tand Fuature for mapicmenting VENS on shared media such as
Blhernet.
Assming that all participanis o VPN share an was-
signed "A” block of addresses, one possthility is to use sp
A" blook that will never be assigned to any

rifretal
chinﬁ lh at is el address hopping o the shared medinm.
3 24 bis of address that caw be hopped as
Uppus&d 1 16 in 0 blocks. T tus casce phlm.‘k
will be the “A” block. The use of the expersmental “A™ block
is g likely opion o an Biberoet becnuse:

1. The adivesses have no validity owside of the Ethernet
and wiil not be movted ont to & valid ovtside destination
DY 3 galeway.
There

&

(=16 wuBion) addresses that can be
hopped within each *A” block, This vickds =280 will
possibile address pars making i very antikely that an
adversary wosbd guess a valid sddeess, It also provides
goceptably low probabifity of collision between S‘(‘}.‘&*
rade VIPNs {all VPNs on & shaed medivm indepen
dentby geoerate tandom address paivg from the same
A" block),
The packets will oot be rwesived by somenne on the
Eiheeet who s oot on a VEN (unless the machine is in
prowsiscnods wode) puisirgizing dupact ow pop-VEN
COMPUIETS.

The Etheomet sxnnpla. will be used to deserbe voe
waplementation of fast packet il - The adeal lgorithe
wosld guickiy examdne 3 packet header, deteonine whether

fad

A35 B
30

is Bostile, amd o any hostile pad ar
e which active IP Q(\:i' the pml\m header matches.
® i 9 classical associalive memory probiom. A
techpigues have been developed o solve this
: problem {hashing, 31 cted, Bach ol these spproaches fis
ity strevgihs and weakn %, For wistasce, hash tables
be made to operate quiie fast in g sfmislical sense, bal cun
occasionally degenerste tnoio a mmeh slower algeritva, Tias
slowriess can ptrﬂtst for a ;wrmd of Hme. Since there is &
newd o d g s packews quickly w all thnes, bashing
" wonld be
£, Prosence Veciar Algorithrn
A presence veclos s g b vector of leagih 27 thal can be
md:.tt’r:. by w-bit numbers (cach ranging from O w0 27-1).
: the presence of & o-bit vumbers (oot

iy unigue ), by setting the bits in the prescoce vector
iy cack amber o 1. Otherwise, the bils in B
presence vetor are O, A wbit asmber, ¥, i one of the k
praalvers i and only if the x™ bit of the presence vector s 1
A Fast filter can b gl ¥ uslexing the
presencs vector and looking for g 1, whish will be referrad
to as the “lest.”

For exampie, suppose one wanled to represent the numbet
T3S using a presence vector The 135 bt of the veotor
would be sel. Consequently, one could very quickly diter-
e wheiher au adde { swas vaiid by checking only
one bit the 1357 bt The pr e veeturs could bi created
in sdvance corresponding to the tahle cowies for the 1P
add o, I effect, the incominy add s can be used as
» & hoag wector, makiag comp ns very fast A%

cach RN( i peneraies a new address, the presence v
updated 1o reBloct the information. As te window moves,
the prosence veetor s updated 1o zero out addvesses that are

can indoate

There i a rade-off betweon offiviency of the test aad the
amcint of memory required for storug the presence veetnr
stancs, i one were 1o ase the 48 bits of hopping
o8 as ag index, the presenee vector wandd bave i be
h (»ea* ¥, this s too Jasge Sor practical purposes,
instead, 1he 48 bits can be divided into several smailer Helds,
Yor instance, one wuh- subdivide the 48 bits into foor 12-bit
elds (see FIG. 16). This recduees the storage reguitement 1o
2048 bytes af the expense of neessionally Saviag o process
a hostile packet. In L instead of one g presence
veeior, the decomyp shdeess portions rmoast waich all fowr
shorter prcscm‘.@ vectors belore furiher processing
allowed, (1F the first part of the address portios docsn’t
ek the first prosence v . there is no geed to chedk the
remainmg three presone )
A presence veclos will fave a 1 i the v it if anct only
st fE one ot more addresses with @ \,t4rt<x;~csn<£;n ficld of ¥ are
active, Aa address s sotive ondy If sach proseace vectar
index ¢ the appropriate sub-field of the sddress is 1
Consider a window of 32 sotive sddresses and 3 check-
points. A hostile packet will be rejecied by the fadexing of
prosence vector movre than 99% of the thme. A hostile
packet will be rjected by the tndexing of all 4 pa
veclors more than 993 999994 3§ the dme, O averag
hostile packots will be nJ; sded i loss than 102 pu_xm»_ <
veator mdex ope .
The small percentage of hostile packets that pass the fast
packet filter will be rgeoted when malehing pawrs ase got
found mm the active window or am active checkproins,
Hostile packets that serendipitonsly matel a header will be
rejected when the VPN softwire attampis to deorypl the
beader, However, these onses be extremely e, There
are many othier ways this wethod can be configered fo
arbifrate the spa weed tradents.

20

is

O

Y

wil
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o
L. Purtheyr Svncheaization Eal
A dlightly modified form of the swne
QU dwcni;»d bwt eun e
ciples of the p
fion scheme romain uncha
the ¥ c.c:pt}m;l n:F the

hrosizition tech-

. "[ e actions r:\ulum;. from
110“&,\&1 xhuht\\v

Do} is th FITEM Y] GUER-
TG dooerng uud.ﬂu Fostpa
k or oswt of arvivals
™ l‘Em number o p*ld\ti‘. {ransmited
i wed, FEG, 17 deprots o storage
stive adkibres

. whers

A!\d

arvay for a rec .

The recorver starts with the first 2xWINDUGW  SH7
adibresses toaded apd actve {ready mccw data).
P MMs Ere reces the L‘Orru-pc mfmg et m‘mmd
7 and gre wo knger it ts, The
transetitter shuntaing 3 packet counder, ndtially sef e 6,
vostaining the muraber of data packets ransmitied since the
{ast Initial transmission of SYNC _RED) for which
SYNC ACK bas been received, When the traosmitter
wehel counter squats WENDIOW_SIZE, the rawseiteer
I{LU aml do mi {FaNsIISSIoN
When the r a SY N ]
its current CKPT. N, i :_j\uﬂ\.i‘:lis.s :Ku‘ fExt ‘.\‘\ JOW
SIZE addresses and starts loading them i order starting st
the frst location 6 the last active address wrappig
arovrd to the beginning of the sy ath v end of the amay
has been reached, The receiver’s array might ook fike FIG.
18 wwhen a SYNC__REQ bas been reeeived. iu s case o
codpie of packets have been aither Jost oy will be received
o of order when the SYNO

FIG. 19 shows the receiver
hen;re bm: e !ed. I!'i

S

rates

s svray afier the new addresses
.he tr:m~; itlex does aof receive a
-4 CUBEQ st regular
u‘lu\ dl\ \\ hen [hc, u‘smxmniu FEEEives i 'n\"\( CUACK, the
\ I3 the
o then the
5 uuisl Ihc appropriate
ansmiier then

P :::hxl coUniet is :iﬁcn menied by \3\ INDKC )\\
hcs

ﬁri 1!1} 2, l
FOSWITH xﬂdm; o data pagl\u\ h.-mr{‘ behav
# repelition of this initsl cyele, The advantages of
approuch arer
L There s a0 need for aa cficient jump ahead o the
ra‘}d(m aumber generator,
20 Mo packs: s ever transmited that does not have g
ssponcding ety B the receiver sile
A No fimoer based re S me
3 comseiquence of 2.
4, The receiver will alw
ressages ransaiitied v
recently transitic .i e
¥ Dstributod Toamsy
Anoiler fmhuﬁm]tvu U]U)“‘Jnf«ﬂl!m‘ variows  fnventive
prmu;plc\ is shown in FIG. 200 In s embodument,
e trassmission sysizoy inchdes a first compater 2001
0 k.“ms'niﬂ“b(l\ ion with & second computer 2002 through &
network 2011 of Intermediary compulers, ko one vardant of
this enedinent, e network ochedes two edge moute
2003 and 2004 cach of which s hoked to a plerality of
Interned Service Providers (18Ps) 2008 through 2038, Each
ISP is coupled to & pluslity of other ISP fa s arrangement
as shovwwa m FIG, alive eonfigeration

28, which is 2 represent;
only and is aof imended o be ity Bach connection

. 0
essetially

ihis

[Neiy

e, This s

vs have the abiliey foosccept data
Hre On0C vetessages of e most

A35 B

il path that
fement 2(!@%3 tn IHP E} felement 20087
: at wach sdge rovier ave seloctively trans-
3 ﬂ'\i‘l\,d to one ol the ISP to which the rowter is attached on
the basis of & rupdemly ot guasi-randomly sclected basis.

As shown i FIG, 31, computer 2000 or edge touter 2003
incorporates a piprality of link frapsmission tables 218 that
identify, for cach pojentizl transmuission path theough fhe
petwork, valid sets of TP addresses that can be used fo
[mvhmh the packet. For example, Al) tihle 2101 contains a
destination pairs that are randomly or
asi-randomiy gevrated, Whea a packel is 10 be iransoit-

[ ast eompater 2 2081 0 seeand cowgpter 002, one
wnly (or i rmnduml\j sedeeted,
ang the pext valid se estmation addsess pair from that
table is wsed 1o trassmmt the packel through ihe astwork, I
path AD s randordy selected, for cwmr!c, the nexE soure!
destination 3 xddeess pair Owtich i3 pro-deteraviaed
transmi butween ISP A (element 2008) and ISP 1 {slement
20887} 1 used o snsnsnit the packel. IF one of the rans.
mission paibs becor wed ot Jnoperative, thal hak
table can He sel o a “down” condilicn as shown i table
2183, thus preventing addresses Tom being sclected from
that telde. Other fransmdssion paths would be weaffeeted by
this broken link.

A CONTINUATION-IN-PART IMPROVEMENTS

The: ,h—;wimg deseetbes various huprovemens sad fos-
twres that can be applied o ihe embodiments described
ahove, The mprovements wochrde: (1) a load balancer that
distaibotes packets acmoss different transmission paths

e

respons: 10 a doma
Dandwidts manag
service attacks
that repuiates fnc

¥ reedne Teguiey; €3} 3 laege-to-swanll fink
el feature that prevents demabof.
fem chobepain 13 a teaffie Umdier
g packeds by Emiting she tafe at which
A drapsmitier can be synehronized with a recziver; and {5) a
a¢ signaling svnchreonizer that allows s large number of nodes
0 communiente with & centeal tode by partioning the
onrEstzation fackion bebwees Two sepassic entiites, Backh
s discussed separately below.
A, Losd Balagioey
WVarioss embochments deseribed above nclude a system in
which a transenting node and a receiving node arg coupled
thy a plerdity of tisnsmiseion paths, and werein
stecessive packets are distributed quasi-randomly over the
pluvality of paths. See, for example, FIGS, 20 and 21 and
stoaccompanying desecipion. The imgrovemsrtt extends this
Dhasic COnSEPt i SOUUMpass d-e.m umm packets soross
¥ 0 stch 2 man s Joads on the paths
walineed weoording i‘o. ‘;r:msm ssion Hnk gual-

ifferent paths

oy,

In one embodiment, pdes 2 fransmiting node
viving pode that ace fisked wie s phacality of
EERRSINESSION pmhx havisg polentially varving iransidssion
thts’ Rucovssive p»\d\u& are 112 m-‘ninr’d avar li"t‘. patiis

bs

have vcunm deg adu in ot msho(hms.m. lh<. h dsJ) af
ench path Is mowitored in the transmitter by comparing the
muamber of packets frunsmiied o e awmber of packet
achuowledgements cecelved. Hach transmission path may

omrprise & physicslly separate path {e.g., via dislup ghoae

22
Lt
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avstels {1 oan
pe of wodialsted of

DM, T, CDMA, o othet
vomockulated o ‘il}\lﬂi‘;&lﬂb link}.
When the transmission quality of a path falls below s
precetermined threshold and there aee wiher paths that can
Iransmit {\\(.kf.lk the fragsmutier chaages the
wredd for that park, making it fess lkely that
will be teanswritted cver trat path. The weight w
Do sel gy lowwer than & aininwim vahes thad keeps pomil
watic oa the path. The weights of the other avaduble paths
are altered to compensate for il chiange in the affected paid.
When the guality of & path degrades 1o where the teansmitter
is twrned ot by the syachronization feaeticon (e,
are arriving at the de

A3

3

a} tragsetlers are twroed off, no packels ace sent.
('"mv“mor:.l} T

PAP proocols nclede a “thootthiag”

i ackets when &
eHEE Y Erams.
mctimes used o

mission. [ this respect, mers
deternrine whether packets have been received. These cone
vesttonsl techmigues for Dmiiog tunsmission of packets,
however, do mit dmvolve meltiple rassnission puths
between two podes whereln transmission aoonss a pzrhmlar
lative 1o the others is changed based on sk guality.
ordiy W cerain ewbodiments, 8 order \lzmxp
osciilations IRW might « "u_rv» ise occar if weight disuribue
o ¥ 7t g 0 8 slep
f:mctzm) al formnla can
apglied o pradual fhe weight value ovir tise that
a deprahng patl will be wsed. dbarly, i e heatth of &
degraded pdh Imnpreves, the weight value foe that path is
grudt\aiiy e asil.

Frapsmissien ik beaith can be evaluated by compagng
the oumber of packets that are acknowledged within the
fransmissien window (see embodimonts discussed alrove) to
e muembher of packets fratsmitied within that window and
by the state of the transmitter (Lo, on ot ot} nother words,
ra(hu’ than acowmutating genorsd. fransntission siatisth ver
ke path, one specifie implementation uses the
dowing” concepts deseribed above 0 evaluate ransmission
pati health.

TFhe same schene can be used o \hxfl \umai cireuidt paths
froam an “unhwealihy™ path 0 a “hoalthy™ one, and to select
a path for a new virtual cirenit

U3, 224 shows a flowcturt for adjusting weight values
associated with s plugslity of transmuission Haks, 1o
assumed that sofiware cxeceiing I ONe 0T MHON computer
nocies sxecies the sleps shows dn FIGL 22A0 It s also
assurned that the soltwure can be stored o o compiter-
readable meding such as @ magnetic or opticad disk for
execution by ccmapum’.

Hepinpfag fa step 2200, the transwmission quality of 8
giver transtuission path s meassred, As deseribed absove,
this measurenn can be b @ comparison b
ety of packets temsmified oser i }‘.Ai‘!.:&flilb
ninbier of L acknowdsdpements rwesived over i Hok
(2., pov it te, or i absolite teoms). Abernatieely, the
gquality can be ovalnated by comparing the numiber
packets that are acknowledged within ihe transraission win-
dow 1o the mumber of packets that were rensmitted willvin
fead window, b auother vagation, the sember of w il
synchrogization apes can he psed o indicsts Rok
quedity, Many other variaticns ae of course possible.

Ty sty 2202, 2 check s made 1o determing whether more
than ome ragsmitles {e.g.
not, the process s e rmzmlc et resun

ik 0 the

o
[V Y

ox at step 2241,

stimation), the weight is sot o zora, [E

Wil =

s ansmission patt) s terwed o, 1E

e

a

3

~

Stope raasauter

&

34
B step 2203, the Lok guality is mn-tp'm.d WA given
thrashold (e.g.. 3(¥5, or agy shittivy pomber). H the qvahiv
falls below the theestold, then e siep 2207 2 oheok is made
fo deternrine whether the weight is above a minimum level
{c.g.. PR3 1f not, then in step 2269 the weight ¥s set to the
mitmim devel and pm;mamg SIS af steg 22“1 If the

werght s abive the minirabm fevel, then ia step 2208 fhe
weight is graduadly decreased for the path, then in step 2268

the weights For the r-;rmming paths are sdjusted sccordingly
o compensate €e.n., they are incressedy.
EEin step 2283 the qua‘:fw of the patl was greater than or

value fop thal path, T

The w aights can be m;mt\.(i smru. mentally m\:o*\imﬂ b
varions functions, preferably by changing the value s.,mﬁ A~
ally. In one embodiment, & Uneady de ing function is
gsed o adinst the weights; aceording o another
cenbodinent, an exponecnial decay function s used. Gradwe
ally chaug Be weights belps o dawmp oscillators that
might atherwise ceenr it the pfnb:lbllﬂm re ahruptt

Although ot explicitly shown tn FIG. 224 the process
can be perfosmed only periodically fe.g ., aceording 1o 4 tine
wedule), ov o can be continwossly rua, such oas @oa

s hackground mode of operaiton. Tn one embadiment, the

combnined weigtes of all piierdial paths showdd adil wp to
wnity {e.g.. when the weighting for one paib 1s decreased, the
Lmn\pundm« weights Ih*\f the other paths will be selected
will {norease).

Adpstegents o weigld values for other putbs can be
provated. ¥ ample, a decrease of 1064 in weight viskue For
one path coukd tenilt in an evenly distoibuted {gerease i the
weights for the remaining paths, Adtersatively, weightings
\mld hg. aciusted sccording 1 & wu;,bu.d formuls as
. healthy paihs).
in \’u AROE h\.r sarisiaon, ihe Jz‘luen& it wetght value can
s amenieed over (e patning links ins manner hat is
yportionsl (o thetr traffic weighting,.

FIG. 228 shows sieps diat can b

sovtbed o slot down

niftor shut-down event oocues, o step 22 H.. 3
test is rrade to detenmine whether at Jea 3 transimiiler 1
still tumed a1 not, then w step 2215 all packets are
dropped until 8 ransmitter wrns on. I in step L.ll it Jeast
Linraed ot et Bsteg 3332 the weight for
th path is sel fo zero, and the weights for the remainiog
paths are adjmsted sccordiagly.

FEG. 23 shows o computer node 2303 crploying varions
priveiples of the abowve-described epbodiments. I is
assumed that two compater nodes of the type shown in FIG.
23 conmmuticate over a phyeality of separste plivsical wrags

‘ s As shown i FIGL 23, four transidssion pa

\l mum«h 4 are defioed For commumicating between the
twe nodes. node inclides & pachet wansmiter 2362
that opevates in accordance with @ Uraasmit table 2308 as
described above, {The packet tragsmitter could alse operate
withoul using the [P-hopping feates desentbist above, but
the tnlluwuw description assumes that soree lm'm af hop-

m;\lc»v b i conjunction witly the path selection
mcdmnm ¢ compiier pode also tooludes a packet

receiver 2303 that operates in accordance with & tecsive
fable 2309, ischuding @ meving windew W othat moves as
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are yeceived. bavalid packess Imviag soume
addresses that do not fall within window W

valid pack
and destination
are rejecied.
As each packet & e
duim itmn P ddd

c:xt‘d foe =mn\m;‘».-:)u sogree and
xs} are
s of the
d packets containing
which correspond 1o
 pd are Brked, are

.pnh switch 2307, Swich 2387,
fuction, sefects fron one of

5 o paths :1Lu7l\§!bg toa weight
fe ’306 For example, tf the weight for path
£ will be fransmitted on path
Tds true for the othey patlis as showa,

aricars alw

&

ihese source

2girne |

nitinlly, cach Link's weight value can be set such that it is

propo; o) Lo iis bandwids h, witich will be referred to as its
“stendy-siate” value,
Puacket vecciver 2303 generuion 3n cotpis
s Erent hmui:m aé{l»‘i» !hrd nyu(m_s as

ik quadity
nedd atrave

;s omitted for clarity). Link g
IH cumpam- !tu ]mh gl

< ‘udh,\ an s \mpm is}
Hustsneat Jﬂmimn "lﬂ-ﬂ lt 2t mc g~n M;mi:mm i
requiresd, then the wei st
aeeordingly, preforshi
or exponcatially declin
e werghi values for el auﬂabh pa,ha ame
ihe same valve, and only when paths de
the weighis chanped (0 reflect

ik quality measurerent fcetion Q.M}é cag he made o
operale as past of 8 synchronizer function as deseribed
atwve. Tt & I resyachronization oeous and the receiver
desects that syoohronizatiost has beea Jost {e.g., resulting in
the svncheopization window W being advanced owt af
seguence), it fact can be used o drive ok quality s
sucerment Aceording 1 one cmbodiment,
load balascing s pedormed wsing informmtion ganwsd
hmrm the tchropization, augmerted slgh
k Beakth from the receiver to ibe transmitier
s @ count, MESS  R(WY, of the mes-
w W, When i
C{SYNC REQ)Y corre

ﬁMHy set o

%

E jucht-mu.mou rednas

\pa.\ndmu i the end of window W, the receiver includes o

counter MESS K e the resulting sy
edgemend (SYNC _ACK) sent back to the transmiten
a‘;h‘\\’. shl, transmitter io S M %.\%a \\.!1‘\ toe e

s the v
y synchoonization s cegrined, the weight
flovted paih i graduslly dnoreased 10 dls
\licm:viwh’ Iink quility can b mwhun:d
¢ the rece
> embenlisnont,

fransmussion path.

When the fransnydfer
S8R s compared with the nymber of m 5 EFULS
mitted i 8 window (MESS 1), When the transmitter
recaives @ SYNC_ACK, the teaffic probabilities will be
exantned and adjusted i necessan 15 compared
& 1!1(: number ul RICSK :rmsmi*‘tcd in a window

[ER I

e o e

. R 15 less h.;n A thr S
thm th lmk will bhe deemed to be ﬁﬂh\ aith‘, §3 m

de i quality are s

A

a

WOT B 855

< peimail slat

36

oy was tned off), the waosmitter is tumed on
wt P or that hak will be seb o ¢ mimmum
valge M is will koep & trickle of adlic co the link
for moniioring purpeses satil i recovers. i the teans-
mvitier was turned oa, the weight PP for that link wiil be
R N

Fratsn
wnd the w

Fro MIR (S s

N

Eguation 1 will exponestiaily damp the traflic weight value
o MIN during sustained periods of degesded servics.

20 I MESS R for @ ink s grester thas or egual fo
THRESH, the Mok will be deemed bealthy, I Bw
weight P for that liak s greater than or equal o fhe
steady state vihue S fior shat Hink, thea Pis feft unsitered.
I the welght Pfor that Hak s less thaa THRESH then
P will be st b

Fifiesall

B owhere § is a parameter sach that Ocefi<=] that defermines

the dsmping rale of P
Equation 2 will in se o the tradie weipght to 8 duving
i of aceeptsble service in o damped expo-

xample will now be ;‘mwidn‘d with reference
o FIG. 24 As shown in BIGL 34, a fiest computer 240
copEsuticates with a \tuﬂd compuier 2402 theouph two
roders 2403 and 2464 ranter 8 mu;md 1 Ih; \mm
ronider theemgh e i
these may be phy
including virmal privaie nui\vurk«;

Suppose fad o st Bok L1 can sustain 2 transivasst
bandvwedth of 100 Mb,l ard h 35 it window sz
can sustan 7S Mb) 5
3 con susiain 25 Mt 3’ <u=d h s oo window slze of 8 The
combited Hnks can thus sustain 2000 M/ eady stute
teaffic wilghts are (13 for ek LY; 0,37
0.125 for Uk E3. ] ﬂN—I Mt
for cach Hok, =075 and =0,
dewntifad .H&\ P o synclmm‘“
oF packets received lfess than s THRESE
jence of events:

a punk

fver o SYNC
24, indicating lh*u only 75
WCRSALES 1Y ans;mittc:d %1 Ifi\‘.

ACK eontaining a
of the
wipdow

wobpld be behnw
R vadee wondd be

tht vaine woald
alfie weight

m fink LI

valwe would be desscased
Link L1 recenved a
MESS R of 37 indica

SYMC.

e

A §\ contalning a
of the MESS_ T

ix that 100%
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oy brpvsiifted faothe Tast window wers
{lv received. Link LY would be shove
- wecigll valne wondd Dbe

Hwre L2s rraffie weighs vakse
wonld be de 3 andd link teaffic
weight value would be o wof to 1

5. § m:\ L1 w cefved a4 SYNC _ACK cmtdmms, 3

ing that L9 of the MESS T
% transomcted in the lasi window were
received lmk L1 wonld be above
E‘R value wuu\d he

, .:m'd ii~ <l

aht MIU: mvuld be decre tor €11

6. fank T renieins heslthy and the raffic p
approach their steady state waffic probat ’111

B e of 3 DNS Proxy to Toansparently Create Virtpal

Private Networks

Asecond Improsens
a virtual private notwn {H‘\l\
fisne server fook-ap function.

Conventional Bomain Mame Servers (DNSs) provide 2
{fook-ugp function that retuens the TP gddeess of 3 regnested
compuisr or host, For example, when a compuier pser types
i the web pame “Yaboo.com,)” fthe mser's
Hrans s 2 request 1o a DNS, which convens Ehc. mfm 0}
a four-part IP address that is retwrosd e s browser
ard then wsed Dy e baowser to coamiad: naHon web
Rafes.

Fhis conventional schems 18 shown in FIG, 250 A
computer 2501 includes & client apphoationn 2584 {for
example, a web browser and an 1P prowos] stack 2508,
When the wser enters the name of a destination bost,
reguest DNS REQ is made (trongh (P protocol stack 25053
to s FINS 2502 10 look g the TP add assocrated with the
namie. The DNS returas the P adiress DNS RESE (o chient
application 2804, which is the able 10 use the 1P adidress o
cormmuicate with the host 2502 throngh separate transag-
Hons such as PAGE REQ and PAGE RESE

In the conventional ard
us Jistenues o | hc h‘tam\ ey uid a‘rmr >pt Lhc Y}Ns REQ

atie Sreaiion of

privale aubworks over the Internet provides the DINS server
with the pubie kevs of the machines that the DS server has
the addresses s allows Bosts to retdeve automaiieally
the pubdic kevs of a host that she bost i g commmyugicate with

]
=
7

so that the host can set up 2 \P‘e \.\hhtltl fuv fg the user s3

For mpl\,, agy wsey can \.c;rtr_n'm 3 DNS reguost.
Moreover, DNS requests u,wlu o ihe samwe vadws for all
WSCTS.

According to cerain aspects of
red NS s & DINS req

@ vention, 3 special-
2 and, i the yequest is
. one for which T
cever does not
. bt instead

returs the e [P addvess of ihc target no

y response fo 2 domaln- 2

webr bro wser

ciwee shivwn in FEGL 28 nefart- =

a

ser’s 36

L scheme that provides secute cirigal so

-
yt

B

38

astomtically wg i vivtaal private us.mmk bebaon fe
target node and the user, T

FWAC 110
CURTIRNE
Mv_m_ md fo not xqrm SCCUTS ST
» e DN server iranspsrently *
the sequest ko provide » aormad look-ip fnctio
" IP aidd of the target web server, pro St i
1 hias permissions to secured wites.
whios make an ideatical DNS request could be
provided with ditffercnt results,
FIG. 26 shows s s emplayiog
3 % mmpnlu lﬁﬂl mchde
onventinnal clcnt (e.g., a webh browser) 2608 and an IP
protoon] siaek 2685 l‘m pn!cr»im aperates i aonordance
with an 1P hopping funetion 2607 as oatlived above. A
mummd U\S ok 26(}2 i :.lude\ Kl «.mmnlmnai I) 'S

B, A WIS
3 1oy
d retum

is also acvessible vis coaventional IF protocols.

Accordicg 10 one embodiment, NS prosy 2640 iuier-
; all RNS lookup feactio a1 cltent 2608 and diters
wliiher sec

), DINS prozy 2618 determine:
ot seewrily privileges o

s st 7 AGHY iransmits a messag
nstd\ccpu 2( 03 ragu:; hg it a vivieal private aetwosk be
created bebween wsey compuier 2601 and secwre target site
2604, In ane embodiment, gatckeeper 2603 oreates “hop-
hleeks™ 10 be used by computer 2681 and seeurs g site
266 for seowre commutication. Then, gatekeeper 2683
commugicates thess o wser computer 2680 Thereafter,
DINS proxy 2618 retuns W pser compiier 2607 the resobved
aidedy swedt 0 1 by the gasekeeper {ihis ackdress could be
differeat from the sohead tasget computer) 266, preferably
using 3 seours adminisirative VPN, The address that is
retarned necd not be the netval address of the destination
ERIICHAY

Had the user requestad Tookup of a gon-sectie web site
such as 611, DNS proxy would merely pass through o
copventivnal DNS server 2609 the Jook-up request, which
wornld be hagdied (o 2 conventional snannes, reburamg the [P
s 0f monp-scctre web site 2680 IF ithe user ted
] lunku,_p of & secure web site but lacked crw
o, LINS proxy 2618 wouldd e
s \mm W™ etvor 1o the wses n this maaner, differeat
¢ cacoess o the same DNS neme conkd be
prov‘dcd wiih different lonk-up resufts,

Gatekiseper 2603 can be lmplemenied ot & separute
compuder {as shown in FIG. 26) or as 3 function wittdn
modifled NG server 2602, Ia ipated
gatckeeper 2703 fucilitses the
infurmation pesded o commpg
“hopped™ 1P address
assined to be eguipp
funciion such as an P hoppn

ftwill be approwiated that the *m'
“'Mﬂ dui DN\ orvier 26§19 can b u:mi
yoe. Moreoves, aktho
showa as u‘nwbm ing the functions of two servers, lhg W
servers en e made o operste indepondently.

FIGL 27 shows steps that can be execnied by DNS proxy
server 2010 1 handle reguests for DXS look-up For secure

sweh as sile "(’104 ave
e commumosion
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husts. T stiep 278, 2 IINS Jook-up teguest s rweeived S s
tagget hosi. In step 2702, o check s made to determioe
wheethor 3ecess 63 secure sl was requesied. 7 not, iea
i steg 2703 1he DNS request is passed 1o conventional DNS
server 2669, which looks up tie {1 address of the target site
anct cetwmns B 1o the pse pphication for Further poo
In \Lep 2702, if acvess 1o & seoure host seus rex

in step 3704 a further check i3 made th \h,lc,rmxm
e user is aw h\. i d to vmnu.l o the securie hLm
check oy
of auihmnmd 15 dddﬁ)a%-h, OF can He
cattng with gaickeeper 2603 {e.g..
VEN it ix seCHe). i owill be
welirlly can akso be prov
g mnmh, i m‘lcs m

i nf {he

s S SEzy n) 1(‘\/&[ The
HECE'S su.unt“ fevel cas 115{) ‘u dctuwmvd by transruiiting
& fegquest me
it grove thaf i ot prrvileg
Ii the 15 not apthord /Ld 10 wure site, then
“ puessage b retarned (step 2785). 1§ the
seourity privileges, then o step 2796 2
e betwesn the user’s compusy and
s deseribed above, this
: topping regirae that will be carried owl
lhc user's computer and the secure target site, and
rarently 1o fhe eser (Lg., the
ing the sectre Hak). As
wation, any of
S can br mmcd (c nA [P sonreeadestinativn
;o field tn the header; efc)) 1o osder to communt-
cafe seourcly,

Some or all of the seeurity fincti
patekeoper 2603, such that i haodles all re i3 $0 comeect
fo secwre sites, n this cmbodiment, NS proxy 260
communieates willh gatekeeper 28683 1o determine
{preferably over 3 secure sdministeative VENY whether the
pser has access 10 & particnlar web site, Varlous sceaarios oo

1\1_:
is pref

s cast he cohedded {a

implemeating these leamres ame desoribed by way of 2

ample below:
Scenatie #10

Dlicar bss perm larget
COMPIARE, A8 per has a rul for {he
b ihds scensrio, ihe chieat’s UN\ ru_m st owoukd be
ecetvid by the DNS pro
!'or“.am the request oo patekeeper 2603, The gatekeoper
ish a VPN betwesn e cliont aod the reguested

mpn.r M»uld gmnd{, u.\k sddress of the
fetum the

resoived name as @ scmll.
tragsmtted back fo the cofient M 2 se
VPN

cure admnistraiive

wled foew zu\i ihL

W
G pr;r wuu!s_i rej

ke

NS pﬁ'sxy

of covmrpntes.

QITOE W8 G the chent,

Scenerte #3 Clicnt has permission to conpecl wstog #
notraal aome-VEN ok, and the gatekeepes does vust bave a
rule 10 set up 8 VPN for the client to the 1 sute, Io tins
soestaris, the cltent’s NS request is recelved by [INS proxy
serves 2610, which would chedk its rules and determing that
no VPN is ¢ d. Gatekeeper 2603 would then inforen the
NS proxy server to forward the reguest fo conventional

2% back 1o the wser’s compuicer reguiring i

sreterably 2

server 2613, which would =

H]s ..wvlvcd address can be 56

a

s

K5

e

Y

22
it

40
DINS server 2600, which would resolve the reguest and
vetura the result to the NS proxy server and thea back to
the eliew.
Swirario #4; Cliont docs not ha\:_ psnr'
i poanalnen- \ }‘N -mk md h"- i

ion o estibhish

e the cliem’s
2603, Gatokes

srethric, th, }J\\ pmx; NET wuu.\d t
DINS request sad fomwasd o gatekee
2883 would i
that the client is aof anthorized o communieste with non-
VPN mentbers. The gatekecper would reject the reguest,
causin l)‘\S proxy server 2610 to return an error mes:

ic avchiteoture s the abiliy
e atlan Eu tl'ml LR Dt

1 OB TIOH NG Wlth
sher felds are
ts arpiving with invabd addresses are
guickiv discard Intse are protecied  against
flooding targeied ut a single TF nddeess.

Far & svstem 1o witieh a computer i; 4R
having # Hmited bandwisth (e.g.
that can suppodd @ much hi
Infetnet Service Provider), a gmtmnal weakness o
explotted by a dewrmined hacker, Referring 10 FIG. 28,
suppise thar & Arst Bost compuies "'xm 18 COMNRIICHing
with 3 second hest computes 2804 using the IP addess
hopping principles desaribed above, The fivst host compuier
is mup!uﬂh gl an eddge ouley 2802 to an Taterast Bervice
Provider (15F

1 2883 through 3 low baadwidth Lok (LOW

W), and s In torn coupled (o seonnd host computer 2804

theongh pa “the {ntemet theough 2 bigh basdwadih tink

{THGH H\M fn this aechitecture, the ISI s able to support

a high vandwidth to the mternet, but o much lower baad-
wxd‘h 10 Ih@ edge ouicr ‘NP

FC awl S, thuw pru,ust
wer Becay

 dumy oty .uibll.k sed 1o
S hig,h hsmdwid.ih ink IHGH BW. N
(ly weject the p

hopping schemw., Howeves,
: 3% | aceoss tow bandwidth Hok
1 ﬂ\V P\e\,, 1hh pdd\us overwhel the lower bandwidid: Hnk
re ﬂ\cs' arc rccci'vcd by host compuier 2801,
or 28 is effectrvely
y carded.
Ace rcln 8 m ane munmm impovement, 8 link graed”
function 2808 is inserted into the high-bandwidih node
ISP 2803y that guickly discardy packets destined for
low-bandsvidih srget node 3 they are aol valid pa;k' s,
Each packer destined for 3 Jow-bandwidih node & oryp
authenticated to defermice whether i bels
Lt s not 4 d VEN packes, the p
s et thic E}igj;—hsi_dt dehy osode. ¥ the psic];ct is
i 3 \_ ‘\ the packet p. C

sl

VPN
set [p e
case of H’SE(': {1 ‘“c 4L ], I.he o cols 426

and 421, [n the case of the TARP VPX, the packets will have
an [P pretocof that is cot yet defined, The 1SP's link 2uard,
ABOS, runtains a table of wvalid VPNs which € wses fo

validsie whether VPN puckets are oryplographicaily vatid.
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1w ope ewmbodinent, packess that do pot {5l
Mthm any hop windows used by wodes on the low-
sanctseidthe Jank s jected, or age sent mtm ioweer guality
O appenactt for doing this & 1o provide a copy
of the 1P hopping tabiles used by the low-tambwvideh andes to

the hagh-bandwidil node, such that both the Bigh-bandwidth
anid lr‘w—band‘cvidih nm;ss i u‘{

hopped. packets (.8 the
,pnmn wmduw s valid
t

1 At fink. Thus, for example, I8
mg\ 2918 of the recerve lable used by 1u¢. mmputur aﬂﬁl

%ots that do not fall within this receive table are
A edtng o a differem tmhm@.smem, tank guard
2805 walidsies cach VPN packetl using a keved hashed
e awshertiontion cede (HMAC) [fe 21041
Aceording 10 ancther smbodisnent, separate VPNs (nsing
for examople, hopbincks) can be established for comm
cating between the Tew-bandwidth node and the high-
bandwidth node {1.e. ‘{Jd\]\bt\ sriving ai the bigh-bandwidth
pode are cooveried mto different pockets before being
transtitted o the [x:n-—:b:s.miwsdt?} sodde).

Asshown in FIG, 29, for example, suppose thas o st host
compuisr 298 is commusicating with a seoond host com-
price 2882 over the Tofernel, and the path incledes a high
il ok HIGH BW to aw ISP 2001 and a low
dwidth link LOW BW through an edge router 2984, In
tance with the basio aschitechsre describid above, e
hz st cotapter 20 snd seeoird bost comgputer 2912 would
exchange hophlocks {or 2 hopblock alponithm} womid he
able o oreate matching toansidt and receve tables 2908,
2906, 2912 and 2913, Thea in sccordimces with the |
architeeture, the teo computers would wansmit packels
haviwg seentngly candorn 1P sonree and zh,\i:mm:n
addrenses, and cact wonkd xuove » cormesponding bopping
window i its receive teble as valid packers were received.

Suppose thit a velfagous eompater hacker 2903 »was able
o geduce that packeis baving a cexisin range of 1P addresses
addresses 108 oo 200 for the sake of simplicity} are
wansmiied o ISP 2901, and that these packets are
heing forwarded ovee a low-Handwidth link. Hacker o
puter 3903 could thes “fexd” packets baving addrosse
“Eimo vty thie vange 100 1o 200, g hat they wondd
i warded dil\ll‘i' low bandwidih Hok 1L.OW hW} ihus
causing the low Handwidih ok to become overwhelmed.
The fast packet reject mechansm i first host computer 3000
would e of iitle use inrejection thess packets, since e low
bandswidth fink was efectively jammed before the packets
could be wected. In accordance with ene aspect of the
improvement, however, VPN link goard 2810 would present
the mitack from bmpactiog the pedommance of VPN frafic
teiiinse the pu»‘lwh winld either be rejected us inpvalid VPN
pirakets of given a Joseer @ality of service than VPN iraflic
over the lower handwidih Yok A deuial-o : fload
atlack could, however, still disvupt on- VPN walfic,

F \undmg‘ iy o eibodiment of the uprovement, ISP
2901 maintains 3 separaie \-’?N with st host computer
2000, ant thws ranslates packeis g st the 18P mto
nackels baving & different 1P h-; wher before they are frams-
mitted 1o bost compater 2900, The eryplographic keys used
to swthenticate VPN packets af the Hak guard 2911 and the

e gsed D enervpt agd decrypt the VPN
at host 2002 and host 2001 can be different, so that
hnh puard 293 does aot have geeess to e private host datag
it ondy bas the capability o autheaticate those packets.

According lo yet a third embodmuent, the lovw-tandwidth
node can fransmil 3 speciyl meszage o the high-bandwidth

e

42

m‘»dL inﬁtrnuin Y i; w \’-hul L“tw\‘a dﬂ u‘ansmi.

p:asn\ mr( wgh o ih\,
would prevent a hacket fin & f
i address. According yt‘-f & fownb ¢

high-bamdwidth vode can be configured to « :
teansmitted to the low-bandwidih node if the trinsmiss

rite

3 a certein predetenmined threshodd for any
I ande

hiis weokd allose hopped packets o go thir
* gusrdd 2011 £zn be wsed w0 de .
raie of pm_}\L s un & given 1F are excecding 3
threshold wute; Barther packe d to that same 1P
address \\mld be dropped or fransmitied at a lower priovity

In @ system in which multiple sodes are communicating
gsing “hopping”™ tectinology, & treasonons rnsider could
nternally food the system with packets. In ordet o prevent
this possitvility, ooe inventive inprovement ovirbves setting
ontracts” betwsen wwodes in the ent, sioh that a
recgiver can mpose a baxdwidith limitetion on each packet
s wher, One technigue for deing this is to defay acceptance

; syuebronization wequest foom a sendes waid
: od {e.p, one nrastke) bas lLlEF‘vL"\E
feetively conteol the rate al s hopping
window mmoves by delaymg “SYNC A FESPUESES Y
SSYNC REQ™ mes
stenple moditeati heckpodn synchronizer will
serve W protect @ recetver from accidintel ov deliberate
foad Proen an intemnadly reasonous client. This modifi-
cation ¥ hased on the CYation m‘r # xeceiver will wot
update s ables il 4 8§ : opped
audde CKP STt ds g delvrving the
peteration of ¥ aeswe CEPT tabe tetervid
after pravicws checkponts,

§ a receiver wished to restrict remprif\n i
w F0D p:ic Ew a second, awd
4 SR YRS e v ggore ‘d 2

N onatil an appr

BENETNE
synehro

sages more often th;m ev&(y 05 s mn\fs lh
onld delay # pon-compliam teansmitter feom s
by delaving the wsaance of
the last SYNC_REQ wa

]n general, i M ru‘t-w

mwssages afler every
o :ﬂ_'-[)dlllg B ornessages o seomud inaggregale, vach o
conld deler ssuing o new (’[, ‘P'l‘ N uaiil Mx\l\c\\ AR see-
ondds tave ok ]
received and
Betsween a paie of

n‘:ht‘i_hpumﬁ\. it wilf tssue the pew check-
point belore the receiver s ready to receive i, and the
SYNC_REQ will be disoarded by the receiver. After this,

the tapsnider will re-mspe e SYNC REQ every Ti
seconds mntdd i teceives a YNC _ACK. The rewsiver will
aventually vpebite CEPY_N and the will be

e, IF the tansmission ate wods Hw
spliant. i
e ‘ll}u&vw rate by a Hitle. it will
mlmdx nf dduud BYNC "mmie

L the travsimiier will stop ustil 8 cow
the trunsminc;‘ ¢

wds th

:.‘udt‘ i mat shwt uﬁ mﬂ\ pun‘utx the tr.m\mu! SF B im;:; mc
.plsik}(-( window, Iy this case 1€ can recover the window
and proceed only after it is compliant agaia.
Two practical Bssues stenld be considered when tmple-
menting the above schewe:
The recctver rate should be slightly higher than the
permitied rate 1o cedes to allow for statistionl Buctus-
oS W kR agrival fimes and noen-mmform Joad
{ralane
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X hl‘fuilv S T ranse
for a g REQ is transmitied, the
algorishy :ll)(]V(. can rutfmmlh- reidwce the ransmier’s
bandhwidth. I events provent 8 compliant teansmitior
from synchromizing for a perod {eg 1hc mmm’k
dropping a SYNEL_REQ or ¢ SYNC_AC
REQ wall be aceepled Jater than sxpuected. Al
ihe transmitter will transmil fewer than expected o
.‘ssagcs belore i;ncoursfcrin;; the next dﬁiukpaiﬂt The

ver as if hc rransmitter is
not cotapliant. Therefors, lhc nest Lnu_l\[muﬂ will be
soepied lale T\us
has the effect nf xuimmtr the reansmitier’s allowed
packet raie watd the transmdiier travseaits i ﬂddwi

rate below the agreed upon rate for 4 pencd of e,
Fo guard agaiost feer shewid km‘g rack of {he

J LREGs Goreegived and

ainEmu of MxNxW seconds afber
the hast § S REQ has been received and ac Pl sj
sonds after next o the fast SYN
c beers recgived and wecepted, OxMeONEWIR seeonds
e ((v»!}*’ o the st SYNG . REQ has been reccivied, as
e 10 ckival ) This prevents the rec
{roam inappropriately Umiting 1he fraasmitter's pachet o
at least one out of the fast C SYWCREQs wis processed
on the ffst attempt.

ITG. 38 shows 4 svstow casploving the above-deseoibed
privciples. o FIG. 30, two cromputers 3000 and 3001 are
assuned o be compdwinicating oves a uetwork N iy gooor
daaee with the “hopping” principles deseebed sbove (0.
hoppad [P sddresses, disorimiaator values, e ). For the sake
of simphicity, comptior 3080 will be refered to a3 the
receivigg somputer and compiier 301 wall be riferred o as
the gansariting conpater, afthough ol deplex operation is
of CONse conte fed. Moreover, skhongl only a single
transmitter & shown, mulliple transmitiers cas ransmit to
receiver 3MK).
ibid shove, receiving computer 3000 maintains a
recetve teble MI02 inclading 2 window Wt defines valid
P addmss pairs that will be gocepted when appeaning i
incomiag dats packets. Transmitting compier 30 main-
tatus a tranxmii tible 3803 from wineh the next [P address
paiv% will be selected when transmitting g packet to receiv-

ng vomypter 306 (For 1h~; sake of diuwatwn windew W
i -slso ilustiated wal eforence o taansimil hde 30033 As
tragsaniting cownputer moves theough 83 table, # will evea-
wally geoerste 3 SYNC _RE message as ilhustrated in
{uaction 3ME. This is a reguest 1o recetver 3000 (o sya-
chronize the receive table 3002, fmr"; which ransmitter
3001 cxpeots & response i the foem of 8 CEPT N (included
as pad of a SYNC_ACK wmessage). U tansmifiing com-
puter 3601 1r&rzsmi mere messages han 13 allonnf,m. it

l.‘h.:s \wll appear to Lh-'

acrepled and use the

~

s g

hcm ;i]ti:u.d P
cradion alogether, # will fall ou

window W, and the exire packeis penerated by transmiitter
MK will be discarded),

I sccordance with the imprevements described above,
receiving compuler 300 porfonms certain s whext
SYNC | REQ message is recetved, as dlustented i FIG, 30
I atep ‘(“H recetving computer 3088 receives the SYNU
REC messags, 3005, a check iy mudk o deiermioe
whether the requestis o duplicate. [ so, {t s discarded iu step
30606 [n siep 300, 2 cheek s made w determine whether the

8

st deseribed principles,

=

5

A35 B

44
SYNC__REQ et foansnvitier 3K was
af & rate that excecds the sllowsble vate R {ie., fhe poviod
between the time of the last SYNC ssage). The
value R can be a constant, or # can ade 1o fhecinate as
dosired. If the rate exceeds R, then o step 3808 the next

Been socepted.

Otherwise, {f the rake has oot been exceedid, then o siep
3199 the next CKFT N vu!n“ i caicui:ﬂe:i :md ir&sef!tﬁd [

the recely Emvpn £y REQ
from the transmitter 31{31 lrmv‘n fiter 7«101 Ih St pmct&&s&s
€ \‘[N( JREC i lhc* povmal masner

as m in which a farge number of users commuund-
cate with a comral pode using seense hopping tochanlogy, 8
large amnwat of memory must be set aside for hopping kehles

with the web site, the site must maintain one million hopplog
tables, thus wsing wp velusble computer rescurces, cven

though sreenttiege of the users may sctually be
i ten at sy o e, Adesivable solution woudd
L penis 3 certain maximum number of
s Hoks to be waintained, but which would
wiiftions stered users at apy one UGate. I
atwsn of & million re stu’t.d USCTS,
uld sinHane
with 2 o we, without regui
maiHais one rml!mn hopprog tables of AI‘P‘ <.

One solubos 15 to paution the conirad H‘)db miu W
nodes: i sigraling HEEVEE that puh-rmm
user log-on and § F {and requires only 1':1]l‘1lﬁmH}’ stzed
bkl and & teansport server that comtains hirger hopping
tabbis foe the users. sipnaling server bstens {or the
miillons of known wsers and perfonms a fastpacket reject of
wsd packets. Whep & packet is received from
known user, the signaling server activates a vintal private
ink {(VPL) bevween the user and the transporn server, where
bopping tables are allocated and maiatained. Whes the pser
Ings oo the signaling server, the user’s competer fs pra-
vided with hap table suRRcAbing with (he tragsport

surver, s activating lhc: VL. The VPLs can be tova down

when they broome inactive for a thme period, or they cag be
torn down upen user log-ont. Communication with e
signahing serves to zihm user fogeon awd log-off can he
accomplished vsing a specialized version of the cheekpoint
scheme descrbed sbm‘“

FiG, 3 shows 8 system cmploving centatn of the aboves
In: FIG. 31, & signaling server 3101 and
ot server 3102 commuedisite over # link. Signaling
server JUH contains & fanre mumber of smafl uibles 3146
awd 3107 that contain enongh fformation fo anthedticat: 2
COMmUcation feques Witk one o mo clients 203 and

i bed i mone detail el 1hn small tables
Esiv be constricied of the
syachonizing checkpoint lables describod pre
Tramsport server 31 (}2, whnch s pn‘-.‘:i't‘.m bly a sepavate
p,mc.r 157 CONUMMEICALY i
a strader member of larger hnppm 2 mnl\,s 11@8, 31(!‘) amd
FIE0 thai can be allocated to crcate a VPN with ong of the
ST Compulers.
Aeeording o one embodinent, @ chisnt thur fras previ-
ously regisiored with ih em admnr
BIraHoE fUsolicd, 3 uset ¢ :
ofter nethod) transmils & equest fox nformation i?mm a
omrputer e, 3 web siie} In oae vardation, the reguest is

A Tew thuse

El
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neaths wsing @ “hogped” packet, such fhat sigoaliag server
JOL will quickly reject avalid packuts from unsuthorize
fors sueh as hacker mmpum 3R05. An “adnid
fve” VPN can be estatilished betwees atl of the cHews and
Ilc %xs,mdm,. server i onder (o cnsure Sl @ hacker cannol
ignaling server 3181 with bubus packets. Detatls of

X BT and uses
fo determing thdt cliewt 110% isteied usern
,\t,.{[._
server 3102 to allocste a hoppiog table {or
fithim or othes regime) for the purpose of ¢
with chient 3183, The allocated boppi ) y
retrned 1 sighaling sorver 3 (pah 31R3), which then

appag algo
fng a VPN

supplies the hopping parsmetens to chient 3103 vin path

14, Llcr«hiv m umr\'pmi form.

s 1t widl be Lppf\“cmud that sxhhmwh xw‘mh
Hﬂl and lransporl sexver 3102 are 1t1m~n
separate compries, they conld of covse be couthined faio
a single computer and their fuacsions performed o the
single cotputer, Altoriatively, { is posstble 1o partition the
nus shown o FlGo 3 differently from as shown
ariing l"r(.im thc invﬁmi iucipics

mmus th:« mpab\ Ay pd\.\ul fromm
unsuthorized wsers \mh s hJLL(’ : mpmw \ll]% fLarger
iables sreeded e pa,Jom\ \h" hmp .-'ndu =
Z3810R {"um‘ii-'w
M2, and ¢
onl\ 3“?)\, ud h)r

Mﬁ. oF 5;;,“1&[!*‘@ mrw. *

Amore da descriptt
ing how § specisl case of th;., (.hc,;.
{eature can hn, Ll\ul 10 implement the ﬂ.gmmg mhmnm

> reguired o sappont
handwicth connections. T
2o pet-YPL memory assge while
uhut'l by hopping fe luminnv in
oudor 1o rduce memory wsage n the signaking scover, the

data hoppiag tables can be mmplnml\\ shminated cmd duty o

can be carred as paet of the SYNC
tahle wsed by the server side {x i
{ranswitter) is shown schematicaliy as clument 3106 in
FIGL 3

The meaning and betviors of OKPT

N, CE¥FT_O and

& cornbived data and
REQ message withowt

N can menebve
ixLO muﬁau or a SYMNC .

the data.

The protocol is a stesighboreund ¢
syachronizar, Assume that @
fables At synclrozed. : crated

“out of band.” For (.\,.3!‘1]41\“ a client can fog o a web
sarver o eslablish an accomnl over the Internet. The client

e cartier

will receive keys ete enorypted over the internet
Meanwhile sevver will el up e ahing VEN on the

signaling server.
Asstinag that 8 ehont &ppimnma W
to the server on the client's p
1. The client sends the message mml\ui 85 4 4 iah MRBGULE
on the {pner Sewder vsiag the wagsmiter’s N
address, I tuens the travsrwittes off and starts a timer T1
noting CEFT O Messages can be one of three fypes:

O S ud & n"wkci

sigtaling server 3B Issees d regussl to ranspont s

% o0 and the

s

20

“n

3 the same from the previous desoription,

46
CREQ and SYNC . ACK, $o thae nounsd
: poh,rmi nroh‘cmq can be provented
ge tvpe as part of the
cd mocr hu{u hdu 11- \h«» d]ﬂonlhm, u }\

DATA, YN

\n me same .:ud \s.

2. a data QEBFAZE OB its CKPY
e can h» verift ) checking mess
andd other information (e user credentials) oo umui in
Em n“mr hc \dc,r h‘ rcphs. 3 Il% (‘KP‘ /
A(TK c-s:umum.\- x ‘M’R ) m. ;“
3, When the tede receiver nece
oy s CKPT n-hmd mat..bn
«iﬁc (”KP}‘
“Ris bPl;ulL{L
]cmd does nut mulﬁh £
§ y
s the UKPE O assa-
swr T poting CKPLT_O
again, and & scnt using the transmit-
ter's {IKPT ¢ ;
A

ACK contata-

and transoits g SYNC
i s pavload.

6. When the serves foceives CUREG on s
CRPT O, 3t updat CEFT._R io
worrespond e the ulmnt B TECUIVE JKPY R sl
fratsmits 2 SYNCACK contuining, O ,(_171'___,0 i
pavioad.

FEG. 32 shows messs
Resdicg fonm o
SETVET BRI 1S £
transmiiter is fumed off and a
transzanter wWill not tr’:‘u\m«ii’ m-
m ‘mur is turned off

we flows 1o highlight the

chent. The L[ et i .
abter is twrned on and the rewry tmer is

wed at the
vpdated, the tra

- Killed, The cliernt side wansmitter s ready (o Wansmi a new

DT,

ata b the server using its rans-
side Tragsmlier s inrned
o, The trapsnriiier

oft andd a relry timer is eped e wiill not

EFEDSME AICSSages a8 as the transeniter s turoed ofl

3

The clicnt side transmifter then bads CKPT_N into
T and upthig Y N, This mess Tire
client side timer L‘;j‘lfﬁe‘: and as 2 result & REQ is

fragsnided on e client side fran
i ep Bappening mmi the -‘.ﬁ;\‘,.
od i the olieat). The SYNC.
ed al the seover, |
server loads CKPT N into
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¥, it genecptes an new CEPE R do the serv :
s a ‘&N(, z\(I\ containing the
o The YN(

chu‘t Hﬂc client sk

CRPT .
immmxmr and transm
A staln ¥

ssfully ¢ at th
receiver’s (;Ix o
arsd the sofey taer s
roady o trausmil a now dﬂ.k\

There 1o DUMETGUS ©
For examyple, the S¥YNC
tef wonld !

o

The chert side travsmmttor s
N

The transmil-
YN REG watdl the

cdures allow a client fo be
J&t d ai \ignaiinc' server 3200 while mwm Ammnm;\ {he
Fosignaling server 3201 10 qmu.l\' invalid
as might be Ucﬂtlzﬂtﬁ by hd
s smbodime
really & derivmwe of the sy
pmnwtmn as the hopping prdcent, and it does s
ignber of Lme qum\lt}‘ connections.

What

1 A metl d of transp ‘mmh creating @ virtusl private
perwork (VPN} betwesn a clieat computer and « taegel
ian n; HMLIET, wmp 3 the steps of:

for & Jarge

ting From the client computer & Domain Nane

EEVICE (S)NS) request thal requests an 1P address

responding 1o s domun same associated with the
fatget comymier;

{2}

siep (1) 18 soqlesting acvoss o a soorie web sl

{3} du response (o ¢ ; ths 1l

siep £2) is regnesi \

antematically inftisiiog the VPN between the olient

conputer and the target compuier.

2. The method of claim 1, wherein steps (2} and (3} are
pecformed at a DNS server separate From the client com-
Pler

3. The method of claim ¥, fweiher cotuprising the step of

{4} i respouse io detormining that the DNS rcqnms n

step {2095 not regresting access 16 3 soonme targel web

slte, sesodving the 3 address for the dwrwm game and
reinrning the 1 address to the ter.

4. The method of claim 1, wheretn siep (3} cmnprif»u-s the
steep o), prior o antomativally isitiating the ¥PN berween
the client computer and the tarpet compuier, defermising
wither the clicnl computer is authorized t establish a VP
with the target computer and, B not s6 authorived, retarntag
an errof from the DINS request.

8. Tte method of olaku 1, wherein Step (3} compuses lht,
t.nc,p of, prior to sutomutically initisting he VEN &

e chont compoior and the tirget oonepater, mkmuhmg
whetlher the clicol computer s authorized o vesalve
addresses of non sectiv jarget compmters and, i a so
aninorized, reiuming an TR from the IIXS request.

6. The mely wn 1. owherein step (3} vomprises the
step 0f establis lhc VPN by creating an [P address
foppang schieme bubween 1he chient comgnrter and (he targe
cs)'ng‘u fex.

- The method of clabm 1, wherein step {3} comprises the
stcp of using a gbkkw{m-l compner shat allocates VPN
resourees for communicating between the olient computer
anid the argel compuisr

8. The wethod of ¢f

srmining whelhsr e DNS request leansnitied n
and

witerein step {2} 38 performed

it NS proxy servec Ui passes thoough the mguest o o
TINS server 3t is dedermined in step {3) that acvess is pot
queal wd m A seCure ,zq,u web

: mpises the
[n the iht‘ﬂi QOAPRELT 10

step of trammn:mg, a mmsa,s:.

R is updatm, the rismiter s tumed off

e

15

20

48

deteomine whether the cliont computer 35 anbotzed fo
extallish the VPN torged compuer.

1A systere that trapspsrendly croaies a virtial private
petwork {(VPN) between a cliont computer and & scoure
fargel U\mpulcr COmprising:

3 [DNS pro erver that recedves 3 reguest from the cifent

CSAPUISE 10 look wp an P address for 3 domain name,

wherelnr the DNS proxy server refurns the 1P address
for the requested domadn aame { s determined that
BCess U g por-seone weby stte has been rwequested, and
swherein the TINS proxy Server generabes 8 request
create the VPN between the client computer and the
SCCHIC BIget comumter P dctcrmincd thit access 1o
& RGO

aatekeeper compuier lhat ;mmm 5 pesources for the
VPN between the chent computer and th o web
COMPITEE vt response 10 the reguest by the DNS proxy
SCIVEL.

iE The system of claim I3 whe
computer cresies the VPN by esie

rein the gatehkeeper
hing an [P address

hopping, repime that & used 1o psendorandondy ohunge 1P
adinesses Nakeu munnmmi between the olient com-
puu,r S Compier.

2. i 18, whcmlﬂ the watckeeper

mmputu determines whelber the client computer as sul-
fictent security wes o create the VPN sad, if the client
% acks sufficient secus ity privilepe clng the
requiesl b creme the VPN
13, Amothod of establishing comprication hotween oue
of a plasabity of elie anch & centril »ompu\urti* s
matntaios 3 plorality of authentd sach conve-
sponding to one of the dlicat compters, \hr method com-
prising e sieps off
{1) in the central computer, reseiving from one of the
pluralily of clical computers a request to establish a
COTORCTE;
£2) anthenticating, with reference to one of the pluacahity of
suthentication tables, that ihe request received 1 step
{i} is from an anborized <

et a determioaiion e the reguest s Fom
thorized cheat, ailocating wesourn sstablish a
vmuaf private {ink betweon the client awl a second
corgputes; amd

wamuaicsting between the authodized chicnt and twe
second computer using the virval privat: link

14, The method of claim 13, whesein step {4) comprl
. o .

%

changed seconding 10 2 known seguence.

1% The method of cladm 14, whetein step (4) '*nrr;‘r""
the step of compadng o Intemet Peotocnd $1P) addoess in a
headur of each data packet to x table of valid P adde ;
mumhmcd in i table I the second compwier.

HN lh method ﬂl gbum 15‘ pSS hn*“m Hipp g l) ;nmf,m,cs

jecting data packa:sh B
\.&'ii‘n\"n ihe vmwing v

chaggiag pac

men bv the certral CO!TP‘{I“' Eh
asthenticate the ciient,
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{t is certified that srror appears in the above-identified patent and that said Lellers Patani is
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Request for Ex Parte Reexamination
U.S. Patent No. 7,523,497

Exhibit 1014

Plaintiff’s Opening Claim Construction Brief, PacSec3, LLC v. NetScout
Systems, Inc., No. 6:20-cv-00914 (W.D. Tex.) (filed April 12, 2021)

(Albright)

Customer No.: 000027683 Haynes and Boone, LLP
IP Section

2323 Victory Avenue, Suite 700

Dallas, Texas 75219

Telephone [214] 651.5000

Fax[214] 200.0853
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Case §:20-0v-00814-AD4A Document 28 Filed Q4712721 Page 1 of 34

IN THE UNITED STATES DISTRICT COURT
FOR THE WESTERN DISTRICT OF TEXAS

WACO DIVISION
PACSECS3, LLC, )
Plaintiff, )
) Civil Action No. 6:20-CV-00914-ADA
V. )
)
NETSCOUT SYSTEMS, INC., ) JURY TRIAL DEMANDED
Defendant. )

PLAINTIFF’S OPENING CLAIM CONSTRUCTION BRIEF
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L INTRODUCTION

Plaintiff PacSec3, LLC (“PacSec”) asserts US 6,789,190 (“the ‘190 patent”) (Claim 1),
US 7,047,564 (“the ‘564 patent”) (Claims 1-6); and, US 7,523,497 (“the ‘497 patent”) (Claims
1,4,7,10, 13, 16) (collectively, the “Asserted Patents”) against NetScout, Inc. (“NetScout”)’s
Distributed Denial of Service (“DDoS”) attack protection products including Peakflow

SP/Peakflow SP TMS (and other Peakflow versions).

II. BACKGROUND

A. Patents
1. The ‘190 Patent

Embodiments of the ‘190 patent relate to systems and methods for preventing “packet
flooding” or DDoS attacks where an attacker uses up all available bandwidth with a victim,
typically supplying useless data and to prevent other related denial of service attacks. The
defense is distributed among cooperating sites and routers. ! The claimed invention solved prior
art problems associated with association of data packets for which bandwidth should be fairly
allocated and control over which packets are allowed to arrive.” In essence, the ‘190 patent
claims a technical solution to these problems through cooperating sites and routers.> PacSec3

is asserting Claim 1 of the 190 patent.
2. The ‘564 patent

Embodiments of the ‘564 patent relate to systems and methods to reduce or limit DDoS

attacks by identifying and classifying data packets arriving at a “Reverse Firewall” for

1 See Doc. No. 1-1, “190 patent at Abstract.
2 See Doc. No. 1-1, 190 patent at Column 1, line 65 to Column 2, line 4 (“1:65-2:47).
3 See Doc. No. 1-1, “190 patent at 2:5-16.
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transmission to the external network.* The ‘564 patent claims a technical solution comprising
a firewall that includes hardware and software providing a non-redundant connection between
networks and serves to control packet transmission between the networks.’ PacSec3 is

asserting Claims 1-6 of the ‘564 patent.
3. The ‘497 patent

Embodiments of the ‘497 patent relate to systems and methods to reduce or limit DDoS
attacks by identifying and classifying data packets arriving at a cooperating router for
transmission to the external network.® The ‘497 patent claims a technical solution comprising
a host computer, router, communication lines and transmitted data packets.” PacSec3 is

asserting Claims 1, 4, 7, 10, 13, and 16 of the ‘497 patent.
B. The Accused NetScout Systems

PacSec3 accuses NetScout of directly infringing the Asserted Patents through

Defendant’s Arbor DDoS system.®
II. LEGAL PRINCIPLE
a. General Claim Construction Principles

Determining the proper meaning of patent claims is a question of law that exclusively

belongs to the Court.” During claim construction, a court first looks at the words of the claims

4 See Doc. No. 1-2, 564 patent at Abstract.

3 See Doc. No. 1-2, 564 patent at 3:32-42.

6 See Doc. No. 1-3, 497 patent at Abstract.

7 See Doc. No. 1-3, ‘497 patent at 3:30-42.

8 https://www.netscout.com/arbor-ddos#section--1.

¥ Markman v. Westview Instruments, Inc., 52 F.3d 967, 970-71 (Fed. Cir. 1995) (enbanc), aff’d, 517 U.S. 370
(1996).
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themselves to define the scope of the patented invention.'” In determining the meaning of the
claims, “there is a ‘heavy presumption in favor of the ordinary meaning of claim language.””!!
Ordinary meaning is defined as the “meaning that term would haveto a person of ordinary

skill in the art in question at the time of invention.”!2

b. Requirements under 35 U.S.C. §112(f).

The use of the term “means” triggers a rebuttable presumption that § 772, 6 [now § 112(f)]
applies.'® The presumption that 35 USC 112(f) applies is overcome when the limitation further
includes the structure, material or acts necessary to perform the recited function. “Sufficient
structure exists when the claim language specifies the exact structure that performs the function in
question without need to resort to other portions of the specification or extrinsic evidence for an
adequate understanding of the structure.”'* The standard is whether the words of the claim are
understood by persons of ordinary skill in the art (POSITA) to have a sufficiently definite meaning

as the name for structure. '

Another manner in which this presumption can be overcome is if “the claim recites

sufficient structure for performing the described functions in their entirety.”'® To determine if the

10 Phillips v. AWH Corp., 415 F.3d 1303, 1312 (Fed. Cir. 2005) (en banc).

1 Watts v. XLSys., L.P., No. 1:06-cv-653-LY, 2008 WL 5731945, at *7 (W.D. Tex. July 1, 2008) (quoting
Johnson Worldwide Assocs. v. Zebco Corp., 175 F.3d 985, 989 (Fed. Cir. 1999)); see also MeetrixIP, LLC v. Citrix
Sys., Inc., No. 1:16-CV-1033-LY, 2017 WL 5986191, at *2 (W.D. Tex. Dec. 1, 2017) (citing Thorner v. Sony
Computer Entm’t Am. LLC, 669 F.3d 1362, 1365 (Fed. Cir. 2012))(“The Federal Circuit has reaffirmed that a
departure from the ordinary and customary meaning isthe exception, not the rule.”).

2 Phillips, 415 F.3d at 1313; see also Pisony v. Commando Construction, Inc., W-17-CV-00055-ADA, 2019 WL
9284006.at *1 (W.D. Tex. Jan. 23, 2019). “[T|he person of ordinary skill in the art is deemed to read the claim term
not only in the context of the particular claim in which the disputed term appears, but in the context of the entire
patent, including the specification.” Phillips, 415 F.3d at 1313.

B TecSec, Inc. v. IBM, 731 F.3d 1336, 1348-9 (Fed. Cir. 2013) citing TriMed, Inc. v. Stryker Corp., 514 F.3d 1256,
1259 (Fed. Cir. 2008).

14 See TriMed, Inc. v. Stryker Corp., 514 F.3d 1256, 1259-60, 85 USPQ2d 1787, 1789 (Fed. Cir. 2008); ; see

also Altiris, Inc. v. Symantec Corp., 318 F.3d 1363, 1376, 65 USPQ2d 1865, 1874 (Fed. Cir. 2003).

15 Williamson v. Citrix Online, LLC, 792 F.3d 1339, 1349 (Fed. Cir. 2015).

16 Id.
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claim recites sufficient structure, “it is sufficient if the claim term is used in common parlance or
by persons of skill in the pertinent art to designate structure, even if the term covers a broad class

of structures and even if the term identifies the structures by their function.”!”

If persons of ordinary skill in the art reading the specification understand the term to have
a sufficiently definite meaning as the name for the structure that performs the function, even when
the term covers a broad class of structures or identifies the structures by their function (e.g.,
"filters," "brakes," "clamp," "screwdriver," and "locks") 35 USC 112(f) will not apply.'® Many
devices take their names from the functions they perform. The term is not required to denote a
specific structure or a precise physical structure to avoid the application of 35 USC 112(f)." The

following are examples of structural terms that have been found not to invoke 35 USC 112(f):

PR3 2

“circuit,” “detent mechanism,” “digital detector,” “reciprocating member,” “connector assembly,”

2

“perforation,” “sealingly connected joints,” and “eyeglass hanger member.” Likewise, the Federal
Circuit found the recitation of “aesthetic correction circuitry” sufficient to avoid a means plus
function analysis or treatment because the term “circuit,” combined with a description of the
function of the circuit, connoted sufficient structure to one of ordinary skill in the art.?

For claims employing a computer implemented means-plus-function limitation where

sufficient structure is determined not to have been disclosed, to avoid indefiniteness, the

specification must disclose a special purpose computer as corresponding structure—i.e., a

7 Williamson v. Citrix Online, LLC, 792 F.3d at 1349, citing Lighting World, Inc. v. Birchwood Lighting, Inc., 382
F.3d 1354, 1359-60 (Fed. Cir. 2004).

8 Apex Inc. v. Raritan Computer, Inc., 325 F.3d 1364, 1372-73, 66 USPQ2d 1444, 1451-52 (Fed. Cir. 2003)

1% Greenberg v. Ethicon Endo-Surgery, Inc., 91 F.3d 1580, 1583, 39 USPQ2d 1783, 1786 (Fed. Cir. 1996)

("See Watts, 232 F.3d at 880, 56 USPQ2d at 1838; Inventio AG v. Thyssenkrupp Elevator Americas Corp., 649 F.3d
1350, 99 USPQ2d 1112 (Fed. Cir. 2011) (holding that the claim terms "modernizing device" and "computing unit"
when read in light of the specification connoted sufficient, definite structure to one of skill in the art to preclude
application of 35 [USC112(f)]).

20 Mass. Inst. of Tech. v. Abacus Software, 462 F.3d 1344, 1359-1360 (Fed. Cir. 2006).

4
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computer programmed to perform a disclosed algorithm. ™ An algorithm may be disclosed in
“anty understandabde terms meluding as a nwathematical foruula, 1 prose, or as a flow chat, or
in any other manner that provides sufficient structure.”™ However, “[s]imply reciting
‘software’ without providing some detail about the means to accomplish the function 13 not
enough.”* The party alleging that the specification fails to disclose sufficient corresponding

. X . . - g 32
structure nmst make that showing by clear and convincing evidence

€. Level of Ordinary Skill in the Art
From my review of the Patenis-in-Swit, taking mto account my education and experience,
I am of the opumon that a person of ordinary slall m the arf ("POSITA™} at the time of the filing
of the Asserted Patents or Patents-in-Suit would have at least a Master of Science {"MS”} Degree
in Computer Science or Computer Engineering, or equivalent work expernience in the field of
computer networks, along with knowledge of the general structwe of networked commumication
systemns, its hardware and software components and underlying communications technologies. In

addition, 8 POSITA would be familiar with the latest communications standards. ™

1. DISPUTED CLAIM TERMS

d af said firewall®

1. means for classifving data packets receiv

Function: identifving classes of the data packets that are Indefinite F
received af said firewall

31 F.3d at 13488
dde v, Harlev-Davidson, fac,, 255 F.3d 1369, 1380-81 {Fed. Clir. 2001

3 o 7.
= TeeSer, Inc.,

23 —aw
=2 I, oiting Bu

=

%> 8ee Declaration of Krishnanurthy Narayvanaswamy, PhD. {“Naravanaswamy Decl ™) at §13.
¥ Clatm 1 of the “190 patent; Claim 1 of the *564 patent.
¥ J=Jopint; P=Plaintiff; D=Defendaut

Lh
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2. means for assectating a maximum acceptable transmission rate with each class
of data packet received at said firewall™®

Function: associating a maximum threshold rate of fransmission
for each identified packet class through said firewall

Structure: 1:63 to 2:4; 31610 3:12; Fig 1 4:39 to 4:54 and 5:37
to 5:31  Fig4: 5.3 0 56 and G213 to 6:24; Fig 7: 5118 to 5:22
and 6:55 0 7:3

3. means for said firewall to find information fer packeﬁ it receives regarding
the path by which said packets came to Said firewall®®

Fanction: providing the firewall with the path through which the | Indefinite
packets were forwarded o the firewall

Struchwe: 224102017, 3610 3:12; 414 0 4118, Fig 1: 4:58 10
434 and 5:37 0 S5 Figd: 33 t0 56 and 6:13 10 624, Fig 7
%180 §:22 and o550 73

Plamtiff groups these tlyee terms together ax the disclosure of stueture and argument is
largely coextensive. However, while Plaintiff confends these terms do not require the H2{f)
analysis, Plamtiff's identified Amction and structwre are provided in the boxed chart with
argument and explanstion following.

These claim ferms are not subject to the requuements of 112{f) because from the
perspective of one of ordinary skill m the art, the preamble of claim 1 of the “190 patent, followed
by the subsequent clamm language provide the structure of a router or fivewall for each of “means

5y

for classifving...”, means for associating...” and “means for said firewall.."* Both a router and

% Claim 1 of the *180 patent; Claim 1 of the 364 patent.
¥ Claim 1 of the “1990 patent,
¥ See Naravanaswamy Decl, at 915,
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a firewall have a very well-defined meaning in the art. A firewall is a device which is placed
between two networks by the owner of one of those networks to safeguard that network from
various network attacks > These capabilities include identifying sets of data packets by certain
properties (referved to as classification) and allocating a transmission rate to those packets
identified by class. Inthe current invention, this method is extended to include information about
the path taken by the packets as they traverse the computer network before they arrive at the
firewall. A routerisadevice which forwards data packets to locations within a computer network.
The data packets are forwarded along communication lives or paths between the appropriate parts
of the computer network. 1t is very common for a router and/or a firewall to be part of securing
a computer network for inspecting the contents of packets, and/or limiting the rates of
iransmission of specific sets of packets identified by properties (e, classification) including
blocking that set of packets eotirely.

Que of ordinary skill 1u the art would understand that a router and a firewall provides the

following capabilities:

1. classifying data packets received at the firewall;
2. associating a maximum acceptable transmission rate with each class of data packet

received at said firewall; and,
3. receiving data packets from a path by which said packets came to the firewall.*
Plaintiff’s proposed claim construction is further based on the literal language of the claim
and the specification. First, the claim sets forth in the preamble that a packet flooding defense
system of the invention includes a router.”> Second, the “at least one firewall” comprises
“hardware and software serving to control packet transmission” which one of ordinary skill in the
art would know is a firewall that can be configured by software to provide the capabilities

>

described. ** This is sufficient structure for each of “means for classifying...”, means for

31 See Narayanaswamy Decl. at q15.
32 See id. at q15.

3 See Doc. No. 1-1 at 7:40-44.

3 See id. at 7:45-47.
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associating...” and “means for said firewall...”

In an alternative, adequate disclosure of the structure of a firewall and router is also
disclosed in the specification. The claimed invention describes how the forwarding path for each
packet is associated with that packet, thereby making it possible for a receiving computer to know
that information. The software, or configuration, at the firewall is explained through the
algorithms disclosed in Figure 1 by flowchart and diagram where a Class A and Class B (38) of
a maximum acceptable processing rate (34) are assigned by the firewall to each data packet (30).
The description provides that the computer can use the information, the maximum acceptable
processing rate, to allocate the processing rate for each class (38) in a desired way among the
places from which packets (30) are transmitted.’> Figure 2, Figure 3, Figure 4, Figure 5, and
Figure 6 illustrate additional embodiments, or algorithms, in which path information associated
with each packet can be combined with other properties to classify the packet and assign it a
transmission rate. Figure 7, Figure 8 and Figure 9 illustrate how a firewall protecting a network
communicates the rate limit for packets routed to it or routed to it by class functions. Moreover,
the marking of data packets by a firewall or router is within the ordinary parlance of one of

t.3¢ Prior art discussed

ordinary skill in the art and as is disclosed in the highly related ‘497 paten
in the specification of the ‘190 patent (US5455865 and US6044402 for example) rely on the well-
understood and accepted functionality of routers to maintain flow information between source
and destination addresses by marking.’” Marking of data packets that traverse a router is well-
known in the art. Marking of data packets to encode path information is unique to this invention,
and anyone familiar with firewalls would understand how to use a firewall capability to encode
paths. The specification describes how a firewall and a router can add to packet information about

the interface points where the packet entered the firewall or router.

The ‘190 patent provides very detailed description of packet marking. At2:5-17, the ‘190

3% See Doc. No. 1-3 at 3:64-66 (“which is done via packet marks provided by router....); See Narayanaswamy Decl.
at J17.
37 See Narayanaswamy Decl. at 17.
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patent provided that the claimed invention provides a distributed defense:

among cooperating sites and routers. A set of transitively connected cooperating
machines is called a “cooperating neighborhood”. The quality of the defense is
related to the size of the cooperating neighborhood, a larger neighborhood
providing better defense. Within the neighborhood it is possible to trace the
forwarding path of packets. The association of packets with the “users” is
approximated by associating packets with “places” in the cooperating
neighborhood from which those packets are forwarded. That is, service will be
allocated in a fair (or otherwise reasonable) manner among these places. A
“place” in this sense is typically a particular interface from which a packet arrived
at a cooperating router.

At 2:28-35, the ‘190 patent provides:

Routers will supply data about the forwarding path of the packets that arrive at a
site. The site can use this data to allocate service as described above among the
packets that arrive. This would solve the problem of unfair service if the packets
that arrived were a fair sample of those that were sent to the site. This may not be
the case, however, if routers are unable to forward all the packets they receive.

At 2:38-43, the ‘190 patent provides:

However another potential cause for this problem is a flooding attack against a
router. That problem is solved by letting routers allocate their services in a similar
way to that described above for sites. That is, they allocate the limited resource of
forwarding bandwidth along any given output in a reasonable way among some
set of places in the cooperating neighborhood

At 2:44-50, the ‘190 patent provides:
The final step in the defense is that cooperating routers will limit the rate at which
they forward packets to places that so request. This may not be essential in the
allocation of service, but it is useful for limiting the bandwidth used by
“unwanted” packets. The rate-limiting request is to be made when a site detects a
high rate of unwanted packets coming from one place.
Figures 1,2, 3,4, 5, 6, 7 and 8 each illustrate illustrative methods of determining,
by packet marking, how the path a packet takes isidentified. These Figures, in cooperation

with the written description, further provide various algorithms, by flowchart, used by the

claimed invention to perform the claimed functions.®

38 See Narayanaswamy Decl. at q19.
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It is commeon parlance for one of ordinary skill in the art to use a vouter for

1. using a router or a firewall to mark data packets; ™

2. associatmg a maxipnmn acceptable fransmussion rate with each class of data
packet;*® and,
3. receiving data packets along identifiable paths;*!

8
%

Prior art cited in this patent specification mcluding USS455R65 and USS3S3353 ase such

capabilifies fo noplement other petwork attsck defenses In fhis patent spsoification the

are withized to spectly path ndormation. The 190 patent’s specifionts

£

packets with thet path (e, thal class of packe

4. whereby, said firewall can use said information te allocate the transmission
rate for each class in s desired way®

No constrnction Necessary or whereby, said firewall uses said
“whereby, the firewall is capable of | mnformation to allocate thetransomssion
using the mformation to allocate the | rate for each class m a desived way
transmussion rate for each class ina
desired wav”

Construction of long claim terms is disfavored ™ Additionally, this “whereby” clause does

WA

ot provide a limitation on the claim and need not be construed. “a whereby clanes in a methed

¥ Ses Narayanaswamy Decl xt §21.

 Sesid. at G231,
# See id. 81525,

¥ Sreid. ar S 21,2
¥ Cladmn 1 of the © 190 patent,

Y Frce, Jac, v, Elogue Lid,, Civ, Act. Mo, 2:110v2572012, ULS, Dist. LEXIS 62314, at *15, *16 {E D. Va May 2
20123 {describing a 42-word term as “lengthy™ and declining to construe the tenn); Hovenwell I, Inc. v. N
Carp., 389 F. Supp. 24 433, 440444 {D, Del. 2008} {describing a 24-word term as “rather lengtix}-, then focusing
on 2w o:d~ of the claim texm. md ui ETELES .telv decim.m(r o construe the 24-word term),
4 Tex. Insnrunents Im v, IS :
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revited ™ Thus, i & whereh oy olmse adds nothing characterizes the

oy

wmtended resnlt of the execnting steps, it nead net be construed by the cowrt. ¥ Here, no meaningful

3

ot 1 added by th Swhereby™ clse and po construction s neceasary.

P
o
]
jod
24

5. path®®

Plain and ordinary meaning each router D

Path is a well-understood word ®  There is nothing ambiguons about it and there is no
gvidence that the patent apphicant clearly redefined (in the application or prosecution lastory).
Thus, it shounld simply be construed as “plain and ordinary meaning ”>® Rejection of Defendant’s
proposed construction and adoption of a “plain and ordinary meaning” construction reschves the
claim-construction dispute without need for further construction of the term >

The deferdant’s proposed construction would render lunitations 1 the clamas of the ‘497
patent superflucus as Claim 1 of the *497 patent adds a hnutation of “all routers.” Defendant’s
construction would make the ferm “said each router comprising all routers.” Further, a pathand a

router are separate terms and should not be construed as one term.

bord

6. roufer

Plam and ordinary meaning a device that detexmines the optimal path | D

jfzmo*: v. Na#d Ave'n of Ser, Dealers. Inc.,

Fex, Tstvamenty fnc, 588

s 335 Fad

“F 10T
C33G FAd et 1381
-

ief Ei}c ig (;.z:t»m.

2,
L

ax., aiﬁiéﬂ S. Dist LE\EB 105750, at MF106, 108, 127 173, 174 (Payne, Mag).

M pordiewno, LLC v, IndhosTrack LLC, No. 2:15-cv -TRG-REP, 2016 UK. Dist, LEXIS 87827, *64 (E.D. Tex.
Fuly 7, 2018 {siating, “The Cowrt therefore expressly rejects Defendants” indefiniteness arguments. No further
construction is necesssry. [Citations and paragraph heesk omitted].

R Swe AF

2 Claim 1 of the “190 patent; Claims 1, 4, 7, 10, 13, and 18 of the “487 patent.
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