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along which commuscations traffic
should be forwarded and that is nota
firewall

3

Router is a well-understood word ™ There is nothing ambignous about it and there is no

evidence that the patent apphcant clearly redefined (in the application or prosecution history}

. 2 : cg : o : : : PEE
“router,” an unambiguous term, if should simply be construed as “plain and ordinary meaning ™™

7. host computer™

Plam and ordinary meaning a computer that processes recetved and transmifted | D
data throughthe application laver and that is not a
firewall

A Host Computer s a well-understood term.™® There is nothing ambiguous about it and
there is no evidence that the patent applicant clearly redefined (in the application or prosecution
history) “host compuier,” an unambignous term, it should simply be construed as “plamn and
ordinary meaning ">’

8. means for Hmiting the transmission rate from the firewall {o the maximum
acceptable transmission rate for each class of data packet™

Function: luniting the fransmission rate from the firewsll {o the
maxinmm acceptable transmission rate for each class of data packet

Structure: 3118 fo 3:20; 3242 10 3:49; 446 10 4530, 31010 5:18;
Figure | provides details

FSee Narayanaswamy Decl. at 5§74,

* Sge Arthrex, 2016 11.S, Dist. LENIS 103750, at ¥¥10&, 108, 127 173, 174 {Payne, Mag.).

¥ Claim 1 of the *190 patent; Cladm 1 of the *364 patent; Claims 1, 4. 7, 18, 13, and 16 of the “497 patent.
*Ses Naravanaswaniy Decl. .
¥ See drihwer, 2016 UK, Dist. LEXIS 105750, ot **106, 108, 127 173, 174 {Payne, Mag.).
 Claim 1 of the “564 patent,
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The ‘564 patent discloses and claims a reverse firewall packet control system for
controlling packet transmission between two networks.’” From the perspective of one of ordinary
skill in the art, the preamble of claim 1 of the ‘564 patent, ® followed by the subsequent claim
language provide the structure of a firewall comprising hardware and software for each of “means
for classifying...”, means for associating...” and “means for limiting the transmission rate...” A
firewall has a very well-defined meaning in the art and is a device which controls the transmission
of data between one or more networks. The data packets are forwarded along communication lines
or locations between appropriate parts of the one or more networks, It is very common for a

firewall to be between two networks, such as an internal network and an external network. ®

One of ordinary skill in the art would understand that it is a firewall between two networks
that is:

1. classifving data packets recetved at the firewali;

2. associating a maximum acceptable transmission rate with each class of data packet
received at said firewall; and,

3. limiting the transmission rate from the firewall to the maximum acceptable
transmission rate for each class of data packet.®

The literal language of the claim and the specification support this construction. First, the
claim sets forth a firewall as the first element.®> Second, the “at least one firewall” comprises

264

“hardware and software ... serving to control packet transmission”"* which one of ordinary skill

in the art would know is a firewall with software, as a firewall controls packet transmission. Thus,

EEIN13

sufficient structure is provided in the claim that each of “means for classifying...”, “means for

3 See Doc. No. 1-2 at 3:31-42; Narayanaswamy Decl. at 926.
60 See Doc. No. 1-2 at 6:26-47.

61 See Narayanaswamy Decl. at 426.

62 See id.

6 See Doc. No. 1-2 at 6:31-34.

64 See id.

13
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associating...” and “means for limiting...” are not properly considered as means plus function
claim terms.

As an alternate position, adequate disclosure of the structure of a firewall is disclosed in
the 564 patent’s specification. The software on the firewall or router for performing the functions
is explained through the algorithms disclosed in Figure 1 which illustrates a packet transmission
control system 10 for managing traffic 14 between at least two data networks 18, 22. The firewall
42 includes hardware and software providing a non-redundant connection 46 between the
networks 18, 22 and serves to control packet transmission between the networks 18, 22. The
algorithm discloses maximum transmission rates (one of 12, 9, 20, or 4) and an associated class
of data packet 66.%°

Figure 1 discloses an algorithm and diagram by flowchart for classifying data packets 38
received at the firewall 42 related to the consumption of at least one resource. The flowchart
further shows associating a maximum acceptable transmission rate 62 with each class 66 of data
packet 38 received at the firewall 42. The flowchart further shows the maximum transmission rate
can be set as a limit on the transmission rate of packets across the firewall. When transmission
rates 62 from the firewall 42 are so limited, packet flooding and other over usage type distributed
denial of service attacks cannot be effectively launched through the network connection.®
Moreover, a firewall inherently possesses the capability to inspect and label or mark (i.e., classify)
data packets based on their properties.®” This would include available location information that
accurately and reliably provides the firewall with the locations through which attackers are
sending flood attacks®® as would be understood by one of ordinary skill in the art and as is
disclosed in the highly related ‘497 patent.®® The patents cited in the prior art of this specification,

US6154775 and US6304975, both show that firewalls are well-known in the prior art to have the

65 See Doc. No. 1-2 at Figure 1.

% See Doc. No. 1-2 at 5:10-31.

67 See Narayanaswamy Decl. at s 28-29.

8 A flood attach is commonly known as Distributed Denial of Service (“DDoS”).

¢ See Doc. No. 1-3 at 3:64-66 (“which is done via packet marks provided by router....).

14
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ability to inspect and classify packets by their properties. In this invention, such classification
would also inchude inspecting the data packets to discern the location information added to those
packets by cooperating routers as disclosed in the highly relevant ‘497 patent. Using data packets
that mcorporate marks encoding the locations faken by the packet throngh a cooperating network
of routers was not known in the art.™

Lastly, it 13 common parlance for one of ordinary skill in the art to use a firewsll for
linsting the transmission rate from the firewall to the maxnumm accepiable tvansmission rate for
a class of data packet. The patents cited 1 the prior art of thus specification, VUUS8154775 and
IS6304975, both show that firewalls are well-known in the prior art 1o have the ability to mspect
and classify packets by their properties. In this invention, such classification would alse include
mspeeting the data packets to discern the path mformation added to those packets by cooperating
routers as disclosed in the lughly relevant *497 patent. Using data packets that tncorporate marks
encoding the paths taken by the packet through a cooperating network of routers was not known
in the art.”!

9. means for said firewsll to measure the amount of service requested by each
packet’

Function: measuring the amount of service requested by each packet Indefinite I

Structure: 3:20 - 3:24: 4:17 - 4:23; 4451 - 4:64; 5:62 - 5:64; Ficure 4

The flow chart and algorithm for this clamm fenm is disclosed m Figure 4. A firewall 42
further wdentifies data packets 38 as requests for services 98 of at least one fype requiring
trapsimission of data packets 38 from locations 78 within one of the networks 18 fo another of the

networks 22 The frewall 42 measures the amount of service 36 requested by each identified
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packet 38. Based upoen this identification and this measwre of amount of service 34, fivewall 42
will thus it the transnussion rate for data packets 38 that are requests for services 98 hased upon
the type of service 98 requested in order to Hmit nsage of each Service 98.7 Two exemplary
services disclosed are “reguests for file transfer to BY and “requests for webs page refrieval from
C.”™ The disclosure of this algorithm is sufficient for structure for one of ordinary skill in the art

o practice the invention.

16. whereby, packet flooding and ether over usage type distributed denial of
service attacks cannet be effectively launched through said non-redundant
connection™

No construction necessary Indefinite D

. N . ~ - . . . i - X . n
Construction of long claim terms is disfavored. ' Additionally, this “whereby” clause does

not provide a Bmitation on the claim and need not be construed. ™ s whereby clange adds nothing

izes the miended resnli of the g steps, i need not be

to the claims and smuply characie

constinad by the eowt. ™ Here, no meaningfil lmitation js added by this “whereby™ clause and 5o
CORNTUCHGE N NOCSENATY.
11. whereby, said firewall will imit the transmission rate for data packets of each

class from locations within osne of said petworks to provide proportionally fair
forwarding service fo other locations within said netwerk that communicates

 See Do, No., -2 at §:9
** Ses Doc, No. 1-2 at mee 4 {also shown in Figures 3 and 6}

" Seg Waravanaswamy Decl. at §33.
tn 1 of the *364 patent
e, fme. 1 ﬁmg,‘m Lid, v, A;! N, 2: liu 2:*'.”"( }” (7.8, Dist. LEXIS 62514, at *15, *16(E.D. Va. May 2
) i, Fore. v, Nikown
. J49 F. Supp. Ed 435, 430444 {D. Del 20&8} {describing a 24-word term as “rather lengthy.” then focusing

§§{\‘3 i1 Bading, 1 provess

s i e manes
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through said non-redundant connection®

No construction necessary Indefinite D

Construction of long claim terms is disfavored ¥ Additionally, this “whereby” clause does

. . . . . &
not provide a limitation on the claim and need not be construed.®

rasull of

o

not be constried by the cont, 3 Hers, no mesmngfnl vtation s added by thes “wheret

ot

and no CORSEECHOn IS DOCSINay.

12. means for said firewall to measure the amount of service consumed in erder to
send each identified response data packet™

Function: measuring, for the firewall, the amount of Indefimite 3
service of each type consumed io send each identified
response data packet

Structure: 3:24 - 327 4:23
6:13: Figwre 5

! /-5
J.;.
(s
Pt
y
o
LA
'
LA
&
b
N
>
4
'

Figure 5 discloses flowchart and algorithm for a firewall for classifying data packets 38
recetved at the firewall 42 wherem the firewall further mcludes identifving dala packets 38 as

requests for services 98 of at least one fype requiring transnussion of data packets 38 fom locations

8 Claim 2 of the *384 patent
8 thance, Frc. v Elogna Lad, Civ, Act, Ne, 2:11ev2872012, U8, Dist, LEXIS 82584, at %15, *16{(ED. Va. May 2,
2012} {(describing a 42-word term as “lengthy” and declining to construe the termy: Honevwell It Ine. v, Nikon
Corp, 582 F. Supp. 2d 433, 440444 (D DJ 2008} {describing a 24-word term as “rather lengthy,” then focusing
on 2 words of the claim tenm, ani wltimately declining & consirne the 24-weord term).

8, It Trade Comm's, )QS FLad §*{«“ FET2 {Fed O 18 ancheding, i process

= RNCE \§ \3

wowars ol Hmidat WeE 3

he semponends of e olairos i the onnmer

B See Minton, 3

8 Claim 3 of the “?M pa?en

[
|
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78 within one of the networks 18 to another of the networks 22 and idemtifving data packets 38 as
responses 10 earlier service requests 98 of at least one type from a location 78 within one of the
networks 18 requirmg transmission of data packets 38 to another of the networks 22, Fuewall 42
measures the amount of service 36 requested by each identified data packet 3R, Based upon this
identification and this measwre of amount of service 36, the fwewall 42 will thos it the

transmission rate for data packets 38 that are requests for services 98 based upon the type of service

. - ~y ~ . 2 g
98 requested in order to limit usage of each service 98 %°

13. means for storing and recalling past measurements of amounts of service
provided for each tvpe of service®

Function: storing and recalling past measurements of Indefinite I

amounts of service provided for each type of service

Structwe: 3:24 - 3;29; 432 - 4:39; 5:03 - 505, 6:14 -
6:20; Figwie 6

This 1s not a term subjeet to o 112{f) analysis. The clam term i3 for computer memory for
storing and recalling data.¥’ Computer memory is a well-known example of a ferm not subject io
112(0).%¥ As an alfernate position, Plaintiff identifies structure from the patent.

14. whereby, said firewall will limit the frapsmission rate for data packets that are

requests for each type of service to limit usage of each service over extended
periods of time ¥

5 See Doc, No, 1-2 at 5:163-6:13; See Naravanaswanyy Decl. at §35.

8 {'ic{m‘ & of the *364 patent

7 Ses Narayanaswamy Decl at §37.
¥ TeoSee, Mne. 731 FAd at 1437 LA *svatens memory” is sufficient structure to perform the “storing data®™ fanction.
To these dalled in the art, a system memeory is & spectfic sirnchwe that stores data. ).
¥ Claim 6 of the “364 patent
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[ No construction necessary | Indefinite D |

Construction of long claim terms is disfavored.®® Additionally, this “whereby” clanse does

N . . N . | a1 o
not provide a imitation on the claim and need not be construed.™ I a whersby clouse ad

to the Cof the exscutmg steps, # ueed not be

: . Q7 N e, N < J S ) - -
eomstried by the cowrd™ Here, no meamagful hmttation s added by this “wheraby” clavse snd no

cofion 18 negs

15, means for classifving data packets received af a/said host computer/router into
wanted data packets and unwanted data packets/...by path**

Function: classifymng data packets received at a host computer | Indefinite 3
into wanted data packets and unwanted data packets/ by path

t )1
Lad

Structure: 3:30 - 3:42; 5:29 - 5:33; 612 - 6:25; Figure 1; Fipure

4: Fiomre 7

16. means for associaling a maxinmim acceptable processing rate with each class of
data packet received st said computer™

Function: associating a maximmum acceptable processing rate Indefintte I
with each class of datfa packet recerved at sard computer

u:»

Structure: 3:43 - 3:61; 5:33 - 3:39; 6:26 - §:46; Figure 2; Figure

R fhance, Fne, v, Elogue Lid., Civ, Act. No. 2:11¢v2572012, U8, Dist. LEXIS 62514, at *15, *16 {(BE.D}. Va. May 2
2412} {describing a 42-word term as “lengthy™ and declining o constrae the term); Hwranwall Hutl, Ine, v Nikon

Corp., S39 F. Supp. 2d 433, 340444 {D, Del. 2008} {describing 3 24-waord term as “rather lengthy ™ then focusing
on2 Dfda of the clains tenm, and ui"imatel) declining to cogstrue the 24-w md term},

. t'he 497 patent,
R imm i m fthe 49‘7 pa?.ent.

19
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Plaintiff groups these two terms together as the disclosure of structure and argument is
largely coextensive. However, while Plaintiff contends these terms do not require the 112(f)
analysis, Plaintiff’s identified function and structure are provided in the boxed chart with

argument and explanation following,

These claim terms are not subject to the requirements of 112(f) because from the
perspective of one of ordinary skill in the art, the preamble of claim 1 of the ‘497 patent, followed
by the subsequent claim language provide the structure of a router or firewall for each of “means
for classifying..” and “means for associating...””® Both a router and a firewall have a very well-
defined meaning in the art. A firewall is a device which is placed between two networks by the
owner of one of those networks to safeguard that network from various network attacks. These
capabilities include identifying sets of data packets by certain properties {referred to as
classification) and allocating a processing rate to those packets identified by class. In the current
mvention, this method is extended to include information about the path taken by the packets as
they traverse the computer network before they arrive at the firewall. A router is a device which
forwards daia packets to locations within a computer network., The data packets are forwarded
along communication lines or paths between the appropriate parts of the computer network. It is
very common for a router and/or g firewall to be part of securing a computer network for inspecting
the contents of packets, and/or limiting the rates of fransmission of specific seis of packets

identified by properties (i e., classification) including blocking that set of packets entirely.”’

QOue of ordinary skill in the art would understand that a router or a firewall provides the

following capabilities:

9 See Doc. No. 1-3 at 8:9-27.
% See Narayanaswamy Decl. at 40.
97 See id. at J40.

20
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1. classifying daia packets received at a host computer and

2 associating a maximum acceptable processing rate...

based on the literal language of the claim and the specification.”® First, the claim sets forth in the
preamble that a packet flooding defense system of the invention includes a router.”” Second, in
common parlance to one of ordinary skill in the art, an as provided in the specification, the “at
least one firewall” comprises “hardware and software serving to control packet transmission” 1%
which one of ordinary skill in the art would know is a firewall that can be configured by software
to provide the capabilities described.'°! Thus, it is my opinion that sufficient structure is provided
in the claim that each of “means for classifying...” and means for associating...” are not properly
considered as means plus function claim terms as one of ordinary skill in the art would appreciate

the structure disclosed is a router or a firewall. However, adequate disclosure of the structure of a

router and a firewall is also disclosed in the specification.

The claimed invention describes how the forwarding path for each packet is associated
with that packet, thereby making it possible for a receiving computer to know that information.
The software, or configuration, at the firewall is explained through the algorithms disclosed in
Figure 1 by flowchart and diagram where a Class A and Class B (38) of a maximum acceptable
processing rate (34) are assigned by the firewall to each data packet (30). The description provides
that the computer can use the information, the maximum acceptable processing rate, to allocate

the processing rate for each class (38) in a desired way among the places from which packets (30)

%8 See Narayanaswamy Decl. at s40-41.
9 See Doc. No. 1-3 at 8:9-11.

100 See Doc. No. 1-3 at 4:47-60.

101 See Narayanaswamy Decl. at §s40-41.

21
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are transmitted.'”> Figure 2, Figure 3, Figure 4, Figure 5, and Figure 6 illustrate additional
embodiments, or algorithms, in which path information associated with each packet can be
combined with other properties to classify the packet and assign it a transmission rate.'> Figure
7, Figure 8 and Figure 9 illustrate how a firewall protecting a network communicates the rate limit
for packets routed to it or routed to it by class functions. ' Moreover, the marking of data packets
by a firewall or router is within the ordinary parlance of one of ordinary skill in the art and as is
disclosed in the ‘497 patent.! Prior art discussed in the specification of the ‘497 patent
(US5455865 and US6044402 for example) rely on the well-understood and accepted functionality
of routers to maintain flow information between source and destination addresses.!’® Marking of
data packets that traverse a router is well-known in the art. Marking of data packets to encode path
information is unique to this invention, and anyone familiar with firewalls would understand how
to use a firewall capability to encode paths. The specification describes how a firewall and a router
can add to packet information about the interface points where the packet entered the firewall or
router. Anyone familiar with firewalls or routers would be able to implement this in different
ways. Using data packet marks that encode the forwarding path of the path in a cooperating
network of routers was not known in the prior art. The importance of the path information is that
it is generated by routers in the network, and, therefore, not something that the attacker controls.
The packet path information is very reliable and accurate in identifying the directions from which

attackers are mounting attacks.'"’

102 See Narayanaswamy Decl. at 142.

103 See Doc. No. 1-3 at Figures 2, 3, 4, 5, and 6; See Narayanaswamy Decl. at J42.

104 See Doc. No. 1-3 at Figures 7, 8, and 9; See Narayanaswamy Decl. at 42.

105 See Doc. No. 1-3 at 3:64-66 (“which is done via packet marks provided by router....); See Narayanaswamy Decl.
at 42.

106 See Narayanaswamy Decl. at §41.

107 See id. at 42.
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The ‘497 patent described the shortcomings of the prior art at 2:23-29 wherein it provided
an issue is the lack of a reliable way to associate incoming packets with those users among whom
bandwidth should be fairly allocated. The other is lack of control over what packets arrive. The
solution described here to both of these problems requires help from the routers that forward

packets to the victim.

The ‘497 patent provides several technological solutions on overcoming these prior art

issues. At 3:62-4:5, the ‘497 patent teaches:

... a path (which is not controlled by the attacker) is used to determine the actual
direction of the packet flow towards the victim. Bandwidth is allocated based
upon path (which is done via packet marks provided by routers leading up to the
victim). In other words this invention uses attacker-independent information about
the path a packet takes to allocate forwarding bandwidth in a router. The part that
makes this invention completely different from Chang, et al, is that the
information has to be attacker-independent (i.e., sender-independent) in order to
work as a defense.

Further, at 8:18-24, the ‘497 patent teaches that a host computer is able to identify the
path by the packet mark applied at a router:

means for said computer to find information for packets it receives regarding the

path by which said packets came to said computer via packet marks provided by

routers leading to said host computer; said path comprising all routers in said

network via which said packets are routed to said computer; and

Further, at 9:01-04, the ‘497 patent teaches a router is able to identify the path of a packet

by packet mark provided by a router:

means for said router to find information for packets it receives regarding the path
by which said packets came to said router via packet marks provided by routers
leading to said host computer;

Further, at 9:49-9:53, the ‘497 patent teaches a host computer is able to determine a path

by which data packets arrive at a host computer by packet marks:

23
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determining a path by which data packets arrive at a host computer via packet
marks provided by routers leading to said host computer; said path comprising all
routers in said network via which said packets are routed to said computer;

Further, at 10:29-34, the ‘497 patent teaches a downstream router is able to determine a
path by packet marks from an upstream router:
determining a path by which data packets arrive at said router via packet marks

provided by routers leading to said host computer; said path comprising all
routers in said network via which said packets are routed to said computer;

Further, at 11:10-16, the ‘497 patent teaches a system of cooperating routers wherein a

host computer is able to identify the path a packet comes in on by packet marks:

means for determining a path by which data packets arrive at a host computer via
packet marks provided by routers leading to said host computer; said path

comprising all routers in said network via which said packets are routed to said
computer;

Further, at 12:06-10, the ‘497 patent teaches a system of cooperating routers wherein a

router is able to identify the path a packet comes in on by packet marks:

means for a router to determine a path by which said packets came to said router
via packet marks provided by routers leading to said router; said path comprising
all routers in said network via which said packets are routed to said computer;

Figures 1, 2, 3, 4, 5, and 6 each illustrate illustrative methods of determining, by packet marking,
how the path a packet takes is identified. These Figures, in cooperation with the written
description, further provide various algorithms, by flowchart, used by the claimed invention to

perform the claimed functions.!*®

Lastly, it is common parlance for one of ordinary skill in the art to use a router or a firewall

to (1) mark data packets and for (2) associating a maximum acceptable processing rate with each

108 See Narayanaswamy Decl. at §51.
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class of data packet. Prior art cited in this patent specification including 1IS3455863 and US

L&
Les
LA
sk
3k
LA
Lo
por

2

e supilar capabilities fo nuplement other petwork atfsck defenses. In thiv patent

specification the same ¢

sabahiies are uitheed o ot the e of packets with added path

The 497 padent’s specifioation describes how processing rale units can be wed

ng rates available for packets of each olass in a desirad manney, 1Y

17. means for said computer to find information for packets i receives regarding
the path by which said packets came to said computer via packet marks
previded by routers leading to said host computer!i!

Function: finding information, for said computer, for packets Indefinite
received regarding the path by which said packets came to said
computer via packet marks provided by routers leading fo said
host computer

Structure: 3:62 - 020; 5140 - 5:44; 6:46 - 6:51; Figure 3; Figure
6 Fioure 9

18. means in said computer for using said information to allocate the processing
rate available for unwanted dats packets to be less than or equal to said
maximum acceptable processing rate*?

Function: allocating the processing rate available for nnwanted | Indefintte I
data packets to be less than or equal to satd maxinmm
acceptable processing rate

,-’ (d
'.u

’

Structwwe: 3:30 - 3:42; 329 -
4: Fioure 7

33 6:12 - 625, Fignee 1 Figure

¥ See Marzvanaswanty Drecl, at %
Y See Dioc. No. 1-3 at 3:30-42,

H Claim ) of the *497 patent,

H Claim | of the “497 patent,
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Plaintiff groups these two terms together as the disclosure of structure and argument ix
largely coextensive. Plamiiff’s identified funchion and structure are proviuded i the boxed chart

with argament and explanation following,

The means for the computer (1) to find mformation for packets if receives and (2} 1o use
the mformation to allocate processing rafe available for wnwanted data packets to be less than or
equal to said maxumun acceptable processing rate, is disclosed in the algoritlun shown in Figure
1. The software, or configuration, af the computer i explained through the algorithms disclosed
in Figure 1 by flowchart and diagram where a Class A and Class B (38) of a maximum acceptable
processing rate (34) are assigned by the firewall t0 each data packet (30). The description provides
that the computer can use the wformation, the maxanwn acceptable processing rate, to allocats
the processing rate for each class (38) in a desired way among the places from which packets (30}

113
113

are tranvmitied.””  Figure 2, Figwre 3, Figure 4, Figwe 5, and Figre 6 illustrate additional
embodiments, or algorithms, m which path mformation associated with each packet can be
combined with other properties to classify the packet and assign it a processing rate.!'¥ Figure 7
combined with other properties to classify the packet and assign it a processing rate. 1gure 7,
Figare § and Figure 9 illusirate how a fewall protecting a network commpiunicates the rate limit
is

for packets routed to it or routed to it by class fusctions !

19. means for said router to find information for packets it receives regarding the
path by which said packets came fo said router via packet marks provided by
routers leading to said host computer!!®

Function: finding iformation for packets received at the router | Indefinite I

4 See Dioc. No. 1-3 at Figures 2, 3, 4, 5, and 6.

is

See ;
1 Claim 4 of the “497 patent,
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b

regarding the path by which said packets came o said router via
packet marks provided by routers leading to smid host computer

Stmcture: 3:62 - 428, 5:40 - 5:44; 6146 - &:51; Figure 3; Figure
6; Figure 9

20. means in said router for said router {o use said information to allocate the
fransmission rate for unwanted datfa packets to be less than equal to said
maximum acceptable transmission rate!’’

Function: allocating the transmission rate for unwanted data Indefinite
packets to be less than equal to said maximum aceeptable
fransmission rate

Structure: 3:62 - 41207 5:40 - 5:44; 646 - 6:51; Figure 3; Figure
&: Figure 9

21. means for determining a path by which data packets arrive at a host computer
via packet marks provided by routers leading te said host computer!®

Function: determining a path by which data packets arrive at | Indefimte J
a host computer via packet marks provided by routers
leading to said host computer

Structure: 3:30 - 3142, 5129 - 5:33; 6:12 - 6:25; Figaee 1
Figure 4; Figaee 7

22, means for assigning s maximum acceptable processing rate to each clasg of
data packet!?®

Function: assigning a maxuniun scoepiable processing rate | Indefinife )
to each class of data packet

Structure: 3:30 - 3:42; 5:29 - 5:33: 6712 - 6:25; Figure §:

H7 Claim 4 of the “497 patent.
M8 Cfaim 13 of the 497 patent,
1 Claim 13 of the *457 patent.
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| Figure 4: Figure 7 | | |

23. means for allocating a processing rate equsl to or less than said maximum

accepiable processing rate te said unwanted daia packets!®®

Funchion: allocating a processing rate that 18 equal to or less Indefimite
than said maximum accepiable processing rate {o sad
unwanted data packets

Structwe: 3:30 - 3:42; 5:29 - 5:33; 6:12 - 6:25; Figmwe ]
Figure 4; Figure 7

Plamtiff groups these five terms fogether as the disclosure of sirncture and argument is
largely coextensive. However, while Plamtiff contends these ternws do not require the 112{f)
analysis, Plamtff s identified function and structure are provided in the boxed chart with argument

and explanation following.

The means {1} for the router to find mformation for packets if recetves regarding the path
... {2} in the router for the router to use the information..; (3} determining a path by which data
packets airive at a host computer...; (4) assigning a maximun acceptable processing rate...; and,
{53 allocating a processing rate..., are disclosed in the algorithm shown in Figure 3. However, the
structure of a router is provided in the clabn language and this fexm is not subject to 112(f). Itis
connnon parlanes to one of ordinary skill in the art for a ronter or firewall to perform each of these

functions. !

Additionally, the software, or configuration, at the router iz explamned through the

algorithns disclosed in Figure 3 by flowchart and dingram where a Class A and Class B (38} of a

0 Clabm 13 of the “397 patent,
2 See Naravanaswamy Decl. at §s 61-82, £4-63, 67-68, 70-T1, 73-74,

28

Cloudflare, Inc.  Exhibit 1003  Page 1074



Case §:20-0v-00814-A0A Document 28 Filed 04/12/21 Page 32 of 34

maximum acceptable processing rate (34) are assigned by the firewall to each data packet (30).
The description provides that the computer can use the information, the maximum acceptable
processing rate, to allocate the processing rate for each class (38) in a desired way among the
places from which packets (30) are transmitted. '*> A router 22 is capable of receiving information
regarding maximum acceptable transmission rate 70 for each class 38 of data packet 30 being
transmitted to the computer 18 and the router 22 is capable of controlling the rate of transmission
of each class 38 of data packets 30 to the computer 18.'>* Figure 2, Figure 1, Figure 4, Figure 5,
and Figure 6 illustrate additional embodiments, or algorithms, in which path information
associated with each packet can be combined with other properties to classify the packet and assign
it a processing rate.!>* Figure 7, Figure 8 and Figure 9 illustrate how a firewall protecting a

network communicates the rate limit for packets routed to it or routed to it by class functions.'?

Lastly, it is common parlance for one of ordinary skill in the art to use a router or a firewall
to (1) for the router to find information for packets it receives regarding the path ...; (2) in the
router for the router to use the information...; (3) determining a path by which data packets arrive
at a host computer...; (4) assigning a maximum acceptable processing rate...; and, (5) allocating a
processing rate.... Prior art cited in this patent specification including US5455865 and US 5353353
use similar capabilities to implement other network attack defenses. In this patent specification the

same capabilities are utilized to limit the rate of packets with added path information '2% The *497

122 See id.

123 See Doc. No. 1-3 at 6:46-51.

124 See Doc. No. 1-3 at Figures 2, 3, 4, 5, and 6.
125 See Doc. No. 1-3 at Figures 7, 8, and 9.

126 See Narayanaswamy Decl. at §s 53, 55.

29
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patent’s specification describes bow processing rate Himits can be used to allocate the processing

rates available for packets of each class in a desired manner.'?’

Iv. CONCLUSION

Plaintiff respectfully requests the Court adopt its constructions.

Respectfully submitted,

Ramey & Schwaller, LLP

William P. Ramey, 111

Texas Bar No. 24027643
wramey@rameyfirm.com
5020 Montrose Blvd., Ste. 800
Houston, Texas 77006
(713)426-3923

(832)900-4941 (fax)

Attorneys for PacSec3, LLC

CERTIFICATE OF SERVICE

The undersigned certifies that the foregoing document was filed electronically in
compliance with local rules and the rules of civil procedure. As such, this pleading was served
on all counsel who have consented to electronic service on April 12, 2021.

William P. Ramey, III
William P. Ramey, III

127 See Doc. No. 1-3 at 3:30-42.
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Declaration of Dr. Stefan Savage
Ex Parte Reexamination of U.S. Patent 7,523,497

I, Stefan Savage, do hereby declare as follows:

1. I have been retained by Unified Patents, LLC (“Unified”) to provide
testimony regarding the publication and distribution of my article, Savage et al.,
“Practical Network Support for IP Traceback,” SIGCOMM’00: Proceedings of the
Conference on Applications, Technologies, Architectures, and Protocols for
Computer Communication, August 2000, pp. 295-306 (hereinafter “Savage
paper”). T have been informed by Unified that the Savage paper is being
submitted in this proceeding as Exhibit 1005. A copy of the Savage paper is
attached to my declaration as Attachment A.

2. I am being compensated for my services in preparing this Declaration.
No part of my compensation is dependent on my opinions or the outcome of this
proceeding.

3. I am currently a Professor in the Department of Computer Science and
Engineering at the University of California, San Diego (UCSD). At UCSD, I serve
on the faculty of the Systems & Networking research group, and the Security
research group. I started at UCSD as an Assistant Professor in July of 2000. I was
promoted to Associate Professor in July of 2006, and then to Full Professor in July
of 2010—a title which I retain today. I also served as the Associate Director of
UCSD’s Center for Networked Systems starting in July of 2009, and became the

Director in the following year. I have continued to serve as Director (now co-
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Director) since then. My curriculum vitae 1s attached to my declaration as
Attachment B.!

4, My research interests focus on networking and network security,
including network measurement and traffic analysis, network routing, networking
blocking, filtering and rate limiting, and managing network attacks such as denial-
of-service attacks. These areas include and subsume the notion of “network data
transmission controls.” I have been informed that the “Field of the Invention™
section of U.S. Patent No. 7,523,497 indicates that the 497 patent “pertains to
network data transmission controls.”

5. From 1993 to 2021, I have published approximately 150 peer-review
articles. My published articles are identified on my curriculum vitae (Attachment
B) and in the list of publications on my UCSD biography page. The list of
publications on my USCD biography page is attached to my declaration as
Attachment C.?

6. At the time that the Savage paper was prepared, published, and
distributed in 2000, I was a graduate student at the University of Washington in

Seattle, Washington. I earned my Ph.D. in Computer Science and Engineering at

!'Thave been informed that my curriculum vitae is also being submitted in this
proceeding as Exhibit 1016.
2 The list of publications on my UCSD biography page is available at

hitn//cseweb ucsd. edw/~savase/pubs. him.
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the University of Washington in January 2002.

7. I was the primary author of the Savage paper. 1 co-authored the
Savage paper with David Wetherall, Anna Karlin, and Tom Anderson, all of whom
served on the faculty of the Computer Science and Engineering Department at the
University of Washington at the time the Savage paper was prepared.

8. As discussed in more detail below, [ personally presented the Savage
paper at the ACM SIGCOMM 2000 Conference in Stockholm, Sweden, on
September 1, 2000. A printed copy of the Savage paper was distributed to all
attendees of the ACM SIGCOMM 2000 Conference. Before, during, and after the
ACM SIGCOMM 2000 Conference, the Savage paper was available to be
downloaded without restriction on ACM’s website advertising the itinerary and
content of the ACM SIGCOMM 2000 Conference.

9. SIGCOMM is the annual conference of the Special Interest Group on
Data Communication (SIGCOMM) of the Association for Computing Machinery
(ACM). According to the SIGCOMM website (Attachment D),?> “SIGCOMM is

ACM’s professional forum for discussing communications and computer networks.

3 The SIGCOMM website is available at hitp://www sigcomm.org/. 1 have been

informed that Attachment D is also being submitted in this proceeding as Exhibit

1023.
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SIGCOMM members include scientists, engineers, educators and students. They
study all aspects of computer communications and networks: analysis, technical
design, engineering, measurement and management. Our members are particularly
interested in the systems engineering and architectural questions surrounding
computer communication.” This description of SIGCOMM is consistent with my
understanding of the objectives and membership of SIGCOMM in the year 2000
when I attended and presented at the ACM SIGCOMM 2000 conference. |
previously attended and presented at the ACM SIGCOMM 1999 Conference in
Cambridge, Massachusetts in September 1999 (see Attachment C, p. 11),* and I
attended the ACM SIGCOMM Conference in Vancouver, British Columbia in
September 1998. Thus, I am familiar with the objectives and membership of
SIGCOMM as well as the nature of the SIGCOMM conference and the distribution
of papers at the SIGCOMM conference. At the time of the ACM SIGCOMM 2000
Conference, SIGCOMM was (and still is) the best-known academic conference in
network communication protocols, and is well-known to professors, students, and

professionals working in the field of network communication protocols.

*1 presented the paper Savage et al., “The End-to-end Effects of Internet Path
Selection,” Proceedings of the ACM SIGCOMM Conference 1999, Cambridge,

MA (Sept. 1999), pp. 289-299.
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10. I personally presented the Savage paper at the ACM SIGCOMM 2000

Conference in Stockholm, Sweden on Friday, September 1, 2000. I presented the
Savage paper during Session 8 of the ACM SIGCOMM 2000 Conference on
Friday, September 1, 2000, as indicated by the ACM SIGCOMM 2000 Conference
program, which is attached to my declaration as Attachment E.>

11.  The Savage paper was available to be accessed and downloaded for
free and without restriction from the ACM website advertising the itinerary and
content of the ACM SIGCOMM 2000 Conference. Attached to my declaration as
Attachment F is an Internet Archive version (archived on August 20, 2000) of the
ACM website advertising the itinerary and content of the ACM SIGCOMM 2000

Conference.® As shown on page 3 of Attachment F, the Savage paper was

3T have been informed that the ACM SIGCOMM 2000 Conference program is
being submitted as Exhibit 1017 in this proceeding. The ACM SIGCOMM 2000
Conference program is available at

httn:/feonferences, sigeomm org/siccomm/ 2000/ conl/sigeomm2000-final-prog pdf.

¢ I have been informed that the Internet Archive version of the ACM website
advertising the itinerary and content of the ACM SIGCOMM 2000 Conference is
being submitted as Exhibit 1018 in this proceeding. Attachment F is available at

httos/web archive, org/web/Z000082 023 1540/httn /' waww a0, org/Siscommy/sigco
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avatlable to be downloaded for free, and without restriction, by any conference

attendee or other member of the public {including mdividuals who did not register
for the conference), by at least August 20, 2000. The Savage paper was available
to be downloaded on the ACM SIGCOMM 2000 Conference program {archived by
the Internet Archive) by clicking on the “paper” link following the title of the
Savage paper, as shown n the screenshot of Attachment F (Session 8 on page 3)

below.

« Deriving Traffic Demands for {}mratzenai P Netwarks‘
Methodology and Exﬁaﬁem:e a B
Anfa Faldmay (University of Ssarbrust &e&’m Aibert
Greenberg, Carstan Lund | ‘asms\ Remgold, Jemnifer Rexiford,
Frod Troe (AT&T: Researchy)

* ?ra;&cmw Sampling for Traffic Measurement {
\\\

&

» b»émsswm Link Bandwﬁciths i}smg a Deterministic M(}d%i of

Nick Du Fheld, Matthias Grossglauser {ATAT; Research)

Packet Delay (abatract vansc

Kewin Lal Mary Saker imm?c}m University)
« Practical Network Support For IP Traceback { N

Stefan Sav mm Dawvid Weatheral, Anna Karlin, Tom Anderson
{University of Washington)

7

Attachment F, p. 3 (annotated excerpt)

O
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12.  Attachment G to my declaration is the version of the Savage paper

(downloaded on February 26, 2021) that I personally downloaded from the above-
identified Internet Archive version (archived on August 20, 2000, i.e., Attachment
F) of the ACM website advertising the itinerary and content of the ACM
SIGCOMM 2000 Conference.” Attachment G is thus the version of the Savage
paper that was archived on August 20, 2000 by the Internet Archive and would
have been available to anyone accessing the ACM conference website on August
20, 2000. Based on my comparison, Attachment G is identical to Attachment A
(Savage paper).

13. Attachment H to my declaration is a printout of the currently available
version (downloaded on February 24, 2021) of ACM’s website advertising the

itinerary and content of the ACM SIGCOMM 2000 Conference.® Other than the

" The file that I downloaded by clicking the “paper” link following the title of the
Savage paper, as shown in the above screenshot of Attachment F, was provided as
a gzip-compressed PostScript file (.ps.gz), as was common at that time. [
converted that file into a PDF format to allow it to be more easily viewed on
modern computers. Attachment G is the PDF version of the file.

8 Attachment H is available at

http//eonferences sigeomm org/sigeonmumy/2000/conttechprog htm.
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Internet Archive banner inserted at the top of each page of Attachment F,

Attachments F and H are substantively identical to each other.

14.  As shown by the excerpt of Attachment F above (and the
corresponding portion of Attachment H, p. 3), the Savage paper was identified by
title and by author on the ACM website advertising the itinerary and content of the
ACM SIGCOMM 2000 Conference. Thus, the Savage paper would have been
available to anyone performing a title or author search of the ACM website
advertising the itinerary and content of the ACM SIGCOMM 2000 Conference.
Attachment I provides information on SIGCOMM’s objectives in 2000 of
providing free access to information presented at SIGCOMM conferences.
Attachment I, which is an October 22, 2000 letter to SIGCOMM members from
Mr. Gary S. Delp, who was the Secretary — Treasurer of SIGCOMM in 2000,
provides that “We have a long tradition of making SIGCOMM information widely
accessible. We were one of the first societies to put full newsletter and conference
text on-line, and have been adamant about making sure that this access is free to
all.”

15.  When conference attendees checked in at the ACM SIGCOMM 2000
Conference, each conference attendee received a perfect-bound book containing all
papers that were to be presented at the conference, including the Savage paper. 1

have kept a copy of the conference book distributed to attendees of the ACM
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SIGCOMM 2000 Conference. Attachment J to my declaration is a collection of
photographs that I personally took of the conference book distributed to attendees
of the ACM SIGCOMM 2000 Conference.’ The pictures contained in Attachment
J are of the conference book that I personally received when I attended the ACM
SIGCOMM 2000 Conference. Attachment J includes the cover of the book, the
front page, copyright page, individual messages from the conference General
Chairs and Program Chairs, the Table of Contents, and the complete pages of the
Savage paper contained in the book. Thus, each attendee of the ACM SIGCOMM
2000 Conference received a physical copy of the Savage paper, by at least
September 1, 2000, the last day of the ACM SIGCOMM 2000 Conference.

16.  The front cover of the conference book (Attachment J) indicates that
the book is titled “Computer Communication Review” of ACM SIGCOMM, and
relates to the “Proceedings of ACM SIGCOMM 2000 Conference” in Stockholm,
Sweden on August 28, 2000 to September 1, 2000. Attachment J, p. 1. The cover
of the conference book indicates that the book is published as Volume 30, Number
4 in October 2000. It is my understanding that ACM SIGCOMM conference

books are distributed to all SIGCOMM members. The October 2000 date

? I have been informed that Attachment J is being submitted as Exhibit 1021 in this

proceeding.

10
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presumably refers to the date on which the conference book would be distributed to

SIGCOMM members who did not attend the ACM SIGCOMM 2000
Conference.'” Like all attendees of the ACM SIGCOMM 2000 Conference, |
received the conference book (Attachment J) when I checked in at the ACM
SIGCOMM 2000 Conference in Stockholm, Sweden, and thus received this book
before October 2000. Attachment J contains the following information.
e PDF page 3: cover page of the conference book, indicating that book
1s the “Proceedings of ACM SIGCOMM 2000 Conference” in
Stockholm, Sweden on August 28 to September 1, 2000;
e Page i1 (PDF page 4): copyright 2000 by ACM;
e Page 111 (PDF page 5): a “Conference Chairmen’s Message”
welcoming attendees to Stockholm and the conference (“Welcome to
Stockholm, Sweden and the ACM SIGCOMM 2000
Conference!...We hope that you have a pleasant time in Stockholm!™);
e Page iv (PDF page 6): “A Message from the Program Committee

Chairs” explaining the submission of papers (238 papers were

10°'As indicated on the second page of Attachment J (bottom of page), “Computer
Communication Review” is published five times a year, with two issues being

published in October.

11
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submitted) and the “full program of 26 high quality papers” among

those submitted;

e Pages v-vii (PDF pages 7-9): Table of Contents including the Savage
paper presented during Session 8 on September 1, 2000; and

e Pages 295-306 (PDF pages 10-21): the Savage paper.

17.  While I do not recall the exact number, I recall there being
approximately 300 to 400 attendees at the ACM SIGCOMM 2000 Conference.
Dr. Kevin Almeroth, who is a Professor of Computer Science at the University of
California, Santa Barbara, maintains a w§ebsite titled “Networking Conferences
Statistics” (Attachment K) that “gather[s] year-over-year statistics for some of the
major systems and networking conferences.” Attachment K, at p. 1. According to
this website, there were 407 attendees at the ACM SIGCOMM 2000 Conference.
Attachment K, at p. 39. This number is consistent with my recollection of the
number of attendees at the ACM SIGCOMM 2000 Conference.

18.  In addition to the number of attendees who attended the ACM
SIGCOMM 2000 Conference in person, the ACM SIGCOMM 2000 Conference
was also simulcast at the time via (then cutting edge) multicast Internet video
streaming. The multicast distribution of the ACM SIGCOMM 2000 Conference 1s

indicated at Attachment L, p. 1 (“August 2000: The technical program will be

12
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multicast on the Internet.”).!! Further, Attachment M, which is a portion of the

“Conference Program” website, is directed to the multicast transmission of the
ACM SIGCOMM 2000 Conference. Attachment M indicates that “We will
multicast video and audio from the technical sessions of the conference live on the
Internet. The transmission will start Wednesday August 30 at 9:00 and end Friday
September 1 at 13:30.” Attachment M, p. 1.'? Thus, my presentation of the
Savage paper was also multicast on the Internet, in addition to my in-person, live
presentation of the Savage paper at the ACM SIGCOMM 2000 Conference on
September 1, 2000.

19.  In addition to the distribution of the Savage paper to all conference
attendees, I presented the slides contained in Attachment N to the conference
attendees on September 1, 2000."* These slides were presented in conjunction with
the presentation of the Savage paper, which was presented and distributed to

conference attendees as described above.

I Attachment L is available at hitn://conferences siocomm ore/Sigcomny 2000/,

12 Attachment M is available at

hip//conferences. sigeomu org/sigeomm/ 2000/ cont/mulicast.him.
13 The presentation slides contained in Attachment N are available for download at:

http//eseweb nesd edw/~savage/papers/SigeommOUShdes pdf

13
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20.  The Savage paper presented at the ACM SIGCOMM 2000
Conference was one of several papers presented at the conference that were
selected to be included in the [IEEE/ACM Transactions on Networking (ToN)
Journal, which is a joint publication by IEEE (Institute of Electrical and
Electronics Engineers) and the ACM. The Savage paper was included (i.e., re-
published) in the June 2001 Issue (Issue 3) of the [EEE/ACM Transactions on
Networking. '4

21. Ihave been informed that U.S. Patent No. 7,523,497 (“the *497
patent”), the subject of this proceeding, contains the following information in its
“Field of Invention™ section:

The invention pertains to network data transmission controls. More
particularly, the invention relates to systems for minimizing the effects of
packet flooding attacks directed against computers or routers connected to a
network.

I have also been informed that the 497 patent is related to U.S. Patent No.
6,789,190, which was filed on November 16, 2000.
22. At the time of the ACM SIGCOMM 2000 Conference when the

Savage paper was presented and distributed to conference attendees (at least by

4 The June 2001 Issue of the IEEE/ACM Transactions on Networking is available

at https://iccexplore deee org/xpltocresalt ispisnumber=201 07 &punnmber=90.

14
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September 1, 2000), I was a person interested and ordinarily skilled in the above-
identified subject matter of the 497 patent. As indicated by my curriculum vitae
(Attachment B), I was employed by five technology companies from 1993 to 2000,
including Honeywell Corporation, Hewlett Packard Corporation, Digital
Equipment Corporation, Appliant, and Asta Networks. For these companies, |
regularly practiced in the area of network data transmission controls. For instance,
Asta Networks was a startup, for which I was a co-founder, that was particularly
focused on denial-of-service (DoS) attacks. Further, during 1999 and 2000, I co-
authored over 10 articles, papers, and presentations in the field of networking and
network communications protocols. See Attachment B, pp. 11-27. In addition, at
the time of the ACM SIGCOMM 2000 Conference, I was a graduate student at the
University of Washington in Seattle, Washington studying in the field of Computer
Science and Engineering (I earned my Ph.D. in Computer Science and Engineering
at the University of Washington in January 2002). The Savage paper, of which I
was the primary author, is also directed to the same field as the *497 patent. For
instance, the Abstract of the Savage paper reads, in part: “This paper describes a
technique for tracing anonymous packet flooding attacks in the Internet back
towards their source. This work is motivated by the increased frequency and
sophistication of denial-of-service attacks and by the difficulty in tracing packets

with incorrect, or “spoofed”, source addresses.” Thus, at the time of the ACM

15
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SIGCOMM 2000 Conference when the Savage paper was presented and

distributed to conference attendees, | was a person interested and ordinarily skilled
in the subject matter of the *497 patent.

23.  Insigning this declaration, 1 understand that the declaration will be
filed as evidence in a proceeding before the Central Reexamination Unit of the
U.S. Patent and Trademark Office. If cross-examination is required of me, I will
appear for cross-examination during the time allotted for cross-examination.

24. I declare that all statements made herein of my knowledge are true,
and that all statements made on information and belief are believed to bhe true, and
that these statements were made with the knowledge that willful false statements
and the like so made are punishable by fine or imprisonment, or both, under

Section 1001 of Title 18 of the United States Code.

e

ced

o

. g‘ ) gt :”< {:::M»MN:\
LEL/ &33,3'102 735 Mo ;{ %ww}f‘ A S
Date Stefan Savage
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Practical Network Support for IP Traceback

Stefan Savage, David Wetherall, Anna Karlin and Tom Anderson

Department of Computer Science and Engineering
University of Washington
Seattle, WA, USA

Abstract

This paper describes a technique for tracing anonymous packet
flooding attacks in the Internet back towards their source. This
work is motivated by the increased frequency and sophistication
of denial-of-service attacks and by the difficulty in tracing packets
with incorrect, or “spoofed”, source addresses. In this paper we
describe a general purpose traceback mechanism based on prob-
abilistic packet marking in the network. Our approach allows a
victim to identify the network path(s) traversed by attack traffic
without requiring interactive operational support from Internet Ser-
vice Providers (ISPs). Moreover, this traceback can be performed
“post-mortem” — after an attack has completed. We present an im-
plementation of this technology that is incrementally deployable,
(mostly) backwards compatible and can be efficiently implemented
using conventional technology.

1. INTRODUCTION

Denial-of -service attacks consume the resources of a remote host or
network, thereby denying or degrading service to legitimate users.
Such attacks are among the hardest security problems to address
because they are simple to implement, difficult to prevent, and
very difficult to trace. In the last several years, Internet denial-
of -service attacks have increased in frequency, severity and sophis-
tication. Howard reports that between the years of 1989 and 1995,
the number of such attacks reported to the Computer Emergency
Response Team (CERT) increased by 50 percent per year [25].
More recently, a 1999 CSI/FBI survey reports that 32 percent of re-
spondents detected denial-of-service attacks directed against their
sites [16]. Even more worrying, recent reports indicate that at-
tackers have developed tools to coordinate distributed attacks from
many separate sites [14].

Unfortunately, mechanisms for dealing with denial-of -service have
not advanced at the same pace. Most work in this area has focused
on folerating attacks by mitigating their effects on the victim [38,
2,26,29, 9]. This approach can provide an effective stop-gap mea-
sure, but does not eliminate the problem nor does it discourage at-
tackers. The other option, and the focus of this paper, is to trace
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attacks back towards their origin — ideally stopping an attacker at
the source.

A perfect solution to this problem is complicated by the potential
use of indirection to “launder” the true causal origin of an attack.
For example, an attack may consist of packets sent from many dif-
ferent slave machines, themselves under the control of a remote
master machine. Such indirection may be achieved either explicitly
(by compromising the individual slave hosts directly) or implicitly
(by sending false requests to the slaves on behalf of the victim —
a so-called reflector). More challenging still, the true origin and
identity of the attacker can be similarly concealed through chains
of false computer accounts, call forwarding, and so forth. Conse-
quently, we regard a complete solution — particularly one able to
address the forensic needs of law enforcement — as an open prob-
lem.

Instead, we address the more limited operational goal of simply
identifying the machines that directly generate attack traffic and
the network path this traffic subsequently follows. We call this the
traceback problem and it is motivated by the operational need to
control and contain attacks. In this setting, even incomplete or ap-
proximate information is valuable because the efficacy of measures
such as packet filtering improve as they are applied further from the
victim and closer to the source.

However, even for our restricted problem, determining the source
generating attack traffic is surprisingly difficult due to the stateless
nature of Internet routing. Attackers routinely disguise their loca-
tion using incorrect, or “spoofed”, IP source addresses. As these
packets traverse the Internet their true origin is lost and a victim is
left with little useful information. While there are several ad hoc
traceback techniques in use, they all have significant drawbacks
that limit their practical utility in the current Internet.

In this paper we present a new approach to the traceback problem
that addresses the needs of both victims and network operators.
Our solution is to probabilistically mark packets with partial path
information as they arrive at routers. This approach exploits the ob-
servation that attacks generally comprise large numbers of packets.
While each marked packet represents only a “sample” of the path
it has traversed, by combining a modest number of such packets a
victim can reconstruct the entire path. This allows victims to locate
the approximate source of attack traffic without requiring the assis-
tance of outside network operators. Moreover, this determination
can be made even after an attack has completed. Both facets of our
solution represent substantial improvements over existing capabili-
ties for dealing with flooding-style denial-of-service attacks.
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A key practical deployment issue with any modification of Inter-
net routers is to ensure that the mechanisms are efficiently im-
plementable, may be incrementally deployed, and are backwards
compatible with the existing infrastructure. We describe a trace-
back algorithm that adds little or no overhead to the router's critical
forwarding path and may be incrementally deployed to allow trace-
back within the subset of routers supporting our scheme. Further,
we demonstrate that we can encode the necessary path information
in a way that peacefully co-exists with existing routers, host sys-
tems and more than 99% of today's traffic.

The rest of this paper is organized as follows: In Section 2, we
describe related work conceming IP spoofing and solutions to the
traceback problem. Section 3 outlines our basic approach and sec-
tion 4 characterizes several abstract algorithms for implementing
it. In Section 5 we detail a concrete encoding strategy for our al-
gorithm that can be implemented within the current Internet envi-
ronment. We also present experimental results demonstrating the
effectiveness of our solution. In section 6 we discuss the main lim-
itations and weaknesses of our proposal and potential extensions
to address some of them. Finally, we summarize our findings in
Section 7.

2. RELATED WORK

Ithas been long understood that the IP protocol permits anonymous
attacks. In his 1985 paper on TCP/IP weaknesses, Morris writes:

“The weakness in this scheme [the Internet Protocol]
is that the source host itself fills in the IP source host
id, and there is no provision in ... TCP/IP to discover
the true origin of a packet.” [31]

In addition to denial-of-service attacks, IP spoofing can be used
in conjunction with other vulnerabilities to implement anonymous
one-way TCP channels and covert port scanning [31, 3, 24, 44].

There have been several efforts to reduce the anonymity afforded
by IP spoofing. Table 1 provides a subjective characterization of
each of these approaches in terms of management cost, additional
network load, overhead on the router, the ability to trace multi-
ple simultaneous attacks, the ability trace attacks after they have
completed, and whether they are preventative or reactive. We also
characterize our proposed traceback scheme according to the same
criteria. In the remainder of this section we describe each previous
approach in more detail.

2.1 Ingress filtering

One way to address the problem of anonymous attacks is to elim-
inate the ability to forge source addresses. One such approach,
frequently called ingress filtering, is to configure routers to block
packets that arrive with illegitimate source addresses [20]. This re-
quires a router with sufficient power to examine the source address
of every packet and sufficient knowledge to distinguish between le-
gitimate and illegitimate addresses. Consequently, ingress filtering
is most feasible in customer networks or at the border of Internet
Service Providers (ISP) where address ownership is relatively un-
ambiguous and traffic load is low. As traffic is aggregated from
multiple ISPs into transit networks, there is no longer enough in-
formation to unambiguously determine if a packet arriving on a par-
ticular interface has a “legal” source address. Moreover, on many
deployed router architectures the overhead of ingress filter becomes
prohibitive on high-speed links.

The principal problem with ingress filtering is that its effective-
ness depends on widespread, if not universal, deployment. Un-
fortunately, a significant fraction of ISPs, perhaps the majority, do
not implement this service — either because they are uninformed
or have been discouraged by the administrative burder!, potential
router overhead and complications with existing services that de-
pend on source address spoofing (e.g. some versions of Mobile
1P [33] and some hybrid satellite communications architectures). A
secondary problem is that even if ingress filtering were universally
deployed at the customer-to-ISP level, attackers could still forge
addresses from the hundreds or thousands of hosts within a valid
customer network [14].

It is clear that wider use of ingress filtering would dramatically im-
prove the Interet's robustness to denial-of-service attacks. At the
same time it is prudent to assume that such a system will never be
fullproof — and therefore traceback technologies will continue to be
important.

2.2 Link testing

Most existing traceback techniques start from the router closest to
the victim and interactively test its upstream links until they deter-
mine which one is used to carry the attacker's traffic. Ideally, this
procedure is repeated recursively on the upstream router until the
source is reached. This technique assumes that an attack remains
active until the completion of a trace and is therefore inappropriate
for attacks that are detected after the fact, attacks that occur inter-
mittently, or attacks that modulate their behavior in response to a
traceback (it is prudent to assume the attacker is fully informed).
Below we describe two varieties of link testing schemes, input de-
bugging and controlled flooding.

2.2.1 Input debugging

Many routers include a feature called input debugging, that al-
lows an operator to filter particular packets on some egress port
and determine which ingress port they arrived on. This capabil-
ity is used to implement a trace as follows: First, the victim must
recognize that it is being attacked and develop an atrack signature
that describes a common feature contained in all the attack pack-
ets. The victim communicates this signature to a network operator,
frequently via telephone, who then installs a corresponding input
debugging filter on the victim's upstream egress port. This filter
reveals the associated input port, and hence which upstream router
originated the traffic. The process is then repeated recursively on
the upstream router, until the originating site is reached or the trace
leaves the ISP's border (and hence its administrative control over
the routers). In the later case, the upstream ISP must be contacted
and the procedure repeats itself. While such tracing is frequently
performed manually, several ISPs have developed tools to automat-
ically trace attacks across their own networks [41].

The most obvious problem with the input debugging approach,
even with automated tools, is its considerable management over-
head. Communicating and coordinating with network operators at
multiple ISPs requires the time, attention and commitment of both
the victim and the remote personnel — many of whom have no di-
rect economic incentive to provide aid. If the appropriate network

'Some modern routers ease the administrative burden of ingress
filtering by providing functionality to automatically check source
addresses against the destination-based routing tables (e.g. ip
verify unicast reverse-path on Cisco's IOS). This ap-
proach is only valid if the route to and from the customer is sym-
metric — generally at the border of single-homed stub networks.
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Management | Network | Router | Distributed | Post-mortem | Preventative/
overhead overhead | overhead | capability capability reactive

Ingress filtering Moderate Low Moderate N/A N/A Preventative

Link testing

Input debugging High Low High Good Poor Reactive
Controlled flooding Low High Low Poor Poor Reactive
Logging High Low High Excellent Excellent Reactive
ICMP Traceback Low Low Low Good Excellent Reactive
Marking Low Low Low Good Excellent Reactive

Table 1: Qualitative comparison of existing schemes for combating anonymous attacks and the probabilistic marking approach we

propose.

operators are not available, if they are unwilling to assist, or if they
do not have the appropriate technical skills and capabilities, then a
traceback may be slow or impossible to complete [21].

2.2.2 Controlled flooding

Burch and Cheswick have developed a link testing traceback tech-
nique that does not require any support from network operators [6].
We call this technique controlled flooding because it tests links by
flooding them with large bursts of traffic and observing how this
perturbs traffic from the attacker. Using a pre-generated “map”
of Internet topology, the victim coerces selected hosts along the
upstream route into iteratively flooding each incoming link on the
router closest to the victim. Since router buffers are shared, packets
traveling across the loaded link —including any sent by the attacker
— have an increased probability of being dropped. By observing
changes in the rate of packets received from the attacker, the victim
can therefore infer which link they arrived from. As with other link
testing schemes, the basic procedure is then applied recursively on
the next upstream router until the source is reached.

While the scheme is both ingenious and pragmatic, it has several
drawbacks and limitations. Most problematic among these is that
controlled flooding is itself a denial-of-service attack — exploiting
vulnerabilities in unsuspecting hosts to achieve its ends. This draw-
back alone makes it unsuitable for routine use. Also, controlled
flooding requires the victim to have a good topological map of large
sections of the Internet in addition to an associated list of “willing”
flooding hosts. As Burch and Cheswick note, controlled flooding
is also poorly suited for tracing distributed denial-of-service attacks
because the link-testing mechanism is inherently noisy and it can
be difficult to discern the set of paths being exploited when mul-
tiple upstream links are contributing to the attack. Finally, like all
link-testing schemes, controlled flooding is only effective at tracing
an on-going attack and cannot be used “post-mortem”.

2.3 Logging

An approach suggested in [37] and [41] is to log packets at key
routers and then use data mining techniques to determine the path
that the packets traversed. This scheme has the useful property that
it can trace an attack long after the attack has completed. However,
it also has obvious drawbacks, including potentially enormous re-
source requirements (possibly addressed by sampling) and a large
scale inter-provider database integration problem. We are unaware
of any commercial organizations using a fully operational trace-
back approach based on logging.

*Historically, the T3-NFSNET did log network-to-network traffic
statistics and these were used on at least one occasion to trace IP
spoofing attacks to an upstream provider [43].

2.4 ICMP Traceback

Since the first writing of this paper, a new traceback proposal bas
emerged based on the use of explicit router-generated ICMP trace-
back messages [4]. The principle idea in this scheme is for every
router to sample, with low probability (e.g., 1/20,000), one of the
packets it is forwarding and copy the contents into a special ICMP
traceback message including information about the adjacent routers
along the path to the destination. During a flooding-style attack,
the victim host can then use these messages to reconstruct a path
back to the attacker. This scheme has many benefits compared to
previous work and is in many ways similar to the packet marking
approach we have taken. However, there are several disadvantages
in the current design that complicate its use. Among these: ICMP
traffic is increasingly differentiated and may be filtered or rate lim-
ited differently from normal traffic, the ICMP Traceback message
relies on an input debugging capability (i.e. the ability to asso-
ciate a packet with the input port and/or MAC address on which
it arrived) that is not available in some router architectures, if only
some of the routers participate it seems difficult to positively “con-
nect” traceback messages from participating routers separated by a
non-participating router, and finally, it requires a key distribution
infrastructure to deal with the problem of attackers sending false
ICMP Traceback messages. That said, we believe that the scheme
is promising and that hybrid approaches combining it with some of
the algorithms we propose are likely to be quite effective.

3. OVERVIEW

Burch and Cheswick mention the possibility of tracing flooding at-
tacks by “marking” packets, either probabilistically or deterministi-
cally, with the addresses of the routers they traverse [6]. The victim
uses the information in the marked packets to trace an attack back
to its source. This approach has not been previously explored in any
depth, but has many potential advantages. It does not require inter-
active cooperation with ISPs and therefore avoids the high manage-
ment overhead of input debugging. Unlike controlled flooding, it
does not require significant additional network traffic and can po-
tentially be used to track multiple attacks. Moreover, like logging,
packet marking can be used to trace attacks “post-mortem” — long
after the attack has stopped. Finally, we have found that marking
algorithms can be implemented without incurring any significant
overhead on network routers. The remainder of this paper focuses
on fully exploring and characterizing this approach.

3.1 Definitions

Figure 1 depicts the network as seen from a victim V. For the
purposes of this paper, V' may be a single host under attack, or a
network border device such as a firewall or intrusion detection sys-
tem that represents many such hosts. Every potential attack origin
Aj; is a leaf in a tree rooted at V' and every router R; is an internal
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Figure I: Network as seen from the victim of an attack, V.
Ronters are represented by R;, and potential attackers by
The dotted line represenis a particndar atteck path between an
attacker and the vietim.

sode along a path between some 4; and V. The attack poth from
A; 15 the wnique ordered list of ronters between 4; and V7. For in-
stance, if an aitack oripinates from Az then o reach V7 1t must fivst
traverse the path Re, s, By, and By — as shown by the dotted bine
in Figuee

The exact fraceback problem is 10 determine the atack path and
the sssociated attack origin for each attacker. However, solving
this problem is complicated by several practiend homations, The
exact attack oripin may never be revealed (even MAC source ad-
dresses miav be spoofed) and a wily attacker may send false signals
to “hvent” additional routess i the waceback path. We address
32 izsues m section B, but for now we restrict our discussion to
solving 3 more Hmited problem. We define the approcimaie trace-
hack problem as finding a candidate attack path for each attacker
that coatains the true attack path 35 a sulffin. We call this the valid
suffix of the candidate path. For example, {Ry. Rs. Ha. B2, R} is
3 valid approximate soluiion to Figure 1 because it contains the true
attack path as a spffix. We say a soluticn to thas problem is robust
if an attackey cannot prevent the victun from discovenng candidate
paths contaning the vabid suffix.

All marking alporithins have two components: a marking proce-
dwre executed by routers in the network and a path reconsiruc-
tion procedure wnplemented by the vietimy, A router “marks” one
or more packets by svpmenting them with additional information
shout the path they ave waveling, The vicnm stempts fo reconzuct
the atteck path using only the information in these marked packess.
The convergence Sme of an algonthu i the mumber of packets that
the victim must obgerve 1o reconztruet the attack path.

32 Basic assumptions

The design space of possible marking algorithms s lavge, and to
place cur work in context we idennfy the assumptions that motivate
and eonstrain our design:

» 3n attacker may generate any packet.
» multple attackers may conspire,

» aitackers may be aware they ave being traced,

» packets may be lost or reordersd,

o atackers send numerous packets,

& the route between attacker and vietns s fanly stable,
& routers are both CPU and memory hmied, and

& routers are not widely compronnsed.

The firet four assumptions yepresent conservative assessments of
the abilittes of the modern attackers and hmitattonz of the network.
Designing a traceback svarem for the Internet envircaneat is ex-
wremmely challenging becanse there is very linde that can be uusted.
In particlar, the attacker's ability to create arbitvary packets sig-
uificantly constrains potental soluitons. When s router recetves a
packet, it has no way to tell whether that packet has been marked
by an upstream rowter ov f the attacker stmply has forged thus in-
formation. In fiet. the only imvariant thst we can depend ou s that
a packet from the attacker must raverse all of the routers between
it and the victim,

The remmatumy assumptions reflecs the basis for our destgn and de-
serve addittonal disenssion. Fivst, dental-of-service sttacks arve only
effective so long as they ocoupy the resousces of the vicum. Con-
seguently, most atacks are comprised of thousands or millions of
packets. Our approach rchies on thiz property because we matk
each packet with only a small piece of path state and the victim
must obgerve many suel packets to reconstruct the complete path
back the the attacker. If mauny attacks emerge that requive enly a
single packet to disable 3 host {e.g. ping-of-death [11]}, then this
asswmption may rot held (alihough we note that even these attacks
reguire multiple packets to keep 3 machine down}.

Second, meastremen evidence suggests that while Internet rostes
do change. it 15 extremely rare for packets fo follow many different
paths over the short time-seales of a traceback operation {seconds
in o systera) {32} This asswmption preatly simphifies the role of
the viciim, since i can therefore limit its consideration o a single
primary path for sach attacker. If the Internet evolves to allow sig-
mficant degrees of multi-path routing then this assuuspiion may not

hold.

Thard, while there have been considerable improvements in ronter
impdementation techuology. link speeds have also increased dra-
matically. Conzeguently. we assert that any viable implementation
ot have low per-packet overhead and must not require per-flow
state, Sigunificantly sunpler schemes thas ours can be mplemented
if we ssumie that rowers are ot resourcs constrained.

Finally, since a compromised router can effectivaly eliminate aay
wiormanea provided by upstream routers, it 1 effectively indiz-
tingwishable from an aitacker. In such circwmsiances. the security
viclation a1 the rovter must be addressed first, before any further
fraceback iz attempted. In normisl crrewmstances, we behieve ths
iz 3n sccepiable design poimt. However, of non-malicious, bt in-
formation hiding, routing infrastrucnures become popular, such as
described in {32, 33], then this tssue may need 1o be revisited.,

4. BASIC MARKING ALGORITHMS

In this section we describe a series of marking algorithms — starting
from the most simple and adwaneing in complexity. Each algortthm
attemipts to solve the approxtmate waceback problem m a manner
consisent with ow assmmptions,
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Marking procedure at router R:
for each packet w, append R to w

Path reconstruction procedure at victim v:
for any packet w from attacker
extract path (R;..R;) from the suffix of w

Figure 2: Node append algorithm.

4.1 Node append

The simplest marking algorithm — conceptually similar to the IP
Record Route option [34] —is to append each node's address to the
end of the packet as it travels through the network from attacker to
victim (see Figure 2). Consequently, every packet received by the
victim arrives with a complete ordered list of the routers it traversed
— a built-in attack path.

The node append algorithm is both robust and extremely quick to
converge (a single packet), however it has several serious limita-
tions. Principal among these is the infeasibly high router overhead
incurred by appending data to packets in flight. Moreover, since
the length of the path is not known a priori, it is impossible to
ensure that there is sufficient unused space in the packet for the
complete list. This can lead to unnecessary fragmentation and bad
interactions with services such as MTU discovery [30]. This prob-
lem cannot be solved by reserving “enough” space, as the attacker
can completely fill any such space with false, or misleading, path
information.

4.2 Node sampling

To reduce both the router overhead and the per-packet space re-
quirement, we can sample the path one node at a time instead of
recording the entire path. A single static “node” field is reserved
in the packet header — large enough to hold a single router address
(i.e. 32 bits for IPv4). Upon receiving a packet, each router chooses
to write its address in the node field with some probability p. Af-
ter enough packets have been sent, the victim will have received at
least one sample for every router in the attack path. As stated in
section 3, we assume that the attacker sends enough packets and
the route is stable enough that this sampling can converge.

Although it might seem impossible to reconstruct an ordered path
given only an unordered collection of node samples, it turns out that
with a sufficient number of trials, the order can be deduced from the
relative number of samples per node. Since routers are arranged se-
rially, the probability that a packet will be marked by a router and
then left unmolested by all downstream routers is a strictly decreas-
ing function of the distance to the victim. If we constrain p to be
identical at each router, then the probability of receiving a marked
packet from a router d hops away is p(1 — p)?~*. Since this func-
tion is monotonic in the distance from the victim, ranking each
router by the number of samples it contributes will tend to produce
the accurate attack path. The full algorithm is shown in Figure 3.

Putting aside for the moment the difficulty in changing the IP header
to add a 32-bit node field, this algorithm is efficient to implement
because it only requires the addition of a write and checksum up-
date to the forwarding path. Current high-speed routers already
must perform these operations efficiently to update the time-to-live
field on each hop. Moreover, if p > 0.5 then this algorithm is ro-
bust against a single attacker because there is no way for an attacker
to insert a “false” router into the path's valid suffix by contributing

Marking procedure at router R:
for each packet w
let  be a random number from [0..1)
if z < p then,
write R into w.node

Path reconstruction procedure at victim v:
let NodeTbl be a table of tuples (node,count)
for each packet w from attacker
z = lookup w.node in NodeT'bl
if z != NIL then
increment z.count
else
insert tuple (w.node,1) in NodeT'bl
sort NodeT'bl by count
extract path (R;..R;) from ordered node fields in NodeT'bl

Figure 3: Node sampling algorithm.

more samples than a downstream router, nor to reorder valid routers
in the path by contributing more samples than the difference be-
tween any two downstream routers.

However, there are also two serious limitations. First, inferring the
total router order from the distribution of samples is a slow process.
Routers far away from the victim contribute relatively few samples
(especially since p must be large) and random variability can eas-
ily lead to misordering unless a very large number of samples are
observed. For instance, if d = 15 and p = 0.51, the receiver must
receive more than 42,000 packets on average before it receives a
single sample from the furthest router. To guarantee that the order
is correct with 95% certainty requires more than seven times that
number.

Second, if there are multiple attackers then multiple routers may
exist at the same distance — and hence be sampled with the sample
probability. Therefore, this technique is not robust against multiple
attackers.

4.3 Edge sampling

A straightforward solution to these problems is to explicitly encode
edges in the attack path rather than simply individual nodes. To do
this, we would need to reserve two static address-sized fields, start
and end, in each packet to represent the routers at each end of a
link, as well as an additional small field to represent the distance of
an edge sample from the victim.

When a router decides to mark a packet, it writes its own address
into the start field and writes a zero into the distance field. Oth-
erwise, if the distance field is already zero this indicates that the
packet was marked by the previous router. In this case, the router
writes its own address into the end field — thereby representing the
edge between itself and the previous router. Finally, if the router
doesn't mark the packet then it always increments the distance
field. This somewhat baroque signaling mechanism allows edge
sampling to be incrementally deployed — edges are constructed only
between participating routers.

The mandatory increment is critical to minimize spoofing by an
attacker. When the packet arrives at the victim its distance field
represents the number of hops traversed since the edge it contains
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Marling procedure at router K:
for each p:yck.at w
et & be a random munber from {3.1)
if @« prthen
write Il into w .start and 8 into w distance
else
if 40 distance = O then
write F into W end
micrement w distance

Piath reconstruction prooedure of victim v:
let ¥ be & tree with root o
et edges tn (¢ be tuples {start end distance}
for each packet w from myacker
if o distance = B then
tart, ) into 7

msest edge
eice
nsert edge fwstartar end g distance ) o ¢
rensove any edge (o) with d 2 distance rom e e v in &
extract path {F;..F;} by enwmerating acyehio paths 1n ¢

Figuve 4: Edge snmpling algorithm.

was sampled? Any packets written by the attacker will necessanly
}m‘.e a distance gre:»m:r or equal to the length of the true sttack path.
Therefors, a single attacker is naable to forge any sdge between
themselves and the victim {for a distributed astack. of course, this
applies only to the closest attacker} and the victim does not have
to weorry abowt “chaff” while reconstrucnng the valid suffiz of the
attack path. Consequemly, since we no longer use the sampling
vank spproach to distinguish “falze” samples, we are fiee to wse
arbivary values for the mardasg probability p.

The viciis uses the edges sampled in these packets b2 create 3 graph
{much as in Figure 1} leading back fo the sowce, or seaeces, of
sttack. The full algorsthm is described in Figure 4. Because the
probabily of receving a sample 15 gfnmemlmiiy vuatler the fur-
ther awsy # s froan the vicnim, the time for this slgovithm o con-
verge 15 dominated | ‘*v the the time to receive a sample from the
furthest router, in grpectaiion, for 8 router J hops away.

P T
Howeaver, there :5(; a5 11.:!3 probability that we will receive a sample
from the furthest router, but not from some nearer router. We can
bound this effect 1o 3 factor of In{d) by the following argument:
We comservanvely assunwe that samples from 8l of the  rowers
sppesy with the same likelihood sz the finthest router. Since these
probabilities are disjoint, the prebability that & ghven packet will
defiver a samiple from some rowser s at least dp(l — pi¥~. Fi-
= per the well-known coupon collecror problem, the number
of Lrnis 3&(&»}:&:& o sdect cae of sach of o egui-g m‘ab:ﬁ:}c tems
) {19}, Thercfore. the number of packets, X,
mqum:d for the victim o reconstruct a path of length ims the
following tounded sapeciation:

E{X) <

For example, if p =

and the attack path has & lenpth of 18,

Tt is important that distance field is updated using 2 satwating ad-
dition. I the distance field wers slowed to wrap, then the sttacker
could spoot edges close to the victiw by sen rding packets with a
distance value close o the maxinmn.

then a victim can typically reconsunct this path after recerving 75
packets froms the attacker. While this cheice of p = L ix optinal,
the convergencs thne s not overly sensitive 1o thus param:'er forthe
path lﬁms}rw that ccenr in the Internet. So iomg as p << <. the resulis
are generally within 3 sowll constant of pptimsl. In ﬁmr‘: rest of this
since few paths sxceed this length {7, 42,
For camparizon. the previons example converges with only

This same algorithmy can efficiently discern mmﬁpie astacks be-

cause attackers from different sonrees produce diggomy edges v the
ree structive vsed during reconstruction. The number of packets
needed to reconsteuct sach path is independent, 20 the nwmber of
packets needed to reconsuuct all paths 15 a hnexr funenon of the
minnber of antackess. Finally, edge sampling 15 also robust. That
1s i 1s impossible for any sdge closer than the closest atiacker
be spoofed, dus to the robuzt distance determination. Conversely,
i & distributed attack thus also means that it 1z impossible to fust
the contents of any edpe firther away than the clozest agtacker. As
with the ECMP Traceback approach [4], an addinenal wechanism
i_ucoqmmting 2 shared secret is regrred 1o completely addsess the

problem of attackers spoofing edges.

Of conwse, a significant gra"ricai lomitation of this pr\rnaci‘ is that

it requires adduional space in the IV packet header and thevefore is
not backwards compatibde. In the next section we disenss a mad-
ified version of edege-zampling that adﬁms es this problem, albeit
at some oost in performance and a reduction in robustness dieing
larpe distribaed attacks,

5. ENCODING ISSUES
The edge sampling alporithm requires 72 bits of space 1n every IP
packet {two 3Z-bat IP addresses and § bue for distance 1o repre-
sent the theovetical miaxinwam numbsey of hops sowed wsing IF)
It woanld be possible 1o direcily encode these values 1o an MPLS
iabel stack {36]. to enable traceback within 2 stngle homogeneous
18P pevwork. However, our focus 12 om 2 ixctemgene@m eaviron-
ment based purely on IP datagrams, Oue cbvious approach i3 to
stose the edge sample data in an IF option, but thiz 15 & poor cheotee
for many of the same reasons that the xm‘ie .1;3;9&11::! algorithm is
infeazible — 1ﬁ3¢:nc}m<s additional data o 8 packet in Hight s ex-
pezm ve aud there may not be mﬁh.;e.}i space to append tus data,
Yo could also send thts data out-of-band — i1 a zepar :
but this would add both router and nervoek overhead pIm hie com-
plexity of a new and ncompatible protoenk.

3

Instead, we have developed a modified verston of edge sampling

that dramaniestly reduces the space reguirernent i refurn for a mod-
£51 HXYEase In converpence thse and a reduction in robustness o
multiple attackers, Following an analveis of vur algorithm we ex-
plore the practical implementation issupes and diseuss oue concrete
encoding of s scheme hased on overd nading the 18-bit IP idensi-
Feation field wsed for fragmentation. Any soloncn invelving such

overloading necessarily requites compronuses and we stvess that
our snlution reflects only one destgn point among many potential
nplementation wadeoffs for this olass of algorithn and dres nat
necessartly reflect an optimal balance anwony them.

5.1 Compressed edge fragment sampling

= use tuee rechutgues to reduce per-packet storage requirements
while preserving robustnezs. First, we encode sach edge in half
the space by represenung if as the exefusive-or {(XOR) of the twe
IP addresses waking up the edge, as depicted 1n Figure §. When
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Figure §: Edge data can be communicated in half the space by
sending the XOR of the two nodes {i.e. ronter IP addresses}
making np an edge, rather than sending each node separately.
Over time the victim receives the messages J, 055 o, b & ¢, and
@%b By XORing these messages together the original path can
be reconstructed.

aqh{AﬁcErew)

Send & fragmerms ine network

Figare 6: Each router caleulates a uniform hash of its IP ad-
dress pnee, at startup, using a well-known fanction. This hash
is interieaved with the orviginal IP address (the original address
on odd bits, the hash on even bits}., The resuliing guantitv is
then broken inte k fragments, which the router selects among
randomly when marking a packet. Although it is not shown,
each of these fragments is further labeled with its offset. The
next downstream router uses this offset to select the appropri-
ate fragment to XOR — thereby encoding part of an edge.

some rower dectdes 1o mark a packet #t writes its addeess, a, e
the packet. The following router, &, notices thar the distance feld
iz ) and {aszunning it does not mark the packet irself) veads ¢ from
the packet, XORs s value with e own address and writes the
resulting value, b, into the packet. We call the resulting value the
edge-id for the edge hz:.m.t:"n o and b, The edge-ids 1 the packets
received by the victim abwavs contain the XOR of two adjacent
vouters, except for samples from routers poe hop avay fom the
victim, winch anive pmnedified. Since & % a T b = 4, marked
packets from the final rovter can be used to decode the previous
edge id, and so on. hep-hy-hop unnl we reach the frst rowser.

Our zecond modificanien further reduces owr per-packet space re-
gurements by subdividing each edge-id into some nomber, &, of
smaller nou-cverlapping fragments. When a router decides to mark
a packet, it zelects one of these fragments af random and stoves o
in the packet. We vse a fow addinonal bitz Jogk) 1o stove the off-
set of this fragment within the ortginal address — this is nECESTALY {&
ensure that both feapments ma}mlg up an edge-id are taken foorm the
same offzet. I enov ‘h packets are sent by the artacker, the victim
will eventusltly vecetve all fragments from all edpe-ids.

-
7

Figure
tim combines k fragments to produce a bit string. By de-
interlenving this string, the address portion and the hash por-
tion nre extracted, We vecalenlate the hash over this address
portion using the same hash fonction wsed by the router. I
the resuiting hash is the same as the hash portion extracted,
then the address is 'mcepfed as valid. This procedare protects
against accidentally combining frag of different edges.

: When reconstructing a candidate edge, the wie-

Finally, valike full IV addresses, edge-id fragments are not wnique
and mndtiple fragments from different edpe-1ds may have the same
valve. If there ave multiple attackers, & victim may recetve multiple
edge fragments with the same offset and distance. To reduce the
probabitity that we aceidentally reconstract & “false” edge-1d by
combining fragmenis from different paths, we add 3 simple error
detaction code to o slgorithm. We increase the size of cach router
address, and hence each edge-id, by bit-interleaving its IP address
with 2 vandom hash of neelf {deprcted i Figure £). As deseribed
cartier, thiz valus is spht into fragrnents, esch fragment 1s selected
randomly and stored with an offset, and denvnstreans rourers use
XOR #0 combine fragments at the same offset to make np edge-id
fragmenis. The victim consiucts candidate edge-ids by combining
all combinations of fragiments st each distance with dizjoing offset
values. As shown in Figure 7, a candidste edge-id is only accepted
if the hash portion mintches the data portion for sach of its two
aodes. As we increase the size of the hash, the {vroba'rii}i(\' of &
collisien is reduced. We provide 3 descrbe the full procedure in
Figure 8.

The expected nunher of packers for this algontiug to cowverpe 18
simitlar to the edpe sampling approach, except now we need & frag-
ments for each edge-id, rather than just one, 3 fotsl of bd fragments.
If wre ngain assume conservatively that esch of these fragments i
delivered equi-probably with probability p{1 — p¥’ ", the expected
aumber of packets required for path reconstruetion iz bownded by:

For example, if there sve 8 fragments per edge-id. sn attacker 15 10
hops avay, and p = =, then a victtm can reconstruet the full p‘{th
after recerving mvhtiv fess than 1,300 packets cn average. Using
techmgues similar to those uzed to show sharp concentration rezults
for the coupen collecters problems. we can further show that the
approximate the number of packets requived to enmwe that a path
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Marling procedure at router K:
let R " = Bitlntereave{ K. Hashi R)
Ter k be the number of non-overlapping fragments in K
for each p':ckct a
et 2 be a random muvber from {8..1)
if @ < pthen
et 0 be 3 random integer from 3.k — 1]
iet f be the fragment of 7 at offset o
wrnte f o frag
write § o w disiance
serrte o st offset
else
if w distance = § then
iet f be the frapment of R at offset woffset
write £ 5w dag v wdrag
increment w distanoe

Fiath reconstruction proosdure o victim v
{zr FragTdl be a wble of muples {frag offset distance}
et & be a tree with root ¢
2t edges i 7 be mples {start end distance}
et aed =0
fet L st
for each ;ﬂ kai @ from stiacker
FragThl Insent{ie frag an offsetqo distance}
if w distanee > mard then
maxpd = w distance
for d 1= 0 o mazd
for all cedered combinations of fv
construct adge 3
if Y # O then

[o—

ragments at distance

i Ha&h{E\‘eQBﬂ =33 = OddBirs{a} then
insert adge {& EvenBis{e) oY into
Inat .= EvenBit

3 <} \nxh o & diztanes Fomr tovia G

WRiby emamemtmg acyclic paths in ¢

remove any adge (&
extraet path {

Figure B: {Compressed edge fragment sampling algorithm.

packets.
cestainty shonld require no move than 2150 packets. Many Jental-
of-service attacks send this many packets tn 3 faw seconds.

To enmpktfiv reconstiuet the previous path with 95%

Finally, we explore the robmstness of this algorithm with respect 1o
muttiple atiackers. For a random hash of lenpth /., the probabality of
accepting an arbitvasily consuwncted candidate edge-id iz = Inthe
event that there are m attackers, then at any particnlar distance d, in
the worst case there may beup to m distinet rourers ¥ Consequently
the probabiliry that anv edge-id at distance J is accepted mearrectly
iz 3t mostt

L1
L-i— g5 m

*In practice, the number of distinct routers is Iikely to be smaller
for the portion of the path closest to the receiver, since masny at
tackers will sl share significant portions of their attack path wi
one another,

P header

[ﬁg\i offset

Hme o five| proton | k\f.}eaderchecksum

soume F Ad&am

destination P ad:'ﬂfe&q

distance adgs fragment

g 2 &

~
o
s
o

Figure §: Encoding edge fragments inte the IP identification
field.

sinee there ave "™ possible combinasions of fragments tn the worst
cage. For fi = 32 and k = { thus means that 100 disanct souters
at the same distance {ie. disjoint sttack pathe) will be pemlvcd
with o ervors with a probability of better than 97%. For h = 32

d & = 8, (the values we wse for cur implementation} ﬁxe sane
c@rmmt}' can oy be prowded for 10 distines routers at the same
distance. Our uze of the XOF funcnion further eomplicases recon-
suucion since all combinations of XOR values must be uied as
attack paths diverge. This is somewhat nutipated as the probabil-
#y of propagating an error from 3 ungle edge alf the way to the
attacker i3 s azu‘eme}v small becanse the x;mi{mg adpe-id, when
XORed with the previons edge-id. mwst again prodizee a corrent

The most sigaiheant drawhack to this schame 12 the larpe number of
combdnations that must be considered as the awltiple sttack paths
diverge. While these contbmations can be computed off-hine, for
{arpe values of & and m even ilds can become miractable. Forex-
ample. even with & = § and m = 10, i the separate attack paths
diverge such that there are 18 completely independent edges per
attacker, ﬂl‘..: i} veguive roughly a billion combinations & be von-
sidered. Consequently, there it 3 desiga tension i the size of & —
per-packet space overhead is reduced by a farger &, while compu-
tational overhead snd robustness benefitx from 2 smialler &

52 1P header encoding

To allew for practical deployment requires that we “overdead” ex-
1sting header felds in & manwer that will have minimal 1npact on
existing users. [ids iz a difficult task, especially given that even
after prodigious effort we require 16 bits of space. Nonetheless, we
believe it possible to obtain this space by overloading the 16-bat IP
idensificstion field. This feld is cumrently nsed ro differensiate IF
fragments that belong to different packets. We describe our pro-
posed encoding belew, and then discuss the ssuves of backwards-
compatibility that it raizes. Howsver, we note that because the is-
sug of backwards-companhie encoding s largely sepacate from our
fraceback algorithms, we could adopt sny reasonsble sncoding that
eomeg to light,

Figure ¥ depicts onr chotoe for pamumxmc the wentification feld:
3 offset bits to represent § possible fragments, 5 bits to represent
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the digtance, and & bits for the edoe fragment. We use a 32-bu
hash. which doubles the size of each router address to &4 bus. Thus
imphes that § sepaeare fragments are needad to represent each edgs
— each frapmem indicated by 3 vnigue offsef value., Finally, 3 bits
iz sufficient fo represent 31 hops, which 1s more than almost all
Internet gaths {7, 42, 17}3

The cbservant reader will note that this layeut is chosen to allow
the lighest performance software splementation of owr slgovithm,
which already had a low per-packet router overhead. In the com-
mon case, the enly modification to the packet e to ncvement its
distance fiekd. Because of 1ts alignment within the packer, this in-
erement precisely offvets the requived decrement of the time-to-live
field implemented by each router {1} Uonsequentdy, the header
checksum does nat need 1o be altered ar ol and the header manipn-
lation overhead could be even lower thas in vurrent software-based
POLErE
TTL field, and & comparizon to check if sither has overflowed. In
the worst cage, our alporithm st read the IP identification feld,
lookup an edge fragment and XOR it, and fold the write-back into
the existing checksum update provedure {a few ALU operations).
Of comrse, for modern ASIC-based routers these optamizations are
URNECesSArY.

gnply an addition o the distance field. 5 decrement 1o the

As wa reuse of the IP identficsunn feld, we must address tssues of
backwards-compatbility for IP fragment traffic. Ulimately. there
iz no perfect sohution to this problem and we are forced to make
compromises that disadvantage fragmented wafhic. Fortunately, re-
cent measurements supgest thay less than §25% of packets are
fragmented {40, 18], Moreover, it has long been understond thar
netwotk-taver fragmentation 15 deivimental o end-to-ead perfor-
mamee {271 so modern network stacks implement antomatic MTU
dizcovery to prevent fragmentation regardless of the underlying
media [30]. Consequently, we believe that owe encoding will inter-
operate seamtlesshy with existing protocad implementations in the
vast majority of ras

However, there 15 a small but senl fractica of legitinnte naffic that
iz fragmented, and we wish to enswre that # is not affected by
our modifications o the extent that tis s possibde. Normally if 2
packet iz fragmented, 1is identtfication field is copied tv each frap-
ment so the recetver can fauhiully reaszemble the frapments into
the original packst. Che making provedure can viedate this prop-
erty 1 one of two ways: by writing different values inte the den-
tification fields of fragments from the same datagram or by writing
the same values into the identtfication fields of fragnents from dif-
ferent datsgrams. These swo problems present different challenges
aud have differsnt sohdions,

First, a datagram may be fragmented upstream from x marking
vouter. If the fragment is subseguently marked and fonure fragments
frow the same dotagram are not marked conststenly then reassem-
bly may fail or dats way be corrupted. While the stmplest solu-
tion to this problem is 1o simply sot mark frapments, an adversary
would guickiv lesrn o evade tracehack by exploiting this Hmita-
ton. In fact, some current denial-of-service sttacks alveady uze IP
fragments to exploit errors in host IP rerszembly funencns {12}, In-
stead, we propose an alteruative marking mechamsm for fragments.
We use a separvare marking probability, ¢, for fragments. When we

Ttis alzo reasonable to tuen off marking on any ronters that cannot
be diregily vonnected o an attacking host {e.g. core routers). This
both reduces the convergence time. and increases the “reach” of the
distance freld,

4500 4
4600 |
35004

o gackis

Mumber of

nne G5 prveeriivz

g ; . ; . - ;
& 5 g 5 E E3 39
Path length

Figure 1} Experimental results for mumber of pachets nesded
to reconsiruct paths of varying lengths, The marking probabil-
ity, p. is set {o 7y . Each path length result vepresents the results
of 1,000 independeni simulation runs.

decide to mark a fragment, we prepend a new ICMP “echo reply™
header, sloung with the Adl edpe data — troncsting the ail of the
- = p=y
packet. This ICMP packet is conzidered "marked” and itz distance
field s zet 10 zevo, therehy guaranieeing that the Jistance field re-
fects the nunber of edges traversed on the way to the victim, The
packet iz conzequentdy “lost” from the standpoint of the recetver,
bt the edee information 15 delivered in x way that does not bmpact
S ¥ P
lepacy hosts. Becauge we can nse the full edoe sampling alporithin,
2R 2 IRIE AQ
¢ can be more than an order of mapnitude smaller than p and wet
achieve the same convergence tume. 1his solution mcreases the loss
rate of fragmented fows somewhat fmore substanually for longer
paths) but preserves the inteprity of the data in these flows.

A more msidious problem 1s preseated by fragmentation that oe-
oy downsiream from x mathing router. U 5 marked packet i3
fragmenred, but one of the frapments 15 lost, then the remaining
fragments may hnger in the victim’s reassembly buffer for an ex-
tended period [3]. Future packets matked by the same router can
have the same IP identificanion valve and consequently miay be -
correctly reassembled with the previous fraginents. One possibility
15 to leave this problem to be dealt with by higher layer checksums.,
However, not all ngher laver protoonls employ checksums, and in
any case it is dangerons fo rely on such checksums becanse they
are fypically designed caly for low vesidual error rates. Another
solutica 13 1o set the Don't Fragment fiag on every marked packet.
Alonyp rare paths that requure fragmentation, this solution will de-
srade communication between hosts mot nsing MTU path discor-
ery, and miay Blter marked packets if 3 reduced MTU edge is close
0 the victim, but 1t will never lead to data corruption.

53

53 Experience

We have unplemented the marking and reconstruction portions of
our siponithm and have tested 1t using a simulator that creates ran-
dom paths and oniginates attacks. In Figure 1Y we graph the mean,
medisn and $5h percensile for the number of packets required
reconstruct paths of varving lengths over 1 800 random test runs for
cach bength value, We assume a marking probability of 2 . Note
that while the comvergence time is theoretivally exponsatal in the
path length, all theee bnes appear linear due 1o the finite path length
andl appropriste choice of marking probability.

We see that most paths can be resobvad with between one and two
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thousand packets, and even the longest paths can be resolved with
a very high likelihood within four thousand packets. To put these
numbers in context, most flooding-style denial of service attacks
send many hundreds or thousands of packets each second. The
analytic bounds we described earlier are conservative, but in our
experience they are no more than 30% higher than our experimental
results.

6. LIMITATIONS AND FUTURE WORK

There are still a number of limitations and loose ends in our ap-
proach. We discuss the most important of these here:

e backwards compatibility,

distributed attacks,

e path validation, and

approaches for determining the attack origin.

6.1 Backwards compatibility

The IP header encoding as we have described it has several practi-
cal limitations. It negatively impacts users that require fragmented
IP datagrams and is currently incompatible with parts of IPsec [28]
(the Authentication Header provides cryptographic protection for
the identification field and therefore the field cannot be safely mod-
ified by routers). These problems are hardly unique to traceback
and are inherent limitations that come about from attempting to co-
exist with or co-opt protocol features that did not anticipate a new
use. One way to address this issue, originally proposed by John
Hawkinson, is to selectively enable traceback support in response
to operational needs. A “request for traceback” from a particular
network could be encoded as a BGP attribute in the network's route
advertisement. Routers receiving such an advertisement would en-
able traceback support on packets destined for that network. Since
a network requesting such support is presumably already suffering
under an attack, any minor service degradation for fragmented or
authenticated flows would be acceptable.

Finally, our scheme does not address implementation in IPv6, the
proposed successor to IPv4, which does not have an identification
field [18]. While we do not attempt to propose a complete encoding
here, we believe that the same techniques we have proposed could
also be employed within IPv6, perhaps by overloading the 24-bit
flow label field (without any further modifications this would re-
sult in roughly a factor of three increase in the number of packets
required to reconstruct a path).

6.2 Distributed attacks

For large distributed attacks, the practical implementation we have
described has serious limitations due to the difficulty in correctly
grouping fragments together. Consequently, the probability of mis-
attributing an edge, as well as the amount of state needed to eval-
uate this decision, increases very quickly with the fan-out of an
attack. There is significant future work in designing alternative en-
coding methods that scale their robustness as they receive more
data.

6.3 Path validation

Some number of the packets sent by the attacker are unmarked
by intervening routers. The victim cannot differentiate between
these packets and genuine marked packets. Therefore an attacker

could insert “fake” edges by carefully manipulating the identifica-
tion fields in the packets it sends. While the distance field prevents
an attacker from spoofing edges between it and the victim — what
we call the valid suffix — nothing prevents the attacker from spoof-
ing extra edges past the end of the true attack path.

There are several ways to identify the valid suffix within a path gen-
erated by the reconstruction procedure. With minimal knowledge
of Internet topology one can differentiate between routers that be-
long to transit networks (e.g. ISPs) and those which belong to stub
networks (e.g. enterprise networks). Generally speaking, a valid
path will never enter a stub network and then continue into a tran-
sit network. Moreover, simple testing tools such as traceroute
should enable a victim to determine if two networks do, in fact,
connect. More advanced network maps [8, 23] can resolve this is-
sue in an increasing number of cases.

A more general mechanism is to provide each router with a “se-
cret” that is sent along with each marked packet (perhaps in the
single unallocated bit in the IP flags field). When the victim wants
to validate a router in the path, it contacts the associated network
(possibly out of band, via telephone or e-mail) and obtains the se-
cret used by the router at the time of the attack. To guard against
replay, the secret can be time-varying and hashed with the packet
contents. Since the attacker will not know the router's secret, they
will not be able to include the proper bit in their forged edge-id
fragments. By eliminating edge-ids for which the secret in their
constituent fragments can not be validated, we can prune a candi-
date attack path to only include the valid suffix.

6.4 Attack origin detection

While our IP-level traceback algorithm could be an important part
of the solution for stopping denial-of-service attacks, it is by no
means a complete solution. Our algorithm attempts to determine
the approximate origin of attack traffic — in particular, the earliest
traceback-capable router involved in forwarding attack traffic from
the source that directly generated it. As mentioned earlier, there
are a number of reasons why this may differ from the true source
of the attack: attackers can hide their true identities by “launder-
ing” attacks through third parties, either indirectly (e.g. smurf at-
tacks [13] or DNS reflectors [15]) or directly via compromised
“stepping stone” machines or IP-in-IP tunnels. While there is on-
going work on following attackers through intermediate hosts [45,
39], there are still significant challenges in developing a generally
applicable and universally deployable solution to this problem. One
interesting possibility enabled by the packet marking approach is to
extend traceback across “laundering points”. For example, identi-
fying marks could be copied from a DNS request packet into the
associated DNS reply, thereby allowing the victim to trace the full
causal path.

Even in absence of such “laundering”, our approach does not re-
veal the actual host originating the attack. Moreover, since hosts
can forge both their IP source address and MAC address the origin
of a packet may never be explicitly visible. On shared media such
as FDDI rings, this problem can only be solved by explicit testing.
However, on point-to-point media, the input port a packet arrives on
is frequently enough to determine its true origin. On other media,
there may be a MAC address, cell number, channel, or other hint
that would help to locate the attack origin. In principle, our algo-
rithm could be modified to report this information by occasionally
marking packets with a special edge-id representing a link between
the router and the input port on which the packet arrived (or other
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“hint” information). We have not explored the design of such a
feature in any depth.

Finally, traceback is only effective at finding the source of artack
traffic, not necessarily the attacker themselves. Stopping an attack
may be sufficient to eliminate an immediate problem, but long term
disincentives may require a legal remedy and therefore the forensic
means to determine an attacker's identity. Even with perfect trace-
back support, unambiguously identifying a sufficiently skilled and
paranoid attacker is likely to require cooperation from law enforce-
ment and telecommunications organizations.

7. CONCLUSION

In this paper we have argued that denial-of-service attacks moti-
vate the development of improved traceback capabilities and we
have explored traceback algorithms based on packet marking in the
network. We have shown that this class of algorithm, best embod-
ied in edge sampling, can enable efficient and robust multi-party
traceback that can be incrementally deployed and efficiently im-
plemented. As well, we have developed variant algorithms that
sacrifice convergence time and robustness for reduced per-packet
space requirements. Finally, we have suggested one potential de-
ployment strategy using such an algorithm based on overloading
existing IP header fields and we have demonstrated that this imple-
mentation is capable of fully tracing an attack after having received
only a few thousand packets. We believe our solution represents
a valuable first step towards an automated network-wide traceback
facility. Several areas remain to be addressed in future work, such
as the combination of widely distributed attacks and points of indi-
rection such as reflectors.
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Stefan Savage

Department of Computer Science and Engineering Email: savagecics.ucsd.edn

University of California, San Diego
9500 Gilman Drive, MC 0404
La Jolla, CA 92093-0404

Education

Phone: (858) 822-4895
Fax: (858) 534-7029
URL: http://www.cs.ucsd.edu/~savage/

Ph.D., Computer Science and Engineering January, 2002
University of Washington, Seattle, WA.

B.S., Applied History

May 1991

Carnegie Mellon University, Pittsburgh, PA.

Research Interests

Design and analysis of experimental computer and communications systems, with a focus on security

Academic Employment

University of California at San Diego, Department of Computer Science and Engineering
Assistant Professor, July 2000 - June 2006
Associate Professor, July 2006 — June 2010

Professor, July 2010 — present

University of California at San Diego, Center for Networked Systems
Associate Director, July 2009 — July 2010

Director, July 2010 — present

Professional Experience

ZeroFox, Baltimore, MD 2013-2016
Technical Advisory Board

Impermium, San Francisco, CA 2011-2013
Technical Advisory Board

Anonymizer Inc, San Diego, CA 2010-2012
Consultant

Microsoft, Mountain View, CA 2010
Consultant

Monitor 360, San Francisco, CA 2010
Consultant

Netsift, San Diego, CA 2004-2005
Co-founder & Consultant

Rendition Networks, Redmond, WA 2001-2005
Strategy Advisory Council Member

Asta Networks, Seattle, WA 2000-2002
Co-founder and Chief Scientist

Appliant, Seattle, WA 2000
Consultant, Research Group

Digital Equipment Corporation, Palo Alto, CA June 1996- September 1996

Intern, Systems Research Center
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Hewlett Packard Corporation, Palo Alto, CA July 1995
Visiting Researcher, Storage Systems Program

Honeywell Corporation, Clearwater, FL July 1993
Consultant, Space Systems Center

Carnegie Mellon University, Pittsburgh, PA 1991-1994

A variety of expert witness and legal support engagements

Awards and Honors
IEEE Computer Society Technical Committee on Security and Privacy Distinguished Service Award, 2019
MacArthur Fellow, 2018-2023
Irwin Mark and Joan Klein Jacobs Chair in Information and Computer Science, 2016
ACM Prize in Computing, 2016 (previously the ACM Infosys Award)
University of Washington, Alumni Achievement Award, 2016
ACM SIGOPS Mark Weiser Award, 2013
ACM Fellow, 2010
Alfred P. Sloan Research Fellowship, 2004-2006.

16 Award/Honored papers
IETF Applied Networking Research Prize, 2021 (Trufflehunter)
IEEE Security & Privacy Test of Time Award, 2020 (Security Analysis of a Modern Automobile)
ACM Computer and Communications Security Test of Time Award, 2019 (Hey, you, get off of my cloud)
Distinguished Paper, USENIX Security, 2019 (Lateral Phishing)
USENIX Security Test of Time Award, 2017 (Backscatter)
Selected Paper, ACM ASPLOS, 2011 (forwarded to ACM TOCS) (LogEnhancer)
Jay Lepreau Best Paper Award, USENIX OSDI, 2008 (invited to CACM) (Difference Engine)
Selected Paper, ACM Computer and Communications Security, 2008 (invited to CACM) (Spamalytics)
Selected Paper, ACM Computer and Communications Security, 2008 (forwarded to ACM TISSEC) (RoC)
IEEE William C. Carter Award Paper, IEEE DSN, 2005 (forwarded to IEEE TDSC) (Fatih)
Selected Paper, International Conference on Network Protocols, 2001 (to IEEE/ACM ToN) (ECN nonce)
Best Paper, USENIX Security Symposium, 2001 (Backscatter)
Selected Paper, ACM SIGCOMM, 2001 (forwarded to IEEE/ACM TON) (Traceback)
Best Student Paper, USENIX Symposium on Internet Technologies and Systems, 1999 (Sting)
Selected Paper, IEEE Micro, 1999 (forwarded from 1998 IEEE Hot Interconnects) (Detour)
Best Paper, ACM Symposium on Operating Systems Principles, 1997 (forwarded to ACM TOCS) (Eraser)
Best Student Paper, USENIX Technical Conference, 1996 (AFRAID)

Network World Magazine’s “Top 10 Wicked Cool Algorithms for 2008 (for XL), 2008.
William Chan Dissertation Award, University of Washington, 2002.
Jacobs Faculty Fellowship, 2001-2003.

Past/Current Research Funding
Google Faculty Research Award, 2020, PI (co-PI Aaron Schulman), “Passive Network Analysis for Security
Analysis and Assessment” $70,750.

Facebook, 2018, PI (co-PI Geoff Voelker), “Securing the Internet” Award, $75,000.

Samsung GRO, 2017-2018, co-PI (PI Tajana Rosing, co-PI's Gary Cottrell and Kirill Levchenko), “Smart and Safe
Home”, $300,000.

Department of Homeland Security, 2018-2012, co-PI (Kirill Levchenko PI, Geoff Voelker, Alex Snoeren and Vern
Paxson co-Pls), “Foundations of Threat Intelligence Metrics”, $1,045,000.

Department of Homeland Security (via a subcontract from PNNL), 2017-2018, “Security Evaluation of the Boeing
757 Environmental Systems (ACI)”, co-PI (PI Kirill Levchenko, Co-PI Alex Snoeren), $350,000.
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National Science Foundation, 2017-2020, PI (co-PI's Geoff Voelker and Kirill Levchenko), “Large-scale
Characterization of DNS Abuse”, $1,200,000.

Hewlett Foundation, 2016-20187, PI (co-PI's Alex Snoeren and Kirill Levcheko), “Quantifying the Legal Risks
on Third-party Vulnerability Research”, $100,000.

Hewlett Foundation, 2016-2017, PI (co-PI's Geoff Voelker and Kirill Levchenko), “Reasoning about Zero-Day
Vulnerabilities”, $100,000.

National Science Foundation, 2016-2019, co-investigator (PI Kirill Levchenko, co-PIs Ranjit Jhala and Alex
Snoeren), “Foundations of Security Cyber-Physical Systems of Systems”, $560,000.

National Science Foundation, 2016-2019, co-investigator (PI Alex Snoeren, co-Pls Kirill Levchenko, George
Porter and Geoff Voelker), “II-New: A Dual-Purpose Data Analytics Laboratory”, $548,000

Google Research Gift, 2016, $100,000 (PT)

Google Research Gift, 2014, $250,000 (co-investigator w/Geoff Voelker and Kirill Levchenko)
Facebook gift, 2014, $50,000 (PT)

Google Research Gift, 2012, $200,000 (co-investigator w/Geoff Voelker and Kirill Levchenko)

National Science Foundation, 2012-2017, PI (co-PIs Geoff Voelker, James Fowler, Alex Snoeren, Lawrence Saul,
Kirill Levchenko, Erin Kenneally, Vern Paxson, Mark Allman, Chris Grier, Chris Hoofnagle, Dan Klein, Christian
Kreibich, Deirdre Mulligan, Nicholas Weaver and Damon McCoy), “Beyond Technical Security: Developing an
Empirical Basis for Socio-Economic Perspectives”, $10,000,000 (4.7M to UCSD, 4.7M to ICSI, 06M to GMU)

Microsoft Research Gift, 2012, $50,000 (co-investigator w/Geoff Voelker)

National Science Foundation, 2011-2014, Co-Investigator (PI Alex Snoeren, co-PI Kirill Levchenko),
“Understanding Network Failure”, $450,000.

Yahoo Research Gift, 2011, $10,000 (co-investigator w/Geoff Voelker and Kirill Levchenko)
Google Research Gift, 2010, $400,000 (co-investigator w/Geoff Voelker and Kirill Levchenko)
Cisco Research Gift, 2010, $90,000 (co-investigator w/Geoff Voelker and Kirill Levchenko)

National Science Foundation, 2010-2012, Principal Investigator (Co-PIs Yoshi Kohno and Ingolf Kreuger),
“TC:Medium:Collaborative Research:Foundations, Architectures, and Methodologies for Secure and
Private Cyber-physical Vehicles”, $1,200,000 ($600k to UCSD, $600k to UW).

Google Research Gift (DC Office), 2010, $5,000.

Google Research Gift, 2010, Co-Investigator (PI Kirill Levchenko), “Understanding the Economics of
CAPTCHAs”, $50,000.

UCSD Center for Network Systems, 2009-2011, Co- Investigator (PI Hovav Shacham), “Future is Cloudy:
Security and Availability Issues in Qutsourced Computing”, $104,000.

UCSD Center for Network Systems, 2009-2011, Co- Investigator (PI Alex Snoeren), “Understanding Failure
Patterns in Real Networks”, $104,000.

Yahoo! Research Gift, 2009, $50,000.

National Science Foundation, 2009-2012, Co-Investigator (PI Mohan Paturi, Co-PIs Alex Snoeren, Mathew
McCubbins, Joel Sobel), “NetSE:Medium:Network Structure, Incentives, and Outcomes”, $900,000.

Office of Naval Research, Multi-University Research Initiative, 2009-2014, Principal Investigator (CoPIs Geoff
Voelker, Vern Paxson, Dawn Song and Dan Klein) “Infiltration of Botnet Command & Control and
Support Ecosystems”, $7,500,000 (~3.8M to UCSD, ~3.7M to Berkeley)

Cisco gift, 2009, Principal Investigator (Co-PI Geoff Voelker), $37,500.

Google Research Gift, 2008, Principal Investigator (Co-PI Geoff Voelker), “Scam Analysis and Defense via
Botnet Infiltration”, $70,000.

Yahoo! Research Gift, 2008, $80,000.
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Microsoft Research Gift, 2008, $12,500.

National Science Foundation, 2008-2010. Principal Investigator (Co-PI Geoff Voelker), “Understanding and
Exploiting Economic Incentives in Internet-based Scams”, CNS-0831138, $500,000.

UCSD Center for Network Systems, Principal Investigator (Co-PI Geoff Voelker), “Bluesky:
System Support for Transparent Cloud Computing”, $129,500.

UCSD Center for Network Systems, 2008-2010, Principal Investigator (Co-PI Geoff Voelker), “Scam Analysis
and Defense via Botnet Infiltration”, $129,500.

UC Discovery Grant, 2007. Principal Investigator (Co-PIs Geoff Voelker and Alex Snoeren), “System Support
for Derived Data Management”, $94,602.

UC Discovery Grant, 2007: Co-Investigator (Geoff Voelker PI, Amin Vahdat and Alex Snoeren co-PIs),
“Extending Virtual Cluster Management and Resource Utilization”, $94,602

Cisco Systems Gift, 2007. Principal Investigator (Co-PIs Geoff Voelker) , “Data-based Security Policies and
Miscreant Infrastructure Analysis”, $200,000.

Google Gift, 2007. Principal Investigator (Co-PIs Geoff Voelker and Alex Snoeren), “Automated Cross-layer
Diagnosis of 802.11 Wireless Networks”, $65,000.

National Science Foundation, 2007-2009. Co-Investigator (Alex Snoeren, PI, Amin Vahdat and Yoshi Kohno
Co-PIs), “Privacy Preserving Attribution and Provenance”, CNS-0722031, $636,000.

Microsoft Research Gift, 2007. $25,000.
CNA Insurance Gift, 2007. $50,000.

National Science Foundation, 2006-2007. Co-Investigator (Alex Snoeren, PI, Amin Vahdat Co-PI), “Enabling
Defense and Deterrence through Private Attribution”, CNS-0627157, $400,000.

UCSD Center for Network Systems, 2006-2008, Principal Investigator (Co-Pls Geoff Voelker and Alex
Snoeren), “Automated Cross-layer Diagnosis of Enterprise Wireless Networks”, $110,000.

Microsoft Research Gift, 2006, $25,000.
UCSD Center for Network Systems, 2005-2007, Co-Investigator (Amin Vahdat PI), “Agile Virtual Clusters”,
$140,000.

National Science Foundation, 2004-2009. Principal Investigator (co-PIs Vern Paxson, Geoffrey Voelker,
George Varghese and Nicholas Weaver), Cybertrust Center Grant, “Center for Internet Epidemiology and
Defenses”, CNS-0433668 and CNS-0433702, $6,200,000 ($3.1M to UCSD, $3.1M to ICSI).

UCSD Center for Network Systems, 2004-2006, Principal Investigator (Co-PIs Kimberly Claffy, Alex Snoeren,
Amin Vahdat, George Varghese and Geoff Voelker), “Internet Epidemiology”, $240,000.

UCSD Center for Network Systems, 2004-2006, Co-Investigator (Geoff Voelker PI), “Cross-layer Wireless
Measurement”, $160,000.

Microsoft Research Gift, 2004, $50,000.
Sloan Research Fellowship, 2004-2005, $40,000.

National Science Foundation, 2003-2006. Co-Investigator (Andrew Chien PI, David Kriegman and Joseph
Pasquale Co-Pls), Infrastructure Grant, “FWGrid: A Research Infrastructure with Fast Wireless, Wired,
Compute and Data Infrastructure for Next Generation Systems and Applications”, EIA-0303622,
$1,800,000.

National Science Foundation, 2003-2006. Co-Investigator (David Moore PI and Geoffrey Voelker Co-PI).
“Quantitative Network Security Analysis”, CNS-0311690, $372,183.

AT&T Network Engineering Center Gift, 2003 (managed w/George Varghese), $500,000.

National Institute of Standards, 2001-2004. Co-Investigator (George Varghese PI), 60ONANB1DO0118, “Real-
Time Intrusion Detection”, $909,951.
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Defense Advanced Research Projects Agency, 2001-2004. Principal Investigator (Co-Pls Geoffrey M. Voelker
and Keith Marzullo), N66001-01-1-8933, “Reliable Adaptive Multi-Path Routing (RAMP)”, $2,293,239.

Student Advising
Ph.D. Students Graduated (17):

o Ranjita Bhagwan, “Automated Availability Management”, (Ph.D. 2004, co-advised with Geoff
Voelker -> IBM Research -> Microsoft Research),

e John Bellardo, “Secure and Efficient Wireless Networks”, (Ph.D. 2006 -> California Polytechnic
State University),

e  Yu-Chung Cheng, “Automating Cross-Layer Diagnosis of Enterprise 802.11 Wireless Networks”
(Ph.D. 2007, co-advised with Geoff Voelker -> Google),

e Alper Mizrak, “Detecting Malicious Routers” (Ph.D. 2007, co-advised with Keith Marzullo ->
VMWare),

e  Kirill Levchenko, “XL: A Communication-Efficient Routing Protocol”, (Ph.D. 2008, co-advised
with Mohan Paturi -> Research Scientist at UCSD),

e Justin Ma, “Learning to Detect Malicious URLs”, (Ph.D. 2010, co-advised with Geoff Voelker and
Lawrence Saul -> Postdoc at UC Berkeley -> Google),

e  Michael Vrable, “Migrating Enterprise Storage Applications to the Cloud”, (Ph.D. 2011, co-
advised with Geoff Veolker -> Google),

e  Marti Motoyama, “Understanding the Role of Qutsourced Labor in Web Service Abuse”, (Ph.D.
2011, co-advised with Geoff Voelker and George Varghese -> FitBit),

e Chris Kanich , “Characterizing Internet Scams Through Underground Infiltration”, (Ph.D. 2012,
co-advised with Geoff Voelker -> University of [llinois, Chicago), Andreas Pittsilidis, “Spam Value
Chain: Defensive Intervention Analysis”, (Ph.D. 2013, co-advised with Geoff Voelker -> Google),

e Daniel Turner, “Opportunistically Reconstructing a Network’s Failure History”, (Ph.D. 2013, co-
advised with Alex Snoeren -> TurboSquid),

e  Sarah Meiklejohn, “Flexible Models for Secure Systems”, (Ph.D. 2014, co-advised with Mihir
Bellare -> University College London),

o David Wang, “A Comprehensive Approach to Undermining Search Result Poisoning”, (Ph.D.
2014, co-advised with Geoff Voelker -> Google),

o He “Lonnie” Liu, “A High Performance Hybrid ToR for Data Centers”, (Ph.D. 2015, co-advised
with Geoff Voelker -> Google),

e  Tristan Halvorson, “Registration Intent in the Domain Name Market”, (Ph.D. 2015, co-advised
with Geoff Voelker -> Google),

e  Matt Der, “Investigating Large-Sale Internet Abuse Through Web Page Classification”, (Ph.D.
2015, co-advised with Lawrence Saul and Geoff Voelker -> notch.io),

e Neha Chachra, “Understanding URL Abuse for Profit” (Ph.D. 2016, co-advised with Geoff Voelker
-> Facebook),

e  Wilson Lian, “JIT Spraying Threats on ARM and Defense by Diversification” (Ph.D. 2016, co-
advised with Hovav Shacham -> Google),

o Louis Dekoven, “Addresing Device Compromise from the Perspective of Large Organizations”
(Ph.D. 2019, co-advised with Geoff Voelker -> Facebook)
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o Guo “Vector” Li, “An Empirical Analysis on Threat Intelligence: Data Characteristic and Real-

World Uses” (PhuD. 2020, co-advised with Kinll Levchenko -> Google)

Current Ph.D. Thesis Advisor (5): Ariana Miran, Gautam Akiwate and Alex Liu (w/Geoff Voelker) and Audrey

Randall (w/Geoff Voelker and Aaron Schulman), Evan Johnson (co-advised with Deian Stefan)
M.S. Students Graduated (19):

e Doug Brown (2003 -> NYU Law School, co-advised w/Geoff Voelker),

e Ryan Sit (2004 -> Novatel, co-advised with William Griswold),

e  Ishwar Ramani (2005 -> Juniper Networks),

e  Chris Tuttle (2006 -> Google, co-advised with Alex Snoeren),

e Varun Almaula (2008 -> Cisco Systems),

e Ryan Roemer (2009 -> Microsoft, co-advised with Hovav Shacham),

o  Sebastian Becerra (2009 -> Peace Corps),

e  Grace Wang (2010 -> Qualcomm, co-advised with Hovav Shacham),

e  Kourosh Derakshan (2011 -> Qualcomm),

e  Sushma Bannur (2011 -> Microsoft, co-advised with Lawrence Saul),

e Devin Lundberg (2014 -> Pintrest, co-advised with Kirill Levchenko),

e  Chris Gardner (2014 -> Arris),

e  Malathi Raghavan (2014 -> Google, co-advised with Geoff Voelker),

o  Gauytam Akiwate (2015 -> PureStorage, co-advised with Lawrence Saul and Geoff Voelker),

e  Mohit Kothari (2015 -> Groupon, co-advised with Lawrence Saul and Geoff Voelker),
e Ian Foster (2015 -> Salesforce, co-advised with Kirill Levchenko),

o Louis Dekovan (2015 -=> UCSD Ph.D., co-advised with Geoff Voelker),

e Ben Braun (2016 -> Facebook),

e  Matthew Bohl (2016 -> Adobe)

Undergraduate independent projects (2): Derrick Wong (2004 -> Intel), Duong Harrison (2006 -> UPenn Ph.D.

program), Brandon Enright (2007-9), Jason Bradshaw (2012), Tiffany Allan (2014-2015), Aaron Hurtado

(2014-2015), Andrew Jabassa (2014-2015), Kelsey Ma (2014-2015), Ansel Blum (2018-2019)

Teaching Experience
CSE 123, “Communications Networks”,

Fall 2005 CAPES: enrollment: 109, recommend class: 95%, recommend instructor: 86%
Winter 2005 CAPES: unranked
Fall 2009 CAPES: enrollment: 52, recommend class: 89%, recommend instructor: 97%
Fall 2011 CAPES: enrollment: 129, recommend class: 90%, recommend instructor: 84%
Spring 2015 CAPES: enrollment: 102, recommend class: 88%, recommend instructor: 92%
Fall 2016 CAPES: enrollment 103, recommend class: 89.7%, recommend instructor, 89.7%

CSE 123b, “Communications Software”,
Spring 2002 CAPES: enrollment: 72, recommend class: 92%, recommend instructor: 89%
Spring 2003 CAPES: enrollment: 67, recommend class: 93%, recommend instructor: 90%
Spring 2004 CAPES: enrollment: 101, recommend class: 93%, recommend instructor: 93%
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CSE 127, “Computer Security”,
Spring 2005 CAPES: enrollment: 63, recommend class: 98%, recommend instructor: 96%
Winter 2006 CAPES: enrollment: 71, recommend class: 98%, recommend instructor: 88%
Spring 2007 CAPES: enrollment: 83, recommend class: 98%, recommend instructor: 98%
Spring 2008 CAPES: enrollment: 59, recommend class: 100%, recommend instructor: 100%
Spring 2009 CAPES: enrollment: 54, recommend class: 100%, recommend instructor: 100%
Spring 2012 CAPES: enrollment: 137, recommend class: 96%, recommend instructor: 91%
Fall 2015 CAPES: enrollment: 152, recommend class: 96%, recommend instructor: 94%
Spring 2018 CAPES: enrollment: 170, recommend class: 100%, recommend instructor: 100%
Fall 2018 CAPES: enrollment 168, recommend class: 91.7%, recommend instructor: 91.7%
Spring 2019 CAPES: enrollment: 220, recommend class :96%, recommend instructor: 98%
Spring 2020 CAPES: enrollment: 206, recommend class: 100%, recommend instructor: 100%

CSE 221, “Graduate Operating Systems”,
Fall 2003: enrollment: 49, recommend class: 83%, recommend instructor: 89%

CSE 222a, “Graduate Communications Networks”,
Fall 2001: enrollment: 30, recommend class: 96%, recommend instructor: 94%
Winter 2003: enrollment: 46, recommend class: 92%, recommend instructor: 95%

CSE 227, “Graduate Computer Security”,
Winter 2008: enrollment: 21, recommend instructor: 100%
Spring 2010: enrollment: 22, recommend instructor: 100%
Winter 2012: enrollment: 28, recommend instructor: 100%
Winter 2015, Spring 2017, Fall 2019

GPAAA477 (previously IRGN490) “Cyber Security” (co-taught w/Peter Cowhey IR/PS, Spring 2011, Spring
2013, Spring 2014, Spring 2016, Spring 2018, Spring 2019, Spring 2020.

CSE 291, “Internet Crime”, Fall 2008. (graduate seminar)

CSE 291, “Cyber Security, Privacy and US Law, Winter 2021 (graduate)

CSE 294, “Systems and Networking Seminar”, Winter 2003, Spring 2005, Fall 2005, Fall 2006, Spring 2007,
Fall 2007.

CSE 291, “Selected Topics in Wide-Area Networking”, Winter 2001, Spring 2002.

Program Committee Service
2020 USENIX CSET

2019 ACM Symposium on Computer Science and Law

Program Co-chair, 2016 USENIX Security Symposium

2015 ACM SIGCOMM

2012 IEEEE CREDS

2012 USENIX/ACM OSDI

Program Co-chair, 2011 IEEE eCrime Symposium

2011 ACM SIGCOMM

2010 USENIX Workshop on Large-scale Exploits and Emerging Threats (LEET)
2010 USENIX/ACM Networked Systems: Design and Implementation Conference (NSDI)
2009 ACM Symposium on Operating System Principles (SOSP).

2009 IEEE Symposium on Security and Privacy (Oakland).

Program Co-chair, 2008 ACM SIGCOMM.
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2008 USENIX Workshop on Organizing Workshops, Conferences and Symposia for Computer Systems
(WOWCS).

Program Co-chair, 2007 USENIX/ACM Hot Networks Workshop.

2007 ACM Workshop On Recurring Malware (WORM) at the ACM Computer and Communications Security
Conference.

2007 ACM Symposium on Operating System Principles (SOSP).

2007 ACM SIGCOMM Conference.

2006 IEEE Symposium on Security and Privacy (Oakland).

2005 ACM Symposium on Operating Systems Principles (SOSP).

2005 USENIX/ACM Networked Systems: Design and Implementation Conference (NSDI).

2004 ACM Workshop On Rapid Malcode (WORM)at the ACM Computer and Communications Security
Conference.

Program Co-chair, 18 USENIX/ACM Networked Systems: Design and Implementation Conference (NSDI),
2004.

Program Chair, 1 Workshop On Rapid Malcode (WORM) at the ACM Computer and Communications
Security Conference, 2004,

2003 ACM SIGCOMM Conference.

2003 DARPA Information Survivability Conference and Exposition.
2003 ACM Symposium on Operating System Principles (SOSP).
2002 ACM Hot Networks Workshop.

2002 ACM SIGCOMM Conference.

2001 IEEE Globecom Global Internet Symposium.

Other Professional Service Activities

Steering committee, CRA Computing Innovation Fellows, 2019-present

Steering Committee, USENIX Enigma, 2015-present

Steering Committee, ACM Conference on Computer and Communications Security (CCS), 2015-present
Member, Boeing Industry Cyber Technical Counsel, 2019-present

Distinguished Reviewer, National Security Agency Best Scientific Cybersecurity Paper Competition, 2017-
present

Panelist, ISAT Study on Biocyber Security, 2020

Panelist, ACM SIGCOMM Panel on Privacy and Security, 2020

Steering Committee, ACM Computer Science and Law Symposium, 2019.

IEEE Security and Privacy, Chair Test-of-Time Award committee, 2018-2019

Carnegie Mellon University, President’s Advisory Committee on the School of Computer Science, 2018.
IEEE Security and Privacy, Chair Test-of-Time Award establishment committee, 2017

Committee Member, National Academies Forum on Cyber Resilience, 2016

Computing Community Consortium, Sociotechnical Cybersecurity Workshop Steering Committee, 2016-2017
Panelist, IEEE CREDS, 2013

Panelist, International Anti-Counterfeiting Coalition (IACC) Conference, 2013

RSA Conference Panel speaker, 2013
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Cryptographers Panel Speaker, RSA Conference, 2012
Panelist, RSA eFraud Global Forum, 2012
Presenter and Panelist, CCC “The Impact of NITRD Symposium”, Washington D.C, 2012

Advisory Committee, National Science Foundation Directorate for Computer and Information Science and
Engineering, 2011 (Chair, “Breakthrough Proposals” Working Group)

ACM Distinguished Dissertation Award Committee, 2011-2015 (Chair 2013)
Panelist, IEEE eCrime Symposium ethics panel, 2011

Presenter, National Academy of Science Study on Electronic Vehicle Controls and Unintended Acceleration,
2011.

Participant, ISAT Cybereconomics study, 2011.

ACM SIGCOMM Steering Committee, 2010-2011.
Member, ISAT Red Team, 2010.

Presenter, JASON Study group, “Science of Security”, 2010.
Member, ISAT Black Cloud Study, 2010.

Director, Collaborative Center for Internet Epidemiology and Defenses (joint effort between UCSD and ICSI),
2004-2010.

Panel Member, ViaSAT/NSA Information Assurance Workshop on Information Assurance

Content Judge, Google NaCl Security Contest, 2009.

External Advisory Board, Stanford Programmable Open Mobile Internet (POMI) 2020 Project, 2008-
Committee Member, 3™ Santa Fe Institute Workshop on Malware, 2008.

Co-founder and Steering Committee Member, USENIX Workshop on Large-scale Exploits and Emerging
Threats (LEET), 2007.

Member, GENI Science Council, 2007-2008.
Committee Member, United States Air Force Workshop on the Risks of Homogeneity, 2007.
Committee Member, 2" Santa Fe Institute Workshop on Malware, 2007.

Committee Member, National Research Council’s Computer Science and Telecommunications Board
(NRC/CSTB) Study, “Improving Cybersecurity Research in the United States”, 2004-2007.

Committee Member, 1% Santa Fe Institute Workshop on Malware, 2006.

Committee Member, Potomac Institute for Policy Studies, “DARPA Computer Science Futures Study”,
2006.

Committee Member, Department of Homeland Security/DARPA/Army Research Office Workshop on Botnets,
2006.

Committee Member, IETF Internet Architecture Board Meeting on Unwanted Traffic, 2006.

Panel Member, “Smoke, Mirrors and Virtualization”, Network and Distributed Systems Security Symposium,
2006.

Committee Member, Department of Homeland Security/Army Research Office Workshop on Malcode
Detection, 2005.

Co-Chair, DARPA ISAT Study on “Bolt-on Security”, 2004.
Panelist, Microsoft Research Mesh Networking Summit, 2004.

Co-Organizer, Department of Homeland Security (DHS) Program Development Workshop on Large-scale
Datasets for Network Security Testing and Evaluation, 2004.
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Co-founder and Steering Committee Member, ACM Workshop on Rapid Malcode, 2003-2007.

Committee Member, CRA Conference on Grand Challenges in Information Assurance and Security, 2003.
Co-Organizer, DIMACS Workshop on Large-scale Internet Attacks, 2003.

Panelist, Institute for Pure & Applied Mathematics Workshop on Large Scale Communications Networks, 2003.
Panelist, UW-MSR-CMU Software Security Summer Institute, 2003,

Co-Organizer, ACM Workshop on Network Research: Exploration of Dimensions and Scope (NREDS), 2003.
Co-Chair, DARPA ISAT Incubator Study on Software Design for Large-Scale Embedded Systems, 2003.003.
Committee Member, DARPA Cognitive Networking Workshop, 2002.

Session Organizer, Institute for Pure & Applied Mathematics Workshop on Large Scale Communications
Networks, 2002.

Committee Member, Internet2 Academic Advisory Board, 2002-2004.

Committee Member, Defense Advanced Projects Research Agency Information Science And Technology Study
Group (DARPA ISAT), 2001-2004 (mandated 3 year term)

Peer Review Committee Member, Active Warden Research Project, Los Alamos National Lab, 2001-2004.

Committee Member, National Research Council’s Computer Science and Telecommunication Board study,
Research Horizons in Networking, 2001.

Executive Committee Member, IEEE Technical Committee on Operating Systems, 1999-2004.

Referee for ACM SIGCOMM, TON, SOSP, PLDI, ASPLOS, TOCS, and CCR, USENIX TC and OSDI, IEEE
INFOCOM, TPDS, RTSS and others.

University/Department Service Activities
Co-chair, CSE Fellows postdoctoral award committee, 2020-2022

Recruiting committee, GPS Dean search, 2020-2021

Hiring committee, UCSD Center for Peace and Security Studies postdoctoral program, 2021.

Co-Chair, UCSD Department of Computer Science, Brochure design and content committee, 2018-2020
Co-chair, UCSD Department of Computer Science, Faculty Recruiting Committee, 2018.

Advisory Board Member, University of California (systemwide) Cyber Risk Governance Committee, 2016-
present.

Ad hoc member, University of California, San Diego, Cybersecurity Governance Committee, 2017-present.
Recruiting committee, University Librarian search, 2017-2018.
Chair, UCSD Department of Computer Science, Faculty Recruiting Committee, 2007, 2014, 2020

Chair, UCSD Department of Computer Science and Engineering Publicity Committee, 2005, 2006, 2007. 2008,
2009, 2010, 2011, 2012. 2015

UCSD Department of Computer Science, Executive Committee, 2004 -- 2010.
UCSD Academic Senate Representative, 2004-2005.

UCSD Department of Computer Science and Engineering, Faculty Recruiting Committee, 2001, 2002, 2003,
2006, 2008 (ex officio) 2012, 2015, 2020.

UCSD Department of Computer Science and Engineering, External Relations Committee, 2002, 2003.

UCSD Department of Computer Science and Engineering, Ad Hoc Hiring Committee for Manager of Academic
and External Affairs, 2001.

San Diego Network Access Point Advisory Board, Department of Computer Science and Engineering
representative, 2002,
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San Diego Supercomputer Center, Committee on Networking and Security Visions, 2001.

University of Washington Department of Computer Science and Engineering, Ad Hoc Committee on
Commercialization in the Academic Environment, 1998-1999.

Articles

1. Jeffrey Tully, Mark Jarrett, Stefan Savage, Joshua Corman, Christian Dameff, “Digital Defenses for Hacked
Hearts: Why Software Patching Can Save Lives”, Journal of the American College of Cardiology, 72(1): 126-
127, July 2018. (note: letter)

2. Sarah Meiklejohn, Marjori Pomarole, Grant Jordan, Kirill Levchenko, Damon McCoy, Geoffrey M. Voelker
and Stefan Savage, “A Fistful of Bitcoins: Characterizing Payments Among Men with No Names”,
USENIX ‘login: 38(6), December 2013. . (note: ;login not externally refereed, single editor)

3. Harsha V. Madhyastha, John C. McCullough, George Porter, Rishi Kapoor, Stefan Savage, Alex C. Snoeren
and Amin Vahdat, “scc: Cluster Storage Provisioning Informed by Application Characteristics and SLAS”,
USENIX :login: 36(3), June 2012. (note: ;login not externally refereed, single editor)

4. Erik Buchanan, Ryan Roemer, Hovav Shacham and Stefan Savage, “Return-oriented Programming:
Systems, Languages and Applications”, ACM Transactions on Information and Systems Security (TISSEC),
15(1), March 2012.

5. Ding Yuan, Soyeon Park, Jing Zheng, Yuanyuan Zhou and Stefan Savage, “LogEnhancer: Automatic
Tailored Log Enhancement to Improve Software Diagnosability against Production-Run Failures”, 4CM
Transactions on Computer Systems, 30(1), February 2012.

6. Rik Farrow interview with Stefan Savage, “On the Spam Payment Trail”, USENIX ;login: 35(4), August
2011. (note: ;login not externally refereed, invited interview w/single editor)

7. Mikhail Afanasyev, Justin Ma, Nicholas Murphy, Yoshi Kohno, Stefan Savage, Alex Snoeren and Geoffrey M.
Voelker, “Network Support for Privacy-preserving Forensic Attribution”, Communications of the ACM
(CACM), 54(5):78-87, May 2011.

8. Justin Ma, Lawrence Saul, Stefan Savage and Geoffrey M. Voelker, “Learning to Detect Malicious URLS”, In
ACM Transactions on Intelligent Systems and Technology (TIST), 2(3), April 2011.

9. Diwaker Gupta, Sangmin Lee, Michael Vrable, Stefan Savage, Alex C. Snoeren, George Varghese, and
Geoffrey M. Voelker, “The Difference Engine: Harnessing Memory Redundancy in Virtual Machines”,
Communications of the ACM (CACM), 53(10): 85-93, October 2010.

10. Michael Vrable, Stefan Savage and Geoffrey M. Voelker, “Cumulus: Filesystem Backup to the Cloud”, ACM
Transactions on Storage, 5(4): 1-28, December 2009.

11. Michael Vrable, Stefan Savage and Geoffrey M. Voelker, “Cumulus: Filesystem Backup to the Cloud”,
USENIX :login: 34(4):7-13, August 2009. (note: ;login not externally refereed, single editor)

12. Chris Kanich, Christian Kreibich, Kirill Levchenko, Brandon Enright, Vern Paxson, Geoff Voelker and Stefan
Savage, “Spamalytics: an Empirical Analysis of Spam Marketing Conversion”, Communications of the
ACM (CACM), 52(9):99-107, September 2009.

13. Diwaker Gupta, Sangmin Lee, Michael Vrable, Stefan Savage, Alex C. Snoeren, George Varghese, and
Geoffrey M. Voelker, “The Difference Engine: Harnessing Memory Redundancy in Virtual Machines”,
USENIX ;login: 34(2): 24-31, April 2009. (note: ;login not externally refereed, single editor)

14. Alper Mizrak, Keith Marzullo and Stefan Savage, “Detecting Malicious Packet Losses”, /FEFE Transactions
on Parallel and Distributed Systems (TPDS), 20(2): 191-206, February 2009.

15. Brandon Enright, Geoff Voelker, Stefan Savage, Chris Kanich and Kirill Levchenko, “Storm: when
researchers collide”, USENIX ;login: 33(4): 6-13, August 2008. (note: ;login not externally refereed, single
editor)

16. Alper Mizrak, Stefan Savage and Keith Marzullo, “Detecting Compromised Routers via Packet Forwarding
Behavior”, /EEE Network, 22(2):34-39, March 2008.
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17. Fan Chung, Ron Graham, Ranjita Bhagwan, Geoffrey M. Voelker and Stefan Savage, “Maximizing Data
Locality in Distributed Systems”, Journal of Computer and System Sciences, 72(8):1309-1306, December
2006.

18. Alper Mizrak, Yu-Chung Cheng, Keith Marzullo and Stefan Savage, “Detecting Malicious Routers via
Traffic Validation”, /[EEE Transactions on Dependable and Secure Computing (TDSC), 3(3): 230-244, July
2006.

19. David Moore, Geoffrey M. Voelker and Stefan Savage, “Inferring Internet Denial-of-Service Activity”, ACM
Transactions on Computer Systems (TOCS), 24(2): 115-139, May 2006.

20. David Moore, Vern Paxson Stefan Savage, Colleen Shannon, Stuart Staniford, and Nicholas Weaver, “Inside
the Slammer Worm™, /EEFE Security and Privacy, 1(4):33-39, July 2003.

21. Stefan Savage, David Wetherall, Anna Karlin and Tom Anderson, “Network Support for IP Traceback™,
IEEE/ACM Transactions on Networking (ToN), 9(3):226-237, June 2001.

22. Stefan Savage, Neal Cardwell, David Wetherall, and Tom Anderson, “TCP Congestion Control with a
Misbehaving Receiver”, Computer Communications Review, 29(5):71-78, October 1999.

23. Stefan Savage, Tom Anderson, Amit Aggarwal, David Becker, Neal Cardwell, Andy Collins, Eric Hoffman,
John Snell, Amin Vahdat, Geoffrey M. Voelker and John Zahorjan, “Detour: a Case for Informed Internet
Routing and Transport”, /[EEE Micro, 19(1):50-59, January 1999.

24. Stefan Savage, Michael Burrows, Greg Nelson, Patrick Sobalvarro and Tom Anderson, “Eraser: A Dynamic
Data Race Detector for Multithreaded Programs”, ACM Transactions on Computer Systems (TOCS),
15(4):391-411, November 1997.

Refereed Conference and Workshop Papers

1. Evan Johnson, Maxwell Bland, Yifei Zhu, Joshua Mason, Stephen Checkoway, Stefan Savage and Kirill
Levchenko, “Jetset: Targeted Firmware Rehosting for Embedded Systems”, In Proceedings of the USENLYX
Security Symposium, Vancouver, B.C., Canada, August 2021.

2. Anil Yelam, Ariana Mirian, Keerthana Ganesan, Shibani Subbareddy, and Stefan Savage, “CoResident Evil;
Covert Communications in the Cloud with Lambdas” In Proceedings of the Web Conference (WWW),
Ljubljana, Solvenia, April 2021.

3. Guo Li, Gautam Akiwate, Kirill Levchenko, Geoffrey M. Voelker and Stefan Savage, “Clairvoyance:
Inferring Blocklist Use on the Internet”, Proceedings of the Passive and Active Measurement Conference
(PAM), Brandenberg, Germany, March 2021. (44% acceptance, 33/75)

4. Evan Johnson, David Thien, Yousef Alhessi, Shravan Narayan, Fraser Brown, Sorin Lerner, Tyler
McMullen, Stefan Savage, and Deian Stefan, < {oBepsiii, Ho nposepsiii: SFI safety for native-compiled
Wasm”, In Proceedings of the Network and Distributed System Security Symposium (NDSS), San Diego, CA,
February 2021.

5.  Gautam Akiwate, Raffacle Sommese, Mattijs Jonker, Ian Foster, Stefan Savage Geoffrey M. Voelker and kc
Claffy, “Unresolved Issues: Prevalence, Persistence and Perils of Lame Nameservers”, In Proceedings of
the Internet Measurement Conference (IMC), Pittsburgh, Pennsylvania, October 2020. (25% acceptance,
53/216)

6. Audrey Randall, Enze Liu, Gautam Akiwate, Ramakrishna Padmanabhan, Stefan Savage, Geoffrey M. Voclker
and Aaron Schulman, “TruffleHunter: Cache Sniffing Rare Domains at Large Public DNS Resolvers”, In
Proceedings of the Internet Measurement Conference (IMC), Pittsburgh, Pennsylvania, October 2020. 25%
acceptance, 53/216)

7. Louis DeKoven, Audrey Randall, Ariana Mirian, Gautam Akiwate, Ansel Blume, Lawrence K. Saul, Aaron
Shulman, Geoffrey M. Voelker and Stefan Savage, “Measuring Security Practices and How They Impact
Security”, In Proceedings of the ACM Internet Measurement Conference (IMC), Amsterdam, Netherlands,
October 2019. (19% acceptance, 38/197)
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10.

11.

12.

13.

14.

15.

16.

17.

18.

19.

20.

21.

22.

Sam Crow, Brown Farinholt, Brian Johannesmeyer, Karl Koscher, Stephen Checkoway, Stefan Savage, Aaron
Schulman, Alex C. Snoeren and Kirill Levchenko, “Triton: Software-Reconfigurable Federated Avionics
Testbed”, In Proceedings of the Workshop on Cyber Security Experimentation and Test (CSET), Santa Clara,
CA August 2019. (31% acceptance, 19/61)

Guo Li, Matthew Dunn, Paul Pearce, Damon McCoy, Geoffrey M. Voelker, Stefan Savage and Kirill
Levchenko, “Reading the Tea Leaves: A Comparative Analysis of Threat Intelligence”, In Proceedings of
the USENILX Security Symposium, Santa Clara, CA, August 2019. (19% acceptance, 88/465)

Orand He, Asaf Cidon, Lior Gavish, Marco Schwetpbauser, Vern Paxsen, Stefan Savage, Geoffrey M.
Voelker and David Wagner, “Detecting and Characterizing Lateral Phishing at Scale”, In Proceedings of
the USENLX Security Symposium, Santa Clara, CA, August 2019. (19% acceptance, 88/465) (Award paper)

Anana Mirian, Joe DeBlasio, Stefan Savage, Geoffrey M. Voelker and Kurt Thomas, “Hack for Hire:
Exploring the Emerging Market for Accoant Hijacking”, In Proceedings of the World Wide Web
Conference, San Francisco, CA, May 2019, (18% acceptance, 225/1247)

Ariana Mirian, Nilun Bhagat, Caitlin Sadowski, Adrienne Porter Felt, Stefan Savage and Geoffrey M. Voeller,
“Web Feature Beprecation: A Case Study for Chrome”, In Proceedings of the international Conference on
Software Engineering 1CSE), Montreal, QC, Canada, May 2019, (25% acceptance, 30/118 SEIF track)

Stefan Savage, “Lawful Device Access without Mass Surveillance Risk”, In Proceedings of the ACM
Conference on Computer and Communications Security (CCS), Toronto, Canada, October 2018. (17%
acceptance 134/809)

Louis F Dekoven, Trevor Pottinger, Stefan Savage, Geoffrey M. Voelker and Nektarios Leontiadis, “Following
their Footsteps: Characterizing Account Automation Abuse and Defenses”, In Proceedings of the Internet
Measurement Conference (IMC), Chicago, IL, November 2018. (23% acceptance, 40/174)

Alexander Gamero-Garrido, Stefan Savage, Kirill Levchenko and Alex C. Snoeren, “Quantifying the Pressure
of Legal Risks on Third Party Vulnerability Research”, In Proceedings of the ACM Conference on
Computer and Communication Security, Dallas, TX, October 2017. (18% acceptance, 151/836)

Joe DeBlasio, Stefan Savage, Geoffrey M. Voelker and Alex C. Snoeren, “Tripwire: Inferring Internet Site
Compromise”, In Proceedings of the Internet Measurement Conference, London, UK, November 2017. (23%
acceptance, 42/179)

Louis DeKoven, Stefan Savage, Geoffrey M. Voelker and Nektarious Leontiadis, “Malicious Browser
Extensions at Scale: Bridging the Observability Gap between Web Site and Browser”, In Proceedings of
the USENIX Workshop on Cybersecurity Fxperimental and Test (CSET), Vancouver, Canada, August 2017.

Mortiz Contag, Guo Li, Andre Pawlowski, Flexi Domke, Stefan Savage, Kirill Levchenko, and Thorsten Holz,
“How They Did It: An Analysis of Emission Defeat Devices in Modern Automobiles”, In Proceedings of
the IEEE Symposium on Security and Privacy, San Jose, CA, May 2017 (13% acceptance, 60/450)

Wilson Lian, Hovav Shacham and Stefan Savage, “A Call to ARMs: Understanding the Costs and Benefits
of JIT Spraying Mitigations”, In Proceedings of the Network and Distributed Systems Symposium (NDSS),
San Diego, CA, February 2016. (16% acceptance, 68/463)

Frank Li, Zakir Durumeric, Jakub Czyz, Damon McCoy, Stefan Savage, Michael Bailey, and Vern
Paxson, “You’ve Got Vulnerability: Exploring Effective Vulnerability Notifications”, InProceedings of the
USENIX Security Symposium, Austin, TX, August 2016. (17% acceptance, 72/423)

He Liu, Matthew K. Mukerjee, Conglong Li, Nicolas Feltman, George Papen, Stefan Savage, Srinivasan
Seshan, Geoffrey M. Voelker, David G. Anderson, Michael Kaminsky, George Porter and Alex C. Snoeren,
“Scheduling Techniques for Hybrid Circuit/Packet Networks™, In Proceedings of the ACM CoNEXT
Conference, Heidelberg, Germany, December 2015. (20% acceptance, 37/186)

Ian Foster, Jon Larson, Max Masich, Alex C. Snoeren, Stefan Savage and Kirill Levchenko, “Security by Any
Other Name: On the Effectiveness of Provider Based Email Security”, In Proceedings of the ACM
Conference on Computer and Communications Security (CCS), Denver, CO, October 2015. (20% acceptance,
128/646)
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23.

24.

25.

26.

27.

28.

29.

30.

31.

32.

33.

34.

35.

37.

Suqi Liu, Ian Foster, Stefan Savage, Geoffrey M. Voelker and Lawrence K. Saul,, “Who is .com? Learning to
Parse WHOIS Records”, In Proceedings of the ACM Internet Measurement Conference (IMC), Tokyo, Japan,
October 2015. (26% acceptance, 44/146)

Tristan Halvorson, Matthew F. Der, Ian Foster, Stefan Savage, Geoffrey M. Voelker and Lawrence K. Saul,,
“From .academy to .zone: An Analysis of the new TLD Land Rush”, In Proceedings of the ACM Internet
Measurement Conference (IMC), Tokyo, Japan, October 2015. (26% acceptance, 44/146)

Neha Chachra Stefan Savage and Geoffrey M. Voelker, “Affiliate Crookies: Characterizing Affiliate
Marketing Abuse”, In Proceedings of the ACM Internet Measurement Conference (IMC), Tokyo, Japan,
October 2015. (16% acceptance,, 12/73)

Kurt Thomas, Danny Yuxing Huang, David Wang, Elie Burszstein, Chris Grier, Tom Holt, Christopher
Kruegel, Damon McCoy, Stefan Savage and Giovanni Vigna, “Framing Dependencies Introduced by
Underground Commoditization”, In Proceedings of the Workshop on the Economics of Information Security
(WEILS), Delft, The Netherlands, June 2015.

Wilson Lian, Hovav Shacham and Stefan Savage, “Too LeJiT to Quite: Implementing Jit-spryaing on
ARM”, In Proceedings of the ISOC Network and Distributed Systems Symposium (NDSS), San Diego, February
2015. (17% acceptance rate, 15/302)

David Y. Wang and Matt Der and Mohammad Karami and Lawrence Saul and Damon McCoy and Stefan
Savage and Geoffrey M. Voelker, “Search + Seizure: The Effectiveness of Interventions on SEQ
Campaigns”, In Proceedings of the ACM Internet Measurement Conference (IMC), Vancouver, BC, Canada,
Nov 2014. (23% acceptance, 43/188)

Borbala Benko, Elie Bursztein, Daniel Margolis, Tadek Pietraszek, Andy Archer, Allan Aquino, Andreas
Pitsillidis and Stefan Savage, “Handcrafted Fraud and Extortion: Manual Account Hijacking in the Wild”,
In Proceedings of the ACM Internet Measurement Conference (IMC), Vancouver, BC, Canada, Nov 2014. .
(23% acceptance, 43/188)

David Lundberg, Brown Farinholt , Edward Sullivan, Ryan Mast, Stefan Savage, Alex Snoeren and Kirill
Levchenko, “On the Security of Mobile Cockpit Information Systems”, In Proceedings of the ACM
Conference on Computer and Communication Security (CCS), Scottsdale, AZ, Nov 2014. (19% acceptance,
114/585)

Paul Pearce, Chris Grier, Vern Paxson, Vacha Dave, Damon McCoy, Kirill Levchenko, Geoffrey M. Voelker,
Stefan Savage and Saikat Guha, “Characterizing Large-Scale Click Fraud in ZeroAccess”, In Proceedings
of the ACM Conference on Computer and Communication Security (CCS), Scottsdale, AZ, Nov 2014. (19%
acceptance, 114/585)

Mathew F. Der, Lawrence K. Saul, Stefan Savage and Geoffrey M. Voelker, “Knock it Off: Profiling the
Online Storefronts of Counterfeit Merchandise”, In Proceedings of the ACM SIG KDD Conference, New
York, NY, August 2014. (22% acceptance, 44/197)

Neha Chachra, Damon McCoy, Stefan Savage and Geoffrey M. Voelker, “Empirically Characterizing
Domain Abuse and the Revenue Impact of Blacklisting”, In Proceedings of the Workshop on the Economics
of Information Security (WEILS), State College, PA, June 2014. (23% acceptance, 9/40)

Tristan Halvorson, Kirill Levchenko, Stefan Savage and Geoffrey M. Voelker, “XXXtortion? Inferring
Registration Intent in the XXX TLD”, In Proceedings of the World Wide Web Conference (WWW), Seoul,
Korea, April 2014. (13% acceptance, 84/650)

Danny Huang, Sarah Meiklejohn, Damon McCoy, Chris Grier, Kirill Levchenko, Alex Snoeren and Stefan
Savage, “Botcoin: Monetizing Stolen Cycles”, In Proceedings of the ISOC Network and Distributed Security
Symposium (NDSS), San Diego, CA, February 2014. (19% acceptance, 55/295)

. Daniel Turner, Kirill Levchenko, Stefan Savage and Alex Snoeren, “A Comparison of Syslog and IS-IS for

Monitoring Link State”, In Proceedings of the ACM Internet Measurement Conference (IMC), Barcelona,
Spain, October 2013. (24% acceptance, 42/178)

Sarah Meiklejohn, Marjori Pomarole, Grant Jordan, Kirill Levchenko, Damon McCoy, Geoffrey M. Voelker
and Stefan Savage, “A Fistful of Bitcoins: Characterizing Payments Among Men with No Names”, In

Cloudflare, Inc.  Exhibit 1003  Page 1121



38.

39.

40.

4]1.

42.

43.

44,

45.

46.

47.

48.

49.

50.

51.

Proceedings of the ACM Internet Measurement Conference (IMC), Barcelona, Spain, October 2013. (24%
acceptance, 42/178)

Wilson Lian, Eric Rescorla, Hovav Shacham and Stefan Savage, “Measuring the Practical Impact of
DBNSSEC Deployment”, In Proceedings of the USENLX Security Symposium, Washington D.C., August 2013.
(16% acceptance, 45/277)

David Wang, Stefan Savage and Geoffrey M. Voelker, “Fuice: A Longitudinal Study of an SEG Campaign™,
In Proceedings of the ISOC Network and Distributed Security Symposium (NDSS), San Diego, CA, February
2013. (19% acceptance, 47/250)

Andpreas Pittsilidis, Chris Kanich, Kirill Levchenko, Geoffrey M. Voelker and Stefan Savage, “Taster’s
Choice: A Comparative Analysis of Spam Feeds”, In Proceedings of the ACM Internet Measurement
Conference (IMC), Boston, MA, November 2012. (25% acceptance, 45/183)

Ding Yuan, Soyeon Park, Peng R. Huang, Yang R. Liu, Mihnjong M. Lee, Xiaoming Tang, Yuanyuan Zhou
and Stefan Savage, “To Log or Not to Log: Characterizing and Improving Software Error Reporting”, In
Proceedings of the ACM/USENIX Operating System Design and Implementation Conference (OSDI),
Hollywood, CA, October 2012. (12% acceptance, 25/215)

Chris Grier, Lucas Ballard, Juan Caballero, Neha Chachra, Christian J. Dietrich, Kirill Levchenko, Panayiotis
Mavrommatis, Damon McCoy, Antonio Nappa, Andreas Pitsillidis, Niels Provos, Zubair Rafique, Moheed Abu
Rajab, Christian Rossow, Kurt Thomas, Vern Paxson, Stefan Savage and Geoffrey M. Voelker, “Browser
Exploits as a Service: The Monetization of Driveby Downloads”, In Proceedings of the ACM Conference on
Computer and Communications Security (CCS), Raleigh, NC, October 2012. (19% acceptance, 80/423)

Damon McCoy, Hitesh Dharmdasani, Christian Kreibich, Geoffrey M. Voelker and Stefan Savage, “Priceless:
The Role of Payments in Abuse-advertised Goods”, In Proceedings of the ACM Conference on Computer
and Communications Security (CCS), Raleigh, NC, October 2012. (19% acceptance, 80/423)

Damon McCoy, Andreas Pitsillidis, Grant Jordan, Nicholas Weaver, Christian Kreibich, Brian Krebs, Geoffrey
M. Voelker, Stefan Savage and Kirill Levchenko, “PharmaLeaks: Understanding the Business of Online
Pharmaceutical Affiliate Programs™, Proceedings of the USENIX Security Symposium, Bellevue, WA,
August 2012. (19% acceptance, 43/222)

Feng Lu, Jiaqi Zhang and Stefan Savage, “When Good Services Go Wild: Reassembling Web Services for
Unintended Pruposes”, Proceedings of the USENIX Workshop on Hot Topics in Security (HotSec), Bellevue,
WA, August 2012. (28% acceptance, 11/39)

Ross Anderson, Chris Barton, Rainer Boehme, Richard Clayton, Michel J.G. van Eeten, Michael Levi , Tyler
Moore and Stefan Savage, “Measuring the Cost of Cybercrime”, Proceedings of the Workshop on the
Economics of Information Security (WEIS), Berlin, Germany, June 2012. (38% acceptance, 20/53)

Michael Vrable, Stefan Savage and Geoffrey M. Voelker, “A Cloud-Backed File System for the Enterprise”,
Proceedings of the USENIX Conference on File and Storage Technologies (FAST), San Jose, CA, February
2012. (19% acceptance, 26/137)

Harsha V. Madhyastha, John C. McCullough, George Porter, Rishi Kapoor, Stefan Savage, Alex C. Snoeren
and Amin Vahdat, “scc: Cluster Storage Provisioning Informed by Application Characteristics and SLAS”,
Proceedings of the USENIX Conference on File and Storage Technologies (FAST), San Jose, CA, February
2012. (19% acceptance, 26/137)

Sushma Nagesh Bannur, Lawrence K. Saul and Stefan Savage, “Judging a site by its content: learning the
textual, structural, and visual features of malicious Web pages”, Proceedings of the ACM Workshop on
Artificial Intelligence and Security (AISEC), Chicago, IL, October 2011.

Marti Motoyama, Damon McCoy, Kirill Levchenko, Stefan Savage and Geoffrey M. Voelker, “An Analysis of
Underground Forums™, In Proceedings of the ACM Internet Measurement Conference (IMC), Berlin,
Germany, November 2011. (19% acceptance, 42/220)

David Wang, Stefan Savage and Geoffrey M. Voelker, “Cloak and Dagger: Dynamics of Web Search
Cloaking”, In Proceedings of the ACM Conference on Computer and Communications Security (CCS),
Chicago, IL, October 2011. (14% acceptance, 60/429)
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52.

53.

55.

56.

57.

38.

59.

60.

61.

62.

63.

64.

65.

66.

Daniel J. Turner, Stefan Savage and Alex Snoeren, “On the Empirical Performance of Self-calibrating WiFi
Location™, In Proceedings of the IEEE Conference on Local Computer Networks (LCN), Bonn, Germany,
October 2011. (<30% acceptance)

Keaton Mowrey, Sarah Meiklejohn and Stefan Savage, “Heat of the Moment: Characterizing the Efficacy of
Thermal Camera-Based Attacks”, In Proceedings of the USENLX Workshop on Offensive Technologies
(WOOT), August 2011. (43% acceptance, 15/35)

. Chris Kanich, Neha Chachra, Damon McCoy, Chris Grier, David Wang, Marti Motoyama, Kirill Levchenko,

Geoffrey M. Voelker and Stefan Savage, “No Plan Survives Contact: Experience with Cybercrime
Measurement”, In Proceedings of the USENLX Workshop on Cyber Security Experimentation and Test (CSET),
August 2011. (40% acceptance, 12/30)

Chris Kanich, Nicholas Weaver, Damon McCoy, Tristan Halvorson, Christian Kreibich, Kirill Levchenko, Vern
Paxson, Geoffrey M. Voelker and Stefan Savage, “Show Me the Money: Characterizing Spam-advertised
Revenue”, In Proceedings of the USENLX Security Symposium, August 2011. (17% acceptance, 35/204)

Stephen Checkoway, Damon McCoy, Danny Anderson, Brian Kantor, Hovav Shacham, Stefan Savage , Karl
Koscher, Alexei Czeskis, Franziska Roesner, and Tadayoshi Kohno , “Comprehensive Experimental Analysis
of Automotive Attack Surfaces”, In Proceedings of the USENLX Security Symposium, August 2011. (17%
acceptance, 35/204)

Marti Motoyama, Damon McCoy, Kirill Levchenko, Geoffrey M. Voelker, Stefan Savage, “Dirty Jobs: The
Role of Freelance Labor in Web Service Abuse”, In Proceedings of the USENIX Security Symposium, August
2011. (17% acceptance, 35/204)

Mashael AlSabah, Kevin Bauer and Ian Goldberg and Dirk Grunwald and Damon McCoy and Stefan Savage
and Geoffrey M. Voelker, “DefenestraTor: Throwing out Windows in Tor”, In Proceedings of the Privacy
Enhancing Technologies Symposium (PETS), Waterloo, Canada, July 2011. (25% acceptance, 15/61)

Kirill Levchenko, Neha Chachra, Brandon Enright, Mark Felegyhazi, Chris Grier, Tristan Halvorson, Chris
Kanich, Christian Kreibich, He Liu, Damon McCoy, Andreas Pitsillidis, Nicholas Weaver, Vern Paxson,
Geoffrey M. Voelker and Stefan Savage, “Click Trajectories: End-to-End Analysis of the Spam Value
Chain”, In Proceedings of the IEEE Symposium on Security and Privacy, Oakland, CA, May 2011. (11%
acceptance, 34/306)

He Liu, Kirill Levchenko, Mark Felegyhazi, Christian Kreibich, Gregor Maier, Geoffrey M. Voelker and Stefan
Savage, “On the Effects of Registrar-level Intervention”, In Proceedings of the USENIX Workshop on Large-
Scale Exploits and Emerging Threats (LEET), Boston, MA, March 2011. (44% acceptance; 11/25)

Qing Zhang, Thomas Ristenpart, Stefan Savage and Geoffrey M. Voelker, “Got Traffic? An Evaluation of
Click Traffic Providers”, In Proceedings of the WICOW/AIRWeb Workshop on WebQuality (WebQuality),
Hyderabad, India, March 2011.

Ding Yuan, Soyeon Park, Jing Zheng, Yuanyuan Zhou and Stefan Savage, “LogEnhancer: Automatic
Tailored Log Enhancement to Improve Software Diagnoseability against Production-Run Failures”, In
Proceedings of the ACM Architecture Support for Programming Languages and Operating Systems (ASPLOS)
Conference, March 2011. (21% acceptance, 32/152)

Andpreas Pitsillidis, Yinglian Xie, Fang Yu, Martin Abadi, Geoffrey M. Voelker, and Stefan Savage, “How to
Tell and Airport from a Home: Techniques and Applications”, In Proceedings of the ACM Workshop on
Hot Topics in Networks, Monterey, CA, October 2010. (21% acceptance, 22/104)

Daniel Turner, Kirill Levchenko, Alex C. Snoeren and Stefan Savage, “California Fault Lines:
Understanding the Causes and Impact of Network Failures”, In Proceedings of the ACM SIGCOMM
Conference, New Dehli, India, August 2010. (12% acceptance, 33/276)

Marti Motoyamai, Kirill Levchenko, Chris Kanich, Damon McCoy, Geoffrey M. Voelker and Stefan Savage,
“Re: CAPTCHAS -- Understanding CAPTCHA Breaking from an Economic Context”, In Proceedings of
the USENLX Security Symposium, Washington, D.C., August 2010. (15% acceptance, 30/202)

Mehran Bozorgi, Lawrence Saul, Stefan Savage and Geoffrey M. Voelker, “Beyond Heuristics: Learning to
Classify Vulnerabilities and Predict Exploits”, In Proceedings of the ACM SIG KDD Conference, pp. 105—
113, Washington D.C. July 2010. (20% acceptance, 20/101)
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68.

69.

70.

71.

72.

73.

74.

75.

76.

77.

78.

79.

80.

81.

Marti Motoyama, Brendan Meeder, Kirill Levchenko, Geoffrey M. Voelker and Stefan Savage, “Measuring Online
Service Availability Using Twitter”, In Proceedings of the Workshop on Social Networks (WOSN), Boston, MA,
June 2010. (33% acceptance, 13/33)

Yuvraj Agarwal, Stefan Savage and Rajesh Gupta, “Sleep-Servers: Energy Savings for Enterprise PCs by
Allowing them to Sleep”, In Proceedings of the USENLX Annual Technical Conference, Boston, MA, June
2010. (17% acceptance, 24/141)

Karl Koscher, Alexei Czeskis, Fanziska Roesner, Shwetak Patel, Tadayoshi Kohno, Stephen Checkoway,
Damon McCoy, Brian Kantor, Danny Anderson, Hovav Shacham and Stefan Savage, “Experimental Security
Analysis of a Modern Automobile”, In Proceedings of the IEEE Symposium on Security and Privacy,
Oakland, CA, May 2010. (11% acceptance, 26/237)

Qing Zhang, John McCullough, Justin Ma, Navil Schear, Michael Vrable, Geoffrey M. Voelker, Alex C.
Snoeren and Stefan Savage, “Neon: System Support for Derived Data Management”, In Proceedings of the
ACM Conference on Virtual Execution Environments (VEE), Pittsburgh, PA, March 2010. (27% acceptance
14/51).

Andpreas Pitsillidis, Kirill Levchenko, Chris Kanich, Christian Kreibich, Brandon Enright, Vern Paxson, Geoff
Voelker and Stefan Savage, “Botnet Judo: Attacking Spam with Itself”, In Proceedings of the ISOC Network
and Distributed Security Symposium (NDSS), San Diego, CA, February 2010. (15% acceptance, 24/156)

Tom Ristenpart, Eran Tromer, Hovav Shacham and Stefan Savage, “Hey, You, Get off of my Cloud!
Exploring Information Leakage in Third-Party Compute Clouds”, In Proceedings of the ACM Conference
on Computer and Communications Security (CCS), Chicago IL, November 2009. (18% acceptance, 58/315)

Scott Yilek, Eric Rescorla, Hovav Shacham, Brandon Enright and Stefan Savage, “When Private Keys are
Public: Understanding the Debian OpenSSL Debacle”, In Proceedings of the USENIX Internet Measurement
Conference, Chicago, IL, November 2009. (22% acceptance, 41/13)

Justin Ma, Lawrence K. Saul, Geoffrey M. Voelker and Stefan Savage, “Beyond Blacklists: Learning to
Detect Malicious Web Sites from Suspicious URLSs”, In Proceedings of the ACM SIGKDD Conference, Paris,
France, July 2009. (28% acceptance, 34/122)

Justin Ma, Lawrence Saul, Stefan Savage and Geoffrey M. Voelker, “Identifying Suspicious URLs: An
Application of Large-scale Online Learning”, In Proceedings of the International Conference on Machine
Learning (ICML), Montreal, Quebec, June 2009. (26% acceptance, 160/595)

Chris Kanich, Christian Kreibich, Kirill Levchenko, Brandon Enright, Vern Paxson, Geoff Voelker and Stefan
Savage, “Spamcraft: an Inside Look at Spam Campaign Orchestration”, In Proceedings of the USENIX
Workshop on Large-Scale Exploits and Emerging Threats (LEET), Boston, MA, April 2009 (36% acceptance,
9/25)

Michael Vrable, Stefan Savage and Geoffrey M. Voelker, “Cumulus: Filesystem Backup to the Cloud”, In
Proceedings of the USENIX Conference on File and Storage Technologies (FAST), pp. 225-238, San Francisco,
CA, February 2009. (23% acceptance, 23/102)

Diwaker Gupta, Sangmin Lee, Michael Vrable, Stefan Savage, Alex C. Snoeren, George Varghese, and
Geoffrey M. Voelker, “The Difference Engine: Harnessing Memory Redundancy in Virtual Machines”, In
Proceedings of the ACM/USENIX Operating System Design and Implementation Conference (OSDI), pp. 309-
322, San Diego, CA, December 2008. (13% acceptance, 26/193) (Jay Lepreau Best Paper Award)

Chris Kanich, Christian Kreibich, Kirill Levchenko, Brandon Enright, Vern Paxson, Geoff Voelker and Stefan
Savage, “Spamalytics: an Empirical Analysis of Spam Marketing Conversion”, In Proceedings of the ACM
Conference on Computer and Communications Security (CCS), pp. 3-14, Alexandria, VA, October 2008. (18%
acceptance, 51/281)

Benjamin Laxton, Kai Wang and Stefan Savage, “Reconsidering Physical Key Secrecy: Teleduplication via
Optical Decoding”, In Proceedings of the ACM Conference on Computer and Communications Security (CCS),
pp. 469-478, Alexandria, VA, October 2008. (18% acceptance, 51/281)

Erick Buchanan, Ryan Roemer, Hovav Shacham and Stefan Savage, “When Good Instructions Go Bad:
Generalizing Return-oriented Programming to the SPARC”, In Proceedings of the ACM Conference on
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82.

83.

84.

85.

86.

87.

88.

89.

90.

91.

92.

93.

94.

95.

96.

Computer and Communications Security (CCS), pp. 27-38, Alexandria, VA, October 2008. (18% acceptance,
51/281)

Kirill Levchenko, Geoffrey M. Voelker, Mohan Paturi and Stefan Savage, “XL: An Efficient Network
Routing Protocol”, In Proceedings of ACM SIGCOMM, pp. 15-26, Seattle, WA, August 2008. (13%
acceptance, 37/288)

Christian Kriebeck, Chris Kanich, Kirill Levchenko, Brandon Enright, Vern Paxson, Geoff Voelker and Stefan
Savage, “On the Spam Campaign Trail”, In Proceedings of the USENLX Workshop on Large-Scale Exploits
and Emerging Threats (LEET), San Francisco, CA, April, 2008. (32% acceptance, 11/34)

Brandon Enright, Chris Kanich, Kirill Levchenko, Geoff Voelker and Stefan Savage, “Understanding the
Heisenbot Problem”, In Proceedings of the USENIX Workshop on Large-Scale Exploits and Emerging Threats
(LEET), San Francisco, CA, April, 2008. (32% acceptance, 11/34)

Jason Franklin, Adrian Perrig, Vern Paxson and Stefan Savage, “An Inquiry into the Nature and Causes of
the Wealth of Internet Miscreants”, In Proceedings of the ACM Conference on Computer and
Communications Security (CCS), Alexandria, VA, October 2007. (18% acceptance, 55/303)

Chris Fleizach, Geoffrey M. Voelker and Stefan Savage, “Slicing Spam with Occam’s Razor”, In Proceedings
of the Conference on E-mail and Anti-Spam (CEAS), Mountain View, CA, August 2007. (32% acceptance,
25/79)

Yu-Chung Cheng, Mikhail Afanasyev, Peter Benko, Patrick Verkaik, Jennifer Chiang, Alex C. Snoeren, Stefan
Savage, and Geoffrey M. Voelker, “Automating Cross-Layer Diagnosis of Enterprise Wireless Networks”,
In Proceedings of the ACM SIGCOMM Conference, Kyoto, Japan, August 2007 (14% acceptance, 35/258)

David S. Anderson, Chris Fleizach, Stefan Savage and Geoffrey M. Voelker, “Spamscatter: Characterizing
Internet Scam Hosting Infrastructure”, In Proceedings of the USENIX Security Symposium, Boston, MA,
August 2007. (12% acceptance, 23/187)

Justin Ma, Kirill Levchenko, Christian Kriebeck, Stefan Savage and Geoffrey M. Voelker, “Automated
Protocol Inference: Unexpected Means of Identifying Protocols”, In Proceedings of the ACM/USENIX
Internet Measurement Conference (IMC), Rio de Janerio, Brazil, October 2006. (22% acceptance, 34/155 — one
of 19 long papers)

Justin Ma, John Dunagan, Helen J. Wang, Stefan Savage and Geoffrey M. Voelker, “Finding Diversity in
Remote Code Injection Exploits”, In Proceedings of the ACM/USENIX Internet Measurement Conference
(IMC), Rio de Janerio, Brazil, October 2006. (22% acceptance, 34/155 — one of 19 long papers)

Yu-Chung Cheng, John Bellardo, Peter Benko, Alex Snoeren, Geoffrey M. Voelker and Stefan Savage,
“Jigsaw: Solving the Puzzle of Enterprise 802.11 Analysis”, In Proceedings of the ACM SIGCOMM
Conference, Pisa, Italy, September 2006 (12% acceptance, 37/298).

Martin Casado, Tal Garfinkel, Weidong Cui, Vern Paxson, and Stefan Savage, “Opportunistic Measurement:
Spurious Network Events as a Light in the Darkness”, In Proceedings of the 4th ACM Workshop on Hot
Topics in Networks (HotNets), College Park, MD, November 2005. (20% acceptance, 20/102)

Justin Ma, Geoffrey M. Voelker and Stefan Savage, “Self-stopping Worms”, In Proceedings of the ACM
Workshop on Rapid Malcode (WORM), Fairfax, VA, November 2005. (25% acceptance, 9/37)

Michael Vrable, Justin Ma, Jay Chen, David Moore, Erik Vadekeift, Alex S. Snoeren, Geoffrey M. Voelker and
Stefan Savage, “Scalability, Fidelity and Containment in the Potemkin Virtual Honeyfarm”, In
Proceedings of the ACM Symposium on Operating System Principles (SOSP), Brighton, UK, October 2005.
(13% acceptance, 20/155)

Alper Mizrak, Yu-Chung Cheng, Keith Marzullo and Stefan Savage, “Fatih: Detecting Malicious Routers via
Traffic Validation”, In Proceedings of the IEEE Symposium on Dependable Systems and Networks (DSN),
Yokohama, Japan, June 2005. (24% acceptance, 78/319) ( Award paper)

Ishwar Ramani and Stefan Savage, “SyncScan: Practical Fast Handoff for 802.11 Infrastructure
Networks”, In Proceedings of the IEEE Infocom Conference, Miami, FL, March 2005. (17% acceptance,
244/1419)
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97. Sumeet Singh, Cristian Estan, George Varghese and Stefan Savage, “Automatic Worm Fingerprinting”, In
Proceedings of the ACM/USENIX Operating System Design and Implementation Conference (OSDI), San
Francisco, CA, December 2004. (14% acceptance, 27/193)

98. Yu-Chung Cheng, Urs Hoelzle, Neal Cardwell, Stefan Savage and Geoffrey M. Voelker, “Monkey See,
Monkey Do: A Tool for TCP Tracing and Replaying”, In Proceedings of the USENLX Technical Conference,
Boston, MA, June 2004. (13% acceptance, 21/164)

99. Ranjita Bhagwan, Kiran Tati, Yu-Chung Cheng, Stefan Savage and Geoffrey M. Voelker, “Total Recall:
System Support for Automated Availability Management”, In Proceedings of the USENIX/ACM Symposium
on Networked Systems Design and Implementation (NSDI), San Francisco, CA, March 2004. (23% acceptance;
27/118)

100.Renata Teixeira, Keith Marzullo, Stefan Savage and Geoffrey M. Voelker, “In Search of Path Diversity in
ISP Networks”, In Proceedings of the USENIX/ACM Internet Measurement Conference (IMC), Miami, FL,
October 2003. (30% acceptance; 33/109)

101.Cristian Estan, Stefan Savage and George Varghese, “Automatically Inferring Patterns of Resource
Consumption In Network Traffic”, In Proceedings of ACM SIGCOMM Conference, Karlsruhe, Germany,
August 2003. (10% acceptance; 33/319)

102.John Bellardo and Stefan Savage, “802.11 Denial-of-Service Attacks: Real Vulnerabilities and Practical
Solutions”, In Proceedings of the USENIX Security Symposium, Washington D.C, August 2003. (17%
acceptance; 21/125)

103. Alper Mizrak, Yu-Chung Cheng, Vineet Kumar and Stefan Savage, , “Structured Superpeers: Leveraging
Heterogeneity to Provide Constant-Time Lookup”, In Proceedings of the IEEE Workshop on Internet
Applications, San Jose, CA, June 2003. (19% acceptance; 10/53 full papers)

104.Flavio Junqueira, Ranjita Bhagwan, Keith Marzullo, Stefan Savage and Geoffrey M. Voelker, “The Phoenix
Recovery System: Rebuilding from the Ashes of an Internet Catastrophe”, In Proceedings of the
USENIX/IEEE Workshop on Hot Topics in Operating Systems, Lihue, Hawaii, May 2003. (21% acceptance;
31/150; one of 13% invited to present; 19/150)

105.David Moore, Colleen Shannon, Geoffrey M. Voelker and Stefan Savage, “Internet Quarantine:
Requirements for Containing Self-Propagating Code”, In Proceedings of the IEEE Infocom Conference, San
Francisco, CA, April 2003. (20% acceptance; 224/1100)

106.Ranjita Bhagwan, Stefan Savage and Geoffrey M. Voelker, “Understanding Availability”, In Proceedings of
the International Workshop on Peer-to-Peer Systems (IPTPS), Berkeley, CA, February 2003. (16% acceptance;
26/165)

107.John Bellardo and Stefan Savage, “Measuring Packet Reordering”, In Proceedings of the ACM SIGCOMM
Internet Measurement Workshop, Marseille, France, October, 2002. (26% acceptance; 16/62 full papers)

108.David Ely, Neil Spring, David Wetherall, Stefan Savage and Tom Anderson, “Robust Congestion Signaling”,
In Proceedings of the International Conference on Network Protocols, pages 332-341, Riverside, CA,
November 2001. (23% acceptance; 36/157) (Selected Paper)

109.David Moore, Geoffrey M. Voelker and Stefan Savage, “Inferring Internet Denial-of-Service Activity”, In
Proceedings of the USENLX Security Symposium, Washington, D.C., August 2001. (29% acceptance; 24/83)
(Best Paper)

110.David Ely, Stefan Savage and David Wetherall, “Alpine: A User-Level Infrastructure for Network Protocol
Development”, In Proceedings of the USENLX Symposium on Internet Technologies and Systems (USITS),
pages 171-183, San Francisco, CA, March 2001. (27% acceptance; 19/70)

111.Stefan Savage, David Wetherall, Anna Karlin and Tom Anderson, “Practical Network Support for IP
Traceback”, In Proceedings of the ACM SIGCOMM Conference, pages 295-306, Stockholm, Sweden, August
2000. (11% acceptance; 26/238) (Selected Paper)

112.Neal Cardwell, Stefan Savage and Tom Anderson, “Modeling TCP Latency”, In Proceedings of the IEEE
Infocom Conference, pages 1742-1751, Tel-Aviv, Israel, March 2000. (26% acceptance; 192/735)
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113. Amit Aggarwal, Stefan Savage and Tom Anderson, “Understanding the Performance of TCP Pacing”, In
Proceedings of the IEEE Infocom Conference, pages 1157-1165, Tel-Aviv, Israel, March 2000. (26%
acceptance; 192/735)

114.Stefan Savage, “Sting: a TCP-based Network Measurement Tool”, In Proceedings of the USENIX
Symposium on Internet Technologies and Systems (USITS), pages 71-79, Boulder, Co, October 1999. (33%
acceptance; 22/67) (Best Student Paper)

115.Stefan Savage, Andy Collins, Eric Hoffman, John Snell, and Tom Anderson, “The End-to-end Effects of
Internet Path Selection”, In Proceedings of the ACM SIGCOMM Conference, pages 289-299, Cambridge,
MA, September 1999. (13% acceptance; 24/190)

116.Stefan Savage, Neal Cardwell and Tom Anderson, “The Case for Informed Transport Protocols”, In
Proceedings of the IEEE Workshop on Hot Topics in Operating Systems (HotOS), pages 58-63, Rio Rico, AZ,
March 1999.

117.Stefan Savage, Michael Burrows, Greg Nelson, Patrick Sobalvarro and Tom Anderson, “Eraser: A Dynamic
Data Race Detector for Multithreaded Programs”, In Proceedings of the ACM Symposium on Operating
System Principles (SOSP), pages 27-37, Saint-Malo, France, October 1997. (21% acceptance; 23/109) (Award
Paper)

118. Wilson Hsieh, Marc Fiuczynski, Charles Garrett, Stefan Savage, David Becker and Brian Bershad, “Language
Support for Extensible Operating Systems”, In Proceedings of the Workshop on Compiler Support for
System Software, pages 127-133, Tucson, AZ, February 1996.

119.Emin Gun Sirer, Stefan Savage, Przemyslaw Pardyak, Greg Defouw, Mary Ann Alapat and Brian Bershad,
“Writing an Operating System with Modula-3”, In Proceedings of the Workshop on Compiler Support for
System Software, pages 134-140, Tucson, AZ, February 1996.

120.Stefan Savage and John Wilkes, “AFRAID — A Frequently Redundant Array of Independent Disks”, In
Proceedings of the USENLX Technical Conference, pages 27-39, San Diego, CA, January 1996. (22%
acceptance; 28/130) (Best Student Paper)

121.Brian Bershad, Stefan Savage, Przemyslaw Pardyak, Emin Gun Sirer, David Becker, Marc Fiuczynski, Craig
Chambers and Susan Eggers, “Extensibility, Safety and Performance in the SPIN Operating System”, In
Proceedings of the ACM Symposium on Operating System Principles (SOSP), pages 267-284, Copper
Mountain, CO, December 1995. (26% acceptance; 22/84)

122.Brian Bershad, Stefan Savage, Przemyslaw Pardyak, David Becker, Marc Fiuczynski and Emin Gun Sirer,
“Protection is a Software Issue”, In Proceedings of the IEEE Workshop on Hot Topics in Operating Systems,
pages 62-65, Orcas Island, WA, May 1995.

123 Brian Bershad, Craig Chambers, Susan Eggers, Chris Maeda, Dylan McNamee, Przemyslaw Pardyak, Stefan
Savage and Emin Gun Sirer, “SPIN — An Extensible Microkernel for Application-specific Operating
System Services”, In Proceedings of the ACM SIGOPS European Workshop, Dagstuhl, Germany, September
1994.

124.Clifford Mercer, Stefan Savage and Hideyuki Tokuda, “Processor Capacity Reserves: Operating System
Support for Multimedia Applications”, In Proceedings of the IEEE International Conference on Multimedia
Computing and Systems, pages 90-99, Boston, MA, May 1994.

125.Clifford Mercer, Stefan Savage and Hideyuki Tokuda, “Processor Capacity Reserves: An Abstraction for
Managing Processor Usage”, In Proceedings of the IEEE Workshop on Workstation Operating Systems, pages
129-134, Napa, CA, October 1993.

126. Stefan Savage and Hideyuki Tokuda, “Real-Time Mach Timers: Exporting Time to the User”, In
Proceedings of the USENLX Mach Symposium, pages 111-118, Santa Fe, NM, April 1993.

Other Papers and Reports
1. Stefan Savage, “In Planning Digital Defenses, the Biggest Obstacle Is Human Ingenuity”, New York Times
Science Section, page D10, December 6%, 2011.
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10.

11.

12.

13.

14.

15.

16.

17.

18.

19.

20.

Ge Wang, He Liu, Sebastian Becerra, Kai Wang, Serge Belongie, Hovav Shacham and Stefan Savage,
“Verilogo: Proactive Phishing Detection via Logo Recognition”, Technical Report CS2011-0969, August
2011.

Stefan Savage And Fred B. Schneider, “Security is Not a Commodity: The Road Forward for
Cybersecurity Research”, Computing Research Initiatives for the 21% Century, Computing Community
Consortium, February 2009.

Yu-Chung Cheng, Mikhail Afanasyev, Patrick Verkaik, Peter Benko, Jennifer Chiang, Alex C. Snoeren, Stefan
Savage and Geoffrey M. Voelker, “The Shaman Automatic 802.11 Wireless Diagnosis System”, Technical
Report CS2010-0959, Mary 2010.

Yuvraj Agarwal, Stefan Savage and Rajesh Gupta, “SleepServer: Energy Savings for Enterprise PCs By
Allowing them to Sleep”, Technical Report CS2009-0953, November 2009.

Mikhail Afanasyev, Tadayoshi Kohno, Justin Ma, Nick Murphy, Stefan Savage, Alex C. Snoern and Geoffrey
M. Voelker, “Network Support for Privacy-Preserving Forensic Attribution”, Technical Report CS2009-
0940, March 2009.

Qing Zhang, John McCullough, Justin Ma, Nabil Schear, Michael Vrable, Amin Vahdat, Alex C. Snoeren,
Geoffrey M. Voelker and Stefan Savage, “Neon: System Support for Derived Data Management”, 7Technical
Report CS2008-0934, December 2008.

Michael Vrable, Stefan Savage and Geoffrey M. Voelker, “Cumulus: Filesystem Backup to the Cloud”,
Technical Report CS2008-0927, July 2008.

Alper Mizrak, Keith Marzullo and Stefan Savage, “Detecting Compromised Routers via Packet Forwarding
Behavior”, Technical Report CS2007-0899, June 2007.

Chris Fleizach, Geoffrey M. Voelker and Stefan Savage, “Slicing Spam with Occam’s Razor”, Technical
Report CS2007-0893, June 2007.

Alper Mizrak, Keith Marzullo and Stefan Savage, “Detecting Malicious Packet Losses”, Technical Report
CS2007-0889, March 2007.

David S. Anderson, Chris Fleizach, Stefan Savage and Geoffrey M. Voelker, “Spamscatter: Characterizing
Internet Scam Hosting Infrastructure”, 7echnical Report CS2007-0887, March 2007.

Yu-Chung Cheng, Mikhail Afanasyev, Peter Benko, Patrick Verkaik, Jennifer Chiang, Alex C. Snoeren, Stefan
Savage, and Geoffrey M. Voelker, “Automating Cross-Layer Diagnosis of Enterprise Wireless Networks”,
Technical Report CS2007-0885, March 2007.

Justin Ma, Kirill Levchenko, Christian Kreibich, Stefan Savage and Geoff Voelker, “Automatic Protocol
Inference: Unexpected Means of Identitying Protocols”, Technical Report CS2006-0850, February 2006.

Yu-Chung Cheng, John Bellardo, Peter Benko, Alex Snoeren, Geoff Voelker and Stefan Savage, “Jigsaw:
Solving the Puzzle of Enterprise 802.11 Analysis”, Technical Report CS2006-0849, February 2006.

Sumeet Singh, Cristian Estan, George Varghese and Stefan Savage, “Accuracy Bounds for the Scaled Bitmap
Data Structure”, Technical Report CS2005-0819, March 2005.

David Moore, Colleen Shannon, Geoffrey M. Voelker and Stefan Savage, “Network Telescopes”, Technical
Report CS2004-0795, July 2004.

Alper Mizrak, Keith Marzullo and Stefan Savage, “Fault-Tolerant Forwarding in the Face of Malicious
Routers”, In Proceedings of the International Workshop on Future Directions in Distributed Computing,
Bertinoro, Italy, June 2004. (invited paper)

Alper Mizrak, Keith Marzullo and Stefan Savage, “Detecting Malicious routers”, Technical Report CS2004-
0789, May 2004.

Ishwar Ramani and Stefan Savage, “SyncScan: Practical Fast Handoff for 802.11 Infrastructure
Networks”, UCSD Technical Report CS2004-0787, May 2004.
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21.

22.

23.

24.

25.

26.

27.

28.

29.

30.

31.

32.

34.

35.

36.

37.

38.

Fan Chung, Ronald Graham, Ranjita Bhagwan, Stefan Savage and Geoffrey M. Voelker, “A Near-Optimal
Algorithm for a Locality-Maximizing Placement Problems”, UCSD Technical Report CS2004-0777, January
2004.

Sumeet Singh, Cristian Estan, George Varghese and Stefan Savage, “Earlybird: Automated Worm
Fingerprinting”, In Proceedings of the ACM Symposium on Operating System Principles, Bolton Landing,
NY, October 2003. (poster, award finalist)

Ranjita Bhagwan, Kiran Tati, Yu-Chung Cheng, Stefan Savage and Geoffrey M. Voelker, “TotalRecall:
System Support for Automated Availability Management”, In Proceedings of the ACM Symposium on
Operating System Principles, Bolton Landing, NY, October 2003. (poster)

Sumeet Singh, Cristian Estan, George Varghese and Stefan Savage, “The Earlybird System for Real-Time
Detection of Unknown Worms”, CS2003-0761, August 2003

Renata Teixeira, Keith Marzullo, Stefan Savage and Geoffrey M. Voelker, “Characterizing and Measuring
Path Diversity of Internet Topologies”, In Proceedings of the ACM SIGMETRICS Conference, San Diego,
CA, June 2003. (short paper & poster)

Abhishek Agrawal, Douglas Brown, Aditya Ojha and Stefan Savage, “Bucking Free-Riders: Distributed
Accounting and Settlement in Peer-to-Peer Networks ", CS2003-0751, June 2003

Cristian Estan, Stefan Savage and George Varghese, “Automatically Inferring Patterns of Resource
Consumption in Network Traffic”, UCSD Technical Report CS2003-0746, June 2003

Sumeet Singh, Cristian Estan, George Varghese and Stefan Savage, “Real-time Detection of Known and
Unknown Worms”, UCSD Technical Report CS2003-0745, May 2003.

Flavio Junqueira, Ranjita Bhagwan, Keith Marzullo, Stefan Savage and Geoffrey M. Voelker, “The Phoenix
Recovery System: Rebuilding from the Ashes of an Internet Catastrophe”, UCSD Technical Report
CS2003-0732, January 2003.

Cristian Estan, Stefan Savage and George Varghese, “Automated Measurement of High-Volume Traffic
Clusters”, In Proceedings of the ACM SIGCOMM Internet Measurement Workshop, Marseille, France,
October, 2002. (short paper)

Ranjita Bhagwan, Stefan Savage and Geoffrey M. Voelker, “Replication Strategies for Highly Available
Peer-to-Peer Storage Systems”, UCSD Technical Report CS2002-0726, November 2002.

Ranjita Bhagwan, David Moore, Stefan Savage and Geoffrey M. Voelker, “Replication Strategies for Highly
Available Peer-to-Peer Storage”, In Proceedings of the International Workshop on Future Directions in
Distributed Computing, Bertinoro, Italy, June 2002. (invited paper)

. Stefan Savage, “Protocol Design in an Uncooperative Internet”; Ph.D. Thesis, Department of Computer

Science and Engineering, University of Washington, January 2002.

David Patterson, David Clark, Anna Karlin, Jim Kurose, Edward Lazowska, David Liddle, Derek McAuley,
Vern Paxson, Stefan Savage and Ellen Zegura, Looking Over the Fence at Networks: A Neighbor's View of
Networking Research, National Academies Press, 2001.

Eric J. Anderson, Thomas E. Anderson, Steven D. Gribble, Anna R. Karlin, Stefan Savage, “A Quantitative
Evaluation of Traffic-Aware Routing Strategies”, In Proceedings of the 2001 ACM SIGCOMM Conference,
San Diego, CA, August 2001. (poster)

Stefan Savage, Tom Anderson, Amit Aggarwal, David Becker, Neal Cardwell, Andy Collins, Eric Hoffman,
John Snell, Amin Vahdat, Geoffrey M. Voelker and John Zahorjan, “Detour: a Case for Informed Internet
Routing and Transport”, University of Washington Technical Report UW-CSE-98-10-05, October 1998.

Wilson Hsieh, Marc Fiuczynski, Charles Garrett, Stefan Savage, David Becker and Brian Bershad, “Language
Support for Extensible Operating Systems™, University of Washington Technical Report UW-CSE-95-11-02,
November 1995.

Emin Gun Sirer, Stefan Savage, Przemyslaw Pardyak, Greg Defouw, Mary Ann Alapat and Brian Bershad,
“Writing an Operating System with Modula-3”, University of Washington Technical Report UW-CSE-95-11-
03, November 1995.
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39. Brian Bershad, Craig Chambers, Susan Eggers, Chris Maeda, Dylan McNamee, Przemyslaw Pardyak, Stefan
Savage and Emin Gun Sirer, “SPIN — An Extensible Microkernel for Application-specific Operating
System Services”, University of Washington Technical Report UW-CSE-94-03-03, March 1994.

40. Clifford Mercer, Stefan Savage and Hideyuki Tokuda, “Processor Capacity Reserves for Multimedia
Operating Systems”, Carnegie Mellon Technical Report, CMU-CS-93-157, May 1993.

Invited Presentations
“Cyberphysical System Security”, Invited talk, ISAT Study on Bio-Cyber Security, 2020.

“Experiences in Tracking Cybercrime”, Invited talk, Emerging Tech and Partnerships for
Counterproliferation Workshop, National Academies of Science, 2020.

“Cybersecurity as an evidence-based discipline”, Keynote, NSF Cybersecurity Summit, 2019.

“Modern Automotive Vulnerabilities: Causes, Disclosures and Outcomes”, Distinguished Lecture,
University of Massachusetts, Amherst, 2019.

“Modern Automotive Vulnerabilities: Causes, Disclosures and Outcomes”, Distinguished Lecture,
University of Massachusetts, Amherst, 2019.

“Automotive Cybersecurity: Research driving Practice”, San Diego Chapter Computer Science Teachers
Association, 2019.

“Modern Automotive Vulnerabilities: Causes, Disclosures and Outcomes”, Distinguished Lecture,
University of California, Riverside, 2019.

“Lawful Device Access without Mass Surveillance Risk”, Qualcomm Invited Lecture, 2018.

“Lawful Device Access without Mass Surveillance Risk”, Cornell Tech Distinguished Lecture, 2018.
“Cybersecurity in the Age of the Internet”, Fleet Science Center “Suds & Science” series, 2018.

“Driving Under the Influence: Cybersecurity of Modern Automobiles”, Invited Talk, Bohemian Club, 2018.

“Modern Automotive vulnerabilities: Causes, Disclosures and Outcomes”, Invited Talk, UCSD Oshur
Center, 2018.

“Modern Automotive vulnerabilities: Problems, Causes and Outcomes”, Qualcomm Mobile Security
Summit, 2018.

“Ethical Issues in Cybersecurity Research”, Design@Large UCSD Lecture series, 2018.
“Modern Automotive vulnerabilities: Problems, Causes and Outcomes”, NSF Distinguished Lecture, 2018.
“Fighting cybercrime by Understanding Economics”, UCSD Town and Gown, 2018.

“Experiences with Automotive Security: Vulnerabilities, Challenges and Outcomes”, JASON Autonomous
Driving study, 2017.

“Experiences with Automotive Security: Vulnerabilities, Challenges and Outcomes”, Microsoft Research,
2016.

“Understanding the Effects of Security Interventions”, Microsoft Research, 2016.

“Modern Automotive Vulnerabilities: Causes, Disclosures and Outcomes”, USENIX Enigma Conference,
2016.

“Abuse Economics: Spam, Drugs, Affiliate Programs Payments and Interventions”, Google Security
Summit, 2015.

“Experiences for Automotive Security: Vulnerabilities, Causes and Challenges™, Stanford Cyber
BootCamp for Congressional Staffers, 2015.

“Data Driven Vulnerability Assessment”, CMU/SwissRe Workshop on Cyber Risk, 2015.

“Demonetizing Advertising Based eCrime”, Michigan State University Interdisciplinary Conference on
Cybercrime, 2015.
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“Cybersecurity: Challenges and Opportunities”, National Research Council Symposium on Continuing
Innovation in Information Technology, 2014.
“On the Effects of Civil Interventions”, Interpol/Cymru Underground Economy 2014,

“Experiences from ten years of data-driven security research”, UW/MSR Security Analytics Workshop,
2014.

“Abuse Economics: Spam, Drugs, Affiliate Programs, Payments and Interventions”, Google Abuse
Summit, Mountain View, 2014.

“Demonetizing advertising-based eCrime”, Microsoft Resecarch (NYC), 2014.
“Automotive Cyber Threats”, ITSG, 2014.

“Buying Drugs for Science: Addressing the Cybercrime through Economics”, Andreesen Horowitz
Academic Roundtable, 2013.

“Buying Drugs for Science: Addressing the Economics of Cybercrime”, UCSD Gordon Center Think Tank,
2013.

“Bitcoin Abuse: from Botnets to Payments”, Interpol/Cymru Underground Economy, 2013.

“Experiences with Automotive Security: Vulnerabilities, Causes and Challenges”, [IEEE NTS (Boeing)
Invited Talk, 2013.

“Buying Drugs for Science: Addressing the Economics of Cybercrime”, Osher Lifelong Learning Institute,
2013.

“Buying Drugs for Science: Addressing the Economics of Cybercrime”, Microsoft Faculty Summit, 2013.
“Experiences with Automotive Security: Vulnerabilities, Causes and Challenges”, ESCAR USA, 2013.

“Buying Drugs for Science: Addressing the Economics of Cybercrime”, Department of Justice Invited Talk,
2013.

“The Role of Payments in Monetizing Abusive Advertising”, Microsoft Digital Crime Conference, 2013.

“Experiences with Automotive Security: Vulnerabilities, Causes and Challenges”, DARPA HACMS PI
Meeting, 2613,

“Experiences with Automotive Security: Vulnerabilities, Causes and Challenges”, NSF Future Directions in
Formal Methods keynote, 2013,

“Reflecting on Automotive Cybervulnerabilities”, DoD CyberVehicle Security Workshop, 2012.

“Buying Drugs for Science: Addressing Cybercrime from an Economic Perspective”, Yahoo Big Thinker
Talk, 2012.

“Payment Processing for Advertising-based E-crime”, Interpol/Cymru Underground Economy, 2012.

“Buying Drugs for Science: Addressing Cybercrime from an Economic Perspective”, Carnegic Mellon,
2012.

“Inside the Economics of Illicit Online Pharma: Demand, Marketing and Payments”, NCFTA Pharma
Conference, 2012.

“Buying Drugs for Science: Understanding the Economics of Cybercrime”, Facebook, 2012.
“Experimental Security Analysis of a Modern Automobile”, JASON invited talk, 2012.

“Looking before you Leap: the argument for data-driven security”, Distinguished Lecture, University of
California, Berkeley, 2012.

“Successes and Challenges of Compuier Security Research”, CCC’s “The Impact of NITRD” Symposium,
2012.

“Looking before you Leap: the argument for data-driven security”, Distinguished Lecture, University of
Illinois 2012.
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“Looking before you Leap: the argument for data-driven security”, Distinguished Lecture, Stanford
University 2012.

“Why the hard problem of computer security needs the soft sciences”, Invited talk, NSF Washington Area
Trustworthy Computing Hour (WATCH), 2011.

“The Spam Ecosystem: Demand, Revenue and Payments”, Trend Micro, 2011.
“Monetizing the botnet ecosystem”, Panel session, Microsoft Digital Crime Consortium (DCC), 2011
“The Spam Ecosystem: Demand, Revenue and Payments”, Interpol/Cymru Underground Economy, 2011.

“Looking before you leap: an argument for data-driven security”, Distinguished Lecture, University of
Maryland, 2011.

“Looking before you leap: an argument for data-driven security”, MIT 2011.
“‘Experimental Security Analysis of 2 Modern Automeohile”, Google, 2011.
“Follow the Money: Understanding the Spam Value Chain”, UCSD Campus LISA, 2011.

“Experimental Security Analysis of a Modern Autemehiie”, Distinguished Lecture, University of British
Columbia, 2011.

“Beyond Heuristics: Learning to Classify Vulnerabilities and Predict Exploits”, HP Labs, 2011.
“Analyzing and Understanding Online Criminals and Behavior ”, In-Q-Tel, 2011.

“Experimental Security Analysis of a Modern Automobile”, In-Q-Tel, 2011. (talk given w/Yoshi Kohno)
“The Value Chain of Spam-advertised Goods”, Galois Systems, 2011.

“An Agenda for Empirical Cybercrime Research”, Keynote USENIX Annual Technical Conference, 2011.
“Experimental Security Analysis of a Modern Automobile”, Qualcomm Security Symposium, 2011.

“The Value Chain of Spam-advertised Pharmacies”, US Food and Drug Administration, 2011.

“Experimental Security Analysis of a Modern Automobile”, National Academy Science, Study group on
Unintended Acceleration, 2011. (talk given w/Yoshi Kohno)

“Security and Criminal Economics”, ISAT Study group on Security Economics, 2011.

“An Agenda for Empirical Cybercrime Research”, Google, 2011.

“Drug Dealing for Science and Other Stories...”, Duke University, 2010.

“Understanding Modern Cybercrime: Technology and Economics”, BAE Systems, 2010.

“An Agenda for Empirical Cybercrime Research”, Microsoft, 2010.

“Defining the Threat: Technical/Commercial Drivers”, Lawrence Livermore National Lab, 2010.

“Beyond Heuristics: Learning to Classify Vulnerabilities and Predict Exploits”, invited talk USENIX
Workshop On Offensive Technology (WOOT), 2010.

“Re: CAPTCHASs: Understanding CAPTCHA Solving from an Economic Context”, Google, 2010.
“Computer Security: Science, Engineering, Economics and a bit of Reality”, JASON study group, 2010.
“Cybereconomics”, Cyber Leap Year panel at IEEE Security and Privacy, 2010.

“The Underground Economy: A broad overview”, Invited Talk, INFOSEC Research Council, 2010.

“The Security Arms Race: Yesterday, Today and Tomorrow”, Invited talk, CONNECT Research and
Innovation Summit, 2010.

“Re: CAPTCHASs: Understanding CAPTCHA Solving from an Economic Context”, Yahoo, 2010.

“Exploring the Economics of Cybercrime”, National Defense Industry Association Cyber Symposium, 2009.
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“Exploring Internet Crime, Economics and Security”, Invited talk, CONNECT Frontiers in Science and
Technology Seminar Series, 2009.

“Internet Criminal Economics”, Invited talk, La Jolla Conference on Innovation Support for National
Security, 2009.

“Internet Outbreaks: Epidemiology and Defenses”, Invited talk, ViaSAT/NSA Information Assurance
Summit, Carlsbad, CA 2009

Spam Analytics: Exploring the technical and economic factors in bulk e-mail scams”, Invited Talk,
Harvard University, 2009.

Spam Analytics: Exploring the technical and economic factors in bulk e-mail scams”, Distinguished
Lecture, University of Pennsylvania, 2009.

Spam Analytics: Exploring the technical and economic factors in bulk e-mail scams”, Invited Talk, Mail
Anti-Abuse Working Group meeting, 2009.

“Spam Analytics: Exploring the technical and economic factors in bulk e-mail scams”, Invited Talk,
University of Washington, 2008.

“Reconsidering Physical Key Secrecy: Teleduplication via Optical Decoding”, Invited Talk, University of
Washington, 2008.

“Issues of Security and Risk for Third-Party Cloud Computing”, Cisco Cloud Computing Research
Symposium, 2008.

“Exploring Internet Criminal Economics”, Distinguished Lecture, University of Virginia, 2008.

“Spam Analytics: Exploring the technical and economic factors in bulk e-mail scams”, Invited Talk,
Yahoo!, Sunnyvale, CA, 2008.

“Spam Analytics: Exploring the technical and economic factors in bulk e-mail scams”, Invited Talk,
Microsoft Research, Mountain View, CA, 2008.

“Spam Analytics: Exploring the technical and economic factors in bulk e-mail scams”, Invited Talk,
Campus LISA, UCSD, 2008.

“Exploring the Underground Economy”, Invited Lecture at University of Chicago, 2008.

“Understanding the Growth of the Underground Economy”, Distinguished Lecture at Dartmouth College,
2008.

“Underground Economics”, Keynote speaker at Anti-Spyware Coalition Workshop, 2008.

“Underground Economics”, Santa Fe Institution Malware Workshop, 2007.

“Understanding and Addressing the Threat of Internet Worms” (joint w/Vern Paxson, Geoff Voelker and
Nick Weaver), Day-long tutorial at USENIX Security Symposium, Vancouver, B.C., 2006.

“Large-scale Internet Threats: Epidemiology and Defenses”, Keynote talk, World Conference on Structural
Control and Monitoring, San Diego, CA, 2006.

“Scalable Internet Threat Monitoring”, Hewlett-Packard Laboratories, Palo Alto, CA 2006.
“Jigsaw: Solving the Puzzle of Enterprise 802.11 Analysis”, Google, Mountain View, CA, 2006.

“Active Research in Addressing Unwanted Traffic”, Internet Architecture Board review, Marina del Rey,
CA, 2006.

“Scalable Internet Threat Monitoring”, UCSD Jacobs School of Engineering Research Expo, San Diego,
CA, 2006.

“Scalable Internet Threat Monitoring”, University of Toronto Distinguished Lecture, Toronto, 2005.

“Scalable Internet Threat Monitoring”, Intel Research Council Workshop on Network Security, Hillsboro,
OR, 2005.

“Scalable Internet Threat Monitoring”, ACM Workshop on Rapid Malcode, Fairfax, VA, 2005.
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“Scalable Internet Threat Monitoring”, ARO/DHS Workshop on Malware 2005, Washington, D.C., 2005.
“Internet OQutbreaks: Epidemiology and Defenses”, Cornell University, Ithaca, NY 2005.

“Internet Qutbreaks: Epidemiology and Defenses”, Jacobs School of Engineering, Corporate Affiliates
Program Board Meeting, San Diego, CA 2005.

“Internet Qutbreaks: Epidemiology and Defenses”, Network and Distributed System Security Symposium,
San Diego, CA 2005.

“Internet OQutbreaks: Epidemiology and Defenses”, University of Washington, Seattle, WA 2005.

“Low-cost 802.11 Wireless Infrastructure Networks”, Microsoft Mesh Networking Summit, Snoqualmie,
WA, 2004.

“The UCSD Network Telescope: A Real-time Monitoring System for Tracking Internet”, UCSD Jacobs
School of Engineering Research Review Plenary Session, San Diego, CA, 2004..

“Network Worms: Research and Engineering Challenges”, IPAM Large Scale Communication Networks
Workshop, Lake Arrowhead, CA, 2003.

“Network Worms: Research and Engineering Challenges”, Microsoft Security Retreat, Stevenson, WA,
2003.

“Network Worms: Research and Engineering Challenges”, Intel, Hillsboro, OR, 2003.

“Defending against Network Worms”, Hewlett-Packard Labs, Palo Alto, CA, 2003 (cancelled).

“Denying Denial-of-Service”, Networld+Interop, Atlanta, GA, 2001.

“DDoS Attacks: Why We Should Still Worry”, The Internet Security Conference, Los Angeles, CA, 2001.

“Estimating Global Denial-of-Service Activity”, North American Network Operators Group, Scottsdale, AZ,
2001.

“Internet Denial-of-Service Activity”, Stanford, Department of Computer Science, Palo Alto, CA, 2001.
“IP Traceback Techniques”, North American Network Operators Group, Albuquerque, NM, 2000.

“Sting: a TCP-based Network Measurement Tool”, CMU School of Computer Science, Pittsburgh, PA,
1999.

Awarded U.S. Patents
Thomas Anderson, David Wetherall and Stefan Savage, “Detecting network misuse”, US patent 8,509.086,
Filed June 20, 2002, Issued August 13" 20]3.

Sumeet Singh, George Varghese, Cristian Estan and Stefan Savage, “Detecting public network attacks using
signatures and fast content analysis”, US patent 8,296,842, Filed Dec I*' 2004, Issued October 237%, 2012.

David Wetherall, Stefan Savage and Thomas Anderson, “Independent detection and filtering of undesirable
packets”, US patent 8,271,678, Filed April 37 2001, Issued September 18, 2012.

Thomas Anderson, David Wetherall and Stefan Savage, “Detecting and preventing undesired network
traffic from being sourced out of a network domain”, US patent 7970886, Filed November 2" 2000, Issued
June 28" 2011.

Sumeet Singh, George Varghese, Cristian Estan and Stefan Savage, “Detecting public network attacks using
signatures and fast content analysis”, US patent 7996658, Filed April 8" 2004, Issued June 21°' 201 1.

David Wetherall, Stefan Savage and Thomas Anderson, “Distributed service level management for network
traffic”, US patent 7475141, Filed July 31° 2001, Issued January 6" 2009.

Thomas Anderson, Stefan Savage and David Wetherall, “Network traffic regulation including consistency

based detection and filtering of packets with spoof source addresses”, US patent 7444404, Filed February
5%, 2001, Issued October 28", 2008.
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David Wetherall, Thomas Anderson, and Stefan Savage, “Distributed solution for regulating network
traffic”, US patent 7058015, Filed August 4™ 2000, Issued June 6™, 2006.

Thomas Anderson, David Wetherall and Stefan Savage, “Progressive and distributed regulation of selected
network traffic destined for a network node”, US patent 6801503, Filed October 9%, 2000, Issued October 5™
2004.

Michael Burrows, Charles G. Nelson, Stefan Savage and Patrick Sobalvarro, “Detecting concurrency errors
in multi-threaded programs”, US patent 6009269, Filed March 10" 1997, Issued December 28, 1999.

John Wilkes and Stefan Savage, “Frequently-redundant array of independent disks”, US patent 5720025,
Filed January 18th 1996, Issued February 171 1998.

Software & Data
WHOIS parser and parsed .com records. Worlds most accurate parser of WHOIS records and easily
updatable via labelling (machine learning-based). Also, distributed parsed records for 95% of .com domain
names. Code freely available under GPL, data selectively available on request.

BlueSKky Cloud-based Log-Structured File System. Code freely available under GPL.

Click Trajectory database. Multi-terabyte dataset mapping registrars, name server hosting, content hosting,
sponsoring businesses and acquiring bank data for virtually all counterfeit pharmaceutical, replica and software
spam. Not publicly available, but particular records shared with researchers and law enforcement on request.

Malicious URL classifier. Online machine learning system for classifying Web URLs as likely pointing to
unwanted sites (e.g., spam-advertised, phishing, malware, etc.) Selectively available.

Judo spam template inference system. System for automatically inferring regular expression from
concentrated spam output from a given botnet. Selectively available.

Honeyfarm spam data. Spam output generated from series of botnets operated in ICSI/UCSD botnet studies.
Selectively available.

Cumulus backup system. Cloud-based (Amazon S3) backup system optimized for simple storage interface
with capacity pricing. Freely available.

Storm botnet crawler and command and control database. Crawler for querying proxy nodes in Storm peer-
to-per botnet and populate database. Also many months of complete data on Storm-based spam campaigns
based on this data. Made available selectively (primarily to key industrial partners and law enforcement).

UCSD CSE 802.11 traces. Anonymized traces of complete 802.11activity in the UCSE CSE building (across
all four floors and all active frequencies) as captured by Jigsaw. Freely available.

Jigsaw Wireless Analysis Tool. System to synchronize and unify hundreds of simultaneous radio traces into a
single global view of wireless activity spanning the physical, datalink, network and transport layers. Freely
available under GPL.

Potemkin VMM. Copy-on-write extensions to Xen Virtual Machine Monitor — allows highly scalable
implementation of virtual machines that share state. Freely available under GPL.

SyncScan. Driver and system modifications to allow wireless 802.11 clients to continuously monitor the signal
strength from different access points without disrupting data communication. Freely available to academic and
research sites.

Earlybird. Network traffic analysis system that automatically identifies and extracts textual signatures for
novel worms and viruses. Exclusively licensed to Netsift Inc -> Cisco Inc.

AutoFocus. Traffic analysis system that converts Cisco Netflow data from routers into concise lists of high-
volume traffic clusters according to algorithms in 2003 ACM SIGCOMM paper. Freely available to academic
and research sites.

P2P Host Availability Dataset. Week-long active measurement trace of individual host availability for 2400
random hosts deployed Overnet P2P file sharing system. Particularly useful because Overnet maintains
globally unique id’s and data isn’t subject to aliasing. Distributed widely to academic sites and industrial
research labs.
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Swat 802.11 Vulnerability Testing Tool. Low-level library and interface to sending arbitrary 802.11 frames
using undocumented features of Intersil firmware interface. Distribution limited.

DoS Backscatter Dataset. Packet-level header trace from UCSD Network Telescope identifying global denial-
of-service attacks utilizing spoofed packet floods via “backscatter analysis”. Distributed widely to academic
sites and government research labs — the only dataset of its kind publicly available.

Sting. A network measurement tool that estimates one-way path information, such as drop rate, re-ordering,
queuing delay, and bandwidth, by manipulating the behavior of the popular TCP protocol. The alpha release,
for FreeBSD and Linux, has been distributed to more than 500 sites, including a product effort at Hewlett-
Packard/Agilent. Publicly available.

Eraser. A dynamic race detection tool that automatically detects errors in multi-threaded software using binary
rewriting on the Alpha platform. Owned by DEC/Compaq/Hewlett Packard. This tool led to
DEC/Compaq/HP’s Visual Threads software debugging package.

SPIN. An extensible operating system written in Modula-3 for Alpha and Intel platforms. Publicly available.

Real-Time Mach. A real-time extension of the Mach operating system with support for multiple real-time
scheduling and synchronization policies and a framework to support CPU reservation and priority inheritance.
Publicly available.
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Declaration of Dr. Stefan Savage

ATTACHMENT C
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2/22/2021 Publications

g Publications |
2021 | 2020 | 2049 | 2018 | 2017 | 20146 | 2015 | 2014 | 2013 | 2042 [ 2041 [ 2010 [ 2008 | 2008
L2007 | 2006 | 2008 | 2004 | 2003 | 2002 | 2001 | 2000 | 1899 | 1997 | 1990 | 1908 | 1094 g83 |
N

2021

Jetset: Targeted Firmware Rehosting for Embedded Systems, Evan Johnson, Maxwell Bland, Yifei
Zhu, Joshua Mason, Sigphen Chackoway, Stefan Savage, and Kisill Levchenko, Frocesdings of the
USENIX Security Symposium, Vancouver, B.C., Canada, August 2021.

Doeepsain, Ho npoBepsin: SFI safety for native-compiled Wasm, Evan Johnson, David Thien, Yousef
Alhessi, Shravan Narayan, Fraser Brown, Sarin Lemer, Tyler McMullen, Siefan Savage, and Deian
Siefan, Froceedings of the Nebwork and Distributed System Security Syrmposium (NDES), San Diego,
CA, February 2021.

2020

Unresolvad Issues: Pravalance, Persistence and Perils of Lams Namaeaservers, Gautam Akiwate,
Raffaele Sommese, Mattijs Jonker, {an Foster, Stefan Savage, Gaeoffray M. Voslker, and ko Claffy,
Froceedings of the ACM Infernei Measurament Confersnes (IMQ), Pittsburgh, Pennsylvania (via the
Internet), October 2020.

Trufflehunter: Cache Sniffing Rare Domains at Large Public DNS Resolvers, Audrey Randall, Enze
Liu, Gautam Akiwate, Ramakrishna Padmanabhan, Stefan Savage, Geoffrey M. Voslker, and Aaron
Schulman, Froceedings of the ACM infernet Measurement Conferance {IMC), Pittsburgh, Pennsylvania
(via the Internet), October 2020.

2018

Maasuring Sscurily Practices and How They Impact Segurity, Louis F. DeKoven, Audrey Randal]
Ariana Mirian, Gautam Aliwate, Ansel Blume, Lawrence K. Saul, Aaron Schulman, Gsoffrey M. Voalker,
and Stefan Savage, Frocesdings of fhe ACM Inferne! Measurement Conference (IMC}, Amsterdam,
Netherlands, October 2019, pages 36-49.

Triton: A Software-Reconfigurable Federated Avionics Testbed, Sam Crow, Brown Farinholl, Brian
Johannesmeyer, Karl Hoscher, Sfgphen Checkoway, Stefan Savage, Aaron Schulman, Alex O, Snosren,
and Kitill Levchenko, Froceedings of Workshop on Cyber Security Experimentalion and Test {CSET]),
Santa Clara, CA, August 2019.

Datecling and Characterizing Lateral Phishing at Scale, Grant Ho, Asaf Cidon, Lior Gavish, Marco
Schweighauser, Vern Paxson, Siefan Savage, Geoffrey M. Voelker, and David Wagner, Frocsadings of

i

the USENIX Security Symposiumn, Santa Clara, CA, August 2019, pages 1273-1290. (Award paper).

Reading the Tea Leaves: & Comparative Analysis of Threat Intelligencs, Vecior Guo L, Matthew
Dunn, Paul Pearce, Damon McCoy, Geoffrey M. Voslker, Stefan Savage, and Kirili Levehenke,
Frocesdings of the USENIX Sscurily Symposium, Santa Clara, CA, August 2019, pages 851-867.

Wab Featurs Deprecation: & Case Study for Chrome, Ariana Mirian, Nikunj Bhagat, Caitlin Sadowski,
Stefan Savage, and Gsoffray M. Voslker, Proceedings of the 41st AQMAEEE Infemational Conferance
on Software Enginssring: Software Engineering in Praclice, ICSE {SEIF} 2018, Montréal, QC, Canada,
May 2019, pages 302-311.

cseweb.ucsd.edu/~savage/pubs.htm 1/12
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2/22/2021 Publications

Hack for Hire: Exploring the Emerging Markst for Account Hijacking, Ariana Miran, Joe DeBlasio,
Slefan Savage, Geoffrey M. Voelker, and Kurt Thomas, Proceedings of the Web Conference (WWW),
San Francisco, CA, May 2019, pages 1279-1289.

2018

Following Their Footsteps: Characterizing Account Automation Abuse and Defenses, Louis F
Deakoven, Trevor Pottinger, Siafan Savage, Geoffrey M. Voslker, and Nektarios Leontiadis, Frocesdings
of the ACHM infernet Measurement Conference (IMC), Boston, MA, October 2018, pages 43-55.

Lawful Device Access without Mass Surveillance Riske A Technieal Design Discussion, Stefan
Savage, Frocesdings of the ACM Conferance on Computer and Communications Ssourity (CCS},
Toronto, Canada, October 2018.

2017

Quantifying the Pressure of Legal Risks on Third-party Vulnerability Research, Alex Gamero-
Garnido, Stefan Savage, Kinll Levehanka, and Alex O Snoeraen, Proceedings of the ACM Conference on
Computer and Communications Securiy {CCSE), Dallas, Texas, November 2017.

Tripwira: Inferring internet Site Compromise, Joe DeBlasio, Siefan Savage, Geoffrey M. Voelker, and
Alex C. Snoeraen, Proceedings of the ACM infernet Measurament Conferencs (MG}, London, UK,
November 2017, pages 341-354.

ialicious Browser Extensions at Scale: Bridging the Gbservability Gap hebween Web Site and
Browser, Louls F. DeKoven, Stefan Savage, Geoffray M. Voslker, and Nektarios Leontiadis,
Proceedings of Workshop on Cyber Sscunily Experimeniation and Test (C3ET), August 2017.

How They Did I An Analysis of Emission Defeat Devices in Modern Automaobiles, Mortiz Contag,

Guo Li, Andre Pawlowski, Felix Domke, Stefan Savags, Kirll Levchenko, and Thorsten Holz,
Froceedings of the IEEE Symposium on Secunity and Privacy, San Jose, CA, May 2017.

A Call to ARMs: Understanding the Costs and Benefits of JT Spraying Mitigations, Wilson Lian,
Hovay Shacham, and Siefan Savage, Froceedings of the Nedwork and Distiibuted System Secuniy
Symposium (NDSS), San Diego, CA, February 2017.

2018
You've Got Vulnerability: Exploring Effsctive Vulnerahility Net#fications, Frank Li, Zakir Durumeric,

Jakub Czyz, Dlamon McoCoy, Stefan Savage, Michael Bailey, and Vern Paxson, Froceedings of the
USENIX Security Symposium, Austin, TX, August 2016.

2015

Scheduling Technigues for Hybrid CircultiPacket Networks, He Liu, Matthew K. Mukerjee, Conglong
Li, Nicolas Feltman, George Papen, Sigfan Savagse, Srinivasan Seshan, Gaoffray M. Vosiker, David G.
Andersen, Michael Kaminsky, zaorge Porter, and Alex C. Snoeren, Froceedings of ACH CoNEXT,
Heidelberg, Germany, December 2015.

Security by Any Other Name: On the Effectivenass of Provider Based Email Security, lan Foster,
Jon Larson, Max Masich, Alex C. Snosren, Stefan Savags, and Kirilt Levchenko, Proceedings of the
ACHM Conference on Compuder and Communications Securily {COS}, Denver, Colorado, October 2015.

cseweb.ucsd.edu/~savage/pubs.htm
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2/22/2021 Publications

From academy fo zong &n dnalysis of the New TLD Land Rush, Tristan Habvorson, Matthew F.
Dar, tan Foster, Stefan Savage, Lawrence K. Saul, and Geoffrey M. Voelker, Froceedings of the ACM
internet Measurement Confersncs (IMQ), Tokyo, Japan, October 2015.

Who is .com? Learming o Parse WHOIS Records, Sugi Liy, tan Fosier, Stefan Savage, Geoffrey M.
Voelker, and Lawrence K Saul, Froceedings of the ACM interne! Measurement Conference (IMC),
Tokyo, Japan, October 2015.

Affiliate Crookies: Charactarizing Affiliate Marksting Abuse, Neha Chachra, Slefan Savags, and
Geoffrey M. Voelker, Froceadings of the ACM Internet Measurement Conferance (IMC}, Tokyo, Japan,
October 2015.

Fast and Yulnarable: & Story of Telematic Failures, lan Foster, Andrew Prudhomme, Karl Koscher,
and Siefan Savage, Procesdings of the USENIX Workshop On Offensive Technologies (WOOT),
Washington D.C., August 2015.

Framing Dependencies introduced by Underground Commaoditization, Kurt Thomas, Danmy Yuxing
Huang, David Wang, Elie Bursztein, Chris Grier, Tom Holt, Christopher Kruegel, Zamon MeCoy, Stefan
Savage, and Giovanni Vigna, Frocesdings of the Workshop on the Economics of Information Seourity
{WEIS), Delft, The Netherlands, June 2015.

Too LadlT to Quit: Extending JIT Spraying to ARM, Wilson Lian, Hovav Shacham, and Stefan
Savage, Procsedings of the Network and Distributed System Security Symposium (NDSE), San Diego,
CA, February 2015.

2014

On The Security of Moblle Cockplt Information Systems, Devin Lundberg, Brown Farinholi, Edward
Sullivan, Ryan Mast, Stephen Checkoway, Slefan Savage, Alex €. Snoeeren, and Kirlil Levchenko,

Froceedings of the ACM Confersnce on Computer and Communications Securiy {CCS), Scottsdale,
Arizona, November 2014.

Characterizing Large-Scale Click Fraud in Jercdccess, Paul Pearce, Vacha Dave, Chris Grier, Kirill
Levchenko, Saikat Guha, Diamon McCoy, Vern Paxson, Stefan Savage, and Gaeoffray M. Voslker,

Froceedings of the ACM Conference on Computer and Communications Securily {CO8), Scottsdale,
Arizona, November 2014.

Search + Ssizure: The Effectivensss of Intsrventions on SEC Campaigns, David Wang, Matthew
Dar, Mohammad Karami, Lawrence Saul, Damon MaCoy, Stefan Savage, and Geoffrey M. Vosiker,
Frocesdings of the ACM Infernet Measurament Conference {IMC}, Vancouver, BC, Canada, November
2014, pages 359-372.

Handorafted Fraud and Extortion: Manual Aceount Hijacking in the Wild, Elie Bursztein, Borbala
Benko, Daniel Margolis, Tadek Pietraszek, Andy Archer, Allan Aquino, Andreas Fitsillidis, and Stafan
Savage, Procesdings of the ACNH interned Measuremeant Qonferance (IMC), Vancouver, BC, Canada,
November 2014.

Krock it Off: Profiling the Online Storefronts of Counterfeit Merchandise, Matthew Der, Lawrence
K. Saul, Slefan Savags, and Geoffray M. Voelker, Proceedings of the ACM SIGKDD Conferance, New
York, NY, August 2014.

Empirically Characterizing Domain Abuse and the Revenue impact of Blackiisting, Neha Chachra,
Damon MoCoy, Stefan Savage, and Geoffrey M. Voslker, Frocssdings of the Workshop on the
Economics of Information Securily (WEIS), State College, PA, June 2014, pages 4:1:1-4:1:13.

XX Xiortion? Inferring Registration intent in the XXX TLE, Tristan Halvorson, Kistll Levehenko,
Siefan Savage, and Geoffrey M, Voelker, Progsedings of the infernationa! World Wids Web Conference
(WA, Seoul, Korea, April 2014, pages 901-912.

Botesin: Monetizing Stelen Cyeles, Danny Yuxing Huang, Hitesh Dharmdasani, Saran Meikieiohn,
Vacha Dave, Chris Grier, Damon MoeCoy, Stefan Savages, Nicholas Weaver, Alex C. Snoeren, and Kirill
Levohanko, Frocesdings of the Network and Qistributed Svelem Security Symposium (NOSS), San
Diego, CA, February 2014.
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2013

A Fistful of Bitcoins: Characterizing Payments Among Men with No Names, Sarah Maiklejohn,
Marjori Pomarole, Grant Jordan, Kirili Levchanke, Damon MceCoy, Geoffrey M. Voslker, and Siefan
Savage, USEND Jogin: 38(6):10-14, December 2013.

A& Comparison of Sysiog and 8448 for Monitoring Link State, Daniel Turner, Kirill Levchenko, Stefan
Savage, and Alex C. Snoeren, Frocesdings of the ACM Inferne! Measurement Conference (IMC),
Barcelona, Spain, October 2013.

A Fistful of Bitcoing: Characterizing Payments Among Men with No Names, Sarah Meiklejohn,
Marjori Pomarole, Grant Jordan, Kirili Levchanke, Damon MceCoy, Geoffrey M. Voslker, and Siefan

2013, pages 127-140.

Measuring the Practlical Iimpact of DNSSEC Deployment, Wilson Lian, Eric Rescorla, Hovay
Shacham, and Siefan Savage, Proceedings of the USENIX Security Symposivim, Washington D.C.,
August 2013.

Juice: A Longiudinal Study of an SEQ Campaign, David Wang, Siefan Savage, and Geoffray M.
Voelkear, Procsedings of the Network and Distributed Sysfem Secunty Symupasiuvm (NDES), San Diego,
CA, February 2013, pages 7:4:1-7:4:17.

2012

Taster's Choice: A Comparative Analysis of Spam Feeds, Andreas Pitsillidis, Chris Kanich, Geoffrey
K. Voelker, Kiril Lavchanko, and Stefan Savage, Procsedings of the ACM Internet Measurement
Conference (IMC), Boston, MA, November 2012, pages 427-440.

Friceless: The Rols of Payments in Abuss-advertised Goods, Damon MceCeoy, Hitesh Dharmdasani,
Christian Krsibich, Geoflrey M. Voelker, and Stefan Savage, Procgedings of the ACM Confersnce an
Computer and Communicalions Security (CCS}, Raleigh, NC, October 2012, pages 845-856.

Manufacturing Compromisa: The Emergence of Bxploitas-a-Service, Chris Grier, Lucas Ballard,
Juan Caballero, Naha Chachra, Christian J. Dietrich, Kisill Levchenke, Panayiotis Mavrommatis, Damon
MeCoy, Antonio Nappa, Andreas Pitsiliidis, Niels Provos, M. Zubair Rafique, Moheeb Abu Rajab,
Christian Rossow, Kurt Thomas, Vern Paxson, Stsfan Savage, and Gaofirey M. Voslker, Procssdings of
the ACM Coference on Computer and Communicalions Securily {CC8), Raleigh, NC, October 2012,
pages 821-832.

He Conservative: Enhancing Fallure Diagnosis with Proactive Logaing, Ding Yuan, Soveon Park,
Pang Huang, Yang Liu, Michael Lee, Xiaoming Tang, Yuanyuan Zhou, and Stefan Savage, Froceedings
of the 10th ACMAUSENIX Symposivim on Qparafing Sysiems Degign and Implementation {QS 05,
Hollywood, CA, October 2012.

Pharmaleaks: Understanding the Business of Online Pharmaceutical Affiliate Programs, Damon
AcCoy, Andreas Piisillidis, Grant Jordan, Nicholas Weaver, Christian Kreibich, Brian Krebs, Geoffray M,

Voelker, Stefan Savage, and Kisill Levchenin, Frocesdings of the USENIX Securify Symposium,
Bellevue, WA, August 2012.

When Gouod Servicas Go Wild: Reassambling Web Services for Unintended Purposes, Feng Ly,
Jiagi Zhang, and Stefan Savage, Frocsedings of the USENIX Workshop on Mot Topics in Securily,
Bellevue, WA, August 2012.

soo Cluster Storags Provisioning informaead by fpplication Characteristios and SLAs, Harsha V.
Madhyastha, John C. MeCullough, George Porter, Rishi Kapoor, Stefan Savage, Alex C, Snoerern, and
Amin Vahdat, USENIX Jogin: 37(3), June 2012.

Measuring the Cost of Cybercerime, Ross Anderson, Chris Barton, Rainer Boehme, Richard Clayton,
Michel J.G. van Eeten, Michael Levi, Tyler Moore, and Stefan Savage, Procsedings of the Workshop on
the Economics of information Sscuwrity (WEIS], Berlin, Germany, June 2012.
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Retum-Orientad Programming: Systams, Languages and Applications, Ryan Roemaer, Erik
Buchanan, Hovay Shacham, and Stefan Savage, ACM Transactions on informalion and Sysfem
Security 15(1), March 2012,

improving Software Diagnosability via Log Enhancemeant, Ding Yuan, Jing Zheng, Soyeon FPark,
Yuanyuan Zhou, and Siefan Savage, ACM Transactions on Compuler Systems 30(1), February 2012.

BilveSky: A Cloud-Backad File System for the Enterprise, Michas! Vrable, Stefan Savags, and
Geaoffrey M. Voslker, Proceadings of the 10th USENIX Conferencs on File and Storage Technologies
{FAST}, San Jose, CA, February 2012, pages 19:1-19:14.

seg: Cluster Storage Provisioning Informed by Application Characteristios and SLAs, Harsha V.
Madhyastha, John ©. McGullough, George Forter, Rishi Kapoor, Stefan Savage, Alex €. Snosren, and

Armin Vahdat, Proceadings of the 108 USENIX Conference on File and Storage Technologies (FAST),
San Jose, CA, February 2012.

2011

iy Planning Digital Defenses, the Biggest Obstacle is Human Ingenully, Siefan Savage, New York
Times, Dec 6 2011.

An Analysis of Underground Forums, Marti Motovama, Damon McoCoy, Kirill Levchenke, Stefan
Savage, and Gsoffrey M. Voslker, Frocssedings of the ACM Interne! Measurement Conference {IMC),
Berlin, Germany, November 2011, pages 71-80.

Judging a site by its content; learming the textual, structural, and visual features of malicious
Yelb pages, Sushma Nagesh Bannur, Lawrence K. Saul, and Stefan Savage, Procsedings of the ACM
Workshop on Artificial Infelligence and Ssourity (AISEC), Chicago, IL, October 2011.

Cloak and Daggern: Dynamics of Wab Search Cloaking, David Wang, Blefan Savage, and Geoffrey
M. Voslker, Procsedings of the ACM Confersnce on Computer and Qommunivations Seourity {CC8),
Chicago, IL, October 2011, pages 477-490.

On the Empirical Performance of Self-calibrating WiFT Location Systems, Daniel Turner, Slefan
Savage, and Alex O, Snosren, Frocsedings of 1EEE Conferencs on Local Compuier Networks (LON},
Bonn, Germany, October 2011.

Interview with Stefan Savage: On the Spam Payment Trall, Rik Farrow and Siefan Savage, USENIX
Sfogin: 36(4):7-20, August 2011.

Haat of the Moment Charactarizing the Efficacy of Thermal Camera-Basad Allacks, Kealon
Mowsery, Sarah Meikiejohn, and Stafan Savage, Froceedings of the USENIX Workshop On Offensive
Technologies {WOOT), San Francisco, CA, August 2011.

No Plan Survives Contact: Bxperiance with Cybercorime Measurement, Chris Kanich, Neha
Chachra, Damon McCoy, Chris Grier, David Wang, Marti Moloyama, Kirlll Levchenko, Stefan Savage,
and Geoffrey M. Voselker, Proceadings of Workshop on Cyber Seourily Experimentalion and Test
{CSET), August 2011, pages 2:1-2:8.

Show Me the Money: Characlerizing Spam-advertised Revenue, Chris Kanich, Nicholas Weaver,
Damon MaCoy, Tristan Halvorson, Christian Kreibich, Kirill Levehenko, Vern Paxson, Geoffray M.
Voelker, and Stefan Savage, Proceedings of the USENIX Security Symposium, San Francisco, CA,
August 2011, pages 219-234.

Dirty Jobs: The Role of Freslancs Labor in Wab Service Abuse, Marti Motoyama, Dameon MoCaoy,
Kirill Lavcheanke, Slefan Savags, and Geoffray M. Voelker, Procsedings of the USENIX Security
Sympoesiam, San Francisco, CA, August 2011, pages 203-218.

Comprehensive Experimental Analyses of Automotive Attack Surfaces, Stsphen Checkoway,
Damon McCoy, Danny Anderson, Brian Kantor, Hovav Shacham, Stefan Savags, Karl Koscher, Alexei
Czeskis, Franziska Roesner, and Tadayoshi Kohno, Fraceadings of the USEND Secunfy Symposium,
San Francisco, CA, August 2011.

DefensstraTor Throwing ouwl Windows in Tor, Mashael AlSabah, Keviry Bauer, lan Goldberg, Dirk
Grunwald, Damon MoCoy, Stefan Savags, and Geoffrey M. Voelver, Frivacy Enhancing Technologies
Sympesium, Waterloo, Canada, July 2011, pages 134-154.
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Privagy-praserving Network Forensios, Mikhail Afanasyev, Tadayoshi Kohno, Justin #a, Nick Murphy,
Slefan Savage, Alex C. Snoeren, and Geoffrey M. Voelker, Communivations of the Association for
Computing Machinary 54(5):78-87, May 2011.

Click Trajectories: End-to-End Analysis of the Spam Valus Chain, Kirdi Levchenko, Andreas
Ritsillidis, Neha Chachra, Brandon Enright, Mark Félegyhazi, Chris Grier, Tristan Halvorson, Chris
Kanich, Christian Kraibich, He Ly, Damon MoCoy, Nicholas Weaver, Vern Paxson, Geoffrey M. Voelker,
and Siefan Savage, Frocesdings of the IEEE Symposium on Security and Frivacy, Oakland, CA, May
2011, pages 431-446.

Leaming to Detect Malicious URLs, Justin Mg, Lawrance K Saul, Slefan Savage, and Geoffrey M
Voalker, ACM Transactions on Infslfigent Systems and Technology (TIST) 2(3):30:1-30:24, April 2011.

On the Effects of Registrardevel Intervention, He Liu, Kirill Levchenko, Mark Félegyhazi, Christian
Kreibich, Gregor Maier, Geofiray M. Voslker, and Stefan Savage, Procsedings of the USENIX Workshop

on Large-scale Exploils and Emergent Threals (LEET}, Boston, MA, March 2011, pages 1-8.

Got Traffie? An Evaluation of Click Tralfic Providers, Ging Zhang, Thomas Ristenpary, Stefan
Savage, and Geofirey M. Voelker, Procgedings of the WICOMAIRWeS Workshop on Web Quality
{WebQuality}, Hyderabad, India, March 2011, pages 19-26.

mproving Software DHagnosability via Log Enhancament, Ding Yuan, Jing Zheng, Soyeon Park,
Yuanyuan Zhou, and Stefan Savage, FProceedings of Architectural Support for Programiming Languages
and Operaling Systems (ASFLOS), Newport Beach, CA, March 2011.

2010

How to Tell an Afrport from a Home: Technigquas and Applications, Andreas Pitsillidis, Yinglian Xie,
Fang Yu, Martin Abadi, Geoffray M. Vesiker, and Siefan Savags, Proceedings of the 8th ACM Workshop
on Hot Togios in Networks (HoiNets-IX;, Monterey, CA, October 2010, pages 13:1-13:6.

Difference Engine: Harnessing Memory Redundancy in Virtual Machines, Diwaker Gupta, Sangmin
Lae, Michas! Vrable, Stefan Savagse, Alex C. Snoseren, George Varghese, Geoffrey M. Voslker, and
Amin Vahdal, Communications of the Association for Computing Machinery 53(10):85-93, October 2010.
California Fault Lines: Understanding the Causes and Impact of Netwark Fatlures, Daniel Turner,
Kiril Levchenko, Alex T Snoegren, and Stefan Savage, Procsedings of the ACM SIGCOMM Conferencs,
New Delhi, India, August 2010.

Ra: CAPTCOHAS — Understanding CAPTOCHA -Solving from an Economic Context, Mani Motoyamas,
Kiril Lavehanke, Chris Kanich, Damon McCoy, Geoffrey M. Voeslker, and Stefan Savagse, Frocesdings of
the USENIX Secunity Symposium, Washington, D.C., August 2010, pages 435-452.

Beyond Heuristics: Learning to Classify Vulnerabilities and Predict Exploits, Mehran Bozorgi,
Lawrence K. Saul, Slefan Savage, and Geoffrey M. Voealker, Proceedings of the ACM SIGKDD
Conferance, Washington D.C., July 2010, pages 105-114.

Moasuring Online Service Avallability Using Twitter, Marti Moloyama, Brendan Meeder, Kiriil
Lavchanko, Stefan Savage, and Geofirey M. Voslker, Frocsedings of ACM Workshop on Onfine Social
Nedworks (WQSN]), Boston, MA, June 2010, pages 13:1-13:9.

SleepSarven A Software-Only Approach for Redusing the Energy Consumption of PCs within
Entarprise Environments, Yuvra] Agarwal, Stefan Savage, and Rajesh Gupta, Frocesdings of ihe
USENIN Annual Technical Conference, Boston, MA, June 2010.

Experimental Sscurity Analysis of a Modern Automobile, Karl Koscher, Alexei Czeskis, Franziska
Roesner, Shwetak Patel, Tadayoshi Kohno, Siephen Chackoway, Damon MeCoy, Brian Kantor, Danny
Anderson, Hovay Shacham, and Stefan Savage, Froceedings of the IEEE Symposivim on Securily and
Frivacy, Oakland, CA, May 2010.

Neon: System Support for Derived Data Management, Qing Zhanyg, John McCullough, Jdustin Ma,
Nabil Schear, Michasl Vrable, Amin Vahdal, Alex C. Snoeren, Geoffrey M. Voslker, and Siefan Savage,
Froceedings of the ACM SIGRLANSIGORSE Internafional Conferance on Vivtual Execufion
Environments, Pittsburgh, PA, March 2010, pages 63-74.
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Botnet Judo: Fighting Spam with tself, Andreas Pitsillidis, Kirilt Lavcheanke, Christian Kraibich, Chris
Ranich, Geoffray M. Voealkar, Vern Paxson, Nicholas Weaver, and Stefan Savage, Froceadings of fhe
Network and Distributed Systemn Securify Symposium (NDSE), San Diego, CA, February 2010.

2009

Cumulus: Filasystem Backup to the Cloud, Michasl Vrable, Stefan Savage, and Geoffrey M. Voslker,
ACM Transaciion on Storagse 5(4):1-28, December 2009.

Hey, You, Get OFF of My Cloud: Exploring Information Leakage in Third-Party Computs Clouds,
Thomas Ristenpart, Eran Tromer, Hovav Shacham, and Stefan Savage, Frocesdings of the ACM
Confergnee on Computer and Caommunications Sscurfy {CCS), Chicago, IL, November 2009. (Test of
Time Award).

When Private Keys are Public: Results from the 2008 Debian Cpend8L Debacle, Soolt Yilek, Eric
Rescorla, Hovay Shacham, Brandon Envight, and Stefan Savags, Procesdings of the ACM infemes!
Megsurement Conferance (MC}, Chicago, IL, November 2009.

Spamalytics: &n Empirical &nalysis of Spam Marketing Conversion, Chris Kanich, Christian
Kraibich, Kinll Levchenko, Brandon Enright, Geoffrey M. Voelker, Vern Paxson, and Sisfan Savage,
Communications of the Association for Compuling Machinery 52(9):99-107, September 2009.

Cumudus: filasystem backup to the Cloud, Michael Vrable, Stefan Savage, and Gsoffray M. Voslker,
USENIX [fogin: 34(4):7-13, August 2009.

fdentifying Suspicious URLs: An Application of Large-Scale Online Learning, Jusiin Ma, Lawrence
K. Saul, Stefan Savags, and Geoffrey M. Voslker, Proceedings of the infernational Confersnce on
Machine Leaming, Montreal, Quebec, June 2009, pages 681-688.

Beyond Blacklists: Leaming to Detect Malicious Welb Sifes from SBuspicious URLs, Justin Ma,
Lawrence K. Baul, Slefan Savagse, and Geoffrey M. Voelker, Proceedings of the ACM SIGKDD
Confersnce, Paris, France, June 2009, pages 1245-1254.

Spamoeraft: An inside Look at Spam Campaign Orehestration, Christian Kreibich, Chris Kanich, Kinill
Lavchanko, Brandon Envight, Geoffrey M. Vosiker, Vern Paxson, and Siefan Savage, Frocssdings of s
USENIX Workshop on Large-scale Exploits and Emergent Threals (LEET}, Boston, MA, April 2009,
pages 4:1-4:9.

Differance Engineg, Diwaker Gupta, Sangmin Lee, Michae! Vrable, Stefan Savage, Alex C. Snoeran,
George Varghess, Geoffrey M. Voelker, and Amin Vahdat, USENIX [fogin: 34(2):24-31, April 2009.

Datecting Malivlous Packet Losses, Alper Mizrak, Stefan Savags, and Keaith Marzulie, (EEE
Transactions on Parallel and Distributed Systerns 20(2), February 2009.

Cumulus: Filasystem Backup to the Cloud, Michae! Vrable, Stefan Savage, and Geoffrey M. Voslker,
Frocesdings of the 7 USENIX Conference on File and Storage Technologies {FAST), San Francisco,
CA, February 2009, pages 225-238.

2008

Differance Engine: Hamessing Memaory Redundanoy in Virtual Machines, Diwaker Gupla, Sangmin
Lee, Michael Virable, Stefan Savage, Alex C. Snoeren, George Varghese, Geoffrey M. Voelker, and
Anun Vahdatl, Frocesdings of the 8th ACMAISENIN Symposium on Qperafing Systems Design and
implemeantation (080}, San Diego, CA, December 2008, pages 309-322. (Award paper).
Spamalytics: an Empirical Analysis of Spam Marketing Conversion, Chris Kanich, Christian
Kraibich, Kirill Lavehenko, Brandon Enright, Vern Paxson, Geeffrey M. Voslker, and Stefan Savags,
Froceedings of the ACM Conference on Computer and Communications Security {CL8), Alexandria,
VA, October 2008, pages 3-14.

Raconsidering Physical Kay Ssorscy: Teleduplication via Optical Decoding, Banjamin Laxion, Kai

§ N

Wanyg, and Stefan Savags, Procsadings of the ACM Conference on Compuler and Communicalions
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Security (OGS}, Alexandria, VA, October 2008.

YWhen Good instructions 8o Bad! Generalizing Return-oriented Programming to the SPARC, Erik
Buchanan, Ryan Roemer, Hovayv Shacham, and Stefan Savage, FProceedings of the ACM Conference
on Computer and Commiunicafions Security {CCS), Alexandria, VA, October 2008.

XL An Efficient Nebwork Rowting Algorithm, Kinll Levchenkos, Geoffrey M. Voslker, Ramamohan
Paturi, and Stefan Savage, Frocesdings of the ACH SIGCOMM Conference, Seattle, WA, August 2008.

Horm: When Researchers Collide, Brandon Enright, Geoff Voelker, Stefan Savage, Chris Kanich, and
Kirill Lavchenko, USENIX fogin: 33(4):6-13, August 2008.

Oy the Spam Campaign Trall, Christian Kretbich, Chris Kanich, Kirill Levchenke, Brandon Enrnight
Geoffrey M. Voelker, Vern Paxson, and Stefan Savags, Froceedings of the USENIX Workshop on
Largs-seale Exploits and Emergent Threals (LEET), San Franciso, CA, April 2008.

The Haeisenbot Uncertainty Problem: Challenges in Separating Bots from Cha®f, Chris Kanich, Kirill
Levohanko, Branden Envight, Geoffrey M. Vosalker, and Stefan Savage, Procsedings of the USENIX
Workshop on Large-soale Exploits and Emergent Threats (LEET]), San Franciso, CA, April 2008.

Datecting Compromised Routers via Packst Forwarding Behavior, Alper Mizrak, Stefan Savage,
and Keith Marzulln, IEEE Network 22(2), March 2008.

2007

An Inguiry into the Nature and Causes of the Wealth of Internet Miscreants, Jason Franklin, Vern
Paxson, Adrian Perrig, and Stefan Savage, Procgaedings of the ACM Conference on Computer and
Communications Securily (CCS}, Alexandria, VA, October 2007.

Slicing Spam with Oocam's Razor, Chris Fleizach, Geoffrey M. Voelker, and Stefan Savage,
Frocesdings of Conferance on Emad and Anli-Spam {CEAS), Mountain View, CA, August 2007.

Automating Cross-Laysr Diagnosis of Enterprise Wirsless Networks, Yu-Chung Cheng, Mikhail
Afgnasysy, Pairick Verkaik, Péter Benko, Jannifer Chiang, Alex C. Snoeren, Stefan Savags, and

AR &

Geaoffrey M. Voelker, Procsedings of the ACM SIGCOMM Confergncg, Kyoto, Japan, August 2007.
Spamscatter Characterizing infernet Scam Hosting Infrastructure, David 8. Anderson, Chris
Flaeizach, Slefan Savags, and Geoffray M. Voelker, Proceedings of the USENIX Security Syrmposium,
Boston, MA, August 2007.

2008

Maximizing Data Locality in Distributed Systems, Fan Chung, Ronald Graham, Ranjita Bhagwan,
Geoffrey M. Voslker, and Stefan Savags, Journal of Computer and System Sciences 72(8), December
2006.

Automatsd Protocol inferance: Unaxpected Means of ldentifying Protogels, Justin Ma, Kiril
Levehanks, Cristian Kriebich, Stafan Savage, and Geoffrey M. Voslker, Procesdings of the ACM inferne!
Measurement Conferance {IMC), Rio de Janeiro, Brazil, October 2006.

Finding Diversity in Remots Code Injection Exploits, Justin Ma, John Dunagan, Helen J. Wang,
Stefan Savage, and Gaoffray M. Voelker, Proceedings of the ACH Inferne! Measurernent Conference
{itiC}, Rio de Janeiro, Brazil, October 2006.

Jigsaw: Solving the Puzzies of Enterprise 382,41 Analysis, Yu-Chung Cheng, John Bellarde, Péter
Benkd, Alex . Snoeren, Geoffrey M. Voelksr, and Stefan Savags, Froceedings of the ACM SIGCOMM
Conferance, Pisa, ltaly, September 2006, pages 39-50.

Fatihy Detecting and isolating Malicious Routers via Traffic Validation, Alper Mizrak, Yu-Chung

Cheng, Keith Marzullo, and Siefan Savage, {EEE Transactions on Dependable and Secure Computing
3(3), July 2006.
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inferring internst Danial-of-Service Acotivity, David Moore, Caelleen Shannon, Doug Brown, Geaffrey
M. Voelker, and Stefan Savage, ACM Transacfions on Computer Systerms 24(2):115-139, May 2006.

2005

Cpportunistic Measurament: Extracting Insight from Spurious Traffic, Martin Casado, Tal Garfinkel,
Weidong Cui, Vern Paxson, and Stefan Savage, Procsedings of the {th ACM Workshop on Hot Topics in
Networks (HotNeis-iv), College Park, MD, November 2005.

Seif-stopping Worms, Justin Ma, Geoffray M. Voslker, and Siefan Savags, Procesdings of the ACM
Workshop on Rapid Malvode (WORA), Washington D.C., November 2005, pages 12-21.

Sealability, Fidelity and Containmeant in the Potemkin Virtual Honeyfarm, Michas! Vrable, Justin Ma,
Jay Chen, David Moeore, Erik VandeKieft, Alex €. Snoeren, Geoffrey M. Voelker, and Stefan Savags,
Frocesdings of the 20th ACM Symposium on Operating Systems Principles {(SOSF), Brighton, UK,
October 2005, pages 148-162.

Fatihy Detecting and isolating Malicious Routers, Alper Mizrak, Yu-Chung Cheng, Kaith Marzullo,
and Siefan Savage, Proceedings of the IEEE Conference on Dependable Systems and Nefworks
{{3SN), Yokohama, Japan, June 2005, pages 538-547. (Award paper).

SyneScam Practical Fast Handoff for 30211 infrastructure Networks, Ishwar Ramani and Sisfan

Savage, Procsedings of the IEEE Infocom Confersnics, Miami, FL, March 2005.

2004

Automated Worm Fingerprinting, Sumest Singh, Cristian Eslan, George Varghese, and Stefan
Bavage, Froceedings of the 8ih ACMUSENIX Symposium on Qperating Systems Deasign and
implementation {Q804}, San Francisco, CA, December 2004, pages 45-60.

Fault-Tolerant Forwarding in the Face of Malicious Routars, Alper Mizrak, Keith Marzulle, and
Siefan Savage, Proceedings of the International Workshop on the Future Directions in Distributed
Computing (FuDiCo), Bertinoro, Italy, June 2004.

Monkey See, Monkey Do: A Tool for TUR Tracing and Replaying, Yu-Chung Cheng, Urs Hoelzle,
Neal Cardwell, Stefan Savage, and Gaofirey M. Voelker, Procsedings of the USENIX Annuad Technics!
Conferance, Boston, MA, June 2004, pages 87-98.

TotalRecall: Bystem Support for Automated Avallability Managemaent, Ranjila Bhagwan, Kiran Tat,
Yu-Chung Cheng, Stefan Savage, and Geoffrey M. Voelker, Procesdings of fhe Tst ACMAUSENIX
Symposium on Neltworked Systems Design and implemeniation (NS{M}, San Francisco, CA, March
2004, pages 337-350.

2003

in Search of Path Diversity in ISP Networks, Renata Teixeira, Kaith Marzuilo, Stefan Savags, and
Geoffrey M. Voelker, Froceedings of the USENIXACM Inferne! Measuremnent Conference {IMC}), Miami,
FL, October 2003, pages 313-318.

Automatically Inferring Patterns of Rasource Consumption in Network Traffie, Crstian Esfan,
Stefan Savage, and Gaorge Varghese, Froceedings of the ACM SIGCOMM Conference, Karlsruhe,
Germany, August 2003, pages 137-148.

0211 Danial-of-Service Altacks: Real Vulnerabilities and Practical Sohufions, John Bellardo and
Slefan Savage, Proceedings of the USENIX Sscurity Symiposium, Washington, D.C., August 2003,
pages 15-28.
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inside the Slammer Worm, David Moors, Vern Paxson, Siefan Savags, Colisen Shannon, Stuart
Staniford, and Nicholas Weaver, IEEE Securily and Frivacy 1(4):33-39, July 2003.

Structured Superpeers: Leveraging Heterogensity to Provide Constant-Time Lookup, Alper
Mizrak, Yu-Chung Cheng, Vineet Kumar, and Stefan Savage, Frocesdings of the 480 [EEE Workshop on
Infernat Applications, San Jose, CA, June 2003, pages 104-111.

The Phoanix Recovery System: Rebullding from the Ashes of an Interneat Catastrophs, Flavio
Junguelra, Ranjita Bhagwan, Keith Marzulio, Stefan Savage, and Geoffrey M. Voeiker, Froceedings of
the Sth USENIX Workshop on Hot Topics in Operaling Systems (HoiQ8-IX}, Lihue, HI, May 2003,
pages 73-78.

internat Quarantine: Reguirements for Containing Seif-Fropagating Code, David Moore, Colleen
Shannon, Geoffrey M. Voelker, and Stefan Savage, Froceedings of the IEEE Infocom Conference, San
Francisco, CA, April 2003, pages 1901-1910.

Understanding Availability, Ranjila Bhagwan, Slefan Savage, and Geoflrey M. Vosiker, Proceedings
of the Infernafional Workshop on Peer To Peer Sysfems (IFTES), Berkeley, CA, February 2003,

pages 256-267.

The Spread of the Sapphire/Slammer Worm, David Moore, Vern Paxson, Siefan Savagse, Collesn
Shannon, Stuart Staniford, and Nicholas Weaver, CAIDA Report, January 2003.

2002

Maasuring Packet Reordaring, Jo
inferne! Measurement Workshop (ff

hn Bellardoe and Stefan Savags, Frocesdings of the ACMAISENIX
WiV, Marseille, France, November 2002, pages 97-105.

Automated Moasurement of High-Volume Traffic Clustars, Crislian Estan, Slefan Savags, and
Geaorge Varghese, Froceedings of the ACMUSENIX indsrnsef Measurement Workshogp (1MW), Marseille,
France, November 2002, pages 77-78.

Replication Strategies for Highly Avallable Pearde-Paer Storags, Ranjita Bhagwan, David Moors,
Slefan Savage, and Geoffrey M. Voelker, Proceedings of the International Workshop on the Future
Directions in Distributed Computing (FuDiCo), Bertinoro, Italy, June 2002.

2001

Robust Congestion Signaling, David Ely, Neil Spring, David Wetherall, Stefan Savage, and Tom
Anderson, Froceedings of the 8th infernational Conferencs on Network Profocols (JONP), Riverside, CA,
November 2001, pages 332-341.

inferring internet Danial of Sarvics Activity, David Moore, Geoffrey M. Voslker, and Stefan Savags,
FProceedings of the USENIX Securty Symposium, Washington, D.C., August 2001, pages 9-22. (Best
paper and Test of Time Awards).

Natwork Support for 1P Tracsback, Siefan Savage, David Wetherall, Anna Karlin, and Tom Anderson,
EEEACM Transactions on Nelworking 9(3):226-237, June 2001.

Alpine: & Usarlevel infrastructure for Network Protoeos! Development, David Ely, Stefan Savage,
and David Wetherall, Procsadings of the 3rd USENIX Symposium on internet Technologies and
Sysfems (USITS), San Francisco, CA, March 2001, pages 171-183.

2000

Practical Network Support for 1P Traceback, Stsfan Savage, David Wetherall, Anna Karlin, and Tom

Anderson, Frocsadings of the ACM SIGCOMM Conferencs, Stockholm, Sweden, August 2000,
pages 295-306.
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Modaling TOP Lateney, Neal Cardwell, Stefan Savage, and Tom Anderson, Frocgedings of IEEE
infocom Conference, Tel-Aviy, Israel, March 2000, pages 1742-1751.

Understanding the Performance of TCP Pacing, Amit Aggarwal, Siefan Savags, and Tom Anderson,
Froceedings of IEEE Infocom Conferance, Tel-Aviy, Israel, March 2000, pages 1157-1165.

1998

TGP Congastion Control with a Misbehaving Recebvar, Slefan Savage, Neal Cardwell, David
Wetherall, and Tom Anderson, 4C& SIGCOMAM Computer Communication Review 29(5):71-78, October
1999.

Sting: 3 TOCP-based Network Measuremant Tool, Siefan Savage, Frocesdings of the 2nd USENIX
Swmposium on Infernet Technologies and Sysfems (USITS}, Boulder, CO, October 1999, pages 71-79.
(Best student paper).

The End-to-and Effects of internet Path Seiection, Stefan Savage, Andy Collins, Eric Hoffman, John
Snell, and Tom Anderson, Froceedings of the ACM SIGCOMM Conference, Cambridge, MA, September
1999, pages 289-299.

The Case for Informed Transport Protocols, Stefan Savage, Neal Cardwell, and Tom Anderson,
Procesdings of the Tih IEEE Workshop on Hoi Topics in Qperating Svstems (HoiQS-Vii}, Rio Rico, AZ,
March 1999, pages 58-63.

Datour: a Case for informed internet Routing and Transport, Stefan Savags, Tom Anderson, Amit

Aggarwal, David Becker, Neal Cardwell, Andy Collins, Eric Hoffman, John Snell, Amin Vahdat, Geoffrey
M. Voelker, and John Zahorjan, IEEE Micro 19(1):50-59, January 1999.

1987

Erasen A Dynamic Race Detactor for Multi-Threaded Programs, Stefan Savage, Michael Burrows,
Greg Nelson, Patrick Sobalvarro, and Thomas Anderson, ACA Transactions on Compuidsar Systems
15(4):391-411, November 1997.

Eraser & Dynamic Race Detector for Multi-Threaded Programs, Stefan Savags, Michael Burrows,
Greg Nelson, PAtrick Sobalvarro, and Thomas Anderson, Froceedings of the 18ih ACM Symposium an
Qperating Sysfems Frnciples (SQ8F), Saint-Malo, France, October 1997, pages 27-37. (Award paper).

1986

Language Support for Exdensible Operating Systems, Wilson Hsieh, Marc Fiuczynski, Charles
Garrett, Stafan Savage, David Becker, and Brian Bershad, Frocesdings of the 1sf Workshop on
Compifer Supgort for Sysfem Soffware, Tucson, AZ, February 1996, pages 127-133.

Writing an Operating System with Modula-3, Emin gun Sirer, Stefan Savage, Przemyslaw Pardyak,
Greg P. DeFouw, Mary Ann Alapat, and Brian Bershad, Procsadings of fhe 18t Workshop on Compifer
Support for Systern Soffware, Tucson, AZ, February 1996, pages 134-140.

AFRAID - A& Freguently Redundany Array of independent Disks, Stefan Savage and John Wilkes,
Procesdings of the USENIX Annual Technical Conference, San Diego, CA, January 1996, pages 27-39.
(Best student paper).

1895
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Extensibiiity, Safety and Parformancs in the 8PN Operating System, Brian Bershad, Siafan
Savage, Przemyslaw Pardyak, Emin Gun Sirer, Marc Fiuczynski, David Becker, Craig Chamgers, and
Susan Eggers, Froceedings of the {15h ACM Symposivm on Qperaling Systems Frinciples (SQ8P),
Copper Mountain, CO, December 1995, pages 267-284.

Protaection is a Software Issue, Brian Bershad, Sisfan Savage, Przemyslaw Pardyak, David Becker,

Marc Fiuczynski, and Emin gun Sirer, Procgadings of the Sth Workshop on Hof Topics in Operating
Sysfems, Orcas Island, WA, May 1995, pages 62-65.

1994

Processor Capacity Raserves: Operating System Support for Multimedia Applications, Clifford
Mercer, Stefan Savage, and Hideyuki Tokuda, Proceedings of the IEEE Interational Conference on
Multimedia Computing and Systems (ICMCS), Boston, MA, May 1994, pages 90-99.

1883

Processor Capacity Reserves: &n Abstiraction for Managing Processor Usags, Clifford Mercer,
Stefan Savage, and Hideyuki Tokuda, Proceedings of the 4th Workshop on Workstation Operating
Systems, Napa, CA, October 1993, pages 129-134.

Real-time Mach Timers: Exporting Time o the User, Stefan Savage and Hideyuki Tokuda,
Proceadings of the 3rd USENIX Mach Symposium, Sante Fe, NM, April 1993, pages 221-232.
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acm sigcomm

Welcome

ACM Statement

In the United States, and throughout many regions around the world, current events have brought attention to the
urgent need for equality and respect for all individuals. ACM reaffirms its commitment to fostering diversity and inclusion
within the global computer science community.

As an international organization of nearly 100,000 professionals, ACM respects the essential worth of all people and firmly
believes that diversity strengthens the scientific enterprise and society as a whole. ACM’s Code of Professional Ethics
embodies these principles, and our Diversity and Inclusion Council works to translate them into effective action.

ACM is committed to creating an environment that welcomes new ideas and perspectives, and where hostility or other
harmful behaviors are not tolerated. As an organization, we stand with those who promote inclusivity.

SIGCOMM is ACM's professional forum for discussing communications and computer networks.

SIGCOMM members include scientists, engineers, educators and students. They study all aspects of computer
communications and networks: analysis, technical design, engineering, measurement and management. Our members
are particularly interested in the systems engineering and architectural questions surrounding computer communication.

SIGCOMM supports a wide variety of activities in the field:
Professional meetings

The annual SIGCOMM Caonference, our flagship conference

AN

SIG-sponsored or co-sponsored conferences and workshops: ¢
and ANRW

oNED

Awards: the COMM Award
Faper Awards, the Doc

www.sigcomm.org 1/6
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SIG elections
SIGCOMM will be holding elections for the positions of Chair, Vice-Chair, and Treasurer. To see the slate of candidates,
please visit the 2021 ACM SIG Elections site: 021~ {

A description of the voting procedure and schedule can be found at hitips

g ‘ol _proc with
a detailed schedule available hisra. The election site is expected to go live in April with an email not|Fcat|on with
voting instructions sent to all SIG members. Elections will close by June 7, with results announced by June 14 and
hand-over to the new elected officers happening on July 1st.

Note also that in accordance with the ACM SIG Bylaws, additional candidates may be placed on the ballot by petition.
All candidates must be ACM Professional Members, as well as members of the SIG. Anyone interested in petitioning
must inform ACM Headquarters, Pat Ryan (ryanp@hg.acm.org) and the Secretary of the SIG of their intent to petition
by 16 March 2021. Petitions must be submitted to ACM Headquarters for verification by 2 April 2021.

ACM SIGCOMM 2021, Call for Workshops

(full Call for Workshops may be found at hitip

SIGCOMM 2021 plans to hold multiple one-day/half-day virtual (online) workshops in conjunction with the conference,
to be held between August 24 and August 26, 2021. Workshops will take place on Monday, August 23 and Friday,
August 27.We invite you to submit workshop proposals on any topic related to the broad set of research and
application areas covered by the SIGCOMM conference, including topics in network research, practice, and education.
Topics that represent new research areas and directions are particularly welcome. The deadline for receiving proposals
is February 5, 2021.

APNet 2021, Call for Papers
(Full CFP may be found at hittgs

fonfarances

The 5th Asia-Pacific Workshop on Networking (APNet’21) aims to bring together the very best researchers in computer
networking and systems across the Asia-Pacific region and around the globe to a live forum discussing innovative ideas
at their early stages. The mission of APNet is that promising but not-yet-mature ideas can receive timely feedback
from the community and experienced researchers, leading them into publications at major conferences such as

www.sigcomm.org
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SIGCOMM, NSDI, SOSP, OSDI, MobiCom, and CoNEXT.
Abstract registration deadline: March 12, 2021

Paper submission deadline: March 19, 2021
Notification date: April 30, 2021 (tentative)

Dacgmber 2020 S1

December 31, 2020

ACM SIGCOMM 2021, Call for Workshops

N -

(full Call for Workshops may be found at hiitps://conferancas. sigoamm,or

SIGCOMM 2021 plans to hold multiple one-day/half-day virtual (online) workshops in conjunction with the conference,
to be held between August 24 and August 26, 2021. Workshops will take place on Monday, August 23 and Friday,
August 27.We invite you to submit workshop proposals on any topic related to the broad set of research and
application areas covered by the SIGCOMM conference, including topics in network research, practice, and education.
Topics that represent new research areas and directions are particularly welcome. The deadline for receiving proposals
is February 5, 2021.

ACM SIGCOMM 2021, Call for Papers

(full CFP may be found at hity

The ACM SIGCOMM 2021 conference seeks papers describing significant research contributions to the field of
communication networks and networked systems. SIGCOMM takes a broad view of networking research, which
includes all types of computer networks, wired and wireless networking technologies, networked systems, as well as
aspects of computer network design, analysis, experimentation, and more. SIGCOMM 2021 will also accept
submissions to an experience track in addition to the regular research track, describing the design, analysis, and
evaluation of techniques in commercial or otherwise widely-used deployments. In addition to the main conference,
SIGCOMM 2021 will have a series of co-located workshops, tutorials, poster and demo sessions, and conference best
paper and SIGCOMM awards.

Abstract registration deadline: Jan 20, 2021, 16:59 EST
Paper submission deadline: Jan 27, 2021, 16:59 EST
Notification date: May 3, 2021 (tentative)

Nensammmbayr 20700 ST Nawaiarbar
November 2020 SIGIOMM Nawslatter

November 30, 2020

www.sigcomm.org
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ACM SIGCOMM 2021
Call for Papers

(full CFP may be found at hity

The ACM SIGCOMM 2021 conference seeks papers describing significant research contributions to the field of
communication networks and networked systems. SIGCOMM takes a broad view of networking research, which
includes all types of computer networks, wired and wireless networking technologies, networked systems, as well as
aspects of computer network design, analysis, experimentation, and more. SIGCOMM 2021 will also accept
submissions to an experience track in addition to the regular research track, describing the design, analysis, and
evaluation of techniques in commercial or otherwise widely-used deployments. In addition to the main conference,
SIGCOMM 2021 will have a series of co-located workshops, tutorials, poster and demo sessions, and conference best
paper and SIGCOMM awards.

Abstract registration deadline: Jan 20, 2021, 16:59 EST

Paper submission deadline: Jan 27, 2021, 16:59 EST
Notification date: May 3, 2021 (tentative)

ACM History Committee — Call for Proposals 2021

The ACM History Committee runs this program, which has resuited over allowships awardad since the start of this
fellowship program in 2009. Many of these awards have gone to scholars (graduate students to senior scholars) in

the SIGs to support preservation of a SIG’s history.

The submission deadline for proposals is February 15, 2021.

Jhistory acmuorg/wp-content/upleads/ 2020/ 11 /ATM Fellowship CFP 2021 -final- 1 pdf for proposal

See hity i
submission requirements and further details.

Deadline for the April 2021 issue of ACM SIGCOMM CCR: December 1
The ACM SIGCOMM Computer Communication Review (CCR) newsletter is published every quarter. The deadline for
the submission of technical papers, education papers and editorials for the April 2021 issue of CCR is December 1,

2020.

You can find submission details at hittps://coraniing. sigeomm.or

ACM CoNEXT 2021 -- Call for Organizing Committee

ACM CoNEXT is soliciting proposals from organization committees to host a virtual CONEXT 2021 conference. As the
SIG has opted for all 2021 conferences to be virtual, "site" proposals are simpler as they need not include information
typically involved with holding physical events, i.e., venue, hotels, banquet, etc. Below you find the required details.
Organization Committee proposals should be less than a single page, in pdf format. Check the details in the onling cali.
Deadline January 15 2021.

www.sigcomm.org 4/6
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Call for Participation: HotNets 2020 (November 4-6, 2020)

In light of continued effects from the COVID-19 pandemic, HotNets 2020 (November 4-6, 2020) will be a fully virtual
event. We will take this opportunity to deploy and try out several new features designed to encourage interaction and
discussion at HotNets.

- In contrast to the invite-only format in previous years, we opened up registration for HotNets 2020 to all members of
the community.

- We will provide two types of access to the workshop: live interactive zoom sessions for registered attendees, and
concurrent streaming YouTube broadcasts for other viewers.

- In addition to Zoom/YouTube, we will host parallel discussions and Q&A on Slack, which is also open to the general
public.

Finally, Hotnets 2020 will be a 3-day event (3.5 hours per day)

November 4th, 2020 (Wed): Start: 8:45AM (US Central Time), End: 12:30PM (US Central Time)
November 5th, 2020 (Thur): Start: 9:00AM (US Central Time), End: 12:30PM (US Central Time)
November 6th, 2020 (Fri): Start: 9:00AM (US Central Time), End: 12:30PM (US Central Time)

We hope that this combination of tools and platforms will facilitate more lively discussions on new ideas and future
research topics.

Registered attendees will receive zoom session information via email, while information on YouTube broadcasts and
Slack will be posted soon to the HotNets'20 website (https
The full program is already posted on this site. Please stay tuned.

ffconferances. sigeommuorg/hotnets/ 2028/ program. hitmi).

We look forward to seeing you all at HotNets 2020.
HotNets Organization Committee

Call for nominations: Applied Networking Research Prize (ANRP) 2021
Submit nominations for the ANRP 2021 until 22 November 2020

The Applied Networking Research Prize is awarded to recognise the best recent results in applied networking,
interesting new research ideas of potential relevance to the Internet standards community, and upcoming people that
are likely to have an impact on Internet standards and technologies, with a particular focus on cases where these
people or ideas would not otherwise get much exposure or be able to participate in the discussion.

We encourage nominations of researchers with relevant research results, interesting ideas, and new perspectives. The
award provides a cash prize, and will offer the winner the opportunity to present and discuss their work with the
engineers, network operators, policy makers, and scientists that participate in the Internet Engineering Task Force
(IETF) and its research arm, the Internet Research Task Force (IRTF). Both self- and third-party nominations for this
prize are encouraged.

More details, and how to nominate, at it

www.sigcomm.org 5/6
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Call for participation, HotNets 2020

Registration for HotNets 2020 is now open. Please visit hiip

register. Note that seats are limited and will be filled up on a first-come, first-served basis.

SIGCOMM Rising Star Award Winner of 2020

The SIGCOMM Rising star award of 2020 goes to Kgith Wi )
The award is in recognition of outstanding research contributions in the areas of computer-generated robust

networking algorithms such as congestion control. His innovative and out-of-the-box approaches, supporting the
networking community through open datasets and open source software, have impacted academia, industry and
society. The rising star award committee comprised Sharad Agarwal (MSR, chair), Morley Mao (University of Michigan),
Matt Roughan (University of Adelaide), and Hakim Weatherspoon (Cornell University).

Contact us to send feedback about this page.

www.sigcomm.org 6/6
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Monday, Aug 28
Tutorial M1  Voice over IP Vapensalen
09.00-16.30 Henning Schulzrinne, Columbia University
Tutorial M2  Analysis of Network and Protocol Behavior Spegelsalen
09.00-16.30 Shawn Ostermann, Ohio University
12.00-13.00 Lunch Vintertradgarden
Tuesday, Aug 29
Tutorial T1  Network Security Protocols Spegelsalen
09.00-16.30  Radia Perlman, Sun Microsystems
Tutorial T2  Distributed Control and Resource Pricing Vapensalen
09.00-16.30  R. Gibbens, University of Cambridge, UK, P. Key, Microsoft Research
12.00-13.00  Lunch Vintertradgarden
18.00-19.30  Opening Reception Stadshuset (Stockholm City Hall)
Boats leave for City Hall at 17.00 in front of Grand Hoétel.
Wednesday, Aug 30
Opening Session and SIGCOMM Award Ceremony Vintertradgarden
09.00-10.15  Mutual Cloning between Network Paradigms — André Danthine
10.15-10.45  Break Vapensalen, Spegelsalen, Stromsalongerna
Session 1 Multicast and Anycast Vintertradgarden

10.45-12.15  Chair: Jon Crowcroft

A Framework for Scalable Global IP-Anycast (GIA) — Dina Katabi, John Wroclawski (Mas-
sachusetts Institute of Technology)

pgmec: A TCP-friendly Single-Rate Multicast Congestion Control Scheme — Luigi Rizzo (Uni-
versita di Pisa)

Fault Isolation in Multicast Trees — Anoop Reddy, Ramesh Govindan, Deborah Estrin (USC/In-
formation Sciences Institute)

12.15-1330 Lunch Vapensalen, Spegelsalen

Session 2 Control Mechanisms Vintertradgarden
13.30-15.00  Chair: Henning Schulzrinne

Equation-Based Congestion Control for Unicast Applications — Sally Floyd, Mark Handley
(AT&T Center for Internet Research at ICSI), Jitendra Padhye (University of Massachusetts, Am-
herst), Joerg Widmer (AT&T Center for Internet Research at ICSI)

Endpoint Admission Control: Architectural Issues and Performance — Lee Breslau (AT&T Re-
search), Edward Knightly (Rice University), Scott Shenker (AT&T Center for Intemet Research at
ICSI), Ion Stoica, Hui Zhang (CMU)

Decoupling QoS Control from Core Routers: A Novel Bandwidth Broker Architecture for Scalable
Support of Guaranteed Services — Zhi-Li Zhang, Zhenhai Duan (University of Minnesota), Lixin
Gao (Smith College), Yiwei Thomas Hou (Fujitsu Labs)

15.00-1530  Break Vapensalen, Spegelsalen, Stromsalongerna

Session 3 World Wide Web Vintertradgarden
15.30-17.00  Chair: Erich Nahum

A Protocol-Independent Technique for Eliminating Redundant Network Traffic — Neil T. Spring,
David Wetherall (University of Washington)

On Network-Aware Clustering of Web Clients — Balachander Krishnamurthy (AT &T Research),
Jia Wang (Comell University)

The Content and Access Dynamics of a Busy Web Site: Findings and Implications — Venkata N.
Padmanabhan (Microsoft Research), Lili Qiu (Cornell University)

Outrageous Opinions Session Spegelsalen, Strémsalongerna
17.15-1830  Chair: Gary Delp

ACM SIGCOMM 2000 Grand Hote , Stockho m, Sweden
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Thursday, Aug 31

Session 4 Performance Analysis and Modeling Vintertradgarden
09.00-10.30  Chair: Keith Ross

Critical Path Analysis of TCP Transactions — Paul Barford, Mark Crovella (Boston University)
Tuning RED for Web Traffic — Mikkel Christiansen, Kevin Jeffay, David Ott, F. Donelson Smith
(University of North Carolina at Chapel Hill)

A Fluid-based Analysis of a Network of AQM Routers Supporting TCP Flows with an Application
to RED — Vishal Misra, Wei-Bo Gong, Don Towsley (University of Massachusetts, Amherst)

10.30-11.00  Break Vapensalen, Spegelsalen, Stromsalongerna

Session 5 Routing Stability and Convergence Vintertradgarden
11.00-12.00  Chair: Roch Guerin

Routing Stability in Congested Networks: Experimentation and Analysis — Aman Shaikh (Uni-
versity of California, Santa Cruz), Lampros Kalampoukas, Rohit Dube (Bell Labs, Lucent Tech-
nologies), Anujan Varma (University of California, Santa Cruz)

An Experimental Study of Delayed Internet Routing Convergence — Craig Labovitz (Microsoft
Research), Abha Ahuja, Abhijit Abose, Farnam Jahanian (University of Michigan)

12.00-13.30  Lunch Vapensalen, Spegelsalen

Session 6 Routing and Bridging Vintertradgarden
13.30-14.30  Chair: Julio Escobar

FIRE: Flexible Intra-AS Routing Environment — Craig Partridge (BBN Technologies), Alex
C. Snoeren (BBN Technologies & Massachusetts Institute of Technology), Tim Strayer, Beverly
Schwartz, Matthew Condell, Isidro Castineyra (BBN Technologies)

SmartBridge: A Scalable Bridge Architecture — Thomas L. Rodeheffer, Chandramohan A.
Thekkath (Compaq Systems Research Center), Darrell Anderson (Duke University)

Student Poster Session — Work in Progress Vintertradgarden
14.30-15.30  In parallel with the break

Session 7 TCP Analysis Vintertradgarden
15.30-17.00  Chair: Jean-Yves Leboudec

TCP is Max-Plus Linear — Francois Baccelli, Dohy Hong (ENS-INRIA)

A Stochastic Model of TCP/IP with Stationary Random Losses — Fitan Altman, Kostia Avrachen-
kov, Chadi Barakat (INRIA)

On the Propagation of Long-range Dependency in the Internet — Andras Veres (Ericsson), Zsolt
Kenesi, Sandor Molnar (Technical University of Budapest), Gabor Vattay (Eotvos University, Bu-
dapest)

17.00-18.00  Sigcomm Business Meeting Spegelsalen

18.30-21.00  Dinner Vasa Museum
Buses start to leave at 18.00 in front of Grand Hotel.

Friday, Sep 1

Session 8 Tracing and Measurement Vintertradgarden
09.00-11.00  Chair: Bryan Lyles

Deriving Traffic Demands for Operational IP Networks: Methodology and Experience — Anja
Feldmann (University of Saarbruecken), Albert Greenberg, Carsten Lund, Nick Reingold, Jennifer
Rexford, Fred True (AT&T Research)

Trajectory Sampling for Direct Traffic Observation — Nick Duffield, Matthias Grossglauser
(AT&T Research)

Measuring Link Bandwidths Using a Deterministic Model of Facket Delay — Kevin Lai, Mary
Baker (Stanford University)

Practical Network Support For IP Traceback — Stefan Savage, David Wetherall, Anna Karlin,
Tom Anderson (University of Washington)

11.00-11.30  Break Vapensalen, Spegelsalen, Stromsalongerna

Session 9 Header Processing Vintertradgarden
11.30-13.00  Chair: Vern Paxson

When the CRC and TCP Checksum Disagree — Jonathan Stone (Stanford University), Craig
Partridge (BBN Technologies)

Packet Types: Abstract Specification of Network Protocol Messages — Peter J. McCann, Satish
Chandra (Bell Labs, Lucent Technologies)

Memory-Efficient State Lookups with Fast Updates — Sandeep Sikka (Inktomi), George Varghese
(UCSD)

13.00-1330  Closing Remarks Vintertradgarden

ACM SIGCOMM 2000 http://www.acm.org/s gcomm/s gcommz2000/
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» Welcome
s SIGCOMM Award Ceremony

André Danthine {University of Liege, Belgium)
» Kevnote Speech

Andreé Danthing

}

Dina Katabi, John Wroclawski (Massachusetts institute of
Technology)
« pomee: A TCP-friendly Single-Rate Multicast Congestion
Control Scheme {3 )
Lutgi Rizzo {Universita di Pisa)
« Fault isolation in Multicast Trees (s
Ancop Reddy, Ramesh Govindan, Deborah Estrin
{USC/information Sciences Institute)

53!* ¢ Flovd, Mark Handley {ATRT; Center for internet
Research at ICSH}, ftendra Fadhye {University of
Massachusetts, Amberst), Joorg Widmer (AT&T, Center for
internet Research at iICS)

» Endpoint Admission Control: Architectural issues and
Performance ;
Lee Breslaw {AT&T; Research}, Edward Knightly {Rice
University}, Scott Shenkar {AT&T; Center for Internet
Research at ICSH), lon Stoica, Hui Zhang (CMUY

» Decoupling QoS Control from Core Routers: A Novel
Bandwidth Broker Architecture for Scalable Support of
Guaranteed Servives (g
th~Lr Ehang, Zhenhai Dum ({jmvemty of anesuta) Lixin

Cloudflare, Inc.  Exhibit 1003



2145302 SEGCOMB 203X} - Prelinunary Techrical Program:

hitp /v, aom,org S sigeomm /sigtomm 2000/ conf flechprog. htm

Traffic {
Neil T, Spring, David Wetherall {University of Washmgton}
« On Networke-Aware Clustering of Web Clients (g

Ba{achander Krishnamurthy (ATRT; Research), Ja Wang
{Cornell University}

« The Content and Access Dynamics nf & Busy Wel Site:
Findings and Implications {
Venkata N. Padmanabhan (Mscmsaft Reeeamh}, Lili Qi
{Comell University)

« Critical Path Analysis of TCP Transactions (
Pauf Barford, Mark Crovedfa {Boston Undversity)
Tuning RED for Web Traffic { 3
Mikke! Christiansen, Kevin Jeffay, David Ott, F. Donefson
Smith {Uriversity of North Carolina at Chapel Hill)

s A Fluid-based Analysis of a Network of AQM Routers
Sup;mmng TCP Flows with an Application to RED (ais

\

V;sbaf Misra, Weil-Bo Gong, Don Towsiey {University of
Massachusetls, Ambarst)

« Routing Stability in Cmgested Networks: Experimentation and
Analysis (3
Aman Shatkh {Unwerszty of California, Santa Cruz), Lampros
Kalampoukas, Rohit Dubs (Bell Labs, Lucent Technologies),
Anujan Varma (University of California, Santa Cruz}

= An Experimental Study of Delayed Internet Rowting

Craig Labovitz (M cmsaft Research), Abha Ahuja, Abhiiit
Abose, Farnam Johanian (Unbversity of Michigan)

FIRE: Hexible Intra-AS Routing Environment (i
Craig Partridge {BBN Technologies), Alex €. Snceren (BBN
Technologies & Massachusetts institute of Technolegy?’, Tim
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Practical Network Support for IP Traceback

Stefan Savage, David Wetherall, Anna Karlin and Tom Anderson

Department of Computer Science and Engineering
University of Washington
Seattle, WA, USA

Abstract

This paper describes a technique for tracing anonymous packet
flooding attacks in the Internet back towards their source. This
work is motivated by the increased frequency and sophistication
of denial-of-service attacks and by the difficulty in tracing packets
with incorrect, or “spoofed”, source addresses. In this paper we
describe a general purpose traceback mechanism based on prob-
abilistic packet marking in the network. Our approach allows a
victim to identify the network path(s) traversed by attack traffic
without requiring interactive operational support from Internet Ser-
vice Providers (ISPs). Moreover, this traceback can be performed
“post-mortem” — after an attack has completed. We present an im-
plementation of this technology that is incrementally deployable,
(mostly) backwards compatible and can be efficiently implemented
using conventional technology.

1. INTRODUCTION

Denial-of -service attacks consume the resources of a remote host or
network, thereby denying or degrading service to legitimate users.
Such attacks are among the hardest security problems to address
because they are simple to implement, difficult to prevent, and
very difficult to trace. In the last several years, Internet denial-
of -service attacks have increased in frequency, severity and sophis-
tication. Howard reports that between the years of 1989 and 1995,
the number of such attacks reported to the Computer Emergency
Response Team (CERT) increased by 50 percent per year [25].
More recently, a 1999 CSI/FBI survey reports that 32 percent of re-
spondents detected denial-of-service attacks directed against their
sites [16]. Even more worrying, recent reports indicate that at-
tackers have developed tools to coordinate distributed attacks from
many separate sites [14].

Unfortunately, mechanisms for dealing with denial-of -service have
not advanced at the same pace. Most work in this area has focused
on folerating attacks by mitigating their effects on the victim [38,
2,26,29, 9]. This approach can provide an effective stop-gap mea-
sure, but does not eliminate the problem nor does it discourage at-
tackers. The other option, and the focus of this paper, is to trace
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not made or distributed for profit or commercial advantage and that copies
bear this notice and the full citation on the first page. To copy otherwise, or
republish, to post on servers or to redistribute to lists, requires prior specific
permission and/or a fee.

SIGCOMM'00, Stockholm, Sweden.

Copyright 2000 ACM 1-58113-224-7/00/0008...$5.00.

attacks back towards their origin — ideally stopping an attacker at
the source.

A perfect solution to this problem is complicated by the potential
use of indirection to “launder” the true causal origin of an attack.
For example, an attack may consist of packets sent from many dif-
ferent slave machines, themselves under the control of a remote
master machine. Such indirection may be achieved either explicitly
(by compromising the individual slave hosts directly) or implicitly
(by sending false requests to the slaves on behalf of the victim —
a so-called reflector). More challenging still, the true origin and
identity of the attacker can be similarly concealed through chains
of false computer accounts, call forwarding, and so forth. Conse-
quently, we regard a complete solution — particularly one able to
address the forensic needs of law enforcement — as an open prob-
lem.

Instead, we address the more limited operational goal of simply
identifying the machines that directly generate attack traffic and
the network path this traffic subsequently follows. We call this the
traceback problem and it is motivated by the operational need to
control and contain attacks. In this setting, even incomplete or ap-
proximate information is valuable because the efficacy of measures
such as packet filtering improve as they are applied further from the
victim and closer to the source.

However, even for our restricted problem, determining the source
generating attack traffic is surprisingly difficult due to the stateless
nature of Internet routing. Attackers routinely disguise their loca-
tion using incorrect, or “spoofed”, IP source addresses. As these
packets traverse the Internet their true origin is lost and a victim is
left with little useful information. While there are several ad hoc
traceback techniques in use, they all have significant drawbacks
that limit their practical utility in the current Internet.

In this paper we present a new approach to the traceback problem
that addresses the needs of both victims and network operators.
Our solution is to probabilistically mark packets with partial path
information as they arrive at routers. This approach exploits the ob-
servation that attacks generally comprise large numbers of packets.
While each marked packet represents only a “sample” of the path
it has traversed, by combining a modest number of such packets a
victim can reconstruct the entire path. This allows victims to locate
the approximate source of attack traffic without requiring the assis-
tance of outside network operators. Moreover, this determination
can be made even after an attack has completed. Both facets of our
solution represent substantial improvements over existing capabili-
ties for dealing with flooding-style denial-of-service attacks.
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A key practical deployment issue with any modification of Inter-
net routers is to ensure that the mechanisms are efficiently im-
plementable, may be incrementally deployed, and are backwards
compatible with the existing infrastructure. We describe a trace-
back algorithm that adds little or no overhead to the router's critical
forwarding path and may be incrementally deployed to allow trace-
back within the subset of routers supporting our scheme. Further,
we demonstrate that we can encode the necessary path information
in a way that peacefully co-exists with existing routers, host sys-
tems and more than 99% of today's traffic.

The rest of this paper is organized as follows: In Section 2, we
describe related work conceming IP spoofing and solutions to the
traceback problem. Section 3 outlines our basic approach and sec-
tion 4 characterizes several abstract algorithms for implementing
it. In Section 5 we detail a concrete encoding strategy for our al-
gorithm that can be implemented within the current Internet envi-
ronment. We also present experimental results demonstrating the
effectiveness of our solution. In section 6 we discuss the main lim-
itations and weaknesses of our proposal and potential extensions
to address some of them. Finally, we summarize our findings in
Section 7.

2. RELATED WORK

Ithas been long understood that the IP protocol permits anonymous
attacks. In his 1985 paper on TCP/IP weaknesses, Morris writes:

“The weakness in this scheme [the Internet Protocol]
is that the source host itself fills in the IP source host
id, and there is no provision in ... TCP/IP to discover
the true origin of a packet.” [31]

In addition to denial-of-service attacks, IP spoofing can be used
in conjunction with other vulnerabilities to implement anonymous
one-way TCP channels and covert port scanning [31, 3, 24, 44].

There have been several efforts to reduce the anonymity afforded
by IP spoofing. Table 1 provides a subjective characterization of
each of these approaches in terms of management cost, additional
network load, overhead on the router, the ability to trace multi-
ple simultaneous attacks, the ability trace attacks after they have
completed, and whether they are preventative or reactive. We also
characterize our proposed traceback scheme according to the same
criteria. In the remainder of this section we describe each previous
approach in more detail.

2.1 Ingress filtering

One way to address the problem of anonymous attacks is to elim-
inate the ability to forge source addresses. One such approach,
frequently called ingress filtering, is to configure routers to block
packets that arrive with illegitimate source addresses [20]. This re-
quires a router with sufficient power to examine the source address
of every packet and sufficient knowledge to distinguish between le-
gitimate and illegitimate addresses. Consequently, ingress filtering
is most feasible in customer networks or at the border of Internet
Service Providers (ISP) where address ownership is relatively un-
ambiguous and traffic load is low. As traffic is aggregated from
multiple ISPs into transit networks, there is no longer enough in-
formation to unambiguously determine if a packet arriving on a par-
ticular interface has a “legal” source address. Moreover, on many
deployed router architectures the overhead of ingress filter becomes
prohibitive on high-speed links.

The principal problem with ingress filtering is that its effective-
ness depends on widespread, if not universal, deployment. Un-
fortunately, a significant fraction of ISPs, perhaps the majority, do
not implement this service — either because they are uninformed
or have been discouraged by the administrative burder!, potential
router overhead and complications with existing services that de-
pend on source address spoofing (e.g. some versions of Mobile
1P [33] and some hybrid satellite communications architectures). A
secondary problem is that even if ingress filtering were universally
deployed at the customer-to-ISP level, attackers could still forge
addresses from the hundreds or thousands of hosts within a valid
customer network [14].

It is clear that wider use of ingress filtering would dramatically im-
prove the Internet's robustness to denial-of-service attacks. At the
same time it is prudent to assume that such a system will never be
fullproof — and therefore traceback technologies will continue to be
important.

2.2 Link testing

Most existing traceback techniques start from the router closest to
the victim and interactively test its upstream links until they deter-
mine which one is used to carry the attacker's traffic. Ideally, this
procedure is repeated recursively on the upstream router until the
source is reached. This technique assumes that an attack remains
active until the completion of a trace and is therefore inappropriate
for attacks that are detected after the fact, attacks that occur inter-
mittently, or attacks that modulate their behavior in response to a
traceback (it is prudent to assume the attacker is fully informed).
Below we describe two varieties of link testing schemes, input de-
bugging and controlled flooding.

2.2.1 Input debugging

Many routers include a feature called input debugging, that al-
lows an operator to filter particular packets on some egress port
and determine which ingress port they arrived on. This capabil-
ity is used to implement a trace as follows: First, the victim must
recognize that it is being attacked and develop an atrack signature
that describes a common feature contained in all the attack pack-
ets. The victim communicates this signature to a network operator,
frequently via telephone, who then installs a corresponding input
debugging filter on the victim's upstream egress port. This filter
reveals the associated input port, and hence which upstream router
originated the traffic. The process is then repeated recursively on
the upstream router, until the originating site is reached or the trace
leaves the ISP's border (and hence its administrative control over
the routers). In the later case, the upstream ISP must be contacted
and the procedure repeats itself. While such tracing is frequently
performed manually, several ISPs have developed tools to automat-
ically trace attacks across their own networks [41].

The most obvious problem with the input debugging approach,
even with automated tools, is its considerable management over-
head. Communicating and coordinating with network operators at
multiple ISPs requires the time, attention and commitment of both
the victim and the remote personnel — many of whom have no di-
rect economic incentive to provide aid. If the appropriate network

'Some modern routers ease the administrative burden of ingress
filtering by providing functionality to automatically check source
addresses against the destination-based routing tables (e.g. ip
verify unicast reverse-path on Cisco's IOS). This ap-
proach is only valid if the route to and from the customer is sym-
metric — generally at the border of single-homed stub networks.
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Management | Network | Router | Distributed | Post-mortem | Preventative/
overhead overhead | overhead | capability capability reactive

Ingress filtering Moderate Low Moderate N/A N/A Preventative

Link testing

Input debugging High Low High Good Poor Reactive
Controlled flooding Low High Low Poor Poor Reactive
Logging High Low High Excellent Excellent Reactive
ICMP Traceback Low Low Low Good Excellent Reactive
Marking Low Low Low Good Excellent Reactive

Table 1: Qualitative comparison of existing schemes for combating anonymous attacks and the probabilistic marking approach we

propose.

operators are not available, if they are unwilling to assist, or if they
do not have the appropriate technical skills and capabilities, then a
traceback may be slow or impossible to complete [21].

2.2.2 Controlled flooding

Burch and Cheswick have developed a link testing traceback tech-
nique that does not require any support from network operators [6].
We call this technique controlled flooding because it tests links by
flooding them with large bursts of traffic and observing how this
perturbs traffic from the attacker. Using a pre-generated “map”
of Internet topology, the victim coerces selected hosts along the
upstream route into iteratively flooding each incoming link on the
router closest to the victim. Since router buffers are shared, packets
traveling across the loaded link —including any sent by the attacker
— have an increased probability of being dropped. By observing
changes in the rate of packets received from the attacker, the victim
can therefore infer which link they arrived from. As with other link
testing schemes, the basic procedure is then applied recursively on
the next upstream router until the source is reached.

While the scheme is both ingenious and pragmatic, it has several
drawbacks and limitations. Most problematic among these is that
controlled flooding is itself a denial-of-service attack — exploiting
vulnerabilities in unsuspecting hosts to achieve its ends. This draw-
back alone makes it unsuitable for routine use. Also, controlled
flooding requires the victim to have a good topological map of large
sections of the Internet in addition to an associated list of “willing”
flooding hosts. As Burch and Cheswick note, controlled flooding
is also poorly suited for tracing distributed denial-of-service attacks
because the link-testing mechanism is inherently noisy and it can
be difficult to discern the set of paths being exploited when mul-
tiple upstream links are contributing to the attack. Finally, like all
link-testing schemes, controlled flooding is only effective at tracing
an on-going attack and cannot be used “post-mortem”.

2.3 Logging

An approach suggested in [37] and [41] is to log packets at key
routers and then use data mining techniques to determine the path
that the packets traversed. This scheme has the useful property that
it can trace an attack long after the attack has completed. However,
it also has obvious drawbacks, including potentially enormous re-
source requirements (possibly addressed by sampling) and a large
scale inter-provider database integration problem. We are unaware
of any commercial organizations using a fully operational trace-
back approach based on logging.

*Historically, the T3-NFSNET did log network-to-network traffic
statistics and these were used on at least one occasion to trace IP
spoofing attacks to an upstream provider [43].

2.4 ICMP Traceback

Since the first writing of this paper, a new traceback proposal bas
emerged based on the use of explicit router-generated ICMP trace-
back messages [4]. The principle idea in this scheme is for every
router to sample, with low probability (e.g., 1/20,000), one of the
packets it is forwarding and copy the contents into a special ICMP
traceback message including information about the adjacent routers
along the path to the destination. During a flooding-style attack,
the victim host can then use these messages to reconstruct a path
back to the attacker. This scheme has many benefits compared to
previous work and is in many ways similar to the packet marking
approach we have taken. However, there are several disadvantages
in the current design that complicate its use. Among these: ICMP
traffic is increasingly differentiated and may be filtered or rate lim-
ited differently from normal traffic, the ICMP Traceback message
relies on an input debugging capability (i.e. the ability to asso-
ciate a packet with the input port and/or MAC address on which
it arrived) that is not available in some router architectures, if only
some of the routers participate it seems difficult to positively “con-
nect” traceback messages from participating routers separated by a
non-participating router, and finally, it requires a key distribution
infrastructure to deal with the problem of attackers sending false
ICMP Traceback messages. That said, we believe that the scheme
is promising and that hybrid approaches combining it with some of
the algorithms we propose are likely to be quite effective.

3. OVERVIEW

Burch and Cheswick mention the possibility of tracing flooding at-
tacks by “marking” packets, either probabilistically or deterministi-
cally, with the addresses of the routers they traverse [6]. The victim
uses the information in the marked packets to trace an attack back
to its source. This approach has not been previously explored in any
depth, but has many potential advantages. It does not require inter-
active cooperation with ISPs and therefore avoids the high manage-
ment overhead of input debugging. Unlike controlled flooding, it
does not require significant additional network traffic and can po-
tentially be used to track multiple attacks. Moreover, like logging,
packet marking can be used to trace attacks “post-mortem” — long
after the attack has stopped. Finally, we have found that marking
algorithms can be implemented without incurring any significant
overhead on network routers. The remainder of this paper focuses
on fully exploring and characterizing this approach.

3.1 Definitions

Figure 1 depicts the network as seen from a victim V. For the
purposes of this paper, V' may be a single host under attack, or a
network border device such as a firewall or intrusion detection sys-
tem that represents many such hosts. Every potential attack origin
Aj; is a leaf in a tree rooted at V' and every router R; is an internal
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Figure I: Network as seen from the victim of an attack, V.
Ronters are represented by R;, and potential attackers by
The dotted line represenis a particndar atteck path between an
attacker and the vietim.

sode along a path between some A; and V. The attack poth from
A; 15 the wnique ordered list of ronters between 4; aad V7. For in-
stance, if an aitack oripinates from Az then to reach V7 1t must first
traverse the path Re, s, By, and By — as shown by the dotted bine
in Figuee

The exact fraceback problem s 10 determine the amack path and
the sssociated attack origin for each attacker. However, solving
this problem is complbicated by several practiend homations, The
exact attack oripin may never be revealed (even MAC source ad-
dresses miav be spoofed) and a wily attacker may send false signals
to “hvent” additional routess i the waceback path. We address
32 izsues m section B, but for now we restrict our discussion to
solving 3 more Hmited problem. We detine the approcimaie trace-
hack problem as finding a candidate attack path for each attacker
that coatains the true attack path 35 3 sulfin. We call this the valid
suffix of the candidate path. For example, {Ry. Ry, Ha. B2, R} is
3 valid approximate soluiion to Figure 1 because it contains the true
attack path as a spffix. We say @ soluten to thas problem is rebust
if an attackey cannot prevent the victun from discovenng candidate
paths contaning the vabid suffix.

All marking alporithms have two components: a marking proce-
dwre executed by routers in the network and a path reconsiruc-
tion procedure wnplemented by the vietiny, A router “marks” one
or more packets by svpmenting them with additional information
shout the path they ave waveling, The vicnm stempts fo reconzuct
the atteck path using only the information in these marked packess.
The convergence Sme of an algonthu i the mumber of packets that
the victim must obgerve 1o reconztruet the attack path.

32 Basic assumptions

The design space of possible marking algorithms s lavge, and to
place cur work in context we idennfy the assumptions that motivate
and eonstrain our design:

» 3n attacker may generate any packet.
» multple attackers may conspire,

» aitackers may be aware they ave being traced,

» packets may be lost or reordersd,

o atackers send numerous packets,

& the route between attacker and vietns s fanly stable,
& routers are both CPU and memory hmied, and

& routers are not widely compronnsed.

The firet four assumptions yepresent conservative assessments of
the abilittes of the modern attackers and hmitattonz of the network.
Designing a traceback svarem for the Internet envircaneat is ex-
wremmely challenging becanse there is very linde that can be uusted.
In particlar, the attacker's ability to create arbitvary packets sig-
uificantly constrains potental soluitons. When s router recetves a
packet, it has no way to tell whether that packet has been marked
by an upstream rowter ov f the attacker stmply has forged thus in-
formation. In fiet. the only imvariant thst we can depend ou s that
a packet from the attacker must raverse all of the routers between
it and the victim,

The remmatump assumptions reflecs the basis for our destgn and de-
serve addittonal disenssion. Fivst, dental-of-service sttacks arve only
effective so long as they ocoupy the resousces of the vicum. Con-
seguently, most atacks are comprised of thousands or millions of
packets. Our approach rchies on thiz property because we matk
each packet with only a small piece of path state and the victim
must obgerve many suel packets to reconstruct the complete path
back the the attacker. If mauny attacks emerge that requive cnly a
single packet to disable 3 host {e.g. ping-of-death [11]}, then this
asswmption may rot held (alihough we note that even these attacks
require mnkiiple packets to keep 2 machine down}.

Second, meastwremen evidence suggests that while Internet rostes
do change. it 15 extremely rare for packets fo follow many different
paths over the short time-seales of a traceback operation {seconds
in o systera) {32} This asswmption greatly simphifies the role of
the viciim, since it can therefore limit its consideration o a single
primary path for sach attacker. If the Internet evolves to allow sig-
mficant degrees of multi-path routing then this assuusption may not

hold.

Thard, while there have been considerable improvements in router
impdementation technology. link speeds have also increased dra-
matically. Conzeguently. we assert that any viable implementation
ot have low per-packet overhead and must not require per-flow
state, Sigunificantly sunpler schemes thas ours can be mplemented
if we assume that routers are not resource constrained.

Finally, since a compromised router can effectivaly eliminate aay
wiormanea provided by upstream routers, it 1 effectively indiz-
tingwishable from an sitacker. In such circwmsiances. the security
viclation a1 the rovter must be addressed first, before any further
fraceback iz attempted. In normisl crrewmstances, we behieve ths
z an secepisble design poim. However, if non-maheious, but in-
formation hiding, routing infrastrucnures become popular, such as
described in {32, 33], then this tssue may need 1o be revisited.,

4

4. BASIC MARKING ALGORITHMS

In this section we describe a series of marking algorithms — starting
from the most simple and adwaneing in complexity. Each algortthm
attemipts to solve the approxtmate waceback problem m a manner
consisent with ow assmmptions,
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Marking procedure at router R:
for each packet w, append R to w

Path reconstruction procedure at victim v:
for any packet w from attacker
extract path (R;.. R;) from the suffix of w

Figure 2: Node append algorithm.

4.1 Node append

The simplest marking algorithm — conceptually similar to the IP
Record Route option [34] —is to append each node's address to the
end of the packet as it travels through the network from attacker to
victim (see Figure 2). Consequently, every packet received by the
victim arrives with a complete ordered list of the routers it traversed
— a built-in attack path.

The node append algorithm is both robust and extremely quick to
converge (a single packet), however it has several serious limita-
tions. Principal among these is the infeasibly high router overhead
incurred by appending data to packets in flight. Moreover, since
the length of the path is not known a priori, it is impossible to
ensure that there is sufficient unused space in the packet for the
complete list. This can lead to unnecessary fragmentation and bad
interactions with services such as MTU discovery [30]. This prob-
lem cannot be solved by reserving “enough” space, as the attacker
can completely fill any such space with false, or misleading, path
information.

4.2 Node sampling

To reduce both the router overhead and the per-packet space re-
quirement, we can sample the path one node at a time instead of
recording the entire path. A single static “node” field is reserved
in the packet header — large enough to hold a single router address
(i.e. 32 bits for IPv4). Upon receiving a packet, each router chooses
to write its address in the node field with some probability p. Af-
ter enough packets have been sent, the victim will have received at
least one sample for every router in the attack path. As stated in
section 3, we assume that the attacker sends enough packets and
the route is stable enough that this sampling can converge.

Although it might seem impossible to reconstruct an ordered path
given only an unordered collection of node samples, it turns out that
with a sufficient number of trials, the order can be deduced from the
relative number of samples per node. Since routers are arranged se-
rially, the probability that a packet will be marked by a router and
then left unmolested by all downstream routers is a strictly decreas-
ing function of the distance to the victim. If we constrain p to be
identical at each router, then the probability of receiving a marked
packet from a router d hops away is p(1 — p)?~*. Since this func-
tion is monotonic in the distance from the victim, ranking each
router by the number of samples it contributes will tend to produce
the accurate attack path. The full algorithm is shown in Figure 3.

Putting aside for the moment the difficulty in changing the IP header
to add a 32-bit node field, this algorithm is efficient to implement
because it only requires the addition of a write and checksum up-
date to the forwarding path. Current high-speed routers already
must perform these operations efficiently to update the time-to-live
field on each hop. Moreover, if p > 0.5 then this algorithm is ro-
bust against a single attacker because there is no way for an attacker
to insert a “false” router into the path's valid suffix by contributing

Marking procedure at router R:
for each packet w
let  be a random number from [0..1)
if z < p then,
write R into w.node

Path reconstruction procedure at victim v:
let NodeTbl be a table of tuples (node,count)
for each packet w from attacker
z = lookup w.node in NodeT'bl
if z != NIL then
increment z.count
else
insert tuple (w.node,1) in NodeT'bl
sort NodeT'bl by count
extract path (R;..R;) from ordered node fields in NodeT'bl

Figure 3: Node sampling algorithm.

more samples than a downstream router, nor to reorder valid routers
in the path by contributing more samples than the difference be-
tween any two downstream routers.

However, there are also two serious limitations. First, inferring the
total router order from the distribution of samples is a slow process.
Routers far away from the victim contribute relatively few samples
(especially since p must be large) and random variability can eas-
ily lead to misordering unless a very large number of samples are
observed. For instance, if d = 15 and p = 0.51, the receiver must
receive more than 42,000 packets on average before it receives a
single sample from the furthest router. To guarantee that the order
is correct with 95% certainty requires more than seven times that
number.

Second, if there are multiple attackers then multiple routers may
exist at the same distance — and hence be sampled with the sample
probability. Therefore, this technique is not robust against multiple
attackers.

4.3 Edge sampling

A straightforward solution to these problems is to explicitly encode
edges in the attack path rather than simply individual nodes. To do
this, we would need to reserve two static address-sized fields, start
and end, in each packet to represent the routers at each end of a
link, as well as an additional small field to represent the distance of
an edge sample from the victim.

When a router decides to mark a packet, it writes its own address
into the start field and writes a zero into the distance field. Oth-
erwise, if the distance field is already zero this indicates that the
packet was marked by the previous router. In this case, the router
writes its own address into the end field — thereby representing the
edge between itself and the previous router. Finally, if the router
doesn't mark the packet then it always increments the distance
field. This somewhat baroque signaling mechanism allows edge
sampling to be incrementally deployed — edges are constructed only
between participating routers.

The mandatory increment is critical to minimize spoofing by an
attacker. When the packet arrives at the victim its distance field
represents the number of hops traversed since the edge it contains
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Marling procedure at router K:
for each p:yck.at aw
et & be a random munber from (3.1}
if @« prthen
write Il into w .start and 8 into w .distance
else
if 40 distance = O then
write F into W end
micrement w.distance

Piath reconstruction prooedure of victim v:
let ¥ be & tree with root o
et edges tn (¢ be tuples {start end distance}

for each packet w from myacker
if w.distance = ( then
msert edge {w starte ) tato 67

else

$a start, end stanee } o (7
Ay with 2 distance fromc o win &

extract path {F;..F;} by ennmerating acyehio paths 1n 7

>3

Figuve 4: Edge snmpling algorithm.

was sampled? Any packets written by the attacker will necessanly
have & distance gre:»m:r or equal to o the length of the true attack path.
Therefore, 3 single awacker is paable to forge any edge between
themselves and the victim {for a distributed attack. of cowrse, this
applies only to the closest attacker} and the victim does not have
to weorry abowt “chaff” while reconstrucnng the valid suffix of the
attack path. Consequemly, since we no longer use the sampling
vastk spproach to distingeish “falzs” samples, we are fres to use
arbirary values for the marking probability p.

The victivs uzes the edges sampled in these packets 1 creste a graph

{much as in Figure 1} leading back fo the sowce, or seaeces, of
sttack. The full algorsthm is described in Figure 4. Because the

probability of recetving a sample 15 peowmeniesily smnller the fur-
ther awsy # s froan the vicnm, the time for this slgovithm o con-
verge 15 dominated | by the the time to receive a sample from the
furthest rower, i gxpectanon, for 8 router  hops away.

I=1

e
However, there 15 3 small probabality that we will receive a sample

from the furthest router, but not from some nearer router. We can
bound this effect 1o 3 factor of {n{d) by the following argument:
We comservanvely assunwe that samples from 8l of the  rowers
sppest with the same likelibood 3z the furthest router. Since these
prebabilities are digjomt, the probability that & given packet will
defiver a samiple from some rowter s at least dp(l — pi*™Y. Fi-
per the well-known coupon cellecror problem, the number
s regurred o slect cae of sach of o e{im—grabaﬂc tems
Fddy + Q1)) [19%]. Therefore, the mumber of packets, X,
required for the victim o reconstruct a path of length  has the
following tounded sapeciation:

E{X) <

For example, if p = 7. and the attack path has s

length of 18,

Tt is fmportant that distance feld is updated using 2 satwating ad-
dition. I the distance field wers sllowed to wrap, then the sttacker
could spoof edzes close to the victiw by sending packets with a
distance value close o the maxinmn.

then a victim can typically reconsunet this path after raﬁem‘ng s
packets from the attacker. While this chedce of p = 5 &3 optumal,

the convergencs thne s not overly sensitive 1o thus param::er forthe
path lm_{-_{shs thiat oceny i vthe Inrernet. Solong asp < &, the resulis
are generally within 3 souall constant of optiawal, o the rest of das
paper we wiﬂ nse p since icw p'zmg smoeed this enezb { 42,

This sasne lgortthan can officiently discern muliiple attacks be-
cause attackers from different somees produce digjotnt edges o the
tree structive vsed duving veconstruction. The number of packets
needed to reconsteuct sach path is independent, 20 the nwmber of
packets needed to reconsuuct all paths 15 a hnexr funenon of the

minnber of antackess. Finally, edge sampling 15 also robust. That
1s i 1s impossible for any sdge closer than the closest atiacker
be spoofed, dus to the robuzt distance determination. Conversely,
i & distribuied attack thus also means that it 1z impossible to fust
the contents of any edpe firther away than the clozest aacker. As
wigh the ICMP Traceback approach [4], an addincas! mechanizm

Ut‘pﬂl:ﬁlﬂ& 2 shared secret is regrred 1o completely addsess the
problem of attackers spoofing edges.

Of cowwse, a significant practical lmitation of ths \.pp\mad‘ is that
it requires adduional space in the IV packet header and thevefore ts
not backwards compatibde. In the next section we disenss a mad-
ified version of edee-zampling that ad-:‘ma es this problem, albeit
at some oost in performance and a reduction in robustness dieing
larpe distribaed attacks,

5. ENCODING ISSUES
The edge sampling alporithm requires 72 bits of space 1n every IP
packet {two 3Z-bat IP addresses and § bue for distance 1o repre-
sent the theovetical miaxinwam numbsey of hops sowed wsing IF)
It woanld be possible 1o direcily encode these values 1o an MPLS
iabel stack {36]. to enable traceback within 2 stngle homogeneous
ISP nevwork. Howeves, our focus 1z on 2 heterogencous environ-
ment based pusely on IP datagrams. Que obvious approach is to
stose the edge sample data in an IF option, but thiz 15 & poor cheotee
for many of the same reasons that the node .1;3;9&11::! algorithm is
infeazible — appending additional data o packet in ﬁxghi 18 £
pensive ¢ and there may not be suificient space to append tus data.
Yo could aiso send thts data put-of-band — in a zeparste packet —
b this wonld add hoth router and nervork overhead plus the com-
plexity of a new and ncompatible protoenk.

g

21

Aﬂ»

Instead, we have developed a modified verston of edge sampling
that dramaic 45_1_, v reduces the space reguirernent i refwrn fov a mod-
£51 HXYEase In converpence thse and a reduction in robustness o
mudtiple mrack“ 15, Pollowing an analysiz of our algorbm we ex-
plore the practical implementation issues and diseuss oue concrete
encoding of tis scheme bazed on overloading the 16-bit IP idensi-
Feation field wsed for fragmentation. Any soloncn invelving such

overloading necessarily requires compronnses and we sress that
our snlution reflects only one destgn point among many potential
nplementation wadeoffs for this olass of algorith and dres nat
necessartly refect an optimal balance anwong them.

5.1 Compressed edge fragment sampling

= use twee rechnigues o reduce per-packet storage requirements
while preserving robusty First, we encode sach edge in half
the space by represenuing it az the exclusive-or {XOR} of the twa
IP addresses waking up the edge, as depicted 1n Figure §. When
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Figure §: Edge data can be communicated in half the space by
sending the XOR of the two nodes {i.e. ronter IP addresses}
making np an edge, rather than sending each node separately.
Over time the victim receives the messages d, 05 o, 2 & ¢, and
@%b By XORing these messages together the original path can
be reconstructed.

aqh{AﬁcErew)

Send & fragmerms ime network

Figare 6: Each router caleulates a uniform hash of its IP ad-
dress pnee, at startup, using a well-known fanction. This hash
is interieaved with the orviginal IP address (the original address
on odd bits, the hash on even bits}., The resuliing guantitv is
then broken inte k fragments, which the router selects among
randomly when marking a packet. Although it is not shown,
each of these fragments is further labeled with its offset. The
next downstream router uses this offset to select the appropri-
ate fragment to XOR — thereby encoding part of an edge.

some rower dectdes 1o mark a packet #t writes its addeess, a, nue
the packet. The following router, &, notices thay the distance field
iz 4} and {aszunning it does not mark the packet irself) veads « from
the packet, XORs s value with e own address and writes the
resulting value, b, into the packet. We call the resulting value the
edge-id for the edge hz:.m.t:"n o and b, The edge-ids 1 the packets
received by the victim abwavs contain the XOR of two adjacent
vouters, except for samples from routers poe hop avay fom the
victim, winch anive nnmedified. Since & % a S h = o, marked
packets from the final rovter can be used to decode the previous
edge id, and so on. hep-hy-hop unnl we reach the frst rowser.

Our zecond modificanien further reduces owr per-packet space re-
gurements by subdividing each edge-d into some number. &, of
smaller nou-cverlapping fragments. When a router decides to mark
a packet, it zelects one of these fragments af random and stoves o
in the packet. We vse a fow addinonal bitz Jogk) 1o stove the off-
set of thiz fragment within the ortpinal address — ths 1s necessary &
ensure that both feapments ma}mlg up an edge-id are taken foorm the
same offzet. I enov ‘h packets are sent by the artacker, the victim
will eventusltly vecetve all fragments from all edpe-ids.

-
7

Figure
tim combines k fragments to produce a bit string. By de-
interlenving this string, the address portion and the hash por-
tion nre extracted, We vecalenlate the hash over this address
portion using the same hash fonction wsed by the router. I
the resuiting hash is the same as the hash portion extracted,
then the address is 'mcepfed as valid. This procedare protects
against accidentally combining frag of different edges.

: When reconstructing a candidate edge, the wie-

Finally, valike full IV addresses, edge-id fragments are not wnique
and mndtiple fragments from different edpe-1ds may have the same
valve. If there ave multiple attackers, & victim may recetve multiple
edge fragments with the same offset and distance. To reduce the
probabitity that we aceidentally reconstract & “false” edge-1d by
combining fragmenis from different paths, we add 3 simple error
detaction code to o slgorithm. We increase the size of cach router
address, and hence each edge-id, by bit-interleaving its IP address
with 2 vandom hash of neelf {deprcted i Figure £). As deseribed
cartier, thiz valus is spht into fragrnents, esch fragment 1s selected
randomly and stored with an offset, and denvnstreans rourers use
XOR #0 combine fragments at the same oifset to make up edge-id
fragmenis. The victim consiucts candidate edge-ids by combining
all combinations of fragiments st each distance with disjoing offset
values. As shown in Figure 7, a candidste edge-id is only accepted
if the hash portion mintches the data portion for sach of its two
aodes. As we increase the size of the hash, the {vroba'rii}i(\' of &
collisien is reduced. We provide 3 descrbe the full procedure in
Figure 8.

The expected nunher of packers for this algonting to cowverpe 18
simitlar to the edpe sampling approach, except now we need k frag-
ments for each edge-id, rather than just one, 3 fotsl of bd fragments.
If wee npain assume conservatively that each of thesa fragments 3
delivered equn-probably with probabifity p{1 —p¥ —"  the expected
aumber of packets required for path reconstruetion iz bownded by:

For example, if there sve 8 fragments per edge-id. sn attacker 15 10
hops avay, and p = =, then a victtm can reconstruet the full p‘{th
after recerving mvhtiv fess than 1,300 packets cn average. Using
techmgues similar to those uzed to show sharp concentration rezults
for the coupen collecters problems. we can further show that the
approximate the number of packets requived to enmwe that a path
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Marling procedure at router K:
let R " = Bitlntereave{ K. Hashi R)
Ter k be the number of non-overlapping fragments in B
IGI SAC ,l g':ckct ki
et 2 be a random muvber from {8..1)
:f 'E’ < prthen
et 0 be 3 random integer from 3.k — 1]
iet f be the fragment of B at offset o
wrnte f o frag
write § toto w disiance
serrte o st offset
else
if w distance = § then
iet f be the frapment of R at offset w offset
write £ 5w fiag e wdray
increment w distanoe

Fiath reconstruction proosdure o victim v
{zr FragTdl be a wble of muples {frag offset distance}
et & be a tree with root ¢
2t edges i ( be mples {start end distance}
et maed =0
fet L st
for each ;ﬂ kai w from stiacker
FragThl Insent{ie fragan offset o distance}
if w distanee > mard then
maxd 1= w distance
for d 1= 0 o mazd
for all cedered combinations of fv
construct adge 3
if Y # O then
last
i Ha&h{E\‘eQBﬂ =3 = OddBitslz) then
insert adge {& .E&‘::}.Bﬂ;{; Yy o &
Ingt .= EvenBit
2o} weith o 5 distnnce Fomz tovim G
R ;}by enumerating acyelic paths in ¢

[o—

ragments at distance

remove any sdge (@
extraet path {

Figure B: {Compressed edge fragment sampling algorithm.

packets.
cestainty shonld require no move than 2150 packets. Many Jental-
of-service attacks send this many packets tn 3 faw seconds.

To enmpktfiv reconstiuet the previous path with 95%

Finally, we explore the robmstness of this algorithm with respect 1o
muttiple atiackers. For a random hash of lenpth /., the probabality of
accepting an arbitvasily consuwncted candidate edge-id is = Inthe
event that there are m attackers, then &t any partienlar distance d, in
the worst case there may beup to e distinetrourers? Consequently
the probabiliry that anv edge-id at distance J is accepted mearrectly
iz 3t mostt

*In practice, the number of distinct routers is Iikely to be smaller
for the portion of the path closest to the receiver, since masy at
tackers will sl share significant portions of their attack path wi
one another,

P header

[ﬁg\i offset

Hme o five| proton | k\f.}eaderchecksum

soume F Ad&aﬂ

destination P ad:'ﬂfew

distance adgs fragment

g 2 &

~
o
s
o

Figure %: Encoding edge fragments inte the IP identification
field.

zinoe there awe

posstble combinanions of fragments in the worst
4 this means that 100 disanct routers
at the same distance {1e. disjoint attack pathe) will be resolved
with o ervors with a probability of better than 97%. For h = 32

d & = 8, (the values we uwse for cur huplementation) the same
c@rmmt}' can oy be prowded for 10 distines routers at the same
distance. Our uze of the XOF funcnion further eomplicases recon-
suucion since all combinations of XOR values must be uied as
attack paths diverge. This is somewhat nutipated a3 the probabil-
#y of propagating an error from 3 ungle edge alf the way to the
attacker i3 s azu‘eme}v small becanse the x;mi{mg adpe-id, when
XORed with the previons edge-id. mwst again prodizee a corrent

cage. For i = Mand bk =

The most sigaificant drawhack to this schame 12 the arpe number of
combdnations that must be considered as the awltiple sttack paths
diverge. While these contbmations can be computed off-hine, for
{arpe values of & and m even ilds can become miractable. Forex-
ample. even with & = § and m = 10, i the separate attack paths
diverge such that there are 18 completely independent edges per
attacker, ﬂl‘..: i} veguive roughly a billion combinations o be von-
sidered. Consequently, there it 3 desiga tension i the size of & —
per-packet space overhead is reduced by a farger &, while compu-
tational overhead snd robustness benefitx from 2 smialler &,

52 1P header encoding

To allew for practical deployment requires that we “overdead” ex-
1sting header fields n 2 manwer that will have mintmal mpact cn
existing users. [ids iz a difficult task, especially given that even
after prodigious effort we require 16 bits of space. Nonetheless, we
believe it possible to obtain this space by overloading the 16-bat IP
idensificstion field. This feld is cumrenily nszed ro differensiate IF
fragments that belong to different packets. We describe our pro-
posed encoding belew, and then discuss the ssuves of backwards-
compatibility that it raizes. Howsver, we note that because the is-
sug of backwards-companhie encoding s largely sepacate from our
fraceback algorithms, we could adopt sny reasonsble sncoding that
eomeg to light,

Figure ¥ depicts onr chotoe for pamumxmc the wentification feld:
3 offset bits to represent § possible fragments, 5 bits to represent
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the digtance, and & bits for the edoe fragment. We use a 32-bu
hash. which doubles the size of each router address to &4 bus. Thus
imphes that § sepaeare fragments are needad to represent each edgs
— each frapmem indicated by 3 vnigue offsef value., Finally, 3 bits
iz sufficient fo represent 31 hops, which 1s more than almost all
Internet gaths {7, 42, 17}3

The cbservant reader will note that this layeut is chosen to allow
the lighest performance software splementation of owr slgovithm,
which already had a low per-packet router overhead. In the com-
mon case, the enly modification to the packet e to incvement its
distance fiekd. Because of 1ts alignment within the packer, this in-
erement precisely offvets the requived decrement of the time-to-live
field tmplemented by each router {1} Uonsequentdy, the header
checksum does nat need 1o be altered ar ol and the header manipn-
lation overhead could be even lower thas in vurrent software-based
POLErE
TTL field, and & comparizon to check if sither has ovarflowed. In
the worst cage, our algorithm st read the IP identification field,
lookup an edge fragment and XOR it, and fold the write-back into
the existing checksum update provedure {a few ALU operations).
Of comrse, for modern ASIC-based routers these optimizations are
URNECOsSALY.

gnply an addition o the distance feld. 5 decrement 1o the

As wa reuse of the IP identficsunn feld, we must address tssues of
backwards-compatbility for IP fragment traffic. Ulimately. there
iz no perfect sohution to this problem and we are forced to make
compromises that disadvantage fragmented wafhic. Fortunately, re-
cent measurements supgest thay less than §25% of packets are
fragmented {40, 18], Moreover, it has long been understond thar
netwotk-taver fragmentation 15 deivimental o end-to-ead perfor-
mamee {271 so modern network stacks implement antomatic MTU
dizcovery to prevent fragmentation regardless of the underlying
media [30]. Consequently, we believe that owr encoding will inter-
operate seamtlesshy with existing protocad implementations in the
vast majority of ras

However, there 15 a small but seal fractica of legitinnte naffic tha
iz fragmented, and we wish to enswre that it is not affected by
our modifications o the extent that tis s possibde. Normally if 2
packet iz fragmented, 1is identification field is copied v each frap-
ment so the recetver can fauhiully reaszemble the frapments into
the original packst. Che mavking provedure can viedate this prop-
erty 1 one of two ways: by writing different values inte the den-
tification fields of fragments from the same datagram or by writing
the same values into the idennfication fields of fragments from Jf-
ferent datsgrams. These swo problems present different challenges
aud have differsnt sohdions,

First, a datagram may be fragmented upstream from x marking
vouter. If the fragment is subseguently marked and fonure fragments
from the same dotagram are not marked conststenly then reassem-
Bly may fail or dats way be corrupted. While the stmplest solu-
tion to this problem is 1o simply not mark frapments, an adversary
would guickiv learn o evade tracehack by exploiting this hmita-
ton. In fact, some current denial-of-service sttacks alveady uze IP
fragments to exploit errors in host IP rerszembly funencns {12}, In-
stead, we propose an alteruative marking mechanism for fragments.
We use a separvare marking probability, g, for fragments. When we

Ttis alzo reasonable to tuen off marking on any ronters that cannot
be diregily vonnected o an attacking host {e.g. core routers). This
both reduces the convergence time. and increases the “reach” of the
distance freld,

4500 4
4600 |
35004

o gackis

Mumber of

nne G5 prveeriivz

g ; . ; . - ;
& 5 g 5 E E3 39
Path length

Figure 1} Experimental results for mumber of pachets nesded
to reconsiruct paths of varying lengths, The marking probabil-
ity, p. is set {o 7r . Each path length result vepresents the results
of 1,000 independeni simulation runs.

decide to mark a fragment, we prepend a new ICMP “echo reply™
header. along with the full edpe data — truncating the il of the
packet. This ICMP packet is conzidered "marked” and itz distance
field s se 10 zevo, thereby guaraniseing that the dstance feld re-
fects the nunber of edges traversed on the way to the victim, The
packet iz conzequentdy “lost” from the standpoint of the recetver,
bt the edge information 15 delivered in & way that does not impact
lepacy hosts. Because we can nse the full edoe sampling alporithan,
¢ can be more than an order of mapnitude smaller than p and yet
achieve the same convergence tume. 1his solution mcreases the loss
rate of fragmented fows somewhat {more substantially for longer
paths) but preserves the inteprity of the data in these flows.

A more msidious problem 1s preseated by fragmentation that oe-
oy downsiream from x mathing router. U 5 marked packet i3
fragmenred, but one of the frapments 15 lost, then the remaining
fragments may hnger in the victim’s reassembly buffer for an ex-
tended period [3]. Future packets matked by the same router can
have the same IP identificanion valve and consequently miav be -
correctly reassembled with the previous fraginents. One possibility
15 to leave this problem to be dealt with by higher layer checksums.,
However, not all ngher laver protoonls employ checksums, and in
any case it is dangerons fo rely on such checksums becanse they
are fypically designed caly for low vesidual error rates. Another
solutica 13 1o set the Don't Fragment fiag on every marked packet.
Alonyp rare paths that requure fragmentation, this solution will de-
srade communication between hosts mot nsing MTU path discor-
ery, and miay Blter marked packets if 3 reduced MTU edge is close
0 the victim, but 1t will never lead to data corruption.

53 Experience

We have unplemented the marking and reconstruction portions of
our siponithm and have tested 1t using a simulator that creates ran-
dom paths and oniginates attacks. In Figure 1Y we graph the mean,
medisn and $5h percensile for the number of packets required
reconstruct paths of varving lengths over 1 800 random test runs for
cach bength value, We assume a marking probability of 2 . Note
that while the comvergence time is theoretivally exponsatal in the
path length, all theee bines appear linear due to the finste path length
andl appropriste choice of marking probability.

We see that most paths can be resobvad with between one and two
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thousand packets, and even the longest paths can be resolved with
a very high likelihood within four thousand packets. To put these
numbers in context, most flooding-style denial of service attacks
send many hundreds or thousands of packets each second. The
analytic bounds we described earlier are conservative, but in our
experience they are no more than 30% higher than our experimental
results.

6. LIMITATIONS AND FUTURE WORK

There are still a number of limitations and loose ends in our ap-
proach. We discuss the most important of these here:

e backwards compatibility,

distributed attacks,

e path validation, and

approaches for determining the attack origin.

6.1 Backwards compatibility

The IP header encoding as we have described it has several practi-
cal limitations. It negatively impacts users that require fragmented
IP datagrams and is currently incompatible with parts of IPsec [28]
(the Authentication Header provides cryptographic protection for
the identification field and therefore the field cannot be safely mod-
ified by routers). These problems are hardly unique to traceback
and are inherent limitations that come about from attempting to co-
exist with or co-opt protocol features that did not anticipate a new
use. One way to address this issue, originally proposed by John
Hawkinson, is to selectively enable traceback support in response
to operational needs. A “request for traceback” from a particular
network could be encoded as a BGP attribute in the network's route
advertisement. Routers receiving such an advertisement would en-
able traceback support on packets destined for that network. Since
a network requesting such support is presumably already suffering
under an attack, any minor service degradation for fragmented or
authenticated flows would be acceptable.

Finally, our scheme does not address implementation in IPv6, the
proposed successor to IPv4, which does not have an identification
field [18]. While we do not attempt to propose a complete encoding
here, we believe that the same techniques we have proposed could
also be employed within IPv6, perhaps by overloading the 24-bit
flow label field (without any further modifications this would re-
sult in roughly a factor of three increase in the number of packets
required to reconstruct a path).

6.2 Distributed attacks

For large distributed attacks, the practical implementation we have
described has serious limitations due to the difficulty in correctly
grouping fragments together. Consequently, the probability of mis-
attributing an edge, as well as the amount of state needed to eval-
uate this decision, increases very quickly with the fan-out of an
attack. There is significant future work in designing alternative en-
coding methods that scale their robustness as they receive more
data.

6.3 Path validation

Some number of the packets sent by the attacker are unmarked
by intervening routers. The victim cannot differentiate between
these packets and genuine marked packets. Therefore an attacker

could insert “fake” edges by carefully manipulating the identifica-
tion fields in the packets it sends. While the distance field prevents
an attacker from spoofing edges between it and the victim — what
we call the valid suffix — nothing prevents the attacker from spoof-
ing extra edges past the end of the true attack path.

There are several ways to identify the valid suffix within a path gen-
erated by the reconstruction procedure. With minimal knowledge
of Internet topology one can differentiate between routers that be-
long to transit networks (e.g. ISPs) and those which belong to stub
networks (e.g. enterprise networks). Generally speaking, a valid
path will never enter a stub network and then continue into a tran-
sit network. Moreover, simple testing tools such as traceroute
should enable a victim to determine if two networks do, in fact,
connect. More advanced network maps [8, 23] can resolve this is-
sue in an increasing number of cases.

A more general mechanism is to provide each router with a “se-
cret” that is sent along with each marked packet (perhaps in the
single unallocated bit in the IP flags field). When the victim wants
to validate a router in the path, it contacts the associated network
(possibly out of band, via telephone or e-mail) and obtains the se-
cret used by the router at the time of the attack. To guard against
replay, the secret can be time-varying and hashed with the packet
contents. Since the attacker will not know the router's secret, they
will not be able to include the proper bit in their forged edge-id
fragments. By eliminating edge-ids for which the secret in their
constituent fragments can not be validated, we can prune a candi-
date attack path to only include the valid suffix.

6.4 Attack origin detection

While our IP-level traceback algorithm could be an important part
of the solution for stopping denial-of-service attacks, it is by no
means a complete solution. Our algorithm attempts to determine
the approximate origin of attack traffic — in particular, the earliest
traceback-capable router involved in forwarding attack traffic from
the source that directly generated it. As mentioned earlier, there
are a number of reasons why this may differ from the true source
of the attack: attackers can hide their true identities by “launder-
ing” attacks through third parties, either indirectly (e.g. smurf at-
tacks [13] or DNS reflectors [15]) or directly via compromised
“stepping stone” machines or IP-in-IP tunnels. While there is on-
going work on following attackers through intermediate hosts [45,
39], there are still significant challenges in developing a generally
applicable and universally deployable solution to this problem. One
interesting possibility enabled by the packet marking approach is to
extend traceback across “laundering points”. For example, identi-
fying marks could be copied from a DNS request packet into the
associated DNS reply, thereby allowing the victim to trace the full
causal path.

Even in absence of such “laundering”, our approach does not re-
veal the actual host originating the attack. Moreover, since hosts
can forge both their IP source address and MAC address the origin
of a packet may never be explicitly visible. On shared media such
as FDDI rings, this problem can only be solved by explicit testing.
However, on point-to-point media, the input port a packet arrives on
is frequently enough to determine its true origin. On other media,
there may be a MAC address, cell number, channel, or other hint
that would help to locate the attack origin. In principle, our algo-
rithm could be modified to report this information by occasionally
marking packets with a special edge-id representing a link between
the router and the input port on which the packet arrived (or other
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“hint” information). We have not explored the design of such a
feature in any depth.

Finally, traceback is only effective at finding the source of artack
traffic, not necessarily the attacker themselves. Stopping an attack
may be sufficient to eliminate an immediate problem, but long term
disincentives may require a legal remedy and therefore the forensic
means to determine an attacker's identity. Even with perfect trace-
back support, unambiguously identifying a sufficiently skilled and
paranoid attacker is likely to require cooperation from law enforce-
ment and telecommunications organizations.

7. CONCLUSION

In this paper we have argued that denial-of-service attacks moti-
vate the development of improved traceback capabilities and we
have explored traceback algorithms based on packet marking in the
network. We have shown that this class of algorithm, best embod-
ied in edge sampling, can enable efficient and robust multi-party
traceback that can be incrementally deployed and efficiently im-
plemented. As well, we have developed variant algorithms that
sacrifice convergence time and robustness for reduced per-packet
space requirements. Finally, we have suggested one potential de-
ployment strategy using such an algorithm based on overloading
existing IP header fields and we have demonstrated that this imple-
mentation is capable of fully tracing an attack after having received
only a few thousand packets. We believe our solution represents
a valuable first step towards an automated network-wide traceback
facility. Several areas remain to be addressed in future work, such
as the combination of widely distributed attacks and points of indi-
rection such as reflectors.
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Dear Colleagues:

Onre of the perks of serving as & Sigeonun officer is to have the opportmity fo talk with many of vou, The
Stockholm conference was a superb get together for renewing old friendships, making sew ones, seetng an
inspiring cify, and renewing and refreshing myself techaically from the posters, talks, ttorials, arguments,
and overhieard conversations. The level of the interaction was oitrageous! {Please see
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e
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we will have opportuimities fo meet again i San Jose, Costa Rica, April 3-5, 2001 and at what 1s already
fooking it he the biggest SEGUOMM ever in San Disgo, August 27-31, 2001, In the next few sections of
this wote, T will npdate you on the wtate of the SIGCOMM membership, finances, and the SIGUONMM and
ACM digital Hibraries.

Membership:
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Finances:

This section 15 actually worth reading! Some of the stortes behind the numbers show that the ACM
orgaization has financially served SIGCOMM very well SIGCOMM continues a3 a robust and healthy
orgatization. As vou can see fron the "800 budget, last year we niade a concerted effort to spend down the
batance by $55.275. This would have spent one SIG account balance down fo 482,560, However, we spent
$35K lesx than budgeted to bring the past SIGCOMM Award wingers to Boston for the 10 vear celebration
of the SIGUONMM Award: Boston was an excellent location. In additions, the SIGCOMM conference,
rather than loosing %374.00 as 1t was budgeted, acorued 34K, 15K of this will be reflected in this year's
(*01} budget. The goin was due to both the generosity of the sponsors {which allowed us to substantiadly
add to the conference}, and the vigilance of the ACM staff Erica Johuson, owr program director in
particudar, kept very chose watch on the catering acurally deliverad in Boston, sud was alde to reduce the
conference expenses by $83K. Thank vou, Erical We are very interested i spending additional monies to
euhance the conference, but we db not want te waste any of the money we spend. The ACM statf does very
well making sure that we get our money's worth frem the vendors that we hire
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189 1893 1884 1895 1598 1897 1088 1903 2000
'ﬂm;\ccoum Balance | 215,374 | 282 545 | 301 073 | 338,724 | 372 080 | 373430 | 488 281 | 537 835 | 483,788

SIGCOMM has co-sponsored the Virtual Reality Modeling Language Symposaum { VRML) for the past
few years. The audience for this conference s no longer active, and SIGTOMM no lenger a sponsor. To
give credit fo ACM process mmprovements and to welcome Ann Marie Ferrars to the ACM staff as
coordinated venne negotiator, we provide some fustory. Previons vears of VEML lead the organizers to
believe that the attendance woid be over 330, Before Ann Marie’s arrival, the VEML conference
organizers contractad with @ Marriott hotel in Monterey, CA. Pat of the contract {all conferance comracts)
was & guarantee for the rental of rooms and mininymn catering pumbers, In Woveniber, the SIGCOMM
executive commitiee was told of potential low attendance; registration was less than 15% of the guaranfeed
aumber. We choose between canceling VRML and paving cancellation charges #hiat would have been
~BR0K for SIGCOMM's pertion, or continuiag with the conderence with a maxtumun risk of $120K. ACM
staff assisted in repegotiating the contracts, trinming the budget appropriate to the new conference size,
and supporting the conference in a pumber of other wavs, The great news is that the SIGCOMM loss for
this conference was limited to $3TK. Thands to ACM. {1t 15 worth noting that the profit for VREML over the
previous vears goes a long way to covering this final shortfall}.

ACM fiscal years end on June 30 of each year, and include the conferences of the previous sunmmer.
Stockholns numbers are not yet in for the owrent year, but the Vancouver and Boston conferences are
inchided in FY 99 and 2000 respectively. Tn the chiarts below, vou can see the acialz of the previous vears
with the adget of the cwirent year.

FYE 99 REY Rl 0| FYE O
Income: Actual Actial | Vasiance Budget Budget
SIG Dnes 44,518 460,248 {1.015} 31,286 41,150
HKon member sibs 10,815 3,831 {1,268} 11,100 13,380
Oy Subscription Income 16,522 21,4488 10,168 11,330 ERNY
Paper Kales 5,431 4 .837 191 4,348 4,345
Conferance revenus IIS08T | 35¢ AL 716 | 2841585 | 126,600
Inferest mcome 285,180 24 888 7 17,441 24 132
Hlathing Hst— expedited cradts 1,641 1,676 1,108 1106
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[ Total Income: | 420,264 | 461,529 | 80,811 ] 380,718 | 282482 |

FYE 99 00 00 00 | FYEO1
Expenses: Actual Actual | Variance | Budget | Budget
Staff Travel 1,719 7398 | (7.398) 0l 15000
Volunteer Travel 7,141 10,184 35,816 46,000 ’
Temporary Help/Communications 110 66 (66) 0 3,400
Mailing & Handling 1,907 636 (636) 0 1,715
Production 31,112 28.168 12,832 41,000 42,650
Distribution 23,185 | 21,725 | (1,701) | 20,024 | 10,109
Storage 1.590 1,546 | (1,546) 0 0
Other Pub Services 10,786 6,421 (5,571) 850 0
Grants, Projects, & Awards 37,090 19,424 (4,424) 15,000 28,000
Meetings & Spec Functions 0 23,322 | (23,322) 0 0
Large Conf Exp 209475 | 363,823 | (71,854) | 291,969 | 194,909
Allocations 43201 | 51241 | (7.455)| 43,786 | 34,362
Sigboard Allocation To Sigs 1,397 2,247 2,666 4,913 1,682
Service Chg To Conferences (7,118) | (32,017) 4,468 | (27,549) | (17,694)
*Total Expenses 362,540 | 505,597 | (69,604) | 435,993 | 311,633
Net Surplus/(Deficity===> 57.724 | (44,068) (55,275) | (29.351)

Digital libraries:

We have a long tradition of making SIGCOMM information widely accessible. We were one of the first
societies to put full newsletter and conference text on-line, and have been adamant about making sure that
this access is free to all. ACM SIGCOMM provides archival web storage, in most cases in searchable form
to the output of the SIG. We know that this adds to the utility of publishing in SIGCOMM CCR and
affiliated conferences. IEEE/ACM Transactions on Networking is openly accessible as well. You, as
members, are making it possible for your work to reach a much wider audience!

You can find this treasure trove of wisdom through a number of links, including:

Rttp/Awww acm.org/pubs/conteniy/proceedings/series/comm
httpwww acm org/sigeommvecrindex bimd

As a part of the ACM Digital Library project, in ‘00 and continuing in "01, SIGCOMM has funded the
scanning and posting of the back issues of SIGCOMM’s publications. All of the SIGCOMM sponsored
conference proceedings are already on line, and is ACM/IEEE Transactions on Networking. The issues of
our CCR newsletter that were not submitted digitally will be scanned and posted by the end of "01. Every
effort is being made to accelerate this task. The SIGCOMM section of the ACM Digital Library is located
at fttp Awww acm.org/dlorog bysig Het b SIGCOMM

Happy hunting!
Sincerely,

e 2

Gary S. Delp SIGCOMM Secretary — Treasurer

p.s. As a reminder, your elected officers serve (listed at the bottom of the first page) serve as volunteers.
We are professionals working in the communications field just as you are. We rely on the professional
support staff of the Association for Computing Machinery (ACM), directly upon our Program Director,
Erica Johnson, but also on all the rest, to provide long term stability, financial management, printing and
archival services, conference services, and many, many other things. I take this opportunity as a volunteer
to salute our headquarters staff for long term and forward looking service to the SIG!
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Conference Chairmen’s Message -

Welcome to Stockholm, Sweden and

fe¢ ) the ACM SIGCOMM 2000 Conference! We have an ontstanding
technical program and tutorials,

Tepresenting the best in the whole field of Computer Communication,

Stf)ckhf)hn, often called_“Beauty on Water” welcomes you with a teception in the City Hall where the Nobel
prize dinner s held. A sightseeing cruise to the City Hall will provide you with a taste of the Stockholm water
ways of taday. The conference dinmer in the Vasa museun, by the historic warship Vasa that sank within
Stockholm harbor in 1628, will give you glimgse of the water ways of the past. Stockholtm is today vibrant
with new small and large Internet-rolated companies and is known as The City of Wircless Internet.

’I:l:xe lion logo for this year's Conﬁ?rence is picked from a detail of the Vasa ship - an impressively decorated
cannon port. Such a port should mposs strength and scare the enemy. By that time, the lion was used in

Sweden and elsewhere to represent strength. We thank Michel & i
o ) - tlund from Hera for the logo design and for
associating SIGCOMM with strength, 8] ichel Ostlund from Hera for the log

This year’s Conference has a new event: a poster session on work-in-progtess that will take place duting an
extended break on Thursday. New for the participants this year is a temporary Radio LAN coverage of the
cqnferencc rooms, which will snable ubiguitous Interet access, The successful Qutrageous Opinions session
will appear again, this time guided by Gty Delp. He says: “Nothing is so permanent as a temporary addition.
The Qutrageous Opinions session is a true prognostigatory enrichment to the SIGCOMM Conference”.

A-great'deal of effort, by many individual vohumteess, has gone fnto the technical, tutorfal and social program
to ensure that this year’s conference consistently maintained the high SIGCOMM standard. We would like to
thank the many individuals that made it possible. First of all, the Technical program committee, led by
program chairs Christophe Diot and Jim Kurose, mastered a new record number of submitted paper with an
unmatched thorough review process, and a careful selection of the best papers in the field. Our Local
Arrangement chairs Bengt Ahlgren and Christian Tschudin prepared the conference venue with Internet
access and handled the forever changing conference web, Joe Touch did the publication announcernents and
Andreas Terzis maintained our ACM web site. A'special thanks goes to Stockholm Convention Burean for
their professional handling of the conference logistics. : : o :

A very special thanks goes to Chris Edmondson-Yuckanan. She is 2 true goldmine of past experiences of
arranging SIGCOMM conferences. Ous SIG Program director Erica Johnson made sure that alt decisions
were running smoothly through the ACM headquarters.

ACM SIGCOMM is encouraging student participation by providing 2 Student Travel Grant program and by a
reduced registration fee for students. For this year we have received generous support for this program by
Naokia Corporation and the US National Science Foundation. We are thankful to the selection committee and
its chair Brian Levine for the fund raising and the selection of students for the grants.

Finatly, we would like to express our appreciation for our main supporters, Ericsson, Sprint and Telia. Their
generous donations have been a significant help in organizing the Conference. Besides these main supporters
we bhave received techmical support for both wireless and fixed access to the Intermet from Lucent
Technologies, Telia, Netnsight and Mariatech.

We hope that yon will have a pleasant time in Stockholm!

Per Gunningberg and Steve Pink
General Chiairs
ACM SIGCOMM 2000 Conference

i
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A Message from the Program Committee Chairs

g

The process of putiing together the SIGUOMM techaival progeam s abways 3 difficult one. With a large

number of submisstons, and SIGCOMM' iradition: as  singlectrack conference, oaly 2 small Sractiog ¢

5 the

subrmitted papers cam be sceopied. This year we reveived 238 submissions {a mmrdﬁ_} and h.aw: 3 full progeam
of 26 bigh quality papers. We hope youTt fed the progevm to be full of exviting and innovative work,

Manustripts subrmitied o SEGOOMM00C underwent a sigorus review process, In the fiet phas? of tha
review provess, eack paper was teviewed by duee Program Uonwnities (P0) members ar‘x'i was disousced
eloowonteally. T the second phuse, T menbens and sutside referees provided an wdditionat 156 op ny
seviews of highly-rated pagpers of papess with reviewer dissgreements in the first round. In all, well over 30g

reviews were seveived; all pupess recsived at least three seviews and muny reeeived fove or

more, The

culmization of e review procsss was te PC Teeeting - a Hively, day-fong disoussion of the submiited pagers
and reviows. This was atiended by ncady the swire PC. Theoughout the review process and thf: BC mesting,
al revizws and discussion wees double-blind ~ the authons did aot know e identity of the refersay, and the

veforees dis ot bnow the Mentitios of the hithors,

The resale of his hurd work is a progrem that sddressey both fundumental soes in Yotemas nmmung {acy
analysis, conttol mechanisms, gerformnce analysiy and modeling, algonitiras), but that sl ineludes ot

toples auch &8 vmilficsst, wik performance, tracing and reasuroment, With 4 lage number of

submittes

HeRuSCript, many sitong sulbessions could not be acvepled. BEGUOMMS traditionad single-inack format is

afmed at froviding ample prosentition and disoussion time among all corferance mitendess of

many (hui

ceetainly not oy of the op networking rescarch papors from the year Tu urder o provide a vehicls for
showensing additionel soent Ok, we have ntroduced 3 worken progress postey saasion B yeur, tergeted

especislly at studants,

We gratefully ackmowiodge the bedp of the many people whose hard woek has resuited In this prograg. Our

Fiest thanks go to the subors, whe gave us the

privilege of considering their mamgseripty; without them and

their fenovative work, thete would be no cnsference, Bt many yoars, SIGCOMM has been knows fe the

gererslly high quativy, depth angd corefulniess of s reviews. This year b no
merbers volunteer huge amounis of e in providing revid
comferences require mere Band work or dedication by PC members. The entire
them 3 great debt of Hhanks. Bxperts fronw outside the PO ko voturgeered Hase in
scknowledged on pege ¥, Finally, we thank the Uhase stosduat crew {fim Pachy
Rubemstats, snd Ionathan Shapio} who helped with the shettonic submission, p
Yarge nusmter of submisgons,

We hope vou will oy the propnun as tuch 25 we snjoved ot {ometiaes fulf

. Hme) job as PC
s am oxvellent prograsy, and we cud imagine it belng presented in

Christophie Bint ang Jim Kuroce
Prograta Conumitiee Chais
AUM SIGUDMM 2000 Conference

fv

2

T
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odification of Inter-
o mechanisms 7 efficiently im-
fly deployed: and are backwards
s We describe & trace:
o the routers critical

ractical deployment icsue with any 0
i NSUE

net routers 1 to ensu® &
p]cmemable, may be 1t§cr'bme‘x:§
compatible with the exxﬁlt}nf i m

chun that adds Bit 2 oF ‘ v
fou aig_omhx and may be incrementaily deployed fo allow trace:
D ing our scheme. Further,

pack witin the o ary path information

< emonstrate bat : he HECES ‘ :
fzxcadfv]‘av thalu peacefunv co-exists withh existing routers, host sys
§ 3 ¥

tems and more than 9% of toduy's teaffic.

rganized a5 follows: In Secgion 2, we
ming P spoofing and solutions to the
waceback problerm. Section 3 outlines our Pasic apprpacl; and :ecc
gon 4 charscterizes ceveral abstract algctzt‘hms for 1mpf cmen 1;110
it. In Section 5 we detadl 2 conerete ei.lcodmg strategy o;f our al-
corithm that can be implemcmed within the cusrent Internet envi-
. Wa also present experimental results demonstrating .the

discuss the main lim-

e fution. I section b we
ctiveness of OUF O utfon. Insectt ! !
o of our proposal and potenitial extensions

ftations and wesknesses ; ension
to address some of them. Finally, we summarize our findings in

Section 7.

2. RELATED
Tt has been Jong unds rstood

attacks. In his 1985 paper ot

Akey p

The rest of this PARET is 0
descride related work conee

WORK
that the IP protocol
1 TCPIP weaknesses,

permits aponymous
Mortris writes:

heme fthe Internet Protocol]
if fills in the IF source host
TCPAP to discover

«The weakiess in this 5¢
s that the source host itse
id, and there is 10 provision it ..
the trve otigin of 3 packet.” [31]

1P spoofing can be used

i additios denial-of-service attacks,
ment AnONYMOUS

in conjunction with other vulnerabilities to imple:
ong-way TCP channels 4nd covert port scanning [31,3, 24, 44}.

There have been several efforts fo reduce the anonymity afforded
by IP spoofing. Table 1 provides 2 subjective characterization of
cach of these approaches in teTms of management cost, additional
aetwork load, overhead on the router, the ability to trace multi-
ple simultanecus attacks, the ability trace attacks after they have
completed, and whether they are preventative oF reactive, We also
characterize our proposed traceback scheme according to the same
criteria. In the yemainder of this section we describe each previous

approach in more detail.

2.1 Ingress filtering
Qne way to fafidress the problem of anonymots attacks is to efim-
inate the ability to forge source addresses. One such approach,
frequently calle'd ingress Fltering, is to configure ronters (o block
pagkets that attive with illegitimate source addesses [20]. This re~
quires # souter swith sufficient power to examine the source address
of every packfzt and sufficient knowledge to distinguish between le-
fgmmat‘te amd~ 1llegxtxmaze addresses. Consequently, ingress filtering
‘Ssﬁ?bé f;assbciii m(\;;stomer networks or at the border of Imcmeex
ervice Providers (ESP) where address ownership is relati

ambiguous and traffic foad is lo e A

0% d w. As traffic is aggregated fr
mmuitiple ISPs into transit netw i e

, orks, there is 30 long: i
formation 1o unambigu i onge enough in-

£ ously if i 5

ticular interface has%a “iegglgzt:x?r]:em :r;i‘]: pacif\et et o e
deployed router architectures the ovcrhcadesfs: e o ey
oroibitive on high-specd ks, of ingress filter becomes

N

The principal problem with ;

ness depends on widespre, g

fomfnateiy, a significant fracp: !

not implement this service C}l .

or have been discouraged 4 g: T becag,

;«Z?l:roovedlead and c"mPﬁ)t"ati:ni; in}
n source address spogg ith &

s . in ling o
i ot £ e
deployecf at th it Even fingy o limg : m%‘
deployed ¢ cisonesto15p s Bl o Yy

m the hundreds or they,, altacky °’€‘d w&\:’_’\d

‘ ) %
customer network {14], Uangs Os;ou\j . ’:7
Wiy, &

mg‘%

It is clear that wider use of §

) Mgre :
prove the Internets rohusmesi kfs d?t.em’g wayly 4
same time it is prudent to assime mn‘a[ﬂf‘
fuliproof - and therefore ttaceback lei! hillch

Systom g Al
important. ologies WET;"“‘M&"*
R

itgk,“?‘

2.2 Link testing

Most existing traceback techniqu

the victim and interactively tcs?itzsu?s;eaﬁ;m\ B g
mine which one is used to carry the aftscke I}"’k‘ i) n&;?
proscedure is tepeated recursively o thehu S Buffe, [ %
sousce s reached, This technique assume sp“";’;am Nty
active until the completion of a trace ang ist;) ¢ o anack%:‘r 3
for attacks that are defected afier the fat, mi;'s% {rapge x :
mittentiy, ot attacks that modulate their behayj fhat Sy
traceback (it is prudent to assume the attackgr(j): E;mfmm
Below we describe two varieties of link testing c;h b t
bugging and controlled flooding. T

%

2.2.1 Input debugging
Many routers include a feature called ingur debugsing g
fows an operator to fiter particelar packets on me‘ ‘;&:I«
and determine which ingress port they arrived o, Ths m{@
ity is used to implement a trace &8 follows: Firs, the vm-fm;
recognize that it is being attacked and develop an affeck s
that describes & connon feature contsined inalf the apt
ets, The viciim communicates this signature 13 8 eIk o
frequently via telephone, who then installs 8 comespoodig
debugging filter on the vigtiny's upsieam egress port Ths e
reveals the associated input pott, and hence which upvemas
originated the traffic. The prosess is the repeated reit S
the pstream router, until the originitieg e israched ™ §
teaves the ISP's boxder (and hence U5 administrativé wm”
the routers). [n the later case, the upsueat 5P m_usi?”“ﬁz:; :
and the proceduge TEPERis juself. While such L . s;~,»n§ 3
performed manually, several 15Fs have developes k05
icatly trace attacks across their own pefworks 2

.
The smost obvious problem with €€ input feb“fpim
even with automated tools, 5 its cozixstdexiblfdm. gt
head. Communicating and coordimiw_)g Wi e
multiple 1SPs requires the time, atientiod
the victim and the refnote pers{?'ﬁnel,; 1 the 200"
rect economic incentive 10 provide aid &7
I5ome modexn routers €ase ﬂme‘adﬂﬂmsg“:? y e
filtering by providing functionality ’g:d“
addresses against he destination” 3-th
verify unicast reverse P2
proach is only valid if 8¢ route “’f-’,’,g;e
metric - generally rd

at the border ¥7
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SN

{“"'wii&'{{éif'Tﬁ‘{gﬁ'b}x?ed T"Post-mortem | Preventative) |
LP".’E"‘ ad | capability | capability i reactive §
T.»M--b orate i NJA % NiA E Preventative |
H { :
& High \ Good |  Poor | Reactive 1:
Low |  Poor Poot i Reactive |
High i txcellent | Excellent Reactive 1
- Good Excellent ¥ Reactive |

[ Good | Excellent | Reactive %3

3.4 ICMP Traceback

! Since the first writing of this paper, a new traceback proposal bas
S ale 188 ke 10 complete 21} emerged based on the use of explicit router-generated ICMP trace-
u\: ¢ ow o jmpos back messages [41. The principle idea in this scheme is for every
couter to sample, with low probability (e.g., 1£20,000), one of the
packets itis forwarding and copy the contents into a special ICMP
traceback message including information about the adjacent routers
along the path 1o the destination. During a Dooding-style attack,
the victim host can then use these messages o reconstrict a path
back to the attacker, This scheme has many benefits compared to
previous work and is in many ways similar to the packet warking
approach we have taken. However, there are several disadvantages
i in ‘t}; current design that complicate its use. Among these: JCMP
s tofhe Vet SIRCE ) y traffic is increasingly differentiated and may be fltered or xate fim-
gaess (e loaded h?;}* i u;oéuz}mg;;ly Sizt bl); mggx;’f:r ited differently from notmal traffic, ihe XC;/IP Traceback message
m?wﬂ?@:gfi’f:fgé‘:gcgvegggm t‘})lzitt‘e;ckez the vicﬁn% relies on an input debugging capability (i.e. the ability to asso-’
wel;m i;‘f‘;r whlijch fink they arrived from. As Wi,t;l other link S:}ate.a packst ?mh the i.n put port andfor MAC asidxess on .WMCh
ahemes, the basie procedure is then applied recursively on i amvgd} that is ol ava}ﬂ.a ble 1n some router arch\tec!iu.res, 1fuon1y
e router until the source i reached. somi of the routers participate it seems d%tﬁcult to positively “con-
: nect” traceback messages from participating routers separated by &
non-participating router, and finally, it requires 2 key distribution
infrastructure to deal with the problem of attackers sending false

O ist, or if they
o  ynwilling @ assist,
fe, if the¥, are ifts and capabihues, then &

Contro{iedﬂ‘?o(ﬁziped 4 link testing yraceback tech-
Cheswie IB::Z any support from nEtwork operators 161
does 7 Et;",,(,gzgd flooding because it tests links by
‘M’-‘ﬂ,ge purats of taffie and observing how this

s I8 wflmm the attacker. Using 8 pre—generated “map”
i logy, the victim coerces selected hosts along the
it w,goimé {ematively flooding each incoming link on the
ot Since router buffers are shared, packets

e schemne 1S both ingenious and pragmatic, it has several

5 W

g, SVioug
5 Y

| My
|ty

i and lipdtations. Most problematic amiong these is that
s fooding s itself a denfal-of-service attack ~ exploiting
: E;ﬁ”ﬁ&muspwﬁng hosts to achieve its ends. This draw-
iy akes it gxxs}xitable for routine use. Also, controlled
prequires the vietim to have a good topological map of large

B mﬂsqflhﬂntc &t 1 ] .
lighoss, s B addition to an associated list of *willing”

R ch and Cheswi i i

ool ure eswick note, controlled floodin

- Moty suited for tracing distribu : , g
e nk or tracing distributed denial-of-service attacks

: B ~testi : «
; il 1 disge;nfhm%h@sm is inherently noisy and it can
; '%Wream links are .f Sdm I_)aths being exploited when mul-
@m&m}m ernes, covgzﬁﬁgmmg to the attack. Finally, like all
0 attack ang Casmo: bﬂOOdmg is only effective at tracing

0 e used “post-mortem”.
g Ig’:@%ging .
5 My, SUBgRSteq |
a;ﬁdck @en use at;?,é’g} and {41} is to log packets at key
| gy ¥ traverseq 0ing techniques to determine the path
- Mg attak | %g~ o 15 Scheme has the useful property that
fawbactr t?}e attack has completed. However,
g &espm?e“‘s (possi ;’;3;;‘1&11&; potentially enormous re-
L e g g Y SEIPIDE) and & large
Mroggy . OFganiy egration problem. We are unaware

ations usi t
o logging?. using a fully operational trace-

Qe

ey % the m"“‘u
g e, > NES .
E’lgahack:fe Vere “EJEE{!T did log network-to-network traffic
% a0 upsty On at least one occasion 1o race
eam provider (431, S

ICMP Traceback messages. That said, we believe that the scheme
is promising and that hybrid approaches combining it wpfi:h some of
the algorithms we propose are likely to be quite effective.

3. OVERVIEW N ' .
Burch and Cheswick mention the possibti}zy gf t;;acmgdﬁ;)odxpngiis
tacks by »marking” packets, sither probabilistically of eterministi-
cally, with the addresses of the ronters they (raverse [61. The w;:n;
uses the information in the marked packets totrace an 3‘“‘3‘3 ;‘ '
1o its source. This approach has not been previously explored 2 a 3:
depth, but has many potential advantages. It d?es not r:aqume in .e‘
activé cooperation with 18Ps and therefore avoids lhe{;lgi? mn)\;iir:;g -
ment overhead of input debuggiii\ig. ;l;h;l;!:‘i ;?cn:::}%c - canv{;o—

+ require significant @ o fie ¢ >
?:riia?;); ;cq;sw 10 track multiple attacks. Moreaveh Jike loggins

wpet-mortem” ~ 1008
packet marking can e used (o trace attacks “post 0

; 4. Fi  have found that m:}rkma
by e hasif:xoggéielrxied without jncurting Ay significant

Ovcrhead 0“‘ netwafk O 1erS. i pape f
it . & !emamdal Qf ‘h}b i1 OC\]S-CS
on fni‘lv 65;)1{)!1][g alld (;}iara(:!e]]]}]lg ﬂﬂs a!)i)}‘{ Iﬁch.

a victim 17, For the
¢ under attack, or 8
asion detectioR sys-
tential antack arigivn
. {g an intern
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A, :‘T Ar

etwork as seen from the victim of an sitack, V.
and potential attackers by A:.
icular affack path between an

Figuee 1 N
Routers are represented by R,
The dotted linc represents a part
attacker and the victim.

node along 3 path between some & and V. T he attack path frgm
4, is the anique ordered list of routers between A ar{d' V. Forin-
stance, if an atack originates from Az then to reach Vit must ﬁzst
waverse the path Fo, B3, Rz, and By ~as shown by the dotted line
in Fgure L

The exact fraceback problem is to determine the attack path and
the associated attack origin for each atiacker. However, solving
this problem is complicated by several practical limitations. The
exact attack origin may pever be revealed (even MAC source ad-
dresses may be spoofed) and a wily attacker may send false signals
to “invent” additional routers in the traceback path. We address
these issues in seciion & but for now we restrict our discussion to
solving a more mited problem. We define the approximate trace-
back problem as finding a candidate attack path for each attacker
that contains the true attack path as a suffix. We call this the valid
suffix of the candidate path. For example, (Bs, Rs, Ra, Bo, R1) is
a valid approsimate solution to Figure 1 because it contains the true
fmack patls as & suffix, We say a solution to this problem is robust
if an attacker cannot prevent the victim from discovering candidate
paths containing the valid suffix,

All marking slgorithms have two components: a marking proce-
c{ure executed by routers in the network and a path recenstrice-
fion procedure implemented by the victim, A router “marks”
or more packets by augmentin
about the paththey are travelin
the attack path using only the
The convergence time of an al
the victim must observe tore

one
g them with additional information
. The victim attempts 1o reconstruct
mﬁ?mmﬁon in these marked packets.
gorithm is the mumber of packets that
construct the attack path,

32 Basic assumptions

Tlhz: design Space of possible markina al
place our wgrkm comtext we identify 5}3
and constrain oug design: )

gorithms is large, and 1o
assumptions that motivate

. .
an attacker may ganerste any packet,

* multiple attackers tay congpire
3

& attﬂCk@lb may be Awite (he» are }’elﬁ tr ﬁCﬁd,
& ¥ g

e —

\\‘\\Q‘\\i\‘\\\

e packets may be fost op TeOrdereg
¢ attackers send nurmergyg Packet:
ets,
¢ the route between Atacker ang
i jg ¢,

® routers are both CPY gnq memory alrly Sty
iy )
* TOuters are not widely Omprorigey e ang
sed,

The first four assurptions e,
the abilities of the mo%exgsa:i;iﬁ?t e
Designing a traceback System fop th: hhm“a
wremely challenging becanse there is e
In particular, the attackers abitity 1o
nificantly constrains potentiaj solution s
gackex, it has no way to tel] whether as{a\x
¥ a0 upstreatn router or if g, o
formation. In fact, the only in:a;t;ik;;?‘éip}y bas f(ize:ﬁmﬂ“d
a packet from the attacker nyust traverg ¥ Cam dlopey, Mica
it and the victim. % all of the Touter; bel[s f

Ottles re. .
Packe pyg 1 ey,

The remaining assumptions eflec
serve additional discassion. Pirg,
effective so long as they occupy
sequently, most attacks are com;
packets. Our fipproach relies 2ty beo NS of
each packet with only a smalj piece of path sy CAUSE g Blagk
must observe many such packets to reconisinuet E‘gea?d the vigg
b‘ack the the attacker, If many attacks emerge that Lmn.ple‘e Path
single packet to disable 4 host (.. ping-of-deatp rfql\m Oy
assumption may not hold {akthough we note that eve{ t}},j’ Ny
require tultiple packets to keep a machine downy. fhe

t th; basis for qup goce

demai—of—service ana:gn e
th.c TESOULCRS of the vi-c i o
prised of thousangs or nm G
on this prope .

Second, measurement evidence suggests that while teney

do change, it is extremely rare for packets to follow maﬁ diftfc‘ -
pathis over the short time-scales of 4 fracehack operatioryn (seczz(l;
in our s?'stem) [32]. This assumption greatly simplifies the ok f
thg victim, since it can therefore Yimir its consideration toasinge
primary path for each attacker. If the Interner evolves to alloy b3

nificant degrees of multi-path routing then this assumplion may o
hold.

Third, while there have been considerable improvements io o
implementation fechnology, link speeds have also incressed &
matically. Conseguently, we assert that any viable implemenizin
must have low per-packet overhead and must not require perdod
state. Significantly simpler schemes than owrs can be iraplenntd
if we assume that routers are not resource constrained
Finally, since a compromised router can effectively eli}m]“*[;gfi
information provided by upstream routers, it i effective Yﬂém“
tinguishable from an attacker. In such circumstances, mes § '
violation at the souter must be addressed first befo_re baél;ievcmiﬁ
iwaceback is attempted. In normal circumstaace&j}"i;ou& ¥
is an acceptable design point. However, f DOV o gos
formation hiding, routing infrastructures become biofeﬁsi _
deseribed in [22, 351, then this issue may ped ©

' . X . i m’]mms i
I this section we describe a series of maﬂqn% ii%}k 56 “wﬁ‘
from the most simple and advancing mcom§ ero o 2%
attempts to solve the approximate traceback P

consistert with our assumptions.
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algorithm.

2 ; _ conceptually similar to the 1P
g‘;;]gﬂ s to append each node’s address o the
3%~ & through the network from atiacker to
t . quently, Bvery packet received by the
" rdered tistof the routers ittraversed

:;f(h & r';ompm" or

orithum

o 15 both cobust and extremely quick 1o
wever it has several serious Hoxta-
S he infeasibly high mouter overhead
i s data to packets in flight. Moreove, since
& e B ot knows 4 priorf, it is impossible to

e B cufficient anused space in the packet for the
#I anlead 1O nnecessary fragmentation and bad
§&3 “st‘;dm sprvices S has MTU discovery {30}, This prob-
*s’&‘“m& wolved by regerving senough” space, 35 the attacker
" such space with false, or misteading, path

these 18

P
B ot
"‘"’mag?? ath 18

i Node sampling A
o Soth the router overhead and the pe.r-pagket‘space e~
et 66 Rt sample the path one node at & tsmelmste.ad of
;m;&ng he entire path. A single static “ncsd'e-" jﬁxe&d is reserved
e packet fieader - atge enoagh 10 told a single router ac}dress
fo S1tiis for TP, Upon raceiving a packet, sachronter chooses
puie s address in the node ficld with some probability P- AF
wadugh packeta have peen sent, the victimwifl have recewet} fit
fat one sample. for every Touter it the attack path. AS s;tatea ng
i 3, we assume that the attacker sends enough packets an
e s stable enongh that 1his sampling €30 Converge:

Miough it might soem imipassible o recansruct A0 ¢
frepanly an wnordered coltection of yode sam
Wagificiont smber of trials, the order can'be
Raflve number of samples per sode, Since oUIesS aro 20R0EEC s
il e probabiliy that a packet Wil B8 marked BY 2 e
}?ﬂiie& unmolested by all dowrsireats routers is @ SI0C /¢

fig fincion of the distance to the victing.
skatcal ot each router, then the probability of 2 o e tis o0
Rt from 2 router d hops away wp =l T king o
fon s monotonic in. the distance f0™ ek
"ty the murnber of samples it contributes witl ten

e securae atack path, The full algorithm is shows

] N ing th
i:%“g aside for the moment the giffioulty 1 ci}w}%‘::tg; imp
0adda 12 b node field, this algoriB 9rﬁ°§xé checks!
e 3 only requires the eddition of 2 e

2 15 the forwarding path- Current BE —sp‘&a o tht
8 gefon these opetations SIS o s

8 on sach hop, Moreaver, i 2 7
% gainet & single attacker ecouse fhﬂ‘?{; cuffix
Beent g “false” router inwo E s VA5E

R

Marking procedype at

for : id" packet 1
S be 2 rang
o< gy fom

Foitter B

< pihe )
Wit R e u’-nﬂd&

Pﬁfﬁ! TREONS
Iriction
let Node Procedive gy yion
o CSC;TM be & table of mpimm x
: i?ﬁﬂket w from st Lk:f {oode couny)
: = Qﬂkup wreds §
TNy T
increment
cise 280Ut

insert tuple G iode, 1
S0t NodeTh by ount )

i NodeTif
&) k
xtract path (Ri.. B;) from ordered node fields in

NodeTH

Figure 3 Node sampling algorithm,

fnogs saxiiples than 4 §omstream eouter, nor to reorder validroutess
in the path by contributing more samples than the difference be-
tween any two downsiream routers.

However, there ata also two serfous limitatiens. First, inferring e
total router order from the distribution of samples isa show process.
Routess far away from the victim ronttibute xelatively few samples
{especially since p raust be large) and random variability can eas-
ily lead to raisordering unless a very large sumber of samples a8
obsetved. Forinstance, Wi = 15 and p = 05, the receivar must
seosive more than 42,000 packets on 2VerSEe Yefore it recoives @
single sample from e Puxthest router, To guatantee that the order
i correct with 05% cortuinty Tequires move an seven e et

numbet.

Secqud, if thete &€ ultiple attackers then m]\ﬁéipli ;‘(;ICG; ;ﬂ;\e
i i samplad Wi G

(<t at e same Qistance and hence } hthe s

Z?osbahiiity Thesefore, TS techmique fs a0t robust agatnst multiple

attackers.

. Iin , o apcide
43 Edege Samp»mi hese proplems 510 xplicty »“ﬂg‘fi
Aszmightforward u P i individial B9
i the 4HAC
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Marking procedure at router R:
far each packet & ‘
fet & be » tandom number from {&. 1

if ¢ < pthen
write & into w.sh

eise

if w distance = 0 then
write R into w.end
increment w.distance

art and O iato w.distance

Pl reconstruciion pracediire af victim B
fe3 7 b a tree with root @ -
Jet edges in € be tuples {start,end distance)
for cach packet u from attacker
if w.distance = 0 then
iosert edge (w.start,2,0) into &

else
insert edge {w start,w.end,w.distanee) into G

cemave any edge (2.y.d) with d # distance from zto ¢ in G
extrsct path (R R;) by enumerating acyclic paths in &

Figure & Edge sampling algorithm.

was sampled.’ Any packets written by the attacker will necessarily
have 3 distance greater or equal 10 the length of the wue attack path.
Therefore, 3 single attacker is unable to forge any edge between
shemsélves and the victim (for a distributed attack, of course, this
applies only fo the closest attacker) and the victim does not have
to worry about “chaff” while reconstructing the valid suffix of the
attack path. Consequently, since we no longer use the sampling
rank approach to distinguish “false” samples, we are free to use
arbitrary values for the marking probability p.

The victim uses the edges sampled in these packels to create a graph
{much as in Figure 1) leading back to the source, or sources, of
attack. The full algorithm is described in Figure 4. Because the
probability of receiving a sample is geometrically smaller the fur-
ther away it is from the victim, the time for this algorithm to con-
verge is dominated by the the time to receive a sample from the
furthest router, ;3;;1;)3»_7 in expectation, for a router d hops away.
However, there is a small probability that we will receive a sample
from the furthest router, but not from some nearer router. We can
bound this effect 1o a factor of In{d) by the following argument:
We conservatively assume that samples from all of the d routers
appear with the same likelihood as the furthest router. Since these
probabilities are disjoint, the probability that a given packet will
deliver 3 sample from some router is at least dp(1 — pf*~!. Fi-
natly, as per the well-known coupon collector problem, the number
;;f;‘!aai? ’;eqmred 1o select one of each of d cqui-probable items
rsquirzd gofmi(iggﬁgiié ;Tézzfsf‘e,t the m;mber of packets, X,
following boundled expectation ct a path of length d has the

. In{d)

for example, if p = L and the attack path has a length of 10,
It is important that distance field i i

it 1 eld is updated using a s i -
ditlon. If the distance field were allow%d o wrap,%,he;ag;? ;ﬁfcigr

cauld spoof edges ¢l ) e 3
distance valye cglose tgst;;?ntagceimwu?rlm by sending packets with a

o
then a vietim IS
an
Packets from the arlackd“y e
tjfe Convergence time i o~
Path lengths tht peey, s O OVer, ¥

108 packets us; >
Usin; a2
Ep = 7%
This same algog
% algorithm gy
cause atta can effigq
N Smctil;zrs fm‘m differen; “our &
U524 during reeg . o Podye,
needed to teconstimet each COILSFmQﬁOn Ce digi, s
] 8
pmt ¢ of Altackers, Finally, og Pathy
be; 18 impossible for any e d;ge- ;e Samplig
E spgof{_:d, die to the rohust d’_c 0sey
:;':ea distributed attack thi also ‘;Yance
contents of any edg Cans thy
) ge firther N
with th ©F awy i
incorpoialt(i:rMP Traceback APProach )’;han he Clasey; i
o g 2 shared secret s g, iens 3 aditigry e
problem of attackers spoofing edges d to °°mp]eté1ym
S, 4

Qf course, a significant peg
it requires additional spéc&
not backwards compatible,
ified: version of edge-sampl
at some cost in performanc,
large distributed attacks,

5. ENCODING ISSUES

The edge sampling algorithm regui o
packet (two 32-bit IP acidressesq::xrssS?ii:t;c?f;me
sent the theoretical maximum nusber of hops qﬁnff o
It would be possible to directly encode these Va;\xes“i; P
label stack [36], to enable traceback within a siogle ho?:umu
ISP network. However, out focus is.on a hﬂit‘mgeneou;oiﬁix
ment based purely on IP datagrams. One obvious approuct isy
store the edge sample data in an IP option, but tis isa poor chaie
for many of the same reasons that the node sppend algeditn s
infeasible - appending additional data to a packet in fighiser
pensive and there may not be sufficient space to append his iz
We could also send this data out-nf-band ~ in 2 sepane gk -
but this would add both router and network ovethead plistiea
plexity of a new and incompatible protocol.

cical limitatig

; D of th

it the o o PR
P P packer heagder ayg?}fch ke
> e TRt Sectiog g dis o

g that addresgeg this vy

¢ and 4 redustion in ;0§usm

nevey p

Instead, we have developed a modified verson of edgefos’:l;ﬂ?i‘“f
that dramatically reduces the space requirement 12 r‘enﬁrswl
est increase in convergence time and a 'reducuonalmoﬂm s
multiple attackers. Following an 81}31}!515 "fdwf & .
plore the practical implementation issues s;!; b :
encoding of this scheme based on ovei;f;a o ol M
fication field used fo{ ftagl'ﬁefﬁafmg;np m};nises and ¥ W::
overloadi_n & newly requgb f ) point amets mmd do®
our solution reflects only one 0% gl’a o of algorihm
implementation radeoffs for this ©

Ong ther.
necessarily reflecta

1 optimal balance e .

0
5.1 Compressed edge fr28 ”
We use three techniques 10 fed‘;:‘; P e ene
while preserving robustness. :h;z " el
the space by representing it z:sj " s depi
IP aderesses making up the €055
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path raconstruetion Cambi
ot Qmbine K

at victm — ANt rom network
s

s @ adh

. ﬂlaﬁ:’b
s

g‘lﬂlbﬁ ‘ ¢od

emmlc@d mk .b

e

s kxg

BitDeinterteave

T —

—

o ~

ﬂld " Reconstructad
: N Y path

do HasnLAddress?.} :
e dale O3 be communicated in balf the space by
; SOR of the two nedes {le. router IP addresses) Address
10 » than sending each node sepavate] §

gn ¢dg% rathe.n .t e sep ¥ Figure 7: When reconstructs i i
ol  vichimn veeeives the mes:iges ;i., ¢d _d’ bd e, and tim combines k fragments mmpgr:d\fza ?dlfitte;::lige’ ﬁ;;.m'
o Ring these messages together the original path can i:}terleax'ing this string, the address portion and t:eg ‘hashy d?
iracted. tion are extracted. We recaleulate the hash over this ad(?:;ss
portion using the same hach function used by the router, ¥
the resulting hash is the same as the hash portion extracted,
thel} the address is sccepted as valid. This procedure protects
against accidentally combining fragments of different edges.

Pinally, unlike full TP addresses, edge-id fragments ate not unigque

and multiple fragments from different edge-ids may have the same

vahue. If there are multiple attackers, & vietim may receive moltple

edpe fragments with the same offset and distance. To reduce the

probability that we accidentally reconsiruct 2 “false” edge-id by

Nhare6: Bach router calculates a uniform hash of its IP ad- combining fragments from different paths, we 3dd 2 simple etror
fmanee, ot startup, using a well-known function. This hash

detection code o our algorithm. Weincrease the size of each youter
iielenved with the original IP address (the original address address, and hence each edge-id, by bit-interleaving its IF address
wodd bts, the hash on even bits). 'The resulting guantity is with a random hash of itself (depicted in Figure 6). As described
tarheoken fnte k fragments, which the vouter selects among earlier, s value is splt into fragments, each fragment is selected
!ﬂiﬂet?ly when marking a packet. Although it is not shown, randomly and stored with an offset, and downstream routers use
athof these frapments is further labeled with its offset. The

KOR to combing fragments at the same offset to make ¥p edge:id
fragments. The victim constracts candidate edge-ids by gcmhmng
alt combinations of fragments at cach distance with dis

2 downstresm router uses this offset to select the appropri-

o
Uhagmeat to XOR - thereby encoding part of an edge. joint oftset

vales, As shown in Figure 7, a candidaie §dge~id is only :c‘ce‘pted
if the hash pordon matches the data porion tf;»r &Zgagiii: ;?r:
?im Touter decides to mark a packel it writes its address, & into nodes. As we increase the 51';_13 gg g;;;ii,me; tﬁ;\ pma&m :
is‘o?c:tm - The following router, b, notices that the distance feld  coflision is reduced. We provice
tie D:vkgfs;n(;mg it does not mark the packet itself) reads a fr?}iln Figure 8. )
: o o ddress and wifts ' this algorithm to coRveIEe
f:;umg value, asb, into th: glct;c\e?s\sg :;12; fhe resulting value the The expected numizer of1 'Pic::; ::Zh, e*; :egt e eed & -
8e-d for the edge between o and‘b The edge-ids in the packets similar to the edge saup lﬁfw B o, B b fmgrents
fecewed by the victim always coma‘in the XOR of two adjacent ments for Fach edged, ;::;:aﬁvely o of ﬁ}cs‘e fragme-ms; i
\?uz:m! “3cept for samples from routers one hop away from the If we again a§snr2§a Z{l)y w;m bty 2 g, ?ﬁgﬁc&;
%“! o e wmodiied. Snce b 009 % b marked delhered e.qm»grts required for path reconstuction 13 ¥0 i
22?3 f1om the final router can be nsed to decode the previous aumber of packe
t]

4 50 on, hop-by-hop untl we reach the first router.

Sy - In{kd)

E(X) < 'k': . )‘i*l
Oy ¢ o st e e -
Qi emenx:s modification further reduces our per-packst spa

Rl mnb‘{ subdividing each edge-id into s0ME nmber, k»

. seker 15 10
dge-id, ait Lz
ides to mark : are & fragments BT E he full path
S, § ‘iesapping fragments. Whena Sy dwd%ﬁ‘ t!oores it For examples i me_r'c ire g victim caf NCOI\S;:::'&M@. Using
i s mﬁ;‘ﬂ:\;‘xs oue of these fragmens o rﬁﬁmbsﬁresthe off- hops aWaYs :’: sh;“f; \ess than 1,300 packets 0 ration resols
N 3 it its. {(log k) 10 ° g after recety :
of g, & use o few additional bits { o a g
51Ta

S5 rp CO
1o shovw sharP
; o Ve ALY 3 ar those use

s : oinal SS,.;hJS}SIl 55Ty fai nes sl em, We & ® ‘nspa“‘

“Wige gy RESN i e b addile o-id are taked from B t:r; thg coupol collecio® ?mackets required 18 ensiire 10

S, fragments making up 2n edge-ie & the victi & the nursber of P
Wy Offset. ¥ enough packets are sent by the attacker, approXim?
Sentually yoceiv all edge-ids.

¥ receive all fragments from
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Marking pm@m @ n)x‘qar )
R~ Bittntereary{ R, Has (dépp;‘ng pagnenis g

fe1 & be the auber of nOR-OVE

each packet 3 '
fm)d X bta & randem pueber fromt
ifz < pihen
lfi?t o}[;e 2 randon IREEr from [Q..k -~ 1}
fot [ be the fragmient of R stoffsel 0
write § into v a8
write 0 fnto . distance

write ¢ {830 2.0 oet

0.1)

1324

if e distance = 0 thea

! ;;t £ b the frapment of R at oifset w.offsct
write f 8 w fag inio w.frag

jncrement w.distance

onstriction proceduse at vietim v
M;:: ;‘f:gi"b! bepa table of tuples (frag,offset,distance)
fot G e  rea with 1001 ¥
let adges in & be tuples (srm,end,dismnce)
1oy mazd =

Jot fagt =¥
for each packet w from aptacker
FragT ol Josesta. frag,w.offset,w.distance)
if wsdistance > mazd then
mazd = w.distance
for o 2= 0 to maxd
for all ordered combinations of fragments at distance 4
construct adge =
if d # Othen

r:=2 @ last
if Hash(EvenBits(z)) = QddBits(z) then
insert adge {2, EvenBits(s),d) into G

last = EvenBiis(z);
remove any edge (zy) with d # distance fromztovinG

extrect path (Rq..f2;) by enumerating acyclic paths in &
Figure 8: Compressed edge fragment sampling aigorithm.

can be reconstructed with probability 1 — £ is:
k- Infkdc)
p(1~pli-t
packets. To completely reconstruct the previous path with 95%

certainty should require no more than 2150 packets i
t packets. Many denial-
of-service sttacks send shis many packets in 3 few secondsi,

Finally, we explore the robustness of this algori i

nal ! gorithm with respect to
ﬂmcéin%ie ettackezjs. Fgr arandom hash of length &, the pmbabgiiy of
evenf tt:f ;f arbitrarily constructed candidate edge-id is = In the
ot a:er?ham m atFackers. then atany particular djstimce d,in
e wordasse ete may be up tom distinct routers” Consequently
the pr ty that any edge-id at distance d i incorre
e isaccepted incorrectly

1ok
1 (1..27)

~—
In pract -

o :ie pocrgb nthz t{ﬂélmber of distinet routers is likely to be smalk

tackers wil sii sha:: Sizagté:iﬁclomt 1o the receiver, since many a::r

one another, cat portions of their attack path with

302

distance

23 T — |

0

Figure 9: Encodin
field. & cdge frapments Infe the p i
lentig,

since there are m* possible combinas:
C;’isgl- Forh = 32and & =¢Z?}Z‘:’$::i0£§ragmen& ey
at the same di RN t 100 gio;
with nosaer:r(g)rim “f:':;fz gl:si)ag?om[ ;",nack Path;) W:'i;]st{iq o
and £ = 8, (the values we Helly of better thap 0%, rese
certainty can only be provi duse for qur ixnplrsumtah:m)or 5
distince, Our use GF ﬁf vided for _10 distifict rourepg e
ice. Qur e XOR function further ¢ 8 the
struction since all combinations of XOR valy Complicages
?nack paths dnferge. This is somewhat "‘iti°af:dm"§* be iy
ity of propagating an. error from 3 single ed;e allasl the proly;
attacker s is extremely small because the Iesuiﬁnd the Wy io
XORed with the previous edge-id, must again Pr;;sf:';d, W
[£5]

hash,

The nvxost.sigzﬁﬁcant drawhack to this scheme is the large nunbir:
combinations that must be considered as the multiple attack ey

diverge. While these combinations.can be computed 'oﬂf»linf i

farge values of k and m even this can become intractable Rn' e;

ample, even with & = 8 and m = 10, if the separate attack ks
diverge such that there are 10 completely independent edges p
attacker, this will require roughly a biltion combinations tobe o
sidered, Consequently, there is a design tension in the size of £ -
per-packet space overhead is reduced by a larger &, whils compt
tational overhead and robustness benofits from a smiler k.

52 IP header encoding .
To allow for practical deployment requires that ¥ prercd o
o . st riimal 0P

isting header fields in a mannet that will have TR et
existing users. This is a diffioult task, especially \‘3"{'2’] o
after prodigious effort we require 16 bits of spﬂce&én o
believe it possible to obtain this space ty overload -
identification field. This field 18 cucrently U8 fescﬁl” our B
o different packets. Of"“‘kﬁ
& e

fragments. that belong :
and then discuss B¢ 5 g 087
that ot

posed encoding belaw,
compatibility that it rajses, However we “O‘iiy separe By
sue of hackwards-compatible encoding e oo
traceback algorithms, we ¢d adoptany ©

i -ﬁej'"t

et
oo he 108 o
Figure 9 depicts our choic? for Qﬂ“‘;m;;in . shis? @
3 offset bits to represent 8 possible A7

comes to fight.
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§~_\: &

e edge fragment. We use 8 326y
oS e of cach router address 10 64 bits. This
e S\Emmts are needed 10 represent each edge
_ “:5 o 2 UGS offset value. Finally, § bigs
»,ﬁ“«;ﬂ 31’ hiaps, which is wore than almost )t
;cp((b

il X W

el

il e this layout is chosen to allow
‘Mq e salovar plementation of owr slgoritheg,
‘f‘a o per-packet rovter overhead. Tn the com-
i ofifeation to the packet Is 10 increment ity
ase of s aligomment within the packet; this in.
s the required decrement of the time-to-live
gy cach router {1}, Conscquently, the heager
i need to be altered at alf and e header manip
i beeven Jower shan i cusrent saftware-based
1o an addidon tothe distanes feld, a decrament 1 the
wuipesison o check I elther as averdiowsd, Tn
i agorithin must sead the W idemificaton field,
fpmnnt And XOR i, and fold the write-back it
g s updete procedure (3 few ALY Operations)
iurmodern ASIC-based rowters these optismizatio

NS axe

el the IP identification field, we must addresg 'sssue,éoi
mpaiidliity for 1 {ragment traffic, Uk

irmately, there

et soletion 0 s problem and we are forced 10 make
ses thor dsedvaniage ragnented wikhic. Borumatety, te-
wements AgEest that tess dun DX of vackels ate

8 140, 10). Moreover, W hes long boen understood tha
fragreantation Is detrimental to end-to-ond pexfor-
suioders netwark stacks implement avidmatic MTU
fo prevent fragmentation tegardiess of We underlying
). Conseguently, We believe that our encoding will inter-
. \‘x;\;\i\\ ;i\h Sxisiing protocol implementations in the

Here s small but ven) fraction of Tegitimate taffic tat
famand, ad we Wish 1 susare B

s at it s not affected by
: PREtons 1o the extont Gt this s prssitla. Mormally it
SR

need, s Wentiication Hald is copied o each frag-
N e oan fdihully reasserable the fragments o
X o vacker, Qur miarking
o o vays:

. O

provedure can violate this prop-
¥ writing ditferenr values into the iden-
SRent: from the same datagrarm or by witting
VIR e idewdfication felds of Fragments from dif-
Y R E}}TE These o prokfem

; "R solisiong,

s present different ehallenges

¥ datyeran

i

ay be fragmented upstream from & macking
SRRentls subsequentty marked and fuwe fragments
SRgTam ate not markes copsistently then reassem:
b vay e cotrupted. While the simplest solu-
i\m‘:\.‘i-\q\-\ it Simply not mark fragments, an adversary

> 16 to evade traceback by exploiting this Himita-

e musent dental-of-service attacks slready use
R errors in host IP reasserbly funcaions 112} -
* 2w aliemative marking mechanism for fragments.
- * markiag probanility, ¢, for fragments. Wheo &

ii?f.‘?_,s"“able 16 tarn off mgkisg on any routers hat casnct
Ry o ,_e;:m\.scm*. © an anacking host {¢.g. core SOW
Yoty

ress). This
n;\e‘xd ® Convergence fime, and increases the "t

ach™ ol e

TR
Figure 10: Expen
» SXDerimental resyiyy gy
e e
e Po1S Set o o, Bach path Yength rosul marking probabiy.
oF 1000 independen

™
mulation rpgs, oS e ety

. TCMP “echio segly”
L ¢ ‘neating the 1) 3
fReld is set to F‘W"ket e T nd - &Z;:;
Ron 7E10, hetehy guaranteeing that e distee feld re-
ooty 2 nmber of edges avarsed an the way o e i ';;e
packet is consequendy “losi™ from e Sanding x\; e
bt the edge information is delivered in g gt
tegacy hosts, Because wa

she waatver,

away that does not impact
40 use the fult edge sampling ateort

4 can b wmore e an order of magnimdegsmanef !hg e

achiave the seme convers

N 0 pand yat
A gence ume. This solution increases tha Joss
Tate of Sragwented fiows sorpevtisg (mer shsamiaily for tonger
Paths) but proserves the ntogrity of the dats i these fiows,
A-more insidious problem is presented by fragmentation that oc-
curs downstrean from 2 marking routes. 12 marked packet is
fragroented, but une of the fragraeais is lost, then e remainioy
fragiments may Toges o the victind's reassambly buffer for sn ex-
tended pesiod {51, Future packets warked by the same rowet can
have the same IP identification value and consequently way be in-
conectly reassembled with the previous fragments. One possiility
i 10 leave this prablem 16 be dealt with by higher layer checksuas.
However, not all highes layer protocols esploy efiscksums, wc} Y
any case i is dangerous o rely o suct} checkswns hecause they
are typically desigued only for fow residual 4107 St Anather
sohstion Is to set the Don't Fragriens fag o every maxkedpa;kgt
Along taxe paths thet sequits fragroesiation, xm; {s;\{:mm:h 'a;\l mi:
grade commusication between hos§ ot wsing Py
ery, and way filter marked packets

§ a reduced MTU adge is close
1o the victii, but it will never Tead 1o data COMUPHOR.

gperience son partions of
sismyf‘in%\emmed {he marking and ﬂc@n‘j::g;’: c‘){“@m o
e Asorithm and bave tested it usiug & S“n“() e graph the meat,
e the and arigingtes ataeks: In figure oackets sequited o
dorn paths 4 95 percentle for the pumber 8 D o st rans fot
median m‘ guths of varying lengtBs A%t "ombt::ﬂk{ of . Now
feCconstoad! cumne & marking pro! R e

We assume . et i i

each \e!}.%ﬁ:h\'“i“;'m sence Hme i d\ecrcuc?l\)’mf‘ﬁﬁ‘: path lengtd
e e s appes ineat e 0
patél \;’Y\;} ;;ﬁﬂ(e choice of marking P Y
and §

W
i hetween ous R

hat most paths can be sesolved Wi e

We st that 1
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thousand packets, and et the toagest paths oan e resotved with
& very high likelihood within four thowsand packets. To put these
zmm{;eﬁhin ponexs, st flooding-style denial of service sttacks
send many bundrids o (houssauls of packets each second. The
analytic toumds we doscribed caddier a0 conservative, but 1o our
ex;&:riencc thay 8D G MORS than 0% higher than ouy experimental

tesulits.

6. LIMITATIONS AND FUTURE WQRK
There are still 8 gnber of Hmiations and loose #rds in ol ap-
prosch, We discuss the most important of these herel

o hackwands compatibiity.
« distrituted attacks,
o path validation, and

« approaches for determining the attack origin.

6.1 Backwards compatibility
Thee IP hesder encoding as we have described it has several practi-
csl limitadions. T negatively impacts users that require fragmented
1P datagrams and IS cusremly incompaiible with parts of IPsec {28}
{the Authentication Header provides cryptographic protection for
i idemtihcation field and therefare the field cannot be safely mod-
ified by rowers). These problems are hardly unique to traceback
and are inhexent Hmitations that come atout front attempting to co-
exist with or co-opt protocol features that did not anticipate a new
gse, One way (o addess his issue, originally proposed by John
Hawkinson, is to selectively enable traceback support in Tesponse
1o pperational needs. A “request for sraceback™ from a particular
metwork could be encoded as a BGP attribute in the network's route
advertisement. Routers receiving such an advertisement would en-
able traceback support on packets destined for that network. Since
a network requesting such support is presumably already suffering
under 3n attack, any mwfor service degradation for fragmented oF
suthenticated Hows would be acceptable.

Finally, onr scheme does not address implementation in IPvE, the
proposesd successor 1o 1Fv4, which does not have an identification
field {18]. While we do not atierapt {0 propose @ complete encoding
hive, we betieve that the same techniques we have proposed could
also be employed within IPv6, perhaps by overloading the 24-bit
fow label fickd {without any further modifications this would re-
sult in youghly a factor of three increase in the number of packsts
required to reconstruct & path}.

6.2 Distributed attacks

Fos-* 1a:tge disiﬁbu{ed attacks, the practical implementation we have

dw:nbed fas serious limitations due to the difficulty in correctly

grouping fragments together. Consequently, the probability of mis-

z;tb&ng an e’dge,)as well as the amount of state needed 1o eval-

e “dec@ox‘z, @creas:;s very quic}dy with the fan-out of an
There is significant fiture work in designing alternative en-

coding methods & i
o g methods that scale their robusiness as they receive more

§.3 Path validation

b;ﬁi:‘-tennu;lﬁar of the paf:kcts sent by the attacker are unmarked

st pache Qg rdoute:s,A The victim cannot differentiate between
and genuing marked packets, Therefore an attacker

304

-

eould insert “fake” edges b :
tion fields in the packets it ;’e::zch&g Wanipy;

L
§

Aty
sn attacker from spoofin be the g o
» edges s " {dy
we call the valid suffix f;mﬁf’ Betwen g a:‘ ¢ ﬁ*‘ﬂd;imh“-
ing extra edges past the end of 8 DISVEDLS e gy S0 S

e true gy cka W
ack pugh oW by

There are several ways to i ify
erated by the reconsy;scx;c?;ﬁ;i:’cggi valid suffy Wwithy
?{ internet tapotogy ane can diffcrmir{i;lmh minign;l‘ Spath pg,,
:f::vgv :y?iga?:g “Z‘I:’t’;’fks {e.g. 18Ps) ang ﬁmséw,%fi Oy e
t §:8 pnse networks), G Which 0  be.
gaﬂx will never enter a stab network a denerau}. ki "% to Sty
sit network. Moresover, stmple testin ¢ ?co?;m “ontnys | B 2 vy
ghould ensble a viclim to determine if SUCh a3 £y g g,
cont}ect. ?dom advanced nétwork ]’r\a‘pg, ;\go etwar 3 it
sue in an increasing ninber of cases, « 23} ean r%m;e{?hsf o,
13

A more general mechanism is i

- > 5 t0 pravide ege
cret that is sent along with aachpm:r‘f:de&h FOULER with 4 »
single nnallocated bit in the IP flaps field Tockar (perhags g
to validate a router in th i b When the vietn gy

o in the path, it contacts the a o g

(possibly out of band, via telephone or e-mail) :ggclﬂled el
cmtl used by the router at the time of the atiack. Ty Obtaing the &
replay, the secrel can be time-varying and hashed ‘;gnam Rgaing
contents. Since the z‘ittackﬂr will not know the 'Iout nh the packet
will not be able to include the proper bit in ﬂleireir‘ arsh ey
fragments. By eliminating edge-ids for which the g:ged Sgeig
constituent fragments can not be validated, we can i
date attack path to only include the valid suffix PRURE » cat

6.4 Attack origin detection

While our IP-level traceback algorith bean i

of the solution for stopping de%xialﬂ?;ﬁiig;;g;g?g?%m
means a cc_)mplete solution. Our algorithwm attempts to dim};m
the approximate origin of attack traffic - in particula, the em}‘g
traceback-capable router involved in forwarding atm:l; traffic fmr{:
the source that directly generated it. As mentioned earlier, thew
are 2 number of reasons why this may giffer from the trae éous;;e
of the attack: attackers can hide their trae identities by “launder-
ing" attacks through third parties, either indirectly (=8 s at-
tacks [13] or DNS reflectors f15]) or directly via conpromised
“siepping stone” machines or IP-in-IP ianels. While there fs o
going work on following attackers through intermediate hosts (85,
307, thers are still significant challenges in developing 2 geronliy
applicable and universally deployable solutionto this problem. O
interesting possibility enabled by the packet marking approach S
extend traceback across jaundering points”. Fox exammple; identt
fying marks could be copied from & DINS request packes {108
associated DNS reply, thereby allowing (e victim 10 3%
causal path.

proach does not &

Even in absence of such “faundering”s OUF AIPIP " poe poss
veal the actual host originating the aitack, More? dp:»s e
adia RC

can farge both their IP source address and MAL

of a packet may never be explicitly visible: On i %
as FDD rings, this problem can © y be 5O wed aypa;? e ares
However, on point-to-point media, the inpt PO’; o ot B
is frequently enough 0 determine its BU° or!%me‘ o 1
there may be 2 MAC address, cell mﬁf‘?ﬁ'& pﬁnuipia: ouf a!“
that would help to locate the atad f}rfg'}‘~ B as!("‘;;
it could be modified to report 1S inform? g8 B
marking packets witha gpevial £d8S dre geket qrrived O
the router and the input port o7 which the P
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caplored 1 design of such 3
8

1 S

iao the SOMCE of attack

o Fﬁ*m,“: ;;emsel‘f‘e& Stopping an attgck
e a1 mediate pRODIT, tut long term

! ﬂ;‘ﬁmedy and therefore the forensic

o identity- Fven with pcrfef:t frace-

dentifying 8 sufficiently skitted and
i jon from law enfarce-

equire cooperation

jza

@I"ﬂ;ﬂmcaﬂ oS mrganl Hons.

qsION
LLUSE(‘)wd that

p deniat-of-service attacks mot-
e

g o inproved traceback capabiﬁties and we
e Sk algorithues based on packet marking in the
rmi};g\m (ot this class of algerithm, best embaod-
!?:i(;g, can enable officient and robust multi-party
"@ o ncrementally deployed and efficiently it
3 wel, we have developed variant algorithms that
RIS dime and sobustoess for reduced per-packet
et Finally, we have suggested one potential de-
" oy 15ing Such algorithm; based. on overloading
pleaer felds and we Have demonstrated that this imple-
hepable of flly tracing an attack after having received
stownd packets. e believe our solution represents
& st tep towards an atomated network-wide traceback
ot aveas Yemain to be addvessed in futare work, such
wtition of widely distributed attacks and points of indi-
sashasreflectos.
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Networking Conferences Statistics

This page is an attempt to gather year-over-year statistics for some of the major systems and networking
conferences.

For an analysis of this data see Utkarsh Gogl. Clements Tzurista, Mi ke B Wittie “Understanding Factors
influencing the Citation Count of Networking Conference Papers” in ISCA Software Engineering and Data
Engineernz (SEBE) Qeiober 2015,

For FOG and Edge Computing conference stats, see the Fog and Edge Computing Confersnces.and Journals
Bage.

For Architecture conference stats (ISCA, Micro, HPCA, ASPLOS), see the Prichard. Scopel, Hill Sohi, and
Wood Excel File.

For Database conference stats, see Pgigr Anee's Stats Page.

For Computer Security conference stats, see {uotel Gu's Computer Secunty Conference Ranking and Statistics
Fage.

For Theory (and some Computational Biology) conference stats, see florian Sikoras L8 page.

AUNS, AIMS, ANCE APCL, CAMADL, COS, COGnHd, CONG, ClondConm, Cloudbet (”“u&ie; CNS, CNSM,
CNSR, COMSNETS, CoNext, CrossCloud, RDALS, DEBS, DRON, DSN, BSOM, ECRTS, EDOQC, EPEW
eScignce, ESOCC, EaCNC, Eare-Par, EUNICE, EuroSys, EWSHN, EMN, EMOODS FY\’QQD\'FURTF
FORTE FQRIEMRSTY bio”m‘ Intemsgt, U‘aoeemﬂ Guid, Hibg Hot? angt, HECO, HERC, HPSR, BE,
ICASSPE, ICBO, ICG ICOC ICCON, ICCPS, ICDOS, ICDIM, ICIN, ICODE IONG, IONP, ICPARS, ICPP
ICOT, ICS, IOUEN, I, IMC, Infocom, IBCCC, IBRES, IPOM, IPS-MoMe, IPSN IPTP%, ISCC, ISERC, ITC
IWAN, IWCMO, IWETS, IWTCS, FWQeS, LANC, LANMARN, LANOMS, LON, MASCOTS, MASS
MedHooNer, MELT Middleware, MMON, MMNS, Mobiarch, Mobicom, Mobihoe, MobiQpp, Mobiguitous,
Maobisvs, Mobiwae, MSN, MSWiM, Multimedia, NCA, NESEA, NetGames, NetSoft, Networkine, NEWZAN
MNIME, NDSS, NGC, NGMAST, NGE, NOMS, NOSSDAY V’iﬁ NESRE NEMS, OPENARCH, QOPSLA
OSDL P2P, PAM | ex(fa;r Pedformance, PEMWN, PIMRC, PATY, BYMMPL PWC, O28Winet, Quofls
RIAS, RIS, SAINT, SASD) SAWN SBAC-PAD, SUNS, SECON, Security, Security & Privacy, SenSvs,
Sigeomm, Sigmetrics, SmanGridCaomm, SOSP, SOSR, Supercomputing, SUSTAINIT, TechSvin, Tesicom,
Testcom/Fates, TMA {workshop), TMA, UBICOMM, USENIX, USITS, VANET, ¥TC, WiOnt, Wilec
WOITD, WONC, WOW, W, WICON, Winoeb, WMASH, WM, WMNC, WONS, WoWMoM, WORM
WEME, WOoSR, WWIC, and WWW.

If you do want to add information, be sure to send a// of the following:

URL of the Conference

Papers Submitted

Papers Accepted

Acceptance Ratio

Number of Parallel Tracks, and
Number of Attendees

Send info to almeroth(@cs.ucsb.edu. Note that I always send a response. If you do not receive a response, try
again, your email might have been accidently filtered.

[Event Name |Year |Submitted [Accepted % Accepted |Tracks Attendees
ACNS 12003 1191 132 116.8% 2 ~100
2004 1297 36 12.1% 2 =150
2005 1158 135 122.2% 2 1~100
L I ! | ! .
https://sites.cs.ucsb.edu/~almeroth/conf/stats/ 1/48
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2006 1218

Networking Conferences Statistics

133

115.1%

1~100

2007 1260

431

111.9%

~60

30

22.9%

~80

1150

132

121.3%

~100

1178

32

118.0%

~90

172

31

18.0%

NEDNEDNEN N

~90

192

33

17.2%

B

1~120

Event Name

\Year iSubmitted

§|Accepted

!% Accepted

SITracks SIAttendees

AIMS

IB

124.1%

53

ROOR 133

IB

139.4%

150

12009 128

112

142.0%

s

1

133.3%

i

20l 37

112

132.4%

159

2012 23

110

143 5%

s

32

134.4%

I

12013 §

12014 129

131.0%

144

2ols 22

131.8%

B

|

22

131.8%

145

12017 |

24

133.3%

H

Event Name

{Year

Submitted

Accepted l% Accepted | Tracks {Attendees

ANCS GEEE/ACM)

~

FARLY,

W5

100

23

123.0%

777

2006

97

19

119.6%

277

e Yatated

ity

77

77

77.7%

277

PP
YA IL

77

77

77.7%

777

ETaIETS
2008

73

17

123 3%

277

-
L

Gio

77

77

77.7%

777

2011

7?7

77

77.7%

777

17

64

18

128.1%

el e T N e T )

80

050

EEvent Name

{Year {Submitted {Accepted % Accepted {Tracks |Attendees

APCC (IEEE)

2018 1232 (+30)

1115 (+13)  §49.6%

R

2016 1297

1126

142.4%

3 1777

Event Name

iYear

Submitted

iAccepted

% Accepted

Tracks {Attendees

CAMAD (IEEE)

42018

126

163

50.0%

2 ~80

EEvent Name

\ Year

COS(ACMD

1993 J60

27

il

\Submitted jAccepted % Accepted iTracks jAttendees
145.0% ‘

1277

1997 64

117

126.6%

1277

Ik

120.0%

1222

116

119.3%

1779

oa@§h31

128

121.4%

1777

https://sites.cs.ucsb.edu/~almeroth/conf/stats/
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g0l 153
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127 117.6%

1722

2002 1153

127 117.6%

1279

006 1256

38 [14.8%

277

2007 302

155 118.2%

277

08 1280

51 118.2%

777

G09 4315

58 18.4%

533

2610 1320

55 17.2%

BT SO PO e s

14727

o1 1429

160 114.0%

2

1277

Event Name

iYear iSubmitted {Accepted % Accepted
Year | 1 |

i Tracks

iAttendees |

CCGud GEER)

01 izs

148

138.1%

1162

2002 1108

&

125.0%

1220

2003 1114

29

134 2%

1300

2004 1138

E

127.5%

1200+

2003 {235

176

132.3%

1300

o0 57

3

123.7%

1189

172

133.0%

1330

2008 01

&

132.4%

1260

12000 1271

157

121.0%

1170

2010 219

H

123.3%

1200

155

129.1%

1150+

2o

183

127.5%

1220

2013 257

7

122.2%

1160

Ay

154

119.1%

1229

2015 1268

®

125.7%

1250

2021 1230

o0

126.1%

1277

Event Name

{Year

Submitted

{Accepted

% Accepted

§§Tracks

Attendees

CCNC (IEEE)

2810 1320

172

~30%-33%

N
il
\
;

777

2011 4305

195

131.1%

s6
N
N
N

355

2012 ¥200

180

40.0%

6

4722

2013 1313

o4

30.0%

6

1777

EEvent Name

§EYear§!Submitted

1Accepted

200%1~200

[

i% Accepted §§Tracks §}Attendees

127.0%

177

1

124 6%

127

120114237

5

124.1%

»

120124310 (407 total) {55 (+25 short) {17.7%

1227

CloudCom (IEEE) {2013{337

160 (+34 short) {17.8%

1227

154 (+31 short) {17.8%

1265

IR

150 (+13 short) {22.6%

1777

12016(193

151 (+14 short) 126.4%

1~200

20174136

140 (+5 short) 29.4%

1~100

R i

https://sites.cs.ucsb.edu/~almeroth/conf/stats/
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EEvent Name

§[Year E]Submitted VAccepted 3% Accepted §{Tracks §!Attendees

Networking Conferences Statistics

o1z 63 25 139.7% i1 91
CloudNet (IEEE) {2013 {75 21 28.0% |l 90
2015 1108 36 33.3% -2 ~90
IEvent Name  Year iSubmitted jAccepted % Accepted |Tracks jAttendees
12000 1144 134 123.6% 115 el
12001 {74 i35 147.3% 1.5 4304
ooz 116 145 138.8% 3 1283
Poos T64 las 293% B 1176
2004 1150 148 132.0% 2 1200
[2005 1138 145 132.6% 2 1200
Cluster (IEEE) {2006 1127 142 133.1% 2 1210
12007 1106 142 139.6% 2 1195
12008 192 28 130.4% 2 1~200
12009 1100 148 148.0% B 210
12010 1107 133 130.8% 3 1~200
12011 4140 139 127.8% 2 §~300
o2 ool S8 288% W@ =300

EEvent Name lYear ubmltted Accepted %Accepted iTracks Attendees

e 5 171 8 [28.1% 2 P72
{Event Name‘IYear ESubmltted‘IAccepted 1% Accepted | Tracks: §Attendees
E Resulted from merging Manweek, DSOM, IPOM, and MMNS.
boiol7e 27 115.3% i {180
120114164 124 114.6% il 1216
12012197 115 115.5% l 1107
20134116 21 118.1% i 1179
014105 s 17.1% i1 {152
CNSM Roisiio2 13 117.6% i1 1126
20161116 117 114.7% 0l 1130
120174136 124 117.6% il 1160
20181100 119 (+15 short) 119.0% \l 1~150
boioiar 21 1es% 41 {134
120201106 121 (+22 short +31 poster)19.8% |l 1152

Event Name {Year {Submitted {Accepted 1% Accepted {Tracks i|Attendees |
CNSR 2004 172 41 156.9% 2 279 ‘

2005 {70+ 52 174.3% 2 279

2006 181 36 144.4% 2 70++

2007 1102 154 152.9% P 1279

2008 1184 83 145.1% 2 779

D009 1157 76 148.4% 2 279

{ B N R A i

https://sites.cs.ucsb.edu/~almeroth/conf/stats/
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2010 197 154 155.7% 12 1722
2011 182 141 150.0% 2 1779
EEvent Name §EYear §§Submitted §EAccepted i% Accepted §[Tracks §IAttendees
2009 1230 140 117.4% 12 1227
12010 1153 31 120.3% 2 1777
2011 W77 127 122.2% 2 1777
COMSNETS S : : . .
2012 1165 146 127.9% 2 1727
2003 {144 B8 126.4% iP 277
2014 1210 137 117.6% 2 i
E;::; Year;Submitted Accepted % Accepted TracksjAttendees
20054110 19 117.2% i1 100
2006186 19 22.1% i1 100
20071138 128 20.3% i1 155
20081166 29 17.4% i1 154
20094170 29 17.1% 1 152
120101147 128 19.1% 1 1136
20114159 30 118.9% i1 2727
20124176 31 117.6% 11 277
2013 ;S;g 83 fﬁo(;)ls 20.2% (18.1% short) |1 160
S ;ﬁé’rt(; >4 igo(;)lo 20.3% (18.5% short) |1 999
2015 ;ﬁfﬂ(; 60 32 (+9 short) 123.5% (15.0% short){1 999
2018 ;}?glg 39 30 (+5 short) |18.8% (12.8% short)|1 190
2017 ;ggrg > 33 (+7 short) 119.3% (13.7% short)|1 230
2018 ;}‘l‘gn(; 43 28 (+4 short) 19.7% (9.3% short) |1 i~180
2019 ;ﬁgn(; 41 23 (+9 short) {15.7% (21.9% short)j1 ~150
EEvent Name §§Year EESubmitted §IAccepted E% Accepted §ETracks §EAttendees
Dois (18 o 150.0% o 2o ’
bois 14 T
CrossCloud (IEEE) 2016 15 8  §53.3% 1 45
5017 17 3 47.1% 1 18
[Event Name |Year [Submitted  |Accepted % Accepted |Tracks |Attendees
DAIS (IFIP) 1997331 16 (+6 short)  §51.6% 1 75
11005 188 25 (+7 short)  28.4% i1 120

https://sites.cs.ucsb.edu/~almeroth/conf/stats/
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2001
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116 (+10 short) §24.6%

1110

176 (+12 short)

21 (+5 short)

27.6%

100

{44

19 (+3 short)

43.2%

24

2006 78

26

1333%

34

2007 {743

24

32.4%

35

24

36.4%

L §66

35

12

136.4%

118

07

132.1%

35

Event Name

\Year Submitted |Accepted % Accepted {Tracks |Attendees

114

122.2%

1227

R

129.9%

1777

1o

126.7%

182

DERS {ACM)Y

It

125.0%

1105

123

124.2%

1121

117

116.5%

58

Event
Name

Accepted

1%

Accepted

Tracksi{Attendees

22

422.2%

777

2000377

129

22.2%

777

12001477

77

122.9%

122?

2003§?7?

60

22.9%

142

2005477

27

172.2%

777

2007163

50

179 4%

97

2009485

42

49.4%

100

2011442

426

61.9%

69

DRCN 2013462

425

140.3%

81

2014345

419

42.2%

72

2015444

1

47.7%

91

2818

57

20

135.1%

84

7§33

16

48.5%

42

2018426
J RO
\

110

38.5%

[N VSN U N L [y ey L D)

37

N
{

20 19§i

38

(+7

15 (+4 short)(+3

~yspecial)

special)

39.5%

35

12020156

124 (+4 posters)

142.8%

182

Event Name

\{Year

§!Submitted

iAccepted % Accepted

{Tracks

{Attendees

DSN

2000

131

156

42.7%

1280

2001

153

153

34.6%

1207

2002

213

475

35.2%

1340

2003

225

73

32.4%

1324

2004

377

83

22.0%

[OSRINUSE VS US N FE U]

1357

008

1319

i78

124 5%

1353
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57

éizo 1%

2007 1307

o

126.4%

1366

200% 1237

158

124.5%

1230

12009 {260

o

124.6%

1270

bo b

167

124.5%

1260

2011 253

152

120.6%

1240

] 012 ‘5236

s

119.9%

1238

___________ 3 1220

I

120.9%

1185

2014 =:181

E

129.8%

1196

FIEY 55

50

121.8%

1160

12016 1259

158

120.5%

1260

oty 221

154

124.5%

1155

buis ozs

162

126.7%

1250

12019 252

154

121.4%

1193

]A 70 E291

148

116.5%

1357

EEvent Name iYear Submitted }Accepted %Accepted ETracks EAttendees

DSOM (IFIP/IEEE)

11997 |

40

124

160.0%

1998

148

24

50.0%

???

1999

154

20

37.0%

80

2000

165

21

323%

777

2001

176

26

34.2%

72

2002

141

16

39.0%

41

2803

20

23.3%

54

186

20

22.2%

54

23

26.4%

80

21

24.7%

95

20

31.3%

87

[14

31.1%

bt 87 pmd £ b $5 e §7 bk 47 ek B) ek BF bk §) ek B pmd fD

190

12009

150

114

128.0%

3!1

1123

Merged with Manweek, IPOM, and MMNS into NS}

Event Name

{Year {Submitted

{Accepted

1% Accepted

giTracks SiAttendees

ECRTS

192

127

129.3%

1779

003 1102

132

131.4%

1277

115

129

125.2%

1779

2003 1145

126

117.9%

1277

(06 1105

5

123.8%

1727

2007 190

127

130.0%

1772

2008 1109

B

129.4%

1777

2009 1102

o

125.5%

1227

127

124.1%

1779

12010 §112

{ i
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125 121.0%

L

EEvent Name

{Year [Submitted |Accepted % Accepted {Tracks {Attendees

EROC (EER)

j/ﬁm ‘E66 124 136.4% i1 191

125 114.4% i1 1772

EEvent Name lYear Submitted {Accepted %Accepted !Tracks iAttendees

I[EPEW

12007 153 21 139 6% il 1779

EEvent Name

{Year {Submitted JAccepted % Accepted {Tracks 3!Attendees

eScience (IEEE)

12008 §175 154 130.9% 1160+

2006 1160 160 137.5% 3 1200+
12007 1206 160 129.1% 3 1200+

OO8 1206 160 129.1% 1268

2009 4177 151 128.8% 1248
- 'i | | l

144 131.0% 1~210

iz_mu 3110

154 149.1% 1294

2012 1154

148 131.2% 1~225

141 141.8% 1259

138 137.6% 1210

131 125.2% 1160

izwm 375 §§30 §|40 0% ] 100

oo anntnee

' Year Submltted

% Accepted Tracks

iAccepted \

Attendees

ESOCC

2014 E138 8 (+4 short) 21.1% 1 154

Event Name

§!Year

§!Submitted ElAccepted S!% Accepted SiTracks SiAttendees

EuoNG

bois 226 110 148.7% 1530

2016 1166 180 148.5% 1540

2017 1317 1146 157.5% 1600

Event Name

iYear

§ESubmitted Accepted % Accepted {Tracks iAttendees

Euro-Par

1883 #4180 50

27.8% 277

1996 1383 214 55.9% 1777

11997 297 1154 51.9% 1299

P99 1238 129 54.2% 1272

1999 1343 188 54.8% 1272

12000 1326 167 51.2% 1779

2001 4207 111

53.7% 1722

2002 1265 1125 147.0% 1777

3 1338 1155 46.0% 1227

352 1124 35.2% 4279

53 1388 1121 31.2% 1222

04 1290 110

37.9% 1727

W DNl RO DG N

7 4333 89

26.7% 1777

008 1264 189 [33.7% 509

https://sites.cs.ucsb.edu/~almeroth/conf/stats/
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Networking Conferences Statistics

85

B3

2010 1256

%

135.1%

1777

2011 271

181

129.9%

1772

Event Name

Submitted

Accepted

% Accepted

{Tracks

| Attendees

EUNICE

<009 471

23

32.4%

5

24

48.0%

i1

154

2011 426

16

61.5%

50

2012 {48

23

147.9%

il
1
1

51

EEvent Name

{Year {Submitted

i Accepted

§!% Accepted

{Tracks

§IAttendees

EuroSys

b (14

>

120.1%

1177

12007 {131

129

122.1%

1220

2ogs {131

B

118.3%

1779

2009 1148

125

116.9%

1277

2010 1140

7

119.3%

1277

RuLl 154

B

115.6%

1277

Event Name

Year lSubmitted

iAccepted

% Accepted

Tracks

{Attendees

LWSN

2004 176

24

31.6%

1272

>100

35

~35.0%

1722

12006 #133

21

15.8%

1229

2007 ylo4

22

13.4%

277

2008 1110

23

120.9%

777

2009 1145

123

115.9%

|~140

2010 1109

21

119.3%

277

7

187

14

116.1%

107

78

16

25.5%

1777

AN
o

o

Y )

i

51

12

23.5%

1
1
1
1
1

11
1
1
1
1

1779

s 87 froms 47 bromns
5

28
A

ko

12

124.0%

I

184

Event Name {Year | Submitted

§EAccepted

1% Accepted {Tracks Attendees |

FMN

12008 {72

Iis

125.0%

1l

130

2009

164 (+18 short) {16 (+12 short) 25.0%

&0

2010127

b

133.3%

130

\E
§9
N
3

132.1%

130

Event Name

oottt

R i aaaantntnteeeny

[Year |Submitted JAccepted  |% Accepted |Tracks jAttendees |

(joined with
FORTE
in 2009)

FMOODS (IFIP)

11996 1777

119 (+7 short) 27.7%

|

777

1997158

20 (+8 short)

34.4%

74

1895452

19 (+7 short)

36.5%

180

2000 33

16

48.5%

137

2002131

15

48.4%

48

2003 163

18

28.6%

bt §7 bk 47 e £ e §5

100

2003 44

i19

143 2%

31

https://sites.cs.ucsb.edu/~almeroth/conf/stats/
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55

6 “R91%

1007 145

117 137.8% i1 28

12008 35

114 140.0% 1 135

Event Name

Year

Submitted |

Accepted % Accepted | Tracks {Attendees

FMOODS/FORTE (IFIP)

46

TATRLS
2004

418 139.1% 1 30

EEvent Name

iYear |Submitted

ilAccepted ]% Accepted §ETracks §]Attendees

FORTE (IFIP)

i(joined with
PSTV
in 1996)

i(joined with
FMOODS
in 2009)

11988 177

118 122.2% 1118

11989 177

128 122.2% 1140

11990 {110

122 120.0% 1256

11991 {70

129 141.4% 183

11992 {116

129 125.0% 1201

11993 193

129 131.2% 197

11994 {121

27 122.3% 1777

{1995 180

130 137.5% 1125

001 51

124 147.0% 1122

B

122 140.7% 170

154 (+10 WIP)

124 144.4% 148

B

12%

20 137.0% 167
| | 1

12003 189

133 137.1% 1109

129 137.2% 176

122 132.8% 138

120 145.5% 170

Event Name

Year

Submitted

Accepted % Accepted {Tracks

Attendees

FORTE/PSTV (IFIP)

110

28 25.5% 1 140

74115

129 (+4 short) [27.0% 777

85

132

908!
78

122 (+5 short) {128.2% 130

19991
63

1
126 30.6% 1
1
1

122 134.9% 195

EEvent Name

20001
iYear |Submitted

iAccepted % Accepted |Tracks \Attendees

Global Interet

11000 1117

28 123.9% 1277

2000 {113

28 124 8% 1277

oo 74

B 124.3% 1772

2002 {142

28 119.7% o

12003 777

122 122.9% 1277

12004 1777

177 122.9% 1299

12005 {77

:E22 EE'?'??% %gqr)?

12006 {66

22 133.3% 7

12007 {142

s 35.7% 140

12008 143

B 134.9% 1777

12009 136

112 1333% L

https://sites.cs.ucsb.edu/~almeroth/conf/stats/
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12010 {73 i16 121.9% il 140
2011 {35 14 140.0% 1 20
2012 {27 10 137.0% 1 22
12013 141 13 131.8% 1 27
2014 21 9 42.9% 1 20
2015 29 9 31.0% 1 24
2016 133 9 27.3% 1 42
12017 125 9 36.0% i1 130+
2021 {44 8 40.9% il 30+

Event Name

Year |Submitted

iAccepted (% Accepted {Tracks

{Attendees |

2000 E31020 1357 135% K 11548
1718 147% 1 11403
: 1606 130.6% 1 11403
2003 12, 1816 136.3% 1799 11447
12004 12,086 1792 137.7% 17 symposia_ {77?
2005 41,638 1770 147 7% 17 symposia {777
12006 12,548 11,027 140.2% 114 symposia {777
L 007 12,576 11,018 139.5% 110 symposia §77?
Crlobecom (JEEE) : \ : P—
12008 12,854 11,051 136.8% 111 symposia §77?
12009 13,200 11,104 134.8% 112 symposia §?27?
D010 13,688 11,313 135.6% 111 symposia §77?
2011 12,923 11,070 136.6% 111 symposia 3277
2012 §32,560 1966 137.7% 111 symposia 777
D013 1841 137.0% 411 symposia 3777
2014 §3?,??? 1799 122.2% 17?7 symposia {777
DO1S 12,614 1915 135.0% 412 symposia §?77?

12019 12,5604973 138.0% {12 symposia {2500
EEvent Name HYear ESubmltted iAccepted I% Accepted !Tracks lAttendees
2004 {partof SO 1173 140 123.1% 2 390 =
2008 {partof SCY 170 132 118.8% 2 450
2006 {¢ R
20 O(w s‘ “n Er}& ated 188 38 20 2% 5 140
Grid
207 {co-togated
A0 licedacated 69 37 21.8% 2 143
wi Clusten)
2 o)
UOX i‘eo docated 176 35 19.8% 5 999

HiPC

EEvent Name !Year ubmltted Accepted %Accepted ETracks Attendees
20071 |

L }108 29 126.9%
2002 1145 57 39.3% 297 299
2003 1164 148 29.3% 5 1999
2004 214 48 122.4% 5 1279

https://sites.cs.ucsb.edu/~almeroth/conf/stats/
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2005

1362

Networking Conferences Statistics

113.8%

150

wn

1~300

2006 1335 152 115.5% 1279
2007 1253 52 120.6% 299
2008 317 146 114.5% 299
2009 1320 35 110.9% 250
2010 1208 40 19.2% 280
2011 1206 40 19.4% 1400

<012

1163

41

125.1%

425+

2013

1196

49

125.0%

450

2014

1212

149

123.1%

375

2015

1201

48

23.9%

277

2016

1160

40

125.0%

315

70

1184

42

122.8%

433

2017
13

i\)

151

33

21.9%

415

Uiy ey} gy | aetig iy | gty iy ey | qraiegy ey ey Hire NIt HING NI NG N

2019 1171 39 22 8% 1501
2020 1127 133 1226.0 |l 1604

EEvent Name

iYear |Submitted {Accepted |% Accepted |Tracks :!Attendees

EHotPlanet (ACM)

12009 213

|5

[38 4%

11

|22

EEvent Name lYear ubmltted Accepted %Accepted iTracks Attendees

2008 1455 90 119.8% : o

2009 1249 54 121.6% 3 299
HPCC .

2010 1304 58 119.1% 3 299

2011 271 159 121.7% 3 1779

EEvent Name

{Year

| Submitted

[ Accepted

1% Accepted

\Tracks

| Attendees

HPDE

12003 1125 125 120.0% |l 1779
2004 1149 124 116.1% \l 1779
12003 1133 124 118.0% il 1772
12006 1157 124 115.3% 11 1270
12007 1100 120 120.0% |l 1272
2008 1103 118 117.5% i1 1105
OGO 168 120 129.4% |l 1727
12010 191 123 1253% l 1779
12011 1170 122 112.9% l 1222

2013

1141

123

116.3%

1160

12013

1131

120

115.3%

1150

12014

1130

121 full

116.1%

1125

D015 1116 1o full  16.4% |l 1779
Event Name SIYear Submitted §|Accepted 1% Accepted S!Tracks §IAttendees

HPSR

1194

64

133.0%

3

150

1222

7?7

22.9%

?

777

https://sites.cs.ucsb.edu/~almeroth/conf/stats/
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2002 {110 163 157.2% 13 1204
2003 116 153 145.7% 3 1120
2004 1277 27 122.9% ? 799
2003 1218 1108 149.5% 3 167
2006 1114 61 153.5% 3 90
2007 194 56 59.6% 3 80
2008 77 27 22.9% i 177
2009 77 ?? 122.9% ? ??
2010 173 34 146.6% 1 279
2011 93 146 149 4% il 1779
iEvent Name Year iSubmitted iAccepted % Accepted |Tracks jAttendees
2015 (80 b2 140.0% B 55
I3E (IFIP) ssuely : : : :
2016 1136 152 138.2% 4 ~60
EEvent Name §§Year §[Submitted EEAccepted i% Accepted §§Tracks §IAttendees
11999 11490 867 158.2% 1279 279
12000 {777 279 122.2% 1777 279
ICASSP (IEEE) : : ,
2001 150.9% 277
O i i

A A A AR AR RRRRRAARY

E;::; YeariSubmittedjAccepted Zoccep ted TracksiiAttendees
cpe 21913 zgrflzz)“’h"”’ 4l posters, #9419 g0 1 203
(EEE) b ob03 ff; S;EOS:;O“’ t3Zposters, 100 1 242
Event Name HYearg Submitted {iAccepted {% Accepted ETracks ]Attendees
ICC (IEEE) (200111145 628 54.8% 2 (plus 8 symposia) {1390
.‘2{}{>2§1568 655 141.8% 11 symposia 777
200311879 704 137.5% 5 11036
00452946 864 129.0% 18 1501
30542000 692 435.0% 8 779
200612517 982 139.0% 9 279
20078~2740 1070 39.0% 9 799
200813135 1102 35.2% 9 299
’ : 1046 34.9% 11 2020
1035 §39.5% 11 797
11093 138.5% 12 777
201242819 1043 437.0% 12 777
7313 §2422 948 §39.1% 12 777
1201472608 990 138.0% 12 299
201543342 1283 38.4% ~17 >1500
201612469 1960 38.9% ~13 299
https://sites.cs.ucsb.edu/~almeroth/conf/stats/ 13/48
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120173074 1172 P38.1% ~12 279
1201812431 970 39.9% ~13 777
1201912590 1~1010  4~39.0%  i~13 1772

i e i o e e o oo

EEvent Name {Year ESubmltted iAccepted l% Accepted ETracks !Attendees

EER/CIC ICOC l 13 1370 4151 140.8% 3 1227
Event Name iYear {Submitted {Accepted {% Accepted i{Tracks Attendees
2006 1237 66 127.8% 3 279
2007 1550 160 129.1% 4 27?
2003 1399 104 26.1% 17 277
ICCCN 2010 #1189 64 33.9% 8 §~1OO
<011 §452 134 129.6% 12 315
2012 4266 82 30.8% 11 777
2019 1175 50 28 6% 113 1~200
{Event Name {Year Submitted jAccepted {% Accepted {Tracks jAttendees |
2010 470 20 128.6% 1 7727
ZOLLY79 20 125.3% 1 777
ICCPS (ACM/IEEE) {2012 441 14 34.1% 1 777
23134103 24 23.3% 1 107
See Qfficial Stats

EEvent Name ﬂYear §ESubmitted §EAccepted E% Accepted §[Tracks §§Attendees

2001 217 69 31.8% 3 270
2007 1331 61 18.4% 3 ?
2003 1406 72 17.7% 3 1
2004 1475 184 17.7% 3 42
2005 1543 75 13.8% 3 i
12006 1540 75 113.8% 3 ?
2007 4528 71 113.5% 3 ?
2008 1638 1102 116.0% 3 ?
ICDCS (IEEE) {2009 1455 174 116.3% 3 ?
2010 1585 84 14.4% 3 ?
12011 1565 87 15.4% 3 ~200
2012 14515 71 13.8% 3 4297
2013 1365 61 16.7% 3 279
12014 1500 66 13.2% 2 777
2018 543 170 12.9% 2 279
2016 1398 68 17.1% 2 279
_______________ FIVA TR I 7N R 1
E:ent Name Year ESubmitted EAccepted E% Accepted |{Tracks {Attendees
ICDIM (IEER) (2006 {231 84 36.4% 3 135
12007 1219 83 37.9% 3 1139
https://sites.cs.ucsb.edu/~almeroth/conf/stats/ 14/48
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1152

439.1%

4182

Event Name {Year {Submitted |Accepted % Accepted {Tracks {Attendees
bols |5 22 48.9% 0l 69
12015 188 32 36.4% |l 1105
16 170 17 24.3% 1 1178
ICIN 2617 196 31 32.3% 1 1110
2018 185 124 (+13 short) 128.2% 11 125
(19 j67 21 31.3% 1 132
69 22 (+3 short)  {31.8% 1 1103

EEvent Name §lYear §ESubmitted i[Accepted l% Accepted §§Tracks §!Attendees
1991 60 122 30.0% 1 190
1993 {60 22 30.0% 1 110
ICODP (IFIP) y
1995 30 122.2% i 150
N [ AN N . .
Event Name ‘Submitted {§Accepted {% Accepted

2 467

29.1%

NG

2%

Event Name {Year | Submltted Accepted i% Accepted §Tracks Attendees
2039 1305 9] 129 8% i3 299
ICPADS (IEEE) o :
2012 4294 87 329 6% 43 777

EEvent Name lYeari Submitted lAccepted {% Accepted ]Tracks ]Attendees

IONE (IEEE) 1996196 132.3%
1997181 32 139.5% 0 §???
19981108 136 133.3% i1 e
19001131 136 127.5% 11 1227
20004109 130 127 5% i1 1779
2001157 36 122.9% i1 1222
20028217 32 114.7% 11 1222
26034230 30 113.0% i1 4128
20041213 33 115.5% i1 181
20054212 36 17.0% 1 130
133 14 2% 1 277
132 114.5% i1 1277
133 16.3% i1 4227
136 18.2% 11 1777
131 118.2% 11 4279
131 116.4% i1 1277
30 122.9% i1 4279
46 18.3% 1 157
20144160 (79 short) $32 (15 short){20.0% (19.0% short) {1 277

https://sites.cs.ucsb.edu/~almeroth/conf/stats/
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20154777 (22 short) §?2? (22 short) {??.2% (??2.2% short) i1 1777
20161230 146 (21 short){20.0% i1 4772

EEvent Name EYET Submitted EAccepted % Accepted {Tracks {Attendees
IICPADS (IEEE) {2009 {305 91 29.8% 03 277
Event Name {Year Submitted {Accepted {% Accepted {Tracks {Attendees

2001 1139 65 146.7% 1 277

2002 1188 67 135.6% 3 299

2003 1192 69 135.9% 3 27?

2004 §190 65 342% 3 77?

2005 1241 69 28.6% 3 1777
ICPP 2006 1200 64 132.0% 3 277

2007 777 7? 77.7% 3 2777

2008 1263 81 30.8% 13 1277

2009 1777 27 122.9% 3 279

2010 {277 127.2% 3

a4

Event

Accepted TracksiAttendees
Name

10 52.6% 1 40
110 150.0% 1 181 (QofIS & ICQT)
8 129 6% 1 72 (ICQT & NGC)

i 103 (QofIS, ICQT and

ICQT - ' WQOoSR)

2006127 9 1 28

12005126 9 34.6% 1 35
16 i1

2011818

Event Name {Submitted % Accepted {{Tracks i|Attendees

U8 (ACHD 11994 {114 145 139.5% 1 277
1993 1120 49 40.8% T
[1906 1116 50 43.1% 0 79
1997 1135 145 133.3% \l 1799
1998 1777 27 122.2% 1 1779
1999 1180 57 131.7% 1 1779
2000 1122 133 127.0% 11 1779
2001 | 45 133.8% I
5 31 121.5% 1 277
171 36 21.1% i
04 1162 35 21.6% 11 2927
2008 152 42 127.6% |l 2797

3 i i | \ | |

https://sites.cs.ucsb.edu/~almeroth/conf/stats/ 16/48
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2006 1141 137 126.2% 11 12222
1123 129 123.6% 1 12299
2008 1140 37 126.4% 1 2779
209 1191 47 124.6% 1 2777
110 1180 32 117.8% 1 272?
611 1161 35 121.7% 1 779
EEvent Name ]Year §ESubmitted §|Accepted §i% Accepted §iTracks §!Attendees
2009 1127 139 130.7% 2 1120
ICUFN 2014 1307 1124 140.4% 3 1772
DOLS 1446 1211 147.3% \ 1722

EEvent Name

{Year {Submitted {Accepted % Accepted Tracks jAttendees

1989 93 46 149.5% i3 277
1991 {110 50 145.5% 3 279
1993 {100 150 150.0% 3 1550
1995 §109 50 145 9% 3 500
1997 1138 56 140.6% i3 279
1999 {161 161 137.8% 3 1570
2001 {150 51 134.0% 3 283
U, 2003 1149 41 127.5% 3 154
M (FIPAEEER) : : :
ToRoos 26 53 123.5% 3 320
607 1187 51 127.3% 03 316
2009 1125 141 132.8% 13 1224
2011 1160 47 129 4% 2 210
2013 1196 53 127.0% i3 367
2013 1206 56 127.2% i3 350
2017 1154 44 128.6% 3 303
2019 1157 39 124.8% 13 172
Event Name YeariSubmitted Accepted K)ccep ted TracksjjAttendees
MC 2001453 14 264% il 60
(ACM/USENIX) 607103 39 419% 01 1103
(originally IMW) s y : {
120031109 32 1294% i1 114
20041157 39 248% |1 109
20054148 36 243% |1 277
61155 34 21.9% i1 277
2007 iﬁls)"ng papers (anﬂg)ong PAPErs ih4 405 i1 299
20081185 132 173% 1 279
20094183 41 224% {1 297
20104110 (+101 short) 124 (+23 short) 1223% 1 ~120
20111220 (total) 142 (total) 119.1% i1 ~120

https://sites.cs.ucsb.edu/~almeroth/conf/stats/
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s

Pac% 1

P

o1

178

142

23.6% il

1277

T

229% il

1150

120141188

144

126.0% i1

17?

5o

253% |1

1777

2

223% i1

1277

2018{174

143

24.7% {1

127?

120191

1197

39

1198% il

1232

Event Name

iYear

Submitted

Accepted

% Accepted

Attendees |

Infocom (IEEE)

1993

470

156

33.2%

777

1996

590

176

129.8%

777

1997

524

167

431.9%

777

195%

800

172

421.5%

777

1600

1184

130.7%

4729

PAGES

12000

1735

192

126.1%

550

1 1830

192

123.1%

[V R RV,]

777

2 1938

1192

120.5%

1729

3 41078

224

120.8%

777

34 11420

261

118 4%

777

2GS 41419

244

117.2%

777

G6 1>1400

252

~18%

777

7 >1400

1252

1~18%

4222

8 $>1160

236

120.3%

777

) 11435

282

119.7%

777

(10 V1575

276

i17.5%

777

11823

291

116.0%

777

12 1547

278

18.0%

777

1613

280

17.4%

1779

11650

4319

119.3%

1227

11640

4316

119.3%

4722

11644

300

118.2%

1229

7 11395

292

120.9%

777

1R 11606

309

i19.2%

ROELRIINENENLNLONENENLNLENEONEONY QN OVE DN

777

§11464

1288

119.7%

8

1277

EEvent Name

Year {Submitted {Accepted

1% Accepted |Tracks

HAttendees

PCCC (EER

2004 1272

177

128.0%

B

§27?

boos 1115 37 132.2% 3 12
booe 2 T 7% ..

2007 {119

z

137.0%

B

2

129.8%

E

https://sites.cs.ucsb.edu/~almeroth/conf/stats/
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143

129.7%

N
¥2
\

N
N
i

2210 w127

36

128 4%

~50

2011 4129

36

27.9%

277

2012 §115

32

27.8%

~100

20E3 129

35

27.1%

277

2015 4298

81

27.2%

277

2018 1228

60

28.9%

1
1
1
1
2
2

2777

12019 1277

B

129 2%

\
12
\

177

Event Name

\Year [Submitted

| Accepted

1% Accepted

UTracks {Attendees

11996 1353

1126

135.7%

1400

1997 1298

1112

137.6%

1429

1118

136.4%

1456

11999 1260

1113

143.5%

1460

2000 1303

1107

135.3%

1402

12601 {276

1100

136.2%

1465

1258

58

138.0%

1445

2003 1407

1119

129.2%

1550

ooi faa7

1142

131.8%

1617

l2o0s 1343

1115

133.5%

1588

12006 1531

1125

123.5%

1542

2007 1419

1109

126.0%

1656

PDPS (IEEE)

Do 1410

1105

125.6%

1657

12009 1440

1101

123.0%

1535

1127

124.1%

1577

2oL §571

1112

119.6%

1600

12012 1568

1118

120.8%

1621

o a0

1108

122.0%

1645

1114

121.1%

1603

2015 1496

1109

122.0%

1484

D016 1496

1114

123.0%

1658

1116

122.8%

1634

12017 {508
2018 1461

e

1113

124.4%

1495

019 1372

1103

127.7%

1373

12020 1446

1110

124.7%

TR

A R
E tN Yo iSubmitted

Accepted

e S

iTracks Attendees

% Accepted

[POM (IEEE)

19

34.5%

i

45

44

133.9%

2

1100

21

45.6%

50

18

40.0%

]

86

16

1

https://sites.cs.ucsb.edu/~almeroth/conf/stats/

140.0%

Cloudflare, Inc.

169
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o

Networking Conferences Statistics

112

140.0%

z 160

85

112

134.3%

i1 1123

Yo

Merged with Manweek, DSOM, and MMNS into {_IN

EEvent Name

\Submitted {Accepted |% Accepted

{Tracks {Attendees

126

183.9%

\l 132

125

170.3%

il 150

[PS-MoMe

E

164.3%

.

|8

152.9%

|l 163

Accepted

% Accepted

Tracks

Attendees |

2004

145

25 (+25 posters)

17.2%

777

777

7?7 (+77 posters)

7?.7%

777

2 {165

I25 (+17 posters)

15.2%

777

26 (+12 posters)

15.3%

777

30

123 8%

4779

21

17.9%

777

120

17.1%

777

27

22.1%

4279

[PSN

22

15.0%

777

24

20.9%

777

120

118.0%

1299

27

25.0%

299

21 (+2 short)

117.9%

4279

19

118.3%

777

22 (+2 short)

26.8%

777

25

27.5%

bt £ b B e E7 e B2 ek 37 ok 47 pmd [2 pmd £ pmd §) pmd §7 e B7 e BD ok 7 pmd ) pmd [

777

Event Name §!Year

| Submitted

§|Accepted

1% Accepted

S!Tracks éIAttendees

12002 199 131 131.3% il 155
12003 1166 127 116.3% 11 172

2004

1145

27

118.6%

|l 166

2005 1124

B

119.4%

il 222

PIPS D006

m

B

126.7%

|l 1727

2007 90

21

123.3%

w

2008 168

121

130.1%

T

B

112

120.0%

ko

12010

o4

113

120.3%

il B4

Event Name §1Year

Submitted

Accepted

1% Accepted

EAttendees

SCC (EEE)

shie‘,(fl)
i

777

95

22.9%

? 277

1799

1106

22.2%

2 177

11997

777

130

122.2%

? 777

11999

119

66

[55.5%

3 88

https://sites.cs.ucsb.edu/~almeroth/conf/stats/

Cloudflare, Inc.
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Networking Conferences Statistics

12000 {224 1123 154.9% 13 1772
2001 1206 113 154.9% 3 136
12002 1280 154 155.0% 3 177
2003 1455 228 150.1% 4 236
12004 1475 187 139.4% 3 195
2003 1400 147 36.8% 4 195
2006 1348 161 463% 4 1186
2007 1415 1167 140.3% 4 205
2008 1390 1180 146.2% 4 279
2009 1797 299 135.9% ? 9299
12010 323 130 140.2% 4 279
2011 1389 131 133.7% 4 279
2012 1316 150 147 5% 4 279
2013 1302 147 48.7% 4 279
2014 1338 157 46.4% 4 1779

EEvent Name §1Year

§ESubmitted §|Accepted

1% Accepted

§!Tracks §|Attendees

IISPDC

184

K

153.6%

il 135-40

(1)
Event Year{iSubmitted Accepted % TracksjiAttendees
Name Accepted
20091174 158 133.3% 1139

2L197 35 136.1% 120
28154115 38 133.0% 131

2012

74

24

132.4%

— i 37— 17 DN

129

P
2813

91

32

35.1%

64

ITC ol

72

27

37.5%

103

2015

177

126

133.7%

83

2016

108

37 (+6 demos)

34.3%

117

12017

91 (+3 demos)

28 (+2 demos)

30.8%

[y L NG Y [y iy | gy

71

2018

46 full (+9 short, +13
special)

18 full (+5 short, +11
special)

39.1%

—

76

https://sites.cs.ucsb.edu/~almeroth/conf/stats/

Cloudflare, Inc.

Event Name {Year |Submitted jAccepted |% Accepted Tracks {Attendees
IWAN 12002 153 20 137.8% \l 1279
{Event Name {Year |Submitted |Accepted % Accepted {Tracks |Attendees
IWCMC (IEEE) §2006 {550 1270 149.1% 3 1772
12007 1300 1119 139.7% 3 1277
1777 1277 122.2% 14 127
1>600 1285 ~47.5% s 1229
2010 {777 1277 122.2% 05 1727
2011 {277 1277 122.2% s 1779
2012 777 1279 129.9% 05 1229
Pl ! | | !

Exhibit 1003
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Networking Con

1220

ferences Statistics

i34.9

1722

202

339

777

252

Event Name {Year {Submitted jAccepted

1% Accepted

{Tracks

§!Attendees

{1998 {77

IE

122.2%

0

11989 145

25

155.6%

17

11990 77

127

122.2%

1772

IWPTS

(1988-1996)

11991 {77

e

122.2%

1777

11992 137

o

151.4%

53

(continued

11993 77

116

122.2%

1772

as IWTCS)

11994 {77

115 (+3 short)

122.2%

1277

11995 177

77

122 9%

1227

11996 {77

B

122.2%

1777

EEvent Name §!Year §{Submitted EIAccepted f% Accepted §fTracks éiAttendees

TWTCS
(1997-1999)

{(continued
tlas Testcom

ARRRRRS & ARRRRRRAARARARRRRRS

1997 47

25

53.2%

130

1998 143

18

41.9%

TS e
E 1
Ev !
ent Name |
i

Y iS i }

\ \
iISubmitted iAccepted

ear | itted;

N

R A AR
! ! % A ted ! | T : \
H iTracksiAttendees |
1% { i i
i { i {

IWQoS (IEEE)

11994(1st) {115

415

1100.0%

kl
il
{

145

1994(2nd){15

s

1100.0%

y
il
y

140

11995 {15

Iis

1100.0%

50

11996 130

115

150.0%

190

11997 106

b

122.6%

1777

1998 {125

21

116.8%

1160

------------ 1120

H

117.5%

1130

7000 84

2l

125.0%

1130

poot a3

130

121.0%

1120

1143

27

118.9%

10

1727

172

122.2%

2

1154

124 (plus 6 short) 119.5%

180

1120

123 (plus 17

short)i{19.2%

50

___________ 1150

127 (plus 13

short)i{18.0%

B

Q007 o4

Ik

120.6%

150+

oog 473

126

135.6%

160+

127

133.8%

1227

2009 180
010 133

®

124.8%

1777

ROl 180

B

128.8%

1277

oz o

b

121.8%

177?

2013 60

116 (plus 10

1277

short) 126.7%

{ i

https://sites.cs.ucsb.edu/~almeroth/conf/stats/

i

Cloudflare, Inc.
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1101

Networking Conferences Statistics

s

123.8% i1

Jso

EEvent Name

§EYear

{Submitted jAccepted % Accepted

§{Tracks §§Attendees

12003

o

7

123.3% |

i

12005

B3

B

133.2% il

{
W45
N

b7

I

132.4% 0l

50

..............................

005

30

112

136.3% 0

Y
N
N
i

i291§

327

5

133.3% 0l

440

o

137.5% i1

177

Event Name

iYear

Submitted

{Accepted

I% Accepted

iTracks

{Attendees |

LANMARN{IEEE)

1999163

453

84.1%

122

2001 27 2 ?7.7%% 177
2002 72 7 27.9% B
2004 1109 47 43.1% "
2005 {110 136 532.7% "
2007 60 30 50.0% 163

2008 36

15

41.7%

140

2010138

123

160.5%

142

2011 {39

121

53.8%

141

i*ﬂz? Bz

H10(+4 short)

313%

137

o

§18

b83%

bt 87 ok 7 pmd F7 pmd £ pmd 47 pmd 4] e Bf ek §7 fd ) pmd ) pmd [

129

Event Name

§[Year \Submitted {Accepted % Accepted iTracks i Attendees

12009 1143

112

127.9%

o

LANQMS (EEE)

lm\

I:)O

B

140.0%

o

Event Name | Year

Submitted

Accepted

% Accepted

\Tracks |Attendees

LONJEEEY  §2000

128

70

54.7%

1115

s
_m{}i

100

49

49.0%

180

140

58

41.0%

130

1146

49

433.6%

1138

*Vﬁa§142

142

130.4%

1144

008 1212

56

126.4%

152

2006 {172

60

134.9%

173

171

63

36.8%

1154

164

64

39.0%

164

2009 1188

159

131.0%

219

1169

51

130.2%

215

1181

53

293%

[OSRIRUSEIRUSRIAUSR USE VSRR USE VS E VR US R R VST FR VS NN

237

2 4174

152

129.8%

[O8)

1196

2 1201

53

126.4%

[8)

205

114 1143

42

29.4%

\S)

142

https://sites.cs.ucsb.edu/~almeroth/conf/stats/

N

Cloudflare, Inc.
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2013 1145

Networking Conferences Statistics

130.3% 13

144

1231

2818

125.1%

A AR AR ARARRRS

Event Name

Submitted

Accepted

TracksiiA ttendees

MASCOTS

Y(IEEE/ACM)

34777

~30.0%

777

4172

67

39.0%

777

$iH151

46 (+21
short)

30.5%

777

125

45

36.0%

797

187

62

33.2%

777

4194

136

i38.3%

108

162

54

§33.3%

777

20104116

36

431.0%

1&2 165

120

42

35.0%

11&2

777

2012

134

49

36.6%

D

76

2013

297

27

77.7%

12

77

EOTEL

1192

B

120.3%

2

5

Event Name

| Year Submitted {Accepted

MASS (IEEE)

12006 1197

[

1% Accepted Tracks |Attendees |
124.9% |

177?

2007 1265

169

126.0%

1779

12008 1250

B

123.6%

1777

12009 {777

127

122.2%

177

Fi

127.5%

1777

12010 1181
d201l

"

119.1%

1777

50

130.1%

177

155 (+16 short) |

129.6%

1779

i

126.5%

17?

Event Name

Submitted

Accepted (% Accepted

Tracks |

Attendees

Med-Hoc-Net (IFIP)

200813

6

20

§55.6%

1

25

200941

7

9

152.9%

40

201047

8

22

128.2%

51

201113

0

112

140.0%

40

5

145.5%

30

20

435.7%

¥s1

114

131.8%

136

18

154 5%

24

17

144.7%

22

5

136.6%

143

https://sites.cs.ucsb.edu/~almeroth/conf/stats/

Cloudflare, Inc.
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E o 7 W% 51 B0

EEvent Name Year Submitted {Accepted 1% Accepted §Tracks iAttendees

IMELT (ACM) 2008 138 15 139.5% il 1777

Event Name Year Submltted Accepted Z)ccep ted TracksiiAttendees
10084150 §§28 18.7% 1 160
2000170 21 30.0% 1 1180
20018116 §§l?o§)10 17.2% 1 105
20034158 5 (+5 WIP) 115.8% 1 1176
20041194 25 12.9% 1 ~130

Middleware 20051106 24 22.6% | 250

(IFIP/ACM) '
20061122 2 118.0% 1 162
20074108 22 20.4% 1 297
20081119 21 17.6% i1 140
20098111 19 17.1% 1 1125
20101116 19 16.4% 1 297
2016158 12 20.7% 0l 299

EEvent Name

[Year lSubmltted }Accepted

I% Accepted} [Tracks iAttendees

https://sites.cs.ucsb.edu/~almeroth/conf/stats/

116 (plus 8 short) §24.0% l 1227
2006 117 119.5% i1 1277
MMCN (SPIE/ACM) oo i 90, 0 B
120081157 115 (plus 9 short) 126.3% l 1227
Event Name Year {Submitted [Accepted (% Accepted {Tracks {Attendees
1997 183 422 126.5% il 80+
1998 {61 22 36.1% i1 60+
2000 {149 22 44.9% 1 40+
2001 1105 122 121.0% 1 199
2002176 127 35.5% i1 229
2003177 430 22.%% 11 297
MMNS (IFIP/IEEE) | ; ; ‘
126 31.0% i1 165
134 51.1% i1 7299
118 129 5% i1 86
14 26.0% i1 65
: 16 32.6% 1 65
2009 137 113 135.1% 1 123
E Merged with Manweek, DSOM and IPOM into {;N3SM. Q
{Event Name {Year iSubmitted {Accepted % Accepted |Tracks Attendees |
Mobiarch (IEEE/ACM) 200633 111 133.3% 0 133
(07 146 11 123.9% 11 190

Cloudflare, Inc.

Exhibit 1003
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Networking Conferences Statistics

loos s

s

134.1%

L

1222

2009419

v

13681%

1

122

EEvent Name

| Year

iSubmitted |{Accepted {% Accepted {Tracks Attendees |

Mobicom (ACM)Y

11995

g

o

125.3%

1727

11996

190

118

120.0%

1277

11997

4101

126

125.7%

1277

11998

1147

F

118.4%

1277

11999

1170

123

113.5%

1277

12000

1226

bs

112.3%

1227

Reo1

281

5o

110.7%

1277

1327

126

18.0%

2002 1364 126 17.1% 1777
2003 281 127 19.6% i1 1227

1277

1224

123

110.3%

1277

214

129

113.6%

12006 1208 135 111.7% il 1277
007 233 126 111.1% |l 1277
12008 264 131 111.7% il 1777
oo 1282 130 110.6% |l 1277
2010 233 133 114.2% il 1277

1227

DOL2

212

B

115.1%

1277

12018

1178

130

116.9%

1227

12019 (20d md1186

1331

116.7%

1227

Event Name

Year

Submitted

Accepted

% Accepted |

Tracks {{Attendees

2000

82

13

15.6%

1165

2001

144

24

16.7%

1279

2002

134

22

16.4%

4299

2003

189

129

1153%

1777

3
S04
,.;,5_!\)1 {

234

24

10.1%

2000)

2005

1281

40

14.2%

1277

MobiHoo (ACMIEEE)

318

3

1

9.75%

1297

#7146

27

18.5%

4297

%1300

44

14.7%

q1.5

1277

24175

3

1

17.7%

1299

GLaN157

67

16.6%

777

28114127

125

419.7%

~100

1
1
1
1
1

11

i1

i1
1.
1
1
1
1

24120

24

1279

8

EEvent Name

iYear {Submitted {Accepted

% Accepted

{Tracks jAttendees |

MobiOpp (ACM)

1l

§!14

137.9%

;}30

https://sites.cs.ucsb.edu/~almeroth/conf/stats/

N
{

Cloudflare, Inc.

Exhibit 1003

26/48

Page 1233



2/24/2021

12010 {63

Networking Conferences Statistics

18

128.6% 11 176

i"”‘)‘: 2 §E44

!9

120.5% 1 150

EEvent Name

EYear iSubmltted |Accepted i% Accepted 1Tracks EAttendees

20061107 119 117.8% i1 127
20071119 127 122.7% 11 1777
2008 277 177 122.9% 1 1277
Mobiguitous {ACM) I I ; :
120091777 177 122.2% \l 1277
2010777 177 122.2% i1 1277
RoLLi8S 27 1271% 1 1229

Event Name §Year §§Submitted 1Accepted % Accepted {Tracks {Attendees
12007 105 122 20.9% 1 279
GO8 3123 22 17.9% 1 27?
2009 1128 26 20.3% 1 297
Mobisvs (ACM) 12010 1126 125 19.8% il 177?
,2=m 1141 125 17.7% 0 279
______________ 12 4182 132 17.6% il 277
i 20 1175 134 119.4% 0 1777

Event Name

{Year ESubmltted |Accepted

i% Accepted [Tracks iAttendees

12008 150 118 (+11 posters) §36.0% 0 1777
g 200941 115 (+6 posters) #36.6% il 1279
Mobiwag {ACMY : . : N :
1201077 127 (+7 posters)  §72.7% i 1277
1201158 115 (+6 posters) 125.8% 11 1279
Event Name {Year {Submitted {Accepted {% Accepted i{Tracks |Attendees
MSN (IEEE) 2013 190 140 144 4% 1 299

EEvent Name EYear ISubmltted ’Accepted

MEWiM

11998 120

8

!% Accepted §!Tracks §|Attendees

140.0% T

11999 136 113 136.1% I 1777
12000 44 116 136.4% 11 1777
12001 {55 116 129.1% 11 1277
12002 181 116 119.7% 11 1277
12003 1100 115 115.0% I 1277
12004 1121 121 117.4% i1 1297
12005 1165 136 121.8% 11 1777
2006 1160 139 124 4% 11 1277
2007 1161 140 124.8% i1 1777
12008 1188 139 120.7% 11 1777
12009 1178 142 123.5% 11 1779
12010 1132 143 132.6% 11 1777
2011 1190 145 (+8 posters) 123.7% I 1777
12012 1161 142 126.1% i 1277

https://sites.cs.ucsb.edu/~almeroth/conf/stats/
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27/48

Page 1234



2/24/2021

2013 160

142

Networking Conferences Statistics

125.9%

1272

20141

146

32

21.9%

1279

2018

113

31

27.5%

1777

2018

103

30

29.1%

1277

Event Name

iYear {Submitted {Accepted % Accepted
Year | | \

§ETracks

§EAttendees

Multimedia {ACMY

11996 {1142

140

128.2%

1729

11997 {162

5o

122.2%

1779

2

il

1779

11999 1220

m

118.2%

1727

12000 214

Bo

116.8%

1779

T g

127

122.2%

172

177

122 9%

1777

12003 1777

N
N

127

122.2%

1777

2004 1331

155

116.6%

1779

12005 312

o

115.7%

1335

148

116.4%

§§>400

2007 1298

5

119.1%

1727

2008 280

E

120.0%

1772

12009 |

305

150

116.4%

1777

ol

117.1%

1777

Event Name

{Submitted

Accepted % Accepted

Tracks

Attendees

NEWIAN

1109

50

145.9%

1

62

806 1137

449

135.8%

1

3

1

159

EEvent Name

Submitted

|Accepted % Accepted

UTracks |

|Attendees

INIME (IEEE)

2004 133

o

130.3%

Egl i
i i
N H
N N

1227

EEvent Name

Submitted

Accepted

% Accepted

Tracks

Attendees

NSRS

) 51

15

29.4%

277

166

16

424.2%

779

2002 179 116 120.3% 1779
2003 182 17 120.7% 27?

2004

108

16

[16.3%

777

1~100

2005 #4124 16 12.9%
2006 4127 17 13.4% 277

7 1125

8

114.4%

277

;1121

20

116.5%

279

2009 1171

20

[11.7%

bt 37 ot £ pmd §7 e §5 b §) e Bf ok ) ek § ek 7 b

277

2010 1156

124

115.4%

—_—

1299

2011 1139 28 120.1% 1 279
2012 1997 2? 122.9% 1 299

https://sites.cs.ucsb.edu/~almeroth/conf/stats/

N

Cloudflare, Inc.

Exhibit 1003

28/48

Page 1235



2/24/2021

Networking Conferences Statistics
127 122.2% 11

1772

129 122.9% 1

229

77 177.9% 1

277

27 §?? % 1

???

[Event Name |Year |Submitted |Accepted

B ;% Accepted !Tracks lAttendees““g

2006 {71

125 135.2% 3

1277

2011 196

127 (+30 short) 128 1% ")

1277

NCAEEE)

12014

7o

124 (+25 short) 131.6% |

140-50

2016 105

129 (+36 short) 127.6% |l

1~70

EEvent Name

§!Year §jSubmitted §1Accepted !% Accepted §!Tracks §|Attendees

NESEA (EEE)

20101423

110 143.5% i1

130

2011 #52

21 140.4% i1

130

EEvent Name

'%Year iSubmitted {Accepted % Accepted iTracks {Attendees |

NetGames (ACM)

12002 119

112 163.2% i1

1779

119 182.6% i1

@

12003 E23

115 146.9% il

1777

120 155.6% il

1777

12006 130

120 166.7% il

1777

2007 130

118 160.0% 0l

1777

.............

115 148 4% i

1777

12009 137

127.0% i1

o

D010 127

19 133.3% i

1779

}i}ai E27

19 133.3% i1

0

19 120.4% il

177

EEvent Name !Year Submitted !Accepted 1% Accepted ITracks EAttendees

NetSoft (IEEE)

151108

17 (+31 short) [15.7%

2816 4107

20 (+36 short) |18.7%

232

2617186

116 (+26 short) 18.6%

150

20181103

20 (+29 short) 119.2%

1164

20194103

20 (+21 short) 119.2%

151

2020 490

SITSITSIESHLSLE

418 (+25 short) {20.0%

380

EEvent Name

iYear ESubmltted [Accepted

i% Accepted §§Tracks§§Attendees

https://sites.cs.ucsb.edu/~almeroth/co

Networking (IFIP) (00!

182 139.2% 3

1277

20621314

182 126.1% 3

1227

120041539

1103 119.1% 3

1227

120051430

1106 124.7% 3

1222

20061440

190 120.4% 3

1727

120071440

199 122.5% 3

1277

120081249

167 Full (+17 short) {26.9% 3

o7

nf/stats/

Cloudflare, Inc.
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Networking Conferences Statistics

12000 149 Full (+26 short) §21.5% 2 1200
20101101 124 23.7% 1 85
120111294 64 21.8% 2 140
20121225 64 128.4% 2 1125
20131191 50 26.2% 2 75
20141220 55 25.0% 2 90
20151202 48 123 8% 2 192
20161200 157 28.5% 2 1~95
20174150 143 28.6% 0l 1120
120181225 155 (+8 short) 24.4% 2 118
20181112 32 28.5% 1 60
20201235 55 (+25 short)  123.4% 3 =275

Event Name EYear ESubmltted iAccepted l% Accepted iTracks !Attendees

1999 150 IE 130.0% 0l 1110

12000 149 112 124.5% i1 1120

NGC Ez__g_g__g_, E4o 114 135.0% 0l 1277
200, 119 139.6% 1 172 :
2003 51 7 P33% 1 72(ICQT & NGC) |

EEvent Name lYear ubmltted Accepted %Accepted iTracks Attendees

2007 (91 44 1483% 2 172
NGMAST ZO0O8 196 75 §38.4% 3 103
2009 1217 75 134.5% 3 279

EEvent Name

| Year {Submitted {|Accepted

!% Accepted §!Tracks §!Attendees

https://sites.cs.ucsb.edu/~almeroth/conf/stats/

Cloudflare, Inc.

2011 51 124 147.1% 0 7
2012 182 29 135.4% 0 87
2003 1 21 135.4% i is5
2014 59 21 535.6% 0 47
12015 65 122 133.8% 0l 35
NOF \ ; \ |
12016 158 120 134.5% 0 159
017 54 122 (+13 demo) 140.7% 0 61
2018 36 11 (+5short)  30.6% 0 7
2019 50 113 (+7 short)  126.0% 0 140
12020 153 115 (+9 short)  28.3% 1 {05
Event Name }YearijSubmitted {Accepted K’ TracksjiAttendees
ccepted
NOMS 20608205 61 297% B 485
HIEIPAEEDY ool 73 57 3500 3 6
20044224 60 268% i3 1425
20061186 53 285% 3 Bl
20081220 64 291% 13 350
- i i E

Exhibit 1003
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2/24/2021

Networking Conferences Statistics

l2010%201 154 126.9% 13 1369
2012 iﬁgg 3L s 262% i3 260
120141152 44 289% 3 315
20161213 \54 1253% 13 155
20181189 56 29.6% i3 289
20201243 ;(Z)S(;‘S shortand +18 19 6o, B30 5 1207
Event Name iYear Submitted §Accepted % Accepted {Tracks {jAttendees
1990 {777 277 277 1 277
1991 {777 277 277 1 277
11992 1777 277 297 1 277
11993 1777 277 297 1 777
11995 1277 277 1777 | 277
1996 1777 279 277 1 277
11997 181 125 30.9% 1 277
11998 1777 1272 297 1 1299
11999 1277 279 277 1 277
12000 1277 279 277 1 277
e 2001 60 20 33.3% 1 160
NOSSDAV (ACK) S
2007 159 18 30.5% 1 50
2003 §60 18 130.0% 1 40
12004 195 124 25.3% 1 60
2005 188 33 37.5% 1 48
2006 174 23 31.1% 1 77
12007 452 18 34.6% 1 55
2008 450 17 34.0% 1 62
2002 151 21 41.1% 1 1799
2010 §51 21 41.1% 1 ~50
2011 {61 21 134.4% 1 777
012 47 7 362% 40

SITracks §IAttendees

IEvent Name |Year {Submitted Accepted % Accepted

INPC (IFIP) 3 1150+
Event Name Year Submitted jAccepted (% Accepted %Tracks Attendees
NSDI (USENIX) {2004 {118 27 il 4222

2005 H112 25 i1 1229

2006 1110 28 il 4277

2007 1113 127 1 1277

12008 {175 30 1 1222

2000 1163 32 1 1279

12010 175 129 1l 1777

https://sites.cs.ucsb.edu/~almeroth/conf/stats/

Cloudflare, Inc.
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2/24/2021 Networking Conferences Statistics
A A 2 T
2012 {169 130 117.8% 1l 27 ‘
EEvent Name ?Year ?Submitted :IAccepted |% Accepted §§Tracks :iAttendees

iEvent Name  |Year 3|Subm1tted HAccepted %E% Accepted {Tracks {Attendees
2014 1136 152 138.2% 3 1~100
12015 {111 138 134.2% 13 1~90
i;am 1107 138 135.5% 3 1~70
2018 {110 138 134.5% 3 1~85

EEvent Name iYear iSubmltted !Accepted |% Accepted iTracks [Attendees

INTRMS (5

EEvent Name iYear ESubmltted !Accepted §% Accepted [Tracks lAttendees
OOPSLA (ACM) 12001 1145 127 118.6% | 1279 \
[Event Name [Year Submitted {Accepted |% Accepted {Tracks |Attendees |

1994 1178 21 11.8% 1 277 ‘
1996 {1110 19 17.3% 279

1

1797 7 122.9% 1 1277

1999 196 120 120.8% 1 299

2000 111 124 121.6% 1 277

OSDI (USENIX) {2002 7?7 177 1472.2% 1 4277
2004 1193 127 114.0% 1 4227

12006 {150 127 118.0% 1 1222

2008 1193 126 13.5% 1 279

2009 1227 27 22.2% 1 277

12010 1199 32 1416.1% 1 3227

EEvent NamesiYeaﬁESubmitted ﬂAccepted }% Accepted !Tracks iAttendees
2001121 \ 119.1% 11 169 =

o020 i [52% L e

2003170 119 127.1% 11 177

120041 130 123.1% |l 179

20054136 126 119.1% i1 157

20064153 129 119.0% 1l 180

PP (IEEE) 120071777 i 122.2% 11 1227

20081139 129 120.9% i1 1777

20024126 (plus 23 short) §25 (plus 8 short) i{19.8% 11 1277

04121 (plus 22 short) {27 (plus 7 short) {22.3% i1 1227

12011197 (plus 26 short) 29 (plus 8 short) §29.9% 11 1222

120124100 (inc short) {20 (plus 4 short) {24.0% |l 1777

3404 118 119.2% i1 1~40

W@

https://sites.cs.ucsb.edu/~almeroth/conf/stats/ 32/48
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Networking Conferences Statistics

Event Name 1Year S{Submitted §|Accepted !% Accepted §Tracks E[Attendees
2004 1174 i30 117.2% 1 1279
2005 {77 77 122.9% 1 779
2606 127 177 122.9% 1 277
2007 180 21 126,3% 1 27?
2008 171 23 32.4% 1 779
2009 177 22 28.6% \l 1777
2010 178 23 129.5% 1 ~80-100
D01 156 24 142.9% 1 279
PAM 2012 182 125 130.5% 1 279
2013 174 24 132.4% 1 60
2014 §77 29 172.9% 1 ?2?
2015 127 29 172.2% 1 29
2016 193 30 32.4% 1 77
2017 187 20 23.0% 11 i
2018 149 20 140.8% 1 i
2019 175 20 26.7% 1 1~53
2020 165 19 29.92 \l 1~60
Event Name {YeariSubmittediAccepted Zoccepte d Tracks Attendees
51233 138 16.7% 2 299
4280 123 8.21% 0l 299
20074208 120 9.61% 1 277
22 T ?2.97%% 1 279
1199 126 113.1% 0l 297
20101227 126 (+2 short)  {11.5% 1 (+workshops)§???
PerCom 20128>150 116 (+12 short) {fabout 19% {1 (+workshops)i???
(IEEE) 20131174 119 (+8 short) {15.5% 1 (+workshops)§240
175 125 14.3% 1 (+workshops)i???
4196 129 14.7% i1 (+workshops)§???
20161168 20(+5 14.9% 1 (+workshops)27?
concise)
20171194 28 (+4 16.5% 1 (+workshops)§???
concise)
Event Name Year §Submitted Accepted 1% Accepted §!Tracks {Attendees
Performance (IFIP) {2002 {{129 30 123.3% ! 1777
2003 {Not held.
30%??521& Jointlvowith Sigmetrics 2004 il 4277
2008 §132 129 22.0% 1 277
2006 iHeld intndy with Siemetrics 2006 1 777
2007 1103 124 123.0% 11 1222
i

https://sites.cs.ucsb.edu/~almeroth/conf/stats/

Cloudflare, Inc.
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12008

Networking Conferences Statistics

iNot held.

2009

Held iointly with Siegmetnies 2009

—

777

12010 v78

120

125.6%

—

277

99

120

120.2%

—_—

777

See Sigmetrics 2012

2013 165

17

26.2%

—

4229

2014 177

21

1273%

—_—

4722

Event Name §!Year SESubmitted §|Accepted !% Accepted SITracks SIAttendees

PEMWN

2012 123

is

169.6%

50

Do 24

IB

154.2%

{~40

2014 38

120

152.6%

E

2015 141

120

148.8%

160

buie s

116

134.8%

156

017 Is3

119

135.8%

155

b o

B

140.0%

E

9 129

i1

137.9%

1~55

Event Name

§|Year§!Submitted§ Accepted

l% Accepted§|Tracks§§Attendees§

PIMRO (EBER

20061956

1416 (plus 149 posters)

43.5% ?

277

2007

1200

1518 (plus 180 posters)

43.2% ?

777

1200817777

1272

172.2%

4272

120081777

1652 (including posters)

77.7% 7

~1000

772

1349 (+38 posters)

45.2% 7

537

Event Name §§Year §!Submitted %[Accepted

E% Accepted EETracks §IAttendees

PSTV (IFIP)

i(joined with

FORTE
in 1996)

11981 24

B

1100.0%

ko

11982 140

140

1100.0%

141

11983 142

o

1100.0%

1777

11984 141

o

1100.0%

1227

11985 52

i34

165.4%

162

11986 148

34

170.8%

1777

11987 159

B

144.1%

1162

11988 175

128

137.3%

1772

11989 194

B

127.7%

1191

11990 {67

23

134 3%

1187

11991 {53

o

139.6%

1187

11992 189

22

124.7%

195

11993 160

120

133.3%

195

11994 {51

118 (+9 short)

144.1%

1777

11995 175

B

133.3%

b2

Event Name

Year {Submitted

Accepted

1% Accepted

Attendees

PVM/MPI

o TRYATY
PASIIR]

1110

56

150.9%

78

https://sites.cs.ucsb.edu/~almeroth/conf/stats/

Cloudflare, Inc.
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EEvent Name §1Year

Networking Conferences Statistics

|Submitted {Accepted % Accepted

Tracks E[Attendees

1209 157 127.2%

1 ~120

2006

PWC (IFIP)

1174 49 28.2%

1 277

2007

1108 153 149.1%

1 79

EEvent Name

§§Year §ESubmitt

ed {Accepted % Accepted {Tracks jAttendees |

12005 1110 21 132.7% i 177
Q2SWinet (ACM) {2006 {60 118 130.0% ! 1777
2007 154 118 133.3% |l 1779

Event . %

Name Year;iSubmitted{Accepted Accepted TracksijAttendees
2000478 128 §35.8% il 4160
2001395 123 24.2% 1 475

TS 2002450 20 38.4% 1 81 (QofIS & ICQT)
,Z(}LB 76 422 28.9% 1 150
o 103 (QofTS, ICQT and
A1 Y i V] >
2004191 522 24.2% 1 WQoSR)

Event Name Year

Submitted

i% Accepted {Tracks

Accepted

Attendees

1996 {86 27 131.4% 277
1997 {67 118 126.9% 779
1998 {94 126 427 7% 277
1999 86 120 123.3% 177?
2000 {84 26 131.0% 277
2001 {64 20 131.3% 277

2002

189 27

30.3%

168

2003

50 23

46.0%

82

bt B7 bk b pmd £7 pmd 35 b Bf e £5 ok §7 pmd 47 pd [2 pmd £ pmd §7 pmd §5 e B) e §) ek 87 ok 17 ek

2004 205 62 130.2% 155
RIAS (IEEE) {2005 {158 453 133.5% 150
2006 1128 38 129.7% 120
2007 1109 31 128.4% 110
2008 1140 35 125.0% 277
2099 1125 32 125.6% 279
2010 §149 133 122.1% 777
2011 1139 29 120.9% 279
2012 {127 30 123.6% 277

o6 s

—

=

EEvent Name

i Submitted

{Accepted % Accepted

{Tracks {Attendees

https://sites.cs.ucsb.edu/~almeroth/conf/stats/

\| :‘
{ H

RTSS (IEEE) {1980 {77 122 122.2% il 172?
11981 {72 119 122.%% 11 1777
11982 177 122 122.2% |l 172?

“ E

Cloudflare, Inc.  Exhibit 1003
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11983

7

Networking Conferences Statistics

129

122.2%

—

172?

1984 |

77

29

7?7.7%

1227

1985

77

20

?7.7%

777

1986

68

30

144 1%

777

1987

59

30

50.8%

1272

1988

77

25

32.5%

777

1989

87

136

141 4%

777

1990 |

77

33

77.7%

1292

1991 |

77

29

77.7%%

4272

1992

1120

34

128.3%

1272

1993

138

34

124.6%

777

1994

107

32

129.9%

777

1995

104

34

32.7%

1272

1996

77

31

77.7%

777

1997

99

130

130.3%

777

1998

1182

45

24.7%

1292

1999

146

20

13.7%

777

2000

1103

128

127.2%

777

2001

112

29

425.9%

777

2002

106

30

428.3%

110

12003

1145

124

116.6%

130

2004

187

143

122.5%

166

2003

176

137

121.0%

123

2000

1173

42

24.3%

1120

171

44

25.7%

777

2008

187

144

123 5%

152

1197

44

122.3%

170

142

36

125 4%

150

158

133

120.9%

165

4157

135

122.3%

155

1160

136

122.5%

bt 37 bt b7 pmd §2 b 35 b 47 e BD ok B5 ok 87 pmd §0 pmd £ pmd §7 pmd §) e 47 e £7 ok Bf pmk ) pmd 57 bk Bk §7 pmd §) e 47 ok £f ok Bf pmk ) bk 7 bk ES e £ e §) e 47 ek

172

See Official Stais

Event Name

| Year

'Submitted {Accepted % Accepted

§[Tracks §§Attendees

SAINT (EEE)

12001

1135

25

118.5%

4167

12002 |

126

$37.1%

211

3

128.9%

1218

2

127.7%

1323

156

131.3%

1252

i

141.4%

I

18

128.1%

1777

https://sites.cs.ucsb.edu/~almeroth/conf/stats/

‘E
N
3

sE
N

Cloudflare, Inc.

N
{
i
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12008 167

Networking Conferences Statistics

118

126.9%

N
i1
\

4999

12009 U53

17

132.1%

1

277

12010 51

14

27.5%

1

277

2011 166

21

131.8%

1

277

Event Name

{Year Submitted

|Accepted % Accepted

{Tracks jAttendees

SASO (JEEE

12007 {120

125

120.8%

1797

2o

142

128.6%

122?

12000 174

127

136.5%

1799

12010 489

b

128.1%

127?

12011 497

121

121.6%

1227

EEvent Name

EYear iSubmitted jAccepted

% Accepted

§[Tracks §§Attendees

ISAWN (IEEE)

4{ W1

1121

5o

124 8%

I

1279

EEvent Name

{Year [Submitted

{Accepted

1% Accepted

{Tracks

|Attendees

SBACEADR

11999 190

&

147.7%

1277

12000 170

i

158.5%

1277

2001 -

132

1297

74

5

133.7%

1227

2003 1103

131

130.0%

1779

129

134.9%

1777

»

134.9%

1779

23

132.4%

1772

B

129.9%

1277

Event Name

{Submitted

Accepted |

% Accepted

Tracks

Attendees

QNS

2616 170

2

117.1%

1

41

EEvent Name

§Year iSubmitted §Accepted % Accepted
! E | |

SECON (IEEE)

17

118.1%

§§Tracks SlAttendees

172?

2003 §203

155

127.2%

1114

006 1243

163

125.9%

1134

1“00" 1296

5

121.3%

1102

2008 1310

164

120.6%

1131

12009 1437

=

122.0%

1135

12010 1290

102

121.4%

172?

zoll {241

166

127.4%

1279

12012 1219

18

131.1%

1227

12013 1280

s

118.2%

1222

De14 1234

167

128.6%

1777

‘170 §194

=

128.3%

1722

156

126.3%

177?

Im_u ;E170

5

126.5%

1777

12018 211

o

123.2%

172?

https://sites.cs.ucsb.edu/~almeroth/conf/stats/
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5 Pota 180

Networking Conferences Statistics

I

128.6%

2

1722

EEvent Name

SlYear §!Submitted §|Accepted E% Accepted i!Tracks §EAttendees

Sequritv (USENIEG

2001 {83

Z

128.9%

T

12002 {777

1772

122.2%

177

12003 {277

1777

122.2%

1277

12004 1184

122

112.0%

1277

12005 148

122

114.9%

127?

12006 11777

1722

122.2%

1277

12007 {277

1222

122.2%

127?

12008 {170

127

115.9%

17?

12000 {176

s

114.8%

1~400

B0

114.9%

1~800

2011 204

135

117.2%

1277

Event Name

§lYear §]Submitted §'Accepted

1% Accepted

{Tracks [Attendees |

Security. & Privagy

1999 {61

115

24.6%

777

2000 {137

118

13.1%

777

12003 131

419

114.5%

4279

119

9.9%

200

2008 1192

117

8.9%

200

2006 1251

132

112.8%

1299

2007 {777

472

27.7%

299

2008 1249

128

11.2%

4279

12009 1254

11.0%

777

267

o 27’

Event Name

§§Yea

r §ISu

bmitted §!Accepted !% Accepted §]Tracks §[Attendees

SenSva (ACM

12003 {137

s

117.5%

1272

2l

114.5%

1277

12004 {145

~

21

117.8%

1277

ks

119.7%

1222

125

116.8%

1227

2008 {153

b3

116.3%

127?

2009 {119

21

117.6%

1272

12010 1145

125

117.6%

1772

poil {123

s

119.5%

1277

12017 {151

26

117.2%

127?

Event Name

Year

Submitted

{Accepted

3% Accepted

Tracks

Attendees

P AETRES KRR TN £ 4

1983

50

134

68.0%

277

11984 |

70

5

447.1%

E

1277

1985

777

4299

777

277

1986

125

145

136.0%
N

D

277

https://sites.cs.ucsb.edu/~almeroth/conf/stats/
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11987 Y94

Networking Conferences Statistics

142

144.7%

1272

1988 {116

132

127.6% 277

1989 $94

29

30.9% 277

1990 {102

131

30.4% 777

1991 {128

128

21.9% 279

1992 §126

27

22.0% 277

1993 4149

28

118.8% 122?

1994 194

429

30.9% 277

41098 §143

130

21.0% 400

1990 4162

127

116.7% 279

1997 4213

24

11.3% 277

1998 §226

427

12.0% 277

1999 {190

124

12.6% 279

2000 §238

26

10.9% 407

2001 §203

23

111.3% 4550

2002 §300

125

8.33% 277

2003 ¥319

33

10.3% 277

2004 ¥340

31

9.11%

4279

2005 255

127

10.6% 277

2000 §298

137

bt 87 pmd 17 pmd £ §7 pm §7 e A7 fmd [2 pd f pmd 87 pmd 17 e F7 pmd £2 o 37 e 37 ok [7 pmd £ pmd 87 pmd §5

12.4% 277

2007 ¥258

135

—

13.6% 1722

2008 1288

35

12.2% 1619

2868 4270

27

10.0% 227

2010 1276

133

112.0% ~800

2011 §223

32

14.3% 277

20172 4235

31

13.2% 4606

2013 1246

15.4% 4277

2014 1242

18.6% 4279

2015 1242

bt b5 pmd 47 b 17 pmd Bf e §1 ek §) ek 37 ek

16.5% 4227

12016 1231

116.9% b m

[Event Name | Year {Submitted

iAccepted |% Accepted | Tracks {Attendees

}
N
Y
N

Sigmeics {ACM) 11989§E 136

22 116.1% L

11990102

323 5[22.3% 11 {7?‘7

11991777

120 122 9% i1 1227

119924108

120 118.5% 0l 1772

11993777

122 122.2% 0l 1772

119941110

125 122.7% 11 1272

119951123

7 121.9% |1 1777

11996110

124 121.8% 0l 177

11997130

25 19.2% T

! :E
y

https://sites.cs.ucsb.edu/~almeroth/conf/stats/

N v N N
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2/24/2021 Networking Conferences Statistics
119981136 125 118.4%
1999192 418 19.6%
20004165 128 17.0%
20014233 130 112.9%
20024170 123 13.5%
20031222 26 11.7%
20041265 33 112 4%
20081237 31 113.1%
20061217 130 113 8%
20071170 429 17.1%
20083201 136 17.9%
20091180 127 115.0%
20101184 129 15.6%
20114177 29 14.7%
20121203 31 1153%
201314196 126 113.3
20141237 40 116.9%
20154239 32 113.4%
126161208 128 113.5%
201711203 127 1413.3%
20181270 54 120.0%
20191317 50 115.8% 277
20201286 44 115 4% N/A
2021184 (summer only) 14 116.7% 2 1279
EEvent Name EEYearﬂSubmitted ”Accepted [% Accepted §ETracks EIAttendees
120101255 1102 140.0% i3 1297

1772
27?7
27
777
277
777
777
152
140
777
100+
277
77
277
777
77
277
777
277
277
1729

,,,,,,,,,M
—

bt 87 bk 37 pmd £k §5 pm §7 o £) fmd BF ek 7 pmd 87 pmd 37k £7 e B5 e 87 o 4] ok [P pmd £ pmd §) pmd 37

—_—

[\

\S)

SmantGridComm (EER

T T T TR e

Event Name ear iSubmitted {Accepted % Accepted iTracks Attendees
1995 84 22 26.2% | 277
11996 1777 279 1229 279 1727
11997 1120 23 119.2% 1727
11999 190 19 121.1% 1777
2001 U85 17 20.0% 12727
SOSP(ACM) 12003 1128 22 17.2% 14227
12003 1155 20 112.9% 1777
2007 §131 25 19.1% 471
16.4%

R o anttteee

bt §5 pmd £ pmd 27 pd £7 e §f e §0 ek {7 ek
4

7 1727

SOSR(ACM)  |Rols {137

¥ g i i i i i }
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Event Name YearSubmitted {Accepted:% TracksijAttendees
Accepted
20024230 67 29.1% 2.5 777
120031207 160 29.0% 25 17000
20041192 59 130.7% 2.5 1
20031260 63 24.2% 2.5 7777
3‘2()(}'{3 239 54 22.6% 2.5 9700
2OOTN7? 77 177.2% §? 2777
20084777 77 77.2% 47 27?7
20091277 177 22.2% 1 12277
2010177 77 77.2% ? 7777
00111352 74 21.0% 25 97
20121472 1100 121.2% 25 7
Event Name iYear iSubmitted Accepted 1% Accepted §[Tracks §|Attendees
2012 430 9 30.0% 1 40
32 10 31.3% 1 52
SUSTAINIT = : ‘ : .
013 128 112(+3 short)  142.9% 0l 144
7 430 16(+6 short)  120.0% 1 150
Event Name ?(;;1: SubmittediiAcceptedi% Accepted i TracksjAttendees |
2011196 44 22.4% \7 1277
Students' Tech Symp (IEEE) ‘“’0345I410 96 23.4% 8 4272
20161283 21.9% 1120
‘W&&ﬂ Submitted EAccepted i% Accepted {Tracks iAttendees
2006 120 150.0% 150
WCITD (IFIP)
2008 144 18 140.0% 1 43
EEvent Name W Submitted {Accepted l% Accepted Tracks Attendees
Y(previously 12000 33 119 157.6% i1 1126
TWTCS) D00z 154 121 (+5 short) |38.9% I 1138
rescon & [CIGEE T R (N
(2000-2006) {2004 114 (+8 short) 35.9% 1 160
(continued 5 124 141.3% 11 1222
Testcom/Fates) {2006 23 147.9% 0 155

EEvent Name

§§Year §[Submitted §1Accepted 1% Accepted

§ETracks §§Attendees

i(previously 2007 180 24 30.0% 1 70

Testcom)
2008 1442 18 42.9% 1 87

Testcom/Fates

1(2007-current) 2009 437 13 35.1% 1 50
Event Name {Year |Submitted |Accepted % Accepted {Tracks {Attendees
TMA 2009 133 |15 45.4% 1 ~70
(workshont 5010 34 114 141.2% i 1~70

https://sites.cs.ucsb.edu/~almeroth/conf/stats/
Cloudflare, Inc.  Exhibit 1003
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Dol B8 l10(t4shor) 1263% 41 |80 |

201 110 (+8 short) 134.5% 0l 1~80 |
i1 130.6% il 150
3 116 129.2% il 1~80
12016 147 116 134.0% il 160

EEvent Name Year {Submitted EAccepted 1% Accepted {Tracks EAttendees

{i(combined from 2017 §54 19 35.2% 1 90
%yﬁc“;‘ﬁm) :8 [56 22 39.3% 1l 120
201 ‘ 36.9% 1 144
115

EEvent Name

;Submltted

[Accepted

ttendees

USENEX

[UBICOMM {210 1630 1189 130.0% S 1777
Event Name {Year §!Submitted Accepted I% Accepted {Tracks iAttendees
L1995 1130 28 21.5% 1279
1997 174 123 31.1% 1279
1598 187 123 26.4% 11200
1999 163 23 36.5% 1779
2000 190 27 30.0% 1777

82

24

29.2%

1229

il

0

11

i

11

11
2002 1107 25 23.4% 1 299
2003 1103 24 123.3% 2 299
2004 164 121 112.8% \l 1279
2005 1118 24 120.3% 1 297
2006 1153 21 113.7% 1 299
2007 {277 27 22.9% i 1772
2008 1176 34 19.3% \l 1779
2009 {777 27 ?22.9% i e
2010 1147 24 16.3% 1 ~250
2011 {722 27 192.9% 1 779
2012 {772 129 192.9% i 127
2013 1233 33 114.1% 1 277
D014 1241 44 118.3% 1 299

Event Name lYear iSubmltted EAccepted !% Accepted §!Tracks §iAttendees
7 123 127.1% 11 1185
o hiougdeT 22 132 8% 11 1150
USITR (UUSENEXS : : : :
© 2001 170 119 127.1% 11 1777
12003 176 21 127.6% 11 1779
Event Name Year [Submitted {Accepted % Accepted {Tracks {Attendees
ACM VANET {20604 43 16 137.2% 1 S???

|

https://sites.cs.ucsb.edu/~almeroth/conf/stats/
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Event Name

| Year

Networking Conferences Statistics

EESubmitted §§Accepted ]% Accepted §{Tracks §EAttendees

VIC (IEEE)

2002 Fali

1146

1450

139.3%

17

777

2003 Fall

2400

1720

130.0%

777

1200

1600

150.0%

777

12(}()5 sSpring

1600

1650

140.6%

777

2006 Spring

1364

481+134

45.1%

777

1126

409+208

54.8%

199

¢ 1440

§437+210

144 9%

777

1732

1420 total

457.4%

777

904

1420 total

146.5%

122?

...........................

1140

1405231

155.8%

777

2000 F diA

700+

1416 total

159.4%

777

12010 Fali

1051

1510 total

148.5%

777

2010 Spung

1164

423+173

51.2%

QYN Ay QyQNiQENrQQEQiQrQ

777

2011 Spring

1164

423+173

51.2%

—
[\

1299

2015 Spnng

1~900

1421

1~46 8%

115

1227

Event Name

\Year |Submitted {Accepted |% Accepted |Tracks iAttendees |

WiOpt (IEEE and IFIP)

120031103

132

131.3%

1277

-

123.1%

1777

I”L04f186

™

131.2%

1797

177

122.2%

1277

B2

136.0%

1277

I

131.9%

1277

145

133.3%

1277

m;/\

,m;moﬂlnz

b7

133.0%

1777

12012188

39

144 3%

1297

-

31131

B

144.3%

1~100

s

128 7%

1100

2618 [103

140

138.8%

i~115

20161777

@

122.2%

1277

f‘i”‘{135

i

132.6%

1777

14115

E

133.0%

1~200

bo

141.4%

~100

TS

§§50 8%

-§~65

T T T T T

U T UL

Accepted

% Accepted

Attendees ‘

WiSec (ACM)

2008 196

116

5116‘7%

83

14 (+14 short)

26.2%

i85

19 (+12 short)

21 2%

A AR RS

Year“ Submltted Accepted %Accepted
[Year | 1! I

[Tracks ;Attendees

WCITD (IFIP)

7 )

110

150.0%

1

o

https://sites.cs.ucsb.edu/~almeroth/conf/stats/

i

H

i
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E

12008 {44

Networking Conferences Statistics

s

140.0%

I

%

EEvent Name

{Year |Submitted

§EAccepted

E% Accepted

§{Tracks §§Attendees

1300

178.1%

1272

]Mwa [384

167

129.4%

127?

1377

152%

1277

{m 34 | [1087

1470

143.2%

1277

[2005 i?

N
§E

138.8%

147.4%

!1253

12008

144.7%

I'M(}i’?; i1195

$~46.0%

137.2%

}.‘50 1 \{??77

148.1%

2012 11407

144.1%

2013 {2777

122.2%

12014 17777

122.2%

12015 1855

145.0%

[ 016 [964

§E48 4%

EEvent Name lYear ubmltted Accepted %Accepted iTracks Attendees

1996 123

\\\\\ 23

1100.0%

!

22

1997 135

35

1100.0%

45

1908 135

20

[57.1%

124

419

150.0%

123

16

145.7%

1
1
1
1

110

20

132.8%

1

132

Event Name §§Year

\Submitted jAccepted % Accepted

ETracks lAttendees

PALA

1240

1105

143.8%

1125

302

3#)

1186

o

137.6%

192

1230

175

132.6%

181

1159

B

132.7%

%

WD (IFIP)

2012 158 155 134.8% s 1123
2013 184 164 134.8% 16 1130
2014 105 136 134.3% 16 198

138

133.6%

E

126

133.3%

191

127

131.8%

185

EEvent Name

iYear Submitted {Accepted 1% Accepted ETracks

'WICON

boog 1128

148

}37 5%

3

1279

{Attendees |

EEvent Name

YYear iSubmitted Accepted {% Accepted
Year | | |

UTracks |Attendees |

WiMob (IEEE)

Y ET

77

122.9%

0

~120

https://sites.cs.ucsb.edu/~almeroth/conf/stats/

Cloudflare, Inc.
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63

133.2%

1~120

228

166

28.9%

1~120

160

157

35.6%

~120

12 4294

170

24.5%

~200

219

H61

27.9%

126

200

43

21.5%

[US USRS | QSIS | RS

~120

4250

176

130.4%

126

16 4220

459

126.8%

[V, OS]

120

2017 4210

159

128.1%

5

117

EEvent Name

iYear iSubmitted {Accepted % Accepted
|Year | | |

{Tracks

{Attendees

WMASH (ACM)

29

110

134.5%

il

1777

115

131.9%

il

i

Event Name

iYear

Submitted

{Accepted

% Accepted

UTracks

WMI (ACM)

12001 128

112

42.8%

il

iAttendees |
777 §

EEvent Name

{Year |Submitted {Accepted % Accepted |Tracks

§§Attendees

WMNC (IFIP)

137

145.6%

o

2008 181

m

146.2%

t
y

B

141.0%

s

157

148 3%

N
§61
i

i

136.4%

\
140
N

1108

141.1%

N
{
N

2

132.9%

N
42
{

5

135.5%

N
N
i

2016 |

122

145 8%

=

o

143.2%

{
W24
N

i

147.1%

123

Event Name

Submitted

Accepted

%

Accepted

TracksiiA ttendees

IFIP)

'WONS (IEEE and

25

32.5%

777

28383

95

131

32.6%

777

2006

56

124

42.9%

777

157

24

142,

1%

61

149

118

136.7%

44

200954

118

33.3%

43

1047

415

31.9%

35

G141

114

34,

bt 87 ok 87 pmd §7 pmd [ pmd §5 e §) e Bf

1%

38

2455

15 full (+8
short)

27.3%

—

49

346

12 full (+8
short)

26.

1% 1

47

https://sites.cs.ucsb.edu/~almeroth/conf/stats/

4148

(11 full (+3

229% i1

Cloudflare, Inc.
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https://sites.cs.ucsb.edu/~almeroth/conf/stats/

Cloudflare, Inc.

| Ishort i [
1016 zgo(;)l?’ 17 (+9 short)  29.3% 1 50
2017 :30(;)13 22 (+9 short)  {44.9% 1 ~40
2018 i}?o(;)lz 22 (+10 short) {39.3% 1 ~40
2018 Zso(;)” 23 (+6 short)  {143.4% 1 ~35
{Event Name {YearSubmitted {Accepted 1% Accepted {Tracks jAttendees |
'WoWMoM (ACM) {2001 148 112 125.0% 11 1277 \‘
115 132.6% 2 1777
157 B1.1% 2 1222
148 133.3% 2 1277
147 131.8% 2 1141
132 (+10 short)  {17.7% 2 1279
E 136 (+13 short)  122.5% 2 1777
WoWMoM (JEEE) 10101173 135 (+12 short)  120.2% 2 1777
120111173 132 (+8 short)  {18.5% 2 1279
126121145 132 122.1% 4 1777
20134148 128 (+10 short)  {18.9% 2 1180
20141114 123 120.1% 2 1279
120151242 148(+4 WIP)  121.5% 2 1777
120161123 124(full), 9(short) 126.8% 2 1227
Event Name iYear Submitted {Accepted % Accepted {Tracks {Attendees
WORM (ACM) {2005 {37 9 124.3% il 277
EEvent Name §!Year §{Submitted §|Accepted }% Accepted S!Tracks éIAttendees
IWPMC 2011 1204 1149 173.0% 3 1244
E:f::; YeariSubmitted{Accepted Z)ccepte d TracksijAttendees
WQoSR 1200428 8 28.6% 1 wéggﬁ?s ICQT and
Event Name {Year |Submitted {Accepted % Accepted {§Tracks {Attendees
WWIC 2002 {18 i3 44 4% 1 20
2004 {60 26 43.3% 1 40
117 34 29.1% 1 56
142 129 20.4% 1 51
2007 1257 132 112.5% il 1102
2008 167 18 26.9% 1 63
2009 139 13 33.3% 1 51
2010 145 116 35.5% 1 64
i
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l2011 50 126 152.0% il 1222
2012 150 §23 (+6 short) §46.0% il 48
2013 153 21 39.6% 1 48
2014 163 124 38.1% 1 45
2013 {50 31 62.0% 1 47
2016 154 27 50.0% 1 45
2017 152 127 151.9% il 140
Event Name §!Year SESubmitted §|Accepted !% Accepted SITracks SIAttendees

‘ 149 165.3% 3 1385

K 122.2% 3 11,336

138 122.2% 3 11,531

5 159 131.2% 3 12,400

L2096 1210 158 127.6% 3 12,351

1997 1276 162 122.5% 3 11,892

1998 1250 154 121.6% 3 11,208

L1009 1304 148 115.8% 3 11,078

2000 1280 157 120.4% 3 11,439

Re01 1391 178 119.9% 3 11,203

WWW S \ : . :

12002 1454 172 115.9% 3 1013
2003 1602 177 112.8% 3 1849

12004 1506 174 114.6% 3 11,003
12003 1550 177 114.0% 3 1941

12006 1667 175 111.2% 3 11,250
12007 | i111 114.8% 3 1082
: 197 111.0% 3 1779
DU0o 1823 1105 112.8% 3 1222
12010 1754 101 112.1% 3 1779

2011 1658 181 112.3% 3 1~900

Thanks to the following people who have contributed stats to this page: Dinesh Verma, Elizabeth Belding, Sugih
Jamin, Christophe Diot, Brian Levine, Henning Schulzrinne, Luigi Rizzo, Jim Kurose, Sonia Fahmy, Ken
Christensen, Ehab Al-Shaer, Moshe Sidi, Lars Wolf, Arun Iyengar, Fred Douglis, Samir Das, Nitin Vaidya,
Adam Wolisz, Constantinos Dovrolis, Carl Staelin, Tommaso Bolognesi, Joseph Konstan, Azer Bestavros, Craig
Partridge, Ahmed Helmy, Abhijit Sengupta, JJ Garcia-Luna, Mary Baker, Tristan Henderson, Marcus Brunner,
Michael Smirnov, Olivier Festor, Chalermek Intanagonwiwat, German Goldszmidt, Jon Crowcroft, Bo Li, Ed
Knightly, Marwan Krunz, Adarshpal Sethi, C.K. Toh, Rolf Stadler, Mostafa Ammar, Katia Obraczka, Stefan
Savage, Jouni Karvo, Matthias Frank, Giuseppe Bianchi, Jose' Brustoloni, Thiemo Voigt, Guy Leduc, Christian
Bettstetter, Nicolas Christin, Markus Hofmann, Jason Nieh, Cedric Westphal, Lukas Ruf, Burkhard Stiller,
Murat Yuksel, Bernhard Thurm, Juergen Schoenwaelder, Peter Kropf, Stephane Genaud, Xiaoqiao Meng, Aiko
Pras, Andrew Campbell, Xiao Qin, Sung Ju Lee, Mark Crovella, Sunghyun Choi, Renato Cerqueira, Jennifer
Hou, William Gropp, Dan Katz, Gunnar Karlsson, Andrea Bianco, Olav Lysne, Jobin, James, Tevfik Kosar, Raj
Buyya, Neil Spring, Barton Miller, Godmar Back, Nirupama Bulusu, Shaozhi Ye, Byung-Gon Chun, Jianying
Zhou, Tevfik Kosar, Deep Medhi, Dmitri Loguinov, Erich Nahum, Qinghui Tang, Tom Hacker, Syed Khayam,
Clay Shields, Ahsan Habib, Haijin Yan, Pouwelse, Grnmo Roy, Marten van Sinderen, Barrett Bryant, Soe-Tsyr
Yuan, Hermes Senger, Sanjay Jha, David Bader, Hari Rangarajan, David Hausheer, Matthew Miller, Giovanni
https://sites.cs.ucsb.edu/~almeroth/conf/stats/ 47/48
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Pau, Daniel Luo, Scott Pike, Wu-chun Feng, Yingpei Zeng, Sarang Dharmapurikar, Tim Brecht, Ben Zhao,
Guofei Gu, Narasimha Datta, Hai Huang, Filippo Menczer, Brighten Godfrey, Lars Eggert, Lau Cheuk Lung,
Amit Sahoo, Stephane Genaud, Soeren Sonntag, James Won-Ki Hong, Sungjin Ahn, Meng Zhang, Thomas
Repantis, Anas Basalamah, Samee Khan, Lorant Farkas, Tae Hyun Kim, George Xylomenos, Katsuyuki
Yamazaki, Satish Vedantam, Dongsheng Li, Hongbo Jiang, Seetharami Seelam, Felix Strohmeier, Syed Ali
Khayam, Zheng Wan, Choudhury Al Sayeed, Torsten Braun, Bratislav Milic, Tim Moors, Thomas Gross, Lei
Tian, Giuliano Casale, Sue Moon, Michael May, Wu Di, Minaxi Gupta, Dietrich Fahrenholtz, Kevin Butler,
Geoff Voelker, Rich Wolski, Toni Cortes, Saurabh Bagchi, Jaechyuk Choi, George Pavlou, Yu Hua, Etienne
Riviere, Rui Aguiar, Xiaoming Fu, Leon Ko, Alberto Montresor, Mark Jelasity, John Heidemann, Shaozhi Ye,
Omer Rana, HyungJune Lee, Lex Stein, John Douceur, Sherman Chow, Fei Xing, Sailesh Kumar, Fernando
Boavida, Azzedine Boukerche, Aniket Mahanti, Thomas Begin, Anirban Mahanti, Lucas Schnorr, Uichin Lee,
Roch Guerin, Hao Wen, Guillermo Taboada, Wojciech Kabacinski, Hailun Tan, Yu (Jason) Gu, Yevgeni
Koucheryavy, Carey Williamson, Indranil Gupta, Samer Al-Kiswany, Qing Yang, Adriana lamnitchi, Jarmo
Harju, Christina Poepper, Osamu Tatebe, Kento Aida, Jon Weissman, Toufik Ahmed, Robert Bestak, Guanying
Wang, Mao Bo, Tobias Heer, Ehab Elmallah, Ryan Zhang, Seongho Cho, Konrad Iwanicki, Mark Claypool, Yee
Wei Law, Pit Pichappan, Yu Huang, Bing Tang, Aleena Zahid, Maxim Martynov, Bu-Sung (Francis) Lee, Emilio
Luque, Amos Waterland, Geert Heijenk, Khalid Al-Begain, Michael Menth, Matt Welsh, Jalaluddin Qureshi,
Michel Hanna, Maxime Monod, Stephane Genaud, Qiang Zou, Allen MacKenzie, Dick Epema, Kuang Xu,
Ennan Zhai, Elie Najm, Neal Patwari, Ricardo Jimenez-Peris, Van Nguyen, Bjorn Landfeldt, Aurelien
Francillon, Jong Chun Park, Matthew Woitaszek, Eduard Glatz, Srikanth Krishnamurthy, Ana Pont, Pradeep
Padala, Evgeny Osipov, Mohammad Abdul Awal, Mohamed Hefeeda, Kuai Xu, Indranil Gupta, Ruediger
Kapitza, Christoph Rensing, Elmano Cavalcanti, Eyal Zohar, Jason Liu, Pedro Cuenca, Mario Di Francesco,
Aruna Prem Bianzino, Mario Kolberg, Paolo Giaccone, Danny Hughes, Abderrahim Benslimane, Martin
Rohricht, Markus Koegel, Matei Ripeanu, Matthias Wilhelm, Xun Shao, Stefano Avallone, Su Yi, Yinjin Fu,
Vijay Gurbani, Dhinesh Dharman, Youngjae Kim, Yanhua Li, Ruichuan Chen, Renata Cruz Teixeira, Chun Tung
Chou, Marco Conti, Angelo Castellani, Nizar Ben Neji, Zhou Liu, Raouf Boutaba, Elmano Ramalho Cavalcanti,
Edmundo Madeira, Kartik Gopalan, Forrest Iandola, Eduardo Cerqueira, Eyuphan Bulut, Andrea Passarella,
Stefano Secci, Animesh Pathak, Ramin Sadre, Gwendal Simon, Maha Abdallah, Evan Grim, Gary Wong,
Mohammed Shehada, Erwin Laure, Paul Roe, Yuzhong Sun, Florentin Neumann, Zhongliang Zhao, Francesco
Restuccia, Hanno Wirtz, Huichen Dai, Boris Koldehofe, Gary Wong, Rami Langar, Yuanjian Xing, Matth€pus
Wander, Murray Stokely, Radu Stoleru, Tom Pfeifer, Vasileios Giotsas, Fabio Ricciato, Bill Pitts, Filip De Turck,
Prosper Chemouil, Enzo Mingozzi, Anna Sperotto, Jingon Joung, J€zef Wozniak, Arash Asadi, Harsha Chenji,
Julius R€@-ckert, Anura Jayasumana, Rob Beverly, Philip Wette, Ali Dabirmoghaddam, Kyung-Hwa Kim, Ming
Chen, Yehia Elkhatib, Yuming Jiang, Jordi Domingo-Pascual, Guillaume Doyen, Saeed Samet, Tony Luo Tie,
Julius Schulz-Zander, Nils Aschenbruck, Esa Hyyti€, Claudia Bauzer Medeiros, Philipp Richter, Eduardo
Mucelli, Steffen Bondorf, He Bingsheng, Lisandro Zambenedetti Granville, Vilen Looga, Pere Barlet, Stavros
Toumpis, Kung-Kiu Lau, Wei Koong Chai, Mari Carmen Aguayo Torres, Ahmed Elhamy, Remi Badonnel, Nils
gentschen Felde, Rahul Hiran, Marinos Charalambides, Ahmed Mostafa, Quirin Scheitle, Indranil Gupta, Azzam
Mourad, John Harris, Thiago Teixeira, Dimitrios Katsaros, Noel Crespi, Noura Limam, Rafael Almeida,
Matthias Wichtlhuber, Wei Li, Shihabur Rahman Chowdhury, Stefan Schmid, Tamoghna Ojha, Sven Zehl,
Srihari Nelakuditi, Sathish Gopalakrishnan, Casas Pedro, Carlo Augusto Grazia, Yiouli Kritikou, Sebastien
Varrette, Brendan Jennings, Theofanis Raptis, Marco Mellia, Oliver Gasser, Martin Gilje Jaatun, Varun Reddy,
Matti M@ntym€ki, Kemal Akkaya, Anand Panangadan, Carol Fung, Quirin Scheitle, Tobias Hossfeld, Pedro
Casas, Alberto Dainotti, Mu He, Li Lu, Don FJ, Francesco Ciaccia, Antonio Franco, Corinna Schmitt, Marco
Fiore, Leila Saidane, Hwee-Pink Tan, Akarsh Prabhakara, Iordanis Koutsopoulos, Mohamed Kaaniche, Mike
Wittie,
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2/24/2021 SIGCOMM 2000

\\\\\s

Augiust 28 - Septecther 1, 2000
Grand Hotel, Stackholm, Sweaden

O OIRED TEY QO8RS O
NI R SR N § \\~
N \\95331\“ AN MR

Stephen Pink

Per Gunningberg

ACM SIGCOMM 2000 is the annual conference of the Special Interest Group on
Data Communication (ZiGGENN), a vital special interest group of the
Association for Computing Machinery (A&

s N
=% Nows

e Aug 2000: The technical program WI|| be { on the Internet.

e Aug 2000: The WSS ¢ seeks your input: the
instructions are the deadline is approaching.

¢ Aug 2000: The final program is available, check out g,

¢ May 2000: The advance program has been publlshed see h

e Feb 2000: A Newsweek i introduces Stockholm as Europe s
Internet Capital.

e Jan 2000: Paper submission deadline is over - more than 230 papers
submitted!

STEE R
Y Bl N
N k\\\\\\\\ B

August 28 2000

Paper submlsswn

Tutorial proposals:
Notification of acceptance:
Camera ready papers
Proposals for &t

Proposals for
Advance

January 28, 2000
February 28, 2000
April 21, 2000
June 2, 2000
June 22, 2000
July 12, 2000

July 28, 2000

General Conference Chalrs
, Uppsala University, Sweden.
Unlver5|ty ofArlzona USA

Local Arrangements Chairs:
Fanglé Swedish Institute of Computer Science, Sweden
Uppsala Unlver5|ty, Sweden

conferences.sigcomm.org/sigcomm/2000/
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2/24/2021

3
Apgust I ~ Jughenlng ¥, WLe
Geanad P, Breecibuives, Dundet

SIGCOMM 2000 - Multicast transmission

We will multicast video and audio from the technical sessions of the
conference live on the Internet. The transmission will start Wednesday
August 30 at 9:00 and end Friday September 1 at 13:30. The local
timezone is CEST (GMT+2). See the ¢ m for time details.

The conference can be received using the free Marratech player software,
as well as the siandang MBgns faols. Please visit \
for further technical mformatlon on the transmission from SIGCOMM as
well as download instructions for their software.

The multicast transmission is performed by

conferences.sigcomm.org/sigcomm/2000/conf/multicast.htm
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Stefan Savage
University of Washington/
University of California, San Diego

David Wetherall, Anna Karlin and Tom Anderson
University of Washington, Seattle
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Denial-of-service via packet flooding
=~ Attackers overwhelm network and CPU

resources with spurious requests

© Network is stateless (no audit trails)

Difficult to respond to attack without
knowing what network path(s) it traverses
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back

A v

Basic elements

As
Set of attackers A;
Set of routers R,
Victim V R
Attack path for A,

Ordered list of routers
between A, and V

e.g. {R, m@ mm, R}
Goal

Determine attack path for
each attacker
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Install filter to detect attack traffic,
determine upstream router, repeat

Serious practical limitations
High management overhead, per-ISP only
© Attack must be In progress
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Attacker can generate any packet

Multiple attackers may conspire (DDoS)
Attackers send many packets

Routers resource limited (no per-flow state)
Routers not malicious

Real-time and post-mortem trace capability
Incrementally deployable
Low management and network overhead
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e Routers store path state in packets

» Nailve approach

Routers append their address to each packet
Can be expensive to implement

No assurance of “enough” space in packet

e Spread state across packets?
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Augment packets with additional fields

~ Edge: two adjacent router addresses
(start & end)

= Distance: # edges traversed since marked

Victim, or victim’s ISP, reconstructs path
after receiving enough packets
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Marking procedure for packets forwarded by R:
with probability p,
write R into start field
write 0 into distance field
else
if distance == 0 then
write R into end field

increment distance field
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Extract identifiers from attack packets
Build graph rooted at victim

© Each (start,end, distance) tuple is an edge

= Eliminate edges with inconsistent distance

= Traverse edges from root to find attack paths
# packets needed to reconstruct path

In(d) p: marking probability
p(1- hcv&-_ d: length of path

E(X)<
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Random marking decisions

Can’t be anticipated by attacker

Can'’t be controlled by attacker

e Attackers can “lie” and invent edges
But not for distances less than their own

e Offline validation of “valid suffix”
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Current scheme requires too much space

— 32 bits for each router address, 8 for distance
— Need lower per-packet overhead

One hybrid approach
~ Trade space for reconstruction/robustness
Overload existing packet header field

How to fit edge/distance data into IP header
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Attack
path

R

Distinct
edge-ids

- R,® R,

- R,® R, R, ® R,

-,

(R

e

FPath reconstruction

R,®R, N~ W Rs )

e /
PR, \\

e
/ R, -

17 Reconstructed
path
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» Chunks may not be unique
© Augment edge-id with hash of m bits
= Validate chunk combinations at victim
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portunistic enc

A ]

# Identification field used
for packet fragmentation

e Fragmentation rare \

e Mark fragments /
separately

/

IP header

4

ver |hien

TOS total length

1S offset

ime to livg protocol eader checksum

source P mnz@wm

destination P mgﬂ.@mm

offset

distance

edge-id chunk

0 23

7 8

15

K=8,m=32
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Number of packets

4500
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- into Yahoo attack

| e Y51 perCENtile
] s @@

. ‘Median

0 10 20 30

Path length
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Both addressed nicely in [Song&Perrig00]

Compatibility issues (IPsec AH, IPv6)
Origin laundering (reflectors, tunnels, etc)
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Summary

An efficient algorithm for tracing
anonymous attacks: edge sampling

Hybrid algorithm with reduced per-
packet space overhead (at a cost)

Potential encoding into current IP packet
header
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Detection
How do you know you're under attack?
~ What identifies an attack?

e Countermeasures

- What do you do after you backtrace the
attack?

How to filter attack but not customer traffic?
How to enable inter-ISP cooperation?
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ldea is that routers block packets with
“Invalid” source addresses

Great idea, but...
~ Really only possible at edge of network
© Requires universal deployment

Management overhead for multi-homed hosts

~ Rarely employed inside enterprises
(still 276 “valid” source addresses at UW)
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Sort edge-id fragments by distance
= For each distance, sort by offset
Try all combinations until hash matches

mk

1 m: # disjoint edges at distance d
o h: length of hash in bits
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Generate special ICMP message

* Includes forward hop info, reverse hop info,

authentication & origin packet contents
= Set TTL to 255
Reconstruct path at victim
© TTL ordered by distance
= Match forward/reverse hop info
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Comparison

e Very similar, but out-of-band

Advantages
Has authentication built in
Few backwards-compatibility issues

e Disadvantages
= |ICMP increasingly filtered

= Painful to trace through discontinuities caused by
partial deployment

= Must associate attack and signal
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Probabilistically mark packets in routers
Edge: Two adjacent router addresses

Distance: edges traversed since marked —
starts at O

If packet not marked, increment distance

Reconstruct path at victim

Collect marked packets, construct graph
# packets needed to reconstruct path

In(d) p: marking probability
p(1-p)*'  d:length of path in hops

E(X)<
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Request for Ex Parte Reexamination
U.S. Patent No. 7,523,497

Exhibit 1016

Curriculum Vitae of Dr. Stefan Savage

Customer No.: 000027683 Haynes and Boone, LLP
IP Section

2323 Victory Avenue, Suite 700
Dallas, Texas 75219
Telephone [214] 651.5000
Fax[214] 200.0853

Cloudflare, Inc.  Exhibit 1003  Page 1287



Stefan Savage

Department of Computer Science and Engineering Email: savagecics.ucsd.edn

University of California, San Diego
9500 Gilman Drive, MC 0404
La Jolla, CA 92093-0404

Education

Phone: (858) 822-4895
Fax: (858) 534-7029
URL: http://www.cs.ucsd.edu/~savage/

Ph.D., Computer Science and Engineering January, 2002
University of Washington, Seattle, WA.

B.S., Applied History

May 1991

Carnegie Mellon University, Pittsburgh, PA.

Research Interests

Design and analysis of experimental computer and communications systems, with a focus on security

Academic Employment

University of California at San Diego, Department of Computer Science and Engineering
Assistant Professor, July 2000 - June 2006
Associate Professor, July 2006 — June 2010

Professor, July 2010 — present

University of California at San Diego, Center for Networked Systems
Associate Director, July 2009 — July 2010

Director, July 2010 — present

Professional Experience

ZeroFox, Baltimore, MD 2013-2016
Technical Advisory Board

Impermium, San Francisco, CA 2011-2013
Technical Advisory Board

Anonymizer Inc, San Diego, CA 2010-2012
Consultant

Microsoft, Mountain View, CA 2010
Consultant

Monitor 360, San Francisco, CA 2010
Consultant

Netsift, San Diego, CA 2004-2005
Co-founder & Consultant

Rendition Networks, Redmond, WA 2001-2005
Strategy Advisory Council Member

Asta Networks, Seattle, WA 2000-2002
Co-founder and Chief Scientist

Appliant, Seattle, WA 2000
Consultant, Research Group

Digital Equipment Corporation, Palo Alto, CA June 1996- September 1996

Intern, Systems Research Center
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Hewlett Packard Corporation, Palo Alto, CA July 1995
Visiting Researcher, Storage Systems Program

Honeywell Corporation, Clearwater, FL July 1993
Consultant, Space Systems Center

Carnegie Mellon University, Pittsburgh, PA 1991-1994

A variety of expert witness and legal support engagements

Awards and Honors
IEEE Computer Society Technical Committee on Security and Privacy Distinguished Service Award, 2019
MacArthur Fellow, 2018-2023
Irwin Mark and Joan Klein Jacobs Chair in Information and Computer Science, 2016
ACM Prize in Computing, 2016 (previously the ACM Infosys Award)
University of Washington, Alumni Achievement Award, 2016
ACM SIGOPS Mark Weiser Award, 2013
ACM Fellow, 2010
Alfred P. Sloan Research Fellowship, 2004-2006.

16 Award/Honored papers
IETF Applied Networking Research Prize, 2021 (Trufflehunter)
IEEE Security & Privacy Test of Time Award, 2020 (Security Analysis of a Modern Automobile)
ACM Computer and Communications Security Test of Time Award, 2019 (Hey, you, get off of my cloud)
Distinguished Paper, USENIX Security, 2019 (Lateral Phishing)
USENIX Security Test of Time Award, 2017 (Backscatter)
Selected Paper, ACM ASPLOS, 2011 (forwarded to ACM TOCS) (LogEnhancer)
Jay Lepreau Best Paper Award, USENIX OSDI, 2008 (invited to CACM) (Difference Engine)
Selected Paper, ACM Computer and Communications Security, 2008 (invited to CACM) (Spamalytics)
Selected Paper, ACM Computer and Communications Security, 2008 (forwarded to ACM TISSEC) (RoC)
IEEE William C. Carter Award Paper, IEEE DSN, 2005 (forwarded to IEEE TDSC) (Fatih)
Selected Paper, International Conference on Network Protocols, 2001 (to IEEE/ACM ToN) (ECN nonce)
Best Paper, USENIX Security Symposium, 2001 (Backscatter)
Selected Paper, ACM SIGCOMM, 2001 (forwarded to IEEE/ACM TON) (Traceback)
Best Student Paper, USENIX Symposium on Internet Technologies and Systems, 1999 (Sting)
Selected Paper, IEEE Micro, 1999 (forwarded from 1998 IEEE Hot Interconnects) (Detour)
Best Paper, ACM Symposium on Operating Systems Principles, 1997 (forwarded to ACM TOCS) (Eraser)
Best Student Paper, USENIX Technical Conference, 1996 (AFRAID)

Network World Magazine’s “Top 10 Wicked Cool Algorithms for 2008 (for XL), 2008.
William Chan Dissertation Award, University of Washington, 2002.
Jacobs Faculty Fellowship, 2001-2003.

Past/Current Research Funding
Google Faculty Research Award, 2020, PI (co-PI Aaron Schulman), “Passive Network Analysis for Security
Analysis and Assessment” $70,750.

Facebook, 2018, PI (co-PI Geoff Voelker), “Securing the Internet” Award, $75,000.

Samsung GRO, 2017-2018, co-PI (PI Tajana Rosing, co-PI's Gary Cottrell and Kirill Levchenko), “Smart and Safe
Home”, $300,000.

Department of Homeland Security, 2018-2012, co-PI (Kirill Levchenko PI, Geoff Voelker, Alex Snoeren and Vern
Paxson co-Pls), “Foundations of Threat Intelligence Metrics”, $1,045,000.

Department of Homeland Security (via a subcontract from PNNL), 2017-2018, “Security Evaluation of the Boeing
757 Environmental Systems (ACI)”, co-PI (PI Kirill Levchenko, Co-PI Alex Snoeren), $350,000.
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National Science Foundation, 2017-2020, PI (co-PI's Geoff Voelker and Kirill Levchenko), “Large-scale
Characterization of DNS Abuse”, $1,200,000.

Hewlett Foundation, 2016-20187, PI (co-PI's Alex Snoeren and Kirill Levcheko), “Quantifying the Legal Risks
on Third-party Vulnerability Research”, $100,000.

Hewlett Foundation, 2016-2017, PI (co-PI's Geoff Voelker and Kirill Levchenko), “Reasoning about Zero-Day
Vulnerabilities”, $100,000.

National Science Foundation, 2016-2019, co-investigator (PI Kirill Levchenko, co-Pls Ranjit Jhala and Alex
Snoeren), “Foundations of Security Cyber-Physical Systems of Systems”, $560,000.

National Science Foundation, 2016-2019, co-investigator (PI Alex Snoeren, co-PIs Kirill Levchenko, George
Porter and Geoff Voelker), “II-New: A Dual-Purpose Data Analytics Laboratory”, $548,000

Google Research Gift, 2016, $100,000 (PT)

Google Research Gift, 2014, $250,000 (co-investigator w/Geoff Voelker and Kirill Levchenko)
Facebook gift, 2014, $50,000 (PT)

Google Research Gift, 2012, $200,000 (co-investigator w/Geoff Voelker and Kirill Levchenko)

National Science Foundation, 2012-2017, PI (co-PIs Geoff Voelker, James Fowler, Alex Snoeren, Lawrence Saul,
Kirill Levchenko, Erin Kenneally, Vern Paxson, Mark Allman, Chris Grier, Chris Hoofnagle, Dan Klein, Christian
Kreibich, Deirdre Mulligan, Nicholas Weaver and Damon McCoy), “Beyond Technical Security: Developing an
Empirical Basis for Socio-Economic Perspectives”, $10,000,000 (4.7M to UCSD, 4.7M to ICSI, 06M to GMU)

Microsoft Research Gift, 2012, $50,000 (co-investigator w/Geoff Voelker)

National Science Foundation, 2011-2014, Co-Investigator (PI Alex Snoeren, co-PI Kirill Levchenko),
“Understanding Network Failure”, $450,000.

Yahoo Research Gift, 2011, $10,000 (co-investigator w/Geoff Voelker and Kirill Levchenko)
Google Research Gift, 2010, $400,000 (co-investigator w/Geoff Voelker and Kirill Levchenko)
Cisco Research Gift, 2010, $90,000 (co-investigator w/Geoff Voelker and Kirill Levchenko)

National Science Foundation, 2010-2012, Principal Investigator (Co-PIs Yoshi Kohno and Ingolf Kreuger),
“TC:Medium:Collaborative Research:Foundations, Architectures, and Methodologies for Secure and
Private Cyber-physical Vehicles”, $1,200,000 ($600k to UCSD, $600k to UW).

Google Research Gift (DC Office), 2010, $5,000.

Google Research Gift, 2010, Co-Investigator (PI Kirill Levchenko), “Understanding the Economics of
CAPTCHAs”, $50,000.

UCSD Center for Network Systems, 2009-2011, Co- Investigator (PI Hovav Shacham), “Future is Cloudy:
Security and Availability Issues in Qutsourced Computing”, $104,000.

UCSD Center for Network Systems, 2009-2011, Co- Investigator (PI Alex Snoeren), “Understanding Failure
Patterns in Real Networks”, $104,000.

Yahoo! Research Gift, 2009, $50,000.

National Science Foundation, 2009-2012, Co-Investigator (PI Mohan Paturi, Co-PIs Alex Snoeren, Mathew
McCubbins, Joel Sobel), “NetSE:Medium:Network Structure, Incentives, and Outcomes”, $900,000.

Office of Naval Research, Multi-University Research Initiative, 2009-2014, Principal Investigator (CoPIs Geoff
Voelker, Vern Paxson, Dawn Song and Dan Klein) “Infiltration of Botnet Command & Control and
Support Ecosystems”, $7,500,000 (~3.8M to UCSD, ~3.7M to Berkeley)

Cisco gift, 2009, Principal Investigator (Co-PI Geoff Voelker), $37,500.

Google Research Gift, 2008, Principal Investigator (Co-PI Geoff Voelker), “Scam Analysis and Defense via
Botnet Infiltration”, $70,000.

Yahoo! Research Gift, 2008, $80,000.
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Microsoft Research Gift, 2008, $12,500.

National Science Foundation, 2008-2010. Principal Investigator (Co-PI Geoff Voelker), “Understanding and
Exploiting Economic Incentives in Internet-based Scams”, CNS-0831138, $500,000.

UCSD Center for Network Systems, Principal Investigator (Co-PI Geoff Voelker), “Bluesky:
System Support for Transparent Cloud Computing”, $129,500.

UCSD Center for Network Systems, 2008-2010, Principal Investigator (Co-PI Geoff Voelker), “Scam Analysis
and Defense via Botnet Infiltration”, $129,500.

UC Discovery Grant, 2007. Principal Investigator (Co-PIs Geoff Voelker and Alex Snoeren), “System Support
for Derived Data Management”, $94,602.

UC Discovery Grant, 2007: Co-Investigator (Geoff Voelker PI, Amin Vahdat and Alex Snoeren co-PIs),
“Extending Virtual Cluster Management and Resource Utilization”, $94,602

Cisco Systems Gift, 2007. Principal Investigator (Co-PIs Geoff Voelker) , “Data-based Security Policies and
Miscreant Infrastructure Analysis”, $200,000.

Google Gift, 2007. Principal Investigator (Co-PIs Geoff Voelker and Alex Snoeren), “Automated Cross-layer
Diagnosis of 802.11 Wireless Networks”, $65,000.

National Science Foundation, 2007-2009. Co-Investigator (Alex Snoeren, PI, Amin Vahdat and Yoshi Kohno
Co-PIs), “Privacy Preserving Attribution and Provenance”, CNS-0722031, $636,000.

Microsoft Research Gift, 2007. $25,000.
CNA Insurance Gift, 2007. $50,000.

National Science Foundation, 2006-2007. Co-Investigator (Alex Snoeren, PI, Amin Vahdat Co-PI), “Enabling
Defense and Deterrence through Private Attribution”, CNS-0627157, $400,000.

UCSD Center for Network Systems, 2006-2008, Principal Investigator (Co-Pls Geoff Voelker and Alex
Snoeren), “Automated Cross-layer Diagnosis of Enterprise Wireless Networks”, $110,000.

Microsoft Research Gift, 2006, $25,000.
UCSD Center for Network Systems, 2005-2007, Co-Investigator (Amin Vahdat PI), “Agile Virtual Clusters”,
$140,000.

National Science Foundation, 2004-2009. Principal Investigator (co-PIs Vern Paxson, Geoffrey Voelker,
George Varghese and Nicholas Weaver), Cybertrust Center Grant, “Center for Internet Epidemiology and
Defenses”, CNS-0433668 and CNS-0433702, $6,200,000 ($3.1M to UCSD, $3.1M to ICSI).

UCSD Center for Network Systems, 2004-2006, Principal Investigator (Co-PIs Kimberly Claffy, Alex Snoeren,
Amin Vahdat, George Varghese and Geoff Voelker), “Internet Epidemiology”, $240,000.

UCSD Center for Network Systems, 2004-2006, Co-Investigator (Geoff Voelker PI), “Cross-layer Wireless
Measurement”, $160,000.

Microsoft Research Gift, 2004, $50,000.
Sloan Research Fellowship, 2004-2005, $40,000.

National Science Foundation, 2003-2006. Co-Investigator (Andrew Chien PI, David Kriegman and Joseph
Pasquale Co-Pls), Infrastructure Grant, “FWGrid: A Research Infrastructure with Fast Wireless, Wired,
Compute and Data Infrastructure for Next Generation Systems and Applications”, EIA-0303622,
$1,800,000.

National Science Foundation, 2003-2006. Co-Investigator (David Moore PI and Geoffrey Voelker Co-PI).
“Quantitative Network Security Analysis”, CNS-0311690, $372,183.

AT&T Network Engineering Center Gift, 2003 (managed w/George Varghese), $500,000.

National Institute of Standards, 2001-2004. Co-Investigator (George Varghese PI), 60ONANB1DO0118, “Real-
Time Intrusion Detection”, $909,951.
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Defense Advanced Research Projects Agency, 2001-2004. Principal Investigator (Co-Pls Geoffrey M. Voelker
and Keith Marzullo), N66001-01-1-8933, “Reliable Adaptive Multi-Path Routing (RAMP)”, $2,293,239.

Student Advising
Ph.D. Students Graduated (17):

o Ranjita Bhagwan, “Automated Availability Management”, (Ph.D. 2004, co-advised with Geoff
Voelker -> IBM Research -> Microsoft Research),

e John Bellardo, “Secure and Efficient Wireless Networks”, (Ph.D. 2006 -> California Polytechnic
State University),

e  Yu-Chung Cheng, “Automating Cross-Layer Diagnosis of Enterprise 802.11 Wireless Networks”
(Ph.D. 2007, co-advised with Geoff Voelker -> Google),

e Alper Mizrak, “Detecting Malicious Routers” (Ph.D. 2007, co-advised with Keith Marzullo ->
VMWare),

e  Kirill Levchenko, “XL: A Communication-Efficient Routing Protocol”, (Ph.D. 2008, co-advised
with Mohan Paturi -> Research Scientist at UCSD),

e Justin Ma, “Learning to Detect Malicious URLs”, (Ph.D. 2010, co-advised with Geoff Voelker and
Lawrence Saul -> Postdoc at UC Berkeley -> Google),

e  Michael Vrable, “Migrating Enterprise Storage Applications to the Cloud”, (Ph.D. 2011, co-
advised with Geoff Veolker -> Google),

e  Marti Motoyama, “Understanding the Role of Qutsourced Labor in Web Service Abuse”, (Ph.D.
2011, co-advised with Geoff Voelker and George Varghese -> FitBit),

e Chris Kanich , “Characterizing Internet Scams Through Underground Infiltration”, (Ph.D. 2012,
co-advised with Geoff Voelker -> University of [llinois, Chicago), Andreas Pittsilidis, “Spam Value
Chain: Defensive Intervention Analysis”, (Ph.D. 2013, co-advised with Geoff Voelker -> Google),

e Daniel Turner, “Opportunistically Reconstructing a Network’s Failure History”, (Ph.D. 2013, co-
advised with Alex Snoeren -> TurboSquid),

e  Sarah Meiklejohn, “Flexible Models for Secure Systems”, (Ph.D. 2014, co-advised with Mihir
Bellare -> University College London),

o David Wang, “A Comprehensive Approach to Undermining Search Result Poisoning”, (Ph.D.
2014, co-advised with Geoff Voelker -> Google),

o He “Lonnie” Liu, “A High Performance Hybrid ToR for Data Centers”, (Ph.D. 2015, co-advised
with Geoff Voelker -> Google),

e  Tristan Halvorson, “Registration Intent in the Domain Name Market”, (Ph.D. 2015, co-advised
with Geoff Voelker -> Google),

e  Matt Der, “Investigating Large-Sale Internet Abuse Through Web Page Classification”, (Ph.D.
2015, co-advised with Lawrence Saul and Geoff Voelker -> notch.io),

e Neha Chachra, “Understanding URL Abuse for Profit” (Ph.D. 2016, co-advised with Geoff Voelker
-> Facebook),

e  Wilson Lian, “JIT Spraying Threats on ARM and Defense by Diversification” (Ph.D. 2016, co-
advised with Hovav Shacham -> Google),

e Louis Dekoven, “Addresing Device Compromise from the Perspective of Large Organizations”
(Ph.D. 2019, co-advised with Geoff Voelker -> Facebook)
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o Guo “Vector” Li, “An Empirical Analysis on Threat Intelligence: Bata Characteristic and Real-

World Uses” (PhD. 2020, co-advised with Kinll Levchenko -> Google)

Current Ph.D. Thesis Advisor (5): Ariana Miran, Gautam Akiwate and Alex Liu (w/Geoff Voelker) and Audrey

Randall (w/Geoff Voelker and Aaron Schulman), Evan Johnson (co-advised with Deian Stefan)
M.S. Students Graduated (19):

e Doug Brown (2003 -> NYU Law School, co-advised w/Geoff Voelker),

e Ryan Sit (2004 -> Novatel, co-advised with William Griswold),

e  Ishwar Ramani (2005 -> Juniper Networks),

e  Chris Tuttle (2006 -> Google, co-advised with Alex Snoeren),

e Varun Almaula (2008 -> Cisco Systems),

e Ryan Roemer (2009 -> Microsoft, co-advised with Hovav Shacham),

o  Sebastian Becerra (2009 -> Peace Corps),

e Grace Wang (2010 -> Qualcomm, co-advised with Hovav Shacham),

e  Kourosh Derakshan (2011 -> Qualcomm),

e  Sushma Bannur (2011 -> Microsoft, co-advised with Lawrence Saul),

e Devin Lundberg (2014 -> Pintrest, co-advised with Kirill Levchenko),

e  Chris Gardner (2014 -> Arris),

e  Malathi Raghavan (2014 -> Google, co-advised with Geoff Voelker),

o  Gauytam Akiwate (2015 -> PureStorage, co-advised with Lawrence Saul and Geoff Voelker),

e  Mohit Kothari (2015 -> Groupon, co-advised with Lawrence Saul and Geoff Voelker),
e Ian Foster (2015 -> Salesforce, co-advised with Kirill Levchenko),

o  Louis Dekovan (2015 -=> UCSD Ph.D., co-advised with Geoff Voelker),

e Ben Braun (2016 -> Facebook),

e Matthew Bohl (2016 -> Adobe)

Undergraduate independent projects (2): Derrick Wong (2004 -> Intel), Duong Harrison (2006 -> UPenn Ph.D.

program), Brandon Enright (2007-9), Jason Bradshaw (2012), Tiffany Allan (2014-2015), Aaron Hurtado

(2014-2015), Andrew Jabassa (2014-2015), Kelsey Ma (2014-2015), Ansel Blum (2018-2019)

Teaching Experience
CSE 123, “Communications Networks”,

Fall 2005 CAPES: enrollment: 109, recommend class: 95%, recommend instructor: 86%
Winter 2005 CAPES: unranked
Fall 2009 CAPES: enrollment: 52, recommend class: 89%, recommend instructor: 97%
Fall 2011 CAPES: enrollment: 129, recommend class: 90%, recommend instructor: 84%
Spring 2015 CAPES: enrollment: 102, recommend class: 88%, recommend instructor: 92%
Fall 2016 CAPES: enrollment 103, recommend class: 89.7%, recommend instructor, 89.7%

CSE 123b, “Communications Software”,
Spring 2002 CAPES: enrollment: 72, recommend class: 92%, recommend instructor: 89%
Spring 2003 CAPES: enrollment: 67, recommend class: 93%, recommend instructor: 90%
Spring 2004 CAPES: enrollment: 101, recommend class: 93%, recommend instructor: 93%
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CSE 127, “Computer Security”,
Spring 2005 CAPES: enrollment: 63, recommend class: 98%, recommend instructor: 96%
Winter 2006 CAPES: enrollment: 71, recommend class: 98%, recommend instructor: 88%
Spring 2007 CAPES: enrollment: 83, recommend class: 98%, recommend instructor: 98%
Spring 2008 CAPES: enrollment: 59, recommend class: 100%, recommend instructor: 100%
Spring 2009 CAPES: enrollment: 54, recommend class: 100%, recommend instructor: 100%
Spring 2012 CAPES: enrollment: 137, recommend class: 96%, recommend instructor: 91%
Fall 2015 CAPES: enrollment: 152, recommend class: 96%, recommend instructor: 94%
Spring 2018 CAPES: enrollment: 170, recommend class: 100%, recommend instructor: 100%
Fall 2018 CAPES: enrollment 168, recommend class: 91.7%, recommend instructor: 91.7%
Spring 2019 CAPES: enrollment: 220, recommend class :96%, recommend instructor: 98%
Spring 2020 CAPES: enrollment: 206, recommend class: 100%, recommend instructor: 100%

CSE 221, “Graduate Operating Systems”,
Fall 2003: enrollment: 49, recommend class: 83%, recommend instructor: 89%

CSE 222a, “Graduate Communications Networks”,
Fall 2001: enrollment: 30, recommend class: 96%, recommend instructor: 94%
Winter 2003: enrollment: 46, recommend class: 92%, recommend instructor: 95%

CSE 227, “Graduate Computer Security”,
Winter 2008: enrollment: 21, recommend instructor: 100%
Spring 2010: enrollment: 22, recommend instructor: 100%
Winter 2012: enrollment: 28, recommend instructor: 100%
Winter 2015, Spring 2017, Fall 2019

GPAAA477 (previously IRGN490) “Cyber Security” (co-taught w/Peter Cowhey IR/PS, Spring 2011, Spring
2013, Spring 2014, Spring 2016, Spring 2018, Spring 2019, Spring 2020.

CSE 291, “Internet Crime”, Fall 2008. (graduate seminar)

CSE 291, “Cyber Security, Privacy and US Law, Winter 2021 (graduate)

CSE 294, “Systems and Networking Seminar”, Winter 2003, Spring 2005, Fall 2005, Fall 2006, Spring 2007,
Fall 2007.

CSE 291, “Selected Topics in Wide-Area Networking”, Winter 2001, Spring 2002.

Program Committee Service
2020 USENIX CSET

2019 ACM Symposium on Computer Science and Law

Program Co-chair, 2016 USENIX Security Symposium

2015 ACM SIGCOMM

2012 IEEEE CREDS

2012 USENIX/ACM OSDI

Program Co-chair, 2011 IEEE eCrime Symposium

2011 ACM SIGCOMM

2010 USENIX Workshop on Large-scale Exploits and Emerging Threats (LEET)
2010 USENIX/ACM Networked Systems: Design and Implementation Conference (NSDI)
2009 ACM Symposium on Operating System Principles (SOSP).

2009 IEEE Symposium on Security and Privacy (Oakland).

Program Co-chair, 2008 ACM SIGCOMM.
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2008 USENIX Workshop on Organizing Workshops, Conferences and Symposia for Computer Systems
(WOWCS).

Program Co-chair, 2007 USENIX/ACM Hot Networks Workshop.

2007 ACM Workshop On Recurring Malware (WORM) at the ACM Computer and Communications Security
Conference.

2007 ACM Symposium on Operating System Principles (SOSP).

2007 ACM SIGCOMM Conference.

2006 IEEE Symposium on Security and Privacy (Oakland).

2005 ACM Symposium on Operating Systems Principles (SOSP).

2005 USENIX/ACM Networked Systems: Design and Implementation Conference (NSDI).

2004 ACM Workshop On Rapid Malcode (WORM)at the ACM Computer and Communications Security
Conference.

Program Co-chair, 1 USENIX/ACM Networked Systems: Design and Implementation Conference (NSDI),
2004.

Program Chair, 1 Workshop On Rapid Malcode (WORM) at the ACM Computer and Communications
Security Conference, 2004,

2003 ACM SIGCOMM Conference.

2003 DARPA Information Survivability Conference and Exposition.
2003 ACM Symposium on Operating System Principles (SOSP).
2002 ACM Hot Networks Workshop.

2002 ACM SIGCOMM Conference.

2001 IEEE Globecom Global Internet Symposium.

Other Professional Service Activities

Steering committee, CRA Computing Innovation Fellows, 2019-present

Steering Committee, USENIX Enigma, 2015-present

Steering Committee, ACM Conference on Computer and Communications Security (CCS), 2015-present
Member, Boeing Industry Cyber Technical Counsel, 2019-present

Distinguished Reviewer, National Security Agency Best Scientific Cybersecurity Paper Competition, 2017-
present

Panelist, ISAT Study on Biocyber Security, 2020

Panelist, ACM SIGCOMM Panel on Privacy and Security, 2020

Steering Committee, ACM Computer Science and Law Symposium, 2019.

IEEE Security and Privacy, Chair Test-of-Time Award committee, 2018-2019

Carnegie Mellon University, President’s Advisory Committee on the School of Computer Science, 2018.
IEEE Security and Privacy, Chair Test-of-Time Award establishment committee, 2017

Committee Member, National Academies Forum on Cyber Resilience, 2016

Computing Community Consortium, Sociotechnical Cybersecurity Workshop Steering Committee, 2016-2017
Panelist, IEEE CREDS, 2013

Panelist, International Anti-Counterfeiting Coalition (IACC) Conference, 2013

RSA Conference Panel speaker, 2013
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Cryptographers Panel Speaker, RSA Conference, 2012
Panelist, RSA eFraud Global Forum, 2012
Presenter and Panelist, CCC “The Impact of NITRD Symposium”, Washington D.C, 2012

Advisory Committee, National Science Foundation Directorate for Computer and Information Science and
Engineering, 2011 (Chair, “Breakthrough Proposals” Working Group)

ACM Distinguished Dissertation Award Committee, 2011-2015 (Chair 2013)
Panelist, IEEE eCrime Symposium ethics panel, 2011

Presenter, National Academy of Science Study on Electronic Vehicle Controls and Unintended Acceleration,
2011.

Participant, ISAT Cybereconomics study, 2011.

ACM SIGCOMM Steering Committee, 2010-2011.
Member, ISAT Red Team, 2010.

Presenter, JASON Study group, “Science of Security”, 2010.
Member, ISAT Black Cloud Study, 2010.

Director, Collaborative Center for Internet Epidemiology and Defenses (joint effort between UCSD and ICSI),
2004-2010.

Panel Member, ViaSAT/NSA Information Assurance Workshop on Information Assurance

Content Judge, Google NaCl Security Contest, 2009.

External Advisory Board, Stanford Programmable Open Mobile Internet (POMI) 2020 Project, 2008-
Committee Member, 3™ Santa Fe Institute Workshop on Malware, 2008.

Co-founder and Steering Committee Member, USENIX Workshop on Large-scale Exploits and Emerging
Threats (LEET), 2007.

Member, GENI Science Council, 2007-2008.
Committee Member, United States Air Force Workshop on the Risks of Homogeneity, 2007.
Committee Member, 2" Santa Fe Institute Workshop on Malware, 2007.

Committee Member, National Research Council’s Computer Science and Telecommunications Board
(NRC/CSTB) Study, “Improving Cybersecurity Research in the United States”, 2004-2007.

Committee Member, 1% Santa Fe Institute Workshop on Malware, 2006.

Committee Member, Potomac Institute for Policy Studies, “DARPA Computer Science Futures Study”,
2006.

Committee Member, Department of Homeland Security/DARPA/Army Research Office Workshop on Botnets,
2006.

Committee Member, IETF Internet Architecture Board Meeting on Unwanted Traffic, 2006.

Panel Member, “Smoke, Mirrors and Virtualization”, Network and Distributed Systems Security Symposium,
2006.

Committee Member, Department of Homeland Security/Army Research Office Workshop on Malcode
Detection, 2005.

Co-Chair, DARPA ISAT Study on “Bolt-on Security”, 2004.
Panelist, Microsoft Research Mesh Networking Summit, 2004.

Co-Organizer, Department of Homeland Security (DHS) Program Development Workshop on Large-scale
Datasets for Network Security Testing and Evaluation, 2004.
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Co-founder and Steering Committee Member, ACM Workshop on Rapid Malcode, 2003-2007.

Committee Member, CRA Conference on Grand Challenges in Information Assurance and Security, 2003.
Co-Organizer, DIMACS Workshop on Large-scale Internet Attacks, 2003.

Panelist, Institute for Pure & Applied Mathematics Workshop on Large Scale Communications Networks, 2003.
Panelist, UW-MSR-CMU Software Security Summer Institute, 2003.

Co-Organizer, ACM Workshop on Network Research: Exploration of Dimensions and Scope (NREDS), 2003.
Co-Chair, DARPA ISAT Incubator Study on Software Design for Large-Scale Embedded Systems, 2003.003.
Committee Member, DARPA Cognitive Networking Workshop, 2002.

Session Organizer, Institute for Pure & Applied Mathematics Workshop on Large Scale Communications
Networks, 2002.

Committee Member, Internet2 Academic Advisory Board, 2002-2004.

Committee Member, Defense Advanced Projects Research Agency Information Science And Technology Study
Group (DARPA ISAT), 2001-2004 (mandated 3 year term)

Peer Review Committee Member, Active Warden Research Project, Los Alamos National Lab, 2001-2004.

Committee Member, National Research Council’s Computer Science and Telecommunication Board study,
Research Horizons in Networking, 2001.

Executive Committee Member, IEEE Technical Committee on Operating Systems, 1999-2004.

Referee for ACM SIGCOMM, TON, SOSP, PLDI, ASPLOS, TOCS, and CCR, USENIX TC and OSDI, IEEE
INFOCOM, TPDS, RTSS and others.

University/Department Service Activities
Co-chair, CSE Fellows postdoctoral award committee, 2020-2022

Recruiting committee, GPS Dean search, 2020-2021

Hiring committee, UCSD Center for Peace and Security Studies postdoctoral program, 2021.

Co-Chair, UCSD Department of Computer Science, Brochure design and content committee, 2018-2020
Co-chair, UCSD Department of Computer Science, Faculty Recruiting Committee, 2018.

Advisory Board Member, University of California (systemwide) Cyber Risk Governance Committee, 2016-
present.

Ad hoc member, University of California, San Diego, Cybersecurity Governance Committee, 2017-present.
Recruiting committee, University Librarian search, 2017-2018.
Chair, UCSD Department of Computer Science, Faculty Recruiting Committee, 2007, 2014, 2020

Chair, UCSD Department of Computer Science and Engineering Publicity Committee, 2005, 2006, 2007. 2008,
2009, 2010, 2011, 2012. 2015

UCSD Department of Computer Science, Executive Committee, 2004 -- 2010.
UCSD Academic Senate Representative, 2004-2005.

UCSD Department of Computer Science and Engineering, Faculty Recruiting Committee, 2001, 2002, 2003,
2006, 2008 (ex officio) 2012, 2015, 2020.

UCSD Department of Computer Science and Engineering, External Relations Committee, 2002, 2003.

UCSD Department of Computer Science and Engineering, Ad Hoc Hiring Committee for Manager of Academic
and External Affairs, 2001.

San Diego Network Access Point Advisory Board, Department of Computer Science and Engineering
representative, 2002,
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San Diego Supercomputer Center, Committee on Networking and Security Visions, 2001.

University of Washington Department of Computer Science and Engineering, Ad Hoc Committee on
Commercialization in the Academic Environment, 1998-1999.

Articles

1. Jeffrey Tully, Mark Jarrett, Stefan Savage, Joshua Corman, Christian Dameff, “Digital Defenses for Hacked
Hearts: Why Software Patching Can Save Lives”, Journal of the American College of Cardiology, 72(1): 126-
127, July 2018. (note: letter)

2. Sarah Meiklejohn, Marjori Pomarole, Grant Jordan, Kirill Levchenko, Damon McCoy, Geoffrey M. Voelker
and Stefan Savage, “A Fistful of Bitcoins: Characterizing Payments Among Men with No Names”,
USENIX ‘login: 38(6), December 2013. . (note: ;login not externally refereed, single editor)

3. Harsha V. Madhyastha, John C. McCullough, George Porter, Rishi Kapoor, Stefan Savage, Alex C. Snoeren
and Amin Vahdat, “scc: Cluster Storage Provisioning Informed by Application Characteristics and SLAS”,
USENIX :login: 36(3), June 2012. (note: ;login not externally refereed, single editor)

4. Erik Buchanan, Ryan Roemer, Hovav Shacham and Stefan Savage, “Return-oriented Programming:
Systems, Languages and Applications”, ACM Transactions on Information and Systems Security (TISSEC),
15(1), March 2012.

5. Ding Yuan, Soyeon Park, Jing Zheng, Yuanyuan Zhou and Stefan Savage, “LogEnhancer: Automatic
Tailored Log Enhancement to Improve Software Diagnosability against Production-Run Failures”, 4CM
Transactions on Computer Systems, 30(1), February 2012.

6. Rik Farrow interview with Stefan Savage, “On the Spam Payment Trail”, USENIX ;login: 35(4), August
2011. (note: ;login not externally refereed, invited interview w/single editor)

7. Mikhail Afanasyev, Justin Ma, Nicholas Murphy, Yoshi Kohno, Stefan Savage, Alex Snoeren and Geoffrey M.
Voelker, “Network Support for Privacy-preserving Forensic Attribution”, Communications of the ACM
(CACM), 54(5):78-87, May 2011.

8. Justin Ma, Lawrence Saul, Stefan Savage and Geoffrey M. Voelker, “Learning to Detect Malicious URLS”, In
ACM Transactions on Intelligent Systems and Technology (TIST), 2(3), April 2011.

9. Diwaker Gupta, Sangmin Lee, Michael Vrable, Stefan Savage, Alex C. Snoeren, George Varghese, and
Geoffrey M. Voelker, “The Difference Engine: Harnessing Memory Redundancy in Virtual Machines”,
Communications of the ACM (CACM), 53(10): 85-93, October 2010.

10. Michael Vrable, Stefan Savage and Geoffrey M. Voelker, “Cumulus: Filesystem Backup to the Cloud”, ACAM
Transactions on Storage, 5(4): 1-28, December 2009.

11. Michael Vrable, Stefan Savage and Geoffrey M. Voelker, “Cumulus: Filesystem Backup to the Cloud”,
USENIX :login: 34(4):7-13, August 2009. (note: ;login not externally refereed, single editor)

12. Chris Kanich, Christian Kreibich, Kirill Levchenko, Brandon Enright, Vern Paxson, Geoff Voelker and Stefan
Savage, “Spamalytics: an Empirical Analysis of Spam Marketing Conversion”, Communications of the
ACM (CACM), 52(9):99-107, September 2009.

13. Diwaker Gupta, Sangmin Lee, Michael Vrable, Stefan Savage, Alex C. Snoeren, George Varghese, and
Geoffrey M. Voelker, “The Difference Engine: Harnessing Memory Redundancy in Virtual Machines”,
USENIX ;login: 34(2): 24-31, April 2009. (note: ;login not externally refereed, single editor)

14. Alper Mizrak, Keith Marzullo and Stefan Savage, “Detecting Malicious Packet Losses”, /FEFE Transactions
on Parallel and Distributed Systems (TPDS), 20(2): 191-206, February 2009.

15. Brandon Enright, Geoff Voelker, Stefan Savage, Chris Kanich and Kirill Levchenko, “Storm: when
researchers collide”, USENIX ;login: 33(4): 6-13, August 2008. (note: ;login not externally refereed, single
editor)

16. Alper Mizrak, Stefan Savage and Keith Marzullo, “Detecting Compromised Routers via Packet Forwarding
Behavior”, /EEE Network, 22(2):34-39, March 2008.
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17. Fan Chung, Ron Graham, Ranjita Bhagwan, Geoffrey M. Voelker and Stefan Savage, “Maximizing Data
Locality in Distributed Systems”, Journal of Computer and System Sciences, 72(8):1309-1306, December
2006.

18. Alper Mizrak, Yu-Chung Cheng, Keith Marzullo and Stefan Savage, “Detecting Malicious Routers via
Traffic Validation”, [EEE Transactions on Dependable and Secure Computing (TDSC), 3(3): 230-244, July
2006.

19. David Moore, Geoffrey M. Voelker and Stefan Savage, “Inferring Internet Denial-of-Service Activity”, ACM
Transactions on Computer Systems (TOCS), 24(2): 115-139, May 2006.

20. David Moore, Vern Paxson Stefan Savage, Colleen Shannon, Stuart Staniford, and Nicholas Weaver, “Inside
the Slammer Worm™, /EEFE Security and Privacy, 1(4):33-39, July 2003.

21. Stefan Savage, David Wetherall, Anna Karlin and Tom Anderson, “Network Support for IP Traceback”,
IEEE/ACM Transactions on Networking (ToN), 9(3):226-237, June 2001.

22. Stefan Savage, Neal Cardwell, David Wetherall, and Tom Anderson, “TCP Congestion Control with a
Misbehaving Receiver”, Computer Communications Review, 29(5):71-78, October 1999.

23. Stefan Savage, Tom Anderson, Amit Aggarwal, David Becker, Neal Cardwell, Andy Collins, Eric Hoffman,
John Snell, Amin Vahdat, Geoffrey M. Voelker and John Zahorjan, “Detour: a Case for Informed Internet
Routing and Transport”, /EEE Micro, 19(1):50-59, January 1999.

24. Stefan Savage, Michael Burrows, Greg Nelson, Patrick Sobalvarro and Tom Anderson, “Eraser: A Dynamic
Data Race Detector for Multithreaded Programs™, ACM Transactions on Computer Systems (TOCS),
15(4):391-411, November 1997.

Refereed Conference and Workshop Papers

1. Evan Johnson, Maxwell Bland, Yifei Zhu, Joshua Mason, Stephen Checkoway, Stefan Savage and Kirill
Levchenko, “Jetset: Targeted Firmware Rehosting for Embedded Systems”, In Proceedings of the USENIX
Security Symposium, Vancouver, B.C., Canada, August 2021.

2. Anil Yelam, Ariana Mirian, Keerthana Ganesan, Shibani Subbareddy, and Stefan Savage, “CoResident Evil;
Covert Communications in the Cloud with Lambdas” In Proceedings of the Web Conference (WWW),
Ljubljana, Solvenia, April 2021.

3. Guo Li, Gautam Akiwate, Kirill Levchenko, Geoffrey M. Voelker and Stefan Savage, “Clairvoyance:
Inferring Blocklist Use on the Internet”, Proceedings of the Passive and Active Measurement Conference
(PAM), Brandenberg, Germany, March 2021. (44% acceptance, 33/75)

4. Evan Johnson, David Thien, Yousef Alhessi, Shravan Narayan, Fraser Brown, Sorin Lerer, Tyler
McMullen, Stefan Savage, and Deian Stefan, “{oBepsiii, Ho nposepsiii: SFI safety for native-compiled
Wasm”, In Proceedings of the Network and Distributed System Security Symposium (NDSS), San Diego, CA,
February 2021.

5.  Gautam Akiwate, Raffacle Sommese, Mattijs Jonker, Ian Foster, Stefan Savage Geoffrey M. Voelker and kc
Claffy, “Unresolved Issues: Prevalence, Persistence and Perils of Lame Nameservers”, In Proceedings of
the Internet Measurement Conference (IMC), Pittsburgh, Pennsylvania, October 2020. (25% acceptance,
53/216)

6. Audrey Randall, Enze Liu, Gautam Akiwate, Ramakrishna Padmanabhan, Stefan Savage, Geoffrey M. Voclker
and Aaron Schulman, “TruffleHunter: Cache Sniffing Rare Domains at Large Public DNS Resolvers”, In
Proceedings of the Internet Measurement Conference (IMC), Pittsburgh, Pennsylvania, October 2020. 25%
acceptance, 53/216)

7. Louis DeKoven, Audrey Randall, Ariana Mirian, Gautam Akiwate, Ansel Blume, Lawrence K. Saul, Aaron
Shulman, Geoffrey M. Voelker and Stefan Savage, “Measuring Security Practices and How They Impact
Security”, In Proceedings of the ACM Internet Measurement Conference (IMC), Amsterdam, Netherlands,
October 2019. (19% acceptance, 38/197)
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10.

11.

12.

13.

14.

15.

16.

17.

18.

19.

20.

21.

22.

Sam Crow, Brown Farinholt, Brian Johannesmeyer, Karl Koscher, Stephen Checkoway, Stefan Savage, Aaron
Schulman, Alex C. Snoeren and Kirill Levchenko, “Triton: Software-Reconfigurable Federated Avionics
Testbed”, In Proceedings of the Workshop on Cyber Security Experimentation and Test (CSET), Santa Clara,
CA August 2019. (31% acceptance, 19/61)

Guo Li, Matthew Dunn, Paul Pearce, Damon McCoy, Geoffrey M. Voelker, Stefan Savage and Kirill
Levchenko, “Reading the Tea Leaves: A Comparative Analysis of Threat Intelligence”, In Proceedings of
the USENIX Security Symposium, Santa Clara, CA, August 2019. (19% acceptance, 88/465)

Crant He, Asaf Cidon, Lior Gavish, Marco Schweighaosor, Vern Paxser, Stefan Savage, Gooffey M.
Voelker and David Wagner, “Detecting and Characterizing Lateral Phishing at Scale”, In Proceedings of
the USENLX Security Symposium, Santa Clara, CA, August 2019. (19% acceptance, 88/465) (Award paper)

Ariana Mirian, Joe DeBlasio, Stefan Savage, Geoffrey M. Voelker and Kurt Thomas, “Hack for Hire:
Exploring the Emerging Market for Accoant Hijacking”, In Proceedings of the World Wide Web
Conference, San Francisco, CA, May 2019, (18% acceptance, 225/1247)

Ariana Mirian, MNilurg Bhagat, Caitlin Sadowski, Adrienne Porter Felt, Stefan Savage and Geoflrey M. Voeller,
“Web Feature Beprecation: A Case Study for Chrome”, In Proceedings of the international Conference on
Software FEngineering (ICSE), Montreal, QC, Canada, May 2019, (25% acceptance, 30¢/118 SEIF track)

Stefan Savage, “Lawful Device Access without Mass Surveillance Risk™, In Proceedings of the ACM
Conference on Computer and Communications Security (CCS), Toronto, Canada, October 2018. (17%
acceptance 134/809)

Louis F Dekoven, Trevor Pottinger, Stefan Savage, Geoffrey M. Voelker and Nektarios Leontiadis, “Following
their Footsteps: Characterizing Account Automation Abuse and Defenses”, In Proceedings of the Internet
Measurement Conference (IMC), Chicago, IL, November 2018. (23% acceptance, 40/174)

Alexander Gamero-Garrido, Stefan Savage, Kirill Levchenko and Alex C. Snoeren, “Quantifying the Pressure
of Legal Risks on Third Party Vulnerability Research”, In Proceedings of the ACM Conference on
Computer and Communication Security, Dallas, TX, October 2017. (18% acceptance, 151/836)

Joe DeBlasio, Stefan Savage, Geoffrey M. Voelker and Alex C. Snoeren, “Tripwire: Inferring Internet Site
Compromise”, In Proceedings of the Internet Measurement Conference, London, UK, November 2017. (23%
acceptance, 42/179)

Louis DeKoven, Stefan Savage, Geoffrey M. Voelker and Nektarious Leontiadis, “Malicious Browser
Extensions at Scale: Bridging the Observability Gap between Web Site and Browser”, In Proceedings of
the USENIX Workshop on Cybersecurity Fxperimental and Test (CSET), Vancouver, Canada, August 2017.

Mortiz Contag, Guo Li, Andre Pawlowski, Flexi Domke, Stefan Savage, Kirill Levchenko, and Thorsten Holz,
“How They Did It: An Analysis of Emission Defeat Devices in Modern Automobiles”, In Proceedings of
the IEEE Symposium on Security and Privacy, San Jose, CA, May 2017 (13% acceptance, 60/450)

Wilson Lian, Hovav Shacham and Stefan Savage, “A Call to ARMs: Understanding the Costs and Benefits
of JIT Spraying Mitigations”, In Proceedings of the Network and Distributed Systems Symposium (NDSS),
San Diego, CA, February 2016. (16% acceptance, 68/463)

Frank Li, Zakir Durumeric, Jakub Czyz, Damon McCoy, Stefan Savage, Michael Bailey, and Vern
Paxson, “You’ve Got Vulnerability: Exploring Effective Vulnerability Notifications”, InProceedings of the
USENIX Security Symposium, Austin, TX, August 2016. (17% acceptance, 72/423)

He Liu, Matthew K. Mukerjee, Conglong Li, Nicolas Feltman, George Papen, Stefan Savage, Srinivasan
Seshan, Geoffrey M. Voelker, David G. Anderson, Michael Kaminsky, George Porter and Alex C. Snoeren,
“Scheduling Techniques for Hybrid Circuit/Packet Networks™, In Proceedings of the ACM CoNEXT
Conference, Heidelberg, Germany, December 2015. (20% acceptance, 37/186)

Ian Foster, Jon Larson, Max Masich, Alex C. Snoeren, Stefan Savage and Kirill Levchenko, “Security by Any
Other Name: On the Effectiveness of Provider Based Email Security”, In Proceedings of the ACM
Conference on Computer and Communications Security (CCS), Denver, CO, October 2015. (20% acceptance,
128/646)
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23.

24.

25.

26.

27.

28.

29.

30.

31.

32.

33.

34.

35.

37.

Suqi Liu, Ian Foster, Stefan Savage, Geoffrey M. Voelker and Lawrence K. Saul,, “Who is .com? Learning to
Parse WHOIS Records”, In Proceedings of the ACM Internet Measurement Conference (IMC), Tokyo, Japan,
October 2015. (26% acceptance, 44/146)

Tristan Halvorson, Matthew F. Der, lan Foster, Stefan Savage, Geoffrey M. Voelker and Lawrence K. Saul,,
“From .academy to .zone: An Analysis of the new TLD Land Rush”, In Proceedings of the ACM Internet
Measurement Conference (IMC), Tokyo, Japan, October 2015. (26% acceptance, 44/146)

Neha Chachra Stefan Savage and Geoffrey M. Voelker, “Affiliate Crookies: Characterizing Affiliate
Marketing Abuse”, In Proceedings of the ACM Internet Measurement Conference IMC), Tokyo, Japan,
October 2015. (16% acceptance,, 12/73)

Kurt Thomas, Danny Yuxing Huang, David Wang, Elie Burszstein, Chris Grier, Tom Holt, Christopher
Kruegel, Damon McCoy, Stefan Savage and Giovanni Vigna, “Framing Dependencies Introduced by
Underground Commoditization”, In Proceedings of the Workshop on the Economics of Information Security
(WEILS), Delft, The Netherlands, June 2015.

Wilson Lian, Hovav Shacham and Stefan Savage, “Too LediT to Quite: Implementing Jit-spryaing on
ARM”, In Proceedings of the ISOC Network and Distributed Systems Symposium (NDSS), San Diego, February
2015. (17% acceptance rate, 15/302)

David Y. Wang and Matt Der and Mohammad Karami and Lawrence Saul and Damon McCoy and Stefan
Savage and Geoffrey M. Voelker, “Search + Seizure: The Effectiveness of Interventions on SEQ
Campaigns”, In Proceedings of the ACM Internet Measurement Conference (IMC), Vancouver, BC, Canada,
Nov 2014. (23% acceptance, 43/188)

Borbala Benko, Elie Bursztein, Daniel Margolis, Tadek Pietraszek, Andy Archer, Allan Aquino, Andreas
Pitsillidis and Stefan Savage, “Handcrafted Fraud and Extortion: Manual Account Hijacking in the Wild”,
In Proceedings of the ACM Internet Measurement Conference (IMC), Vancouver, BC, Canada, Nov 2014. .
(23% acceptance, 43/188)

David Lundberg, Brown Farinholt , Edward Sullivan, Ryan Mast, Stefan Savage, Alex Snoeren and Kirill
Levchenko, “On the Security of Mobile Cockpit Information Systems”, In Proceedings of the ACM
Conference on Computer and Communication Security (CCS), Scottsdale, AZ, Nov 2014. (19% acceptance,
114/585)

Paul Pearce, Chris Grier, Vern Paxson, Vacha Dave, Damon McCoy, Kirill Levchenko, Geoffrey M. Voelker,
Stefan Savage and Saikat Guha, “Characterizing Large-Scale Click Fraud in ZeroAccess”, In Proceedings
of the ACM Conference on Computer and Communication Security (CCS), Scottsdale, AZ, Nov 2014. (19%
acceptance, 114/585)

Mathew F. Der, Lawrence K. Saul, Stefan Savage and Geoffrey M. Voelker, “Knock it Off: Profiling the
Online Storefronts of Counterfeit Merchandise”, In Proceedings of the ACM SIG KDD Conference, New
York, NY, August 2014. (22% acceptance, 44/197)

Neha Chachra, Damon McCoy, Stefan Savage and Geoffrey M. Voelker, “Empirically Characterizing
Domain Abuse and the Revenue Impact of Blacklisting”, In Proceedings of the Workshop on the Economics
of Information Security (WEILS), State College, PA, June 2014. (23% acceptance, 9/40)

Tristan Halvorson, Kirill Levchenko, Stefan Savage and Geoffrey M. Voelker, “XXXtortion? Inferring
Registration Intent in the XXX TLD”, In Proceedings of the World Wide Web Conference (WWW), Seoul,
Korea, April 2014. (13% acceptance, 84/650)

Danny Huang, Sarah Meiklejohn, Damon McCoy, Chris Grier, Kirill Levchenko, Alex Snoeren and Stefan
Savage, “Botcoin: Monetizing Stolen Cycles”, In Proceedings of the ISOC Network and Distributed Security
Symposium (NDSS), San Diego, CA, February 2014. (19% acceptance, 55/295)

. Daniel Turner, Kirill Levchenko, Stefan Savage and Alex Snoeren, “A Comparison of Syslog and IS-IS for

Monitoring Link State”, In Proceedings of the ACM Internet Measurement Conference (IMC), Barcelona,
Spain, October 2013. (24% acceptance, 42/178)

Sarah Meiklejohn, Marjori Pomarole, Grant Jordan, Kirill Levchenko, Damon McCoy, Geoffrey M. Voelker
and Stefan Savage, “A Fistful of Bitcoins: Characterizing Payments Among Men with No Names”, In
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38.

39.

40.

4]1.

42.

43.

44,

45.

46.

47.

48.

49.

50.

51.

Proceedings of the ACM Internet Measurement Conference (IMC), Barcelona, Spain, October 2013. (24%
acceptance, 42/178)

Wilson Lian, Eric Rescorla, Hovav Shacham and Stefan Savage, “Measuring the Practical Impact of
DNSSEC Deployment”, In Proceedings of the USENLX Security Symposium, Washington D.C., August 2013.
(16% acceptance, 45/277)

David Wang, Stefan Savage and Geoffrey M. Voelker, “Juice: A Longitudinal Study of an SEG Campaign”,
I Proceedings of the ISOC Network and Distributed Security Symposium (NDSS), San Diego, CA, February
2013. (19% acceptance, 47/250)

Andpreas Pittsilidis, Chris Kanich, Kirill Levchenko, Geoffrey M. Voelker and Stefan Savage, “Taster’s
Choice: A Comparative Analysis of Spam Feeds”, In Proceedings of the ACM Internet Measurement
Conference (IMC), Boston, MA, November 2012. (25% acceptance, 45/183)

Ding Yuan, Soyeon Park, Peng R. Huang, Yang R. Liu, Mihnjong M. Lee, Xiaoming Tang, Yuanyuan Zhou
and Stefan Savage, “To Log or Not to Log: Characterizing and Improving Software Error Reporting”, In
Proceedings of the ACM/USENIX Operating System Design and Implementation Conference (OSDI),
Hollywood, CA, October 2012. (12% acceptance, 25/215)

Chris Grier, Lucas Ballard, Juan Caballero, Neha Chachra, Christian J. Dietrich, Kirill Levchenko, Panayiotis
Mavrommatis, Damon McCoy, Antonio Nappa, Andreas Pitsillidis, Niels Provos, Zubair Rafique, Moheed Abu
Rajab, Christian Rossow, Kurt Thomas, Vern Paxson, Stefan Savage and Geoffrey M. Voelker, “Browser
Exploits as a Service: The Monetization of Driveby Downloads”, In Proceedings of the ACM Conference on
Computer and Communications Security (CCS), Raleigh, NC, October 2012. (19% acceptance, 80/423)

Damon McCoy, Hitesh Dharmdasani, Christian Kreibich, Geoffrey M. Voelker and Stefan Savage, “Priceless:
The Role of Payments in Abuse-advertised Goods”, In Proceedings of the ACM Conference on Computer
and Communications Security (CCS), Raleigh, NC, October 2012. (19% acceptance, 80/423)

Damon McCoy, Andreas Pitsillidis, Grant Jordan, Nicholas Weaver, Christian Kreibich, Brian Krebs, Geoffrey
M. Voelker, Stefan Savage and Kirill Levchenko, “PharmaLeaks: Understanding the Business of Online
Pharmaceutical Affiliate Programs™, Proceedings of the USENIX Security Symposium, Bellevue, WA,
August 2012. (19% acceptance, 43/222)

Feng Lu, Jiaqi Zhang and Stefan Savage, “When Good Services Go Wild: Reassembling Web Services for
Unintended Pruposes”, Proceedings of the USENIX Workshop on Hot Topics in Security (HotSec), Bellevue,
WA, August 2012. (28% acceptance, 11/39)

Ross Anderson, Chris Barton, Rainer Boehme, Richard Clayton, Michel J.G. van Eeten, Michael Levi , Tyler
Moore and Stefan Savage, “Measuring the Cost of Cybercrime”, Proceedings of the Workshop on the
Economics of Information Security (WEIS), Berlin, Germany, June 2012. (38% acceptance, 20/53)

Michael Vrable, Stefan Savage and Geoffrey M. Voelker, “A Cloud-Backed File System for the Enterprise”,
Proceedings of the USENIX Conference on File and Storage Technologies (FAST), San Jose, CA, February
2012. (19% acceptance, 26/137)

Harsha V. Madhyastha, John C. McCullough, George Porter, Rishi Kapoor, Stefan Savage, Alex C. Snoeren
and Amin Vahdat, “scc: Cluster Storage Provisioning Informed by Application Characteristics and SLAS”,
Proceedings of the USENIX Conference on File and Storage Technologies (FAST), San Jose, CA, February
2012. (19% acceptance, 26/137)

Sushma Nagesh Bannur, Lawrence K. Saul and Stefan Savage, “Judging a site by its content: learning the
textual, structural, and visual features of malicious Web pages”, Proceedings of the ACM Workshop on
Artificial Intelligence and Security (AISEC), Chicago, IL, October 2011.

Marti Motoyama, Damon McCoy, Kirill Levchenko, Stefan Savage and Geoffrey M. Voelker, “An Analysis of
Underground Forums™, In Proceedings of the ACM Internet Measurement Conference (IMC), Berlin,
Germany, November 2011. (19% acceptance, 42/220)

David Wang, Stefan Savage and Geoffrey M. Voelker, “Cloak and Dagger: Dynamics of Web Search
Cloaking”, In Proceedings of the ACM Conference on Computer and Communications Security (CCS),
Chicago, IL, October 2011. (14% acceptance, 60/429)
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52.

53.

55.

56.

57.

38.

59.

60.

61.

62.

63.

64.

65.

66.

Daniel J. Turner, Stefan Savage and Alex Snoeren, “On the Empirical Performance of Self-calibrating WiFi
Location™, In Proceedings of the IEEE Conference on Local Computer Networks (LCN), Bonn, Germany,
October 2011. (<30% acceptance)

Keaton Mowrey, Sarah Meiklejohn and Stefan Savage, “Heat of the Moment: Characterizing the Efficacy of
Thermal Camera-Based Attacks”, In Proceedings of the USENLX Workshop on Offensive Technologies
(WOOT), August 2011. (43% acceptance, 15/35)

. Chris Kanich, Neha Chachra, Damon McCoy, Chris Grier, David Wang, Marti Motoyama, Kirill Levchenko,

Geoffrey M. Voelker and Stefan Savage, “No Plan Survives Contact: Experience with Cybercrime
Measurement”, In Proceedings of the USENLX Workshop on Cyber Security Experimentation and Test (CSET),
August 2011. (40% acceptance, 12/30)

Chris Kanich, Nicholas Weaver, Damon McCoy, Tristan Halvorson, Christian Kreibich, Kirill Levchenko, Vern
Paxson, Geoffrey M. Voelker and Stefan Savage, “Show Me the Money: Characterizing Spam-advertised
Revenue”, In Proceedings of the USENLX Security Symposium, August 2011. (17% acceptance, 35/204)

Stephen Checkoway, Damon McCoy, Danny Anderson, Brian Kantor, Hovav Shacham, Stefan Savage , Karl
Koscher, Alexei Czeskis, Franziska Roesner, and Tadayoshi Kohno , “Comprehensive Experimental Analysis
of Automotive Attack Surfaces”, In Proceedings of the USENILX Security Symposium, August 2011. (17%
acceptance, 35/204)

Marti Motoyama, Damon McCoy, Kirill Levchenko, Geoffrey M. Voelker, Stefan Savage, “Dirty Jobs: The
Role of Freelance Labor in Web Service Abuse”, In Proceedings of the USENIX Security Symposium, August
2011. (17% acceptance, 35/204)

Mashael AlSabah, Kevin Bauer and Ian Goldberg and Dirk Grunwald and Damon McCoy and Stefan Savage
and Geoffrey M. Voelker, “DefenestraTor: Throwing out Windows in Tor”, In Proceedings of the Privacy
Enhancing Technologies Symposium (PETS), Waterloo, Canada, July 2011. (25% acceptance, 15/61)

Kirill Levchenko, Neha Chachra, Brandon Enright, Mark Felegyhazi, Chris Grier, Tristan Halvorson, Chris
Kanich, Christian Kreibich, He Liu, Damon McCoy, Andreas Pitsillidis, Nicholas Weaver, Vern Paxson,
Geoffrey M. Voelker and Stefan Savage, “Click Trajectories: End-to-End Analysis of the Spam Value
Chain”, In Proceedings of the IEEE Symposium on Security and Privacy, Oakland, CA, May 2011. (11%
acceptance, 34/306)

He Liu, Kirill Levchenko, Mark Felegyhazi, Christian Kreibich, Gregor Maier, Geoffrey M. Voelker and Stefan
Savage, “On the Effects of Registrar-level Intervention”, In Proceedings of the USENIX Workshop on Large-
Scale Exploits and Emerging Threats (LEET), Boston, MA, March 2011. (44% acceptance; 11/25)

Qing Zhang, Thomas Ristenpart, Stefan Savage and Geoffrey M. Voelker, “Got Traffic? An Evaluation of
Click Traffic Providers”, In Proceedings of the WICOW/AIRWeb Workshop on WebQuality (WebQuality),
Hyderabad, India, March 2011.

Ding Yuan, Soyeon Park, Jing Zheng, Yuanyuan Zhou and Stefan Savage, “LogEnhancer: Automatic
Tailored Log Enhancement to Improve Software Diagnoseability against Production-Run Failures”, In
Proceedings of the ACM Architecture Support for Programming Languages and Operating Systems (ASPLOS)
Conference, March 2011. (21% acceptance, 32/152)

Andpreas Pitsillidis, Yinglian Xie, Fang Yu, Martin Abadi, Geoffrey M. Voelker, and Stefan Savage, “How to
Tell and Airport from a Home: Techniques and Applications”, In Proceedings of the ACM Workshop on
Hot Topics in Networks, Monterey, CA, October 2010. (21% acceptance, 22/104)

Daniel Turner, Kirill Levchenko, Alex C. Snoeren and Stefan Savage, “California Fault Lines:
Understanding the Causes and Impact of Network Failures”, In Proceedings of the ACM SIGCOMM
Conference, New Dehli, India, August 2010. (12% acceptance, 33/276)

Marti Motoyamai, Kirill Levchenko, Chris Kanich, Damon McCoy, Geoffrey M. Voelker and Stefan Savage,
“Re: CAPTCHAS -- Understanding CAPTCHA Breaking from an Economic Context”, In Proceedings of
the USENLX Security Symposium, Washington, D.C., August 2010. (15% acceptance, 30/202)

Mehran Bozorgi, Lawrence Saul, Stefan Savage and Geoffrey M. Voelker, “Beyond Heuristics: Learning to
Classify Vulnerabilities and Predict Exploits”, In Proceedings of the ACM SIG KDD Conference, pp. 105—
113, Washington D.C. July 2010. (20% acceptance, 20/101)
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67.

68.

69.

70.

71.

72.

73.

74.

75.

76.

77.

78.

79.

80.

81.

Marti Motoyama, Brendan Meeder, Kirill Levchenko, Geoffrey M. Voelker and Stefan Savage, “Measuring Online
Service Availability Using Twitter”, In Proceedings of the Workshop on Social Networks (WOSN), Boston, MA,
June 2010. (33% acceptance, 13/33)

Yuvraj Agarwal, Stefan Savage and Rajesh Gupta, “Sleep-Servers: Energy Savings for Enterprise PCs by
Allowing them to Sleep”, In Proceedings of the USENLX Annual Technical Conference, Boston, MA, June
2010. (17% acceptance, 24/141)

Karl Koscher, Alexei Czeskis, Fanziska Roesner, Shwetak Patel, Tadayoshi Kohno, Stephen Checkoway,
Damon McCoy, Brian Kantor, Danny Anderson, Hovav Shacham and Stefan Savage, “Experimental Security
Analysis of a Modern Automobile”, In Proceedings of the IEEE Symposium on Security and Privacy,
Oakland, CA, May 2010. (11% acceptance, 26/237)

Qing Zhang, John McCullough, Justin Ma, Navil Schear, Michael Vrable, Geoffrey M. Voelker, Alex C.
Snoeren and Stefan Savage, “Neon: System Support for Derived Data Management”, In Proceedings of the
ACM Conference on Virtual Execution Environments (VEE), Pittsburgh, PA, March 2010. (27% acceptance
14/51).

Andpreas Pitsillidis, Kirill Levchenko, Chris Kanich, Christian Kreibich, Brandon Enright, Vern Paxson, Geoff
Voelker and Stefan Savage, “Botnet Judo: Attacking Spam with Itself”, In Proceedings of the ISOC Network
and Distributed Security Symposium (NDSS), San Diego, CA, February 2010. (15% acceptance, 24/156)

Tom Ristenpart, Eran Tromer, Hovav Shacham and Stefan Savage, “Hey, You, Get off of my Cloud!
Exploring Information Leakage in Third-Party Compute Clouds”, In Proceedings of the ACM Conference
on Computer and Communications Security (CCS), Chicago IL, November 2009. (18% acceptance, 58/315)

Scott Yilek, Eric Rescorla, Hovav Shacham, Brandon Enright and Stefan Savage, “When Private Keys are
Public: Understanding the Debian OpenSSL Debacle”, In Proceedings of the USENIX Internet Measurement
Conference, Chicago, IL, November 2009. (22% acceptance, 41/13)

Justin Ma, Lawrence K. Saul, Geoffrey M. Voelker and Stefan Savage, “Beyond Blacklists: Learning to
Detect Malicious Web Sites from Suspicious URLS”, In Proceedings of the ACM SIGKDD Conference, Paris,
France, July 2009. (28% acceptance, 34/122)

Justin Ma, Lawrence Saul, Stefan Savage and Geoffrey M. Voelker, “Identifying Suspicious URLs: An
Application of Large-scale Online Learning”, In Proceedings of the International Conference on Machine
Learning (ICML), Montreal, Quebec, June 2009. (26% acceptance, 160/595)

Chris Kanich, Christian Kreibich, Kirill Levchenko, Brandon Enright, Vern Paxson, Geoff Voelker and Stefan
Savage, “Spamcraft: an Inside Look at Spam Campaign Orchestration”, In Proceedings of the USENIX
Workshop on Large-Scale Exploits and Emerging Threats (LEET), Boston, MA, April 2009 (36% acceptance,
9/25)

Michael Vrable, Stefan Savage and Geoffrey M. Voelker, “Cumulus: Filesystem Backup to the Cloud”, In
Proceedings of the USENIX Conference on File and Storage Technologies (FAST), pp. 225-238, San Francisco,
CA, February 2009. (23% acceptance, 23/102)

Diwaker Gupta, Sangmin Lee, Michael Vrable, Stefan Savage, Alex C. Snoeren, George Varghese, and
Geoffrey M. Voelker, “The Difference Engine: Harnessing Memory Redundancy in Virtual Machines”, In
Proceedings of the ACM/USENIX Operating System Design and Implementation Conference (OSDI), pp. 309-
322, San Diego, CA, December 2008. (13% acceptance, 26/193) (Jay Lepreau Best Paper Award)

Chris Kanich, Christian Kreibich, Kirill Levchenko, Brandon Enright, Vern Paxson, Geoff Voelker and Stefan
Savage, “Spamalytics: an Empirical Analysis of Spam Marketing Conversion”, In Proceedings of the ACM
Conference on Computer and Communications Security (CCS), pp. 3-14, Alexandria, VA, October 2008. (18%
acceptance, 51/281)

Benjamin Laxton, Kai Wang and Stefan Savage, “Reconsidering Physical Key Secrecy: Teleduplication via
Optical Decoding”, In Proceedings of the ACM Conference on Computer and Communications Security (CCS),
pp. 469-478, Alexandria, VA, October 2008. (18% acceptance, 51/281)

Erick Buchanan, Ryan Roemer, Hovav Shacham and Stefan Savage, “When Good Instructions Go Bad:
Generalizing Return-oriented Programming to the SPARC”, In Proceedings of the ACM Conference on
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82.

83.

84.

85.

86.

87.

88.

89.

90.

91.

92.

93.

94.

95.

96.

Computer and Communications Security (CCS), pp. 27-38, Alexandria, VA, October 2008. (18% acceptance,
51/281)

Kirill Levchenko, Geoffrey M. Voelker, Mohan Paturi and Stefan Savage, “XL: An Efficient Network
Routing Protocol”, In Proceedings of ACM SIGCOMM, pp. 15-26, Seattle, WA, August 2008. (13%
acceptance, 37/288)

Christian Kriebeck, Chris Kanich, Kirill Levchenko, Brandon Enright, Vern Paxson, Geoff Voelker and Stefan
Savage, “On the Spam Campaign Trail”, In Proceedings of the USENLX Workshop on Large-Scale Exploits
and Emerging Threats (LEET), San Francisco, CA, April, 2008. (32% acceptance, 11/34)

Brandon Enright, Chris Kanich, Kirill Levchenko, Geoff Voelker and Stefan Savage, “Understanding the
Heisenbot Problem”, In Proceedings of the USENIX Workshop on Large-Scale Exploits and Emerging Threats
(LEET), San Francisco, CA, April, 2008. (32% acceptance, 11/34)

Jason Franklin, Adrian Perrig, Vern Paxson and Stefan Savage, “An Inquiry into the Nature and Causes of
the Wealth of Internet Miscreants”, In Proceedings of the ACM Conference on Computer and
Communications Security (CCS), Alexandria, VA, October 2007. (18% acceptance, 55/303)

Chris Fleizach, Geoffrey M. Voelker and Stefan Savage, “Slicing Spam with Occam’s Razor”, In Proceedings
of the Conference on E-mail and Anti-Spam (CEAS), Mountain View, CA, August 2007. (32% acceptance,
25/79)

Yu-Chung Cheng, Mikhail Afanasyev, Peter Benko, Patrick Verkaik, Jennifer Chiang, Alex C. Snoeren, Stefan
Savage, and Geoffrey M. Voelker, “Automating Cross-Layer Diagnosis of Enterprise Wireless Networks”,
In Proceedings of the ACM SIGCOMM Conference, Kyoto, Japan, August 2007 (14% acceptance, 35/258)

David S. Anderson, Chris Fleizach, Stefan Savage and Geoffrey M. Voelker, “Spamscatter: Characterizing
Internet Scam Hosting Infrastructure”, In Proceedings of the USENIX Security Symposium, Boston, MA,
August 2007. (12% acceptance, 23/187)

Justin Ma, Kirill Levchenko, Christian Kriebeck, Stefan Savage and Geoffrey M. Voelker, “Automated
Protocol Inference: Unexpected Means of Identifying Protocols”, In Proceedings of the ACM/USENIX
Internet Measurement Conference (IMC), Rio de Janerio, Brazil, October 2006. (22% acceptance, 34/155 — one
of 19 long papers)

Justin Ma, John Dunagan, Helen J. Wang, Stefan Savage and Geoffrey M. Voelker, “Finding Diversity in
Remote Code Injection Exploits”, In Proceedings of the ACM/USENIX Internet Measurement Conference
(IMC), Rio de Janerio, Brazil, October 2006. (22% acceptance, 34/155 — one of 19 long papers)

Yu-Chung Cheng, John Bellardo, Peter Benko, Alex Snoeren, Geoffrey M. Voelker and Stefan Savage,
“Jigsaw: Solving the Puzzle of Enterprise 802.11 Analysis”, In Proceedings of the ACM SIGCOMM
Conference, Pisa, Italy, September 2006 (12% acceptance, 37/298).

Martin Casado, Tal Garfinkel, Weidong Cui, Vern Paxson, and Stefan Savage, “Opportunistic Measurement:
Spurious Network Events as a Light in the Darkness”, In Proceedings of the 4th ACM Workshop on Hot
Topics in Networks (HotNets), College Park, MD, November 2005. (20% acceptance, 20/102)

Justin Ma, Geoffrey M. Voelker and Stefan Savage, “Self-stopping Worms”, In Proceedings of the ACM
Workshop on Rapid Malcode (WORM), Fairfax, VA, November 2005. (25% acceptance, 9/37)

Michael Vrable, Justin Ma, Jay Chen, David Moore, Erik Vadekeift, Alex S. Snoeren, Geoffrey M. Voelker and
Stefan Savage, “Scalability, Fidelity and Containment in the Potemkin Virtual Honeyfarm”, In
Proceedings of the ACM Symposium on Operating System Principles (SOSP), Brighton, UK, October 2005.
(13% acceptance, 20/155)

Alper Mizrak, Yu-Chung Cheng, Keith Marzullo and Stefan Savage, “Fatih: Detecting Malicious Routers via
Traffic Validation”, In Proceedings of the IEEE Symposium on Dependable Systems and Networks (DSN),
Yokohama, Japan, June 2005. (24% acceptance, 78/319) ( Award paper)

Ishwar Ramani and Stefan Savage, “SyncScan: Practical Fast Handoff for 802.11 Infrastructure
Networks”, In Proceedings of the IEEE Infocom Conference, Miami, FL, March 2005. (17% acceptance,
244/1419)
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97. Sumeet Singh, Cristian Estan, George Varghese and Stefan Savage, “Automatic Worm Fingerprinting”, In
Proceedings of the ACM/USENIX Operating System Design and Implementation Conference (OSDI), San
Francisco, CA, December 2004. (14% acceptance, 27/193)

98. Yu-Chung Cheng, Urs Hoelzle, Neal Cardwell, Stefan Savage and Geoffrey M. Voelker, “Monkey See,
Monkey Do: A Tool for TCP Tracing and Replaying”, In Proceedings of the USENLX Technical Conference,
Boston, MA, June 2004. (13% acceptance, 21/164)

99. Ranjita Bhagwan, Kiran Tati, Yu-Chung Cheng, Stefan Savage and Geoffrey M. Voelker, “Total Recall:
System Support for Automated Availability Management”, In Proceedings of the USENIX/ACM Symposium
on Networked Systems Design and Implementation (NSDI), San Francisco, CA, March 2004. (23% acceptance;
27/118)

100.Renata Teixeira, Keith Marzullo, Stefan Savage and Geoffrey M. Voelker, “In Search of Path Diversity in
ISP Networks”, In Proceedings of the USENIX/ACM Internet Measurement Conference (IMC), Miami, FL,
October 2003. (30% acceptance; 33/109)

101.Cristian Estan, Stefan Savage and George Varghese, “Automatically Inferring Patterns of Resource
Consumption In Network Traffic”, In Proceedings of ACM SIGCOMM Conference, Karlsruhe, Germany,
August 2003. (10% acceptance; 33/319)

102.John Bellardo and Stefan Savage, “802.11 Denial-of-Service Attacks: Real Vulnerabilities and Practical
Solutions”, In Proceedings of the USENIX Security Symposium, Washington D.C, August 2003. (17%
acceptance; 21/125)

103. Alper Mizrak, Yu-Chung Cheng, Vineet Kumar and Stefan Savage, , “Structured Superpeers: Leveraging
Heterogeneity to Provide Constant-Time Lookup”, In Proceedings of the IEEE Workshop on Internet
Applications, San Jose, CA, June 2003. (19% acceptance; 10/53 full papers)

104.Flavio Junqueira, Ranjita Bhagwan, Keith Marzullo, Stefan Savage and Geoffrey M. Voelker, “The Phoenix
Recovery System: Rebuilding from the Ashes of an Internet Catastrophe”, In Proceedings of the
USENIX/IEEE Workshop on Hot Topics in Operating Systems, Lihue, Hawaii, May 2003. (21% acceptance;
31/150; one of 13% invited to present; 19/150)

105.David Moore, Colleen Shannon, Geoffrey M. Voelker and Stefan Savage, “Internet Quarantine:
Requirements for Containing Self-Propagating Code”, In Proceedings of the IEEE Infocom Conference, San
Francisco, CA, April 2003. (20% acceptance; 224/1100)

106.Ranjita Bhagwan, Stefan Savage and Geoffrey M. Voelker, “Understanding Availability”, In Proceedings of
the International Workshop on Peer-to-Peer Systems (IPTPS), Berkeley, CA, February 2003. (16% acceptance;
26/165)

107.John Bellardo and Stefan Savage, “Measuring Packet Reordering”, In Proceedings of the ACM SIGCOMM
Internet Measurement Workshop, Marseille, France, October, 2002. (26% acceptance; 16/62 full papers)

108.David Ely, Neil Spring, David Wetherall, Stefan Savage and Tom Anderson, “Robust Congestion Signaling”,
In Proceedings of the International Conference on Network Protocols, pages 332-341, Riverside, CA,
November 2001. (23% acceptance; 36/157) (Selected Paper)

109.David Moore, Geoffrey M. Voelker and Stefan Savage, “Inferring Internet Denial-of-Service Activity”, In
Proceedings of the USENLX Security Symposium, Washington, D.C., August 2001. (29% acceptance; 24/83)
(Best Paper)

110.David Ely, Stefan Savage and David Wetherall, “Alpine: A User-Level Infrastructure for Network Protocol
Development”, In Proceedings of the USENLX Symposium on Internet Technologies and Systems (USITS),
pages 171-183, San Francisco, CA, March 2001. (27% acceptance; 19/70)

111.Stefan Savage, David Wetherall, Anna Karlin and Tom Anderson, “Practical Network Support for IP
Traceback”, In Proceedings of the ACM SIGCOMM Conference, pages 295-306, Stockholm, Sweden, August
2000. (11% acceptance; 26/238) (Selected Paper)

112.Neal Cardwell, Stefan Savage and Tom Anderson, “Modeling TCP Latency”, In Proceedings of the IEEE
Infocom Conference, pages 1742-1751, Tel-Aviv, Israel, March 2000. (26% acceptance; 192/735)
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113. Amit Aggarwal, Stefan Savage and Tom Anderson, “Understanding the Performance of TCP Pacing”, In
Proceedings of the IEEE Infocom Conference, pages 1157-1165, Tel-Aviv, Israel, March 2000. (26%
acceptance; 192/735)

114.Stefan Savage, “Sting: a TCP-based Network Measurement Tool”, In Proceedings of the USENIX
Symposium on Internet Technologies and Systems (USITS), pages 71-79, Boulder, Co, October 1999. (33%
acceptance; 22/67) (Best Student Paper)

115.Stefan Savage, Andy Collins, Eric Hoffman, John Snell, and Tom Anderson, “The End-to-end Effects of
Internet Path Selection”, In Proceedings of the ACM SIGCOMM Conference, pages 289-299, Cambridge,
MA, September 1999. (13% acceptance; 24/190)

116.Stefan Savage, Neal Cardwell and Tom Anderson, “The Case for Informed Transport Protocols”, In
Proceedings of the IEEE Workshop on Hot Topics in Operating Systems (HotOS), pages 58-63, Rio Rico, AZ,
March 1999.

117.Stefan Savage, Michael Burrows, Greg Nelson, Patrick Sobalvarro and Tom Anderson, “Eraser: A Dynamic
Data Race Detector for Multithreaded Programs”, In Proceedings of the ACM Symposium on Operating
System Principles (SOSP), pages 27-37, Saint-Malo, France, October 1997. (21% acceptance; 23/109) (Award
Paper)

118. Wilson Hsieh, Marc Fiuczynski, Charles Garrett, Stefan Savage, David Becker and Brian Bershad, “Language
Support for Extensible Operating Systems”, In Proceedings of the Workshop on Compiler Support for
System Software, pages 127-133, Tucson, AZ, February 1996.

119.Emin Gun Sirer, Stefan Savage, Przemyslaw Pardyak, Greg Defouw, Mary Ann Alapat and Brian Bershad,
“Writing an Operating System with Modula-3”, In Proceedings of the Workshop on Compiler Support for
System Software, pages 134-140, Tucson, AZ, February 1996.

120.Stefan Savage and John Wilkes, “AFRAID — A Frequently Redundant Array of Independent Disks”, In
Proceedings of the USENLX Technical Conference, pages 27-39, San Diego, CA, January 1996. (22%
acceptance; 28/130) (Best Student Paper)

121.Brian Bershad, Stefan Savage, Przemyslaw Pardyak, Emin Gun Sirer, David Becker, Marc Fiuczynski, Craig
Chambers and Susan Eggers, “Extensibility, Safety and Performance in the SPIN Operating System”, In
Proceedings of the ACM Symposium on Operating System Principles (SOSP), pages 267-284, Copper
Mountain, CO, December 1995. (26% acceptance; 22/84)

122.Brian Bershad, Stefan Savage, Przemyslaw Pardyak, David Becker, Marc Fiuczynski and Emin Gun Sirer,
“Protection is a Software Issue”, In Proceedings of the IEEE Workshop on Hot Topics in Operating Systems,
pages 62-65, Orcas Island, WA, May 1995.

123 Brian Bershad, Craig Chambers, Susan Eggers, Chris Maeda, Dylan McNamee, Przemyslaw Pardyak, Stefan
Savage and Emin Gun Sirer, “SPIN — An Extensible Microkernel for Application-specific Operating
System Services”, In Proceedings of the ACM SIGOPS European Workshop, Dagstuhl, Germany, September
1994.

124.Clifford Mercer, Stefan Savage and Hideyuki Tokuda, “Processor Capacity Reserves: Operating System
Support for Multimedia Applications”, In Proceedings of the IEEE International Conference on Multimedia
Computing and Systems, pages 90-99, Boston, MA, May 1994.

125.Clifford Mercer, Stefan Savage and Hideyuki Tokuda, “Processor Capacity Reserves: An Abstraction for
Managing Processor Usage”, In Proceedings of the IEEE Workshop on Workstation Operating Systems, pages
129-134, Napa, CA, October 1993.

126. Stefan Savage and Hideyuki Tokuda, “Real-Time Mach Timers: Exporting Time to the User”, In
Proceedings of the USENLX Mach Symposium, pages 111-118, Santa Fe, NM, April 1993.

Other Papers and Reports
1. Stefan Savage, “In Planning Digital Defenses, the Biggest Obstacle Is Human Ingenuity”, New York Times
Science Section, page D10, December 6%, 2011.
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10.

11.

12.

13.

14.

15.

16.

17.

18.

19.

20.

Ge Wang, He Liu, Sebastian Becerra, Kai Wang, Serge Belongie, Hovav Shacham and Stefan Savage,
“Verilogo: Proactive Phishing Detection via Logo Recognition”, Technical Report CS2011-0969, August
2011.

Stefan Savage And Fred B. Schneider, “Security is Not a Commodity: The Road Forward for
Cybersecurity Research”, Computing Research Initiatives for the 21% Century, Computing Community
Consortium, February 2009.

Yu-Chung Cheng, Mikhail Afanasyev, Patrick Verkaik, Peter Benko, Jennifer Chiang, Alex C. Snoeren, Stefan
Savage and Geoffrey M. Voelker, “The Shaman Automatic 802.11 Wireless Diagnosis System”, Technical
Report CS2010-0959, Mary 2010.

Yuvraj Agarwal, Stefan Savage and Rajesh Gupta, “SleepServer: Energy Savings for Enterprise PCs By
Allowing them to Sleep”, Technical Report CS2009-0953, November 2009.

Mikhail Afanasyev, Tadayoshi Kohno, Justin Ma, Nick Murphy, Stefan Savage, Alex C. Snoern and Geoffrey
M. Voelker, “Network Support for Privacy-Preserving Forensic Attribution”, 7echnical Report CS2009-
0940, March 2009.

Qing Zhang, John McCullough, Justin Ma, Nabil Schear, Michael Vrable, Amin Vahdat, Alex C. Snoeren,
Geoffrey M. Voelker and Stefan Savage, “Neon: System Support for Derived Data Management”, 7Technical
Report CS2008-0934, December 2008.

Michael Vrable, Stefan Savage and Geoffrey M. Voelker, “Cumulus: Filesystem Backup to the Cloud”,
Technical Report CS2008-0927, July 2008.

Alper Mizrak, Keith Marzullo and Stefan Savage, “Detecting Compromised Routers via Packet Forwarding
Behavior”, Technical Report CS2007-0899, June 2007.

Chris Fleizach, Geoffrey M. Voelker and Stefan Savage, “Slicing Spam with Occam’s Razor”, Technical
Report CS2007-0893, June 2007.

Alper Mizrak, Keith Marzullo and Stefan Savage, “Detecting Malicious Packet Losses”, Technical Report
CS2007-0889, March 2007.

David S. Anderson, Chris Fleizach, Stefan Savage and Geoffrey M. Voelker, “Spamscatter: Characterizing
Internet Scam Hosting Infrastructure”, 7echnical Report CS2007-0887, March 2007.

Yu-Chung Cheng, Mikhail Afanasyev, Peter Benko, Patrick Verkaik, Jennifer Chiang, Alex C. Snoeren, Stefan
Savage, and Geoffrey M. Voelker, “Automating Cross-Layer Diagnosis of Enterprise Wireless Networks”,
Technical Report CS2007-0885, March 2007.

Justin Ma, Kirill Levchenko, Christian Kreibich, Stefan Savage and Geoff Voelker, “Automatic Protocol
Inference: Unexpected Means of Identitying Protocols”, Technical Report CS2006-0850, February 2006.

Yu-Chung Cheng, John Bellardo, Peter Benko, Alex Snoeren, Geoff Voelker and Stefan Savage, “Jigsaw:
Solving the Puzzle of Enterprise 802.11 Analysis”, Technical Report CS2006-0849, February 2006.

Sumeet Singh, Cristian Estan, George Varghese and Stefan Savage, “Accuracy Bounds for the Scaled Bitmap
Data Structure”, Technical Report CS2005-0819, March 2005.

David Moore, Colleen Shannon, Geoffrey M. Voelker and Stefan Savage, “Network Telescopes”, Technical
Report CS2004-0795, July 2004.

Alper Mizrak, Keith Marzullo and Stefan Savage, “Fault-Tolerant Forwarding in the Face of Malicious
Routers”, In Proceedings of the International Workshop on Future Directions in Distributed Computing,
Bertinoro, Italy, June 2004. (invited paper)

Alper Mizrak, Keith Marzullo and Stefan Savage, “Detecting Malicious routers”, Technical Report CS2004-
0789, May 2004.

Ishwar Ramani and Stefan Savage, “SyncScan: Practical Fast Handoff for 802.11 Infrastructure
Networks”, UCSD Technical Report CS2004-0787, May 2004.

Cloudflare, Inc.  Exhibit 1003  Page 1308



21.

22.

23.

24.

25.

26.

27.

28.

29.

30.

31.

32.

34.

35.

36.

37.

38.

Fan Chung, Ronald Graham, Ranjita Bhagwan, Stefan Savage and Geoffrey M. Voelker, “A Near-Optimal
Algorithm for a Locality-Maximizing Placement Problems”, UCSD Technical Report CS2004-0777, January
2004.

Sumeet Singh, Cristian Estan, George Varghese and Stefan Savage, “Earlybird: Automated Worm
Fingerprinting”, In Proceedings of the ACM Symposium on Operating System Principles, Bolton Landing,
NY, October 2003. (poster, award finalist)

Ranjita Bhagwan, Kiran Tati, Yu-Chung Cheng, Stefan Savage and Geoffrey M. Voelker, “TotalRecall:
System Support for Automated Availability Management”, In Proceedings of the ACM Symposium on
Operating System Principles, Bolton Landing, NY, October 2003. (poster)

Sumeet Singh, Cristian Estan, George Varghese and Stefan Savage, “The Earlybird System for Real-Time
Detection of Unknown Worms”, CS2003-0761, August 2003

Renata Teixeira, Keith Marzullo, Stefan Savage and Geoffrey M. Voelker, “Characterizing and Measuring
Path Diversity of Internet Topologies”, In Proceedings of the ACM SIGMETRICS Conference, San Diego,
CA, June 2003. (short paper & poster)

Abhishek Agrawal, Douglas Brown, Aditya Ojha and Stefan Savage, “Bucking Free-Riders: Distributed
Accounting and Settlement in Peer-to-Peer Networks ", CS2003-0751, June 2003

Cristian Estan, Stefan Savage and George Varghese, “Automatically Inferring Patterns of Resource
Consumption in Network Traffic”, UCSD Technical Report CS2003-0746, June 2003

Sumeet Singh, Cristian Estan, George Varghese and Stefan Savage, “Real-time Detection of Known and
Unknown Worms”, UCSD Technical Report CS2003-0745, May 2003.

Flavio Junqueira, Ranjita Bhagwan, Keith Marzullo, Stefan Savage and Geoffrey M. Voelker, “The Phoenix
Recovery System: Rebuilding from the Ashes of an Internet Catastrophe”, UCSD Technical Report
CS2003-0732, January 2003.

Cristian Estan, Stefan Savage and George Varghese, “Automated Measurement of High-Volume Traffic
Clusters”, In Proceedings of the ACM SIGCOMM Internet Measurement Workshop, Marseille, France,
October, 2002. (short paper)

Ranjita Bhagwan, Stefan Savage and Geoffrey M. Voelker, “Replication Strategies for Highly Available
Peer-to-Peer Storage Systems”, UCSD Technical Report CS2002-0726, November 2002.

Ranjita Bhagwan, David Moore, Stefan Savage and Geoffrey M. Voelker, “Replication Strategies for Highly
Available Peer-to-Peer Storage”, In Proceedings of the International Workshop on Future Directions in
Distributed Computing, Bertinoro, Italy, June 2002. (invited paper)

. Stefan Savage, “Protocol Design in an Uncooperative Internet”; Ph.D. Thesis, Department of Computer

Science and Engineering, University of Washington, January 2002.

David Patterson, David Clark, Anna Karlin, Jim Kurose, Edward Lazowska, David Liddle, Derek McAuley,
Vern Paxson, Stefan Savage and Ellen Zegura, Looking Over the Fence at Networks: A Neighbor's View of
Networking Research, National Academies Press, 2001.

Eric J. Anderson, Thomas E. Anderson, Steven D. Gribble, Anna R. Karlin, Stefan Savage, “A Quantitative
Evaluation of Traffic-Aware Routing Strategies”, In Proceedings of the 2001 ACM SIGCOMM Conference,
San Diego, CA, August 2001. (poster)

Stefan Savage, Tom Anderson, Amit Aggarwal, David Becker, Neal Cardwell, Andy Collins, Eric Hoffman,
John Snell, Amin Vahdat, Geoffrey M. Voelker and John Zahorjan, “Detour: a Case for Informed Internet
Routing and Transport”, University of Washington Technical Report UW-CSE-98-10-05, October 1998.

Wilson Hsieh, Marc Fiuczynski, Charles Garrett, Stefan Savage, David Becker and Brian Bershad, “Language
Support for Extensible Operating Systems™, University of Washington Technical Report UW-CSE-95-11-02,
November 1995.

Emin Gun Sirer, Stefan Savage, Przemyslaw Pardyak, Greg Defouw, Mary Ann Alapat and Brian Bershad,
“Writing an Operating System with Modula-3”, University of Washington Technical Report UW-CSE-95-11-
03, November 1995.
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39. Brian Bershad, Craig Chambers, Susan Eggers, Chris Maeda, Dylan McNamee, Przemyslaw Pardyak, Stefan
Savage and Emin Gun Sirer, “SPIN — An Extensible Microkernel for Application-specific Operating
System Services”, University of Washington Technical Report UW-CSE-94-03-03, March 1994.

40. Clifford Mercer, Stefan Savage and Hideyuki Tokuda, “Processor Capacity Reserves for Multimedia
Operating Systems”, Carnegie Mellon Technical Report, CMU-CS-93-157, May 1993.

Invited Presentations
“Cyberphysical System Security”, Invited talk, ISAT Study on Bio-Cyber Security, 2020.

“Experiences in Tracking Cybercrime”, Invited talk, Emerging Tech and Partnerships for
Counterproliferation Workshop, National Academies of Science, 2020.

“Cybersecurity as an evidence-based discipline”, Keynote, NSF Cybersecurity Summit, 2019.

“Modern Automotive Vulnerabilities: Causes, Disclosures and Outcomes”, Distinguished Lecture,
University of Massachusetts, Amherst, 2019.

“Modern Automotive Vulnerabilities: Causes, Disclosures and Outcomes”, Distinguished Lecture,
University of Massachusetts, Amherst, 2019.

“Automotive Cybersecurity: Research driving Practice”, San Diego Chapter Computer Science Teachers
Association, 2019.

“Modern Automotive Vulnerabilities: Causes, Disclosures and Outcomes”, Distinguished Lecture,
University of California, Riverside, 2019.

“Lawful Device Access without Mass Surveillance Risk”, Qualcomm Invited Lecture, 2018.

“Lawful Device Access without Mass Surveillance Risk”, Cornell Tech Distinguished Lecture, 2018.
“Cybersecurity in the Age of the Internet”, Fleet Science Center “Suds & Science” series, 2018.

“Driving Under the Influence: Cybersecurity of Modern Automobiles”, Invited Talk, Bohemian Club, 2018.

“Modern Automotive vulnerabilities: Causes, Disclosures and Outcomes”, Invited Talk, UCSD Oshur
Center, 2018.

“Modern Automotive vulnerabilities: Problems, Causes and Outcomes”, Qualcomm Mobile Security
Summit, 2018.

“Ethical Issues in Cybersecurity Research”, Design@Large UCSD Lecture series, 2018.
“Modern Automotive vulnerabilities: Problems, Causes and Outcomes”, NSF Distinguished Lecture, 2018.
“Fighting cybercrime by Understanding Economics”, UCSD Town and Gown, 2018.

“Experiences with Automotive Security: Vulnerabilities, Challenges and Outcomes”, JASON Autonomous
Driving study, 2017.

“Experiences with Automotive Security: Vulnerabilities, Challenges and Outcomes”, Microsoft Research,
2016.

“Understanding the Effects of Security Interventions”, Microsoft Research, 2016.

“Modern Automotive Vulnerabilities: Causes, Disclosures and Outcomes”, USENIX Enigma Conference,
2016.

“Abuse Economics: Spam, Drugs, Affiliate Programs Payments and Interventions”, Google Security
Summit, 2015.

“Experiences for Automotive Security: Vulnerabilities, Causes and Challenges™, Stanford Cyber
BootCamp for Congressional Staffers, 2015.

“Data Driven Vulnerability Assessment”, CMU/SwissRe Workshop on Cyber Risk, 2015.

“Demonetizing Advertising Based eCrime”, Michigan State University Interdisciplinary Conference on
Cybercrime, 2015.
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“Cybersecurity: Challenges and Opportunities”, National Research Council Symposium on Continuing
Innovation in Information Technology, 2014.
“On the Effects of Civil Interventions”, Interpol/Cymru Underground Economy 2014,

“Experiences from ten years of data-driven security research”, UW/MSR Security Analytics Workshop,
2014.

“Abuse Economics: Spam, Drugs, Affiliate Programs, Payments and Interventions”, Google Abuse
Summit, Mountain View, 2014.

“Demonetizing advertising-based eCrime”, Microsoft Resecarch (NYC), 2014.
“Automotive Cyber Threats”, ITSG, 2014.

“Buying Drugs for Science: Addressing the Cybercrime through Economics”, Andreesen Horowitz
Academic Roundtable, 2013.

“Buying Drugs for Science: Addressing the Economics of Cybercrime”, UCSD Gordon Center Think Tank,
2013.

“Bitcoin Abuse: from Botnets to Payments”, Interpol/Cymru Underground Economy, 2013.

“Experiences with Automotive Security: Vulnerabilities, Causes and Challenges”, [IEEE NTS (Boeing)
Invited Talk, 2013.

“Buying Drugs for Science: Addressing the Economics of Cybercrime”, Osher Lifelong Learning Institute,
2013.

“Buying Drugs for Science: Addressing the Economics of Cybercrime”, Microsoft Faculty Summit, 2013.
“Experiences with Automotive Security: Vulnerabilities, Causes and Challenges”, ESCAR USA, 2013.

“Buying Drugs for Science: Addressing the Economics of Cybercrime”, Department of Justice Invited Talk,
2013.

“The Role of Payments in Monetizing Abusive Advertising”, Microsoft Digital Crime Conference, 2013.

“Experiences with Automotive Security: Vulnerabilities, Causes and Challenges”, DARPA HACMS P1
Meeting, 2013,

“Experiences with Automotive Security: Vulnerabilities, Causes and Challenges”, NSF Future Directions in
Formal Methods keynote, 2013,

“Reflecting on Automotive Cybervulnerabilities”, DoD CyberVehicle Security Workshop, 2012.

“Buying Drugs for Science: Addressing Cybercrime from an Economic Perspective”, Yahoo Big Thinker
Talk, 2012.

“Payment Processing for Advertising-based E-crime”, Interpol/Cymru Underground Economy, 2012.

“Buying Drugs for Science: Addressing Cybercrime from an Economic Perspective”, Carnegic Mellon,
2012.

“Inside the Economics of Illicit Online Pharma: Demand, Marketing and Payments”, NCFTA Pharma
Conference, 2012.

“Buying Drugs for Science: Understanding the Economics of Cybercrime”, Facebook, 2012.
“Experimental Security Analysis of a Modern Automobile”, JASON invited talk, 2012.

“Looking before you Leap: the argument for data-driven security”, Distinguished Lecture, University of
California, Berkeley, 2012.

“Successes and Challenges of Computer Security Research”, CCC’s “The Impact of NITRD” Symposium,
2012.

“Looking before you Leap: the argument for data-driven security”, Distinguished Lecture, University of
Illinois 2012.
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“Looking before you Leap: the argument for data-driven security”, Distinguished Lecture, Stanford
University 2012.

“Why the hard problem of computer security needs the soft sciences”, Invited talk, NSF Washington Area
Trustworthy Computing Hour (WATCH), 2011.

“The Spam Ecosystem: Demand, Revenue and Payments”, Trend Micro, 2011.
“Monetizing the botnet ecosystem”, Panel session, Microsoft Digital Crime Consortium (DCC), 2011
“The Spam Ecosystem: Demand, Revenue and Payments”, Interpol/Cymru Underground Economy, 2011.

“Looking before you leap: an argument for data-driven security”, Distinguished Lecture, University of
Maryland, 2011.

“Looking before you leap: an argument for data-driven security”, MIT 2011.
“‘Experimental Security Analysis of 2 Modern Automeobile”, Google, 2011.
“Follow the Money: Understanding the Spam Value Chain”, UCSD Campus LISA, 2011.

“Experimental Security Analysis of a Modern Autemebile”, Distinguished Lecture, University of British
Columbia, 2011.

“Beyond Heuristics: Learning to Classify Vulnerabilities and Predict Exploits”, HP Labs, 2011.
“Analyzing and Understanding Online Criminals and Behavior ”, In-Q-Tel, 2011.

“Experimental Security Analysis of a Modern Automobile”, In-Q-Tel, 2011. (talk given w/Yoshi Kohno)
“The Value Chain of Spam-advertised Goods”, Galois Systems, 2011.

“An Agenda for Empirical Cybercrime Research”, Keynote USENIX Annual Technical Conference, 2011.
“Experimental Security Analysis of a Modern Automobile”, Qualcomm Security Symposium, 2011.

“The Value Chain of Spam-advertised Pharmacies”, US Food and Drug Administration, 2011.

“Experimental Security Analysis of a Modern Automobile”, National Academy Science, Study group on
Unintended Acceleration, 2011. (talk given w/Yoshi Kohno)

“Security and Criminal Economics”, ISAT Study group on Security Economics, 2011.

“An Agenda for Empirical Cybercrime Research”, Google, 2011.

“Drug Dealing for Science and Other Stories...”, Duke University, 2010.

“Understanding Modern Cybercrime: Technology and Economics”, BAE Systems, 2010.

“An Agenda for Empirical Cybercrime Research”, Microsoft, 2010.

“Defining the Threat: Technical/Commercial Drivers”, Lawrence Livermore National Lab, 2010.

“Beyond Heuristics: Learning to Classify Vulnerabilities and Predict Exploits”, invited talk USENIX
Workshop On Offensive Technology (WOOT), 2010.

“Re: CAPTCHASs: Understanding CAPTCHA Solving from an Economic Context”, Google, 2010.
“Computer Security: Science, Engineering, Economics and a bit of Reality”, JASON study group, 2010.
“Cybereconomics”, Cyber Leap Year panel at IEEE Security and Privacy, 2010.

“The Underground Economy: A broad overview”, Invited Talk, INFOSEC Research Council, 2010.

“The Security Arms Race: Yesterday, Today and Tomorrow”, Invited talk, CONNECT Research and
Innovation Summit, 2010.

“Re: CAPTCHASs: Understanding CAPTCHA Solving from an Economic Context”, Yahoo, 2010.

“Exploring the Economics of Cybercrime”, National Defense Industry Association Cyber Symposium, 2009.

Cloudflare, Inc.  Exhibit 1003  Page 1312



“Exploring Internet Crime, Economics and Security”, Invited talk, CONNECT Frontiers in Science and
Technology Seminar Series, 2009.

“Internet Criminal Economics™, Invited talk, La Jolla Conference on Innovation Support for National
Security, 2009.

“Internet Outbreaks: Epidemiology and Defenses”, Invited talk, ViaSAT/NSA Information Assurance
Summit, Carlsbad, CA 2009

Spam Analytics: Exploring the technical and economic factors in bulk e-mail scams”, Invited Talk,
Harvard University, 2009.

Spam Analytics: Exploring the technical and economic factors in bulk e-mail scams”, Distinguished
Lecture, University of Pennsylvania, 2009.

Spam Analytics: Exploring the technical and economic factors in bulk e-mail scams”, Invited Talk, Mail
Anti-Abuse Working Group meeting, 2009.

“Spam Analytics: Exploring the technical and economic factors in bulk e-mail scams”, Invited Talk,
University of Washington, 2008.

“Reconsidering Physical Key Secrecy: Teleduplication via Optical Decoding”, Invited Talk, University of
Washington, 2008.

“Issues of Security and Risk for Third-Party Cloud Computing”, Cisco Cloud Computing Research
Symposium, 2008.

“Exploring Internet Criminal Economics”, Distinguished Lecture, University of Virginia, 2008.

“Spam Analytics: Exploring the technical and economic factors in bulk e-mail scams”, Invited Talk,
Yahoo!, Sunnyvale, CA, 2008.

“Spam Analytics: Exploring the technical and economic factors in bulk e-mail scams”, Invited Talk,
Microsoft Research, Mountain View, CA, 2008.

“Spam Analytics: Exploring the technical and economic factors in bulk e-mail scams”, Invited Talk,
Campus LISA, UCSD, 2008.

“Exploring the Underground Economy”, Invited Lecture at University of Chicago, 2008.

“Understanding the Growth of the Underground Economy”, Distinguished Lecture at Dartmouth College,
2008.

“Underground Economics”, Keynote speaker at Anti-Spyware Coalition Workshop, 2008.

“Underground Economics”, Santa Fe Institution Malware Workshop, 2007.

“Understanding and Addressing the Threat of Internet Worms” (joint w/Vern Paxson, Geoff Voelker and
Nick Weaver), Day-long tutorial at USENIX Security Symposium, Vancouver, B.C., 2006.

“Large-scale Internet Threats: Epidemiology and Defenses”, Keynote talk, World Conference on Structural
Control and Monitoring, San Diego, CA, 2006.

“Scalable Internet Threat Monitoring”, Hewlett-Packard Laboratories, Palo Alto, CA 2006.
“Jigsaw: Solving the Puzzle of Enterprise 802.11 Analysis”, Google, Mountain View, CA, 2006.

“Active Research in Addressing Unwanted Traffic”, Internet Architecture Board review, Marina del Rey,
CA, 2006.

“Scalable Internet Threat Monitoring”, UCSD Jacobs School of Engineering Research Expo, San Diego,
CA, 2006.

“Scalable Internet Threat Monitoring”, University of Toronto Distinguished Lecture, Toronto, 2005.

“Scalable Internet Threat Monitoring”, Intel Research Council Workshop on Network Security, Hillsboro,
OR, 2005.

“Scalable Internet Threat Monitoring”, ACM Workshop on Rapid Malcode, Fairfax, VA, 2005.
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“Scalable Internet Threat Monitoring”, ARO/DHS Workshop on Malware 2005, Washington, D.C., 2005.
“Internet OQutbreaks: Epidemiology and Defenses”, Cornell University, Ithaca, NY 2005.

“Internet Qutbreaks: Epidemiology and Defenses”, Jacobs School of Engineering, Corporate Affiliates
Program Board Meeting, San Diego, CA 2005.

“Internet Qutbreaks: Epidemiology and Defenses”, Network and Distributed System Security Symposium,
San Diego, CA 2005.

“Internet Qutbreaks: Epidemiology and Defenses”, University of Washington, Seattle, WA 2005.

“Low-cost 802.11 Wireless Infrastructure Networks”, Microsoft Mesh Networking Summit, Snoqualmie,
WA, 2004.

“The UCSD Network Telescope: A Real-time Monitoring System for Tracking Internet”, UCSD Jacobs
School of Engineering Research Review Plenary Session, San Diego, CA, 2004..

“Network Worms: Research and Engineering Challenges”, IPAM Large Scale Communication Networks
Workshop, Lake Arrowhead, CA, 2003.

“Network Worms: Research and Engineering Challenges”, Microsoft Security Retreat, Stevenson, WA,
2003.

“Network Worms: Research and Engineering Challenges”, Intel, Hillsboro, OR, 2003.

“Defending against Network Worms”, Hewlett-Packard Labs, Palo Alto, CA, 2003 (cancelled).

“Denying Denial-of-Service”, Networld+Interop, Atlanta, GA, 2001.

“DDoS Attacks: Why We Should Still Worry”, The Internet Security Conference, Los Angeles, CA, 2001.

“Estimating Global Denial-of-Service Activity”, North American Network Operators Group, Scottsdale, AZ,
2001.

“Internet Denial-of-Service Activity”, Stanford, Department of Computer Science, Palo Alto, CA, 2001.
“TP Traceback Techniques”, North American Network Operators Group, Albuquerque, NM, 2000.

“Sting: a TCP-based Network Measurement Tool”, CMU School of Computer Science, Pittsburgh, PA,
1999.

Awarded U.S. Patents
Thomas Anderson, David Wetherall and Stefan Savage, “Detecting network misuse”, US patent 8,509.086,
Filed June 20, 2002, Issued August 13" 20]3.

Sumeet Singh, George Varghese, Cristian Estan and Stefan Savage, “Detecting public network attacks using
signatures and fast content analysis”, US patent 8,296,842, Filed Dec I*' 2004, Issued October 237%, 2012.

David Wetherall, Stefan Savage and Thomas Anderson, “Independent detection and filtering of undesirable
packets”, US patent 8,271,678, Filed April 37 2001, Issued September 18, 2012.

Thomas Anderson, David Wetherall and Stefan Savage, “Detecting and preventing undesired network
traffic from being sourced out of a network domain”, US patent 7970886, Filed November 2" 2000, Issued
June 28" 2011.

Sumeet Singh, George Varghese, Cristian Estan and Stefan Savage, “Detecting public network attacks using
signatures and fast content analysis”, US patent 7996658, Filed April 8" 2004, Issued June 21°' 201 1.

David Wetherall, Stefan Savage and Thomas Anderson, “Distributed service level management for network
traffic”, US patent 7475141, Filed July 31° 2001, Issued January 6" 2009.

Thomas Anderson, Stefan Savage and David Wetherall, “Network traffic regulation including consistency

based detection and filtering of packets with spoof source addresses”, US patent 7444404, Filed February
5%, 2001, Issued October 28", 2008.
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