the threshold; a child is created under root node’s 130th record. Now every packet coming from or going
to the targeted machines not only causes an update in record 130 in the root node, but also in record 37 in
the child node. As soon as the packet rate to subnet 130.37.0.0/16 exceeds the threshold, another child is
created. Soon thereafter, that child creates yet another child. This last child keeps track of packet rates to and
from single hosts. If the targeted machines cannot handle the traffic, the packet rate from those machines
will be lower than the packet rate going to those machines. This observed asymmetry causes the router to
drop all packets going to the three victims. The attack is stopped. This block is maintained as long as the
attackers keep sending packets. Note that legitimate packets to those machines are also dropped.

3.8 Folding

The reverse of unfolding is folding. Folding a record means deleting the whole subtree under that record.
We say that the record is eligible for folding if both packet rates to and from subnet S are less than ). The
primary motivation behind folding is to constrain memory use and to avoid (maliciously intended) memory

exhaustion. Several issues around folding need to be addressed:

e How often should records in a MULTOPS be folded?
Compacting can be made: (1) packet-triggered, (2) time-triggered, or (3) memory-triggered.

Packet-triggered folding means folding the MULTOPS for every N packets that pass by. This means
that the folding frequency increases when the traffic rate goes up. Since some computational effort is
associated with folding, this is a bad idea because a router should have its resources free for routing,
not for folding when packet rates go up.

Time-triggered folding means folding the MULTOPS every N ms. Obviously, time-triggered folding
does not have the problem that packet-triggered folding has. Choosing a correct value for N is tricky,
though. Choosing N too low is bad because folding might not be necessary every N ms and as a
result, routing slows down unnecessarily. Choosing N too high is dangerous because a router may
run out of memory before NV ms have passed.

Memory-triggered folding means folding the MULTOPS when its memory use hits a certain thresh-
old. A variation is to make the folding frequency increase as the MULTOPS memory use nears the
threshold.

e Which records are folded and which are not?

Obviously, folding eligible records before other records is best. Finding eligible records can be ex-
pensive, though. A depth-first search through the whole tree is unattractive when the tree has many
nodes. Compacting should be quick because packets keep pouring in and may get dropped if folding
takes too long.
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If no record in the tree is eligible but folding must be done to avoid memory exhaustion, then the
following strategies can be followed: (1) fold records with symmetric rates before records with asym-
metric rates, or (2) fold records with low rates before records with high rates.

Section 4.6 deals with these issues in the context of the MULTOPS implementation.

3.9 Memory exhaustion attacks

An attacker might try to launch a memory exhaustion attack on a MULTOPS-equipped router by causing the
MULTOPS to branch profusely. The two opposing forces in such an attack are the attacker sending packets
on one side, and the MULTOPS folding parts of the tree on the other side. The attacker causes nodes to be
created, folding causes them to be destroyed. Since a node for subnet S is destroyed when the aggregate
packet rates to and from S are both less than @, the attacker will try to generate a bandwidth higher than @
for as many different subnets as possible. Section 4.7 deals with memory exhaustion attacks in a quantitative
context.
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Chapter 4

Implementation of MULTOPS

4.1 Click

A MULTOPS is implemented as a Click [18] element. Click is a modular software router architecture
developed at the MIT Laboratory for Computer Science. A Click router is an interconnected collection of
modules called elements. Each element performs a simple, straightforward task such as communicating with
devices, queueing packets, and implementing a dropping policy. A Click router is configured by feeding it
a file written in a language designed to describe the interconnection between different elements. Click runs
under Linux as a user program or as a kernel module.

Figure 4-1 shows a simple Click configuration with 5 elements. Each rectangle is an element; the arrows
represent connections between elements. The arrows indicate the direction of the packet flow between
elements. Elements can have 0 or more inputs and outputs. FromDevice, for example, has no inputs and
1 output; Split has 1 input and 2 outputs.

Incoming packets are grabbed from a network card (eth0O) by FromDevice. FromDevice has one
argument (etho) that tells it what device to grab packets from. Depending on its specification, an element
can have zero, one, or any number of arguments. Every packet flows through Counter which simply keeps
track of the number of packets by increasing a counter by 1 for each packet that comes by. Split creates

ToDevice(ethl)

FromDevice(eth0) |——— Counter —_— Split(2)

Discard

Figure 4-1: Simple Click configuration
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FromDevice(eth0) ToDevice(ethl)

FromDevice(ethl) ToDevice(eth0)

Figure 4-2: Click configuration with [PRateMonitor

a copy of each packet and pushes one copy on each of its outputs. Note that the number of copies Split
makes (and the number of outputs it has) is determined by the argument passed to it. Split pushes one
copy to Discard which simply drops each packet on the floor. The other copy goes to ToDevice, which
hands the packet over to a network card (eth1) where it gets sent out.

When Click runs as a kernel module, it allows user-level programs to query some elements. Interaction
between user-level programs and Click goes through the /proc file system. For example, the command
cat /proc/click/Counter/count prints the number of packets Counter has seen so far. Certain
elements allow their behavior to be influenced in real time by writing to a /proc file. For example, the

count of Counter can be reset to zero by executing echo 0 > /proc/click/Counter/reset.

Click elements can write “annotations” on a packet. An annotation is a per-packet piece of information
that exists as long as a packet resides in Click. Annotations enable elements to pass information to each
other.

More information on Click is available at http://pdos.lcs.mit.edu/click.

4.2 IPRateMonitor

A MULTOPS is implemented as a Click element called TPRateMonitor. Figure 4-2 shows a simple
Click configuration with an TPRateMonitor. This Click configuration sends all packets that come in on
cthO to ethl and vice versa. Every packet is led through ITPRateMonitor and RatioBlocker. Col-
laboration between IPRateMonitor and RatioBlocker is achieved through two annotations. Before
IPRateMonitor pushes a packet p on one of its outputs, it annotates p with the packet rates that p itself
is a part of.

The RatioBlocker element implements bandwidth attack protection. Rat ioBlocker calculates
R from both annotations and drops the packet if R violates either R, or Ry,ep. Otherwise it pushes the
packet on one of its outputs. Thus, RatioBlocker distinguishes between packets that are part of a
symmetric flow and packets that are part of an asymmetric flow.
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4.3 Data structure

IFRateMonitor is mnplemented using fwo structs: Counter and Etats.

struct Counter {

1]

WMA rev rats;

TWHA fwd _rate;

2]

N

tats *next level;

};

struct Stats {

Counter ¥ parent;
Ztats * prev, * next;

Counter* counter [256] ;

Stats * base;
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Class EWMA implements an exponentially weighted moving average. EWMAs are used to keep track
of rates. Counter is the C++ equivalent of a MULTOPS record. In addition to 2 EWMAs, Counter
contains a pointer to a child node (next level) which is NULL if the record is not unfolded and has a
non NULL value if the record is unfolded. In that case, next 1level points to the child node. Stats is the
C++ equivalent of a MULTOPS node. It contains 256 Counter * pointers and some additional pointers.
_base is a pointer to the root node. Figure 4-3 shows a schematic representation of both data structures.

4.4 Algorithm

Figure 4-4 shows the simplified code that is executed for cach packet in a router that is operating in inside
protection mode. When a packet is ready, Click wakes up IPRateMonitor by callinghandle packet.
handle packet calls update with either p’s source address or destination address, depending on the
input that the packet arrived on. After update, it pushes the packet on the corresponding output.

update starts with a for-loop in which it uses i to extract a specific byte from address. This
byte (x) is used to get s - >counter [x] (i.e., the x-th record in node s). If s- >counter [x] is NULL, a
Counter is allocated and assigned to c. In any case, either c->fwd rateor c->rev_rate isupdated.
Finally, it checks for a deeper Stats by looking at ¢->next level. If non NULL (i.e., ¢ is unfolded),
another iteration is done for ¢ = c->next level. Otherwise the loop is broken.

After execution of the for-loop, ¢ points to the deepest available (i.e., unfolded) Counter for this
address. Packet p is annotated with c->fwd rate and c->rev_rate. After that, ¢ is unfolded
if either c->fwd_rate or c->rev_rate is higher than thresh. thresh is the C++-equivalent
of (). As long as both rates stay below thresh, the Counter remains folded. The i<3 part in the
if-statement prevents the deepest level from being unfolded.

4.5 Unfolding

In an experiment, an early implementation of MULTOPS using memory-triggered folding was subjected to
a bandwidth attack that involved IP source addresses from many different subnets. The MULTOPS had an
imposed memory limit of Mp,4,. Results show that the memory use of the MULTOPS fluctuates extremely
within a small time scale. This behavior occurs regardless of the size of M., provided that the attack
forces the MULTOPS to allocate more memory than M,,q,. The fluctuations are the result of the following
sequence of events: if no records are eligible for folding, the process divides () by 2 and tries again. After
several iterations of not finding any records to delete, () becomes so low that nearly every record in the
tree suddenly becomes cligible for folding; the tree collapses. After that, the tree expands quickly due to
incoming packets, violates the memory limit again, and the cycle starts anew. These extreme fluctuations
occur for less aggressive methods of lowering @, too.

The solution to this problem is to never unfold a record if that would violate the memory limit. This

30

Cloudflare, Inc.  Exhibit 1003  Page 1500



IPRateMonitor: :handle packet (int input port, Packet *p)
{
if (input_port == 0)
update (p->src_address, p, true);
else
update (p->dst _address, p, false);
output (input port) .push(p); /* push packet on output input port. */

IPRateMonitor: :update (char address[4], Packet *p, bool forward)
struct Stats *s = Dbase;
struct Counter *¢;

/* Descend into MULTOPS tree while updating rates. */
for(int i=0; i<4; i++) {
char x = address[i];
if (! (c = s->counter[x]))
¢ = make counter(s->counter, x)

if (forward)
c->fwd rate.update() ;
else
c->rev_rate.update() ;

if ({c->next level)
break;
s = c->next level;
annotate packet(p, c¢->fwd rate, c->rev rate);
/* Unfold if necessary */
if ((c->fwd rate >= thresh c->rev_rate >= thresh) && (i < 3)) {

c->next level = new Stats();
c->next_level-> parent = c;

Figure 4-4: Code executed for each packet

31

Cloudflare, Inc.  Exhibit 1003  Page 1501



policy is a variation of memory-triggered folding and is called the “no-grow™ policy. ITPRateMonitor
follows the no-grow policy. This introduces a problem, though: the tree can no longer unfold any record
after it has reached its memory limit. This condition is called “no-grow lockup”. The next section looks at
possible solutions against no-grow lockup.

4.6 Folding

In IPRateMonitor, the no-grow policy is combined with time-triggered folding. Thus, no memory is
allocated if that would violate the imposed memory limit and the MULTOPS is folded every N ms whatever
its state 1s. If a no-grow lockup occurs, it lasts no longer than N ms. Furthermore, there is no risk of
choosing N too large because memory will never run out. N = 1000 ms in TPRateMonitor.

The nodes in the tree are kept in a linked list, hence prevand next ineach struct Stats. During
folding, the process traverses this list of nodes in search of eligible records (i.e., records for which 7'(.S) and
F(S) are both lower than (). In an initial implementation, the linked list was ordered such that the most
recently updated nodes were in the front of the list and the longest untouched nodes were in the back of the
list. This strategy is based on the assumption that the longest untouched nodes were most likely to contain
records eligible for folding and could, therefore, be found in the back of the list. Keeping the list ordered in
this fashion required an update in the linked list for each packet. The total overhead induced by keeping the
list ordered was bigger than the time gained during folding. For that reason, the current implementation of
IPRateMonitor simply appends new nodes at the end of the (unordered) list. Compacting traverses the
linked list and inspects each node on records eligible for folding. If no records are eligible for folding, then
Q@ is decreased by 5% and searching starts again.

To avoid heavy fluctuations in memory use (as described in section 4.5), folding stops when a certain
fraction f of allocated memory has been freed. To avoid that nodes in front of the list are more likely to
get folded than nodes at the back of the list, the process randomly traverses the list in forward or backward
direction. When MULTOPS memory use is at its imposed maximum and suddenly no more packets arrive,
its memory use will decrease by a fraction f every N ms. The graph in Figure 4-5 shows the drop in memory
use after 1000 attackers from 100 subnets cease their bandwidth attack. The y-axis shows memory use in
bytes and the x-axis shows time in seconds. Att = 5 the attack starts, at t = 10 the attack stops. N = 1000
and f = 10, i.e., every second 10% of memory used by ITPRateMonitor is freed.

4.7 Memory exhaustion attacks

Section 3.9 sketches a scenario in which an attacker tries to run a MULTOPS-equipped router out of memory
by forcing the MULTOPS to branch profusely. This section explains how IPRateMonitor deals with
such attacks.

To keep memory consumption as low as possible, IPRateMonitor only allocates records (Counter
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Figure 4-5: Memory use of IPRateMonitor as a result of folding

structs)and podes {Stats strucks) when necessary. Implementing 2 Stats as anarmay of Counter *
pointers a5 opposed 1o an aney of Countex reduces the size of State from 7ISE bytes to 1040 bytes,
Although keeping the data structure sipall is desirable for many different reasous, it ondy streiches the time
before a router rans outl of memory. It does not prevent memory exhaustion.

Smee nodes require more mentory than records, the most effective way to run IFRateMonitor out
of memory is by forcing it to allocate many nodes. Assume that the attacker has ifinite resonrces and is not
consiratned by any ingressiegress filtering. The attacker mus the following program:

for{l=0; 1<=25%; 1l4+}

Ffor{k=0; k<=255; k++
for jSG,‘ 'j<--7255 H j++)
fori{i=0; i<«
fork{program sending packs=ts with scurce address i.j.k.1 at rate Q+1};

k4
if{--max address O}

8]
[
i
H

exit {0} ;
}
Each tferation of the innermost loop starts a program that keeps sending IP packets with IP source ad-
dress {7k ] atrate of Q+1 packets per second tlrough the attacked ronter. After forking off max_addresses
programs, the loop stops. This algorithm most effectively maximizes the number of nodes in the MULTOPS.

a
bt
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The amount of memory {3} the MULTOPS allocates m the attacked router, as function of 4, 4, k, snd . is

l=k= =0 : @i = +I){i+]
oo L0 ei(f) = co(256) + (3r + 2n)(266( — D+ {i + 1))
HE s ealk) = e {256) 4+ (20 02567k — 1) + 2865 + (1 4+ 1)

w5
3

e3{l) = cp{258) + r{256% (1 — 1) +256°k + 2565 + (§ + 1))

where n 15 the size of a Stats (1040 bytes) and r 1s the size of a Counter (28 byvtes).

The graph in Figure 4-6 shows that an attacker, muniag the above algorithm, needs to generate spoofed
packets at a bandwidth of roughly 16 Gbit's 10 make IPRateMonitor allocate 128MB of memory, pro-
vided that the network has the physical capability to carvy this taffic to the target router. The graph s plotied
for a packet size of 34 bytes and for @ = 1000. Given a maxinuun available bandwidth and a memory limit
in a romter, () can be set to a valne that ensures memory never fo tun ont. It is safe to conclude that it is
impossible to run IPRateMoni tor out of memory.

4.8 Measurements

To measure performance of IPRatsMonitor, a simple Click configuration was run in a Linux kernel
2.2.16 on an off-the-shelf PC (Pentium 1, 700Mbz, 256 KB cache, 256 MB memory) that sends packets
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Figure 4-7: Packet rate as a function of memory Hunit

through an IPRateMonitor element that uses the packets” IP source address to mdex in the MULTOPS.
Bogus UDP/P packets were gencrated by Click itself to avoid interaction with network cards. Appendix
A shows the Click configuration that was nsed for these measurements. RoundRobinUDPIFEncap is
mitialized with & set of IP addresses that # traverses n round-robin fashion 1o use as IP source address on
UDPIP paclets it generates. This ssmulates an IP spoofing atfacker. IPRateMonitor is mitialized with
different values for MEM LIMIT, and always with @ = 0, i.e.. maximum unfolding.

The graph i Figare 4-7 shows the number of packets that IPRateMoni tor can handle as a function
of its imposed memory linut. The graph shows 5 bines, each representing the munber of different IP sonice
addresses on the packets flowing through IPRateMonitor. The actual addresses used on the UDP/IP
packets are determined by the alzorithm in sectinn 4.7, For example, the hine labeled ¥4096 addresses™ shows
that IPRateMonditer can handle roughly 240,000 packets per second when i has 10 MB of memory at
its disposal. The packets come from the same 4096 different subnets as packets that are generated by the
algorithm in section 4.7 with an initial value of 4096 for max_addresses.

From Fimue 4-7 it is clear that TPRateMonitor can handle more packets when its available mem-
ary is less. A small MULTOPS fits in cachie entirely and is, therefore, fast. As the amount of available
Memory grows, so does the size of the MULTOPS, which miakes # too big to fit in cache entirely and cache
misses resuit. The performance of IPRateMonitor for 256, 312, and 1024 addresses is roughly the same
{270.000 packetsisec). In these cases, the tree is small enonigh to fit in cache entively. For 2048 and 4096

i
“h

Cloudflare, Inc.  Exhibit 1003  Page 1505



CPLU cycles per packet

1 1 1
& B8 10 12
FrRateMoniior memory imt (Mindes

&
%
w b
» b

5}

Fizare 4-8: CPU cycles per packet ay a function of memory fimit

B

addresses, we observe that rates keep dropping up to & certain, stable point. In both cases, the tree grows
past the capacity of the cache. As a result, #ts performance drops proportional to the amount of memory
used by IPRateMonitor,

The graph i Figure 4-8 shows the number of CPU cycles that IPRateMoni tor consumes per packet
as a function of #s imposed memory linut. The different lines have the same meaning as in Figwre 4-7. An
IPRateMonitor consmnes more UPU cveles when 1t is given more mentory. Most likely. most of these
cycles are spent waiting for a memory fetch after a cache nuss.

IPRateMonitor’s performance i3 better when it has little memory at its disposal. Unformmately, its
ability to unfold reconds and, therefore, to precisely determine the source(s) of the atiack, is also limited.
Improving the speed of IPRateMonitor can be aclueved by making the tree consume less memary.

Section 6 proposes a method to aclieve this.
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Chapter 5

Detecting bandwidth attacks with
MULTOPS

We explore the ability of a MULTOPS to detect bandwidth attacks using the attack classification presented
in section 2.7.

Consider the setup in Figure 5-1. S is a Web server, A is a single attacker or a group of attackers on
different networks—this will be specified per example. R is a router. The fat lines represent links with
a higher capacity than the link that is represented by the thin line. R has some sort of packet dropping
mechanism based on MULTOPS. C' is a benign client or a group of benign clients on different networks.

5.1 Flood and D-Flood

In Flood and D-Flood bandwidth attacks, the attacker sends packets using an non adaptive protocol such as
UDP or ICMP. The attacker does not spoof IP addresses.

Suppose that A starts her bandwidth attack by sending ICMP ECHO REQUEST packets to S at a rate
that saturates the link between R and S. As a result, most packets coming back from § get dropped in R;
C’s browser freezes. R observes an asymmetry in the packet rates from A and to A, and an asymmetry in the
packet rates from C and to C'. Consequently, R concludes that both A and C are attackers and, therefore,
drops their packets. In reaction to that, TCP in C backs down because it sees no ACKs coming from S.
Because C is no longer sending packets, symmetry is re-established and R stops blocking packets from C'.
A, on the other hand, keeps sending packets and, with that, maintains the asymmetry.

If A is a distributed attacker launching a D-Flood from N different networks, then each client generates
I/N of the required bandwidth. R will observe asymmetries in the packet rates to and from each of those N
networks. Consequently, packets from those networks are dropped. Conclusion: a MULTOPS is very well
suited for stopping Flood and D-Flood bandwidth attacks. However, many factors play a role in detecting
D-Flood attacks: the value of N, how much benign traffic there is from those N networks, and the value
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Figure 5-1: Example bandwidth attack setup

of Ruin. If N is high, the relative volume of malicious traffic from that network is small, and, therefore,
the asymmetry harder to detect. Similarly, if a relatively large share of traffic from a subnet is benign, it is
hard to detect a maliciously caused asymmetry. The closer Ry is to 1, the more sensitive the router is to
asymmetries, but the higher the chance for false positives.

5.2 Flood+

In Flood+ bandwidth attacks, the attacker sends packets using an non nadaptive protocol such as UDP or
ICMP. The attacker spoofs IP addresses, which is only possible if she is not behind an ingress/egress filtering
edge router.

The attacker can launch a successful Flood+ bandwidth attack if she uses C’s address for spoofing.
R observes an asymmetry from (what R thinks is) C' and subsequently drops all packets coming from C,
including packets that are really sent by C.

A router in outer-protection mode deployed on the edge of A’s network will detect the attack on S be-
cause that router observes the asymmetry between packets going to S (many) and packets coming back from
S (few or none at all). Conclusion: a MULTOPS-equipped router can only stop Flood+ attacks if deployed
on (or close to) the attacker’s network. More generally, a distributed approach, i.c., having MULTOPS-
equipped routers spread out over the entire Internet, increases the ability of the system as a whole to detect
distributed bandwidth attacks that use IP spoofing.

5.3 Stealth

In Stealth bandwidth attacks, the attacker sends packets using an adaptive protocol; most likely TCP. The
design of MULTOPS makes it unsuitable to detect this type of attack.
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An attacker can open many normal TCP connections to a server and let each connection download a
big file. If the resulting traffic constitutes an overload, then all TCP connections will slow down, including
benign TCP connections to that server. Deploying MULTOPS-equipped routers on the attacker’s network
does not stop the attack either, since this attack causes no asymmetry.

There are several ways to adapt a system with a MULTOPS to make it more suitable for detecting Stealth
bandwidth attacks.

e Rate-limit certain clients when total bandwidth nears threshold.

Instead of looking at ratios only, a MULTOPS could easily keep track of the total bandwidth going
through the router. As soon as the total bandwidth exceeds a certain threshold, the router can rate-
limit clients that consume most bandwidth, the clients that have most connections, the clients that
show most asymmetric behavior, or even based on the payload of packets. The aggressiveness of
this rate-limiting can grow as the total bandwidth nears the maximum bandwidth. This strategy is
similar to RED [19] and turns MULTOPS into a dropping policy based on packet rate (a)symmetry.
Legitimate clients that use a high bandwidth will not like this, though.

e Create a server APIL

A router could ask a server how it is doing. In the event that the server lets the router know it cannot
cope with all the traffic it receives, the router can rate-limit or completely drop traffic to that server.
Of course, communication between routers and servers needs to go over a different link than the one
under attack; a phone line, for example.

e Communication between routers.

Whether or not a suspected victim is really under attack can be determined with greater precision if
MULTOPS-equipped routers can send (parts of) their MULTOPS to other routers who compare this
data to the contents of their own MULTOPS. This introduces several problems, though. Communica-
tion cannot be done through flooded links, and attackers can forge this data and send it to routers, too.
Out-of-band communication provides a solution to both problems.

5.4 D-Stealth/Flashcrowd

In D-Stealth bandwidth attacks, the attacker sends packets using an adaptive protocol; most likely TCP. The
attacker does not spoof IP addresses. Because a MULTOPS searches for asymmetries to detect attacks, it is
not suitable to detect attacks that are mounted using an adaptive protocols such as TCP.

Unlike a Stealth attack, a MULTOPS-equipped router deployed on the victim’s network cannot detect
the attack, since traffic flows are symmetric and, therefore, inconspicuous. A Flashcrowd is similar to a
D-Stealth attack, but more distributed than a D-Stealth attack.
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5.5 SYN flooding

SYN floods can be stopped by a router because each SYN requires a SYN/ACK to be sent back, which is the
kind of symmetry a MULTOPS expects. If an attacker keeps sending SYN packets without any SYN/ACKs
coming back, the attack becomes similar to a Flood. The capability of a MULTOPS to detect a SYN flood
strongly depends on the values of R,;, and R.., though. A short explosion of SYN packets may be
enough to run a server out of TCP control blocks, but may be too short for the MULTOPS to detect the
asymmetry.
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Chapter 6

Future work

We suggest that the following issues are further explored.

Make unfolding R-triggered, not Q-triggered. Currently, a record unfolds if the packet rate exceeds thresh-
old Q. A single packet rate is not an indication for an attack, though; asymmetry is. Thus, if packet
rates are asymmetric, the relevant records should be unfolded. Care has to be taken, though, that this
change does not make the MULTOPS more vulnerable to memory exhaustion attacks.

Look into application-dependent and level-dependent thresholds. By making Q, Ryn,
and R, application dependent, a router’s overall sensitivity to attacks can be improved. In addition,
since average packet rates tend to be lower in deeper levels of the tree, making thresholds level-

dependent is an obvious improvement.

Handle delayed ACKs correctly. TCP waits a short time between receiving a packet and sending an ACK.
If, in that period, one or more packets come in, then TCP acknowledges only this last packet. This
invalidates the assumption that traffic rates are symmetric. This problem can be solved by setting
Rpin and Ry, such that the MULTOPS accepts asymmetric connections. Unfortunately this will
also severely degrade the sensitivity to attacks.

Look into different folding strategies. Currently, the whole tree is searched for eligible records. Search-
ing stops when a certain fraction f of memory is freed. If the attacker manages to blow up the tree
faster than folding can reduce it, then memory exhaustion might result. Fraction f and threshold @
should increase as the total memory use gets closer to its imposed maximum to make folding more
aggressive. Another (additional) method is to make the frequency of time-triggered folding increase
as the total memory use gets closer to its imposed limit.

Do more on Stealth bombs. Stealth bombs are a MULTOPS” Achilles heel. Section 5.3 proposes several
ideas to make MULTOPS better in detecting Stealth bombs, but more research is needed.
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Improve performance. To improve cache performance, level 0 and level 1 of the tree can be combined
into a two dimensional array where the row is chosen based on the first byte of an IP address and the

column based on the second byte of an IP address.

IPv6. With small adaptations, IPRateMonitor can be made suitable for IPv6. Its memory requirements

are different, though.

Asymmetric routes. If routes are not symmetric, then routers need to exchange information to find asym-
metries. For example, if a network has one router for all incoming traffic and one router for all
outgoing traffic, then these routers need to exchange data to detect asymmetries.

4
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Chapter 7

Conclusion

This thesis proposes a bandwidth attack detection mechanism wherein routers monitor traffic and consider
a subnet to be under attack when the packet rate coming from a subnet is disproportional to the packet
rate going to that subnet. A MUIti-Level Tree for Online Packet Statistics (MULTOPS) is a data structure
suitable for keeping track of packet rates to and from different subnets on different aggregation levels. A
MULTOPS can be used to detect incoming or outgoing bandwidth attacks.

A MULTORPS is suitable for detecting bandwidth attacks that are mounted using unadaptive protocols
such as UDP and ICMP. This covers all February 2000 attacks. To our knowledge, no such detection
mechanism has been proposed yet. In some cases a MULTOPS is suitable to detect bandwidth attacks that
are mounted using adaptive protocols such as TCP. Depending on the attack, a MULTOPS can point out the
sources of the attack. It is exceedingly difficult to run a MULTOPS-equipped router out of memory.

Measurements show that the performance of a MULTOPS is primarily influenced by the size of the
cache and the numbers of IP source addresses involved in the attack.
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Chapter 8
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Appendix A

Click config file for performance

measurement

is :: InfiniteSource(<00000000111111112222222233333333444444445555>,

5000000, 1);
udpgen :: RoundRobinUDPIPEncap (
0.0.0.0 1234 1.0.0.2 1234 1,
1.0.0.0 1234 1.0.0.2 1234 1,
2.0.0.0 1234 1.0.0.2 1234 1,

254.0.0.0 1234 1.0.0.2 1234 1,
255.0.0.0 1234 1.0.0.2 1234 1,
0.1.0.0 1234 1.0.0.2 1234 1,
1.1.0.0 1234 1.0.0.2 1234 1,
2.1.0.0 1234 1.0.0.2 1234 1,
254.1.0.0 1234 1.0.0.2 1234 1,

255.1.0.0 1234 1.0.0.2 1234 1,
etc...

)i

is -> udpgen -»>

CycleCount (0) ->

rm :: IPRateMonitor (PACKETS, 0, 1, O, <MEM_LIMIT>) ->
CycleCount (1) ->

st :: StoreCycles(0,1) ->

co :: Counter -> Discard;
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Appendix B

Netmasks

There are two different notations for network prefixes. The first is a.b.c.d/k.l.m.n where a.b.c.d is an IP
address, and k.l.m.n 1s a netmask. The result of a logical AND operation between the IP address and the
netmask is the prefix of all IP addresses on a network. For example, on network 18.24.123.69/255.255.0.0,
all addresses have prefix 18.24.0.0.

The second notation—the one used in this thesis—is a.b.c.d/z, where a.b.c.d is an IP address and z
denotes the number of all-one-bits. If z is less than 32 (i.e., the total number of bits in an IP address) then
it is right-padded with zeroes. The result of the a logical AND operation between a.b.c.d and the zero-
padded netmask is the prefix of all IP addresses on a network. For example, on network 18.24.123.69/16,
all addresses have prefix 18.24.0.0.
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Denial of service in public key protocols

Pasi Eronen
Helsinki University of Technology
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Abstract

Network denial of service attacks have become a widespread problem on the In-
ternet. However, denial of service is often considered to be an implementation issue
by protocol designers. In this paper I present a survey of the literature on design-
ing denial of service resistant communication protocols. I consider several different
types of resources vulnerable to resource consumption attacks, and outline counter-
measures against such attacks. I also describe how these countermeasures are used in
the ISAKMP/IKE and Photuris protocols, and give overview of design recommenda-
tions for future protocols.

1 Introduction

Denial of service (DoS) means “the prevention of authorized access to resources or delay-
ing of time-critical operations” [22]. During the last couple of years, network denial of
service attacks—which deny or degrade access to some network service—have become a
problem on the Internet. The most publicized attacks have been against well-known web
sites such as Yahoo and Amazon [12, 37].

CERT’s note on denial of service [9] identifies three different ty pes of network DoS attacks.
First, consumption of scarce, limited or non-renewable resources. Second, destruction or
modification of configuration information, and third, physical destruction or modification
of network components.

In this survey, I focus on resource consumption attacks, and how they could be prevented—
or at least made more difficult—by taking availability into account in the design of com-
munication protocols. In protecting the availability of actual systems, it is, of course,
important to consider other attacks as well.

I also limit the study to what I consider to be a typical case on the Internet: protecting the
availability of a server from attackers trying to deny service to legitimate clients. Thus,
protecting clients from DoS, and protocols involving more than two parties, are beyond
the scope of this paper.

The rest of the paper is organized as follows. The next section presents a couple of different
resources vulnerable to DoS attacks, with examples in each category. Section 3 identifies
a number of different countermeasures. Sections 4-6 describe how these countermeasures
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are used in two actual protocols, ISAKMP/IKE and Photuris. Section 7 presents some
ideas how denial of service problem should be addressed in protocol design, and finally,
Section 8 presents my conclusions and suggestions for further research.

2 Resource consumption attacks

Resource consumption attacks work by consuming some scarce, limited or non-renewable
resources. Most of the widespread network DoS attacks have been of this type: for exam-
ple, the TCP SYN flooding attacks and the distributed DoS attack on Yahoo, Amazon, and
other popular web sites. The details of both of these attacks are discussed below.

Resource consumption attacks have become common because they are quite easy to mount,
difficult to defend against, and hard to trace to their source. Furthermore, there are many
types of resources which could be consumed. The next sections describe the most common
resources used for denial of service attacks.

2.1 Memory

One of the earliest widespread DoS attacks was the TCP SYN flooding attack. It works by
filling the table reserved for half-open TCP connections in the operating system’s TCP/IP
stack. When the table becomes full, new connection can’t be opened until some entries are
removed from the table (due to handshake timeout). The details are described in [7, 19, 44].

This attack can be done using fake IP addresses, so tracing it to its source is difficult. Of
course, the table of connections can be filled without spoofing the source IP address. Often
the space available for fixed tables, such as the half-open TCP connection table, is much
less than the total RAM of the system. This makes the attacks even easier.

2.2 Network bandwidth

The distributed DoS attack carried out against Yahoo, Amazon, and other popular web sites
worked by filling their network connection with junk traffic [12, 37]. The traffic was gen-
erated from hundreds of different sources—computers who had earlier been compromised
by crackers, and had attack software installed on them.

In general, protecting systems from this type of attack is difficult, since it requires mech-
anisms distributed across the Internet. Some countermeasures to make tracing such attack
casier are described in Section 3.2.

However, there are other types of network bandwidth attacks. In some protocols, the client
sends only a small amount of data, but gets a large response from the server. This could
be described as “traffic amplification” [8, 10]. This effect can be used to attack either the
“amplifier” directly, or the amplifier can be used to attack some third party (by faking the
source address, so that the amplified traffic is sent to the final target). This kind of attack
could be made more difficult by server-side actions; e.g. designing services so that large
responses aren’t generated to untraceable requests.
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2.3 Computational resources

Some authors (e.g. Juels and Brainard in [25]) have suggested that strong authentication,
based on a public-key infrastructure, could prevent or mitigate denial of service attacks
such as SYN flooding.

However, using public key cryptography opens the possibility for another kind of attack.
Public key cryptography usually involves expensive computations, such as modular ex-
ponentiation. If the attacker can convince the target to perform a large number of such
computations, exhausting its CPU resources, legitimate connections won’t get any CPU
time.

There haven’t been any widespread attacks of this type so far, but several protocols have
been identified as being vulnerable [20, 21, 29, 30, 32].

2.4 Other resources

Although typically several orders of magnitude larger than RAM, disk space can also be
subjected to denial of service. For example, the attacker can cause a large number of error
messages to be written to a log, and fill the disk containing the log files. Or, user’s mailbox
can be filled with junk mail, thus preventing reception of important messages—this attack
is usually even easier than filling disk with logs, since users often have mailbox “quotas”
much smaller than typical disk capacities.

Disk (or other I/O than network) bandwidth can also be a bottleneck in a system. For
example, in a server hosting a large database, queries for attributes which are not indexed
probably result in lots of I/O activity. This could happen in a publicly available LDAP
server, for instance.

In theory, any finite or non-renewable resource can be the target of a DoS attack, and
providing a complete list is thus impossible. Other examples of resources that could be
vulnerable are incoming telephone lines on a terminal server, paper at printers or fax ma-
chines, money spent buying another resource from a third party, and so forth.

3 Countermeasures

Reacting to a resource consumption attack usually involves at least detecting that an attack
is going on, tracing it to (or nearer) its source, and taking administrative or legal action to
end the attack.

In this paper I’'m focusing only on countermeasures relevant in designing and implement-
ing communications protocols. Thus administrative countermeasures are beyond the scope
of this paper.

Countermeasures against DoS attacks can be either preventive or reactive. Preventive coun-
termeasures can help in this by making attacks easier to detect, or trace, and also by making
the system more resistant to attacks.
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3.1 Detecting attacks

Even detecting that a service is under a denial of service attack can sometimes be difficult.
Clients which are denied of service naturally detect it, but the condition isn’t always easily
noticeable at the server (e.g. TCP SYN attack).

Even when it has been determined that the service is indeed under attack, detecting which
part of the incoming traffic belongs to the attack, and which is legitimate traffic, can be
difficult. This problem is made more difficult by spoofed IP addresses.

Intrusion detection and reaction systems aim to cut off denial of service attacks by identi-
fying the part of traffic which belongs to the attack, and denying service only to that part
while continuing to serve legitimate clients. Most such mechanisms are very ad hoc in
nature; a determined attacker can fool them, and they can also produce false positives. For
instance, a web proxy for a very large organization naturally produces a large number of
traffic, which all looks like it’s coming from a single or few IP addresses. To an intrusion
detection system this might look like a flooding attack.

3.2 Tracing attacks

Cutting off an attack often requires tracing it to its source. The possibility of tracing proba-
bly also discourages attacks, since attackers know they are more likely to get caught. Thus,
it can be thought as both preventive and reactive countermeasure.

Forging, or spoofing as it is usually called, of source IP address on the Internet is quite
casy. Some techniques (such as cookies, described in the next section) can be used to
get some degree of assurance about the source IP address. In analysis of mechanisms for
protecting confidentiality and integrity of messages, it is usually assumed that the attacker
can modify, replay, and block any packets sent. This naturally allows trivial denial of
service, so somewhat weaker assumptions are used when analyzing availability.

There have been several proposals for mitigating the problem of IP spoofing. Ingress
filtering [15] means filtering incoming IP addresses which should not occur on the correct
link. For example, a central router at an university should filter out outgoing packets whose
source address is not within the university ’s network. This makes the network less likely to
be used as a launching pad for attacks, and if deployed widely, should reduce the problem
of IP spoofing.

Another proposal, ICMP traceback messages [3], attempts to trace back flooding attacks,
even if they have forged source addresses. Other authors have proposed mechanisms for
recording the route traveled in the packets themselves [11, 43]. Unfortunately, all of these
require modifications to router software, so it remains to be seen if any of them will ever
be widely deployed.

3.3 Cookies

Cookie is a piece of data which is generated by the server and given to the client in the
beginning of a protocol run. The client has to include this piece of data in the subsequent
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messages. The goal of cookies is to prevent attacks which employ IP spoofing. If the client
doesn’t receive the message containing the cookie, the server will reject further messages
because they don’t include a valid cookie.

More precisely, if the server receives a valid cookie from the client, it knows that:

e The attacker is using his real IP address. This address may, of course, belong to a
third party computer the cracker has broken into.

e Or, the attacker has access to physical link on the route from the server to the spoofed
IP. In reality, the attacker is probably quite “close” to either the server or the spoofed
IP, making tracing easier.

o Or, the attacker is able to manipulate the IP routing infrastructure. This is beyond the
capabilities of “script kids”, and more sophisticated and motivated attackers proba-
bly focus on attacks on integrity and confidentiality.

In other words, the idea is to start the protocol with weak authentication (of IP addresses),
and possibly later perform stronger authentication. This allows tracing of attacks (with
some limitations, as described in the previous section), and probably discourages attacks
on computational resources.

An carly example of cookies are actually the TCP initial sequence numbers, though their
original purpose was to prevent packets from old connections interfering with new con-
nections. After the TCP SYN attacks, some TCP/IP stacks were modified to use the initial
sequence numbers as “SYN cookies” to protect against the attack [19, 44].

The cookie approach was much refined during the design of the Photuris protocol. The
Photuris specification [27] gives the following requirements for cookies (or “anti-clogging
tokens™):

o The cookie must depend on the addresses of the communicating parties.
e Nobody else must be able to forge a cookie that will be accepted by the server.

e The cookie generation and verification must be fast enough so that they don’t become
subjects to DoS attacks.

o The server must not keep per-client state until the IP address has been verified (i.e.
it has received a cookie it generated).

The last requirement is especially important in protecting against memory consumption
attacks.

The recommended method for generating the cookies in Photuris is to use a keyed one way
hash of both IP addresses, both UDP ports, some locally generated secret value (which
must be same for all clients, and must be periodically changed), and some other context-
dependent information (see [27] Section 3.3).

The properties of Photuris cookie exchange are described and analyzed by Oppliger in [38].
The idea of of gradually strengthening authentication are analyzed formally by Meadows
in [35].
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3.4 Storing state in client

The cookie approach can be extended to include some state in the cookie. Any state that
would be normally stored in the server is passed to the client. The client passes the state
back to the server when sending the next message. The client doesn’t have to interpret the
state in any way, and can treat it simply as an arbitrary bit string. Encryption and message
authentication codes can be used to prevent the client from tampering with the state.

This naturally doesn’t work for protocols where the server might be required to take some
action before the reception of next message, but is otherwise a quite general approach.

Stateless protocols have others advantages in addition to preventing memory consumption
attacks. For example, in NFS recovering from server reboots is easy because no state is
kept on the server (except for file locking, which complicates things). Stateless protocols
also allows easier load balancing between servers.

The advantages of being stateless, at least in the beginning of a protocol run, were recog-
nized in the security protocol context by Janson et al. [24]. The topic is further explored
by Aura and Nikander in [2].

3.5 Re-ordering computations

In typical authenticated versions of the Diffie-Hellmann key agreement protocol, the server
has to verify the client’s signature in the first message. Since this requires expensive com-
putation, the server can be potentially flooded with requests. In some cases, however, it is
possible to modify the protocol so that client has to do some expensive computation first,
and the server verifies the signature only after it has verified that the client has done so.

Thus, mounting an attack requires the client to invest the same amount of CPU resources
as the server, and this hopefully will make DoS attacks at least somewhat harder. One such
modification to the ISAKMP/IKE aggressive mode exchange is described in [32].

3.6 Pricing

Although cookies, stateless connections and re-ordering computations can give some pro-
tection against DoS attacks, in some cases more aggressive measures are required to allow
service to legitimate users and deny it to attackers.

One such technique is “pricing”. This means imposing some deliberate cost to the client,
which is small for legitimate users making a small number of requests, but large for an
attacker trying to flood the server.

Earliest use of this approach was a proposal by Dwork and Naor to combat junk e-mail
[13, 14]. Before accepting an e-mail message, the recipient asks the sender to perform a
small computation. The verification of the computation has to be quick, so this doesn’t
open possibilities for new DoS attacks. Another early use of this technique was against
SYN flooding [25].

Usually this cost is in terms of processing time, since it is easy to implement, but other
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forms (such as paying with actual micropayment systems) are also possible. The compu-
tation can be just “junk computation” to prevent denial of service, or it can be “useful”
computation for some other purpose [23]. This mechanism is generalized and analyzed by
Aura, Leiwo, and Nikander in [3, 29] and formally described by Jakobsson in [23].

Interestingly, the idea of moderately hard computational problems has received other uses
as well: e.g. uncheatable benchmarks [6], timed release of secrets [41, 17], partial key
escrow [4], and auditable metering of web site use [16].

4 [IPSEC architecture

IPSEC protocols provide security services at the IP layer in both IPv4 and IPv6 environ-
ments. At the lowest level of the IPSEC architecture are cryptographic algorithms for
authentication and encryption, which are used by the Authentication Header (AH) and
Encapsulating Security Payload (ESP) protocols.

The parameters required by AH and ESP, such as which algorithms are used and keys, are
stored in Security Associations (SAs). Although the SAs can be specified manually, they
are often negotiated using some key management protocol. The two most widely used
protocols are ISAKMP/IKE and Photuris. Their main purpose is to create security associ-
ations with short-term keys from longer-term keys, refresh these keys when necessary, and
negotiate other parameters required for the SAs.

The IPSEC architecture is described by Kent and Atkinson in [28].

S ISAKMP/IKE

ISAKMP/IKE is actually a combination of two protocols, ISAKMP and IKE [33, 18].
ISAKMP provides a framework for authentication and key exchange. IKE, based on the
Oakley protocol [39], specifies a key agreement protocol based on this framework.

The IKE negotiation has two phases. In the first phase, the parties negotiate an ISAKMP se-
curity association, which provides a secure communication channel between the ISAKMP
daemons. In phase 2, this ISAKMP security association is used to negotiate an IPSEC
security association for AH or ESP.

ISAKMP and IKE provide a large number of different modes and options, which can be
considered to be different subprotocols. Meadows has identified a total of thirteen (1)
different subprotocols [34]. This makes understanding, implementation, and analysis of
ISAKMP/IKE very challenging.

5.1 Cookies in ISAKMP/IKE

ISAKMP uses cookies as a countermeasure against [P spoofing. The header of each packet
contains two fields of 64 bits, the initiator and responder cookies. The initiator cookie is
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sent in the first message by the client, and the responder cookie is returned in the reply. All
further messages contain both cookies.

The cookies are also used to identify a particular [SAKMP SA during phase 1 of the pro-
tocol. Since the cookie is also used to distinguish between different ISAKMP SAs, the
protocol requires that the responder cookie is different for each initiator, and each protocol
run. The method recommended by the ISAKMP specification is to use a one-way hash of
IP addresses, UDP port numbers, locally generated secret value, and date and time.

Unfortunately, this requires a small amount of per-client state be stored on the server after
the first message (at least the date and time). Simpson criticizes this harshly in [45].

5.2 Aggressive mode problem

ISAKMP contains two different modes which may be used in the phase 1 negotiation.
These are called the “main mode” and “aggressive mode”. The aggressive mode requires
fewer messages than the main mode, but it doesn’t usually provide protection of identities,
and also has some other limitations.

The aggressive mode also has a known DoS vulnerability when using public key signatures
for authentication [45, 31, 32]. The responder has to sign its response to the first message
from the client. This expensive operation is done before the cookie has been verified, so it
allows the possibility for DoS attack using spoofed IP addresses.

6 Photuris

The Photuris protocol is much simpler than ISAKMP/IKE, since it is not a combination
of many layers of different subprotocols. The protocol has three phases: cookie exchange,
value exchange, and identification exchange. After these phases, additional messages may
be used to refresh the keys or modify other security parameters. [27, 26]

Like the ISAKMP header, the Photuris header also contains fields for initiator and respon-
der cookies, each of 128 bits. In additional to the cookies, a “counter” field is included
to distinguish between multiple parallel protocol runs. This removes the need to store any
state on the responder after the first pair of messages.

Also, in Photuris the server never performs any expensive computations before receiving
the second message (which must contain a valid cookie).

7 Protocol design principles

Based on the discussion in the previous sections, it should be clear that denial of service
issues should considered in the design of new protocols. Without going to specific im-
plementation issues, I feel that at least the following recommendations should be used as
guidelines in the design.
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Recommendation 1: Protocol specifications should explicitly state what kind of DoS vul-
nerabilities exist, and not ignore denial of service as a mere implementation issue.

Recommendation 2: Protocols should verify the client’s IP address before creating state
or performing expensive computations. This is especially important for protocols which
run over UDP, since they don’t even have the weak protection offered by TCP sequence
numbers.

Recommendation 3: Protocols should avoid creating state on the server at all if the state
could be easily stored on the client instead [2].

Aura, Leiwo, and Nikander have written a couple of good papers about the design of DoS
resistant protocols [29, 3]. Their earlier paper on stateless connections is also very relevant

[2].

Simpson’s harsh criticism of ISAKMP/IKE [45] presents some mistakes done in the design
on ISAKMP/IKE which should prove helpful to the designers of future protocols. The
design principles behind Photuris are described in the Photuris RFC [27] and [46].

The use of formal methods in protocol analysis has usually ignored denial of service. Some
results are presented by Meadows in [35], and open issues in the field are discussed in [36].

This paper has addressed only the denial of service aspects in the design of protocols.
Aura’s dissertation [1] contains a good overview of other security-related aspects in pro-
tocol design. Other desirable properties of good Internet protocols, such as efficiency,
extensibility, and simplicity are discussed in e.g. [40] and [42].

8 Conclusions

Often denial of service is considered to be an implementation issue by protocol designers.
However, the resistance to DoS attacks can be improved by choices taken in the protocol
design. In this paper I have presented an overview of resource consumption vulnerabilities,
and countermeasures which could be used to defend systems.

Protocol design principles have been analyzed by several researchers, and Section 7 presents
a short summary of their recommendations, with references to full publications. Although

much of the work has focused on public key cryptographic protocols, many of the princi-

ples presented can be applied to other protocols as well.

There are many possibilities for further work. Modification of well known protocols to
include better DoS protection, and experiments in the real world, could produce valuable
iformation on the effectiveness of DoS protection mechanisms. Combining the techniques
for pricing, tracing, and intrusion detection could also provide practical solutions for DoS
protection.
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Peer Reviewer, Journal for Library and Information Science Education, 2005-

Peer Reviewer, Journal of Library Metadata, 2009

Peer Reviewer, International Journal of Library and Information Science, 2011

Regular Columnist, 7he Bottom Line, 2013-2016

Book Reviewer, Library Journal, 2001

Book Reviewer, Criticas, 2002-2009

Book Reviewer, Colorado Libraries, 2000-2012

REGIONAL SERVICE & PROFESSIONAL AFFILIATIONS

Mountain Plains Library Association
Professional Development Grants Committee, Member, 2005-2006
Professional Development Policy and Guidelines Sub-committee Chair, 2006

Colorado Association of Libraries
“Student Voices” Column Editor, Colorado Libraries, 2005-2006
Conference Planning Committee, Member, 2002
Technical Services and Automation Division, Chair, 2002-2003; Member, 2000-
Academic Libraries Division, Peer Review Conference Papers Committee, Member, 2007-2009
Education Committee, Member, 1988-1993
Diverse Populations Committee, Member, 2009-2013

SERVICE TO THE UNIVERSITY OF DENVER
Center for Teaching and Learning Faculty Advisory Board, 2007-2008; 2010-2012
Center for Community Engagement and Service Learning Advisory Board, 2007-2012
Faculty Senate
Executive Committee, 2008-2013
Nominations, Rules & Credentials Committee, Chair, 2008-2013; Member 2007-2013
Appointment, Promotion, and Tenure Revision Committee, 2010-2012
Grievance Policy Committee Member, 2007-2010
Law Library Director Search Committee Chair, 2012-2013
PROF Grant Review, College Representative to the University Review Team, 2006, 2008
Project Homeless Connect Evaluations, Principal Investigator, 2006-2009
University Technology Council, 2007-2009
University of Denver Hyde Interviews for Incoming Freshmen, 2003-2012

SERVICE TO THE MORGRIDGE COLLEGE OF EDUCATION
Appointment, Tenure & Review Committee
Member, voting, 2003-2005; 2007- 2009
Chair, Clinical Faculty Promotion & Tenure Policy Subcommittee, 2008-2009
Member, Community Engagement Subcommittee, 2007-2009
Member, Tenure Review Panel, 2003
Advancement and Alumni Relations Committee, Chair, 2003-2007; Member, 2002-2007
College Building Committee Member, 2004-2010
College of Education Student Association, Faculty Advisor, 2004-2007; 2009-2010
Faculty Senator, 2007-2013
Research and Scholarship Committee, Chair, 2008-2009; Member, 2002-2003, 2008-2009
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Research and Grant Mentoring Committee, Chair, 2009-2010

Research Task Force Member, 2010-2012

Search Committee Member, Assistant Professor for Curriculum & Instruction, 2010-2011
Workload Task Force Member, 2010-2011

SERVICE TO THE LIBRARY & INFORMATION SCIENCE PROGRAM

Library and Information Science Student and Alumni Association, Faculty Advisor, 2002-2008
ALA Student Chapter, Faculty Advisor, 2005-2008

Beta Phi Mu Phi Chapter, Faculty Advisor, 2004-2014

Steering Committee Member, Accreditation by the American Library Association, 2001-2004
Search Committee Member, Associate Professor for LIS, 2006

Search Committee Chair, Assistant Professors for LIS, 2003, 2005, 2006, 2007

Search Committee Ex-Officio Member, Director for LIS, 2004

SERVICE TO SAM HOUSTON STATE UNIVERSITY

Rio Roundup: South Texas Literature Conference, Conference Coordinator, 1993
External Relations, Fund Raising, Grants Committee, Chair, 1993-1995
Advisory Council Committee, Chair, 1993-1995

Students, Admissions, and Advisement Committee, Chair, 1994

Institutional Effectiveness Committee, Member, 1993-1995

SERVICE TO THE COLLEGE OF EDUCATION AND APPLIED SCIENCE
Faculty Affairs Committee, Member, 1993-1995

Curriculum Committee, Member, 1993-1995

Continuing Education Committee, Member, 1993-1995

SERVICE TO THE COMMUNITY
French Teacher & Student Exchange with Laon, France, Monarch High School, Boulder Valley School District
(Boulder, Colorado), 2017-

Denver/Boulder Games 2022, Board of Directors, Secretary-Treasurer, 2015-2018

United Way Campaign Committee, College of Education, 2006

Arapahoe County, Election Judge for the County Clerk and Recorder, 2000-2005

Arthritis Foundation, Rocky Mountain Chapter, Certified Educator & Trainer, 1999-2008

Bonfils Blood Center, Silver Level Donor, 2000-2016

Denver Museum of Natural History, Docent, 1992

Tech Prep of the Lower Rio Grande Valley, Inc. (Harlingen, Texas) Board of Directors, 1995-1997
Executive Committee, 1996-1997; Chair, Development Committee, 1995-1997; Chair, Fiscal Agency
Committee, 1995-1996; Chair, Colleges and Universities Committee, 1996-1997

Gilpin County (Colorado) Public Library Board of Trustees, 1986-1989; Vice President, 1987-1989

City of Central (Colorado) Economic Development Committee, 1987-1989

Columbine Family Health Centers, Inc. (Nederland and Black Hawk, Colorado) Board of Directors, 1988-1989

CERTIFICATION
Permanent Public Librarian Certificate - Pennsylvania, New York, Texas
Westlaw Expert Witness, 2008-
Certified Grant Writer®, 2016-

AWARDS AND HONORS

Advanced Practitioner for Service Learning and Community Engagement, University of Denver, 2011

Platinum Star Alumnae, College of Information, Library Science & Technologies, University of North Texas, 2009
Commendation for Integration of Technologies in Teaching & Learning Environment, University of Denver, 2006
Outstanding Adjunct Faculty Member Award, College of Education, University of Denver, 2002

Beta Phi Mu, Pi, University of Pittsburgh, 1985

Alpha Lambda Sigma, University of North Texas, 1972
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Invited International and National Conference Presentations

Driscoll, Margaret, Christy Confetti Higgins, Scott Brown, and Sylvia D. Hall-Ellis. .4 View firom
Within: Oper: Houve Towr of Three Convas Core Conrses. Presentation to be debverad at the Schoot of
Information, San José State University Professional Development Seminar, San Josd, Caltfornia, October 17,
2019,

Hall-Ellis, Sylvia D. Invest in Me -- I'm Your Future: Succession Planning for Libraries. Keynote presentation
delivered at the ALCTS President’s Symposium, Boston, Mass., January 8, 2016.

Seidel, Kent E. and Sylvia D. Hall-Ellis. Making Grants Work for You: Strategies for Doctoral Students and Early
Career Scholars. Presentation delivered at the University Council for Educational Administration, Early
Career Scholars Session, Indianapolis, Ind., November 9, 2013.

Hall-Ellis, Sylvia D. So You Want to be a Manager; Leadership Skills and Competencies for Technical Services
Managers and Administrators. Presentation delivered at the 138" Annual Conference, American Library
Association, Chicago, I11., June 29, 2013.

Seidel, Kent E., Karen S. Riley, Lyndsay Agans, Susan Korach, and Sylvia D. Hall-Ellis. Making Grants Work for
You (Instead of Just Working for Grants). A panel discussion delivered at the University Council for
Educational Administration, Early Career Scholars Session, Denver, Colo., November 17, 2012.

Hall-Ellis, Sylvia D. After the Great TS Reorganization: The Westminster Law Library. Presentation delivered at the
137t Annual Conference, American Library Association, Anaheim, Calif., June 23, 2012.

Hall-Ellis, Sylvia D. Conversations with Catalogers in the 21s Century. A panel discussion sponsored by the
ALCTS Competencies for a Career in Cataloging Interest Group, delivered at the 137m Annual Conference,
American Library Association, Anaheim, Calif., June 22, 2012.

Hall-Ellis, Sylvia D., moderator. Mid-Career Leaders Program. A panel discussion sponsored by the ALA
Committee on Diversity delivered at the 136" Annual Conference, American Library Association, New Orleans,
La., June 26, 2011.

Hall-Ellis, Sylvia D., moderator. Diversity Town Hall. A community conversation sponsored by the ALA
Committee on Diversity delivered at the 136™ Annual Conference, American Library Association, New Orleans,
La., June 24, 2011.

LaBarre, Kathryn, Sylvia D. Hall-Ellis, Karen Anderson, Rick Hasenyager, Christopher Cronin, and Penny Baker.
Briefings from RDA Test Participants. A panel discussion delivered at the Midwinter Conference, American
Library Association, San Diego, Calif., January 7, 2011.

Miksa, Shawne, Marjorie Bloss, and Sylvia D. Hall-Ellis. Educating the Next Generation of Catalogers: Teaching
RDA. A panel discussion delivered at the 97 Annual Conference, Association for Library and Information
Science Education, San Diego, Calif., January 7, 2011.

Hall-Ellis, Sylvia D., Robert Maxwell, John Hostage, and George Prager. RDA Panel: What Cataloging Managers
Need to Know. Presentation delivered at the 103" Annual Conference, American Association of Law Librarians,
Denver, Colo., July 12, 2010.

Hall-Ellis, Sylvia D. and Stacey L. Bowers. Catalogers in the RDA Environment: Skill Sets, Expectations and
Challenges. Presentation delivered at the 103™ Annual Conference, American Association of Law Librarians,
Denver, Colo., July 11, 2010.

Hall-Ellis, Sylvia D. Comfortable in Your Cataloging and Metadata Specialist Skin? Or, So You Want to Hire a

Cataloger. Presentation delivered to the ALCTS Research Group at the 134" Annual Conference, American
Library Association, Chicago, Ill., July 11, 2009.
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Perez, Megan, Sylvia D. Hall-Ellis, and Denise Anthony. From Novice to Expert: Collaboration for Succession
Planning. A “hot topic” presentation delivered at the 14™ ACRL Conference, Seattle, Wash., March 13, 2009.

Hall-Ellis, Sylvia D. Cataloging in the RDA Environment: Skill Sets, Expectations and Challenges. Presentation
delivered to the ALCTS Research and Publications Committee at the Midwinter Conference, American Library
Association, Denver, Colo., January 24, 2009.

Hall-Ellis, Sylvia D. LIS Cataloging Education for the 21st Century: Expectations and Challenges. A panel
discussion held at the 95™ Annual Conference, Association for Library and Information Science Education,
Denver, Colo., January 23, 2009.

Chu, Clara, Sylvia D. Hall-Ellis, and Mark Winston. 7he Doctoral Degree & Building a Career. A panel discussion
delivered at the ALA Office of Diversity Spectrum Doctoral Fellows E.J. Josey Leadership Institute, Midwinter
Conference, American Library Association, Denver, Colo., January 20, 2009.

Hall-Ellis, Sylvia D. and Robert O. Ellett, Jr. Fundamentals of Cataloging Course: An Overview of the ALCTS
Online Course. Presentation delivered to the ALCTS Big Heads Group, 133™ Annual Conference, American
Library Association, Anaheim, Calif., June 30, 2008.

Hall-Ellis, Sylvia D. Employers’ Expectations for Technical Services Librarians: What We Don’t Know.
Presentation delivered to the ALCTS Research and Publications Committee Program, 133 Annual Conference,
American Library Association, Anaheim, Calif., June 28, 2008.

Hall-Ellis, Sylvia D., Virginia R. Maloney, and Mary Stansbury. Institutional Responses to Engaged Scholarship:
The Carnegie Foundation Engaged University Classification at Two Universities. Presentation delivered to the
94™ Annual Conference, Association for Library and Information Science Education, Philadelphia, Pa.,
January 11, 2008.

Hall-Ellis, Sylvia D. Puzzles, Problems, and Predicaments. Presentation delivered to the ALCTS Research
Discussion Group, 132" Annual Conference, American Library Association, Washington, D.C., June 23, 2007.

Hall-Ellis, Sylvia D. Cataloging Education: A New Emphasis for the Library and Information Science Curriculum.
Presentation delivered to the ALCTS Pre-conference, 132" Annual Conference, American Library Association,
Washington, D.C., June 22, 2007. bitp:/Avavw, fog. govicatdienso/carsercat bl

Ellett, Jr., Robert O. and Sylvia D. Hall-Ellis. Copy Cataloging Done Smarter. Presentation delivered to the
International Conference on Interdisciplinary Information Sciences and Technologies (InSciT2006), October 25-
28, 2006.

Hall-Ellis, Sylvia D. and Robert O. Ellett, Jr. Cooperative Cataloging: Challenges and Opportunities for Defense
Libraries. Presentation delivered to the 15t Annual Conference of Defense Libraries, Spanish Ministry of
Defense, Madrid, Spain, July 7, 2006.

Hall-Ellis, Sylvia D. Cataloger Competencies: Do the Employers Require What the Professors Teach? Presentation
delivered to the ALCTS CCS Heads of Cataloging Discussion Group, 131 Annual Conference, American
Library Association, New Orleans, La., June 26, 2006.

Grealy, Deborah S. and Sylvia D. Hall-Ellis. F'rom Research to Practice: The Scholarship of Teaching and Learning
in LIS Education. Presentation delivered to the at the 92" Annual Conference, Association for Library and
Information Science Education, San Antonio, Tex., January 18, 2006.

Hall-Ellis, Sylvia D. Employers’ Expectations for Entry-Level Catalogers: What Position Announcement Data
Indicate. Research paper delivered to the Technical Services Special Interests Group, 915 Annual Conference,
Association for Library and Information Science Education, Boston, Mass., January 12, 2005.
bop/dhstsinarizonaedy
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Hall-Ellis, Sylvia D. Common Errors in MARC Records Prepared by LIS Students: What Does It Mean? Research
paper delivered to the ALCTS CCS Cataloging Norms Discussion Group, Mid-Winter Conference, 90™
American Library Association, San Diego, Calif., January 10, 2004.

Hall-Ellis, Sylvia D. Visual Arts as Foundation for Successful Library Automation: The Rocky Mountain College of
Art & Design Experience. Paper delivered at the 6™ Annual Conference of Higher Education, Charleston, S. C.,
1993.

Hall, Sylvia D. Design Elements for Bibliographic Databases: An Overview. Paper delivered at the 14 Online
National Conference, New York, 1983.

Invited Regional Conference Presentations

Hall-Ellis, Sylvia D., Hudson, Christopher D., Brittany Cronin, and Kathryn Michaels. “The Colorado Law Project:
Meeting the Public's Need for Legal Information.” Panel discussion delivered at the Mountain Plains Library
Association Conference, Billings, Mont., April 9, 2011.

Grealy, Deborah S. and Sylvia D. Hall-Ellis. Education for Information Professionals in New Mexico: Library &
Information Science Graduate Education at the University of Denver. Presentation delivered at the New Mexico
Library Education Summit, Las Vegas, N.M., September 26, 2005.

Hall-Ellis, Sylvia D. Public Library-School Library Parinerships. Presentation delivered at the 3™ Annual Colorado
Association of Libraries Conference with the Mountain Plains Library Association, Denver, Colo., October 22,
2004.

Hall-Ellis, Sylvia D. Learn All You Can — Educational Partnership Opportunities for the Lewis and Clark
Bicentennial Commemoration. Paper delivered at the 3™ Annual Lewis and Clark Bicentennial Council National
Planning Conference, Bismarck, N.D., April 26, 1998.

Invited State Conference Presentations

Grealy, Deborah S. and Sylvia D. Hall-Ellis. Academic Library Leadership Changes: Using Succession Planning
and Mentoring. Presentation delivered at the Minnesota Library Education Conference, St. Cloud, Minn.,
October 10, 2013.

Hall-Ellis, Sylvia D., Merrie Valliant, and Melissa Powell. RDA: What Is 7t and Whai Do You Need To Do With It A¥
Your Library? Presentation delivered at the Colorado Library Consortium Spring Conference, Ft. Morgan, Colo.,

April 26, 2013.

Hall-Ellis, Sylvia D. Service Learning and the Library & Information Science Graduate Education at the University
of Denver. Presentation delivered at the 4™ LEADS Scholars Orientation, Denver, Colo., August 5, 2009.

Hall-Ellis, Sylvia D. Service Learning: Enhancement to Library & Information Science Graduate Education at the
University of Denver. Presentation delivered at the 3™ LEADS Scholars Orientation, Denver, Colo., June 2008.

Hall-Ellis, Sylvia D. Law Librarianship: A Community Conversation. Sponsored by the Colorado Association of
Law Libraries. Paper delivered at the Colorado Supreme Court Library, Denver, Colo., May 14, 2008.

Hall-Ellis, Sylvia D. Opportunities and Challenges in Law Librarianship: A Community Conversation. Presentation
delivered at the Sturm College of Law, Denver, Colo., November 7, 2007.

Hall-Ellis, Sylvia D. Grant Writing Resources for Nursing Professionals. Presentation delivered at the Presbyterian /
St. Luke’s Health One Medical Center 1 Annual Research Symposium, Denver, Colo., October 17, 2007.
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Hall-Ellis, Sylvia D. Project Homeless Connect 4 Event Evaluation — Insights and Lessons Learned. Presentation
delivered at the Homelessness Research Symposium: What is DU Doing about Homelessness in Denver,
Denver, Colo., September 14, 2007.

Hall-Ellis, Sylvia D. Service Learning and the Library & Information Science Graduate Education at the University
of Denver. Presentation delivered at the 2 LEADS Scholars Orientation, Denver, Colo., August 10, 2007.

Hall-Ellis, Sylvia D. Education for Information Professionals in a Digital Environment: Library & Information
Science Graduate Fducation at the University of Denver. Presentation delivered at the 15" Spring Mountains
and Plains Parapros Conference, Denver, Colo., February 24, 2007.

Hall-Ellis, Sylvia D. Public Library Service to Spanish-Speaking and Latino Residents in Denver: 4 Case Study.
Presentation delivered at the 4™ Annual Colorado Association of Libraries Conference, Denver, Colo.,
November 10, 2005.

Hall-Ellis, Sylvia D. Education for Information Professionals in a Digital Environment: Library & Information
Science Graduate Education at the University of Denver. Presentation delivered at the 14" Annual Mountains
and Plains Parapros Conference, Aurora, Colo., July 29, 2005.

Hall-Ellis, Sylvia D. Educational Opportunities: Library & Information Science Graduate Education at the
University of Denver. Presentation delivered at the 13" Annual Mountains and Plains Parapros Conference,
Centennial, Colo., August 6, 2004,

Hall-Ellis, Sylvia D. Library Education & Training: Focus on the West: An LIS Faculty Member’s Personal
Response. Presentation delivered at the 15 Annual Colorado Association of Libraries Conference, Keystone,
Colo., October 18, 2002.

Hall-Ellis, Sylvia D. Grant Writing for School Librarians. Presentation delivered at the 2002 Annual Colorado
Education Media Association Conference, Colorado Springs, Colo., February 15, 2002.

Hall-Ellis, Sylvia D. Grants — Opportunities for the Future. Paper delivered at the Southeast Regional
Accountability Annual Conference, Lamar, Colo., November 12, 1998.

Hall-Ellis, Sylvia D. The Texas Library Connection and Interlibrary Loan: An Experiment in Resource Sharing.
Paper delivered at the Texas Computer Educators’ Association Annual Conference, Austin, Tex., February 6,
1997.

Hall-Ellis, Sylvia D. Finding Grant Sources on the Internet: A Guide for Librarians. Paper delivered at the 2"
Annual Institute for School Library Personnel, Pharr-San Juan-Alamo North High School, Pharr, Tex., July 29,
1996.

Hall-Ellis, Sylvia D. Mathematical and Logical Thinking: A Critical Intelligence. Paper delivered at the 3 Annual
Paraprofessional Conference at the University of Texas - Pan American, Edinburg, Tex., March 8, 1996.

Hall-Ellis, Sylvia D. Cataloging Trends and Issues: Update Session. Paper delivered at the 1% Annual Institute for
School Library Personnel, South Texas Community College, McAllen, Tex., July 19, 1995.

Hall-Ellis, Sylvia D. Grant Writing: Tips and Encouragement for School Librarians. Paper delivered at the 1%
Annual Institute for School Library Personnel, South Texas Community College, McAllen, Tex., July 18 and 19,
1995.

Hall-Ellis, Sylvia D. How to Become an Expert Grant Writer. Paper delivered at the 3™ Annual High School
Principals’ Academy, South Padre Island, Port Isabel, Tex., June 19, 1995.
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Hall-Ellis, Sylvia D. Texas Library Study: Results from Regions I and II. Paper delivered at the 3™ Annual
Technology Conference, Texas A&M University, College Station, Tex., November 18, 1994,

Hall-Ellis, Sylvia D. Academic Achievement and Middle School Students. Paper delivered at the 8™ Annual Young
Adult Conference, Sam Houston State University, Huntsville, Tex., November 5, 1994.

Hall-Ellis, Sylvia D. Multimedia Resources for Library Leaders. Paper delivered at the Institute for Librarians in A
Multicultural Environment, Sam Houston State University, Huntsville, Tex., June 10, 1994.

Hall-Ellis, Sylvia D. Finding the Resource: Empowering the User, or, the Case for Curriculum Based Subject
Access to Learning Resource Center Collections. Paper delivered at the 81 Annual Texas Library Association
Conference, Corpus Christi, Tex., April 12-16, 1994.

Hall-Ellis, Sylvia D. and William H. Pichette. Sam Houston State University Makes Use of OCLC/AMIGOS
Collection Analysis CD. Paper delivered at the 81% Annual Texas Library Association Conference, Corpus
Christi, Tex., April 12-16, 1994.

Hall, Sylvia D. Funding and Library Development in Pennsylvania: A Symbiotic Relationship. Paper delivered at the
Annual Graduate Student Colloquia, University of Pittsburgh, School of Library and Information Science, 1982.

Hall, Sylvia D. Leadership for Public Library Trustees. Paper delivered for the Trustees Division, Pennsylvania
Library Association Annual Conference, Lancaster, Penn., 1981.

Seminar and Professional Development Presentations

Taylor, Meredith, and Sylvia D. Hall-Ellis. Talent Management and Succession Planning. ALCTS eForum, held
March 22, 2017.

Hirsh, Sandra, Heather O’Brien, Michelle Holschuh Simmons, Michael Krasulski, and Sylvia D. Hall-Ellis.
Information Services Today: An Introduction. Part 3: Information Services: Roles in the Digital Age. Rowan and

Littlefield in partnership with Library Journal webinar, recorded February 5, 2015.

Hall-Ellis, Sylvia D. and Jennifer Sweda. Copy Cataloging in an RDA Environment. ALCTS eForum, held May 14
and 15, 2013.

Hall-Ellis, Sylvia D. Law Librarianship: A Community Conversation. Sponsored by the Colorado Association of
Law Libraries, presented at the Colorado Supreme Court Library, Denver, Colo., May 14, 2008.

Hall-Ellis, Sylvia D. and Beatrice Z. Gerrish. Reading and Libraries: Recent Research in Reading. Presentation at
the Ricks Center for Gifted Education, Denver, Colo., March 4, 2008.

Hall-Ellis, Sylvia D. Cataloger Competencies: Do the Employers Require What the Professors Teach? Presentation
for the School of Library and Information Science, San José State University, February 12, 2008.

Hall-Ellis, Sylvia D. and Robert O. Ellett, Jr. Cooperative Cataloging: Rules, Tools, and Conventions for Building a
Multi-institutional Catalog. Sponsored for the Spanish Ministry of Defense, Madrid, Spain, July 10, 2006.

Hall-Ellis, Sylvia D. Cash for Kids: Grant Writing Opportunities for Youth Services Librarians. Sponsored by the
Colorado Young Adult Librarians; presented at Bemis Memorial Library, Littleton, Colo., November 13, 2002.

Hall-Ellis, Sylvia D. MARC Records and Authority Control: Planning for Bibliographic Database Migration.
Sponsored and held at the Douglas County Public Library, Castle Rock, Colo., May 28, 2002.
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Hall-Ellis, Sylvia D. Grant Writing: A Refresher for Librarians. Sponsored by Library and Information Science
Program, College of Education, University of Denver; presented at University Center at Chaparral, August 12,
2000.

Hall-Ellis, Sylvia D. Shaking the Money Tree — Basic Grant Writing for Colorado Educators. Sponsored by the
Office of Educational Telecommunications of the Colorado Department of Education.
Pikes Peak Community College, Colorado Springs, Colo., November 16, 1998.
Pueblo School District 60, Pueblo, Colo., November 12, 1998.
University of Northern Colorado, Greeley, Colo., November 10, 1998.
United Technology Educational Partnership, Grand Junction, Colo., November 9, 1998.

Hall-Ellis, Sylvia D. Cataloging Multimedia, Kits, Globes and Map Materials in USMARC. Sponsored and hosted
by Region One Education Service Center, Edinburg, Tex., April 24, 1997 and December 12, 1996.

Hall-Ellis, Sylvia D. New Standards for School Library Media Centers. Sponsored and hosted by Region One
Education Service Center, Edinburg, Tex., April 15, 1997.

Hall-Ellis, Sylvia D. The School Library Media Specialist in the 215 Century: Visions for the Future.
Sponsored and hosted by Pharr-San Juan-Alamo Independent School District, Pharr, Tex., April 4, 1997.

Hall-Ellis, Sylvia D. Cataloging Sound Recordings and Audio Materials in USMARC. Sponsored and hosted by
Region One Education Service Center, Edinburg, Tex., March 20, 1997 and November 21, 1996.

Hall-Ellis, Sylvia D. Evaluating and Selecting CD-ROMS for School Library Media Collections. Sponsored and
hosted by Region One Education Service Center, Edinburg, Tex., March 18, 1997.

Hall-Ellis, Sylvia D. Cataloging Audiovisual Materials in USMARC. Sponsored and hosted by Region One
Education Service Center, Edinburg, Tex., February 27, 1997, November 7, 1996 and October 24, 1996.

Hall-Ellis, Sylvia D. Introduction to Dialog: Basic Searching Strategies. Sponsored and hosted by Region One
Education Service Center, Edinburg, Tex., February 14, 1997.

Hall-Ellis, Sylvia D. Cataloging Books in USMARC. Sponsored and hosted by Region One Education Service
Center, Edinburg, Tex., January 30, 1997, October 10, 1996, September 26, 1996 and August 8, 1996.

Hall-Ellis, Sylvia D. Advanced Internet Searching Techniques for Librarians. Sponsored and hosted by Region One
Education Service Center, Edinburg, Tex., January 21, 1997.

Hall-Ellis, Sylvia D. Texas Library Connection Full-Text Searching. Sponsored and hosted by Region One
Education Service Center, Edinburg, Tex., December 13, 1996 and October 25, 1996.

Hall-Ellis, Sylvia D. Developing Evaluation Strategies for Grants and Proposals. Sponsored and hosted by Region
One Education Service Center, Edinburg, Tex., December 10, 1996.

Hall-Ellis, Sylvia D. Developing Needs Assessment for Grants and Proposals. Sponsored and hosted by Region
One Education Service Center, Edinburg, Tex., November 12, 1996.

Hall-Ellis, Sylvia D. Texas Library Connection Union Catalog Searching. Sponsored and hosted by Region One
Education Service Center, Edinburg, Tex., November 8, 1996 and September 6, 1996.

Hall-Ellis, Sylvia D. Grant Resources on the Internet. Sponsored and hosted by Region One Education Service
Center, Edinburg, Tex., October 23, 1996.

Hall-Ellis, Sylvia D. Preparing a Response to the Telecommunications Infrastructure Fund Board: Needs

Assessment, Professional Development Framework, and Evaluation Strategies. Sponsored and hosted by Region
One Education Service Center, Edinburg, Tex., October 16, 1996.
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Hall-Ellis, Sylvia D. Texas Library Connection: Building the Districtwide Bibliographic Database. Sponsored and
hosted by Mercedes Independent School District, Mercedes, Tex., September 13, 1996 and August 8, 1996.
Sponsored and hosted by Los Fresnos Consolidated Independent School District, Los Fresnos, Tex., August 12,
1996.

Hall-Ellis, Sylvia D. School-to-Work and Special Education: An Inclusive Partnership for Success. Sponsored and
hosted by the Office of Special Education, Region One Education Service Center, Edinburg, Tex., September 11,
1996.

Hall-Ellis, Sylvia D. Telecommunications Infrastructure Fund Board: An Overview of Funding for Secondary
Schools. Sponsored and hosted by Region One Education Service Center, Edinburg, Tex., August 31, 1996.

Hall-Ellis, Sylvia D. Cataloging Books, Multimedia, and Realia in USMARC. Sponsored and hosted by Edinburg
Consolidated Independent School District, Edinburg, Tex., August 6, 1996.

Hall-Ellis, Sylvia D. Internet Resources for Grant Writers. Sponsored and hosted by Region One Education Service
Center, Edinburg, Tex., April 20, 1996.

Hall-Ellis, Sylvia D. Enhanced Grant Writing Skills for Mathematics Educators: Writing Skills for Campus Teams.
Sponsored and hosted by the Office of General Education, Region One Education Service Center, Edinburg,
Tex., March 22, 1996.

Hall-Ellis, Sylvia D. Internet Resources for Grant Writers. Sponsored and hosted by the College of Education and
Applied Science, Sam Houston State University, Huntsville, Tex., March 9, 1996.

Hall-Ellis, Sylvia D. Grant Writing for Mathematics Educators: A Development Process for Campus Teams.
Sponsored and hosted by the Office of General Education, Region One Education Service Center, Edinburg,
Tex., March 4, 1996.

Hall-Ellis, Sylvia D. Shaking the Money Tree: Preparing Successfil Technology Grant Applications. Sponsored and
hosted by the Office of Technology and Media Services, Region One Education Service Center, Edinburg, Tex.,
February 29, 1996 and April 29, 1996.

Hall-Ellis, Sylvia D. District-wide Technology Planning: Technical Assistance for the Texas Education Agency
Initiative. Sponsored and hosted by the Office of Technology and Media, Region One Education Service Center,
Edinburg, Tex., February 2, 1996.

Hall-Ellis, Sylvia D. Enhanced Grant Writing Skills. Sponsored and hosted by Pharr-San Juan-Alamo Independent
School District, Pharr, Tex., January 27, 1996.

Hall-Ellis, Sylvia D. United States Copyright Act of 1976, Video Transmissions, Computer Software and the
Internet. Sponsored and hosted by the Office of Technology and Media, Region One Education Service Center,
Edinburg, Tex., January 24, 1996.

Hall-Ellis, Sylvia D. The Grant Writing Development Process. Sponsored and hosted by Pharr-San Juan-Alamo
Independent School District, Pharr, Tex., January 20, 1996.

Hall-Ellis, Sylvia D. MARC Cataloging of Materials for Library Media Centers. Sponsored and hosted by the Office
of Media Services, Region One Education Service Center for the Donna Independent School District, Donna,
Tex., August 17, 1995.

Hall-Ellis, Sylvia D. Classification. Sponsored by AJ Seminars, Rockville, Maryland; presented at University Hilton
Hotel, Houston, Tex., May 10, 1995.
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Hall-Ellis, Sylvia D. Library Technical Services. Sponsored by AJ Seminars, Rockville, Maryland; presented at
University Hilton Hotel, Houston, Tex., April 26, 1995.

Hall-Ellis, Sylvia D. Grant Writing: An Introduction for Public School Administrators. Sponsored and hosted by the
Office of Administrative Services, Region One Education Service Center, Edinburg, Tex., April 19, 1995.

Hall-Ellis, Sylvia D. The School Library Media Specialist in the 21 Century: Visions for the Future.
Sponsored and hosted by the United Independent School District, Laredo, Tex., March 31, 1995.

Hall-Ellis, Sylvia D. Using USMARC. Sponsored by AJ Seminars, Rockville, Maryland; presented at University
Hilton Hotel, Houston, Tex., March 29, 1995.

Hall-Ellis, Sylvia D. Library Media Center Policies and Guidelines: How to Prepare for School Board Adoption.
Sponsored and hosted by the Office of Technology and Media Services, La Joya Independent School District, La
Joya, Tex., March 10, 1995.

Hall-Ellis, Sylvia D. Developing District-wide Policies and Guidelines for Library Media Centers. Sponsored and
hosted by the Office of Technology and Media Services, La Joya Independent School District, La Joya, Tex.,
January 10, 1995.

Hall-Ellis, Sylvia D. MARC Cataloging of Audiovisual Materials for Library Media Centers. Sponsored and hosted
by the Office of Library Media and Technology Services, Cypress-Fairbanks Independent School District,
Houston, Tex., December 1, 1994,

Hall-Ellis, Sylvia D. The School Library Media Specialist in the 21°' Century: Visions for the Future.
Sponsored and hosted by United Independent School District, Laredo, Tex., October 14, 1994.

Hall-Ellis, Sylvia D. The School Library Media Specialist in the 21° Century: Visions for the Future.
Sponsored and hosted by the Laredo Independent School District, Laredo, Tex., October 7, 1994.

Hall-Ellis, Sylvia D. MARC Cataloging for Library Media Centers. Sponsored by the Office of Library Media and
Technology Services, Cypress-Fairbanks Independent School District, Houston, Tex., October 5, 1994.

Hall-Ellis, Sylvia D. Jump to the Head of the Class: Undergraduate Library Resources Available at Sam Houston
State University. Sponsored by the Office of the Associate Vice President for Student Services, Sam Houston
State University, Huntsville, Tex., October 4, 1994.

Hall-Ellis, Sylvia D. CD-ROMs - 1994's Newest and the Best for Secondary Level Media Centers. Sponsored and
hosted by Clear Lake Independent School District, Houston, Tex., June 3, 1994.

Hall-Ellis, Sylvia D. Introduction to Classification. Sponsored by AJ Seminars, Rockville, Maryland; presented at
Holiday Inn, Market Center, Dallas, Tex., May 18, 1994.

Hall-Ellis, Sylvia D. Basic Descriptive Cataloging. Sponsored by AJ Seminars, Rockville, Maryland, presented at
University Hilton Hotel, Houston, Tex., May 4, 1994.

Hall-Ellis, Sylvia D. Shaking the Money Tree - Part I1: Writing Successful Grant Applications. Sponsored by Donna
Independent School District, Donna, Texas, and Region One Education Service Center Edinburg, Texas;
presented at South Texas Community College Library, McAllen, Tex., April 29, 1994.

Hall-Ellis, Sylvia D. Using MARC. Sponsored by AJ Seminars, Rockville, Maryland; presented at Holiday Inn,
Market Center, Dallas, Tex., April 6, 1994,

Hall-Ellis, Sylvia D. Automated Authority Control. Sponsored by AJ Seminars, Rockville, Maryland; presented at
University Hilton Hotel, Houston, Tex., March 23, 1994.
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Hall-Ellis, Sylvia D. Automating the District School Library Media Centers: Choices and Opportunities. Sponsored
and hosted by the Office of Technology and Library Media Services, Fort Bend Independent School District,
Sugar Land, Tex., March 4, 1994.

Hall-Ellis, Sylvia D. Shaking the Money Tree - Part I: Preparing Successfill Grant Applications. Sponsored and
hosted by the Office of Library Media Services, Donna Independent School District, Donna, Tex., February 4,
1994.
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GRADUATE COURSES TAUGHT

San José State University, School of Library and Information Science
INFO 249 — Advanced Cataloging and Classification (Fall 2015, 2016; Summer 2016)
INFO 287 — Special Topics in Cataloging and Classification (Spring 2017, 2018, 2019, 2020; Fall 2020)
LIBR 248 — Beginning Cataloging and Classification (Summer 2002, 2003, 2004, 2005, 2006)
LIBR 249 — Advanced Cataloging and Classification (Summer 2003; Fall 2014; Summer 2015)

University of Denver, University College
Grant Writing Certificate Seminar for Non-Profit Organizations (Fall 2020)

University of Denver, Morgridge College of Education

HED 5991 — Grant Writing in Higher Education (Spring 2011)

LIS 4010 — Organization of Information (Fall 2002, 2003, 2004, 2005, 2006, 2009; Winter 2005; Spring 2004,
2005, 2006)

LIS 4020 — Professional Principles and Ethics (Summer 2000)

LIS 4040 — Management of Libraries and Information Centers (Fall 2010; Spring 2003, 2009 (DS); Winter
2005)

LIS 4070 — Cataloging and Classification (Winter 2008, 2009, 2010, 2011, 2012; Fall 2009 (DS))

LIS 4321 - Collection Management (Spring 2005)

LIS 4326 — LIS Research (Winter 2009 (DS); Spring 2009 (DS))

LIS 4350 — Adult Materials and Services (Summer 2006, 2009)

LIS 4379 — Social Sciences Resources (Spring 2009)

LIS 4400 — Cataloging and Classification (Spring 2000, 2001; Winter 2002, 2003, 2004, 2005, 2006, 2007,
2008, 2009; Summer 2005, 2006 — course renumbered LIS 4070, September 2007)

LIS 4401 — Descriptive Cataloging (Winter 2001; Spring 2002, 2003, 2006, 2007, 2008, 2009; Summer
2005)

LIS 4402 — Subject Cataloging (Spring 2001, 2009; Summer 2005, 2006, 2007, 2008)

LIS 4403 - Classification Schemes (Fall 2007, 2008, 2009 (DS))

LIS 4405 — Authority Control (Winter 2009)

LIS 4510 — Materials and Services for Children (Winter 2004; Summer 2005)

LIS 4620 — Grant Writing and Fundraising (Summer 2000, 2002, 2004, 2010; Winter 2006; Fall 2006,

2007, 2008, 2009)

LIS 4700 — Seminar in Technical Services (Fall 2001)

LIS 4700 — Seminar in Public Libraries (Summer 2002)

LIS 4804 — Management of Electronic Records (Spring 2004; Fall 2005)

LIS 4902 — Capstone Projects (Winter 2003, Spring 2008, 2009, 2011)

LIS 4910 — Independent Study (every quarter Winter 2000 through Spring 2011)

LIS 4920 — Service Learning (every quarter Summer 2004 through Spring 2011)

RMS 4954 — Grant Writing (Summer 2013, 2014)

RMS 4959 — Content Analysis Methodology (Spring 2015)

QRM 4978 — Grant Writing (Summer 2011, 2012)

Rutgers University, School of Communication and Information
SC&I 522 — Cataloging and Classification (Summer 2013)

University of Arizona, College of Behavioral and Social Sciences
LIS 602 — Cataloging and Classification (Summer 1995)
LIS 612 — Advanced Online Search and Retrieval (Summer 1995)

Sam Houston State University, College of Education & Applied Science
LIS 532 - Cataloging and Classification (Fall 1993, 1994, 1995)
LIS 563 - Advanced Cataloging and Classification (Summer 1994)
LIS 567 - Research Methods (Spring 1994, Spring 1995)
LIS 591 - Educational Technology (Spring 1994, 1995)
LIS 596 - Networking and Computer Technologies in Education (Fall 1993, Summer 1994, Fall 1995)
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Dissertations at the University of Denver

Bowers, Stacey L. Library Anxiety of Law School Students: A Study Utilizing the Multidimensional Library Anxiety
Scale. Chair, May 5, 2010.

Fattor, Melissa M. Student Engagement Differences by Ethnicity and Scale for Ninth Grade Students.
Chair, November 1, 2010.

Fulton, Roseanne. 4 Case Study of Culturally Responsive Teaching in Middle School Mathematics. Kent Seidel,
Chair, June 18, 2009, Outside Chair.

Grealy, Deborah S. Tribes and Territories in Library and Information Studies Education. Bruce Uhrmacher, Chair,
June 10, 2008, Committece Member.

McCord, J. Michael. Developing a Standard of Care for Educational Malpractice. Chair, April 15, 2011.

Priebe, Sarah J. Distinguishing Effects of Domain and General Knowledge on Passage Fluency and Comprehension.
Jan Keenan, Chair. July 21, 2011, Outside Chair.

Snyder-Mondragon, Sandra M. Institutional Factors that Impact the Retention of Graduate Students of Color in
Schools of Library and Information Science: A Metaregression of Accredited Library School Statistics on
Student Retention and Graduation Rates. Kathy Green, Chair, July 24, 2009, Committec Member.

Taylor, Karen Pickles. Effective Teaching. Elinor Katz, Chair, July 15, 2009, Outside Chair.

Thompson, Jennifer. Distinguishing a Western Women'’s College: A History of the Curriculum and Student
Experience at Colorado Women'’s College. Edith W. King, Chair, July 16, 2010, Committee Member.

Walker, Emelda. Influence of Organizational Factors on Job Satisfaction of Disability Service Providers at
Postsecondary Institutions. Chair, April 29, 2010.

Dissertation Proposals at the University of Denver

Bowers, Stacey L. Library Anxiety of Law School Students: A Study Utilizing the Multidimensional Library Anxiety
Scale. Chair, November 5, 2009.

McCord, J. Michael. Developing a Standard of Care for Educational Malpractice. Edith W. King, Chair.
April 23, 2010.

Thompson, Jennifer. History of Colorado Women s College. Edith W. King, Chair, October 30, 2008. Committee
Member.

Walker, Emelda. Influence of Organizational Factors on Job Satisfaction of Disability Service Providers at
Postsecondary Institutions. Chair, July 21, 2009.

Dissertations at Other Institutions
Rodriguez-Mori, Howard. The Information Behavior of Puerto Rican Immigrants to Central Florida, 2003-2009:
Grounded Analysis of Six Case Studies Use of Social Networks during the Migration Process. Kathleen
Burnett, Chair, April 10, 2009, Florida State University, Committee Member.

Schwartz, Brian More than a Look-up Skill: Medical Information Literacy Education in Osteopathic Medical
Schools. D. Mirah Dow, Chair, July 18, 2017. Emporia State University, Committec Member.

Snow, Karen. 4 Study of the Perception of Cataloging Quality among Catalogers. Shawne D. Miksa, Chair, August
1, 2011. University of North Texas, Committec Member.
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Dissertation Proposals at Other Institutions

Schwartz, Brian More than a Look-up Skill: Medical Information Literacy Education in Osteopathic Medical
Schools. D. Mirah Dow, Chair, December 4, 2015. Emporia State University, Committee Member.

Snow, Karen. 4 Study of the Perception of Cataloging Quality among Catalogers. Shawne D. Miksa, Chair, May
11, 2010. University of North Texas, Committee Member.

Master’s Thesis at the University of Denver
Hemingson, Jeff. Recital Paper. Lamont School of Music, February 2010, Outside Chair.
Capstones at the University of Denver
Anthony, Alisa. Correlation of Library and Information Science Program outcomes and Vacant Position
Qualifications Listed on the Colorado State Library Jobline by Employers During the Period September 1,
2000 through August 31, 2002. Chair, Winter Quarter, 2003.

Borden, Donna M. Improving Emergency Communications Systems: Is a Radio Communications Network the
Answer? Fall Quarter, 2014.

Bowden, Heather L.M. Exploring Biological Models for Long-term Data Preservation. Chair, Spring Quarter, 2008.

Casenada, Cassandra Y. Challenges to the Recruitment, Education, and Retention of Librarians of Color. Chair,
Spring Quarter, 2008.

Chang, Jennifer C. Legal Research Practice and Preference: A Law Firm Perspective. Chair, Spring Quarter 2011.

Ellis, Megan S. Fitzgerald. Design of a Public Library Adult Volunteer Recruitment Program and Training
Curriculum. Chair, Winter Quarter, 2003.

Kircher, Kathy. Development of a Library Pathfinder for Exobiology and Posting it on the Internet. Chair, Winter
Quarter, 2003.

Melhado, Loretta. Design of St. John'’s Episcopal Church Library. Chair, Spring Quarter, 2008.

Radcliff, Kathy. Original Cataloging of Archival materials in the HERS Collection in Penrose Library. Chair,
Winter Quarter, 2003.

Sass, Carol Ann. ACT Periodical Index: Access to Catholic Thinking Periodical Index: Web Index to Select Catholic
Periodicals. Spring Quarter 2000.

Stone, Sergio D. Conducting Community Analysis for the Bemis Public Library (Littleton, Colorado) Using 2002
U.S. Census Data and the Online Outcome-Based Evaluation Toolkit. Chair, Winter Quarter, 2003.

Tureson, Tamara. Design and Use of an Information Audit Tool for Use in a Law Library. Chair, Winter Quarter,
2003.

Tweed, Beth. Evaluation of Email Reference Service in a Consumer Health Library Environment. Chair, Winter
Quarter, 2003.
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GRANTS AND CONTRACTS

Student Learning in Agriculture STEM through Teacher Professional Development. Research team: Stanton Gartin
(PI) and Cyndi Hofmeister, Northeast Junior College; Jeff Cash, Cheryl Sdnchez, Anne-Marie Crampton, Lamar
Community College; Suzanna Spears, Morgan Community College; Jack Wiley, Kerry Gabrielson, Trinidad
State Junior College; Michael J. Miller, Colorado State University; Michael Womochil (Co-PI), Casey Sacks,
and Sylvia D. Hall-Ellis, Colorado Community College System. U.S. Department of Agriculture, Agriculture
and Food Research Initiative, Food, Agriculture, Natural Resources and Human Sciences Education and Literacy
Initiative, $404,460 (2017-2020)

Leading and Achieving: the Colorado Agriculture Regional Consortium. Research team: Jack Wiley (PI), Kerry
Gabrielson, Trinidad State Junior College; Jeff Cash (PI), Cheryl Sanchez, Anne-Marie Crampton, Lamar
Community College; Suzanna Spears, Morgan Community College; Cyndi Hofmeister, Northeast Junior
College; Michael Womochil (Co-PI), Casey Sacks, and Sylvia D. Hall-Ellis, Colorado Community College
System. U.S. Department of Agriculture, Hispanic Serving Institutions Education Grants Program, $504,414
(2017-2020)

Cyber Prep Program Planning Grant. Research team: Debbie Sagen (PI), Brenda Lauer, Pikes Peak Community
College; Gretchen Martin, Koiosa Insights; and, Sylvia D. Hall-Ellis, Colorado Community College System.
U.S. Department of Commerce, Regional Alliances and Multi-stakeholder Partnerships to Stimulate (RAMPS)
Cybersecurity Education and Workforce Development, $199,681 (2016-2018)

Career and Technical Education in Colorado: Pathways to Education and Employment. Research team: Heather
McKay (PI), Rutgers University; Sarah Heath, Casey Sacks, Sylvia D. Hall-Ellis, Colorado Community College
System. U.S. Department of Education, Institute of Education Sciences, $1.400,000 (2017-2021)

Pre-Alliance Planning Grant Colorado Community College Alliance. Research team: Victor Vialpondo (PI) and
Janel Highfill, Community College of Aurora; Heidi Loshbaugh (Co-PI), Community College of Denver; Rick
Reeves, Bill McGreevy, Liz Cox, and Kristin Aslin, Red Rocks Community College; Cathy Pellish, Front
Range Community College; Samuel DeVries, Arapahoe Community College; Sylvia D. Hall-Ellis, Colorado
Community College System. National Science Foundation, Louis Stokes Alliance for Minority Participation
(LSAMP), $86,817 (2016-2017)

Towards Scalable Differentiated Instruction Using Technology-enabled, Competency-based, Dynamic Scaffolding.
Research team: Karen Wilcox (PI) and Vijay Kumar, Center for Computational Engineering, Massachusetts
Institute of Technology; Flora McMartin, Broad-based Knowledge; Quinsigamond Community College; and,
Casey Sacks, and Sylvia D. Hall-Ellis, Colorado Community College System. U.S. Department of Education,
First in the World Developmental Grant, $2,891,882 (2015-2019)

Colorado Strategic Partnerships Emergency Grant. Research team: Elise Lowe-Vaughn (PI), Amy Hodson, Celia
Hardin, Barbara McBride, James Newby, Christopher Dewhurst, Nina Holland, Kate Anderson, Mary Ann Roe,
Chrystalynn Chrystalynn, Elaine Edon, Mona Barnes, Tom Morgan, Rob Hanni, and Marie Valenzuela,
Colorado Department of Labor and Employment; Steve Anton, Joelle Brouner, and, Katie Griego, Colorado
Department of Human Services; Rebecca Holmes, Judith Martinez, and Jennifer Jirous, Colorado Department of
Education; Emily Templin Lesh, Colorado Workforce Development Council; Cory Everett, Colorado
Department of Regulatory Agencies; and, Casey Sacks and Sylvia D. Hall-Ellis, Colorado Community College
System. U.S. Department of Labor, Strategic Partnerships Emergency Grant, $5,000,000 (2015-2017)

CAEL Jump Start Program: Competency-Based Education. Research team: Jerry Migler (PI), Casey Sacks, Debra
Cohn, Thomas Hartman, and Sylvia D. Hall-Ellis, Colorado Community College System; Matt Jamison,
Front Range Community College; Mike Coste, Red Rocks Community College; Amanda Corum, Pueblo
Community College; Janet Colvin, Pikes Peak Community College; and, Mary Ann Matheny, Community
College of Denver. Council for Adult and Experiential Learning, $15,000 (2015)

Summit on the Redesign of Developmental Education. Research team: Jerty Migler (PI), Casey Sacks, and Sylvia D.
Hall-Ellis, Colorado Community College System; Chip Nava, Pueblo Community College; Kim Moultney,
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Arapahoe Community College; Debbie Ulibarri, Trinidad State Junior College; and, Kris Bernard, Front Range
Community College. American Association of Community Colleges, $15,000 (2015-2016)

Equity in Excellence at Colorado Community Colleges. Research team: Keith Howard (PI) and Sylvia D. Hall-Ellis,
Colorado Community College System; Estela Mata Bensimon, Center for Urban Education, University of
Southern California; and Kerry Gabrielson, Trinidad State Junior College. Colorado Department of Higher
Education, Colorado Opportunity Scholarship Program, $150,000 (2015-2016)

MBA High School of Business in Colorado. Research team: Laurie Urich (PI) and Sylvia D. Hall-Ellis, Colorado
Community College System; Rudolph Sumpter and Beatrice Gerrish, Boulder Valley Schools; Keith Curry
Lance, RSL Research Group. Colorado Department of Higher Education, Colorado Opportunity Scholarship
Program, $501,295 (2015-2016)

Fullbridge Program in Colorado. Research team: Keith Howard (PI) and Sylvia D. Hall-Ellis, Colorado Community
College System; Suzanna Spears, Fort Morgan Community College; and, Cheryl Sanchez and Anne-Marie
Compton, Lamar Community College. Colorado Department of Higher Education, Colorado Opportunity
Scholarship Program, $300,000 (2015-2017)

Colorado Community College System Alternative Credit Program. Research team: Jerry Migler (PI), Keith Howard,
and Sylvia D. Hall-Ellis, Colorado Community College System. American Council on Education, $13,000
(2015)

Internationalization in Higher Education. Researcher: Samuel D. Museus. Technical reviewer for MCE: Sylvia D.
Hall-Ellis. University of Denver, Office of Internationalization, $8,000 (2014-2015)

International Perspectives on Bilingual Education. Researcher: Sharolyn Pollard-Durodola. Technical reviewer for
MCE: Sylvia D. Hall-Ellis. University of Denver, Office of Internationalization, $3,700 (2014-2015)

Cultivating Culturally Relevant and Responsive Curriculum and Pedagogy in College. Researcher: Samuel Museus.
Technical reviewer for MCE: Sylvia D. Hall-Ellis. University of Denver, iRise Grant, $5,000 (2014-2015)

Project EMERGE (Educational Model for Evaluation and Replicability in Gifted Environments). Research team:
Norma Hafenstein (PI) and Bruce Uhrmacher. Technical reviewer for MCE: Sylvia D. Hall-Ellis. Lynde and
Harry Bradley Foundation, $235,000 (2014-2015)

Collecting Asian American Refugee Stories. Researcher: Samuel Museus. Technical reviewer for MCE: Sylvia D.
Hall-Ellis. American Educational Research Association, Research Grant, $5,000 (2014-2015)

Developing Expertise in Teaching K-5 Mathematics. Research team: Julie Sarama (PI) and Douglas H. Clements
(Co-PI), in partnership with the School of Education at the University of Michigan. Technical reviewer for
MCE: Sylvia D. Hall-Ellis. National Science Foundation, $130,344 (2013-2015)

Investigation of the Long-Term Outcomes for Special Education Students. Researcher: Antonio Olmos-Gallos.
Technical reviewer for MCE: Sylvia D. Hall-Ellis. Jefferson County School District, Office of Assessment,
$40,000 (2014)

Refigee Community Collaboration. Researcher: Vicki Tomlin (PI) in partnership with the African Community
Center and Jewish Family Service. Technical reviewer for MCE: Sylvia D. Hall-Ellis. University of Denver,
Center for Community Engagement and Service Learning, $14,854 (2014-2015)

Access to Mathematics for All. Research team: Richard S. Kitchen (PI), Nicole M. Russell (Co-PI), and Terrence
Blackman (Co-PI), Curriculum Studies and Teaching Program, Morgridge College of Education; Alvaro Arias
(Co-PI, Department of Mathematics); and, James Gray (Co-PI), Department of Mathematics, Community
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College of Aurora. Technical reviewer for MCE: Sylvia D. Hall-Ellis. National Science Foundation, The Robert
Noyce Scholarship Program, Capacity Building Project, $349,926 (2014-2016)

Cognitive Test Battery for Intellectual Disabilifies. Research team: Karen Riley (PI), Lyndsay Agans, Jessica
Lerner, and Karin Dittrick-Nathan in partnership with David Hessl (PI), The MIND Institute at the University of
California — Davis, and Elizabeth Berry-Kravis, Rush University Medical Center. Technical reviewer for MCE:
Sylvia D. Hall-Ellis. National Institutes of Health, Outcome Measures for Use in Treatment Trials for
Individuals with Intellectual and Developmental Disabilities (R0O1), $2.499,996 ($588.672 at DU) (2014~
2019)

Broadening Participation in Engineering among Women and Latino/as: A Longitudinal, Multi-Site Study.
Researcher: Patton Garriott (PI) in partnership with the University of North Dakota and the University of
Missouri. Technical reviewer for MCE: Sylvia D. Hall-Ellis. National Science Foundation, HER Core Research,
$677.390 ($69,992 at DU) (2014-2019)

Designing a Teacher Evaluation System to Improve Teacher Effectiveness for Culturally and
Linguistically Diverse Learners. Research team: Maria del Carmen Salazar (PI), Jessica Lerner, and Kathy
Green. Technical reviewer for MCE: Sylvia D. Hall-Ellis. University of Denver, Professional Research
Opportunities for Faculty, $29,988 (2014-2016)

Developing a College-Going Culture in Latina/O Families: Exploring the Influence of Funds of
Knowledge on Family Outreach Programs. Researcher: Judy Marquez Kiyama. Technical reviewer for
MCE: Sylvia D. Hall-Ellis. University of Denver, Professional Research Opportunities for Faculty, $18,720
(2014-2016)

Assessment of Quality of Life in Neutral Implantation Surgery for the Treatment of Parkinson's Disease. Researcher:
Cynthia McRae. Technical reviewer for MCE: Sylvia D. Hall-Ellis. University of Denver, Office of
Internationalization, $3,967 (2014-2015)

Pura Vida: Cloud Forest, Curriculum and Cross-Cultural Study. Research team: Norma Hafenstein (PI) and Bruce
Uhrmacher (Co-PI). Technical reviewer for MCE: Sylvia D. Hall-Ellis. University of Denver, Office of
Internationalization, $8,000 (2014-2015)

Online Course Development for Curriculum and Instruction. Researcher: Ruth Chao. Technical reviewer for MCE:
Sylvia D. Hall-Ellis. University of Denver, Office of Teaching and Learning, $3,000 (2014)

Online Course Development for Curriculum and Instruction. Researcher: Maria del Carmen Salazar. Technical
reviewer for MCE: Sylvia D. Hall-Ellis. University of Denver, Office of Teaching and Learning, $3.000 (2014)

Online Course Development for Curriculum and Instruction. Researcher: Jessica Lerner. Technical reviewer for
MCE: Sylvia D. Hall-Ellis. University of Denver, Office of Teaching and Learning, $3,000 (2014)

Online Course Development for Curriculum and Instruction. Researcher: Duan Zhang. Technical reviewer for
MCE: Sylvia D. Hall-Ellis. University of Denver, Office of Teaching and Learning, $3,000 (2014)

The Mathematics Education of African Americans, 1866 — 1954. Researcher: Nicole M. Russell. Technical reviewer
for MCE: Sylvia D. Hall-Ellis. National Academy of Education, Spencer Foundation Postdoctoral Fellowship,
$55,000 (2014-2016)

Early Childhood Care and Education Study. Research team: Carrie Germeroth (PI), Melissa Mincic, and Douglas H.

Clements. Technical reviewer for MCE: Sylvia D. Hall-Ellis. State of North Dakota, Department of Public
Instruction, $73,500 (2013-2014)
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Graduate Level Specialty in Addiction Counselor Training with Emphasis on Integration of Native American
Specific Content. Research team: Ruth Chao (PI) and Michael J. Faragher (Co-PI). Technical reviewer for MCE:
Sylvia D. Hall-Ellis. The Galena Foundation, $289,732 (2013-2016)

The Collecting Asian American and Pacific Islander Refugee Stories (CARS) Project. Researcher: Samuel Museus.
Technical reviewer for MCE: Sylvia D. Hall-Ellis. University of Denver, Center for Community Engagement
and Service Learning, $15,000 (2014)

Parents in Transition: A Multiple Case Study of Parent and Family Orientation Programs. Researcher: Judy
Marquéz Kiyama. Technical reviewer for MCE: Sylvia D. Hall-Ellis. University of Denver, Faculty Research
Fund, $1,500 (2014-2015)

The Sistah Network: Black Women Graduate Students Supporting and Retaining Each Other. Researcher; Nicole M.
Russell. Technical reviewer for MCE: Sylvia D. Hall-Ellis. University of Denver, Faculty Research Fund,
$2,708 (2014-2015)

Evaluation of the Northeast Denver Babies Read)y for College Program. Research team: Carrie Germeroth (PI),
Melissa Mincic, and Douglas H. Clements. Technical reviewer for MCE: Sylvia D. Hall-Ellis. Mile High
Montessori, $9,922 (2013-2014)

Developing Teaching Expertise in K-5 Mathematics. Research team: Julie Sarama (PI) and Douglas Clements
(University of Denver), in partnership with Timothy Boerst (PI), Meghan Shaughnessy, Deborah Ball, Hyman
Bass (School of Education at the University of Michigan). Technical reviewer for MCE: Sylvia D. Hall-Ellis.
National Science Foundation, $449.827 ($130,344 at the University of Denver (2013-2015)

Early Learning Care and Education Study Program Grant for the State of North Dakota. Research team: Carrie
Germeroth (PI), Melissa Mincic, and Sheridan Green. Technical reviewer for MCE: Sylvia D. Hall-Ellis. State of
North Dakota Department of Public Instruction, $73,500 (2013-2014)

Local Professional Learning Community for School Leaders. Research team: Susan Korach (PI), Kristina Hesbol,
and Rebecca McClure. Technical reviewer for MCE: Sylvia D. Hall-Ellis. Education Development Center,
$10,950 (2013)

Healthy Eaters, Lifelong Movers 2: Implementing Evidence-Based School Environment, Policy, and Curricular
Changes to Increase Opportunities for Healthy Eating and Physical Activity in Low Income, Rural Colorado.
Research team: Elaine Berlansky, University of Colorado at Denver (PI), Nicholas Cutforth, University of
Denver (Co-PI), and Allison Reeds. Technical reviewer for MCE: Sylvia D. Hall-Ellis. Colorado Health
Foundation, $3,103,108 (2013-2017)

Hughes Rare Books Library Room Renovation in the Sturm College of Law. Project team: Patti H. Marks, Sylvia D.
Hall-Ellis, and Leigh Elliott. Mabel T. Hughes Charitable Trust, $34,000 (2013-2014)

The Promise Center Parmership with the Marsico Institute for Early Learning and Literacy and the City and
County of Denver. Research team: Karen Riley (PI), Douglas H. Clements (Co-PI), and Sheridan Green.
Technical reviewer for MCE: Sylvia D. Hall-Ellis. The Piton Foundation, $223,468 (2013-2014)

Center of Excellence for Problem Gambling. Research team: Ruth Chao (PI) and J. Mike Faragher. Technical
reviewer for MCE: Sylvia D. Hall-Ellis. Colorado Department of Behavioral Health, $68,021 (2012-2013)

United Way Implementation and Validation Review. Research team: Douglas H. Clements (PI), Amanda Moreno,
and Sheridan Green. Technical reviewer for MCE: Sylvia D. Hall-Ellis. Mile High United Way, $19,737 (2013)

Math/Science Partnership in Rural Districts. Research team: Kristen Bunn (P, Eagle County Schools), Paul

Michalec (Co-PI), and Alegra Reiber. Technical reviewer for MCE: Sylvia D. Hall-Ellis. Colorado Department
of Education, Colorado’s Mathematics and Science Partnership Program, $750,000 (2013-2014)
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Mathematics and Science Education of African Americans. Research team: Nicole Russell (PI), Sylvia D. Hall-Ellis,
Steve Fisher (Penrose Library). Technical reviewer for MCE: Sylvia D. Hall-Ellis. University of Denver,
Professional Research Opportunities for Faculty, $29,994 (2013-2015)

Online Course Development for Curriculum and Instruction. Researcher: Nicole Russell. Technical reviewer for
MCE: Sylvia D. Hall-Ellis. University of Denver, Office of Teaching and Learing, $3,000 (2013)

Discourse and Opportunity: Undocumented Students and Higher Education Policy. Researcher: Ryan Gildersleeve.
Technical reviewer for MCE: Sylvia D. Hall-Ellis. National Academy of Education, Spencer Foundation
Postdoctoral Fellowship, $55,000 (2012-2014)

An Anthropological Study of the Latino Graduation Ceremony. Researcher: Ryan Gildersleeve. Technical reviewer
for MCE: Sylvia D. Hall-Ellis. Spencer Foundation, $39,900 (2012-2013)

Fragile-X and Pharmaceutical Company: Clinical Trial of AFQ056. University of California — Davis Children’s
Hospital MIND Institute (Sacramento), Children’s Hospital Denver, and Rush Children’s Hospital at Rush
University Medical Center (Chicago). Karen Riley, PI. Technical reviewer for MCE: Sylvia D. Hall-Ellis.
Novartis Pharmaceuticals Corporation, $394,206 (2012-2014)

Project Engage, Phase 2, a DAPRA Grant in partnership with Total Immersion Systems, Inc., and Texas A&M
University. Research team: Karen Riley (PI) and Lyndsay Agans (Co-PI). Technical reviewer for MCE: Sylvia
D. Hall-Ellis. U.S. Department of Defense, $60,000 (2011-2013)

International School Psychology Practicum Exchange. Researcher: Gloria L. Miller. Technical reviewer for MCE:
Sylvia D. Hall-Ellis. University of Denver, Center for Community Engagement and Service Learning, $14,951
(2012-2013)

Online Course Development for Curriculum and Instruction. Research team: Bruce Uhrmacher (PI) and Norma
Hafenstein (Co-PI). Technical reviewer for MCE: Sylvia D. Hall-Ellis. University of Denver, Office of Teaching
and Learning, $18,193 (2012-2014)

Writers in the Schools. Research team: Karen Riley (PI) and Amanda Moreno (Co-PI).Technical reviewer for MCE:
Sylvia D. Hall-Ellis. Colorado Humanities, $4,965 (2012-2013)

Learning Ecosystem Validation Grant. Research team: Karen Riley (PI), Lyndsay Agans, Kent Seidel, and Shimelis
Assefa. Technical reviewer for MCE: Sylvia D. Hall-Ellis. Bill & Melinda Gates Foundation, $315,000 (2012-
2013)

Project Words of Oral Reading and Language Development (WORLD). Research team: Jorge E. Gonzalez (PI),
Texas A&M University; Laura Saenz (Co-PI), University of Texas — Pan American; and, Sharolyn Pollard-
Durodola (Co-PI), University of Denver. Technical reviewer for MCE: Sylvia D. Hall-Ellis. U.S. Department of
Education, Institute of Education Sciences, $53.354 (2012-2015); award $640,718, transfer from Texas A&M
University

Increasing the Efficacy of an Early Mathematics Curriculum with Scaffolding Designed to Promote Self-Regulation.
Research team: Douglas H. Clements (PI) and Julie Sarama (Co-PI). Technical reviewer for MCE: Sylvia D.
Hall-Ellis. U.S. Department of Education, Institute of Education Sciences, $1,445,315 (2008-2014); award
$4,541,975, transfer from University at Buffalo, The State University of New York

Using Rule Space and Poset-based Adaptive Testing Methodologies to Identify Ability Patterns in Early
Mathematics and Create a Comprehensive Mathematics Ability Test. Research team: Douglas H. Clements (PI)
and Julie Sarama (Co-PI). Technical reviewer for MCE: Sylvia D. Hall-Ellis. National Science Foundation,
$323,791 (2010-2014); award $1,194,944, transfer from University at Buffalo, The State University of New
York
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Comprehensive Postdoctoral Training in Scientific Education Research. Researcher: Julie Sarama (PI). Technical
reviewer for MCE: Sylvia D. Hall-Ellis. U.S. Department of Education, Institute of Education Sciences,
$133,458 (2010-2014); award $613,353, transfer from University at Buffalo, The State University of New York

Longitudinal Study of a Successful Scaling Up Project: Extending TRIAD. Research team: Douglas H. Clements
(PI), Julie Sarama (Co-PI), and Abt Associates (Carolyn Layzer, Fatih Unlu, Laurie Bozzi, Lily Fesler, Alina
Matrtinez, Cristofer Price, James van Orden). Technical reviewer for MCE: Sylvia D. Hall-Ellis. Institute of
Education Sciences, $384,940 (2011-2015; award $1,250,286, transfer from University at Buffalo, The State
University of New York

Early Childhood Education in the Context of Mathematics, Science, and Literacy. Research team: Julie Sarama (PI),
Douglas H. Clements (Co-PI). Technical reviewer for MCE: Sylvia D. Hall-Ellis. National Science Foundation,
$990,020 (2010-2014; award $2,285,228, transfer from University at Buffalo, The State University of New York

Early Childhood Clearinghouse Information Center Redesign. Research team: Karen Riley (PI) and Amanda
Moreno (Co-PI).Technical reviewer for MCE: Sylvia D. Hall-Ellis. Office of the Lt. Governor of Colorado,
$12,000 (2012-2013)

Morgridge Rural Educational Leadership Initiative. Research team: Lyndsay Agans (PI), Linda Brookhart (Co-PI),
Susan Korach, and Rebecca McClure. Technical reviewer for MCE: Sylvia D. Hall-Ellis. Morgridge Family
Foundation, $100,000 (2012-2014)

Center of Excellence for Problem Gambling. Research team: Patrick Sherry (PI) and J. Mike Faragher. Technical
reviewer for MCE: Sylvia D. Hall-Ellis. Colorado Department of Behavioral Health, $55,000 (2012-2013)

Intermodal Transportation Institute Research Initiatives. Researcher: Patrick Sherty. Technical reviewer for MCE:
Sylvia D. Hall-Ellis. University Transportation Centers Program, Research and Innovative Technology
Administration, U.S. Department of Transportation. $600,000 (2012-2014)

Mile High United Way Social Innovation Fund Early Literacy Initiative. Gloria L. Miller, PI, Amanda Moreano,
Kim Hartnett-Edwards, and Sheridan Green. Technical reviewer for MCE: Sylvia D. Hall-Ellis. Mile High
United Way, $89,992 (2012-2013)

International School Psychology Practicum Exchange. Researcher: Gloria L. Miller. Technical reviewer for MCE:
Sylvia D. Hall-Ellis. University of Denver, Center for Community Engagement and Service Learning, $1,000
(2012-2013)

Refugee Student Art Outreach. Researcher: Karin Dittrick-Nathan. Technical reviewer for MCE: Sylvia D. Hall-
Ellis. University of Denver, Faculty Research Fund, $3,000 (2012-2013)

Resistance, Resilience, and Reciprocity: Centering the Voices of Black Doctoral Women with Faculty Aspirations.
Researcher: Nicole M. Russell. Technical reviewer for MCE: Sylvia D. Hall-Ellis. University of Denver, Faculty
Research Fund, $2,965 (2012-2013)

Assessing Learning through Student Notebooks. Research team: Keith Miller, Nancy Sasaki, and Kathy Green.
Technical reviewer for MCE: Sylvia D. Hall-Ellis. University of Denver, Professional Research Opportunities
for Faculty, $30,000 (2012-2014)

International School Psychology Practicum Exchange. Researcher: Gloria L. Miller. Technical reviewer for MCE:
Sylvia D. Hall-Ellis. University of Denver, Office of Internationalization, $2,000 (2012-2013)

ELO in Colorado. Research team: Cynthia Hazel and Duan Zhang. Technical reviewer for MCE: Sylvia D. Hall-
Ellis. Colorado Legacy Foundation, $150,000 (2012-2013)
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Creating Online LIS Courses. Research team: Mary C. Stansbury (PI), Shimelis Assefa, Denise Anthony, Xiao Hu,
and Krystyna Matusiak. Technical reviewer for MCE: Sylvia D. Hall-Ellis. University of Denver, Center for
Teaching and Learning, $15,000 (2011-2013)

Maritime Piracy Seminar. Researcher: Ved Nanda, The Nanda Center, Sturm College of Law. Technical reviewer
for Sturm College of Law: Sylvia D. Hall-Ellis. Arsenault Family Foundation, $15,000 (2012-2013).

Early Childhood Librarianship: An Interdisciplinary, Experiential Learning MLIS. Researcher: Mary C. Stansbury
(PI). Technical reviewer for MCE: Sylvia D. Hall-Ellis. Laura Bush’s 21st Century Librarians Program, Institute
for Museums and Library Services, $249,066 (2012-2014)

Learning Ecosystem Planning Grant. Research team: Karen Riley (PI), Lyndsay Agans, Kent Seidel, and Shimelis
Assefa. Technical reviewer for MCE: Sylvia D. Hall-Ellis. Bill & Melinda Gates Foundation, $281,217 (2011-
2012)

Advanced Service Learning Practitioner Faculty Grant, Sylvia D. Hall-Ellis, University of Denver, Center for
Community Engagement and Service Learning, $400 (2011)

Evaluating and Enhancing the EspeciallyMe Program. Research team: Lori D. Patton and Nicole Russell. Technical
reviewer for MCE: Sylvia D. Hall-Ellis. University of Denver, Center for Community Engagement and Service
Learning, Public Good Fellowship Grant, $24,780 (2012)

Choosing Excellence: Let Every Child Bloom. Research team: Shimelis Assefa (PI) and Mary C. Stansbury (Co-PI).
Technical reviewer for MCE: Sylvia D. Hall-Ellis. University of Denver, Center for Community Engagement
and Service Learning, Public Good Grant, $7.657 (2012)

K-8 STEM Content Specific Professional Development to Improve Elementary Student Achievement. Research team:
Kent Seidel (PI), Nicole Russell (Co-PI), Kimberly Hartnett-Edwards, Paul Michalec, Jeff Farmer, Keith Miller,
Alegra Reiber, and Nancy Sasaki. Technical reviewer for MCE: Sylvia D. Hall-Ellis. Colorado Department of
Education, Improving Teacher Quality Grant, (Title Il ESEA), $307,299 (2011-2012)

Building a Better Principal Pipeline to Boost Student Achievement. Researcher: Susan Korach. Technical reviewer
for MCE: Sylvia D. Hall-Ellis. Denver Public Schools; a subcontract from the Wallace Foundation Grant,
$170,000 (2011-2017)

Center of Excellence for Problem Gambling. Research team: J. Mike Faragher (Co-PI) and Bobbie Vollmer (PI).
Technical reviewer for MCE: Sylvia D. Hall-Ellis. Colorado Department of Behavioral Health, $79,999 (2011-
2012)

An Exploration of Novice Teachers' Core Competencies: Impacts on Student Achievement, and Effectiveness of
Preparation. Research team: Kent Seidel (PI), Kathy Green (Co-PI), Kimberly Hartnett-Edwards, and Duan
Zhang. Technical reviewer for MCE: Sylvia D. Hall-Ellis. Institute of Education Sciences, Effective Teachers
and Effective Teaching, $990,987 (2012-2015)

Project Engage, a DAPRA Grant in partnership with Total Immersion Systems, Inc., and Texas A&M University.
Research team: Karen Riley (PI) and Lyndsay Agans (Co-PI). Technical reviewer for MCE: Sylvia D. Hall-Ellis.
U.S. Department of Defense, $49,964 (2011-2014)

User-centered Evaluation of Music Search Engines. Researcher: Xiao Hu. Technical reviewer for MCE: Sylvia D.
Hall-Ellis. University of Denver, Faculty Research Fund, $2,931 (2011-2012)

Educational Practicum in Vietnam and China to Promote the Inclusion of Young Children with Disabilities.

Researcher: Gloria L. Miller. Technical reviewer for MCE: Sylvia D. Hall-Ellis. University of Denver, Office of
Internationalization, $5,000 (2011-2012)
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Evaluation of Colorado’s Enhancing Quality in Infant-Toddler (EQIT) Initiative. Research team: Virginia R.
Maloney and Amanda Moreno. Technical reviewer for MCE: Sylvia D. Hall-Ellis. Buell Foundation, $395,884
(2011-2013)

Creating Engaging Environments to Teach Pre-Algebra Mathematics to Elementary Students. Research team:
Alvaro Arias, Mario Lopez, Maria del Carmen Salazar, and Lyndsay Agans. Technical reviewer for MCE:
Sylvia D. Hall-Ellis. University of Denver Interdisciplinary Grant, $60,000 (2011-2012)

Morgridge Education Technology Accessible (META) Resource Project. Research team: Lyndsay Agans (PI) and
Shimelis Assefa (Co-PI). Technical reviewer for MCE: Sylvia D. Hall-Ellis. Morgridge Family Foundation,
$36,000 (2011)

MCE Connect: A 21 Century Framework for Faculty Development. Research team: Bruce Uhrmacher (PI),
Shimelis Assefa (Co-PI), Lyndsay Agans (Co-PI), Kimberly Hartnett-Edwards, Norma Hafenstein, Xiao Hu,
Paul Michalec (Co-PI), Maria del Carmen Salazar (Co-PI), and Sandra Snyder-Mondragon. Technical reviewer
for MCE: Sylvia D. Hall-Ellis. University of Denver, Center for Teaching and Learning, $22,355 (2011-2012)

Parent Education and Parent Leadership and Advocacy. Research team: Virginia Maloney (PI) and Amanda
Moreno, Marsico Institute for Early Learning and Literacy. Technical reviewer for MCE: Sylvia D. Hall-Ellis.
Colorado Health Foundation, $27,358 (2010-2011)

Intentional School Culture. Researcher: Cynthia Hazel. Technical reviewer for MCE: Sylvia D. Hall-Ellis. Denver
Public Schools, $38,040 (2010-2011)

Healthy Eaters, Lifelong Movers: Implementing Evidence-Based School Environment, Policy, and Curricular
Changes to Increase Opportunities for Healthy Eating and Physical Activity in Low Income, Rural Colorado.
Research team: Elaine Berlansky, University of Colorado at Denver (PI), Nicholas Cutforth, University of
Denver (Co-PI), and Allison Reeds. Technical reviewer for MCE: Sylvia D. Hall-Ellis. Colorado Health
Foundation, $1,683,277 (2011-2014)

Second Life Learning Community. Research team: Don McCubbrey (PI), Sylvia D. Hall-Ellis (Co-PI), Walter
LaMendola, and Paul Novak. University of Denver, Center for Teaching and Learning, $13,000 (2010-2011)

Reintroducing the Value of Law Librarians to Academic and Public Librarians in Colorado through the
Identification and Use of Emerging Technologies. Research team: Sylvia D. Hall-Ellis (Co-PI), Stacey L.
Bowers (PI), and Christopher Hudson, in partnership with Denver Public Library, Arapahoe Library District, and
the Colorado State Supreme Court Library. University of Denver, Center for Community Engagement and
Service Learning, $5.773 (2010-11)

Reintroducing the Value of Law Librarians to Public Librarians through the Identification and Use of Emerging
Technologies and Resources. Research team: Stacey Bowers (PI) and Sylvia D. Hall-Ellis (Co-PI). American
Association of Libraries, Wolters Kluwer Law & Business Grant Program, $2,725 (2010-2011)

Faculty Service Learning Pod. Research team: Maria del Carmen Salazar and Nicholas Cutforth (Curriculum and
Instruction Program), Frank Tuitt (Higher Education Program), Cynthia Hazel and Gloria Miller (Child, Family,
and School Psychology Program), and Sylvia D. Hall-Ellis (Library and Information Science Program).
University of Denver, Center for Community Engagement and Service Learning, $8,000 (2010-2011)

Lincoln Collaborative. Research team: Antonio Esquibel (Principal, Lincoln High School), Maria del Carmen
Salazar (Curriculum and Instruction Program), and. Sylvia D. Hall-Ellis. School Improvement Grant, Denver
Public Schools, $375,000 (2010-2012)

Future LEADers of America: Leaders I1I. Research team: Denver Public Library (Kristen Svendson, PI), the
University of Denver (Sylvia D. Hall-Ellis), the Colorado Chapter of REFORMA (Orlando Archibeque), and the
Colorado Association of Libraries (Martin Garnar). Laura Bush’s Recruiting Librarians for the 21%' Century
Program, Institute for Museums and Library Services, $988,366 (2009-2012)
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Teaching for Success in the Library Environment: LIS 4030 in Library 2.0. Research team: Deborah S. Grealy (PI)
and Sylvia D. Hall-Ellis (Co-PI). University of Denver, Center for Teaching and Learning, $ 9,350 (2009-10)

Writing Group Faculty Grant, Sylvia D. Hall-Ellis, University of Denver, Center for Community Engagement and
Service Learning, $750 (2008-2009)

Collaborative Learning Faculty Grant, Sylvia D. Hall-Ellis, University of Denver, Center for Teaching and
Learning, $1,500 (2008)

Connecting Information Literacy to Learning. Research team: Lori Micho, Merrie Valliant, Amanda Samland, and
Sylvia D. Hall-Ellis. Colorado State Library, LSTA Discretionary Grant Program, $19,548 (2008-2009)

Law Librarianship Fellows Program. Research team: Sylvia D. Hall-Ellis (PI), Stacey Bowers (Co-PI), and
Christopher Hudson, Westminster Law Library. Laura Bush’s 21% Century Librarians Program, Institute for
Museums and Library Services, $999,370 (2008-2012)

Grant Writing in a Cooperative Learning Environment. Sylvia D. Hall-Ellis. University of Denver, Center for
Teaching and Learning, $2,000 (2008-2009)

Project Homeless Connect 6 Event Evaluation. Research team: Sylvia D. Hall-Ellis and Duan Zhang. University of
Denver Center for Community Engagement and Service Learning, $9,785 (2008)

Project Ecuador: International Learning Service Libraries — A Faculty Development Experience in Ecuador. Sylvia
D. Hall-Ellis, Office of Internationalization, University of Denver, $600 (2007)

Project Ecuador: International Learning Service Libraries — A Faculty Development Experience in Ecuador. Sylvia
D. Hall-Ellis, International Service Learning Office, University of Denver, $400 (2007)

Project Homeless Connect 5 Event Evaluation. Research team: Sylvia D. Hall-Ellis and Duan Zhang. University of
Denver Center for Community Engagement and Service Learning, $1,000 (2007)

Project Homeless Connect 4 Event Evaluation. Research team: Sylvia D. Hall-Ellis and Duan Zhang. University of
Denver Center for Community Engagement and Service Learning, $4,595 (2007)

Future LEADers of America: Leaders II. Research team: Denver Public Library (Kristen Svendson, PI), the
University of Denver (Sylvia D. Hall-Ellis), and the Colorado Chapter of REFORMA (Orlando Archibeque).
Laura Bush’s Recruiting Librarians for the 21 Century Program, Institute for Museums and Library Services,
$988,518 (2007-2010)

Strategic Planning Assistance for the Denver Medical Library. Sylvia D. Hall-Ellis. Denver Medical Library, Inc.,
$30,000 (2006-2007)

Destiny Software for JMAC Student Lab. Sylvia D. Hall-Ellis, gift from the Sagebrush Corporation, Minneapolis,
Minnesota, $10,000 (2006)

Libraries: Tools for Education and Development Worldwide: A Faculty Development Experience in France. Sylvia
D. Hall-Ellis, Office of Internationalization, University of Denver, $800 (2005)

Denver Public Library: Opportunities for Change. Sylvia D. Hall-Ellis, Colorado Community Based Research
Network, $2,000 (2005)

Future LEADers of America. Research team: Denver Public Library (Letty Icolari and Steve Taylor, PIs), Emporia

State University (Jim Agee), and the University of Denver (Sylvia D. Hall-Ellis). Recruiting Librarians for the
215t Century Program, Institute for Museums and Library Services, $670,315 (2005-2008)
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American Association of University Professors Summer Institute Professional Development Grant. Sylvia D. Hall-
Ellis, American Association of University Professors, $300 (2005)

Beta Phi Mu Alumni Tea. Sylvia D. Hall-Ellis, gift from the Office of Alumni and Parent and Relations, University
of Denver, $2,000 (2005)

Spectrum Sofiware for LIS Student Lab. Sylvia D. Hall-Ellis, gift from the Sagebrush Corporation, Minneapolis,
Minnesota, $5,000 (2005)

Developing Research Capacity in Community Organizations and Residents through Training and Technical
Assistance. Nicholas J. Cutforth (PI) and Sylvia D. Hall-Ellis. Piton Foundation, $25,000 (2005-2006)

Libraries: Tools for Education and Development Worldwide: A Faculty Development Experience in Argentina.
Sylvia D. Hall-Ellis, Office of Internationalization, University of Denver, $500 (2004)

Developing Research Capacity in Community Organizations and Residents through Training and Technical
Assistance. Research team: Nicholas J. Cutforth (PI), Gary Lichtenstein and Sylvia D. Hall-Ellis, Piton
Foundation, $25,000 (2003-2004)

Increasing Spanish-Speaking and Hispanic Diversity among Library and Information Science Students at the
University of Denver: Development of a Student Recruitment Model. Researcher: Sylvia D. Hall-Ellis (PI),
Office of Multicultural Excellence, University of Denver, $2,750 (2003-2004)

Collection Development Enrichment to Support the Cataloging & Classification Specialization and School
Librarianship within the Library & Information Science Program at the University of Denver. Research team:
Sylvia D. Hall-Ellis (PI) and Deborah S. Grealy. Women’s Library Association, University of Denver, $4,000
(2003)

Collection Development Enrichment to Support the Library & Information Science Program at the University of
Denver. Research team: Deborah S. Grealy (PI) and Sylvia D. Hall-Ellis. Women’s Library Association,
University of Denver, $4,000 (2001)

Wireless LAN for Library Education. Research team: Deborah S. Grealy (PI) and Sylvia Hall-Ellis. University of
Denver, Center for Teaching and Learning, $24,000 (2001-2002)

Upward Bound — A Program for South Texas Youth. Research team: Monte Churchill, Executive Director of
Community Relations; Gary R. Sauceda, Outreach Coordinator; Raymond Hernandez, (PI) Associate Dean for
Student Success; and Sylvia D. Hall-Ellis, South Texas Community College (McAllen, Texas). U.S. Department
of Education, Office of Postsecondary Education, $2,672,003 (1999-2003)

Write Now! Improving Elementary Students' Writing Skills. Research team: Caryl G. Thomason, Assistant
Superintendent (PI); Karen Tankersley, Principal; and, Hal Anderson, Director of Technology, Cheyenne
Mountain School District 12 (Colorado Springs, Colorado); and Sylvia D. Hall-Ellis. Colorado Department of
Education, Educational Telecommunications Unit, $189,453 (1999-2001)

Operation Quick Start -- Distance Learning in Rural Colorado. Research team: Randal Weigum, Technology
Coordinator (PI); Bonnie Barns, Director of Federal Programs and Staff Development; and, Adam "Joe" Raskop,
Executive Director, Southeastern Board of Cooperative Educational Services (Lamar, Colorado); and Sylvia D.
Hall-Ellis. Colorado Department of Education, Educational Telecommunications Unit, $400,000 (1999-2001)

Advanced Technological Training for Information Professionals for the 21* Century. Research team: Mario Reyna,
Division of Business Director (PI) and Sylvia D. Hall-Ellis, South Texas Community College (McAllen, Texas).
Phi Delta Kappa and the National Science Foundation, $250,000 (1999-2001)

Working Connections — Training Information Technologies Professionals for the 21 Century. Research team:
Mario Reyna, Division of Business Director (PI) and Sylvia D. Hall-Ellis, South Texas Community College
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(McAllen, Texas). Microsoft Corporation and the American Association of Community Colleges, $1,147,775
(1999-2001)

The ROAD (Research Oriented Amplification of Development to Literacy) Program. Research team: Deborah J.
Leong (PI), Metropolitan State University; Elena Bodrova, Metropolitan State University; Dmitri Semenov,
Robert J. Marzano, and Sylvia D. Hall-Ellis, Mid-continent Regional Educational Laboratory (Aurora,
Colorado). Hewlett-Packard Foundation, $25,000 (1998-1999)

Press to Literacy. Research team: Deborah J. Leong (PI), Metropolitan State University; Elena Bodrova,
Metropolitan State University; Dmitri Semenov, Robert J. Marzano, and Sylvia D. Hall-Ellis, Mid-continent
Regional Educational Laboratory (Aurora, Colorado). The Denver Post and the Robert S. McCormick
Foundation, $49,818 (1998-1999)

International Telementor Center. Research team: David Neils, David B. Frost (PI), and Sylvia D. Hall-FEllis, Mid-
continent Regional Educational Laboratory (Aurora, Colorado). Hewlett-Packard Philanthropy, $100,000 (1998-
1999)

America Reads: Providing Tutor Training for the America Reads Challenge. Research team: Louis F. Cicchinelli
(PI) and Sylvia D. Hall-Ellis, Mid-continent Regional Educational Laboratory (Aurora, Colorado). U.S.
Department of Education, Office of Educational Research and Improvement, $306,000 (1998-1999)

Comprehensive School Reform. Research team: Louis F. Cicchinelli (PI), J. Timothy Waters, and Sylvia D. Hall-
Ellis, Mid-continent Regional Educational Laboratory (Aurora, Colorado). U.S. Department of Education,
Office of Educational Research and Improvement, $285,000 (1998-1999)

Sustainable Energy Education (SEE) Program for Grades 4-8: Preparing Today’s Youth for Lifelong Learning and
Responsible Actions in Energy Conservation. Research team: Mary Gromko, Colorado Department of
Education; Gene McCarthy, Rocky Flats Field Office, U.S. Department of Energy; Gina Kissell, National
Renewable Energy Laboratory; and Barbara L. McCombs (PI), Janet L. Bishop, and Sylvia D. Hall-Ellis, Mid-
continent Regional Educational Laboratory (Aurora, Colorado). State of Colorado Governor’s Office for Energy
Conservation, $499,936 (1997-1999)

Review of Kansas Curriculum Standards in Mathematics and Language Arts. Research team: Robert J. Matrzano
(PI), John S. Kendall, David B. Frost, and Sylvia D. Hall-Ellis, Mid-continent Regional Educational Laboratory
(Aurora, Colorado). Submitted to the Kansas State Department of Education, $25,903 (1998)

International Telementor Center. Research team: David Neils, John Kuglin, Chris Rapp, David B. Frost (PI), and
Sylvia D. Hall-Ellis, Mid-continent Regional Educational Laboratory (Aurora, Colorado). Hewlett-Packard
Company, $54,752 (1998)

Genesis Mission: Education Public Outreach. Developed in partnership by the Jet Propulsion Laboratory, California
Institute of Technology, Los Alamos National Laboratory, Lockheed Martin Astronautics, and the Mid -continent
Regional Educational Laboratory (Aurora, Colorado). Research team: John T. Sutton (PI), Alice Krueger,
Martha Henry, Greg Rawls, Shae Isaacs, Jeff Johnson, Deb Jordan, Arlene Mitchell, David B. Frost, Jana
Caldwell, J. Timothy Waters, and Sylvia D. Hall-Fllis. National Aeronautics and Space Administration,
$139,700,000; subcontract award, $4,750,000 (1997-2007)

North Dakota Mathematics Assessment Project. Developed in partnership by the North Dakota Department of
Education and Mid-continent Regional Educational Laboratory (Mid-continent Regional Educational
Laboratory). Research team: Ann Clapper, Clarence Bina, Greg Gallagher, North Dakota Department of
Education; Don Burger (PI), Hillary Michaels, and Sylvia D. Hall-Ellis, Mid-continent Regional Educational
Laboratory (Aurora, Colorado). U.S. Office of Education, $1,618,214; subcontract award, $389,076 (1997-
2001)
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Pacific Resources for Education and Learning Distance Education: Project Evaluation. Developed in partnership
by the Pacific Educational Community, the Pacific Resources for Education and Learning (PREL), and Mid-
continent Regional Educational Laboratory (McREL). Research team: John W. Kofel (PI), Executive Director,
PREL; J. Timothy Waters, Executive Director; Joan Buttram, Robert Keller, and Sylvia D. Hall-Ellis, Mid-
continent Regional Educational Laboratory (Aurora, Colorado). U.S. Office of Education, Star Schools
Program, $10,000,000; subcontract award, $500,000 (1997-2002)

Identification of Bilingual Gifted and Talented Children: A Comprehensive School Grants for Bilingual Education.
Developed in partnership by Hidalgo (Texas) ISD, Los Fresnos (Texas) CISD, Progreso (Texas) ISD, University
of Texas — Pan American (Edinburg, Texas), and Education Service Center, Region One (Edinburg, Texas).
Research team: Hilda Medrano, Dean, College of Education, University of Texas — Pan American; Linda
Phemister (PI), Janie Navarro, and Sylvia D. Hall-Ellis, Education Service Center, Region One. U.S. Department
of Education, Office of Bilingual Education and Minority Languages Affairs, $1,670,633 (1997-2002)

Academics 2000: First Things First -- The Texas Goals 2000. Developed for Jim Hogg (Hebbronville, Texas)
County ISD, Mirando City (Texas) ISD, and San Isidro (Texas) ISD. Research team: Hilda Medrano, Dean,
College of Education, University of Texas - Pan American (Edinburg, Texas); Angie Lehmann, Amy Mares,
Ellen Gonzalez (PI), and Sylvia D. Hall-Ellis, Education Service Center, Region One (Edinburg, Texas). Texas
Education Agency, $339,987 (1997-2000)

Southwestern Bell’s Learning Communities Initiative. Developed for Tech Prep of the Rio Grande Valley, Inc.
(Harlingen, Texas); the Center for Professional Teacher Development, University of Texas — Brownsville; Teach
for America — Rio Grande Valley (McAllen, Texas); and Education Service Center, Region One (Edinburg,
Texas). Research team: Patricia G. Bubb, Executive Director (PI), Tech Prep of the Rio Grande Valley; Martin
Winchester, Executive Director, Teach for America — Rio Grande Valley; Aileen Johnson, Director, School of
Education, University of Texas — Brownsville; and Sylvia D. Hall-Ellis. Southwestern Bell Foundation,
$100,000 (1997-1998)

Texas School to Work: Regional Implementation. Developed for Tech Prep of the Rio Grande Valley, Inc.
(Harlingen), South Texas Community College (McAllen), Texas State Technical College (Harlingen), Texas
Southmost College (Brownsville), Empowerment Zone of the Rio Grande Valley (Mercedes), Project VIDA
(Weslaco), Youth Fair Chance (McAllen), and Education Service Center, Region One (Edinburg). Research
team: Patricia G. Bubb (PI), Tech Prep of the Rio Grande Valley; Stephen Vassberg, Texas State Technical
College; Ellen Trevino, Youth Fair Chance; Wanda Garza, Project VIDA; Leonardo Olivares, University of
Texas — Pan American; Michael Bell, South Texas Community College; and Sylvia D. Hall-Ellis. Texas
Workforce Commission, $4,250,000 (1997-2002).

Comprehensive Bilingual Education Grant for Hidalgo ISD and Roma ISD. Developed for Hidalgo (Texas) ISD,
Roma (Texas) ISD, College of Education, University of Texas — Pan American (Edinburg, Texas), and
Education Service Center, Region One (Edinburg, Texas). Research team: Tomas Thomas (PI), Director, Office
of Bilingual Education and Sylvia D. Hall-Ellis. U.S. Department of Education, Office of Bilingual Education
and Minority Languages Affairs, $1,531,361 (1997-2002)

Lopez High School, Porter High School, Rivera High School, Central Middle School, and Perkins Middle School,
Brownsville (Texas) Independent School District. Telecommunications Infrastructure Fund Board, $1,473,611
(1997-1998)

Donna High School, Todd Middle School, and Solis Middle School, Donna (Texas) Independent School District.
Telecommunications Infrastructure Fund Board, $704,052 (1997-1998)

Memorial Middle School and Nellie Schunior Middle School, La Joya Independent School District (Texas).
Telecommunications Infrastructure Fund Board, $293,641 (1997-1998)
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Martin High School, Christen Middle School, Cigarroa Middle School, Lamar Middle School, Laredo (Texas)
Independent School District. Telecommunications Infrastructure Fund Board, $1,200,000 (1997-1998).

Lasara Middle School, Lasara (Texas) Independent School District. Telecommunications Infrastructure Fund Board,
$246,210 (1997-1998)

Los Fresnos High School and Resaca Middle School, Los Fresnos (Texas) Consolidated Independent School
District. Telecommunications Infrastructure Fund Board, $500,000 (1997-1998)

Lyford Junior High School, Lyford (Texas) Independent School District. Telecommunications Infrastructure Fund
Board, $354,997 (1997-1998)

Travis Middle School, McAllen (Texas) Independent School District. Telecommunications Infrastructure Fund
Board, $269,139 (1997-1998)

Mission High School, Mission (Texas) Independent School District. Telecommunications Infrastructure Fund
Board, $297,010 (1997-1998)

Progreso High School, Progreso (Texas) Independent School District. Telecommunications Infrastructure Fund
Board, $300,000 (1997-1998)

San Perlita High School, San Perlita (Texas) Independent School District. Telecommunications Infrastructure Fund
Board, $293,490 (1997-1998)

Myra Green Junior High School, Raymondville (Texas) Independent School District. Telecommunications
Infrastructure Fund Board, $225,000 (1997-1998)

Rio Grande City High School, Ringgold Middle School, Gruella Middle School, Rio Grande City (Texas)
Independent School District. Telecommunications Infrastructure Fund Board, $809,934 (1997-1998)

Rio Hondo Junior High School, Rio Hondo (Texas) Independent School District. Telecommunications Infrastructure
Fund Board, $297,024 (1997-1998)

Roma High School, Roma (Texas) Independent School District. Telecommunications Infrastructure Fund Board,
$333,178 (1997-1998)

San Benito High School, Miller Jordan Junior High School, San Benito (Texas) Consolidated Independent School
District. Telecommunications Infrastructure Fund Board, $547,000 (1997-1998)

Santa Maria High School and Santa Maria Middle School, Santa Maria (Texas) Independent School District.
Telecommunications Infrastructure Fund Board, $400,000 (1997-1998)

Salvador High School, United Independent School District (Laredo, Texas). Telecommunications Infrastructure
Fund Board, $250,879 (1997-1998)

Weslaco High School, Cabaza Middle School, Cuellar Middle School, Weslaco (Texas) Independent School
District. Telecommunications Infrastructure Fund Board, $874,242 (1997-1998)

Principals’ Assessment and Training Center. Developed for Education Service Center, Region One (Edinburg,
Texas). Research team: Roberto Zamora, Leonel Barrera, William H. Parry, and Sylvia D. Hall-Ellis. Texas
Principals’ Leadership Initiative, Texas Association of Secondary School Principals, Texas Association of
Elementary School Principals, and the Sid Richardson Foundation. $461,439 (1996-1998)

The Texas Library Connection -- Integrating and Sharing Resources. Developed for Hidalgo County Library System
(McAllen), Cameron County Library System (Brownsville), South Texas Community College (McAllen), the
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University of Texas - Pan American (Edinburg), University of Texas — Brownsville, and Education Service
Center, Region One (Edinburg). Research team: William R. McGee, Coordinator, Hidalgo County Library
System; Joe Garcia, Director, Cameron County Library System; Michael D. Bell, Library Director, South Texas
Community College; Eleanor Folger Foster, University Library, University of Texas - Pan American; Jaime Vela
(PI), Director of Instructional Technology and Media Services, Ron Pontius, Instructional Technology, and
Fabiola Fuentes, Media Services, Education Service Center, Region One; and Sylvia D. Hall-Ellis. Office of
Library Media Services, Technology Services, Texas Education Agency. $8,000 (1996-1997)

Developing Leadership Communities for Improving Algebra I for All Students. Developed for a partnership of the
Region One Statewide Systemic Initiative Team. Research team: Noel Villarreal (PI), Eduardo Cancino, and
Sylvia D. Hall-Ellis, Education Service Center, Region One (Edinburg). Texas Statewide Systemic Initiative for
Reform in Mathematics, Science and Technology Education to The Charles A. Dana Center for Mathematics and
Science Education, The University of Texas at Austin. $25,000 (1996-1997)

Academics 2000: First Things First -- The Texas Goals 2000. Developed for Edinburg (Texas) CISD. Research
team: Hilda Medrano, Dean, College of Education, University of Texas - Pan American (Edinburg); Helen
Jones, Director (PI), Gifted and Talented Education, Edinburg CISD; and Sylvia D. Hall-Ellis, Education Service
Center, Region One (Edinburg). Texas Education Agency, $750,000 (1996-2001)

Texas Teachers Empowered for Achievement in Mathematics (TEXTEAM) Institute for Algebra I. Developed for
Hidalgo ISD, Jim Hogg (Hebbronville) County ISD, La Joya ISD, La Villa ISD, Lyford ISD, Mission CISD,
Pharr-San Juan-Alamo ISD, Rio Hondo ISD, San Isidro ISD, San Perlita ISD, Santa Maria ISD, Santa Rosa,
Sharyland ISD, Valley View ISD, Webb (Laredo) CISD, Weslaco ISD, and Zapata County (Zapata) ISD.
Research team: Noel Villarreal (PI), Chuck McInteer, Ellen M. Gonzalez, Education Service Center, Region One
(Edinburg); and Sylvia D. Hall-Ellis. Chatles A. Dana Center for Mathematics and Science Education,
University of Texas - Austin, $15,975 (1996)

Community Learning Center for La Villa, Texas. Developed for Edcouch-Elsa Independent School District.
Research team: Noe Gonzalez (PI), Assistant Superintendent, Edcouch-Elsa Independent School District, and
Sylvia D. Hall-Ellis. Delta Region Subzone, Rio Grande Valley (Texas) Rural Empowerment Zone, $325,000
(1996-1997)

Monte Alto (Texas) Community Learning Center. Developed for Monte Alto Independent School District. Research
team: Homero A. Diaz (PI), Superintendent, Monte Alto Independent School District, and Sylvia D. Hall-Ellis.
Delta Region Subzone, Rio Grande Valley (Texas) Rural Empowerment Zone, $300,000 (1996-1997)

Community Learning Center for La Villa, Texas. Developed for La Villa Independent School District. Research
team: Sam Gonzalez (PI), Assistant Superintendent, La Villa Independent School District; and Sylvia D. Hall-
Ellis. Delta Region Subzone, Rio Grande Valley (Texas) Rural Empowerment Zone, $325,000 (1996-1997)

Building Project for Taylor Elementary. Developed for Mercedes (Texas) Independent School District. Research
team: Mrs. Denise Rivera, Librarian, and Eduardo Infante, Principal, Taylor Elementary School; Ismael S. Cantu
(PI), Federal Programs Director, Mercedes Independent School District; and Sylvia D. Hall-Ellis. Delta Region
Subzone, Rio Grande Valley (Texas) Rural Empowerment Zone, $375,000 (1996-1997)

Border Education Network (BEN) - Distance Education through Cable Television. Developed for Edinburg (Texas)
Consolidated Independent School District. Research team: Noe Torres (PI), Library Media Specialist, Magdalena
Rosas, Library Media and Technology Coordinator, Edinburg Consolidated Independent School District; and
Sylvia D. Hall-Ellis, Education Service Center, Region One (Edinburg). Edinburg (Texas) Consolidated School
District, $250,000 (1996-1997)

Multiservice One-Stop Open Enrollment Charter School. Developed for the Information Referral Resource
Assistance, Inc. (McAllen, Texas). Research team: Pablo Perez and Aguie Pena (PI), Executive Director,
Information Referral Resource Assistance, Inc.; Roberto Zamora and Sylvia D. Hall-Ellis, Education Service
Center, Region One (Edinburg). Texas Education Agency, $3,066,000 (1996-2001)
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Project OK: A Community Youth Opportunities Grant for Summer, 1996. Developed for McAllen (Texas)
Independent School District, St. Joseph the Worker Catholic Church, and the Office of Adult Education,
Education Service Center, Region One. Research team: Father Bart Flatt, St. Joseph the Worker Catholic
Church; Noe Calvillo (PI), Office of Adult Education; Maria Louisa Garcia, McAllen Independent School
District; and Sylvia D. Hall-Ellis, Education Service Center, Region One (Edinburg). Texas Protective and
Regulatory Agency through the Office of the Mayor, City of McAllen, $350,000 (1996-2001).

Early Childhood: a Time of Discovery. Developed for a partnership of Lasara ISD, Rio Hondo ISD, San Perlita ISD,
the School of Education, University of Texas - Brownsville, and Education Service Center, Region One
(Edinburg). Research team: Hugo Rodriguez, Dean, School of Education, University of Texas - Pan American;
Leonel Barrera and Jack Damron, Field Service Agents, Ellen M. Gonzalez (PI), Administrator for Student
Instructional Services, Ruth Solis, Education Specialist in Special Education, and Sylvia D. Hall-Ellis, Education
Service Center, Region One (Edinburg). Texas Education Agency, $722,090 (1996-2001)

Innovative Gifted and Talented Programs for Early Childhood and Elementary Education Students. Developed for a
partnership of Edinburg (Texas) CISD, the School of Education, University of Texas - Pan American
(Edinburg), and Education Service Center, Region One (Edinburg). Research team: Hilda Medrano, Dean,
School of Education, University of Texas - Pan American; Helen de la Garza (PI), Director of Elementary
Curriculum and Instruction, Edinburg CISD; and Sylvia D. Hall-Ellis. Texas Education Agency, $750,000
(1996-2001)

Reading Recovery in Early Elementary Grades. Developed for a partnership of La Villa (Texas) ISD the School of
Education, University of Texas - Pan American (Edinburg), and Education Service Center, Region One
(Edinburg). Research team: Hilda Medrano, Dean, School of Education, University of Texas - Pan American;
Marcario Salinas (PI), Supervisor of Elementary Curriculum and Instruction, La Villa ISD; and Sylvia D. Hall-
Ellis, Education Service Center, Region One. Texas Education Agency, $750,000 (1996-2001)

Connected Mathematics Project for Middle and Junior High Students. Developed for a partnership of Michigan
State University, The Charles A. Dana Center for Mathematics and Science Education, The University of Texas
at Austin and Region One Statewide Systemic Initiative Team. Research team: Jack Damron, Chuck McInteer,
Noel Villarreal (PI), and Sylvia D. Hall-Ellis, Education Service Center, Region One (Edinburg). National
Science Foundation through Michigan State University to the Charles A. Dana Center at the University of Texas
- Austin, $539,610 (1996-1999)

Sharing Resources: Testing the Interlibrary Loan Potential of the Texas Library Connection -- Integrating Media
Resources. Developed under the sponsorship of the Hidalgo County Library System (McAllen) and Education
Service Center, Region One (Edinburg). Research team: William H. McGee, Hidalgo County System
Coordinator; Fabiola Fuentes, Library Media; Ronald Pontius (PI), Instructional Technology, Education Service
Center, Region One; and Sylvia D. Hall-Ellis. Library Media Services Program, Office of Technology Services,
Texas Education Agency, $25,000 (1996-1997)

State and Federal Adult Education JOBS Program. Developed for Education Service Center, Region One
(Edinburg). Research team: Noe Calvillo (PI), Director, Adult Education Program, and Sylvia D. Hall-Ellis.
Adult Education Program, Texas Education Agency, $532,846 (1995-1996)

Creating Safe and Drug-Free Schools and Communities. Developed for a partnership of the Region One Consortium
for Safe and Drug-Free Education Environments. Research team: Clara Contreras (P1), Health Specialist, and
Sylvia D. Hall-Ellis, Education Service Center, Region One (Edinburg). Texas Education Agency, $150,000
(1995-1996)

Developing Leadership Communities for Improving Mathematics Performance for All Students on Title I Campuses.
Developed for a partnership of the Region One Statewide Systemic Initiative Team. Research team: Jack
Damron, Chuck MclInteer, Noel Villarreal (PI), and Sylvia D. Hall-Ellis, Education Service Center, Region One
(Edinburg). Texas Statewide Systemic Initiative for Reform in Mathematics, Science and Technology Education
to The Charles A. Dana Center for Mathematics and Science Education, The University of Texas at Austin,
$50,669 (1995-1996)
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The Impact of Library Resource Centers on Academic Achievement in Selected Public Schools in South Texas.
Sylvia D. Hall-Ellis (PI). Developed under the sponsorship of the Department of Library Science, College of
Education and Applied Science, Sam Houston State University (Huntsville). Texas Association of School
Librarians, Children's Services Round Table, and Young Adults Round Table (Austin, Texas), $2,500 (1995)

School Library Media Specialists Fellowship Program. Sylvia D. Hall-Ellis (PI). Developed under the sponsorship
of the Department of Library Science, College of Education and Applied Science, Sam Houston State University
(Huntsville, Texas). U.S. Department of Education, HEA Title I1-B, Library Education and Human Resource
Development Program, $44,000 (1995-1996)

Planning for Educational Technology. Research team: Ruth Ann Riggins (PI), Director of Library Media and
Technology Services, Donna (Texas) Independent School District; Noe Torres, Education Service Center,
Region One; Patricia G. Bubb, Tech Prep of the Rio Grande Calley, Inc; Michael D. Bell, South Texas
Community College; and Sylvia D. Hall-Ellis, Sam Houston State University. Developed under the sponsorship
of Donna (Texas) Independent School District, Education Service Center, Region One (Edinburg), Tech Prep of
the Rio Grande Valley, Inc. (Harlingen), South Texas Community College (McAllen), and the Department of
Library Science, Sam Houston State University (Huntsville). Funded through Infusion of Educational
Technology Planning Grant Program (H.B. 18: Models). Texas Education Agency, $18,000 (1993-1994)

The Impact of Library Resource Centers on Academic Achievement in Selected Public Schools in South Texas.
Sylvia D. Hall-Ellis (PI) and Mary Ann Berry. Developed under the sponsorship of the Department of Library
Science, College of Education and Applied Science, Sam Houston State University (Huntsville). Sam Houston
State University Research Enhancement Fund, $7,500 (1993-1994)

Electronic Mail Resource Sharing System: Management and Operation of the lowa Computer-Assisted Network.
State Library of Towa, $294,000 (1986-1993)

The Iowa Locator: 4 CD-ROM Resource Sharing Tool. State Library of Iowa, $567,000 (1986-1992)

Statewide Database Development: An OCLC Tape Analysis To Determine Feasibility. State Library of South
Dakota, $15,000 (1987)

The Iowa Locator: A Feasibility Study. State Library of Iowa, $50,000 (1986)

Electronic Mail Resource Sharing System: A Feasibility Study for Libraries in the State of Iowa. State Library of
Towa, $5,000 (1985)

Access Pennsylvania: A Feasibility Study. State Library of Pennsylvania, $50,000 (1984)

Automating Library Administrative and Management Tasks: Procurement and Distribution of Microcomputer
Systems for District Library Centers in the Commonwealth of Pennsylvania. State Library of Pennsylvania,
$495,000 (1982)

Sharing Serial Titles Resources: Procurement and Distribution of Microfiche Readers for 550 Libraries in the
Commonwealth of Pennsylvania. State Library of Pennsylvania, $500,000 (1982)

Electronic Mail System: A Pilot Project for Libraries throughout the Commonwealth of Pennsylvania. State Library
of Pennsylvania, $125,000 (1982)

Literacy Program for Adults in Rural Upstate New York State: Program Outreach and Evaluation - Phase 3.
Appalachian Regional Commission, $50,000 (1981)

Database Building: A Cooperative Project of the Finger Lakes Library System (Ithaca), Four County Library

System (Binghamton), and the Southern Tier Library System (Corning). New York State Library, $450,000
(1980-1985)
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Faces of the Southern Tier: A Professional Photographer-in-Residence. New York State National Endowment for
the Humanities, $25,000 (1980)

Literacy Program for Adults in Rural Upstate New York State: Program Implementation - Phase 2. Appalachian
Regional Commission, $50,000 (1980)

Small Business Resources Center: A Pilot Project for Rural Public Libraries. New York State Library, $50,000
(1980)

Media Programming: A Professional Development Program for Public Librarians in Upstate New York: A Program
in Allegheny, Chemung, Schuyler, Steuben, and Yates Counties. New York State Library, $35,000 (1979)

Information and Library Resources for Inmates and Prisoners in Selected Upstate New York Facilities: A
Cooperative Program in Allegheny, Chemung, Schuyler, Steuben, and Yates Counties. New York State Library,
$25,000 (1979)

Library Resources for Homebound Adults in Upstate New York: An Outreach Program in Allegheny, Chemung,
Schuyler, Steuben, and Yates Counties. New York State Library, $40,000 (1979)

Literacy Program for Adults in Rural Upstate New York State: Program Initiation and Establishment - Phase 1.
Funded by the Appalachian Regional Commission. Awarded to the Corning (New York) Public Library, $50,000
(1979)

Information Reference Services to Homebound Adults. New York State Library, $31,000 (1978)

Books-By-Mail Services to Homebound Adults. New York State Library, $31,000 (1978)

System Headquarters Services and Programs for Public Libraries in District 10. Funded through Library Services
and Construction Act Title I. Texas State Library and Historical Commission, $880,000 (1976)

County Library Development Grant for Atascosita County. Funded through Library Services and Construction Act
Title I. Texas State Library and Historical Commission, $15,000 (1976)

Spanish Language Materials Collection Development Program. Texas State Library and Historical Commission,
$40,000 (1975)

Establishment of System Headquarters for Alamo Regional Library System (District 10) Headquartered at the San
Antonio (Texas) Public Library. Texas State Library and Historical Commission, $800,000 (1975)
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SELECTED CONSULTANTSHIPS
Project Strategic Planning & Funding Proposal Development
Walden University, 2015.
Pikes Peak Library District, 2014.
Douglas County Public Libraries, 2011-2012.
Denver School for Science and Technology, 2008-2011.
Johnson & Wales University, Denver Campus, 2007-2009.
Challenges, Choices, and Images K-12 Charter School, Denver Public Schools, 2007.
Denver Medical Library, Inc., 2006-2010.
Bemis Public Library (Littleton), Ergonomic Design and Facilities Enhancement Consultant, 2003.

Curtis Park Community Center (Denver), Community Technology Center Evaluation and Proposal Development
Consultant, 2003.

Colorado Community Based Research Network (Denver), Funding Research Associate, 2002-
Our Lady of the Rosary Academy (Edgewater), Learning Resource Center Development Project Consultant, 2001-

University of Southern Colorado (Pueblo). Technology Integration and Curriculum Enhancement into Higher
Education Learning Environment. Proposal Development Consultant, 2000.

Jefferson County Library System (Lakewood), 1999-2000.

Southeastern BOCES (Lamar, CO). Distance Learning Curriculum Content Development Project. Proposal
Development Consultant, 1998-2004.

Cheyenne Mountain School District 12 (Colorado Springs, CO). Technology Integration into Elementary Writing
Curriculum Project. Proposal Development Consultant, 1998.

Telecommunications Infrastructure Fund Board Round #2 Application, 1997. Technical assistance to the following:
La Villa (Texas) Independent School District, Mirando City (Texas) Independent School District; Monte Alto
(Texas) Independent School District; San Isidro (Texas) Independent School District.

Telecommunications Infrastructure Fund Board Round #1, 1996. Technical assistance to the following: Brownsville
(Texas) Independent School District; Donna (Texas) Independent School District; Edinburg (Texas)
Consolidated Independent School District; Harlingen (Texas) Consolidated Independent School District; Jim
Hogg County Independent School District (Hebbronville, Texas); La Feria (Texas) Independent School District;
La Joya (Texas) Independent School District; La Villa (Texas) Independent School District; Los Fresnos (Texas)
Consolidated Independent School District; Progreso (Texas) Independent School District; Raymondville (Texas )
Independent School District; Rio Hondo (Texas) Independent School District; San Benito (Texas) Independent
School District; Sharyland Independent School District (Mission, Texas); Weslaco (Texas) Independent School
District; Zapata (Texas) County Independent School District.

South Texas Community College (McAllen). Strategy Development to Meet the Technology Instructional Needs for
Vocational, School-To-Work and Academic Programs, 1994-2000. Development Consultant.
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Donna (Texas) Independent School District. Planning for the Infusion of Technology in Middle Schools Serving
High At-Risk Students, 1994-1995. Research Associate.

Pettus (Texas) Independent School District. Planning for District-wide Automation in School Library Media
Centers: Preparation of Data, and CD-ROM Hardware/Software Configuration Evaluation, 1994. Principal
Investigator.

Fort Bend Independent School District (Sugar Land, TX). Planning for District-wide Automation in School Library
Media Centers, Preparation of Data, and CD-ROM Hardware/Software Configuration Evaluation, 1994-1995.
Principal Investigator.

Northern Waters Library Services (Ashland, WI). Professional Consulting Services to Make Recommendations on
the Development of System-Wide Efforts of the Northern Waters Library Service, 1988-1989. Research
Associate.

State Library of Iowa (Des Moines). The Iowa Locator Compact Disc to Support Multi-Type Libraries Resource
Sharing including Database Design, Building, Production, and Distribution, 1986-1991. Project Director.

State Library of Iowa (Des Moines). lowa Computer-Assisted Network Development, Enhancement, and Operation,
1985-1992. Technical Director.

State Library of South Dakota (Pierre). Statistical Sampling and Analysis of Multi-Institutional OCLC Archive
Tape for Statewide Online Database Building, 1985-1986. Research Associate.

District of Columbia Public Library (Washington, DC). Planning Document for the Retrospective Conversion of
Bibliographic Records and Automation Issues in the 1990's, 1984-1985. Research Associate.

State Library of Pennsylvania (Harrisburg). Database Development for High School Libraries, 1984-1985. Research
Associate.

MINITEX (Minneapolis, MN). Workshops for Retrospective Conversion, Bar Coding, Library Statistics, and OCLC
Serials Format, 1985. Presenter and Research Associate.

ABC Film Consortium (Altoona, Bellefonte, Johnstown, PA). Database Building, System Design, and
Implementation of Online Film Booking System, 1983-1985. Database Manager.

Library Automation -- System Design & Implementation

Douglas County Library District (Castle Rock, CO). Library Automation Technical and System Performance
Specifications, 2001.

Pharr-San Juan-Alamo Independent School District (Pharr, TX). Library Automation Technical and System
Performance Specifications, 1997. Project Development Consultant.

Harlingen (Texas) Independent School District. Planning for District-wide Automation in Junior High School
Library Media Centers: Preparation of Data, and CD-ROM Hardware/Software Configuration Evaluation, 1996.
Principal Investigator.

Sharyland (Texas) Independent School District. Design and Construction of New Elementary School Library and
Technology Resources Center, 1995-1996. Principal Investigator.

South Texas Independent School District (Mercedes, TX). Design and Construction of a New High School Library
and Technology Resources Center, 1995-1996. Principal Investigator.
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Citizens’ Library (Washington, PA). Online Community Resources Files: Design and Implementation, 1984.
Research Associate.

Altoona (Pennsylvania) Hospital. Integrated Online System Upgrade Study, 1984. Research Associate.

State Library of South Dakota (Pierre). Automation Plan and State Database Development, 1982-1983. Principal
Investigator.

State Library of Pennsylvania (Harrisburg). COM Production and Preparation of the Technical Specifications
Document, Procurement, and Distribution of Microcomputers in the Commonwealth of Pennsylvania, 1983-
1984. Research Associate.

Altoona (Pennsylvania) Area Public Library. Integrated System (Circulation/Online Catalog) Study, 1982-1983.
Principal Investigator.

COPSCAULD (Council of Pennsylvania State College and University Library Directors, Edinboro, PA). Design of
Online Media Catalog, 1982. Principal Investigator.

Erie (Pennsylvania) County Library System. Operations Research and Design for Automated Circulation, Hardware
Upgrade and Re-Retrospective Conversion, 1982. Research Associate.

Michigan Library Consortium (Lansing, MI). Tape Management System Design and Implementation, 1982-1984.
Research Associate.

State Library of Pennsylvania (Harrisburg). Preparation of the Technical Specifications Document, Procurement and
Distribution of Microfiche Readers in the Commonwealth of Pennsylvania, 1982. Research Associate.

Community College of Allegheny County, Allegheny Campus (Pittsburgh, PA). Integrated Systems Study, 1981.
Principal Investigator.

Community College of Allegheny County, South Campus (West Mifflin, PA). Retrospective Conversion Training
Program for Handicapped Students, 1981. Technical Director.

Southern Tier Library System (Corning, NY). OCLC Acquisitions Subsystem Evaluation, 1981. Principal
Investigator.

South Central Reference and Research Council (Ithaca, NY). South Central Regional Delivery System, 1980.
Principal Investigator.

Southern Tier Library System (Corning, NY). Newspapers on Microfilm in the Chemung-Southern Tier Library
System, 1979-1981. Principal Investigator.

Cataloging & Bibliographic Database Building

Challenges, Choices, and Images K-12 Charter School, Denver Public Schools, 2007.
Denver Medical Library, Inc., 2006-2010.

Ricks Gifted and Talented School Library, 2005-

American Humane Society (Englewood), 2004-2006.

Fisher Early Learning Center Library, 2004-

Colorado Community Based Research Network (Denver), 2004-

Cloudflare, Inc.  Exhibit 1003  Page 1585



Sylvia D. Hall-Ellis, Ph.D.
Page 50 of 50

Boulder Valley School District (Boulder), 2002-2003.
Douglas Public Library District (Castle Rock), 2001-2002.

Bibliographic Center for Research, Inc. (Denver). Original Cataloging, 2001-2003 & 1992-1993. Professional
Cataloger. Libraries include Arapahoe Library District (Centennial); Clarke College (Clarke, 1A); Kaiser
Permanente Center for Health Research (Portland, KS); Douglas County Library System (Carson City, NV);
Grinnell College (Grinnell, IA); Kansas State University (Manhattan, KS); Kansas State Library (Topeka, KS);
McPherson College (McPherson, KS); Newman University (Wichita, KS); Montana Technical University
(Helena, MT); Montana State Library (Helena, MT); University of Texas Southwest Medical Center Library
(Dallas, TX); Community College of Southern Nevada (Las Vegas, NV); Pikes Peak Library District (Colorado
Springs); Mesa Community College (Grand Junction); Coe College (Cedar Rapids, IA); Briar Cliff College
(Sioux City, IA); Tri-Care Health Systems (Aurora); The Penrose-St. Francis Healthcare System (Colorado
Springs); Westminster Public Library (Westminster); Lutheran Medical Center Medical Library (Wheat Ridge);
American Heritage Center, University of Wyoming (Laramie, WY); National Wildlife Research Center Library
(Lakewood); University of Colorado Health Sciences Center, Denison Memorial Library (Denver); Water
Resources Library, Denver District Office, Bureau of Land Management (Lakewood); Mesa State Community
College Learning Resources Center (Pueblo); Front Range Community College Learning Resources Center
(Westminster).

Colorado Historical Society Library (Denver). Original Cataloging of Serials for Multi-Institutional Union Listing
Project, 1993. Technical Services Associate. Institutional partners: Denver Art Museum, Denver Museum of
Natural History Library, and Denver Botanical Gardens Library.

Arapahoe Library District (Centennial). Original Cataloging of Major Media, 1991.

Original Cataloging Projects: Davis and Elkins College (Elkins, WV), 1989-1990; Waldof College (Forest City,
TA), 1989-1990; Kennametal Corporation (Latrobe, PA), 1984-1985; Pennsylvania Public Libraries Film Center
(Harrisburg), 1982-1985.

Retrospective Conversion Projects: North Central Regional Library Service (Mason City, 1A), 1987-1988;
Southeastern Library Services (Davenport, TA), 1986-1987; Virginia Theological Seminary (Alexandria), 1984-
1985; California University of Pennsylvania (California, PA), 1984-1985; Kennametal Corporation (Latrobe,
PA), 1984-1985;West Virginia University (Morgantown), 1983-1985; Altoona Area Public Library (Altoona,
PA), 1983-1984; George Washington University (Washington, DC), 1983-1984; Indiana University of
Pennsylvania (Indiana, PA), 1983-1985; Health Education Center (Pittsburgh), 1983-1984; Central Pennsylvania
District Library Center (Bellefonte, PA), 1982-1985; Duquesne University Law School Library (Pittsburgh),
1982-1983; Allegheny County Law Library (Pittsburgh), 1982-1984;Calgon Technical Information Center
(Pittsburgh), 1982; Dow Corning Corporation, Technical Information Center (Midland, MI), 1982-1983; Tri-
System Public Library Retrospective Conversion Project (Binghamton, Corning, and Ithaca, NY), 1978-1981,
Technical Project Director.
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1
PACKEY FLOGHING DEFENSE SYSTEM

This fovention was made with Goveounend suppo
under Contract # DAAHGL-GO-C-R2TL awarded by LS,
Army Aviation and Missile Command. The Government has
certain aghts in the nvention.

FELD QF THE INVENTION

The tovention permains o petwork dasa trapsmission cos
rads. More pacicebsrhy, the invention colates 1o sysie
riminvizing ihe offects of packet foading atiacl
3gainst computers o rvwters congected 10 a netwodk

BACKGROUND OF THE INVENTION

Vartous types of sysbems have bheen dwclupt\l for han-
dling werwanted setwidk Jats tansmission incorporating a
mummber of diferemt wchuologices. U.S, Pat. No. 5,581,359
wstied to Craviord ot al. dis s & method that verifies the
wilegnty of datn raosmdied over 3 network by compagiag

ihe destination address for 2 data packet with end station -

addresses stored on netwark repesiers. Where the desting-
thon adiress {adls o match the stored ead station adidoesses,

the dala packet will be disrupied
402

U8 Pat £, 04«
desenbes a e iy whie
tragsmitied botween sodre
addiiresses are those that saiis
by the blocling data struecture. Thus ondy, “pre-approved”
data oan Row trongh such & coatro) mechanisan. ULS. Pst
Moo 5,455,808, tsued to Perhinan discloses a system that
rebies wpon a stored bist of sccepiable packet Ldmmmar\ al
cach node fn the network, U5, Pat, No., ! issued o

Na. msted 0 Jwonbson ef al
e only data packets ihat 2
arad destination petwork
he blockug policies swred

Vijeh et al. descrid system that determines e aecepis
ability of data packets basesd upore & destinatien addre

ax\m o acl(!m‘\ mab.h amd will Qisrupt sty packel ROt satis-
LS. Pat. Now S,.830.815 desued e Lo ol
.L!:s{,a A b}:’-i[t,m that bses scwrce and desitnafion
s maiching to defermine i packets should be trans-
muitled By an cad station o the end stabon disabled frean
participating in the networks § also emiplovs a svstem where
an end station can be disabled by & program that determines
that a certain nimber of unanthorized packets have been
detected. Wihnle other var exast, the above-descabed
designs for handling wws: dwork data transeissions
are lypical of twose sneountercd {n the prior art.

The primary abjeciive of ihe present iovention s o
defend against “packet flooding attacks™ In which s

attacker irdes fo use up all the bandwidth o the victim by
sending dista of ¢
therelry makmg mowe vilu
wivtim slow or pnreliable. A seco
zoatnst a relajed class of smd»& inw Xer {rfes
oy e up some other resource hy sending mere reguests of
some pariicelar {ype io ihe viciim than the viclim can
handle.

One way to view ail these attacks is that a respurce is
being allocaied n an snfuir way, Well behaved users request
reasonable amevats, while atiackers regest gnveasonable
anomis, The nost steight-forward atineation wechasism,
which wight be called “fest come first seeved”, ends up
allocating almost all of the resource o the aftackers, A mose
“fawr” allocation would reduce the bapact of an attackes
that of 3 pormal wser

There are two obvious impediments to the “fair service”
goal sbove, One s fack of a relisble way to associate
incoming packets with those users among whom bandwidth

2

showld be faidy alfocated. The other 18 lack of control over
whit pachets arave. The soiutivn described hore to botkiof
these problems reguicss help from the woutess that forward

is & s ir;}‘mm AMCAE Cconperating
congicted o

i

hines : § . qual-
ity of the ¢ is laed © the size of the wpcmtiug
neighiiog md 4 Ln er mi'\rhbm—hmm pm\'i huwr

M
: ; dm-_; pd!h \\i"{ kLE‘w H}C‘
[h“ “users” s appoykimded by associating packets wih
“places™ & j
packets ave forwsrd N
 a b {or othersvise ressonable) manner sy these places.
1= in this sepse is typicatly a particelar iserface from
\“hir'h & p:mi»:t:t ATF wwd ata umpnalmg Foler,
)

w mh 10 communicate w sth a pdma n lar 15 h'
Lnnptmmw mwhh )rh(md of lhai UEN him

prefes sE
borhond witl as many users as possise.

Raarices will ‘“\H\pﬂ}\ data about the forwasding paih of the
5 that arrive 8t & site, The siic can use this data
wite serviee as desaribed above smong the packets that
This would sobve the probdem of wefadr seovice 3§ the
packets that arrived were a fair sample of those that were
is may nod be the case, how&wcr, i rouiers
h: to forward all the packets 3
\erm is hrmtuj by m.,murk ls 20
for share pasts of th
10 us koi umm\ksicd \am:)

letting routers allocaie thelr services in a :-.mniar way o that
described sbove for sites. That Is, they aHocate the Hivited
Ty ghven puipad in
| plaves In the cooper-

a reisonable way amimg
atin & neigialx-rhtaud.

e is ;hat wopu‘atinf rouiers
pistcr:s

ﬂ’:(. ratg- lll]litlﬂé, reguest Is to hc maclL
s ¢ high rate of yowanted pack
This hi;ip's HJ( ¢

s ui lht. h:tmh& 1lth tnt othet se,
s m)t rechiced, the distnction botween
an importa roke i
"'n,-asmn.tbit- ailmzimﬂ Em’ a site there are aormally some
packets {in fact, the grest majority) that arc .X}’Ji.:_l\,d in &
enise, 18 is reasonable to process these st the

te. All other packets are not exactly
wiwanied, but the aite is willing w0 process thea at onlky
imuited rate. A rensonable appmach & fo schednie these ag
deserbed above (usiag the places {rom which ‘ihu‘ WELT
forwarded} at a o 'm\ andd regard as “newar
that end up being signific .mih/ uld\,\_d {or dis

SUMMARY OF TUE INVENTION
The preseoi tnveniion addresses many of the defteiencies

of prier nehwork defense systems and saisties all of the
objectives described above.

highest possible

)
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3

Apacket Hooding defense system for 3 nebwork providing
1he desired foatures may be coustrucied from the following
cotoponents. The network includes a plurality of host
coympuiers, ropters, commumication H ransted
dati paickeis. Meuans ave provided for clas
ets received al a Dost computer as are means for assoc ialing
3 maxtmum acoeptale provessisg vae with sach class of
dada packel received at the computer. Means are also pro-
wided for the computer to find dormation for packets i
recetves regarding the path by which the packets cawe to the
computer. Thus, the competer can nse the mthemation i
allocaie the processing rate avalable for packets of esch
class o a desired was

In another vanaad, o packed Hooding defense system for g
network including a plurality of host computers, routess,
commugtication lines and trassmitied data packets includes
means for classifying data packets reecived sl a bost com-
puter and means for associaling 8 maximum acceptuble
processing eate with sack elass of data paeket recetved at the
covaputer. Means are provided for the computer to detenmiae
1he raie at whick data packets of cacli class aee wamsmiied
from a rouier o the computer 35 are meass for the router w0
receive information regarding maximnm acceptable trans-
miission raie Bae duts paskets being wansmitted 1o B cone
peter. Means ane provided for the router to control the rate
of trapspvission of data packets from the ouler to the
computer. Thus, the rate of daty packet transmissions
wed at the commpuler Rep bolow the masimum
aeceptable processing rate for each data packet cluss by the
Lm,imi of the rate of transmission of data packets from the
regnter, therehy freving & porion of the netwodk peoviding
data packet mansmission 0 the computer,

In vel anott frant, the rowers I
wding maxi
rate {or each class of data pack
coneputer and the router is capable ¢ cortrolling
trapsmission of each class of date packsts me COFHpULEr.

T stl another variany, a packet fooding defonse systewm
for & oebwork including a plaesiity of host computers,
rotiers, comurugication lines and transmiited dae packets
includes means lor classifyviag data },ackms received @ @
rowmter and means for asoclating @ maximum avceplable
iransssion re with each class ui data packet tecetvad a
he romtes, Means ag pmvid“d for the router fo find wioe
mation for packets # reccives regarding the path by which
the packets came o e rowter, Thes, the router can wse the
wformation to shocais the franspission eate foreach cliss o
3 desired way.

capable of recel
cplable transonissic
oy transivutted fo the

T

nt of the invention, a packet Sooding
defonse system for a oetwork {ncleding « phaality of tost
ersi, routers, vomenuthoation hnes and fransoiited

assityi ny data p.\d\nlk
B A maxi-

1 uvcd ;11 a dr*«l e iu mld feans
T 3 ‘giuhk FRAtSTASRION ras \\‘nh uu.h | of data
packet received at the first rouler. Means are provided for the
first rowter to defermine the rate at which dsta packets of
each class are transmitted foom a seeond rouger To the first
rewer ds are means for the seeond router o recelve infur-
mation regarding maximum acoeptabile transmission vats for
& packets being ransmitied fo the first rouier. Meaus are
provided for the seeond vouter (0 cootwol the mite of wans-
mission of data packets feoon the second rouler to the st
roaee. Thas, the vate of dats packet teansraissions received
st the first rovter is kepl below the maximum acceptable
ransmission raie for cach data packet class by the contonl of
the rate of iransmission of duta packets from the second
roer, thereby Fresing & wn of the netwod povidiug
dat packet fransmission o the first rowter.

n

U

the tle of 34

wn

=~
N

4

In vet a forther variat, the second ramters is capable of
receiving tnformation regaciing maximum acceplable tamns-
mssion rate for each elass of dara packet being tragsniiied
to the fiest rosier and ihe second router s capable aof
coumolling the ale of transission of sach class of dia
packets to the first rauter.

In another variant, 9 packet fooding dele sten for a
netwodk dnchuding o phality of host computers, oalers,
communicativg lines ‘n‘d transavitted duta packets inchudes
at deast one frewall. The Hrewall includes hardware and
software seoviag o control packet transmission between the
network and @ host compuler coupected W wn interail
network, Means are provided for classifving dats packeis
recefved 3t the frewall as are means for associanag a
MAXIMEm ¢ sbe Eransmussion mte withs each class of
data packet roceived at the Arewall. Means ave provided for
the firewsall 1o find inlormation for packets B reccives
regarding e path by which the packets came m the firewall
Thus, the ficowall Can wse the rafuvemation fo allocaie the
fransmussion rate for cach class 1o a aiesiﬁfcd WaY.

I still another variant of the invey a packet fooding
defense sysiom for 8 nctwnek incluci m a pimczim ol host
CONERMETS, FOUCDS, CONMIBY ion lnes asd transmitled
data packets weludes at least one frewall, The tsirewall
includes hardware and software seeving to codred packed
transmission befween the nepivork and a host mmputc:r
conpected o an trernal aetwork and means for classityi
data pm.km Muvut atthe ;LILW&H Yeat 8 #e ;mmd I\ a)r

cach class of data packet ree s'»u[ al the firewall as are
mcans for the firewslt o detenuine the mte at which duz
pac of cach cl;— s are transmitied from a ronter o the
firewall. Mesns € prov Wid for the router to © indor-
mation mgardm;é maximum accsptabie transmission rale for
data packeds being trausuritied fo the irewall 8z are means
for the reder o copdrel the rate of irensmission of dafz
packets fram the touser 0 the Hrewsil Thus, the rate of data
packet transmissions received at the firewall & kept below
fhe maximum accepteble ransmission rate for cact dats
packet class by the controf 0f the rite of transarission of data
packets fron the router, thereby Breeing o portion of the
nelwork providing data packe! tragsmission to the frewail

[n a fiead vartast of the investion, the rwter s capable of
receiving information regarding madimwn accepishle irans-
mission raie for cach class of daty packet being transmiticd
to the frewall and the onier is capable of coutrolling the rate
of transmission of cach olass of ddm packets to the fArewsii

An apprecistion of the other aims and objectives of the
present mwenting and an understanding of It mey be
achieved by referring 1 the sccompanylag deawings o the
detailed des v preferred embodiment.

DBESCRIFIION OF THE DRAWINGS

FIG. 1 is a schematic view of a first cobodiment of the
{nvention iusival the assochyion of maxigang aocept-
able processing rates for cach class of packet received at 2
commpuier and & path by which he packets came to the
SOMBPUEr;

FIG. 2 s & schiematic view of 4 secomd embodin
iHnsirating the clation of was : ] 5
ing rates for cach cliss of packet received st x computer @
1 by which the packets came to the computer and
1'11[»11&“11" information received al a4 rowter regarding maxiv
mum scoeptible ragsmission nile for data packets being
transtoitled (o the comptier;

FIGL 3 s 4 sebematic view of o thisd embodiment Slus-
trating information received al & router regarding maxisrug
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5
:u:u.‘pmhle fransmissing rae for each class of data packets
being travsmitted o the compite;

FIG 4 is sdiv.mash. vicw of & buch smbodime
dustrating ass s seeeptable trans
rates for each olass of ;ww»l recervid at 8 rowter amd o p‘vL
by which the packets came to the router;

FIG.
iattng lht-
rates for sach o

5 is g schematic view of a fifth cwbodiment (Hhs-
fion of wasimum aeceptable transumssion
of packet reosived at 4 Rrst rovier, a pash

by swhich e packets carae o the Brst ronter aod hustrating 18

wformation recewed af a second ronter reganling Wt
zeceptable ransmission re for dota packets being traus-
mitted o the first rouler;

FIG. & is a schematic view of a sixth embodiment
iHustraiing mformation received at the second rowter regard-
ag maxiznnn scceplable fransinission rate for each class of
daia packels being rransmitted o the first rowter;

FIG. 7 s 3 schematic view of & seventh un‘mdm‘eﬂl of the
oveativon it c
able ransmission ot #oh olass of pa
a firewalt and a path by which the packets
frowall;

FIG. 8 ix a schematic view of an cighth embodiment
Husiating {he associztion of masimum a
mission rakes for cach lass of paehet ressived
Srewall, 4 path by swhich the packets came to the frews!
bustrating information reecived af a rouler regarding resi-
e acceptable fransmission rae fur data pac kets beiy
rans ih,u o the firewall; and

FIG. 9 15 a4 schematic view of a aninth embodiment
Histrating wwformaten ecelved a3 eowter regarding maxi-
mun accepiable transmission rae for esch class of daia
packets being tramsmitied o the Grewatl.

came & the

¥ s

& neiwo
CORSWICLS
fnchudes a phurality of host computers 18, rosters 22, come
dion lines 26 and toanspeotted dats pa ). Means
: provided {or classityiog data packets 30 received at a
bost computer B8 as are means for \s&mmtmh ERGECIRITRIY
scceplable processiug rate 34 with each ©
packet 3 reccivedt ak the vomputer 18,
provided for the computer I8 to find information for packets
30 it receives regarding ihe path 46 by which the packets 38
cane 1 the compuier 18, Thus, e congputes 18 can use the

cans are abso

nformating to allocaie the provessing rate for cach cluss 38 sg

o & desired
are frausil

I another vactawd, as hustested w FIG. 3, o packet
Jooding defense avstem 10 for & petwork 14 including a

among the places Trom which packets 34

wd,

urahity of host conynrters 18, routers 22, communuciaiicon 53

s 30 includes means for
& at a host cowpwier 18

lines 26 and transmitted data pa
classifving dars packes 3 e
and means for iading a maximum scceptable provessing
rate 34 weith cach class 38 of datn packet 30 received at the
coprpuier 18, Means are prc«vidui for the conguter 18 o
deteronae Im rade Al wivich data packets 3 of cach class 38
are Leansimitied {rom a ronler 22 ko i mpaner 18 as are
means for the router 22 10 recetve information regarding
maxinuun aceepiahic transmission rate 70 for dat packets
30 beianyg transmited o the compuier 18, Mesns are provided
S the mwter 22 o control the rae of massuission of daty
packets 30 from the moster 22 to the compwter 18, Thas, the

plable frans- o

om the following components. The getwork 14 4

b1

6
rate of duta packel ransaussions re
is kept below the maginmm accepiable provessing rate 34
for cach date packet Class 38 by the comre] of lic fate of

$ - 30 from the souter 22, thereby
ork 14 providing daia p“u.iu.l
ssion o the compter 18
In yet anosher vartant, as ilusteated dn FIG. 3, the rowter
pable of receiving information e duw R RNINTIENY
accegiable fransatission este 79 for cach chiss 38 of duta
piu‘;hct ”'G being tmn\mmti to the ecomputer I8 and the
ronter 22 1 ¢ of contratling the rate of transmission of
cach class 38 of Lfmf packets 3{} o the computer 18,

In sill anpother vacianat, as iHlusteated in FIG, 4, @ packet
flooding defense system 10 for @ network 14 including o
phlr(mi\ of hast cormputers I8, vouters 22, comrunuinaiion
26 and ransmitted data packets M, inclades means for
ving data ;md.us 3 receivied at a rouker 22 and means
Nating o veaxienum accoptable aasmission rate 74
h class 38 of data packet 30 received at the rowter
are provided for the reuter 22 1o fiod taformation
30 it eeccives regarding the path 80 by which the
s M came 1 the router 22, Thus, the rowter 22 can use
the iformation o sllocate the transmissdon rate {or cach
class A8 in o desired way.

I a further variant of the inveation, as lusirated in FIG.
5, packet Heoding defvnse system 3 for 2 netwoeds 14
wmelwding a plurality of host computers k8, rouiers 22,
comnnieaiion Hnes 26 and {ransmifted data packeis 30
inclirdes means for ¢li msm\n.. siate packess Mreceived o1 &
first rouvter 54 sud m Delating o MaxiERwe soeept-
able wansmission rate 78 with each cless 38 of duta packet
3 received at the first router 54, Means are provided for the
first router 34 o determine ate at which dats packets 3B
of each class 38 are transmited from a secoad eaier 58 fo
the fiest router 34 as are yeeans foe the seeond rowter 58 ©
reeetve information regarding maximuem aceeplable trans-
mission rate 82 for data packets 30 being transmitied to the
first router 54, Means are provided for the seoond rovter S8
to coatrol the rate of rensmission of data packets 30 from
ihe second rowter S8 to the firss rowter 34, Thus, the mte of
dala packel trsnsmissions msosived ab the fisst rowter 84 s
kept below the wmaximum acceptable ¢ (m‘;m‘mrm vate 78 for
cach data pachet olass 38 by the cenirol of ihe rate of
transmission of data packets 3 from the s cond router 58,
therchy frocing 8 porlion of the network 14 providing data
racket transmission @ the fiest rooles §4.

Tn vet a further varbo, as iHusirated in FiG. 6, the second
ey S8 i cupable of veceiving mfonmation mgardiog
miximm acceplable transmission rite 84 For cach class
of data packet 30 being transmitted 10 the fivst router ﬁ-‘i ;«m-J
the second router 58 15 capabie of comralling the rawe of
transmission of each class 38 of data packes 3 ta the first
outer §4.

In aoother waean, as iHestrted wm FHG. 7, a packed
fivoding defense system 10 for ¢ asetwork 14 including a
pluraiity of host cumpuiers 18, routers 22, communication
ines 36 and transmitbed data packets 30 inchudes at Teast one

wived at the compoicr 18

n,u,nui <1i ihc tmu all 86 as are weans for assoc aling #
maxinum acoeptable transmission rate 94 with cach class 38
of daiy packet 3 received st the firewall 86, Moans are
providid (e the firewall 86 to find idoanatioa by packets
30 it receives regarding the path 98 by which the packets 20
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came 10 the fireswwall 88, Thus, the Hrewall 86 can vse the
informating to allocas the ansmission rate foe cach class
38 in a desived wav

Jue still snother carinnt of the vention, as illasteated o
FiG:. 8, a packet Howding defense system 1 for 3 network
14 including o plurality of host computers I8, routers 22,
communication lines 26 and transmitied data packets 30
includes at least one firewall 88, The frewall 86 mcludes
hardware sud soltware serving vy conval packer wansmis-
sion bobween the network B4 and o host compuior 18
connected to an inteaua) aetvork B0 and weans for classi-
fying data packets 30 received at ihe firewall 86, Meaos arc
provided for associsiing 4 maxin scoeptable fransmis-
sion rate 94 with each class 38 of data packet 30 reeeived al
the firewall 86 as arc means {or the firowall 86 W delermine
ihe rate at which date packeis 38 of cach class 38 ave
irgnsmited from & router 22 10 the flrevall 88, Means ave
provided foe the router 22 1o weetve fnformaiion regarding
maximum accepiabie transmission tate 82 for data packets
30 being teansiwiited to the frewsH 86 35 are mears o the
renter 22 0 vontrol the e of anspssion of data packets
30 oo the router 22 o the firewall 86. Thus, the vate of data
packel transmisstons received at the firewstl 86 s kept
elow the wasimm acceplable tonsaission rale 94 for
cach data packet class A8 by the control of the e of
tepseeission of data packets 20 frow the wuter 22, thereby
freeing a podion of the netwotk 14 providing dats packet
aission 1o the trewall 86

i a Bual vaoao of the invention, as ilustrated 1o £1G. 9,
the router 22 is capable of receiving fnformation regarding
maximunt acoeptatde transonsston rate 98 for cach class 38
of data packet 30 being trmsmitted to the frewall 86 and the
rovier 22 is capable airofing the rate of ransuission of
cach class 38 of date packets M to the firewall 86.

The packet Bonding defonse system 1Y has boea described

witly reference to particelsr ewibodinents. Other reodifica-
tivas aml enhanceraents can be made without departing from
ihe spirit and scope of the claims that {ollow,
What = claimed s
L A packe fnading defense system for @ xieroork com-
prising 3 plurality of bost computers, mutsns, comumica-
tion lines and fransoifed date packets, said systen cone
pestag: ot jeast one firewall, sad frewall compasing:
hardware and softy serving, to comtrol packet ir
mission between said nebwork and g host computer
connected b an intemal nerwork;

wieans for classifving data packets received at said fire.
wall;

8

means for assoching a nradimbm acceptable ransmis-
s rate with cachi class of date packet wecvived at sakd

frewall;

N

means (o satd firewall W find informnaion for packess it
receives regarding the path by witich said packels came

ireswall: and

08

wherehy, said firewad] can wse sald infbonation ©

[
e

red way,

o the transmission rate for cack class i 2

2. & packel ooding defense system Jor  network com-

of §

prsiog & plurslity of bost computers, routers, coupmunica-
tion lines and transmitied data packets, said system com-

at Jeast one firewell, sald firewall comprising:

hardw

and sofiware serving o oomtred packet traps-

mission botween said nctwork and 3 bosi compuler

counectid i an internal sodworks

mwans foe classifving data packeds reccived at ssid fve-

wall;

wedns For associating @ amximum acceptable ansmis-
ston rate with gach class of data packet weeeived at said

firewall
neans Yor sawd firewall to dek

rmine the rate at which data

packets of each class are transmiited from & vouter o

saied frewall;

means for said rowter 1 recerve information regarding

maxiunm acceptable transassion rate for date packets

being coimsmitted © sald Hreoall;
means for said vovter to eontrol the rate of transmission of
s from said rosder o sail Srewall; and

data {rag

wherehy, the rate of data packet travsmssions received at

sard firewall

% kept below the wia

ion rate {or each data packet <

anin accepiable

said rowuter, thereby frecing a portion of the network
providing dats packet ransmission to said Hrewall

3 Apacket fvoding deferse system as described i claim

2, wherein:

said rowter is capable of receiving mfonmwation mwparding
ma ki acceptable temsoission exte fot cach dass of

data packet being transemtied o said firewall; and

sadd ooy
ston ol
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Brpeass Mal} Label Mo, BLEBE35R285LS Date of Dupasit Nevember 16, 2000 Docket No. QREZ-DB

ﬂfﬁ&- Packet Flooding Defense System
Field efinvf?-ntg'gg
The invention pertains to network data transmission controls. More particularly, the
invention relates fo systems for mintmizing the effects of packet flooding attacks diracted

§  against computers or routers connected te & network.

Reckeround of the Invention
Various types of systems have been developed for handling unwanted network data

franstmission incorpotating & mumber of different technologies, U.S, Patent No. 5,581,559

G g
e e ok
.
=

issued to Crauford et ol discloses a yethod that verifiss the integrity of data transmitted over

=

a network by comparing the destination address for a data packet with end station addresses

e V= W

stored on network repeaters.” Where the destination address fails to match the stored end

gtation addresses, the dat packet will be disrupied.

[
3
-2

-
s

U.8. Patent No. 6,044,402 fssued to Jacobson of al., describes a system in which the

Y15 only data packets that are transmitted between source and destination network addresses are
those Lhat satisly the blocking policies stored by the blocking data structure. Thus only, “pre-
approved™ data can flow through such a control mechanism. 1.8, Patent No. 5,455,863,
issued to Perlman disclosss 2 systers that relies upon a siored list of acceptable packet
identifiers at each node in the network. U.S, Patent No, 5,333,353 issued to Fifeh of al.

20 desoribes a system that determinss the acceptability of data packets based upost a destination
addross/sourse address match and wiil disnapt any packet not satisfying these criteria, U.S.
Patent No. 5,850,515 issued to Lo ef af. discloses a systern that uses source and destination

address matching to determine if packets should be transmitted to an end station or the snd

1

]

CRYDBU e
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Docket No. Q582-DR

station disabled from participating in the network, It also empioys s system where an end
station cag be disabled by 2 program that deternrives that & certatn number of ynauthosized
packets have been detected. While other variations exist, the above-described designs for
handling unwanted network data transmissions are typical of those enconntered in the prior
art.

The primary objective of the present inventiou is to defond against "packet flooding
attecks" in which an attacker tries to use up all the bandwidth to the victim by sending data of
little or no value (at feast to the vietim), thereby making more valuable communication with
the victitm slow or unreliable. A secondary objective is to defend sgainst a related class of
attacks in which the attacker tries to use up some other resource by sending more requests of
sarae particular type to the victim than the vietim ean handle.

One way (o view all these attacks is that a resource is being atlocated in an unfair way.

Well-behaved nsers request reasonable amounts, while attackers request unreasonable
arnounts. The most straight-forward allocation mechanism, which might be called *first come
first served”, ends up allocating almost all of the resouree to the attackers. A more "fuir"
allocation wonld reduee the impact of an attacker to that of & normal user.

There are two obvious impediments to the “fair servics” goal above. One is lack of
reliable way to associate Incoming packets with those users amang whom baudwidth showld
be fairly allocased. The other is Iack of control over what packels arrive, The solution
described here to both of these problems requires help from the ronters that forward packets to
the victim.

The defense is distributed among cooperating sites and routers. A setof transitively

conneeted eooperating machines is called a *cooperating neighborhood”. The quality of the

™

CSUDEU Sy ap?
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defense is relatad to the sive of the cooperating neighborhood, 2 larger neighbothood
B .

providing better defense. Within the neighborhood it is possible io trace the forwarding path

of packets, The association of packets with the "users” is approximated by asscciating packets

with "places” in the cooperating ﬁsi ghborhood from which those packets are forwarded. That
5 s, servies will be allocated in a frir (or otherwise reasonable) manner among these places. A
"place” in this sense is typically a particular interfave from which a packet arrived at
& cooperating router.

One such place is likely to be shared by many actual nsers. An attack will deny

service to those users sharirng ihe same place. The advartage of a large number of such places

ia that each place is shared by fewer users, so an sttack will deny service to fower users. It is

% advantagecus 10 8 user who wanis fo communicate with a partioular machine, to be in the
bt cooperating neighborhood of that machine, since no artacker from another machine can deny
5 hin service, Conversely, an attacker wishing to deny service 10 as many users as possible

prefers to share an ¢niry point into the cooperating neighborhood with as many users as

possible,

Routers will supply data about .ihe: forwarding path of the packets that arrive at 8 site.
The site can use this data to allocate service ay described above among the packets that arive,
"This would solve the problen: of wrifair service if the packets that arrived were a fair sample of
those that were sent to the site. This may not be the case, however, if routers are unable to
20 forward all the packets they receive, To some extent fair service is limited by network
topology, i.e., too many legitimate users krying to share parts of the same path will inevitably
suffer relative to users of uncmwde& paths. However another potential cause for this problem

is a flooding attsck against a router. Thal probiem Is solved by letiing routers aifocate their

3

Ly
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services in a simitar way to that deseribed above for gites. That is, they allocate the limited
W

rasource of forwarding bandwidth along any given output in & reasonable way among some

set of places in the cooperating neighborhosd.

The final step in the defense is that cooperating routers will limit the rate at which they
forward packets to places that so request. This may not be essential in the allocation of
service, but it is useful for Hmiting the bandwidth used by "unwanted” packets. The rate-
miting request is to be made when a site detects a high rate of unwanted packets coming
from one place. This helps the site because it no longer has to process as many unwanted
packets, It helps the network by freeing some of the bandwidh for other nse.

Bven if the iraffic ia not reduced, the distinction between "warted” and “anwanted”
packets plays an important role in "reasonable” aflocation, For a site there ate normally some
packets {in fact, the great majority) that are expected in & very strong sense. It is reasonable to
pracess thess at the highest pessible rate. Al other packets are not exactly unwanted, but the
site {¢ willing to process them at only a limiied rate, A reasonable approach i to
sohedule these as described above (using the places from which they were forwarded) ata
limited rate, and regard as "unwanted" those that end up being significantly delayed (or

discarded).

The present invention addresses many of the deficiencies of prior network defense
systems and satisfies all of the objectives described above,
A packet flooding defense system for a network providing the desired features may be

consirueted from the following componerds. The network inctudes a plurality of host

4

3
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computers, routers, communication lines and transmitted data packets. Means are provided

far classifyling data packets received at a host computer as are means for associating &
maximum Ecceptable processing tate with each class.ef data packet received at the computer,
Means are also provided for the computer to find information for packets it recelves regarding
the path by which the packsis came to the computer. Thus, the computer can uss the
information to alloceie the processing tate available for packets of cach clasa in a desired way.

Tn another variant, a packes flonding defense system for & network includisg a phurality
of host computers, rowters, communicatéon lines and transmitted data packets includes means
for classif}fing'(kim packets received at & host computer and means for assoefating a mexicmwm
acceptable processing rate with each class of data packet received at the computer. Means are
provided for the computer to determine the rate at whick data packets of each class are
transmitted from a rowter to the compnter as are means for the router to receive fnformation
regarding maximum acoepiable transmisston rate for data packets being iransmitied to the
computer. Means are provided for the router to control the rate of transmission of data
packets from the router to the computer. Thus, the rate of data packet transmissions received
at the computer is kept befow the maxirnum acceptable processing rate for each data packet
class by the control of the rate of transmission of data packets from the router, thereby frecing
a portion of the network providing dats packet transmission to the computer,

I yet another variant, the router 18 capable of receiving information regarding
mexirum acceptable transnxission rate for each class of data packet being transmitted to the
computer and the router is capsble of controlling the rate of transmission of sach clags of data

packets to the computer.

CRIUDSARiiydpp3
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In stili another variant, a packet flooding defense systern for a network including a
plurality of host computers, rosters, conununication lines and transmitted data packets
includes means for classifying data packets received at a router and means for associating @

maximum acceptable transmission rate with each olugs of data packet reveived at the router.

3

Means are provided for the router to find information for packets it receives regarding the path
by which the packels came to the router. Thus, the router can use the information to aflocate
the fransmission rate for each class in a desired way.

In & further variant of the invention, & packet flooding defense system for a network

including a phurality of host computers, routers, communication lines and trangmitted data

packets includes means for classifying data packets received at a first router and means for
associating & maximum acceptable fransmission rate with each class of data packet received at

the first ronter. Means are provided for the first router to determine the rate at which data

packels of each class are tranamiited from a second router to the first router as are meuns for
the second router fo receive information regarding maximum acceptable transmission rate for

data packets being trangmitted to the first router. Meuns are provided for the second router 1o

controf the rate of transmission of data packets from the second router {o the first router.
Thus, the rate of data packet transmissions received at the first router is kept below the
meximum acceptable transmission rate for each data packet class by the condrel of the rate of
transmission of data packets from the second router, thereby freeing a portion of the network
20 providing data packet fransmission to the first router.

In yet a further variant, the second router is capable of receiving information regarding

maximum acceptable transmission rate for each class of data packet being transmitted to the

6

N
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first router and the second router is capable of controlling the rate of transruission of each
Y
class of data packets to the first router.
1n another variant, a packet flooding defense system for a network including 2 phuality

of host computers, routers, commurtication lnes and transmitted data packets inchedes at least

wn

one firewall. The firewall includes hardware and software serving fo controf packet
transmission between the network and 4 host computer connected to an infernal network.
Means are provided for classifying data packets received af the firewall 85 are means for
aseociating & maximum acceptable transmission rate with cach class of data packet received af
the firewall, Means are provided for the firewall to find information for packets if recelives
510 regarding the path by whick the packets came to the Frewall, Thus, the fivewall can use the

i information fo allocate the transmission rate for cach class in a desired way.

Tn still another variant of the invention, & packet flooding defense system for & network
including & plurality of host compulers, routers, communication lines and transmitted data
o packets inclades at least one firewall. The firewall includes hardware and software serving to

control packet transmission between the network and a host computer connected to an intsrnal

network and means for classifying data packets received at the firewall. Means are provided
for associating & maximum accepiable transmission rate with each class of data packet
received at the firewall as are means for the firewall o defermine (he rate at which data
packets of each class are transmitted from & router to the firewall. Means are provided for the
26 router to recsive information regarding muximmm acoepable transmission rate for data
packets being trausmitted {0 the firewall as are means for the router io controf the vate of
{ransmission of data packets from the router to the firewall. Thus, the rate of data packet

s dlin et vty s omartn b s e e ]
e MaRINT aCitanid TuRemssin rate

fransmissions received at the feewall is kep
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for each data packel class by the control of the tate of teanamission of data packets from the
router, thez%by freeing a portion of the network providing datz packet transmission to the
frewall. |

In a final variant of the invention, the router is capable of recedving information
regarding maximum aceeptable trausmission rate for each class of data packet heing
transmitted to the firewall and the router is capable of controlling the rate of transmission of
each class of data paclets to the firewall.

An sppreciation of the other aims and objectives of the present invention and an
understanding of it may be achieved by referring to the sccompanying drawings end the

detailed description of a preferred embodiment.

Description of the Brawings

Figure 1 is & schematic view ‘of a first eonbodiment of the invention ifustrating the
association of maximum acceptable processing rates for each class of packet received ata
somputer and a path by which the packets came io the computer;

Figure 2 is a schematic view of a second embodiment illustrating the association of
maxinmnim sceeptabie pracessing rates for each class of packet received ai a computer, 2 path
by which the packets came to the computer and illustrating information received at a router
regarding maxinum acceptable transmission rate for data packets being transmitted to the
computer;

Figure 3 is a schematic view of « third embodiment Blustrating information received
at 4 router regarding maximum aoceptable transmission rate for each class of data packets

heing transmitted to the computer;

ORIty Appd
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Tigure 4 is 2 schematic view of a fourth embodiment illustrating association of
maximum“;ésceptable transmission rates for each clags of packet received at a router and a path
by which the packets came to the router;

Figuye 5 is a schempatic view of a fifth embodiment illustrating the association of
maxinmm acéeptable fansmission rates for each class of packet received at & first router, a
path by which the packets came to the first router and iustrating information received ata
second router regarding maxinmum accepiable transitission rale for datz packets being
transmitied to the first router;

Figure 6 is a schematic view of a sixth embodiment illusteating information recsived
at the second router regarding maximum acceptable transmission rate for such class of data
packets being trangmitted to the first router;

Figure 7 is a schematic view of a seventh embodiment of the invention illustrating the
associgtion of maxintum acceptable transmission rates for each class of packet received at &
firewall and a path by which the packets came to the firewsll;

Figure § is a schematic view of an eighth embodiment illustrating the association é-f
maximim acceptable fransmission rates for cach class of packet received at the firewall, a
path by which the packets came to the firswall and illustrating mformation received at a router
regarding maximum acceptable transmission rate for data packets being fransmitied to the
firewall; and

Figure 9 is a schematic view of 2 ninth embodimeot illusivating inforrsation received
al & ronter regerding maximum acceptable transmission rate for each class of data packets

betng transmitted to the ffrewall,

CESDBARTityApp3
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Detailed Description of the Preferred Embodiment

Figure 1 illusitates a packet flooding defense system 16 for a network 14 providing
the desired features that may be constructed from the following components. The network 14
inclades a phurality of host compuiﬁrs 18, rowters 22, cormmunication lines 26 and tansmitted
data packets 30. Means are provided for classifying data packets 30 received at a host
computer 18 as are means for associating 2 maximum aceepiable processing rate 34 with each
class 38 of data packet 30 received at the computer 18, Means ave also provided for the
compuier 18 fo find information for packets 30 it receives regarding the path 46 by which the
packets 30 came to the computer 18. Thus, the computer 18 can use the information to
allocate the processing rate for sack class 38 in a desired way among the places from which
packets 30 are iransmitted,

In another variant, as fiostrated in Figore 2, a packst flonding defense system 10 for a
network 14 including a plurality of host cotnputers 18, routers 22, communication lines 26 and
transrnitied data packets 30 includes means for classifying data packets 30 received at a host
computer 18 and meany for associating a maximum acceptable processing rate 34 with each
class 38 of dats packet 38 received at the computer 18. Means are provided for the computer
18 to determine the rate at which dafa packets 3¢ of each class 38 ave transmitted from a
router 22 to the computer 18 as ave means for the router 22 to recefve information regarding
maxinmin acceptable transnsission rate 70 for data packets 38 being transmidted to the

computer 18, Means are provided for the router 22 to confro] the rute of transmission of data

16
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packets 30 Srom the reuter 22 to the computer I8, Thus, the rate of data packet transmissions
received at the computer 18 is kept below the maximum acceptable processing rate 34 for
cack data packet class 38 by the control of the rate of transmission of data packets 30 from the
router 22, thereby freeing a portion of the network 14 providing data packet transmission to
the computer 18.

In yet another variant, as iHustrated in Figure 3, the router 22 15 capable of receiving

information regarding maximum acceptable transmission rate 78 for each class 38 of dara

~ packet 30 being transmitted to the computer X8 and the router 22 is capable of controlling the -

rate of transmission of each class 38 of data packets 36 to the computer 18.

¥n still another variant, as {ustrated in Figure 4, a packet floeding defense system 10
for = network 14 including a plurality of host computers 18, rovters 22, communication lings
26 and transmitted data packets 30, includes means for classifying data packets 30 received at
a router 22 and means for associating a maximum acceptable frangmission rate 74 with sach
class 38 of data packet 30 received at the router 22. Moeans are provided for the router 22 10
find information for packets 38 it receives regarding the path 58 by which the packets 34 came
1o the router 22. Thus, the router 22 can use the information to allocate the fransmission rate
for each class 38 in a desired way,

Tn o further variant of the invention, as illustrated in Figure 3, a packet flonding
defense system 10 for a network 14 including a plurality of host computers 18, routers 22,
communication lines 26 and transmitted data packets 30 inchuides means for classifying data
packets 30 received at a first router 54 and means for associating a maximum acceptable
transmission rate 78 with sach class 38 of data packet 30 received af the first router 54. Means

ate provided for the first router §4 to detexmine the rate at which data packets 38 of each class

11

12
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38 are transmitted from a second router 58 to ihe fiest router 54 as are means for the second
router 58 to receive information regarding maxinuth aceeptable transmission rate 82 for data
packets 30 being tansmitted to the first router 54. Means are provided for the sesond router
58 to control the rate of transmission of data packets 30 from the second router 58 to the first
router 54. Thus, the rate of data packet transmissions received at the first router 54 s kept
below the maximum acceptable transmission rate 78 for each data packet class 38 by the
control of the rate of transmission of data packets 3¢ from the second router 88 , thereby
freeing 2 portion of the network 14 providing data packet transmission 1o the frst router 54.

In yet a further vaviant, as illustrated in Figure 6, the second router 58 is capable of
receiving information regarding maxinum acceptable transmission rate 84 for cach class 38 of
data packet 30 being transmitted to the first router 54 and the second router 38 is cepable of
controlling the rate of transmission: of each class 38 of datz packets 38 to the first roweer 54.

Iny another variant, as illustrated in Figure 7, a pucket flocding defense system 10 fora
network 14 including a plurality of host computers 18, routers 22, communication Hnes 26 and

transmitted daia packets 30 includes at deast one firewall 86, The firewail 86 includes

hardware and software serving to control packet fransmission between the network $4.and a

host computer 18 connected to an internal network 90. Means arc provided for classifying
data packets 38 recsived at the firewall 86 as are means for associating » maximum acceptable
transmission rate $4 with each class 38 of data packet 30 received at the firewall 86, Means
are provided for the firewall 86 {o {ind information for packets 30 it receives regarding the
paih 98 by which the packets 30 came to the firewall 86, Thus, the firewall 86 can use the

information to allocate the trausmission rate for each class 38 in a desired WY,
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1n still another varisnt of the invention, as illustiated in Figure 8, a packet flooding

defense sysﬁﬁm 19 for a network 14 including a pinrality of host computers 18, routers 22,

communication lines 26 and transmitted data packets 38 includes at least one firewall 86. The

firewall 86 includes hardware and software serving to control packet transmission between
3 the network 14 and a host computer 18 connected to 4n tnternal netwotk 50 and means for
classifying data packets 39 received at the firewall 86. Means are provided for associating a
maximum acceptable transmission rate 94 with each class 38 of data packet 30 received at the
firewall 86 as are ragans for the Srewall 86 to determine the rate at which data packets 38 of
each class 38 are trausmitted frors a router 22 fo the firewalt 86. Meaus are provided for the
vouter 22 ta receive information regarding maximum acceptable transmission rate 92 for data

packets 30 being fransmiited to the firewall 86 a5 are means for the router 22 to conirol the

rate of transmission of data packets 30 from the router 22 to the firewall 86. Thus, the rate of
data packet transmissions received at the firewall 86 is kept below the maximum acceptable
transmission rate 94 for cach data packst class 38 by the control of the rate of transmission of

data packets 30 from the router 22, thereby freeing a portion of the network 14 providing data

packet fransmission to the firewall 86.

In a final variaﬁt of the invention, as illusirated in Figure %, the router 22 is capable of
teceiving information regarding maximum acceptable transmission rate 98 for cach class 38 of
data packet 30 being transmitted to the firewail 86 and the router 22 is capable of controlling
40 the rate of ransmission of each class 38 of data packeis 30 to the firewall 86.

The packet flooding defense system 10 bas been described with refersnoe to particular
embodiments. Ofter medifications and enhancements can be made withont departing from

the spirit and scope of the claims that foltow.

13
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CLAIMS
L A paéket flooding defense systera fora net\?{i)rk comprising a plurakity of bost
compaters, routers, communication Hnes af{d iransmitted data packeis, said system
comprising; f
8 means for classifying data packesé received at & host comyputer;

means for associating a maximt%n acceptable processing rate with gach class of
|
data packet received at /éaid compuier;
means for said computer to ﬁ}éd‘infq\rmax‘ion for packets it receives regarding
the path by whx&fz pac.k?ls came to said computer; and
whereby, said »omﬁuter c«m GsE »gd information to allocate the processing rate

.‘
avatlable tm: p“cke% of&ach class in a desired way,
TN

e 1
r
-~

)

.%q o

)

]
A packet flooding defsmhe sy@te or a nebwérk comprising a plurality of host
gayp

b
1

computers, routers, comnmme?hofl {inesfnd transmitted data packets, said system
{
comprising: \ g f
\\
mgans for classifying%ackets received at a host computer;

i

e : ; . .
means for associating 2 maximum acceptable processing rate with each class of

j
data packet rﬁcetved at said computer;
means for said cemputex to determine the rate at which data packets of each
i
20 class are t:a}hsmis'tcd from a router to said computer;

means for sald roufer to receive information regarding maximum acceptable

transnssitn rale for data packets being transmitied o said computer;

15
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r . .
means for said router o control the rate of transmission of data packets from

said router to said compx{wr; angd
wherehy, the rate of data packet:'mnsmissicms received at said computer is kept

below the maximum achpwblc processing rate for each data packet
!

class by said control of the rate of transmission of data packets from

said rouler, thersby fr \ing a portion of the network providing data

packel transmission to jﬁaid computer.

3. A packet flooding defene;‘?{t?m as}tﬁ%«ibed in Claim 2, wherein:

said router iy capgble 1f recefx?’;g information regarding meximum acceptable
f

; i

transmigéion raje ﬁjﬁaﬂ’é‘lﬁ@tsf data packet being transmitted 1o said
i H

comput\ér; and l / !' /"

o | /

',z said router is chpable gLf c?&niroi ’/

¢

{4 /
ling the rate of \gmnsnﬁissf&n of /eéch class of data packets to said conxputer.
|/

FE » o I‘ ! jet H
= 4, A packet flooding derensé\%yst&ﬁ for a network comprising 8 plurality of host

15 1
e T,
//

Ao . R
computers, routers, communination lines and transmitted data packets, said system

comprising: jl

i
means for c],vls;s,ilfyingr data packets received at a router;
1
!
meaus for associating & maximum acceptable transmission rate with each class
J‘ .

of data pack,ét received al said router;
!} .
means for said mugér to find information for packets i receives regarding the
i

path by whf(ﬂ's said packets came to said router; and

16
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whezehy, said router can use }s&id information to atlocate {he transmission rate

= for each class ina deslfjred way.'

5. A packst flooding dofense system. for a network comprising a pluralizy of host

.5

computers, routers, communication lines and transmitted data packets, sald system
| .
comptising: f

means for classifying data H]ac}ceta received at a fivst vouter;
"“*\

means for assopiating a
i

of data pac:%:ﬁﬁ:c led at sa}ll first router;

unum an,?eptabls transmission rate with each class

means for said msi;'rm:tcf o aete ine the rate af which data packets of each

class are fi }vbwtﬁa ronter to-said first router;

smeans for said sec@nd rom T fo receive )ﬁmrmatwn regarding maximum

acceptable tg‘ans ssion rat;éor data packets being transmitted to said
no/
first router; ‘\\ ! . 7

y
means for said second }t\o sef to control he rate of bansmission of data packets
S

i
from said sscond ko
SN
whersby, the rate of data|packet transmissions received at said first router is

ater to said firat router; and .

kept below the imun scceplable transmission rate for each data
packet class by said conirol of the rate of transtigsion of data packets

0 from said second!router, thereby freeing a portion of the network

providing data p?,c}cet transmission to said first router.
\

& A packet flooding defense syst‘ m as described in Claim 3, wherein:

17
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said second router is capab%e of receiving information regarding maxinum
accepiable h?ami’?ése?en tate for each class of data packet being
teansmitted o sfﬁ‘f’}z’omﬂ and

said second router (ggan’/ ble of controlling the rate of transmission of each

5 _ class of da}a\;‘mckpts to said first router.

":?»}7 /

f 7 A packet fiooding defense system for a n?‘tvmrk comprising & pluratity of host

compriters, rowters, communication iirwsfand transmitted data packets, said system
|
comprising: ;

I
at feast one firewail, said ﬁrewafii COMPrising:

hardware and software éewing 10 control packet transmission between

said network arld a host compter connected to an internal

H network; i

31

i

%‘*5 means for classifying data pj&:kets received af said frewall;

3=

=%

=15 means for asseciating & maximum acceptable transmission rate with each class

of data psmket .mceifed af said firewall;
means for said ﬁrm dll to %md information for packets it receives reparding the
path by which ss.i;é, packets came to said firewall; and
whereby, said firewall cin use sald information to allocate the transwmission rate
20 for each class ini a desired way,
|
\

18
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A packet flooding defense system fgr a netwark comprising 2 plurality of host

computers, routers, communication !’ines and transmitted data packets, said system

!

N

4( least one firewall, said ﬁg‘ wall comprising:

hardware and snftv»?[ara serving to controf packet transmission between

satd nclwmék and a host computer connected 1o an internal
!
network; /

means for classifving dﬁtﬁ{ packets received at said firowall;

means for associating a rﬁlaximmn accepiable fransmission rate with sach class
of data p’ackr-:’t redeived at said firewall;

means for said firewall 4 determine the rate at which daia packets of each

clags are fransmitted from a router to said firewall;
i

N

means for said router tt?f receive information regarding maximum aceepiable
fransmission rate for data packets being transmitted to said firewall;

means for said router J) cantrol the rate of transmission of data packels from
said router to Jaid firewall; and

whereby, the rate of I ta packet fransmissions recefved at said firewall is kept
helow the makinmun ascepiable transmission rate for each data packet
class by said %antrcnl of the rate of &ansmissimx of data packets from

said router, thereby freeing a portion of the network providing data

packet transiission to said firewall.

|
|
\
' i9
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9. A packet flooding defense sybtem as described in Claim 8, wherein:
N i ;

T
) ! . . . .
said ronter is C&[)Bbiﬁf of receiving information regarding maximum acceptable

f[ﬁ 1 trat*ss;missit\n(rif raie for each class of daia packet being transmitted fo said

firewall; an

3

said router is capakjilc of controlling the raie of transmission of each class of

data packels to said firewall,

20
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ABSTRACT
Th'é invention prevents "packet floading”, where an attacker uses up all available
handwidth fo a vielim with usefess data. It can also be used to prevent some other related
denial of service attacks. The defense is distributed among cooperating sites and routers. The
5 sites identify data they don't want. The routers help sites 1o determine which routers forward
that data. The sites then ask these vouters to reduce the rate at which such date is forwarded,
Variations of the defense protect against packet flooding attacks on routers and attacks in

which an attacker tries to use up some service offercd by a site,
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Docket No.
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Declaration and Power of Attorney For Patent Application

"

E£nglish Language Declaration

As a below named inventor, | hereby declare that:
My residence, post office address and citizenship are as siated below next o my name,

i balieve | am the original, first and sole inventor (if only one nama is listed below) or an original,
first and joint inventor {if plural namas are listad below) of the subject matter which is daimed and for
which a patent is sought on the invention entitied

PACKET FLOODING DEFENSE SYSTEM

the specification of which

i1 {check ane)

i) B is attached hersto.
= [ was filed on as United States Application No. or PCT International
Application Number
and was amended on

{if applicable)

f;n% | heraby state that | have raviewsd and understand the contents of the above identified spacification,
&= jncluding the claims, as amended by any amandment referred to above.

&y acknowigdge the duty to disclose to the United States Patent and Trademark Office all information
* known fo me to be material to patentabifity as defined in Title 37, Code of Federal Regulafions,
* Section 1.56.

{ hereby claim foreign priority benefits under Title 35, United States Code, Saction 119{a)-(d) or
Ssction 385(h) of any foreign application{s) for patent or inventor's certificate, or Seclion 365(a) of
any PCT Intamnational application which designated at least one country ether than the United
Statas, listed below and have also identified below, by checking the box, any forsign application for
paterit or inventor's cavtificate or PCT International application having = filing date before that of the
application on which priority is claimed.

Prior Foreign Application(s} Priority Not Claimed
O
{Number) {Country} {DayMonth/Year Flled)
{MNumben) {Country) (Day/Month/Year Filed)
(Nuraber) (Country) (Day/MonthiYear Filed)
Fatm PTO-SB07 1955} fModitied) PRV Fatont ool Traderarh Dificel, & BEFARTMENT OF GOMMEREE
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{ hereby ciaim the benefit under 35 U.S.C. Section 119{e) of any United States provisional

{Application Serial No.) (Filing Date)
(Application Serial No.) {Filing Date)
{Application Senal No.) {Filing Date)

| heraby claim the benefit under 35 U. 5. C. Section 120 of any Uniled States application{s), of

Section 365(c) of any PCT International application desighating the United States, listed below and,

insofar as the subject matter of each of the claims of this application is not disclosed in the prior

United States or PCT Infernational spplication in the manner provided by fhe first paragraph of 36

U.S.C. Saction 112, | acknowledge the duly to disclose to the United States Patent and Trademark
iz Office all information known to me to be materal to patentability as defined in THle 37, C.F. R,
% Section 1.56 which became available between the filing date of the prior appiication and the national
or PCT International filing date of this application:

{Application Seral Mo.) {Filing Date} {Status)
{patented, panding, abandoned)

(Application Seial Noy (Filing Date) (Status)
M {patented, pending, abandoned)

{Application Seral No.) (Filing Date) {Status)
. {patented, pending, abundoned}

| hersby daciare that alf statements made herein of my own knowledge are true and that ali
statements made o information and belist are believed to be true; and furthar that these statements
were made wilh the knowledge that willtul false statemants and the like so made are punishable by
fine or imprisonment, or both, under Section 1001 of Titie 18 of the United States Cede and that
such wiliful faise statsments may jeopardize the validity of the application or any patent issued
theraon.

. T T TR oy y
Form PTO-SE-01 {665} {Mudified} Patont 3nd Travemark Office<).8. DEFARTMENT OF COMMERTE
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connectad thevewith. {iist name and registration number)

Send Correspondenca to; David &. Belasco, Esg.
BEEHLER & PAVITT

106 Corporate Pointe, Suite 330
Culver City, California 90238

POWER OF ATTORNEY: As a named inventor, | hereby appoint the following attorney(s) andfor
agent(s) to prosecute this application and transact afl business in the Patent and Trademark Office

Wiliam H. Pavitt, r. Registration No, 16,200;
Natan Epsteit : Registration Ne. 18,997;
Rebert Jacobs Registration No. 33,403;
David A, Belasco Registration Ne. 41,609;
Todd B. Serota Registration No. 31421

£ Direct Telephone Calls to:  (name and felephone numbsr)
* David A, Belasco, Esq. (319) 215:3183

Fult name of sole or st inventar

;| Donald N. Cohen

. Siole or first nvenlar's sighature Date

e e P N N

fed .{z"ﬁl\-x,@ﬁ:’v -Lq'{d‘zm P’S/EV 'J‘Z‘"- L
: Resldence

e | 2215 madMngton Drive los Angeles, California

900664

Chizensitp
TS.A.

Post Qifice Address
. Same as above

Full name of second tnvertor, ¥ any

‘Second tventors signeiure

Fost Offlce Addrass

Forn FTO-SE-08 {G-55) (Modmiea)

Petent and Trademark Oifice 5, DEPARTMENT OF COMMERCE
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Bockst No. 023228
16 Dioeket No. 0982-DR

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re application oft )' PATENTS
),
Ponald N. Cohen 3 Prisaary Examiner:
il Mo, 0577 J Not Assigned
Serial No. 09/715,813
; Art Unit 2131 RECEIVED
Filed: November 16, 2000 :
) DEC 1 7 2002
For:  PACKET FLOODING DEFENSE )
SYSTEM : Technotogy Conter 2100
}

PRELIMINARY AMENDMENT

Box Non-Fee Amendment
Assistart Commissioner for Patents
Washington, T3.C. 20231

Dear Sirs:

Please amend the specification of the above-described patent application fo include the

following:

This nvertion was made with Government support under Contract # DAAHD1-00-C-
R211 awarded by U8, Army Aviation and Missile Command. The Governtent has

certain rights in the invention.

il
i
i
fif
Y
PRI e\ CE 5033 32 Brdimendingits dndd Offee \
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Vacket Wa. 02-322-5
Cid Dovxet No, 0982-DB

- Pleage note that the undersigned attorney is now with a different low firm as will be

evidenced by a new Power of Attorney provided herewith,

Y

Respectfully submitted,

BELASCO JACOBS & TOWNSLEY, LLP

- o
Dated: Decenber 9, 2002 By, _#es /}é f%xﬁ%
David A. Bélasco
Registration No. 41,609
Attorngy for Apphcant

FABIETCisnss\USFV0R- 322 WA mendmenty and Offfca iy e (
Ny

e
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1

Appilcation No. Applicani(s) e 7
09/715,813 COMEM, DONALD N,

Office Action Summary Examiner Art Unit E

Ronaid Baum 21

-~ The MAILING DATE of this vommunicatfan appears ot the cover sheel with fe correspondence address -
Perlod for Raply .

A SHORTENED STATUTORY PERICD FOR REPLY {5 S8ET TO EXPIRE 3 MONTH(S) FROM
THE MAILING DRTE OF THIS COMMUNICATION,
~ Extensions of lme may be avaiatis under the provisens of 57 OFR 1.136(a). 11 fo event, Mwauer, Wiy 3 sBply be dnaly tited
after SIX {8) MONTHS from the mailing d3ts of s comminisaticn.
« I the pasiad for reply specified atave is less than thidy (205 cays, o raphy v the statutary minkaues of thty (30} deys wi be sensidared Ymely,
+ 11N parad for veply is specified above, f1e madmum stahitary paced wil appy and will exsipa $1% (§) MONTHS from the maliing daie of thle cemmunication,
- Faiture lo raply within the sef av extended periad for repty wik Sy statite, cause Pie apoticalion o denorme ARANDONED (35 US.C. § 533}
- Bay saply cocalved by the Difice iater than threa months aiter the mailing dete of s cormuneatian, ven ¥ imsly Reg, moy feduce any
aaned patant tern adiusiment, See 37 OFR £.7040.

Status
'I}|:3 Rasponsive {o communication(s) filed on
2a¥] This action is FINAL., 203 This action is non-final,
NG Since this application is in congition for aflowance excest for formal matters, prosecution as o the merits is

closed in accordance with the practice under Ex parte Quayls, 1935 C.D. 11, 452 0.G. 212,
Disposition of Claims

43 Claim{s) 1-9isfere pending in the application.
4a) Of the above claim{s} isfare withdrawn from consideration,

&)1 Claiwis} isfare allowed.
&)%) Claimis} 19 iniare rejected.
7] Claim{s) ___, Is/ere abjected to,
a1 Cla s} are subiact to restriction andior election requirament,
Application Papers
9] The specification is cbiected to by the Examiner,
18] The drawing(s) filed on isfare: s)] accepted or byl objected to by the Examiner,
Applicant may rof request that any oniection 1o the drawing(s) be held in adoyance. See 37 GFR 1.85(z).
11} The proposed drawing correction filed on is: a)] approved bi[_} disappraved by the Exemines,
I approvad, corrected drawings are raquired in reply to this Office action,
'12}[:}‘ The valh ac deckaration Is objected to by the Examiner.
Priority under 35 U.5.C. §§ 119 and 120
131 Acknowledgment is made of a claim for foreign prierity under 35 U.S.C. § 118(a)-{d} or {f).
aJ Al BiC] Some* ¢l] Mone of:
1.0 Certified copies of the priority documents have been receivad,
2[7] Certified coples of the priatity documents have baen racsived in Application No. _____ .

3] Copies of the certified copies of the priority documents kave been received in this National Stage
application frorn e ntermational Bureau (PUT Rule 17.2(a)),
* Sag the attached detailad Offics action for a fist of the cerlified cogies not reseivad,

14)73 Acknowtedgment is mads of a claim for domestic priority under 35 LU.8.C. § 119(e} (to & provisioral application).

23| The transiation of the forslgn language provisional appfication has baen received.
18)] Acknowledgment is made of @ olaim for domestic priority undsr 36 U.8.C. §§ 120 and/or 121,
Attachmentis)

13 59 Notics of References Cilss (9TO-892) 4) Q Interidsw Surimary (PTO413) Paper Mofs). .
711 Mokice o Drafisserson's Patent Crawiny Review {FTO-948} 51 Motics of Intormal Patent Appkestion (PTOMS2)
3 D infrmaten Discosure Ststempnys) (FTO-1442) Paper Nofs} . 8j [:} Other:
A Paten: avd Haderark Ofcs
PTOL-326 (Rav. (-0} Office Actfon Summary Fart of Faper No. 3
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Application/Control Number; 09/715,813 ' ’ Pagel

Art Unit: 2131

. DETAILED ACT_ION
™

1. Claims 1-9 are pending for examination.

2, Claimas 1-9 ars rejected.

Claim Rejections - 35 USC § 102

The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that form the
basis for the rejections under this section made in this CGifice action:

4 person shall be entitied to & patens unless —

(b} the inventivn was patented or deseribed i 3 printed publicatian in ¢his o a forelzm cuuntry or in public use or on

sale i this courstry, mors than one year prior to he dute of applicatian for patent in the Unitad States.
3 Claims 1-9 Qe rejected under 35 U.S.C. 102(b} as being anticipated by Chang et af, US.
Patent 5,367,523,
4, As per olaim 1; “A packet floeding defense system {col, 1, lings 7-1 1,c0l. 2, lines §3-col
3, line 11, whereas flow and mr:ngestion.cmniwi in packet networks corresponds to a packet
fiooding defense, and whereas senders, receivers, and intermediate nodes in 8 packet
communisations nebwork correspond fo network computers per se as well as typically computers
configured as gateways, routers, and firewalis (le., ool 1, iines 27-col. 2, ting )} for a network
comprising a plurality of host computess, routers, comminticaiion lines and transmitted dala
packets [figure 1 as applied to appropriate figures 2-9 and sccompanying descriptions], ssid
system comprising: reeans for clagsifying data packets received at a host computer; means for
associating a maximum acceptabls processing rate with cach class of data packet recelved at said
computer [col. 3, fines 12-46, col, 10, fines 8-col. 11, line 10, whereas the color coded greern,

I T

lt P P P S R ¢ - : i wrhi aris b
vellow, ei¢., packet chatactenizations constifule classifisation, upon which rate crifenia 1
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Appiicatiom’(?ontrol Nurnber: 0%/715813 Page 3
Art Unit: 2131

established, which in itselfis comizol of processing rats resourees.]; means for said compulter fo
find infemazgen for packets il receives regarding the path by which said packets cams to said
comiputer {col. 5, lines 50-col. 6, line 9, col. &, lines 21-48}; and whereby, said computer can use
said information lo allocste the processing rate available for packets of sach olass in a desired
WAy {ﬁgurg:s 5-9 and accompanying descriptions].™;

5. As per claim 2; “A packet flocding defense system {col. 1, {ines 7-11 ,clol. 2, iines §3-col.
3, line 11, whereas flow and conpestion control in packet networks corresponds to a packet
fiooding defense, and whereas senders, receivers, and intermediate nodes in & packet
comenunications network correspond to network coruprters per se as well as typically computers
configured as galeways, routers, and firewalls {i.¢., col. L, lines 27-col. 2, line 8)1 for a network
comptising a plurality of host computers, routers, communication lines and transmitied data
packets [figure 1 as applied to appropriate figures 2-9 and accmnpariying descriptions], said
system comprising: means for classifying data paekets received 4t a host compuier; means for
associuting & maximum acceptable processing rate with each class of dala packet received at said
computer feol. 3, lines 12-46, col. 10, lines §-col. 11, line 10, whereas the color coded green,
yeliow, eic., packet characterizations constitute clagsification, upon which rate cﬁiteﬁs is
estabiished, which in itseif iz control of processing rats resources.}; means for said computer to
cetermine the rate at which data packets of each class are transmnitted from a router to said
computer; means for said router to receive information regarding maxinum acceptable
fransraission rate for data packets being transmitted to said computer; means for satd router to
control the rate of ransmission of data packets from said router to said computer; and whereby,

the rate of data packet transmissions reveived at zaid computer is kept below the maxinnum
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Application/Control Number: 09/715,313 Page 4
Art Unit: 2131

acceptable processing rate for eack: data packet class by said control of the rate of transmission of
data packetsfrom said router, thereby feelng 3 portion of the network providing data packet
transmission o said enmputer {figures 5-9 and accompanying descn'i:tians].”.

6. Claim 3 additionally recites the limitations thet "A patket ﬂegding defense system as
described in Clairn 2, wherein: sald router is capable of receiving information regerding
maximum acceptable transmission rate for each class of data packet being transmiited to said
computer; and said router is capable of controlling the rate of ransmission of each class of date
packets o said computer.”. The teachings of Cﬁang et al (figares 5-9 and acconpanying
degcriptions), suggest such limitations,

7. As per claim 4; “A packet flooding defense system {ool. 1, linss 7-11,e0l. 2, Hin es 53-col
3, fine 11, whereas flow and oongestion control in packet networks corresponds to a proket
flooding defense, and whereas senders, récelvers, and intermediste nodes in a packet
communications netwark correspond to network computers per se as wéii ag typically computers
céﬁﬁ gured as gaeways, routers, and frewalls {i.e,, col. 1, lines 27-col. 2, line 8)] for a network
comprising 2 pluratity of host computers, routers, communication Hnes and transmitted data
packets {figure 1 as applied to appropriate figures 2-9 and accompanying descriptions], said
system: comprising: means for classifying date packets raceived at a router; means for assoclating
a maximum acceptable transmission rate with each olass of data packet received at said router
feol. 3, lines 12-46, col. 10, Hnes 8-col. 11, lina 10, whereas the color coded green, vellow, etc.,
packet chavacterizations constitute classification, upon wiich rate criteria ig establisbed, which in
itseif is control of processing rate resources. }; means for said router to find information for

packets it veceives regarding the path by which sald packets came to said vouter foed, 5, Hues 50-
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ool 6, line , col. 6, lines 21-48]; and whereby, said router cun use said information to allocate
the transmiss?bn rate for each class in a desited way {fignres 5-9 and accompanying
deseriptiong]."™.

B, As per claim 5; “A packst floading defense system [col. 1, lines 7-11,e0l. 2, lines 53-col,
3, line 11, whereas flow and congestion control in packet networks corresponds o a packet
flooding defense, and whereas senders, veceivers, and intermediate nodes in a packet
communications network correspond to network corputers per s as well 2s typically conaputers
configired a3 gateways, routers, and firewalls (Le., col. {, lines 27-col, Z, line 8)]for a network
comprising a plurelity of host computers, youters, communication lines and transmitied daia
peciots {figure 1 as applisd to appropriate figures 2-9 and accompanying descriptions], said
system carnprising: meang for classifying data packets veceived at a first router; means for
associating 2 maximum scceptabile transmission rate with each class of data packet received at
said first souter {col. 3, lines 12-46, col. 10, Hnes 8~col. 11, line 10, whereas the color coded
green, yellow, ete., packet characterizations constitute olassification, upon which rate criteria is
established, which in itself is control of processing rate resourees.}; means for said first router to
determine the rate at which data packets of each class are transmitted from a second router to
said first router; means for szid second router fo receive infonmation regarding maximum
acoeptable transmission rate for data packets being transmitted 1o said first ronter; means for said
second rowter to control the rate of kransmissior: of data packets from said second router to said
first router: and whereby, the vate of data packe! transmissions recetved at said frst router is kept

helow the maximum acceptable iransmission rate for each data packet class by said control of the
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rate of traremission of data packets from said second router, thershy fresing a portion of the
network Qmw;mg data packe! fransmission to seid Srst rovter,

9. Claim 6 additfonally recites the limitations that “A pécke'a flooding defense system as
described in Claim 5, wherein: said second router is capabie of rec eiving information regarding
maximuns acceptable transniission rate for each class of data packet being transmitted to said
first router; and said second touter ig capable of controiling the tate of ransmission of each class
of data packets to said fiest router.”. The teachings of Chang ef al (fgures 5-9 and geRMpIARYIng
deseriptions), shgaest such limitations.

10, As perclaim 7; “A packet flooding defense system [col, 1, lines 7-11,col. 2, lines 52-cal,
3, line 11, whersas flow and congsstian contro! in packet nstworks corvesponds to a packet
flooding defense, and whersas senders, receivers, and intermediate nodes in a packet
cormmuurcations network cotresporid to network conputers per se as well as typically computers
configured as gateways, routers, and Grewalls {i.€., col. 1, lines 27-col, 2, line 8)] for & network
comprising a plurality of host computers, routers, comsmynication lines end ransmitted data
packets {figure 1 as applied to appropriate figures 2-9 and accompanying deseriptions), sald
system somprising: at least ons firewall, said frewall comprising: hardware and software serving
1o conteol packet transrission between said netwark and & bost computer connected to an
internal network; means for classifying date packets received at said firewsll; means for
associating a maximum accepiable transmission rate with each class of data packet received at
said firewall [col. 3, lines §2-46, col. 10, lines 8-col, 11, line 10, whereas the eolor coded green,
yellow, etc., packet characterizations constitute classification, upon whick rats criteria is

established, which in itself is control of processing raie resources. ) means for said firewall fo
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find information for packets it recetves regarding the path by which said paciets came to said
firewall {c01§~ 5, lines 5@-col. 6, line 9, col. 6, lines 71 -;18]; and whereby, said firewal] can use
satd information to allocate the transmission rate for each cless in a desired way [figures 5-9 and
aceompanying descriptions].”.,

1. Asperclaim 8 “A packel flooding defense system [eol, 1, lines 711,00l 2, iines 33-pol.
3, line 11, whereas flow and congestion control in packet networks corresponds to a packet
flooding defense, and whereas senders, recejvers, and intermediate nodes in u packet
communications network correspond to network compuiers per se as well as typleaily computers
configured as gateways, routers, and frewalls (i.2., col. 1, tines 27-col, 2, line 8)] for a network
somprising a plucelity of host computers, reuters, communisation tines and transmitted data
packets [figure 1 ag applied to appropriate figares 2-0 and accompanying descriptions], said
system cornprising: at least one firewall, said firewall comprising: hardwars and softwars serving
to contzol packet transmission between said network and a host computer connected 1o an
internal network; means for classifying data packets received at said firewall; means for
associating a maximum acceptable transmission rate with sach class of data packet received at
said firewall [col. 3, lines 1246, col. 19, lines B-eol. 11, litie 10, whereas the color coded green,
vellow, eie,, packet characterizations constitute classification, upon which rate criteria is
established, which in iiself is control of processing rate resourees. | means for said firewall to
determizne the rate at which data packets of esch class are transmitted from a touter to said
frewall; means for seid router 1o receive information regarding maximum accepiable
transmission rate for data packets deing transmitted to said frewall; means for said router to

control the rate of transmission of data packets from said router o said firowall; and whereby,
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the rate of data packes transmissions received a£ safd firewall te kept below the maximum
acceptsblé transmission rate for sach dats packet cf:a.ss by said control of the rate of transmission
of datz packets from said router, thérebyﬁreeing a portion of the netwaork providing data packet
{fransmisston to said firewail”.

12, Clim 9 additionally recites the limitations that "A packet flooding defense system as
described in Clsim 8, wherein: saic router is capable of recaéving inféyrmaiicm regarding
maximum accepiable ransmission rate for each class of data packet heing transmitted to said
firewall; and saié router is capable of controlling the rate of transmitasion of ezch class of data
packets to said firewall,”. The teackings of Chang et &l (figures 5-9 and accompanying

descriptions), suggest such limitations.

Carclusion
13, Any inquiry concesning this communieation ex earlier communications from examiner
should be directed to Bonald Banm, whose ielephone number is {703) 3054278, The examiner
can nommally be resched Monday through Friday from 8:00 AM to 3:20 PM.
If attempts to reach the examiner by tslephons are unsuccessful, the skaminer’s
supervisor, Ayaz Sheikh, can be reached at (703) 305-9648. The Fax numbers for the

organization where this application is assigeed are:

After-final {703} 746-7438

Official (703) 746-7239 & Ewwwm
il (109 7467 VISORY PATENT
Non-OfficialiDraft  (703) 748-7246 Su?éﬁcmi(}wﬁ? CENTER 2100
Ronald Baam
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Farmerly Q982-DB

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

Applicant:  Cohen J Examiner: Baum

Serial No.:  09/715,813 Group Art Unit: 2131 RECE{VED
Title: PACKET FLOODING DEFENSE SYSTEM a2 704
Filed: 11/16/2000 Technology Center 2100

Certificate of First Class Mailing upder 37 CFR. 1.8

The undersigned hereby cortifies that this document is being
deposited with the U.S. Postal Service on the dale subscribed
helow, with sufficient postage as first class mail, in an envelope
addressed to Mail Stop Non-Fee Amendment, Comamissioner for
Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

D e 000, Dates -1 A0

BProrma Miller

REQUEST FOR RECONSIDERATION

‘This document is being submiited in response to the Office Action mailed 10/20/2003, Claims 1-

9 remain in this application.

Apnvlicable Standard

Under 35 U.8.C. §102, anticipation requires that each and every slement of the
claimed invention be disclosed in the prior art. . . . In addition, the prior art
reference mmust be enabling, thus placing the allegedly disclosed malter in the
possession of the public. Akze N.¥. v. United States Int'l Trade Comm’n, 1
USPQ 24 1241, 1245 (Fed. Cir. 1986), cert. denied, 482'U.S. 969 (1987)

Anticipation requires the presence in a single prior art reforence disclosure of cach
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and every clement of the claimed invention, arranged as in the claim.
 Lindemann Maschinenfabrik GmbH v. Americen Hoist & Derrick Ca., 221
+ USPQ 481, 485 (Fed, Cir. 1984) (emphasis added)

Under section 102(b), anticipation requires that the prior art refercuce disclose,
either expressly or undsr the principles of inherency, every limitation of the claim.

But to be prior art under section 102(h), a reference must be enabling. ., . That is,
it must put the claimed tnveniion in the hand of one skilled in the art, ., . The
exarminer bears the burden of presenting at least a primaz fhcie case of anticipation.
I re Sun, 31 USPQ 2d 1451, 1453 (Fed, Clr. 1993) {unpublished)

The Examiner Stated

3. Claims -9 ave rejecied under 35 U.S.C. 162(b) as being anticipated by Chang
et al., U.S, Patent 5,367,523

4. As per claim 1; “A packet fooding defense system {col. 1, lines 7-11, col. 2,
tines $3-col. 3, line 11) whereas flow and congestion control in packet networks
corresponds {o a packet flooding defense, and whereas senders, receivers, and
intermediate nodes in 2 packet communications network coxrespond to network
computers per se as well as typically computers configured as gsteways, routers,
and firowalls (i.e., col. 1, lines 27-col. 2, line 8) for a network comprising a
plurality of host computers, routers, communication Hues and oansmitted data
packets (figure 1 as applied to appropriate figures 2-8 and accompanying
descriptions), said sysiem comprising: means for classifving data packets received
at & host computet; meuns for associating « maximum aceeptable processing rate
with each class of data packet yeceived at said coinputer (col, 3, lines 12-46, col.
10, lines 8-col. 11, tine 10, whereas the color coded green, yellow, ete., packet
characterizations constifute classification, wpon which rate criteria is established,
which in itself is control of processing rate resources); means for said computer fo
find information for packets it receives regarding the path by which said packsts
came to said commputer {eol. 3, line 50-col. &, line 8, col. 6, lines 21-43); and
whereby, said computer can use said information to allocate the processing rate
available for packets of each clase in a desired way (figures 5-9 and accompanying
descriptions).”

Applicant Responds

Applicant respectfully iraverses this vejection for the following reasons:

a. A packet fooding defense system is definitely not equivalent fo a flow and congestion
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controd system. The aim of Chang et al. is to adjust the daia rate in a nstwork based on the
congestion in the network. See Abstract, The aim of the instant invention is to prevent packet
flooding of z? particular user. Packet flooding is a form of electronie attack in which the
perpetrator floods the victim with massive smounts of useless data thus using up all available
bandwidth, See Abstract,

b. Chang et al. does not include any means for classifying individual packsts of dats. Chang
et al. does classify the congestion in the network as green, vellow, etc. Seecol. 3, Hnes 12-68.
This is accomplished essentially by timing, on a sampling basis, how long it takes for data to
traverse the network from a sender to a receiver, See coll 2, line 53 —col. 3, line 5; claims 1 and
12; and Figures $-9 and their accompanying descriptions. The only way that Chang et al. uses
individual packets of data is to transmit rate information from the receiver to the sender. See col.
3, line 5-11. Iu sharp conirast, the instant invention classifies individual packets of data that are

received by a host compuier and assigns a receive rate to cach class, See page §, lines 1-8,

c. Cheng e al. doss net include any means for deteymining the path by which the data
axrives at the receiver. The citations provided by the Bxaminer {col. 5, line 50-col. 6, line 9, cal,
6, lines 21-48) simply explain how data is routed through a prior art network from the sender to
the designated receiver. Chang et al. has no need to determine where the date comes from and
make no mention of the necessity of determining where the data originates. From Chang et al.’s
description of the process it does not even sonnd possible to detenmine the source of data fom
the header information included with vach packet of data. In sharp contrast the instant invention
needs to determine the source of the data. This is so that data cen be classified as to source so

that packet flooding from a particular source can be detected and stopped.
The Exawiner Stated

3. Asper claim 2; “A packet flooding defense system (col. 1, lines 7-11,c0l, 2,
lines 33-col. 3, line 11) whereas flow and congestion contral in packet networks
correspomds to a packet flooding defense, and whereas senders, receivers, and
intermediate nodes in a packet communications network correspond to network
computers per se as well as typically computers configured as gateways, routers,
and firewalls {i.c., col. 1, lines 27-col. 2, line 8) for a network comprising a
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plurality of host computers, routers, communication lines and transmitted data

packets (Figure | as applied to appropriate figures 2-9 and accompanying
* descriptions), said system compyising: means for classifying data packets received
at a host computer; means for associating a muximam acceptable procassing rate
with each class of data packet received at said computer (cel. 3, lines 12-46, col.
10, line 8-col. 11, fine 10, whereas the color coded green, yellow, ete., packet
characterizations constitute classifieation, upon which rate criteria is established,
which in itself is control of processing rate resources); meaxs for said computer to
determine the rate at which data packets of each elass are transnuitted from a
router to said computer; means for said router to receive information regarding
maximum acceptable transmission rate for data packets being transwdtted to said
computer; means for said router to control the rate of transmission of data packets
from said router to said computer; and whereby, the rate of data packet
transmissions received at said computer is kept below the maximum acceptable
processing rate for each data packet class by said control of the rate of
transmission of data packets from said router, thereby frecing # portion of the
netwerk providing data packet transmission o said computer {5-9 and
accompanying descriptions).”

Apnlicant Responds
Applcant respectiully traverses this rejection for the following reasons:

a A packet flooding delense system is definitely not equivalent to a flow and congestion
control systom. The aim of Chang et al. is to adjust the data rate in a network based on the
comgestion in the network. See Abstract. The aim of the instant invention is to prevent packet
flooding of & particufar user. Packet fooding is & form of clectronic attack in which the
perpetrator floods the victim with massive amounts of uscless data thus using up all available
bandwidth, See Abstract.

b. The essence of Claim 2 is that the invention is incorporaied into 4 router whereas Chang
et al. doss not incerporate their invention into 2 router. Chang et al. nowhere mentions the word
router, The Chang et al. invention is incorporated into the endnodes of the network that ate the
sending and receiving computers. See col. 4, lines 39-41; and Figures | and 2 and their

aceompanying descriptions.

c. Chang et al. does not inclade any means for classifying individual packeis of data. Chang
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et al. does ¢lassify the congestion in the network as green, yellow, cte, See col. 3, linss 12-68.
This is accomplished essentially by timing, on s sampling basis, how long it takes for data to
traverse the ngtwork from a sender to a receiver, See eol. 2, line 53 ~ col. 3, line 5; claims 1 and
12; and Figures 5-9 and their sccompanying descriptions. The only way that Chang <t al. uses
individual packets of data is {0 fransmit rate information from the receiver to the sender. Seecol.
3, line 5-11. In sharp countrast, the instant invention classifies individual packets of data that are

recetved by a host computer and assigns a recefve rate to each class, See page 5, lines 1-6.

d. The Examiner has not provided any citations from Chang et al. or any reasons why the

following elements of claim 2 are disclosed:

means for said routert to receive information regarding maximum acceptable
transraission rate for data packets being fransmitted to said computer; and

means for said router to control the rate of transmission of data packets from said
router to said computer,

As all of the slements of claim 2 are not disclosed, claim 2 sannot be anticipated.

The BExaminer Stated

6. Claim 3 additionally recites the limitations that “A packet flooding defense
system as described in Claim 2, wherein: said router is capable of receiving
information regarding maximuny acceptable transmission rate for sach class of
data packet being transmitted to said computer; and said router is capable of
controlling the rate of transmission of each class of data packets to said
computer.”, The teachings of Chang et al. (figures 3-9 and accompanying
descriptions), suggest such limitations.

Applicant Responds

Applicant respectfully traverses this rejection. Applicant has examined Figures 5-9 and
accomspanying deseriptions and can find no mention on the Figures or in the text of routess. In
fact, as pointed out above, the Chang et al. invention works onty at the endnedes, Seecol. 3,
lines 16-44.
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The Examingr Stated

7. As per claim 4; “A packet flooding defense system (col. 1, ines 7- 11, col. 2,

R N e : .
line 53-col, 3, line 11) whereas flow and congestion control in packet networks
corresponds to a packet flooding defense, and whereas senders, recetvers, and
intermediate nodes in a packet communications network correspond to network
computers per se as well as typically computers configured as gateways, routers,
and firewalls (i.e., col. I, line 27-eol. 2, line §) for a network comprising 8
phurafity of host compuiers, routers, comruunication lines and transmitied data
packets (figure | s applied to sppropriate figures 2-9 and accompanying
descriptions), said system comprising: means for classifying data packets recaived
at a router; means for asspoiating a maximum acceptable transmission rate with
each class of data packet recsived at said router (col. 3, Hines 12-46, col. 10, line 8-
col. 11, line 10, whoress the color coded green, vellow, stc., packet
characierizations constitute classification, upon which rate criteria is established,
which in itgelf is control of processing rate resources.); means for said router to
find information for packets it reccives regarding the path by which said packets
came o said router {col. 5, lines S0-col. §, line 9, col. 6, lines 21-48); snd
whershy, said router can use said information to allocate the transmission rate for
each class in a desired way (figare 5-9 and accompanying descriptions).”

Applicant Respondg
Applicani respectfully traverses this rejection for the following reasong:

a. A packet flooding defense system js definitely not squivalent to a flow and congestion
control system. The aim of Chang et al. is to adjust the data rate in a network based on the
congestion in the network, See Abstract, The aim of the instant invention is o prevent packet
fooding of a particular user. Packet fooding is a form of ¢lectronic attack in which the
perpetrator floads the victim with massive amounts of useless data thus using up all availeble
bandwidth, See Abstraet.

b The essence of Claim 4 ig that the invention is incorporated info 3 router whereas Chang
et al. does not incorporate their invention into a router. Chang et al. nowhers mentions the word
router. The Chang et al, invention is incorporated into the endnedes of the network which are the
sending and receiving computers. Ses col. 4, lines 39-41; and Figures { and 2 and their

accompanying descriptions.
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c. Chang et al. does not include any means for classifying individual packets of data. Chang
et al. does classify the congestion in the network as green, yellow, etc. See col. 3, lines 12-68.
This is acceniplished essentially by timing, on a sampling bagis, how long it iakes for data to
traverse the network from a sender 1o a receiver. Seecol. 2, line 53 ~col. 3, tine 5; claims 1 and
12; and Figures 5-9 and their accompanying descriptions. The only way that Chang et al. uses
individual packets of data is to transmit rate information from the receiver o the sender. See col.
3, Yine 5-11. Tn sharp conirast, the instant invention classifies individual packets of data that are

received by a host computer and assigus a receive rate to cach class. See page 5, lines 1-6.

d. Chang ¢t al. does not include any means for determining the path by which the data
arrives at the router, The citations provided by the Examiner {col. 3, line 50-cal. 6, line 9, col. &,
lines 21-48) simply explain how data is routed through a prior art network from the sender to the
designated receiver. Chang et al. has no need to determine where the data comes from and make
10 mention of the necessity of defermining where the data originates, From Chang et al.’s
description of the process it does not even sovnd possible to determine the source of data from
the header information included with sach packet of data. In sharp contrast the instant invention
needs to deternyine the source of the date. This is so that dala can be classified 25 fo source s0

that packet flooding from a particular seurce can be detected and stopped.
The Examiner Stated

8. As per claim §; “A packet flooding defense system (1, lines 7-1%,eol. 2, lines
$3-col. 3, line 11, whereas flow and congestion control in packet networks
corresponds to 8 packst flooding defense, and whercas senders, receivers, and
intermediate nodes in a packet communicalions network correspond to network
computers per se as well as typically eomputers configured as gateways, routers,
and firewalls {i.c, col. 1, lines 27-col. 2, line 8} for a network comprising a
phurality of host computers, routers, commumication lines and transraitted data
packets (figure { as applicd to appropriate figures 2-9 and accompanying
descriptions), said system comprising: means for classifying data paclets received
at a first router: means for associating & maximum acceptable transorission rate
with each class of data packet received at said first router {col. 3, lines 12-46, col.
10, lines 8-col. 11, Ene 10, whereas the color coded green, yellow, efe., packet
characterizations constitute classification, upon which rate criteriz is established,
which in itself is control of processing rate resources.); means for said first router
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to determine the rate at which data packets of sach class are transmitted from a
second router to said first router; means for said second router to receive
information regarding maximum acceptable transmission rate for data packets
being transmitted fo said first router; means for said second router to conlrel the
rate of transmission of data packets from said second router to said first router:
and whereby, the vate of data packet transmissions received at said fivst router is
kept below the reaximum acceptable transmission rate for each data packet class
by said contro} of the rate of transmission of data packets from said second router,
thereby freeing a portion of the network providing data packet ransmission to
said first ronter.”

Applicant Responds

Applicant respeetfully traverses this rejection for the followiug reasons;

& A packet flooding defense system is definitely not equivatent to a flow and congestion
control system. The aim of Chang ot ai. is to adjust the data rate in 8 netwoik based on the
congestion in the network. See Abstract. The aim of the instant invention is to prevent packet
flooding of a particular user. Packet flooding is & form of electronie attack in which the
perpetrator floods the vietim with massive amounts of useless data thus vaing up all available
bandwidih. See Abstract,

b The essence of Claim 5 {5 that the invention is incorporated into two ronters whereas
Chang et al. d$ not im:brporata thelr invention knto a ronter, Chang et al, nowhere mentions the
word youter. The Chang et al. invention is incorporated info the endnodes of the network which
are the sending and receiving computers. See vol. 4, lines 39-41; and Figures 1 and 2 and their

accompanying deseriptions.

e Chang et al. does not include any means for classifying individual packets of date, Cheng
et al. does classify the congestion in the network as green, yellow, ete, See col, 3, fines 12-68.
This is accomplished essentiaily by timing, on a sampling basis, how long it takes for data to
traverse the network from a sender 1o a reseiver. See col. 2, line 53 — col. 3, line 5; claims | and
12; and Figures 5-% and their accompanying descriptions. The onty way that Chang et al, uses
indtvidual packets of data is to transmit rate information from the receiver to the sender. See col.

3, line 5-11. Tn sharp contrast, the instant invention classifies individual packets of date that are
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received hy a host computer and assigns a receive rate to sach class. See page 3, lines 1-6.

d The Exansiner has not provided any citations from Chang et al. or any reasons why the

W
following elements of claim 5 are disclosed:

imeans for said first router to determine fhe rate at which data packets of each elass

are transmitted from a second router to said first router;

means for said secend router to receive information regarding maximum
acceptable tranamission rate for data packets being transmitted to said first router;
racans for said second router to control the rate of transmission of data packets

from satd second vouter to said first router;

and whersby, the rate of data packet transmissions received & said fitst router is
kept below the mavimum aceeptabis transmission rate for each data packet class
by said control of the rate of transmission of dala packets from said second router,
{liereby fresing & portion of the network providing data packet transnaission to

said first rouer,

As all of the elements of claim 5 are not disclosed, olaim 3 cannot be anticipated.

The Examiner Stated

9. Claim 6 additionally recites the Emitations that “A packe! looding defense
syater es described in Clatm S, wherein: said second router is capable of
repsiving information regarding maximum acceptable ransmission rate for each
¢lass of data packet being transmiited to said fist rouler; and said second router is
capable of controlling the rate of transmission of each class of data packets to said
first router,” The teachings of Chang et al. {figures 5-9 and sccompanying
descriptions), suggest such limitations.

Applicant Responds

Applicant respectfully traverses this rejection. Applicant has examined Pigures 3-9 and

accompanying deseriptions and can find no mentjon on the Figures or in fite text of routers. In
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fact, as pointed ot sbove, the Chang et al. invention works only at the endnodes. See col. 5,

lines 16-44. -
The Examiner Stated

10. As per claim 7; “A packet flooding defense system (1, lnes 7-11,col, 2, linos
52-col. 3, line 11, whereas fow and congesiion control in packet networks
corresponds o a packet flooding defense, and whereas senders, receivers, and
intermediate nodes in & packet communicatfons network correapond to network
computers per v as well as typically computers configured as gateways, routers,
and firewalls (i.e., col, 1, lines 27-col. 2, line &) for a network conprising a
plurality of host computers, routers, comnunication lines and transmitted data
packets (figure 1 as applied to appropriate figures 2-% and accompanying
descriptions), said system comprising: at least one firewall, said firewsll
comprising: hardware and software serving to control packet transmission
between said network and 2 host computer connected to an inlemal network;
means for classifying data packets received at said firewall; means for sssociating
a maximum acceptable transmission rate with each class of data packet received at
said firewell (col. 3, lines 12-46, col, 10, lines 8~col. 11, line 10, whereas the color
coded green, yellow, ete., packet characterizations constitute classification, upon
which rate criteria is established, which in #sellis control of processing rate
resources); means for said frewall to find information for packets it receives
reparding the path by which said packels came to said firewall {col. 3, lines 50-
col. 6, line 9, vol. 6, tines 21-48); and whereby, said firewall can nse said
information to alfocate the transmission rate for each class in a desired way
(figures 5-9 and accompanying descriptions).”

Applicant Responds

Applicant respectfully traverses this rejecﬁon for the following reasons:

a. A packet flooding defense system is definitely not equivalent to a flow and congestion
control system. The aim of Chang et al. is to adjust the data rate in a network based on fhe
congestion 1 the nepwork, See Abstract, The aim of the instant invention is to prevent packet
flooding of a particular user. Packet flooding is 2 form of slectronic attack in which the
perpetrator floeds the vietim with massive amounts of useless data thus using up all gvailable
bandwidth, See Abstract,

b. The essence of Claim 7 is that the inveition is incorperated into a firewall whereas Chang
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et al. docs not incorporats their invemtion into a firewall, Chang st al. nowhere mentions the
word firewall. The Chang st al. invention is incorperated into the endnodes of the neterork

w .
which are the sending and receiving computers, See col. 4, lines 39-41; and Figures 1 and 2 and

their accompanying descriptions.

¢. Chang el al. does not include any means for classifying individnal packets of data, Chang
¢t al. does classify the congestion in the network as green, yellow, ete. See ool 3, lines 12-68.
This is accomplished essentially by tiroing, on a sampling basis, bow long il takes for data to
traverse the network from a sender fo 4 receiver. See col. 2, Hne 33 ~ col. 3, line §; claims 1 and
12; and Figures 5-9 and their accompanying descriptions. The only way that Chang et al. uses
individual packets of date is to transmit rate information from the vecsiver to the sender. Sec col.
3, line 5-11. In sharp contrast, the instant invention classifies individual packets of data that ave

received by & host computer and assigns a receive rate to each class. See page 5, lines 1-6.

d. Chang et al. does not inclnde any means for determining the path by which the data
arrives at the firewall. The citations provided by the Examiner {eol. , line 50-col. 6, line 9, col.
6, lines 21-48} simply explain how data is routed through a prior art network from the sender to
the designated receiver, Chang et al. has no need to determine where the data comes from and
make no mention of the necessity of determining where the data originates. From Chang et al.’s
description of the process it does not sven sound possible to determins the source of data from
the header information included with eash packet of data. In sharp contrast the Instant invention
needs to determing the soures of the data. This is so that data can be clagsified as to source so

that packet Sooding from a partienlar souree can be detected and stopped.

The Exaniner Stated

i1. As per claim 8; “A packet flooding defense system {col, 1, lines 7-1 T,eol. 2,
Yines 53-col. 3, line 11, whereas flow and congestion sonixol in packet networks
sarresponds to a packet flooding defense, and whereas senders, receivers, snd
intermediate nodes in a packet communications network correspond to network
computers per se as well as typically computers configured as gateways, routers,
and firewalls (Le., col. 1, lines 27-col. 2, line 8) for a network comprising a
pluratity of host computsrs, routers, communication lines and transmitted data

Cloudflare, Inc.  Exhibit 1003

Page 1672



Amendment Serial No.:  09/715813 Page 12 of 14

packets (figure 1 as applied to appropriate figures 2-9 and accompanying
descriptions), said system comprising: at teast one firewalt, said firewall
Lompriging: hardware and software serving to control packst transmission
between said network and a host computer cornected to an internal network;
means for classifying data packets received st said firewall; means for associsting
a maximum scceptable transmission rate with each class of data packet received at
said firewall {col. 3, lings 12-46, ¢ol. 10, lines B-col. 11, tine 10, whereas the colar
coded green, yellow, efs., packet characterizations constituie classification, upon
which rate criteria is esiablished, which in itself is control of processing rate
Tesources.); means for said frewall to delermine the rate at which data packets of
each clags are fransmitted from a router to said firewall; means for sald router to
receive information regarding maximum acceptable iransmission rate for date
packets being transmitied to said firewall; means for said router to control the rate
of ransmission of dats packets from said rounter to said firewall; and whereby, the
rate of data packet transmissions received at said firewall is kept below the
maximum acceptable transmission rate for each data packet class by said control
ol the rate of transmission of data packets from said router, thereby frecing a
portion of the network providing data packet transmission fo said firowall.”,

Applicant Responds
Applicant respectfully wraverses this rejection for the following reasons:

a A packet Booding defense system is definitely not equivalent to 4 flow aud congestion
control system. The aim of Chang et al. is to adjust the data rate in a netweork based en the
congestion in the network. See Abstract, The aim of the instant invention is to prevent packet
flooding of a particular user. Packet flooding is a form of electronic attack in which the
perpetrator floods the vietim with massive amounts of useless data (hus using up all availeble

bandwidih, See Absiract.

b. The sssence of Claim B is that the invention is incorporated into a firgwall wheteas Chang
et zl. does not incorporate their invention into a firewall. Chang et al. nowhere mentions the
word firewall. The Chang et al. invention is incorporated into the endnodes of the network
witich are the sending and receiving compuiers, See col. 4, lines 39-41; and Figores 1 and 2 and

their accompanying deseriptions.

<. Chang et al. does not include any means for classifying individual packets of data. Chang
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et al. does classify the congestion in the netwark as green, yellow, ste. See col. 3, lines 12-68,
This is acoomplished essentially by timing, on & sampling basis, how long it takes for data to
traverse the network from a sender to a receiver, See col. 2, line 53 —col. 3, line §; claims 1 and
12; and Figures 5-9 and their eceompanying deseriptions. The only way that Chang et al. uses
individual packets of data is to transmit vate information from the receiver to the sender. See col.
3, lime 5-11. In sharp contrast, the fustant invention classifies individual packets of dats that ave

reveived by a host computer and assigns & receive tate to each class, See page 3, lines 146,

4 The Examiner has not provided any citations from Chang ef al. or any reasons why the

following elements of claim & are disclosed:

means for said firewall fo detesmine ths tade at which data packets of each class

are fransmitted from a router to said Sfirewall;

means for said router to receive information regarding maxintun acceptable
transmission rate for data packets being transmitted to said firewali; means for
said router to control the rate of transmission of data packets fiom said router to

said firewall;

and whereby, the rate of data packet transmissions received at said firewall is kept
below the maximum acceptable transmission rate for cach data packet class by
said control of the rate of transmission of data packets from said router, thereby
frecing a portion of the network providing data packet transnaission to said

frewall.
As all of the elements of claim 8 are not disclosed, claim 8 cannot be anticipated.
The Fxaminer Stated

12. Claim 9 additionally recites the limitations that “A packet flooding defense
system as described in Claim 8, wherein: said rouler is capable of receiving
information regarding maxivium acceptable transmission rate for sach class af
data packet being transmitted to said firewall; and said router is capable of
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congrotling the rate of transurission of sach class of data packets to said firewall”
The teschings of Chang et al. {figures 5-9 wnd accompanying descriptions},
. suggest such limitations. .

Applicant Responds

Applicant respectfully fraverses this refection. Applicant has examined Figures 5-9 and
accompanying descriptions and can find no mention on the Figures or in the text of routers. In
fact, 23 pointed out above, the Chang et a), invention works only af the endnodes. See col. §,

lines 16-44,

Conclusion

It is respectfully submitted that the instant invention is not anticipated by Chang et al. and the
Examiner has not met his burden of showing anticipation, Reconsideration of this application

and its sarly allowance are respectfully requested in view of {he above presented remarks.

Respectiully submitte d,

Applicant's Attorney
Registration No. 41,609

BELASCO JACOBS & TOWNSLEY, LLP
Howard Hughes Center

6100 Ceater Drive, Suite 63¢

Los Angeles, CA 90045

Phone: (310) 743-1188

Fax: (310) 743-118%
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Ronald Baum 2135

T Fhe MAILING DATE of 1his communication appears on the cover sheel with the correspondence address ~
Pariod for Reply

A SHORTEMED S%FATUTORY FERIOD FOR REPLY iS SET TC EXPIRE 2 MONTH(E) FROM

THE MAILING DATE OF THiS COMMUNICATION.
. fxtaraions of e way be avallatls under thi provisions of 37 CFR 31388 I nt avant, howaver, may & rapy b Wenaly flad
after BIX {8 MONTRS from fhe muidng date of this commnicetian. .
- e pericd for seply specified asove 1 foss shan ity (35 days, a reply Wi the statulary minknum of ity (30) days wis ba consigarad fimaby,
WG pariod fo waply J6 specifiad ativs, e maximum Statioy parnd will apply and will spire 51X (8] MONTHS fror She matitng Sale of this convmuntcation,
. Faliure b reply witn the set oraxtended period for roply wib, by ‘slatste, ceuse the aopiitation to become ABANDONED (35U8.0 § 155
Any fioply retabved by the Office Iater tiar thiae months afier fie mastng dage of this commuricalion, svan § timely fiad, ey reduce any
aarmed pasnt term adjustment. See 37 CFR 170453,

Status

i

1)1 Responsive to communication(s) fled on .
2a) This action is FINAL. 2bj{] This acsion s non-fing!,
3 Since this application is in conditlon for allowance excapt for formal matters, prosecution as to the merfis is
" closed in accordance with the practice under Ex parte Quayle, 1935 C.0. 11,453 O.G. 213,

Disposition of Claims
43 Claim{s) 1-8 iare pending i the application.
4a) Of the above claim{s) Isfare withdrawn from consideration.
BB Claim{s} 7-9 is/are allowed. ‘
B Clalm{s) 1-6 isfare rejected.
T Clatmis) . isfere objscted to.
8 Claim(s) are subjact to restriction andfor election requirement.

Application Papers
9)7] The spetifioatian is objected o by the Examiner.
103 The draswing(s) filed on tsfara:; &) acsepted or 1) ohiected to by the Examiner,

Applicant may not request thal any chjection to the drawingis) be held In sbeyance. See 37 CFR 1.85(a).
i Replacemant drawing shaoks} including the corraction is yequired if the drawing(s) s objected to, See 37 CFR s.121(d).
41373 The oath or declaration is ebjected to by the Eyaminer. Note the attached Office Action or form PTO-182.

Pricrity under 35 U.8.C. § 119
1217 Acknowledgment ls made of & ciaim for forsign pricrity under 38 U.8.C. § 118{al-{d) or ).

alJ Al b)) Some* o)L] None of: ‘
1.0 Certifiad copies of he priority dosumens havs been received. .
2.3 Centified copies of tha priority dosumments have been received in Application No. .
3. Copies of the certified copies of the priorify documenis have been received in this Nationat Stage

application from the intsmationat Buraau {PCT Rute 17 2{a}).
* Sge the attached detailad Office action for a jist of the certifisd gopiss not received,

Attachmeni(s}
1359 Notice of Retarences Cited (FTO-892) 257 intorview Summary (PT0-413}
2 £] Notice of Draftsperscn’s Patent Brawing Review {PTO-948) Paper No{aiMall Dzts, ..
215} trformation Disciosure Statminerils) (FTS-3448 of PTO/EBI08: 53 [ notiee of informal Patent Aspioation (FT0-152}
Paper Mo(sivatl Date . 8) E} Omar -
. U5 i and Taderam L Ike "
PTOL-326 {Rev. 1-0d) Offica Actfon Summary Part of Paper No.fall Date &
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DETAILED ACTION
N '
1. This action is in reply to applicant’s correspondence of 23 January 2004,
2. Claims 1-9 are pending for examination,

Claims 1-6 remain refected.

- Claims 7-9 are allowed,

Clairn Rejections - 35 USC § 102

The following is 2 quotation of the appropriate paragraphs of 35 U.8.C. 102 that form the
basis for the réjﬁctions un;ie-r this section mads in this Office action;

A person shall be entifled to o patent anless -

(b} he invention was paterted of deseribed in a printed publication in this o5 & forsige country ot i publiz use or on

sale in this country, more than tag vear prior to the date of application for patent in the Unized States.
3 Claims 1-6 remain rejected under 35 U.8.C, 102(b) as being anti;:ipated by Chang et al,
U.S. Patent 5,357,523.
4. Asperclaim 1; “A packet flooding defenss system [col. 1, Bnes 7-11 ¢ol. 2, lines 53-col.
3, line 11, whereas flow and mngestiﬁn contro] in packet networks comesponds to a packet
flosding defense, and whereas senders, receivers, and intermediate nodes in g packet
communications network correspond to network computers per se as well as typically computers
mnﬁéurmj a8 gateways, routers, and frewalls (i.e., col. 1, lines 27-col. 2, line &)} for 2 network
comprising & plurality of host computers, routers, comnunication Hnes snd transmitted data
packets {figure | as applied o appropriate figures 2-9 and accompanying descriptions], said

system comprising: means for olassifying data packets received at a host computer; means for
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assoclating & maximurn scceptable processing rate with each class of data packet received af said
computer [col. 3, fines 12-46, col. 10, lines 8-col. 11, line 10, whercas the color coded green, E
yellow, s'tc‘,g:_&cket characterizations constitute clagsification, upon which rate eriteria is.
established, which in itself s control of processing rate resources.]; means for said computer to
find information for packets it receives regarding the path by which said packets came to seid
computer {col. 5, lines 50-col. 6, line 9, col. 6, lines 21-48}; and whereby, said computer can use
said information to altocate the processing rate available for packets of each class in 8 desired
way [figures 5-9 and accompanying descriptions].”™;
S A8 per claim 2; “A packst flooding defense systern [col, 1, lines 7-11,col. 2, lines 53-col.
3, line 11, whereas flow and congestion control in packet networls corrssponds to 2 packet
finoding defense, and whersas senders, receivers, and intermediate nodes in a packet
commurications network cotrespond 1o network computers per se as well as typically computers
configured as gateways, routers, and firewalls (i.e., col. 1, Hines 27-col. 2, line §)} for a network

_ compsising 2 plurality of host computers, reuters, conmunication lines and transmitted data
pa;ckats {ﬁgure 1 a5 applied to appropriate fgures 2-2 and accompanying descriptions}, said
gystem cornprising: means for classifying data packets received at a host computer; means for
associating a maximum. acceptable processing rate with each class (of data packet received at said.
computer feol. 3, lines 12-46, col. 10, lines 8-vol. 11, line 10, whereas the color coded green,
yellow, eto., packet characterizations constituie classification, upon which rate criteria is
established, which in itself is cantrol of processing rate resources. }; means for said computer 16
deterraine the rate at which data packets of each class are transmitted from a router to said

computer; means for said router to receive information regarding maximum acecptable
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transmission rate for data packels being iransmitted to said computer; menns for ssid router to
coniral the wate of transmission of data packets from said router to said computer; und whersby,
the rats of d;:a packet tramsmissions received af said computer is kept below the maximum
acceptable processing rate for each data packet class by said control of the rate of transmission of
data packets from said router, thereby freeing s portion of the network providing data packet
transmission to said computer {fgures 58 and accompanying da;crirgatic;ns‘}f’.

6. Claim 3 additionglly recites the limitations that “A packet flooding defense system as
deseribed in Claim 2, wherein: said router is capable of receiving information regarding
maximum acceptable transmission rate for each olass of data packet being transmited to said .
computar; and said router is capable of contrelling the rate of transmission of each class of data
packets to said computer.”. The teachings of Chang etal (figures 5-9 and accompanying
descriptions), suggest such limitations. I

7. Asper claim 4; “A packet {looding defense system [col. I, lines 7-11,c0L 2, lines 53-col. -
3, line 11, whereas flow and congestion conivel in packet networks corresponds to a packet
flocding defense, and whereas senders, receivers, and intermediate nodss ina ﬁacket
communications network correspond to network ecmpulers per ss as well as typically computers
configured as gateways, routers, and firewalls (i.e, col, 1 fines 27-col, 2, line 8)} for a network
comprising a plurality of host computers, routers, communication lines and teansmitted data
packets [figure 1 as applied o appropriste figores 2-9 and accompanying descriptions], said
svstem comprising: :ﬁeam for classifying data packets received at a router; means for associating
a maximum acceptable fransmission rate with each class of data packet received at said router

fool. 3, lines 12-46, col. 10, lines 8-col. 11, line 10, whereas the color coded green, yellow, ete,,
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packet characterizalions constitute classification, upon which rate criteria is established, which in
jtself is contrdl of processing rate Tesources.]; means fcf said router to find information fﬁr
packets it receives regarding the path by which said packets came to said router {-ﬁoL 5, lines 50-
col. 6, line @, col. 6, lines 21-38}; and whereby, said router can use said information fo allocatls
the trans_miss{on rute for each class in a desired way [figures 5-9 and accompanying
deseriptions].”.

8. As per claim 5; “A packet flooding defense system [ool. 1, lines 7-1 1,eok 2, lines 53-cal,
3, ine 11, whereas flow and congéstitm control in packet networks corresponds to 4 packet
flooding defense, and whereas senders, receivers, and i ﬁt@mlediate nodes in a packet
communications network correspond to network somputers per se as well as typically computers
configured as gateways, routers, and firewalls {i.e., col. 1, tines 27-col, 2, line 8}]for anework
comprising a plurality of host computers, routers, communication lines and transmitted data |
packets {figure ! as applied to sppropriate fignres 2-9 and secompanying deseriptions], said
system comprising: means for classifying data packets received at a first router; means for
associating & maxinum acceptable transmission rate with each class of data packet received at
s;}id Frst router {col. 3, fines 12-46, col. 10, lines 8-col. il, tine 10, whereas the color coded

' green, yeilow, eto,, packet cheracterizations constitute classification, upen which rate criteria is
established, which in itselfis control of processing rate resources. }; means fnrlgaid first router to
determine the rate at which data packets of éach class are transmitted from a second router to
said first router; means for said second router to nsceivé information regarding maximum
acceptable transmission rate for data packeis being transmitted to said firet router; means i‘or'saici

gecond router 1o control the rate of transmission of data packets from said seécond router fo said
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first router; and whereby, the rate of data packet transmissions received at said first router is kept
_below the ma%im um aceeptable fransmission rate for each data packet class by satd conirol of the
rate of transmission of data packsts from said second router, thereby freeing a postion of the
network pmvitiiné data packet transmission fo said iizst router.”.

%, Claim 6 addifonally recites the limilations that “A packet ﬂoo&ing defense system as
deseribed in Clairh 5, wherein: said second router is capable of receiving information reganding
maximum acceptable transmission rate for each class of date packet being transmitted to said
first router; and sald second router is capable of conixolling the rate of transimission of each class
of data. péckets to said first router.”. The teachings of Chang e al (figures 5-9 and -aemmpanying

descriptions), suggest such limitations.

Alfowable Subject Matter
10, Claims 7-9 are allowable as these claims embody fhe claim 1-6 elements as applied fo 2
firewall oriented configuration. Chang et al and the art of xecord does not deal with or suggest
along, or in combination with appropriate motivation to combine, the use of firewslls, zs applied

to the claims 1-6, as configured with said firewall{(s).

Response ta Arguments
11, Asper applicant’s argumnent concerning the Chang ef al reference teachings not
suggesting a peoket flooding defense system is a flow and congsstion control system, the
examiner disagrees in that “éefensa’ in the context of packet flooding is broadly interpreted as

comtro] of an “amount” of packets, which clearly is a matter of fraffic congestion, as percol. 1,
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lines 7-1 i,ccsl.;\ 2 lintey S2-col. 3, line. Therefore, while the applicant’s arguments have been fully
considered by the examiner, they are 1ot persuasive,

12, As per applicant’s srgument conceming the Chang et a! reference teachings not
suggesting a means for classifying individugl packets of data, the examiner disagrees in that the
criteria for classifying data packets is not defined in the specification; only means provided for is
recited. Farther, (col. 3, lines 15-16, .. .the sender uses the traffic feerlback information fom the
receiver to é&t the sender ...") meang for classifying individual packets of data is suggested by
the fuct that the feedback is itself a classification of pasket information that is sent back to the
sender, Therefore, while the applivant’s arguments have besn fully considered by the examiner,
they are not persuasive.

13, Asperapplicant’s argurnent conceming the Chang et 4l reference teachings not
suggesting a means for determining the path by which the data awrives at the receiver, the
examiner disagrees in that the criteria for determining the path by which the data arrives 2t the
receivgr is mot defined in the specification; only means provided for is recited. Further, {;oL 6,
Tines 2-4, “Such routing decisions. . response to information in the herder of the data packet,™)
rmeans for determining the path by which the data arrives at the recefver is suggested by the fact
that the header contains source { destination {IP) network addressing information which clearly
constitutes routing (path) information. Thersfore, while the applicant's arguments have been |
fully considered by the examiner, they are not persnasive.

14, As per applicant’s argument corcerring the Chang et al reference teachings net
suggesting a router versus the reciied host computér, the examiner disagrees i that the packet

communications network includes intermediaie congestion control on a “hop by hop” (col. 1,

Cloudflare, Inc.  Exhibit 1003

Page 1683



Application/Control Number: 09/715,813 : Page 8
Art Unit: 2135

lines B?—&iﬁ}) basis which broadly defined clearty encorpasses network routers, Further, {cel. §,
: Iinés 2-4, “Such ronting decisions. .. response to information in the header of the data packet.”}

" determining the path by which the data arrives at the receiver is sugpested by'the fact that the
header containg source / destination (IP) network addressing information which clearly
constifuies Touting {path) information, and that would be suggestive of a router implemented
funstion. Thersfore, while the applicant’s arguments have been fully considered by thé examiner,
they are not persuasive,

15, Asper applicant’s argument COnceming ﬂw Chang &t al seference teachings not
suggesting & router receiving and controlting transmission rates, the examiner disagrees in ti}at

the packet communications network rate determination and classification of said rate

requirements and forwarding of such {figures 5-7, and accompanying descriptions) clearly show

rate request ccmputétion and rate information iransfer (i.e., “piggy-back rate roquest”, element
64, figure 5 et seq.) Therefore, whils the applicant’s arguments have been fully considered by the
sxaminer, they are not persuasive.

16.  Asper applicant’s argumént conceming the Chang et al reference teachings.not
suggesting & router to router scensrio analogous to the host to host recited in earlier claims, the
argament ahove {for Chang et af even tmplementing with routing apparatus) would clearly apply
to 3 router 16 router configuration receiving and controlling transmission rates, etc, Therefors,
while the applicant's arguments have been fully considered by the exawicer, they are not

persnasive,

Cloudflare, Inc.  Exhibit 1003

Page 1684



Application/Control Number: 09/715,813 Page ¢
- Art Unit: 2135

17 THIS.A.CTION IS MADE FINAL. Applicant is reminded of the extension of time
poliey as set ﬁ‘:ﬁﬂh in 37 CER 1.136(a). -

A shortened statutory period for reply to this final actien is set to expire THREE
MONTHS from the mailing date of this action, In the cvent a first reply s filed within TWO
MONTHS of the mailing date of this final action and the advisory action is not mailed until after
the end of the THREE-MONTH shortened statutory periad, then the shortened statutory period

_. will sxpire on the date the advisory action is mailed, and any extension fee pursuant to 37
CFR 1?136(’3) will be calculated frem the mailing date of the advisory action. Inno event,
however, will the statutory period for reply expire later than SIX MONTHS from the mailing

date of this final action,

Conclusion
18,  Any inquiry concerning this communication or eartier commurications from examiner
should be directed to Ronald Baum, whose teephone number is {703) 305-4276. The examiner
san normally be reached Monday through Friday from 8:00 AM to 5:30 PM.
If atternpis to reach the examiner by telcphone are unsuccessfitl, the examiner’s
sapervisor, Kim Vu, can be reached at (703) 305-4393, The F ax number for the organization

where this application is sssigned is 703-872-9306.

Ronald Baum’

Patent Examiner
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Applicant: Donald N, Cohen 5#’_}‘

Serial No.: 09/715,813
Examiner: Baum, Ronald
ArtUnit 2135

Filed: November 16, 2000
Docket: 02-522-B

CERTIFICATE OF FIRST CLASS MAILING‘UNDER J7ICFR 1.8

The undersigned hereby certifies that the following: REC E‘VED
. MAY 0 § 2004
1. Response to Office Action Technolagy Center 2100

2, Return Reoeipt Posteard

are being deposited with the U.8. Postal Service on the date subscribed befow, with sufficient
postage as first class mail, in an envelope addressed 1o the Mait Stop Non-Fee Amendment,
Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450

Donna Miller
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2135

PATENT
02.322.8 //,
Formerly 0982-DB

™ IN THE UNITED STATES PATENT AND TRADEMARK GFFICE :ﬁ 7 5 )

~ w57
Applicant:  Cohen Bxaminer: Baum ‘ .d'/
SerialNo.:  09/715,813 Group Art Unit: msRECEIVE '
Titte: PACKET FLOGDING DEFENSE SYSTEM ‘ D
, MAY § 6 2004
f Filed: 1171672000
// Tachnology Center 2100
' \‘\}}0 \Xff Certificate of Firet Clags Mailing nader 37 CER 1.8
e .
% : qu The undersigned hereby certifies that this document is being
\,)G “ deposited with the U.S, Postal Service on the date subscribed
& below, with sufficient postage as first class mail, in an snvelope
.gfﬂ addreseed to Mail Stop Nor-Fee Amendment, Commissioner for

Patents, P.O. Box 1450, Alexandria, VA 22313.1450.

_E)Z)M\h N‘Q'-‘ Date: - QA0

Donna Miller

AMENDMENT

This document is being submitted in response to the Office Action mailed 03/01/2004. Please

amend the sbove referenced application as follows.

_ Amendments to the claims are reflested in the listing of claims which begins on page 2 of this
paper. '

Remarks begin on page 4 of this paper.

Cloudflare, Inc.  Exhibit 1003  Page 1694



Amendment Serial Mo 09/715,813 Page 2 of 4

This listing will replace all prior listings in this application.
2

Listing of clatms.

; Claims 1-6 (cancelled)

NN

. ' -
el / Claim 7 {original) A packet flooding defense sysjﬁem for a network compising a plurality of host

T .t . . .
| computers, routers, communication lines and trangmitted data packess, said system

comprising: /

at least one firewall, said firewall comprisiog:

.hmi\vara and software serving 10 conrof packet transmission between smd network and a
host computer conneeted to an interngl network;

means for classifying dats packets re?mived at said firewall;

means for associating a maximum sposptable iransmission rate with each class of data

(%\ " packet teceived at said firgwal}; {

meang for said firewall to find infdrmation for packets it receives regarding the path by
which said packeis came to said firewall; and
wherteby, said firewall can use sa? information to allocate the transmission rate for each
‘el hr A TESTEd Ways

Clairn § (original) A packet flooding defense system for a network comprising a plurality of host
computers, Touters, commimnication lines and transmitted data packets, gaid system
comprising;

at least one firewall, said firewall comprising:

N P
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Amendment . Serial Nox: 097 15,813 ~ Page3ofd
hardware and software serving to control packet transmission between said network and
4 host computer connected to an internal network;
means for classifying data packets received at said ﬂrerI;
means for assoclating a ﬁaximum acoeptable transnrission vate with each class of data
packet received at sai@ firewall;
means for satd firewail to determine the rate at which data packets of each elass are
transnitted from a router to said firewall;
rmeans for said router to receive fnformation regarding maximum acceptéble fransmission
rate for data packets being transmitted to said firewall;
means for said router to control the rate of transmisston of data packets from said router
to said firewall; and .
whereby, the rate of data packet transmissions recsived at said firewall is kept below the
m&xlmum acceptable tmnsnﬁssion rate for each data packet class by said control of the
rate of transmission of data packets from said router, thereby freeing a portion of the
network providing data packet transmission to suid firewail.

Ci&irﬁ 8 (original) A packet flooding defense system as described in Claim‘& whsrain:
said router is capable of receiving information regarding maximum acceptable .
transtaission rate for each class of data packet being transmitted to said firewall; and

said router is capable of controlling the rate of transmission of each ¢lass of data packets

to said firewall. ' M‘

Ty
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Amendment Serial No.:  09/715,813 Page 4 of 4
REMARKS

- .
The Examiner rejected claims 1-6 stating that he found the arguments presented in Applicant’s.
Request for Reconsideration submitted 01/18/2004 to be unpersuasive. Applicant has cancelled

¢laims 1-6.
The Examiner has allowed the remaining claims 7-9,

Int view of the ebove listed amendments this application s now in condition for allowance.
Applicant therefore requests that a timely Notice of Allowance be issued for this application.

Respectfully submitted,

avid A, Belasco
Applicani's Attorney
Regisiration No. 41,609

BELASCO JACOBS & TOWNSLEY, LLF
Howard Hughes Center

6100 Center Drive, Snite 630

Los Angeles, CA 90045

Phone; {310} 743-1188

Fax:  (310) 743-1189
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Anplication No, Applicunt{s)
. - 09/716,813 COHEN, DONALD M.
N?fl&& OfAFwiabfhty i Exam{ngr , Art Unit
Ranald Baum 2136

-~ The MAILING DATE of this communication appears on the cover sheet with the correspondancs addrass—
All claims baing allowable, PROSECUTION ON THE MERITS IS (OR REMAINS) CLOSED I this applleation. If not included
herewith {or previously riafled), & Notice of Allowanos (PTOL-85) or other appropriate communication wii be maited In dus course, THIS
NOTICE OF ALEOWABILITY IS NOT A GRANT OF PATENT RIGHTS, This application ls subjaet to withdmiwal fram fssue at the initiative
of tha Offlce or upon petiion by the applicant. See 37 CFR 1,543 and MPEP 1308.

1, B This communication is reaporsive to 522004
2. B4 The ailowed claimis) is/are 7-8.
3. [] The drawings filed on
4. [ Acknowledgment is made of a claim for fareign priosity under 35 U.S.C. § 119{aMd) or (.
a3 At 8}[] Some* o) INens  ofthe:

., [ Certified copies of the pricrily decuments have been racalved,

2. [ Cartified coplas of the pricrity docurments have bean fecelved in Application No. .

3. £] Coples of the cerfified copies of the priority documents have been received i this nationat stage application from the

Intemational Bureay {PCT Ruls 17.2{a)).
* Certified coples nof received:

ans sceepled by tha Exaninsr,

Appiicant has THREE MONTHS FROM THE *MAILING DATE" of this communication to fle 2 reply complying with the raquirements
noted below. Failure fo tirmely comply wilt rasulf in ABANDONMENT of this application.
THIS THREE-MONTH PERIOD IS NOT EXTENDABLE.

5, [J A SUBSTITUTE OATH OR DECLARATION must be submittad. Note the attached EXAMINER'S AMENDMENT or NOTICE OF
INFORMAL PATENT APPLICATION {PTO-152) which gives raason{s) wity the oath or declaration is deficiant.

8, [ CORRECTED DRAWINGS { as *raplacement sheals") must be submitted,
{a} [] including changss required by the Notise of Draftsperson’s Patent Diawing Review ( PTO-4B) altached
1} hereto or 23 [T} to Papsr NoiMail Date . :
{b) [ including changes raquired by tha attached Examiner's Amendment/ Comment or i the Office action af
Faper MoiMall Date

Idantifying nificla such as the spplication number fsee 37 CFR 1.84(e)) shoukd be written on the drawings in ths front [not the back) of
each sheet, Replacement shet{s) shotld be labeled as such bn fie header according to 37 FR 1.421(d).

7. {1 DEPQSIT OF and/or INFORMATION dbout the deposit of BIOLDGICAL MATERIAL must be submitted. Note the
attached Examiner's comment regarding REQUIREMENT FOR THE DEPQSIT OF BIOLOGICAL MATERIAL,

Attachment{s)
1. [ Notice of References Cited (PT0-692) 5. {] Notice of Infarmal Patent Applleation {PTO-152)
2. 71 Nollcs of Draftperson's Patent Drawing Review {PT0-948) &. [ Interview Summary (PTO-413),
Paper No./Malt Data 8.
3. [ Information Disclosure Statemants (PTO-1448 or PTOSES), 7. [ Examiner's AmendmentiComment
Paper No./Mall Date ___
4. [} Examinars Cormment Regarding Requirement for Daposit 8. i Examiners Statement of Reasons for Allowance
of Biclogical Materfal 8. [] Other _ .
AVAZ SHEIKH
BTOLT (Rev. 108 Hotice of Allowabitty SUPERVISCRY P%E{\EEE zmu'% Date 8

TECHNOLOGY CEN
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Application/Control Number: 09/715,813 Page 2

Art Unit: 2136

EXAMINER’'S AMENDMENT - g / ¢ 'y
: ' ’ L
An examiner’s amendment to the record appears below. Should the changes and/or e

additions Be unacceptable to applicant, an amendment may be filed as provided by 37 CFR

1.312. To ensure consideration of such an amendment, it MUST be submitted no later than the

payment of the issue fee.

Authorization for this examiner’s amendment was given in a telephong interview with

David A, Belasco, Reg. No, 41,609 on 6/1/2004,

L.

Replace claim 7 with (changes “can use said information” to “uses said information™):

Y

{ A packet flocding defense system for a netwerk comprising a plurality of
host compaters, routers, communication lines and transmitted data packets; said
system comprising: at least one firewall, said firewall comprising:
hardware and software serving to control packet transmission
between said network and & host computer connected o an internal
network; " |
means for classifying data packets received at said firewall;
means for assoclating a maximum acoeptable transmission rate
with exch class of data packet received at said firewall,
means for smd firewall to find information for packets it receiv&;
regarding the path by which said packets came to said firewall; and
whereby, said firewal] uses said information to allocate the

transmission rate for each class in a desired way,

-
_
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Application/Control Number: 09/715,813 : Page3
Ast Unit: 2136 '

Examiner’s Statement of Reasons for Allowance

2 | Ci?{‘ims 6-9 are alieived over prior art.
3. This action is in reply to applicant’s correspondence of 03 May 2004.
4, The following is an exaniner’s statement of reasons for the indication of allowable
claimed subject matter.
5, As-per examiner amenéet; claims 7-8, prior art of record, Chang et af, U8, Patent
5,367,523, fudls to teach, alone, or In combination, of;

{claim 7) “A packet flooding defense system for a network comprising a plurality ef host
computers, routers, communication lines and transmitted data packets, said system comprising:

at least one firewsl], said firewall comprising: hardware and software serving to control packet

tranymission between said network and a host computer connected to an internal network; means

for classifying data packets received at gaid firewall; meany for associating a maximum

game to said firewall; and whereby, said firewall uses said information to allocate the
transtuission rate for sach class in a desired way.”, and;

(claim B} "A packet flooding defense system for a network comprising a phirality of host
computers, routers, communication lines and transmitied data packets, said system comprising:
at least one firewall, said firewdl! comprising: hardware and software serving to control paeketr
transmission between said network and a host computer connected to an intemal petwork; means
for classifying dats packets received at said firewall; means for associating a maximum

aeceptable transmission rate with each class of data packet received at said firewall; means for

-~
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Application/Controt Number: 09/715,813 Paged
Art Unit: 2136 ‘

said firowall 16 determine the rate at which data packets of each class are fransmitted from a
router 1 sajd fivewsll; means for said router to receive information regarding maximum
acceptable transmission rate for data packets being transmitted to said firewall, means for said
router o control the rate of transmission of data packets from said router to said firewall; and
wihereby, the rate of dat;x packet transmissions received at said firewall is kept below the
maximum acceptable transrigsion rate for sach dﬁia packet class by said controt of the rate of
trapsmission of data puckets fror said router, thereby freaing a portion of the netwaork providing

dats packet transtission to said firewalL”. The underlined above claim elements dealing with

(claim 7); a {specifically) firewall having “means for assoclating a maximum acceptable
sremsmivsion rate with each class of data pacist recelved at said ﬁrgg@} such that received
packet path information $o aflocate ission rate for eqeh cfasy’” , and (claim 8); &

(spevifically) firewall to router configuration having “means for said roufer fo. confn ol the rate of
rrangmission of data packets from said router to sald frewall” and the rate of packets (eceived)
at the firewall is kept “helow the meodmum ae;r;ep:a!;te Fis sion 7 each daar

class by said gontrol of the rate of ransmission of data pachkels fram said router, thereby freeing

a portion of the network providing data packet transmission 1o said firewall.” serving to patently

distingnish the invention from prior art.

Dependent claim 9 is allowable by virtue of their dependencies,

Conclusion
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Application/Control Number: 09/715,813 Page S
 Ast Unit: 2136 -

6. Any inguiry concerning this communication or earlier communications from examiner
should Be ﬁi-racted to Ronald Bawtm, whose telsphone aumber is (703) 303-4276. The examiner
. can normally be reached Monday through Friday from 8:00 AM 10 530 PM.

If attempts to reach the examiner by telephonte sre unsuccessfisl, the examiner’s
supervisor, Ayaz Sheikh, can be reached at (703) 305-5648. The Fax number for the organization

- where this application iy assigned is 703-872-8306.

Ronald Baum :
Fatent Examinér . WM
A AYAZ SHEWH
SUPERVISORY PATENT EXAMINER
TECHNOLOGY CENTER 2100,
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Application/Control Number; 09/715,813 Page 2
Ast Unit: 2136 ' '

‘EXAMINER’S AMENDMENT -
An:xamincr’ s amendment to the record appears below. Should the changes and/or
additions bo unacceptable to applicent, aa amendment may be filed as provided by 37 CER
1.3 12, To ensure consideration of such an amendment, it MUST be submitted no later than the
payment of the issue fee.
| Authotization for this examiner’s amendment wﬁs giver in a telephone interview with
_Da\n'd A Belasco, Reg. No. 41,609 on 67112004,
i. Replace claim 7 with {changes o e said information” to “uses said information”):
7. 7 A packet flooding defense system for a network comprising a plusality of
Host computers, routers, communication lines and sransmitted data packets, said
systens comprising: feast one firewall, said firewall comprising:
hardware and software serving 10 contro} packet transmission
between said network and & host computer connected to an intermal
nefwork; |
mesns for classifying data packets veceived at said firewall,
seans for assockating a maximum acceptable transmission rate
with each class of dats packet received at said ﬁrewali;
meang for said firewalf to find information for packets it receives
regarding the path by which said packets came to said firewall; and
whereby, said Srewall uses said information to allocate the

transmission rate for each class ina desired way.
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Application/Control Number: 09/715,813 _ Page 3
Art Unit: 2136

N Examiner’s Statement of Reasons for Allewance
2. Claims 6-9 are allowed over prior art.
3 This action is in reply to applicant’s correspondence of 03 May 2004,
4, The following is an examiner’s staternent of reasons for th(;. indication of allowable
claimed subject matter.
-§. As per examifmr amended claims 7-8, prior art of record, Chang et al, U.S. P t;nt
5,367,523, fails to teach, afone, or in combination, of; v

{elaim 7) “A packet flooding defense system for a network comiprising a phurality of host
computers, routers, communication lines and transmitted data packets, said system comprising:
at feast one firewall, said Srewal] comprising: hardware and software serving to controf packet
transmission between said network and a host computer connected to an internal network; means
fo‘; classifying data packets received ai said firewall; mﬁm@gjﬁg@m
acceptable ransmission rate with each class of data packet received at said firowall: means for
said firewall to find information for packets it » ' ich sai kets
came 10 said firgwall; and whereby, said firewall uses said information o allpcste the
trausmission ratg for each class in a desired way.”, and;

(claim 8) “A. packet flooding defense system for a network comprising a plurality of host |

gelves regarding ¢

 comuters, routers, communication lines and transmitted data packets, said system comprising;
at least one firewall, said firewall comprising: hardware and software serving to control packet
transmission between said network and a host computer connected to an internal network; meané
for classifying data packets received at said firewall; means for associating a maximum

ceived st said firewall: meane far

acceptable transmission rate with each clase of dat
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Application/Control Number: 09/715,813 . Page4
Art Unit; 2136 '

said firewall to determine the rate at which data packets of each class are traosmitted from a
router fo said firewall; means for said router to receive information regarding maximum
'acceptableltransmissioﬁ rate for data par.ksts being transmitied to said firewall; means for said
router to control the rate of transmission of data packets from said router to said firewall; and
~ whereby, .the rate of data packet transmissions received at said firewall is kept befow the
maximum acceptable transmission rate for each data packet class by said control of the rate of
{ransmission of data packets from said router, thereby ﬁ'éeing 2 portion of the network providing
data packet transmission to said firewall.”. The undedined above claim elements dealing with
(claim 7); a {specifically) firewall having “m@inwﬁm_mw
tromsmission rate with each class of data packet received at said firewall such that received
" packet path information to allagale the transission rate for each class” , and (claim B}, a2
{specifically} firewall to router configuration having “means for ssid router fo control the rate of
Iransmission of data packets from said router fo said firewail,” and the rate of packets (regeived)
at the firewall is kept “below f}ae mctx;‘mm qeceptable fransmission rate for each data packet -
class by said control of the rate of ransmission of data packets from said router, thereby freging
a portion of the network providing data packet transmission to said firewall.” serving io patently
distinguish the invention from prior art.

Dependent claim 9 is allowable by virtue of their dependencies.

Conclusion
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Application/Control Number: 08/715,813 . ‘ Page 5
Art Unit: 2136 '

6. Anf\inqairy cenccming this communication or satlier communications from examiner
shauld be directed to Ronald Baum, whose telephone rumber is (703) 305-4276, The examiner
can nermally be reached Monday through Friday from 8:00 AM 1o 530 PM.

¥F attempts to reach the examiner by telephone are unsuccesstil, the examiner’s
supervisor, Ayaz Sheikh, catt be reached at (703) 305.—9'648. The Fax number for the organization

where this application is-assigned is 703-872-9306.

~ Ronatd Baum
Patent Examiner
. (i V!
HYAZ SHEIKH
SUPERVISORY PATENT EXAMINER
TECHNOLOGY CENTER 2100
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NOTICE OF ALLOWANCE AND FEE(S) DUE

a7 7396 BEHE004 | EXAMINER, |
BELASCQ, JACOBS & TOWNSLEY LLP DA, RONALD
HOWARD HUGHES CENTER — _
6100 CENTER DRIVE | ART UNIT {  memanse
SUITE 630 2136 37
LOS ANGELES, CA 90045 )

DATE MAILED: 0608/3004

APFLICATICN HEs. j FILENG DATE FIRST NAMED INVENTOR | arvomay DGLRET NO, E CONIMRMATION NO.

TR kY 11462500 Dopaid N. Cohen QISR 5697
TITLE OF INVENTION: PACKEY FLOGDING DUFENSE SYSTEM

i APELN. TYPS | SdaLLENY ] I3SLE FEE | PUBGCATIONFEE | TOTALFEEG)DUE | bATe BLE

|

wpeovlstonat YES $665 50 ) $685 GOID812004

THE APFLICATION IHENTIFIED ABOVE HAS BEEN EXAMBNED AND IS ALLOWED FOR ISSUANCE AS A PATEN

ROSECUTION ON THE MERITS 1S CLOSED. THIS NOTICE OF ALLOWANCE IS NOT A GRANT OF PATENT RIGHT
THIS APPLICATION IS SUBJECT TO WITHDRAWAL FROM ISSUE AY THE INITIATIVE OF THE OFFICE QR URC
FETITION BY THE APPLICANT. SEE 37 CFR 1.313 AND MFPEF 1308,

THE I8SUE FEE AND PUBLICATION FEE (IF REQUIRED) MUST BE PAID WITHIN THREE MONTHS FROM TH

MAILING DATE OF TEIS NOTICE OR THIS APPLICATION SHALL BE REGARDED AS ABANDONED, TH

STATUTORY PERIOD CANNOY BE EXTENDED. SEE 35 US.C, 151, THE ISSUE FEE DUE INDICATED ABOV
REFLECTS A CREDIT FOR ANY PREVIOUSLY PAID ISSUR FEE APPLIED IN THIS APPLICATION, THE PTOL-858 (O
AN EQUIVALENT) MUST BE RETURNED WITHIN THIS PERIOD EVEN IF NO FEE IS DUE QR THE APPLICATION WIL
BE REGARDED AS ABANGONED.

HOW T0O REPLY TO THIS NOTICE:

" T. Review the SMALL BNTITY status shown ahove.

Ifthe SMALL ENTITY is shown a8 YES, verify your curent If the SMALL ENTITY is shown g NQ:

SMAEL ENTITY staius:

A, W the status s the same, pay the TOTAL FEE(S) DUE shown | A, Pay TOTAL FEE(S} DUE shown sbove, or

shove.

B, If the status is changsd, pay the PUBLICATION FEE (if | B. I applieant claimed SMALL BNTITY status befors, or i o
required) and twice the amourt of the ISSLIE FEE shown sbove claiming SMALE ENTITY atatus, check the box below and enclo
and notify the United Stutes Patant and Twademark Office of the the PUBLICATEON FEE and 1/2 the ISSUE FEE shown sbove.

change in siaius, or & Applicant claimy SMALL ENTITY status.
See 37 CFR 127,

1L PARY B - FEE(S) TRANSMITTAL should be completed and returned to the United States Patent and Trademark Office (USPTQ) w
your I33UE FEE and PUBLECATION FEE {if required). Even if the fee(s) have alteady been paid, Part B - Fee(s) Transmitial should
complsted and retumed, [T you are charging the feefs) to your deposit accownt, section “4b" of Part B « Fee(s} Transmittal should
completed and an extra copy of the form should be submitted.

. All conmunications regarding this epplication must give the application sumber. Pleass direct all commusications prior fo isswance
Matl Stop ISSUR FEE mless advined to the contrary.

IMFORTANT BEMINDER: Uliiity patends issnting ou appiications filed on or after Dec. 12, 1980 may reguire payment
maintenanee fees. I is patentee’s responsibility 1o ensure timely payment of maintenance fess when due.

Pape L of 3

PTUL 85 (Rev | 1/03) Approved for use theongh 04/30/2034
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