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I, Dr. Kevin Jeffay, declare as follows:

I. BACKGROUND

1. I have been retained by Charhon Callahan Robson & Garza
(“CCRG”), which I understand represents Cloudflare, Inc. (“Petitioner”) in
connection with the above-captioned inter partes review of U.S. Patent No.
7,523,497 to Cohen, titled Packet Flooding Defense System, (EX-1001, “’497
patent”). [ understand that PacSec3, LLC (“Patent Owner”) states that it is the
owner of the 497 patent.

2. I have reviewed and am familiar with the *497 patent, which issued to
Donald N. Cohen on April 21, 2009. I understand that the *497 patent includes 18
claims of which claims 1, 2, 4, 5,7, 8, 10, 11, 13, 14, 16, and 17 are independent
claims. I also understand that the Petition for inter partes review that accompanies
this Declaration (the “Petition”) seeks to cancel claims 7-12 (the “challenged
claims™) of the *497 patent. My analysis and opinions will focus on the challenged
claims of the ‘497 patent. In this Declaration, I will cite to the specification of the
‘497 patent using a format like the following: EX-1001, *497 patent, 1:1-10. This
example citation points to the 497 patent specification at column 1, lines 1-10.

3. In addition to the 497 patent and its prosecution history, I have

reviewed and am familiar with the following references:
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U.S. Patent No. 6,801,503 to Wetherall et al., titled “Progressive and
Distributed Regulation of Selected Network Traffic Destined For a Network
Node” (EX-1006, “Wetherall”).

Doeppner, T. et al., “Using Router Stamping to Identify the Source of IP
Packets” (EX-1007, “Doeppner”).

Savage, S. et al., “Practical Network Support for [P Traceback” (EX-1008,
“Savage”).

U.S. Patent No. 7,120,931 to Cheriton, titled “System and Method For
Generating Filters Based on Analyzed Flow Data” (EX-1009, “Cheriton”).
Song, D., ef al, “Advanced and Authenticated Marking Schemes for [P
Traceback,” Report No. UCB/CSD-00-1107, University of California,
Berkeley (June 2000) (EX-1014).

U.S. Patent No. 6,839,321 to Chiruvolu, titled “Domain Based Congestion
Management” (EX-1015).

U.S. Publication No. 2003/0118029 to Maher 111 et al., titled “Method and
Apparatus for Enforcing Service Level Agreements” (EX-1016).

U.S. Patent No. 6,904,529 to Swander, titled “Method and System for
Protecting a Security Parameter Negotiation Server Against

Denial-Of-Service Attacks” (EX-1017).
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U.S. Patent No. 6,385,170 to Chiu et al., titled “Method and System for
Dynamically Triggering Flow-Based Quality of Service Shortcuts Through a
Router” (EX-1018).

U.S. Patent No. 6,934,256 to Jacobson et al., titled “Method of Detecting
Non-Responsive Network Flows” (EX-1019).

U.S. Patent No. 7,027,393 to Cheriton, titled “TCP Optimized Single Rate
Policer” (EX-1020).

“RFC 1009 — Requirements for Internet Gateways” Braden ef al. (EX-
1021).

U.S. Patent No. 6,115,357 to Packer et al., titled “Method for Pacing Data
Flow in a Packet-Based Network” (EX-1022).

U.S. Patent No. 6,412,000 to Riddle ef al., titled “Method for Automatically
Classifying Traffic in a Packet Communications Network” (EX-1023).

U.S. Patent No. 5,581,559 to Crayford et al., titled “Inverse packet Disrupt
For Secure Networks” (EX-1024).

U.S. Patent No. 6,044,402 to Jacobson et al., titled “Network Connection
Blocker, Method, and Computer Readable Memory For Monitoring
Connections in a Computer Network and Blocking the Unwanted

Connections” (EX-1025).
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U.S. Patent No. 5,455,865 to Perlman, titled “Robust Packet Routing Over a
Distributed Network Containing Malicious Failures” (EX-1026).

U.S. Patent No. 5,353,353 to Vijeh et al., titled “Repeater Security System”
(EX-1027).

U.S. Patent No. 5,850,515 to Lo et al., titled “Intrusion Control in Repeater
Based Networks” (EX-1028).

U.S. Patent No. 5,367,523 to Chang et al., titled “Adaptive Rate-Based
Congestion and Flow Control in Packet Communications Networks” (EX-
1029).

U.S. Patent No. 7,058,974 to Maher III et al., titled “Method and Apparatus
For Preventing Denial of Service Attacks” (EX-1030).

U.S. Patent No. 6,725,378 to Schuba et al., titled “Network Protection for
Denial of Service Attacks” (EX-1031).

U.S. Patent No. 7,058,015 to Wetherall ef al., titled “Distributed Solution
For Regulating Network Traffic” (EX-1032).

U.S. Patent No. 6,889,181 to Kerr et al., titled “Network Flow Switching

and Flow Data Export” (EX-1033).
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4. The ’497 patent 1s generally directed to defending against denial-of-
service (“DoS”) attacks against a computer network. (EX-1001, Abstract.) [ am
familiar with the technology described in the 497 patent both as of its earliest
possible priority date of Nov. 16, 2000, and actual filing date of May 7, 2004.

5. I have considered how a person of ordinary skill in the art
(“POSITA”) would have understood the challenged claims in light of the
disclosures of the 497 patent. I also have considered how a POSITA would have
understood the prior art references Wetherall, Doeppner, Savage, and Cheriton. |
provide herein my technical review, analysis, insights, and opinions regarding
whether a POSITA would have understood: (1) the disclosures of Wetherall in
view of Doeppner renders claims 7-12 obvious; (2) the disclosures of Wetherall in
view of Savage renders claims 7-12 obvious; (3) the disclosures of Cheriton in
view of Doeppner renders claims 7-12 obvious; and (4) the disclosures of Cheriton
in view of Savage renders claims 7-12 obvious.

6. I am being compensated at my standard hourly rate of $800 per hour.
My compensation is not dependent on the outcome of this inter partes review and

in no way affects the substance of my statements in this declaration.

7. I reside in Chapel Hill, North Carolina, USA.
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II. SUMMARY OF GROUNDS

8. I understand that the Petition for inter partes review of the 497 patent

asserts the following grounds of unpatentability:

Ground | 35 U.S.C. § Claims Prior Art References
1 103 7-12 Wetherall, Doeppner
2 103 7-12 Wetherall, Savage
3 103 7-12 Cheriton, Doeppner
4 103 7-12 Cheriton, Savage

III. QUALIFICATIONS AND EXPERTISE

9. In formulating my opinions, I have relied upon my knowledge,
training, and experience. My qualifications are stated more fully in my curriculum
vitae, which has been provided as Exhibit 1005. Here, I provide a brief summary of
my qualifications.

10.  Currently, [ am a tenured professor in the Department of Computer
Science at the University of North Carolina (“UNC”) at Chapel Hill, where I hold
the position of Gillian T. Cell Distinguished Professor of Computer Science. I have
been a faculty member at UNC since 1989. From 2014-2022 T also served as the
Chairman of the Department.

11.  TIreceived a Ph.D. in Computer Science from the University of

Washington in 1989. I received a M.Sc. degree in computer science from the
-6 -
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University of Toronto in 1984 and a B.S. degree with Highest Distinction in
mathematics from the University of Illinois at Urbana-Champaign in 1982.

12.  Thave been involved in the research and development of computing
systems for over 40 years. As a faculty member at UNC, I research and teach in the
areas of computer networks, multimedia networking, distributed systems, real-time
systems, and operating systems, among others.

13. A major theme of my research has been the development of
technology to improve the performance of data transfers on the Internet. My
research has focused on network and operating system support for distributed real-
time multimedia applications (such as audio and video streaming, voice-over-
Internet protocol (VolP), and Internet videoconferencing), congestion control
mechanisms in network routers, measurement and analysis of network traffic to
passively assess the performance of servers on the Internet, and other areas.

14.  For example, starting in the late 1980s, my research focused on the
development of network and operating system technology to enable real-time
transfer of streams of audio and video data across the Internet. This work
culminated in my research group developing some of the first videoconferencing
systems for the Internet. Several of the papers authored by myself and members of

my research group on this project won awards for their technical contributions.
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15.  The videoconferencing and adaptive streaming research attracted the
attention of industry groups such as IBM®, Intel®, Digital Equipment
Corporation, Cabletron/Aprisma, and AT&T® and Lucent Bell Laboratories. For
example, starting in 1991, IBM® supported aspects of my research at UNC. These
efforts resulted in U.S. Patent No. 5,892,754 on adaptive media streaming being
issued to IBM® and UNC. Beyond the aforementioned companies, I have also had
collaborations with Hewlett Packard, Sun Microsystems, Cisco Systems®, and
CloudShield™, among others.

16. My research group developed other “data conferencing” systems, also
known as “shared window systems,” that could transfer desktop information from
a PC to a remote PC in real-time. One system that we built, called XTV, was
operational by 1991. The source code for XTV was made freely available and by
1993 had been downloaded by over 600 users and institutions. The system was
functionally and visually equivalent to LogMeIn®’s GoToMeeting™ and Zoom’s
screen sharing products and services. In the XTV system, individual windows
displayed on the desktop or the entire desktop could be shared with remote users.
The XTV system also allowed remote users to control and manipulate the desktop
being distributed and to remotely control applications.

17.  In my research, I regularly build and use clusters of computers

interconnected by network switches, bridges, and routers to form and evaluate
_8-
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experimental and production networks. For example, in the late 1990s and early
2000s, my research examined router-based mechanisms for controlling the
performance of network traffic. My students and I built and instrumented network
routers and performed large scale experiments with this equipment to monitor and
control packet flows. Such control involved detecting, classifying, and policing
misbehaving or unresponsive flows and providing better-than-best-effort
forwarding services to selected flows. The instrumentation included, for example,
the development of network monitors that received copies of packets flowing on a
network link and analyzed and stored packets or the results of analyses on these
packets, all in real-time.

18.  In 2003, the international networking research community recognized
aspects of this research by awarding my group at UNC the most prestigious
research award for original research in computer networking. These research
efforts also resulted in U.S. Patent Nos. 7,447,209 and 8,938,532 being issued to
UNC. Other aspects of the research included a research collaboration with
CloudShield™ Technologies to use deep packet inspection and processing devices
to detect anomalous and/or malicious traffic in a high-speed network. More
recently, my research group built a series of devices placed in-line between clients

and servers in a network to passively monitor, analyze, and selectively log network
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traffic for purposes of understanding the performance of servers present in the
network.

19.  More recently, my research group has investigated architectures for
next generation wide-area aerial wireless networks based on the use of commercial
aircraft as access points and free-space optical data transmission. This project con-
sidered issues of network topology management and algorithms and architectures
for packet routing. Aspects of this research effort resulted in US Patent No.
9,832,705 being issued to UNC.

20. These projects, and others, took place in a networking lab that my
students and I constructed at UNC over a number of years. The lab consists of
several hundred computers and networking devices. Managing this lab involved
installing and configuring VLANS, monitors, firewalls and other security
appliances to isolate the lab from the campus network (and vice versa).

21. I have authored or co-authored over 100 articles in peer-reviewed
journals, conference proceedings, texts, and monographs in the aforementioned
areas of computer science and others. I have served as Editor-in-Chief for the
journal Multimedia Systems and Associate Editor for the journal Real-Time
Systems. In addition, I have edited and co-edited numerous published proceedings
of technical conferences and have edited a book of readings in multimedia

computing and networking (with Hong-Jiang Zhang) published by Morgan
- 10 -
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Kaufman. I am a co-author (with Long Le and F. Donelson Smith) of a monograph
related to computer network protocols and a co-author (with Jay Aikat and F.
Donelson Smith) of a second monograph related to experimental computer
networking. I also have served on numerous proposal review panels for the
National Science Foundation and other international funding agencies in the
aforementioned areas of computer science. I have also served as a program chair or
member of the technical program committee for over 100 professional,
international, and technical conferences, workshops, and symposia.

22. I am anamed inventor on four U.S. Patents. These patents are
generally related to computer networking and service delivery over networks
including audio and video transmission.

23. I have developed and taught a wide variety of courses related to
distributed systems, computer networking, multimedia networking, operating and
file systems, and computer security.

24. T have served as an expert witness and technical consultant in
litigation and inter partes review matters concerning computer networks,
distributed systems, operating systems, multimedia networking, cellular and
wireline telephony, voice over IP (VoIP) telephony, datacenter networking,

embedded systems and embedded software, and real-time systems, among others. |

-11 -
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have testified in several trials, arbitrations, and claim construction hearings as an

expert witness.

IV. LEGAL UNDERSTANDING
A. My Understanding of Claim Construction

25. Thave been advised and understand that claim construction is a matter
of law and that the final claim construction will ultimately be determined by the
Patent Trial and Appeal Board (the “Board”). I have been advised and understand
that patent claims are construed from the perspective of one of ordinary skill in the
art at the time the claimed invention was made. I have further been advised and
understand that, in an infer partes review, patent claims are to be construed
according to the methodology set forth in Phillips v. AWH Corp., 415 F.3d 1303
(Fed. Cir. 2005). In performing my analysis and rendering my opinions, I have
interpreted claim terms by giving them the ordinary and customary meaning they
would have to the POSITA reading the 497 patent as of November 16, 2000, and
in light of its specification and file history. I have also considered, where
appropriate, my understanding of Patent Owner’s interpretation of claim scope
based on its infringement contentions in a lawsuit alleging infringement of the 497

patent by another party.

-12 -
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B. A Person Having Ordinary SKkill in the Art

26. I have been advised and understand that a POSITA is presumed to be
aware of all pertinent art, thinks along conventional wisdom in the art, and is a
person of ordinary creativity, not an automaton. With this understanding, based on
my review of the *497 patent and its file history, my experience teaching,
researching, and developing computer networks and networking technology, as
well as my experience collaborating with persons in industry in the field of
computer networking, it is my opinion that a POSITA at the time of the invention
claimed in the ’497 patent would have been a person holding a Bachelor of Science
degree and Masters degree in Computer Science, Computer Engineering, or an
equivalent field and one to two years of academic or industry experience in
computer networking, or comparable industry experience. As of November 2000,
I was at least a person of ordinary skill in the art. Based on my experience
working with graduate students and industry professionals in this time frame who
were persons of ordinary skill in the art, I am able to view the disclosures in the
’497 patent and the prior art through the lens of a POSITA.

C. My Understanding of Obviousness

27. Thave been advised and understand that a claimed invention is
unpatentable if the differences between the invention and the prior art are such that
the subject matter as a whole would have been obvious at the time the invention

- 13-
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was made to a POSITA to which the subject matter pertains. This means that even
if all of the requirements of the claim cannot be found in a single prior art
reference that would anticipate the claim, the claim can still be invalid.

28. It is my understanding that obviousness is a question of law based on
underlying factual findings: (1) the scope and content of the prior art; (2) the
differences between the claims and the prior art; (3) the level of skill in the art; and
(4) objective considerations of non-obviousness. I understand that for a single
reference or a combination of references to render the claimed invention obvious, a
POSITA must have been able to arrive at the claims by altering or combining the
applied references.

29. I also understand that prior art references can be combined under
several different circumstances. For example, it is my understanding that one such
circumstance is when a proposed combination of prior art references results in a
system that represents a predictable variation, which is achieved using prior art
elements according to their established functions.

30. I also understand that when considering the obviousness of a patent
claim, one should consider whether a teaching, suggestion, or motivation to
combine the references exists so as to avoid impermissibly applying hindsight
when considering the prior art. I understand this test should not be rigidly applied,

but that the test can be important to avoiding such hindsight.
-14 -
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V. BACKGROUND

31.  Prior to the filing of the parent of the 497 patent on Nov. 16, 2000, a
great deal of related work had been published describing systems that solved
similar problems of defending against DoS attacks in a network. Indeed, my own
research group at UNC was investigating problems related to detecting anomalies
in network traffic.

32. Motivating this work was the fact that the mid-1990s saw the
increased proliferation of attacks against network infrastructures. A particular
concern were DoS attacks wherein one or more attackers would simultaneously
flood a network service with traffic/requests so as to overload the server(s) and/or
the network hosting the service and so as to render it unable to function for its
intended purpose.

33.  Numerous other forms of attacks emerged such as “spoofing”
(impersonation) attacks wherein a malicious entity on the network masquerades as
a legitimate entity to acquire or re-route user traffic and capture the information
contained therein. The sophistication of these threats evolved throughout the
1990s, mandating the ability to rapidly respond to the attacks.

34. Increases in DoS attacks during this time coincided with an explosion

in the number, scale, complexity, and importance of computer networks (including

- 15 -
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the Internet) among businesses, consumers, governments, educational institutions,
and other entities as well as in the number of users of these networks.

35. DoS attacks could be performed anonymously and caused significant
disruption to these networks. When highly visible networks and services were
attached these attacks were often widely publicized. These factors made computer
networks attractive targets for some would-be attackers.

36. Many other factors, e.g., cultural and behavioral changes among
computer users, and new fields of application development, also contributed to the
frequency and sophistication of attacks on computer networks.

37. Escalating attacks against computer networks created challenges for
network administrators, who faced unique operational circumstances based on their
networks, user-bases, and applications. DoS attacks had the potential to impose
large economic and reputational harms, and there arose a need to quickly and
effectively detect and defend against such attacks.

38. In employing defense techniques, network administrators commonly
used network packet filtering—inspecting traffic flowing on a network link and
selectively blocking or rate-limiting (“throttling”) suspicious network traffic to
maintain acceptable levels of application performance, in particular for mission-

critical applications. Commercial products provided various solutions for
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controlling traffic at the packet level. These policies typically “shaped” (controlled
the rate of) and managed traffic by dropping or delaying packets.

39. Traffic filtering and attack defense techniques were often
implemented in routers. Indeed, in the late 1990’s, I used routers from a variety of
vendors in my network laboratory to perform traffic filtering.

40. Cisco, for example, provided packet classification and queueing and
control mechanisms within its routers’ operating system (Cisco IOS) and provided
an interface for network administrators to deploy these mechanisms. In addition,
my research group also constructed our own routers with similar, more
experimental features.

41. Generally speaking, one effective approach to responding to a DoS
attack is to identify a source of attack or unwanted packets, such as a source
network or a source computer or computers. Once identified, packets that originate
from that source, can be subjected to mitigation mechanisms so as to limit or
eliminate the transmission of those packets within the network under attack. In
some cases, one or more of these steps can be performed by a router within the
attacked network.

42. However, complicating efforts to defend against network attacks was
the ability of attackers to “spoof” legitimate packet sources by manipulating packet

data to disguise the true source of their packets (by, for example, modifying the
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source address information in an IP header). Packet data could be manipulated, for
example, by routers or switches in a network that had been compromised by an
attacker, or by monitoring devices that an attacker had surreptitiously placed in a
network.

43.  Spoofed packets were of concern as their presence could potentially
defeat defense techniques that sought to identify and filter packets based on their
header data. For example, if addresses in a malicious packet had been modified to
disguise the true origin of the packet, defensive address-based packet filtering
could fail and allow the malicious spoofed packets into the network. Worse,
malicious packets carrying modified addresses from a legitimate network could
lead to future packets from this network being wrongly identified as malicious
packets and thereby result in countermeasures being applied to legitimate traffic
(potentially resulting in a denial of service to members of the legitimate network).

44.  Accordingly, it was widely recognized that there was a need for
network intrusion and DoS defense techniques that could accurately identify and

limit attack packets, without requiring data of the packets to be authentic.
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VI. SUMMARY OF THE °497 PATENT
A.  Background of the '497 patent

1. Problems identified in the prior art

45.  According to the 497 patent, its “primary objective” is to “defend
against ‘packet flooding attacks’ in which an attacker tries to use up all the
bandwidth to the victim by sending data of little or no value ... thereby making
more valuable communication with the victim slow or unreliable.” (EX-1001, 2:6-
10.) In such attacks, it can be assumed that the attacker “will never cooperate”
with the victim. (EX-1001, 1:65-67.) For example, packet data, such as source
address information, may have been falsified, or “spoofed,” by the attacker. (EX-
1001, 2:3-5.) Thus, network control techniques that rely on packets to contain
accurate information are poorly suited to defending against packet flooding attacks.

2. Limiting bandwidth for unwanted packets

46. The 497 patent discloses that data packets in a network can be
classified as “wanted packets” or “unwanted packets.” In a packet flooding attack,
unwanted packets are supplied by an attacker and wanted packets are legitimate
network traffic. (EX-1001, 3:6-8.) Network bandwidth can be limited (e.g., by
transmission rate throttling) for unwanted packets, freeing up network resources

for legitimate network traffic. (EX-1001, 3:4-23, 6:16-20.)
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47.  Wanted packets and unwanted packets can be identified based on a
path that a packet takes to a host computer. For example, with respect to Fig. 1
(below), “[m]eans are also provided for the computer 18 to find information for
packets 30 it receives regarding the path 46 by which the packets 30 came to the
computer 18. Thus, the computer 18 can use the information to allocate the
processing rate for each class 38 in a desired way among the places from which

packets 30 are transmitted.” (EX-1001, 6:12-25.)

Figure 1

30 18
computer 1 [ /_ [/ 10

5 Computer 2

46
34
/ classA classp/-
7 20015] [10741
L
14 o | o

26

Router 3

Computer 4 \ 2 38

Router $

Computer §

Computer 7

(EX-1001, Fig. 1.)
48. Routers in a computer network can be utilized to identify unwanted

packets and to limit their transmission rate. For example, “cooperating routers will
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limit the rate at which they forward packets to places that so request,” which is
“useful for limiting the bandwidth used by ‘unwanted’ packets.” (EX-1001, 3:4-
8.) The *497 patent also describes that allocating bandwidth by path can be
performed “via packet marks provided by routers leading up to the victim.” (EX-
1001, 3:64-66.)

B.  Prosecution History

49. The application that became the *497 patent is a continuation that was
filed on May 7, 2004, and claims priority to an application filed on November 16,
2000. For the purposes of this declaration, I have assumed a priority date of
November 16, 2000 for the challenged claims.

50. Following an amendment by the applicant, the claims were allowed
because the Examiner believed “path information forwarding along the entire path
to the victim, said path information encompassing the entire path through the
associated routers, and subsequent use of said information to effect filtering via
allocation of packet processing rate” to be novel over the prior art. (EX-1002, 31-
33.) As set forth in this declaration, however, the prior art does in fact disclose
these limitations and the remaining limitations of the challenged claims.

C. Ex Parte Reexamination

51.  On May 3, 2021, Unified Patents, LLC submitted a request for ex

parte reexamination (Control No. 90/014,746) of claims 1, 4, 7, 10, 13, and 16 of
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the *497 patent. (EX-1003, 321.) On June 17, 2021, the USPTO issued an Order
granting the reexamination request. (EX-1003, 270-283.) In the Order, the
USPTO found a substantial new question of patentability based on three prior art
references in various combinations: Savage, Schuba, and Maher. (EX-1003, 273.)

52.  In a Non-Final Office Action dated Nov. 12, 2021, and again in a
Final Office Action dated March 16, 2022, the USPTO rejected claims 1, 4, 13,
and 16 under § 102; rejected claim 7 under § 103; and confirmed claim 10 as
patentable. (EX-1003, 153-184.) I understand that this ex parfe reexamination is
currently on appeal to the Patent Trial and Appeal Board.

D. Level of Ordinary Skill

53. Asdiscussed above, based on the disclosure of the *497 patent and a
priority date of November 16, 2000, a POSITA would have had a B.S. degree and
a Masters degree in Computer Science, Computer Engineering, or an equivalent
field, as well as one to two years of academic or industry experience in computer
networking or comparable industry experience.

E. Claim Construction

54.  Asdiscussed above, I understand that, during an inter partes review,
words in a claim are given their plain meaning, which is the meaning understood
by a POSITA at the time of the alleged invention after reading the entire patent. In
performing my analysis and rendering my opinions, I have interpreted claim terms
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by giving them the ordinary and customary meaning they would have to the
POSITA reading the *497 patent as of November 16, 2000, and in light of its
specification and file history. Where appropriate, I have also considered Patent
Owner’s understanding of claim scope based on based on its infringement

contentions in a lawsuit alleging infringement of the *497 patent by another party.

VII. TECHNICAL ANALYSIS OF THE PRIOR ART

A. Ground 1: Obviousness of Claims 7-12 Based on Wetherall in
View of Doeppner

1. Summary of Wetherall
55. Wetherall is a U.S. patent filed on Oct. 9, 2000 that issued on Oct. 5,

2004. I understand Wetherall is prior art to the *497 patent under at least 35 U.S.C.
§ 102(e).

56.  Wetherall relates to regulating network traffic in a computer network,
such as defending against denial-of-service (“DoS”) attacks against the network.
(EX-1006, 1:52-55.) In Wetherall, an example computer network 100 includes a
server 110 coupled to routers 106a-106h, which deliver data packets from clients

108a, 108b to the server. (EX-1006, 3:27-32, Fig. 1.)
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(EX-1006, Fig. 1.)
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Figure 1

57.  Director 102 manages data packet traffic. The director receives

network traffic data from sensors 104a-104h, which may be incorporated within

the routers. (EX-1006, 4:57-62.) Director 102 provides regulation instructions to

the routers based on the network traffic data and on a “not-to-exceed” network

traffic profile. (EX-1006, 3:60-62, 4:62-66.) The routers can execute the

regulation instructions by “rate limiting” network traffic in accordance with the

profile, which can specify bandwidth limits for particular types of network traffic.

(EX-1006, 3:47-53, 3:62-65.)
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58. In Wetherall, information carried in network traffic can be used to

divide the traffic into different types. (EX-1006, 6:22-48.) For example, data

packets can be divided into traffic types based on source and destination address

information in the packets; the routers can then regulate (e.g., rate limit) the data

packets independently for each type as shown in exemplary Fig. 2 below. (EX-

1006, 6:40-48.)

Director provided with a desired “not to exceed” network
traffic profile of Server, and a network topology and routing
map of the network to be regulated to facilitate “within

limit” receipt of network traffic by Server

202

Reg

!

:

Director receives network traffic
reports from Sensors
204

I

Director determines whether network
traffic needs to be (further) regulated
[or de-regulated]

206

De-reg

}

Director determines and issues
regulation instructions for routing
devices of next degree of
separation

208

Director determines and issues
de-regulation instructions to
regulated routing devices to be
de-regulated

210

(EX-1006, Fig. 2.)

I

Routing devices are regulated
or de-regulated accordingly
212

Figure 2
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59. In this way, packets of a specific type (e.g., packets having particular
source/destination addresses) can be rate-limited, such that packets sent by an
attacker in a DoS attack will “minimally interfere[] with the legitimate or desirable
traffic.” (EX-1006, 7:48-52.)

2. Summary of Doeppner

60. Doeppner is a printed publication that was publicly accessible in the
United States at least by November 1, 2000. I understand Doeppner is prior art to
the *497 patent under at least 35 U.S.C. § 102(a) based at least on Doeppner itself
(e.g., the language “CCS ’00” (an acronym for the well-known ACM Conference
on Computer and Communications Security) and “Copyright 2000 ACM” on page
1); on the June 8, 2022 declaration of Scott Delman (EX-1011); and on my own
personal experience with ACM publications. Based on the above, Doeppner is an
academic paper that was presented at the 7th Association for Computing
Machinery (ACM) Conference on Computer and Communications Security (CCS
’00), which took place on November 1, 2000, and was published at least by that
date, which is before the priority date of the *497 patent. (EX-1007, 1; EX-1011,
1-2.) The annual CCS conference was, and is, a leading forum for publications
relating to computer security. Based on my experience, a POSITA in November

2000 would have been familiar with CCS and would have looked to the
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proceedings of the CCS *00 conference for the latest and most significant
publications and research in the field of computer and network security.

61. Ihave personally participated in ACM conferences similar to CCS
’00, including in the same time frame as the priority date of the 497 Patent, and I
have authored papers that have been presented at ACM conferences and have been
published in ACM proceedings and journals in connection with those conferences.
As such, I am personally familiar with ACM, ACM conferences such as CCS 00,
and ACM’s publication practices. ACM has long published the proceedings of
conferences such as CCS ’00, including the papers that were presented at those
conferences, and made those proceedings available to the public, including via the
ACM website. (EX-1011, 1-2.) In my experience, in the 2000 time frame (and
prior), most research universities subscribed to ACM publications and received
printed copies of ACM proceedings. It is also common for ACM conference
papers to be made publicly available before the conference proceedings are
formally published by ACM. Scott Delman states that Doeppner was published by
ACM by at least November 1, 2000 as part of the proceedings of the CCS *00
conference. (EX-1011, 1-2, Attachment B.) This timing is consistent with my
experience with ACM conferences. Additionally, the CCS 00 website, as
captured by the Internet Archive’s “Wayback Machine” on June 21, 2000,

identifies Doeppner as one of the accepted papers to be presented and published at
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the CCS 00 conference on November 1-4, 2000. (EX-1034.) This further
corroborates the November 1, 2000 publication date. In addition, the formatting of
Doeppner, including the ACM notifications at the bottom of the first page of
Doeppner, is consistent with my experiences with ACM publications related to
ACM conferences.

62. Doeppner relates to defending against DoS attacks on a computer
network. (EX-1007, 184.) Doeppner describes “router stamping” techniques that
identify the source of a data packet in a DoS attack. (EX-1007, 184-185.) Router
stamping in Doeppner is a technique in which a router “stamps” (“marks”) a data
packet with an IP address corresponding to the previous router, such as shown in
Fig. 1. (EX-1007, 184-185, Fig. 1.) The path of the data packet can then be

determined (“traced back’) based on the packet’s stamps/marks. (EX-1007, 187.)

packer [ [l Tk
.
Dot O

Figure 1: The packet travels from S to T via routers I, i» and 4. Each router records the IP address of
its predecessor before it forwards the packet.

(EX-1007, Fig. 1.)

63. In some embodiments, packets are marked deterministically meaning
that every router along a packet’s path marks the packet with the router’s IP
address). (EX-1007, 185, Fig. 1.) However, as the path followed by a packet may
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traverse a large number of routers, marking packets at each router can be
impractical. Thus, an alternative model is to probabilistically mark packets with
only a small subset of the routers along a packet’s path. (EX-1007, 185, Fig. 1.)

64. Doeppner explains that both deterministic and probabilistic packet
marks can be used to determine the actual source of a DoS attack on a network, so
that packets from that source can be filtered out while leaving other data packets
untouched. (EX-1007, 187-188.) For example, one such filter can drop only
packets that “come from the compromised area” (the network sourcing the attack).
(EX-1007, 188.)

3. Claim 7

65. Wetherall in combination with Doeppner meets each limitation of
claim 7, as described below. The references would have been readily combinable
by a POSITA.

66.  First, Wetherall and Doeppner belong to the same field of endeavor
(network security and traffic management in IP networks) and are directed to the
same problem (defending against DoS attacks, including packet flooding attacks,
against an IP network).

67. Second, a POSITA would have been motivated to combine Doeppner
with Wetherall to solve a problem identified in Doeppner. Doeppner discloses that
in a DoS attack, the source address in a packet header cannot be trusted, because
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header data can be manipulated (“spoofed”) by the attacker; and a DoS defense
system that relies on header data being authentic can inadvertently penalize
legitimate traffic instead of attack traffic. (EX-1007, 184.) This is analogous to a
problem identified in the *497 patent. (EX-1001, 1:63-2:5.)

68.  Wetherall, by itself, offers no solution to this problem. A POSITA,
aware of this shortcoming in Wetherall, would have been motivated to apply
Doeppner’s solution for source tracing (which can identify an attacker’s source
even when packet header data has been falsified) to Wetherall’s teachings of rate-
limiting traffic based on source and destination addresses. (EX-1007, 184; EX-
1006, 6:40-48.) A POSITA would have realized a technical advantage: improving
Wetherall’s system by more precisely targeting attack traffic, rather than legitimate
traffic.

69.  Third, Doeppner invites its combination with Wetherall by expressly
suggesting that, upon identifying the source of attack packets, those packets can be
isolated and filtered. (EX-1007, 186-188.) Wetherall teaches techniques for
isolating and filtering the packets. (See, e.g., EX-1006, 1:44-2:14.)

70.  Fourth, Wetherall’s and Doeppner’s teachings are implemented on
analogous environments and computer components, such as computer networks
based on the IP protocol suite that include host computers, routers, and

communication lines. Doeppner expressly notes that its teachings “can be used in
- 30 -

Cloudflare, Inc.  Exhibit 1004 Page 38



Inter Partes Review of U.S. Patent No. 7,523,497
Declaration of Kevin Jeffay, Ph.D.

conjunction with” other defense measures, such as those taught by Wetherall.
(EX-1007, 189.)

71.  Moreover, Doeppner notes that its teachings are “inexpensive to
implement and maintain,” and “can be used effectively even if there exist some
poorly maintained, noncompliant, or compromised systems.” (EX-1007, 189.)
Doeppner further notes that, in adopting its teachings, “In addition to the basic
algorithm provided, ISPs can choose to implement a variety of modifications that
are best suited for their networks,” and that such modifications “give system
administrators greater flexibility in selecting the tools for combating a DoS attack.”
(EX-1007, 188.) Doeppner thus recognizes that implementations of its teachings
were well known, inexpensive, and adaptable as needed. The combination of
Doeppner with Wetherall thus would have yielded predictable results with a
reasonable expectation of success.

a. [Preamble| A method of providing packet
flooding defense for a network comprising a
plurality of host computers, routers,

communication lines and transmitted data
packets, said method comprising the steps of:

72.  The preamble is taught by Wetherall in view of Doeppner. For
example, Wetherall notes that its method of “regulating network traffic” is used to

“block selected network traffic destined for a network node, thereby protecting the
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network node from denial of service attacks.” (EX-1006, 1:44-55.) DoS attacks
include packet flooding attacks. (See EX-1001, Abstract.)

73.  Example network 100 in Wetherall shows a plurality of host
computers (e.g., server 110) and routers (e.g., routing devices 106a-106h). (EX-
1006, 3:9-15, 3:23-39, 9:60-64, Fig. 1, Fig. 8.) Communication lines are disclosed
at least by routing devices 106a-106h being “coupled to each other and to server
110” in example network 100; and by communications interfaces 8§10 and system
bus 812 for example host computer system 800. (EX-1006, 3:23-39, 10:1-7, Fig.
8.) These communication lines are for “routing network traffics. (EX-1006, 3:23-
39, 10:1-10.) A POSITA would understand that Wetherall’s “traffic(s)” comprised
“transmitted data packets,” as Wetherall expressly discloses a consideration of
packet-switched networks and their protocols. (EX-1006, 1:24-26 (“Of particular
interest 1s the transmission control protocol/internet protocol (TCP/IP) based global

inter-networks, Internet”).)
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(EX-1006, Fig. 1.)

74.  Additionally, Doeppner discloses using “router stamping” techniques
to “implement a successful defense against a DoS attack.” (EX-1007, 184, 186-
187.) Like Wetherall, Doeppner’s disclosures apply to computer networks, such as
the Internet, that include host computers, routers, communication lines, and

transmitted data packets.
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b. [A] determining a path by which data packets
arrive at a host computer via packet marks
provided by routers leading to said host
computer; said path comprising all routers in
said network via which said packets are routed to
said computer;

75.  Wetherall in view of Doeppner teaches this element. For example,
Doeppner describes using “router stamping” to “track or to trace the flood of
malicious IP packets” in a DoS attack. (EX-1007, 184.) A router in a network
receives a packet from a forwarding router; and can mark the packet by writing a
“stamp” into the packet’s IP header. (EX-1007, 185.) The stamp includes ‘“the IP
address of the router and the interface on which the packet was received.” (EX-
1007, 185.) In some embodiments, each router applies a stamp according to a
probability:

Each compliant router I?; implements the following algo-
rithm:

1 For each packet routed through I?;

2. r + random number between (0 and 1
3 it @ < sp

l R; places its stamp into slot [z /p]
5. I?; routes the packet

(EX-1007, 185.)

76.  Fig. 2 provides an example of routers R1, R2, R3, and R4 marking
packets in transit from source S to host computer T, according to the algorithm
above:
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Figure 2: Packets 1, 2, 3 travel from S to 7. They are processed by R, K2, s and Ry which implement
Router Stamping.

R2
0

—T]

(EX-1007, 185, Fig. 2.)

77.  The packet marks applied by the routers in Fig. 2 meet the claimed
packet marks provided by routers leading to said host computer at least because
they are marks (IP addresses of forwarding routers) inserted into the packet by
routers (routers R1, R2, R3, and R4) leading to said host computer (T) to encode
the path taken by the packet.

78.  In a packet flooding attack, host computer T can determine the paths
by which attack packets arrived at T, based on the packet marks. (EX-1007, 187.)
This determination can be made by “looking for routers that had little incoming
traffic, as evidenced by the absence of their stamps, while their neighbors recorded

a large amount of traffic from this node,” such as:
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1 For each R,

2. @ ¢ the number of packets with R,’s stamps

3 1y ()

| For each neighbor of R, R,

5. y <y + the number of packets routed to R,
from R, that bear the stamps of I,

6. fy>»ua

7. R, 1s probably a source of malicious packets

(EX-1007, 187.)

79.  In this way, by applying this packet marking information to a “map”
of routers in a network, such as shown in Fig. 2, the path by which data packets
arrive at a host computer (e.g., R1-R2-R4; R1-R3-R4) can be determined via
packet marks provided by routers leading to said host computer. Further, the path
comprises all routers in said network via which said packets are routed to said
computer: in the above example, the paths R1-R2-R4 and R1-R3-R4 include all
routers along a path from source S to host computer T.

c. [B] classifying data packets received at said host

computer into wanted data packets and unwanted
data packets by path;

80. Wetherall in view of Doeppner teaches this element. For example, in
Wetherall, a “director” can manage data packet traffic by instructing routers to
regulate network traffic. (EX-1006, 3:60-62.) This includes “rate limiting” the
traffic according to a “not-to-exceed” network traffic profile that specifies

bandwidth limits for particular traffic types. (EX-1006, 3:47-53, 3:62-65.)
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81. In Wetherall, routers include sensors that provide network data. (EX-

1006, 6:22-32.) This data is used to divide the network traffic into traffic types, so

the routers can independently limit packets of each type as shown below. (EX-

1006, 5:15-18, 6:22-48.)

Director provided with a desired “not to exceed” network
traffic profile of Server, and a network topology and routing
map of the network to be regulated to facilitate “within

limit” receipt of network traffic by Server

202

Reg

A

Director receives network traffic
reports from Sensors
204

}

Director determines whether network
traffic needs to be (further) regulated
[or de-regulated]

206

De-reg

!

Director determines and issues
regulation instructions for routing
devices of next degree of
separation

208

Director determines and issues
de-regulation instructions to
regulated routing devices to be
de-regulated

210

v

Routing devices are regulated
or de-regulated accordingly
212

Figure 2

(EX-1006, Fig. 2 (annotated).)
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82. By dividing network traffic into traffic types and limiting only the
packets sent by an attacker in a DoS attack, these unwanted packets will only
“minimally interfere[] with the legitimate or desirable traffic.” (EX-1006, 7:48-
52.) Wetherall thus teaches classifying data packets into wanted data packets
(legitimate or desirable traffic) and unwanted data packets (attack traffic), and
further teaches rate-limiting the attack packets differently than the legitimate
packets.

83.  The classified data packets include data packets received at the host
computer (e.g., server 110). For example, Wetherall describes regulating the rate
of data received at “ingress interface of server 110” from the “egress interfaces of
routing devices 106a and 106b,” such that the rate does not exceed the host’s
limitations for a particular network traffic type. (EX-1006, 7:28-36.)

84.  Packets are classified as wanted data packets and unwanted data
packets by path. In Wetherall, “any information carried as part of the packets may
be used as typing criteria to divide the network traffic into different traffic types.”
(EX-1006, 6:40-42.) This includes “specific source and destination address
combinations,” which are packet header data indicating a start and end of the
packet’s path in a network. (EX-1006, 6:42-45.) I understand that PacSec3 has
previously interpreted this claim element to cover classifying data packets by their

source and destination addresses (i.e., that classifying data packets by their source
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and destination addresses meets the classifying data packets by path limitation).!
Thus, under PacSec3’s apparent interpretation, Wetherall discloses this limitation.
In addition, the combination of Wetherall and Doeppner also discloses this
limitation as Doeppner adds explicit path information into the packer headers
flowing in Wetherall’s networks (as I discuss above) and Wetherall discloses using
any information carried in packets as the basis for classification of packets by
traffic type.

85.  Further, Doeppner teaches “identify[ing] and isolat[ing] problem-
causing packets” in a DoS attack. (EX-1007, 186.) In Doeppner, once the source
of a DoS attack is determined as described in 7[A], network traffic can be
classified and filtered accordingly. (EX-1007, 187-188.) For example, packets

originating from source Rx and having host computer T as their destination can be

'T understand that the patent lawsuit between PacSec3 and Cloudflare is at
its earliest stages, and that infringement contentions have not been exchanged.
However, in its infringement contentions for the same patent in a lawsuit against
another party, Patent Owner cited for this claim limitation a document describing
deep packet inspection that “provides information about the source and destination

of the packet.” (EX-1010, 5.)
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blocked by routers in a network. (EX-1007, 187-188.) These are unwanted
packets associated with the DoS attack, also referred to as “[u]ndesirable
[plackets” in Doeppner. (EX-1007, 187-188.) Meanwhile, packets not having that
path (wanted packets) are left uninterrupted. (EX-1007, 187-188.) Doeppner
provides an algorithm for classifying and filtering the packets:

1. While T is under attack

2. Administrator of T identifies R, as a possible
source of the malicious packets

2. Administrator of 7" uses the method desceribed in
Section 6.1 to verify that the stamps identifving
R, are not being forged

w

Administrator of T" places a filter on all routers
connected to B, The routers drop all packets
whose destination is 7" and were forwarded to
them by R,

(EX-1007, 188.)2

2 In its infringement contentions for the same patent in a lawsuit against
another party, Patent Owner, for the claim limitation classifying data packets
received at said host computer into wanted data packets and unwanted data
packets by path, cited a document describing “apply[ing] filters” to network traffic,

such as is done in Doeppner as described above. (EX-1010, 4.)
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d. [C] associating a maximum acceptable

processing rate with each class of data packet
received at said host computer; and

86. Wetherall in view of Doeppner teaches this element. In Wetherall, as
shown below, packets are rate-limited to adhere to a “‘not-to-exceed’ network
traffic profile of server 110,” which is specified “preferably by network traffic

types.” (EX-1006, 3:47-53, 6:4-7.)

Director provided with a desired “not to exceed” network
traffic profile of Server, and a network topology and routing
map of the network to be regulated to facilitate “within
limit” receipt of network traffic by Server
202

[
Director receives network traffic

reports from Sensors
204

}

Director determines whether network
traffic needs to be (further) regulated
[or de-regulated]

206
Reg l De-reg
Director devtermines and issues Director determines and issues
regulation instructions for routing de-regulation instructions to
devices of next degree of regulated routing devices to be
separation de-regulated
208 210
200 Routing devices are regulated
or de-regulated accordingly
212
Figure 2

(EX-1006, Fig. 2 (annotated).)
87.  The profile can specify a maximum bandwidth, number of packets per

second, or number of flows per second. (EX-1006, 3:51-57, 4:33-44, 6:7-12.) A
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POSITA would understand these metrics to meet the claimed maximum acceptable
processing rate. For example, the 497 patent describes that “the rate of data
packet transmissions received at the computer,” such as specified in the not-to-
exceed profile, “is kept below the maximum acceptable processing rate.” (EX-
1001, 3:56-58; EX-1006, 6:7-12, 7:28-36.)

88.  Fig. 7c of Wetherall illustrates a table 720 “specifying the desired
‘not-to-exceed’ network traffic profile for a number of network traffic types for a
number of servers.” (EX-1006, 9:30-32.) Table 720 includes “columns 725a-725n
and 726a-726n for storing the network traffic types, and their corresponding ‘not-
to-exceed’ limits,” for the “various servers.” (EX-1006, 9:36-41.) In Fig. 7¢
annotated below, columns 726a and 726n provide maximum acceptable processing
rates (limits), and the table associates the rates with each class of data packet

received at said host computer (725a, 725n):

720
[ Server | IP Traffic | Limit for Traffic || Limit for ||Other
ID Addr | Type 1 | Traffic |}.. |... |Type2 | Traffic Data
722 724 | 725a Type 1 725n Typen  |728
726a 726n
Figure 7¢

(EX-1006, Fig. 7c (annotated).)
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e. [D] allocating a processing rate less than or equal

to said maximum acceptable processing rate for
unwanted data packets.

89.  Wetherall in view of Doeppner teaches this element. In Wetherall, a
notice is generated if “network traffics [sic] of the particular type have reached or
surpassed the margin of the ‘not-to-exceed’ limit.” (EX-1006, 8-52-55.) The
traffic types in Wetherall include unwanted data packets as described above.
Regulation instructions are provided to routers to be “regulated accordingly,”
including by “rate limiting the excess traffic”. (EX-1006, 3:62-65, 8:65-9:1
(emphasis added).) For example, “if an ingress interface of server 110 has a
bandwidth of z Mbps,” the egress interfaces of two routers “feeding this ingress
interface” may be “rate limited” such that their combined bandwidth does not
exceed the bandwidth limit z. (EX-1006, 7:28-36.)

90. Moreover, in Doeppner, unwanted data packets from a malicious
source can be “filtered,” such as by dropping packets from that source to a host

computer T:

[—

While T i1s under attack
Administrator of T identifies i, as a possible
source of the malicious packets
Administrator of T uses the method deseribed in
Section 6.1 to verify that the stamps identifving
I, are not being forged
Administrator of T places a filter on all routers

o

(SN

o

connected to B, The routers drop all packets
whose destination is 77 and were forwarded to
them by R
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(EX-1007, 188.)

91. A POSITA would understand that to “drop all packets™ is to reduce a
processing rate of those unwanted packets to zero; and that a processing rate of
zero 1s less than or equal to any maximum acceptable processing rate for
unwanted data packets, at least because a maximum acceptable processing rate

cannot be less than zero.

4. Claim 8

92.  Wetherall in combination with Doeppner renders obvious each
limitation of claim 8, as described below. A POSITA would have been motivated
to combine Wetherall with Doeppner as described in VII.A.3.

a. [Preamble] A method of providing packet
flooding defense for a network comprising a
plurality of host computers, routers,
communication lines and transmitted data
packets, said method comprising the steps of:

93. The preamble is taught by Wetherall in view of Doeppner as
described above for the identical preamble of claim 7.

b. [A] classifying data packets received at a host
computer into wanted data packets and unwanted
data packets; said data packets comprising data
packets from all routers in said network via
which said data packets are routed to said
computer;

94.  This element is taught by Wetherall in view of Doeppner as described

above for element 7[B].
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95.  Fig. 2 of Doeppner shows a network in which data packets 1, 2, and 3

are routed from source S to host computer T:

Rl - R1 _|R4|R1
Bl [P —

Packetl—c>| =10 0o |

Packet2 —= | | [—=%
0 &) :

@

T -/

Figure 2: Packets 1, 2, 3 travel from 5 to 7. They are processed by I R: and 17y which implement

B L

Packet 3 N ||

Router Stamping.
(EX-1007, 185.)

96. In Fig. 2, the data packets are routed from S to T via routers R1, R2,
R3, and R4. (EX-1007, 185.) Packet 1 and packet 2 are routed to T from routers
R1, R2, and R4. (EX-1007, 185.) Packet 3 is routed to T from routers R1, R3, and
R4. (EX-1007, 185.) Accordingly, the data packets 1, 2, and 3 comprise data
packets from all routers (1.e., R1, R2, R3, R4) in said network via which said data

packets are routed to said computer (i.e., T).

c. [B] associating a maximum acceptable
processing rate with each class of data packet
received at said computer;

97.  This element is taught by Wetherall in view of Doeppner as described

above for element 7[C].
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d. [C] determining the rate at which data packets of

each class are transmitted from a router to said
computers;

98.  This element is taught by Wetherall in view of Doeppner. In
Wetherall, routers monitor and report network traffic; the reported data may
include “various statistics and ‘characteristic’ information describing the network
traffic,” which a POSITA would understand to include determined data rates and
other network traffic data. (EX-1006, 4:57-62, 6:26-29.)

99.  The reported data may also include, e.g., “volume of data with
specific source and destination address combinations,” and “whatever data are
necessary to support the employment of the desired ‘not-to-exceed’ metrics.” (EX-
1006, 6:42-48.) A POSITA would understand this to include determined rates at
which data packets of each class (e.g., packets having paths corresponding to the
specific source and destination address combinations) are transmitted from a router
to the host computer. I further discuss Wetherall’s disclosure of “each class of data
packet” above with respect to element 7[C], including how Fig. 7c¢ of Wetherall
illustrates a table 720 “specifying the desired ‘not-to-exceed’ network traffic
profile for a number of network traffic types for a number of servers,” including
“columns 725a-725n and 726a-726n for storing the network traffic types, and their
corresponding ‘not-to-exceed’ limits,” for the “various servers.” (EX-1006, 9:30-
32,9:36-41.) In Fig. 7c, annotated above in the discussion for element 7[C],
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columns 726a and 726n provide maximum acceptable processing rates (limits),
and the table associates the rates with each class of data packet received at said
host computer (725a, 725n).

e. [D] receiving a maximum acceptable

transmission rate for data packets being
transmitted to said computer in said router; and

100. This element is taught by Wetherall in view of Doeppner. For
example, in Wetherall, sensors 104a-104h (which may be integrated within routing
devices 106a-106h) use the commands “show interface rate-limit” and “rate-limit”
to execute their rate-limiting instructions as described above. (EX-1006, 5:28-31.)
As Wetherall indicates, these commands were “known in the art,” were described
in “product literatures [sic] from routing device manufacturers,” and thus would
have been understood by the POSITA to provide maximum acceptable
transmission rates for packets transmitted to the host computer. (EX-1006, 5:25-
34.) I also refer above to my discussion for element 8[C], regarding the

transmission rates.
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f. [E] controlling the rate of transmission of data
packets from said router to said computer by said
router so that data packet transmissions received
at said computer are kept below the maximum

acceptable processing rate for each data packet
class; and

101. This element is taught by Wetherall in view of Doeppner. In

Wetherall, regulation instructions include instructions for routers to perform “rate
limiting” of the network traffic. (EX-1006, 3:60-65.) Chart 710 shows, for routers
712, “the regulations (i.e. bandwidth allocation, rate limit etc.) currently imposed
on the various interfaces of the routing devices for the various network traffic types

of the network nodes.” (EX-1006, 9:42-54 (emphasis added).)

710
. e . T—
Routing ||IP Inter- | Network || Regulation ' Regulation ||Other
Device ||Addr | face | Node on Traffic . | on Traffic ||Data
ID 713 |714 | 715 Type 1 ' Typen 718
712 716a 716n
Figure 7b

(EX-1006, Fig. 7b (annotated).)

102. Routers 106a and 106b are coupled to server 110 and control

transmission of data packets to server 110:
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To/From Director 102 To/From
Sensors / ~—y Sensors
Client 108b o o o Client 108a
Routing Routing Routing
Sensor Device Device Sensor Device Sensor
104h [ 106h 1062 || 104g 106f  [©7] 104f

2 AN
L/ A

Sensor goupng Routing Routing
104 > lcvwe Sensor Device || Device Sensor
106¢ 104d &> 106d 106¢ 104¢
N -
Routing Routing
?82;‘“ > Device || Device [« ?gzzor
— 106b 106a —
Server
100 110
Figure 1

(EX-1006, 3:27-32, Fig. 1 (annotated).)

103. As described above, data packets are rate-limited to adhere to a “not-
to-exceed” network traffic profile, which specifies rate limits such as number of
packets per second. (EX-1006, 3:60-65, 6:7-12, Fig. 7b, see also 7:28-40.) The
routers thus regulate data packet transmissions to the host computer such that they
are kept below the maximum acceptable processing rate for each data packet
class. (EX-1006, 6:7-12.)
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g. [F] freeing a portion of the network providing
data packet transmission to said computer.

104. This element is taught by Wetherall in view of Doeppner. The *497
patent provides:

The rate-limiting request is to be made when a site detects a high rate

of unwanted packets coming from one place. This helps the site

because it no longer has to process as many unwanted packets. /¢

helps the network by freeing some of the bandwidth for other use.
(EX-1001, 3:8-12 (emphasis added).)

[T]he rate of data packet transmissions received at the computer is

kept below the maximum acceptable processing rate for each data

packet class by the control of the rate of transmission of data packets

from the router, thereby freeing a portion of the network providing

data packet transmission to the computer.

(EX-1001, 3:56-61 (emphasis added).)

105. As described above for element 8[E], Wetherall in view of Doeppner
teaches that “data packet transmissions received at said computer are kept below
the maximum acceptable processing rate for each data packet class,” by
“controlling the rate of transmission of data packets from the router to the
computer.” According to the *497 patent, this limiting the data packet
transmissions “thereby” results in freeing a portion of the network providing data

packet transmission to the computer by at least freeing up the bandwidth used by

the unwanted packets/traffic for use by wanted traffic.
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5. Claim 9

106. Wetherall in combination with Doeppner renders obvious each
limitation of claim 9, as described below. A POSITA would have been motivated
to combine Wetherall with Doeppner to meet the limitations of claim 9 as
described above in VIL.A.3.

a. [Preamble] A method as described in claim 8, in
which:

107. Wetherall in view of Doeppner teaches a method as described in claim
8 as described above for claim 8.
b. [A] said router receives information regarding
maximum acceptable transmission rate for each

class of data packet being transmitted to said
computer; and

108. Wetherall in view of Doeppner teaches this element as described
above for 8§[D] and 8[E]. For example, Fig. 7b of Wetherall shows regulations,
including rate limits, “for the various network traffic types of the network nodes.”

(EX-1006, 9:42-54 (emphasis added).)
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710
Routing ||IP Inter- | Network || Regulation ' Regulation IOther _
Device ||Addr | face | Node on Traffic |... onTraffic ||Data
ID 713 | 714 |715 Type 1 ‘Typen 718
712 716a 716n
Figure 7b

(EX-1006, Fig. 7b (annotated).)
109. Thus, the maximum acceptable transmission rate is for each class of
data packet.

c. [B] said router controls the rate of transmission
of each class of data packet to said computer.

110. Wetherall in view of Doeppner teaches this element as described
above for 8[E].

6. Claim 10

111. Wetherall in combination with Doeppner renders obvious each
limitation of claim 10, as described below. A POSITA would have been motivated
to combine Wetherall with Doeppner to meet the limitations of claim 10 as
described above in VII.A.3.

112. Claim 10 includes limitations analogous to claim 7. However, claim
10, recites a packet arriving at a router instead of at a host computer, and the

method recites associating a maximum acceptable transmission rate with each
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class of packets instead of a processing rate. As explained above, Wetherall in
view of Doeppner teaches the limitations of claim 7, in which data packets are
received by a host computer. These teachings also apply to claim 10.

113. For example, in Wetherall, data packets are received at a host
computer (e.g., server 110) from a source (e.g., client 108a or 108b) in a computer
network 100 that includes multiple routers (e.g., routers 106a-106h). (EX-1006,
3:28-39, Fig. 1.) The source is connected to the host computer in the network via
the routers, which forward the data packets from the source to the host computer.
Data packets that are received by the host computer thus also arrive at a series of

routers (i.e., those along the transmission path between the source and the host).
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To/From Director 102 To/From
Sensors / — Sensors
Client 108b o o o Client 108a
Routing Routing Routing
Sensor Device Device Sensor Device Sensor
[P [
104h ™ 106h 106g 104g 106f 104f

2 BN
Y AN

Sensor gougng Routing Routing
104 [ep| -cVice Sensor Device Device || Sensor
106e 104d  |e» 106d 106¢ 104¢

—\ o

Sensor RouFing RouFing Sensor
1046 [€” Device Device |4 104a
— 106b 106a —
Server
100 110
Figure 1

(EX-1006, Fig. 1.)
114. Doeppner describes a similar network configuration. In Fig. 2, for
example, packets travel from source S to a host computer T only via routers R1,

R2, R3, and R4, such that packets received at host computer T also arrive at the

routers.
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Packet 1 ——:>| |%1 | |—L.~| |R1 | ‘_¢-.{R4|R1 | |

Packet2 ——= | | |—= 0] [ %] L.
@ ./. :
Pw -/

Figure 2: Packets 1, 2, 3 travel from S to 7. They are processed by R, K2, s and R; which implement

Router Stamping.

R2

Packet 3 CZ{ PE,I | I |

(EX-1007, Fig. 2.)

115. Additionally, in example network 100 of Wetherall, “Routing devices
106a-106h have different degrees of separation from server 110.” (EX-1006, 3:32-
34.) For example, routers 106a and 106b are one degree of separation from server
110, such that they transmit packets directly to server 110. (EX-1006, 3:35-39.)
Routers 106¢ and 106d are two degrees of separation from server 110, and transmit

packets to server 110 only by transmitting them first to routing device 106a:
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To/From  ¥~_| Director 102 To/From
Sensors / ~— Sensors
Client 108b o o o Client 108a
Routing Routing Routing
Sensor Device Device |, Sensor Device | Sensor
104h 106h 106g 104g 106f 104f
O
\ f \ '/4 \‘ /v
Sensor goutmg Routing Routing
104 |le»] ICV‘CC Sensor Device Device Sensor
106e 104d (>l 106d 106¢ 104c
\ L3 e
1
Routing Routing
?gzzor <> Device Device [ ?gzzor
— 106b 106a —
—
Server
A0 110
Figure 1

(EX-1006, 3:35-39, Fig. 1 (annotated).)

116. Further, “regulation is progressively applied,” beginning with routers
having the lowest degree of separation (e.g., 106a, 106b), and extending to routers
with a higher degree of separation (e.g., 106c, 106d). (EX-1006, 4:4-8.) That is,
Wetherall teaches regulating (e.g., rate-limiting) data packets transmitted from a
second router (e.g., router 106¢ or 106d) to a first router (e.g., router 106a or
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106b), the same as it teaches regulating data packets transmitted from the first
router to the host computer (e.g., server 110).

117. Asnoted above, claim 10 also recites associating a transmission rate,
with classes of packets whereas claim 7 recites associating a processing rate. In
the *497 patent, transmission rate differs from processing rate only in that
transmission rate 1s used to describe the rate of packets transmitted from a router
to a host computer; and processing rate is used to describe the rate of packets
received at the host computer from the router. (EX-1001, 6:12-8:3, Figs. 1-9.) In
particular, the 497 patent equates transmission rate and processing rate as
quantities. (EX-1001, 3:56-61 (“Thus, the rate of data packet transmissions
received at the computer is kept below the maximum acceptable processing rate for
each data packet class by the control of the rate of transmission of data packets
from the router, thereby freeing a portion of the network providing data packet
transmission to the computer.””)) To the extent claim 10 differs from claim 7 with
respect to these recited rates, any difference is taught by Wetherall in view of
Doeppner at least because in Wetherall, “regulation involves apportioning the

bandwidth of a ‘downstream’ interface” (e.g., a host computer) “to its ‘upstream’
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interfaces” (e.g., a router that transmits packets to the host computer).®> (EX-1006,
7:23-25, see also EX-1006, 7:28-42.)

118. Accordingly, as explained further below, claim 10 is rendered obvious
by Wetherall in view of Doeppner for reasons analogous to those described above
for claim 7.

a. [Preamble] A method of providing packet
flooding defense for a network comprising a
plurality of host computers, routers,

communication lines and transmitted data
packets, said method comprising the steps of:

119. The preamble is taught by Wetherall in view of Doeppner as

described above for the identical preamble of claim 7.

3 In its infringement contentions for the same patent in a lawsuit against
another party, the Patent Owner identifies the same instrumentality in the accused
products as allegedly meeting both the router and the host computer, and both the

transmission rate and the processing rate, for all of claims 7-12. (See EX-1010.)
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b. [A] determining a path by which data packets
arrive at said router via packet marks provided by
routers leading to said host computer; said path
comprising all routers in said network via which
said packets are routed to said computer;

120. Wetherall in view of Doeppner teaches this element as described
above for 7[A] and in VII.A.6. For example, Doeppner teaches determining a path
by which data packets arrive at a host computer T via routers in a network, such as

shown in Fig. 2:

|R1| ‘ _R4TRI

Packetl«c>| |P51|___ |—“| oo ..

Packet 2 4‘—‘| | | |—r
(— '/.> °
Packet 3 (:1 Rl | | | Pl | “/

Sl L L

Figure 2: Packets 1, 2, 3 travel from S to 7. They are processed by R, K2, s and i which implement
Router Stamping.

(EX-1007, 185, Fig. 2, see also EX-1007, Fig. 1.)

121. The path taken by data packets 1, 2, or 3 in the attack (e.g., R1-R2-
R4; R1-R3-R4) can be determined by packet marks applied by the routers. In the
above example, the paths R1-R2-R4 and R1-R3-R4 include all routers in said
network along the packets’ paths from source S to host computer T. (EX-1007,
185, Fig. 2.) Determining these paths includes determining a path by which data

packets arrive at said router, at least because determining a path from Sto T
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includes determining a path to each of the routers on the path from S to T. (EX-
1007, 185-188, Fig. 2.)

c. [B] classifying data packets received at said
router via packet marks provided by routers
leading to said host computer by path;

122. Wetherall in view of Doeppner teaches this element as described
above for 7[B] and in VII.A.6.

d. [C] associating a maximum acceptable
transmission rate with each class of data packet
received at said router; and

123. Wetherall in view of Doeppner teaches this element as described
above for 7[C] and 9[A] and in VII.A.6. For example, Fig. 7b of Wetherall shows

regulations (e.g., rate limits) “for the various network traffic types of the network

nodes”:
710
Routing ||IP Inter- | Network || Regulation ' Regulation IOther ‘
Device ||Addr | face | Node on Traffic |... onTraffic ||Data
ID 713|714 | 715 Type 1 Typen 718
712 716a 716n
Figure 7b
(EX-1006, 9:42-54 (emphasis added), Fig. 7b (annotated).)
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e. [D] allocating a transmission rate equal to or less

than said maximum acceptable transmission rate
for unwanted data packets.

124. Wetherall in view of Doeppner teaches this element as described
above for 7[D] and in VIL.A.6.

7. Claim 11

125. Wetherall in combination with Doeppner renders obvious each
limitation of claim 11, as described below. A POSITA would have been motivated
to combine Wetherall with Doeppner to meet the limitations of claim 11 as
described above in VIL.A.3.

126. Claim 11 includes limitations analogous to claim 8, except that data
packets in claim 11 are transmitted from a second router to a first router instead of
from a router to a host computer (or “computer’) as in claim 8. For the same
reasons described above for claim 10, Wetherall’s teachings of regulating traffic
from a first router (e.g., router 106a or 106b) to a host computer (e.g., server 110)
apply equally well to regulating traffic from a second router (e.g., router 106¢, or
106d) to the first router. (EX-1006, 4:4-8, Fig. 1.) Some elements of claim 11
recite a transmission rate instead of a processing rate in claim 8. To the extent this
difference it is limiting, it is taught by Wetherall in view of Doeppner as described

above for claim 10.
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127. Accordingly, as explained further below, claim 11 is rendered obvious
by Wetherall in view of Doeppner for reasons analogous to those described above

for claim 8.

a. [Preamble] A method of providing packet
flooding defense for a network comprising a
plurality of host computers, routers,
communication lines and transmitted data
packets, said method comprising the steps of:

128. The preamble is taught by Wetherall in view of Doeppner as
described above for the identical preamble of claim 8.

b. [A] classifying data packets received at a first
router into wanted data packets and unwanted
data packets; said data packets comprising data
packets from all routers in said network via
which said data packets are routed to said
computers;

129. Wetherall in view of Doeppner teaches this element as described

above for 8[A] and in VILLA.7.

c. [B] associating a maximum acceptable
transmission rate with each class of data packet
received at said first router;

130. Wetherall in view of Doeppner teaches this element as described

above for §[B] and 10[C] and in VIL.A.7.
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d. [C] determining by said first router of the rate at
which data packets of each class are transmitted
from a second router to said first router;

131. Wetherall in view of Doeppner teaches this element as described

above for 8§[C] and in VII.A.7.

e. [D] receiving by said second router of
information regarding maximum acceptable
transmission rate for data packets being
transmitted to said first router; and

132. Wetherall in view of Doeppner teaches this element as described

above for §[D] and in VILLA.7.

f. [E] controlling by said second router of the rate
of transmission of data packets from said second
router to said first router so that said rate of
transmission is below the maximum acceptable
transmission rate for each data packet class; and

133. Wetherall in view of Doeppner teaches this element as described

above for 8§[E] and in VIL.A.7.

g. [F] freeing a portion of the network providing
data packet transmission to said first router.

134. Wetherall in view of Doeppner teaches this element as described
above for 8[F] and in VIL.A.7.

8. Claim 12

135. Wetherall in combination with Doeppner renders obvious each

limitation of claim 12, as described below. A POSITA would have been motivated
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to combine Wetherall with Doeppner to meet the limitations of claim 12 as
described above in VIL.A.3.

136. Claim 12 includes limitations analogous to claim 9, except that data
packets in claim 12 are transmitted from a second router to a first router instead of
from a router to a computer as in claim 9. As described above for claim 10,
Wetherall’s teachings of regulating traffic from a first router (e.g., router 106a or
106b) to a computer (e.g., server 110) apply equally well to regulating traffic from
a second router (e.g., router 106c or 106d) to the first router. (EX-1006, 4:4-8, Fig.
1.)

137. Accordingly, as explained further below, claim 12 is rendered obvious
by Wetherall in view of Doeppner for reasons analogous to those described above
for claim 9.

a. [Preamble] A method as described in claim 11, in
which:

138. Wetherall in view of Doeppner teaches a method described in claim
11 as described above for claim 11.

b. [A] said second router receives information
regarding maximum acceptable transmission rate
for each class of data packet being transmitted to
said first router; and

139. Wetherall in view of Doeppner teaches this element as

described above for 9[A] and in VIL.A.8.
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c. [B] said second router controls the rate of

transmission of each class of data packets to said
first router.

140. Wetherall in view of Doeppner teaches this element as described
above for 9[B] and in VII.A.8.

B. Ground 2: Obviousness of Claims 7-12 Based on Wetherall in
View of Savage

1. Summary of Savage

141. Savage is a printed publication that was publicly accessible in the
United States at least by September 1, 2000. I understand Savage is prior art to the
’497 patent under at least 35 U.S.C. § 102(a) as described below.

142. Savage discloses “a technique for tracing anonymous packet flooding
attacks in the Internet back towards their source.” (EX-1008, 295.) Such sources
are difficult to trace because packets can include “incorrect,” or “spoofed,” source
addresses. (EX-1008, 295.) In Savage, Fig. 1 shows a map of an example
computer network. The example network includes “victim” computer V and
potential attackers A through A3 which are connected to V in the network by

routers Ry through R7:
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Figure 1: Network as seen from the victim of an attack, | .
Routers are represented by /7;, and potential attackers by 1,.
The dotted line represents a particular artack path between an
attacker and the victim.

(EX-1008, 297-298, Fig. 1.)

143. Fig. 1 represents an “attack path” taken from the potential attacker A
to V in the network via routers Re, R3, R2, and R1. (EX-1008, 297-298.) For
example, an attack packet from A» can arrive at victim V via an attack path
including routers Re, R3, R2, and Ry, in that order.

144. In Savage, attack paths can be identified even if packet information
has been compromised by an attacker. (EX-1008, 304.) For example, routers can
probabilistically mark packets with IP address information, such as by using the

following algorithm:
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Marking procedure at router Ii':
for each packet w
let i+ be a random number from [0..1)
if v < p then
write [? mto w start and 0 into w.distance
else

1f w.distance = 0 then
write [} mto w.end
increment w distance

(EX-1008, 299-300, Fig. 4.)
145. The victim host computer can then reconstruct the attack path by
applying a reconstruction algorithm using the marked packets:

Path reconstruction procedure at victim v:
let (7 be a tree with root v
let edges 1n (& be tuples (start,end, distance)
for each packet w from attacker
if w .distance = 0 then
mnsert edge (w .start,v,0) nto &
else
insert edge (w .start,w .end,w.distance) mnto (&
remove any edge (r.y,d) with d £ distance from r to v 1n (7
extract path (/?;../7,) by enumerating acyclic paths in (¢

(EX-1008, 299-300, Fig. 4.)

2. Savage is § 102(a) prior art to the 497 patent

146. Petitioner submits the April 1, 2021 declaration of Scott Delman (EX-
1012) to show that Savage was publicly accessible to a POSITA at least by
September 1, 2000, which precedes the priority date of the 497 patent. Further, I

was personally in attendance at the ACM SIGCOMM 2000 Conference in
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Stockholm, Sweden, on September 1, 2000 and can confirm that Savage was
provided to the attendees. As Mr. Delman explains, the published proceedings of
this conference (including Savage) were made available on the ACM website.
(EX-1012, 97).

147. Tunderstand Savage to be prior art to the *497 patent under § 102(a)
based at least on Savage itself (e.g., the language “SIGCOMM ’00,” a well-known
and widely used convention for referencing for the proceedings of the instance of
the annual conference sponsored by the ACM* Special Interest Group on Data
Communication held in 2000, and “Copyright 2000 ACM” on page 1); on the
April 1, 2021 declaration of Scott Delman; and on my own personal experience.
Based on the above, Savage is an academic paper that was presented at the ACM
SIGCOMM 2000 Conference in Stockholm, Sweden, which took place on
September 1, 2000, and was published at least by that date, which is before the
priority date of the *497 patent. (EX-1008, 1; EX-1012, 97.) The annual

SIGCOMM conference was, and is, a leading forum for publications relating to

* The Association for Computing Machinery, one of the two leading
professional organizations for computing professionals. Membership in the ACM,
as well as attendance at its sponsored events, is open to the public.
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communications and computer networks. Based on my experience, a POSITA in
November 2000 would have been familiar with SIGCOMM and would have
looked to the proceedings of the SIGCOMM 2000 conference for the latest and
most significant publications of research in the field of computer and network
security. As described above with respect to Doeppner, I have personal knowledge
of ACM, ACM conferences such as SIGCOMM, and ACM’s publication practices.
In addition, I personally attended the SIGCOMM 2000 conference on September 1,
2000, and, like all attendees, received a published copy of the proceedings which
included Savage. In addition, I have personal knowledge that ACM SIGCOMM
members (an organization whose membership is open to the public) received the
same printed proceedings via surface mail. Further, the SIGCOMM 2000 website,
as captured by the Internet Archive’s “Wayback Machine” on August 20, 2000,
identifies Savage as one of the accepted papers to be presented and published at the
SIGCOMM 2000 conference on September 1, 2000. (EX-1035, EX-1036.) This
corroborates the September 1, 2000 publication date. In addition, the formatting of
Savage, including the ACM notifications at the bottom of the first page of Savage,
is consistent with my experiences with ACM publications related to ACM
conferences.

148. Accordingly, Savage is thus prior art to the 497 patent under at least

35U.S.C. § 102(a).
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3. Claim 7

149. Wetherall in combination with Savage renders obvious each limitation
of claim 7, as described below. A POSITA would have combined the two
references.

150. First, Savage belongs to the same field of endeavor as Wetherall
(network security and network traffic management in IP networks) and describes
solutions to an analogous problem (defending a network against DoS attacks,
including packet flooding attacks). (EX-1008, 295.)

151. Second, Savage identifies a problem unsolved by Wetherall: how to
defend against DoS attacks using packet header information when that information
can be incorrect because it’s been “spoofed” (modified) by the attackers. (EX-
1008, 295, 304.) A POSITA would have been motivated to solve this problem by
applying Savage’s marking of packets with path information to Wetherall’s
teachings of rate-limiting the packets based on, e.g., source and destination
addresses, to “control and contain attacks.” (EX-1008, 295; EX-1006, 6:40-48.)

152. Third, a POSITA would have realized a technical advantage:
improving Wetherall’s system by more precisely targeting attack traffic, rather
than legitimate traffic.

153. Fourth, Wetherall’s and Savage’s teachings are implemented on

analogous environments and computer components, such as computer networks
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based on the IP protocol suite that include host computers, routers, and
communication lines. Further, Savage notes that its teachings are “incrementally
deployable, (mostly) backwards compatible and can be efficiently implemented
using conventional technology,” and can be implemented “without requiring
interactive operational support from Internet Service Providers (ISPs).” (EX-1008,
295.) Accordingly, as Savage indicates, the combination of these references would
have yielded predictable results with a reasonable expectation of success.

154. Moreover, Wetherall and Savage have overlapping authorship: all
three named inventors of Wetherall (David Wetherall, Stefan Savage, Thomas
Anderson) are also co-authors of Savage. That both references were authored
around the same time, by the same people, in the same technical field, further
indicates that their teachings are compatible.

a. [Preamble] A method of providing packet
flooding defense for a network comprising a
plurality of host computers, routers,

communication lines and transmitted data
packets, said method comprising the steps of:

155. The preamble is taught by Wetherall in view of Savage as described in
VII.A.3.a for Wetherall. In addition, Savage describes that a computer network
includes a victim host computer that receives transmitted data packets from routers

via communication lines. (EX-1008, 295-298, Fig. 1.)
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b. Element 7[A] determining a path by which data
packets arrive at a host computer via packet
marks provided by routers leading to said host
computer; said path comprising all routers in
said network via which said packets are routed to
said computer;

156. Wetherall in view of Savage teaches this element as described in
VIIL.A.3.b for Wetherall. In Savage, flooding attacks are traced by “marking” data
packets with addresses of the routers R; they traverse in transit to a victim host

computer V in a computer network:
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Figure 1: Network as seen from the victim of an attack, | .
Routers are represented by /7, and potential attackers by 1.
The dotted line represents a particular artack path between an
attacker and the victim.

(EX-1008, 297-298, Fig. 1.)
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157. In example Figure 1, an “attack path” is an “ordered list of routers”
between an origin Aj and V. (EX-1008, 297-298, Fig. 1.) For example, the attack
path Re, R3, Ro R is the list of routers that a data packet can take from a source
(e.g., A2) to a host computer (e.g., V) in an attack on a computer network. (EX-
1008, 297-298, Fig. 1.) Such paths include all routers in the network (e.g., Re, R3,
R2, R1) via which the packets are routed to the host computer.

158. Attack paths are determined using a “packet marking” approach, in
which routers (e.g., routers Re, R3, R2, R1 in Fig. 1) encode path information into the
packets. (EX-1008, 297-298.) For example, a router probabilistically marks the
packet with its own address to indicate a network edge along which the packet
traveled:

Marking procedure at router I?:
for each packet w
let ; be a random number from [0..1)
if v < p then
write [? mto w start and 0 1nto w _distance

else

1if w.distance = 0 then
write [} mnto «w.end
increment «_distance

(EX-1008, 299-300, Fig. 4.)
159. The attack path can be determined by a victim host computer by using

the packet markings:
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Path reconstruction procedure at victim v:
let (7 be a tree with root v
let edges 1n (7 be tuples (start,end, distance)
for each packet « from attacker
if w _distance = 0 then
mnsert edge (w .start,v,0) mnto
else
mnsert edge (w .start,w end,w distance) into 7
remove any edge (r,y,d) with ( &£ distance from 1 to v 1n (7
extract path (/7;..[7;) by enumerating acyclic paths in ¢

(EX-1008, 299-300, Fig. 4.)

c. Element 7[B] classifying data packets received at
said host computer into wanted data packets and
unwanted data packets by path;

160. Wetherall in view of Savage teaches this element as described in
VII.A.3.c for Wetherall.

d. Element 7[C] associating a maximum acceptable
processing rate with each class of data packet
received at said host computer; and

161. Wetherall in view of Savage teaches this element as described in
VII.A.3.d for Wetherall.

e. Element 7[D] allocating a processing rate less
than or equal to said maximum acceptable
processing rate for unwanted data packets.

162. Wetherall in view of Savage teaches this element as described in

VII.A.3.e for Wetherall.
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4. Claim 8

163. Wetherall in combination with Savage renders obvious each limitation
of claim &, as described below. A POSITA would have been motivated to combine
Wetherall with Savage to meet the limitations of claim 8 as described above in
VILB.3.

a. [Preamble| A method of providing packet
flooding defense for a network comprising a
plurality of host computers, routers,
communication lines and transmitted data
packets, said method comprising the steps of:

164. The preamble is taught by Wetherall in view of Savage as described
above for the identical preamble of claim 7.

b. Element 8| A] classifying data packets received at
a host computer into wanted data packets and
unwanted data packets; said data packets
comprising data packets from all routers in said
network via which said data packets are routed to
said computer;

165. Wetherall in view of Savage teaches this element as described above
in VII.A.4.b for Wetherall. Further, in Fig. 1 of Savage, data packets are routed on

an “attack path” from a potential attacker Az to host computer V:
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Figure 1: Network as seen from the victim of an attack, | .
Routers are represented by /7;, and potential attackers by 1,.
The dotted line represents a particular artack path between an
attacker and the victim.

(EX-1008, 297-298, Fig. 1.)

166. In Fig. 1, data packets from, e.g., Az can be routed on an attack path to
V via routers Rs, R3, R2, and Ry. (EX-1008, 297-298, Fig. 1.) Accordingly, the
data packets from A> comprise data packets from all routers (i.e., Re, R3, Rz, and

R1) in said network via which said data packets are routed to said computer (i.e.,

V).

c. Element 8[B] associating a maximum acceptable
processing rate with each class of data packet
received at said computer;

167. Wetherall in view of Savage teaches this element as described in
VII.A.4.c for Wetherall.
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d. Element 8[C] determining the rate at which data
packets of each class are transmitted from a
router to said computer;

168. Wetherall in view of Savage teaches this element as described in
VIIL.A.4.d for Wetherall.

e. Element 8[D] receiving a maximum acceptable
transmission rate for data packets being
transmitted to said computer in said router; and

169. Wetherall in view of Savage teaches this element as described in
VII.A.4.e for Wetherall.

f. Element 8|E] controlling the rate of transmission
of data packets from said router to said computer
by said router so that data packet transmissions
received at said computer are kept below the
maximum acceptable processing rate for each
data packet class; and

170. Wetherall in view of Savage teaches this element as described in
VII.A.4.f for Wetherall.

g. Element 8[F] freeing a portion of the network
providing data packet transmission to said
computer.

171. Wetherall in view of Savage teaches this element as described in
VIL.A.4.g for Wetherall.

5. Claim 9

172. Wetherall in combination with Savage renders obvious each limitation
of claim 9, as described below. A POSITA would have been motivated to combine
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Wetherall with Savage to meet the limitations of claim 9 as described above in
VILB.3.

a. [Preamble] A method as described in claim 8, in
which:

173. Wetherall in view of Savage teaches a method described in claim 8 as
above for claim 8.

b. Element 9[A] said router receives information
regarding maximum acceptable transmission rate
for each class of data packet being transmitted to
said computer; and

174. Wetherall in view of Savage teaches this element as described in
VII.A.5.b for Wetherall.

c. Element 9[B] said router controls the rate of
transmission of each class of data packet to said
computer.

175. Wetherall in view of Savage teaches this element as described in
VII.A.5.c for Wetherall.

6. Claim 10

176. Wetherall in combination with Savage renders obvious each limitation
of claim 10, as described below. A POSITA would have been motivated to
combine Wetherall with Savage to meet the limitations of claim 10 as described

above in VII.B.3.
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177. As described in VII.A.6, claim 10 includes limitations analogous to
claim 7. Any differences in the two claims are taught by Wetherall in view of
Savage for reasons analogous to those described in VIL.A.6.

a. [Preamble] A method of providing packet
flooding defense for a network comprising a
plurality of host computers, routers,
communication lines and transmitted data
packets, said method comprising the steps of:

178. The preamble is taught by Wetherall in view of Savage as described
above for the identical preamble of claim 7.

b. Element 10[A] determining a path by which data
packets arrive at said router via packet marks
provided by routers leading to said host
computer; said path comprising all routers in
said network via which said packets are routed to
said computer;

179. Wetherall in view of Savage teaches this element as described above
for 7[A] and in VII.B.6. Further, Savage teaches determining an attack path by
which data packets arrive at a host computer V in a network, such as shown in Fig.

1:
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Figure 1: Network as seen from the victim of an attack, | .
Routers are represented by /7;, and potential attackers by 1,.
The dotted line represents a particular artack path between an
attacker and the victim.

(EX-1008, 297-298, Fig. 1.)

180. As explained above, the path taken by a data packet from A> in an
attack (e.g., Re-R3-R2-R1) can be determined by packet marks applied by the
routers in the network. (EX-1008, 299-300, Fig. 4.) The path Rs-R3-R2-R;
comprises all routers in said network via which said packets are routed to host
computer V. (EX-1008, 299-300, Fig. 4.) Determining these paths includes
determining a path by which data packets arrive at said router, at least because
determining a path from A; to V includes determining a path to each of the routers

on the path from Az to V.
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c. Element 10[B] classifying data packets received
at said router via packet marks provided by
routers leading to said host computer by path;

181. Wetherall in view of Savage teaches this element as described above
for 7[B] and in VIIL.B.6.
d. Element 10[C] associating a maximum

acceptable transmission rate with each class of
data packet received at said router; and

182. Wetherall in view of Savage teaches this element as described above
for 7[C], in VIL.B.6, and in VII.A.6.d for Wetherall.
e. Element 10[D] allocating a transmission rate

equal to or less than said maximum acceptable
transmission rate for unwanted data packets.

183. Wetherall in view of Savage teaches this element as described above
for 7[D] and in VII.B.6. Moreover, Wetherall explains that, in an embodiment,
“regulation involves apportioning the bandwidth of a ‘downstream’ interface to its
‘upstream’ interfaces”. (EX-1006, 7:23-25, 7:28-42.)

7. Claim 11

184. Wetherall in combination with Savage renders obvious each limitation
of claim 11, as described below. A POSITA would have been motivated to
combine Wetherall with Savage to meet the limitations of claim 11 as described

above in VII.B.3.
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185. As described in VII.LA.7, claim 11 includes limitations analogous to
claim 8. Any differences in the two claims are taught by Wetherall in view of
Savage for reasons analogous to those described in VIL.A.7.

a. [Preamble] A method of providing packet
flooding defense for a network comprising a
plurality of host computers, routers,
communication lines and transmitted data
packets, said method comprising the steps of:

186. The preamble is taught by Wetherall in view of Savage as described
above for the identical preamble of claim 8.

b. Element 11[A] classifying data packets received
at a first router into wanted data packets and
unwanted data packets; said data packets
comprising data packets from all routers in said
network via which said data packets are routed to
said computer;

187. Wetherall in view of Savage teaches this element as described above
for 8[A] and in VIL.B.7.

c. Element 11|B] associating a maximum
acceptable transmission rate with each class of
data packet received at said first router;

188. Wetherall in view of Savage teaches this element as described above

for 8§[B] and in VIL.B.7.
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d. Element 11[C] determining by said first router of
the rate at which data packets of each class are
transmitted from a second router to said first
router;

189. Wetherall in view of Savage teaches this element as described above
for 8§[C] and in VIL.B.7.

e. Element 11[D] receiving by said second router of
information regarding maximum acceptable
transmission rate for data packets being
transmitted to said first router; and

190. Wetherall in view of Savage teaches this element as described above
for §[D] and in VII.B.7.

f. Element 11[E] controlling by said second router
of the rate of transmission of data packets from
said second router to said first router so that said
rate of transmission is below the maximum
acceptable transmission rate for each data packet
class; and

191. Wetherall in view of Savage teaches this element as described above
for 8[E] and in VII.B.7.

g. Element 11[F] freeing a portion of the network
providing data packet transmission to said first
router.

192. Wetherall in view of Savage teaches this element as described above

for 8[F] and in VIL.B.7.

- 83 -

Cloudflare, Inc.  Exhibit 1004 Page 91



Inter Partes Review of U.S. Patent No. 7,523,497
Declaration of Kevin Jeffay, Ph.D.

8. Claim 12

193. Wetherall in combination with Savage renders obvious each limitation
of claim 12, as described below. A POSITA would have been motivated to
combine Wetherall with Savage to meet the limitations of claim 12 as described
above in VIL.B.3.

194. As described in VII.A.8, claim 12 includes limitations analogous to
claim 9. Any differences between the two are taught by Wetherall in view of
Savage for reasons analogous to those described in VIL.A.8.

a. [Preamble] A method as described in claim 11, in
which:

195. Wetherall in view of Savage teaches a method described in claim 11
as described above for claim 11.

b. Element 12[A] said second router receives
information regarding maximum acceptable
transmission rate for each class of data packet
being transmitted to said first router; and

196. Wetherall in view of Savage teaches this element as described above
for 9[A] and in VIL.B.8.

c. Element 12[B] said second router controls the
rate of transmission of each class of data packets
to said first router.

197. Wetherall in view of Savage teaches this element as described above

for 9[B] and in VII.B.8.
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C. Ground 3: Obviousness of Claims 7-12 Based on Cheriton in
View of Doeppner

1. Summary of Cheriton

198. Cheriton is a U.S. patent filed on Aug. 31, 2000, that issued on Oct.
10, 2006. It is prior art to the 497 patent under at least 35 U.S.C. § 102(e).

199. Cheriton relates to detecting, classifying, and filtering data in
computer networks, such as for blocking attack packets in DoS attacks, or rate-
limiting traffic with a “high rate of data.” (EX-1009, 1:7-8, 1:10-58, 3:47-50.) In
such networks, a network flow 64 comprises data packets 78, which are
transmitted from a source device 70 to a destination device 74 (such as a server)

via a router 72:

(_\70 74—\

SOURCE DESTINATION
DEVICE DEVICE
72\
ROUTING
e === ~ DEVICE
. | o8

COMMUNICATION

/
64 NETWORK FLOW LINK

(EX-1009, 5:40-46, Fig. 4.)
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200. Network flows can be classified, such as by their packets’ source and
destination addresses, and flows can be separated and treated differently based on
their classification. (EX-1009, 6:7-20, 6:28-31, 6:38-42, 6:49-51.) Packets
belonging to a flow can be filtered, such as by blocking or rate-limiting the flow
according to a policy that specifies a maximum rate. (EX-1009, 8:35-44.)

201. For example, a network flow from an attacker in a DoS attack can be
classified as harmful based on the source of its packets. (EX-1009, 7:12-24.) That
particular network flow can be filtered such that “only the destructive packets
received from the actual attacker are dropped.” (EX-1009, 7:19-24.) Filters can be

implemented in a router, or in a firewall between the router and a host computer:
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20

ROUTER ”
| FILTER },/
12—\
FIREWALL
[FILTER |
SERVER SERVER SERVER
16 1 16

(EX-1009, 3:38-40, 3:50-54, Fig. 1 (annotated).)

2. Claim 7

202. Cheriton in combination with Doeppner meets each limitation of
claim 7, as described below. The references would have been readily combinable
to a POSITA.

203. First, Cheriton and Doeppner belong to the same field of endeavor

(network security and computer network traffic management in an IP network) and
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are directed to the same problem (defending against DoS attacks against a
network).

204. Second, a POSITA would have been motivated to combine Doeppner
with Cheriton to solve a problem identified in both Doeppner and Cheriton. In a
DoS attack, the source address in a packet header cannot be trusted, because header
data can be manipulated (“spoofed”) by the attacker; and a DoS defense system
that relies on header data being authentic can inadvertently penalize legitimate
traffic instead of attack traffic. (EX-1007, 184; EX-1009, 9:52-55.) This is
analogous to a problem in the prior art identified in the *497 patent. (EX-1001,
1:63-2:5.)

205. Cheriton offers one possible solution (reverse path forwarding) to the
problem of spoofed packet data, but cautions that this approach is limited to
networks where “the routing topology is restricted.” (EX-1009, 9:55-57.)
Doeppner explains that solutions with such restrictions on network topology may
be ill-suited to environments, such as universities, “where the network
configuration changes quickly,” and can exhibit high maintenance costs. (EX-
1007, 184.) Doeppner’s solution for identifying paths, even in the presence of
compromised packet data, avoids these concerns and thus improves on Cheriton’s

proposed solution. (EX-1007, 184.)
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206. Third, Doeppner invites its combination with Cheriton by expressly
suggesting that, upon identifying the source of attack packets using its method,
those packets can be isolated and filtered. (EX-1007, 186-188.) Cheriton teaches
such techniques for isolating and filtering the packets.

207. Fourth, Cheriton’s and Doeppner’s teachings are implemented on
analogous environments and computer components, such as computer networks
based on the IP protocol suite that include host computers, routers, and
communication lines. Doeppner expressly notes that its teachings “can be used in
conjunction with” other defense measures, such as those taught by Cheriton. (EX-
1007, 189.)

208. Moreover, Doeppner notes that its teachings are “inexpensive to
implement and maintain,” and “can be used effectively even if there exist some
poorly maintained, noncompliant, or compromised systems.” (EX-1007, 189.)
Doeppner further notes that, in adopting its teachings, “In addition to the basic
algorithm provided, ISPs can choose to implement a variety of modifications that
are best suited for their networks,” and that such modifications “give system
administrators greater flexibility in selecting the tools for combating a DoS attack.”
(EX-1007, 188.) Doeppner thus recognizes that implementations of its teachings

were well known, inexpensive, fault tolerant, and adaptable as needed. The
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combination of Doeppner with Cheriton thus would have yielded predictable

results with a reasonable expectation of success.

a. [Preamble] | A method of providing packet
flooding defense for a network comprising a
plurality of host computers, routers,
communication lines and transmitted data
packets, said method comprising the steps of:

209. The preamble is taught by Cheriton in view of Doeppner as described

in VII.A.3.a for Doeppner. In addition, Cheriton discloses a defense for packet

flooding attacks against a network that includes a destination device (host

computer) 74, router 72, communication link 68, and transmitted data packets 78:

(_\70

74—\

DESTINATION
DEVICE

SOURCE
DEVICE
72\
ROUTING
e=————————-==—== N DEVICE
I - ]>[]—> E
78 71 “pACKET '

e _
647  NETWORK FLOW

(EX-1009, 1:10-58, 5:40-46, Fig. 4.)

- 90 -

D)

COMMUNICATION
LINK

Cloudflare, Inc.  Exhibit 1004 Page 98



Inter Partes Review of U.S. Patent No. 7,523,497
Declaration of Kevin Jeffay, Ph.D.

b. Element 7[A] determining a path by which data
packets arrive at a host computer via packet
marks provided by routers leading to said host
computer; said path comprising all routers in
said network via which said packets are routed to
said computer;

210. Cheriton in view of Doeppner teaches this element as described in
VII.A.3.b for Doeppner.
c. Element 7[B] classifying data packets received at

said host computer into wanted data packets and
unwanted data packets by path;

211. Cheriton in view of Doeppner teaches this element as described in
VII.A.3.c for Doeppner. In addition, Cheriton discloses that packets are sent to an
“ACL (Access Control List) classification device,” which is configured to “classify

the received packets 78” into “flows.” (EX-1009, 6:7-10, Fig. 3.)
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el I I I
NETFLOW LOOKUP
LT
86 N~
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|
120
recoro |/
HARDWARE
} Y
SOFTWARE
122
FLOW ANALYZER
y
124
FILTER GENERATOR

(EX-1009, Fig. 3 (annotated).)

212. In some embodiments, the packets can be classified as “harmful”
flows (e.g., corresponding to attack packets in a packet flooding attack), and
filtered from the network traffic, such that “only the destructive packets received
from the actual attacker are dropped.” (EX-1009, 7:9-24.) A POSITA would
understand that the “harmful” or “destructive’ flows comprise unwanted packets

that are dropped; the remaining packets are wanted packets that are not dropped.
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Additionally, in some embodiments, the system can “identify sources that appear
to represent excessive traffic” (unwanted packets), “separate them” (from wanted
traffic) in the “overall aggregate,” and “throttle their traffic.” (EX-1009, 8:30-44.)
213. A POSITA would recognize that the data packets are received at said
host computer at least because the ACL classifier classifies “received packets 78,”
which are transmitted to and received by destination device 74, the host computer,

via communication link 68, as shown in Fig. 4. (EX-1009, 5:40-44, 6:9-10.)

('\70 74—\

SOURCE DESTINATION
DEVICE DEVICE
72\
ROUTING
P T N DEVICE
78 71 “pACKET _,l' °®
_———— — —/— ———————

COMMUNICATION

/
64 NETWORK FLOW LINK

(EX-1009, Fig. 4.)

214. Further, the ACL classifier can “examine a header of the packet 78
and identify the IP address for the source device, the IP address for the destination
device, and the protocol type for the packet, for example, to classify the packet.”
(EX-1009, 6:38-42, see also EX-1009, 6:10-20.) Thus, the classification is by path

(i.e., from the source device to the destination device).
-93 -

Cloudflare, Inc.  Exhibit 1004  Page 101



Inter Partes Review of U.S. Patent No. 7,523,497
Declaration of Kevin Jeffay, Ph.D.

d. Element 7[C] associating a maximum acceptable

processing rate with each class of data packet
received at said host computer; and

215. Cheriton in view of Doeppner teaches this element. As described
above, Cheriton discloses classifying data packets, and explains that “[t]he proper
treatment of packets in the network flow is determined, for example, from the
classification.” (EX-1009, 6:49-51.) In addition, Cheriton discloses that “a policy
may indicate a maximum aggregate rate of HTTP traffic of 100 [Mbps] and a
maximum rate from any source of 25 Mbps.” (EX-1009, 8:37-39.) Cheriton
discloses that data packets in a network flow can be classified by source. (EX-
1009, 6:10-11 (“The flow may be classified, for example, by source node (IP
address)”).) Accordingly, the example policy in Cheriton that specifies “a
maximum rate from any source of 25 Mbps” associates a maximum acceptable
processing rate (i.e., 25 Mbps) with each class of data packet received at said host
computer (i.e., each class of data packets classified by source). The data packets
are received at the host computer as described above for 7[B].

216. Additionally, as described above for 7[B], Cheriton discloses
classifying data packets into unwanted packets (e.g., attack packets in a DoS
attack) and wanted data packets. As described above, Cheriton further discloses
filtering the packets such that the unwanted packets are dropped, such that they are
not processed, while the remaining packets (wanted packets) are not dropped.
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(EX-1009, 7:19-24.) A POSITA would understand that configuring a filter to drop
a class of packets is equivalent to associating that class with a maximum acceptable
processing rate of zero. Similarly, Cheriton discloses a “maximum aggregate rate”
across all classes of traffic (e.g., a “maximum aggregate rate of HTTP traffic of
100 [Mbps]”). (EX-1009, 8-37-39.) A POSITA would understand that, where
there exists a maximum aggregate rate, associating a maximum rate with one class
of packets (e.g., 0 Mbps for unwanted packets) also associates a maximum rate
with another class of packets (e.g., 100 Mbps for wanted packets), so that the
maximum aggregate rate is not exceeded.

e. Element 7|D] allocating a processing rate less

than or equal to said maximum acceptable
processing rate for unwanted data packets.

217. Cheriton in view of Doeppner teaches this element as described in
VII.A.3.e for Doeppner. As described above for 7[B], Cheriton explains that “[t]he
proper treatment of packets in the network flow is determined, for example, from
the classification.” (EX-1009, 6:49-51.) For example, Cheriton discloses dropping
unwanted packets, thereby allocating a processing rate of zero to those packets. A
POSITA would understand a processing rate of zero to be less than or equal to
said maximum acceptable processing rate for unwanted data packets at least

because the maximum acceptable processing rate cannot be less than zero.

- 95 .-

Cloudflare, Inc.  Exhibit 1004 Page 103



Inter Partes Review of U.S. Patent No. 7,523,497
Declaration of Kevin Jeffay, Ph.D.

3. Claim 8

218. Cheriton in combination with Doeppner renders obvious each
limitation of claim 8, as described below. A POSITA would have been motivated
to combine Cheriton with Doeppner to meet the limitations of claim 8 as described
above in VIL.C.2.

a. [Preamble] A method of providing packet
flooding defense for a network comprising a
plurality of host computers, routers,
communication lines and transmitted data
packets, said method comprising the steps of:

219. The preamble is taught by Cheriton in view of Doeppner as described
above for the identical preamble of claim 7.

b. Element 8|A] classifying data packets received at
a host computer into wanted data packets and
unwanted data packets; said data packets
comprising data packets from all routers in said
network via which said data packets are routed to
said computer;

220. Cheriton in view of Doeppner teaches this element as described above
for 7[B], and in VII.A.4.b for Doeppner.

c. Element 8[B] associating a maximum acceptable
processing rate with each class of data packet
received at said computer;

221. This element is taught by Cheriton in view of Doeppner as described

above for 7[C].
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d. Element 8[C] determining the rate at which data

packets of each class are transmitted from a
router to said computer;

222. Cheriton in view of Doeppner teaches this element. For example,
Cheriton discloses that records of flows classified by ACL classifier 80 can be

analyzed by a flow analyzer 122. (EX-1009, 7:9-12, Fig. 6.)

RECEIVE FLOW | _—150
RECORDS

'

152
ANALYZE DATA

y

GENERATE OR REFINE | _— 154
FILTERS

'

SELECT NEXT 156
NETWORK FLOWS TO
ANALYZE

(EX-10009, Fig. 6 (annotated).)
223. Flow analyzer 122 “monitors the statistics associated with aggregate
filters 10.” (EX-1009, 7:58-59.) A POSITA would understand that the flow

analyzer monitoring statistics associated with the filter includes the flow analyzer
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determining a rate of data packets from a router to host computer. For example, in
Fig. 1, filter 10 sits between a router (14) and a host computer (server 16) and

filters data packets transmitted from the router to the host computer:

20

ROUTER -
| FILTER |rf
12—\
FIREWALL
_—T 10
[FILTER |
SERVER SERVER SERVER
16 1 16

(EX-1009, Fig. 1 (annotated).)
224. A POSITA would also understand that the statistics monitored include
a rate at which data packets are transmitted. For example, Cheriton explains that

the flow analyzer monitors statistics to “detect ... anomalies” within a flow; and

that such anomalies can include the “rate of packets.” (EX-1009, 8:7-10, 8:23-27.)
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Cheriton also discloses that the flow analyzer can “examin[e] the statistics” to
recognize that a rate of traffic exceeds a maximum. EX-1009, 8:11-14.)
e. Element 8[D] receiving a maximum acceptable

transmission rate for data packets being
transmitted to said computer in said router; and

225. Cheriton in view of Doeppner teaches this element as described above
for 7[C]. To the extent this element differs from 7[C] by reciting a transmission
rate for packets transmitted to a computer, instead of a processing rate for packets
received by the computer, the differences are taught by Cheriton in view of
Doeppner. Cheriton discloses that a “unidirectional stream of packets 78 is
“transmitted between pairs of transport service access points.” (EX-1009, 5:42-
44.) For example, packets 78 can be a unidirectional stream from a router 72 to a

computer 74:

('\70 74—\

SOURGE DESTINATION
DEVICE DEVICE
72\
ROUTING

s==———————====—== N DEVICE

| - ]=>[1— E
78 71 pACKET ! °

—_————— —/— —(— ——————

COMMUNICATION

/
64 NETWORK FLOW LINK

(EX-1009, Fig. 4 (annotated).)
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226. Accordingly, Cheriton in view of Doeppner teaches that a maximum
acceptable processing rate for packets received by computer 74 can be the same as
a maximum acceptable transmission rate for packets sent to the computer by router
72; and the maximum acceptable transmission rate in this element is thus taught for
at least the same reasons as the maximum acceptable processing rate in 7[C].

f. Element 8[E] controlling the rate of transmission
of data packets from said router to said computer
by said router so that data packet transmissions
received at said computer are kept below the

maximum acceptable processing rate for each
data packet class; and

227. Cheriton in view of Doeppner teaches this element as described above
for 7[C] and 7[D]. For example, as described above, Cheriton discloses setting
transmission rates to adhere to a policy that sets a maximum aggregate rate as well
as a maximum per-source rate. (EX-1009, 8:30-44.) To the extent this element
differs from 7[D] in reciting a rate of transmission instead of a processing rate, the
difference is taught by Cheriton in view of Doeppner as described above for §[D].

g. Element 8[F] freeing a portion of the network

providing data packet transmission to said
computer.

228. Cheriton in view of Doeppner teaches this element as described above
for 8[E] and in VII.A.4.g. For example, the 497 patent explains that limiting the

data packet transmissions, as taught by Cheriton in view of Doeppner, “thereby”
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results in freeing a portion of the network providing data packet transmission to

the computer, as recited in the claim.

4. Claim 9

229. Cheriton in combination with Doeppner renders obvious each
limitation of claim 9, as described below. A POSITA would have been motivated
to combine Cheriton with Doeppner to meet the limitations of claim 9 as described
above in VIL.C.2.

a. [Preamble] A method as described in claim 8, in
which:

230. Cheriton in view of Doeppner teaches a method described in claim 8
as described above for claim 8.
b. Element 9[A] said router receives information
regarding maximum acceptable transmission rate

for each class of data packet being transmitted to
said computer; and

231. Cheriton in view of Doeppner teaches this element as described above
for 8[D]. For example, as described above, Cheriton discloses setting transmission
rates to adhere to a policy that sets a maximum aggregate rate as well as a
maximum per-source rate. (EX-1009, 8:30-44.) Thus the maximum acceptable
transmission rate is for each class of data packet.

232. Further, Cheriton discloses “automatically propagat[ing] filter
information” — such as “excessive traffic” from a particular source — upstream to
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filter data closer to the source, such as filter 22 located at router 14. (EX-1009,
8:51-58.) Thus the information is received by said router.
c. Element 9[B] said router controls the rate of

transmission of each class of data packet to said
computer.

233. Cheriton in view of Doeppner teaches this element as described above
for 8[E]. The rate of transmission can be controlled by said router at least because

Cheriton discloses that network traffic filter 22 can be located within router 14:

20

14—3

ROUTER

22
| FILTER |—/

12—~

FIREWALL
10
FILTER
SERVER SERVER SERVER
16 1 16
(EX-1009, 8:51-54, Fig. 1 (annotated).)
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5. Claim 10

234. Cheriton in combination with Doeppner renders obvious each
limitation of claim 10, as described below. A POSITA would have been motivated
to combine Cheriton with Doeppner to meet the limitations of claim 10 as
described above in VII.C.2.

235. Claim 10 includes limitations analogous to claim 7. Any differences
between the two are taught by Cheriton in view of Doeppner at least as described
in VILLA.6. In addition, in Cheriton, data packets are transmitted from source 70,

to router 72, to host computer 74, as shown in Fig. 4:

(_\70 74—\

SOURCE DESTINATION
DEVICE DEVICE
72\
ROUTING
P LT ES N DEVICE
78 7\ “pACKET ' °®

- - —

64/  NETWORK FLOW SORRIENICATION

LINK

(EX-1009, Fig. 4.)
236. Thus, packets received at host computer 74 are also received at router

72.
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237. Further, Cheriton discloses that network traffic filter 10 can be located
in a firewall 12 that sits between router 14 and host computer 16. (EX-1009, 3:38-
40.) However, Cheriton also discloses that “[o]nce the initial filters 10 are defined
within the firewall 12, the system may be used to automatically propagate filter
information upstream to filter data closer to the source, such as filter 22 located at
router 14 shown in FIG. 1.” (EX-1009, 8:51-54 (emphasis added).) That is, the
filter can be located within a firewall (where it operates on traffic destined for the
host computer), or within a router (where it operates on traffic arriving at the

router):
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20

14 —~
ROUTER
|22
| FILTER |,
12—\
FIREWALL
_—1T 10
| FILTER |/
SERVER SERVER SERVER
16 1 16

(EX-1009, Fig. 1 (annotated).)

238. Accordingly, to the extent claim 10 differs from claim 7 in that data
packets arrive by a router instead of being received by a host computer, the
differences are taught by Cheriton in view of Doeppner.

239. To the extent claim 10 differs from claim 7 by reciting a transmission
rate instead of a processing rate, the differences are taught by Cheriton in view of

Doeppner at least as described for 8[D]. As described above, in embodiments of
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Cheriton, a processing rate of packets received at a host computer is the same as a

transmission rate of packets transmitted to the host computer.

(\70 74—\

SOURCE DESTINATION
DEVICE DEVICE
72\
ROUTING
[ e D nane: TP e B N DEVICE
I [ ]»[_]1—» E
78 71 "pPACKET ) 68
e
64/  NETWORK FLOW COMMUNICATION
LINK

(EX-1009, Fig. 4 (annotated).)

a. [Preamble] A method of providing packet
flooding defense for a network comprising a
plurality of host computers, routers,
communication lines and transmitted data
packets, said method comprising the steps of:

240. The preamble is taught by Cheriton in view of Doeppner as described

above for the identical preamble of claim 7.
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b. Element 10[A] determining a path by which data
packets arrive at said router via packet marks
provided by routers leading to said host
computer; said path comprising all routers in
said network via which said packets are routed to
said computer;

241. Cheriton in view of Doeppner teaches this element as described above
for 7[A] and in VII.C.5.

c. Element 10[B] classifying data packets received
at said router via packet marks provided by
routers leading to said host computer by path;

242. Cheriton in view of Doeppner teaches this element as described above

for 7[B] and in VII.C.5.

d. Element 10[C] associating a maximum
acceptable transmission rate with each class of
data packet received at said router; and

243. Cheriton in view of Doeppner teaches this element as described above
for 7[C] and in VIL.C.5.

e. Element 10[D] allocating a transmission rate
equal to or less than said maximum acceptable
transmission rate for unwanted data packets.

244. Cheriton in view of Doeppner teaches this element as described above
for 7[D] and in VII.C.5.

6. Claim 11

245. Cheriton in combination with Doeppner renders obvious each
limitation of claim 11, as described below. A POSITA would have been motivated
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to combine Cheriton with Doeppner to meet the limitations of claim 11 as
described above in VII.C.2.

246. Claim 11 includes limitations analogous to claim 8. Any differences
between the two are taught by Cheriton in view of Doeppner at least for the same
reasons described in VII.C.5.

a. [Preamble] A method of providing packet
flooding defense for a network comprising a
plurality of host computers, routers,
communication lines and transmitted data
packets, said method comprising the steps of:

247. The preamble is taught by Cheriton in view of Doeppner as described
above for the identical preamble of claim 8.

b. Element 11[A] classifying data packets received
at a first router into wanted data packets and
unwanted data packets; said data packets
comprising data packets from all routers in said
network via which said data packets are routed to
said computer;

248. Cheriton in view of Doeppner teaches this element as described above
for 8[A] and in VII.C.6.

c. Element 11[B] associating a maximum
acceptable transmission rate with each class of
data packet received at said first router;

249. Cheriton in view of Doeppner teaches this element as described above

for 8[B] and in VII.C.6.
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d. Element 11[C] determining by said first router of
the rate at which data packets of each class are
transmitted from a second router to said first
router;

250. Cheriton in view of Doeppner teaches this element as described above
for 8[C] and in VII.C.6.

e. Element 11[D] receiving by said second router of
information regarding maximum acceptable
transmission rate for data packets being
transmitted to said first router; and

251. Cheriton in view of Doeppner teaches this element as described above
for §[D] and in VII.C.6.

f. Element 11[E] controlling by said second router
of the rate of transmission of data packets from
said second router to said first router so that said
rate of transmission is below the maximum
acceptable transmission rate for each data packet
class; and

252. Cheriton in view of Doeppner teaches this element as described above

for 8[E] and in VII.C.6.

g. Element 11[F] freeing a portion of the network
providing data packet transmission to said first
router.

253. Cheriton in view of Doeppner teaches this element as described above

for 8[F] and in VIIL.C.6.
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7. Claim 12

254. Cheriton in combination with Doeppner renders obvious each
limitation of claim 12, as described below. A POSITA would have been motivated
to combine Cheriton with Doeppner to meet the limitations of claim 12 as
described above in VII.C.2.

255. Claim 12 includes limitations analogous to claim 9. Any differences
between the two are taught by Cheriton in view of Doeppner for reasons analogous
to those described in VIL.C.5.

a. [Preamble] A method as described in claim 11, in
which:

256. Cheriton in view of Doeppner teaches a method described in claim 11
as described above for claim 11.

b. Element 12[A] said second router receives
information regarding maximum acceptable
transmission rate for each class of data packet
being transmitted to said first router; and

257. Cheriton in view of Doeppner teaches this element as described above
for 9[A] and in VII.C.7.

c. Element 12[B] said second router controls the
rate of transmission of each class of data packets
to said first router.

258. Cheriton in view of Doeppner teaches this element as described above

for 9[B] and in VII.C.7.
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D. Ground 4: Obviousness of Claims 7-12 Based on Cheriton in
View of Savage

1. Claim 7

259. Cheriton in combination with Savage renders obvious each limitation
of claim 7, as described below. A POSITA would have combined the two
references.

260. First, Savage belongs to the same field of endeavor as Cheriton
(network security and network traffic management) and describes solutions to an
analogous problem (defending a network against DoS attacks including packet
flooding attacks). (EX-1008, 295-296.)

261. Second, Savage identifies a problem not fully solved by Cheriton:
how to defend against DoS attacks using packet header information when that
information can be incorrect because it’s been “spoofed” (modified) by the
attackers. (EX-1008, 295, 304.) A POSITA would have been motivated to apply
Savage’s marking of packets with path information to Cheriton’s teachings of
identifying and rate-limiting the packets based on, e.g., source and destination
addresses, to “control and contain attacks.” (EX-1008, 295; EX-1006, 6:40-48.)
While Cheriton suggests using reverse path forwarding to guard against spoofed
packet data, reverse path forwarding relies on information reported by routers in a

network and may not produce reliable results when those routers have been
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tampered with. (EX-1009, 9:51-10:5.) Cheriton offers no solution for this.
Savage improves on Cheriton’s reverse path forwarding by offering marking
techniques that can identify compromised routers. (EX-1008, 298.)

262. Third, a POSITA would have realized a technical advantage:
improving the effectiveness of Cheriton’s system by more accurately targeting
attack traffic, rather than legitimate traffic.

263. Fourth, Cheriton’s and Savage’s teachings are implemented on
analogous computer components, such as in [P computer networks that include
host computers, routers, and communication lines. Further, Savage notes that its
teachings are “incrementally deployable, (mostly) backwards compatible and can
be efficiently implemented using conventional technology,” and can be
implemented “without requiring interactive operational support from Internet
Service Providers (ISPs).” (EX-1008, 295.)

264. Accordingly, as Savage indicates, the combination of these references
would have yielded predictable results with a reasonable expectation of success.

a. [Preamble]

265. The preamble is taught by Cheriton in view of Savage as described in

VII.C.2.a for Cheriton and VII.B.3.a for Savage.
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b. Element 7[A]

266. Cheriton in view of Savage teaches this element as described ins
VIIL.C.2.b for Cheriton and VII.B.3.b for Savage.

c. Element 7[B]

267. Cheriton in view of Savage teaches this element as described ins
VII.C.2.c for Cheriton and VII.B.3.c for Savage.

d. Element 7[C]

268. Cheriton in view of Savage teaches this element as described ins
VII.C.2.d for Cheriton and VII.B.3.d for Savage.

e. Element 7[D]

269. Cheriton in view of Savage teaches this element as described ins
VII.C.2.¢e for Cheriton and VII.B.3.e for Savage.

2. Claim 8

270. Cheriton in combination with Savage renders obvious each limitation
of claim &, as described below. A POSITA would have been motivated to combine
Cheriton with Savage to meet the limitations of claim 8 as described above in
VIL.D.1.

a. [Preamble]

271. The preamble is taught by Cheriton in view of Savage as described

above for the identical preamble of claim 7.
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b. Element 8[A]

272. Cheriton in view of Savage teaches this element as described in
VIIL.C.3.b for Cheriton and VII.B.4.b for Savage.

c. Element 8[B]
273. Cheriton in view of Savage teaches this element as described in

VII.C.3.c for Cheriton and VII.B.4.c for Savage.

d. Element 8|C]

274. Cheriton in view of Savage teaches this element as described in
VII.C.3.d for Cheriton and VII.B.4.d for Savage.

e. Element 8[D]
275. Cheriton in view of Savage teaches this element as described in

VII.C.3.e for Cheriton and VII.B.4.e for Savage.

f. Element 8[E]

276. Cheriton in view of Savage teaches this element as described in
VIIL.C.3.f for Cheriton and VII.B.4.f for Savage.

g. Element 8[F]

277. Cheriton in view of Savage teaches this element as described in
VII.C.3.g for Cheriton and VII.B.4.g for Savage.

3. Claim 9

278. Cheriton in combination with Savage renders obvious each limitation

of claim 9, as described below. A POSITA would have been motivated to combine
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Cheriton with Savage to meet the limitations of claim 9 as described above in
VIL.D.1.

a. [Preamble]

279. Cheriton in view of Savage teaches a method described in claim 8 as
described above for claim 8.

b. Element 9[A]

280. Cheriton in view of Savage teaches this element as described in
VII.C.4.b for Cheriton and VII.B.5.b for Savage.

c. Element 9[B]

281. Cheriton in view of Savage teaches this element as described in
VII.C.4.c for Cheriton and VII.B.5.c for Savage.

4. Claim 10

282. Cheriton in combination with Savage renders obvious each limitation
of claim 10, as described below. A POSITA would have been motivated to
combine Cheriton with Savage to meet the limitations of claim 10 as described
above in VIL.D.1.

283. As described in VII.A.6, claim 10 includes limitations analogous to
claim 7. Any differences between the two are taught by Cheriton in view of

Savage for reasons analogous to those described in VII.C.5.
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a. [Preamble]

284. The preamble is taught by Cheriton in view of Savage as described
above for the identical preamble of claim 7.

b. Element 10[A]

285. Cheriton in view of Savage teaches this element as described above
for 7[A] and in VIL.D 4.

c. Element 10[B]

286. Cheriton in view of Savage teaches this element as described above
for 7[B] and in VII.D 4.

d. Element 10[C]

287. Cheriton in view of Savage teaches this element as described above
for 7[C] and in VII.D 4.

e. Element 10[D]

288. Cheriton in view of Savage teaches this element as described above
for 7[D] and in VII.D.4.

5. Claim 11

289. Cheriton in combination with Savage renders obvious each limitation
of claim 11, as described below. A POSITA would have been motivated to
combine Cheriton with Savage to meet the limitations of claim 11 as described

above in VIL.D.1.
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290. As described in VII.A.7, claim 11 includes limitations analogous to
claim 8. Any differences between the two are taught by Cheriton in view of
Savage for reasons analogous to those described in VII.C.5.

a. [Preamble]

291. The preamble is taught by Cheriton in view of Savage as described
above for the identical preamble of claim 8.

b. Element 11[A]

292. Cheriton in view of Savage teaches this element as described above
for 8§[A] and in VIL.D.5.
c. Element 11[B]
293. Cheriton in view of Savage teaches this element as described above
for §[B] and in VII.D.5.

d. Element 11|C]
294. Cheriton in view of Savage teaches this element as described above
for §[C] and in VII.D.5.
e. Element 11[D]
295. Cheriton in view of Savage teaches this element as described above

for 8§[D] and in VIL.D.5.

f. Element 11[E]

296. Cheriton in view of Savage teaches this element as described above

for 8[E] and in VIIL.D.5.
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g. Element 11[F]

297. Cheriton in view of Savage teaches this element as described above
for §[F] and in VIL.D.5.

6. Claim 12

298. Cheriton in combination with Savage renders obvious each limitation
of claim 12, as described below. A POSITA would have been motivated to
combine Cheriton with Savage to meet the limitations of claim 12 as described
above for claim 7.

299. As described in VII.A.8, claim 12 includes limitations analogous to
claim 9. Any differences between the two are taught by Cheriton in view of
Savage for reasons analogous to those described in VII.C.5.

a. [Preamble]

300. Cheriton in view of Savage teaches a method described in claim 11 as
described above for claim 11.

b. Element 12[A]

301. Cheriton in view of Savage teaches this element as described above
for 9[A] and in VIL.D.6.

c. Element 12[B]

302. Cheriton in view of Savage teaches this element as described above

for 9[B] and in VII.D.6.
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I hereby declare that all statements made herein of my own knowledge are true and
that all statements made on information and belief are believed to be true; and
further that these statements were made with the knowledge that willful false
statements and the like so made are punishable by fine or imprisonment, or both,

under Section 1001 of Title 18 of the United States Code.
Executed this 3" day of February, 2023 in Washington, DC.

Respectfully submitted,

A

cuin ey
Kevin Jeffay, PirD.
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