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US7523497 B2 
Claim 7 

Splunk® Enterprise 

7. A method of

providing

packet flooding

defense for a

network

comprising a

plurality of

host

computers,

routers,

communication

lines and

transmitted

data packets,

said method

comprising the

steps of:

<https://www.splunk.com/> 
Splunk® Enterprise has a method of providing packet flooding defense for a network comprising a 

plurality of host computers, routers, communication lines and transmitted data packets. 
The reference includes subject matter disclosed by the claims of the patent after the priority date. 
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US7523497 B2 
Claim 7 

Splunk® Enterprise 

determining a path 

by which data 

packets arrive at a 

host computer via 

packet marks 

provided by routers 

leading to said host 

computer; said path 

comprising all 

routers in said 

network via which 

said packets are 

routed to said 

computer; 

<https://www.splunk.com/en_us/blog/security/finding-islands-in-the-stream-of-data.html> 
PRODUCT: Splunk Enterprise + Splunk Stream 

US7523497 

B2 
Claim 7 

Splunk® Enterprise 
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<https://lantern.splunk.com/Data Descriptors/Data Types/Network/Deep packet inspection data> 
The reference describes determining a path by which data packets arrive at a host computer via 

packet marks provided by routers leading to said host computer; said path comprising all routers 

in said network via which said packets are routed to said computer.. 

US7523497 B2 
Claim 7 

Splunk® Enterprise 

classifying data 

packets received at 

said host computer 

into wanted data 

packets and 

unwanted data 

packets by path; 
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<https://www.splunk.com/en_us/blog/security/finding-islands-in-the-stream-of-data.html> 
PRODUCT: Splunk Enterprise + Splunk Stream 

US7523497 

B2 
Claim 7 

Splunk® Enterprise 

<https://lantern.splunk.com/Data Descriptors/Data Types/Network/Deep packet inspection data> 
The reference describes classifying data packets received at said host computer into wanted data 

packets and unwanted data packets by path. 
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US7523497 B2 
Claim 7 

Splunk® Enterprise 

associating a 

maximum 

acceptable 

processing rate 

with each class of 

data packet 

received at said 

host computer; and 

<https://docs.splunk.com/Documentation/Splunk/8.2.6/Admin/Inputsconf> 
The reference describes associating a maximum acceptable processing rate with each class 

of data packet received at said host computer. 
PRODUCT: Splunk Enterprise + Splunk Stream 

US7523497 B2 
Claim 7 

Splunk® Enterprise 

allocating a 

processing rate less 

than or equal to 

said maximum 

acceptable 

processing rate for 

unwanted data 

packets. 

<https://docs.splunk.com/Documentation/Splunk/8.2.6/Admin/Inputsconf> 
The reference describes allocating a processing rate less than or equal to said maximum 

acceptable processing rate for unwanted data packets. 
PRODUCT: Splunk Enterprise + Splunk Stream 
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US7523497 B2 
Claim 8 

Splunk® Enterprise 

8. A method of

providing

packet flooding

defense for a

network

comprising a

plurality of

host

computers,

routers,

communication

lines and

transmitted

data packets,

said method

comprising the

steps of:

<https://www.splunk.com/> 
Splunk® Enterprise has a method of providing packet flooding defense for a network comprising a 

plurality of host computers, routers, communication lines and transmitted data packets. 
The reference includes subject matter disclosed by the claims of the patent after the priority date. 
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US7523497 B2 
Claim 8 

Splunk® Enterprise 

classifying data 

packets received at 

a host computer 

into wanted data 

packets and 

unwanted data 

packets; said data 

packets comprising 

data packets from 

all routers in said 

network via which 

said data packets 

are routed to said 

computer; 

<https://www.splunk.com/en_us/blog/security/finding-islands-in-the-stream-of-data.html> 
PRODUCT: Splunk Enterprise + Splunk Stream 

US7523497 B2 
Claim 8 

Splunk® Enterprise 

Cloudflare, Inc.     Exhibit 1010     Page 8



associating a 

maximum 

acceptable 

processing rate 

with each class of 

data packet 

received at said 

computer; 

<https://docs.splunk.com/Documentation/Splunk/8.2.6/Admin/Inputsconf> 
The reference describes associating a maximum acceptable processing rate with each class 

of data packet received at said host computer. 
PRODUCT: Splunk Enterprise + Splunk Stream 

US7523497 B2 
Claim 8 

Splunk® Enterprise 

determining the 

rate at which data 

packets of each 

class are 

transmitted from a 

router to said 

computer; 

<https://docs.splunk.com/Documentation/Splunk/8.2.6/Admin/Inputsconf> 
The reference describes allocating a processing rate less than or equal to said maximum 

acceptable processing rate for unwanted data packets. 
PRODUCT: Splunk Enterprise + Splunk Stream 
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US7523497 B2 
Claim 8 

Splunk® Enterprise 

receiving a 

maximum 

acceptable 

transmission rate 

for data packets 

being transmitted 

to said computer in 

said router; and 

<https://docs.splunk.com/Documentation/Splunk/8.2.6/Admin/Inputsconf> 
The reference describes allocating a processing rate less than or equal to said maximum 

acceptable processing rate for unwanted data packets. 
PRODUCT: Splunk Enterprise + Splunk Stream 

US7523497 B2 
Claim 8 

Splunk® Enterprise 

controlling the rate 

of transmission of 

data packets from 

said router to said 

computer by said 

router so that data 

packet 

transmissions 

received at said 

computer are kept 

below the 

maximum 

acceptable 

processing rate for 

each data packet 

class; and 

<https://docs.splunk.com/Documentation/Splunk/8.2.6/Admin/Inputsconf> 
The reference describes allocating a processing rate less than or equal to said maximum 

acceptable processing rate for unwanted data packets. 
PRODUCT: Splunk Enterprise + Splunk Stream 
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US7523497 B2 
Claim 8 

Splunk® Enterprise 

freeing a portion of 

the network 

providing data 

packet transmission 

to said computer. 

<https://docs.splunk.com/Documentation/Splunk/8.2.6/Admin/Inputsconf> 
The reference describes associating a maximum acceptable processing rate with 

each class of data packet received at said host computer. 
PRODUCT: Splunk Enterprise + Splunk Stream 
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US7523497 B2 
Claim 10 

Splunk® Enterprise 

10. A method

of providing

packet flooding

defense for a

network

comprising a

plurality of

host

computers,

routers,

communication

lines and

transmitted

data packets,

said method

comprising the

steps of:

<https://www.splunk.com/> 
Splunk® Enterprise has a method of providing packet flooding defense for a network comprising a 

plurality of host computers, routers, communication lines and transmitted data packets. 
The reference includes subject matter disclosed by the claims of the patent after the priority date. 
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US7523497 B2 
Claim 10 

Splunk® Enterprise 

determining a path 

by which data 

packets arrive at 

said router via 

packet marks 

provided by routers 

leading to said host 

computer; said path 

comprising all 

routers in said 

network via which 

said packets are 

routed to said 

computer; 

<https://www.splunk.com/en_us/blog/security/finding-islands-in-the-stream-of-data.html> 
PRODUCT: Splunk Enterprise + Splunk Stream 

US7523497 B2 
Claim 10 

Splunk® Enterprise 

classifying data 

packets received at 

said router via 

packet marks 

provided by routers 

leading to said host 

computer by path; 

<https://www.splunk.com/en_us/blog/security/finding-islands-in-the-stream-of-data.html> 
PRODUCT: Splunk Enterprise + Splunk Stream 
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US7523497 B2 
Claim 10 

Splunk® Enterprise 

associating a 

maximum 

acceptable 

transmission rate 

with each class of 

data packet 

received at said 

router; and 

<https://docs.splunk.com/Documentation/Splunk/8.2.6/Admin/Inputsconf> 
The reference describes associating a maximum acceptable processing rate with each class 

of data packet received at said host computer. 
PRODUCT: Splunk Enterprise + Splunk Stream 

US7523497 B2 
Claim 10 

Splunk® Enterprise 

allocating a 

transmission rate 

equal to or less 

than said maximum 

acceptable 

transmission rate 

for unwanted data 

packets. 

<https://docs.splunk.com/Documentation/Splunk/8.2.6/Admin/Inputsconf> 
The reference describes allocating a processing rate less than or equal to said maximum 

acceptable processing rate for unwanted data packets. 
PRODUCT: Splunk Enterprise + Splunk Stream 
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US7523497 B2 
Claim 16 

Splunk® Enterprise 

16. A packet

flooding

defense

system for a

network

comprising a

plurality of

host

computers,

routers,

communication

lines and

transmitted

data packets,

said system

comprising:

<https://www.splunk.com/> 
Splunk® Enterprise has a method of providing packet flooding defense for a network comprising a 

plurality of host computers, routers, communication lines and transmitted data packets. 
The reference includes subject matter disclosed by the claims of the patent after the priority date. 
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US7523497 B2 
Claim 16 

Splunk® Enterprise 

means for a router 

to determine a path 

by which said 

packets came to 

said router via 

packet marks 

provided by routers 

leading to said 

router; said path 

comprising all 

routers in said 

network via which 

said packets are 

routed to said 

computer; 

<https://www.splunk.com/en_us/blog/security/finding-islands-in-the-stream-of-data.html> 
PRODUCT: Splunk Enterprise + Splunk Stream 

US7523497 B2 
Claim 16 

Splunk® Enterprise 

means for 

classifying data 

packets received at 

said router into 

wanted data 

packets and 

unwanted data 

packets by path; 

<https://www.splunk.com/en_us/blog/security/finding-islands-in-the-stream-of-data.html> 
PRODUCT: Splunk Enterprise + Splunk Stream 
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US7523497 B2 
Claim 16 

Splunk® Enterprise 

means for 

associating a 

maximum 

acceptable 

transmission rate 

with each class of 

data packet 

received at said 

router; and 

<https://docs.splunk.com/Documentation/Splunk/8.2.6/Admin/Inputsconf> 
The reference describes associating a maximum acceptable processing rate with each class 

of data packet received at said host computer. 
PRODUCT: Splunk Enterprise + Splunk Stream 

US7523497 B2 
Claim 16 

Splunk® Enterprise 

means for said 

router to allocate 

the transmission 

rate for unwanted 

data packets to be 

less than equal to 

said maximum 

acceptable 

processing rate. 

<https://docs.splunk.com/Documentation/Splunk/8.2.6/Admin/Inputsconf> 
The reference describes allocating a processing rate less than or equal to said maximum 

acceptable processing rate for unwanted data packets. 
PRODUCT: Splunk Enterprise + Splunk Stream 
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