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METHOD AND SYSTEM FOR 
AUTHORIZING ACLIENT COMPUTER TO 

ACCESS ASERVER COMPUTER 

FIELD OF THE INVENTION 

This invention generally relates to the field of computer 
security and, more specifically, relates to a method and 
system for authorizing a client computer to access a server 
computer system based upon authorization previously pro 
vided to access another server computer system. 

BACKGROUND OF THE INVENTION 

With the advent and explosion of the Internet has come a 
similar explosion in the number of services available over 
the Internet. In addition to the popular World Wide Web 
(“WWW or “Web’), services are available over the Internet 
that provide instant messaging, chat facilities, e-mail, and 
other types of services. To access these services, a user must 
typically utilize several different client application pro 
grams. For instance, a user may utilize an instant messaging 
client to interface with the instant messaging service and, 
simultaneously, the user may utilize a Web browser appli 
cation to retrieve Web-based e-mail or other types of Web 
pageS. 

While many client computers are capable of simulta 
neously executing multiple client application programs to 
communicate with multiple Internet services, it is not always 
convenient for a user to use the client application programs 
in this way. For instance, when a user launches the instant 
messaging client, the user may be required to provide a 
username and password. The instant messaging client may 
then perform a Sophisticated and time consuming login 
procedure to gain access to the server computer that pro 
vides the instant messaging service. If the user then desires 
to access a Web site through a Web browser application 
program, the user has to launch the Web browser application 
and then provide the address of the desired Web site. When 
the Web site responds, the user may then have to again 
provide their username and password. The user may also 
have to wait while the Web site and the Web browser 
application program perform another Sophisticated and time 
consuming login procedure. If the user wants to access 
additional services, the user will again have to provide a 
username and password and endure a lengthy login proce 
dure to access these services. Providing a username and 
password for each client application in this manner can be 
extremely monotonous for a computer user. Moreover, each 
time a computer user desires to utilize another client appli 
cation program, the user may have to wait for a login screen 
before they can provide their username and password. 
Waiting for several Such login screens to appear may also be 
monotonous for a computer user. 

Therefore, in light of the above, there is a need for a 
method and system for providing access to a computer 
system that does not require a user to provide login infor 
mation if the user has previously been provided access to 
another computer system. Additionally, there is a need for a 
method and system for providing access to a computer 
system based upon previously provided access to another 
computer system that can authenticate a client computer for 
access without requiring a user of the client computer to 
endure a lengthy login procedure. 
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2 
SUMMARY OF THE INVENTION 

The present invention solves the above problems by 
providing a method and system for providing authorization 
to access to a second computer system based upon previ 
ously provided authorization to access to a first computer 
system that does not require a user to provide login infor 
mation more than once. The present invention also solves 
the above problems by providing a method and system for 
providing access to a computer system based upon previ 
ously provided access to another computer system that can 
securely authenticate a client computer for access without 
requiring a user of the client computer to endure a lengthy 
login procedure. 

Generally described, the present invention includes a 
client computer connected to the Internet that is capable of 
simultaneously executing multiple client application pro 
grams, such as an instant messaging client application and a 
Web browser application. The present invention also 
includes a first server computer, such as an instant messag 
ing server computer, that is operative to receive an access 
request from the client computer. This request may include 
a username and password. If the client computer is autho 
rized to access the first server computer, the first server 
computer will transmit an authorization ticket to the client 
computer. The authorization ticket is encrypted and includes 
a time stamp indicating the time at which the authentication 
ticket was created. Once the client computer has been 
provided authorization to access the first server computer, 
the client application communicating with the first computer 
starts an elapsed time counter. 
When a request is received at the client computer to 

access a second server computer, the client application 
communicating with the first server computer determines the 
session length based upon the elapsed time counter. The 
client application then concatenates the original authoriza 
tion ticket, the session length, and a secret shared with the 
second server computer, like a user password. A hash 
function is then applied to the concatenated data to create a 
unique hash value. The client stores the authorization ticket, 
the session length, and the hash value in a file that is 
accessible to a second client application executing on the 
client computer, such as a Web browser. The client also starts 
a persistence timer when the file is saved. The persistence 
timer is periodically checked to determine if a predeter 
mined amount of time has lapsed. If the predetermined 
amount of time has elapsed, the file is deleted from the client 
computer. 
The client application then launches the second client 

application and causes a login request to be transmitted from 
the second client application to the second server computer. 
The request includes the file containing the authorization 
ticket, the session length, and the hash. The second client 
application then receives and displays results received from 
the second server computer. 
When the second server computer receives the login 

request, the second server computer decrypts the authoriza 
tion ticket. The second server computer then retrieves the 
shared secret from its own database containing this infor 
mation. The second server concatenates the authorization 
ticket, the session length, and the shared secret and executes 
ahash function on the concatenated data identical to the hash 
function utilized by the client computer. The second server 
then compares the computed hash to the hash value received 
from the second client application. If the two hash values are 
not identical, the second server does not authorize the client 
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computer to access the second server and transmits an error 
message to the second client application. 

If the two hash values are identical, the second server 
retrieves the time stamp from the authorization ticket and 
adds the session length to the time stamp. The second server 
then compares the resulting value to the current time. If the 
resulting value and the current time are not within a preset 
threshold value, the client computer is not permitted to 
access the second server and an error message is sent to the 
second client application. If the resulting value and the 
current time are within a preset threshold value, the client 
computer is provided access to the second server computer. 
The present invention also provides an method, apparatus, 
and computer-readable medium for providing authorization 
to access a second computer based on previously provided 
authorization to access a first computer. 

BRIEF DESCRIPTION OF THE DRAWINGS 

The foregoing aspects and many of the attendant advan 
tages of this invention will become more readily appreciated 
as the same becomes better understood by reference to the 
following detailed description, when taken in conjunction 
with the accompanying drawings, wherein: 

FIG. 1 is a block diagram illustrating a system architec 
ture and general operation for an actual embodiment of the 
present invention. 

FIG. 2 is a block diagram illustrating a client computer 
utilized in an actual embodiment of the present invention. 

FIG. 3 is a block diagram illustrating a server computer 
utilized in an actual embodiment of the present invention. 

FIG. 4 is a flow diagram illustrating a routine for provid 
ing authorization to access a first computer to a client 
computer according to an actual embodiment of the present 
invention. 

FIG. 5 is a flow diagram illustrating a routine for logging 
a client computer into a second computer based upon access 
previously provided to a first computer according to an 
actual embodiment of the present invention. 

FIG. 6 is a flow diagram illustrating a routine for autho 
rizing a client computer to access a second computer based 
upon access previously provided to the client computer to 
access a first computer according to an actual embodiment 
of the present invention. 

DETAILED DESCRIPTION OF THE 
PREFERRED EMBODIMENT 

The present invention is directed to method and system 
for provided access to a server computer based upon previ 
ously provided access to another server computer. Aspects 
of the present invention may be embodied in a Web server 
application program, Such as the Internet Information Server 
program owned and licensed by the Microsoft(R) Corporation 
of Redmond, Wash. Additionally, aspects of the present 
invention may be embodied in an instant messaging server 
application program and an instant messaging client appli 
cation program, such as those utilized to provide the MSN 
Messenger service, also provided by Microsoft(R). 

Referring now to the figures, in which like numerals 
represent like elements, an actual embodiment of the present 
invention will be described. Although aspects of the inven 
tion will be described in the general context of an application 
program that executes on an operating system in conjunction 
with a server computer, those skilled in the art will recognize 
that the invention also may be implemented in combination 
with other program modules. Generally, program modules 
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4 
include routines, programs, components, data structures, etc. 
that perform particular tasks or implement particular abstract 
data types. Moreover, those skilled in the art will appreciate 
that the invention may be practiced with other computer 
system configurations, including hand-held devices, multi 
processor Systems, microprocessor-based or programmable 
consumer electronics, minicomputers, mainframe comput 
ers, and the like. Although the invention is also described as 
being practiced in distributed computing environment, 
where tasks are performed by remote processing devices that 
are linked through a communications network, other pos 
sible implementations should be apparent to those skilled in 
the art. 

Referring now to FIG. 1, aspects of the present invention 
and an illustrative operating environment for an embodiment 
of the present invention will be described. According to an 
embodiment of the present invention, a client computer 10, 
an instant messaging server computer 2, and a Web server 
computer 26 are each connected to the Internet 8. An 
illustrative client computer 10 is described in detail below 
with reference to FIG. 2. An illustrative Web server com 
puter 26 and an illustrative instant messaging server com 
puter 2 are described below with respect to FIG. 3. 
As is well known to those skilled in the art, the Internet 

8 comprises a collection of networks and routers that use the 
Transmission Control Protocol/Internet Protocol (“TCP/IP') 
to communicate with one another. The Internet typically 
includes a plurality of local area networks (“LANs) and 
wide area networks (“WANs) that are interconnected by 
routers. Routers are special purpose computers used to 
interface one LAN or WAN to another. Communication 
links within the LANs may be twisted wire pair, or coaxial 
cable, while communication links between networks may 
utilize 56 Kbps analog telephone lines, 1 Mbps digital T-1 
lines, 45 Mbps T-3 lines or other communications links 
known to those skilled in the art. Furthermore, computers, 
such as the client computer 10, and other related electronic 
devices can be remotely connected to either the LANs or the 
WANs via a permanent network connection or via a modem 
and temporary telephone link. It will be appreciated that the 
Internet 8 comprises a vast number of Such interconnected 
networks, computers, and routers. 

According to an actual embodiment of the present inven 
tion, the client computer 10 executes an instant messaging 
client application program 12. The instant messaging client 
application program 12 communicates through the Internet 
8 with an instant messaging server application 4 executing 
on the instant messaging server computer 2. Together, the 
instant messaging client application program 12 and the 
instant messaging server application program 4 provide 
instant messaging capabilities to a user of the client com 
puter 10. Instant messaging services allow a user of the 
client computer 10 to send real-time messages to other users 
also connected to the instant messaging server computer 2 
and are well known to those skilled in the art. 
The client computer 10 also executes a Web browser 

application program 24. Such as Internet Explorer provided 
by Microsoft(R). The Web browser application program 24 
transmits requests for Web pages or other resources located 
at the Web server computer 26 to the Web server application 
program 18. The Web server application program 18 
receives the request, determines whether the client computer 
is authorized to access the Web server computer 26, and 
responds to the request accordingly. If the client computer 
10 is authorized to access the Web server computer 26, the 
Web server application program 18 will transmit the 
requested resource to the client computer 10. If the client 
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computer 10 is not authorized to access the requested 
resource, the Web server application program 18 will trans 
mit an error message to the client computer 10. 

According to an embodiment of the present invention, the 
instant messaging client application program 12 utilizes a 
Sophisticated secure login mechanism to gain access to the 
instant messaging server application program 4. As part of 
this procedure, the instant messaging server application 
program 4 transmits an encrypted authentication ticket 6 to 
the client computer 10 when authorization is provided to the 
client computer 10 to access the instant messaging server 
computer 2. The authentication ticket 6 contains a time 
stamp indicating the time at which the authentication ticket 
was created and transmitted to the client computer 10. The 
authentication ticket 6 is stored by the client computer 10 for 
Subsequent use in accessing the Web server computer 26. 
Additionally, the client computer 10 begins a session timer 
that represents the length of time, or session length, the 
client computer 10 has been authorized to access the instant 
messaging server computer 2. An illustrative routine for 
logging the client computer 10 into the instant messaging 
server computer 2 is described in detail below with reference 
to FIG. 4. 

According to an embodiment of the present invention, a 
user of the client computer may select a user interface option 
provided by the instant messaging client application pro 
gram 12 for gaining quick access to the Web server com 
puter. For instance, a user of the MSN Messenger client 
application may desire to quickly gain access to their 
Web-based e-mail account with the HotMail service, also 
from Microsoft(R). In order to provide this functionality, the 
instant messaging client application program 12 may pro 
vide a menu item, button, or other user interface item for 
quickly accessing the Web server computer 26. In response 
to the selection of this user interface item, the client com 
puter 10 may gain authorization to access to the Web server 
computer 26 based upon the previously provided authoriza 
tion to access the instant messaging server computer 2. 

According to an embodiment of the present invention, the 
client computer 10 gains authorization to access to the Web 
server computer by first determining the session length of 
the communications session with the instant messaging 
server computer 2. The client computer 10 then concatenates 
the authorization ticket received from the instant messaging 
server computer 2, the session length, and a shared secret 
stored at the client computer 10. The shared secret comprises 
a secret Such as a user login, e-mail address or password, that 
is shared between the client computer and the Web server 
computer. A hash function is then applied to the concat 
enated data to determine a unique hash value for the con 
catenated data. The authorization ticket, session length, and 
hash value are then stored in a file 16 on the client computer 
10 in a location that is accessible to the Web browser 
application program 24. 
The instant messaging client application program 12 

causes the Web browser application program 24 to be 
executed on the client computer and provides a Uniform 
Resource Locator (“URL) corresponding to the Web server 
computer 26. The instant messaging client application pro 
gram 12 also causes the Web browser application program 
24 to post the file 16 containing the authorization ticket, 
session length, and hash value to the Web server application 
program 18 as a part of a request for authorization to access 
the Web server computer 26. The client computer 10 then 
receives a response from the Web server computer 26. If the 
Web server application program 18 authorizes the client 
computer 10 to access the Web server computer 26, the Web 

10 

15 

25 

30 

35 

40 

45 

50 

55 

60 

65 

6 
page located at the requested URL will be returned to the 
Web browser application program 24. If the Web server 
application program 18 does not authorize the client com 
puter 10 to access the Web server computer 26, an error 
message will be returned to the Web browser application 
program. Additionally, the client computer may delete the 
file 16 containing the authorization ticket, session length, 
and hash value after a predetermined amount of time has 
elapsed to ensure that an unauthorized user does not retrieve 
this information. An illustrative routine for accessing the 
Web server computer 26 from the client computer 10 based 
upon authorization previously provided to access the instant 
messaging server computer 2 will be described in more 
detail below with respect to FIG. 5. 

According to an embodiment of the invention, the Web 
server application program 18 receives the authorization 
ticket, the session length, and the hash value from the client 
computer 10 as part of a request to access the Web server 
computer 26. To process the login request, the Web server 
application program 18 concatenates the authorization 
ticket, the session length, and a copy of the shared secret 
stored at the Web server computer. The Web server appli 
cation program 18 then calculates a hash value for the 
concatenated data using the same hash function as the one 
utilized by the client computer 10. The Web server appli 
cation program 18 then compares the computed hash value 
to the hash value received from the client computer 10. If the 
hash values are not identical, the Web server application 
program 18 does not provide authorization to the client 
computer 10 to access the Web server computer 26. Rather, 
the Web server application program 18 transmits an error 
message to the client computer 10. 

If the hash values are identical, the Web server application 
program 18 performs an additional security check by retriev 
ing the time stamp from the authorization ticket, adding the 
session length to the time stamp, and comparing the result 
ing value to the current time. If the Sum of the session length 
and the time stamp are not within a preset range of the 
current time, the Web server application program 18 trans 
mits an error message to the client computer 10. If the Sum 
of the session length and the time stamp are within a preset 
range of the current time, the Web server application pro 
gram 18 authorizes the client computer 10 to access the Web 
server computer 26 and responds to the request for a 
resource located at the Web server computer 26. An illus 
trative routine for processing a request to login to the Web 
server computer will be described in more detail below with 
reference to FIG. 6. 

Referring now to FIG. 2, an illustrative client computer 10 
will be described. The client computer 10 comprises a 
conventional personal computer, including a processing unit 
38, a system memory 30, and a system bus 40 that couples 
the system memory 30 to the processing unit 38. The system 
memory 30 includes a read only memory (“ROM) 32 and 
a random access memory (“RAM) 36. A basic input/output 
system 34 (“BIOS), containing the basic routines that help 
to transfer information between elements within the client 
computer 10, such as during start-up, is stored in ROM 32. 
The client computer 10 further includes a hard disk drive 46, 
a magnetic disk drive 52, e.g., to read from or write to a 
removable disk 48, and an optical disk drive 54, e.g., for 
reading a CD-ROM disk 50 or to read from or write to other 
optical media such as a Digital Versatile Disk (DVD). The 
hard disk drive 46, magnetic disk drive 52, and optical disk 
drive 54 are connected to the system bus 40 by a hard disk 
drive interface 56, a magnetic disk drive interface 58, and an 
optical drive interface 60, respectively. The drives and their 
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associated computer-readable media provide nonvolatile 
storage for the client computer 10. Although the description 
of computer-readable media above refers to a hard disk, a 
removable magnetic disk and a CD-ROM disk, it should be 
appreciated by those skilled in the art that other types of 
media which are readable by a computer, Such as magnetic 
cassettes, flash memory cards, digital video disks, Bernoulli 
cartridges, ZIP disks, and the like, may also be used in the 
illustrative operating environment. 
A number of program modules may be stored in the drives 

and RAM 36, including an operating system 78, a Web 
browser application program 24 and an instant messaging 
client application 12, such as MSN Messenger from 
Microsoft(R). As described briefly above, the client computer 
10 initiates a communications session with a server com 
puter, such as instant messaging server computer 2 using the 
instant messaging client application 12. When the commu 
nications session is initiated, the instant messaging server 2 
transmits an authorization ticket to the client computer 10. 
As will be described in more detail below, the client com 
puter 10 may then utilize the authorization ticket, a session 
length indicating the length of time the client computer 10 
has been authorized to access the instant messaging server 2, 
and a hash value to receive authorization to access the 
WWW server 26. The client computer 10 may store the 
authorization ticket, session length and the hash value in a 
file 16 that is transmitted to the WWW server 26 as part of 
the request for authorization. The operation of the client 
computer 10, the WWW server computer 26, and the instant 
messaging server 2 in this regard will be described in more 
detail below with reference to FIGS. 3–6. 
A user may enter commands and information into the 

client computer 10 through input devices such as a keyboard 
66 or a mouse 64. Other input devices (not shown) may 
include a microphone, touchpad, joystick, game pad, satel 
lite dish, scanner, or the like. These and other input devices 
are often connected to the processing unit 38 through a serial 
port interface 62 that is coupled to the system bus 40, but 
may be connected by other interfaces, such as a game port 
or a universal serial bus (USB). A monitor 74 or other type 
of display device is also connected to the system bus 40 via 
an interface. Such as a video adapter 42. In addition to the 
monitor, a client computer 10 may include other peripheral 
output devices, such as speakers 76 connected through an 
audio adapter 44 or a printer (not shown). 
As described briefly above, the client computer 10 may 

operate in a networked environment using logical connec 
tions to one or more remote computers, such as a WWW 
server computer 26 and instant messaging server computer 
2. According to an embodiment of the invention, the client 
computer 10 communicates with the WWW server computer 
26 and the instant messaging server 2 over the Internet 8. 
The client computer 10 connects to the Internet 8 through a 
network interface 70. Alternatively, the client computer 10 
may include a modem 68 and use an Internet Service 
Provider ("ISP") 72 to establish communications over the 
Internet 8. The modem 68, which may be internal or 
external, is connected to the system bus 40 via the serial port 
interface 62. It will be appreciated that the network connec 
tions shown are illustrative and other means of establishing 
a communications link between the client computer 10 and 
the Internet 8 may be utilized. 

Referring now to FIG. 2, an illustrative instant messaging 
server computer 2 will be described. As described briefly 
above, a communications session is initiated over the Inter 
net 8 or other distributed computing network between the 
instant messaging server computer 2 and the client computer 
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10. When the communications session is initiated, the 
instant messaging server computer 2 transmits an authori 
zation ticket 6 to the client computer 10. The authorization 
ticket 6 comprises encrypted data containing a time stamp 
indicating the time at which the client computer was pro 
vided authorization to access the instant messaging server 
computer. According to an embodiment of the invention, the 
authorization ticket 6 may be transmitted to the client 
computer 10 as a persistent state object, or “cookie' as 
known to those skilled in the art. As described in greater 
detail below with respect to FIGS. 4-6, the client computer 
transmits the authorization ticket 6 to a Web server computer 
as part of a request for authorization to access the Web server 
computer. 
The instant messaging server computer 2 comprises a 

general purpose server operative to provide instant messag 
ing services to two or more client computers executing 
instant messaging application Software, Such as client com 
puter 10. The instant messaging server computer 2 com 
prises a conventional server computer, including a process 
ing unit 90, a system memory 92, and a system bus 100 that 
couples the system memory 92 to the processing unit 90. The 
system memory 92 includes a ROM 94 and a RAM 98. A 
BIOS 96, containing the basic routines that help to transfer 
information between elements within the instant messaging 
server computer 2, Such as during start-up, is stored in ROM 
94. The instant messaging server computer 2 further 
includes a hard disk drive 102, a magnetic disk drive 108, 
e.g., to read from or write to a removable disk 104, and an 
optical disk drive 110, e.g., for reading a CD-ROM disk 106 
or to read from or write to other optical media such as a 
DVD. The hard disk drive 102, magnetic disk drive 108, and 
optical disk drive 110 are connected to the system bus 100 
by a hard disk drive interface 112, a magnetic disk drive 
interface 114, and an optical drive interface 116, respec 
tively. The drives and their associated computer-readable 
media provide nonvolatile storage for the instant messaging 
server computer 2. 
A number of program modules may be stored in the drives 

and RAM 98, including an operating system 134 suitable for 
controlling the operation of a server computer, Such as 
Windows NTR) or WindowS(R) from Microsoft(R). Addition 
ally, an instant messaging server application program 4 may 
be stored in RAM 98, for providing an instant messaging 
server like MSN Messenger from Microsoft(R). As known to 
those skilled in the art, the instant messaging server appli 
cation 4 is operative to receive requests from instant mes 
saging client applications and to respond to those requests 
by transmitting messages to other available instant messag 
ing clients. As will be described in more detail below, the 
instant messaging server computer 2 also generates an 
authentication ticket 6 and transmits the authentication ticket 
to the client computer 10 when a new instant messaging 
session is initiated. 
A user may control the operation of the instant messaging 

server computer 2 through input devices such as a keyboard 
120 or a mouse 118. These and other input devices are often 
connected to the processing unit 90 through a serial port 
interface 126 that is coupled to the system bus 100, but may 
be connected by other interfaces, such as USB. A monitor 
132 or other type of display device is also connected to the 
system bus 100 via an interface, such as a video adapter 132. 

Like the client computer 10, described above with respect 
to FIG. 3, the instant messaging server computer 2 may 
operate in a networked environment. According to an 
embodiment of the invention, the instant messaging server 
computer 2 communicates with the client computer 10 over 
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the Internet 8. The instant messaging server computer 2 
connects to the Internet 8 through a network interface 128. 
Alternatively, the instant messaging server computer 2 may 
include a modem 122 and use an ISP 124 to establish a 
connection to the Internet 8. It will be appreciated that the 
network connections shown are illustrative and other means 
of establishing a communications link between the instant 
messaging server computer 2 and the Internet may be used. 

Those skilled in the art should appreciate that while an 
actual embodiment of the present invention is described 
utilizing an instant messaging server computer 2 to provide 
an authorization ticket 6 to the client computer 10, other 
types of server computers may be utilized. For instance, an 
Internet Relay Chat (“IRC) server could provide an authen 
tication ticket 6 to the client computer 10 through an IRC 
client application program. Other types of server computers 
known to those skilled in the art may also be utilized. 

Those skilled in the art should also appreciate that the 
WWW server computer 26 (shown in FIG. 2), utilizes a 
computer architecture similar to instant messaging server 
computer 2. The WWW server computer 26 comprises a 
general purpose server computer for receiving and respond 
ing to HyperText Transfer Protocol (“HTTP) requests. In 
order to provide this functionality, a Web server application 
program may be utilized, such as Internet Information 
Server from Microsoft(R). As known to those skilled in the 
art, the Web server application program is operative to 
receive HTTP requests through a network interface and to 
respond to those requests. Typically, an HTTP request will 
take the form of a request for a page encoded in the 
Hypertext Markup Language (“HTML'), a graphics file, or 
another application program stored at the Web server com 
puter 26. As will be described in more detail below, the Web 
server computer 26 may also receive a file 16 (shown in FIG. 
1) containing the authorization ticket 6, a session length, and 
a hash value from the client computer 10. Using the file 16, 
the Web server computer 26 can determine whether autho 
rization to access the Web server 26 should be provided to 
the client computer 10. The operation of the Web server 
computer 26 will be described in more detail below with 
reference to FIGS. 5 and 6. 

Referring now to FIG. 4, an illustrative Routine 400 will 
be described for allowing the client computer to access the 
instant messaging server computer. Routine 400 begins at 
block 402, where a secure login is performed between the 
client computer and the instant messaging server computer. 
The secure login is typically initiated by a user of the instant 
messaging client application program. The login procedure 
may include the transmission of a username and password 
from the client computer to the instant messaging server 
computer in a secure fashion. For instance, a Sophisticated 
MD5 hashing algorithm may be utilized to encrypt the data. 
The MD5 algorithm and other suitable secure login mecha 
nisms are known to those skilled in the art. 
From block 402, the Routine 400 continues to block 404, 

where an authorization ticket is transmitted from the instant 
messaging server computer to the client computer. The 
authorization ticket is transmitted to the client computer in 
response to completing the secure login procedure and 
determining that the client computer is authorized to access 
the instant messaging server computer. If the client com 
puter is not authorized to access the instant messaging server 
computer, an authorization ticket will not be transmitted. 
The authorization ticket contains a time stamp indicating the 
time at which the authorization ticket was created and 
transmitted to the client computer. The authorization ticket 
may also contain additional information utilized by the 
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10 
client computer. The client computer stores the authorization 
ticket in memory or on a mass storage device for later 
retrieval. 
From block 404, the Routine 400 continues to block 406, 

where an elapsed time counter is started at the client 
computer. The elapsed time counter comprises a real-time 
clock that is started when the authorization ticket is received. 
Therefore, at any given time, the elapsed time counter 
indicates the amount of time that has elapsed since the 
authorization ticket was received from the instant messaging 
server computer. From block 406, the Routine 400 continues 
to block 408, where it ends. 

Referring now to FIG. 5, an illustrative Routine 500 will 
be described for accessing the Web server computer from the 
client computer based upon authorization previously pro 
vided to access the instant messaging server computer. 
Routine 500 begins at block 502, where a determination is 
made as to whether a request has been received to login to 
the Web server computer. Typically, such a request is initi 
ated by requesting a resource located at the Web server 
computer through a Web browser application program. If it 
is determined that a request has not been received to login 
to the Web server computer, the Routine 500 returns to block 
502, where another determination is made. 

If, at block 502, it is determined that a request has been 
received to login to the Web server computer, the Routine 
500 continues to block 504. At block 504, a session length 
is determined from the elapsed time counter. The session 
length represents the amount of time the client computer has 
been authorized to access the instant messaging server 
computer. As described above with respect to FIG. 4, the 
elapsed time counter is started when an authorization ticket 
is received from the instant messaging server computer. The 
session length is determined by Subtracting the time stamp 
contained in the authorization ticket from the current time. 
From block 504, the Routine 500 continues to block 506, 

where the authorization ticket, the session length, and a 
shared secret are concatenated to form a concatenated data 
string. The shared secret comprises data that is shared by 
both the client computer and the Web server computer. For 
instance, the shared secret may comprise a user's password, 
e-mail address, or other similar information. As will be 
described below with reference to FIG. 6, a copy of the 
shared secret maintained at the Web server computer is 
utilized by the Web server computer to authenticate the 
request for access from the client computer. 
From block 506, the Routine 500 continues to block 508, 

where a hash function is applied to the concatenated data 
string. A hash function takes a data string as input and 
provides a unique data string identifying the input string as 
output. Hash functions are well known to those skilled in the 
art. When the hash function is applied to the concatenated 
data string, a hash value is returned that uniquely describes 
the contents of the concatenated data string. At block 510, 
the authorization ticket, the session length, and the hash 
value are stored at the client computer. 
From block 510, the Routine 500 continues to block 512, 

where a Web browser application program is launched on 
the client computer and a request is made to access the Web 
server computer. From block 512, the Routine 500 continues 
to block 514, where the authorization ticket, the session 
length, and the hash value are transmitted to the Web server 
computer. According to an embodiment of the invention, the 
authorization ticket, the session length, and the hash value 
are transmitted to the Web server computer using an HTTP 
"POST command. As known to those skilled in the art, the 
HTTP POST command sends data in a message body that 
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follows a request header, as opposed to transmitting the data 
in a URL. The message body is generally encoded in the 
same manner as when appended to a URL. Other methods 
for transmitting this information to the Web server computer 
will be apparent to those skilled in the art. 
From block 514, the Routine 500 continues to block 516, 

where a persistence timer is started at the client computer. 
The persistence timer utilizes a real-time clock to determine 
the length of time since the HTTP POST request was 
transmitted to the Web server computer. From block 516, the 
Routine 500 branches to blocks 518, and 522 in parallel. 
Accordingly, the operations performed at blocks 518 and 
520, and blocks 522 and 524 may be performed simulta 
neously. 

At block 518, a determination is made as to whether the 
persistence timer has elapsed. This determination may be 
made by comparing the persistence timer to a predefined 
value. If the persistence timer has not elapsed, the Routine 
500 returns to block 518, where another check is made to 
determine if the persistence timer has elapsed. If, at block 
518, it is determined that the persistence timer has elapsed, 
the Routine 500 continues to block 520. At block 520, the 
authorization ticket, session length, and hash value are 
deleted from the client computer. By deleting this informa 
tion from the client computer after a predetermined amount 
of time has elapsed, the chances that an unauthorized 
recipient may retrieve the information are greatly reduced. 
The method 500 then continues from block 520 to block 
526, where it ends. 
From block 516, the Routine 500 also continues to block 

522, where a response is received from the Web server 
computer. The response may take the form of a Web page 
transmitted from the Web server computer to the client 
computer. The Routine 500 then continues from block 522 
to block 524, where the Web page received from the Web 
server computer is displayed at the client computer utilizing 
the Web browser application program. The Web page may 
comprise an error message if the Web server computer was 
unable to provide authorization to the client computer to 
access the Web server computer. Likewise, the Web page 
may comprise the network resource requested by the client 
computer if the Web server computer was able to authorize 
the client computer to access the Web server computer. An 
illustrative routine for processing a request for access at the 
Web server computer is described below with respect to 
FIG. 6. The Routine 500 continues from block 524 to block 
526, where it ends. 

Referring now to FIG. 6, an illustrative Routine 600 for 
processing a request to login to the Web server computer will 
be described. The Routine 600 begins at block 602, where 
the HTTP POST, including the authorization ticket, session 
length, and hash value, is received from the client computer 
as part of the request to access the Web server computer. The 
Routine 600 continues from block 602 to block 604, where 
the Web server computer decrypts the authorization ticket 
and retrieves the time stamp contained therein. In order to 
decrypt the authorization ticket, the Web server computer 
maintains a decryption key that can be used to decrypt data 
encrypted by the instant messaging server computer. 
From block 604, the Routine 600 continues to block 606, 

where the Web server retrieves a copy of the shared secret 
stored at the Web server computer. As described above with 
respect to FIG. 5, the Web server computer maintains a copy 
of a shared secret, such as the user's password, login, or 
e-mail address, to use in computing a hash value. From 
block 606, the Routine 600 continues to block 608, where 
the authorization ticket received from the client computer, 
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12 
the session length received from the client computer, and the 
copy of the shared secret maintained at the Web server 
computer are concatenated. The Routine 600 then continues 
to block 610, where a hash function identical to the one 
utilized by the client computer is applied to the concatenated 
data. As described above with respect to FIG. 5, a hash 
function takes a data string as input and provides a unique 
data string identifying the input string as output. When the 
hash function is applied to the concatenated data, a hash 
value is returned that uniquely describes the contents of the 
concatenated data string. 
From block 610, the Routine 600 continues to block 611, 

where the hash value calculated at the Web server computer 
is compared to the hash value received from the client 
computer as a part of the login request. The two hash values 
are compared to determine if they are identical. From block 
611, the Routine 600 continues to block 612, where the Web 
server computer determines whether the two hash values are 
identical. If the Web server computer determines that the 
hash values are not identical, the Routine 600 branches to 
block 614, where an error message is transmitted to the 
client computer. Additionally, the client computer is denied 
access to the Web server computer. The Routine 600 then 
continues from block 614 to block 628, where it ends. 

If, at block 612, the Web server computer determines that 
the two hash values are identical, the Routine 600 branches 
to block 616. At block 616, the Web server computer 
retrieves the time stamp included in the authorization ticket 
transmitted by the client computer as part of the login 
request. The Routine 600 then continues to block 618, where 
the time stamp is added to the session length also provided 
by the client computer as part of the login request. From 
block 618, the Routine 600 continues to block 620, where 
the sum of the time stamp and the session length is compared 
to the current time to determine if the sum is within a preset 
threshold value of the current time. From block 620, the 
Routine continues to block 622, where the Web server 
computer determines whether the sum is within the preset 
threshold value. If the Web server computer determines that 
the sum is not within the preset threshold value, the Routine 
600 branches to block 614, where an error message is 
transmitted to the client computer. Additionally, the client 
computer is denied access to the Web server computer. 

If, at block 622, the Web server computer determines that 
the sum is within the preset threshold value, the Routine 600 
continues to block 624, where the Web server authorizes the 
client computer to access the Web server computer. The 
Routine 600 then continues from block 624 to block 626, 
where the Web page requested by the client computer is 
retrieved and transmitted to the Web browser application 
program executing on the client computer. The Routine 600 
then continues to block 628, where it ends. 

In light of the above, it should be appreciated that the 
present invention provides a method, system, computer 
controlled apparatus, and computer-readable medium for 
authorizing a client computer to access a second computer 
based upon previously provided authorization to access a 
first computer. While an actual embodiment of the invention 
has been illustrated and described, it will be appreciated that 
various changes can be made therein without departing from 
the spirit and scope of the invention. 
The embodiments of the invention in which an exclusive 

property or privilege is claimed are defined as follows: 
1. A computer-implemented method for authorizing a 

second client-based application on a client computer to 
access a service provided by a second server-based appli 
cation based upon a previously provided authorization that 
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authorized the client computer to use a first client-based 
application to access a service provided by the first server 
based application comprising: 

(a) receiving a request for authorizing the client computer 
to use said second client-based application to access the 
service provided by said second server-based applica 
tion; 

(b) wherein the service provided by said second server 
based application is different than the service provided 
by said first server-based application; 

(c) wherein the request for authorizing the client computer 
to use said second client-based application to access the 
service provided by said second server-based applica 
tion originates from said first client-based application; 

(d) in response to said request: 
(i) determining a session length indicating a length of 

time said client computer has been authorized to 
access the service provided by said first server-based 
application; 

(ii) calculating a hash value for an authorization ticket 
received from said first server-based application, 
said session length, and a secret shared between said 
client computer and said second server-based appli 
cation, and 

(iii) transmitting a request for authorization to access 
the service provided by said second server-based 
application comprising said hash value, said autho 
rization ticket, and said session length. 

2. The method of claim 1, wherein said authorization 
ticket comprises a time stamp, and wherein determining a 
session length comprises Subtracting said time stamp from 
an elapsed time counter to determine said session length. 

3. The method of claim 2, wherein said elapsed time 
counter is started when said authorization ticket is received 
from said first server-based application. 

4. The method of claim 3, wherein said authorization 
ticket is received from said first server-based application 
when said client computer is authorized to access the service 
provided by said first server-based application. 

5. The method of claim 1, wherein calculating a hash 
value comprises performing an MD5 hash of an authoriza 
tion ticket received from said first server-based application, 
said session length, and a secret shared between said client 
computer and said second server-based application. 

6. The method of claim 1, further comprising: 
starting a persistence timer when said first server-based 

application ceases providing a service to said client 
computer; 

determining whether said persistence timer has reached a 
predefined value prior to receiving a response from said 
second server-based application; and 

in response to determining that said persistence timer has 
reached a predefined value prior to receiving a response 
from said second server-based application, deleting 
said authorization ticket, said session length and said 
hash value from said client computer. 

7. The method of claim 6, further comprising: 
in response to determining that said persistence timer has 

not reached a predefined value prior to receiving a 
response from said second server-based application, 
receiving said response from said second server-based 
application and displaying said response at said client 
computer. 

8. The method of claim 1, wherein said first server-based 
application is an instant messaging application that provides 
a different service than said second server-based application 
which is a Web application. 
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9. A computer-controlled apparatus operative to perform 

the method of claim 1. 
10. A computer-controlled apparatus operative to perform 

the method of claim 2. 
11. A computer-readable medium containing computer 

readable instructions which, when executed by a computer, 
perform the method of claim 1. 

12. A computer-readable medium containing computer 
readable instructions which, when executed by a computer, 
perform the method of claim 2. 

13. A computer-implemented method for authorizing a 
second client-based application on a client computer to 
access a service provided by a second server-based appli 
cation based upon a previously provided authorization that 
authorized the client computer to use a first client-based 
application to access a service provided by the first server 
based application, comprising: 

(a) receiving a request for authorizing the client computer 
to use said second client-based application to access the 
service provided by said second server-based applica 
tion from said client computer comprising a hash value, 
an authorization ticket, and a session length; 

(b) wherein the service provided by said second server 
based application is different than the service provided 
by said first server-based application; 

(c) computing a new hash value for said authorization 
ticket, said session length, and a copy of a secret shared 
between said client computer and said second server 
based application; 

(d) determining whether said hash value received from 
said client computer is identical to said new hash value; 
and 

(e) in response to determining that said hash value 
received from said client computer is identical to said 
new hash value, authorizing said client computer to use 
said second client-based application to access the Ser 
vice provided by said second server-based application. 

14. The method of claim 13, further comprising: 
(e) in response to determining that said hash value 

received from said client computer is identical to said 
new hash value; 
(i) determining whether a sum of said session length 
and a time stamp received as part of said authoriza 
tion ticket is within a preset threshold value of a 
current time; and 

(ii) in response to determining that the Sum of said 
session length and said time stamp is within said 
preset threshold value, authorizing said client com 
puter to access the service provided by said second 
server-based application. 

15. The method of claim 14, further comprising: 
(f) in response to determining that said hash value 

received from said client computer is not identical to 
said new hash value, not authorizing said client com 
puter to access the service provided by said second 
server-based application. 

16. The method of claim 15, further comprising: 
(g) in response to determining that the Sum of said session 

length and said time stamp is not within said preset 
threshold value, not authorizing said client computer to 
access the service provided by said second server-based 
application. 

17. A computer-controlled apparatus operative to perform 
the method of claim 13. 

18. A computer-controlled apparatus operative to perform 
the method of claim 14. 
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19. A computer-readable medium containing computer- 21. The method of claim 13, wherein said first server 
readable instructions which, when executed by a computer, based application is an instant messaging application that 
perform the method of claim 13. provides a different service than said second server-based 

20. A computer-readable medium containing computer- application which is a Web server application. 
readable instructions which, when executed by a computer, 5 
perform the method of claim 14. k . . . . 
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