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First lnventor or Application ld�ntifkr 

(Only tor new nonprovisional r.pphca!ions under 37 CFR ! .53(b)) METHODS AND APPARATUS FOR DEALING W!THTitle 
MALWARE 

Commissioner for Patents 

APPLICATION ELEMENTS Box Patent Application 
See M?EP chapter 600 concerning utility paten/ app/icarion co111enls ADDRESS TO: PO Box 1450 
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!. 

2. 

r8l Fee Transmittal Form (e.g. PTO/SB/17) 
(Submit an original ,md a dupiicate for fee processing) 

□ Applicant claims small entity status.

r8l Specification Total Pages 

6. 

7. 

8. 

ACCOMPANYING DOCUMENTS 

D Assignment Papers (cover sheet & documents(s)} 

D 37 C.F.R. §3.73(b) Statement 
(i.rhen there is an assignee) 

D Power of 
Attorney 

0 English Translation Document (!{applicable)
§ 3. r8l Drawing(s)(35 U.S.C. /!3)

4. r8l Oath or Declaration

Total Sheets 1, __ 

Total Pages ii ___ , 

9. □ l nformation Disclosure
Statement (fDS)/PTO-1449 

Preliminary Amendment 

D Copies of JDS 
Citations 

a. 

b. 

□ Newly executed (original or copy)

IZ1 Copy from a prior application (37 CFR. §l.63(ci))
(for continw.?flOnidivrsiorral •-Fith box I 6 complettld) 

10. 

l 1.

12.

D 

□

□ 

\Vhite Advance Serial No. Postcard

Certified Copy of Priority Document(s)
(i/fore1g11 priortll' is claimed)

l, □ ,.), 5. tZI lncorporat1on By Reference (usable [(box -!Bis checked) Request for Priority
The entire dis.:losure of the pnor applkation, from which a copy of the 
oath or Je,,Jarnt1on is supplied under Sox 4B, is considered to be pan or l 4. IZ1 Application Data She('.t
lhc disclosur� oi'thc accompanying appl1cati,m and is hereby 
incorporated by r�frrt'.m:e tlm'Cin. 

D !5. Other:

16. lfa CONTINUING APPLICATION, check appropriate box, and supply the requisite information below:

tZI Continuation □ Divisional □ Continuation-in-part (ClP) of prior application no.: l l/477,807 

Prior application infimnation: Examiner: Cordelia P. K. Zecher Grouo Art Unit: 2432 

17. 

� This application is a 
of application Serial No. 

0 Continuation 
! 11477,807

□ Division D Continuation-in-part (C!P) 
Filed on 6/30/2006 

tZI This application claims priority of UNITED STATES Patent Application Serial No. l li477,807, Filed 6/30/2006 

Name Dale S. Lazar 

Signature 

EAST'A l 502275. l 

18. CORRESPONDENCE ADDRESS

47604 

Registrnlion No. 28,872 

Date I July 6, 2012 Tekphone I 703 .773 .4000 
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APPLICATION DATA SHEET 

Application Information 

Application Number:: 

Filing Date: : 

Application Type:: 

Subject Matter:: 

Suggested Classification:: 

Suggested Group Art Unit:: 

CD-ROM or CD-R::

Number of Disks:: 

Number of copies of CDs:: 

Sequence Submission:: 

REGULAR 

UTILITY 

NONE 

Computer Readable Form (CRF) :: NO 

Number of Copies of CRF:: 

Title:: 

Attorney Docket Number:: 

Request for Early Publication:: 

Request for Non-Publication:: 

Suggested Drawing Figure:: 

Total Drawing Sheets:: 

Small Entity: : 

Latin Name: : 

Variety Denomination Name:: 

Petition Included:: 

Petition Type: : 

Licensed us Govt. Agency:: 

Contract of Grant Numbers:: 

METHODS AND APPARATUS FOR 

DEALING WITH MALWARE 

339000-000014 

NO 

NO 

3 

NO 

NO 

Secrecy Order in Parent Appln.:: NO 

-1-

EAST\41503320. l 

INITIAL 
7/6/2012 
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APPLICANT INFORMATION 

Applicant Authority Type:: 

Primary Citizenship Country:: 

Status: : 

Given Name: : 

M.iddle Name: : 

Family Name:: 

Name Suffix: : 

City of Residence:: 

State or Province of 

Residence: : 

Country of Residence:: 

Street of mailing address:: 

City of mailing address:: 

State or Province of mailing 

address:: 

Country of mailing address:: 

Postal or Zip Code of mailing 

address:: 

Applicant Authority Type:: 

Primary Citizenship Country:: 

Status:: 

Given Name:: 

Middle Name; : 

Family Name: : 

Name Suffix:: 

City of Residence:: 

EAST\4I503320.1 

INVENTOR 

UNITED KINGDOM 

FULL CAPACITY 

MELVYN 

MORRIS 

TURNDITCH 

DERBYSHIRE 

UNITED KINGDOM 

REDMIRE GAP 

INTAKE LJ>..NE 

TURNDITCH 

DERBYSHIRE 

TJNITED KINGDOM 

DE58 2LU 

INVENTOR 

UNITED KINGDOM 

FULL CAPACITY 

PAUL 

STUBBS 

WYBOSTON 

-2-

INITIAL 
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State or Province of 

Residence: : 

Country of Residence:: 

Street of mailing address:: 

City of mailing address:: 

State or Province of mailing 

address:: 

Country of mailing address:: 

Postal or Zip Code of mailing 

address: 

Applicant Authority Type:: 

Primary Citizenship Country:: 

Status:: 

Given Name: : 

Middle Name: : 

Family Name:: 

Name Suffix:: 

City of Residence:: 

State or Province of 

Residence: 

Country of Residence:: 

Street of mailing address:: 

City of mailing address:: 

State or Province of mailing 

address;: 

Country of mailing address:: 

EAST\4 ! 503320 l 

BEDFORDSHIRE 

U
N

ITED KINGDOM 

7 ROOKERY ROAD 

WYBOSTON 

BEDFORDSHIRE 

UNITED KINGDOM 

MK44 3AX 

INVENTOR 

UNITED KINGDOM 

FULL CAPACITY 

MARKUS 

HARTWIG 

MILTON KEYNES 

BUCKINGHAMSHIRE 

UNITED KINGDOM 

EXCHA..l\JGE HOUSE 

494 MIDSUMMER BLVD. 

MILTON KEYNES 

BUCKINGHft.MSHIRE 

UNITED KINGDOM 

-3-
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Postal or Zip Code of mailing 

address:: 

Applicant Authority Type:: 

Primary Citizenship Country:: 

Status:: 

Given Name:: 

Middle Name: : 

Family Name: : 

Name Suffix:: 

City of Residence:: 

State or Province of 

Residence: 

Country of Residence:: 

Street of mailing address:: 

City of mailing address:: 

State or Province of mailing 

address:: 

Country of mailing address:: 

Postal or Zip Code of mailing 

address:: 

CORRESPONDENCE INFORMATION 

CORRESPONDENCE NUMBER:: 

PHONE NUMBER: : 

FA.X NUMBER: : 

E-M.Z:i.IL ADDRESS: :

EAS
T

'Al 503320. l 

MK9 2EA 

INVENTOR 

UNITED KINGDOM 

FULL CAPACITY 

DARREN 

HARTER 

HUCCLECOTE 

GLOUCESTERSHIRE 

UNITED KINGDOM 

178 BARDWOOD RO.i:\D 

HUCCLECOTE 

GLOUCESTERSHIRE 

UNITED KINGDOM 

GL4 3JZ 

47604 

703-773-4149

703-773-5200

DALE. LAZA...-q_@DLAPIPER. COM 

-4-
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REPRESENTATIVE INFORM..�TION 

Representative Cu.stomer 

Number:: 

DOMESTIC PRIORITY INFORMATION 

47604 

�--· ----.,........------------------------ --�--------- --------
Application:: Continuity Type:: Parent Parent Filing 

Application:: Date:: 
>--------------+--------------------------------+-----
This Application Continuation of 11/477, 807 6/30/06 

,..-----.---1 · ·-__ -

FOREIGN PRIORITY INFORMATION 

[
�co;;ntry: ; I Application 

I 
•. 

Number:: 

Filing 

Date:: 

I Priority 

Claimed 
I -···-··········-··---+-------------+---------+----------,
! GB 0513375.6 6/30/05 YES 
i ----········ ··-········--·----------;--�---------

l ............................•••••••••••••••••••
......
.....
.
....
. 
__ ------t--- __ _ 

ASSIGNEE INFORMATION 

Assignee Name:: 

Street mailing address:: 

City mailing address:: 

State or Province of mailing 

address:: 

Country of mailing address:: 

Postal or Zip Code of mailing 

address:: 

EAST\41503320.1 

PREVX LTD. 

3 NEW P.�.RK PLACE 

PARK PRIDE 

DERBY 

UNITED KINGDOM 

DE24 8DZ 

-5-

INITIAL 
7/6/2012 

IPR2023-00556 
CrowdStrike EX1002 Page 6



PTOiS8i81 {0, -06) 
Approved for use through 12/31/2008. 0MB 0651-0035 

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 
Under the Paper...vork Reduction P ... ct of ! 995 1 no persons are required to respond to a coltection of information unless it di sprays a valid 0MB control number. 

POWER OF ATTORNEY 

and 

CORRESPONDENCE ADDRESS 

iNDICATiON FORM 

Filing Date 
I 

June 30, 2006 

Application Number i 11/477,807 

� 1--F-ir-st_N_a_r_n_e_d-lr-,v-e_n_t_or--
-

-;--M_e_l_v_y_n
_

i\,
_10-_,-R-. R-:-1 S_e_t_a_l ___ -

-- ··-

Ari Unit Unknown 
1------------+--------------------a 

Examiner Name Unknown ,-------------+------·--·-------------, 
i Attorney Docket Number 339000-P0003 

I hereby revoke all previous powers of attorney given in the above-identified .§P.
1.:.
P

.:_lic.:_a::.:.t::..io::..:n.:_. _________ _ 
I hereby appoint 

[gJ Practitioners associated with the Customer Number: 47604 

OR 

0 Practitioner(s) name below: ···--··---···-----------------------------------------·-
Name Reaistration Number 1------------_.:_:=:..:..:...=-----------+---------_:_,.'-'-;_:__---'-----------·-·-

as r:iy/our attomey(s) or agent(s) to prosecute the application identified above, and to transact all business in 1he United States Patent and 
, �1:"..i:..��r_nark Office connected therewith. _____________________ _., 

Please recognize or change the correspondence address for the above-identified application to: 

[gJ The address associated with the above-mentioned Customer Number: 47604 

OR 

D The address associated with Customer Number: 

OR 
f-------------�---------------------------------------

0 Firm or individual name 
f------------·----+----------------------------·---·-----·-·-·-·----------i 

Address 
--

C
--

ity
---------l-----------�

1
-

s
-

ta
_
t
_

e 
________ I Zip 

>---·-----------------+---------------''-------------.l.------------1 
Country 

f----------------+-----------------------------------------1 
Telephone I Email 

I am the: 

0 Applicant/Inventor. 

� Assignee of record of the entire interest See 37 CFR 3.71. 

Statement under 37 CFR, .. 3-l3(b) is enciosed. (Form PTO/SB/96) 

NOTE: Signatures of all the inventors or assignees ot record of tt1e entire interest or their representative(s) are required. Submit multiple forms if more than one 
signature is required, see below' t---.,=.-------------------------------------·--·-----------------[g'] *Total of 1 for!.l'ls are su1?_m_i_tt_e_d_. _____________________ ·----·--------------� 

This CQllection of ;r,formation is requirerJ by 37 CFR 1.31, 1.32 and 1.33. The inlormation is required to obtain or ret,,in a beneiit by the public which i:c to file 
(and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 ar.d 37 CFR 1.11 and 1.14. This coilcct;on is est,rnated tc take 
3 minutes to complete, includ,ng gathering. prepanng. and submitting the completed application iorrn to the USPTO, Time wrll vary depending upon the 
individual case. Any comments on the amount oi time you require to complete this form and/or suggestions for reducing tc,is burrJen, should be sent to the 
Chiei Information Ofiicer, U.S. Patent and Trademark Office. U.S. Department of Commerce. P.O. Box 1450, Alexandria. VA 22313,1450. DO NOT SEND 
FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box i 450, Alexandria, VA 22313-1450. 

If you neeci assistance m completing the form. call 1-800-PTO-9199 and select option 2. 

IPR2023-00556 
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PTO/S8i96 {12~0S) 
Approved for use agh 07/31/2006. OMS 0651-0031 

U.S. Patent and Trademark Qiiice: U ~- DEPARTMENT OF COMMERCE 
Under the Papf.;rwork Reduction Act of 1995

1 
no persons are required to respond to a co/!ectfon of :nforrnat!on unless lt displays a valid 0MB control number. 

STATEMENT UNDER 37 CFR 3.73(b} 

Applican1JPatent Owner: Prevx Limited 

Application No./Patent No./Control No.: 11/477.807Filed/lssue Date: June 30. 2006 

Entitled: METHODS AND APPARATUS FOR DEALING WITH MALWARE 

Prevx Limit.Q!1, 
(Name oi Assignee) 

a Corporation 
(Type ot Assignee. corporation, pa1,nership. urnvers1ty, government agency, etc.) 

States that it is: 
1 _ ~ the assignee of the entire right, title, and interest; or 

2. D an assignee of less than the entire right, title and interest 
(The extent (by percentage) of its ownership interest is ___ % 

In the patent application/ patent identified above by virtue of either: 

A. ~ An assignment from the inventor(s) of the patent application/patent identified above. The assignment was 
recorded in the United States Patent and Trademark Office at Reel QJ 8348, Frame 08.±_Q, or a true copy of 
the original assignment is attached. 

OR 
B. 0 A chain of title irom the inventor(s), of the present patent application/ patent identified above, to the current 

assignee as follows: 

1. From: ___ To: 
The document was recorded in the United States Patent and trademark Office at 
Reel ____ , Frame ___ , or for which a copy thereof is attached. 

2. From: To: 
The document was recorded in the United States Patent and trademark Office at 
Reel ___ , Frame ___ , or for which a copy thereof is attached. 

3. From: To: 
The document was recorded in the United States Patent and trademark Office at 
Reel ___ , Frame ___ , or for which a copy thereof is attached. 

0 Additional documents in the chain of title are listed on a supplemental sheet. 

As required by 37 CFR 3.73(1:!)(1 )(i), the documentary evidence of the chain of title from the original 
owner to the assignee was, or concurrently is being, submitted for recordation pursuant to 37 CFR 3.11. 

[NOTE: A. separate copy (i.e., a true copy of the original assignment document(s)) must be subrnrtted to 
,A.ssignment Division in accordance with 37 CFR Part 3, to record the assignment in the records of !he 
USPTO. See MPEP 302.08] 

The undersigne~~-8-~Jitle is supplied below) is authorized to act on behalf of the ,~ssim:ees. r r:c;~/\.. ., 2 ( l --s ; -7 
Signature Date 

,-----._ 

r:~~•./c._ !-~- -::-.. ·;-:•v\ ~-~·c; ~~ 
Printed or Typed Name 

·-·,~ ·. i2£-_(_ .. -~-(:-.<,~ 

Title 

Telephone Number 

This collection oi inio,mation is required by 37 CFR 3,73{b). The information is required to obtain or retain a beneiit by the pu::,lic which is to file 
(and by tt<e US PTO to process) an application. Coniidentiaiity is governed by 35 U.S C. 122 and 37 CFR i .11 and 1 1'1. This collection is 
estimated to take 12 minutes to cc,mpiete. including gathering, preoaririg, and submitting the comp!etsd application form to the USPTO. Time will 
va1y depending upon the !r·.divitiua! case. Any comments on the amount of time you require to complete th:s form and/or suggest:ons for reducing 
this burden. shouid be sent to the Chief Information Officer, U S. Patent and Trademack Office, U.S. Department oi Commerce, P.O. Box 1450, 
Alexan,jria, VA 223!3-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for 
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I 
I 
I 
I I 

t"OR Ui!L!TY 
OR!Glt<§P.l 

DECLARATION 

RULE 63 {31' C.F.R. 1.53} 
DEClARAllOW AND POWER OF AlTORWEY 

fOR ?ATE!Mf APPUCATION 
IN THE UNlTEO STATES PATENT ANO TRAD\EM.ARI< OFFICE 

All a D<'!!cw Mrned inventor, t iw,reby ded.:1re that my resiclen~, post offiCG eaciress Md citttenship ar~ as sf.r.!ed b$!0W nmct to my nams, and 1 
ooliav1, I ~m ar. or!ginril, 1irai and Joint Inventor of ihe s.ubj6c:t matter Whic.'1 i~ cw.im~d and for which ;: patent le sou(Jht on His l~\/ENT!ON 
ENTITLED Matnod& and A,Ppsralus. for Oasling with Ms!ware, the spGdfic.;ition oi which was file<l on 3otn June 2006 M U.S. App!ic.8tian No, 
111477807. 
1 hereby 11,11,z 1Mt I he11% ravi~wed Md u11dors1i.ioo tne conr,,mi; crf Iha abo'!I@ ldrmttfloo s;»'leifiwlicn, !ncludi/\Q the cJairno., a~ ameoooo 'rt,/ My anmn~nt ~trr«l to 
abo~ ! ocknow.e<lge ,he d.Ufy \o ilioclose &l1 lnforrn111lon !tr.own 10 me to be moteoal to p;irtMU!bilily s.o del!Md in 37 C.F. R. 1.56, Except ~i notoo ~low, ! heratiy ct.lllrn 
ror~ign priority t,«riefitll !.lMISr :;s U.S.C. 11 G(~l·\O) or S.SS(b) ol a1w li::>re\gn &pplicatiM(s) !'or Peteni or inV<?:ntcr'& oonlf:caie, or 365(.:11 of lllrrf PCT lnt.1m.iticnG.1 
Appi>a,i;o,, wrdch dw•gnaled ~i \,r,.!>si onl\l other country thll>11 tnQ Unlle<l Stateo, liste<l below !IM riii:,a aloe id!;lnt:~~ bel(Jw s,n):( 1Qrei£1n ®Pllcallon for put-ant or irivcl'IIO(;; 
certlficmA. or pc, h.t11rnistion,.,1 AP;:>h~llorl. fJ0<l by me or my a9algnoo i:H!lciosing the ;;utijecl. rm?ttet cia-Jma-:l ,ri \hf$ appllCilll:ie<: ~n(l t1e11Jng a lillf•~ Qata (1) oorore th!>\ of 
the oppl!ca!lon on 1•\lhlct1 prlorily is cle,irned, or (2) I!' r,o priority claimed, l>efoN.I !h0 lll!ng ct~ O'/ lh,s appliclit!iOl'l·. 

PRIOR fQRElG!I! Affl.J~QN(§l 
~ ~ 

E.ttf\pl ~z noled t>elow. ! her€oy cl;;irn domanlic ?liority t>eneilt ull<lGr 35 U.S.C. 11 S(;;-) or 120 Md/or ~e5(c} of tM indicalM llrliiBd Si.11-:as appli(:.!ltior.r; !iiirod oolow MO 
PCT lmM"\3tional ::ipplicaticM tlimd aoo"e or !:>Slow e;nd, i( ihiu I& & concinuation-in-pan. (CU> ) app!ic&tion, in;io!.ar s.s tM sub~t mstter disci~d ~nd claim~ i/\ tt!ls 
a;:,pilcation \$ ln MOl~on to !hat digdose<i In sucll prlCr 11pp!icetio<W. l eo;nCM'ieogs !ti.! i:lL,l!y it', dl&clo11a all intormstor, known \Q mB IO i>& metenat to .,a~moibility us 
o~noo in ~i C.f.ft 1 56 -..t,1c11 t><s¢l!l.me available ~tween lne lil,l'!g oate ~ &ach 9UC/I pr;or ;1pplieatii:,11 llM !116 national or PCT lrrwrnational filing 0&10 of this 
n~11e.m1on. • 

~ ~ 
w=dlriii, r-~~>£WW, !?=W..~-~,-----~----, 

I hereby ooc,~re that ll;l\ ttatemems mMe Mrti:n of my own kr,cwioo,:ie are true end the! all sts~mer,m rr1i.de on (n1ormation a.nd belief are nelllivoo !O be VU<!o; llM 
further 1Mt u,~11 itsts-rn111rll>l were miica W\ln tl'l0 kno'Al~d{;e lhst W\li1Ui 'fal30 statemsnw and \he Hke s.o m!lda ere pun/Sr.&billl by finlil or impna.onrn~nt, or beth, 1.md~r 
&i-dion 1001 or Tloo 1a o! t.'le Unitad S!llws Cooo .sM tn;t ~ucl1 w,li!u! mis~ stat>&n"lll1lt!i may jecpardl~ tM validity of li:e app~uon er .iny patent tSIIH.lOO ttisroo11. 

MO I her<lt>y appoint Pillnbu,y Wlritl'lrop Shaw l'ittman L.LP. lrrte!!eclti8\ Property Gr,;,up, (lo wnorr. .!!l! cornrnl,ll",lC$tlOM ;sre IC be diractoo). a.r,d p(,rl!-011~ of i..'1sl ~rrn Wl'IO 
sm se!.'OCJ,..!'><I witn USPTO Cu8,orner No, 00909 \Mividu;i.11,-ll:nd rolectlve!y my atterneys to p~ac'-1\e ll"1ii. ~pplie2tion arid to ~n$<1Cl ~II busines11. ln ms P~Wit !!ntl 
Trode,,,,.~ri< Ol'ncs cc,nn~ foerawith ;inc W1lli tl.111 N1sul(ir\!J pa!:ant, end I hereby a.utl'\cri~ thilrn to delete ft'O:'TT mat Cuo.1:0rner No. nsm~~ of ptirecr.1, no iong~r w',th !l1elr 
firm. to ~dd .. ow peri,Qn.?, cl \l'l!!ir r,rrn to tt,at Cus10mor No,. aria to sci Md rely en lnstnJc:tio~s from arid c.ommuniaiie c!ir<>Ctly wlth !h/4: ~ri,orJassiqneelattPrMyflim,J 
crgafll:r.ution w!'>c)/\tJhJt:h ~f'lll ssnc&l&ant this case IO mem and oy wnomn.,.,nicn I hereby i:lecia,~ tMt l have <x>nuin!!ld !!.!'-er fun diai;lo&'Jrli to t-.. 1"$pl'lll>'lM!eti un\.oWunti! l 
if'\l!>tn;ci: the ~bove f:irrn smoJOf ,H\ mornoy or lhs\ Firm in wrti.ing IO 1,"1,s con!ntly, 

00909 
INVENTOR'S SIGNATURIE; 

Nom8 I MORRIS 

Tumditch 

i:am\lv Nerne ~ CB 
Cour'\ of Cltlzar.sl\;o 

Maillng Addreris Radmi~ Gap, lntruce Lan!!, Turndltch, Deroy~hire DE58 2LU, United Kingdom 

I 
I~ -

Nsma I !-:,.,-- l ! Paul -i Stubb~ 

Firsl FsrnilV Nsrnii 

! V'Jvbostcn I Ge 

Ch:v S'.llta}Fcmk}n Co1..:nlrv 

.17 Rooirniy Ro:.id, \Nybo&\on, Boofordthire MK44 3-AX, U!lited Kingdom 

IPR2023-00556 
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! 
l 
I 
I 

I 
I 

INVENTOR'S S!GNATURE: 

I Ms1ilflg Addre5s 

'-

Dr.mm 

Huccleccle 
c· 

i '178 Bsmwcoo Road. Hucci&co~e. Giouces.tsr 

Gloua;i~lsrst.irs Gl4 3.Jl, Vnitoo Kingdom 

HAR1'WIG 

Mi(ldls lnt!lsi 

Unite<! Kinactcm DE 

Farni NSIM 

GS 
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Electronic Patent Application Fee Transmittal 

Application Number: 

Filing Date: 

Title of Invention: METHODS AND APPARATUS FOR DEALING WITH MALWARE 

First Named Inventor/Applicant Name: Melvyn M Morris 

Filer: Dale S. Lazar/Ava M. Dixon 

Attorney Docket Number: 339000-000014 

Filed as Large Entity 

Utility under 35 USC 111 (a) Filing Fees 

Description Fee Code Quantity Amount 
Sub-Total in 

USO($) 

Basic Filing: 

Utility application filing 1011 1 380 380 
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METHODS AND APPARATUS 

FOR DEALING WITH MALWARE 

This application is a continuation of U.S. Application 

5 No. 11/477,807 filed June 30, 2006, which claims priority 

to United Kingdom Application No. 0513375.6, filed June 30, 

2005. The entirety of all of the above-listed Applications 

are incorporated herein by reference. 

The present invention relates generally to methods and 

10 apparatus for dealing with malware. In one aspect, the 

present invention relates to a method and apparatus for 

classifying a computer object as malware. In another 

aspect, the present invention relates to a method and 

apparatus for determining the protection that a remote 

15 computer has from malware. In another aspect, the present 

invention relates to~ method and apparatus for classifying 

a computer object as malware or as safe. In another 

20 

aspect, the present invention relates to a method of 

installing software on a computer .. 

The term 11malware 11 is used herein to refer generally 

to any executable computer file or, more generally 

"object", that .is or contains malicious code, and thus 

includes viruses, Trojans, worms, spyware, adware, etc. and 

25 the like. 

A typical anti malware product, such as anti virus 

scanning software, scans objects or the results of an 

algorithm applied to the object or part thereof to look for 

30 signatures in the object that are known to be indicative of 

the presence of a virus. Generally, the method of dealing 

with malware is that when new types of malware are 

EAST\48798496. l 
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released, for example via the Internet, these are 

eventually detected. Once new items of malware have been 

detected, then the service providers in the field generate 

signatures that attempt to deal with these and these 

5 signatures are then released as updates to their anti­

rnalware programs. Heuristic methods have also been 

employed. 

These systems work well for protecting against known 

10 malicious objects. However, since they rely on signature 

files being generated and/or updated, there is inevitably a 

delay between a new piece of malware corning into existence 

or being released and the signatures for combating that 

rnalware being generated or updated and supplied to users. 

15 Thus, users are at risk from new rnalware for a certain 

period of time which might be up to a week or even more. 

Moreover, in order to try to defeat anti-virus products, 

the malware writers use obfuscation techniques in order to 

attempt to hide the signature or signature base data of the 

20 virus code from detection. Typically, the obfuscation 

involves encrypting or packing the viral code. 

WO-A-2004/097602 describes a system that analyses 

computer files received or generated by a local computer 

25 and compares these with a database of known files to 

determine whether a particular file is known and if so 

whether it has been known about long enough that it can be 

regarded as "safe". However, in practice, on its own this 

is not likely to provide for adequate protection because, 

30 for example, the active payload of a virus or Trojan may 

only be programmed to activate at a particular date, or 

upon receiving a message or instruction from a local or 
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remote system or process, or on the occurrence of a 

particular event that may be many months or even years 

after the process has been first run or is released. Thus, 

just looking at the age of a file is an unsatisfactory way 

5 of detercpining whether it is properly safe and will remain 

so. 

In the system of US-A-2004/0083408, a worm in a file 

is detected by examining connection attempts made by the 

10 specific file running on a computer. 

US-A-6944772, US-A-6772346, EP-A-1549012 and 

EP-A-1280040 all disclose "community-based" anti-malware 

systems in which a plurality of "local" computers all 

15 connect via a network (which may be a LAN or the Internet, 

for example) to a central computer. On encountering a file 

that is not already known to them, the local computers send 

a request to the central computer for authorisation to run 

the file. If the file is recognised at the central 

20 computer, then the central computer can send permission for 

the local computer to run the file if the file is known to 

be safe or send a "deny" command if the file is known to be 

malicious. However, in each of these prior art proposals, 

if the file is not known at the central computer, then the 

25 whole file is sent to the central computer where it can be 

analysed to determine whether it should be regarded as safe 

or malware. Such analysis is typically carried out 

manually or "semi-manually" by subjecting the file to 

detailed analysis, for example by emulation or 

30 interpretation, which can still take days given the human 

involvement that is typically required. There is therefore 

still a considerable period of time before a new file is 
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classified as safe or as malware. In the case of these 

prior art systems, the request for authorisation to run the 

file that is sent by a local computer to the central 

computer may comprise sending a checksum or "signature" or 

5 "key" that uniquely represents the file. 

A similar community-based anti-malware system is 

disclosed in WO-A-02/33525. In this system, in the case 

that a local computer is seeking clearance to run a file 

10 that is not known by the central computer to be safe or 

malware, some limited audit information about the 

prevalence of the file on other local computers can be sent 

to a human system administrator associated with the local 

computer that is seeking permission to run the file. The 

15 human system administrator can therefore make a better 

informed though still "manual" decision as to whether or 

not the file is safe to run. 

In the system of US-A-2004/0073810, a metafile 

20 containing data about an attachment or other transmitted 

file is sent to a central computer. The data about that 

file is analysed to determine a likelihood of the 

transmitted file being malware. A specific example given 

is that if the transmitted file has been transmitted via at 

25 least a certain number of servers, then it should be 

treated as malware. 

In the systems disclosed in US-A-2005/0021994 and 

US-A-2004/0153644, pre-approved files, which may be 

30 certified as safe by for example the software vendor 

associated with the files, may be permitted always to run 

without further checking. In one embodiment of the system 
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of US-A-2004/0153644, monitoring is carried out to decide 

that a file is malicious if an abnormally high number of 

requests by that file is received at a central authority 

from plural local computers in a time period or if an 

5 abnormally high number of requests by that file on a single 

computer is received from the single local computer in a 

time period. 

In the system of us~A-2004/0006704, a comparison is 

10 made between installed versions of software on a computer 

with a database of software versions and their known 

vulnerabilities. A user of the computer can therefore be 

informed of specific risks and how to minimise those risks 

by updating existing or installing new software. 

15 

In the system of WO-A-03/021402, a central database 

holds a virtual image of all files stored on each of plural 

local computers. If a threat in one local computer is 

ide'ntified, other local computers with a similar 

20 configuration can be notified of.the risk. 

Thus, the prior art systems either rely on deep 

analysis of a new object in order to determine whether or 

not the object is malicious, which introduces delay and 

25 therefore risk to users during the period that the file is 

analysed and new anti-malware signatures dist~ibuted, or 

limited analysis of the operation of the particular object 

or its method of transmission to a computer is carried out 

to decide a likelihood of the object being malicious. 

30 

EAST\487984 96. 1 

IPR2023-00556 
CrowdStrike EX1002 Page 22



-6-

According to a first aspect of the present invention, 

there is provided a method of classifying a computer object 

as malware, the method comprising: 

at a base computer, receiving data about a computer 

5 object from each of plural remote computers on which the 

object or similar objects are stored; 

comparing in the base computer the data about the 

computer object received from the plural comp~ters; and, 

classifying the computer object as malware on the 

10 basis of said comparison. 

Compared to the prior art that relies solely on 

signature matching, this aspect allows a comparison to be 

made between the objects and/or their effects on the 

15 different remote computers to determine whether or not a 

particular object should be classed as good or as malware. 

Sophisticated pattern analysis can be carried out. This 

allows a rapid determination of the nature of the object to 

be made, without requiring detailed analysis of the object 

20 itself as such to determine whether it malware and also 

avoids the need to generate new signatures to be used for 

signature matching as in the conventional prior art anti 

·virus software. 

25 In a preferred embodiment, the data about the computer 

object that is sent from the plural remote computers to the 

base computer and that is used in the comparison includes 

one or more of: executable instructions contained within 

or constituted by the object; the size of the object; the 

30 current name of the object; the physical and folder 

location of the object on disk; the original name of the 

object; the creation and modification dates of the object; 
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vendor, product and version and any other information 

stored within the object; the object header or header held 

by the remote computer; and, events initiated by or 

involving the object when the object is created, configured 

5 or runs on the respective remote computers. 

Preferably, the comparing identifies relationships 

between the object and other objects. In an example, this 

can be used immediately and automatically to mark a child 

10 object as bad (or good) if the or a parent or other related 

object is bad (or good). Thus, if at least one other 

object to which said object is related is classed as 

malware, then the method may comprise classifying said 

object as malware. Said other objects include the object 

15 or similar objects stored on at least some of the remote 

computers. Said other objects may include other objects 

that are parent objects or child objects or otherwise 

process-related objects to said object. 

20 In a most preferred embodiment, the data is sent in 

the form of key that is obtained by a hashing process 

carried out in respect of the objects on the respective 

remote computers. A major advantage of using such a key is 

that it keeps down the volume of data that needs to be 

25 transmitted to the base computer. Given that there may be 

thousands or even millions of connected remote computers 

and further given that each may send details about very 

many objects, this can be an important advantage. 

30 The key preferably has at least one component that 

represents executable instructions contained within or 

constituted by the object. This important preferred 
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feature allows a comparison to be made at the base computer 

of only.the executable instructions of the object. This 

means for example that differently named objects that 

basically have the same executable instructions, which is 

5 often an indicator that the objects are malware, can 

nevertheless be regarded as the ''same" object for this 

purpose. As another example, a new version of a program 

may be released which has minor changes compared to a 

previous version already known to the base computer and 

10 which in substance, at least in respect of the executable 

instructions, can be regarded as bei~g the same as the 

previous version. In that case, the minor differences can 

be ignored and the objects regarded as being the same.~ Not 

only is this useful in distinguishing between malware and 

15 for example revised versions of previous software, it also 

keeps down the data transmission and storage requirements 

because the base computer can inform the remote computers 

that an apparently new object is for this purpose the same 

as a previously known object, thus avoiding having the 

20 remote computers send full details about the object or the 

object itself to the base computer. 

The key preferably has at least one component that 

represents data about said object. Said data about said 

25 object may include at least one of: the current name of 

the object; the physical .and folder location of the object 

on disk; the original name of the object; the creation and 

modification dates of the object; vendor, product and 

version and any other information stored within the object; 

30 the object header or header held by the remote computer; 

and, events initiated by or involving the object when the 
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object is created, configured or runs on the respective 

remote computers. 

The key preferably has at least one component that 

5 represents the physical size of the object. 

Where more than one of these components are present in 

the key, the plural components are preferably severable. 

10 The method may comprise initially classifying an 

object as not malware, generating a mask for said object 

that defines acceptable behaviour for the object, and 

comprising monitoring ope.ration of the object on at least 

one of the remote computers and reclassifying the object as 

15 malware if the actual monitored behaviour extends beyond 

that permitted by the mask. This provides an efficient and 

effective way of monitoring the behaviour of an object that 

has been classified or regarded as good and allows the 

object to be reclassified quickly as malware if the 

20 behaviour of the object warrants it. 

According to a second aspect of the present invention, 

there is provided apparatus for classifying a computer 

object as malware, the apparatus comprising: 

25 a base computer constructed and arranged to receive 

data about a computer object from each of plural remote 

computers on which the object or similar objects are 

stored; 

the base computer being constructed and arranged to 

30 compare the data about the computer object received from 

said plural computers; and, 
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the base computer being constructed and arranged to 

classify the computer object as malware on the basis of 

said comparison. 

5 According to a third aspect of the present invention, 

there is provided a method of providing data about a 

computer object from a remote computer to a base computer 

so that a comparison can be made at the base computer with 

similar data received from other remote computers, the 

10 method comprising: 

providing from a remote computer to a base computer 

data about a computer object that is stored on the remote 

computer; 

the data including one or more of: executable 

15 instructions contained within or constituted by the object; 

the size of the object; the current name of the object; the 

physical and folder location of the object on disk; the 

original name of the object; the creation and modification 

dates of the object; vendor, product and version and any 

20 other information stored within the object; the object 

header or header held by the remote computer; and, events 

initiated by or involving the object when the object is 

created, configured or runs on the respective remote 

computers; 

25 the data being sent in the form of key that is 

obtained by a hashing process carried out in respect of the 

object on the remote computer. 

This method, wh~ch may be carried out by so-called 

30 agent software running on the remote computer, allows for 

.efficient sending of data to the base computer, which 

minimises data transmission and storage requirements and 
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also permits ra~id analysis to be made at the base 

computer. 

The key preferably has at least one component that 

5 represents executable instructions contained within or 

constituted by the object. 

The key preferably has at least one component that 

represents data about said object. Said data about said 

10 object may include at least one of: the current name of 

the object; the physical and folder location of the object 

on disk; the original name of the object; the creation and 

modification dates of the object; vendor, product and 

version and any other information stored within the- object; 

15 the object header or header held by the remote computer; 

and, events initiated by or involving the object when the 

object is created, configured or runs on the respective 

remote computers. 

20 The key preferably has at least one component that 

represents the physical size of the object. 

According to a fourth aspect of the present invention, 

there is provided a method of determining the protection 

25 that a remote computer has from malware, the method 

comprising: 

receiving at a base computer details of all or 

selected security products operating at a point in time on 

said remote computer; 

30 receiving similar information from other remote 

computers connected to the base computer; and, 
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identifying any malware processes that were not 

identified by said other remote computers having that 

particular combination of security products . 

. 
5 In this way, the base computer can be used to obtain 

information as to whether for example a particular, 

specific combination of operating system and various 

security products, including settings and signature files 

existing at a point in time, renders a particular computer 

10 having those products and settings susceptible or 

vulnerable to any particular malware object. The user can 

be advised accordingly and for example provided with 

recommendations for remedying the situation. 

15 The method may therefore comprise providing 

information to the user of said remote computer that said 

remote computer may be susceptible to attack by said 

malware processes on the basis of said identifying. 

20 The details of all or selected security products 

preferably includes the name of the security~products, 

versions, and loaded signature files. 

• 
According to a fifth aspect of the present invention, 

25 there is provided apparatus for determining the protection 

that a remote computer has from malware, the apparatus 

comprising: 

a base computer constructed and arranged to receive 

computer details of all or selected security products 

30 operating at a point in time on said remote computer; 
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the base computer being constructed and arranged to 

receive similar information from other remote computers 

connected to the base computer; and, 

the base computer being constructed and arranged to 

5 identify any malware processes that were not identified by 

said other remote computers having that particular 

combination of security products. 

According to a sixth aspect of the present invention, 

10 there is provided a method of classifying a computer object 

as malware or as safe, wherein said computer object is a 

descendant or otherwise related object of a first computer 

object, the method comprising: 

classifying a first computer obj ec_t as malware or as 

15 safe; 

identifying in a key relating to said first computer 

object a component that uniquely identifies the first 

computer object and that is inherited or otherwise present 

in the key of a descendant or other related computer object 

20 of the first computer object; and, 

classifying said computer object as malware or as safe 

as the case may be on the basis of the unique identifier 

component being present in the key of said computer object. 

25 This aspect uses the concept of ancestry to enable 

objects to be marked as malware. For example, any 

particular process may spawn child processes which are 

therefore related. The key relating to the first object 

may be inspected to identify a component that uniquely 

30 identifies the first object and that is inherited or 

otherwise present in the key of a descendant or other 

related object of the first object. 
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The method may comprise monitoring activities of said 

first computer object and reclassifying the first computer 

object as malware in the case that it was initially 

5 classified as safe and subsequently determined to ~e 

malware, the method further comprising automatically 

classifying as malware any computer object that has a key 

in which said unique identifier component is present. 

10 According to a seventh aspect of the present 

invention, there is provided apparatus for classifying a 

computer object as malware or as safe, wherein said 

computer object is a descendant or otherwise related object 

of a first computer object, the apparatus comprising: 

15 a computer constructed and arranged to classify a 

first computer object as malware or as safe; 

the computer being constructed and arranged to 

identify in a key relating to said first computer object a 

component that uniquely identifies the first computer 

20 object and that is inherited or otherwise present in the 

key of a descendant or other related computer object of the 

first computer object; and, 

the computer being constructed and arranged to 

classify said computer object as malware or as safe as the 

25 case may be on the basis of the unique identifier component 

being present in the key of said computer object. 

According to an eighth aspect of the present 

invention, there is provided a method of installing 

30 software on a computer, the method comprising: 

on initiation of installation of software on a 

computer, providing a computer-generated prompt on the 
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computer to a user to ascertain whether the user authorises 

the installation; and, 

ceasing the installation if a user authorisation is 

not received, else: 

5 receiving at the computer the user's authorisation to 

proceed with the installation; 

proceeding with the installation; 

obtaining data about computer objects that are created 

or used during the installation; 

10 storing said data at the local c~mputer. 

This provides for security when a user is installing 

new software and is not for example connected to a base 

computer having a community database of the type mentioned 

15 above. In that case, the method, which may be implemented 

in agent software running on the local computer, allows the 

user to permit the installation to proceed whilst at the 

same time gathering data about the objects (such as 

processes, new files, ~tc.) that are created during the 

20 installation. 

Preferably, the locally stored data is referred to 

during the installation to ensure that all objects created 

or used during the installation are part of the 

25 installation process, and, if it is found that objects 

created or used during the installation are not part of the 

installation process, 'either or both of: (i) ceasing the 

installation and (ii) providing a computer-generated prompt 

on the computer to the user accordingly. This allows the 

30 method to ensure that only those objects that are required 

for the installation are permitted to be created or used 

and thus avoids unwittingly allowing malware to install 
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(given that malware often creates objects that are not 

expected as part of a normal installation of new software): 

In a preferred embodiment, the method comprises 

5 connecting the computer to a community database that is 

connectable to a plurality of computers, and uploading the 

stored data to the community database for comparison with 

similar data provided by other computers. 

10 The method may comprise downloading data about trusted 

installers to the computer, said data about trusted 

installers being referred to during the installation such 

that any objects relating to or created by the trusted 

installer are automatically authorised to proceed. This 

15 facilitates installation of software that is known a priori 

to be trustworthy. 

Said data about trusted installers may be referred to 

only for a predetermined time period following receipt at 

20 the computer of the user's authorisation to proceed with 

the installation. 

The present invention also includes computer programs 

comprising program instructions for causing a computer to 

25 perform any of the methods described above. 

Although the embodiments of the invention described 

with reference to the drawings comprise computer processes 

performed in computer apparatus and computer apparatus 

30 itself, the invention also extends to computer programs, 

particularly computer programs on or in a carrier, adapted 

for putting the invention into practice. The program may 
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be in the form of source code, object code, a code 

intermediate source and object code such as in partially 

compiled form, or in any other form suitable for use in the 

implementation of the processes according to the invention. 

5 The carrier be any entity or device capable of carrying the 

program. For example, the carrier may comprise a storage 

medium, such as a ROM, for example a CD ROM or a 

semiconductor ROM, or a magnetic recording medium, for 

example a floppy disk or.hard disk. Further, the carrier 

10 may be a transmissible carrier such as an electrical or 

optical signal which may be conveyed via electrical or 

optical cable or by radio or other means. 

Embodiments of the present invention will now be 

15 described by way of example with reference to the 

accompanying drawings, in which: 

20 

25 

Figure 1 shows schematically apparatus in which an 

embodiment of the present invention may be implemented; 

Figure 2 is a flowchart showing schematically the 

operation of an example of a method according to an 

embodiment of the present invention; 

Figure 3 is a flowchart showing schematically the 

operation of another example of a method according to an 

embodiment of the present invention; and, 

Figure 4 is a flowchart showing schematically an 

30 information obtaining stage. 
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Referring to Figure 1, a computer network is generally 

shown as being based around a distributed network such as 

the Internet 1. The present invention may however be 

implemented across or use other types of network, such as a 

5 LAN. Plural local or "remote" computers 2 are connected 

via the Internet 1 to a "central" or "base" computer 3. 

The computers 2 may each be variously a personal computer, 

a server of any type, a PDA, mobile phone, an interactive 

television, or any other device capable of loading and 

10 operating computer objects. An object in this sense may be 

a computer file, part of a file or a sub-program, macro, 

web page or any other piece of code to be operated by or on 

the computer, or any other event whether executed, 

emulated, simulated or interpreted. An object 4 is shown 

15 schematically in the figure and·may for example be 

downloaded to a remote computer 2 via the Internet 1 as 

shown by lines 5 or applied directly as shown by line 6. 

In one preferred embodiment, the base computer 3 holds 

20 a database 7 with which the remote computers 2 can interact 

when t~e remote computers 2 run an object 4 to determine 

whether the object 4 is safe or unsafe. The community 

database 7 is populated, over time, with information 

relating to each object run on all of the connected remote 

25 computers 2. As will be discussed further below, data 

representative of each object 4 preferably takes the form 

of a so-called signature or key relating to the object and 

its effects. As will also be discussed further below, the 

database 7 may further include a mask for the object 4 that 

30 sets out the parameters of the object's performance and 

operation. 
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Referring now to Figure 2, at the start point 21, a 

computer object 4 such as a process is run at a remote 

computer 2. At step 22, by operation of local "agent" 

software running on the remote computer 2, the operation of 

5 the process is hooked so that the agent software can search 

a local database stored at the remote computer 2 to search 

for a •signature or key representing that particular 

process, its related objects and/or the event. If the 

local signature is present, it will indicate either that 

10 the process is considered to be safe or will indicate that 

that process is considered unsafe. An unsafe process might 

be one that has been· found to be malware or to have 

unforeseen or known unsafe or malevolent results arising 

from its running. If the signature indicates that the 

15 process is safe, then that process or event is allowed by 

the local agent software on the remote computer 2 to run at 

step 23. If the signature indicates that the process is 

20 

not safe, then the process or event is stopped at step 24. 

It will be understood that there may be more than two 

states than "safe" or "not-safe" and choices may be given 

to the user. For example, if an object is considered 

locally to be not safe, the user may be presented with an 

option to allow the related process to run nevertheless. 

25 It is also possible for different states to be presented to 

30 

each remote computer 2. The state can be varied by the 

central system to take account of the location, status or 

ownership of the remote computer or timeframe. 

If the object is unknown locally, then details of the 

object are passed over the Internet 1 or other network to 

the base computer 3 for storing in the community database 7 
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_and preferably for further analysis at the base computer 3. 

In that case, the community database 7 is then searched at 

step 25 for a signature for that object that has already 

been stored in the community database 7. The community 

5 database 7 is supplied with signatures representative of· 

objects, such as programs or processes, run by each 

monitored remote computer 2. In a typical implementation 

in the field, there may be several thousands or even 

millions of remote computers 2 connected or connectable to 

10 the base computer 3 and so any objects that are newly 

released upon the Internet 1 or that otherwise are found on 

any of these remote computers 2 will soon be found and 

signatures created and sent to the base computer 3 by the 

respective remote computers 2. 

15 

When the community database 7 is searched for the 

signature of the object that was riot previously known at 

the remote computer 2 concerned, then if the signature is 

found and indicates that that object is safe, then a copy 

20 of the signature or at least a message that the object is 

safe is sent to the local database of the remote computer 2 

concerned at step 26 to populate the local database. In 

this way, the remote computer 2 has this information 

immediately to hand the next time the object 4 is 

25 encountered. A separate message is also passed back to the 

remote computer 2 to allow the object to run in the current 

instance. 

If the signature is found in the community database 7 

30 and this indicates for some reason that the object is 

unsafe, then again the signature is copied back to the 

local database and marked "unsafe" at step 27, and/or a 
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message is sent to the remote computer 2 so that running of 

the object is stopped (or it is not allowed to run) and/or 

the user given an informed choice whether to run it or not; 

If after the entire community database 7 has been 

searched the object is still unknown, t_hen. it is assumed 

that this is an entirely new object which has never been· 

seen before in the field. A signature is therefore created 

representative of the object at step 28, or a signature 

10 sent by the remote computer 2 is used for this purpose, and 

this signature is initially marked as bad or unsafe 

community database 7 at step 29. The signature is copied 

to the local database of the remote computer 2 that first 

ran the object at step 30. A message may then be passed to 

15 the remote computer 2 to instruct the remote computer 2 not 

to run the object or alternatively the user may be given 

informed consent as to whether to allow the object to run 

or not. In addition, a copy of the object itself may be 

requested at step 31 by the community database ·7 from the 

20 remote computer 2. 

If the user at the remote computer 2 .chooses to run a 

process that is considered unsafe because it is too new, 

then that process may be monitored by the remote computer 2 

25 and/or community database 7 and, if no ill effect occurs or 

is exhibited after a period of time of n days for example, 

it may th~n be considered to be safe. Alternatively, the 

community database 7 may keep a log of each instance of the 

process which is found by the many remote computers 2 

30 forming part of the network and after a particular number 

of instances have been recorded, possibly with another 

particular number of instances or the process being allowed 
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to run and running safely, the signature in the community 

database 7 may then be marked as safe rather than unsafe. 

Many other variations of monitoring safety may be done 

within this concept. 

The details of an object 4 that are passed to the base 

computer 3 are preferably in the form of a signature or 

"key" that uniquely identifies the object 4. This is 

mainly to keep down the data storage and transmission 

10 requirements. This key may be formed by a hashing function 

operating on the object at the remote computer 2. 

The key in the preferred embodiment is specially 

arranged to have at least three severable components, a 

15 first of said components representing executable 

instructions contained within or constituted by the object, 

a second of said components representing data about said 

object, and a third of said components representing the 

physical size of the object. The data about the object in 

20 the second component may be any or all of the other forms 

of identity such as the file's name, its physical and 

folder location on disk, its original file name, its 

creation and modification dates, vendor, product and 

version and any other information stored within the object, 

25 its file header or header held by the remote computer 2 

about it; and, events initiated by or involving the object 

when the object is created, configured or runs on the 

respective remote computers. In general, the information 

provided in the key may include at least one of these 

30 elements or any two or more of these elements in any 

combination. 
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In one preferred embodiment, a check sum is created 

for all executable files, such as (but not l~mited to) .exe 

and .dll files, which are of the type PE (Portable 

Executable file as defined by Microsoft). Three types of 

s checksums are generated depending on the nature of the 

file: 

Type 1: five different sections of the file are check 

summed. These include the import table, a section at the 

10 beginning and a section at the end of the code section, and 

a section at the beginning and a section at the end of the 

entire file. This type applies to the vast majority of 

files that are analysed; 

15 Type 2: for old DOS or 16 bit executable files, the 

entire file is check summed; 

Type 3: for files over a certain predefined size, the 

file is sampled into chunks which are then check summed. 

20 For files less than a certain predefined size, the whole 

file is· check summed. 

For the check summing process, in principle any 

technique is possible. The MDS (Message-Digest algorithm 

25 5) is a widely-used cryptographic hash function that may be 

used for this purpose. 

This allows a core checksum to be generated by viewing 

only the executable elements of the checksum and making a 

30 comparison between two executables that share common 

executable code. 
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For the type 1 checksum mentioned above, three 

signature processes may be used. The first defines the 

entire file and will change with almost any change to the 

file's content. The second attempts to define only the 

5 processing instructions of the process which changes much 

less. The third utilises the file's size, which massively 

reduces the potential of collisions for objects of 

differing sizes. By tracking the occurrences of all 

• signatures individually appearing with different 

10 counterparts, it is possible to identify processes that 

have been changed or have been created from a common point 

but that have been edited to perform new, possibly 

malevolent functionality. 

15 This "meta data" enables current and newly devised 

heuristics to be run on the data in the community database 

7. 

The data stored in the community database 7 provides 

20 an extensive corollary of an object's ~reation, 

configuration, execution, behaviour, identities and 

relationships to other objects that either act upon it or 

are acted upon by it. 

25 The preferred central heuristics use five distinct 

processes to establish if an object is safe, unsafe or 

suspicious. 

The first of the said processes utilises the 

30 singularity or plurality of names, locations, vendor, 

product and version information captured and correlated 

from all of the remote computers 2 that have seen the 
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object. By considering the plurality of this information 

for a single object, a score can be determined which can be 

used as a measure of the authenticity and/or credibility of 

the object. Most safe objects tend not to use a large 

5 plurality of identifying information or locations. Rules 

can be established to consider this information in respect 

of the type of object and its location. For example, 

temporary files often utilise a plurality of system 

generated file names which may differ on each remote 

10 computer for the same object. Where an object has little 

plurality, then it provides a reference point to consider 

its behaviour in comparison to the known behaviours of 

other objects that have previously used that identifying 

information. For example, a new object that purports to be 

15 a version of notepad.exe can have its behaviour compared 

with the behaviour of one or more other objects that are 

also known as notepad.exe. This comparison may be against 

a single other object or multiple other objects that use 

the same or even simila~ identifying information. In this 

20 way, new patterns of behaviour can be identified for the 

new object. Also it allows the preferred embodiment to 

police an object's behaviour over time to identify new 

behavioural patterns that may cause an·object that was 

previously considered safe to have its status reconsidered. 

25 Alternatively, the score based on identities may be 

considered along with scores for other objects or scores 

created by other processes on this object to be considered 

in combinations. 

30 The second of the said processes utilises an object's 

relationship to other objects that act upon it or upon 

which it acts. For example, analysis can be made of which 
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object created this object, which objects this object 

created, which objects created a registry key to run or 

configure this object, which objects were configured by or 

had registry keys created by this object, etc. In this 

5 regard an object is considered to have a relationship based 

on the event performed by it upon another object, or upon 

it by another object. This simple 1-to-l relationship 

chain provides a complex series of correlation points, 

allowing ancestral relationships to be considered for any 

10 object and its predecessors by event or its issue (i.e. 

6hild and sub-child processes} by event. This allows a 

score to be developed that describes its relationships and 

associations with known, unknown, known safe or known bad 

objects or a combination thereof. Objects that have 

15 specific relationships, volumes of relationships or mixes 

of relationships to one type or another may be judged safe 

or unsafe accordingly. Alternatively, the relationship­

based score may be considered along with other scores to 

arrive at a determination of safe or unsafe. This data can 

20 also be used to deduce a number of factors about objects 

related directly or via other objects and their behaviours. 

For example it is possible to deduce how one object's 

behaviour can be influenced or changed by its association 

or linkage to another. Consider for example notepad.exe as 

25 supplied by Microsoft with the Windows series of operating 

systems. It has a limited range of functionality and would 

not be expected therefore to perform a wide variety of 

events, such as transmitting data to another computer or 

running other programs etc. However, the behaviour of 

30 notepad.exe could be modified by injecting new code into 

it, such as via dynamic link library injection (DLL 

injection}. In this case notepad.exe would now have new 
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capabilities derived by the code injection or linkage to 

another object. Using the data that defines the 

relationships between objects it is possible to deduce that 

the new behaviours of a program can be attributed to the 

5 association with another object. If that new behaviour is 

malevolent, then it is possible to mark either or all 

processes as unsafe as appropriate. 

The combination of behaviours captured provide a basis 

10 to determine if the object is safe or unsafe. Malware 

typically exhibit certain behaviour and characteristics. 

For example, malware frequently has a need to self-persist. 

This manifests itself in the need to automatically restart 

on system restarts or upon certain events. Creating 

15 objects in specific locations to auto restart or trigger 

execution is a typical characteristic of malware. 

Replacing core objects of the Windows system environment 

are another example of typical characteristics of malware. • 

By providing a pattern of behaviour, the determination of 

20 objects to be unsafe or safe can be automated. The 

centralisation of the community data in the community 

database 7 provides the ability to rapidly assimilate 

object behaviours, allowing for the rapid identification 

and determination of malware. Objects may also perform 

25 events upon themselves which can be considered in deriving 

a score. 

The third said process involves time and volumes. 

Relevant data includes when the object was first seen, when 

30 it was last seen, how ma~y times it has been seen, how many 

times it has been seen in a given interval of time, and the 

increase or decrease of acceleration in it being seen. 
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This information is highly relevant in determining the 

prevalence of an object in the community of remote 

computers. A score is developed based on these metrics 

which can be used to determine if an object is safe, unsafe 

5 or too prevalent to allow it to execute or propagate 

without very thorough examination. In this case, the 

object can be temporarily held or blocked from executing 

pending further information about its behaviour or 

relationships. This score may also be used in combination 

10 with scores from other processes. Time is also highly 

relevant in combination with other information, including 

but not limited to behaviours and identities. For example 

in the case of polymorphic or randomly named objects, time 

is a powerful qualifier. (A polymorphic virus changes its 

15 encryption algorithm and the corresponding encryption keys 

each time it replicates from one computer to another and so 

can be difficult to detect by conventional measures.) A 

program that creates other programs can often be considered 

normal or abnormal based on its activity over time. 

20 

The fourth said process considers the behaviour of an 

object. This allows a score to be developed based on the 

types of events performed by an object or events performed 

on it by itself or other objects. The centralised system 

25 of the community database 7 allows for an unlimited number 

of event types and can consider the object performing the 

event or the object having the event performed upon it, or 

both. Some event types also relate to external information 

other than objects, for example a program performing an 

30 event to connect with an Internet Chat Relay site, or a 

program modifying a non-€xecutable file such as the Windows 

hosts file. The behavioural events of an object, be they 
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as "actor" (i.e. the object doing something to another 

object) or as "victim" (i.e. the object has something done 

to it by another object) of any event can be considered in 

many ways, such as in combination, in sequence, in volume, 

5 in presence or absence, or in any combination thereof. The 

behavioural events in the preferred embodiment may have 

been provided by a remote computer 2 or from other external 

sources. The process can consider these in isolation or in 

combination. Furthermore it is a feature of the preferred 

10 embodiment that the behavioural events can be considered in 

combination with the status of other objects upon which the 

object acts or that act upon the object. For example, 

creating a program may have a different score if the 

program being created is safe, unsafe, new, unknown or 

15 suspicious. Similarly, a program that is created by a 

known bad program will likely have a different score 

attributed to its creation event depending on the status of 

the object creating it. 

20 The fifth process considers the behaviour of a web 

page or script. In this respect, the web page and url 

combination is assigned a unique identity which allows its 

behaviour to be tracked as if it were an object like any 

other executable file. In this example, the web page may 

25 perform events that would normally be seen as events 

performed by the web browser (e.g. IExplore.exe or 

Firefox.exe). The preferred embodiment substitutes the 

identifying details and signatures of the web browser for 

the "pseudo" object identity associated with the web page 

30 being displayed or executing within the browser. In this 

respect, the status of the web page and/or web site to 

which it relates may be.determined as safe, unsafe, unknown 
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or suspicious in the same way as any other object. The web 

page's "pseudo" object identity also allows the preferred 

embodiment to block, interject or limit the functionality 

of that web page or web site to prevent some or all of its 

5 potentially unsafe behaviour or to provide the remote user 

with qualifying information to guide them about the safety 

of the web site, web page or their content. 

Amongst other types, the types of meta data captured 

10 might be: 

"Events": these define the actions or behaviours of 

an object acting upon another object or some other entity. 

The event has three principal components: the key of the 

15 object performing the act (the "Actor"), the act being 

performed (the "Event Type"), and the key of the object or 

identity of an other entity upon which the act is being 

performed (the "Victim"). While simple, this structure 

allows a limitless series of behaviours and relationships 

20 

25 

30 

to be defined. Examples of the three components of an 

event might be: 

Actor Event Type Victim 

Object 1 Creates Program Object 2 

Object 1 Sends data IP Address 3 

Object 1 Deletes Program Object 4 

Object 1 Executes Object 2 

Object 2 Creates registry key Object4 

"Identities": these define the attributes of an 

object. They include items such as the file's name, its 

physical location on the disk or in memory, its logical 
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location on the disk within the file system (its path), the 

file's header details which include when the file was 

created, when it was last accessed, when it was last 

modified, the information stored as the vendor, the product 

5 it is part of and the version number of the file and it 

contents, its original file name, and its file size. 

11Genesisactor" - the key of an object that is not the 

direct Actor of an event but which is the ultimate parent 

10 of the event being performed. For example in the case of a 

software installation, this would be the key of the object 

that the user or system first executed and that initiated 

the software installation process, e.g. Setup.exe. 

15 "Ancillary data": many events may require ancillary 

data, for example an event such as that used to record the 

creation of a registry run key. In this situation the 

"event" would identify the Actor object creating the 

registry run key, the event type itself (e.g. "regrunkey"), 

20 and the Victim or subject of the registry run key. The 

ancillary data in this case would define the run key entry 

itself; the Hive, Key name and Value. 

"Event Checksums": because the event data can be 

25 quite large extending to several hundred bytes of 

information for a single event, its identities for the 

Actor and Victim and any ancillary data, the system allows 

for this data itself to be summarised by the Event 

Checksums. Two event checksums are used utilising a 

30 variety of algorithms, such as CRC and Adler. The 

checksums are of the core data for an event. This allows 

the remote computer 2 to send the checksums of the data to 

EAST\48798496. l 

IPR2023-00556 
CrowdStrike EX1002 Page 48



-32-

the central computer 3 which may already have the data 

relating to those checksums stored. In this case, it does 

not require further information from the remote computer 2. 

Only if the central computer 3 has never received the 

5 checksums will it request the associated data from the 

remote computer 2. This affords a considerable improvement 

in performance for both the remote and central computers 

2,3 allowing much more effective scaling. 

10 Thus, the meta data derived from the remote computers 

2 can be used at the community database 7 to define the 

behaviour of a process across the community. As mentioned, 

the data may include at least one of the elements mentioned 

above (file size, location, etc.) or two or three or four 

15 or five or six or all seven (or more elements not 

specifically mentioned here}. This may be used accordingly 

to model, test and create new automated rules for use in 

the community database 7 and as rules that may be added to 

those held and used in the local database of the remote 

20 computers 2 to identify and determine the response of the 

remote computers 2 to new or unknown processes and process 

activity. 

Moreover, it is possible to monitor a process along 

25 with any optional sub-processes as an homogenous entity and 

then compare the activities of the top level process 

throughout the community and deduce that certain, 

potentially malevolent practites only occur when one or 

more specific sub-processes are also loaded. This allows 

30 effective monitoring (without unnecessary blocking) of 

programs, such as Internet Explorer or other browsers, 

whose functionality may be easily altered by downloadable 
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optional code that users acquire from the Internet, which 

is of course the principal source of malevolent .code today. 

The potentially high volume of active users gives a 

5 high probability of at least one of them being infected by 

new malware. The speed of propagation can be detected and 

recorded so that the propagation of rnalware can be detected 

and malware designated as bad on the pasis of the speed of 

propagation, optionally in combination with the other 

10 factors discussed above, such as file size, location and 

name. The simple volume of infection can also be used as a 

trigger. In a further embodiment, difference of naming of 

an otherwise identical piece of code combined with 

acceleration of first attempts to execute the code within 

15 the community allows pattern matching that will show up an 

otherwise identically signatured piece of code as bad. 

This feature allows the statement in some embodiments 

that "nothing will propagate in our community faster than X 

20 without being locked down", so that if any process or event 

propagates more quickly over a given duration, it is marked 

as bad. This is for reasons of safety given that if for 

example an object is propagating quickly enough, then it 

might infect computers before it can be analysed to 

25 determine whether or not it is malware. 

This process can be automated by the identification of 

the vector of propagation in the community (i.e. the source 

of type of propagation), from timestarnp data held in the 

30 community database and the marking of a piece of code that 

has these attributes as bad. By comparison, it is believed 

that all other anti-malware providers rely on a simplistic 
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known bad model and therefore are reliant primarily on 

malware infection actually occurring on terminals and being 

reported. 

Thus, the community database 7 can be used to make 

early diagnosis, or simply to take precautionary measures, 

and thus stop potentially fast propagating worms and other 

malware very, very early in their life cycle. Given that 

it is possible to create a worm that can infect every 

10 computer connected to the Internet within a matter of a few 

minutes, this feature is highly desirable. 

Even faster determination may be made by combining 

data defining the speed of propagation of a new piece of 

15 software with metadata collected by the agent software from 

the remote computers 2 and fed to the community database 7. 

This includes monitoring processes that attempt to conceal 

themselves from the user by randomly changing name and/or 

location on the remote computers 2. It also includes a 

20 process's attempt to create an identical copy (i.e. with 

identical code contents) on the computer but with a 

different name. This is a classic attribute of a worm. 

The signature of an object may comprise or be 

25 associated with a mask which can be built up with use of 

,that object and which indicates the particular types of 

behaviour to be expected from the object. If an object is 

allowed to run on a remote computer 2, even if the initial 

signature search 22 indicates that the object is safe, then 

30 operation of that object may be monitored within the 

parameters of the mask. The mask might indicate for 

example, the expected behaviour of the object; any external 
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requests or Internet connections that that object might 

legitimately have to make or call upon the remote computer 

2 to make, including details of any ports or interfaces 

that might be required to be opened to allow such 

5 communication; any databases, either local or over a local 

area network or wide area network or Internet, that may be 

expected to be interrogated by that object; and so on. 

Thus, the mask can-give an overall picture of the expected 

"normal" behaviour of that object. 

10 

In practice, therefore, in one embodiment the 

behaviour of the object is continually monitored at the 

remote computer(s) 2 and information relating to that 

object continually sent to and from the community database 

15 7 to determine whether the object is running within its 

expected mask. Any behaviour that extends beyond the mask 

is identified and can be used to continually assess whether 

the object continues to be safe or not. Thus, if for 

example the object, on a regular basis (say monthly or 

20 yearly) opens a new port to update itself or to obtain 

regular data, then this information is flagged. If it is 

found that the object has done this on other remote 

computers and has had no ill effects, or this behaviour is 

known from other objects and known to be safe, then this 

25 behaviour might be considered as safe behaviour and the 

mask is then modified to allow for this. If it has been 

found previously that this new behaviour in fact causes 

unsafe or malevolent results, then the object can then _be 

marked as unsafe even if previously it was considered safe. 

30 Similarly, ff the object attempts to connect to a known 

unsafe website, database or to take action that is known as 
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again the object may be considered to be unsafe. 

This is shown schematically in Figure 3. Figure 3 

5 also shows the concept that any object can be pre­

authorised by, for example a trusted partner, such as a 

major software company, a verification authority, a 

Government department, and so on. Pre-authorisation 

enables a supplier of a new object, which has not been 

10 released before, to get pre-authorisation for that object~ 

and optionally includes the provision by that supplier of a 

mask detailing the expected and allowable behaviour of that 

object. 

15 Referring to Figure 3 for example, when a process is 

run, the local and/or community databases are searched as 

before at step 31. If the process is not a pre-authorised 

one, then the steps of Figure 2 may be taken and the 

process might be allowed to run or not at step 32. If the 

20 process is pre-authorised, as determined at step 33~ then 

it is immediately allowed to run, step 34. This may 

terminate the operation of the method. However, in a 

preferred variation, the process is then monitored whilst 

running, and is monitored each time it is run in the future 

25 in a monitoring state step 35 to determine whether its 

behaviour falls within its pre-authorised mask 36. If the 

behaviour falls within the pre-authorised behaviour, then 

the process is allowed to continue to run. If the 

behaviour extends beyond the allowed mask, such as by 

30 trying to instigate further processes or connections that 

have not been pre-authorised, then this behaviour is 

flagged at an alert step 37. Various actions could be 

EAST\48798496.1 

IPR2023-00556 
CrowdStrike EX1002 Page 53



-37-

taken at this stage. The process might simply not be 

allowed to run. Alternatively, the trusted authority that 

initially enabled pre-authorisation might be contacted, who 

may be able to confirm that this behaviour is acceptable or 

5 not. If it is acceptable, then the mask could be modified 

accordingly. If not acceptable, then the process might be 

marked as unsafe. Many other actions may be taken upon the 

noting of such an alert state. 

10 If the process has been found not to be pre-authorised 

at step 33 but is nevertheless allowed to run, then the 

process is monitored at step 38 in order to generate a mask 

39 representative of the normal behaviour of that process. 

Data representative of this mask might be sent to the 

15 community database 7 for scanning when other computers run 

that process. By continually monitoring a process each 

time it is run or during running of the process, any 

behaviour that differs from previous behaviour of the 

process can be noted and the mask can be modified, or this 

20 behaviour might be used to determine that a process that 

was once considered safe should now be considered to be 

unsafe. 

In another embodiment, a computer 2 may have agent 

25 software installed that periodically or on-demand provides 

information to the community database 7 that is 

representative of all or selected ones of the software 

products loaded on or available the computer 2. In 

particular, this may be information on one or more of: all 

30 the locally-loaded security products (such as anti-malware 

systems including anti-virus software, anti-spyware, anti­

adware and so on), firewall products, specific settings and 
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details of which signature files are currently loaded, 

version details for the operating system and other 

software, and also information such as which files are 

operating and the particular version and software settings 

5 at any time. (It will be understood from the following 

that auditing and testing for a match for more of these 

criteria increases the likelihood of computers being very 

similarly arranged and thus reduces the rate of false 

negatives and positives during the match search.) 

10 

The information relating to these software products, 

etc. may be provided individually to the community 

database. Preferably however, again for reasons of data 

quantity for storage and transmission, the information is 

15 provided as a signature or key representative of the 

information (e.g. by a hashing or compression function at 

the computer 2). Figure 4 shows schematically how the 

details of all local security products, versions, signature 

files, firewall settings, etc. 40 are used to create a key 

20 41. The key is transmitted to the community database 7. 

Since the community database 7 is provided with such 

information from many, possibly millions, of users' 

computers 2, it is likely to hold corresponding information 

for other computers 2 that have the same or a similar 

25 configuration of security products, etc. Thus, the 

community database 7 can be searched at step 42 for other 

computers 2 having the same or a similar combination of 

security products including the same setting, signature 

files loaded and so on. 

30 

The community database 7 in this embodiment is also 

provided by the agent software with details of processes 
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run by every computer 2 and thus knows whether or not a 

process has been detected by each computer 2. 

In this way, the community database 7 can be used to 

5 obtain information as to whether for example a particular, 

specific combination of operating system and various 

security products, including settings and signature files 

existing at a point iri time, renders a particular computer 

2 having those products and settings susceptible or 

10 vulnerable to any particular malware object. 

In a simple example, if for example the database knows 

that a computer in the past has version A of anti-virus 

product B with downloaded signature update C, and also has 

15 a firewall D with particular settings E, and perhaps anti­

spyware software F with signature updates G, but that a 

particular malware process P was not detected by this 

combination of programs at that point in time, then this 

information can be provided to a computer 2 that is known 

20 as having that combination of security programs/settings, 

and can be used to indicate that that computer 2 is 

vulnerable in the short term to attack by that particular 

malware process. This information can be presented to the 

user either by displaying a window 43 on the screen display 

25 of the computer 2 or by directing the user to a particular 

website which explains the position in more detail. The 

user might be informed for example that their particular 

combination of security products, etc., exposes their 

computer to a risk of being infected by the Sobig virus as 

30 that virus is not detectable by their computer. The user 

.might be offered specific advice (e.g. to update a 

particular anii-virus program with a particular signature 
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file) or software to download and install to remove the 

risk. 

Thus, the community database 7, when provided with 

5 information relating to all the security products, etc. on 

a particular computer at a particular time, is searched for 

events for·processes marked as "bad" that occurred on 

computers with that particular mix of security products and 

that were not locally detected. This information can then 

10 be fed back to the user of the particular computer, for 

example directly or by directing the user to a website. 

15 

This information can be provided virtually in real-time, 

allowing a new user or a user of a new computer to be able 

to increase the computer's effective security very quickly. 

The preferred method also tracks which objects are 

related to each other and uses the concept of ancestry to 

enable objects to be marked as malware. For example, any 

particular process may spawn child processes which are 

20 therefore related. The key relating to the first object 

may be inspected to identify a component that uniquely 

identifies the first object and that is inherited or 

otherwise present in the key of a descendant or other 

related object of the first object. This component is 

25 referred to herein as a "gene". This general technique may 

be used in a number of ways: 

a) A known and trusted parent process is afforded 

the ability to create child processes which may be 

30 ·automatically marked as safe to run on the local computer. 

It is also possible that this "inherited" property may be 

passed down to grand children processes and so on. This 
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safe status is passed to the parent's child processes and 

possibly, through them, further child processes (referred 

to here as 11issue 11
), such signatures for the issue can all 

automatically be recorded in the local database as good. 

5 This allows the issue processes to be quickly marked as 

good, even if a connection to the community database 7 is 

not available. 

b) By monitoring activity of the parent process, if 

10 it is later found that the parent process is malware, then 

all of the issue processes can all automatically be 

recorded in the local database as bad. 

C) Similarly, by monitoring activity of the issue 

15 processes, if it is later found that one of the issue 

processes is malware, ~hen one or more of the parent 

process and all of the other issue processes (i.e. all of 

the related processes in this context) can all 

automatically be recorded in the local database as bad. 

20 

d) Parental creation of a signature for a child or 

children including the ability for these to be 

automatically marked as either good or bad depending on the 

parent's behaviour and determination. Note that in some 

25 embodiments the product can "watch" or monitor the birth of 

a child process and automatically create the signature upon 

arrival. This provides the ability to monitor the creation 

of a bad program by another bad program. It is possible 

therefore to monitor the ancestry of a program so if for 

30 example the grandfather creates a program (the father) and 

this in turn creates a bad program (the son), it is 
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possible automatically to determine the father as a bad 

program. 

e) A feature may be included that allows for 

5 automatic forfeiture of a child's inherited ability to 

trigger the automatic creation of signatures on any further 

births because the child, as parenc, has already produced 

bad offspring. Preferably, a rule is that if a file has 

one bad offspring then the inherited ability can be 

10 automatically removed. 

f) An ability to watch clones or identical twins of 

objects (e.g. the same process running on other systems in 

the community) to,compare the pattern of their issue and to 

15 make decisions as to whether or not to treat any particular 

process as malware. 

One or more of these features a) to f) can be used to 

provide a solution to the problem of producing a security 

20 product that can be used effectively without 100% reliance 

on being permanently connected to the Internet, which is 

often impractical. Examples of this are Windows Update and 

other processes used more and more by vendors who wish to 

be able to roll out product updates automatically across 

25 the worldwide web. 

Possible benefits of these types of features above 

conventional software are as follows. Antivirus software 

tends to have a cache of known bad signatures. The problem 

30 is keeping this up to date. Take the simple example of 

someone buying a new computer. The computer comes with an 

antivirus product preloaded with a signature cache. 
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Between the time when the PC was built, shipped to the 

store and bought by the user several days or weeks will 

have passed. The user starts the PC and is exposed to any 

new virus or malware which was created after the PC was 

5 built. Full protection requires the user to connect to the 

internet and download updates. This cannot be guaranteed 

to occur ahead of other activities by the user on the 

internet (almost physically impossible to guarantee). With 

a local cache of known good processes, as in the 

10 embodiments of the present invention, it is possible to 

ship the computer/terminal preloaded with a pre-generated 

cache of signatures for all of the good (clean) software 

preloaded by the computer manufacturer. In this case the 

user can connect to the internet knowing that any new or 

15 updated programs will be immediately detected and verified. 

20 

Also any auto-updating software can function forcing 

signatures to be automatically built for its children and 

more remote off-spring (i.e. grandchildren, great­

grandchildren, etc). 

Reference is now made to "Defeating Polymorphism: 

.Beyond Emulation" by Adrian Stepan of Microsoft Corporation 

published in "Virus Bulletin Conference, October 2005" and 

also to US 60/789156 filed on 5th April 2006, the entire 

25 content of which are hereby incorporated by reference. In 

that paper and patent application, there are disclosed 

methods of decrypting files to allow the files to be 

analysed to determine whether or not the file actually is 

malware. In US 60/789156 in particular, there is disclosed 

30 a method of unpacking/decrypting an executable computer 

file using a host computer, the method comprising: 

partitioning the executable computer file into plural basic 

EAST\48798496 .1 

IPR2023-00556 
CrowdStrike EX1002 Page 60



-44 

blocks of code; translating at least some of the basic 

blocks of code into translated basic blocks of code that 

can be executed by the host computer; linking at least some 

of the translated basic blocks of code in memory of the 

5 host computer; and, executing at least some of the 

translated basic blocks of code on the host computer so as 

to enable the executable computer file to be unpacked or· 

decrypted, whereupon the unpacked or decrypted executable 

computer file can be analyzed to determine whether the 

10 executable computer file is or should be classed as 

malware. There is also disclosed in US 60/789156 a method 

of unpacking/decrypting an executable computer file, the 

method comprising: partitioning the executable computer 

file into plural basic blocks of code; creating at least a 

15 read page of cache memory for at least some of the basic 

blocks, the read page of cache memory storing a read cached 

real address corresponding to a read cached virtual memory 

address for the respective basic block, and creating at 

least a write page of cache memory for at least some of the 

20 basic blocks, the write page of cache memory storing a 

write cached real address corresponding to a write cached 

virtual memory address for the respective basic block; and, 

emulating the executable file by executing at least some of 

the basic blocks of code so as to enable the executable 

25 computer file to be unpacked or decrypted, whereupon the 

unpacked or decrypted executable computer file can be 

analyzed to determine whether the executable computer file 

is or should be classed as malware; wherein during the 

execution of a basic block, at least one of the read page 

30 and the write page of cache memory is checked for a cached 

real address corresponding to the virtual address that is 

being accessed for said basic block. 
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The techniques disclosed in these documents can be 

used in the present context when it is desired to analyse a 

file in detail. More generally however, the techniques 

5 disclosed in these papers, and particularly the enhanced 

techniques disclosed in US 60/789156, can be used to 

provide information about the activity of a file when it is 

run on a computer because the techniques disclosed in these 

papers emulate the running of the file and therefore allow 

10 the file's activity to be interpreted. 

A further situation arises when users wish to install 

software while offline. In a preferred embodiment, when a 

user attempts to install new software while offline, agent 

15 software running on the user's computer 2 prompts the user 

for authorisation to allow the installation process to 

proceed such that the execution of th~ installation can 

itself be "authorised" by the user. This authorisation by 

the user is treated as a ''Genesis" event and will be so 

20 termed hereinafter. However there are some processes 

commonly used in installation of software that communicate 

with other existing programs on the installation machine, 

e.g. Microsoft's MSIEXEC. 

25 The Genesis approach involves a process that generates 

signatures as a result of the user's authorisation on the 

user's computer 2. Those signatures are stored in the 

local database on the user's computer 2. In one 

embodiment, those locally stored signatures are referred.to 

30 as necessary by the agent software during the installation 

process so that the installation can proceed. 

Alternatively, the security checks made by the agent 
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software can be switched off during the installation 

process. The switching off may only be for a limited 

duration, such as a few minutes which should be sufficient 

to allow most software to be installed, the off time 

5 optionally being user-configurable. 

In any event, once the installation has been completed 

and the user's computer 2 connected to the community 

database 7, the agent software on the user's computer 2 can 

10 upload the signatures relating to the installation from the 

user's local database to the community database 7. With 

corresponding data from other users' computers 2, the 

community database 7 can then be used to make a rapid 

determination that the installation of this particular 

15 software is benign. 

As a variant to this embodiment, when a user's 

computer 2 is at some point in time on-line, the agent 

software on the user's computer 2 may download signatures 

20 of a so-called "trusted installer" or "licensed installer". 

This allows the operation of a method such that a "licensed 

installer" and any child processes of the licensed 

installer are permitted to execute while a Genesis event is 

"current", e.g. within a period of minutes after an 

25 authorisation from the user. Preferably signatures of 

licensed installers are always downloaded, as and when 

added to the community database 7, to a remote computer 2 

while online. 

30 There may be further refinements to this method, ,such 

as to prevent licensed installers executing if a media 

change has occurred during the currency of a Genesis event. 
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However, any unknown .processes, which may be malware, may 

still be detected and blocked. Having a small number of 

licensed installers facilitates download, as minimal data 

is required, especially compared to downloading virus 

5 signature files. As another example, super-trusted 

installers, such as for example "Windows Update", may be 

employed whereby all new processes created by the super­

trusted installer are marked immediately as safe. 

10 In the case of an installation occurring when the 

remote computer 2 is connected to the community database 7, 

another option is that if the software that is about to be 

installed is not known to the community database 7, then 

the system will block the installation or alert the user. 

15 For example, a message may be displayed at the user's 

computer 2 to the effect that "You are about to install 

some software. This software is not known to [the 

community]. Are you sure you wish to proceed?". 

20 Embodiments of the present invention have been 

described with particular reference to the examples 

illustrated. However, it will be appreciated that 

variations and modifications may be made to the examples 

described within the scope of the present invention. 
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CLAIMS 

1. A method of classifying a computer object as 

malware, the method comprising: 

5 at a base computer, receiving data about a computer 

object from each of plural remote computers on which the 

object or similar objects are stored, wherein said data 

includes information about events initiated or involving 

the object when the object is created, configured or runs 

10 on the respective remote computers, said information 

including at least the identify of the object initiating 

the event, the event type, and the identity of the object 

or other entity on which the event is being performed; 

storing at the base computer said data received from 

15 plural remote computers; 

comparing in the base computer the data about the 

computer object received from the plural computers to 

identify relationships between the object and other objects 

or entities; and, 

20 classifying the computer object as malware on the 

basis of said comparison. 

2. A method according to claim 1, wherein the 

relationship is between objects related directly, or 

25 between objects related via other objects. 

30 

3. A method according to claim 1, wherein where an 

object and other objects are found to have a relationship, 

monitoring those related objects as a homogenous entity. 

4. A method according to claim 1, comprising deducing 

an object to be malware based on the behaviour of a related 
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object. 

5. A method according to claim 1, wherein if at least 

one other object to which said object is related is classed 

5 as malware, then classifying said object as malware .. 

10 

15 

6. A method according to claim 1, wherein said other 

objects include the object or similar objects stored on at 

least some of the remote computers. 

7. A method according to claim 1, wherein said other 

objects include other objects that are parent o6jects or 

child objects or otherwise process-related objects to said 

object. 

8. A method according to claim 1, wherein the data 

about the computer object that is sent from the plural 

remote computers to the base computer and that is used in 

the comparison includes one or more of: executable 

20 instructions contained within or constituted by the object; 

the size of the object; the current name of the 

object; 

the physical and folder location of the object on 

disk; 

25 the original name of the object; 

the criation and modification dates of the object; 

vendor, product and version and any other information 

stored within the object; and, 

the object header or header held by the remote 

30 computer. 

9. A method according to claim 1, wherein the data is 
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sent in the form of key that is obtained by a hashing 

process carried out in respect of the objects on the 

respective remote computers. 

5 10. A method according to claim 9, wherein the key has 

at least one component that represents executable 

instructions contained within or constituted by the object. 

11. A method according to claim 9, wherein the key has 

10 at least one component that represents data about said 

object. 

12. A method according to claim 11, wherein said data 

about said object includes at least one of: 

15 the current name of the object; 

the physical and folder location of the object on 

disk; 

the original name of the object; 

the creation and modification dates of the object; 

20 vendor, product and version and any other information 

stored within the object; 

the object header or header held by the remote 

computer; and, 

events initiated by or involving the object when the 

25 object is created, configured or runs on the respective 

remote computers. 

13. A method according to claim 9, wherein the key has 

at least one component that represents the physical size of 

30 the object. 

14. A method according to claim 1, comprising 
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initially classifying an object as not malware, generating 

a mask for said object that defines acceptable behaviour 

for the object, and comprising monitoring operation of the 

object on at least one of the remote computers and 

5 reclassifying the object as malware if the actual monitored 

behaviour extends beyond that permitted by the mask. 

15. Apparatus for classifying a computer object as 

malware, the apparatus comprising: 

10 a base computer constructed and arranged to receive 

data about a computer object from each of plural remote 

computers on which the object or similar objects are 

stored, wherein said data includes information about events 

initiated or involving the object when the object is 

15 created, configured or runs on the respective remote 

computers, said information including at least the identify 

of the object initiating the event, the event type, and the 

identity of the object or other entity on which the event 

is being performed; 

20 the base computer being constructed and arranged to 

compare the data about the computer object received from 

said plural computers to identify relationships between the 

object and other objects or entities; and, 

the base computer being constructed and arranged to 

25 classify the computer object as malware on the basis of 

said comparison. 

16. Apparatus according to claim 15, wherein the base 

computer is constructed and arranged so as to identify the 

30 relationship between objects related directly, or between 

objects related via other objects. 
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17. Apparatus according to claim 15, wherein the base 

computer is constructed and arranged so as, where an object 

and other objects are found to have a relationship, to 

monitoring those related objects as a homogenous entity. 

18. Apparatus according to claim 15, wherein the base 

computer is constructed and arranged so as to deduce an 

object to be malware based on the behaviour of a related 

object. 

19. Apparatus according to claim 15, wherein the base 

computer is constructed and arranged so that if at least 

one other object to which said object is related is classed 

as malware, then said object is classified as malware. 

20. Apparatus according to claim 15, wherein the base 

computer is constructed and arranged so that said other 

objects include the object or similar objects stored on at 

least some of said remote computers. 

21. Apparatus according to claim 15, wherein the base 

computer is constructed and arranged so that said other 

objects include other objects that are parent objects or 

child objects or otherwise process-related objects to said 

25 object. 

22. Apparatus according to claim 15, wherein the base 

computer is constructed and arranged so as to compare the 

data where the data includes one or more of: 

30 executable instructions contained within or 

constituted by the object; 

the size of the object; the current name of the 
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object; 

the physical and folder location of the object on 

disk; 

the original name of the object; 

5 the creation and modification dates of the object; 

10 

vendor, product and version and any other information 

stored within the object; and, 

the object header or header held by the remote 

computer. 

23. Apparatus according to claim 15, wherein the base 

computer is constructed and arranged so as to be able to 

process data that is sent in the form of key that is 

obtained by a hashing process carried out in respect of the 

15 objects on said respective remote computers. 

20 

24. Apparatus according to claim 23, wherein the key 

has at least one component that represents executable 

instructions contained within or constituted by the object. 

25. Apparatus according to claim 23, wherein the key 

has at least one C?mponent that represents data about said 

object. 

25 26. Apparatus according to claim 25, wherein said data 

about said object includes at least one of: the current 

name of the object; 

the physical and folder location of the object on 

disk; 

30 the original name of the object; 

the creation and modification dates of the object; 

vendor, product and version and any other information 
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stored within the object; 

the object header or header held by the remote 

computer; and, 

events initiated by or involving the object when the 

5 object is created, configureq or runs on the respective 

remote computers. 

27. Apparatus according to claim 23, wherein the key 

has at least one component that represents the physical 

10 size of the object . 

. 28. Apparatus according to claim 15, wherein the base 

computer is constructed and arranged to generate a mask for 

an object that is initially classed not as malware, said 

15 mask defining acceptable behaviour for the object, and the 

base computer is constructed and arranged to monitor 

operation of the object on at least one of the remote 

computers and to reclassify the object as malware if the 

actual monitored behaviour extends beyond that permitted by 

20 the mask. 

29. A computer program recorded on non-transitory 

computer readable medium comprising program instructions 

for causing a computer to perform the method of claim 1. 
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METHODS AND APPARATUS 

FOR DEALING WITH MALWARE 

ABSTRACT 

In one aspect, a rn~thod of classifying a computer 

object as malware includes receiving at a base computer 

data about a computer object from each of plural remote 

computers on which the object or similar objects are 

10 stored. The data about the computer object received from 

the plural computers is corn~ared in the base compute'r. The 

computer object is classified as malware on the basis of 

said comparison. In one embodiment, the data about the 

computer object includes one or more of: executable 

15 instructions contained within or constituted by the object; 

the size of the object; the name of the object; the logical 

storage location or path of the object on the respective 

remote computers; the vendor of the object; the software 

product and version associated with the object; and, events 

20 initiated by or involving the object when the object is 

created, configured or runs on the respective remote 

computers. 
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serves as a request for a foreign filing license. The application's filing receipt contains further information and 
guidance as to the status of applicant's license for foreign filing. 

Applicants may wish to consult the USPTO booklet, "General Information Concerning Patents" (specifically, the 
section entitled "Treaties and Foreign Patents") for more information on timeframes and deadlines for filing foreign 
patent applications. The guide is available either by contacting the USPTO Contact Center at 800-786-9199, or it 
can be viewed on the USPTO website at http://www.uspto.gov/web/offices/pac/doc/general/index.html. 

For information on preventing theft of your intellectual property (patents, trademarks and copyrights), you may wish 
to consult the U.S. Government website, http://www.stopfakes.gov. Part of a Department of Commerce initiative, 
this website includes self-help "toolkits" giving innovators guidance on how to protect intellectual property in specific 
countries such as China, Korea and Mexico. For questions regarding patent enforcement issues, applicants may 
call the U.S. Government hotline at 1-866-999-HAL T (1-866-999-4158). 
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GRANTED 

LICENSE FOR FOREIGN FILING UNDER 

Title 35, United States Code, Section 184 

Title 37, Code of Federal Regulations, 5.11 & 5.15 

The applicant has been granted a license under 35 U.S.C. 184, if the phrase "IF REQUIRED, FOREIGN FILING 
LICENSE GRANTED" followed by a date appears on this form. Such licenses are issued in all applications where 
the conditions for issuance of a license have been met, regardless of whether or not a license may be required as 
set forth in 37 CFR 5.15. The scope and limitations of this license are set forth in 37 CFR 5.15(a) unless an earlier 
license has been issued under 37 CFR 5.15(b). The license is subject to revocation upon written notification. The 
date indicated is the effective date of the license, unless an earlier license of similar scope has been granted under 
37 CFR 5.13 or 5.14. 

This license is to be retained by the licensee and may be used at any time on or after the effective date thereof unless 
it is revoked. This license is automatically transferred to any related applications(s) filed under 37 CFR 1.53(d). This 
license is not retroactive. 

The grant of a license does not in any way lessen the responsibility of a licensee for the security of the subject matter 
as imposed by any Government contract or the provisions of existing laws relating to espionage and the national 
security or the export of technical data. Licensees should apprise themselves of current regulations especially with 
respect to certain countries, of other agencies, particularly the Office of Defense Trade Controls, Department of 
State (with respect to Arms, Munitions and Implements of War (22 CFR 121-128)); the Bureau of Industry and 
Security, Department of Commerce (15 CFR parts 730-774); the Office of Foreign AssetsControl, Department of 
Treasury (31 CFR Parts 500+) and the Department of Energy. 

NOT GRANTED 

No license under 35 U.S.C. 184 has been granted at this time, if the phrase "IF REQUIRED, FOREIGN FILING 
LICENSE GRANTED" DOES NOT appear on this form. Applicant may still petition for a license under 37 CFR 5.12, 
if a license is desired before the expiration of 6 months from the filing date of the application. If 6 months has lapsed 
from the filing date of this application and the licensee has not received any indication of a secrecy order under 35 
U.S.C. 181, the licensee may foreign file the application pursuant to 37 CFR 5.15(b). 

Select USA 

The United States represents the largest, most dynamic marketplace in the world and is an unparalleled location 
for business investment, innovation and commercialization of new technologies. The USA offers tremendous 
resources and advantages for those who invest and manufacture goods here. Through SelectUSA, our nation 

works to encourage, facilitate, and accelerate business investment. To learn more about why the USA is the best 
country in the world to develop technology, manufacture products, and grow your business, visit SelectUSA.gov. 
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PATENT APPLICATION FEE DETERMINATION RECORD Application or Docket Number 

Substitute for Form PTO-875 13/543,866 

APPLICATION AS FILED - PART I OTHER THAN 

(Column 1) (Column 2) SMALL ENTITY OR SMALL ENTITY 

FOR NUMBER FILED NUMBER EXTRA RATE($) FEE($) RATE($) FEE($) 

BASIC FEE N/A N/A N/A N/A 380 (37 CFR 1.16(a), (b), or (c)) 

SEARCH FEE N/A N/A N/A N/A 620 (37 CFR 1.16(k), (i), or (m)) 

EXAMINATION FEE N/A N/A N/A N/A 250 (37 CFR 1.16(0), (p), or (q)) 

TOTAL CLAIMS 29 minus 20= 9 (37 CFR 1.16(i)) 
OR X 60 = 540 

INDEPENDENT CLAIMS 2 minus 3 = X 250 = 0.00 (37 CFR 1.16(h)) 

If the specification and drawings exceed 100 
APPLICATION SIZE sheets of paper, the application size fee due is 
FEE $31 0 ($155 for small entity) for each additional 0.00 
(37 CFR 1.16(s)) 50 sheets or fraction thereof. See 35 U.S.C. 

41 (a)(1 )(G) and 37 CFR 1.16(s). 

MULTIPLE DEPENDENT CLAIM PRESENT (37 CFR 1.16(j)) 0.00 

* If the difference in column 1 is less than zero, enter "0" in column 2. TOTAL TOTAL 1790 

APPLICATION AS AMENDED - PART II 

OTHER THAN 
(Column 1) (Column 2) (Column 3) SMALL ENTITY OR SMALL ENTITY 

CLAIMS HIGHEST 
REMAINING NUMBER PRESENT 

RATE($) 
ADDITIONAL 

RATE($) 
ADDITIONAL 

<( AFTER PREVIOUSLY EXTRA FEE($) FEE($) 
I- AMENDMENT PAID FOR z 
w Total Minus 

.. = OR ~ (37 CFR 1.16(i)) X = X = 

0 
Independent ... = z Minus 

X = OR X = w (37CFR 1.16(h)) 

~ Application Size Fee (37 CFR 1.16(s)) <( 

FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR 1.16(j)) OR 

TOTAL OR TOTAL 
ADD'L FEE ADD'L FEE 

(Column 1) (Column 2) (Column 3) 

CLAIMS HIGHEST 
REMAINING NUMBER PRESENT 

RATE($) 
ADDITIONAL 

RATE($) 
ADDITIONAL 

Ill AFTER PREVIOUSLY EXTRA FEE($) FEE($) 
I- AMENDMENT PAID FOR z 
w Total Minus .. = X = OR 
~ (37 CFR 1.16(i)) 

X = 

0 Independent Minus ... = z X = OR X = w (37CFR 1.16(h)) 

~ Application Size Fee (37 CFR 1.16(s)) <( 

OR 
FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR 1.16(j)) 

TOTAL OR TOTAL 
ADD'L FEE ADD'L FEE 

* If the entry in column 1 is less than the entry in column 2, write "0" in column 3. 
** If the "Highest Number Previously Paid For" IN THIS SPACE is less than 20, enter "20". 

*** If the "Highest Number Previously Paid For" IN THIS SPACE is less than 3, enter "3". 
The "Highest Number Previously Paid For" (Total or Independent) is the highest found in the appropriate box in column 1. 
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UNITED STATES PATENT AND TRADEMARK OFFICE 

APPLICATION NUMBER 

13/543,866 

47604 
DLA PIPER LLP US 
P. 0. BOX 2758 
RESTON, VA 20195 

FILING OR 3 71 (C) DATE 

07/08/2012 

Ul\TfED STATES DEPA RTME'IT OF COMMERCE 
United States Patent and Trademark Office 
Adiliess. COMMISSIO'JER FOR PATENTS 

PO Box 1450 
Alexandria, Virgmia 22313-1450 
\VVi\V.USpto.gov 

FIRST NAMED APPLICANT ATTY. DOCKET NO./TITLE 

Melvyn Morris 339000-000014 
CONFIRMATION NO. 7855 

POA ACCEPTANCE LETTER 

11111111111111111 lllll ll]~!l]!~l!~l!~HUl~l~Hll lllll 111111111111111111 

Date Mailed: 07/23/2012 

NOTICE OF ACCEPTANCE OF POWER OF ATTORNEY 

This is in response to the Power of Attorney filed 07/08/2012. 

The Power of Attorney in this application is accepted. Correspondence in this application will be mailed to the 
above address as provided by 37 CFR 1.33. 

/ttruong/ 

Office of Data Management, Application Assistance Unit (571) 272-4000, or (571) 272-4200, or 1-888-786-0101 
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UNITED STATES PATENT AND TRADEMARK OFFICE 
Ul\TfED STATES DEPA RTME'IT OF COMMERCE 
United States Patent and Trademark Office 
Adiliess. COMMISSIO'JER FOR PATENTS 

PO Box 1450 
Alexandria, Virgmia 22313-1450 
\VVi\V.USpto.gov 

APPLICATION NUMBER FILING OR 3 71 (C) DATE FIRST NAMED APPLICANT ATTY. DOCKET NO./TITLE 

13/543,866 

47604 

07/08/2012 Melvyn Morris 339000-000014 
CONFIRMATION NO. 7855 

PUBLICATION NOTICE 
DLA PIPER LLP US 
P. 0. BOX 2758 
RESTON, VA 20195 

Title:METHODS AND APPARATUS FOR DEALING WITH MALWARE 

Publication No.US-2012-0278895-A 1 
Publication Date:11/01/2012 

1111111111111111111111 ll]~!l]!~l!~l!~U!I)~ jl! ~I] 111111111111111 IIII IIII 

NOTICE OF PUBLICATION OF APPLICATION 

The above-identified application will be electronically published as a patent application publication pursuant to 37 
CFR 1.211, et seq. The patent application publication number and publication date are set forth above. 

The publication may be accessed through the USPTO's publically available Searchable Databases via the 
Internet at www.uspto.gov. The direct link to access the publication is currently http://www.uspto.gov/patft/. 

The publication process established by the Office does not provide for mailing a copy of the publication to 
applicant. A copy of the publication may be obtained from the Office upon payment of the appropriate fee set forth 
in 37 CFR 1.19(a)(1 ). Orders for copies of patent application publications are handled by the USPTO's Office of 
Public Records. The Office of Public Records can be reached by telephone at (703) 308-9726 or (800) 972-6382, 
by facsimile at (703) 305-8759, by mail addressed to the United States Patent and Trademark Office, Office of 
Public Records, Alexandria, VA 22313-1450 or via the Internet. 

In addition, information on the status of the application, including the mailing date of Office actions and the 
dates of receipt of correspondence filed in the Office, may also be accessed via the Internet through the Patent 
Electronic Business Center at www.uspto.gov using the public side of the Patent Application Information and 
Retrieval (PAIR) system. The direct link to access this status information is currently http://pair.uspto.gov/. Prior to 
publication, such status information is confidential and may only be obtained by applicant using the private side of 
PAIR. 

Further assistance in electronically accessing the publication, or about PAIR, is available by calling the Patent 
Electronic Business Center at 1-866-217-9197. 

Office of Data Managment, Application Assistance Unit (571) 272-4000, or (571) 272-4200, or 1-888-786-0101 
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PTO/AIA/96 (08-12) 
Approved for use through 01/31/2013. 0MB 0651-0031 

U.S. Patent and Trademark Office;U.S. DEPARTMENT OF COMMERCE 
Under the Paperwork Reduction Act of1995, no persons arerequired to respond to a collection of information unless it displays a valid 0MB control number. 

STATEMENT UNDER 37 CFR 3.73(c) 

Applicant/Patent owner: _P_r_e_v_x_L_im_it_e_d _____________________________ _ 

Application No./Patent No.: 131543,866 Filed/Issue Date: _2_0_1_2_-0_7_-_08 ________ _ 

Titled: METHODS AND APPARATUS FOR DEALING WITH MALWARE 

Prevx Limited , a Corporation 
--------------------
(Name of Assignee) (Type of Assignee, e.g., corporation, partnership, university, government agency, etc.) 

states that, for the patent application/patent identified above, it is (choose .Q!!g of options 1, 2, 3 or 4 below): 

1. 0 The assignee of the entire right, title, and interest. 

2. D An assignee of less than the entire right, title, and interest (check applicable box): 

LJ The extent (by percentage) of its ownership interest is ______ %. Additional Statement(s) by the owners 
holding the balance of the interest must be submitted to account for 100% of the ownership interest. 

D There are unspecified percentages of ownership. The other parties, including inventors, who together own the entire 
right, title and interest are: 

Additional Statement(s) by the owner(s) holding the balance of the interest must be submitted to account for the entire 
right, title, and interest. 

3. D The assignee of an undivided interest in the entirety (a complete assignment from one of the joint inventors was made). 
The other parties, including inventors, who together own the entire right, title, and interest are: 

Additional Statement(s) by the owner(s) holding the balance of the interest must be submitted to account for the entire 
right, title, and interest. 

4. D The recipient, via a court proceeding or the like (e.g., bankruptcy, probate), of an undivided interest in the entirety (a 
complete transfer of ownership interest was made). The certified document(s) showing the transfer is attached. 

The interest identified in option 1, 2 or 3 above (not option 4) is evidenced by either (choose .Q!!g of options A or B below): 

A. 0 An assignment from the inventor(s) of the patent application/patent identified above. The assignment was recorded in 
the United States Patent and Trademark Office at Reel 018348 , Frame 0840 , or for which a copy 
thereof is attached. 

B. D A chain of title from the inventor(s), of the patent application/patent identified above, to the current assignee as follows: 

1. From: To: --------------------

The document was recorded in the United States Patent and Trademark Office at 

Reel ______ , Frame ______ , or for which a copy thereof is attached. 

2. From: To: --------------------

The document was recorded in the United States Patent and Trademark Office at 

Reel ______ , Frame ______ , or for which a copy thereof is attached. 

[Page 1 of 2] 
This collection of information is required by37 CFR3.73(b). The information is required toobtain or retain a benefit by the public which is to file (and by the USPTO to 
process) an application. Confidentialityis governed by35 U.S.C. 122and 37 CFR1 .11 and1 .14. Thiscollection is estimated to take 12 minutes to complete, including 
gathering, preparing, and submittingthe completed application form to the USPTO.Time will vary depending upon the individual case. Any comments on the amount 
of time you require to complete this form and/or suggestions for reducing this burden, should be sent tothe Chief Information Officer, U.S. Patent and Trademark 
Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS.SEND 
TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450 

If you need assistance in completing the form, call I -800-PTO-9 I 99 and select option 2. 
IPR2023-00556 
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PTO/ AIA/96 (08-12) 
Approved for use through 01/31/2013. 0MB 0651-0031 

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid 0MB control number. 

STATEMENT UNDER 37 CFR 3.73(c) 

3. From: ___________________ To: __________________ _ 

The document was recorded in the United States Patent and Trademark Office at 

Reel ______ , Frame ______ , or for which a copy thereof is attached. 

4. From: ___________________ To: __________________ _ 

The document was recorded in the United States Patent and Trademark Office at 

Reel ______ , Frame ______ , or for which a copy thereof is attached. 

5. From: ___________________ To: __________________ _ 

The document was recorded in the United States Patent and Trademark Office at 

Reel ______ , Frame ______ , or for which a copy thereof is attached. 

6. From: To: ------------------- -------------------

The document was recorded in the United States Patent and Trademark Office at 

Reel ______ , Frame ______ , or for which a copy thereof is attached. 

D Additional documents in the chain of title are listed on a supplemental sheet(s). 

0 As required by 37 CFR 3. 73(c)(1 )(i), the documentary evidence of the chain of title from the original owner to the 
assignee was, or concurrently is being, submitted for recordation pursuant to 37 CFR 3.11. 

[NOTE: A separate copy (i.e., a true copy of the original assignment document(s)) must be submitted to Assignment 
Division in accordance with 37 CFR Part 3, to record the assignment in the records of the USPTO. See MPEP 302.08] 

The undersigned (whose title is supplied below) is authorized to act on behalf of the assignee. 

/Bradley M. Knepper/ 
Signature 

Bradley M. Knepper 
Printed or Typed Name 

[Page 2 of 2] 

2012-11-30 
Date 

44,189 

Title or Registration Number 
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Privacy Act Statement 

The Privacy Act of 1974 (P.L. 93-579) requires that yoube given certain informationin connection with your 
submission of the attached form related to a patent application or patent. Accordingly, pursuant to the 
requirements of the Act, pleasebe advised that: (1) the general authority forthe collection of thisinformation is 35 
U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary; and(3) the principal purpose forwhich the 
information isused by the U.S. Patent and Trademark Office is to process and/or examine your submission related 
to a patent applicationor patent. If you do not furnish the requested information,the U.S. Patent and Trademark 
Office may not be able to process and/or examineyour submission,which may result in termination of proceedings 
or abandonment of the applicationor expiration of the patent. 

The informationprovided by you in this form will be subject to the following routine uses: 

1. The information on this form will be treated confidentially to the extent allowed under the Freedom of 
Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from this system of records 
may be disclosed to the Department of Justice to determine whether disclosure of these records is 
required by the Freedom of Information Act. 

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting 
evidence to a court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the 
course of settlement negotiations. 

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress 
submitting a request involving an individual, to whom the record pertains, when the individual has 
requested assistance from the Member with respect to the subject matter of the record. 

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency 
having need for the information in order to perform a contract. Recipients of information shall be required 
to comply with the requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m). 

5. A record related to an lnternationalApplication filed under the Patent Cooperation Treaty in this system of 
records may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property 
Organization, pursuant to the Patent Cooperation Treaty. 

6. A record in this system of records may be disclosed, as a routine use, to another federal agency for 
purposes of National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act 
(42 U.S.C. 218(c)). 

7. A record from this system of records may be disclosed, as a routine use, to the Administrator, General 
Services, or his/her designee, during an inspection of records conducted by GSA as part of that agency's 
responsibility to recommend improvements in records management practices and programs, under 
authority of 44 U.S.C. 2904 and 2906. Such disclosure shall be made in accordance with the GSA 
regulations governing inspection of records for this purpose, and any other relevant (i.e., GSA or 
Commerce) directive. Such disclosure shall not be used to make determinations about individuals. 

8. A record from this system of records may be disclosed, as a routine use, to the public after either 
publication of the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 
151. Further, arecord may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the 
public if the record was filed in an application which became abandoned or in which the proceedings were 
terminated and which application is referenced by either a published application, an application open to 
public inspection or an issued patent. 

9. A record from thissystem of records may be disclosed, as a routine use, to a Federal, State, or local law 
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation. 
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This is in response to the Power of Attorney filed 11/30/2012. 

• The Power of Attorney to you in this application has been revoked by the assignee who has intervened as 
provided by 37 CFR 3.71. Future correspondence will be mailed to the new address of record(37 CFR 1.33). 

/zabraha/ 

Office of Data Management, Application Assistance Unit (571) 272-4000, or (571) 272-4200, or 1-888-786-0101 
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Patent Documents at www.uspto.gov or MPEP 901.04. Enter Office that issued the document, by the two-letter code (WIPO ?tandard ST.3). 'For Japanese patent 
documents, the indication of the year of the reign of the Emperor must precede thEj serial number of the patent document. Kind of document by the appropriate 
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Country Code3
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42 WO 02/33525 04/25/2002 CHUANG SHYNE 
SONG 

I Examiner I Date 
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*EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through citation if not in conformance and not 
considered. Include copy of this form with next communjcation to applicant. 'Applicant's unique citation designation number (optional). 'See Kinds Codes of US PTO 
Patent Documents at www.uspto.gov or MPEP 901.04. Enter Office that issued the document, by the two-letter code (WIPO ~tandard ST.3). 'For Japanese patent 
documents, the indication of the year of the reign of the Emperor must precede thEj serial number of the patent document. Kind of document by the appropriate 
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44 WO 2004/097602 11/11/2004 MESSAGELABS LTD 
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Examiner Cite Include name of the author (in CAPITAL LETTERS), title of the article (when appropriate), title of the item (book, 
Initials* No.1 magazine, journal, serial, symposium, catalog, etc.), date, page(s), volume-issue number(s), publisher, city and/or country 

where published. 

45 English Language Abstract of JP 3-233629 published October 17, 1991 

46 English Language Abstract and Translation of JP 6-110718 published April 22, 1994 

47 English Language Abstract of JP 2003-196112 published July 11, 2003 

48 Image File Wrapper of related U.S. Application No. 11/694,261 electronically captured from PAIR 
on June 21, 2012 

49 ZEN KIN "Fighting Against the invisible Enemy - Methods for detecting an unknown virus," 
Computers & Security, Elsevier Science Publishers, Amsterdam, NL, Vol. 20, No. 4, Jul. 31, 
2001, paqes 316-321, XP004254268 

50 International Search Report issued in PCT/G82006/002439 issued January 15, 2007 

51 English Translation of Official Action for China Patent Application No. 201110036121.8, dated 
Sep. 24, 2012, 8 pages 

52 Official Action with English translation for China Patent Application No. 201110036121.8, dated 
Oct. 10, 2011, 14 paqes 
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Patent Documents at www.uspto.gov or MPEP 901.04. Enter Office that issued the document, by the two-letter code (WIPO ~tandard ST.3). 'For Japanese patent 
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Multipart Description/PDF files in .zip description 

Document Description Start End 

Transmittal Letter 1 3 

Information Disclosure Statement (IDS) Form (SB08) 4 7 
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Total Files Size (in bytes) 738938 

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents, 
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a 
Post Card, as described in MPEP 503. 

New A~~lications Under 35 U.S.C. 111 
If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR 
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this 
Acknowledgement Receipt will establish the filing date of the application. 

National Stage of an International A~~lication under 35 U.S.C. 371 
If a timely submission to enter the national stage of an international application is compliant with the conditions of 35 
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a 
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course. 

New International A~~lication Filed with the USPTO as a Receiving Office 
If a new international application is being filed and the international application includes the necessary components for 
an international filing date (see PCT Article 11 and MPEP 181 O), a Notification of the International Application Number 
and of the International Filing Date (Form PCT/RO/1 OS) will be issued in due course, subject to prescriptions concerning 
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of 
the application. 
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE 

In Re the Application of: 

Melvyn Morris 

Serial No.: 13/543,866 

Filed: July 8, 2012 

Atty. File No.: 6890-93-CON 

Entitled: "Methods and Apparatus for Dealing 
With Malware" 

Commissioner for Patents 
P.O. Box 1450 
Alexandria, VA 22313-1450 

Dear Commissioner: 

) 
) 
) 
) 
) 
) 
) 
) 
) 
) 

Group Art Unit: 2431 

Confirmation No.: 7855 

Examiner: 

INFORMATION DISCLOSURE 
STATEMENT 

Electronically Submitted 

The references cited on attached Form PTO/SB08 are being called to the attention of the 

Examiner. 

D Copies of the cited non-patent and/or foreign references are enclosed herewith. 

D Copies of the cited U.S. patents and/or patent applications are enclosed herewith. 

[8J Copies of the cited U.S. patents/unpublished patent applications/patent application 

publications are not enclosed in accordance with 37 C.F.R. § l.98(a). 

[8J Copies of the cited references 30 - 61 are not enclosed, in accordance with 37 C.F.R. 

§ l.98(d), because the references were cited by or submitted to the U.S. Patent and Trademark 

Office in prior application Serial No. 11/477,807 filed 06/30/06, which is relied upon for an 

earlier filing date under 35 U.S.C. § 120. 

[8J To the best of applicants' belief, the pertinence of the foreign-language references is 

believed to be summarized in the attached English abstracts and/or in the figures, although 

applicants do not necessarily vouch for the accuracy of the translation. 

[8J Examiner's attention is drawn to the following related applications: 

• Serial No. 11/477,807 filed 06/30/06 (Attorney's Ref. No. 6890-93) 

• Serial No. 13/543,865 filed 07/08/12 (Attorney's Ref. No. 6890-93-DIV) 

D Other: __________________________ _ 

Submission of the above information is not intended as an admission that any item is 

citable under the statutes or rules to support a rejection, that any item disclosed represents 

analogous art, or that those skilled in the art would refer to or recognize the pertinence of any 

reference without the benefit of hindsight, nor should an inference be drawn as to the pertinence 
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of the references based on the order in which they are presented. Submission of this statement 

should not be taken as an indication that a search has been conducted, or that no better art exists. 

It is respectfully requested that the cited information be expressly considered during the 

prosecution of this application and the references made of record therein. 

□ 

□ 

FEES 
37 CFR 1.97(b): No fee is believed due in connection with this submission, because the information disclosure statement 
submitted herewith is satisfied by one of the following conditions ("X" indicates satisfaction): 

D Within three months of the filing date of a national application other than a continued prosecution 

□ 

~ 

□ 

application under 37 CFR l.53(d), or 

Within three months of the date of entry of the national stage as set forth in§ 1.491 in an international 
application, or 

Before the mailing date of a first Office Action on the merits, or 

Before the mailing of a first Office action after the filing of a request for continued examination under 
37 CFR 1.114. 

Although no fee is believed due, if any fee is deemed due in connection with this submission, please charge such fee to 
Deposit Account 19-1970. 

37 CFR 1.97(c): The information disclosure statement transmitted herewith is being filed after all the above conditions (37 
CFR l.97(b)), but before the mailing date of any one of the following conditions: 

(!) a final action under 37 C.F.R. 1.113, or 
(2) a notice of allowance under 37 C.F.R. 1.311, or 
(3) an action that otherwise closes prosecution in the application. 

This Information Disclosure Statement is accompanied by: 

D A Certification (below) as specified by 37 C.F.R. l.97(e). Although no fee is believed due, if any fee is deemed 
due in connection with this submission, please charge such fee to Deposit Account 19-1970. 

OR 

D Please charge Deposit Account 19-1970 in the amount of $180.00 for the fee set forth in 37 C.F.R. l.17(p) for 
submission of an information disclosure statement. Please credit any overpayment or charge any underpayment to Deposit 
Account 19-1970. 

37 CFR l.97(d): This Information Disclosure Statement is being submitted after the period specified in 37 CFR l .97(c). 

D This information Disclosure Statement includes a Certification (below) as specified by 37 C.F.R. l .97(e) 
AND 

D Applicants hereby requests consideration of the reference(s) disclosed herein. Please charge Deposit Account 19-
1970 in the amount of$180.00 under 37 C.F.R. I.I 7(p). Please credit any overpayment or charge any underpayment to 
Deposit Account 19-1970. Election to pay the fee should not be taken as an indication that applicant(s) cannot execute a 
certification. 
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Certification (37 C.F.R. 1.97(e)) 
(Applicable only if checked) 

D The undersigned certifies that: 
D Each item of information contained in this information disclosure statement was 

first cited in any communication from a foreign patent office in a counterpart foreign 
application not more than three months prior to the filing of this statement. 3 7 C.F .R. 
l.97(e)(l). 

DA copy of the communication from the foreign patent office is enclosed. 

OR 

D No item of information contained in this information disclosure statement was 
cited in a communication from a foreign patent office in a counterpaii foreign 
application, and, to the knowledge of the undersigned after making reasonable 
inquity, no item of information contained in this Information Disclosure Statement 
was known to any individual designated in 37 C.F.R. l.56(c) more than three months 
prior to the filing of this statement. 37 C.F.R. l.97(e)(2). 

Date: _J ~ ,, L--4 1 'Lo r 'J. 
) 

Respectfully submitted, 

SHERIDAN ROSS P .C. 

By: 

3 

Bradle)'I ~ r&ipper' 
Kegistration No. 44189 
1560 Broadway, Suite 1200 
Denver, Colorado 80202-5141 
(303) 863-9700 
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Office Action Summary 

Application No. 

13/543,866 

Examiner 

CORDELIA ZECHER 

Applicant(s) 

MORRIS ET AL. 

Art Unit 

2432 

-- The MAILING DA TE of this communication appears on the cover sheet with the correspondence address -­
Period for Reply 

A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE ;J. MONTH(S) OR THIRTY (30) DAYS, 
WHICHEVER IS LONGER, FROM THE MAILING DATE OF THIS COMMUNICATION. 

Extensions of time may be available under the provisions of 37 CFR 1.136(a). In no event, however, may a reply be timely filed 
after SIX (6) MONTHS from the mailing date of this communication. 
If NO period for reply is specified above, the maximum statutory period will apply and will expire SIX (6) MONTHS from the mailing date of this communication. 
Failure to reply within the set or extended period for reply will, by statute, cause the application to become ABANDONED (35 U.S.C. § 133). 
Any reply received by the Office later than three months after the mailing date of this communication, even if timely filed, may reduce any 
earned patent term adjustment. See 37 CFR 1.704(b). 

Status 

1 )IZI Responsive to communication(s) filed on 08 Julv 2012. 

2a)D This action is FINAL. 2b)[8J This action is non-final. 

3)0 An election was made by the applicant in response to a restriction requirement set forth during the interview on 

__ ; the restriction requirement and election have been incorporated into this action. 

4)0 Since this application is in condition for allowance except for formal matters, prosecution as to the merits is 

closed in accordance with the practice under Ex parte Quayle, 1935 C.D. 11, 453 O.G. 213. 

Disposition of Claims 

5)1Zl Claim(s) 1-29 is/are pending in the application. 

5a) Of the above claim(s) __ is/are withdrawn from consideration. 

6)0 Claim(s) __ is/are allowed. 

7)[8J Claim(s) 1-29 is/are rejected. 

8)0 Claim(s) __ is/are objected to. 

9)0 Claim(s) __ are subject to restriction and/or election requirement. 

* If any claims have been determined allowable, you may be eligible to benefit from the Patent Prosecution Highway 
program at a participating intellectual property office for the corresponding application. For more information, please see 
http://www.uspto.gov/patents/init events/ooh/index.isg_ or send an inquiry to PPHfeedback@uspto.gov. 

Application Papers 

1 0)IZI The specification is objected to by the Examiner. 

11 )IZI The drawing(s) filed on 08 Julv 2012 is/are: a)D accepted or b)IZI objected to by the Examiner. 

Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1.85(a). 

Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1.121 (d). 

Priority under 35 U.S.C. § 119 

12)[8J Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f). 

a)IZI All b)D Some * c)D None of: 

1.0 Certified copies of the priority documents have been received. 

2.IZ! Certified copies of the priority documents have been received in Application No. 11 /477 807. 

3.0 Copies of the certified copies of the priority documents have been received in this National Stage 

application from the International Bureau (PCT Rule 17.2(a)). 

* See the attached detailed Office action for a list of the certified copies not received. 

Attachment{s) 

1) [8J Notice of References Cited (PTO-892) 

2) [8J Information Disclosure Statement(s) (PTO/SB/08) 
Paper No(s)/Mail Date __ . 

U.S. Patent and Trademark Office 

PTOL-326 (Rev. 09-12) 

3) D Interview Summary (PTO-413) 
Paper No(s)/Mail Date. __ . 

4) D Other: __ . 

Office Action Summary Part of Paper No./Mail Date 20130314 IPR2023-00556 
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This action is responsive to the non-provisional application filed on July 8, 2012. 

Claims 1 - 29 are pending. Claims 1 and 15 are independent. 

Drawings 

The drawings are objected to because Figure 1 is an informal drawing and 

difficult to read. Corrected drawing sheets in compliance with 37 CFR 1.121 (d) are 

required in reply to the Office action to avoid abandonment of the application. Any 

amended replacement drawing sheet should include all of the figures appearing on the 

immediate prior version of the sheet, even if only one figure is being amended. The 

figure or figure number of an amended drawing should not be labeled as "amended." If 

a drawing figure is to be canceled, the appropriate figure must be removed from the 

replacement sheet, and where necessary, the remaining figures must be renumbered 

and appropriate changes made to the brief description of the several views of the 

drawings for consistency. Additional replacement sheets may be necessary to show the 

renumbering of the remaining figures. Each drawing sheet submitted after the filing date 

of an application must be labeled in the top margin as either "Replacement Sheet" or 

"New Sheet" pursuant to 37 CFR 1.121 (d). If the changes are not accepted by the 

examiner, the applicant will be notified and informed of any required corrective action in 

the next Office action. The objection to the drawings will not be held in abeyance. 
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The following guidelines illustrate the preferred layout for the specification of a 
utility application. These guidelines are suggested for the applicant's use. 

Arrangement of the Specification 

As provided in 37 CFR 1.77(b), the specification of a utility application should 
include the following sections in order. Each of the lettered items should appear in 
upper case, without underlining or bold type, as a section heading. If no text follows the 
section heading, the phrase "Not Applicable" should follow the section heading: 

(a) TITLE OF THE INVENTION. 
(b) CROSS-REFERENCE TO RELATED APPLICATIONS. 
(c) STATEMENT REGARDING FEDERALLY SPONSORED RESEARCH OR 

DEVELOPMENT. 
(d) THE NAMES OF THE PARTIES TO A JOINT RESEARCH AGREEMENT. 
(e) INCORPORATION-BY-REFERENCE OF MATERIAL SUBMITTED ON A 

COMPACT DISC. 
(f) BACKGROUND OF THE INVENTION. 

(1) Field of the Invention. 
(2) Description of Related Art including information disclosed under 37 
CFR 1.97 and 1.98. 

(g) BRIEF SUMMARY OF THE INVENTION. 
(h) BRIEF DESCRIPTION OF THE SEVERAL VIEWS OF THE DRAWING(S). 
(i) DETAILED DESCRIPTION OF THE INVENTION. 
(j) CLAIM OR CLAIMS (commencing on a separate sheet). 
(k) ABSTRACT OF THE DISCLOSURE (commencing on a separate sheet). 
(I) SEQUENCE LISTING (See MPEP § 2424 and 37 CFR 1.821-1.825. A 

"Sequence Listing" is required on paper if the application discloses a 
nucleotide or amino acid sequence as defined in 37 CFR 1.821 (a) and if 
the required "Sequence Listing" is not submitted as an electronic 
document on compact disc). 

The disclosure is objected to because of the following informalities: The 

specification fails to be separated into the appropriate sections listed above. 

The lengthy specification has not been checked to the extent necessary to 

determine the presence of all possible minor errors. Applicant's cooperation is 
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requested in correcting any errors of which applicant may become aware in the 

specification. 

Appropriate correction is required. 

Claim Rejections - 35 USC § 112 

The following is a quotation of 35 U.S.C. 112(b): 

Page 4 

(B) CONCLUSION.-The specification shall conclude with one or more claims 
particularly pointing out and distinctly claiming the subject matter which the inventor or a 
joint inventor regards as the invention. 

The following is a quotation of 35 U.S.C. 112 (pre-AIA), second paragraph: 

The specification shall conclude with one or more claims particularly pointing out and 
distinctly claiming the subject matter which the applicant regards as his invention. 

Claims 1 and 15 are rejected under 35 U.S.C. 112(b) or 35 U.S.C. 112 (pre-AIA), 

second paragraph, as being indefinite for failing to particularly point out and distinctly 

claim the subject matter which the inventor or a joint inventor, or for pre-AIA the 

applicant regards as the invention. 

Claims 1 and 15 refer to "the information including at least the identify of the 

object". It is unclear if the information includes the identity of the object, how to identify 

the object, or what information. For the purposes of examination it is assumed the 

information includes that actual identity of the object. 

Claim Rejections - 35 USC § 103 

The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 

obviousness rejections set forth in this Office action: 
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(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

The factual inquiries set forth in Graham v. John Deere Co., 383 U.S. 1, 148 

USPQ 459 (1966), that are applied for establishing a background for determining 

obviousness under 35 U.S.C. 103(a) are summarized as follows: 

1. Determining the scope and contents of the prior art. 
2. Ascertaining the differences between the prior art and the claims at issue. 
3. Resolving the level of ordinary skill in the pertinent art. 
4. Considering objective evidence present in the application indicating 

obviousness or nonobviousness. 

Claims 1 -12, 15- 26, and 29 are rejected under 35 U.S.C. 103(a) as being 

unpatentable over Omote US Publication 2006/0085857 A1, and further in view of 

Dozortsev US Publication 2003/0177394 A1. 

Referring to claims 1, 15 and 29, Ornate teaches: 

Receiving data about a computer object, wherein said data includes 

information about events initiated or involving the object when the object is 

created, configured or runs on the respective remote computers, said information 

including at least the identity of the object initiating the event, the event type, and 

the identity of the object or other entity on which the event is being performed 

(paragraphs 39-42). 

Storing at the base computer said data received (paragraph 42-43, and 

51 ). 
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Comparing in the base computer the data about the computer object to 

identify relationships between the object and other objects or entities (paragraphs 

41-42). 

Classifying the computer object as malware on the basis of said 

comparison (paragraphs 63-64). 

Ornate does not explicitly disclose that the received information is for a plurality 

of remote computer. However, Dozortsev discloses suspect signatures are forwarded 

on to the central computer (paragraphs 22 and 45). Ornate and Dozortsev are 

analogous art because they are from the same field of endeavor, virus detection. At the 

time of the invention, it would have been obvious to one of ordinary skill in the art, 

having the teachings of Ornate and Dozortsev before him or her, to modify the network 

virus activity detection system of Ornate to include the central computer of Dozortsev. 

The suggestion/motivation for doing so would have been so that the central computer in 

this way communicates to the client computer the experience of other client computers 

connected to the central computer (paragraph 52). 

Referring to claims 2 and 16, Ornate discloses the relationship is between 

objects related directly, or between objects related via other objects (paragraph 41 ). 

Referring to claims 3 and 17, Ornate discloses an object and other objects are 

found to have a relationship, monitoring those related objects as a homogenous entity 

(paragraph 63). 

Referring to claims 4 and 18, Ornate discloses deducing an object to be malware 

based on the behavior of a related object (paragraph 63). 
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Referring to claims 5 and 19, Ornate discloses if at least one other object to 

which said object is related is classed as malware, then classifying said object as 

malware (paragraphs 78 and 79). In addition, Dozortsev teaches if the object is related 

to a malicious executable code then disabling the executable code (paragraph 25). 

Referring to claims 6 and 20, Ornate discloses said other objects include the 

object or similar objects stored on the computer (paragraph 42). Ornate does not 

explicitly disclose that the received information is for a plurality of remote computer. 

However, Dozortsev discloses suspect signatures are forwarded on to the central 

computer (paragraphs 22 and 45). Ornate and Dozortsev are analogous art because 

they are from the same field of endeavor, virus detection. At the time of the invention, it 

would have been obvious to one of ordinary skill in the art, having the teachings of 

Ornate and Dozortsev before him or her, to modify the network virus activity detection 

system of Ornate to include the central computer of Dozortsev. The 

suggestion/motivation for doing so would have been so that the central computer in this 

way communicates to the client computer the experience of other client computers 

connected to the central computer (paragraph 52). 

Referring to claims 7 and 21, Ornate discloses said other objects include other 

objects that are parent objects or child objects or otherwise process-related objects to 

said object (paragraph 41 and 63). 

Referring to claims 8 and 22, Ornate teaches the data about the computer object 

that is used in the comparison includes the current name of the object (paragraph 40). 

Ornate does not explicitly disclose that the received information is for a plurality of 
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remote computer. However, Dozortsev discloses suspect signatures are forwarded on 

to the central computer (paragraphs 22 and 45). Ornate and Dozortsev are analogous 

art because they are from the same field of endeavor, virus detection. At the time of the 

invention, it would have been obvious to one of ordinary skill in the art, having the 

teachings of Ornate and Dozortsev before him or her, to modify the network virus 

activity detection system of Ornate to include the central computer of Dozortsev. The 

suggestion/motivation for doing so would have been so that the central computer in this 

way communicates to the client computer the experience of other client computers 

connected to the central computer (paragraph 52). 

Referring to claims 9 and 23, Dozortsev discloses the data is sent in the form of 

key that is obtained by a hashing process carried out in respect of the objects on the 

respective remote computers (paragraph 21 ). Ornate and Dozortsev are analogous art 

because they are from the same field of endeavor, virus detection. At the time of the 

invention, it would have been obvious to one of ordinary skill in the art, having the 

teachings of Ornate and Dozortsev before him or her, to modify the network virus 

activity detection system of Ornate to include the unique signature of Dozortsev. The 

suggestion/motivation for doing so would have been to have a unique signature of the 

executable code for comparison (paragraph 21 ). 

Referring to claims 10 and 24, Dozortsev discloses the key has at least one 

component that represents executable instructions contained within or constituted by 

the object (paragraph 21 ). Ornate and Dozortsev are analogous art because they are 

from the same field of endeavor, virus detection. At the time of the invention, it would 
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have been obvious to one of ordinary skill in the art, having the teachings of Ornate and 

Dozortsev before him or her, to modify the network virus activity detection system of 

Ornate to include the unique signature of Dozortsev. The suggestion/motivation for 

doing so would have been to have a unique signature of the executable code for 

comparison (paragraph 21 ). 

Referring to claims 11 and 25, Dozortsev discloses the key has at least one 

component that represents data about said object (paragraph 21 ). Ornate and 

Dozortsev are analogous art because they are from the same field of endeavor, virus 

detection. At the time of the invention, it would have been obvious to one of ordinary 

skill in the art, having the teachings of Ornate and Dozortsev before him or her, to 

modify the network virus activity detection system of Ornate to include the unique 

signature of Dozortsev. The suggestion/motivation for doing so would have been to 

have a unique signature of the executable code for comparison (paragraph 21 ). 

Referring to claims 12 and 26, Ornate discloses said data about said object 

includes the current name of the object (paragraph 40). 

Claims 13, and 27 are rejected under 35 U.S.C. 103(a) as being unpatentable 

over Omote in view of Dozortsev as applied above, and further in view of Barton 

et al's US Publication 2005/0021994 A1. 

Ornate in view of Dozortsev discloses all the limitations of the parent claims. 

Ornate in view of Dozortsev does not explicitly disclose the data about the object 

including the size of the object. However, Barton discloses indicating for the object the 
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file name, size and location (pages 2-3, paragraph 39). Ornate in view of Dozortsev and 

Barton are analogous art because they are from the same field of endeavor, malware 

detection. At the time of the invention, it would have been obvious to one of ordinary 

skill in the art, having the teachings of Ornate in view of Dozortsev and Barton before 

him or her, to modify the rules of Ornate in view of Dozortsev to include the data size of 

Barton. The suggestion/motivation for doing so would have been the characteristics are 

strongly indicative of a particular file being one of the candidates (page 1, paragraph 

14). 

Claims 14 and 28 are rejected under 35 U.S.C. 103(a) as being unpatentable 

over Omote in view of Dozortsev, as applied above, and further in view of Kester 

et al US Publication 2005/0210035 A1. 

Ornate in view of Dozortsev teaches all the limitations of the parent claim, and 

initially classifying an object as not malware, and changing the status of the object after 

an investigation (Dozortsev, paragraphs 37-41 ). Ornate in view of Dozortsev does not 

explicitly disclose generating a mask for said object that defines acceptable behaviour 

for the object, and monitoring operation of the object on at least one of the remote 

computers and reclassifying the object as malware if the actual monitored behaviour 

extends beyond that permitted by the mask. However, Kester discloses determining 

access privileges for an application based on the expected network behavior of an 

application (paragraph 43), and then monitoring the behavior of an application based on 

access privileges(paragraphs 41, 55 and 56). 
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Ornate in view of Dozortsev and Kester are from the same field of endeavor, 

malware. At the time of invention, it would have been obvious to one of ordinary skill in 

the art to modify the investigation of Ornate in view of Dozortsev to include the 

privileges based on behavior of Kester. The suggestion for doing so would have been 

for the system to be able to keep or change a previous access privilege based on the 

subsequent activity of an application (paragraph 41 ). 

Conclusion 

Any inquiry concerning this communication or earlier communications from the 

examiner should be directed to CORDELIA ZECHER whose telephone number is 

(571 )272-7771. The examiner can normally be reached on Monday - Thursday 8:00 -

5:00 EST. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 

supervisor, Gilberto Barron can be reached on 571-272-3799. The fax phone number 

for the organization where this application or proceeding is assigned is 571-273-8300. 
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Information regarding the status of an application may be obtained from the 

Patent Application Information Retrieval (PAIR) system. Status information for 

published applications may be obtained from either Private PAIR or Public PAIR. 

Status information for unpublished applications is available through Private PAIR only. 

For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 

you have questions on access to the Private PAIR system, contact the Electronic 

Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 

USPTO Customer Service Representative or access to the automated information 

system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 

/CORDELIA ZECHER/ 
Primary Examiner, Art Unit 2432 
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE 

In Re the Application of: 

Melvyn Morris 

Serial No.: 13/543,866 

Filed: July 8, 2012 

Atty. File No.: 6890-93-CON 

Entitled: "Methods and Apparatus for Dealing 
With Malware" 

Commissioner for Patents 
P.O. Box 1450 
Alexandria, VA 22313-1450 

Dear Commissioner: 

) 
) 
) 
) 
) 
) 
) 
) 
) 
) 

Group Art Unit: 2432 

Confirmation No.: 7855 

Examiner: Cordelia P .K. Zecher 

SUPPLEMENT AL 
INFORMATION DISCLOSURE 

STATEMENT 

Electronically Submitted 

The references cited on attached Form PTO/SB08 are being called to the attention of the 

Examiner. 

~ 
□ 

Copies of the cited non-patent and/or foreign references are enclosed herewith. 

Copies of the cited U.S. patents and/or patent applications are enclosed herewith. 

~ Copies of the cited U.S. patents/patent application publications are not enclosed m 

accordance with 37 C.F.R. § l.98(a). 

□ Copies of the cited references are not enclosed, in accordance with 3 7 C.F .R. § 1. 98( d), 

because the references were cited by or submitted to the U.S. Patent and Trademark Office in 

prior application Serial No. _____ filed _______ , which is relied upon for an 

earlier filing date under 35 U.S.C. § 120. 

D To the best of applicants' belief, the pertinence of the foreign-language references is 

believed to be summarized in the attached English abstracts and/or in the figures, although 

applicants do not necessarily vouch for the accuracy of the translation. 

□ Examiner's attention is drawn to the following related applications: 

Serial No. ____ filed ____ (Attorney Ref No. ___ ) 

Serial No. ____ filed ____ (Attorney Ref No. ___ ) 

D Other: ___________________________ _ 

Submission of the above information is not intended as an admission that any item is 

citable under the statutes or rules to support a rejection, that any item disclosed represents 

analogous art, or that those skilled in the art would refer to or recognize the pertinence of any 

reference without the benefit of hindsight, nor should an inference be drawn as to the pertinence 

1 
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of the references based on the order in which they are presented. Submission of this statement 

should not be taken as an indication that a search has been conducted, or that no better art exists. 

It is respectfully requested that the cited information be expressly considered during the 

prosecution of this application and the references made of record therein. 

□ 

□ 

FEES 
37 CFR 1.97(b): No fee is believed due in connection with this submission, because the information disclosure statement 
submitted herewith is satisfied by one of the following conditions ("X" indicates satisfaction): 

D Within three months of the filing date of a national application other than a continued prosecution 

□ 

□ 

□ 

application under 37 CFR l.53(d), or 

Within three months of the date of entry of the national stage as set forth in§ 1.491 in an international 
application, or 

Before the mailing date of a first Office Action on the merits, or 

Before the mailing of a first Office action after the filing of a request for continued examination under 
37CFR1.114. 

Although no fee is believed due, if any fee is deemed due in connection with this submission, please charge such fee to 
Deposit Account 19-1970. 

37 CFR 1.97(c): The information disclosure statement transmitted herewith is being filed after all the above conditions (37 
CFR l.97(b )), but before the mailing date of any one of the following conditions: 

(1) a final action under 37 C.F.R. 1.113, or 
(2) a notice of allowance under 37 C.F.R. 1.311, or 
(3) an action that otherwise closes prosecution in the application. 

This Information Disclosure Statement is accompanied by: 

D A Certification (below) as specified by 37 C.F.R. l.97(e). Although no fee is believed due, if any fee is deemed 
due in connection with this submission, please charge such fee to Deposit Account 19-1970. 

OR 

~ Please charge Deposit Account 19-1970 in the amount of $180.00 for the fee set forth in 37 C.F.R. l. l 7(p) for 
submission of an information disclosure statement. Please credit any overpayment or charge any underpayment to Deposit 
Account 19-1970. 

37 CFR 1.97(d): This Information Disclosure Statement is being submitted after the period specified in 37 CFR l.97(c). 

D This information Disclosure Statement includes a Certification (below) as specified by 37 C.F.R. l.97(e) 
AND 

D Applicants hereby requests consideration of the reference(s) disclosed herein. Please charge Deposit Account 19-
1970 in the amount of $180.00 under 37 C.F.R. l. l 7(p). Please credit any overpayment or charge any underpayment to 
Deposit Account 19-1970. Election to pay the fee should not be taken as an indication that applicant(s) cannot execute a 
certification. 
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Certification (37 C.F.R. 1.97(e)) 
(Applicable only if checked) 

D The undersigned certifies that: 
D Each item of information contained in this information disclosure statement was 

first cited in any communication from a foreign patent office in a counterpart foreign 
application not more than three months prior to the filing of this statement. 37 C.F.R. 
l.97(e)(l). 

D A copy of the communication from the foreign patent office is enclosed. 

OR 

D No item of information contained in this information disclosure statement was 
cited in a communication from a foreign patent office in a counterpart foreign 
application, and, to the knowledge of the undersigned after making reasonable 
inquiry, no item of information contained in this Information Disclosure Statement 
was known to any individual designated in 37 C.F.R. l.56(c) more than three months 
prior to the filing of this statement. 37 C.F.R. l.97(e)(2). 

Date: June 20 2013 ----~-------

Respectfully submitted, 

SHERIDAN ROSS P.C. 

By: 

3 

/Brent R. Lindon/ 
Brent R. Lindon 
Registration No. 67424 
1560 Broadway, Suite 1200 
Denver, Colorado 80202-5141 
(303) 863-9700 
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE 

In Re the Application of: Melvyn Morris 

Application No.: 13/543,866 

Filed: July 08, 2012 

Atty. File No.: 6890-93-CON 

For: Methods and Apparatus for Dealing with 
Malware 

~ Group Art Unit: 2432 

~ Examiner: Zecher, Cordelia PK 

~ Confirmation No.: 7855 

) 
) 
) 
) 
) 
) 
) 
) 

CERTIFICATE OF TRANSMISSION 

I HEREBY CERTIFY THAT THIS CORRESPONDENCE 
IS BEING TRANSMITTED VIA THE U.S. PATENT AND 
TRADEMARK OFFICE ELECTRONIC FILING SYSTEM 
(EFS-WEB) ON 

JUNE 24, 2013 

SHERIDAN ROSS P.C. 

) BY: BRENT R. LINDON ___ ... ,, 

) SIGNATURE: 

) 
) 
) ~--------~ 

AMENDMENT AND RESPONSE 

Commissioner for Patents 
P.O. Box 1450 
Alexandria, VA 22313-1450 

Commissioner: 

Applicant submits this Amendment and Response to address the Office Action having a 

mailing date of March 22, 2013. Although Applicant believes that no additional fees are due in 

connection with filing this Amendment and Response, please credit any overpayment or charge 

any underpayment to Deposit Account No. 19-1970. 

Please amend the above-identified patent application as follows: 

Amendments to the Claims are shown in the listing of claims which begins on page 2 of 

this paper. 

Amendments to the Drawings being on page 8 of this paper. 

Remarks begin on page 9 of this paper. 
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Amendments to the Claims: 

This listing of claims will replace all prior versions, and listings, of claims in the 

application: 

Listing of Claims: 

1. (Currently Amended) A method of classifying a computer object as malware, the 

method comprising: 

at a base computer, receiving data about a computer object from each of plural remote 

computers on which the object or similar objects are stored, wherein said data includes 

information about events initiated or involving the object when the object is created, configured 

or runs on the respective remote computers, said information including at least the identify 

identity of the object initiating the event, the event type, and the identity of the object or other 

entity on which the event is being performed; 

storing at the base computer said data received from plural remote computers; 

comparing in the base computer the data about the computer object received from the 

plural computers to identify relationships between the object and other objects or entities; and, 

classifying the computer object as malware on the basis of said comparison. 

2. (Previously Presented) A method according to claim 1, wherein the relationship is 

between objects related directly, or between objects related via other objects. 

3. (Previously Presented) A method according to claim 1, wherein where an object 

and other objects are found to have a relationship, monitoring those related objects as a 

homogenous entity. 

4. (Previously Presented) A method according to claim 1, comprising deducing an 

object to be malware based on the behaviour of a related object. 
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5. (Previously Presented) A method according to claim 1, wherein if at least one 

other object to which said object is related is classed as malware, then classifying said object as 

malware. 

6. (Previously Presented) A method according to claim 1, wherein said other objects 

include the object or similar objects stored on at least some of the remote computers. 

7. (Previously Presented) A method according to claim 1, wherein said other objects 

include other objects that are parent objects or child objects or otherwise process-related objects 

to said object. 

8. (Previously Presented) A method according to claim 1, wherein the data about the 

computer object that is sent from the plural remote computers to the base computer and that is 

used in the comparison includes one or more of: executable instructions contained within or 

constituted by the object; 

the size of the object; the current name of the object; 

the physical and folder location of the object on disk; 

the original name of the object; 

the creation and modification dates of the object; 

vendor, product and version and any other information stored within the object; and, 

the object header or header held by the remote computer. 

9. (Previously Presented) A method according to claim 1, wherein the data is sent in 

the form of key that is obtained by a hashing process carried out in respect of the objects on the 

respective remote computers. 

10. (Previously Presented) A method according to claim 9, wherein the key has at 

least one component that represents executable instructions contained within or constituted by 

the object. 
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11. (Previously Presented) A method according to claim 9, wherein the key has at 

least one component that represents data about said object. 

12. (Previously Presented) A method according to claim 11, wherein said data about 

said object includes at least one of: 

the current name of the object; 

the physical and folder location of the object on disk; 

the original name of the object; 

the creation and modification dates of the object; 

vendor, product and version and any other information stored within the object; 

the object header or header held by the remote computer; and, 

events initiated by or involving the object when the object is created, configured or runs 

on the respective remote computers. 

13. (Previously Presented) A method according to claim 9, wherein the key has at 

least one component that represents the physical size of the object. 

14. (Previously Presented) A method according to claim 1, comprising initially 

classifying an object as not malware, generating a mask for said object that defines acceptable 

behaviour for the object, and comprising monitoring operation of the object on at least one of the 

remote computers and reclassifying the object as malware if the actual monitored behaviour 

extends beyond that permitted by the mask. 

15. (Currently Amended) Apparatus for classifying a computer object as malware, the 

apparatus comprising: 

a base computer constructed and arranged to receive data about a computer object from 

each of plural remote computers on which the object or similar objects are stored, wherein said 

data includes information about events initiated or involving the object when the object is 

created, configured or runs on the respective remote computers, said information including at 

least the identify identity of the object initiating the event, the event type, and the identity of the 

object or other entity on which the event is being performed; 
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the base computer being constructed and arranged to compare the data about the 

computer object received from said plural computers to identify relationships between the object 

and other objects or entities; and, 

the base computer being constructed and arranged to classify the computer object as 

malware on the basis of said comparison. 

16. (Previously Presented) Apparatus according to claim 15, wherein the base 

computer is constructed and arranged so as to identify the relationship between objects related 

directly, or between objects related via other objects. 

17. (Previously Presented) Apparatus according to claim 15, wherein the base 

computer is constructed and arranged so as, where an object and other objects are found to have 

a relationship, to monitoring those related objects as a homogenous entity. 

18. (Previously Presented) Apparatus according to claim 15, wherein the base 

computer is constructed and arranged so as to deduce an object to be malware based on the 

behaviour of a related object. 

19. (Previously Presented) Apparatus according to claim 15, wherein the base 

computer is constructed and arranged so that if at least one other object to which said object is 

related is classed as malware, then said object is classified as malware. 

20. (Previously Presented) Apparatus according to claim 15, wherein the base 

computer is constructed and arranged so that said other objects include the object or similar 

objects stored on at least some of said remote computers. 

21. (Previously Presented) Apparatus according to claim 15, wherein the base 

computer is constructed and arranged so that said other objects include other objects that are 

parent objects or child objects or otherwise process-related objects to said object. 
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22. (Previously Presented) Apparatus according to claim 15, wherein the base 

computer is constructed and arranged so as to compare the data where the data includes one or 

more of: 

executable instructions contained within or constituted by the object; 

the size of the object; the current name of the object; 

the physical and folder location of the object on disk; 

the original name of the object; 

the creation and modification dates of the object; 

vendor, product and version and any other information stored within the object; and, 

the object header or header held by the remote computer. 

23. (Previously Presented) Apparatus according to claim 15, wherein the base 

computer is constructed and arranged so as to be able to process data that is sent in the form of 

key that is obtained by a hashing process carried out in respect of the objects on said respective 

remote computers. 

24. (Previously Presented) Apparatus according to claim 23, wherein the key has at 

least one component that represents executable instructions contained within or constituted by 

the object. 

25. (Previously Presented) Apparatus according to claim 23, wherein the key has at 

least one component that represents data about said object. 

26. (Previously Presented) Apparatus according to claim 25, wherein said data about 

said object includes at least one of: the current name of the object; 

the physical and folder location of the object on disk; 

the original name of the object; 

the creation and modification dates of the object; 

vendor, product and version and any other information stored within the object; 

the object header or header held by the remote computer; and, 
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events initiated by or involving the object when the object is created, configured or runs 

on the respective remote computers. 

27. (Previously Presented) Apparatus according to claim 23, wherein the key has at 

least one component that represents the physical size of the object. 

28. (Previously Presented) Apparatus according to claim 15, wherein the base 

computer is constructed and arranged to generate a mask for an object that is initially classed not 

as malware, said mask defining acceptable behaviour for the object, and the base computer is 

constructed and arranged to monitor operation of the object on at least one of the remote 

computers and to reclassify the object as malware if the actual monitored behaviour extends 

beyond that permitted by the mask. 

29. (Previously Presented) A computer program recorded on non-transitory computer 

readable medium comprising program instructions for causing a computer to perform the method 

of claim 1. 
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AMENDMENTS TO THE DRAWINGS 

In response to the Office Action dated March 22, 2013, in connection with the above-identified 

patent application, enclosed for filing with said application are three sheets of formal drawings 

illustrating Figs. 1-4 of the application. Figs. 1-4 constitute all of the drawings in the application. 
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REMARKS 

Applicant respectfully requests reconsideration of this application as amended. Claims 1 

and 15 have been amended, without intending to abandon or to dedicate to the public any 

patentable subject matter. Accordingly, claims 1-29 are currently pending. 

Drawings 

In response to the Office Action dated March 22, 2013, in connection with the above-identified 

patent application, enclosed for filing with said application are three sheets of formal drawings 

illustrating Figs. 1-4 of the application. Figs. 1-4 constitute all of the drawings in the application. 

Specification 

In response to the Office Action dated March 22, 2013, the Office Action correctly characterizes 

the arrangement specified in 37 C.F.R. 1.77(b) as "guidelines" of a "preferred" layout that is 

"suggested" for the Applicant's use. Thus, the Office Action itself acknowledges that the 

arrangement is discretionary on the part of the Applicant. In this case, Applicant declines the 

suggestion in the Office Action. 

Claim Rejections Under 35 U.S.C. § 112 

Claims 1 and 15 were rejected under 35 U.S.C. 112(b) or 35 U.S.C. 112 (pre-AIA), second 

paragraph, as being indefinite for failing to particularly point out and distinctly claim the subject 

matter which the inventor or a joint inventor, or for pre-AIA the applicant regards as the 

invention. Claims 1 and 15 have been amended and therefore, are believed to overcome this 

rejection. Accordingly, Applicant respectfully requests reconsideration and withdrawal of the 

rejection of the claims 1 and 15 be withdrawn. 

Claim Rejections Under 35 U.S.C. § 103 

Claims 1-12, 15-26, and 29 have been rejected under 35 U.S.C. § 103(a) as being unpatentable 

over U.S. Patent Publication No. 2006/0085857 Al to Omote et al. (hereinafter "Omote") and 

further in view of U.S. Publication No. 2003/0177394 Al to Dozortsev (hereinafter 

"Dozortsev"). Claims 13 and 27 have been rejected under 35 U.S.C. § 103(a) as being 

unpatentable over Omote in view ofDozortsev and further in view of U.S. Patent Publication 
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No. 2005/0021994 Al to Barton et al. (hereinafter "Barton"). Claims 14 and 28 have been 

rejected under 35 U.S.C. § 103(a) as being unpatentable over Omote in view ofDozortsev and 

further in view of U.S. Patent Publication No. 2005/0210035 Al to Kester et al. (hereinafter 

"Kester"). When determining whether a claim is obvious under 35 U.S.C. § 103, an examiner 

must make "a searching comparison of the claimed invention - including all its limitations -

with the teaching of the prior art." In re Ochiai, 71 F.3d 1565, 1572 (Fed. Cir. 1995) (emphasis 

added). Thus, "obviousness requires a suggestion of all limitations in a claim." CFMT, Inc. v. 

Yieldup Intern. Corp., 349 F.3d 1333, 1342 (Fed. Cir. 2003) (citing In re Royka, 490 F.2d 981, 

985 ( CCP A 197 4) (holding that to establish prima facie obviousness of a claimed invention, all 

the claim features must be taught or suggested by the prior art)). However, whether considered 

alone or in combination, the cited references do not disclose a method comprising: at a base 

computer, receiving data about a computer object from each of plural remote computers on 

which the object or similar objects are stored, wherein said data includes information about 

events initiated or involving the object when the object is created, configured or runs on the 

respective remote computers, said information including at least the identify identity of the 

object initiating the event, the event type, and the identity of the object or other entity on which 

the event is being performed; storing at the base computer said data received from plural remote 

computers; comparing in the base computer the data about the computer object received from the 

plural computers to identify relationships between the object and other objects or entities; and 

classifying the computer object as malware on the basis of said comparison as claimed. In 

particular, the cited references do not teach, suggest or describe at least comparing in the base 

computer the data about the computer object received from the plural computers to identify 

relationships between the object and other objects or entities. Accordingly, the rejections of the 

claims as anticipated by or obvious in view of the cited references should be reconsidered and 

withdrawn. 

The Claimed Invention 

The claimed invention generally relates to classifying a computer object as malware which 

includes receiving data about a computer object from each of plural remote computers on which 

the object or similar objects are stored; such data may be stored in a community database which 

provides an extensive corollary of an object's creation, configuration, execution, behavior, 
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identities, and relationships to other objects that either act upon it or are acted upon by it. The 

stored data may then be compared to identify relationships between the obj et and other objects or 

entities. Based on this comparison, the computer object may be classified as malware. 

The Omote Reference 

The Omote reference is generally directed to generating process tree information and then using 

the process tree information for determining whether or not the process to be discriminated is an 

illegal process. See e.g., Omote, ,i 003 7, ,i 0041. Specifically, "discrimination rule information 

based on the hierarchical relationship among processes is stored to designate common behavior 

to illegal processes so that it can be determined whether or not a process being operated in a 

computer is an illegal process by the activities of a virus." See e.g., Omotoe, ,i 0013. That is, 

Omote makes no mention of at least comparing in the base computer the data about the computer 

object received from the plural computers and then classifying the computer object as malware 

on the basis of said comparison. Indeed, the Office states that "Omote does not explicitly 

disclose that the received information is for a plurality of remote computer." See e.g, Office 

Action dated March 22, 2013, page 6. Thus, the Office relies upon Dozortsev to teach this 

feature. 

The Dozortsev Reference 

The Dozortsev reference is generally directed to a central computer, including a database that is 

adapted to "store and analyze a plurality of executable code signatures, including signatures of 

malicious, legitimate, those executable codes identity of which is being investigated ant hose that 

have not been received for an investigation." See e.g., Dozortsev, Abstract. Specifically, 

"[ u ]pon detection of the occurrence of a potentially dangerous event, the monitoring software 

pinpoints the executable code responsible for it. Once the executable code is pinpointed, the 

monitoring application creates a unique suspect signature (using MD5 or another algorithm) for 

that module or a corresponding file and then transmits the suspect signature to the central 

computer." See e.g., Dozortsev, ,i 0021. Additionally, paragraph [0045] of Dozortsev provides: 

If the signature doesn't match an entry in the local database, it is then forwarded for 
comparison to the central computer 165 and subsequent events are then identical to those 
described above with respect to the first working session with like numerals denoting like 
steps of FIG. 1. The analysis of the suspect signature includes comparison of the suspect 
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signature with the plurality of signatures stored in the database. If signatures match an 
entry in the database, subsequent steps will depend on how the signature is flagged. It 
must be appreciated that the types and the number of flags in the current invention can be 
more than described here. If the signature is flagged "new, executable code is not 
received" 52, the system will attempt to download the actual suspect executable code 
from the client computer to the central server. If the signature is flagged "received, under 
investigation" 54, the following message is forwarded to the client computer, "The 
executable code is being investigated" 56. If the signature is flagged "legitimate" 58, a 
corresponding message is sent to the client computer and the monitoring software on the 
client computer is commanded to allow the executable code in question to be executed 
and/or an event to proceed 60. If the signature is flagged "malicious" 62, the monitoring 
application receives a command to terminate the event 64. Event termination can be 
accomplished by terminating the process, but it can also be accomplished by a variety of 
temporary or permanent means. The system can also be configured to allow the end user 
to override the system's decision, for instance to allow a "malicious" executable code to 
operate. 

See e.g., Dozortsev, ,i 0021. That is, nowhere does Dozortsev teach at least comparing in the 

base computer the data about the computer object received from the plural computers to identify 

relationships between the object and other objects or entities. Instead, Dozortsev appears to be 

teaching merely matching signatures to determine if a suspect executable code is in the database 

on the central computer. There is no disclosure in Omotoe and Dozortsev, taken alone, or in any 

combination of at least storing at the base computer said data received from plural remote 

computers, comparing in the base computer the data about the computer object received from the 

plural computers to identify relationships between the object and other objects or entities; and 

classifying the computer object as malware on the basis of said comparison, wherein said data 

includes information about events initiated or involving the object when the object is created, 

configured or runs on the respective remote computers, said information including at least the 

identity of the object initiating the event, the event type, and the identity of the object or other 

entity on which the event is being performed. This is simply not taught or disclosed by any of 

the cited references. 
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CONCLUSION 

Accordingly, at least based on the above, the independent claim is patentably 

distinguishable from the cited reference. The dependent claims are further distinguishable at 

least based on the above and the additional feature(s) recited therein. 

With all objections and rejections having been overcome, Applicants respectfully submit 

the application is in condition for allowance. Withdrawal of the outstanding rejection and a 

prompt notice of allowance are respectfully solicited. 

Should the Examiner believe anything further is desirable in order to place the 

application in even better condition for allowance, the Examiner is encouraged to contact 

Applicant's undersigned representative at the telephone number listed below. 

The Commissioner is hereby authorized to charge to deposit account number 19-1970 

any fees under 3 7 CFR § 1.16 and 1.17 that may be required by this paper and to credit any 

overpayment to that Account. If any extension of time is required in connection with the filing 

of this paper and has not been separately requested, such extension is hereby Petitioned. 

Date: June 24 2013 

Respectfully submitted, 

SHERIDAN ROSS P.C. 

By: /Brent R. Lindon/ 
Brent R. Lindon 
Reg. No. 67.424 

13 

1560 Broadway, Suite 1200 
Denver, Colorado 80202 
Telephone: 303-863-9700 

Attorney Docket No.: 6890-93-CON 

IPR2023-00556 
CrowdStrike EX1002 Page 144



4 5 

6 

2 

REPLACEMENT SHEET 

7 

1/3 

INTERNET 
1 

FIG.1 

2 

//' 
/ / 

j l.::::] 

IPR2023-00556 
CrowdStrike EX1002 Page 145



24 

NOT OK 

27 

COPY 
SIG TO t,,11111-_N_O_T O_K--< 
LOCAL 

DB 

REPLACEMENT SHEET 

2/3 

.,.----.,.,.;21 REMOTE COMPUTER 

START 

23 

,;;,,--O_K--1►1 ALLOW TO RUN 

UNKNOWN 

COPY 
->-_O_K _il!ll"'I SIG TO 

LOCAL 
DB 

UNKNOWN 

...----28 

CREATE 
SIG 

26 

COMMUNITY DATABASE 

...----29 
MARK 
SIGAS 
BAD 

...---- 30 ---- 31 
COPY REQUEST 
SIG TO __ COPY OF 
LOCAL FILE FROM -- __ H_A_LT __ 

DB LOCAL PC 

FIG.2 

IPR2023-00556 
CrowdStrike EX1002 Page 146



32 
NO 

ALLOW 
TO RUN 

----j3 
DISPLAY 

REPLACEMENT SHEET 

313 

35 

MONITOR---

YES ALLOW 
TO RUN 

34 

··········· MONITOR 

CREATE 
MASK 

FIG.3 

38 

LOCAL 
SECURITY 
PRODUCTS/ 

\NINDOV\J Id---, 

ON LOCAL 
PC 

VERSIONS/ 
SIGNATURE 
FILES/ETC 

----J4 1 i 

CREATE 
KEY 

WEB SITE l.dll_---1 

FIG.4 

36 

YES 

ALERT 

40 
l,,.,; 

4' 2 _,, 
SEARCH 41 COMMUNITY ~ DB FOR BAD .. 

PROCESSES 
ON THAT 

COMB! NATION 
I 

IPR2023-00556 
CrowdStrike EX1002 Page 147



Electronic Acknowledgement Receipt 

EFSID: 16140863 

Application Number: 13543866 

International Application Number: 

Confirmation Number: 7855 

Title of Invention: METHODS AND APPARATUS FOR DEALING WITH MALWARE 

First Named Inventor/Applicant Name: Melvyn Morris 

Customer Number: 22442 

Filer: Brent Robert Lindon 

Filer Authorized By: 

Attorney Docket Number: 6890-93-CON 

Receipt Date: 25-JUN-2013 

Filing Date: 08-JUL-2012 

Time Stamp: 01:59:07 

Application Type: Utility under 35 USC 111 (a) 

Payment information: 

Submitted with Payment I no 

File Listing: 

Document 
Document Description File Name 

File Size(Bytes)/ Multi Pages 
Number Message Digest Part /.zip (if appl.) 

159114 

1 AMEND_0l.pdf yes 13 
f283b68359166c7659941 a6a 1 07d371 e493 

035cd 

IPR2023-00556 
CrowdStrike EX1002 Page 148



Multipart Description/PDF files in .zip description 

Document Description Start End 

Amendment/Req. Reconsideration-After Non-Final Reject 1 1 

Claims 2 6 

Drawings-only black and white line drawings 7 7 

Applicant Arguments/Remarks Made in an Amendment 8 13 

Warnings: 

Information: 

262130 

2 
Drawings-only black and white line 

FORMAL_FIGS.pdf no 3 
drawings 

103d7cbe07f455f662a25ddad5a3edfcb 1 d 
b90c 

Warnings: 

Information: 

Total Files Size (in bytes) 421244 

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents, 
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a 
Post Card, as described in MPEP 503. 

New A~~lications Under 35 U.S.C. 111 
If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR 
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this 
Acknowledgement Receipt will establish the filing date of the application. 

National Stage of an International A~~lication under 35 U.S.C. 371 
If a timely submission to enter the national stage of an international application is compliant with the conditions of 35 
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a 
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course. 

New International A~~lication Filed with the USPTO as a Receiving Office 
If a new international application is being filed and the international application includes the necessary components for 
an international filing date (see PCT Article 11 and MPEP 181 O), a Notification of the International Application Number 
and of the International Filing Date (Form PCT/RO/1 OS) will be issued in due course, subject to prescriptions concerning 
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of 
the application. 

IPR2023-00556 
CrowdStrike EX1002 Page 149



PTO/SB/06 (07-06) 
Approved for use through 1/31/2007. 0MB 0651-0032 

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid 0MB control number. 

PATENT APPLICATION FEE DETERMINATION RECORD Application or Docket Number Filing Date 

Substitute for Form PTO-875 13/543,866 07/08/2012 □ To be Mailed 

APPLICATION AS FILED- PART I OTHER THAN 

(Column 1) (Column 2) SMALL ENTITY 0 OR SMALL ENTITY 

FOR NUMBER FILED NUMBER EXTRA RATE($) FEE($) RATE($) FEE($) 

□ BASIC FEE N/A N/A N/A N/A 
(37 CFR 1.16(a), (b), or (c)) 

□ SEARCH FEE 
(37 CFR 1.16(k), (i), or (ml) 

N/A N/A N/A N/A 

□ EXAMINATION FEE 
(37 CFR 1.16(0), (p), or (q)) 

N/A N/A N/A N/A 

TOTAL CLAIMS * X $ OR X $ (37 CFR 1.16(i)) minus 20 = = = 

INDEPENDENT CLAIMS 
minus 3 = * X $ X $ (37 CFR 1.16(h)) = = 

If the specification and drawings exceed 100 

□APPLICATION SIZE FEE 
sheets of paper, the application size fee due 
is $250 ($125 for small entity) for each 

(37 CFR 1.16(s)) additional 50 sheets or fraction thereof. See 
35 U.S.C. 41 (a)(1 )(G) and 37 CFR 1.16(s). 

□ MULTIPLE DEPENDENT CLAIM PRESENT (37 CFR 1.16(j)) 

* If the difference in column 1 is less than zero, enter "O" in column 2. TOTAL TOTAL 

APPLICATION AS AMENDED - PART II 
OTHER THAN 

(Column 1) (Column 2) (Column 3) SMALL ENTITY OR SMALL ENTITY 

CLAIMS HIGHEST 

06/25/2013 REMAINING NUMBER PRESENT 
RATE($) 

ADDITIONAL 
RATE($) 

ADDITIONAL 
f-- AFTER PREVIOUSLY EXTRA FEE($) FEE($) 
z AMENDMENT PAID FOR 
w 

Total (37 CFR ~ 1.16(i)) • 26 Minus ** 29 = 0 X $ = OR X $80= 0 
0 

Independent z * 2 Minus ***3 = 0 X $ = OR X $420= 0 w (37 CFR 1 .16fh\\ 

~ D Application Size Fee (37 CFR 1.16(s)) 
<( 

□ FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR 1.16(j)) OR 

TOTAL TOTAL 
ADD'L OR ADD'L 0 
FEE FEE 

(Column 1) (Column 2) (Column 3) 

CLAIMS HIGHEST 
REMAINING NUMBER PRESENT 

RATE($) 
ADDITIONAL 

RATE($) 
ADDITIONAL 

AFTER PREVIOUSLY EXTRA FEE($) FEE($) 

f--
AMENDMENT PAID FOR 

z Total (37 CFR * Minus ** = X $ = OR X $ = w 1.16(i\\ 

~ Independent * Minus *** X $ = OR X $ = 
0 (37 CFR 1.16(hll = 

z D Application Size Fee (37 CFR 1.16(s)) w 
~ 
□ FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR 1.16(j)) <( OR 

TOTAL TOTAL 
ADD'L OR ADD'L 
FEE FEE 

* If the entry in column 1 is less than the entry in column 2, write "0" in column 3. Legal Instrument Examiner: 
** If the "Highest Number Previously Paid For" IN THIS SPACE is less than 20, enter "20". /POLIN ANG/ 
*** If the "Highest Number Previously Paid For" IN THIS SPACE is less than 3, enter "3". 

The "Highest Number Previously Paid For" (Total or Independent) is the highest number found in the appropriate box in column 1. 

This collection of 1nformat1on 1s required by 37 CFR 1.16. The 1nformat1on 1s required to obtain or retain a benefit by the public which 1s to file (and by the US PTO to 
process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 12 minutes to complete, including gathering, 
preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you 
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office, U.S. 
Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS 
ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450. 

If you need assistance in completing the form, call 1-800-PTO-9199 and select option 2. 

IPR2023-00556 
CrowdStrike EX1002 Page 150



UNITED STA IBS p A IBNT AND TRADEMARK OFFICE 

APPLICATION NO. 

13/543,866 

22442 7590 

Sheridan Ross PC 
1560 Broadway 
Suite 1200 
Denver, CO 80202 

FILING DATE FIRST NAMED INVENTOR 

07/08/2012 Melvyn Morris 

07/08/2013 

UNITED STA TES DEPARTMENT OF COMMERCE 
United States Patent and Trademark Office 
Address: COMMISSIONER FOR PATENTS 

P.O. Box 1450 
Alexandria., Virginia 22313-1450 
www.uspto.gov 

ATTORNEY DOCKET NO. CONFIRMATION NO. 

6890-93-CON 7855 

EXAMINER 

ZECHER, CORDELIA P K 

ART UNIT PAPER NUMBER 

2432 

NOTIFICATION DATE DELIVERY MODE 

07/08/2013 ELECTRONIC 

Please find below and/or attached an Office communication concerning this application or proceeding. 

The time period for reply, if any, is set in the attached communication. 

Notice of the Office communication was sent electronically on above-indicated "Notification Date" to the 
following e-mail address(es): 

e-docket@sheridanross.com 
srlaw@sheridanross.com 

PTOL-90A (Rev. 04/07) IPR2023-00556 
CrowdStrike EX1002 Page 151



Applicant-Initiated Interview Summary 

Application No. 

13/543,866 

Examiner 

CORDELIA ZECHER 

All participants (applicant, applicant's representative, PTO personnel): 

(1) CORDELIA ZECHER. 

(2) Brent Linden. 

Date of Interview: 01 Jutv 2013. 

Type: IZI Telephonic D Video Conference 
D Personal [copy given to: D applicant 

Exhibit shown or demonstration conducted: D Yes 
If Yes, brief description: __ . 

(3) __ . 

(4) __ . 

D applicant's representative] 

IZI No. 

Issues Discussed D101 D112 D102 IZl103 □Others 
(For each of the checked box(es) above, please describe below the issue and detailed description of the discussion) 

Claim(s) discussed: 1-

ldentification of prior art discussed: Omote. Dozortsev. 

Substance of Interview 

Applicant(s) 

MORRIS ET AL. 

Art Unit 

2432 

(For each issue discussed, provide a detailed description and indicate if agreement was reached. Some topics may include: identification or clarification of a 
reference or a portion thereof, claim interpretation, proposed amendments, arguments of any applied references etc ... ) 

Possible amendments to clarify the claims were discussed. Specifically clarifying that the pieces of information 
received from the remote computers are associated to assisit in the determining of ma/ware. Such amendments would 
require further search and consideration. 

Applicant recordation instructions: The formal written reply to the last Office action must include the substance of the interview. (See MPEP 
section 713.04 ). If a reply to the last Office action has already been filed, applicant is given a non-extendable period of the longer of one month or 
thirty days from this interview date, or the mailing date of this interview summary form, whichever is later, to file a statement of the substance of the 
interview 

Examiner recordation instructions: Examiners must summarize the substance of any interview of record. A complete and proper recordation of 
the substance of an interview should include the items listed in MPEP 713.04 for complete and proper recordation including the identification of the 
general thrust of each argument or issue discussed, a general indication of any other pertinent matters discussed regarding patentability and the 
general results or outcome of the interview, to include an indication as to whether or not agreement was reached on the issues raised. 

D Attachment 

/CORDELIA ZECHER/ 
Primary Examiner, Art Unit 2432 

U.S. Patent and Trademark Office 

PTOL-413 (Rev. 8/11/2010) Interview Summary Paper No. 20130701 

IPR2023-00556 
CrowdStrike EX1002 Page 152



Summary of Record of Interview Requirements 

Manual of Patent Examining Procedure (MPEP), Section 713.04, Substance of Interview Must be Made of Record 
A complete written statement as to the substance of any face-to-face, video conference, or telephone interview with regard to an application must be made of record in the 
application whether or not an agreement with the examiner was reached at the interview. 

Title 37 Code of Federal Regulations (CFR) § 1.133 Interviews 
Paragraph (b) 

In every instance where reconsideration is requested in view of an interview with an examiner, a complete written statement of the reasons presented at the interview as 
warranting favorable action must be filed by the applicant. An interview does not remove the necessity for reply to Office action as specified in§§ 1.111, 1.135. (35 U.S.C. 132) 

37 CFR §1.2 Business to be transacted in writing. 
All business with the Patent or Trademark Office should be transacted in writing. The personal attendance of applicants or their attorneys or agents at the Patent and 
Trademark Office is unnecessary. The action of the Patent and Trademark Office will be based exclusively on the written record in the Office. No attention will be paid to 
any alleged oral promise, stipulation, or understanding in relation to which there is disagreement or doubt. 

The action of the Patent and Trademark Office cannot be based exclusively on the written record in the Office if that record is itself 
incomplete through the failure to record the substance of interviews. 

It is the responsibility of the applicant or the attorney or agent to make the substance of an interview of record in the application file, unless 
the examiner indicates he or she will do so. It is the examiner's responsibility to see that such a record is made and to correct material inaccuracies 
which bear directly on the question of patentability. 

Examiners must complete an Interview Summary Form for each interview held where a matter of substance has been discussed during the 
interview by checking the appropriate boxes and filling in the blanks. Discussions regarding only procedural matters, directed solely to restriction 
requirements for which interview recordation is otherwise provided for in Section 812.01 of the Manual of Patent Examining Procedure, or pointing 
out typographical errors or unreadable script in Office actions or the like, are excluded from the interview recordation procedures below. Where the 
substance of an interview is completely recorded in an Examiners Amendment, no separate Interview Summary Record is required. 

The Interview Summary Form shall be given an appropriate Paper No., placed in the right hand portion of the file, and listed on the 
"Contents" section of the file wrapper. In a personal interview, a duplicate of the Form is given to the applicant (or attorney or agent) at the 
conclusion of the interview. In the case of a telephone or video-conference interview, the copy is mailed to the applicant's correspondence address 
either with or prior to the next official communication. If additional correspondence from the examiner is not likely before an allowance or if other 
circumstances dictate, the Form should be mailed promptly after the interview rather than with the next official communication. 

The Form provides for recordation of the following information: 
-Application Number (Series Code and Serial Number) 
- Name of applicant 
- Name of examiner 
- Date of interview 
- Type of interview (telephonic, video-conference, or personal) 
- Name of participant(s) (applicant, attorney or agent, examiner, other PTO personnel, etc.) 
-An indication whether or not an exhibit was shown or a demonstration conducted 
-An identification of the specific prior art discussed 
- An indication whether an agreement was reached and if so, a description of the general nature of the agreement (may be by 

attachment of a copy of amendments or claims agreed as being allowable). Note: Agreement as to allowability is tentative and does 
not restrict further action by the examiner to the contrary. 

- The signature of the examiner who conducted the interview (if Form is not an attachment to a signed Office action) 

It is desirable that the examiner orally remind the applicant of his or her obligation to record the substance of the interview of each case. It 
should be noted, however, that the Interview Summary Form will not normally be considered a complete and proper recordation of the interview 
unless it includes, or is supplemented by the applicant or the examiner to include, all of the applicable items required below concerning the 
substance of the interview. 

A complete and proper recordation of the substance of any interview should include at least the following applicable items: 
1) A brief description of the nature of any exhibit shown or any demonstration conducted, 
2) an identification of the claims discussed, 
3) an identification of the specific prior art discussed, 
4) an identification of the principal proposed amendments of a substantive nature discussed, unless these are already described on the 

Interview Summary Form completed by the Examiner, 
5) a brief identification of the general thrust of the principal arguments presented to the examiner, 

(The identification of arguments need not be lengthy or elaborate. A verbatim or highly detailed description of the arguments is not 
required. The identification of the arguments is sufficient if the general nature or thrust of the principal arguments made to the 
examiner can be understood in the context of the application file. Of course, the applicant may desire to emphasize and fully 
describe those arguments which he or she feels were or might be persuasive to the examiner.) 

6) a general indication of any other pertinent matters discussed, and 
7) if appropriate, the general results or outcome of the interview unless already described in the Interview Summary Form completed by 

the examiner. 
Examiners are expected to carefully review the applicant's record of the substance of an interview. If the record is not complete and 

accurate, the examiner will give the applicant an extendable one month time period to correct the record. 

Examiner to Check for Accuracy 

If the claims are allowable for other reasons of record, the examiner should send a letter setting forth the examiner's version of the 
statement attributed to him or her. If the record is complete and accurate, the examiner should place the indication, "Interview Record OK" on the 
paper recording the substance of the interview along with the date and the examiner's initials. 

IPR2023-00556 
CrowdStrike EX1002 Page 153



UNITED STA IBS p A IBNT AND TRADEMARK OFFICE 

APPLICATION NO. 

13/543,866 

22442 7590 

Sheridan Ross PC 
1560 Broadway 
Suite 1200 
Denver, CO 80202 

FILING DATE FIRST NAMED INVENTOR 

07/08/2012 Melvyn Morris 

07/12/2013 

UNITED STA TES DEPARTMENT OF COMMERCE 
United States Patent and Trademark Office 
Address: COMMISSIONER FOR PATENTS 

P.O. Box 1450 
Alexandria., Virginia 22313-1450 
www.uspto.gov 

ATTORNEY DOCKET NO. CONFIRMATION NO. 

6890-93-CON 7855 

EXAMINER 

ZECHER, CORDELIA P K 

ART UNIT PAPER NUMBER 

2432 

NOTIFICATION DATE DELIVERY MODE 

07/12/2013 ELECTRONIC 

Please find below and/or attached an Office communication concerning this application or proceeding. 

The time period for reply, if any, is set in the attached communication. 

Notice of the Office communication was sent electronically on above-indicated "Notification Date" to the 
following e-mail address(es): 

e-docket@sheridanross.com 
srlaw@sheridanross.com 

PTOL-90A (Rev. 04/07) IPR2023-00556 
CrowdStrike EX1002 Page 154



Application No. 
13/543,866 

Applicant(s) 
MORRIS ET AL. 

Office Action Summary Examiner 
CORDELIA ZECHER 

Art Unit 
2432 

AIA (First Inventor to File) 
Status 

No 

-- The MAILING DA TE of this communication appears on the cover sheet with the correspondence address -­
Period for Reply 

A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE .J. MONTH(S) OR THIRTY (30) DAYS, 
WHICHEVER IS LONGER, FROM THE MAILING DATE OF THIS COMMUNICATION. 

Extensions of time may be available under the provisions of 37 CFR 1.136(a). In no event, however, may a reply be timely filed 
after SIX (6) MONTHS from the mailing date of this communication. 
If NO period for reply is specified above, the maximum statutory period will apply and will expire SIX (6) MONTHS from the mailing date of this communication. 
Failure to reply within the set or extended period for reply will, by statute, cause the application to become ABANDONED (35 U.S.C. § 133). 
Any reply received by the Office later than three months after the mailing date of this communication, even if timely filed, may reduce any 
earned patent term adjustment. See 37 CFR 1.704(b). 

Status 
1 )~ Responsive to communication(s) filed on 25 June 2013. 

0 A declaration(s)/affidavit(s) under 37 CFR 1.130(b) was/were filed on __ . 

2a)~ This action is FINAL. 2b)O This action is non-final. 
3)0 An election was made by the applicant in response to a restriction requirement set forth during the interview on 

__ ; the restriction requirement and election have been incorporated into this action. 
4)0 Since this application is in condition for allowance except for formal matters, prosecution as to the merits is 

closed in accordance with the practice under Ex parte Quayle, 1935 G.D. 11, 453 O.G. 213. 

Disposition of Claims 
5)~ Claim(s) 1-29 is/are pending in the application. 

5a) Of the above claim(s) __ is/are withdrawn from consideration. 
6)0 Claim(s) __ is/are allowed. 
7)~ Claim(s) 1-29 is/are rejected. 
8)0 Claim(s) __ is/are objected to. 
9)0 Claim(s) __ are subject to restriction and/or election requirement. 

* If any claims have been determined allowable, you may be eligible to benefit from the Patent Prosecution Highway program at a 

participating intellectual property office for the corresponding application. For more information, please see 

http://www.usoto.gov/patents/init events/pph/index.isp or send an inquiry to PF'Hfeedback(wuspto.aov. 

Application Papers 
10)0 The specification is objected to by the Examiner. 
11 )~ The drawing(s) filed on 25 June 2013 is/are: a)~ accepted or b)O objected to by the Examiner. 

Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1.85(a). 

Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1.121 (d). 

Priority under 35 U.S.C. § 119 
12)0 Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f). 
Certified copies: 

a)O All b)O Some* c)O None of the: 

1.0 
2.0 
3.0 

Certified copies of the priority documents have been received. 
Certified copies of the priority documents have been received in Application No. __ . 
Copies of the certified copies of the priority documents have been received in this National Stage 
application from the International Bureau (PCT Rule 17.2(a)). 

* See the attached detailed Office action for a list of the certified copies not received. 

Attachment{s) 

1) 0 Notice of References Cited (PT0-892) 

2) ~ Information Disclosure Statement(s) (PTO/SB/08) 
Paper No(s)/Mail Date __ . 

U.S. Patent and Trademark Office 
PTOL-326 (Rev. 05-13) Office Action Summary 

3) 0 Interview Summary (PTO-413) 

Paper No(s)/Mail Date. __ . 

4) 0 Other: __ . 

Part of Paper No./Mail Date 20130701A IPR2023-00556 
CrowdStrike EX1002 Page 155



Application/Control Number: 13/543,866 

Art Unit: 2432 

DETAILED ACTION 

Response to Arguments 

Page 2 

Applicant's arguments, see Remarks, filed June 25, 2013, with respect to the 

specification and drawings have been fully considered and are persuasive. The 

objection to the specification and drawings has been withdrawn. 

Applicant's arguments with respect to 112 have been fully considered and are 

persuasive. The 112 rejection of claims 1 - 29 has been withdrawn. 

Applicant's arguments with respect to the 103 rejection have been fully 

considered but they are not persuasive. 

Applicant argues that Dozortsev does not teach or suggest comparing in the 

base computer data about the computer objects received from the plural remote 

computers to identify relationships between the object and other objects or entities. The 

examiner disagrees. The examiner finds that Dozortsev teaches comparing the received 

signature with the stored signature to determine if there is a match (paragraph 36, 

Figure 1, #50). This comparison is determining a relationship between the received 

signature and the stored signature. 

Applicant argues that there is no disclosure in Omotoe and Dozortsev, taken 

alone, or in any combination of at least storing at the base computer said data received 

from plural remote computers, comparing in the base computer the data about the 

computer object received from the plural computers to identify relationships between the 

object and other objects or entities; and classifying the computer object as malware on 

the basis of said comparison, wherein said data includes information about events 
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initiated or involving the object when the object is created, configured or runs on the 

respective remote computers, said information including at least the identity of the 

object initiating the event, the event type, and the identity of the object or other entity on 

which the event is being performed. 

The examiner disagrees. The examiner finds, as explained above, Dozortsev 

teaches at a central computer receiving and storing data received from plural remote 

computers, and comparing the data about the object received with the stored data to 

determine if there is a match (paragraphs 22 and 36), and classifying the process as 

malicious when a match is found (paragraph 36, Figure 1, #62). Ornate discloses 

identifying malware using data about the object to classify it, such as the identity of the 

object, the event type, and the identity of the object or other entity on which the event is 

being performed (paragraphs 62-64). Therefore the combination of Ornate and 

Dozortsev discloses the disputed claim limitations. 

Information Disclosure Statement 

The information disclosure statement (IDS) submitted on June 20, 2013 was filed 

after the mailing date of the Non-Final Rejection on March 22, 2013. The submission is 

in compliance with the provisions of 37 CFR 1.97. Accordingly, the information 

disclosure statement is being considered by the examiner. 

Drawings 

The drawings were received on June 25, 2013. These drawings are acceptable. 
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The text of those sections of Title 35, U.S. Code not included in this action can 

be found in a prior Office action. 

Claim Rejections - 35 USC § 103 

Claims 1 - 12, 15 - 26, and 29 are rejected under 35 U.S.C. 103(a) as being 

unpatentable over Omote US Publication 2006/0085857 A1, and further in view of 

Dozortsev US Publication 2003/0177394 A1. 

Referring to claims 1, 15 and 29, Ornate teaches: 

Receiving data about a computer object, wherein said data includes 

information about events initiated or involving the object when the object is 

created, configured or runs on the respective remote computers, said information 

including at least the identity of the object initiating the event, the event type, and 

the identity of the object or other entity on which the event is being performed 

(paragraphs 39-42). 

Storing at the base computer said data received (paragraph 42-43, and 

51 ). 

Comparing in the base computer the data about the computer object to 

identify relationships between the object and other objects or entities (paragraphs 

41-42). 

Classifying the computer object as malware on the basis of said 

comparison (paragraphs 63-64). 
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Ornate does not explicitly disclose that the received information is for a plurality 

of remote computer. However, Dozortsev discloses suspect signatures are forwarded 

on to the central computer (paragraphs 22 and 45). Ornate and Dozortsev are 

analogous art because they are from the same field of endeavor, virus detection. At the 

time of the invention, it would have been obvious to one of ordinary skill in the art, 

having the teachings of Ornate and Dozortsev before him or her, to modify the network 

virus activity detection system of Ornate to include the central computer of Dozortsev. 

The suggestion/motivation for doing so would have been so that the central computer in 

this way communicates to the client computer the experience of other client computers 

connected to the central computer (paragraph 52). 

Referring to claims 2 and 16, Ornate discloses the relationship is between 

objects related directly, or between objects related via other objects (paragraph 41 ). 

Referring to claims 3 and 17, Ornate discloses an object and other objects are 

found to have a relationship, monitoring those related objects as a homogenous entity 

(paragraph 63). 

Referring to claims 4 and 18, Ornate discloses deducing an object to be malware 

based on the behavior of a related object (paragraph 63). 

Referring to claims 5 and 19, Ornate discloses if at least one other object to 

which said object is related is classed as malware, then classifying said object as 

malware (paragraphs 78 and 79). In addition, Dozortsev teaches if the object is related 

to a malicious executable code then disabling the executable code (paragraph 25). 
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Referring to claims 6 and 20, Ornate discloses said other objects include the 

object or similar objects stored on the computer (paragraph 42). Ornate does not 

explicitly disclose that the received information is for a plurality of remote computer. 

However, Dozortsev discloses suspect signatures are forwarded on to the central 

computer (paragraphs 22 and 45). Ornate and Dozortsev are analogous art because 

they are from the same field of endeavor, virus detection. At the time of the invention, it 

would have been obvious to one of ordinary skill in the art, having the teachings of 

Ornate and Dozortsev before him or her, to modify the network virus activity detection 

system of Ornate to include the central computer of Dozortsev. The 

suggestion/motivation for doing so would have been so that the central computer in this 

way communicates to the client computer the experience of other client computers 

connected to the central computer (paragraph 52). 

Referring to claims 7 and 21, Ornate discloses said other objects include other 

objects that are parent objects or child objects or otherwise process-related objects to 

said object (paragraph 41 and 63). 

Referring to claims 8 and 22, Ornate teaches the data about the computer object 

that is used in the comparison includes the current name of the object (paragraph 40). 

Ornate does not explicitly disclose that the received information is for a plurality of 

remote computer. However, Dozortsev discloses suspect signatures are forwarded on 

to the central computer (paragraphs 22 and 45). Ornate and Dozortsev are analogous 

art because they are from the same field of endeavor, virus detection. At the time of the 

invention, it would have been obvious to one of ordinary skill in the art, having the 
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activity detection system of Ornate to include the central computer of Dozortsev. The 

suggestion/motivation for doing so would have been so that the central computer in this 

way communicates to the client computer the experience of other client computers 

connected to the central computer (paragraph 52). 

Referring to claims 9 and 23, Dozortsev discloses the data is sent in the form of 

key that is obtained by a hashing process carried out in respect of the objects on the 

respective remote computers (paragraph 21 ). Ornate and Dozortsev are analogous art 

because they are from the same field of endeavor, virus detection. At the time of the 

invention, it would have been obvious to one of ordinary skill in the art, having the 

teachings of Ornate and Dozortsev before him or her, to modify the network virus 

activity detection system of Ornate to include the unique signature of Dozortsev. The 

suggestion/motivation for doing so would have been to have a unique signature of the 

executable code for comparison (paragraph 21 ). 

Referring to claims 10 and 24, Dozortsev discloses the key has at least one 

component that represents executable instructions contained within or constituted by 

the object (paragraph 21 ). Ornate and Dozortsev are analogous art because they are 

from the same field of endeavor, virus detection. At the time of the invention, it would 

have been obvious to one of ordinary skill in the art, having the teachings of Ornate and 

Dozortsev before him or her, to modify the network virus activity detection system of 

Ornate to include the unique signature of Dozortsev. The suggestion/motivation for 
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Referring to claims 11 and 25, Dozortsev discloses the key has at least one 

component that represents data about said object (paragraph 21 ). Ornate and 

Dozortsev are analogous art because they are from the same field of endeavor, virus 

detection. At the time of the invention, it would have been obvious to one of ordinary 

skill in the art, having the teachings of Ornate and Dozortsev before him or her, to 

modify the network virus activity detection system of Ornate to include the unique 

signature of Dozortsev. The suggestion/motivation for doing so would have been to 

have a unique signature of the executable code for comparison (paragraph 21 ). 

Referring to claims 12 and 26, Ornate discloses said data about said object 

includes the current name of the object (paragraph 40). 

Claims 13, and 27 are rejected under 35 U.S.C. 103(a) as being unpatentable 

over Omote in view of Dozortsev as applied above, and further in view of Barton 

et al's US Publication 2005/0021994 A1. 

Ornate in view of Dozortsev discloses all the limitations of the parent claims. 

Ornate in view of Dozortsev does not explicitly disclose the data about the object 

including the size of the object. However, Barton discloses indicating for the object the 

file name, size and location (pages 2-3, paragraph 39). Ornate in view of Dozortsev and 

Barton are analogous art because they are from the same field of endeavor, malware 

detection. At the time of the invention, it would have been obvious to one of ordinary 
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skill in the art, having the teachings of Ornate in view of Dozortsev and Barton before 

him or her, to modify the rules of Ornate in view of Dozortsev to include the data size of 

Barton. The suggestion/motivation for doing so would have been the characteristics are 

strongly indicative of a particular file being one of the candidates (page 1, paragraph 

14). 

Claims 14 and 28 are rejected under 35 U.S.C. 103(a) as being unpatentable 

over Omote in view of Dozortsev, as applied above, and further in view of Kester 

et al US Publication 2005/0210035 A1. 

Ornate in view of Dozortsev teaches all the limitations of the parent claim, and 

initially classifying an object as not malware, and changing the status of the object after 

an investigation (Dozortsev, paragraphs 37-41 ). Ornate in view of Dozortsev does not 

explicitly disclose generating a mask for said object that defines acceptable behaviour 

for the object, and monitoring operation of the object on at least one of the remote 

computers and reclassifying the object as malware if the actual monitored behaviour 

extends beyond that permitted by the mask. However, Kester discloses determining 

access privileges for an application based on the expected network behavior of an 

application (paragraph 43), and then monitoring the behavior of an application based on 

access privileges(paragraphs 41, 55 and 56). 

Ornate in view of Dozortsev and Kester are from the same field of endeavor, 

malware. At the time of invention, it would have been obvious to one of ordinary skill in 

the art to modify the investigation of Ornate in view of Dozortsev to include the 
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privileges based on behavior of Kester. The suggestion for doing so would have been 

for the system to be able to keep or change a previous access privilege based on the 

subsequent activity of an application (paragraph 41 ). 

THIS ACTION IS MADE FINAL. Applicant is reminded of the extension of time 

policy as set forth in 37 CFR 1.136(a). 

A shortened statutory period for reply to this final action is set to expire THREE 

MONTHS from the mailing date of this action. In the event a first reply is filed within 

TWO MONTHS of the mailing date of this final action and the advisory action is not 

mailed until after the end of the THREE-MONTH shortened statutory period, then the 

shortened statutory period will expire on the date the advisory action is mailed, and any 

extension fee pursuant to 37 CFR 1.136(a) will be calculated from the mailing date of 

the advisory action. In no event, however, will the statutory period for reply expire later 

than SIX MONTHS from the mailing date of this final action. 

Any inquiry concerning this communication or earlier communications from the 

examiner should be directed to CORDELIA ZECHER whose telephone number is 

(571 )272-7771. The examiner can normally be reached on Monday - Thursday 8 :00 -

5:00 EST. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 

supervisor, Gilberto Barron can be reached on 571-272-3799. The fax phone number 

for the organization where this application or proceeding is assigned is 571 -273-8300. 
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Information regarding the status of an application may be obtained from the 

Patent Application Information Retrieval (PAIR) system. Status information for 

published applications may be obtained from either Private PAIR or Public PAIR. 

Status information for unpublished applications is available through Private PAIR only. 

For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 

you have questions on access to the Private PAIR system, contact the Electronic 

Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 

USPTO Customer Service Representative or access to the automated information 

system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 

/CORDELIA ZECHER/ 
Primary Examiner, Art Unit 2432 
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE 

In Re the Application of: Melvyn Morris 

Application No.: 13/543,866 

Filed: July 08, 2012 

Atty. File No.: 6890-93-CON 

~ Group Art Unit: 2432 

~ Examiner: Zecher, Cordelia PK 

~ Confirmation No.: 7855 

For: Methods and Apparatus for Dealing with 
Malware 

) 
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) 
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RESPONSE TO INTERVIEW SUMMARY 

Commissioner for Patents 
P.O. Box 1450 
Alexandria, VA 22313-1450 

Commissioner: 

Applicant would like to thank Examiner Zecher for her time during the telephonic 

interview on July 01, 2013. Examiner Zecher and Applicant's representative, Brent Lindon, 

discussed the current rejection to clarify the issues at hand, discussed possible additions to the 

claims, and differences between the cited art and the present claims. Specifically discussed was 

clarifying that the pieces of information received from the remote computers are associated to 

assist in the determining of malware; however, such amendments would require further search 

and consideration. Again, Applicant appreciates the Examiner's attention and assistance. 

Date: August 06, 2013 

Respectfully submitted, 

SHERIDAN ROSS P.C. 

By: /Brent R. Lindon/ 
Brent R. Lindon 
Reg. No. 67.424 

1 

1560 Broadway, Suite 1200 
Denver, Colorado 80202 
Telephone: 303-863-9700 

Attorney Docket No.: 6890-93-CON 
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AMENDMENT AND RESPONSE 

Mail Stop RCE 
Commissioner for Patents 
P.O. Box 1450 
Alexandria, VA 22313-1450 

Commissioner: 

Applicant submits this Amendment and Response to address the Office Action having a 

mailing date of July 12, 2013. Submitted herewith is a Petition for a one month Extension of 

Time along with the requisite fee. Additionally, a Request for Continued Examination together 

with the required fees has been filed concurrently herewith. Additionally, payment in the 

amount for $40.00 for one additional dependent claim has been made concurrently herewith. 

Although Applicant believes that no additional fees are due in connection with filing this 

Amendment and Response, please credit any overpayment or charge any underpayment to 

Deposit Account No. 19-1970. 

Please amend the above-identified patent application as follows: 

Amendments to the Claims are shown in the listing of claims which begins on page 2 of 

this paper. 

Remarks begin on page 9 of this paper. 
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Amendments to the Claims: 

This listing of claims will replace all prior versions, and listings, of claims in the 

application: 

Listing of Claims: 

1. (Currently Amended) A method of classifying a computer object as malware, the 

method comprising: 

at a base computer, receiving data about a computer object from each of plural a first 

remote computers computer on which the object or similar objects are stored, wherein said data 

includes information about events initiated or involving the object when the object is created, 

configured or runs on the respective first remote computerscomputer, said information including 

at least the identity of the-an object initiating the event, the event type, and the-an identity of the 

object or other entity on which the event is being performed; 

at the base computer, receiving data about the computer object from a second remote 

computer on which the object or similar objects are stored, wherein said data includes 

information about events initiated or involving the object when the object is created, configured 

or runs on the second remote computer, said information including at least the identity of the 

object initiating the event, the event type, and the identity of the object or other entity on which 

the event is being performed; 

storing at the base computer said data received from plural the first and second remote 

computers; 

correlating, by the base computer, at least a portion of the data about the computer object 

received from the first remote computer to at least a portion of the data about the computer 

object received from the second remote computer; 

comparing,_ -i:H:-12Y..the base computer.,_ the correlated data about the computer object 

received from the first and second pluralremote computers to identify relationships behveen the 

object and other objects or entities to identify relationships between the correlated data and the 

other objects or entities; and 

classifying, by the base computer, the computer object as malware on the basis of said 

companson. 

2 Attorney Docket No.: 6890-93-CON 

IPR2023-00556 
CrowdStrike EX1002 Page 181



2. (Original) A method according to claim 1, wherein the relationship is between 

objects related directly, or between objects related via other objects. 

3. (Currently Amended) A method according to claim 1, wherein where an object 

and other objects are found to have a relationship, monitoring those related objects as a 

homogenous entity and identifying a common object of the homogenous entity as a malware 

object. 

4. (Original) A method according to claim 1, comprising deducing an object to be 

malware based on the behaviour of a related object. 

5. (Original) A method according to claim 1, wherein if at least one other object to 

which said object is related is classed as malware, then classifying said object as malware. 

6. (Currently Amended) A method according to claim 1, wherein said other objects 

include the object or similar objects stored on at least-semeone of the first and second remote 

computers. 

7. (Original) A method according to claim 1, wherein said other objects include 

other objects that are parent objects or child objects or otherwise process-related objects to said 

object. 

8. (Currently Amended) A method according to claim 1, wherein the data about the 

computer object that is sent from the j'tttffiH:respective remote eoH1-J9uters computer to the base 

computer and that is used in the comparison includes one or more of: 

executable instructions contained within or constituted by the object; 

the size of the object; the current name of the object; 

the physical and folder location of the object on disk; 

the original name of the object; 

the creation and modification dates of the object; 
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vendor, product and version and any other information stored within the object; and, 

the object header or header held by the respective remote computer. 

9. (Currently Amended) A method according to claim 1, wherein the data is sent in 

the form of ~key that is obtained by a hashing process carried out in respect of the objects on the 

respective remote eomputerscomputer. 

10. (Original) A method according to claim 9, wherein the key has at least one 

component that represents executable instructions contained within or constituted by the object. 

11. (Original) A method according to claim 9, wherein the key has at least one 

component that represents data about said object. 

12. (Currently Amended) A method according to claim 11, wherein said data about 

said object includes at least one of: 

the current name of the object; 

the physical and folder location of the object on disk; 

the original name of the object; 

the creation and modification dates of the object; 

vendor, product and version and any other information stored within the object; 

the object header or header held by the respective remote computer; and, 

events initiated by or involving the object when the object is created, configured or runs 

on the respective remote computers. 

13. (Original) A method according to claim 9, wherein the key has at least one 

component that represents the physical size of the object. 

14. (Currently Amended) A method according to claim 1, comprising initially 

classifying an object as not malware, generating a mask for said object that defines acceptable 

behaviour for the object, and comprising monitoring an operation of the object on at least one of 
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the first and second remote computers and reclassifying the object as malware if the actual 

monitored behaviour extends beyond that permitted by the mask. 

15. (Currently Amended) Apparatus for classifying a computer object as malware, the 

apparatus comprising: 

a base computer constructed and arranged to receive data about a computer object from 

each of plural a first remote computers computer on which the object or similar objects are 

stored, wherein said data includes information about events initiated or involving the object 

when the object is created, configured or runs on the respective first remote computerscomputer, 

said information including at least the identity of the object initiating the event, the event type, 

and the identity of the object or other entity on which the event is being performed; 

the base computer being constructed and arranged to receive data about the computer 

object from a second remote computer on which the object or similar objects are stored, wherein 

said data includes information about events initiated or involving the object when the object is 

created, configured or runs on the second remote computer, said information including at least 

the identity of the object initiating the event, the event type, and the identity of the object or other 

entity on which the event is being performed; 

the base computer being constructed and arranged to correlate at least a portion of the 

data about the computer object received from the first remote computer to at least a portion of 

the data about the computer object received from the second remote computer; 

the base computer being constructed and arranged to compare the data about the 

computer object received from said pluralthe first and second remote computers to other objects 

or entities to identify relationships between the correlated data object and the other objects or 

entities; and 

the base computer being constructed and arranged to classify the computer object as 

malware on the basis of said comparison. 

16. (Original) Apparatus according to claim 15, wherein the base computer is 

constructed and arranged so as to identify the relationship between objects related directly, or 

between objects related via other objects. 
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17. (Currently Amended) Apparatus according to claim 15, wherein the base 

computer is constructed and arranged so as, where an object and other objects are found to have 

a relationship, to monitoring those related objects as a homogenous entity and identify a common 

object of the homogenous entity as a malware object. 

18. (Original) Apparatus according to claim 15, wherein the base computer is 

constructed and arranged so as to deduce an object to be malware based on the behaviour of a 

related object. 

19. (Original) Apparatus according to claim 15, wherein the base computer is 

constructed and arranged so that if at least one other object to which said object is related is 

classed as malware, then said object is classified as malware. 

20. (Currently Amended) Apparatus according to claim 15, wherein the base 

computer is constructed and arranged so that said other objects include the object or similar 

objects stored on at least seme--one of sattl-the first and second remote computers. 

21. (Original) Apparatus according to claim 15, wherein the base computer is 

constructed and arranged so that said other objects include other objects that are parent objects or 

child objects or otherwise process-related objects to said object. 

22. (Currently Amended) Apparatus according to claim 15, wherein the base 

computer is constructed and arranged so as to compare the data where the data includes one or 

more of: 

executable instructions contained within or constituted by the object; 

the size of the object; the current name of the object; 

the physical and folder location of the object on disk; 

the original name of the object; 

the creation and modification dates of the object; 

vendor, product and version and any other information stored within the object; and, 

the object header or header held by the respective remote computer. 
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23. (Currently Amended) Apparatus according to claim 15, wherein the base 

computer is constructed and arranged so as to be able to process data that is sent in the form of a 

key that is obtained by a hashing process carried out in respect of the objects on said respective 

remote eomputerscomputer. 

24. (Original) Apparatus according to claim 23, wherein the key has at least one 

component that represents executable instructions contained within or constituted by the object. 

25. (Original) Apparatus according to claim 23, wherein the key has at least one 

component that represents data about said object. 

26. (Currently Amended) Apparatus according to claim 25, wherein said data about 

said object includes at least one of: 

the current name of the object; 

the physical and folder location of the object on disk; 

the original name of the object; 

the creation and modification dates of the object; 

vendor, product and version and any other information stored within the object; 

the object header or header held by the respective remote computer; and[[,]] 

events initiated by or involving the object when the object is created, configured or runs 

on the respective remote computers. 

27. (Original) Apparatus according to claim 23, wherein the key has at least one 

component that represents the physical size of the object. 

28. (Currently Amended) Apparatus according to claim 15, wherein the base 

computer is constructed and arranged to generate a mask for an object that is initially classed not 

as malware, said mask defining acceptable behaviour for the object, and the base computer is 

constructed and arranged to monitor an operation of the object on at least one of the first and 
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second remote computers and to reclassify the object as malware if the actual monitored 

behaviour extends beyond that permitted by the mask. 

29. (Original) A computer program recorded on non-transitory computer readable 

medium comprising program instructions for causing a computer to perform the method of claim 

1. 

30. (New) A method according to claim 1, wherein the data received about the 

computer object from the first remote computer is different than the data received about the 

computer object from the second remote computer. 
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REMARKS 

The above-identified patent application has been reviewed in light of the Examiner's 

Action dated July 12, 2013. Claims 1, 3, 6, 8, 9, 12, 14, 15, 17, 20, 22, 23, 26, and 28 have been 

amended, without intending to abandon or to dedicate to the public any patentable subject matter. 

Claim 30 has been added. Accordingly, claims 1-30 are now pending. As set forth herein, 

reconsideration and withdrawal of the rejections of the claims are respectfully requested. 

Claim Rejections Under 35 U.S.C. § 103 

Claims 1-12, 15-26, and 29 have been rejected under 35 U.S.C. § 103(a) as being 

unpatentable over U.S. Patent Publication No. 2006/0085857 Al to Omote et al. (hereinafter 

"Omote") and further in view of U.S. Publication No. 2003/0177394 Al to Dozortsev 

(hereinafter "Dozortsev"). Claims 13 and 27 have been rejected under 35 U.S.C. § 103(a) as 

being unpatentable over Omote in view of Dozortsev and further in view of U.S. Patent 

Publication No. 2005/0021994 Al to Barton et al. (hereinafter "Barton"). Claims 14 and 28 have 

been rejected under 35 U.S.C. § 103(a) as being unpatentable over Omote in view ofDozortsev 

and further in view of U.S. Patent Publication No. 2005/0210035 Al to Kester et al. (hereinafter 

"Kester"). To establish a primafacie case of obviousness, all claim limitations must first be 

taught or suggested by the prior art. See, e.g., DyStar Textilfarben GmbH & Co. Deutsch/and 

KG v. C.H. Patrick Co., 464 F.3d 1356, 1360 (Fed. Cir. 2006); 80 U.S.P.Q.2d 1641, 1645 

(2006). "All words in a claim must be considered in judging the patentability of that claim 

against the prior art." MPEP § 2143.03 (citing In re Wilson, 424 F.2d 1382, 1385, 165 USPQ 

494, 496 (CCPA 1970)). The Examiner must then provide an explicit analysis of the motivation 

for combining the references. See KSR Int'! Co. v. Teleflex Inc., 550 U.S. 398,418 (2007); 82 

U.S.P.Q.2d 1385, 1396 (2007) ("a patent composed of several elements is not proved obvious 

merely by demonstrating that each of its elements was, independently, known in the prior art ... 

. "). While the Examiner can choose one of several exemplary rationales from the MPEP to 

support an obviousness rejection, all the rationales in the MPEP still require the Examiner to 

demonstrate that all the claim elements are shown in the prior art. See MPEP § 2143, Original 

Eighth Edition, August 2001, Latest Revision July 2008. The Applicant respectfully submits that 

not all features of the claimed invention are taught or suggested by the cited references. 
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In particular, whether considered alone or in combination, the cited references do not 

disclose a method comprising: at a base computer, receiving data about a computer object from a 

first remote computer on which the object or similar objects are stored, wherein said data 

includes information about events initiated or involving the object when the object is created, 

configured or runs on the first remote computer, said information including at least the identity 

of an object initiating the event, the event type, and an identity of the object or other entity on 

which the event is being performed, at the base computer, receiving data about the computer 

object from a second remote computer on which the object or similar objects are stored, wherein 

said data includes information about events initiated or involving the object when the object is 

created, configured or runs on the second remote computer, said information including at least 

the identity of the object initiating the event, the event type, and the identity of the object or other 

entity on which the event is being performed, storing at the base computer said data received 

from the first and second remote computers, correlating, by the base computer, at least a portion 

of the data about the computer object received from the first remote computer to at least a 

portion of the data about the computer object received from the second remote computer, 

comparing, by the base computer, the correlated data about the computer object received from 

the first and second remote computers to other objects or entities to identify relationships 

between the correlated data and the other objects or entities; an. In particular, the cited 

references do not teach, suggest or describe at least correlating, by the base computer, at least a 

portion of the data about the computer object received from the first remote computer to at least 

a portion of the data about the same computer object received from the second remote computer 

and then comparing the correlated data about the computer object to identify relationships 

between the object and other objects or entities. Accordingly, the rejections of the claims as 

obvious in view of the cited references should be reconsidered and withdrawn. 

The Claimed Invention 

The claimed invention generally relates to classifying a computer object as malware 

utilizing a community database which provides an extensive corollary of an object's creation, 

configuration, execution, behavior, identities, and relationships to other objects that either act 

upon it or are acted upon by it. This relationship chain provides a series of correlation points, 

allowing ancestral relationships to be considered for any object and its predecessors by event or 
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its issue. See e.g., Applicant's specification-as-published, ,i 0102. The stored data may then be 

compared to identify relationships between the obj et and other objects or entities. Based on this 

comparison, the computer object may be classified as malware. 

The Omote Reference 

The Omote reference is generally directed to a network virus activity detection system 

implemented in the client PC which generates process tree information and then uses this process 

tree information to determine whether or not the process to be discriminated is an illegal process. 

See e.g., Omote, ,i 0037, ,i 0038, ,i 0041. Specifically, "discrimination rule information based on 

the hierarchical relationship among processes is stored to designate common behavior to illegal 

processes so that it can be determined whether or not a process being operated in a computer is 

an illegal process by the activities of a virus." See e.g., Omote, ,i 0013. As Omote is generally 

directed to a system implemented on a PC, Omote makes no mention of at least receiving data 

about a computer object from a first remote computer and receiving data about the computer 

object from a second remote computer. Additionally, there is no suggestion in Omote where at 

least a portion of the data about the computer object from the first and second remote computers 

is correlated, the correlated data then being compared to other objects or entities to identify 

relationships. At least such a feature is not disclose or taught by Omote. Dozortsev does not 

teach that which Omote lacks. 

The Dozortsev Reference 

The Dozortsev reference is generally directed to a central computer, including a database 

that is adapted to "store and analyze a plurality of executable code signatures, including 

signatures of malicious, legitimate, those executable codes identity of which is being investigated 

ant hose that have not been received for an investigation." See e.g., Dozortsev, Abstract. 

Specifically, "[ u ]pon detection of the occurrence of a potentially dangerous event, the monitoring 

software pinpoints the executable code responsible for it. Once the executable code is 

pinpointed, the monitoring application creates a unique suspect signature (using MD5 or another 

algorithm) for that module or a corresponding file and then transmits the suspect signature to the 

central computer." See e.g., Dozortsev, ,i 0021. Additionally, paragraph [0045] of Dozortsev 

provides: 
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If the signature doesn't match an entry in the local database, it is then forwarded for 
comparison to the central computer 165 and subsequent events are then identical to those 
described above with respect to the first working session with like numerals denoting like 
steps of FIG. 1. The analysis of the suspect signature includes comparison of the suspect 
signature with the plurality of signatures stored in the database. If signatures match an 
entry in the database, subsequent steps will depend on how the signature is flagged. It 
must be appreciated that the types and the number of flags in the current invention can be 
more than described here. If the signature is flagged "new, executable code is not 
received" 52, the system will attempt to download the actual suspect executable code 
from the client computer to the central server. If the signature is flagged "received, under 
investigation" 54, the following message is forwarded to the client computer, "The 
executable code is being investigated" 56. If the signature is flagged "legitimate" 58, a 
corresponding message is sent to the client computer and the monitoring software on the 
client computer is commanded to allow the executable code in question to be executed 
and/or an event to proceed 60. If the signature is flagged "malicious" 62, the monitoring 
application receives a command to terminate the event 64. Event termination can be 
accomplished by terminating the process, but it can also be accomplished by a variety of 
temporary or permanent means. The system can also be configured to allow the end user 
to override the system's decision, for instance to allow a "malicious" executable code to 
operate. 

See e.g., Dozortsev, ,i 0021. That is, Dozortsev teaches sending signatures to a system where the 

signatures may or may not be matched to other signatures residing on the system. Nowhere does 

Dozortsev teach at least receiving data about a computer object from a first remote computer and 

receiving data about the computer object from a second remote computer. Additionally, there is 

no suggestion in Dozortsev where at least a portion of the data about the computer object from 

the first and second remote computers is correlated, the correlated data then being compared to 

other objects or entities to identify relationships. Instead, Dozortsev appears to be teaching 

merely matching signatures to determine if a suspect executable code is in the database on the 

central computer. Omote and Dozortsev, taken alone, or in any combination, do not teach or 

suggest at least correlating, by the base computer, at least a portion of the data about the 

computer object received from the first remote computer to at least a portion of the data about 

the computer object received from the second remote computer; and comparing, by the base 

computer, the correlated data about the computer object received from the first and second 

remote computers to other objects or entities to identify relationships between the correlated data 

and the other objects or entities. This is simply not taught or disclosed by any of the cited 

references. 
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Accordingly, at least based on the above, the independent claim is patentably 

distinguishable from the cited reference. The dependent claims are further distinguishable at 

least based on the above and the additional feature(s) recited therein. Therefore, Applicant 

respectfully submits that the rejections of claims 1-29 should be reconsidered and withdrawn. 

Independently allowable dependent claims 

In addition to depending from allowable independent claims, the dependent claims 

provide additional and independent reasons for allowance. For instance, dependent claim 30 

requires that the data received about the computer object from the first remote computer is 

different than the data received about the computer object from the second remote computer. 

That is, the received data concerns the same object, however, the feature claimed requires that 

the received data is different. Nowhere is at least this feature taught or disclosed in the cited 

references. 

As another example, dependent claims 3 and 17 require that where an object and other 

objects are found to have a relationship, monitoring those related objects as a homogenous entity 

and identifying a common object of the homogenous entity as a malware object. Indeed, ,i 0065 

of Omote teaches that by comparing the process designation result with the process log 19, the 

contents of the parent process of the process to be discriminated 2X are designated, and it is 

determined whether or not the process of the process to be discriminated 2X is an illegal process 

under the service of the parent process and the grandpa process based on the illegal rule file 18. 

See e.g., Omote, ,i 0065. However, there is no teaching relating to identifying a common object 

of the homogenous entity as a malware object. Accordingly, at least the rejection of claims 3 

and 17 should be reconsidered and withdrawn. 
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CONCLUSION 

The application now appearing to be in form for allowance, early notification of same is 

respectfully requested. Applicant does not acquiesce to any objection, rejection, or argument not 

specifically addressed herein. Rather, the Applicant believes the amendments and arguments 

contained herein overcome all objections, rejections, or arguments. 

The Examiner is invited to contact the undersigned by telephone if doing so would be of 

assistance. 

Date: November 12, 2013 

Respectfully submitted, 

SHERIDAN ROSS P.C. 

By: /Brent R. Lindon/ 
Brent R. Lindon 
Reg. No. 67,424 

14 

1560 Broadway, Suite 1200 
Denver, Colorado 80202 
Telephone: 303-863-9700 

Attorney Docket No.: 6890-93-CON 
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Atty. File No.: 6890-93-CON 

Entitled: "Methods and Apparatus for Dealing 
With Malware" 

Commissioner for Patents 
P.O. Box 1450 
Alexandria, VA 22313-14 5 0 

Dear Commissioner: 

) 
) 
) 
) 
) 
) 
) 
) 
) 
) 

Group Art Unit: 2431 

Confirmation No.: 7855 

Examiner: Trang T. Doan 

SUPPLEMENTAL 
INFORMATION DISCLOSURE 

STATEMENT 

Electronically Submitted 

The references cited on attached Form PTO/SB08 are being called to the attention of the 

Examiner. 

[8J Copies of the cited non-patent and/or foreign references are enclosed herewith. 

D Copies of the cited U.S. patents and/or patent applications are enclosed herewith. 

[8J Copies of the cited U.S. patents/patent application publications are not enclosed in 

accordance with 37 C.F.R. § 1.98(a). 

D Copies of the cited references are not enclosed, in accordance with 37 C.F.R. § 1.98(d), 

because the references were cited by or submitted to the U.S. Patent and Trademark Office in 

prior application Serial No. _____ filed ______ _, which is relied upon for an 

earlier filing date under 35 U.S.C. § 120. 

D To the best of applicants' belief, the pertinence of the foreign-language references is 

believed to be summarized in the attached English abstracts and/or in the figures, although 

applicants do not necessarily vouch for the accuracy of the translation. 

D Examiner's attention is drawn to the following related applications: 

Serial No. ____ filed ____ (Attorney Ref. No. ___ ) 

Serial No. ____ filed ____ (Attorney Ref. No. ___ ) 

□ Other:. ____________________________ _ 

Submission of the above information is not intended as an admission that any item is 

citable under the statutes or rules to support a rejection, that any item disclosed represents 

analogous art, or that those skilled in the art would refer to or recognize the pertinence of any 

reference without the benefit of hindsight, nor should an inference be drawn as to the pertinence 
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of the references based on the order in which they are presented. Submission of this statement 

should not be taken as an indication that a search has been conducted, or that no better art exists. 

It is respectfully requested that the cited information be expressly considered during the 

prosecution of this application and the references made of record therein. 

[Z] 

□ 

□ 

FEES 
37 CFR 1.97(b): No fee is believed due in connection with this submission, because the information disclosure statement 
submitted herewith is satisfied by one of the following conditions ("X" indicates satisfaction): 

D Within three months of the filing date of a national application other than a continued prosecution 

□ 

□ 

[Z] 

application under 37 CFR l.53(d), or 
Within three months of the date of entry of the national stage as set forth in§ 1.491 in an international 

application, or 

Before the mailing date of a first Office Action on the merits, or 

Before the mailing of a first Office action after the filing of a request for continued examination under 
37CFR1.114. 

Although no fee is believed due, if any fee is deemed due in connection with this submission, please charge such fee to 
Deposit Account 19-1970. 

37 CFR 1.97(c): The information disclosure statement transmitted herewith is being filed after all the above conditions (37 
CFR l .97(b )), but before the mailing date of any one of the following conditions: 

(1) a final action under 37 C.F.R. 1.113, or 
(2) a notice of allowance under 37 C.F.R. 1.311, or 
(3) an action that otherwise closes prosecution in the application. 

This Information Disclosure Statement is accompanied by: 

D A Certification (below) as specified by 37 C.F.R. l.97(e). Although no fee is believed due, if any fee is deemed 
due in connection with this submission, please charge such fee to Deposit Account 19-1970. 

OR 

D Please charge Deposit Account 19-1970 in the amount of$180.00 for the fee set forth in 37 C.F.R. 1.l 7(p) for 
submission of an information disclosure statement. Please credit any overpayment or charge any underpayment to Deposit 
Account 19-1970. 

37 CFR l.97(d): This Information Disclosure Statement is being submitted after the period specified in 37 CPR l.97(c). 

D This information Disclosure Statement includes a Certification (below) as specified by 37 C.F.R. l.97(e) 
AND 

D Applicants hereby requests consideration of the reference(s) disclosed herein. Please charge Deposit Account 19-
1970 in the amount of$180.00 under 37 C.F.R. 1.17(p). Please credit any overpayment or charge any underpayment to 
Deposit Account 19-1970. Election to pay the fee should not be taken as an indication that applicant(s) cannot execute a 
certification. 
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Certification (37 C.F.R.1.97(e)) 
(Applicable only if checked) 

D The undersigned certifies that: 

Date: 

D Each item of information contained in this information disclosure statement was 
first cited in any communication from a foreign patent office in a counterpart foreign 
application not more than three months prior to the filing of this statement. 37 C.F.R. 
l.97(e)(l). 

DA copy of the communication from the foreign patent office is enclosed. 

OR 

D No item of information contained in this information disclosure statement was 
cited in a communication from a foreign patent office in a counterpart foreign 
application, and, to the knowledge of the undersigned after making reasonable 
inquiry, no item of information contained in this Information Disclosure Statement 
was known to any individual designated in 37 C.F.R. l.56(c) more than three months 
prior to the filing of this statement. 37 C.F.R. 1.97(e)(2). 

------------

Respectfully submitted, 

SHERIDAN ROSS P.C. 

~ 
By: /Brent R. Lindon/ 

3 

Brent R. Lindon 
Registration No. 67424 
1560 Broadway, Suite 1200 
Denver, Colorado 80202-5141 
(303) 863-9700 
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UNITED STA IBS p A IBNT AND TRADEMARK OFFICE 
UNITED STATES DEPARTMENT OF COMMERCE 
United States Patent and Trademark Office 
Address: COMMISSIONER FOR PATENTS 

P.O. Box 1450 
Alexandria., Virginia 22313-1450 
www.uspto.gov 

NOTICE OF ALLOWANCE AND FEE(S) DUE 

22442 7590 

Sheridan Ross PC 
1560 Broadway 
Suite 1200 
Denver, CO 80202 

APPLICATION NO. 

13/543,866 

12/26/2013 

FILING DATE FIRST NAMED INVENTOR 

07/08/2012 Melvyn Morris 

TITLE OF INVENTION: METHODS AND APPARATUS FOR DEALING WITH MAL WARE 

EXAMINER 

DOAN, TRANG T 

ART UNIT PAPER NUMBER 

2431 

DATE MAILED: 12/26/2013 

ATTORNEY DOCKET NO. CONFIRMATION NO. 

6890-93-CON 7855 

APPLN. TYPE ENTITY STATUS ISSUE FEE DUE PUBLICATION FEE DUE PREY. PAID ISSUE FEE TOTAL FEE(S) DUE DATE DUE 

nonprovisional UNDISCOUNTED $1780 $300 $0 $2080 03/26/2014 

THE APPLICATION IDENTIFIED ABOVE HAS BEEN EXAMINED AND IS ALLOWED FOR ISSUANCE AS A PATENT. 
PROSECUTION ON THE MERITS IS CLOSED. THIS NOTICE OF ALLOWANCE IS NOT A GRANT OF PATENT RIGHTS. 
THIS APPLICATION IS SUBJECT TO WITHDRAWAL FROM ISSUE AT THE INITIATIVE OF THE OFFICE OR UPON 
PETITION BY THE APPLICANT. SEE 37 CFR 1.313 AND MPEP 1308. 

THE ISSUE FEE AND PUBLICATION FEE (IF REQUIRED) MUST BE PAID WITHIN THREE MONTHS FROM THE 
MAILING DATE OF THIS NOTICE OR THIS APPLICATION SHALL BE REGARDED AS ABANDONED. THIS 
STATUTORY PERIOD CANNOT BE EXTENDED. SEE 35 U.S.C. 151. THE ISSUE FEE DUE INDICATED ABOVE DOES 
NOT REFLECT A CREDIT FOR ANY PREVIOUSLY PAID ISSUE FEE IN THIS APPLICATION. IF AN ISSUE FEE HAS 
PREVIOUSLY BEEN PAID IN THIS APPLICATION (AS SHOWN ABOVE), THE RETURN OF PART B OF THIS FORM 
WILL BE CONSIDERED A REQUEST TO REAPPLY THE PREVIOUSLY PAID ISSUE FEE TOWARD THE ISSUE FEE NOW 
DUE. 

HOW TO REPLY TO THIS NOTICE: 

I. Review the ENTITY STATUS shown above. If the ENTITY STATUS is shown as SMALL or MICRO, verify whether entitlement to that 
entity status still applies. 

If the ENTITY STATUS is the same as shown above, pay the TOTAL FEE(S) DUE shown above. 

If the ENTITY STATUS is changed from that shown above, on PART B - FEE(S) TRANSMITTAL, complete section number 5 titled 
"Change in Entity Status (from status indicated above)". 

For purposes of this notice, small entity fees are 1/2 the amount of undiscounted fees, and micro entity fees are 1/2 the amount of small entity 
fees. 

IL PART B - FEE(S) TRANSMITTAL, or its equivalent, must be completed and returned to the United States Patent and Trademark Office 
(USPTO) with your ISSUE FEE and PUBLICATION FEE (if required). If you are charging the fee(s) to your deposit account, section "4b" 
of Part B - Fee(s) Transmittal should be completed and an extra copy of the form should be submitted. If an equivalent of Part B is filed, a 
request to reapply a previously paid issue fee must be clearly made, and delays in processing may occur due to the difficulty in recognizing 
the paper as an equivalent of Part B. 

III. All communications regarding this application must give the application number. Please direct all communications prior to issuance to 
Mail Stop ISSUE FEE unless advised to the contrary. 

IMPORTANT REMINDER: Utility patents issuing on applications filed on or after Dec. 12, 1980 may require payment of 
maintenance fees. It is patentee's responsibility to ensure timely payment of maintenance fees when due. 
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PART B - FEE(S) TRANSMITTAL 

Complete and send this form, together with applicable fee(s), to: Mail Mail Stop ISSUE FEE 
Commissioner for Patents 
P.O. Box 1450 

or Fax 
Alexandria, Virginia 22313-1450 
(571)-273-2885 

INSTRUCTIONS: This form should be used for transmitting the ISSUE FEE and PUBLICATION FEE (if required). Blocks I through 5 should be completed where 
appropriate. All further correspondence including the Patent, advance orders and notification of maintenance fees will be mailed to the current correspondence address as 
indicated unless corrected below or directed otherwise in Block I, by (a) specifying a new correspondence address; and/or (b) indicating a separate "FEE ADDRESS" for 
maintenance fee notifications. 

CURRENT CORRESPONDENCE ADDRESS (Note: Use Block I for any change of address) 

Note: A certificate of mailing can only be used for domestic mailings of the 
Fee(s) Transmittal. This certificate cannot be used for any other accompanying 
papers. Each additional paper, such as an assignment or formal drawing, must 
have its own certificate of mailing or transmission. 

22442 7590 

Sheridan Ross PC 
1560 Broadway 
Suite 1200 
Denver, CO 80202 

APPLICATION NO. 

13/543,866 

12/26/2013 

FILING DATE 

07/08/2012 

Certificate of Mailing or Transmission 
I hereby certify that this Fee(s) Transmittal is being deposited with the United 
States Postal Service with sufficient postage for first class mail in an envelope 
addressed to the Mail Stop ISSUE FEE address above, or being facsimile 
transmitted to the USPTO (571) 273-2885, on the date indicated below. 

(Depositor's name) 

(Signature) 

(Date) 

FIRST NAMED INVENTOR ATTORNEY DOCKET NO. CONFIRMATION NO. 

Melvyn Morris 6890-93-CON 7855 

TITLE OF INVENTION: METHODS AND APPARATUS FOR DEALING WITH MAL WARE 

APPLN. TYPE ENTITY STATUS ISSUE FEE DUE 

nonprovisional UNDISCOUNTED $1780 

EXAMINER ART UNIT 

DOAN, TRANG T 2431 

I. Change of correspondence address or indication of "Fee Address" (37 
CFR 1.363). 

0 Change of correspondence address ( or Change of Correspondence 
Address form PTO/SB/122) attached. 

0 "Fee Address" indication (or "Fee Address" Indication form 
PTO/SB/47; Rev 03-02 or more recent) attached. Use of a Customer 
Number is required. 

PUBLICATION FEE DUE PREY. PAID ISSUE FEE TOTAL FEE(S) DUE DATE DUE 

$300 $0 

CLASS-SUBCLASS 

726-024000 

2. For printing on the patent front page, list 

(I) The names of up to 3 registered patent attorneys 
or agents OR, alternatively, 

(2) The name of a single firm (having as a member a 
registered attorney or agent) and the names of up to 
2 registered patent attorneys or agents. If no name is 
listed, no name will be printed. 

$2080 03/26/2014 

2 ______________ _ 

3 ______________ _ 

3. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT (print or type) 

PLEASE NOTE: Unless an assignee is identified below, no assignee data will appear on the patent. If an assignee is identified below, the document has been filed for 
recordation as set forth in 37 CFR 3.11. Completion of this form is NOT a substitute for filing an assignment. 

(A) NAME OF ASSIGNEE (B) RESIDENCE: (CITY and STATE OR COUNTRY) 

Please check the appropriate assignee category or categories (will not be printed on the patent) : 0 Individual O Corporation or other private group entity O Government 

4a. The following fee(s) are submitted: 

0 Issue Fee 

0 Publication Fee (No small entity discount permitted) 

0 Advance Order - # of Copies _________ _ 

5. Change in Entity Status (from status indicated above) 

0 Applicant certifying micro entity status. See 37 CFR 1.29 

0 Applicant asserting small entity status. See 37 CFR 1.27 

0 Applicant changing to regular undiscounted fee status. 

4b. Payment ofFee(s): (Please first reapply any previously paid issue fee shown above) 

0 A check is enclosed. 

0 Payment by credit card. Form PTO-2038 is attached. 
0 The Director is hereby authorized to charge the required fee(s), any deficiency, or credits any 

overpayment, to Deposit Account Number ( enclose an extra copy of this form). 

NOTE: Absent a valid certification of Micro Entity Status (see forms PTO/SB/15A and 15B), issue 
fee payment in the micro entity amount will not be accepted at the risk of application abandonment. 

NOTE: If the application was previously under micro entity status, checking this box will be taken 
to be a notification of loss of entitlement to micro entity status. 

NOTE: Checking this box will be taken to be a notification of loss of entitlement to small or micro 
entity status, as applicable. 

NOTE: This form must be signed in accordance with 37 CFR 1.31 and 1.33. See 37 CFR 1.4 for signature requirements and certifications. 

Authorized Signature _______________________ _ 

Typed or printed name ______________________ _ 

PTOL-85 Part B (10-13) Approved for use through 10/31/2013. 

Page 2 of3 

0MB 0651-0033 

Date ____________________ _ 

Registration No. ________________ _ 

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 
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UNITED STA IBS p A IBNT AND TRADEMARK OFFICE 

APPLICATION NO. 

13/543,866 

22442 7590 

Sheridan Ross PC 
1560 Broadway 
Suite 1200 
Denver, CO 80202 

FILING DATE FIRST NAMED INVENTOR 

07/08/2012 Melvyn Morris 

12/26/2013 

UNITED STATES DEPARTMENT OF COMMERCE 
United States Patent and Trademark Office 
Address: COMMISSIONER FOR PATENTS 

P.O. Box 1450 
Alexandria., Virginia 22313-1450 
www.uspto.gov 

ATTORNEY DOCKET NO. CONFIRMATION NO. 

6890-93-CON 7855 

EXAMINER 

DOAN, TRANG T 

ART UNIT PAPER NUMBER 

2431 

DATE MAILED: 12/26/2013 

Determination of Patent Term Adjustment under 35 U.S.C. 154 (b) 
(application filed on or after May 29, 2000) 

The Patent Term Adjustment to date is O day(s). If the issue fee is paid on the date that is three months after the 
mailing date of this notice and the patent issues on the Tuesday before the date that is 28 weeks (six and a half 
months) after the mailing date of this notice, the Patent Term Adjustment will be O day(s). 

If a Continued Prosecution Application (CPA) was filed in the above-identified application, the filing date that 
determines Patent Term Adjustment is the filing date of the most recent CPA. 

Applicant will be able to obtain more detailed information by accessing the Patent Application Information Retrieval 
(PAIR) WEB site (http://pair.uspto.gov). 

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the Office of 
Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee payments should be 
directed to the Customer Service Center of the Office of Patent Publication at 1-(888)-786-0101 or (571 )-272-4200. 
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0MB Clearance and PRA Burden Statement for PTOL-85 Part B 

The Paperwork Reduction Act (PRA) of 1995 requires Federal agencies to obtain Office of Management and 
Budget approval before requesting most types of information from the public. When 0MB approves an agency 
request to collect information from the public, 0MB (i) provides a valid 0MB Control Number and expiration 
date for the agency to display on the instrument that will be used to collect the information and (ii) requires the 
agency to inform the public about the 0MB Control Number's legal significance in accordance with 5 CFR 
1320.5(b). 

The information collected by PTOL-85 Part B is required by 37 CFR 1.311. The information is required to obtain 
or retain a benefit by the public which is to file (and by the USPTO to process) an application. Confidentiality is 
governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 12 minutes to complete, 
including gathering, preparing, and submitting the completed application form to the USPTO. Time will vary 
depending upon the individual case. Any comments on the amount of time you require to complete this form 
and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and 
Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, Virginia 22313-1450. DO NOT 
SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 
1450, Alexandria, Virginia 22313-1450. Under the Paperwork Reduction Act of 1995, no persons are required to 
respond to a collection of information unless it displays a valid 0MB control number. 

Privacy Act Statement 

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your 
submission of the attached form related to a patent application or patent. Accordingly, pursuant to the 
requirements of the Act, please be advised that: (1) the general authority for the collection of this information is 
35 U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary; and (3) the principal purpose for which 
the information is used by the U.S. Patent and Trademark Office is to process and/or examine your submission 
related to a patent application or patent. If you do not furnish the requested information, the U.S. Patent and 
Trademark Office may not be able to process and/or examine your submission, which may result in termination of 
proceedings or abandonment of the application or expiration of the patent. 

The information provided by you in this form will be subject to the following routine uses: 
1. The information on this form will be treated confidentially to the extent allowed under the Freedom of 

Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from this system of records 
may be disclosed to the Department of Justice to determine whether disclosure of these records is required 
by the Freedom of Information Act. 

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence 
to a court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of 
settlement negotiations. 

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a 
request involving an individual, to whom the record pertains, when the individual has requested assistance 
from the Member with respect to the subject matter of the record. 

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having 
need for the information in order to perform a contract. Recipients of information shall be required to 
comply with the requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m). 

5. A record related to an International Application filed under the Patent Cooperation Treaty in this system of 
records may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property 
Organization, pursuant to the Patent Cooperation Treaty. 

6. A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes 
of National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 
218(c)). 

7. A record from this system of records may be disclosed, as a routine use, to the Administrator, General 
Services, or his/her designee, during an inspection of records conducted by GSA as part of that agency's 
responsibility to recommend improvements in records management practices and programs, under authority 
of 44 U.S.C. 2904 and 2906. Such disclosure shall be made in accordance with the GSA regulations 
governing inspection of records for this purpose, and any other relevant (i.e., GSA or Commerce) directive. 
Such disclosure shall not be used to make determinations about individuals. 

8. A record from this system of records may be disclosed, as a routine use, to the public after either publication 
of the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a 
record may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the 
record was filed in an application which became abandoned or in which the proceedings were terminated 
and which application is referenced by either a published application, an application open to public 
inspection or an issued patent. 

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law 
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation. 
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Notices of Allowance and Fee(s) Due mailed between October 1, 2013 and 
December 31, 2013 

(Addendum to PTOL-85) 

If the "Notice of Allowance and Pee(s) Due" has a mailing date on or after October 1, 2013 and before 
January 1, 2014, the following information is applicable to this application. 

If the issue fee is being timely paid on or after January 1, 2014, the amount due is the issue fee and 
publication fee in effect January 1, 2014. On January 1, 2014, the issue fees set forth in 37 CPR 1.18 
decrease significantly and the publication fee set forth in 37 CPR 1.18(d)(l) decreases to $0. 

If an issue fee or publication fee has been previously paid in this application, applicant is not entitled to a 
refund of the difference between the amount paid and the amount in effect on January 1, 2014. 
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Application No. 
13/543,866 

Applicant(s) 
MORRIS ET AL. 

Notice of Allowability Examiner 
TRANG DOAN 

Art Unit 
2431 

AIA (First Inventor to 
File) Status 

No 

-- The MAILING DA TE of this communication appears on the cover sheet with the correspondence address-­
All claims being allowable, PROSECUTION ON THE MERITS IS (OR REMAINS) CLOSED in this application. If not included 
herewith (or previously mailed), a Notice of Allowance (PTOL-85) or other appropriate communication will be mailed in due course. THIS 
NOTICE OF ALLOWABILITY IS NOT A GRANT OF PATENT RIGHTS. This application is subject to withdrawal from issue at the initiative 
of the Office or upon petition by the applicant. See 37 CFR 1.313 and MPEP 1308. 

1. [gl This communication is responsive to amendment filed on 11/12/2013. 

DA declaration(s)/affidavit(s) under 37 CFR 1.130(b) was/were filed on ___ . 

2. D An election was made by the applicant in response to a restriction requirement set forth during the interview on __ ; the restriction 
requirement and election have been incorporated into this action. 

3. [gl The allowed claim(s) is/are 1-30. As a result of the allowed claim(s), you may be eligible to benefit from the Patent Prosecution 
Highway program at a participating intellectual property office for the corresponding application. For more information, please see 
~;ttp://V'vww.uspto.gov/patents/init events/pph/index.iS(Q or send an inquiry to PPHfeedback@uspto.aov. 

4. [gl Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f). 

Certified copies: 

a) [gl All b) D Some *c) D None of the: 

1. D Certified copies of the priority documents have been received. 

2. [gl Certified copies of the priority documents have been received in Application No. 11/477 807. 

3. D Copies of the certified copies of the priority documents have been received in this national stage application from the 

International Bureau (PCT Rule 17.2(a)). 

* Certified copies not received: __ . 

Applicant has THREE MONTHS FROM THE "MAILING DATE" of this communication to file a reply complying with the requirements 
noted below. Failure to timely comply will result in ABANDONMENT of this application. 
THIS THREE-MONTH PERIOD IS NOT EXTENDABLE. 

5. D CORRECTED DRAWINGS ( as "replacement sheets") must be submitted. 

D including changes required by the attached Examiner's Amendment/ Comment or in the Office action of 
Paper No./Mail Date __ . 

Identifying indicia such as the application number {see 37 CFR 1.84{c)) should be written on the drawings in the front {not the back) of 
each sheet. Replacement sheet{s) should be labeled as such in the header according to 37 CFR 1.121 {d). 

6. □ DEPOSIT OF and/or INFORMATION about the deposit of BIOLOGICAL MATERIAL must be submitted. Note the 
attached Examiner's comment regarding REQUIREMENT FOR THE DEPOSIT OF BIOLOGICAL MATERIAL. 

Attachment(s) 
1. [gl Notice of References Cited (PTO-892) 

2. [gl Information Disclosure Statements (PTO/SB/08), 
Paper No./Mail Date 11/27/2013 

3. D Examiner's Comment Regarding Requirement for Deposit 
of Biological Material 

4. D Interview Summary (PTO-413), 
Paper No./Mail Date __ . 

U.S. Patent and Trademark Office 

5. D Examiner's Amendment/Comment 

6. [gl Examiner's Statement of Reasons for Allowance 

7. D Other __ . 

/CORDELIA ZECHER/ 
Supervisory Patent Examiner, Art Unit 2431 

PTOL-37 (Rev. 08-13) Notice of Allowability Part of Paper No./Mail Date 20131210 
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Application/Control Number: 13/543,866 

Art Unit: 2431 

1. The present application is being examined under the pre-AIA first to invent 

provisions. 

DETAILED ACTION 

2. This action is in response to the amendment filed on 11/12/2013. 

Page 2 

3. Claims 1, 3, 6, 8-9, 12, 14-15, 17, 20, 22-23, 26 and 28 have been amended. 

Claim 30 has been added. Claims 1-30 are pending for consideration. 

Continued Examination Under 37 CFR 1.114 

4. A request for continued examination under 37 CFR 1.114, including the fee set 

forth in 37 CFR 1.17(e), was filed in this application after final rejection. Since this 

application is eligible for continued examination under 37 CFR 1.114, and the fee set 

forth in 37 CFR 1.17(e) has been timely paid, the finality of the previous Office action 

has been withdrawn pursuant to 37 CFR 1.114. Applicant's submission filed on 

11/12/2013 has been entered. 

Information Disclosure Statement 

5. The information disclosure statement (I OS) submitted on 11/27/2013 is in 

compliance with the provisions of 37 CFR 1.97. Accordingly, the information disclosure 

statement is being considered by the examiner. 

Response to Arguments 

6. Applicant's arguments, filed on 11/12/2013, with respect to claims 1-29 have 

been fully considered and are persuasive. The rejection of claims 1-29 has been 

withdrawn. 
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Application/Control Number: 13/543,866 

Art Unit: 2431 

Allowable Subject Matter 

7. Claims 1-30 are allowed. 

Page 3 

8. The following is an examiner's statement of reasons for allowance: As noted 

above, the Examiner agrees with the Applicant's arguments on pages 11-12 of the 

Remarks, specifically that the prior art, taken alone, or in any combination, does not 

teach or suggest the combination of claim limitations including "at least correlating, by 

the base computer, at least a portion of the data about the computer object received 

from the first remote computer to at least a portion of the data about the computer 

object received from the second remote computer; comparing, by the base computer, 

the correlated data about the computer object received from the first and second remote 

computers to other objects or entities to identify relationships between the correlated 

data and the other objects or entities; and classifying, by the base computer, the 

computer object as ma/ware on the basis of said comparison". The Examiner was 

unable to find a teaching, suggestion, or motivation that would render the above 

limitations obvious. Claims 1-30 are, therefore, novel and not obvious. 

Any comments considered necessary by applicant must be submitted no later 

than the payment of the issue fee and, to avoid processing delays, should preferably 

accompany the issue fee. Such submissions should be clearly labeled "Comments on 

Statement of Reasons for Allowance." 
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Application/Control Number: 13/543,866 

Art Unit: 2431 

Conclusion 

Page 4 

Any inquiry concerning this communication or earlier communications from the 

examiner should be directed to TRANG DOAN whose telephone number is (571 )272-

0740. The examiner can normally be reached on Monday-Friday. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 

supervisor, Cordelia P. Zecher can be reached on (571) 272-7771. The fax phone 

number for the organization where this application or proceeding is assigned is 571-

273-8300. 

Information regarding the status of an application may be obtained from the 

Patent Application Information Retrieval (PAIR) system. Status information for 

published applications may be obtained from either Private PAIR or Public PAIR. 

Status information for unpublished applications is available through Private PAIR only. 

For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 

you have questions on access to the Private PAIR system, contact the Electronic 

Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 

USPTO Customer Service Representative or access to the automated information 

system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 

/TRANG DOAN/ 
Examiner, Art Unit 2431 

/CORDELIA ZECHER/ 
Supervisory Patent Examiner, Art Unit 2431 
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Application/Control No. Applicant(s)/Patent Under 
Reexamination 

13/543,866 MORRIS ET AL. 
Notice of References Cited 

Examiner Art Unit 

TRANG DOAN 2431 
Page 1 of 1 

U.S. PATENT DOCUMENTS 

* 
Document Number Date 

Country Code-Number-Kind Code MM-YYYY Name Classification 

* A US-2002/0087734 A 1 07-2002 Marshall et al. 709/310 

* B US-2004/0006704 A 1 01-2004 Dahlstrom et al. 713/200 

* C US-2006/0085857 A 1 04-2006 Omote et al. 726/024 

* D US-7,603,374 B2 10-2009 Cameron et al. 1 /1 

E US-

F US-

G US-

H US-

I US-

J US-

K US-

L US-

M US-

FOREIGN PATENT DOCUMENTS 

* 
Document Number Date 

Country Code-Number-Kind Code MM-YYYY Country Name Classification 

N 

0 

p 

Q 

R 

s 

T 

NON-PATENT DOCUMENTS 

* Include as applicable: Author, Title Date, Publisher, Edition or Volume, Pertinent Pages) 

u 

V 

w 

X 

*A copy of this reference 1s not being furnished with this Office action. (See MPEP § 707.05(a).) 
Dates in MM-YYYY format are publication dates. Classifications may be US or foreign. 

U.S. Patent and Trademark Office 

PTO-892 (Rev. 01-2001) Notice of References Cited Part of Paper No. 2013121 O 
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correlating object from one compute to another computer malware relationships "classify" - Google Scholar 

Case ia1,iv 

Any time 

Since 2013 

Since 2012 

Since 2009 

Sort by d;;te 

correlating object from one compute to another computer malware relationships -

[PDF] j lJCS 

... ft~nds research and develop;;;ent prcjeds on inncvative iCT techno!ogies dealing 'Nith creation 
of intel!igent digital objects and kncwiedge ... and the capability tc embed those into content, suppo;ts 
rr1inirna! integration a!lcwing to switch from one application to another 

rsooKJ Enhancinq n~,t,Norl, survivability usinq inteilioent aqents. 

... precess. Unknown attacks go undetected: another shoticoming of the current systems is ... 
!a;ge-scale attack on the !ntemet affects eve(yone, b:...:t at the sarne time, no one owns the problem. 
of the!r incorr1ing traffic policy. Ptacek exp!ains son1e other shortc-orn!ngs of netwo(k-

trwr:; J\dvancE.ici D~Jlection and ::nrnunisat:on of Network Based Security Threats 

... A second aim i::, to investig-J.te an,J deveior:, an approach based upon a test beno:h m:~twc,rk .... any 
kind of mon;toring or checking !m1c,lve,J in the prc .. :ess of switching it frorr, one er,d to ... sp-::~cify the 
protc,cols th-::~mse!ves but instead how they reiate to and react with the other layers of .. . 

i\polying Fxperl Systrnn Technoloqy in a Distributed Monitoring System: An Efficient Response 
Mechanism ior UnKnown Tl1reats 

include citations ... le91tirn;;te. Another example of the successhilness of this technique is v\1hen an ... Typ1ca:ly no- one 

C;eate aiert 

'Niil cha!lenge an appropriate!y dressed cleaning slaff \Nilh this inside access the ... use many other 
techniques inc!uding brute forcing passwords stack smashing, and ... 

[PDFJ Center for Internet Fpidemiologv and Defenses 

... 2 2.6 G!obal Correlation and Coordinalicn ... VVe intend to le,/erage this infrastructure lo correlate 
the results of Ot~r Honeyfarm infrastrt~cture and to seed the Honeyfarm ... They have come to serve 
as one of the p;imary sou;ces and clea;inghouses for lnternet-;eiated data as weli as ... 

Situational avvaren~iss analysis 1oois Im aidinq discovmy of s€,curity ~,v€;nls and patterns 

... Even when alerts are correlated, a faise negative can effeciveiy· disconnect two g;aphs that are ... 
are then fed into a multi-step Leve!-II analysis system that correlate and f:...:se ... systen: consists of 
three major steps and rnoduies ·- anchor point idemification via correlating and fusing ... 

[PDFJ Vi\LIDUS HCLDiNGS LTD . 

... Item i Business Ovennew ... The Company ::,eeks to underwrite other speo:ia:ty :ines with very limited 
-::~xposure correlation with ;ts prc,perty, marine an,J energy pc,rttoiios ... to assess the adequacy of 
risk pricing ar,d to rnonitor it::, ov-::~rall expc,sure to risk in correlated geographic zon-::~s ... 
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EAST Search History 

EAST Search History 

EAST Search History (Interference} 

II;e'l[Hits Irsearch Query lr:=Jlg~~~~~r If Plurals 
1 
~!~~p 1 r ][! receiv$3 with object with created with i US- iDR rFF 12013/12/10: 

! ! ! remote adj computer$1 with identity with ! PGPUB; ! ! ! 22:55 ! 
i ! ! event adj type.elm. ! USPAT; ! ! i ! 

1 ....... J .......... J ................................................................................................... 1 UPAD .......... ! ........................ ! ................. J .......................... ! r '[! second adj remote adj computer with ! US- !DR '[OFF i2013/12/10i ! ! ! identity with event adj type with object with ! PGPUB; ! ! ! 22:56 ! 
! ! ! performed.elm. ! USPAT; ! ! ! ! 
! ____ , ____ ! ____________ ! ______________________________________________________________________________________________________ ! UPAD ______ , ____ ! ______________________ , __ ! ________________ , __ I """""""""""""! 
r□! correlat$3 with portion with data with object! US- !DR '[OFF !2013/12/101 
! ! ! with remote adj computer with second adj ! PGPUB; ! ! ! 22:57 ! 
! ! ! remote adj computer.elm. ! USPAT; ! ! ! ! 
! ......... ! ............ ! ...................................................................................................... ! UPAD ........... ! ......................... ! ................... ! .......................... ! r '[! compar$3 with base adj computer with ! US- !DR rFF !2013/12/101 I ! ! correlated adj data with object with identity ! PGPUB; ! ! I 22:58 ! 
! ! ! with relationship$1 with object$1.elm. ! USPAT; ! ! ! ! 
! ! ! ! UPAD ! ! ! ! r '[! elassify$3 with base adj computer with i US- iDR rFF 12013/12/10: ! ! ! computer object with malware with ! PGPUB; ! ! ! 22:58 ! 
i ! ! comparison.elm. ! USPAT; ! ! i ! 

I _________ I ""'"""I """""""""""""""""""""""""""""""""""""""""""""""""""I_UPAD ____ , _____ j """"""""""'""] "'""""""""I""""""""""'"" j 
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Gase lmN 

Ar,yt•me 

s,nce 20·13 

S;nce 2Cf12 

Since 2009 

Sort by date 

: •nc:ude pate;;ts 

correlating object from one compute to another computer malware relationships -

SpatiaHr,mporal modeiing of malware propagation in networks 

... Digitai Object lder,tifi.:~r 10. ii 09/TNN .2005.853425 ... (i 5) where , ancl If the status of node ;s 
independent of that ot node 0 Other;vise, if the status cf nodes is positively (er negat,ve:y) 
correlated, ... F:ig 7. Sp;;tial correlation in 2-D-lattice 1Nith 10 000 nodes,= 0 i, a;;d = 0 i ... 

[CITAT1m,J Reversing: secrets of reverse engineering 

Svstem for emai: processhiq and a.nalvsis 

... c;rcups of sim;lat content items (eg, 'Noods, p~irases, ;rnages, ASGi! text, etc.) are correlated and 
analysis can ... is looked up in the thesaurus by a matching process and any ;elated item with a ... The 
degree c,f correlation car, be usecl in a ca:cu:ation of the sameness of the rr,es::,age ... 

[CITATION] Cissp Certification All In One Exam Study Guide 

!'\::,plication of_Exp!oratorv Multivariate i\nalxsis_for Nr,twc-rk_Sr,Gurity 

::: onc:ude citations ... :n diana, the •nitiai c.lu::,tering (at step 0} consists of one larg-::~ cluste,- containing -J.li ,, objects .... PCA 
summarizes the vanat1on i;; correlated mu:tiv;;riate attributes to a set of noncorrelated components, 

Create a:ert 

each of w~iic~, is ... A. data f;arne ;s an S object notmal!y t~sed to store a data matrix ... 

... linearly woth the number ot objects in the data set and the number ot att;-;brites of the objects 
2.2 3 Grid-based Met~iods Gt id-based methods div;de ttoe object space into a finile number of 
cel!s ... node-link (a po1nle; to lhe next node in the FP tree carrying ttoe same frequent item) 

... DAMI_ is one such know:edge represent;;- tio;; ia;;griage, based on Web st;;ndards, that 1s capable 
of expressing an onto!ogy in ... Eo:es are interpteted as binary relations belween objects ... E:ssentia:ly, 
a uip!e is a three-e!ernem set that consists of a subject, predicate, and object. ... 

Page 1 of2 

[PS] ,l\ ca1egor;zat;nn of com_Qlti:er security moni1oring systt.~n1s and thP imt2act on the ds~sign of audit [PSJ ffcrn r .. wduE:.1:.:du 

sources 

... for the generation of bi!is for systetTi usage, rneasure system utili.z.mion, and other sirr1ilar behav"icrs. 
This means that a monitorir,g syst-::~111 n-::~eds to be port-::~d to hancl!e different ope,·ating systerns ... 
One tech;;ique that is used to overcome these l1m1tatio;;s os to mo;;itcr ;;et,;vork tr;;tfic ... 

wr,fJ Improving Lmge-Scale Netwon,: Traffic Simulation with Multi-Resoiution Modeis 

... Theoietical analysis. based en 111atherr1atical constructs, is one of the basic techniques used 
for th•s ... netv,:ork. traff•c as contir,uous funGtic,ns c,f packet rates with time, is another t-::~chnique to ... 
1s ;;atura: to describe ;;etwork traffic i;; such a way th;;t the whoie computation expense is ... 

[PDr-J Ursa Maior Startinq to Take Shape 

... Ursa !'vlajc,r wili be a !arge-sca!e object store. in th-::~ !\JASO ar,d OSD ::,tyle, b-J.secl on ... We continue 
to 'Nork on the book, a;;d sever;;! other schoois have pocked up this tre;;d ... One tr;;ns;;ct1on paves 
the cache 'Nith 1nstructoons, while dose foilowers e;;joy a neariy miss-free execution 

[PDr-J On the Sell- Protection ol Firewalls and Distributed Intrusion Detection svstems 

... m-J.kir,g sure th-J.t every ::,ubject •n the system rec.elves -J.ccess to the objects that it ... Th-::~ ope1·,3.ting 
system usuaily offers the fo:lrnNing security mech;;nisms· memory protectio;;, object protection, 
access control ... One may be that no softwate palch is avaiia- b!e from t~,e '/endor and ... 

The_structure_and Junction.of rnmplex_nehvorks 
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... Digita! Object Identifier .... and Mathem-J.tical Organ;zation Theory. (20i3) Computationa: study c,f 
th,::~ US stock rr,arket evolut;on: a rank correlation-bas,::~d netv,JC,rk ... N,::~urocomputing 99. 7 78•· ! 87. 

(2013) f\Jetworks cf noisy osc•liators ;,vith correlated degree and frequency C:ispers1on. 

[PDfJ The internet Motion Sensor-A Distributed Blackhoie Monitoring System . 

... size of a iight t,::~lescope, th,::~ greater th,::~ visib•lity into fa•nter, sm-J.lier, furth,::~r and older objects 
very sign,tic;;nt amount of normalized loca: /8 trattic, those blocks do not a.i'-.vays correlate with 
the ... One artifact of more recent worms is that atter compro- mising a system. these worms ... 

[PDfJ CERiAS Tech Report 2004-~!6 A CATEGORIZATION OF COMPUTER SECURITY 
MONITOf-llNG SY;::n EMS AND THE ltvH"jACT ON rHE DESiGN OF AUDi"f 

... "signatute" and ";;;is use'' as if the terms vvere ident;ca:) iNhi:e one could aoguab:y ... Most 
of them are objects that are not supposed to be accessed based en the expressed po!­
attack .... Def!ection -- ;edirect an attack from the item being protected. 

[500KJ irrn:iacts and nisk Assessment oi Tec~1noioqv 1or Internet Securitv: Enabled information Small­
mr,dium Enterorises (TEISMEs) . 

... Correlation between annuai ::,aies and vulnerabil;ty coefficient ... 2 Chapter i (~C amor,g cc,nsumers 
;;nd the immediate progression ot TE:I irnpiementation by other SME:s ... The fact that one can use 
the Internet search browsers to explore and voew, or for rece1v1ng a;;d trar;smotting ... 

[PDr-J Survey/analvsis ol Leveis I, II. and Ill attack attribution techniques 

... \na a tunm:~I to another router cc,ope•-J.ting v,.1;th you. but stiil not be wiliing to route other ::,ack.ets 
that ... Another problem is that the trust relationship described above 1s trans,tive .... data ;;nd that d;;ta 
wi:i be passed along and accepted unli: !t oeaches a link wheoe one neighbor does .. . 

Information Assurnnce_Cvber Ecologx 

... 13 2.4 EVOLUTIONARY COMPUTATION ... Whi:e m-J.ny other res(~archers have 
examined and deveioped specific technologoes to counter cyber attack. ... One of the 
most important chalienges contront1ng us is to be able tG de;;ve ... 

Aulorm;tic de!eciion of snl!ware stuHilv ·,;ulnerabiliiies in executable prnqrarn Ji!e,, 

... 1 ·1 Making Software rv1ore Secure The news cf another virus threatening cur computers has 
become a regu:ariy expected ... be birthed th tough vaiidalicn en ors, object reuse, authenhcation 
errors, and boundary ... i6 One other area of exp!oitation w consider is core durr1ps. 

Procet,dir;q:; of lht' !nlerm;tinnal GI Workshop nn Deleciion ol lnlrusior;s and Malware & 
Vulnernbility Assessment 

... !tis ev!dent that correlating alerts that refer to failed attacks can resu!t in the detection ... However. 
th(~ correlation systerr,s mentioned above assume that re-J.I attack.s trigger ro1ore than -J. sir,gie ... 
systems can tocus on ale1i clusters and discard all alerts that h;;ve not been correlated. 

De-perirnetsrisation: Benefits and !imitations 

... The object cf this dccumem is 10 provide an introduction to De· P and the foremost ... and individual 
engineers' creati',nty ,:,:iii h-J.rdiy have s(~amles::, integrat;on for mar,agero1ent and the correlation 
cf security ... possible tc conclude that the process ot De-F) is a re;;I one and scrneth1ng ... 
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EAST Search History 

EAST Search History 

EAST Search History (Prior Art} 

~E I1search .. Query .............................................................. JE=1 g~~~~~r JB ~!~~P ...... j 
~ 49 : identif$4 with common with object$1 with : U& OR : ON j 2013/12/10! 

: (inherit$3 descendant$3 relat$3) and : PGPUB; : l 23: 19 : 
: (malware good bad malicious virus$2 : USPAT; i l i 
: un$safe safe trojan worm spyware adware): USOCR; i l i 
with (behavior$1 relat$3 pattern$1 : EPO; : I I I 

, ...................... , relationship$1) ................................................................. i DERWENT .. : ................ .! ................. j ............ .! 
~ 6 : 726/22-26.ccls. and correlat$3 with (data : U& : OR : ON j 2013/12/10: 

: file$1 information object$1) with : PGPUB; : : j 12:51 : 
: relationship$1 and classify$3 with : USPAT; : : j : 
: (malware good bad malicious virus$2 safe : USOCR; : : j : 
: trojan worm spyware adware) : EPO; : : j : 
i i DERWENT i i l i 

,83 .... 4 i (morris stubbs hartwig harter).in. and ! U& ! OR ! ON i 2013/12/10! 
: correlat$3 with (data file$1 information i PGPUB; : : j 12:53 : 
: object$1) with relationship$1 and i USPAT· i i i i 
: classify$3 with (malware good bad I USOCR; j j I j 
malicious virus$2 safe trojan worm : EPO; : : j : 

, ...................... , spyware _adware) ............................................................ : DERWENT .. : ................ .! ................. j ............ .! 
S4 I ("20010052014" I "20020099952 I i U& j OFF l 2013/12/10: 

"20030023857" I "20030084323" I PGPUB; : 
"20030101381" I "20030135791" i USPAT; : 
"20030177394" I "20040006704" : 
"20040039921" I "20040068618" : 
"20040083408" I "20040083810" : 
"20040153644" I "20040255165" : 
"20050021994" I "20050022014" : 
"20050027686" I "20050086500" I 
"20050210035" I "20080209562" : 
"20080320595" I "20090271867" : 
"6338141" I "6772346" I "6944772" I : 
"7013483" .1 .. "7093239") .PN ................................. ..J 

Din: ("7793338" I "20060085857" I :~U_& ___ :·□R rFF 12013112110, I j "20030101381" I "20030195861" I I PGPUB; j j ! 12:58 j 
I j "20040006704").PN. I USPAT; : : j : 

II ................................................................................................ ..1 USOCR ........ : ........................ : ................. J . .. ........... : 
S6 I 6 : 726/22-26.ccls. and correlat$3 with ( data I U& : OR : OFF l 2013/ 12/ 10! 

I : file$1 information object$1) with I PGPUB; : : l 14: 15 : 
i : relationship$1 and classify$3 with i USPAT· i i I i 
I : (malware good bad malicious virus$2 safe ! USOCR; I I I I 
I : trojan worm spyware adware) I EPO; : : j : 

........ ..1 ............ : ................................................................................................ .J DERWENT_: ............... ..! ................... ! ............ ..! 
~ ' ' ' ' 
S7 i 32 : correlat$3 with (data file$1 information I U& : OR : ON i 2013/12/10! 

I :object$1 signature$1 key$1)with iPGPUB· i i l14·58 i 
I : relationship$1 and classify$3 with I USPAT: i i l • i 
I l (malware good bad malicious virus$2 ! USOCR; I I ! I 
I : un$safe safe trojan worm spyware I EPO; : : j : 
I : adware) I DERWENT : : j : 

rl

·········· 19 I corr el a,$3:;;;;h (d~t~ ii1~1 i~i~;;;:;~;;~~ U& • r r)N 12013/ 12i10; 
: object$1 signature$1 key$1 relationship$1) PGPUB; : : j 15:03 : 
: and classify$3 and relationship$1 with USPAT; : : j : 
j j j ~ j 
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I : scor$3 with (malware good bad malicious I USOCR; 
I , : virus$2 un$safe safe trojan worm spyware I EPO; , , , , 
I I : adware) I DERWENT : : ! : 
',-----; .............. .................................................................................................... .. .................... , ......................... , ............................................... , .. . 
I S9 I 16 : classify$3 with correlat$3 with (data file$1 ! U& : OR : ON ! 2013/12/10\ 
I I : information object$1 signature$1 key$1 ! PGPUB; : : ! 15:05 : 
I I : relationship$1) and scor$3 with (malware ! USPAT; : : ! : 
I I : good bad malicious virus$2 un$safe safe ! USOCR; : : ! : 
I I :trojan worm spyware adware) ! EPO; : : ! : 

I ........ 1 ............ : ................................................................................................ J DERWENT J ........................ .: ................ , .. ! ......................... J 
I S10 I 26 : (compar$3 identif$4) with relationship$1 ! U& : OR : ON ! 2013/12/10! 
i I : with (object$1 key$1 signature child i PGPUB· i i i 15-25 i I I : parent) and classif$5 with (malware good I USPAT! i i I • i 
I I ! bad malicious virus$2 un$safe safe trojan ! USOCR; : : ! : 
I I : worm spyware adware) with compar$4 ! EPO; : : ! : 

! ,__j ............. ! ................................................................................................. 1 DERWENT_: ........................ : ................. ) .......................... : 
! S11 I 51 : relationship$1 with (object$1 key$1 ! U& : OR : ON ! 2013/12/10: 
I I : signature child parent) and classif$5 with ! PGPUB; : : ! 15:26 : 
I I : (malware good bad malicious virus$2 ! USPAT; : : ! : 
I I : un$safe safe trojan worm spyware adware) ! USOCR; : : ! : 
i I : with compar$4 i EPO; : : i : 
1 ........ 1 ............ ! ................................................................................................ J DERWENT_! ......................... ! ................... ! .......................... ! 
I S12 I 13 : relationship$1 with (object$1 key$1 ! U& : OR : ON ! 2013/12/10: 
I I : signature child parent) and homogenous ! PGPUB; : : ! 15:29 : 
i I : near1 entity i USPAT; : : i : 

!J ............. 1 ................................................................................................. l5:~.1 ........................ 1 ................... 1 .......................... I 
I 813 IO : (identif$5 establish$3 indicat$3 associat$3 ! U& : OR : ON ! 2013/12/10: 
I I : link$3) with homogenous near1 entity with ! PGPUB; : : ! 15:31 : 
I I : (malware good bad malicious virus$2 ! USPAT; : : ! : 
I I : un$safe safe trojan worm spyware ! USOCR; : : ! : 
i I : adware) i EPO; : : i : 
I ........I ............ ! ................................................................................................ J DERWENT_ j ......................... j ................... ! .......................... j 
Is14I4 :deduc$3with(object$1 key$1signature$1)!U& :OR :ON !2013/12/10: 
I I : with (malware good bad malicious virus$2 ! PGPUB; : : ! 15:33 : 
I I : un$safe safe trojan worm spyware adware) ! USPAT; : : ! : 
I I : with (behavior$1 relat$3 relationship$1) ! USOCR; j j ! j 

!~ .......... , .. ! .............................................................................................. , .. ] 6~0ENT_ 1 ........................ 1 ................ , .. ! .......................... I 
! S15 I 2727 : (object$1 key$1 signature$1) with ( child$1 ! U& : OR : ON ! 2013/12/10: 
I I : parent$1) and (malware good bad ! PGPUB; : : ! 16:13 : 
I I : malicious virus$2 un$safe safe trojan worm! USPAT; : : ! : 
I I : spyware adware) with (behavior$1 relat$3 ! USOCR; : : ! : 
I I : relationship$1) ! EPO; : : ! : 

1 ........ 1 ............ i ................................................................................................ J DERWENT_! ......................... ! ................... ! .......................... ! 
1816 146 :(object$1 key$1 signature$1) with (child$1 !U& :OR :ON !2013/12/10: 
I : parent$1) and (malware good bad ! PGPUB; ! ! ! 16:16 ! 
I : malicious virus$2 un$safe safe trojan worm! USPAT; : : ! : 
I : spyware adware) with (behavior$1 relat$3 ! USOCR; j j ! j 
I : relationship$1) and (compar$4) with (size ! EPO; : : ! : 
I : folder location name creation date) with ! DERWENT j j ! j 
I : (object key signature) ! : : ! : 
\ l~~~~~~~~~, ~~~~~~~~~~~~~~ ~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~' ~~~~~~~~~~~~~~~~~~~~~~~~~• ~~~~~~~~~~~~~~~~~~~~~~~~~• ~~~~~~~~~~~~~~~~~~~~ ~~~~~~~~~~~~~~~~~~~~~~~~~~• 

Is17I9 :(object$1key$1signature$1)with(child$1!U& :OR :ON !2013/12/10: 
I I : parent$1) and ( classif$5 identif$5 ! PGPUB; : : ! 16: 17 : 
I I : correlat$3) with (malware good bad ! USPAT; : : ! : 
I I : malicious virus$2 un$safe safe trojan worm! USOCR; : : ! : 
I I : spyware adware) with (behavior$1 relat$3 ! EPO; : : ! : 
I I j relationship$1) and (compar$4) with (size ! DERWENT j j ! j 
I I : folder location name creation date header) ! : : ! : 
I I : with (object key signature) ! : : ! : 

117171 !I ii :I !I 
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Publication Date 
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Relevant Passages or Relevant 

Figures Appear 
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Initials* 

Examiner 
Initials* 

I Examiner 
Signature 

Cite 
No. 
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Cite 
No.

1 
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FOREIGN PATENT DOCUMENTS 

Foreign Patent Document Publication Name of Patentee or Pages, Columns, Ts 

Date Applicant of Cited Document Lines, Where 
Country Code3

; Number4
; Kind Code5 (if known) MM-DD-YYYY Relevant Passages or 

Relevant Figures 
Appear 

NON-PATENT LITERATURE DOCUMENTS 

Include name of the author (in CAPITAL LETTERS), title of the article (when appropriate), title of the item (book, 
magazine, journal, serial, symposium, catalog, etc.), date, page(s), volume-issue number(s), publisher, city and/or country 
where published. 

Official Action with English Translation for China Patent Application No. 20110036124.1, dated 
Oct. 23, 2013, 8 pages 

Date 
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*EXAMINER: Initial if reference considered, whether or not citation is in cpnformance with MPEP 609. Draw line through citation if, not in conformance and not 
considered. Include copy of this form with next communjcation to applicant. Applicant's unique citation designation number (optional). See Ki~ds Codes of US PTO 
Patent Documents at www.usplo.gov or MPEP 901.04. Enter Office that issued the document, by the two-letter code (WIPO ?tandard ST.3). For Japanese patent 
documents, the indication of the year of the reign of the Emperor must precede the, serial number of the patent document. Kind of document by the appropriate 
symbols as indicated on the document under WIPO Standard ST.16 if possible. Applicant is to place a check mark here if English language Translation is 
attached. 
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EFSID: 17936294 

Application Number: 13543866 

International Application Number: 

Confirmation Number: 7855 

Title of Invention: METHODS AND APPARATUS FOR DEALING WITH MALWARE 
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If a new international application is being filed and the international application includes the necessary components for 
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE 

In Re the Application of: 

Melvyn Morris 

Serial No.: 13/543,866 

Filed: July 8, 2012 

Atty. File No.: 6890-93-CON 

Entitled: "Methods and Apparatus for Dealing 
With Malware" 

Commissioner for Patents 
P.O. Box 1450 
Alexandria, VA 22313-1450 

Dear Commissioner: 

) 
) 
) 
) 
) 
) 
) 
) 
) 
) 

Group Art Unit: 2431 

Confirmation No.: 7855 

Examiner: Trang T. Doan 

SUPPLEMENT AL 
INFORMATION DISCLOSURE 

STATEMENT 

Electronically Submitted 

The references cited on attached Form PTO/SB08 are being called to the attention of the 

Examiner. 

~ 
□ 

Copies of the cited non-patent and/or foreign references are enclosed herewith. 

Copies of the cited U.S. patents and/or patent applications are enclosed herewith. 

D Copies of the cited U.S. patents/patent application publications are not enclosed m 

accordance with 37 C.F.R. § l.98(a). 

□ Copies of the cited references are not enclosed, in accordance with 3 7 C.F .R. § 1. 98( d), 

because the references were cited by or submitted to the U.S. Patent and Trademark Office in 

prior application Serial No. _____ filed _______ , which is relied upon for an 

earlier filing date under 35 U.S.C. § 120. 

~ To the best of applicants' belief, the pertinence of the foreign-language references is 

believed to be summarized in the attached English abstracts and/or in the figures, although 

applicants do not necessarily vouch for the accuracy of the translation. 

□ Examiner's attention is drawn to the following related applications: 

Serial No. ____ filed ____ (Attorney Ref No. ___ ) 

Serial No. ____ filed ____ (Attorney Ref No. ___ ) 

D Other: ___________________________ _ 

Submission of the above information is not intended as an admission that any item is 

citable under the statutes or rules to support a rejection, that any item disclosed represents 

analogous art, or that those skilled in the art would refer to or recognize the pertinence of any 

reference without the benefit of hindsight, nor should an inference be drawn as to the pertinence 

1 
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of the references based on the order in which they are presented. Submission of this statement 

should not be taken as an indication that a search has been conducted, or that no better art exists. 

It is respectfully requested that the cited information be expressly considered during the 

prosecution of this application and the references made of record therein. 

□ 

□ 

FEES 
37 CFR 1.97(b): No fee is believed due in connection with this submission, because the information disclosure statement 
submitted herewith is satisfied by one of the following conditions ("X" indicates satisfaction): 

D Within three months of the filing date of a national application other than a continued prosecution 

□ 

□ 

□ 

application under 37 CFR l.53(d), or 

Within three months of the date of entry of the national stage as set forth in§ 1.491 in an international 
application, or 

Before the mailing date of a first Office Action on the merits, or 

Before the mailing of a first Office action after the filing of a request for continued examination under 
37CFR1.114. 

Although no fee is believed due, if any fee is deemed due in connection with this submission, please charge such fee to 
Deposit Account 19-1970. 

37 CFR 1.97(c): The information disclosure statement transmitted herewith is being filed after all the above conditions (37 
CFR l.97(b )), but before the mailing date of any one of the following conditions: 

(1) a final action under 37 C.F.R. 1.113, or 
(2) a notice of allowance under 37 C.F.R. 1.311, or 
(3) an action that otherwise closes prosecution in the application. 

This Information Disclosure Statement is accompanied by: 

D A Certification (below) as specified by 37 C.F.R. l.97(e). Although no fee is believed due, if any fee is deemed 
due in connection with this submission, please charge such fee to Deposit Account 19-1970. 

OR 

D Please charge Deposit Account 19-1970 in the amount of $180.00 for the fee set forth in 37 C.F.R. l. l 7(p) for 
submission of an information disclosure statement. Please credit any overpayment or charge any underpayment to Deposit 
Account 19-1970. 

37 CFR 1.97(d): This Information Disclosure Statement is being submitted after the period specified in 37 CFR l.97(c). 

~ This information Disclosure Statement includes a Certification (below) as specified by 37 C.F.R. l.97(e) 
AND 

~ Applicants hereby requests consideration of the reference(s) disclosed herein. Please charge Deposit Account 19-
1970 in the amount of $180.00 under 37 C.F.R. l. l 7(p). Please credit any overpayment or charge any underpayment to 
Deposit Account 19-1970. Election to pay the fee should not be taken as an indication that applicant(s) cannot execute a 
certification. 

2 
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Certification (37 C.F.R. 1.97(e)) 
(Applicable only if checked) 

The undersigned certifies that: 
~ Each item of information contained in this information disclosure statement was 

first cited in any communication from a foreign patent office in a counterpart foreign 
application not more than three months prior to the filing of this statement. 37 C.F.R. 
l.97(e)(l). 

~ A copy of the communication from the foreign patent office is enclosed. 

OR 

D No item of information contained in this information disclosure statement was 
cited in a communication from a foreign patent office in a counterpart foreign 
application, and, to the knowledge of the undersigned after making reasonable 
inquiry, no item of information contained in this Information Disclosure Statement 
was known to any individual designated in 37 C.F.R. l.56(c) more than three months 
prior to the filing of this statement. 37 C.F.R. l.97(e)(2). 

Date: January 16, 2014 

Respectfully submitted, 

SHERIDAN ROSS P.C. 

By: 

3 

/Brent R. Lindon/ 
Brent R. Lindon 
Registration No. 67424 
1560 Broadway, Suite 1200 
Denver, Colorado 80202-5141 
(303) 863-9700 
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Address: COMMISSIONER FOR PATENTS 

P.O. Box 1450 
Alexandria., Virginia 22313-1450 
www.uspto.gov 

ATTORNEY DOCKET NO. CONFIRMATION NO. 

6890-93-CON 7855 

EXAMINER 

DOAN, TRANG T 

ART UNIT PAPER NUMBER 

2431 
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Application No. 
13/543,866 

Applicant(s) 
MORRIS ET AL. 

Notice of Allowability Examiner 
TRANG DOAN 

Art Unit 
2431 

AIA (First Inventor to 
File) Status 

No 

-- The MAILING DA TE of this communication appears on the cover sheet with the correspondence address-­
All claims being allowable, PROSECUTION ON THE MERITS IS (OR REMAINS) CLOSED in this application. If not included 
herewith (or previously mailed), a Notice of Allowance (PTOL-85) or other appropriate communication will be mailed in due course. THIS 
NOTICE OF ALLOWABILITY IS NOT A GRANT OF PATENT RIGHTS. This application is subject to withdrawal from issue at the initiative 
of the Office or upon petition by the applicant. See 37 CFR 1.313 and MPEP 1308. 

1. [gi This communication is responsive to the IDS filed on 1/16/2014. 

DA declaration(s)/affidavit(s) under 37 CFR 1.130(b) was/were filed on ___ . 

2. D An election was made by the applicant in response to a restriction requirement set forth during the interview on __ ; the restriction 
requirement and election have been incorporated into this action. 

3. [gl The allowed claim(s) is/are 1-30. As a result of the allowed claim(s), you may be eligible to benefit from the Patent Prosecution 
Highway program at a participating intellectual property office for the corresponding application. For more information, please see 
~;ttp://V'vww.uspto.gov/patents/init events/pph/index.is_p or send an inquiry to PPHfeedback@uspto.aov . 

4. [gl Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f). 

Certified copies: 

a) [gl All b) D Some *c) D None of the: 

1. D Certified copies of the priority documents have been received. 

2. [gl Certified copies of the priority documents have been received in Application No. 11/477 807. 

3. D Copies of the certified copies of the priority documents have been received in this national stage application from the 

International Bureau (PCT Rule 17.2(a)). 

* Certified copies not received: __ . 

Applicant has THREE MONTHS FROM THE "MAILING DATE" of this communication to file a reply complying with the requirements 
noted below. Failure to timely comply will result in ABANDONMENT of this application. 
THIS THREE-MONTH PERIOD IS NOT EXTENDABLE. 

5. D CORRECTED DRAWINGS ( as "replacement sheets") must be submitted. 

D including changes required by the attached Examiner's Amendment/ Comment or in the Office action of 
Paper No./Mail Date __ . 

Identifying indicia such as the application number {see 37 CFR 1.84{c)) should be written on the drawings in the front {not the back) of 
each sheet. Replacement sheet{s) should be labeled as such in the header according to 37 CFR 1.121 {d). 

6. □ DEPOSIT OF and/or INFORMATION about the deposit of BIOLOGICAL MATERIAL must be submitted. Note the 
attached Examiner's comment regarding REQUIREMENT FOR THE DEPOSIT OF BIOLOGICAL MATERIAL. 

Attachment(s) 
1. D Notice of References Cited (PTO-892) 

2. [gl Information Disclosure Statements (PTO/SB/08), 
Paper No./Mail Date 1/16/2014 

3. D Examiner's Comment Regarding Requirement for Deposit 
of Biological Material 

4. D Interview Summary (PTO-413), 
Paper No./Mail Date __ . 

U.S. Patent and Trademark Office 

5. D Examiner's Amendment/Comment 

6. D Examiner's Statement of Reasons for Allowance 

7. D Other __ . 

/CORDELIA ZECHER/ 
Supervisory Patent Examiner, Art Unit 2431 

PTOL-37 (Rev. 08-13) Notice of Allowability Part of Paper No./Mail Date 20140303 
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Application/Control Number: 13/543,866 

Art Unit: 2431 

DETAILED ACTION 

1. The present application is being examined under the pre-AIA first to invent 

provisions. 

2. Claims 1-30 are allowed. 

Information Disclosure Statement 

3. The information disclosure statement (I OS) submitted on 1/16/2014 is in 

Page 2 

compliance with the provisions of 37 CFR 1.97. Accordingly, the information disclosure 

statement is being considered by the examiner. 

Conclusion 

Any inquiry concerning this communication or earlier communications from the 

examiner should be directed to TRANG DOAN whose telephone number is (571 )272-

0740. The examiner can normally be reached on Monday-Friday. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 

supervisor, Cordelia P. Zecher can be reached on (571) 272-7771. The fax phone 

number for the organization where this application or proceeding is assigned is 571-

273-8300. 
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Application/Control Number: 13/543,866 

Art Unit: 2431 

Page 3 

Information regarding the status of an application may be obtained from the 

Patent Application Information Retrieval (PAIR) system. Status information for 

published applications may be obtained from either Private PAIR or Public PAIR. 

Status information for unpublished applications is available through Private PAIR only. 

For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 

you have questions on access to the Private PAIR system, contact the Electronic 

Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 

USPTO Customer Service Representative or access to the automated information 

system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 

/TRANG DOAN/ 
Examiner, Art Unit 2431 

/CORDELIA ZECHER/ 
Supervisory Patent Examiner, Art Unit 2431 
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Substitute for form 1449/PTO Complete if Known 

Application Number 13/543,866 

INFORMATION DISCLOSURE Filing Date July 8, 2012 

STATEMENT BY APPLICANT First Named Inventor Melvyn Morris 

(Use as many sheets as necessary) Art Unit 2431 

Examiner Name Trang T. Doan 

Sheet I 1 I of I 1 Attorney Docket Number 6890-93-CON 

U.S. PATENT DOCUMENTS 
Examiner I Cite I Document Number 
Initials* No.

1 
Number-kind Code2c;r,,owa) I 

Publication Date 
MM-DD-YYYY 

I 
Name of Patentee or 
Applicant of Cited Document 

I 
Pages, Columns, Lines, Where 
Relevant Passages or Relevant 

Figures Appear 

Examiner 
Initials* 

Examiner 
Initials* 

/T.D./ 

Examiner 
Signature 

Cite 
No. 

1 

Cite 
No.

1 

1 

FOREIGN PATENT DOCUMENTS 

Foreign Patent Document Publication Name of Patentee or Pages, Columns, Ts 

Date Applicant of Cited Document Lines, Where 
Country Code3

; Number4
; Kind Code5 (if known) MM-DD-YYYY Relevant Passages or 

Relevant Figures 
Appear 

NON-PATENT LITERATURE DOCUMENTS 

Include name of the author (in CAPITAL LETTERS), title of the article (when appropriate), title of the item (book, 
magazine, journal, serial, symposium, catalog, etc.), date, page(s), volume-issue number(s), publisher, city and/or country 
where published. 

Official Action with English Translation for China Patent Application No. 20110036124.1, dated 
Oct. 23, 2013, 8 pages 

/Trang Doan/ Date 
Considered 03/03/2014 

*EXAMINER: Initial if reference considered, whether or not citation is in cpnformance with MPEP 609. Draw line through citation if, not in conformance and not 
considered. Include copy of this form with next communjcation to applicant. Applicant's unique citation designation number (optional). See Ki~ds Codes of US PTO 
Patent Documents at www.usplo.gov or MPEP 901.04. Enter Office that issued the document, by the two-letter code (WIPO ?tandard ST.3). For Japanese patent 
documents, the indication of the year of the reign of the Emperor must precede the, serial number of the patent document. Kind of document by the appropriate 
symbols as indicated on the document under WIPO Standard ST.16 if possible. Applicant is to place a check mark here if English language Translation is 
attached. 

IPR2023-00556 
CrowdStrike EX1002 Page 238



Application Serial No. 13/543,866 
37 CFR § 1.312 Amendment 

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE 

In Re the Application of: Melvyn Morris 

Application No.: 13/543,866 

Filed: July 08, 2012 

Atty. File No.: 6890-93-CON 

For: Methods and Apparatus for Dealing with 
Malware 

~ Group Art Unit: 2432 

~ Examiner: Doan, Trang T 

~ Confirmation No.: 7855 

) 
) 
) 
) 
) 
) 
) 

AMENDMENT AFTER ALLOWANCE PURSUANT TO 37 CFR § 1.312 

Commissioner for Patents 
P.O. Box 1450 
Alexandria, VA 22313-1450 

Commissioner: 

Applicant( s) submit this Amendment After Allowance pursuant to 3 7 CFR § 1.312 in 

response to the Notice of Allowance and Fee(s) Due having a mailing date of December 26, 

2013. An amendment may be entered after the mailing of a Notice of Allowance but prior to 

payment of the issue fee upon the recommendation of the primary examiner. Therefore, it is 

respectfully requested that the above-referenced application be amended as follows: 

Amendments to the Claims are reflected in the listing of claims which begins on page 2 

of this paper. 

Remarks/ Arguments begin on page 9 of this paper. 

1 Attorney Docket No.: 6890-93-CON 
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Application Serial No. 13/543,866 
37 CFR § 1.312 Amendment 

Amendments to the Claims: 

This listing of claims will replace all prior versions, and listings, of claims in the 

application: 

Listing of Claims: 

1. (Currently Amended) A method of classifying a computer object as malware, the 

method comprising: 

at a base computer, receiving data about a computer object from a first remote computer 

on which the computer object or similar computer objects are stored, wherein said data includes 

information about events initiated or involving the computer object when the computer object is 

created, configured or runs on the first remote computer, said information including at least the 

an identity of an object initiating the event, the event type, and an identity of the-an object or 

other entity on which the event is being performed; 

at the base computer, receiving data about the computer object from a second remote 

computer on which the computer object or similar computer objects are stored, wherein said data 

includes information about events initiated or involving the computer object when the computer 

object is created, configured.,_ or runs on the second remote computer, said information including 

at least the-an identity of the-an object initiating the event, the event type, and the-an identity of 

the-an object or other entity on which the event is being performed; 

storing.,_ at the base computer.,_ said data received from the first and second remote 

computers; 

correlating, by the base computer, at least a portion of the data about the computer object 

received from the first remote computer to at least a portion of the data about the computer 

object received from the second remote computer; 

comparing, by the base computer, the correlated data about the computer object received 

from the first and second remote computers to other objects or entities to identify relationships 

between the correlated data and the other objects or entities; and 

classifying, by the base computer, the computer object as malware on the basis of said 

companson. 
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2. (Original) A method according to claim 1, wherein the relationship is between 

objects related directly, or between objects related via other objects. 

3. (Previously Presented) A method according to claim 1, wherein where an object 

and other objects are found to have a relationship, monitoring those related objects as a 

homogenous entity and identifying a common object of the homogenous entity as a malware 

object. 

4. (Original) A method according to claim 1, comprising deducing an object to be 

malware based on the behaviour of a related object. 

5. ( Currently Amended) A method according to claim 1, wherein if at least one other 

object to which said computer object is related is classed as malware, then classifying said 

computer object as malware. 

6. (Previously Presented) A method according to claim 1, wherein said other objects 

include the object or similar objects stored on at least one of the first and second remote 

computers. 

7. (Currently Amended) A method according to claim 1, wherein said other objects 

include other objects that are parent objects or child objects or otherwise process-related objects 

to said computer object. 

8. (Currently Amended) A method according to claim 1, wherein the data about the 

computer object that is sent from the respective remote computer to the base computer and that is 

used in the comparison includes one or more of: 

executable instructions contained within or constituted by the computer object; 

the size of the computer object; 

the current name of the computer object; 

the physical and folder location of the computer object on disk; 

the original name of the computer object; 
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the creation and modification dates of the computer object; 

vendor, product and version and any other information stored within the computer object; 

and[[,]] 

the computer object header or header held by the respective remote computer. 

9. (Previously Presented) A method according to claim 1, wherein the data is sent in 

the form of a key that is obtained by a hashing process carried out in respect of the objects on the 

respective remote computer. 

10. (Currently Amended) A method according to claim 9, wherein the key has at least 

one component that represents executable instructions contained within or constituted by the 

computer object. 

11. (Currently Amended) A method according to claim 9, wherein the key has at least 

one component that represents data about said computer object. 

12. (Currently Amended) A method according to claim 11, wherein said data about 

said computer object includes at least one of: 

the current name of the computer object; 

the physical and folder location of the computer object on disk; 

the original name of the computer object; 

the creation and modification dates of the computer object; 

vendor, product and version and any other information stored within the computer object; 

the computer object header or header held by the respective remote computer; and, 

events initiated by or involving the computer object when the computer object is created, 

configured or runs on the respective remote computers. 

13. (Currently Amended) A method according to claim 9, wherein the key has at least 

one component that represents the physical size of the computer object. 
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14. (Currently Amended) A method according to claim 1, comprising initially 

classifying aH:-a computer object as not malware, generating a mask for said computer object that 

defines acceptable behaviour for the computer object, monitoring an operation of the computer 

object on at least one of the first and second remote computers and reclassifying the computer 

object as malware if the actual monitored behaviour extends beyond that permitted by the mask. 

15. (Currently Amended) An l\pparatusapparatus for classifying a computer object as 

malware, the apparatus comprising: 

a base computer constructed and arranged to receive data about a computer object from a 

first remote computer on which the computer object or similar computer objects are stored, 

wherein said data includes information about events initiated or involving the computer object 

when the computer object is created, configured.,_ or runs on the first remote computer, said 

information including at least the-an identity of the-an object initiating the event, the event type, 

and thean identity of thean object or other entity on which the event is being performed; 

the base computer being constructed and arranged to receive data about the computer 

object from a second remote computer on which the computer object or similar computer objects 

are stored, wherein said data includes information about events initiated or involving the 

computer object when the computer object is created, configured.,_ or runs on the second remote 

computer, said information including at least the-an identity of the-an object initiating the event, 

the event type, and the-an identity of the-an object or other entity on which the event is being 

performed; 

the base computer being constructed and arranged to correlate at least a portion of the 

data about the computer object received from the first remote computer to at least a portion of 

the data about the computer object received from the second remote computer; 

the base computer being constructed and arranged to compare the data about the 

computer object received from the first and second remote computers to other objects or entities 

to identify relationships between the correlated data and the other objects or entities; and 

the base computer being constructed and arranged to classify the computer object as 

malware on the basis of said comparison. 
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16. (Currently Amended) The i\.pparatus apparatus according to claim 15, wherein 

the base computer is constructed and arranged so as to identify the relationship between objects 

related directly, or between objects related via other objects. 

17. (Currently Amended) The i\.pparatusapparatus according to claim 15, wherein the 

base computer is constructed and arranged so as, where an object and other objects are found to 

have a relationship, to monitoring monitor those related objects as a homogenous entity and 

identify a common object of the homogenous entity as a malware object. 

18. (Currently Amended) The apparatus i\.pparatus according to claim 15, wherein 

the base computer is constructed and arranged so as to deduce an object to be malware based on 

the behaviour of a related object. 

19. (Currently Amended) The apparatusf,.pparatus according to claim 15, wherein the 

base computer is constructed and arranged so that if at least one other object to which said object 

is related is classed as malware, then said object is classified as malware. 

20. (Currently Amended) The apparatusf,.pparatus according to claim 15, wherein the 

base computer is constructed and arranged so that said other objects include the object or similar 

objects stored on at least one of the first and second remote computers. 

21. (Currently Amended) f,.pparatus The apparatus according to claim 15, wherein 

the base computer is constructed and arranged so that said other objects include other objects that 

are parent objects or child objects or otherwise process-related objects to said object. 

22. (Currently Amended) The apparatusf,.pparatus according to claim 15, wherein the 

base computer is constructed and arranged so as to compare the data where the data includes one 

or more of: 

executable instructions contained within or constituted by the computer object; 

the size of the computer object; 

the current name of the computer object; 
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the physical and folder location of the computer object on disk; 

the original name of the computer object; 

the creation and modification dates of the computer object; 

vendor, product.,_ and version and any other information stored within the computer 

object; and[[,]] 

the computer object header or header held by the respective remote computer. 

23. (Currently Amended) The apparatusfcJ9J9aratus according to claim 15, wherein the 

base computer is constructed and arranged so as to be able to process data that is sent in the form 

of a key that is obtained by a hashing process carried out in respect of the objects on said 

respective remote computer. 

24. (Currently Amended) The apparatusfcJ9J9aratus according to claim 23, wherein the 

key has at least one component that represents executable instructions contained within or 

constituted by the computer object. 

25. (Currently Amended) The apparatusfcJ9J9aratus according to claim 23, wherein the 

key has at least one component that represents data about said computer object. 

26. (Currently Amended) Apparatus according to claim 25, wherein said data about 

said object includes at least one of: 

object; 

the current name of the computer object; 

the physical and folder location of the computer object on disk; 

the original name of the computer object; 

the creation and modification dates of the computer object; 

vendor, product.,_ and version and any other information stored within the computer 

the computer object header or header held by the respective remote computer; and 

events initiated by or involving the computer object when the computer object is created, 

configured.,_ or runs on the respective remote computers. 
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27. (Currently Amended) The apparatusfipparatus according to claim 23, wherein the 

key has at least one component that represents the physical size of the computer object. 

28. (Currently Amended) The apparatusfipparatus according to claim 15, wherein the 

base computer is constructed and arranged to generate a mask for aH:-a computer object that is 

initially classed not as malware, said mask defining acceptable behaviour for the computer 

object, and the base computer is constructed and arranged to monitor an operation of the 

computer object on at least one of the first and second remote computers and to reclassify the 

computer object as malware if the actual monitored behaviour extends beyond that permitted by 

the mask. 

29. (Original) A computer program recorded on non-transitory computer readable 

medium comprising program instructions for causing a computer to perform the method of claim 

1. 

30. (Previously Presented) A method according to claim 1, wherein the data received 

about the computer object from the first remote computer is different than the data received 

about the computer object from the second remote computer. 
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REMARKS 

A Notice of Allowance and Fee(s) Due was mailed on December 26, 2013. The 

amendments to the claims set forth above make changes to Claims 1, 5, 7, 8, and 10-28 to 

address typographical errors in the claims and to ensure the consistent use of terms. No claims 

have been canceled. Accordingly, Claims 1-30 remain present and ready for issue. 

These amendments are required to correct typographical errors and to ensure the 

consistent use of terms, and therefore ensure proper protection of the invention. No substantial 

amount of additional work on the part of the Office is required. In particular, the scope of the 

claims is not affected by the proposed amendments. Therefore, the claims remain patentable. 

This amendment was not presented earlier because it was discovered only after Applicant 

reviewed the allowed claims. 

Pursuant to 37 C.F.R. § 1.312, an amendment may be entered after the mailing of a Notice 

of Allowance, but prior to the payment of the Issue Fee, upon the recommendation of the 

primary Examiner. Therefore, it is respectfully requested that the above-referenced application 

be amended as set forth herein. 

The Examiner is invited to contact the undersigned by telephone if doing so would 

expedite the resolution of this case. 

Date: March 17 2014 

Respectfully submitted, 

SHERIDAN ROSS P.C. 

By: /Brent R. Lindon/ 
Brent R. Lindon 
Reg. No. 67,424 

9 

1560 Broadway, Suite 1200 
Denver, Colorado 80202 
Telephone: 303-863-9700 
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-- The MAILING DA TE of this communication appears on the cover sheet with the correspondence address -

1. [8J The amendment filed on 17 March 2014 under 37 CFR 1.312 has been considered, and has been: 

a) [8J entered. 

b) D entered as directed to matters of form not affecting the scope of the invention. 

c) D disapproved because the amendment was filed after the payment of the issue fee. 

Any amendment filed after the date the issue fee is paid must be accompanied by a petition under 37 CFR 1.313(c)(1) 

and the required fee to withdraw the application from issue. 

d) D disapproved. See explanation below. 

e) D entered in part. See explanation below. 

/CORDELIA ZECHER/ 
Supervisory Patent Examiner, Art Unit 2431 

U.S. Patent and Trademark Office 

/TRANG DOAN/ 
Examiner, Art Unit 2431 
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Number-kind Code 2 (if known) 

6338141 
6772346 

6944772 

7013483 
7093239 

2001/0052014 

2002/0099952 
2003/0023857 

2003/0084323 

2003/0101381 
2003/0135791 

2004/0006704 
2004/0039921 

2004/0068618 
2004/0073810 

2004/0083408 
2004/0153644 

2004/0255165 
2005/0021994 

2005/0027686 

2005/0086500 
2005/0022014 
2005/0210035 
2007/0016953 

2008/0209562 
2008/0320595 

2009/0271867 

2012/0278891 

/Cordelia Zecheri 

Art Unit 2431 

Examiner Name 

4 Attorney Docket Number 6890-93-CON 

U.S. PATENT DOCUMENTS 
Publication Date Name of Patentee or Pages, Columns, Lines, Where 
MM-DD-YYYY Applicant of Cited Document Relevant Passages or Relevant 

01/08/2002 

08/03/2004 
09/13/2005 

03/14/2006 

08/15/2006 
12/13/2001 

07/25/2002 

01/30/2003 
05/01/2003 

05/29/2003 

07/17/2003 
01/08/2004 

02/26/2004 
04/08/2004 

04/15/2004 
04/29/2004 

08/05/2004 
12/16/2004 

01/27/2005 
02/03/2005 

04/21/2005 
ss,1~:;z,«z!sse 

09/22/2005 

01/18/2007 
08/28/2008 

12/25/2008 

10/29/2009 
11/01/2012 

Wells 
Chess 

Dozortsev 
Cohen et al. 
van der Made 

Sheymov et al. 

Lambert et al. 

Hinchlife 

Gales 

Mateev 
Natvig 

Dahlstrom 
Chuang 

Hooker 
Racine 
Spiegel 

McCorkendale 

Szor 
Barton 
Shipp 

Albornoz 
Shipman 1-2005 

Kester et al. 
Morris et al. 

Szor 
van der Made 

Zhanq 

Morris et al. 

Date 
Considered 

Fioures Aooear 

03/14i2013 
*EXAMINER: Initial if reference considered, whether or not citation is in cpnformance with MPEP 609. Draw line through citation if, not in conformance and not 
considered. Include copy of this form with next communjcation to applicant. Applicant's unique citation designation number (optional). See Kinds Codes of USPTO 
Patent Documents at www.uspto.gov or MPEP 901.04. Enter Office that issued the document, by the two-letter code (WIPO ?tandard ST.3). 'For Japanese patent 
documents, the indication of the year of the reign of the Emperor must precede thEj serial number of the patent document. Kind of document by the appropriate 
symbols as indicated on the document under WIPO Standard ST.16 if possible. Applicant is to place a check mark here if English language Translation is 
attached. 
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UNITED STA TES p A TENT AND TRADEMARK OFFICE 

APPLICATION NO. 

13/543,866 

22442 7590 

Sheridan Ross PC 
1560 Broadway 
Suite 1200 
Denver, CO 80202 

ISSUE DATE PATENT NO. 

05/13/2014 8726389 

04/23/2014 

UNITED STATES DEPARTMENT OF COMMERCE 
United States Patent and Trademark Office 
Address: COMMISSIONER FOR PATENTS 

P.O. Box 1450 
Alexandria, Virginia 22313-1450 
www .uspto.gov 

ATTORNEY DOCKET NO. CONFIRMATION NO. 

6890-93-CON 7855 

ISSUE NOTIFICATION 

The projected patent number and issue date are specified above. 

Determination of Patent Term Adjustment under 35 U.S.C. 154 (b) 
(application filed on or after May 29, 2000) 

The Patent Term Adjustment is O day(s). Any patent to issue from the above-identified application will include 
an indication of the adjustment on the front page. 

If a Continued Prosecution Application (CPA) was filed in the above-identified application, the filing date that 
determines Patent Term Adjustment is the filing date of the most recent CPA. 

Applicant will be able to obtain more detailed information by accessing the Patent Application Information 
Retrieval (PAIR) WEB site (http://pair.uspto.gov). 

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the 
Office of Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee 
payments should be directed to the Application Assistance Unit (AAU) of the Office of Data Management 
(ODM) at (571)-272-4200. 

APPLICANT(s) (Please see PAIR WEB site http://pair.uspto.gov for additional applicants): 

Melvyn Morris, Turnditch, UNITED KINGDOM; 
Paul Stubbs, Wyboston, UNITED KINGDOM; 
Markus Hartwig, Milton Keynes, UNITED KINGDOM; 
Darren Harter, Hucclecote, UNITED KINGDOM; 

The United States represents the largest, most dynamic marketplace in the world and is an unparalleled location 
for business investment, innovation, and commercialization of new technologies. The USA offers tremendous 
resources and advantages for those who invest and manufacture goods here. Through SelectUSA, our nation 
works to encourage and facilitate business investment. To learn more about why the USA is the best country in 
the world to develop technology, manufacture products, and grow your business, visit SelectUSA.gov. 
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Doc Code: PA.. 
Document Description: Power of Attorney PTO/AIA/82A (07-13) 

Approved for use through 11/30/2014. 0MB 0651-0051 
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid 0MB control number. 

TRANSMITTAL FOR POWER OF ATTORNEY TO ONE OR MORE 
REGISTERED PRACTITIONERS 

NOTE: This form is to be submitted with the Power of Attorney by Applicant form (PTO/AIA/82B) to identify the application to which the 
Power of Attorney is directed, in accordance with 37 CFR 1.5, unless the application number and filing date are identified in the Power of 
Attorney by Applicant form. If neither form PTO/AIA/82A nor form PTO/AIA82B identifies the application to which the Power of Attorney is 
directed, the Power of Attorney will not be recognized in the application. 

Application Number 13/543,866 

Filing Date 07-08-2012 

First Named Inventor Melvyn Morris 

Title METHODS AND APPARATUS FOR DEALING WITH MALWARE 

Art Unit 2431 

Examiner Name DOAN, TRANG T 
Attorney Docket Number 04584.0116USC1 

SIGNATURE of Applicant or Patent Practitioner 

Signature /Andrew T. Pouzeshi/ Date (Optional) 2017-01-11 
Name Andrew T. Pouzeshi Registration 67672 

Number 

Title (if Applicant is a Attorney for Applicant 
juristic entity) 

Applicant Name (if Applicant is a juristic entity) Webroot Inc. 
NOTE: This form must be signed in accordance with 37 CFR 1.33. See 37 CFR 1.4(d) for signature requirements and certifications. If 
more than one applicant, use multiple forms. 

lvl *Total of 1 forms are submitted. 

This collection of information is required by 37 CFR 1.131, 1.32, and 1.33. The information is required to obtain or retain a benefit by 
the public which is to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 
1.11 and 1.14. This collection is estimated to take 3 minutes to complete, including gathering, preparing, and submitting the completed 
application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you require 
to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and 
Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR 
COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450. 

ff you need assistance in completing the form, ca/11-800-PTO-9199 and select option 2. 
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Doc Code: PA,. 
Document Description: Power of Attorney PT01AIAi828 (07-13) 

Appro11ed !or use through 11/30/2014. 0MB 0651-0051 
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 

Under the Paperwork Reduction Act of 1995, no person~ are required lo respond to a collection of Information unle3s it displays a val;d 0MB control number 

POWER OF ATTORNEY BY APPLICANT 

I hereby revoke all previous powers of attorney given in the application identified in either the attached transmittal letter or 
the boxes below. 

[Z] 

□ 

I Fmng °""' 
(Note: The boxes above may be left blank if information is provided on form PT0/AIA/82A.) 

I hereby appoint the Patent Practitioner(s) associated with the following Customer Number as my/our attomey(s} or agent(s), and 
to transact all business in the United States Patent and Trademark Office connected therewith for the application referenced in 

:: attached transmittal letter (form PTO/AIA/82A) or identified above [235-52---.. -·--" ::: ::::::::::::-, :-::: :J 
I hereby appoint Practitioner(s) named in the attached list (form PT0/AIN82C) as my/our attomey(s) or agent(s), and to transact 
all business in the United States Patent and Trademark Office connected therewith for the patent application referenced in the 
attached transmittal letter (form PT0/AIA/82A) or identified above. (Note: Complete form PT0/A!A/82C) 

Please recognize or change the correspondence address for the application identified in the attached transmittal 
letter or the boxes above to: 

[Z] 

□ 

The address associated with the above-mentioned Customer Number 
OR 

) 

The address associated with Customer Number: r· ...................... ,........ .. . , ...... 1 
.,_ __ ...;;O;..;.R.;__ ___ _,,. ________ -----------------,----------11 

Firm or 
Individual Name 

Address 

City I State I I Zip I 
Country 

Telephone I Email l 
I am the Applicant (if the Applicant is a juristic entity, list the Applicant name in the box): 

~---------------······-----~···••o,• .. ·~---------------------------, 

lwEBROOT INC. I 

□ Inventor or Joint Inventor {title not required below) 

D Legal Representative of a Deceased or Legally lncapacitated Inventor (title not required below) 

0 
□ 

Assignee or Person to Whom the Inventor is Under an Obligation to Assign (provide signer's title if applicant is a juristic entity) 

Person Who Otherwise Shows Sufficient Proprietary Interest (e.g., a petition under 37 CFR 1 A6(b){2) was granted in the 
armlication or is concurrently being filed with this document} (provide signer's title if aoolicant is a juristic entiM 

SIGNATURE of Applicant for Patent 

The undersigned {whose title is supplied below) is authorized to act on behalf of the applicant (e.g., where the applicant is a juristic entity). 

Name f°fyan Howe 

Title Associate General Counsel 

NOTE: Signature - This form must be signed by the applicant in accordance w!th 37 CFR i .33. See 37 CFR 1.4 for signature requirements 
and certifications, If more than one applicant, use multlple forms. 

Orotal of forms are submitted. 
This collection of :nfo;matcm is required by 37 CFR ~ .1J11 -L32, and 1.33. The information !s reqwred to obtain or reta:n a benefit by the pwbhc which tS to file ~and by the 
USPTO to process) an app!ic.<;ili6n. Confidentiality is governed by 35 U.S.C. 122 and. 37 CFR 1.11 and 1.14. Thls co!!ecti,:;,n ls eslimated to lake 3 mim.:tes to complete, 
including gathering, preparing. end subml!!ing the rnmpleted app,lcatior, form to the VS PTO. Time wil! vary depending upon the individua! case. Any commer,ls m1 the amount 
of time you require to co,11ple!e this form and:'or SL:ggestions for reducing this burden, shouic:i be sent to lhe Chief Information Officer, U.S. Patent and Trademark Office, U.S. 
Department of Commerce, P.O. Box 1450, Alexandria, VA 22,\"l3-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commh1slot1e, 
for Pr;tents, P.O. Bo)l 1450, A!exandrla, VA 22313-1450. 

If you need assistance 111 completing the form,. cail 1-800-PT0-9199 and select option 2. 
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PTO/SB/96 (07-09) 
Approved for use through 07/31/2012. 0MB 0651-0031 

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid 0MB control number. 

STATEMENT UNDER 37 CFR 3.73(b) 

Applicant/Patent Owner: WEBROOT INC. 
-----------------------------------------

App Ii cation No./Patent No.: 8,726,389 Filed/Issue Date: 05-13-2014 
---------------- -----------------

Titled: 
METHODS AND APPARATUS FOR DEALING WITH MALWARE 

WEBROOT INC. _____________________ ,a Corporation 

(Name of Assignee) (Type of Assignee, e.g., corporation, partnership, university, government agency, etc. 

states that it is: 

1. ~ the assignee of the entire right, title, and interest in; 

2. □ an assignee of less than the entire right, title, and interest in 
(The extent (by percentage) of its ownership interest is %); or 

----

3. D the assignee of an undivided interest in the entirety of (a complete assignment from one of the joint inventors was made) 

the patent application/patent identified above, by virtue of either: 

A. D An assignment from the inventor(s) of the patent application/patent identified above. The assignment was recorded in 
the United States Patent and Trademark Office at Reel _______ , Frame _______ , or for which a 
copy therefore is attached. 

OR 

B. ~ A chain of title from the inventor(s), of the patent application/patent identified above, to the current assignee as follows: 

1. From: Morris et al. To: PREVX LIMITED 
--------------------

The document was recorded in the United States Patent and Trademark Office at 

Reel 035450 Frame 0609 or for which a copy thereof is attached. 

2. From: PREVX LIMITED To: WEBROOT SOLUTIONS LTD 

The document was recorded in the United States Patent and Trademark Office at 

Reel 032991 Frame 0418 or for which a copy thereof is attached. 

3. From: WEBROOT SOLUTIONS LTD To: WEBROOT INC. 

The document was recorded in the United States Patent and Trademark Office at 

Reel 037886 Frame 0085 or for which a copy thereof is attached. 

D Additional documents in the chain of title are listed on a supplemental sheet(s). 

~ As required by 37 CFR 3. 73(b)(1)(i), the documentary evidence of the chain of title from the original owner to the assignee was, 
or concurrently is being, submitted for recordation pursuant to 37 CFR 3.11. 

[NOTE: A separate copy (i.e., a true copy of the original assignment document(s)) must be submitted to Assignment Division in 
accordance with 37 CFR Part 3, to record the assignment in the records of the USPTO. See MPEP 302.08] 

The undersigned (whose title is supplied below) is authorized to act on behalf of the assignee. 

/Andrew T. Pouzeshi/ 

Signature 

Andrew T. Pouzeshi 

Printed or Typed Name 

2017-01-11 

Date 

Attorney for Applicant 

Title 
This collection of information is required by 37 CFR 3.73(b). The information is required to obtain or retain a benefit by the public which is to file (and by the US PTO to 
process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1 .11 and 1.14. This collection is estimated to take 12 minutes to complete, including 
gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time 
you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office, U.S. 
Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner 
for Patents, P.O. Box 1450, Alexandria, VA 22313-1450. 

If you need assistance in completing the form, ca/11-800-PTO-9199 and select option 2. 
IPR2023-00556 
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Privacy Act Statement 

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection 
with your submission of the attached form related to a patent application or patent. Accordingly, 
pursuant to the requirements of the Act, please be advised that: (1) the general authority for the 
collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary; 
and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark 
Office is to process and/or examine your submission related to a patent application or patent. If you do 
not furnish the requested information, the U.S. Patent and Trademark Office may not be able to 
process and/or examine your submission, which may result in termination of proceedings or 
abandonment of the application or expiration of the patent. 

The information provided by you in this form will be subject to the following routine uses: 

1. The information on this form will be treated confidentially to the extent allowed under the 
Freedom of Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from 
this system of records may be disclosed to the Department of Justice to determine whether 
disclosure of these records is required by the Freedom of Information Act. 

2. A record from this system of records may be disclosed, as a routine use, in the course of 
presenting evidence to a court, magistrate, or administrative tribunal, including disclosures to 
opposing counsel in the course of settlement negotiations. 

3. A record in this system of records may be disclosed, as a routine use, to a Member of 
Congress submitting a request involving an individual, to whom the record pertains, when the 
individual has requested assistance from the Member with respect to the subject matter of the 
record. 

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the 
Agency having need for the information in order to perform a contract. Recipients of 
information shall be required to comply with the requirements of the Privacy Act of 197 4, as 
amended, pursuant to 5 U.S.C. 552a(m). 

5. A record related to an International Application filed under the Patent Cooperation Treaty in 
this system of records may be disclosed, as a routine use, to the International Bureau of the 
World Intellectual Property Organization, pursuant to the Patent Cooperation Treaty. 

6. A record in this system of records may be disclosed, as a routine use, to another federal 
agency for purposes of National Security review (35 U.S.C. 181) and for review pursuant to 
the Atomic Energy Act (42 U.S.C. 218(c)). 

7. A record from this system of records may be disclosed, as a routine use, to the Administrator, 
General Services, or his/her designee, during an inspection of records conducted by GSA as 
part of that agency's responsibility to recommend improvements in records management 
practices and programs, under authority of 44 U.S.C. 2904 and 2906. Such disclosure shall 
be made in accordance with the GSA regulations governing inspection of records for this 
purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not 
be used to make determinations about individuals. 

8. A record from this system of records may be disclosed, as a routine use, to the public after 
either publication of the application pursuant to 35 U.S.C. 122(b) or issuance of a patent 
pursuant to 35 U.S.C. 151. Further, a record may be disclosed, subject to the limitations of 37 
CFR 1.14, as a routine use, to the public if the record was filed in an application which 
became abandoned or in which the proceedings were terminated and which application is 
referenced by either a published application, an application open to public inspection or an 
issued patent. 

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, 
or local law enforcement agency, if the USPTO becomes aware of a violation or potential 
violation of law or regulation. 
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Electronic Acknowledgement Receipt 

EFSID: 28031521 

Application Number: 13543866 

International Application Number: 

Confirmation Number: 7855 

Title of Invention: METHODS AND APPARATUS FOR DEALING WITH MALWARE 

First Named Inventor/Applicant Name: Melvyn Morris 

Customer Number: 22442 

Filer: Andrew T. Pouzeshi/Elizabeth Pal lardy 

Filer Authorized By: Andrew T. Pouzeshi 

Attorney Docket Number: 6890-93-CON 

Receipt Date: 11-JAN-2017 

Filing Date: 08-JUL-2012 

Time Stamp: 12:00:49 

Application Type: Utility under 35 USC 111 (a) 

Payment information: 

Submitted with Payment I no 

File Listing: 

Document 
Document Description File Name 

File Size(Bytes}/ Multi Pages 
Number Message Digest Part /.zip (if appl.) 

984472 

1 Application Data Sheet 
04584_0116USCl_SuppADS. 

no 5 
PDF 

d0893 69fd8aea0 b8668966 7 35 0Sfb92a 17 e 
8939a 
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Information: 

This is not an USPTO supplied ADS fillable form 

359248 

2 Power of Attorney 04584_0116USC1_POA.PDF no 2 
dc1 dedf4a8bc671 c25e4b2b7e0376d40798 

cc056 

Warnings: 

Information: 

429495 

3 
Assignee showing of ownership per 37 

04584_0116USC1 _373.PDF no 2 
CFR 3.73 

43e54fa2d508e4191 a8dec6612e3c754644 
ba430 

Warnings: 

Information: 

Total Files Size (in bytes) 1773215 

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents, 
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a 
Post Card, as described in MPEP 503. 

New Agglications Under 35 U.S.C. 111 
If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR 
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this 
Acknowledgement Receipt will establish the filing date of the application. 

National Stage of an International Agglication under 35 U.S.C. 371 
If a timely submission to enter the national stage of an international application is compliant with the conditions of 35 
U.S.C. 371 and other applicable requirements a Form PCT /DO/EO/903 indicating acceptance of the application as a 
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course. 

New International Agglication Filed with the USPTO as a Receiving Office 
If a new international application is being filed and the international application includes the necessary components for 
an international filing date (see PCT Article 11 and MPEP 181 O), a Notification of the International Application Number 
and of the International Filing Date (Form PCT/RO/1 OS) will be issued in due course, subject to prescriptions concerning 
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of 
the application. 
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Supplemental ADS 
PTOISB/14 (11-08) 

Approved for use through 04130/2017. 0MB 0651-0032 
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 

Under the Paperwork Reduction Act of 1995. no persons are required to respond to a collection of information unless it contains a valid 0MB control number. 

Attorney Docket Number 339000-000014 
Application Data Sheet 37 CFR 1. 76 

Application Number 13/543,866 

Title of Invention METHODS AND APPARATUS FOR DEALING WITH MALWARE 

The application data sheet is part of the provisional or nonprovisional application for which it is being submitted. The following form contains the 
bibliographic data arranged in a format specified by the United States Patent and Trademark Office as outlined in 37 CFR 1.76. 
This document may be completed electronically and submitted to the Office in electronic format using the Electronic Filing System (EFS) or the 
document may be printed and included in a paper filed application. 

Secrecy Order 37 CFR 5.2 
D Portions or all of the application associated with this Application Data Sheet may fall under a Secrecy Order pursuant to 

37 CFR 5.2 (Paper filers only. Applications that fall under Secrecy Order may not be filed electronically.) 

Applicant Information: 
Aoolicant 1 

Applicant Authority @Inventor I QLegal Representative under 35 U.S.C. 117 I QParty of Interest under 35 U.S.C. 118 

Prefix Given Name Middle Name Family Name Suffix 

Melvyn Morris 

Residence Information (Select One) 0 US Residency @ Non US Residency 0 Active US Military Service 

City Derbyshire Country Of Residence i I UK 

Citizenship under 37 CFR 1.41(b} GB 

Mailing Address of Applicant: 

Address 1 Redmire Gap, Intake Lane 

Address 2 Turnditch 

City I Derbyshire I State/Province I 
Postal Code DE56 2LU I Count~ I UK 

Aoolicant 2 

Applicant Authority @Inventor I QLegal Representative under 35 U.S.C. 117 I QParty of Interest under 35 U.S.C. 118 

Prefix Given Name Middle Name Family Name Suffix 

Paul Stubbs 

Residence Information (Select One) 0 US Residency @ Non US Residency 0 Active US Military Service 

City Bedfordshire Country Of Residencei I UK 

Citizenship under 37 CFR 1.41(b} GB 

Mailing Address of Applicant: 

Address 1 7 Rookery Road 

Address 2 Wyboston 

City I Bedfordshire I State/Province I 
Postal Code MK44 3AX I Countr~ I UK 

Aoolicant 3 

Applicant Authority @Inventor I QLegal Representative under 35 U.S.C. 117 I QParty of Interest under 35 U.S.C. 118 

Prefix Given Name Middle Name Family Name Suffix 

Markus Hartwig 

Residence Information (Select One) 0 US Residency @ Non US Residency 0 Active US Military Service 

City Buckinghamshire Country Of Residence i I UK 

EFS Web 2.2.3 
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PTOISB/14 (11-08) 
Approved for use through 04130/2017. 0MB 0651-0032 

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 
Under the Paperwork Reduction Act of 1995. no persons are required to respond to a collection of information unless it contains a valid 0MB control number. 

Attorney Docket Number 339000-000014 
Application Data Sheet 37 CFR 1. 76 

Application Number 13/543,866 

Title of Invention METHODS AND APPARATUS FOR DEALING WITH MALWARE 

Citizenship under 37 CFR 1.41(b} DE 

Mailing Address of Applicant: 

Address 1 Exchange House, 494 Midsummer Boulevard 

Address 2 Milton Keynes 

City I Buckinghamshire I State/Province I 
Postal Code MK92EA I Count~ I UK 

Aoolicant4 

Applicant Authority @Inventor I QLegal Representative under 35 U.S.C. 117 I QParty of Interest under 35 U.S.C. 118 

Prefix Given Name Middle Name Family Name 

Darren Harter 

Residence Information (Select One) 0 US Residency @ Non US Residency Q Active US Military Service 

City Gloucestershire Country Of Residencei I UK 

Citizenship under 37 CFR 1.41(b) GB 

Mailing Address of Applicant: 

Address 1 178 Barnwood Road, Hucclecote 

Address 2 Gloucester 

City I Gloucestershire I State/Province I 
Postal Code GL4 3JZ I Countr~ I UK 

All Inventors Must Be Listed - Additional Inventor Information blocks may be It generated within this form by selecting the Add button. 

Correspondence Information: 
Enter either Customer Number or complete the Correspondence Information section below. 
For further information see 37 CFR 1.33(a). 

D An Address is being provided for the correspondence Information of this application. 

Customer Number 4J604 23552 

Email Address 

Application Information: 

Title of the Invention METHODS AND APPARATUS FOR DEALING WITH MALWARE 

Aijij 

Attorney Docket Number 339888 8888~4 04584.0ll6USC1 I Small Entity Status Claimed □ 
Application Type Non provisional 

Subject Matter Utility 

Suggested Class (if any) I Sub Class (if any)I 

Suggested Technology Center (if any) 

ti 

Total Number of Drawing Sheets (if any) 3 I Suggested Figure for Publication (if any) I 1 

EFS Web 2.2.3 

Suffix 
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PTOISB/14 (11-08) 
Approved for use through 04130/2017. 0MB 0651-0032 

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 
Under the Paperwork Reduction Act of 1995. no persons are required to respond to a collection of information unless it contains a valid 0MB control number. 

Attorney Docket Number 339000-000014 
Application Data Sheet 37 CFR 1. 76 

Application Number 13/543,866 

Title of Invention METHODS AND APPARATUS FOR DEALING WITH MALWARE 

Publication Information: 
D Request Early Publication (Fee required at time of Request 37 CFR 1.219) 

□ 

Request Not to Publish. I hereby request that the attached application not be published under 35 U.S. 

C. 122(b) and certify that the invention disclosed in the attached application has not and will not be the subject of 
an application filed in another country, or under a multilateral international agreement, that requires publication at 
eighteen months after filing. 

Representative Information: 

Representative information should be provided for all practitioners having a power of attorney in the application. Providing 
this information in the Application Data Sheet does not constitute a power of attorney in the application (see 37 CFR 1.32). 
Enter either Customer Number or complete the Representative Name section below. If both sections 
are completed the Customer Number will be used for the Representative Information during processing. 

Please Select One: @ Customer Number I O US Patent Practitioner 10 Limited Recognition (37 CFR 11.9) 

Customer Number -4+W4- 23552 ---

Domestic Benefit/National Stage Information: 
This section allows for the applicant to either claim benefit under 35 U.S.C. 119(e), 120, 121, or 365(c) or indicate National Stage 
entry from a PCT application. Providing this information in the application data sheet constitutes the specific reference required by 
35 U.S.C. 119(e) or 120, and 37 CFR 1.78(a)(2) or CFR 1.78(a)(4), and need not otherwise be made part of the specification. 

Prior Application Status Pending I Bijrn9:i:#. I 
Application Number Continuity Type Prior Application Number Filing Date (YYYY-MM-DD) 

Continuation of 11477807 2006-06-30 

Additional Domestic Benefit/National Stage Data may be generated within this form 
by selecting the Add button. 

Foreign Priority Information: 
This section allows for the applicant to claim benefit of foreign priority and to identify any prior foreign application for which priority is 
not claimed. Providing this information in the application data sheet constitutes the claim for priority as required by 35 U.S.C. 119(b) 
and 37 CFR 1.55(a). 

lsMnWi~il 
Application Number Countryi Parent Filing Date (YYYY-MM-DD) Priority Claimed 

0513375.6 GB 2005-06-30 @ Yes 0 No 

Additional Foreign Priority Data may be generated within this form by selecting the 
Add button. 

Assignee Information: 
Providing this information in the application data sheet does not substitute for compliance with any requirement of part 3 of Title 37 
of the CFR to have an assignment recorded in the Office. 

Assignee 1 
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PTOISB/14 (11-08) 
Approved for use through 04130/2017. 0MB 0651-0032 

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 
Under the Paperwork Reduction Act of 1995. no persons are required to respond to a collection of information unless it contains a valid 0MB control number. 

Attorney Docket Number 339000-000014 
Application Data Sheet 37 CFR 1. 76 

Application Number 13/543,866 

Title of Invention METHODS AND APPARATUS FOR DEALING WITH MALWARE 

If the Assignee is an Organization check here. [SJ 

Organization Name I Prev}E l::imited W ebroot Inc. 

Mailing Address Information: 

Address 1 3 NeQ~ Park Plaee 385 Interlocken Crescent 

Address 2 P1ide Paik 

City Deroy Broomfield State/Province co 
Country I ....LJ.K_ USA Postal Code DE24 8DZ 80021 -- ---

Phone Number Fax Number 

Email Address 

Additional Assignee Data may be generated within this form by selecting the Add 
button. 

Signature: 
A signature of the applicant or representative is required in accordance with 37 CFR 1.33 and 10.18. Please see 37 
CFR 1.4(d) for the form of the signature. 

Signature I Andrew T. Pouzeshi/ Date (YYYY-MM-DD) 2017-01-11 

First Name AndrewT. I Last Name I Pouzeshi Registration Number 67672 

This collection of information is required by 37 CFR 1.76. The information is required to obtain or retain a benefit by the public which 
is to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This 
collection is estimated to take 23 minutes to complete, including gathering, preparing, and submitting the completed application data 
sheet form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you require to 
complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and 
Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR 
COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450. 
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Privacy Act Statement 

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the attached form related to 
a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be advised that: (1) the general authority for the collection 
of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary; and (3) the principal purpose for which the information is 
used by the U.S. Patent and Trademark Office is to process and/or examine your submission related to a patent application or patent. If you do not 
furnish the requested information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may 
result in termination of proceedings or abandonment of the application or expiration of the patent. 

The information provided by you in this form will be subject to the following routine uses: 

1. The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act (5 U.S.C. 552) 
and the Privacy Act (5 U.S.C. 552a). Records from this system of records may be disclosed to the Department of Justice to determine 
whether the Freedom of Information Act requires disclosure of these records. 

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a court, magistrate, or 
administrative tribunal, including disclosures to opposing counsel in the course of settlement negotiations. 

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a request involving an 
individual, to whom the record pertains, when the individual has requested assistance from the Member with respect to the subject matter of 
the record. 

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for the information in 
order to perform a contract. Recipients of information shall be required to comply with the requirements of the Privacy Act of 1974, as 
amended, pursuant to 5 U.S.C. 552a(m). 

5. A record related to an International Application filed under the Patent Cooperation Treaty in this system of records may be disclosed, 
as a routine use, to the International Bureau of the World Intellectual Property Organization, pursuant to the Patent Cooperation Treaty. 

6. A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of National Security 
review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)). 

7. A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or his/her designee, 
during an inspection of records conducted by GSA as part of that agency's responsibility to recommend improvements in records 
management practices and programs, under authority of 44 U.S.C. 2904 and 2906. Such disclosure shall be made in accordance with the 
GSA regulations governing inspection of records for this purpose, and any other relevant (i.e., GSA or Commerce) directive. Such 
disclosure shall not be used to make determinations about individuals. 

8. A record from this system of records may be disclosed, as a routine use, to the public after either publication of the application pursuan1 
to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record may be disclosed, subject to the limitations of 37 
CFR 1.14, as a routine use, to the public if the record was filed in an application which became abandoned or in which the proceedings were 
terminated and which application is referenced by either a published application, an application open to public inspections or an issued 
patent. 

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law enforcement agency, if the 
USPTO becomes aware of a violation or potential violation of law or regulation. 
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UNITED STATES PATENT AND TRADEMARK OFFICE 

APPLICATION NUMBER 

13/543,866 

23552 
MERCHANT & GOULD P.C. 
P.O. BOX 2903 

FILING OR 3 71 (C) DATE 

07/08/2012 

Ul\TfED STATES DEPA RTME'IT OF COMMERCE 
United States Patent and Trademark Office 
Adiliess. COMMISSIO'JER FOR PATENTS 

PO Box 1450 
Alexandria, Virgmia 22313-1450 
\VVi\V.USpto.gov 

FIRST NAMED APPLICANT ATTY. DOCKET NO./TITLE 

Melvyn Morris 04584.0116USC1 
CONFIRMATION NO. 7855 

POA ACCEPTANCE LETTER 

MINNEAPOLIS, MN 55402-0903 
1111111111111111111111 ll]~!l]!~l!~l!~HUHilf] 11111111111111111111111 

Date Mailed: 01/23/2017 

NOTICE OF ACCEPTANCE OF POWER OF ATTORNEY 

This is in response to the Power of Attorney filed 01/11/2017. 

The Power of Attorney in this application is accepted. Correspondence in this application will be mailed to the 
above address as provided by 37 CFR 1.33. 

/ldvan/ 

Questions about the contents of this notice and the 
requirements it sets forth should be directed to the Office 

of Data Management, Application Assistance Unit, at 
(571) 272-4000 or (571) 272-4200 or 1-888-786-0101. 
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UNITED STATES PATENT AND TRADEMARK OFFICE 

APPLICATION NUMBER 

13/543,866 

22442 
Sheridan Ross PC 
1560 Broadway 
Suite 1200 
Denver, CO 80202 

FILING OR 3 71 (C) DATE 

07/08/2012 

Ul\TfED STATES DEPA RTME'IT OF COMMERCE 
United States Patent and Trademark Office 
Adiliess. COMMISSIO'JER FOR PATENTS 

PO Box 1450 
Alexandria, Virgmia 22313-1450 
\VVi\V.USpto.gov 

FIRST NAMED APPLICANT ATTY. DOCKET NO./TITLE 

Melvyn Morris 6890-93-CON 
CONFIRMATION NO. 7855 

POWER OF ATTORNEY NOTICE 

1111111111111111111111 ll]~!l]!~l!~l!~HUH!I)] 11111111111111111111111 

Date Mailed: 01/23/2017 

NOTICE REGARDING CHANGE OF POWER OF ATTORNEY 

This is in response to the Power of Attorney filed 01/11/2017. 

• The Power of Attorney to you in this application has been revoked by the assignee who has intervened as 
provided by 37 CFR 3.71. Future correspondence will be mailed to the new address of record(37 CFR 1.33). 

/ldvan/ 

Questions about the contents of this notice and the 
requirements it sets forth should be directed to the Office 

of Data Management, Application Assistance Unit, at 
(571) 272-4000 or (571) 272-4200 or 1-888-786-0101. 
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28/0~ 2017 FRI 11110 FAX +441534811210 CPA Global JSY401CAN ~~~ USPTO ~014/025 " . . . . • " . 

Large Enllly Declara1lon 

PATENT 
IN THE UNITED STATES PATENT AND TRADEMARK OFFICE 

Appllcatlon Number: 13/543,866 

Filing Date: July 8, 2012 

Patent Number: 8,726,389 

Issue Date: May 13, 2014 

Current Date: July 25, 2017 

CHANGE OF ENTITY STATUS PURSUANT TO 37 C.F.R. §1.27 (g)(2) 

Commissioner for Patents 
Mail Stop M Correspondence 
P.O. Box 1450 
Alexandria, VA 22313-1450 

Sir: 

This communication hereby notifies the United States Patent and Trademark Office 

that small entity status is no longer applicable for the above-identified patent. 

COMPANY or FIRM 
NAME AND ADDRESS: 

Webroot Inc, 
385 lnterlocken Crescent, Suite 800 
Broomfield, Colorado 80021 

Si· ature 
Ryan Howe 
Printed Name 
General Counsel 
Title 

OR 
Reg. # if US Attorney ____ _ 

PAC.I: 14/25 • RCVD AT 7/28/2017 6:29:3:IAM [eastern Daylight Time]• SVR:W.PTOFAX-001/2 • DNIS:2736500 • CSID:+441534811210' DURATION (mm-ss):08·34 
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Case 6:22-cv-00239-ADA Document 3 Filed 03/07/22 Page 1 of 1 

AO 120 (Rev. 08/10} 

TO: 
Mail Stop 8 

Director of the U.S. Patent and Trademark Office 
P,O. Box 1450 

REPORT ON THE 
FILING OR DETER.MINA TION OF AN 
ACTION REGARDING A PATENT OR 

TRADEMARK Alexandria, VA 22313-1450 

[n Compliance with 35 1-LS.C. § 290 and/or 15 U.S.C. § l l 16 you are hereby advised that a court action has been 

filed in the U.S. District Court WESTERN DISTRICT OF TEXAS on the following 

D Trademarks or ~Patents. ( D the patent ac110n invoives 35 U.S.C:. § 292.): 

DOCKET NO. DATE FIL.ED U.S. rnSTRlCT COURT 
6:22-cv-00239 3/4/2022 WESTERN DISTRICT OF TEXAS 

PLAfNTIFF DEFENDANT 

WEBROOT, INC. and OPEN TEXT, INC. TREND MICRO INC. 

PATENTOR DATE OF PATENT 
HOLDER OF PATENT OR TRADEMARK 

TRADEMARK NO. OR TRADEMARK 

l 8,4'18,250 4/9/20'13 Webroot, Inc. 

2 8,726,389 5/13/2014 Webroot, Inc. 

3 9,578,045 2/21/2017 Webroot, Inc. 

4 10,257,224 4/9/2019 Webroot, Inc. 

5 10,284,59·1 5/7/2019 Webroot, Inc. 

In the above-entitled case, the following patent(s)/ trademark(s) have been included: 

DA TE INCLUDED INCLUDED BY 
n Amendment □ Answer □ Cross Bill □ Other Pleadrng 

PATENTOR DATE OF PATENT 
HOLDER OF PATENT OR TRADEMARK 

TRADEMARK NO. OR TRADEMARK 

l 10,499,844 12/10/2019 Webroot, Inc. 

2 

3 

4 

5 

[n. the above----·entitied case, the following decision has been rendered or judgement issued: 

DECJSIONiJUDGEMENT 

I (llYJ DEPUTY (URK 

Co1iy 1-----Upon initiatioll of action, mail this copy to Director Copy 3-----lJiion termination of adion, mail this copy to Director 
Copy 2----·IJJJOll filing documellt adding patellt(s), mail this copy to Director Copy 4-----Case file copy 
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Case 6:22-cv-00240-ADA Document 2 Filed 03/07/22 Page 1 of 1 

AO 120 (Rev. 08/10} 

TO: 
Mail Stop 8 

Director of the U.S. Patent and Trademark Office 
P,O. Box 1450 

REPORT ON THE 
FILING OR DETER.MINA TION OF AN 
ACTION REGARDING A PATENT OR 

TRADEMARK Alexandria, VA 22313-1450 

[n Compliance with 35 1-LS.C. § 290 and/or 15 U.S.C. § l l 16 you are hereby advised that a court action has been 

filed in the U.S. District Court WESTERN DISTRICT OF TEXAS on the following 

D Trademarks or ~Patents. ( D the patent ac110n invoives 35 U.S.C:. § 292.): 

DOCKET NO. DATEF[LED U.S. rnSTRlCT COURT 
6 22-c,-00240 3/4/2022 WESTERN DISTRICT OF TEXAS 

PLAfNTIFF DEFENDANT 

WEBROOT, INC. and OPEN TEXT, INC. SOPHOS LTD. 

PATENTOR DATE OF PATENT 
HOLDER OF PATENT OR TRADEMARK 

TRADEMARK NO. OR TRADEMARK 

l 8,4'18,250 4/9/20'13 Webroot, Inc. 

2 8,726,389 5/13/2014 Webroot, Inc. 

3 9,578,045 2/21/2017 Webroot, Inc. 

4 10,257,224 4/9/2019 Webroot, Inc. 

5 10,284,59'1 5/7/2019 Webroot, Inc. 

In the above-entitled case, the following patent(s)/ trademark(s) have been included: 

DA TE INCLUDED INCLUDED BY 
n Amendment □ Answer □ Cross Bill □ Other Pleadrng 

PATENTOR DATE OF PATENT 
HOLDER OF PATENT OR TRADEMARK 

TRADEMARK NO. OR TRADEMARK 

l 10,499,844 12/10/2019 Webroot, Inc. 

2 9,413,721 8/9/2016 Webroot, Inc. 

3 

4 

5 

[n. the above----·entitied case, the following decision has been rendered or judgement issued: 

DECJSIONiJUDGEMENT 

I (llYJ DEPUTY (URK 

Co1iy 1-----Upon initiatioll of action, mail this copy to Director Copy 3-----lJiion termination of adion, mail this copy to Director 
Copy 2----·IJJJOll filing documellt adding patellt(s), mail this copy to Director Copy 4-----Case file copy 
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Case 6:22-cv-00241-ADA Document 4 Filed 03/07/22 Page 1 of 1 

AO 120 (Rev. 08/10} 

TO: 
Mail Stop 8 

Director of the U.S. Patent and Trademark Office 
P,O. Box 1450 

REPORT ON THE 
FILING OR DETER.MINA TION OF AN 
ACTION REGARDING A PATENT OR 

TRADEMARK Alexandria, VA 22313-1450 

[n Compliance with 35 1-LS.C. § 290 and/or 15 U.S.C. § l l 16 you are hereby advised that a court action has been 

filed in the U.S. District Court WESTERN DISTRICT OF TEXAS on the following 

D Trademarks or ~Patents. ( D the patent ac110n invoives 35 U.S.C:. § 292.): 

DOCKET NO. DATEF[LED U.S. rnSTRlCT COURT 
6:22-cv-0024] 3/4/2022 WESTERN DISTRICT OF TEXAS 

PLAfNTIFF DEFENDANT 

WEBROOT, INC. and OPEN TEXT, INC. CROWDSTRIKE, INC. and 
CROWDSTRIKE HOLDINGS, INC. 

PATENTOR DATE OF PATENT 
HOLDER OF PATENT OR TRADEMARK 

TRADEMARK NO. OR TRADEMARK 

l 8,4'18,250 4/9/20'13 Webroot, Inc. 

2 8,726,389 5/13/2014 Webroot, Inc. 

3 9,578,045 2/21/2017 Webroot, Inc. 

4 10,257,224 4/9/2019 Webroot, Inc. 

5 10,284,59'1 5/7/2019 Webroot, Inc. 

In the above-entitled case, the following patent(s)/ trademark(s) have been included: 

DA TE INCLUDED INCLUDED BY 
n Amendment □ Answer □ Cross Bill □ Other Pleadrng 

PATENTOR DATE OF PATENT 
HOLDER OF PATENT OR TRADEMARK 

TRADEMARK NO. OR TRADEMARK 

l 10,499,844 12/10/2019 Webroot, Inc. 

2 

3 

4 

5 

[n. the above----·entitied case, the following decision has been rendered or judgement issued: 

DECJSIONiJUDGEMENT 

I (llYJ DEPUTY (URK 

Co1iy 1-----Upon initiatioll of action, mail this copy to Director Copy 3-----lJiion termination of adion, mail this copy to Director 
Copy 2----·IJJJOll filing documellt adding patellt(s), mail this copy to Director Copy 4-----Case file copy 
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Case 6:22-cv-00342-ADA Document 3 Filed 03/31/22 Page 1 of 1 

AO 120 (Rev. 08/10} 

TO: 
Mail Stop 8 

Director of the U.S. Patent and Trademark Office 
P,O. Box 1450 

REPORT ON THE 
FILING OR DETER.MINA TION OF AN 
ACTION REGARDING A PATENT OR 

TRADEMARK Alexandria, VA 22313-1450 

[n Compliance with 35 1-LS.C. § 290 and/or 15 U.S.C. § l l 16 you are hereby advised that a court action has been 

filed in the U.S. District Court WESTERN DISTRICT OF TEXAS on the following 

D Trademarks or ~Patents. ( D the patent ac110n invoives 35 U.S.C:. § 292.): 

DOCKET NO. DATEF[LED U.S. rnSTRlCT COURT 
6:22-cv-00342 3/31/2022 WESTERN DISTRICT OF TEXAS 

PLAfNTIFF DEFENDANT 

WEBROOT, INC. and OPEN TEXT, INC. FORCEPOINT LLC 

PATENTOR DATE OF PATENT 
HOLDER OF PATENT OR TRADEMARK 

TRADEMARK NO. OR TRADEMARK 

l 8,726,389 5/13/2014 Webroot, Inc. 

2 8,438,386 5/7/2013 Webroot, Inc. 

3 10,599,844 3/24/2020 Webroot, Inc. 

4 9,413,721 8/9/2016 Webroot, Inc. 

5 10,025,928 7/17/2018 Webroot, Inc. 

In the above-entitled case, the following patent(s)/ trademark(s) have been included: 

DA TE INCLUDED INCLUDED BY 
n Amendment □ Answer □ Cross Bill □ Other Pleadrng 

PATENTOR DATE OF PATENT 
HOLDER OF PATENT OR TRADEMARK 

TRADEMARK NO. OR TRADEMARK 

l 

2 

3 

4 

5 

[n the above----·entitied case, the following decision has been rendered or judgement issued: 

DECJSIONiJUDGEMENT 

I (llYJ DEPUTY (URK 

Co1iy 1-----Upon initiatioll of action, mail this copy to Director Copy 3-----lJiion termination of adion, mail this copy to Director 
Copy 2----·IJJJOll filing documellt adding patellt(s), mail this copy to Director Copy 4-----Case file copy 
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