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Open Text Inc. (“Patent Owner” or “Open Text”) submits this Response to 

the petition of AO Kaspersky Lab (“Petitioner”) seeking inter partes review of U.S. 

Patent No. 8,726,389 (“the ’389 patent”). 

I. INTRODUCTION 

Petitioner fails to prove that any of the challenged claims would have been 

obvious in view of Kester and Kennedy (as proposed in Ground 1) or that dependent 

claims 14 and 28 were obvious in further view of Honig (as proposed in Ground 2).  

First, Petitioner fails to show that either Kester and Kennedy suggest a mal-

ware classification technique that involves identifying relationships between objects 

by comparing information about those objects (e.g., by detecting common “genes” 

in parent and child objects). Kester does not identify relationships between objects 

at all, and the “file sets” Kennedy identifies are not based on comparing information 

about those files. Because Petitioner makes no argument that the level of ordinary 

skill can fill this gap, the Board may reject the IPR challenge on this ground alone. 

Second, Petitioner fails to explain how or why a skilled artisan would have 

combined Kester and Kennedy into a system that satisfies every limitation. Ulti-

mately, Petitioner’s argument is only that, because Kester and Kennedy involve the 

general concepts of collecting and correlating data, it would have been obvious to 

collect the same data recited, correlate it as recited, and moreover identify 
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relationships using the claimed comparison. That is incorrect, and it provides a sec-

ond independent reason to reject the IPR challenge. 

Petitioner’s arguments respecting the dependent claims (including its Ground 

2 challenge) only further highlight Petitioner’s failure to identify the recited “com-

paring” step in either reference and to explain the proposed combination. Petitioner 

fails to articulate a combination of the prior art that renders obvious key limitations 

of the ’389 patented technology. The challenged claims should be confirmed as  

patentable. 

II. BACKGROUND 

A. The State of the Art. 

In the field of computer security, “malware” is an executable or other com-

puter object that contains malicious code. (EX-1001 1:19-22; EX-2001 ¶¶ 28-29.) 

Examples include viruses, trojans, worms, etc. (Id.)  

A traditional approach to detecting and blocking malware was to scan com-

puter files for “signatures” associated with known malware. (EX-1001 1:23-2:23.) 

Using this approach for new malware required service providers to identify the new 

malware, analyze it to find new signatures, and then update anti-malware programs 

to search for those new signatures in computer objects. (Id.) Another traditional ap-

proach leveraged the insight that files that had been around long enough without 
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behaving maliciously could be deemed safe. (EX-1001 1:48-52.) 

A shortcoming of these traditional approaches was their inability to detect new 

malware quickly. The systems were reactive, in that they waited for malware to pre-

sent itself (often by infecting networks and computers) before taking any action, or 

instead, waited for programs to age sufficiently without incident. (EX-1001 1:35-42, 

1:53-59; EX-2020 ¶¶31-33, 44.) 

To quicken the response time, some “community-based” approaches were de-

veloped, where a “central computer” gathered and used information from multiple 

“local” computers connected to it over a computer network. (EX-1001 1:65-2:9.) 

But those approaches had several shortcomings as well, including sending large files 

to the central computer and relying on manual analyses of the files. (EX-1001 2:9-

17, 2:63-3:3.) Such manual analyses were slow, sometimes “tak[ing] days.” (Id.)  

Accordingly, there was a long-felt need for an improved way to quickly de-

termine whether files were safe or malware. (EX-2020 ¶¶ 29-33.) 

B. The ’389 Patent  

The ’389 patent introduced improvements in malware detection that overcame 

these problems in the prior art. (EX-1001 3:14-24, Claims 1, 15, EX-2020 ¶¶ 34-35.) 

Rather than “rel[y] solely on signature matching,” the claimed system relies on “so-

phisticated pattern analysis” derived from “a comparison … between the objects 
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and/or their effects on the different remote computers.” (EX-1001 3:14-24).  

The claimed system utilizes a community-based approach in which “remote 

computers” send to a centralized “base computer” certain information about com-

puter objects stored on those “remote computers.” (Id. 3:3-13.) “In a preferred em-

bodiment, the data about the computer object ... includes” (1) object data (i.e., “ex-

ecutable instructions contained within or constituted by the object”), (2) object 

metadata (e.g., “size,” “name,” “location”), and/or event metadata (i.e., “events ini-

tiated by or involving the object when the object is created, configured or runs on 

the respective remote computers”). (Id. 3:25-36; EX-2020 ¶¶ 35-36.)   

In a preferred embodiment, “the data [received about an object] is sent in the 

form of a key” with at least one severable “component that represents executable 

instructions contained within or constituted by the object.” (Id. 3:57-59.) “This im-

portant preferred feature allows a comparison to be made at the base computer of 

only the executable instructions of the object,” such that objects “that basically have 

the same executable instructions” are “regarded as the ‘same’ object,” even if they 

have different object metadata or event metadata. (Id. 3:59-4:12.) Thus, for example, 

the base computer can correlate data about two objects with the same executable 

instructions, even if those objects are “differently named.” (Id.; EX-2020 ¶ 37.) 

The ’389 patent discloses that embodiments may “allow[] a comparison to be 
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made between the objects,” such that “the comparing identifies relationships be-

tween … objects.” (Id. 3:15-16, 3:37-47.) “[A]n object is considered to have a rela-

tionship based on the event performed by it upon another object, or upon it by an-

other object,” such as “which object created this object, which objects this object 

created, which objects created a registry key to run or configure this object, which 

objects were configured by or had registry keys created by this object, etc.” (Id. 11:7-

13.) Moreover, relationships may depend on whether two objects share certain 

“genes”—e.g., “[t]he key relating to [a] first object may be inspected to identify a 

component that uniquely identifies the first object and that is inherited or otherwise 

present in the key of a descendant or other related object of the first object.” (Id. 

17:22-18:15; EX-2020 ¶¶ 37-38.) 

“[T]o establish if an object is safe, unsafe or suspicious,” the data about the 

object is “captured and corelated from all of the remote computers that have seen the 

object,” relationships to other objects are identified, and “heuristics” are applied. (Id. 

10:41-11:4.) These heuristics can “utilize[] an object’s relationship to other objects 

that act upon it or upon which it acts.” (Id. 11:5-60.) For example, a child process 

that inherited certain genes may also inherit its parent’s classification, and if the 

parent’s or child’s subsequent behavior reveals it is malware, the other (and all sib-

lings) can be marked as malware too. (Id. 17:43-51.) Similarly, the system can 
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monitor “twins of objects (e.g., the same process running on other systems in the 

community) to compare the pattern of their issue and to make decisions as to whether 

or not to treat any particular process as malware.” (Id. 18:3-7; EX-2020 ¶¶ 38-39.)  

By collecting, correlating, and comparing data about objects from many com-

puters, the claimed system can create “a complex series of correlation points” that 

“allow[s] ancestral relationships to be considered.” (Id. 11:13-17.) And because “a 

typical implementation in the field” may include “several thousands or even millions 

of remote computers connected or connectable to the base computer,” “any objects 

that are newly released upon the Internet or that otherwise are found on any of these 

remote computers will soon be found and signatures created and sent to the base 

computer by the respective remote computers.” (Id. 8:56-63; EX-2020 ¶ 40.) 

The independent claims (claims 1 and 15) recite aspects of this invention, in-

cluding the ideas of a “base computer” that (1) receives data “about” an object (in-

cluding “event” data) from multiple “remote computers,” (2) correlates the data re-

ceived from the remote computers, (3) compares the correlated data to other objects 

to identify “relationships” to those other objects, and (4) classifies the object based 

on that comparison.  

Claim 1 recites: 

1. A method of classifying a computer object as malware, the method 
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comprising:  

[1.1] at a base computer, receiving data about a computer object from 

a first remote computer on which the computer object or similar 

computer objects are stored, wherein said data includes infor-

mation about events initiated or involving the computer object 

when the computer object is created, configured or runs on the 

first remote computer, said information including at least an 

identity of an object initiating the event, the event type, and an 

identity of an object or other entity on which the event is being 

performed;  

[1.2] at the base computer, receiving data about the computer object 

from a second remote computer on which the computer object or 

similar computer objects are stored, wherein said data includes 

information about events initiated or involving the computer ob-

ject when the computer object is created, configured, or runs on 

the second remote computer, said information including at least 

an identity of an object initiating the event, the event type, and 

an identity of an object or other entity on which the event is being 

performed;  
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[1.3] storing, at the base computer, said data received from the first and 

second remote computers;  

[1.4] correlating, by the base computer, at least a portion of the data 

about the computer object received from the first remote com-

puter to at least a portion of the data about the computer object 

received from the second remote computer;  

[1.5] comparing, by the base computer, the correlated data about the 

computer object received from the first and second remote com-

puters to other objects or entities to identify relationships be-

tween the correlated data and the other objects or entities; and  

[1.6] classifying, by the base computer, the computer object as malware 

on the basis of said comparison. 

(Id. 20:27-21:3; EX-2020 ¶¶ 40-42.) 

An example embodiment of the claimed method may work as follows. A base 

computer receives data from a first and second computer about an Object X. The 

first computer reports that X was created by Object PARENT, and the second com-

puter reports that X created Object CHILD. The base computer correlates the data 

from the first and second computer as being about Object X. The base computer then 

compares CHILD to another object in the community (Object MAL) to identify their 
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relationship. For example, the base computer determines that CHILD is MAL’s par-

ent, in part by comparing the keys for CHILD and MAL to determine that the two 

share a “gene.” Based on that comparison, the base computer classifies Object X 

(and CHILD and PARENT) as malware. (EX-2020 ¶¶ 43-44.) 

C. Claim Construction 

Petitioner relies on the plain and ordinary meaning of the claims. (Petition 6; 

EX-2020 ¶ 45.) In the parallel district court litigation, Petitioner and its co-defend-

ants argued for constructions of various terms, but the district court construed each 

to have its plain and ordinary meaning, and it made the following clarifying remarks: 

Terms Construction 
“remote computer” 

“first remote computer”  

“second remote computer” 

“similar objects” 

“similar computer objects” 

Plain-and-ordinary meaning (EX-2010 3, 5, 8.) 

“events initiated [by] or 

involving the computer 

object” 

 

Plain-and-ordinary meaning  

Note: the plain-and-ordinary meaning of 

“events” includes but is not limited to “actions or 

behaviours of an object acting upon another 

object or some other entity” (Id. 5.) 
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“correlating…at least a 

portion of the data about the 

computer 

object…comparing…the 

correlated data about the 

computer object” 

Plain-and-ordinary meaning. 

 

Not all of the data must be correlated before 

comparing. (Id. 6-7.) 

“a mask for said computer 

object that defines acceptable 

behaviour for the computer 

object” 

Plain-and-ordinary meaning. 

The claim language recites that at least a portion 

of the data, but not all of the data, must be 

correlated before comparing. (Id. 6-7.) 

 
D. The Level of Ordinary Skill 

A POSITA at the time of the invention of the ’389 patent (which claims pri-

ority to an earlier application (GB 0513375.6) filed in Great Britain on June 30, 

2005) would have had a Bachelor’s degree in an accredited program of Electrical 

Engineering, Computer Engineering, or Computer Science or in a similar discipline, 

and have 2-3 years of practical work or research experience in the general fields of 

electrical engineering, computer science, networking, communications, and device 

and network security. (EX-2020 ¶¶46-50.) More advanced degrees and/or training 

in a related discipline can compensate for shorter work experience. (Id.) 
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III. OVERVIEW GROUNDS AND CITED ART. 

Petitioner has raised the following two grounds of obviousness:   

Ground 1 Claims 1-13, 15-27, and 29-30 § 103: Obvious over Kester in view 

of Kennedy 

Ground 2 Claims 14 and 28 § 103: Obvious over Kester in view 

of  Kennedy in further view of Honig 

A. Kester 

Kester discloses “[a] system and method for updating, monitoring, and con- 

trolling applications on a workstation.” (EX-1004 Abstract; EX-2020 ¶¶ 51-74.)  

In Kester, each “workstation includes a workstation management module” 

that “detect[s] the launch of an application on the workstation and determines [] ac-

cess privileges for the workstation and/or user.” (Id. Abstract, [0040].) An applica-

tion is identified using a “hash” of its binary. (Id. [0052]). The application’s “access 

privileges” can be associated directly with that binary (e.g., in a “hash/policy table”) 

or with a “category” assigned to the application. (Id. [0040].) One “category” dis-

closed in Kester is “malware.” (Id. Figure 4A; EX-2020 ¶¶ 54-56.) 

If “the application is allowed to run on the workstation,” the “workstation 

management module” then “monitor[s] the ongoing network activity or behavior of 
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the application.” (Id. [0041].) “For example, each time an application … attempts to 

access a network, the workstation management module determines whether to allow 

[the action].” (Id.) Again, access privileges can be associated with the application 

directly or they can be applied based on the application’s category. (Id. [0048]; EX-

2020 ¶ 57.)  

The application’s category is assigned manually by a human “network admin-

istrator” using a “classification user interface.” (Id. [0064]. [0067], [0069], [0071]-

[0073], [0076], [0134-136].) The interface may be provided by a server-side com-

ponent, such as an “application sever module” or “application database factory,” 

which then communicates each application’s category to the workstations for imple-

mentation. (Id. [0064]. [0067], [0069], [0077]; EX-2020 ¶¶  63, 73.) 

Using the monitored “network activity,” the workstations and server-side 

components can learn each application’s “expected network behavior.” (Id. [0043]-

[0045].) The “expected network behavior” can be based on the prior access patterns 

of the application (or of a related application, such as an earlier version) on the work-

station or across multiple workstations. (Id. [0043]-[0045], [0069]-[0070].) The 

workstations capture and log those prior access patterns in a “logging database” and 

report that data to the server-side components. (Id. [0045], [0051], [0062], [0069]-

[0071]; EX-2020 ¶ 63)  
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Kester teaches that determining the expected network activity may involve 

“merging and sorting” the data about the application received from the different 

workstations. (Id. [0074]. [0087].) Kester provides only two examples of “merging 

and sorting”: (1) merging and sorting network access data based on “destination IP 

address” (id. [0162]); and (2) merging and sorting application access data based on 

an application’s “request frequency” (id. [0119]; EX-2020 ¶¶ 64-72).  

If a server-side component (e.g., “application server module”) determines that 

“[a] categorized application … does not operate in a predetermine manner,” it may 

place the application in an “uncategorized application database.” (Id. [0070].) The 

human network administrator then reviews data about the uncategorized application 

to categorize it. (Id. [0071]-[0072], [0134]-[0136]; EX-2020 ¶ 73.)   

B. Kennedy 

Kennedy discloses a method of “detecting malicious software through file 

group behavior.” (EX-1005 Title.) Rather than a community-based approach (where 

threat data is aggregated from many computers on a network), Kennedy utilizes a 

local approach where a single computer uses a “malicious software detection module 

(MSDM)” to identify suspicious files, monitor their behavior, and ultimately cate-

gorize them as malicious. (Id. 1:42-43; EX-2020 ¶¶ 75-81.) 

Kennedy discloses that the MSDM includes (1) an “arrival module” for 



  Patent Owner’s Response  
  IPR2023-00556 
  Patent No. 8,726,389 

 

14 

“detect[ing] the arrival of new software” on the computer, (2) a “file set tracking 

module” for identifying sets of files associated with that new software, and (3) a “file 

set behavior monitoring module” for “determin[ing] whether the suspicious software 

represented by each set is malicious.” (Id. 1:42-43, 3:47-59, 4:19-63, 4:64-5:42.) 

The “arrival module” “monitors the storage device [of the computer] and de-

tects the arrival of new software … via one or more entry points, or ‘portals.’” (Id. 

3:3:47-59.) If software arrives by a “suspicious” portal (e.g., an “open drive share 

portal”), the MSDM marks each file of that software as “suspicious.” (Id. 4:5-18; 

EX-2020 ¶ 76.)  

The “file set tracking module” tracks the “suspicious software” to identify “a 

set of files” associated with that software.  (Id. 4:19-20.) Initially, “[t]he set [of files] 

includes each file that constitutes the suspicious software.” (Id. 4:22-23.) The “file 

set tracking module” then “tracks the behaviors of the files in the [suspicious] set 

and records each time a file in the set ‘touches’ another file on the storage device or 

elsewhere in the computer system.” (Id. 4:23-26.) To “touch” can “mean[] to create, 

modify, and/or read a file,” or to “fewer and/or more actions,” such as “creating and 

modifying an executable file and/or a file over a specified size.” (Id. 4:26-34.) Each 

time a file is touched, “[t]he file set tracking module adds the touched file to the set 

of the file that touched it.” (Id. 4:33-34.) Thus, the system “creates a logical set of 
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files associated with the suspicious software,” where “[t]he set contains files that 

form the suspicious software and any file that is touched by a file already in the set.” 

(Id. 5:57-63; EX-2020 ¶ 78.) 

Finally, the “file set behavior monitoring module” “monitors the behaviors of 

the files within the set associated with each suspicious software,” and it uses certain 

behavioral “heuristics to determine whether the suspicious software represented by 

each set is malicious.” (Id. 4:64-5:42.) For example, according to one heuristic, the 

“software is malicious if it attempts to copy itself to another computer system via a 

technique such as email and/or an open drive share.” (Id. 5:13-17.) In another exam-

ple, “software that sends more than a certain number of emails (e.g., N=10) within a 

certain time period is malicious.” (Id. 5:23-25). “Other heuristics specify that soft-

ware is malicious if it mines files on its local computer system for email addresses, 

performs certain network activities such as enumerating for open file shares and/or 

copying files, makes registry changes related to the persistency of the Software, etc.” 

(Id. 5:29-33; EX-2020 ¶¶ 79-81.) 

C. Honig 

Honig discloses a computer system architecture that supports the automation 

of certain steps in deploying “data-mining” intrusion detection systems (IDSs). (EX-

1005 4:53-56; EX-2020 ¶ 82) Data-mining IDSs collect data from sensors 
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monitoring a system and use machine learning algorithms on a large set of “training 

data” to build detection models. (EX-1005 2:5-16; EX-2020 ¶¶ 82-84.)   

The type of training data needed depends on the type of detection model (and, 

therefore, the type of machine learning algorithm) that used to detect intrusions.  

(EX-2020 ¶ 83.)  Honig discloses at least three general types of model generation 

algorithms: (1) “misuse detection,” which models known attack behavior and trains 

on labeled normal and attack data; (2) “supervised (traditional) anomaly detection,” 

which detects activity that diverges from a model of normal activity and trains on 

normal data; and (3) “unsupervised anomaly detection,” which also detects activity 

that diverges from a model of normal activity but which trains on unlabeled data.  

(EX-1005 2:29-49, 20:33-38; EX-2020 ¶¶ 83-84.)     

Honig’s architecture consists of: sensors and detectors for collecting 

information from the monitored system; a data warehouse which stores the collected 

data; model generators which access the data and train data mining-based detection 

models; model distributors which transfer the models to detectors; and analysis 

engines to provide data analysis capabilities.  (EX-1005 6:64-7:7, 1:44-47, 4:53-56, 

3:24-30; EX-2020 ¶ 84.)   
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IV. LEGAL STANDARD 

“In an inter partes review, the burden of persuasion is on the petitioner … . 

Failure to prove the matter as required by the applicable standard means that the 

party with the burden of persuasion loses on that point—thus, if the fact trier of the 

issue is left uncertain, the party with the burden loses.” Dynamic Drinkware, LLC v. 

Nat’l Graphics, Inc., 800 F.3d 1375, 1378-79 (Fed. Cir. 2015); Harmonic Inc. v. 

Avid Tech., Inc., 815 F.3d 1356, 1363 (Fed. Cir. 2016) (noting petitioners have the 

“burden from the onset to show with particularity why the patent it challenges is 

unpatentable”).  

V. GROUND 1: KESTER IN VIEW OF KENNEDY DID NOT RENDER 
CLAIMS 1-13, 15-27, AND 29-30 OBVIOUS. 

In Ground 1, Petitioner proposes a combination of Kester and Kennedy 

whereby (1) Kester’s workstations use Kennedy’s “file set tracking module” to iden-

tify “file sets” of related files, (2) those workstations then send data about those file 

sets and their behaviors to Kester’s “application server module,” and (3) Kester’s 

“application server module” uses Kennedy’s “behavior monitoring module” to apply 

Kennedy’s classification heuristics to the received data, thus automatically classify-

ing certain files as malware.  (Petition 28-29; EX-2020 ¶ 88.) 

Petitioner’s combination suffers from two shortcomings. First, neither of the 
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references (alone or in combination) teaches or suggests the claimed idea of identi-

fying relationships between objects based, at least in part, on a comparison of the 

objects (e.g., detecting common “genes” in parent and child objects). Second, Peti-

tioner discusses each claim limitation with respect to only one reference in isolation, 

failing to explain how (or why) the combination satisfies every limitation, including 

the “receiving,” “correlating,” and “comparing” steps. The Board may deny the pe-

tition for either reason (or both). (EX-2020 ¶ 89.) 

A. Neither Kester nor Kennedy nor their combination teaches identi-
fying a relationship between two objects by comparing those ob-
jects, as required by the independent claims. 

One shortcoming of Petitioner’s combination is that neither Kester nor Ken-

nedy—alone or in combination—teaches or suggests the idea of “identifying rela-

tionships” between two objects by “comparing” information about those objects.  

The ’389 patent discloses that the invention “tracks which objects are related 

to each other and uses the concept of ancestry to enable objects to be marked as 

malware.” (EX1001 17:22-24.) It further discloses that whether two objects are “re-

lated” may depend on event metadata (e.g., that a “process may spawn child pro-

cesses which are therefore related”) and on object data, such as shared “genes” (i.e., 

“a component that uniquely identifies the first object and that is inherited or other-

wise present in the key of a descendant or other related object of the first object,” 
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“referred to herein as a ‘gene’”). (Id. 17:26-30; EX-2020 ¶¶ 90-91.)  

The challenged claims recite this idea of determining relationships between 

objects by comparing data about those objects. Specifically, they require “compar-

ing … the correlated data about the [first] computer object … to other objects or 

entities to identify relationships between the correlated data and the other objects or 

entities.” (Id. 20:56-60.) This recited comparison “to other objects or entities” in-

vokes procedures described in the specification, such as comparing two objects’ re-

spective object data to determine whether they share a given “gene” and are therefore 

related. (Id. 17:22-31; EX-2020 ¶ 92.) 

Neither Kester nor Kennedy teaches or suggests this limitation. Petitioner’s 

position is unclear because, at different points, Petitioner seems to argue that the 

“comparing” limitation is taught either by Kester’s comparison of an application’s 

behavior to that same application’s expected behavior (Petition 26) or instead, by 

Kennedy’s determination that an object is related to known malware (id. 28-29.) 

Regardless, neither of these teachings, alone or in combination, discloses the claimed 

comparing step. (EX-2020 ¶¶ 94-100.) 

1. Kester does not teach the claimed “comparing.”  

Petitioner’s first argument is that Kester teaches the “comparing” limitation 

by comparing an application’s behavior to the same application’s expected behavior. 
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(Petition 26.) This argument is wrong for at least two reasons. (EX-2020 ¶ 94.) 

First, rather than a comparison of data about an object “to other objects,” this 

purported “comparing” in Kester is a comparison of data about an object to other 

data about the same object. That is, Petitioner’s argument is that Kester compares an 

application’s behavior to the same application’s expected behavior. (Id.) In contrast, 

the claims recite comparing data about a computer object “to other objects or enti-

ties”—not only to the same application. (EX 1001 20:56-60; EX-2020 ¶ 95.) 

Second, Kester’s comparison of an application’s behavior to that same appli-

cation’s expected behavior is not made “to identify relationships” between those two 

objects, as claimed. Indeed, Petitioner does not even present that argument. Nor 

could it because this “comparing” Petitioner relies on is of data about two objects 

whose relationship is already known: they are the same application. Thus, the “com-

paring” on which Petitioner relies in Kester is not done “to identify relationships” 

between objects. (EX-2020 ¶ 96.) Rather, it is done to determine whether the appli-

cation is behaving in an expected way. 

Petitioner argues briefly that Kester’s comparing is between different objects 

because an application’s expected behavior can be derived (in part) from the behav-

ior of a different but related application (e.g., a previous version of the application). 

(Petition 26.) But this argument does not remedy either of the two shortcomings 
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identified above. (EX-2020 ¶ 97.) 

As to the first shortcoming (i.e., that Kester compares data only about the same 

application), even if Kester determines that application’s expected behavior in part 

based on a related application’s behavior, the resulting expected behavior is still data 

about the application, not about the related application. Thus, comparing that data 

(about the application) to other data about that same application is not comparing 

data about the application “to other objects or entities,” as claimed. (EX-2020 ¶ 98.) 

As to the second shortcoming (i.e., that Kester’s comparison of an applica-

tions behavior to that same application’s expected behavior is not made “to identify 

relationships” to other objects or entities), Petitioner’s argument is inapplicable.  

Kester’s comparison involves data about only one application, and it is made to de-

termine whether that application is behaving in an expected manner, not to determine 

whether the application is related to any other application. (EX-2020 ¶ 99.)  

Thus, Petitioner makes no plausible argument that Kester teaches the claimed 

idea of “comparing” information about two different objects to identify relationships 

between those objects. (EX-2020 ¶ 100.) 

2. Kennedy does not teach the claimed “comparing.” 

Unlike Kester, Kennedy does teach the idea of a malware classifier that iden-

tifies relationships between different objects (which it uses to create the disclosed 
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“file sets”). (EX1005 4:19-63.) But Kennedy identifies those relationships based 

only on events—i.e., detecting that one object “touched” another—not based on a 

comparison of information about two different objects, as claimed. (Id.) Thus, Ken-

nedy does not disclose the claimed “identify[ing] relationships” to “other objects or 

entities” by “comparing” data about a first object “to other objects or entities.” (Id. 

20:56-60; EX-2020 ¶¶ 101-112.)  

The petition fails to plainly state what aspect of Kennedy Petitioner contends 

discloses the “comparing” limitation. (Petition 27-31.) At one point, Petitioner ap-

pears to argue that Kennedy performs the claimed “comparing” by determining that 

a file in a file set is malware: 

… when the comparison of [Kennedy’s] collection data to other objects 

indicates the application is related to known malware, Kennedy’s auto-

mated heuristics can classify the application appropriately as malware. 

(Petition 29; EX-2020 ¶ 102.)  

At his deposition, Petitioner’s expert (Dr. Wenke Lee) confirmed that this is 

indeed Petitioner’s theory. Asked repeatedly how the combination satisfies the 

claimed “comparing” limitation, Dr. Lee testified each time that the combination 

performs the comparing step by comparing unspecified data about the object being 

evaluated against unspecified data about other objects that the system has already 
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determined are malware, and, if the data are sufficiently similar, classifying the ob-

ject as malware. (EX-2021 160:16-162:12; 174:2-175:19; 188:9-190:20.)  

Petitioner’s combination fails to teach or suggest the claimed “comparing … 

to identify relationships” step because this purported comparing on which Peti-

tioner’s argument relies is neither (1) taught or suggested by Kennedy nor (2) made 

“to identify relationships” between the object and other objects. 

First, Kennedy does not teach or suggest, as Petitioner argues, the idea of  

comparing data about the object being evaluated against data about other objects that 

the system has already determined are malware. Rather, to determine whether a file 

is malware, Kennedy applies behavioral heuristics that compare an object’s behavior 

to pre-known behavioral patterns of malware. For example, Kennedy discloses the 

following behavioral heuristics for determining whether software is malware: the 

software (1) “attempts to copy itself to another computer system via a technique such 

as email and/or an open drive share,” (2) “sends more than a certain number of 

emails (e.g., N=10) within a certain time period,” or (3) “mines files on its local 

computer system for email addresses, performs certain network activities such as 

enumerating for open file shares and/or copying files, makes registry changes related 

to the persistency of the Software, etc.” (EX 1005 5:4-33) None of those heuristics 

involve “comparing” the software’s behavior to other software that the system 
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previously determined was malware. Thus, Kennedy does not teach or suggest 

“comparing … data about the computer object … to other objects or entities,” as 

claimed. 

Second, even if Petitioner were correct that Kennedy determines that an object 

is malware by comparing data about that object to data about known malware, its 

argument would still fail because this purported “comparing” is not done “to identify 

relationships” between the object and the malware. Instead, the proposed comparing 

is done to determine that the two objects behave similarly and are therefore both 

malware.  

That two objects are similar is not a “relationship” between the two objects 

within the meaning of the claims. The specification discloses that “an object is con-

sidered to have a relationship based on the event performed by it upon another ob-

ject, or upon it by another object.” (Id. 11:11-13). The specification further illus-

trates the meaning of “relationship” through examples, such as “which object created 

this object, which objects this object created, which objects created a registry key to 

run or configure this object, which objects were configured by or had registry keys 

created by this object, etc.” (Id. 11:7-11.) Thus, even if Petitioner were correct that 

Kennedy compares two objects to determine that they behave similarly, that com-

parison is not made to “identify relationships” between the two objects, within the 
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meaning of the claims.  

 Thus, Petitioner fails to show that Kennedy teaches the claimed “comparing” 

of objects and entities to identify relationships between them. 

3. The proposed combination does not teach or suggest the 
claimed “comparing.” 

Because neither Kester nor Kennedy discloses “identifying relationships” be-

tween two objects based on “comparing” information about those objects, Petitioner 

fails to show that the combination of those references teaches or suggests the claimed 

“comparing” limitation.  

Petitioner provides no argument that the missing “comparing” limitation 

would have been rendered obvious by ordinary skill. Nor does it include any expla-

nation of why a POSITA would have been motivated to introduce that limitation. 

Thus, Petitioner has not shown that the combination of Kester and Kennedy renders 

the independent claims obvious.  

Moreover, Petitioner’s argument regarding the proposed combination of Kes-

ter and Kennedy reveals that any purported “comparing” in Kester is irrelevant. Kes-

ter’s purported “comparing” (i.e., of an application’s behavior to its expected behav-

ior) is part of Kester’s manual classification procedure. Specifically, Kester com-

pares the application’s behavior to the application’s expected behavior to determine 
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whether the application is not operating “in a predetermined manner” and to conse-

quently place the application in an “uncategorized application database” for later 

manual classification. (EX1004 [0070].) But Petitioner’s proposed combination 

does not use Kester’s classification technique. Instead, the proposed combination 

classifies an application automatically, using Kennedy’s behavioral heuristics rather 

than manually, using Kester’s classification approach. (Petition 28-29, 32) (“In this 

combination, Kester’s application server … utilizes Kennedy’s automated heuris-

tics.”) If the proposed combination does not use Kester’s classification technique, 

then it does not use Kester’s purported “comparing” (which is part of that technique). 

Thus, the purported “comparing” Petitioner identifies in Kester is irrelevant to 

whether the proposed combination of Kester and Kennedy renders the claims obvi-

ous. (Petition 26.) 

The example Petitioner provides to illustrate the combination (Petition 29) 

confirms that Kester’s purported “comparing” is not part of the proposed combina-

tion. The example posits that, when the server classifies a given executable (“sus-

a.exe”) as malware, “using the file set behavior monitoring of Kennedy,” a related 

executable (child “sus-b.exe”) is also marked as malware. (Id.) But this is simply 

how Kennedy alone worked. The only change is that the heuristics/classification oc-

curs on Kester’s server rather than on the workstation. The purported combination 
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thus does not use Kester’s classification technique, including its purported “compar-

ing.” The “comparing” Petitioner purports to identify in Kester is therefore irrelevant 

to whether that proposed combination rendered the claims obvious. 

 *  *  * 

 In sum, Petitioner has failed to show that either Kester, Kennedy, or the com-

bination thereof reaches or suggests the claimed “comparing step. 

B. Petitioner fails to show that the proposed combination would meet 
the claimed “receiving” and “correlating” steps, as required by the 
independent claims. 

A second independent reason to find the challenged claims patentable is that 

Petitioner does not sufficiently explain the proposed combination of Kester and Ken-

nedy, including how that combination supposedly satisfies every limitation of the 

independent claims. Petitioner tries to identify each limitation in one reference or 

the other, but when it comes to combining those references, Petitioner leaves the 

Board (and Patent Owner) guessing about how the purported combination might 

work and why.  

Consequently, it is unclear how the proposed combination would work, why 

a POSITA would have been motivated to make it, or how it would satisfy all claimed 

limitations, including the claimed (1) receiving, (2) correlating, and (3) comparing 

steps. We have already discussed above (in Section V.A.3) a shortcoming of the 
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proposed combination respecting the claimed “comparing” step. Below, we high-

light further shortcomings and ambiguities regarding the claimed “receiving” and 

“correlating” steps. 

1. Petitioner’s combination does not teach or suggest “receiv-
ing” the claimed “information about events” from remote 
computers, as required by independent claims 1 and 15. 

Petitioner argues that it would have been obvious for Kester’s “application 

server module” to receive data from Kennedy’s MSDMs, executing on multiple 

workstations. (Petition 29.) But Petitioner does not say what data each MSDM sup-

posedly captures and sends to the “application server module.” This omission creates 

a threshold problem: Petitioner fails to show that it would have been obvious for 

Kennedy’s MSDM to capture and send the claimed “information about events,” in-

cluding “an object initiating the event, the event type, and an identity of an object or 

other entity on which the event is being performed,” as required by independent 

claims 1 and 15. 

Petitioner argues that Kester (alone) teaches that the “application server mod-

ule” receives “information about events”—specifically, information indicating that 

a given application (actor object) has attempted to access (event type) a particular 

network address (target “entity”). (Petition 13-19.) But this is not the data Petitioner 

argues would be “correlated” and “compared” to “classify” an object as malware. 
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(Petition 27.) Instead, Petitioner asserts that those steps would be performed on data 

sent from Kennedy’s MSDM, as it operates on Kester’s workstations. (Petition 27-

32.) Thus, for Petitioner combination to render the claims obvious, Petitioner must 

show that Kennedy’s MSDM captures the claimed information about events or that 

it would have been obvious to modify the MSDM to do so and to send that infor-

mation to Kester’s server-side components. But Petitioner does neither.  

For instance, Petitioner asserts that each workstation would include Ken-

nedy’s “file set tracking module” (Petition 28), but that module merely identifies 

“file sets,” not the “information about events” recited in the claims. Thus, adding 

Kennedy’s “file set tracking module” to Kester’s workstations would not enable 

those workstations to capture (let alone send) the claimed “information about 

events.” 

Even if Kennedy’s “file set tracking module” does record (at least temporar-

ily) “each time a file in the set ‘touches’ another file” (EX1005 4:19-36.), Kennedy 

does not teach that the “touch” data captured by the file set tracking module includes 

the claimed “information about events” (e.g., includes “event type”). Nor does Ken-

nedy teach that this “touch” data is ultimately used by Kennedy’s classification heu-

ristics. To the contrary, Kennedy teaches that those heuristics classify files based on 

data captured by a different module—i.e., the “file set behavior monitoring 
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module”—which Petitioner has proposed would be placed on Kester’s servers, not 

on Kester’s workstations. (Id. 4:64-5:3.) In short, the information captured by the 

“file set tracking module” does not disclose the claimed “information about events.” 

Thus, in the proposed combination, there is no teaching or suggestion that 

Kester’s “application server module” would receive the recited “information about 

events” from Kennedy’s MSDM. 

2. The proposed combination does not teach or suggest “corre-
lating” event data from Kennedy’s MSDM. 

The proposed combination is also missing critical explanations about how or 

why Kester’s “application server module” would “correlate” the data it receives 

from Kennedy’s MSDMs. 

Petitioner argues that Kester (alone) teaches correlating “information about 

events” because Kester “merges and sorts” network access events based on destina-

tion IP address. (EX1004 [0162].) But as before, Kester’s is not the data that Peti-

tioner has proposed would be “correlated” and “compared” with other objects to 

“classify” an object as malware. (Petition 27.) Instead, Petitioner proposes these 

steps would be performed on the data sent from Kennedy’s MSDM. But Petitioner 

does not explain how or why Kester’s “merging and sorting” would be applied to 

that data. 
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A threshold problem (as shown in the previous section) is that Petitioner is 

unclear about what data the proposed combination sends from Kennedy’s MSDM to 

Kester’s servers. Nevertheless, for purposes of analyzing this limitation, Patent 

Owner assumes in this section (without conceding) that the data sent includes eve-

rything that Kennedy’s “file set behavior monitoring module” (executing on Kester’s 

server-side components) would need to perform the classification heuristics dis-

closed in Kennedy. (EX1005 5:4-33.) That data includes at least the “file set” defi-

nitions and what Petitioner calls the “related file behavior.” (Petition 29.)  

Even under those assumptions, however, the petition leaves unexplained why 

and how a skilled artisan would apply Kester’s “merging and sorting” techniques to 

Kennedy’s data. Consider Kennedy’s heuristic that software is malicious if it “sends 

more than a certain number of emails (e.g., N=10) within a certain time period.” 

(EX1005 5:4-34.) The data for that heuristic is presumably the number of emails 

each application sends over time. How (and why) would a POSITA apply (to that 

data) Kester teaching of “merging and sorting” network access events by “destina-

tion IP address?” (EX 1004 [0162].) Petitioner does not say.  

Instead, Petitioner’s position appears to simply be that, because Kester applies 

certain merging and sorting techniques to certain data for a certain purpose, it would 

have been obvious for the proposed combination to apply any merging and sorting 
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techniques to any other data for any other purpose. This is insufficient to set out a 

proposed combination of references, let alone to explain why a POSITA would have 

been motived to make that combination.  

In short, Petitioner does not explain how Kester’s “merging and sorting” tech-

niques would be applied to the unspecified data collected from Kennedy’s MSDMs, 

or why a person of ordinary skill would have been motivated to make that applica-

tion. Thus, Petitioner has failed to show that the proposed combination of Kester and 

Kennedy would have rendered it obvious to correlate the claimed event data received 

from multiple remote computers. 

*  *  * 

In sum, the Board should reject Petitioner’s arguments for the second, inde-

pendent reason that Plaintiff fails to articulate how the proposed combination would 

work, why a skilled artisan would have been motivated to make that combination, 

and how the combination would supposedly satisfy every limitation of the independ-

ent claims. 

C. Petitioner fails to show that the proposed combination would have 
rendered the dependent claims obvious.  

Petitioner’s analysis of the dependent claims exposes further inconsistencies 

in how Petitioner has described the proposed combination. For example, while 
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Petitioner’s analysis of the independent claims relies on relationships purportedly 

identified by “comparing” a file to known malware, its analysis of many dependent 

claims instead relies on other relationships, such as those identified based on events 

rather than by any purported “comparing” or data about different objects. These 

types of oversights provide further reason to reject Petitioner’s arguments respecting 

the dependent claims. 

1. Petitioner’s analysis of dependent claims 2-7 and 16-21 is in-
compatible with its analysis of the independent claims. 

Petitioner’s analysis of dependent claims 2-7 (and corresponding claims 16-

21) again highlights the deficiencies in how Petitioner has explained the proposed 

combination of Kester and Kennedy. In short, while Petitioner’s analysis of the in-

dependent claims relies on similarity “relationships” purportedly identified by com-

paring objects to known malware, Petitioner’s analysis of these dependent claims 

relies instead on Kennedy’s “touch” “relationships,” which are not (and Petitioner 

never argue are) identified by comparing data about two objects. 

 Dependent claims 2-7 (and corresponding claims 16-21) all concern the iden-

tified “relationships” between objects and how those relationships are used in mal-

ware classification. The claimed details about the relationships include that they are 

either “direct” or “via other objects” (claims 2 and 16), that they are parent, child, 
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other process relations (claims 7 and 21), and/or that a related object is the object or 

similar object stored on the first or second computers (claims 6 and 20). The claimed 

details about how those “relationships” are used include the ideas of monitoring re-

lated objects “as a homogeneous entity” (claims 3 and 17), deducing that an object 

is malware based on the behavior of the related object (claims 4 and 18), and classi-

fying the object as malware if the related object is malware (claims 5 and 19).  

For these limitations, Petitioner relies primarily on Kennedy’s idea of identi-

fying “sets” of related files based on the files “touching” one another, tracking the 

behavior of those sets as a homogeneous entity, and marking all files in the set as 

malware when any of the files is discovered to be malware. (Petition 33-39.) 

  The problem with this argument is that Kennedy’s “file set” relationships are 

not the “relationships” Petitioner relied on in its analysis of the independent claims 

to purportedly show “comparing … to identify relationships.” As discussed above 

(supra § V.A.2), Petitioner argued that, in the proposed combination, “comparing 

… to identify relationships” (as recited in the independent claims) purportedly hap-

pens by comparing an object’s behavior to that of known malware and thus deter-

mining that the two behave similarly (and are therefore purportedly “related”).  

And yet, when the time comes to show that those same “similarity” relation-

ships (purportedly derived from the claimed “comparing … to identify 
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relationships”) have the characteristics recited in the dependent claims (e.g., are par-

ent/child) or that they are used in the ways recited in those claims (e.g., to trigger 

monitoring of the related objects as a “homogenous entity”), Petitioner pivots to ar-

guing that the “relationships” are something different altogether: Kennedy’s “file 

set” relationships.  

The similarity “relationships” used in the Petitioner’s analysis of the inde-

pendent claims cannot satisfy the limitations of dependent claims 2-7 (and 16-21) 

because they are simply incompatible. The similarity “relationships” are that an ob-

ject behaves similarly to known malware. To the extent that this is a “relationship” 

within the meaning of the claims (it is not), the relationship is not one that can be 

described as “direct” or “via other objects” (claims 2 and 16), a “parent,” “child” or 

“otherwise process-related” (claims 7 and 21), or to the object or similar object 

stored on the first or second computers (claims 6 and 20). Moreover, the claimed 

references do not suggest that, based on these similarity relationships, an object that 

was labeled as malware for being similar to known malware would be monitored 

with that known malware “as a homogeneous entity” (claim 3), be marked as mal-

ware based on the subsequent behavior of the malware (claim 4), or be classified as 

malware if the known malware is malware (claim 5). (EX-2020 ¶ 142.) 

Conversely, the Kennedy “file set” relationships Petitioner uses to analyze the 
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dependent claims are not identified by the claimed “comparing.” Petitioner’s analy-

sis of the independent claims includes no argument that the purported “comparing” 

creates Kennedy’s “file set” relationships. No such argument is possible because 

Kennedy’s “file set” relationships are based on sets of files that suspicious software 

“touched,” not on comparing two files. 

The Board should therefore reject Petitioner’s analysis of the dependent 

claims. Either the purported combination does not “compar[e] … to identify rela-

tionships” (as recited in the independent claims) or those relationships lack the lim-

itations recited in the dependent claims. Petitioner cannot have it both ways. 

2. Petitioner has not shown that the data used for the “compar-
ing” includes any of the information recited in dependent 
claims 8 and 22. 

Petitioner’s analysis of dependent claims 8 and 22 is similarly inconsistent 

with Petitioner’s analysis of the independent claims. (Petition 39.) The dependent 

claims recite that the “comparing … to identify relationships” recited in the inde-

pendent claims is done using certain information about the computer object, such as 

the object’s “executable instructions.” Petitioner argues that Kester’s workstations 

collect and send such information to Kester’s server-side components (id.), but crit-

ically, Petitioner does not even attempt to show that the proposed combination com-

pares that data to other objects or entities to identify relationships, as claimed. 



  Patent Owner’s Response  
  IPR2023-00556 
  Patent No. 8,726,389 

 

37 

As shown above (supra § V.A.1), Kester uses that information only to deter-

mine whether an application’s behavior differs from its expected behavior—not to 

identify any relationship between different objects. 

As further shown above (supra § V.A.2), Petitioner has advanced an alterna-

tive theory wherein Kennedy performs the “comparing” by comparing an applica-

tion’s behavior to known patterns of malware behavior (e.g., emailing a certain num-

ber of times per hour), but Petitioner has identified no suggestion in Kennedy that 

this comparing should use information about objects collected by Kester. If any such 

argument is available, it was Petitioner’s burden to make it and to provide a rationale 

for why a skilled artisan would have recognized the combination and been motivated 

to make it. 

VI. GROUND 2: KESTER IN VIEW OF KENNEDY AND HONIG DID 
NOT RENDER CLAIMS 14 AND 28 OBVIOUS. 

In Ground 2, Petitioner argues that a combination of Kester, Kennedy and 

Honig renders claims 14 and 28. With respect to the claim limitation “generating a 

mask for said computer object that defines acceptable behavior for the computer 

object,” Petitioner relies on a combination of Kester and Honig.  (Petition 56-60.) 

However, the combination of Kester and Honig does not render obvious a mask that 

defines acceptable behavior. 
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Petitioner’s combination of Kester and Honig does not disclose or suggest a 

mask that defines acceptable behavior for the object. (EX-1001 cls. 14, 28.)   

With respect to the claimed “mask,” Petitioner asserts that Kester’s determi-

nation of expected network activity—i.e., network attributes for inclusion in the 

hash/policy table—discloses a mask.  (Petition 57.) This assertion forms the foun-

dation of its combination and its arguments for other limitations. For example, Peti-

tioner relies on Kester’s use of the hash/policy table “to ensure that the applications 

continue to operate in the predetermined manner.” (Petition 61.) And Petitioner as-

serts that Kester teaches categorization of applications that are not operating in a 

predetermined manner—i.e., where the activity has not been previously reviewed as 

part of the hash/policy table. (Petition 61-63.) That is, Petitioner contends that the 

human reviewer’s determination of expected network activity for the hash/policy 

table allegedly constitutes the claimed mask. 

However, Kester’s expected network activity—contained within its hash/pol-

icy table—is not a mask that “defines acceptable behavior” because the hash/policy 

table and the expected network activity identified within that table includes unac-

ceptable behavior. (See EX-1004 [0070], [0185]; EX-2020 ¶¶ 151-152.)   

For example, Kester teaches that when an application is not operating in a 

“predetermined manner,” it is placed in the uncategorized applications database for 
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future review, such that those attributes might be added to the hash/policy table.  

(EX-1004 [0070]; EX-20209 ¶ 152.) That is, whether an application is operating in 

a “predetermined” or “expected” manner is dependent on whether that activity is 

contained within the hash/policy table and not whether that activity is acceptable or 

unacceptable.  (EX-2020 ¶ 152.) Petitioner’s discussion of the combination does not 

address this deficiency in any way, let alone provide any explanation for why a 

skilled artisan would have found this limitation obvious in light of both references.  

Thus, Petitioner has failed to show that the combination of Kester and Honig would 

have rendered the independent claims obvious. (EX-1001 cls. 14, 28.) 

As the summaries above make plain, the invention claimed in the ’389 patent 

is starkly different from Kester’s approach. See Sections II(B), III(A), supra. The 

invention of the ’389 patent generates a mask that defines only acceptable object 

behavior, thereby enabling the system to safely run and monitor an object based on 

whether it is operating within the boundaries of the mask. See Section II(B), supra.  

Kester does not teach or suggest this approach. Rather, Kester embodies the same 

problem that the ’389 patent sought to overcome—i.e., the need for a human admin-

istrator to review applications or network access requests to determine whether each 

request or application launch should be permitted or not. (EX-1004, Fig. 20 (“Hu-

man reviewer uses hints and web information to research network access by 
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application. Using evidence from hints and other research, determine allowed be-

havior for each application.”), [0089]-[0090], [0187].)   

Claims 14 and 28 rely on a mask that defines the boundaries of an object’s 

behavior by defining acceptable behavior. (EX-1001 cl. 14 (“generating a mask for 

said computer object that defines acceptable behaviour for the computer object, 

monitoring an operation of the computer object on at least one of the first and second 

remote computers and reclassifying the computer object as malware if the actual 

monitored behaviour extends beyond that permitted by the mask.”) cl. 28 (“generate 

a mask for a computer object that is initially classed not as malware, said mask de-

fining acceptable behaviour for the computer object”).) The invention limits the 

mask to acceptable behavior, such that future object behavior can be allowed or dis-

allowed based on whether it falls within or outside of the mask.  (Section II(B), su-

pra; EX-2020 ¶ 154.) The benefits of using a generated mask that defines acceptable 

behavior are that: (1) the invention avoids the delay associated with waiting for a 

human to review each object and designate whether specific behaviors should be 

permitted or not; and (2) when an object’s behavior extends beyond the mask, the 

invention knows that the object should be reclassified from “not malware” to “mal-

ware.” (EX-2020 ¶¶ 154-155.) 

Kester fails to disclose generating a mask and fails to disclose a mask that 
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defines only acceptable behavior. As discussed above, the challenged claims recite 

generating a mask and using a mask that defines acceptable behavior to allow or 

disallow an object to run. In contrast, Kester relies on a human to pre-review each 

application and/or behavior and designate whether each application/behavior should 

be permitted or not before the hash/policy table may be used to monitor it.  (Id.; EX-

2020 at 8:3-20.) When Kester’s system encounters a new behavior that has not yet 

been reviewed, that behavior is logged to a database to eventually be reviewed by a 

human reviewer. (EX-1004 [0059], [0144]-[0145].)   

To argue that Kester discloses a mask that defines acceptable object behavior, 

Petitioner asserts that Kester discloses “expected or allowed network activity (also 

referred to as expected or predetermined behavior).” (Petition 57.) But Petitioner 

wrongly equates “expected” network activity with “allowed network activity.” Kes-

ter teaches that expected network activity may be allowed or disallowed based on 

the human reviewer’s determination. (E.g., EX-1004 [0185].) Specifically, Kester 

teaches that because “network attributes associated with the application may be dif-

ferent for each attempted access,” its system “may allow a first combination of one 

or more network attributes while disallowing a second combination of the one or 

more network attributes.” (EX-1004 [0185], [0083].) Kester describes network ac-

tivity as “expected” or “predetermined” to indicate that a human reviewer has 
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previously reviewed the specific combination of network attributes and that a prede-

termined association with a policy (to allow or not allow) has been stored in the 

hash/policy table. (EX-1004 [0057]-[0059] (“If the execution launch detection mod-

ule…does not find the application hash in the hash/policy table [] (for example, the 

application is uncategorized or the application is behaving unexpectedly)….”).)   

That is, an application operating in an expected or predetermined manner—

i.e., within the boundaries of Petitioner’s alleged “mask”—might still be disallowed 

from continuing to run based on the associated policy. (EX-2020 ¶¶ 157-159.)  This 

result is intuitive based on Kester’s goal—i.e., “to manage the broader intersection 

of employees with their computing environments” on a workstation-by-workstation 

basis.  (EX-1004 [0006], [0115]-[0116].) Within this context, Kester’s system seeks 

to provide a different type of protection that is distinct from that of the ’389 patent.   

For example, an employer might wish to limit particular activity to manage-

ment only. (EX-2020 ¶¶ 157-161.) Following Kester’s approach, a human adminis-

trator reviews the application and associated network access data. (Id.) The human 

administrator then determines that, where the network access attributes indicate that 

a manager’s workstation has made the request, the request should be associated with 

a policy that allows the request. (Id.) But if a non-manager’s workstation makes the 

request, the human administrator determines that such attributes should be 
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associated with a policy that does not allow the request. (Id.) Kester teaches that a 

hash/policy table will be generated specific to the requesting workstation and down-

load it to the workstation. (EX-1004 [0116].) Thus, while the particular activity, e.g., 

the network access request, may be expected or predetermined such that it is in-

cluded in the hash/policy table, it may be unacceptable and will not be allowed.  (Id., 

EX-2020 ¶¶ 131-132, 135-136.)   

Accordingly, Kester relies on a hash/policy table containing “expected” ac-

tivity reviewed by a human administrator that may include acceptable activity but 

that also includes unacceptable activity. Under the district court’s claim construc-

tion—which Petitioner urged in the parallel litigation—the claimed mask must de-

fine only acceptable behavior, and acceptable behavior cannot be defined by the in-

verse of unacceptable behavior. See Section II(C), supra. Thus, Kester does not dis-

close a mask that defines acceptable behavior of the object. 

As a result of this critical distinction, Kester’s “expected network activity” 

cannot provide the same benefits as the ’389 patent’s claimed mask. (EX-2020 ¶¶ 

151-160.)  For example, the ’389 patent allows an object to run when its monitored 

behavior falls within the object’s mask:   
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(EX-1001 Fig. 3 (annotated); id. cls. 14, 28.) And when that behavior extends be-

yond the mask, the object is not allowed to run and is reclassified as malware. (EX-

1001, cls. 14, 28.) But because Kester’s expected network activity contains both ac-

ceptable and unacceptable activity, an application whose behavior is within this al-

leged mask cannot categorically be allowed to run. (EX-1004 [0042]-[0043], [0185]-
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[0186].) To do so would contradict Kester’s purpose, which is to apply predeter-

mined policies on a workstation-by-workstation basis across all expected activity, 

thereby controlling employees’ interaction with the internet. (EX-1004 [0006], 

[0042]-[0043]; EX-2001 ¶¶ 159-160.)   

As another example, because Kester’s expected network activity defines un-

acceptable behavior, it cannot be used as a tool for informing when an application 

must be reclassified as malware. (EX-2020 ¶ 161.) Within the context of Kester’s 

disclosure, when an application is operating unexpectedly—i.e., its hash does not 

match an existing hash in the hash/policy table—that merely means that the applica-

tion or the application’s particular activity has not yet been reviewed, categorized, 

or associated with a policy by an administrator. (EX-1004 [0059].) Thus, the appli-

cation—whether previously categorized or uncategorized—is added to the “uncate-

gorized applications database” and subsequently reviewed by an administrator. (EX-

1004 [0070]-[0071].) However, the fact that the activity-in-question was unex-

pected, i.e., previously unreviewed, does not mean that it is necessarily malicious or 

that the application should be categorized as malicious. (EX-2020 ¶ 161.) Again, a 

human administrator will be required to review the application and the network at-

tributes associated with its activity to determine whether such activity should be per-

mitted or not, as well as whether the application should be categorized and/or 
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recategorized. (EX-1004 [0070]-[0071]; EX-2010 ¶ 161.)  

Because Kester’s hash/policy table includes unacceptable expected network 

activity and because a human must determine expected network activity, Kester’s 

teachings do not practice or suggest the challenged claim limitations, and a POSITA 

could not achieve the same benefits of the claimed invention. (EX-2020 ¶¶ 161-167.)  

Accordingly, Petitioner has not shown (and cannot show) that Kester discloses or 

suggests generating a mask that defines acceptable behavior as recited in claims 14 

and 28 claims of the ’389 patent.   

While Petitioner asserts that a POSITA would have been motivated to auto-

mate the human reviewer’s determination of expected network activity in Kester’s 

system based on Honig’s teachings (Petition 58), this does not address the deficiency 

already present in Kester.  Even if a POSITA were motivated to attempt to automate 

Kester’s determination of expected network activity (which he would not be, as dis-

cussed further below), the discussion above shows that Kester’s expected network 

activity is not a mask that defines acceptable behavior as claimed.  See Section III.A, 

supra. Thus, automatically generating Kester’s expected network activity still would 

not practice the method or achieve the same benefits of the challenged ’389 patent 

claims. Petitioner does not address this deficiency or argue that the prior art would 

have rendered such a mask obvious. Accordingly, Kester and Honig do not render 
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any of the challenged claims obvious.   

VII. CONCLUSION 

For the foregoing reasons, the Board should hold that the Petition fails to 

demonstrate, by a preponderance of the evidence, that any of the challenged claims 

are unpatentable.  

Date:  March 29, 2024 Respectfully submitted, 

      BY: /s/ Brian Eutermoser   
       Brian Eutermoser 
       Registration No. 64,058 
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