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(57) ABSTRACT

Exemplary methods, apparatus, and systems are disclosed for
authenticating a user to computing device. In one exemplary
embodiment, an indication of a request by a user to unlock a
mobile device in a locked state is received. One or more
images of'the face of the user are captured. Facial components
of the user from the one or more captured images are
extracted. A determination is made as to whether the useris an
authorized user or a non-authorized user based at least in part
on a comparison of the facial components of the user
extracted from the one or more captured images to facial
components of the authorized user from one or more authen-
tication images of the authorized stored on the mobile device.
If the user is determined to be the authorized user, the mobile
device unlocked; otherwise, the mobile device is maintained
in its locked state.
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USING FACIAL DATA FOR DEVICE
AUTHENTICATION OR SUBJECT
IDENTIFICATION

FIELD

[0001] The present disclosure describes systems, methods,
and apparatus for authenticating a user of a computing device
(such as a mobile computing device) using facial data.

BACKGROUND

[0002] Mobile computing devices (such as smart phones,
handheld computers, and tablet computers) are becoming
increasingly more popular and offer an expanding array of
capabilities. For example, today’s mobile devices typically
have the ability to remotely access the Internet, view a user’s
email accounts, capture images or video using built-in cam-
eras, and store large amounts of user information. The user
information may include, for example, personal information
such as photos, files, and/or contact information. As aresult of
their compact design, mobile devices are often used in public
environments and are more prone to being lost or stolen than
their larger counterparts. Many mobile devices do not include
a suitable mechanism for authenticating a user before allow-
ing access to data or other functions offered by the device,
making the user information on the mobile device vulnerable
to misuse or theft. Furthermore, if an authentication mecha-
nism is used on a mobile device, the mechanism typically
comprises a password consisting of a small number of digits.
Such an authentication mechanism is not robust, as the pass-
word can be easily observed or deduced given the relatively
small number of possibilities.

SUMMARY

[0003] Exemplary embodiments of systems, methods, and
apparatus for authenticating a user using facial data are
described herein. In certain embodiments, facial recognition
is performed by a computing device using data stored on the
device. For example, embodiments of the disclosed facial
recognition techniques can be used as a mechanism for rec-
ognizing a user of the mobile device as an authorized user and
unlocking the mobile device without (or in combination with)
a personal identification number input by the user.

[0004] The described techniques and tools can be imple-
mented separately, or in various combinations with each
other. As will be described more fully below, the described
techniques and tools can be implemented on a variety of
hardware devices having or being connected to an image
capture device, including cell phones, smart phones, PDAs,
handheld devices, handheld computers, touch screen tablet
devices, tablet computers, entertainment consoles, or laptop
computers.

[0005] In one exemplary embodiment disclosed herein, an
indication of a request by a user to unlock a mobile device in
a locked state is received. One or more images of the face of
the user are captured. Facial components of the user are
extracted from the one or more captured images. A determi-
nation is made as to whether the user is an authorized user
based at least in part on a comparison of the facial compo-
nents of the user extracted from the one or more captured
images to facial components of the authorized user from one
or more authentication images of the authorized user stored
on the mobile device. The mobile device is unlocked if the
user is determined to be the authorized user, but maintained in
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its locked state if the user is determined not to be the autho-
rized user. In certain implementations, the one or more
authentication images include a first authentication image of
the authorized user in a first lighting condition and a second
authentication image of the authorized user in a second light-
ing condition, the second lighting condition being different
than the first light condition. In some implementations, the
one or more authentication images include an authentication
image of the authorized user where the face of the authorized
user is illuminated primarily by a screen of the mobile device.
In certain implementations, the act of capturing the one or
more images includes prompting the user to make a facial
expression or head motion, and the one or more authentica-
tion images include at least one authentication image of the
user making the facial expression or head motion. In some
implementations, the one or more captured images are pre-
processed to compensate for lighting conditions in which the
one or more images are captured (e.g., by performing one or
more of white balancing, global exposure compensation,
local exposure compensation, or downsampling of the one or
more captured images). In certain implementations, the com-
parison is performed by generating feature descriptors repre-
sentative of the facial components of the user in the one or
more captured images and determining a difference between
the feature descriptors of the user in the one or more captured
images and respective facial descriptors of the authorized
user generated from the one or more authentication images. In
other implementations, the comparison is performed by gen-
erating a graph-based representation of the facial components
of'the user in the one or more captured images and determin-
ing a difference between the graph-based representation of
the facial components of the user and respective graph-based
representations of the authorized user generated from the one
or more authentication images. In such implementations, the
graph-based representation of the facial components of the
user is indicative of appearances and relative geometric rela-
tionships of the facial components of the user. In some imple-
mentations, the act of determining whether the user is an
authorized user comprises, if the facial components of the
user extracted from the one or more captured images match
the facial components of the authorized user from the one or
more authentication images, generating an indication that the
user is authorized; and, if the facial components of the user
extracted from the one or more captured images do not match
the facial components of the authorized user from the one or
more authentication images, causing a secondary authentica-
tion method to be performed on the mobile device. In certain
implementations, the act of capturing the one or more images
of the face of the user comprises capturing two or more
images of the face of the user in succession, and the act of
determining whether the user is an authorized user comprises
is based at least in part on a comparison of the facial compo-
nents of the user extracted from the two or more captured
images to the facial components of the authorized user from
the two or more authentication images stored on the mobile
device.

[0006] Inanother exemplary embodiment disclosed herein,
an image of a user of a device is received. One or more facial
descriptors of the user are identified from the received image.
An evaluation is performed to determine whether the one or
more identified facial descriptors of the user match one or
more facial descriptors of a previous user extracted from
multiple previously captured images of the previous user. In
this embodiment, the multiple previously captured images of
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the previous user include at least one image of the previous
user in a low-lighting condition. In certain implementations,
the at least one image of the previous user in the low-lighting
condition comprises an image of the user with light from a
screen of the mobile device as the primary light source. In
some implementations, an indication that the user in the
received image is an authorized user or is not the authorized
user is generated based at least in part on the evaluation. In
certain implementations, a determination is made that the one
or more facial descriptors of the user in the received image
match the one or more facial descriptors of the previous user
if a smallest difference between the facial descriptors of the
user in the received image and the facial descriptors of the
previous user from the multiple images of the previous user
satisfies a threshold value. In some implementations, a deter-
mination is made that the one or more facial descriptors of the
user in the received image match the one or more facial
descriptors of the previous user if (a) a difference between the
facial descriptors of the user in the received image and the
facial descriptors of the previous user from a plurality of
images of the authorized user satisfies a first threshold value,
and (b) the number of images in the plurality of images
satisfies a second threshold. In certain implementations, the
evaluation is performed by evaluating whether the one or
more identified facial descriptors of the user match one or
more facial descriptors of multiple other previous users. In
some implementations, a first of the facial descriptors is
weighted higher than a second of the facial descriptors. In
certain implementations, a determination is made that the one
or more facial descriptors of the user in the received image
match the one or more facial descriptors of the previous user
if a smallest difference between the facial descriptors of the
user in the received image and the facial descriptors of the
previous user from the multiple images of the previous user
satisfies a first threshold value, and if a ratio between the
smallest distance and a greatest distance between the facial
descriptors of the user in the received image and the facial
descriptors of the previous user in the multiple images of the
previous user satisfies a second threshold value. In some
implementations, two or more images of the user ofthe device
are received, an average of the one or more facial descriptors
from the two or more images of the user is computed, and a
determination is made that the one or more facial descriptors
of the user match the one or more facial descriptors of the
previous user if a difference between the average of the one or
more facial descriptors and the facial descriptors of the pre-
vious user in at least one of the multiple images of the previ-
ous user satisfies a threshold value.

[0007] Another exemplary embodiment disclosed herein is
a system comprising an image capturing device, a display
device, a memory or storage device storing a program, and a
processing unit operable to execute the program. In this
exemplary embodiment, the execution of the program causes
the processing unit to display a first image capture screen on
the display device (the first image capture screen including a
first prompt requesting that a first image of a user be captured
in afirst lighting condition), receive a first signal from the user
to trigger the image capture device, capture the first image of
the user with the image capture device in response to the first
signal, display a second image capture screen on the display
device (the second image capture screen including a second
prompt requesting that a second image of the user be captured
in a second lighting condition, the second lighting condition
being different than the first lighting condition), receive a
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second signal from the user to trigger the image capture
device, and capture the second image of the user with the
image capture device in response to the second signal. In
certainimplementations, at least one of the first image capture
screen or the second image screen prompts the user to make a
facial expression during image capture.

[0008] This summary is provided to introduce a selection of
concepts in a simplified form that is further described below.
This summary is not intended to identify key features or
essential features of the claimed subject matter, nor is it
intended to be used as an aid in determining the scope of the
claimed subject matter. Additional features and advantages of
the disclosed technology will be made apparent from the
following detailed description of embodiments that proceeds
with reference to the accompanying drawings.

BRIEF DESCRIPTION OF THE DRAWINGS

[0009] FIG.1isaschematic block diagram of an exemplary
computing environment in which embodiments of the dis-
closed technology can be implemented.

[0010] FIG. 2isaschematic block diagram of an exemplary
mobile device environment in which embodiments of the
disclosed technology can be implemented.

[0011] FIGS. 3A and 3B illustrate a generalized example of
a mobile device suitable for implementing embodiments of
the disclosed technology.

[0012] FIGS. 4 and 5 are schematic block diagrams illus-
trating generalized examples of suitable implementation
environments in which one or more aspects of the disclosed
techniques are performed by a computing cloud coupled to a
computing device.

[0013] FIG. 6 is a flowchart of an exemplary method for
authenticating a user to a computing device, such as a mobile
device, according to embodiments of the disclosed technol-
ogy.

[0014] FIG. 7 illustrates a first example image capture
screen according to embodiments of the disclosed technol-
ogy.

[0015] FIG. 8 illustrates a second example image capture
screen according to embodiments of the disclosed technol-
ogy.

[0016] FIGS.9A and 9B illustrate third and fourth example
image capture screens according to embodiments of the dis-
closed technology.

[0017] FIG. 10 illustrates a fifth example image capture
screen in which multiple images are captured according to
embodiments of the disclosed technology.

[0018] FIG. 11 is a flowchart of an exemplary method for
capturing one or more authentication images for use with
embodiments of the disclosed technology.

[0019] FIG. 12 illustrates exemplary image capture screens
as can be used to capture one or more authentication images
for use with embodiments of the disclosed technology.
[0020] FIG. 13 illustrates a password input screen that can
be used in connection with embodiments of the disclosed
technology.

[0021] FIG. 14 is a flowchart of an exemplary method for
performing facial recognition and authenticating one or more
captured images to one or more authentication images using
learning-based feature descriptors.

[0022] FIG. 15 is a flowchart of an exemplary method for
capturing one or more authentication images and generating
graph-based representations for facial components in the
authentication images.
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[0023] FIG. 16 is a flowchart of an exemplary method for
performing facial recognition and authenticating one or more
captured images to one or more authentication images using
graph-based representations.

[0024] FIG. 17 illustrates another example image capture
screen according to embodiments of the disclosed technol-

ogy.
DETAILED DESCRIPTION

1. General Considerations

[0025] Disclosed below are representative embodiments of
methods, apparatus, and systems for using facial data to rec-
ognize the identity of a subject or to perform device authen-
tication. The disclosed methods, apparatus, and systems
should not be construed as limiting in any way. Instead, the
present disclosure is directed toward all novel and nonobvi-
ous features and aspects of the various disclosed embodi-
ments, alone and in various combinations and subcombina-
tions with one another. Furthermore, any features or aspects
of the disclosed embodiments can be used alone or in various
combinations and subcombinations with one another. The
disclosed methods, apparatus, and systems are not limited to
any specific aspect or feature or combination thereof, nor do
the disclosed embodiments require that any one or more
specific advantages be present or problems be solved.
[0026] Although the operations of some of the disclosed
methods are described in a particular, sequential order for
convenient presentation, it should be understood that this
manner of description encompasses rearrangement, unless a
particular ordering is required by specific language set forth
below. For example, operations described sequentially may in
some cases be rearranged or performed concurrently. More-
over, for the sake of simplicity, the attached figures may not
show the various ways in which the disclosed methods, appa-
ratus, and systems can be used in conjunction with other
methods, apparatus, and systems. Furthermore, as used
herein, the term “and/or”” means any one item or combination
of items in the phrase.

[0027] Any of the disclosed methods can be implemented
using software comprising computer-executable instructions
stored on one or more computer-readable media (e.g., non-
transitory computer-readable media, such as one or more
optical media discs, volatile memory components (e.g.,
DRAM or SRAM), or nonvolatile memory or storage com-
ponents (e.g., hard drives or solid-state nonvolatile memory
components, such as Flash memory components)) and
executed on a computer (e.g., any suitable computer or image
processor embedded in a device, such as a laptop computer,
entertainment console, net book, web book, tablet computing
device, smart phone, or other mobile computing device).
Such software can be executed, for example, on a single local
computer or in a network environment (e.g., via the Internet,
a wide-area network, a local-area network, a client-server
network (such as a cloud computing network), or other such
network) using one or more network computers. Addition-
ally, any of the intermediate or final data created and used
during implementation of the disclosed methods or systems
can also be stored on one or more computer-readable media
(e.g., non-transitory computer-readable media) and are con-
sidered to be within the scope of the disclosed technology.
Furthermore, any of the software-based embodiments can be
uploaded, downloaded, or remotely accessed through a suit-
able communication means. Such suitable communication
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means include, for example, the Internet, the World Wide
Web, an intranet, software applications, cable (including fiber
optic cable), magnetic communications, electromagnetic
communications (including RF, microwave, and infrared
communications), electronic communications, or other such
communication means.

[0028] For clarity, only certain selected aspects of the soft-
ware-based implementations are described. Other details that
are well known in the art are omitted. For example, it should
be understood that the disclosed technology is not limited to
any specific computer language or program. For instance, the
disclosed technology can be implemented by software writ-
ten in C++, Java, Perl, JavaScript, HTMLS, or any other
suitable programming language. Likewise, the disclosed
technology is not limited to any particular computer or type of
hardware. Exemplary computing environments suitable for
performing any of the disclosed software-based methods are
introduced below.

[0029] The disclosed methods can also be implemented
using specialized computing hardware configured to perform
any of the disclosed methods. For example, the disclosed
methods can be implemented by an integrated circuit (e.g., an
application specific integrated circuit (“ASIC”) (such as an
ASIC digital signal process unit (“DSP”), a graphics process-
ing unit (“GPU”), or a programmable logic device (“PLD”),
such as a field programmable gate array (“FPGA”™)) specially
designed or configured to implement any of the disclosed
methods.

[0030] The disclosed techniques can be used in a variety of
usage and computation scenarios, including facial recogni-
tion or authentication performed on a mobile device, stand-
alone desktop computer, network client computer, or server
computer. Further, various parts of the disclosed facial rec-
ognition or authentication techniques can be performed in
parallel or cooperatively on multiple computing devices, such
as in a client/server, network “cloud” service, or peer com-
puting arrangement, among others. Accordingly, it should be
recognized that the techniques can be realized on a variety of
different electronic and computing devices, including both
end use consumer-operated devices as well as server comput-
ers that may provide the techniques as part of a service offered
to customers.

[0031] A. Example Computing Environment

[0032] FIG. 1illustrates a generalized example of a suitable
computing device environment or computing hardware envi-
ronment 100 in which embodiments of the disclosed technol-
ogy can be implemented. The computing hardware environ-
ment 100 is not intended to suggest any limitation as to the
scope of use or functionality of the disclosed technology, as
the technology can be implemented in diverse general-pur-
pose or special-purpose computing environments. The dis-
closed technology may also be practiced in distributed com-
puting environments where tasks are performed by remote
processing devices that are linked through a communications
network (e.g., a cloud computing network). In a distributed
computing environment, program modules may be located in
both local and remote memory storage devices.

[0033] With reference to FIG. 1, the computing hardware
environment 100 includes at least one processing unit 110 and
memory 120. In FIG. 1, this most basic configuration 130 is
included within a dashed line. The processing unit 110
executes computer-executable instructions. In a multi-pro-
cessor system, multiple processing units execute computer-
executable instructions to increase processing power. The
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memory 120 can be volatile memory (e.g., registers, cache,
RAM, DRAM, SRAM), non-volatile memory (e.g., ROM,
EEPROM, flash memory), or some combination of the two.
The memory 120 can store software 180 for implementing
one or more of the facial recognition and/or user authentica-
tion techniques disclosed herein. For example, the memory
120 can store software 180 for implementing any of the
disclosed methods.

[0034] In addition to the central processing unit 110, the
computing environment can include other processing
resources, such as digital signal processing DSP or multime-
dia components 115. The DSP components 115 can include
resources that can be used as part of the facial recognition
and/or user authentication techniques disclosed herein. For
example, the DSP components can include multimedia DSP
ASIC units, GPU shader units, a multicore CPU, advanced
multimedia instruction sets for the CPU, or the like.

[0035] The computing hardware environment can have
additional features. For example, the computing hardware
environment 100 includes a storage device 140, one or more
input devices 150, one or more output devices 160, and one or
more communication connections 170. An interconnection
mechanism (not shown) such as a bus, controller, or network
interconnects the components of the computing hardware
environment 100. Typically, operating system software (not
shown) provides an operating environment for other software
executing in the computing hardware environment 100, and
coordinates activities of the components of the computing
hardware environment 100.

[0036] The storage device 140 is a type of non-volatile
memory and can be removable or non-removable. The stor-
age device 140 includes, for instance, non-transitory com-
puter readable media such as magnetic disks (e.g., hard
drives), magnetic tapes or cassettes, optical storage media
(e.g., CD-ROMs or DVDs), or any other tangible non-transi-
tory storage medium that can be used to store information and
which can be accessed within or by the computing hardware
environment 100. The storage device 140 can also store the
software 180 for implementing any of the described tech-
niques.

[0037] The input device(s) 150 can be a touch input device
such as a keyboard, mouse, touch screen, pen, trackball, a
voice input device, a scanning device, or another device that
provides input to the computing environment 100 (e.g., an
image capturing device). The output device(s) 160 can be a
display device, touch screen, printer, speaker, or another
device that provides output from the computing environment
100. Further, any of the input or output devices can include
embedded components that operate or otherwise use embed-
ded software.

[0038] The communication connection(s) 170 enable com-
munication over a communication medium to another com-
puting entity. The communication medium conveys informa-
tion such as computer-executable instructions, any of the
intermediate or final messages or data used in implementing
embodiments of the disclosed technology. By way of
example, and not limitation, communication media include
wired or wireless techniques implemented with an electrical,
optical, RF, infrared, acoustic, or other carrier.

[0039] The various methods disclosed herein (e.g., any of
the disclosed facial recognition and/or user authentication
techniques) can be described in the general context of com-
puter-executable instructions stored on one or more com-
puter-readable storage media (e.g., tangible non-transitory
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computer-readable storage media such as memory 120 and
storage 140). As should be readily understood, the terms
computer-readable storage media or non-transitory com-
puter-readable media include the media for storage of data
and program instructions such as memory 120 and storage
140, and not modulated data signals alone.

[0040] The various methods disclosed herein can also be
described in the general context of computer-executable
instructions, such as those included in program modules,
being executed by a processor in a computing environment.
Generally, program modules include routines, programs,
libraries, objects, classes, components, data structures, and
other such software elements that perform particular tasks or
implement particular abstract data types. The functionality of
the program modules may be combined or split between
program modules as desired in various embodiments. Any of
the disclosed methods can also be performed using a distrib-
uted computing environment (e.g., a client-server network,
cloud computing environment, wide area network, or local
area network).

[0041] Further, the facial recognition and/or user authenti-
cation embodiments disclosed herein can be implemented
either as a separate, stand-alone application or integrated with
the operating system of the computing device. For example,
any of the disclosed embodiments can be implemented as part
of'the login authentication system controlled by the operating
system.

[0042] B. Example Mobile Device

[0043] FIG. 2 is a schematic block diagram depicting a
detailed example of a mobile computing device 200 capable
of implementing the techniques and solutions described
herein. The mobile device 200 includes a variety of optional
hardware and software components. In general, a component
in the mobile device can communicate with any other com-
ponent of the device, although not all connections are shown,
for ease of illustration. The mobile device can be any of a
variety of computing devices (e.g., cell phone, smartphone,
handheld computer, laptop computer, notebook computer,
tablet device, netbook, media player, Personal Digital Assis-
tant (“PDA”), camera, video camera, or other such devices)
and can allow wireless two-way communications with one or
more mobile communications networks 204, such as a Wi-Fi,
cellular, or satellite network.

[0044] The illustrated mobile device 200 includes a con-
troller or processor 210 (e.g., signal processor, microproces-
sor, ASIC, or other control and processing logic circuitry) for
performing such tasks as signal coding, data processing,
input/output processing, power control, and/or other func-
tions. An operating system 212 controls the allocation and
usage of the components and support for one or more appli-
cation programs 214, such as a facial recognition and/or user
authentication tool 215 that implements one or more of the
innovative features described herein. The application pro-
grams can further include common mobile computing appli-
cations (e.g., telephony applications, email applications, cal-
endars, contact managers, web browsers, messaging
applications), or any other computing application.

[0045] The illustrated mobile device 200 includes memory
220. Memory 220 can include non-removable memory 222
and/or removable memory 224. The non-removable memory
222 can include RAM, ROM,; flash memory, a hard disk, or
other well-known memory storage technologies. The remov-
able memory 224 can include flash memory or a Subscriber
Identity Module (“SIM”) card, which is well known in Global
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System for Mobile Communications (“GSM”) communica-
tion systems, or other well-known memory storage technolo-
gies, such as “smart cards.”” The memory 220 can be used for
storing data and/or code for running the operating system 212
and the applications 214. Example data can include web
pages, text, images, sound files, video data, or other data sets
to be sent to and/or received from one or more network
servers or other devices via one or more wired or wireless
networks. The memory 220 can be used to store a subscriber
identifier, such as an International Mobile Subscriber Identity
(“IMSTI”), and an equipment identifier, such as an Interna-
tional Mobile Equipment Identifier (“IMEI”). Such identifi-
ers can be transmitted to a network server to identify users and
equipment.

[0046] The mobile device 200 can support one or more
input devices 230, such as a touch screen 232 (e.g., capable of
capturing finger tap inputs, finger gesture inputs, or keystroke
inputs for a virtual keyboard or keypad), microphone 234
(e.g., capable of capturing voice input), one or more cameras
236 (e.g., capable of capturing still pictures and/or video
images), physical keyboard 238, trackball 240, one or more
proximity sensors 242, one or more accelerometers 244, one
or more gyroscopes 246, compass 248, one or more light
sensors 249, and/or buttons. The mobile device 200 can fur-
ther support one or more output devices 250, such as a speaker
252 and a display 254. Other possible output devices (not
shown) can include piezoelectric or other haptic output
devices. Some devices can serve more than one input/output
function. For example, touchscreen 232 and display 254 can
be combined in a single input/output device.

[0047] The mobile device 200 can provide one or more
natural user interfaces (“NUIs”). For example, the operating
system 212 or applications 214 can comprise speech-recog-
nition software as part of a voice user interface that allows a
user to operate the device 200 via voice commands.

[0048] A wireless modem 260 can be coupled to one or
more antennas (e.g., transceiver 288) and can support two-
way communications between the processor 210 and external
devices, as is well understood in the art. The modem 260 is
shown generically and can include, for example, a cellular
modem for communicating at long range with the mobile
communication network 204, a Bluetooth-compatible
modem 264, or a Wi-Fi-compatible modem 262 for commu-
nicating at short range with an external Bluetooth-equipped
device or a local wireless data network or router. The wireless
modem 260 is typically configured for communication with
one or more cellular networks, such as a GSM network for
data and voice communications within a single cellular net-
work, between cellular networks, or between the mobile
device and a public switched telephone network (“PSTN™).
[0049] The mobile device can further include at least one
input/output port 280, a power supply 282, a satellite naviga-
tion system receiver 284, such as a Global Positioning System
(“GPS”) receiver, a transceiver 288 (for wirelessly transmit-
ting analog or digital signals) and/or a physical connector
290, which can be a USB port, IEEE 1394 (FireWire) port,
and/or RS-232 port. The illustrated components are not
required or all-inclusive, as any of the components shown can
be deleted and other components can be added.

[0050] The mobile device 200 can be part of an implemen-
tation environment in which various types of services (e.g.,
computing services) are provided by a computing “cloud.”
For example, the cloud can comprise a collection of comput-
ing devices, which may be located centrally or distributed,
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that provide cloud-based services to various types of users
and devices connected via a network such as the Internet.
Some tasks (e.g., processing user input and presenting a user
interface) can be performed on local computing devices (e.g.,
connected devices) while other tasks (e.g., performing facial
recognition for an image transmitted from the local comput-
ing device) can be performed in the cloud.

[0051] Although FIG. 2 illustrates a mobile device 200,
more generally, the techniques and solutions described herein
can be implemented with devices having other screen or
image capturing capabilities, such as a desktop computer, a
television screen, or device connected to a television (e.g., a
set-top box, gaming console, or sensor connected to a gaming
console). Services can be provided by the cloud through
service providers or through other providers of online ser-
vices. Thus, the facial recognition or authentication tech-
niques and solutions described herein can be implemented
with any of the connected devices as a client computing
device. Similarly, any of various computing devices in the
cloud or a service provider can perform the role of server
computing device and deliver authentication or other data to
the connected devices.

[0052] FIG. 3A depicts a front view 310 of the body of an
example mobile device 300, while FIG. 3B depicts arear view
350 of the mobile device. As shown, the mobile device 300
includes several hardware buttons, including a home button
320, a power button 322, and a camera shutter (image-cap-
ture) button 324. Also depicted is a touch screen display 330,
which is shown displaying a touch screen unlock button 332,
and a touch screen camera shutter button 334.

[0053] The mobile device 300 includes a microphone 340
and speaker 342, along with two proximity sensors 346 and
348, situated below the surface of the mobile device. In some
examples, a single, or three or more, proximity sensors can be
used. Any suitable proximity sensor(s) can be employed. In
some examples, the proximity sensors 346 and 348 emit an
infrared beam and receive a reflected infrared beam, which is
reflected off the surface of a nearby object that has been
illuminated by the emitted infrared beam. An intensity mea-
surement, or other measured property for the received beam,
can be used to determine whether an object is in proximity
with the mobile device 300.

[0054] The front face of the example mobile device 300
further includes a front camera 362. The camera 362 can be
used to capture images with an image sensor embedded in the
device 300 behind a lens. The image sensor can comprise, for
example, a CMOS-based sensor, CCD (charge-coupled
device) sensor, or other suitable technology.

[0055] In certain embodiments, the camera shutter button
324 of the mobile device 300 is a dedicated dual-action cam-
era shutter button, with the ability to detect “half-press™ and
“full-press” as distinct, separate actions. As is readily under-
stood to those of skill in the art, a half-press refers to the
partial actuation of'a button or other control, while a full-press
refers to a further actuation of the button or control past a
determined limit. In some examples, the dual action camera
shutter button 324 is associated with the following attributes.
When a half-press is detected, input data is received with the
mobile device that is associated with auto-focus functionality.
When a full-press is detected, input data is received that is
associated with camera invocation and image capture. Vari-
ous button debounce times can be used for detecting a full-
press, a half-press, or both. In other examples, a single-action
camera button can be used.
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[0056] While the camera shutter button 324 is shown
located on a front surface 305 of the mobile device 300, in
other examples, a camera shutter button can be positioned at
alternate locations. For example, the camera shutter button
324 can be located at location 325 (on a side surface 306) or
location 326 (on a rear surface 307), respectively, of the
mobile device.

[0057] Turning to the rear view 350 shown in FIG. 3B, the
example mobile device 300 includes a rear camera lens 360
and an electronic flash 365. In some examples, there is no
flash present in the mobile device 300. The rear camera 360
can be configured to capture an image with an image sensor
embedded in the device behind a lens. The image sensor can
be, for example, a CMOS-based sensor, CCD (charge-
coupled device) sensor, or other suitable technology. In some
examples, the image sensor coupled with the camera lens 360
is also used as a light sensor to detect an object in proximity
with the mobile device 300. In some examples, a photodiode
380 can be used as a light sensor instead of a camera image
sensor. In some examples, signals from the proximity sensors
346 and 348, and/or the touch screen display 330 are com-
bined with signals from a light sensor (e.g., an image sensor
coupled with camera lens 360 and/or a photodiode 380) in
order to determine objects in proximity with the mobile
device 300 with improved accuracy.

[0058] The individual components (e.g., the hardware but-
tons 320, 322, and 324, microphone 340, speaker 342, touch
screen display 330, camera lens 360 and flash 365) can be
coupled to a mobile device chassis (not shown), which is
connected to internal components of the mobile device 300,
for example: one or more processors, a piezoelectric actuator,
a power supply, and a modem.

[0059] In other examples, the camera shutter button 324
can be moved to other suitable positions, for example, loca-
tions 325 or 326. It is also desirable that the camera shutter
button 324 and/or power button 322 be positioned to avoid
accidental actuation, in order to mitigate the chance that an
image capture application will be launched inadvertently.
Furthermore, the front camera 362 and associated image cap-
ture device can be activated using a separate camera shutter
button from the rear camera 360 and its associated image
capture device. For example, the touchscreen camera shutter
button 334 can be used to activate the image capture device
associated with the front camera 362, whereas a separate
shutter button (e.g., shutter button 324, 325, 326) can be used
to activate the image capture device associated with the rear
camera lens 360. For instance, the touch screen camera shut-
ter button 334 may be presented to the user on device startup
when the user is prompted to authenticate his or her identity
for accessing the device.

[0060] Another desirable aspect of the placement of the
camera shutter button 324 is for the button to be positioned
such that a user can easily actuate the button without covering
the camera 360 or one or more of the proximity sensors 346
and 348. For example, as shown in FIG. 3A, the proximity
sensors 346 and 348 and photodiode 380 are positioned at a
location where a user’s fingers are less likely to be nearby the
proximity sensors when actuating the camera shutter button
324.

[0061] As shown, software 390 for implementing embodi-
ments of the described techniques can be stored on computer-
readable storage media in the mobile device 300.

[0062] C. Example Network Environment
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[0063] FIGS. 4 and 5 illustrate generalized examples of
networking environments 400 and 500 for cloud computing
in which the facial recognition and/or authentication tech-
niques described herein can be practiced. In example envi-
ronment 400, the cloud 410 provides services 420 (such as
facial recognition, user authentication, or social networking
services, among other examples) for user computing devices.
Services can be provided in the cloud 410 through cloud
computing service providers, or through other providers of
online services. For example, the cloud-based services 420
can include an image processing service that uses any of the
disclosed facial recognition techniques disclosed herein, an
image storage service, an image sharing site, a social net-
working site, or other services via which user-sourced images
are generated, stored, and distributed to connected devices.

[0064] Theuser may use various image capture devices 412
to capture one or more images. The user can upload the one or
more digital images to the service 420 on the cloud 410 either
directly (e.g., using a data transmission service of a telecom-
munications network) or by first transferring the one or more
images to a local computer 430, such as a laptop, personal
computer, or other network connected computing device.

[0065] As shown in example environment 500 in FIG. 5,
cloud 410 can also be used to provide services that include
embodiments of the disclosed facial recognition and/or user
authentication techniques to connected computer devices that
have a variety of screen display sizes 520A-N. Connected
device 520A represents a device with a mid-size display
screen, such as may be available on a personal computer, a
laptop, a tablet, or other like network-connected device. Con-
nected device 520B represents a device with a display screen
configured to be highly portable (e.g., a small size screen).
For example, connected device 520B could be a smart phone,
personal digital assistant, tablet computer, or the like. Con-
nected device 520N represents a connected device with a
large viewing screen. For example, connected device 520N
could be a television screen (e.g., a smart television) or
another device that provides image output to a television or an
image projector (e.g., a set-top box or gaming console), or
other devices with like image display output. The connected
devices 520A-N can further include image-capturing hard-
ware. For example, the connected device 520B can be a
mobile device with one or more image sensors, and the con-
nected device 520N can be a television coupled to an enter-
tainment console having an accessory that includes one or
more image sensors.

[0066] Intheillustrated cloud-computing network environ-
ments 400 and 500, any of the techniques disclosed herein can
be implemented at least in part by cloud 410. In one example
scenario, an embodiment of the disclosed facial recognition
and/or user authentication techniques is implemented in soft-
ware on the local computer 430, one of the local image
capture devices 412 (e.g., smart phone, personal digital assis-
tant, tablet computer, or the like), or connected devices
520A-N by using authentication images from the cloud-based
service. In another scenario, an embodiment of the disclosed
facial recognition technique is implemented in the cloud, and
applied to images as they are uploaded to and stored in the
cloud. In this scenario, the facial recognition can be per-
formed using images stored in the cloud as well. In still other
scenarios, an image of an unauthenticated user is captured by
one of the local image capture devices 412 or connected
devices 520A-N equipped with image-capturing hardware
and transmitted to the cloud. The cloud then performs a facial
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recognition and/or user authentication technique using an
embodiment of the disclosed technology and transmits data to
the device indicating whether the unauthenticated user is
authenticated as an authorized user (e.g., as an authorized
user of one or more of the connected devices 520A-N).

II. Authenticating a Device User Using Facial Data

[0067] FIG. 6 is a flowchart illustrating an exemplary
method 600 for authenticating the user of a device using facial
data. In particular, the method 600 can be performed to deter-
mine whether a user is authorized to unlock the device from a
locked state, thereby granting the user access to one or more
applications and/or data stored on the device. The exemplary
method will be described below in the context of a mobile
device, such as a smart phone. It is to be understood, however,
that the method can be applied in other contexts as well and
used to unlock or provide access to certain categories of
applications or data stored or accessed by any of the comput-
ing devices described above. For example, the exemplary
authentication method can be performed using an image sen-
sor attached to an entertainment console or television to deter-
mine whether the user is authorized to use the device or access
certain games or programming.

[0068] In the illustrated embodiment, the exemplary
method 600 is performed in an authentication phase 602 that
uses images of the authorized user previously captured during
anenrollment phase. Examples of a suitable enrollment phase
are described below with respect to FIG. 11.

[0069] At 610, a request to unlock the device is received.
The unlock request can have a variety of forms. Typically, the
unlock request is triggered by a button on the device being
depressed while the device is in a standby state (e.g., one of
the buttons 320, 322, 324, 325) or by user interaction with a
touch screen of the device. In some embodiments, however,
the unlock request is triggered by data from the accelerometer
and/or gyroscope of the device indicating that the device is
being moved back and forth (e.g., in a shaking motion).
Further, in certain embodiments, the unlock request is trig-
gered by data from the accelerometer and/or gyroscope indi-
cating that the device is being held up in a vertical orientation.
This position provides an indication that the device is aboutto
be used by a user and can trigger an unlock request.

[0070] At 612, an image capture screen is displayed to the
user. The image capture screen can, for example, facilitate
capturing of the image of the user that is used for determining
whether the user is authorized to access the device. The image
capture screen can show the current image being captured by
a camera of the device and allow the user to adjust either his
or her position relative to the camera, or the camera’s position
relative to the user. The image capture screen can further
include a touch screen button that causes the device to cap-
ture, process, and store the current image.

[0071] At 614, one or more images of the user of the device
are captured. For example, in particular embodiments, the
camera of the device and its associated processing hardware
can be triggered by the user to capture and store a current
image. The image of the user can be captured from either a
rear camera or a front camera of the device. In particular
embodiments, the front camera of the device is used so that
the image to be captured can be previewed on a display screen
(e.g., a touchscreen).

[0072] FIGS. 7-10 illustrate various examples of image
capture screens as can be displayed at 612 and associated
image capture techniques as can be used at 614. Any of the
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elements of the disclosed screens and/or techniques can be
used alone or in various combinations and subcombinations
with one another.

[0073] FIG. 7 is a schematic block diagram 700 illustrating
one example image capture screen 702 on a mobile device
710. In FIG. 7, the image capture screen 702 is displayed on
the touch screen of the device and includes a portion 704
showing the current image being captured by a lens and
camera 712 of the device. In the illustrated embodiment, the
camera 712 is a front facing camera, thereby allowing the user
to simultaneously view and be the subject of the image. The
image capture screen 702 further includes a portion 706 that
implements a touch screen button 720 for causing the current
image to be captured, processed, and used for authentication
processing. In practice, the user can tap the touch screen
button when the user’s face 730 is within the frame shown by
the portion 704. Other buttons can also be used as the shutter
button for triggering the capturing and use of the current
image (e.g., any of buttons 722 or other physical or touch
screen buttons on the device).

[0074] In certain embodiments, the user can be directed
into a particular facial orientation and/or facial expression
(e.g., by a prompt on the image capture screen 702) or can
select a an orientation and/or expression in order to produce
an image of the user in a particular orientation with a particu-
lar expression (e.g., a side view, a front view, a smiling
expression, a frowning expression, a stern expression, or any
other such facial orientation or expression). In certain imple-
mentations, the facial expression can be a non-typical expres-
sion (e.g., an expression other than a smile or a relaxed
expression). For instance, the facial expression can be a wink,
an open-mouth expression, puffed-cheek expression, angry
expression, a both-eyes-closed expression, a tongue-out
expression, or any other such non-typical expression. The
facial orientation and/or facial expression can be used to
provide an additional layer of security. In particular, the facial
recognition process described below can identify whether the
captured image is of a person in the expected orientation and
with the expected expression, and thereby use orientation
and/or expression as an additional criterion for determining
whether the user is authorized to use the device. Further, in
certain implementations, the face recognition process can
help differentiate whether the captured image is of a live
person or of an image, video, or model of a real person.

[0075] FIG. 8 is a schematic block diagram 800 illustrating
another example image capture screen 802 on a mobile device
810. In FIG. 8, the image capturing is automatically per-
formed. In particular, in the illustrated embodiment, a timer is
used to trigger the capturing, processing, and storing for use
as the authentication image. As with in FIG. 7, the image
capture screen 802 includes a portion 804 showing the current
image being captured by a camera 812 of the device. The
image capture screen 802 further includes a portion 806 that
displays a countdown or other image indicating when the
image will be captured and used (e.g., an incrementing bar, a
blinking icon, a stopwatch image, or other such images).
When the timer expires, the device captures, processes, and
stores the current image for authentication processing. The
timer may repeat one or more times in order to get multiple
image samples, or may repeat in the event that authentication
fails. The number of images taken for authentication purposes
within a certain period of time, however, can be capped at a
preset or user-selected maximum number.
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[0076] FIGS.9A and 9B are schematic block diagrams 900,
901 illustrating another example image capture screen 902 on
a mobile device 910. In FIG. 9A, the image capture screen
902 displays frame corners 930, 932, 934, 936 for indicating
to the user how to frame his or her face within the image
capture screen in order to achieve improved authentication
accuracy and speed. In FIG. 9A, the user’s face is too small
within the frame corners 930, 932, 934, 936, and is offset
from the frame defined by the frame corners. Thus, by using
the visual feedback from the frame corners 930, 932, 934,936
displayed on the image capture screen 902, the user can move
the mobile device closer to his or her face and center the
device so that his or her face is aligned with the frame corners.
Block diagram 901 in FIG. 9B illustrates the user’s face 930
after being aligned and scaled within the frame corners 930,
932, 934, 936. In block diagram 902, the user’s face is ready
for image capture and use as an image to be authenticated.
Although the image from block diagram 900 in FIG. 9A can
be used for authentication using appropriate processing that
aligns and rescales the user’s face, the use of the frame cor-
ners 930, 932, 934, 936 can produce images that can be more
quickly and reliably processed for authentication.

[0077] Inother embodiments, the useris prompted to select
the face in a captured image for which authentication is to be
performed. For example, two or more faces can be captured in
an image, and the user can indicate (e.g., by tapping a corre-
sponding location on a touch screen) which of the faces
should be used for authentication purposes.

[0078] FIG.10is a schematic block diagram 1000 illustrat-
ing another example image capture method as can be used in
embodiments of the disclosed technology. In FIG. 10, mul-
tiple images 1030, 1032, 1034, 1036 of a user 1030 are
captured by a camera 1012 of a mobile device 1010 upon
activation of touch screen button 1020 (or other button) used
to trigger the authentication process. In other embodiments,
multiple images can also be captured upon expiration of a
timer as in any of the embodiments described above with
respect to FIG. 8. In particular embodiments, the series of
images is automatically captured once the authentication pro-
cess begins. For example, the images can be captured in rapid
succession at fixed time intervals between images. The num-
ber of images captured can vary from implementation to
implementation (e.g., between 2 and 10). In other embodi-
ments, the user is prompted to trigger the capturing of mul-
tiple additional images through the image capture screen
1002. In the illustrated embodiment, the user is naturally
changing and adjusting his position, facial expression, focus,
and so on. In other embodiments, however, the user can be
directed into different positions or facial expressions (e.g., by
prompts on the image capture screen 1002) in order to pro-
duce a series of images with expected facial orientations and
expressions (e.g., a side view, a front view, a smiling expres-
sion, a frowning expression, a stern expression, or any other
such facial orientation or expression). The series of images
can then be analyzed during the facial recognition process
described below. The additional images in the set provide
additional data points that can help the overall effectiveness
of'the facial recognition process by increasing the probability
that the captured images are sufficient to properly identify the
subject and by decreasing the likelihood of false positives.
Furthermore, in embodiments in which a specific facial
expression or facial orientation is captured in the one or more
additional image, the additional images provide unique data
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points that will be matched to different (independent) refer-
ence images than one or more of the other captured images.

[0079] In any of the example image capture screens and
methods described above with respect to FIGS. 7-10, addi-
tional lighting can be provided by the mobile device itself to
help illuminate the user when the image capture occurs in
dark or poorly lit environments (e.g., at a night, in a dark
restaurant, in a night club, in a car at night, and the like). The
additional lighting can be activated when a light sensor of the
mobile device senses that the lighting levels fall below a
certain threshold level. The lighting itself can be provided by
a light (or flash) mounted on the mobile device. For instance,
the mobile device can be equipped with a light or flash on the
front-facing side of the device. Or, in some embodiments, the
flash on the rear-side is triggered, even though the front-
facing camera is capturing the image. Further, in particular
embodiments, the touch screen itself momentarily provides
additional lighting for the image capture process. For
example, when the image is being captured, the screen can
display all white or near-white pixel values with high bright-
ness levels. For example, FIG. 17 is a schematic block dia-
gram 1700 of an exemplary image capture screen 1702 of a
mobile device 1710 in which the screen is partitioned into a
first section 1720 showing the current image being received
by the camera 1712 and a second section 1722 dedicated to
displaying a bright white light to illuminate the face of the
user. In other implementations, the screen displays other col-
ors during the image capture process (e.g., all red, all blue). In
such implementations, the colored screen will be reflected by
the user’s face, but not by more distant objects, thus creating
an image in which the user in the foreground can be more
easily discriminated from objects in the background. Such
captured images can be matched with enrolled authentication
images that are also taken in a low-lighting situation, thus
increasing the accuracy of the facial recognition process.

[0080] Returning to FIG. 6, once the one or more images of
the user are captured, facial recognition is performed at 616.
In certain embodiments, the facial recognition process
involves comparing facial components extracted from the one
or more captured images to facial components extracted from
images stored on the mobile device of the authorized user and
determining whether the user in the one or more captured
images is the authorized user. The stored images used for
authentication purposes can be captured during an enrollment
phase (e.g., enrollment phase 1100 shown in FIG. 11 and
discussed more fully below). The enrollment phase can be
performed, for example, when the user sets the security set-
tings for the mobile device. Further, in some implementa-
tions, feature descriptors are generated for the authentication
image and stored locally on the mobile device as part of the
enrollment phase. By storing the feature descriptors of the
authentication images locally on the device, the speed with
which the matching and authentication processes are per-
formed can be increased.

[0081] At 620, a determination is made as to whether the
user in the one or more captured images is the authorized user.
This determination can be made as part of the facial recogni-
tion process or using results from the facial recognition pro-
cess. Exemplary techniques for matching are described below
with respect to method act 1430 of FIG. 14. Further, in some
embodiments, one or more other images (which may or may
not contain the user’s image) are used during the facial rec-
ognition process. For example, images of the user’s friends or
other acquaintances can be used during the facial recognition
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process as a set of “negative examples” that are used to cross
verify a correct match. If the user in the captured image(s) is
determined to be the authorized user, then the mobile device
isunlocked at 622 (e.g., one or more applications, services, or
data files are made available to the user that were previously
unavailable). If the user in the captured image(s) is not the
authorized user, then, in the illustrated embodiment, a sec-
ondary authentication procedure is performed at 624. For
example, in some embodiments, the secondary authentication
procedure is a procedure that is not based on facial data (e.g.,
a voice authentication technique or password request tech-
nique).

[0082] FIG. 13 isa schematic block diagram 1300 illustrat-
ing an example secondary authentication screen 1302 on a
mobile device 1310. In the illustrated embodiment, the sec-
ondary authentication screen 1302 prompts the user to input a
password for identifying the user as the authorized user. The
password can be established previously by the user when
setting the security parameters for the mobile device. In the
illustrated embodiment, the screen 1302 displays a touch-
screen numeric keypad 1304 for allowing the user to enter the
password and includes a portion 1306 that displays a prompt
to the user and informs the user of whether the password is
accepted or rejected.

[0083] At 624, a determination is made to whether the user
is authorized as a result of the secondary authentication pro-
cess. For example, a determination can be made as to whether
the password entered by the user matches the authorized user
password stored by the mobile device. If the user is autho-
rized, then the mobile device is unlocked at 622. If the user is
not authorized, then an authentication failure screen is dis-
played at 626 and the device remains in the locked state. In
certain embodiments, the process is then repeated. In other
embodiments, the user is given one or more further opportu-
nities to try to authenticate himself or herself using the sec-
ondary authentication process before the process is repeated.
Still further, if a certain number of failed facial recognition or
secondary authentication attempts are made, then the phone
can remain in the locked state for a fixed period of time or
until receipt of a remotely transmitted message allowing fur-
ther attempts to authenticate (e.g., from a smart phone service
provider).

[0084] The user authentication method 600 shown in FIG.
6 should not be construed as limiting, as it can be modified in
a wide variety of manners. For instance, in some embodi-
ments, no secondary authorization procedure is implemented.
In further embodiments, the secondary authorization proce-
dure is performed in addition to the authorization procedure
using facial data and requires the user to also pass the autho-
rization procedure using facial data. In other words, multiple
authentication procedures are implemented and required each
time a user is authenticated for using the device. In such
embodiments, the individual authorization procedures can be
performed in any order. In one example, the primary autho-
rization procedure is based on facial recognition using any of
the techniques described herein, and the secondary authori-
zation technique is the input of a password via a keypad (e.g.,
as shown in FIG. 11).

[0085] Inorder to perform facial recognition at 616, one or
more authentication images are captured and stored as part of
an enrollment phase. In particular, the establishment of the
stored images for authentication purposes (sometimes
referred to as the “authentication images” or “enrolled
images”) involves the user capturing one or more images of
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himself or herself and accepting the image(s) as being accu-
rate for authentication purposes. Furthermore, in certain
embodiments, images are captured of the user in a variety of
lighting situations, from different camera orientations, with
different facial orientations, and/or with different facial
expressions. For example, a series of image capture screens
can prompt the user to create a series of suitable authentica-
tion images in a variety of imaging conditions (e.g., illumi-
nation and/or expression variations). As each authentication
image is captured, the user can be prompted to accept or reject
the image and retry capturing the image. By creating a series
of authentication images under a variety of conditions, the
facial recognition can be performed more effectively with
fewer false positives. For instance, the use of authentication
images of the user making a certain facial expression can help
minimize the threat of a non-authorized user being able to
gain access by “spoofing” the user with a photograph or other
image of the user during the authentication process. In other
words, the user can create an authentication image while
making a facial expression that is known only to the user, thus
making it unlikely that other images of the user with the same
facial expression exists. In other embodiments, a set of
authentication images is captured with the user making dif-
ferent facial expressions in each image. Then, during authen-
tication, one of the facial expressions is selected randomly
and the user is requested to make the randomly selected
expression by an image capture screen during device authen-
tication. This process helps lower the chance that an unautho-
rized user has a picture of the user making the expression that
will unlock the phone by “spoofing” the user.

[0086] Any of the authentication images or negative
examples can be stored locally on the device. In some
embodiments, the authentication images or negative
examples are stored on a remote server (e.g., in a cloud
environment as explained above). Furthermore, any of the
authentication images or negative examples can be shared
among devices used by the authorized user. The facial recog-
nition process can be performed using a variety of different
methods. Embodiments of suitable facial recognition and
authentication processes are described in more detail below in
Section III. The embodiments in Section III are particularly
adapted for use in mobile devices and with cameras that are
typically implemented in mobile devices, which present
unique challenges to the facial recognition process.

[0087] FIG. 11 is a flowchart of an exemplary method 1100
for capturing one or more authentication images and gener-
ating feature descriptors for the images in an enrollment
phase 1102. The illustrated method 1100 can be performed in
advance of a user’s request to authentic himself or herself to
the mobile device. The enrollment phase 1102 can be used to
create a gallery of authentication images of the authorized
user. Any of the image capture screens described above with
respect to FIGS. 7-10 or features therein can be used to assist
in the generation of the authentication images. Other suitable
image capture screens include those in FIG. 12 and discussed
more fully below.

[0088] At1110, a set of authentication images is captured.
In particular implementations, the authentication images are
diverse and include the user in a variety of different imaging
conditions. For example, the authentication image can be an
image ofthe front of the user’s face, an image of the side of the
user’s face, an image of the user with the camera held at waist
height, an image of the user with the camera at eye level, an
image in the dark using light from the touchscreen, an image
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in dim light, an image in bright natural light, an image in
incandescent light, and/or an image with the user making a
user-selected or predetermined facial expression (such as a
smile, a frown, a wink, an open-mouth expression, puffed-
cheek expression, angry expression, a both-eyes-closed
expression, a tongue-out expression, or any other expres-
sion).

[0089] FIG.12is a schematic block diagram 1200 illustrat-
ing a series of image capture screens that prompt the user to
create suitable authentication images in a variety of imaging
conditions (e.g., illumination and/or expression variations).
In the particular examples shown in FIG. 12, a first image
capture screen 1210 includes a prompt 1212 requesting the
user to capture the image in a low-lighting situation, such as
in a dark room or outside at night. When the user is in the
requested environment, the user can trigger the image capture
by pressing a touchscreen capture button 1213 or any other
suitable trigger button. In other embodiments, the image cap-
ture can be triggered automatically when a face is detected as
being in the image. For instance, a face detection process
(such as the face detection process at 1420) can be continu-
ously run to analyze the current image being viewed by the
image sensor. Then, when a face is detected as being within
the image, the image capture process can be triggered and the
currently viewed image can be stored for further processing.
For the image captured in the dark, light from the touch screen
can be used to illuminate the user’s face. In certain imple-
mentations, the user can be prompted to either accept the
image as a representative authentication image or request that
the image be recaptured. FIG. 12 also shows a second image
capture screen 1220 that includes a prompt 1222 requesting
the user to capture the image in a sunlit, outdoor environment.
Capturing of the image can be performed as with the first
image capture screen 1210. FIG. 12 further shows a third
image capture image 1230 that includes a prompt 1232
requesting the user to capture the image while the user is
making a user-selected identifying facial expression. In other
implementations, the prompt can specify the facial expres-
sion that the user should make. Capturing of the image can be
performed as with the first image capture screen 1210. The
three example image capture screens 1210, 1220, 1230
should not be construed as limiting in any way, as more or
fewer screen can be used. Further, the requested lighting
environments or facial expressions can vary widely and
include any of the lighting situations or expression described
herein, or in any other suitable lighting environment or
expression.

[0090] Returning to FIG. 11, at 1112, facial detection is
performed for the captured authentication images. For
instance, the facial detection technique described below with
respect to method act 1420 of FIG. 14, which uses an imple-
mentation of the Viola-Jones facial detector, can be used.
[0091] At 1114, one or more facial components are
detected and localized. For instance, the facial landmark
localization technique described below with respect to
method act 1422 of FIG. 14 can be used. Further, the align-
ment and illumination rectification techniques described
below in connection with method acts 1424, 1426, respec-
tively, can be used.

[0092] At 1116, feature descriptors for the one or more
captured authentication images are generated and stored. For
instance, the feature descriptors can be generated according
to any of the embodiments described below with respect to
method act 1428.
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[0093] Inparticular embodiments, and as illustrated in FIG.
11, the facial detection at 1112, the facial component detec-
tion and localization at 1114, and the feature descriptor gen-
eration at 1116 are performed in the enrollment phase, before
a user requests authentication. In such embodiments, the
resulting feature descriptors are stored for later reference and
comparison with the feature descriptors of captured images.
In some embodiments, the facial detection at 1112, the facial
component detection and localization at 1114, and the feature
descriptor generation at 1116 are performed later (e.g., during
the authentication phase).

[0094] The exemplary method 1100 should not be con-
strued as limiting, as other techniques for generating authen-
tication images or identifying images for use as authentica-
tion images can be used. For instance, in certain
embodiments, the enrollment phase can be automated by
using photos previously tagged as the authorized user of the
phone from images stored on the phones, from the cloud,
from a user’s social network account, and/or from the user’s
personal profile associated with the mobile device or other
account.

II1. Example Facial Recognition Methods

[0095] Exemplary methods for performing facial recogni-
tion are described in this section. The various method acts of
the disclosed embodiments can be used alone or in various
combination and subcombinations with one another or with
other facial recognition techniques. Embodiments of the dis-
closed facial recognition techniques are particularly suited
for use with mobile devices, which present a number of
unique environmental and performance issues. For example,
onaccount of their mobile design, mobile devices are exposed
to a wide variety of environments (e.g., outdoors, indoors,
sunshine, night, crowded rooms, elevators, cars, buses, trains,
and so on). Furthermore, users often use mobile devices as
they are walking, making them far more dynamic than tradi-
tional desktop devices. As a consequence of the dynamic
manners and environments in which mobile devices are used,
there is enormous variation in the images captured by a
mobile device. Furthermore, the images captured on a mobile
device are not typically of the highest quality. For instance,
the camera (e.g., the frontal camera) and display may be
configured for capturing and displaying at a relatively low
resolution (e.g., a resolution of 640x480 pixels or lower).
Embodiments of the facial recognition technique are desir-
ably adapted to account for one or more of these issues.

[0096] A. Example Learning-Based Facial Recognition
Techniques
[0097] FIG. 14 is a flowchart illustrating an exemplary

method 1400 for performing facial recognition for one or
more captured images. The exemplary method will be
described below in the context of a mobile device, such as a
smart phone. It is to be understood, however, that the method
can be applied in other contexts as well and used by any of the
computing devices described above. For example, the exem-
plary facial recognition method can be performed using an
image sensor attached to an entertainment console or televi-
sion. Furthermore, in certain embodiments, one or more of
the method acts shown in FIG. 14 are performed using par-
allel processing (e.g., using single-instruction, multiple-data
(“SIMD”) operations). For instance, any one or more of the
pre-processing, facial detection, feature extraction, or feature
descriptor generation can be performed using SIMD opera-
tions.
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[0098] In general, the embodiment illustrated in FIG. 14
generates one or more feature descriptors for facial compo-
nents of the user’s face from the one or more capture images
(e.g., captured using any of the image capture screens
described above with respect to FIGS. 7-10). The feature
descriptors are then compared to feature descriptors for one
or more authentication images to determine whether the user
is authorized. The embodiment illustrated in FIG. 14 assumes
that feature descriptors for the one or more authentication
images have been previously computed. The feature descrip-
tors for the one or more authentication images are typically
computed and stored beforehand (e.g., in a setup, preparation,
or enrollment phase, such as enrollment phase 1100) in order
to increase the speed of the authentication, though the feature
descriptors for the authentication images could be computed
in real time. In certain embodiments, the feature descriptors
for the authentication images are computed using the same
process as shown in FIG. 14 and described below.

[0099] At 1410, preprocessing is performed to compensate
for poor lighting and exposure effects in the captured image.
For example, preprocessing can be performed to help com-
pensate for poor lighting conditions when the image was
taken (e.g., lighting from only the screen of the mobile device
or lighting from an image taken at night or in a dimly lit
environment, such as a restaurant, night club, car at night, or
the like). In certain embodiments, one or more of the follow-
ing techniques can be performed: white balancing 1412, glo-
bal exposure compensation 1413, local exposure compensa-
tion 1414, downsampling 1415, histogram equalization 1416,
noise reduction 1417, or deblurring 1418. In particular
embodiments, all of the identified techniques are performed.
In other embodiments, however, only a subset of one or more
of the identified techniques are performed. For instance, in
some implementations, local exposure compensation can be
performed without global exposure (or vice versa) in order to
increase performance speed.

[0100] White balancing 1412 removes unrealistic color
casts in an image resulting from the color temperature of the
light sources providing light for the image. A number of
different automatic white balancing techniques can be used,
including embodiments of the “grey world” or “white patch”
method. In one embodiment, white balancing is performed by
determining a neutral point in the image and computing the
correction to apply to the R, G, and B values of the neutral
point in order for it to match the corresponding neutral point
from a black body radiation model. In one particular imple-
mentation, the neutral point of an image is determined by
converting the image to a color-opponent space (in which the
image is represented by a luminance value and two chromi-
nance values), such as lab color space, and computing the
averages of the two color (or chrominance) components. For
example, in lab color space, the average of the a values in the
image and the average of the b values in the image are com-
puted. The average a and b values of the image are then used
as the estimated color of the illuminant. The lab color space
values can then be converted back to RGB space. From the
estimated color of the illuminant, correction values can be
determined for the RGB values using a black body radiation
model. The correction values can then be applied to each of
the RGB values in the image. In certain embodiments, the
image can be downsampled to a lower resolution before white
balancing is performed. Further, in some embodiments, the
image can be filtered or processed before the white balancing
is performed. For instance, points (or pixels) in the image that
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are highly saturated can be removed before white balancing is
performed. If the light source for the image is known (e.g., if
the light source is the sun or light from the screen of the
mobile device), this information can be used to select the
neutral point in the image. Additionally, in some implemen-
tations, because the images are of a human’s face, the neutral
point can be selected while accounting for the fact that the
image is of a human face (e.g., by using a bias value).

[0101] Global exposure compensation 1413 increases the
global contrast of the captured image using histogram equal-
ization. In particular embodiments, the image is first trans-
formed to a color-component space, such as the lab color
space. In the color-component space, the luminance values of
the image are then compensated through a histogram equal-
ization process. Through the compensation procedure, which
spreads out the most frequent luminance values, the lumi-
nance values become more evenly distributed throughout the
image, thereby increasing the global contrast of the image. To
accomplish the compensation procedure, a transformation
function for each of the original luminance values is deter-
mined, where the transformation function serves to linearize
the luminance values across a value range (e.g., a range from
0 to 255). The exposure compensation procedure is global in
the sense that it is performed across the entire captured image.
Furthermore, the global compensation procedure is useful for
an image captured by a mobile device in poor lighting situa-
tions because the image from such situations typically results
in a low-contrast image (e.g., as a result of the illuminant for
the image being the touchscreen from the mobile device or
other achromatic light source). In certain embodiments, the
image can be downsampled to a lower resolution before white
balancing is performed.

[0102] Local exposure compensation 1414 is similar to
global exposure compensation but is applied to subsets of
pixels in the image. In one particular implementation, the
image is partitioned or broken down into two-dimensional
tiles of a fixed size (e.g., 256x256). Padding is added to the
subsets if necessary. The exposure compensation procedure is
then applied to each subset of pixels individually to compute
a separate transform for each subset (e.g., a separate trans-
form for each tile). A transform is then applied to each tile that
is based at least in part on the computed transform. For
example, in particular implementations, the transform that is
applied to a respective subset of pixels is a weighted average
of the transform for the respective subset and the transforms
of'the other subsets. The weights in the weighted average can
be set so that the weight is based on the distance of the pixel
from the center of the respective subset. For instance, the
weights can be set so that the further the subset of pixels is
from a respective subset, the lower weight (or less influence)
it has. In other words, the weight is calculated based on the
distance of the pixel from the center of each tile so that the
further from the center the other tile is, the lower the weight
the transform for the other tile is given in the weighted aver-
age.

[0103] Downsampling 1415 comprises downsampling the
image to reduce its resolution and can be performed before
any or all of white balancing 1412, global exposure compen-
sation 1413, or local exposure compensation 1414. Because
the image being processed at 1410 typically comprises an
image of the user’s face at a close distance to the image
capture device, the user’s face forms the majority of the
image. Consequently, in some embodiments, it is not neces-
sary for the image to be at the highest available resolution in
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orderto accurately perform facial recognition. For instance, it
has been observed that by downsampling the image to a lower
resolution, false positives caused by faces in the background
of'an image can be reduced. Furthermore, by downsampling
the image to a lower resolution, the speed with which facial
recognition can be performed can be increased. In particular
implementations, the image can be downsampled to one of
the following resolutions: 120x160, 60x80, or 30x40. Fur-
thermore, if facial recognition fails at the downsampled reso-
Iution, then the procedure can be repeated using a higher
resolution version of the image (e.g., the image at its original
resolution).

[0104] Histogram equalization 1416 can be performed in
addition to or instead of the histogram equalization per-
formed in connection with the global exposure compensation
1413 or local exposure compensation 1414 and can further
increase the contrast of the image by more evenly distributing
the intensity values in the image. Any of the histogram equal-
ization techniques mentioned above or other known histo-
gram equalization techniques can be used.

[0105] Noise reduction 1417 can be performed by applying
one or more suitable noise filters. For example, in certain
embodiments, one or more of a median, average, and/or
Wiener filter are applied to the image. Additional details of
these filters and further examples of suitable noise filters are
described in R. Gonzales et al., Digital Image Processing, 3rd
ed. (2008).

[0106] Similarly, deblurring 1418 can be performed by
applying one or more suitable deblurring filters. For example,
in certain embodiments, one or more of a Wiener or Lucy-
Richardson filter and/or a blind deconvolution technique are
applied to the image. Additional details of these filters and
further examples of suitable deblurring techniques are
described in R. Gonzales et al., Digital Image Processing, 3rd
ed. (2008).

[0107] At 1420, face detection is performed. In certain
embodiments, face detection is performed using an imple-
mentation of a Viola-Jones detector. Briefly, in certain imple-
mentations, the image is partitioned in multiple two-dimen-
sional partitions that are at least partially overlapping. Each
partition is then evaluated with one or more filters (sometimes
referred to as “weak classifiers”). The filters can take the form
of so-called “rectangle features”, which are simple binary
classifiers that compute the difference(s) between sums of
pixel values in different rectangular regions and can have
different scales. For example, the one or more filters may
include a two-rectangle feature (whose value corresponds to
the difference between the sum of the pixel within two rect-
angular regions), a three-rectangle feature (whose value cor-
responds to the sum of pixel values in two outside rectangles
from the sum in a center rectangle), or a four-rectangle feature
(whose value corresponds to the difference between the sum
of'two diagonal pairs of rectangles) Further, a learning algo-
rithm can be applied to the weak classifiers using one or more
reference images so that only the most important weak clas-
sifiers are selected based on their hit rate and miss rate. The
weak classifiers can be further assembled into strong classi-
fiers and applied in a cascade architecture in order to increase
the speed with which the detection can be performed.
[0108] The face detection process at 1420 can be improved
in embodiments of the disclosed technology by using cap-
tured image(s) in which the user is positioned and sized
within the frame in a position and distance from the camera
that matches the reference images. For example, the image
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capture screens in FIGS. 7-10 described above can be useful
in capturing images that are efficiently processed for face
detection purposes.

[0109] At1421,the face inthe image is optionally analyzed
to determine whether the face is of a real human (and not from
aphoto, video, or other two-dimensional representation used
to “spoof” the user). In certain embodiments, the “liveness”
detection performed during this method act can be performed
by capturing an image of the user making a gesture or motion.
Further, in certain implementations, this detection is per-
formed by using a depth camera on the mobile device that can
determine whether the face is a three-dimensional object. In
some embodiments, the determination at 1421 is made by
displaying an image capture screen to the user that prompts
the user to perform a particular or randomly selected facial
expression or head movement (e.g., a screen that prompts the
user to blink, open and loosen his or her mouth, move his or
her head within the same image plane (by rotating the head
but not giving a side view), or move his or her head outside of
the image plane (by rotating the head to present a side view).
One or more different head movements can be requested of
the user and the resulting images can be compared to corre-
sponding enrolled images. Because a spoofed image is highly
unlikely to track the requested movements, the comparison
can produce an authentication result with high accuracy. In
some implementations, only one frame of the user is cap-
tured. In such implementations, a suitable modeling tech-
nique can be used to detect the surface properties of the live
human face, such as the technique described in X. Tan et al.,
“Face Liveness Detection from a Single Image with Sparse
Low Rank Bilinear Discriminative Model,” ECCV, pp. 504-
517 (2010). The technique can then be used to differentiate
between a real face and fake face pictures. In further embodi-
ments, the technique performed at method act 1421 is tar-
geted for one or more particular types of “spoofing” that may
allow for unauthorized authentication. For example, the “live-
ness” detection technique can be targeted against picture
spoofing, video spoofing, and/or someone who created a 3-D
model of the user. For example, in particular implementa-
tions, the “liveness” detection technique can protect against
still picture spoofing by detecting the face of the user, tracking
one or more feature points on the detected face over multiple
consecutive frames, estimating an affine transform between
frames, measuring the residual between the affine estimate of
the current frame and a previous frame, and determining
whether the face is real or fake based on the magnitude of the
residual (e.g., the summation over the frame and/or over a
number of frames). In yet another embodiment, a 3-D model
is constructed from the face in the captured image (e.g., using
PhotoSynth or other such 3-D model generating technique). A
real face typically has a distinct 3-D structure (or 3-D point
cloud) resulting from such techniques that can be used to
discriminate between a real face and a fake face. Any other
“liveness” detection technique can also be used.

[0110] At1422, facial components (also referred to as face
landmark points) are located and extracted. Facial compo-
nents can be located and extracted using filters similar to
those used in face detection, but specifically selected for face
landmark points (e.g., eyes, nose, mouth, or other such dis-
tinctive face landmarks). For example, in certain embodi-
ments, eyes, nose, and mouth points are located. In particular,
in certain implementations, corners of the user’s mouth, the
four corners of each of the user’s eyes, and both nostrils of the
user are extracted.
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[0111] At 1424, face alignment (or facial component align-
ment) is performed using the extracted facial components.
This act is sometimes referred to as “geometric rectification”
and aligns the face or faces from an image onto a common
reference frame. As a result of this process, the face landmark
points are brought into a canonical form, typically the form as
if the person were looking directly forward at the camera.
Thus, the face alignment process can be used to adjust for
posture differences, angular face differences, and camera
angle differences between images. As a result of the face
alignment, the matching can be performed according to a
consistent facial model.

[0112] At 1426, illumination rectification is performed. In
general, illumination rectification involves adjusting (or nor-
malizing) the luminance values to a common set of reference
values. For example, the luminance values in the captured
image can be adjusted so that the mean or median luminance
values correspond to the mean or median luminance value in
the reference images.

[0113] At 1428, feature descriptors (sometime referred to
as “feature vectors™) are generated for the extracted facial
components. For example, feature descriptors can be gener-
ated with local binary patterns and/or textons using a compo-
nent-based method. In certain embodiments, the feature
descriptor generation process includes generating low-level
feature vectors, normalizing and filtering the low-level fea-
ture vectors, encoding the low-level feature vectors using a
learning-based method, dividing the resulting encoded image
into two-dimensional sections, computing histograms for the
resulting sections, and forming the final feature descriptor for
the extracted facial component using the histograms.

[0114] In particular, and according to one exemplary
embodiment, low-level feature vectors are formed for the
extracted components by sampling neighboring pixel values
for each pixel in the extracted component using a sampling
pattern. In particular implementations, a ring-based pattern is
used to locate the sampling points for each pixel. The ring-
based pattern can have various numbers of rings, sampling
points, or radii. In one particular implementation, the ring-
based pattern has two rings of radius 4 and 7 and samples rx8
neighboring pixels at even intervals along each of the rings.

[0115] The resulting low-level feature vectors are normal-
ized to a common vector unit length and, in some implemen-
tations, further filtered. For example, the normalized low-
level feature vectors are filtered using a difference of
Gaussians (“DoG”) filter. The normalization and filtering can
be used to help compensate for local photometric affine
change. An encoding method is applied to the normalized
low-level feature vectors, thereby generating a set of discrete
codes. In certain embodiments, each low-level feature vector
at each pixel is encoded as one of 256 codes. In particular
implementations, the encoding is performed using a learning
method that is specifically trained for the face. For example,
one or more of a K-means, PCA tree, or random-projection
method can be used. In one implementation, a random-pro-
jection tree and PCA tree recursively split the data based on a
uniform criteria so that each leaf of the tree input the same (or
approximately the same) number of vectors. The learning-
based encoder can be trained using images of the user’s face
stored on the device (e.g., the reference images) or can be
pre-trained by a much larger set oftest images before itis used
in the mobile device (e.g., pre-trained before implementation
and storage in a mobile device). After learning-based encod-
ing, the image is transformed into a “code” image. In certain
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implementations, for example, the encoded image is divided
into a grid of “patches” (e.g., two-dimensional sections). The
patches can be adjacent to one another, overlapping, or par-
tially overlapping. In some implementations, histograms are
formed for each of the resulting patches. The patch histogram
for a respective patch can indicate the number of instances (or
the count) of the codewords within the patch. The patch
histograms can then be concatenated or otherwise assembled
with one another to form a descriptor for the extracted com-
ponent or for the image as whole. In particular implementa-
tions, the descriptor is compressed (e.g., using any suitable
compression method, such as Principle Component Analysis
(“PCA™)). After compression, a normalization process can be
performed again, there creating the final feature descriptor for
a facial component (sometimes referred to as a “learning-
based feature descriptor” or “LE feature descriptor™). In cer-
tain embodiments, two or more descriptors are generated for
each facial component. In these embodiments, the descriptors
are generated from different sampling patterns and used to
provide additional descriptors for matching the facial com-
ponents.

[0116] Additional details concerning the Viola-Jones facial
detection process and the feature descriptor generation pro-
cess as can be used in embodiments of the disclosed technol-
ogy are described in Paul Viola et al., “Robust Real Time
Object Detection,” Second International Workshop on Statis-
tical and Computational Theories of Vision—Modeling,
Learning, Computing, and Sampling (2001), and Z. Cao et al,
“Face Recognition with Learning-Based Descriptor,” /EEE
CVPR 2010, pp. 2707-2714 (2010). It should be understood
that other feature descriptors or feature descriptor generation
techniques can be used in addition to or in place of the tech-
nique described above. For example, techniques based on
local binary patterns (“LLBPs”), histograms of oriented gradi-
ents (“HOGs”), Gabor wavelets, or kernel linear discriminant
analysis (“LDA”) can be used to compute feature vectors that
are compared with corresponding feature vectors from one or
more authentication images. See, e.g., N. Dalal et al., “His-
tograms of Oriented Gradients for Human Detection,” Proc.
of CVPR, pp. 886-893 (2005); T. Ojala etal., “Multiresolution
Gray-Scale and Rotation Invariant Texture Classification
with Local Binary Patterns,” IEEFE Trans. on Pattern Analysis
and Machine Intelligence, vol. 24, no. 7, pp. 971-987 (2002);
L. Wiskott et al., “Face Recognition by Elastic Bunch Graph
Matching,” [EEE Trans. on Pattern Analysis and Machine
Intelligence, vol. 19, n0.7, pp. 775-779 (1997). Additionally,
in some embodiments, a graph-based technique is used,
which is described in more detail below.

[0117] At 1430, the feature descriptors for the one or more
captured images are compared to the feature descriptors for
one or more reference images to determine whether the user
in the captured image(s) matches the user in the authentica-
tion images. If so, then an indication that the user is authen-
ticated is output at 1432; otherwise, an indication that the user
is not authenticated is output at 1434. The comparisonat 1430
can be performed using a variety of matching techniques,
examples of which are described below. In some embodi-
ments, the comparison is performed using a composite
descriptor representative of the entire face of the user (some-
times referred to as the “facial descriptor”). For instance, the
feature descriptors for the extracted facial components are
concatenated with one another in a predetermined sequence
(e.g., left eye, right eye, nose, left side of mouth, right side of
mouth) in order to generate the composite descriptor repre-
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sentative of the entire face in the image. In other embodi-
ments, however, the feature descriptors for the extracted
facial components remain separated from one another and are
used separately during the matching process. For ease of
presentation, the discussion below assumes the use of the
individual feature descriptors for the extracted facial compo-
nents, although it should be understood that the matching
procedure can be performed using a facial descriptor or any
one or more of the feature descriptors for the individual facial
components in combination with one another.

[0118] In some embodiments the comparison process is
performed by computing the “distance” (also referred to as
the “difference”) between the facial descriptors for the one or
more captured images and the corresponding facial descrip-
tors for one or more authentication images. The distance can
be computed as the FEuclidian distance between facial
descriptors. For instance, for a given feature descriptor from
a captured image and a corresponding feature descriptor from
an authentication image, the distance can be the sum of the
absolute value of the differences between corresponding his-
togram values of the feature descriptor for the captured image
and the feature descriptor of the authentication image, thus
producing a difference value for each pair of feature descrip-
tors. The difference values for each of the feature descriptors
of the captured image and the authentication image can then
be summed to produce an overall image difference. In other
implementations, the difference values can be combined in
other ways (e.g., averaged or using a weighted sum that places
more weight on certain feature descriptors).

[0119] As noted, a number of matching methods can be
used to match a captured image to one or more authentication
images. For example, in certain embodiments, the feature
descriptors of a single captured image are compared against
the feature descriptors for multiple authentication images. In
one implementation, the overall image differences between
the feature descriptors for the captured image and the corre-
sponding feature descriptors for the authentication images are
computed, resulting in a distance value for each comparison
between the captured image and a corresponding authentica-
tionimage. The smallest distance between the captured image
and an authentication image is then selected and compared to
a threshold value. If the smallest distance is less than the
threshold distance, then a match is determined and the user in
the captured image is authenticated at 1432; otherwise, the
user is not authenticated at 1434.

[0120] In another implementation, the distance values
between the captured image and corresponding individual
authentication images is compared to a first threshold value.
The number of authentication images satisfying the first
threshold value is then compared to a second threshold value
(representing the minimum number of matches to authenti-
cate the user). If the second threshold value is satisfied, the
user in the image is authenticated at 1432. The second thresh-
old value can be a fixed value (2, 3, and so on), or can be
computed relative to the number of authentication images
available. For instance, the second threshold value can be
determined to satisfy a predetermined or user-selected ratio or
percentage of the authentication images, rounded up, down,
or to the nearest integer. For example, the second threshold
can be set so that the user is authenticated if at least %5 of the
authentication images are determined to match the captured
image. Thus, if 6 authentication images are available (e.g.,
stored on the mobile device), then the user will be authenti-
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cated if the overall distance between the captured image and
at least two of the authentication images are below the first
threshold.

[0121] Inanotherimplementation, a distance value for each
comparison between the captured image and a corresponding
authentication image is computed as above. The distance
values are then averaged, resulting in an average distance
value for the comparison between the captured image and the
authentication images. The average distance value is com-
pared to a threshold value. If the average distance value is less
than the threshold distance, then a match is determined and
the user in the image is authenticated at 1432; otherwise, the
user is not authenticated at 1434.

[0122] In further implementations, any of the above tech-
niques are supplemented with an additional criteria. For
example, in some implementations, a ratio between the maxi-
mum distance and the minimum distance between the cap-
tured image and the authentication images is computed and
used as an additional criterion (e.g., a maximum-distance:
minimum-distance ratio or a minimum-distance:maximum-
distance ratio). In further implementations, the ratio between
a minimum distance and a next minimum distance (the sec-
ond minimum distance) is used as an additional criteria. Any
of' these ratios are then compared to a predetermined or user-
selected ratio to determine whether the additional criterion is
satisfied. For instance, in one exemplary implementation, a
user in a captured image is authenticated if the distance
between the captured image and at least N authentication
images is below a threshold TH and the ratio of the maximum
distance to the minimum distance is less than or equal to a
ratio R. In another implementation, a user in a captured image
is authenticated if the average distance between the captured
image and the authentication images is below a threshold TH
and the ratio of the maximum distance to the minimum dis-
tance is less than or equal to a ratio R.

[0123] In further implementations, distances between the
captured image and one or more non-user images are used as
an additional criteria. In such implementations, the distances
between the captured image and the non-user images are
computed and authentication occurs if, in addition to any of
the other criteria described herein, the distances between the
captured image and the non-user images are greater than a
non-user image threshold value. In other implementations, a
ratio between the distance of the captured image from the
authentication images and the distance of the captured image
from the non-user images is used (e.g., the ratio of the mini-
mum distance of the captured image from the authentication
images and the minimum distance of the captured image from
the non-user images). The non-user images can be non-user
images stored in the mobile device as part of the user’s con-
tact list, non-user images from the user’s photo roll, and/or
non-user images from a standard default set of non-user
images. Further, the non-user can be a single non-user or
multiple non-users. Additionally, if there are multiple photos
of the same non-user, each of the images can be used indi-
vidually, or the average distance for the non-user can be
computed and used for comparison purposes.

[0124] Insome implementations, multiple captured images
are used. As explained above, in certain implementations of
the image capture process, a series of images of the user are
captured when the user is attempting to authenticate himself
or herself (e.g., using the image capture screens of FIG. 10).
In certain embodiments, each of the captured images is used
individually to attempt authentication, and authentication is
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based on the single image that produces the minimum dis-
tance(s) according to any of the criteria described. In other
implementations, authentication only occurs if a threshold
number of the captured images satisfy the authentication
criteria (e.g., any of the authentication criteria described
herein). In still further implementations, the feature descrip-
tors between the multiple captured images are averaged and
the averages for the captured images are used for authentica-
tion.

[0125] In certain implementations, any of the techniques
described herein can be modified by assigning a weight to the
authentication images so that a given authentication image
has a greater or lower influence on determining the existence
of a match. In this way, authentication images with more-
reliable feature fidelity (e.g., from better lighting situations)
can be favored over authentication images with less-reliable
feature fidelity. Weights can also be assigned to the feature
descriptors for the facial components so that feature descrip-
tors for more highly discriminatory facial components can
have a greater weight than feature descriptors for less dis-
criminatory feature descriptors.

[0126] As explained above, the one or more captured
images can include the user making a particular facial expres-
sion or posing in a certain manner. In such instances, the
authentication images will also include one or more images of
the user making the same facial expression or posing in the
same manner. In such instances, a match between a captured
image in which the user is prompted to make a particular
expression and an authentication image with the user making
the same expression can be determined separately and/or can
be given greater weight than matches between other captured
and authentication images. As a result, the ability of the
matching techniques described herein to uniquely and
securely authenticate the user can be improved. Further,
because the facial expression or pose may not be a typical
expression or pose, or can be selected randomly from a set of
predefined expressions at authentication time, the likelihood
of “spoofing” the authentication process is reduced. Such a
technique therefore provides for a more robust authentication
scheme that other facial recognition techniques.

[0127] Additionally, although the above-described tech-
niques concern matching images for authentication purposes.
The techniques described can be extended to video. In other
words, a video of the user to be authenticated can be captured
and compared to one or more authentication videos. Further,
the user can be prompted during the video capture process to
make one or more gestures (e.g., eye blinks, winks, in-plane
head motion (where the user moves his or her head but not
enough to show their side), out-of-plane head motion (where
the user moves his or her head to show their side), or other
active facial gestures) or can capture involuntary facial move-
ment. The gestures or facial movements can then be used
during the authentication process to further identify the user
as the authenticated user. In still further embodiments, the
camera used to capture the images is a 3-D camera and depth
data of the user’s face is additionally used as part of the
authentication and matching procedures described herein.

[0128] B. Example Low-Rank Graph-Based Facial Recog-
nition Techniques

[0129] In this section, exemplary embodiments of a graph-
based approach to performing authentication between a cap-
tured image and one or more authentication images are
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described. The graph-based approach can be used in addition
to or instead of the learning-based technique introduced
above.

[0130] Embodiments of the graph-based approach use two
pieces of information for face authentication: the appearance
of salient face components, and the spatial relationships
among these components. Both ofthese pieces of information
are used to construct a graph representation of the face. In
other words, both appearance and geometric information are
used in the graph representations.

[0131] FIGS. 15 and 16 are flowcharts illustrating exem-
plary methods 1500 and 1600 for performing facial recogni-
tion for one or more captured images using the graph-based
approach. The exemplary methods will be described below in
the context of a mobile device, such as a smart phone. It is to
be understood, however, that the methods can be applied in
other contexts as well and used by any of the computing
devices described above. For example, the exemplary facial
recognition methods can be performed using an image sensor
attached to an entertainment console or television.

[0132] The illustrated methods include an enrollment
phase 1502 (shown as method 1500 in FIG. 15) that can be
performed in advance of a user request to authenticate himself
or herself to the mobile device and an authentication phase
1602 (shown as method 1600 in FIG. 16) that can be per-
formed when a user requests authentication to the mobile
device. The enrollment phase 1502 can be used to create a
graph-based representation or a gallery of graph representa-
tions of the authorized user from one or more authentication
images. Any of the image capture screens described above
with respect to FIGS. 7-10 and 12 can be used to assist in the
generation of the authentication images or of the captured
images during authentication.

[0133] With respect to enrollment phase 1502 of FIG. 15, at
1510, a set of authentication images is captured. In particular
implementations, the authentication images are diverse and
include the user in different lighting conditions and/or mak-
ing different expressions. For example, any of the image
variations described above with respect to FIG. 11 can be
used.

[0134] At 1512, facial detection is performed for the cap-
tured authentication images. For instance, the facial detection
technique described above with respect to method act 1420
and using an implementation of the Viola-Jones facial detec-
tor can be used.

[0135] At 1514, one or more facial components are
detected and localized. For instance, the facial landmark
localization technique described above with respect to
method act 1422 can be used. In some implementation, the
facial component detection technique described in Lin Liang
etal., “Face Alignment via Component-Based Discriminative
Search,” Proc. of the 10" European Conference on Computer
Vision: Part II, ECCV 08, pp. 72-85 (2008) is used. Although
any number of facial components can be used, particular
implementations of the disclosed technology use five fiducial
points as the most salient components. The five points can be
selected as points that produce the “richest appearance” from
alow-rank perspective. For instance, the five points can be the
right eye, the left, the nose, the right side of the mouth, and the
left side of the mouth. In general, selecting a smaller set of
facial components (e.g., five or less) can result in a smaller
dimension representation of the face, which requires less
storage. Such smaller dimension representations may be

IPR2023-00560

Apple EX1007 Page 31



US 2013/0015946 Al

more suitable for mobile device applications, depending on
the available storage capacity of the device.
[0136] In certain implementations, each of the points is
represented by an intensity vector, which comprises the inten-
sity values of a wxh patch centered by the detected points, [ €
R x5, where m=wxh and w-h are the patch’s width and
height, respectively. The subscript ¢ here refers to the com-
ponent ID; in this example, ce[1 . . . 5].
[0137] At 1516, a graph representation (g,) of the user’s
face is constructed from the authentication images from the
localized facial components. In certain implementations, the
graph representation is generated by concatenating the com-
ponent instances of a subject i in five different matrices,
,,,,,, d;. . JeR "k wwhered,, isacolumn vector
formed by stacking m raw pixel values for the patch ¢ from the
i training sample, and k, is the number of the training images
of the subject i. The low rank matrix A, _; can be obtained by
solving the following equation:

Ajey=argmin||d;, |+ MEl;s.t.d; ;= Aso HEe ®

where the ||.||- operator is the nuclear norm and the ||.||, opera-
tor is the L, norm. The training set T=[A, ], [A, J=[A,. 1A, 5,

AL JeR ™k Yee[l ... 5], Vie[l .. .n], where n is the
number of the authorized persons in the authentication sys-
tem. The average of the low-rank terms of the facial compo-
nents are computed using different instance images for every
subjectin T, as shown in the following equation:

1 (2)

where A,c,Yce[l ... 5] represents the average low-rank terms
of'the five nodes of the reference graph of subject i. In certain
embodiments of the disclosed technology, the edges of the
graph are represented by the mean distances between the
different components of the training image set of the subject
i
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where C',_, C,,, C', , C' ,, and C’;; are the components of the
i subject, which are centered at the right eye, left eye, nose
tip, right corner of the lips, and the left corner of the lips,
respectively.

[0138] Duringthe authentication phase 1602 shown in FIG.
16, an image for a candidate subject is captured at 1620. The
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image of the candidate subject can be captured using any of
the image capture screens described above with respect to
FIGS. 7-10.

[0139] At 1622, the face in the captured image is detected
and, at 1524, the facial components are localized.

[0140] At 1623, the face is optionally analyzed to deter-
mine whether the face is a real face or a two-dimensional
representation of the face. This analysis can be performed
using any of the techniques described above with respect to
method act 1421.

[0141] Face detection 1622 and component localization
1624 can be performed in a manner similar to method acts
1512, 1514 described above with respect to facial detection
and components localization in the enrollment phase. How-
ever, in certain implementations, the intensity values of the
facial components from the captured image are used instead
of estimating their corresponding low-rank matrices. Using
the intensity values helps improve performance speeds, since
the low-rank recovery is computationally expensive.

[0142] At1626, a graph representation (g, ) of the captured
image is generated. In particular implementations, as the
generation of the graph representation is desirably performed
quickly, the relatively expensive estimation of the low-rank
terms of the facial components is to be avoided. Therefore, the
intensity vectors of the graph representation, [ ,eR ™3 are
used as the graph nodes. The edges of the probe graph are set
to the Euclidean distances between the different components.
[0143] At1628, the graph representation is compared to the
set of graph representations from the authorized images to
determine whether the user is authenticated to the mobile
device. If so, then an indication that the user is authenticated
is output at 1630; otherwise, an indication that the user is not
authenticated is output at 1632. In certain implementations,
the graph representation of the captured image and the graph
representation from the authentication images are compared
using the following equation:

dg=|"*(g,~g > 3

where W is a weight-vector, which is selected empirically.
For example, in certain embodiments, W can be selected
based on a training set of images (e.g., using a genetic algo-
rithm). In general, W is selected as a bias factor to the rela-
tively more discriminant nodes or edges in the face. The value
d, is then compared to a threshold value to determine whether
the graph representations are sufficiently close to authenticate
the user. For example, if the value d, is less than the threshold,
then the user is authenticated at 1630; otherwise the user is not
authenticated at 1632.

[0144] The disclosed methods, apparatus, and systems
should not be construed as limiting in any way. Instead, the
present disclosure is directed toward all novel and nonobvi-
ous features and aspects of the various disclosed embodi-
ments, alone and in various combinations and subcombina-
tions with one another. The disclosed methods, apparatus, and
systems are not limited to any specific aspect or feature or
combination thereof, nor do the disclosed embodiments
require that any one or more specific advantages be present or
problems be solved. The techniques and solutions described
in this application can be used in various combinations to
provide an improved user experience with mobile devices,
including mobile devices such as smart phones.

[0145] Having described and illustrated the principles of
our innovations in the detailed description and accompanying
drawings, it will be recognized that the various embodiments
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can be modified in arrangement and detail without departing
from such principles. For example, any technologies
described herein and used with still photos can be adapted for
use with video images. Further, in certain embodiments, addi-
tional procedures are implemented in any of the disclosed
embodiments to evaluate whether the face in the captured
image is a real face (from a human whose image is captured)
or a fake face (from a photograph whose image is captured).
For instance, the images that are captured can include a first
image and a second image, where the second image is cap-
tured after the user is prompted to turn his head somewhat or
to perform some other gesture (to blink or open his or her
mouth). Further, in some embodiments, a 3-D model is cre-
ated to overcome the possibility of bending the photograph.
Other options to help prevent spoofing include prompting the
user to make a particular unique expression during image
capture (e.g. to blink or to open his or her mouth). Addition-
ally, although many of the disclosed embodiments are
described in the context of authenticating a user to a comput-
ing device, any of the disclosed techniques can be used to
perform subject identification in other contexts (e.g., image
tagging).

[0146] Inview of the many possible embodiments to which
the principles of the disclosed technology may be applied, it
should be recognized that the illustrated embodiments are
only preferred examples and should not be taken as limiting
the scope of the disclosure. Rather, the scope of the disclosure
is defined by the following claims and their equivalents. We
therefore claim all that comes within the scope of these claims
and their equivalents.

We claim:

1. A method, comprising:

receiving an indication of a request by a user to unlock a

mobile device in a locked state;

capturing one or more images of the face of the user;

extracting facial components of the user from the one or

more captured images;

determining whether the user is an authorized user based at

least in part on a comparison of the facial components of
the user extracted from the one or more captured images
to facial components of the authorized user from one or
more authentication images of the authorized user stored
on the mobile device;

unlocking the mobile device if the user is determined to be

the authorized user; and

maintaining the locked state of the mobile device if the user

is determined not to be the authorized user.

2. The method of claim 1, wherein the one or more authen-
tication images include a first authentication image of the
authorized user in a first lighting condition and a second
authentication image of the authorized user in a second light-
ing condition, the second lighting condition being different
than the first light condition.

3. The method of claim 1, wherein the one or more authen-
tication images include an authentication image of the autho-
rized user where the face of the authorized user is illuminated
primarily by a screen of the mobile device.

4. The method of claim 1, wherein the capturing includes
prompting the user to make a facial expression or head
motion, and

wherein the one or more authentication images include at

least one authentication image of the user making the
facial expression or head motion.
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5. The method of claim 1, further comprising pre-process-
ing the one or more captured images to compensate for light-
ing conditions in which the one or more images are captured,
the pre-processing comprising performing one or more of
white balancing, global exposure compensation, local expo-
sure compensation, or downsampling of the one or more
captured images.

6. The method of claim 1, wherein the comparison is per-
formed by generating feature descriptors representative of the
facial components of the user in the one or more captured
images, and determining a difference between the feature
descriptors of the user in the one or more captured images and
respective facial descriptors of the authorized user generated
from the one or more authentication images.

7. The method of claim 1, wherein the comparison is per-
formed by generating a graph-based representation of the
facial components of the user in the one or more captured
images, and determining a difference between the graph-
based representation of the facial components of the user and
respective graph-based representations of the authorized user
generated from the one or more authentication images,

the graph-based representation of the facial components of

the user being indicative of appearances and relative
geometric relationships of the facial components of the
user.

8. The method of claim 1, wherein the determining com-
prises:

if the facial components of the user extracted from the one

or more captured images match the facial components of
the authorized user from the one or more authentication
images, generating an indication that the user is autho-
rized; and

if the facial components of the user extracted from the one

or more captured images do not match the facial com-
ponents of the authorized user from the one or more
authentication images, causing a secondary authentica-
tion method to be performed on the mobile device.

9. The method of claim 1, wherein the capturing comprises
capturing two or more images of the face of the user in
succession, and

wherein the determining comprises determining whether

the user is the authorized user based at least in part on a
comparison of the facial components of the user
extracted from the two or more captured images to the
facial components of the authorized user from the two or
more authentication images stored on the mobile device.

10. One or more computer-readable storage devices storing
computer-executable instructions which when executed by a
computer cause the computer to perform a method, the
method comprising:

receiving an image of a user of a device;

identifying one or more facial descriptors of the user from
the received image; and

evaluating whether the one or more identified facial
descriptors of the user match one or more facial descrip-
tors of a previous user extracted from multiple previ-
ously captured images of the previous user,

the multiple previously captured images of the previous
user including at least one image of the previous user in
a low-lighting condition.

11. The one or more computer-readable storage devices of

claim 10, wherein the at least one image of the previous user
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in the low-lighting condition comprises an image of the user
with light from a screen of the mobile device as the primary
light source.

12. The one or more computer-readable storage devices of
claim 10, wherein the method further comprises generating
an indication that the user in the received image is an autho-
rized user or is not the authorized user based at least in part on
the evaluation.

13. The one or more computer-readable storage devices of
claim 10, wherein the method further comprises finding that
the one or more facial descriptors of the user in the received
image match the one or more facial descriptors of the previ-
ous user ifa smallest difference between the facial descriptors
of'the user in the received image and the facial descriptors of
the previous user from the multiple images of the previous
user satisfies a threshold value.

14. The one or more computer-readable storage devices of
claim 10, wherein the method further comprises finding that
the one or more facial descriptors of the user in the received
image match the one or more facial descriptors of the previ-
ous user if (a) a difference between the facial descriptors of
the user in the received image and the facial descriptors of the
previous user from a plurality of images of the authorized user
satisfies a first threshold value, and (b) the number of images
in the plurality of images satisfies a second threshold.

15. The one or more computer-readable storage devices of
claim 10, wherein the evaluating further comprises evaluating
whether the one or more identified facial descriptors of the
user match one or more facial descriptors of multiple other
previous users.

16. The one or more computer-readable storage devices of
claim 10, wherein a first of the facial descriptors is weighted
higher than a second of the facial descriptors.

17. The one or more computer-readable storage devices of
claim 10, wherein the method further comprises finding that
the one or more facial descriptors of the user in the received
image match the one or more facial descriptors of the previ-
ous user ifa smallest difference between the facial descriptors
of'the user in the received image and the facial descriptors of
the previous user from the multiple images of the previous
user satisfies a first threshold value, and if a ratio between the
smallest distance and a greatest distance between the facial
descriptors of the user in the received image and the facial
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descriptors of the previous user in the multiple images of the
previous user satisfies a second threshold value.
18. The one or more computer-readable storage devices of
claim 10, wherein two or more images of the user of the
device are received, and wherein the method further com-
prises:
computing an average of the one or more facial descriptors
from the two or more images of the user; and
finding that the one or more facial descriptors of the user
match the one or more facial descriptors of the previous
user if a difference between the average of the one or
more facial descriptors and the facial descriptors of the
previous user in at least one of the multiple images ofthe
previous user satisfies a threshold value.
19. A system, comprising:
an image capturing device;
a display device;
a memory or storage device storing a program;
a processing unit operable to execute the program, wherein
said execution of the program causes the processing unit
to:
display a first image capture screen on the display
device, the first image capture screen including a first
prompt requesting that a first image of a user be cap-
tured in a first lighting condition;

receive a first signal from the user to trigger the image
capture device;

capture the first image of the user with the image capture
device in response to the first signal;

display a second image capture screen on the display
device, the second image capture screen including a
second prompt requesting that a second image of the
user be captured in a second lighting condition, the
second lighting condition being different than the first
lighting condition;

receive a second signal from the user to trigger the image
capture device; and

capture the second image of the user with the image
capture device in response to the second signal.

20. The system of claim 19, wherein at least one of the first
image capture screen or the second image screen prompts the
user to make a facial expression during image capture.

#* #* #* #* #*
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