DOCKET NO.: AUS9-2014-5112-US6 PATENT

IN THE UNTTED STATES PATENT AND TRADEMARK OFFICE
In re Application of: Blair Gaver NICODEMUS et al.

Title: METHODS AND SYSTEMS FOR CONTROLLING ACCESS TO COMPUTING
RESOURCES BASED ON KNOWN SECURITY VULNERABILITIES

Serial No.: Not Yet Determined Group Art Unit: Not Yet Determined
Filed: Herewith Examiner: Not Yet Determined

Tiled by ETS Web on: March 27, 2017
Mail Stop Amendment
Commissioncer for Patents
P.O. Box 1450
Alexandria, VA 22313-1450

PRELIMINARY AMENDMENT

Dear Sir:
Prior to examination an the merits, Applicants respectfully request that the application be
amended as follows.
X Amendments to the Specification begin on page 2 of this paper.
X Amendments to the Claims are reflected in the listing of the ¢laims which begins
on page 3 ol this paper.
] Amendments to the Drawings begin on page of this paper and include an
attached replacement sheel.

X Remarks begin on page 9 of this paper.
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In the Specification:
Please replace paragraphs [0001] and [0002] with the following amended paragraphs:

[0001] This application is a continuation application of U8 Application No.

14/618.685, filed February 10, 2015, which is a continuation application of U.S. Application No.

13/587.505. Mliled Ausust 16, 2012 now LU.S. Palent No. 8.955.038. issued February 10, 2015,

which is a continuation application of U.S. Application No. 11/451.950_ filed June 13, 2006, now

abandened, which claims the benefit of U.S. Provisional Application No. 60/752,424 [iled

December 21, 2005, cach of which is incorporated herein by reference in its entirety.
[0002] This application is related to co-pending U.S. Patent Application No.

11/451,689 faternevdecketanmber—20H-0045001 Titled - Methods And Systems For

Intelligently Controlling Access to Compuling Resources, [iled June 13, 2006, now abandoned,

ersme-date-heresvith- the entirety of which is incorporated herein by reference.
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Listing of Claims:

This listing of claims will replace all prior versions and listings of claims in the

application.

WHAT IS CLAIMED 15

1-28.

29.

(Cancelled)

(New) A mcthod for controlling the operation of an endpoint, comprising:

providing a user interface, al a compuling system that is remote from the endpoint,
configured to allow configuration of a plurality of paolicics:

maintaining the plurality of policies in a dala store on the compuling system;

identifying, from the plurality of policies, a plurality of operating conditions on the
endpoint to evaluale;

configuring onc or more software services provided by an opcrating system on the
endpoint to monitor the pluralily of operaling conditions;

receiving, across a netwark, at the computing system, status information about the
plurality ol operating conditions on the endpoint, gathered by the one or more
software services on the endpoint, and user information that identifics a user of the
endpoint;

determining, by the computing svstem, a compliance state of the endpoint based on the
user information and status information, and a plurality of compliance policies in
the data store;

authorizing access by the endpoint to 2 computing resource on the netwaork, authorization

being determined by the remote computing system in responsc to the compliance
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state; and
continuing to monitor the compliance state by the endpoint and restricting access to the

computing resource if the compliance stale changes.

30. (Ncw) The method of claim 29, wherein the user interface comprises a web page.

31, (New) The method of claim 29, [urther comprising requestling, at the computing system,

the status infermation on a periedic basis

32. (Now) The methed of claim 29, wherein the endpoint comprises 2 mobile device.
33. {Now) The method of claim 29, further comprising configuring one or more applications

running on the endpoint on the endpoint to monitor al least a subsel of the plurality of operating

conditions.

34 {(Now) The method of claim 29, wherein the conditions comprise at least one hardware

condition.

35, {New) The method of claim 29, wherein the conditions comprise at least one soltware

condition.
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30. {New) The method of claim 29, wherein the computing system comprises a plurality of
SCTVCTS.
37 {(Now) A non-transitory computer readable medium containing computer instructions for

controlling the operation ol an endpoint, comprising:

providing a uscr interface, at a computing svstcm that is remote from the endpoint,
configured to allow configuration of a plurality of policies;

maintaining the plurality of policies in a data store on the computing system;

identifying, from the plurality of policies, a plurality of eperating conditions on the
endpoint to cvaluate;

configuring one or more sofiware services provided by an operating system on the
cndpoint to monitor the plurality of operating conditions;

receiving, across a nelwork, atl the computing system, slatus information about the
plurality of operating conditions on the endpoint, gathered by the one or more
software services on the endpoint, and user information that identifies a user of the
endpoint;

determining, by the compuling svsiem, a compliance staie ol the endpoint based on the
uscr information and status information, and a plurality of compliance policies in
the dala store;

authorizing access by the endpoint to a computing resource on the network, authorization
being determined by the remote computing system in response (o the compliance

state; and
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confinuing to monilor the compliance slate by the endpoint and restricting access (o the

computing resource if the compliance state changes.

38 {(Now) The non-transitory computer recadable medium of claim 37, wherein the user

interface comprises a web page.

39, (New) The non-transitory compuler readable medium of claim 37, further comprising

requesting, at the computing system. the status information on a periodic basis.

40. (New) The non-transitory computer rcadable medium of claim 37, wherein the endpoint

comprises a mobile device.

41, {(New) The non-transitory computer readable medium of claim 37, further comprising

configuring one or more applications running on the endpoint on the endpeint to monitor at lcast

a subset of the plurality of operaling conditions,

42, {New) The non-transitory compuier readable medium of claim 37, wherein the conditions

comprise at least one hardware condition.

43 (New) [he non-transitory computer readable medium of claim 37, wherein the conditions

comprise at least one soltware condition.
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44,

(New) The non-transitory computer readable medium of claim 37, wherein the computing

system comprises a plurality of servers.

sy
LA

{(New) A system for controlling the operation of an endpoint, comprising:
a user interface, provided by a computing system remote from the end point, conligured
to allow configuration of a plurality of policics;
a data store, at the computing system, that contains the plurality of policies;
one or more software scrvices provided by an operating system on the endpoint
configured to evaluate a pluralily of operating conditions identified in the plurality
of policies; and
one or more hardware processors al the compuling sysiem configured to:
reeeive, across a network, at the computing system, status information about the
plurality ol operating conditions on the endpoint, gathered by the one or
maore software services on the endpoint, and user information that
identifies a user of the endpoint,
determine, by the computing system, a compliance state of the endpoint based on
the user information and status information, and a plurality of compliance
policies in the data store, and
authorize access by the endpoint lo a compuling resource on the network,
authorization being determined by the remote computing system in

response to the compliance slate.
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40. {(New) The system of claim 45, wherein the user interface comprises a web page.

47, {New) The system of claim 45, further comprising requesting, at the computing system,

the status information on a periedic basis

48 {New) The system of claim 45, whercin the endpoint comprises a mobile device.
49 (Now) The system of claim 45, further comprising configuning onc or more applications

running on the endpoint on the endpoint to monitor al least a subsel of the plurality of operating

conditions.

50. {Now) The system of claim 45, wherein the conditions comprise at least one hardware
condition,

51, {(New) The sysiem of claim 45, wherein the conditions comprise al least one soliware
condition.

52 (New) The system of claim 45, wherein the computing system comprises a plurality of
SETVETS,
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REMARKS
Applicants have amended the specilication to correctly identily the claim for priority in
the present application. No new matter has been introduced.  Entry of the amendments into the

official file is respectfully requested.

Claims
Claims 1-28 have been cancelled. Newly added claims 29-52 are pending. No new
maller has been introduced. Entry of the amendments into the ofTicial file is respectfully

requested.
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CONCLUSION

It 18 respectfully requested that this Preliminary Amendment be entered prior to
examination of this application.

The Examiner is invited to contact Applicants’ undersigned representative at (215) 981-
4664 if there are any questions regarding the captioned application.

AUTHORIZATION

The Commissioner is hereby authorized to charge any additional [ees which may be

required for this response, or credit any overpayvment, to deposit account no. 09-0447.

Respectfully Submitted

By /Jay R Mitchell, Reg. No. 54316/
Jay R. Mitchell
Registration No. 34,316

Dated: Mareh 27, 2017
PEPPER HAMILTON LLP
3000 Two Logan Square
Iighieenth and Arch Sireet
Philadelphia, PA 19103-279
Telephone: (215) 981-4604
TFacsimile; (610) 640-7835
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CERTIFICATION STATEMENT

Please see 37 CFR 1.87 and 1.98 to make the appropriate selection(s):

That each item of information contained in the infermation disclosure statement was first cited in any communication
from a foreign patent office in a counterpart foreign application not more than three moenths prior to the filing of the
information disclosure statement. See 37 CFR 1.97(e){1).

OR

That no item of information contained in the information disclosure statement was cited in a communication from a
foreign patent office in a counterpart foreign application, and, to the knowledge of the person signing the certification
after making reasonable inquiry, no item of information contained in the information disclosure statement was known to

[ any individual designated in 37 CFR 1.56({c) more than three menths prior to the filing of the information disclosure
statement. See 37 CFR 1.87(e)(2).

See attached certification statement.
The fee set forth in 37 CFR 1.17 (p) has been submitted herewith.

> Acertification statement is not submitted herewith.

SIGNATURE

A signature of the applicant or representative is required in accordance with CFR 1.33, 10.18. Please see CFR 1.4(d) for the
form of the signature.

Signature fJay R. Mitchell, Reg. #54316/ Date (YYYY-MM-DD) 2017-03-27
Name/Print Jay R. Mitchell Registration Number )54316

This cellection of information is required by 37 CFR 1.97 and 1.98. The informaticn is required to obtain or retain a benefit hy the
public which is to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.§.C. 122 and 37 CFR
1.14. This collection is estimated to take 1 hour to complete, including gathering, preparing and submitting the completed
applicaticn form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.5.
Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1430, Alexandria, VA 22313-1450. DO NOT SEND
FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.QO. Box 1450, Alexandria,
VA 22313-1450.
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Privacy Act Statement

The Privacy Act of 1874 (P.L. 93-579) requires that you be given certain information in connection with your submission of the
attached form related to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be advised
that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b)(2); {2) furnishing of the information sclicited
is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark Office is to
process andfor examine your submission related to a patent application or patent. |f you de not furnish the requested
information, the U.S. Patent and Trademark Office may not be able to process andfor examine your submission, which may
result in termination of praceedings or abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject te the following routine uses:

1. The information on this form will be treated cenfidentially to the extent allowed under the Freedom of Information Act
(5 U.S.C. 552) and the Privacy Act (5 U.S.C. §52a). Records from this system of records may be disclosed fo the
Department of Justice to determine whether the Freedom of Information Act requires disclosure of these record s.

2. A record from this system of records may be disclosed, as a routine use, in the ceurse of presenting evidence to a
court, magistrate, or administrative tribunal, including disclosures to eppasing counsel in the course of settlement
negotiations.

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a
request involving an individual, to whoem the record pertains, when the individual has requested assistance from the
Member with respect to the subject matter of the record.

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for
the information in erder to perform a contract. Recipients of information shall be required to comply with the
requirements of the Privacy Act of 1874, as amended, pursuant to 5 UW.5.C. 552a{(m).

5. A record related to an International Application filed under the Patent Cooperation Treaty in this system of records
may be disclosed, as a routine use, to the Intermational Bureau of the World Intellectual Property Organization, pursuant
to the Patent Cooperation Treaty.

6. A record in this system of records may be disclosed, as a routine use, to anather federal agency for purposes of
Natiohal Security review (35 U.S5.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)).

7. A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or
his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility to
recommend improvements in records management practices and programs, under authority of 44 U.S.C. 2904 and
2806. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not be used to make
determinations about individuals.

8. A record from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.5.C. 151. Further, a record
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in
an application which became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspections or an issued patent.

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
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Methods and Systems for Controlling Access to Computing Resources Based on Known

Security Vulnerabilities

Cross-Reference to Related Applications

[001] This application claims the benefit of U.S. Provisional Application No.
60/752,424 filed December 21, 2003, incorporated herein in its entirety.

[002] This application is related to co-pending 1.8, Patent Application No. [attorney
docket number: 1291U004US0] Titled: Methods And Systems For Intelligently
Controlling Access to Computing Resources, filed on same date herewith, the entirety of

which is incorporated herein by reference.

Field Of The Invention

[003] The present invention relates generally to electronic computer security, and
more specifically to methods and systems for controlling access to computing resources

bascd on known computing security vulnerabilities.

Background Of The Invention

[004] Electronic communication is becoming the industry standard for business
communications. Increasingly, office files, design documents, employee work products,
company information, and most other important business information is being created
and stored electronically on desktop computers, laptop computers, handheld computing
devices (collectively ‘personal computing device’ or ‘computing device’) and company
networks. At work, employees access such networks, along with their associated
corporate computing resources from their local computing device, on a daily basis in
order to perform their jobs. Away from work, employees similarly access such networks
and resources, typically through remote connections. Numerous types of electronic
conneclions are ubiquitous in the industry and well known to the reader, for example: dial
— up cennections, wireless connections, high-speed connections of various types, virtual

private network connections, and others.

[005] Security of such electronic networks has become a recognized, challenging

and growing problem. Inappropriate and/or unauthorized access to such electronic
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networks, and the compulting resources accessible there through, raises the risk of theft,
destruction and/or unauthorized modification of valuable data, information and
intellectual property. While local, on — site, security can be easily controlled through
physical constraints, remote electronic access to such networks and computing resources,

typically referred to as endpeint access control, is a more challenging problem.

[C06] Endpoint access controls have followed an incremental, evolutionary path.
Prior to the storage of sensitive data and the recognition of the security issues associated
therewith, there were no endpoint access controls. However, security issues such as data
theft, unautheorized access, fraud, ete., and the resulting concerns, created an industry -

wide demand for security solutions.

{007] The first generation of endpoint access control included operating system
services that controlled user access to one or more system resources, such as applications,
data files, configuration settings, etc. Users were permitted or denied access to these
resources based on a variety of factors, such as their login ID (which was authenticated
using a secret) and a secured profile of policy settings identifying permissions and/or
restrictions. These permissions werc generally static in that they were not context
sensitive in any other dimension than the user ID. There was no consideration of
environmental factors. This static nature of security services embedded into the

operating system remains relatively unchanged in many environments, to the present day.

[008] In the next step in the evolutionary path of endpoint security control, a series
of point solutions were created that address point security concerns by providing point
access contro!l capabilities. Examples of these point solutions include: personal firewalls
that restrict inbound and/or outbound access to specified applications, ports, addresses
and/or communication protocols; antivirus agents, anti-spyware agents and application
white-list management agénts that monitor, detect and/or restrict access to specific
system resources such as memory, registry keys, etc.; software update agents that
automatically update an application if it is not a specified version; data encryption agents
that encrypt specific files, the complete contents of specific folders, etc.; and physical

access control agents that restrict access to floppy drives, USB drives, CD-ROM drives,
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etc. These security agents are one-dimensional in that they look at a single aspect of the
endpoint’s security posture and make decisions on that basis. There is no integration of
data across these security agents - all of these security solutions operate autonomoeusly
and completely independent of cach other, with liftle or no communications between
them or awarcness of the state of other applications running on the endpoint. As with
operating system security services, these point solutions are also static. The business
logic and configurations of these point sotutions are not context sensitive. They typically
apply the same rules regardless of the user ID, user location, time of day, presence or
absence of ather security applications on the endpoint, configuration and state of other
security or management applications on the endpoint, etc. While providing relatively
stable and secure access control, such static endpoint controls remain inflexible and not
adaptable to user and business needs. They are very much in use today in many '

ENVITOoILUmnents.

[009] In the most recent evolutionary step, context awareness has been introduced
into the field of endpoint security contrel. Funclional examples of context awareness
capabilities on the market today include: if a named application is not running or is not
of a specified minimum version, access to network connectivity or certain applications
will be restricted or blocked altopether; if a user is in location X (as determined by an
assigned IP address, reachahility of a network host, or some other method of automated
location determination), the user is permitted outbound access using application X and Y
to nctwork servers on subnet Z, however if the user is in location Y (alternatively an
unknown location), the user is permitted outbound access using application X and W to
network servers on subnet V. In each of these examples, access to a resource (in the first
case an application, in the second case the network and communications protocols) is
context sensitive in the sense that the access privilege is conditional on the current state
of the endpoint (in the first case a certain application running, in the second case the
current location). However these solutions are limited in that they are only able to assess
a limited set of inputs and affect a narrow set of access privileges. Additionally, once an
access privilege has been granted, the decision is rarely revisited over the life of the
user’s connection ar access session, i.e. they could come out of compliance subsequent to

granting of access and will still retain access.
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[0010) Today’s access control solutions still lack significant functions and
capabilities. As one example, they lack the ability to form context-based access control
decisions using as decision inputs state information provided by point solutions that are
not context awarg, Further lacking is the ability to collect endpoint statc information
from multiple point solutions, collect endpoint state information from the environment
itself (e.g. information obtained from the operating system), and integrate the collected
Jinformation to form a higher-level holistic and intelligent view of the overall endpoint

state,

[0011] Today’s solutions further fail to provide extensibility of the endpoint state
information integration function so as to enable the collection and integration of endpoint
state information from a wide range of existing and future point solutions, applications
and the endpoint environment itself. They lack the ability to define and e¢nforce more
granular access control permissions and restrictions, including the extensibility of this

granular access control function to future access control objectives.

{0012] Today’s endpoint securities solutions do not provide the ability to define
conditional, parameter-based business logic with flexible compliance models. They lack
the ability to define via configuration settings parameter values for different users and
user groups, and further lack the ability to optionally and selectively notify an end user

when access control restrictions are being enforced on their endpoint.

[0013] Further desirable, and lacking, are useful, functional, management reports as

well as dynamic, functional and user-friendly access control capabilities.

[0014] It will thus be seen that today’s endpoint security control systems lack many

functionalities and capabilities of importance both to hands-on users and their employers.

Summary Of The Invention

[G013] There are provided herein methods and systems for flexibly managing
corporate security policies, typically to contrel access to local or remote computing

resources.
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[0016] In one embodiment of the invention there are provided methods and systems
for controlling the operation of a computing system in response to a security
vulnerability, one exemplary method comprising: the computing system running software
subject 10 at least one security vulnerability; establishing a policy based on the status of
the at least one security vulnerability including at least one rule and an analysis method
for determining compliance with the rule; receiving information relating to the status of
the at least one security vulnerability of the software program; processing the information
relating to the status vsing the analysis method; determining, based on the processing, the
compliance of the at least one security vulnerability in relation to the rule; and

controlling, based on the determining, the operation of the computing system.

[0017] In another embodiment of the invention there are provided methods and
systems for controlling the access of an endpoint computing system to a host computing
system in response to a securily vulnerability, an exemplary method comprising:
identifying within at least one of the endpoint and host systems a plurality of conditions,
cach condition having a statc; operating on at least one of the host computing system and
the endpoint computing system a software program subject to at least one security
vulnerabilily; establishing a policy based on the status of the at least one sceurity
vulnerability and the state of each of the plurality of conditions, the policy including at
Icast one rule and an analysis method for determining compliance with the rule; receiving
information relating to the status of the at least one known security vulnerability of the
software program; receiving information relating to the state of each of the plurality of
conditions; processing the information relating to the status of the at least one known
scecurity vulnerability and the state of each of the plurality of conditions using the analysis
method; determining, based on the processing, the compliance of the at least one security
vulnerability and the plurality of conditions with the rule; and controlling, based on the

determining, access of the endpoint system to a resource of the host computing system.

[0018] In another embodiment of the invention there are provided methods and
systems for generating signals to control the access of an endpoint computing system 1o a
resource in a host computing system, an exemplary method comprising: collecting a state

for each of a plurality of conditions in at least one of the endpoint computing system and
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the host computing system,; collecting a status of a known security vulnerability for a
software program operating on at least one. of the host computing system and the
endpoint computing system; identifying a policy for determining access of the endpoint
computing system to the resource, the policy including at least one rule and an analysis
method for determining compliance with the rule; processing, using the analysis method,
the state of each of the plurality of conditions and the status of the known security
vulnerability; determining, based upon the processing, if the conditions and the known
security vulnerability are in compliance with the rule; and generating, based upon the
determining, a signal usable to control the access of the endpoint computing system to the

resource.

[0019] In yet another embodiment of the invention there are provided methods and
systems for developing a compliance policy to control the access of an endpoint
computing system to a resource in a host computing systcm, an excmplary method
comprising: identifying a plurality of conditions in at lcast one of the endpoint computing
system and the host computing system, cach of the plurality of conditions including an
associated state, at least one of the plurality of conditions relating to a risk of a known
securily vulnerability; and developing a policy for determining the access of the endpoint
computing system 1o the resource, the policy including a rule and at least one analysis
method for processing the states of the plurality of conditions to detcrmine if the plurality

of conditions are in compliance with the rule.

Brief Description Of The Drawing Figures

[0020] These and other objccts, features and advantages of the present invention will
become apparent from a consideration of the following Detailed Description Of The

Invention in conjunction with the drawing Figures, in which:

[0021] Figurc 1 is a block diagram showing features of a security compliance system

in accordance with one embodiment of the present invention,

{0022] Figure 2 is a flow chart showing a process for managing security compliance

in accordance with an embodiment of the invention;
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[0023] Figure 3, is a functional block diagram showing the intcraction of agents,
managers, monitors and compliance engine in a security compliance system;

[0024] Figure 4 is a flow chart showing the flow of information between agents,

managers, monitors, and the policy management system;

[0023] Figure 5 is a block diagram showing an alternate embodiment of the invention
wherein various components of the policy rhanagement system are incorporated with in

the other computing systems;

[0026] Figure 6 is a flow chart showing a process for integrating known security risks

into a compliance system; and

[0027] Figure 7 ts a flow chart showing the operation of the analysis engine to

analyze agent data and develop a compliance policy.

Detailed Description Of The Invention

[0028] As used here in, examples and illustrations, as well as descriptive terminology
such as “exemplary” and “illustrative™ and variants thereof, are descriptive and non

limiting,

[0029] For purposes of describing the p'resent invention, the following specification is
arranged toptcally, in accordance with the following topics:
¢+ Overview
+  Description Of The System
s Establishing Agents And Managers
» Establishing Rules And Policies
* Administrator Policy Configuration
o Integration With Vulnerability Scoring Systems
s  Analyzing Agent — Collected Condition Data
¢ EnrdPoint Compliance Assessment Algorithms
» Matrix Analysis Algorithm

* Business Rules -Based Analytical Model For Policy Enforcement
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= Boolean Table - Based Analytic Model For Policy Enforcement

= Scoring — Based Analytical Model For Policy Enforcement

® Individual Agent Score Threshold Analysis And Enforcement

*»  Composite Agent Scoring, Threshold Analysis And Enforcement

»  Complementary Individual And Composite Agent Scoring, Threshold
Analysis And Enforcement

* Single Level Versus Multi — Level Agent Scoring, Threshold Analysis And
Enforcement

= Continuous Reporting Versus Exception Reporting Threshold Analysis and
Enforcement

= Matrix Algebra-Based Analytical Model for Policy Enforcement

s Contex:-Sensitive Threshold and Weighting Adjustments to Quantitative
Analytical Models for Policy Enforcement

= Statistics-Bascd Analytical Model for Policy Enforcement

= Data Summary-Based Statistical Analysis Methods

= Mean-Based Analysis Method

»  Moving Average-Based Statistical Analysis Method

»  Median-Based Statistical Analysis Method

= Mode-Bascd Statistical Analysis Method

»  Geometric Mean-Bascd Statistical Analysis Method

= Rate-Based Statistical Analysis Method

= Acceleration Rate-Based Statistical Analysis Method

»  Variability-Based Statistical Analysis Methods
- Min-Based, Max-Based and Range-Based Statistical Analysis Method
- Standard Deviation-Based Statistical Analysis Method
- Coefﬁcicnt of Variation-Based Statistical Analysis Method
- Number of Occurrences-Based Statistical Analysis Method
- Occurrence Frequency-Based Statistical Analysis Method
- Cumulative Distribution-Based Statistical Analysis Method
- Sampling Distribution-Based Statistical Analysis Method
- Sampling Distribution-Based Statistical Analysis Method
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= Linear Regression-Based Analysis Method
= Filtering Analysis
»  Application of Methods to All Endpoint State Data Elements
= Application of Methods to Non-Numeric Endpoint State Information
* Application of Analytical Methods to Composite Endpoint Compliance
Assessments
»  Exception Reporting of Analyses Resuit
*  Non-Exclusivity of Analyses Methods
=  (Combining Analyses Methods
» Real Time Adjustment of Sampling Frequency
s Managing Endpoint and Host Operation
¢ Communication of Endpoint State Information, Endpoint Compliance Analysis
Results And/Or Compliance Actions to a Remote Computer
» Implementation Method 1 - Endpoint system Only
¢ Implementation Method 2 — Centralized endpoint system policy management
¢ Implementation Mcthod 3 — Centralized host system policy management
s Implementation Method 4 — Centralized analysis engine and compliance analysis of
individual systcms
o Implcmentation Method 5 — Centralized analysis engine and compliance analysis of
multipte systems
o  Implementation Method 6 — Policy management system as in-band access control
mechanism
e Data Sharing

¢ Remote Administrator Notification and Control

Qverview

[0030] The present invention provides new and improved methods and systems for
flexibly monitoring, evaluating, and initiating actions to enforce security compliance
policies. As will be seen from a consideration of the detailed description of the invention,
provided below, benefits and advantages of the present invention include:

o The collecticn of a wide ranpe of endpoint state information. The enumeration of
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state policies regarding preferred, required and prohibited states.

o The erumeration of action policies regarding required, permitted and prohibited
actions to take when the endpoint is partially or entirely in or out of compliance with
state policies.

o An analysis engine enabling comparing current states, state policies and action
policies and reaching decisions on actions to permit, prevent, or automatically initiate.

o A flexible methodology for assigning numerical values to current state information,
state policies and action policies so that a variety of quantitatively-based analysis
moadels can be used to determine security compliance.

c An enforcement capability that can operate persistently, constantly measuring
compliance, with an ability to dynamically adjust access privileges subsequent to an
initial granting of privileges.

o An ability to create and adjust a ‘sliding scale’ having different levels of overall
security risk tolerance or conversely an overall minimum security threshold that
allows or prevents access to specific hardware, software and/or computing resources
depending on the degree of compliance with level-specific security policies and in
particular the specific types of noncompliance that exist at each level.

o A compliance analysis engine that supports use of a range of different analvtical
methods and models so that optimum models can be invoked and applied, depending
on situational factors.

o The initiation of and controlled access to a wide range of software and hardware

actions.

Description of the System

LT H

[0031] As used here, the terms “illustrative,” “example,” “includes,” and variants

thereof are exemplary and not exclusive or otherwise limiting.

[0032] With reference now to Figure 1, there is shown there is shown a system 100,
including a host system 102, an endpoint system 104, and a policy management system
106. In accordance with the present invention and conventional use, host system 102

comprises a secure, access—controlled processing system where-to remote systems such

as endpoint system 104 connect to access data, processing capacity and host-accessible
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resources. Policy management system 106 provides rules and policies concerning the
connection of remote cndpoint systems 104 to host system 102. Host system 102,
endpoint system 104, and policy management system 106, are interconnected to

communicate through a conventional electronic network 108, such as the Internet.

[0033] Considering in detail host system 102, the system is seen to include, ina
conventional manner, a processor and user & communications interface 102A, as well as
conventional storage components 102B, operating systems and software (typically
contained in storage and operated by the processor) and other conventional components,
Further associated with host system 102 are a variety of resources, indicated at 102G,
accessible directly or indirectly through the host, including, for example: user data, user
applications, physical ports, data storage devices, dial adaptors, network interfaces, and
other resources as will be apparent to the reader. Further contained within host 102 are a
plurality of conditions 102F. These conditions are monitored by agents 102E, the agents
collecting and transmitting information to agent managers 102D for aggregation by agent
monitor 102F. The various conditions, as well as the agent functions, are described in
detail herein below. Host 102 may comprise, for example, a processing system of the
type typically owned, managed and/or operated by a business to support the operation of
its employees. [t may comprise a server, enterprise system, personal computer, laptop,
personal digital assistant, mobile communications device such as a ‘smart’ tetephone, or
any other type of remotely accessible system. In a conventional manner, host system 102
may include conventional security features for controlling access to the data and

resources thereon.

[0034] Host system 102 may be consolidated at a single location or comprise a

plurality of systems dispersed over multiple locations.

[0035] Continuing with reference to Figure 1, endpoint system 104 comprises any
processing systemn capable of interconnecting with host system 102, for cxample: a laptop
computer, personal computer, server system, enterprise system, personal digital assistant,
cellular telephone, ‘smart’ telephone or other personal device, or any other processing

system capable of remotely accessing host system 102 for the purpose of accessing the
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resources available there on. Endpoint system 104 is seen to include, in a conventional
manner, a processor and user & communications interface 104A, as well as conventional
storage components 104B, operating systems and software (typically contained in storage
and operated by the processor) and other conventional components. Further contained
within host 104 are a plurality of conditions 104F. These conditions are monitored by
agents 104k, the agents collecting and transmitting information to agent managers 104D
for aggregation by agent monitor 104F. The various conditions, as well as the agent

functions, are described in detail herein below.

[0036] Considering now the details of policy managemecnt system 106, in the
illustrated embodiment, the systcm comprises a conventional processing system, for
example a server computer, enterprise computer, personat computer or a notebook
computer. Accordingly, the system is seen to include, in a conventional manner, a
processor and user & communications interface 106A, as well as conventional storage
components 106B, operating systems and software (typically contained in storage and
operated by the processory and other conventional components. In accordance with the
present invention, policy management system 106 is seen to include a compliance
analysis enginc 106C as well as various policy information stored within storage system
106B. As will be seen from the description below, compliance analysis engine 106C,
typically comprising software in data storc 106B running on hardware 106A, functions to
receive system condition information and process that condition information in
accordance with the security policies, such as are stored within data storage 106B, in
order to generate security rules. Analysis engine 106C can comprise a portion of the
capacity of processor 106A and/or one or more dedicated and/or shared separate

processor(s).

[0037] In accordance with a feature of the present invention, the policy data stored
within data store 106B can contain multiple sets of policy data for use by different
endpoint systems 104, for use by different host systems 102 and for use by the policy

management system 106 itself.
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[0038] In various embodiments as described in further detail below, the functions
incorporated and described with respect to policy management system 106 may be
contained 1) within endpoint system 104, ii} within host system 102, iii) as a stand-alone
network device otherwise connected to network 108, and/or iv) distributed in various
combinaticns of the foregoing. See, for example, Figure 5 wherein a compliance analysis
engine 106C is shown in each of endpoint systems 104 {engine 106C") and host system
102 {engine 106C*"). Tt will be understeod that the various other features of policy
managenient system 106 may be performed by the existing components of the endpoint
and host systems, or otherwise duplicated, replicated, or omitted within those systems as
required to perform the appropriate functions as described herein. Further, as used here
in, references to the policy management system includes where appropriate only those

components and functions necessary to perform the described functions.

[0039] In other embodiments of the invention, host system 102 is used to control
access to a network, for example a private network. In one such embodiment, host 102
comprises a gateway or other type of access control system to a network such as a private
network. In another such embodiment, host 102 functions to make compliance and
access assessments in accordance with the present invention, and forwards the results of
such assessments to another access controller. In such instances, the present invention is
used to control access by an endpdim such as endpeint system 104, to a network, limiting
or permitting endpoint system 104 to access specific network resources based on its

current level of compliance.

(0044 As described herein, the various subsystems, agents, processes and managers
can be implemented using hardware components, software components and/or

combinations thereof.

[0041] With reference now to Figure 2, there is shown a process 200 in accordance
with the present invention for controlling the access of a user such as endpoint system to
a computing resource. As noted above, the present invention may be used to control
access between different systems such as an endpoint system and a host system, or within

a system, such as to particular resources available within the system.
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Establishing Agents & Managers

[0042] As used here in, and generally in accordance with the accepted definition in
the art, “agents” operate to determine the status of particular conditions in a system, as
described herein the host system 102 and endpoint system 104. It will be understood by
the reader that the mvention is equally applicable to controlling access to resources
within a single system as to between systems. For purposes of explanation, the invention
will be described with respect to controlling the access of endpoint system 104 to host
system 102. However, as described above, the invention is equally applicable to
controlling access within host system 102 and/or endpoint system 104, as well as other

computing systems.

[0043] Apain, as is gencrally in accordance with the accepted definitions in the art,
an “agent manager” operates 1o control the function of as well as to aggregate data
collected by the various apents.  An “agent monitor” functions to aggregate the data
collected by various agent managers. The vérious agents, managers and monitors can be

implemented in hardware, software, and/or combinations thereof.

[0044] When used 1o describe the operation of an agent, the terms “state,”
“condition” and variants thereof are used synonymously to describe the status of the

agent.

[0045] Considering first the selection of conditions to monitor within endpoint 104
(step 202), there are many different data sources and data elements that can be examined
to asscss the state of the endpoint, form compliance assessments, and ultimately make

potlicy-based access control decisions regarding local and remote computing resources.

[G046] Individual configuration data elements such as antivirus heuristics scanning
status, and state data elements such as ‘is antivirus currently operating’, can be obtained
by cstablishing an intcrface to an agent specifically designed to collect and report that
piece of information. Such configuration states and data elements are indicated in the
drawing Figure 1 as conditions 104F, The agents 104E can comprise a component of the
endpoint system or an externa! service provided by third party software. The endpoint

system includes one or more agent managers 104D, These agent managers collect state
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information from individual agents 104E or the gereral computing environment,
including the operating system version, registry settings, and others as will now he
apparent to the rcader. An agent monitor 104C functions to collect and process

information from the various agent managers 104D, in the manner described below.

(00473 A given inspection agent may provide a granular or broad means to indirectly
assess configuration state and data elements and may provide numerous pieces of statc
configuration and state information to the endpoint’s agent managers 104D. For example
the responsce to a query regarding the state of a configuration setting might simply be true
or false, whereas the response to 2 query regarding what viruses are currently being

monitored for could be an enumerated list of thousands of virus names.

10048] Agents running on endpeint 104 and performing related or similar functions
can generally be grouped into categories. For example, an antivirus client/agent, an anti-
spyware agent, a content filtering agent and an applications white-list agent can be

grouped into a ‘security agent’ category.

[0049] It will be understood by the reader that the universe of monitorable
conditions, sources of state information, will expand and evolve over time. For example,
new operating system services may come available, new categories of security
applications may cmerge, sccurity point solutions may become integrated, transport
technologies will continue to evolve, transport hardware will evolve, features of security
point solutions will evolve, elc. Therefore the present invention contemplates the
addition, modification, or removal of agent components as needed over time,
Furthermore, different customer needs will warrant monitoring or conversely not warrant
moniloring of selected conditions. The present invention is extensible to be able to take
advantage of new sources of information as they become commercially available or as
customers request support for new or existing products. The agents, managers and
policies are also desirably flexible since, depending on the presence or absence of
operating system facilities, third party applications, etc. not all condition information may

be available simultanecusly. Therefore endpoint 104 is configured so as to be able to
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add, modify, or remove agents on a per user basis and to further customize or adapt a

given configuration of the endpoint’s software components over time.

{0050] Illustrative conditions 104F that are available and may be used for assessing
endpoint state information are as follows. Note that not all of these conditions will be
needed at any onc point in time, i.e. when different system events occur, different pieces
of endpoint state information hecome relevant. It will be understaod that different items
of interest may be monitored at different times, and different users will have different

items they are interested in monitoring,

[0051] User state information includes:

o User ID, User group(s) membership (e.g. reseller, customer, business unit, division,
department, etc.),

e Userrole(s)/position {e.g. sales, executive, clerical worker, mobile professional,
system administrator, etc.),

e Uscrworkgroup, and

» User security group.

[0052] Authentication state information includes:

= Authentication method (e.g. no authentication, reusable password, one time password,
biometrics, smart card, etc.),

= Authentication source (E.g. local to the machine or 1o a remote authentication
database across a network),

« Authentication success/failure result, Password strength, Age of password, and

Number of successive login failures.

[0053] Endpoint hardware Information includes:
s Endpoint hardware owner {public kiosk, user-owned, corporate asset, ete.)
* Endpoint hostname
e Hardware configuration and state, such as:
o CPU type
o Total system memory

o Free memory
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o Etc
BIOS:

o Vendor

o Version
o Individual settings
* Drive mappings
» Supported pointing devices
s Enabled and active pointing devices
s Current power source
s Battery charge level

» System temperature

[0054] Endpoint Operating System Information includes:
e Base OS version
¢ Installed service packs
s Installed patches
s State of OS configuration settings (enabled/disabled options, services settings,
option settings, etc.)
s Currently active OS services
s Default language

» Installed language packs

[0055] Operating System Services Information includes:

s Intra-application and Internet-application copy/paste service (e.g. Microsoft
Windows Clipboard)

[0056]  Network Services Information includes:
s DNS:
o Current primary and secondary DNS servers
o Size of DNS cache
o Number of DNS queries
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[0057]

o DNS queries serviced by local DNS cache
ICMP:
o [ICMP messages transmitted
o [CMP messages received
ARF:
o Contents of ARP cache
o Number of ARP requests
o Number of RARP requests
Network protocols enabled
IP settings:
o Current TTL setting for outbound IP packets
o [P address
o Default gateway
o Subnet mask
UDP/TCP
o Window size
HTPP:
o HTTP requests sent
o HTTP request transmission rate -
o Number of requests to a given host

o Number of requests'to a given domain

Number of requests to a given [P address or address rangeFile System

Information includes:

Read/write status of a named file

Access privileges to a named file

Access privileges to a named folder or directory.
File being deleted

File being created

File being opened

File being overwritten
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[0058]

[0059]

Application Information includes:
Installed application information
o Vendor
o Version
o Configuration settings
o License ID
o Digital signature
Running applications
Running processes
Current priority level for each running application
Application being opencd
Application being closed
Memory consumed by each running application
Application update history information
Preferred application priority
Number of times an application is opened, per hour, per day, per weck, per
month, etc.
Transaction response time for specific application transactions

Number of times a specific application transaction occurs

Application-Specific Information includes:
Email:
o Version in use
o Max number of emails per minute
o Number of emails received and in inbox or other mail folders
o Email arrival rate
o Email reception rate
o Email attachment count
o Email attachment size
© Number of recipients in emails sent

Web browser:
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o URLs being accessed

[0060] Data Information includes:

« Local data being accessed

« Application accessing the local data

« Remote data store being accessed

e Application accessing the remote data

» Remote data elements be accessed

» User access privileges for data being accessed

= Data being copied or saved to a local external storage device (e.g. USB thumb
drive)

¢ Data being transmitted to, copied to, or saved to a remote location

* Remote location data being transmitted to

¢ Remote location data being retrieved from

¢ Specific text strings (including support for wildcards and logical
AND/OR/ELSE/NOT combinations) contained in a file, in a document, in an

email, in a communications message, ctc.

[0061] Data Backup Information includes:

¢ Backup program information
o Vendor
o Version

¢ Backup configuration settings:
o Specific data to be backed up (e.g. files, folders, modified documents,

tables, records, etc.)

o Backup type (e.g. incremental, whole)
o Backup destination

»  Amount or volume of data to be backed up

» Date of last backup

s Date of next backup
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s Backup agent state (e.g. active, idle}

[0062] Antivirus Agent Information includes:
* Antivirus agent information
o Vendor
o Version
o Signature files version
s Antivirus-specific configuration settings, (e.g. scan whole system, specific
folders, specific files, run scan at startup, run scan every X days, signatures
update frequency, ctc.)
e Amount or volume of data to be scanned
¢ Date of last update

e Antivirus scanning state (e.g. active, idle)

{0063] Personal Firewall Agent Informeation includes:
s Personal firewall agent information
o Vendor
o Version
= Personal firewall-specific configuration settings (e.g. user notify, silently discard,
event legging, event log uploads, blocking enabled/disabled, etc.)
e Permitted/Restricted outbound applications, protocols and/or destinations
s Permitted/Restricted inbound applications, protocols and/or destinations
s Date of last software update
s Date of last profile update

s Personal firewall state (e.g. actively blocking, blocking disabled, etc.)

[0064] VPN Client Information includes:
e VPN client program information
o Vendor

o Version
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VPN client-specific configuration settings (e.g. default profile, split tunneling,
authentication method, ete.)

» Date of last software update

s Date of last profile update

s VPN tunnel state {c.g. connecting, connected, disconnecting, disconnected)

[0065] Anti-Spyware Agent Information includes:
s Anti-spyware agent information
o Vendor
o Version
o Signature files version
» Anti-spyware-specific configuration settings, (e.g. scan, whole system, specific
folders, specific files, run scan at startup, run scan every X days, signatures
update frequency, eic.)
o Date of last update

s Anti-spywarc agent scanning state, (e.g. active, idle)

[G066] Data Encryption Agent Information includes:

* Data encryption agent information
o Vendor
o Version

o Data encryption-specific configuration settings
o Method of user authentication
o Specific data to be encrypted (e.g. files, folders, modified documents,

tables, records, etc.)

o Encryption type (e.g. AES, digital certificate, TPM chip, etc.)

« Data encryption agent state, {e.g. active, idle)

[G067] Content Filtering Agent Information includes:
* Content filtering agent information

o Vendor
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o Software version
o Blocked sites file version

¢ Content filtering agent-specific configuration settings
o Method of filtering (e.g. local list, proxy server)
o Specific sites or site categories to be filtered
o Event logping
© Log upload

¢ Content filtering apent state, (e.p. active, idle)

o Date of last software update

s Date of last filter list update

e Local HTTP/HTTPS proxy settings for remote HTTP/HTTPS proxy scrver

f0068] Asset Management Agent Information includes:

= Asset management agent information
o Vendor
o Software version
o Asset reporting profile version

« Asset management agent-specific configuration settings
o Information being recorded
o Log upload destination server

s Asset management agent state, (¢.g. active, idle)

» Date of last software update

¢ Date of last prefile update

[0069] Lecation Information includes:
» Geographic location
» Physical location on the corporate campus
s Location category:
o Directly connected to corporate network
© Home

o Public wireless location
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o Hotel
o Approved kiosk
o Public wired broadband location
* Remote and connected to corporate network viaa VPN

» Reachability of specific remote hosts or networks

[0070] Time-Based Information includes:
s Local time of day
» Time of day at destination
»  Day of week
* Day of month

[0071] Wireless Connection Information includes:
s Permitted SSIDs
» Prohibited 8SIDs
s Suspect SSIDs
o  Configuration of current wireless connections, e.g.
o Bluetooth:
* Current connection details
= Permitted connections configuration settings
o Wi-Fi and other IEEE 802.1 wireless data communication link protocols
= Current connection details, e.g. ad hoc mede, network node, WEP,
WPA, WPA2, 802.1x, key length, etc.

= Permitted connections configuration settings

[0072] Avail_able Connection Information includes:
* Available network connections
» Specific network devices available (specific adapter or modem in use)
s Network technologies available (Wi-Fi, wired, mobile data, dial, etc.)

¢ Theoretical bandwidth available
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o (Cost per minute/cost per megabyle
* Network service provider

» Link encryption options

[0073] Active connection information includes:
s Specific network device in use
s Network technology in use
» Theoretical available bandwidth
s Current bandwidth
» Average bytes/sec output
s  Average bytes/sec input
s Cost per minute/cost per megabyte
» Network service provider
+ Network printing status
s Link encryption method
s Authentication method
¢ Network bytes received

s Network bytes transmitted

[0074] Subsequent to identifying the various conditions to be monitored within
endpoint system 104 (step 202}, the various agents 104k and agent managers 104D and
agent monitor(s) 104C are identified and configured for monitoring those various
conditions (step 204). For example an agent manager 104D may be configured to query a
vendor-specific API exposed by a third party antivirus agent, may be configured to query
an operating system service periodically to determine if the endpoint has an active
network interface and if so, the [P address of that interface, etc. Multiple managers 104D
may be separately configured to moniter multiple agents 104E and multiple monitors
104C configured to aggregate manager data. In summary, agent managers are configured

to monitor the conditions of interest such as one or more of those described above.
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[0075] Agents can be free standing external software applications, system services
provided by the operating system or dedicated, special-purpose monitoring processes that
are part of the monitored system itself. Agents can moniter both software activity and
hardware activity. A typical method for monitoring hardware information is through the
use of hardware device drivers and other similar operating system services. Examples of
freestanding agents are antivirus client, personal firewall, anti-spyware, anti-phishing
agents, data backup agents, ctc. Agent monitor 104C can comprise software, hardware
and/or a combination thereof, and is functional to collect or aggregate the input from the
various agents, through the agent managers, and communicatc that data for processing as

described herein.

[0076] With reference now to Figure 3, there is illustrated diagrammatically an
exemplary series of agents 104E connected to monitor exemplary endpoint conditions
104F such as those listed above. The agent monitors 104C perform overall endpoint
monitoring through the use of individual agent mangers 104D, each of which monitors
one or more specific agents 104E, the individual agent managers 104D aggregated by an
agent managemsnt service 1041)°. As previously mentioned, different configurations and
policies will require the use of differcnt individual agent managers and different specific
agents. Further illustrated in Figure 3 is the communication of the agent data to the
compliance analysis engine 106C for processing in accordance with the methods

described herein below.

Establish Rules & Policies

[0077] With reference now back to Figure 2, subsequent 1o the identification of the
conditions to be monitored and the establishment of the various agents, agent managers
and agent monitors as described above, there are next established rules and policies for
controlling the access to local resources on the endpoint system 104 or remote host
system 102 (step 206).

[0078] The policies established to control access to host system 102 and/or access to
local host resources 102G as described above, can specify a number of behavioral options

for endpoint system 104. These policies are typically established by the operator of host
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system 102 or the adminisirator of endpoint system 104, and stored in the policies storage
section 106B of policy management system 106, Configuration policies specify a
number of behavioral options for the client. As described here in, configuration policies
include both the configurable behaviors of the compliance analysis cngine and the
security policies of the systems. Configuration policy behaviors supported by the client

include:

[0079] Endpoint inspection management policies, including:
s Enumerated list of endpcint data categories to monitor or not monitor
s Enumerated list of sensors within each category to monitor or not monitor
s Method of monitoring for cach sensor (e.g. active polling, or passive rceeipt of
events)
* Frequency of monitoring for each sensor
+ Enumerated list of data elements to be sampled with the following parameters
identified for each sampled:
o Whether sampling 1s to occur a regular basis, or whether it is to be
initiated as a result of a system event
= [ sampling is to be initiated in response to a system event:
¢ The event (e.g. an application being launched, a network
connection being established, a user opening a file, a
system login event, an application login event, an antivirus
agent compliance violation, etc.)
« Ifapplicable, a threshold value and type (e.g. 5 times a
minute when antivirus compliance score is below 75%,
emalil transmission rates above 5 per minute, etc.)
o Number of samples to collect for a compliance evaluation cycle
o Sampling interval (if applicable)
o Acceleration window interval (if applicable)
o Whether sampling and results reporting method should utilize a successive
stop/start windowing method or a sliding window method (e.g. for moving
average-type calculations).

s Enumerated list of data elements to be sampled on a regular or threshold basis,
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and the corresponding sampling interval

s Enumerated list of policies and thresholds for which the sampling frequency must

be adjusted when a threshold is reached. For each policy one or more of the

following parameters must be defined:

=]

0

O

O

Threshold value
Upper and lower threshold value {for range-based thresholds)
Sampling parameters (e.g. count, interval, etc.) when out of range

Sampling parameters (e.2. count, interval, etc.} when in range

f0080] Compliance Engine Management, including:

s Enumerated list of analytical model(s) to use for different endpoint data clements

o

)

o]

c 0o 0O 0

O

o]

Business rules

Boolean tables

Matrix method 1

Matrix method 2

Mean method

Moving average method
Variance method

Standard deviation method

etc.

» Enumerated list of compliance thresholds for different endpoint data elements:

(@]

<G

o

Q

o]

Min value

Max value

Required range (min and max value)
Variance

Standard deviation

* Composite scoring inputs:

o]

<

o]

Mandatory inputs
Exception based
Combined

*  Enumerated list of items that are mandatory inputs into the
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composite score
* LEnumeraied list of items that are ¢xception inputs into the
composite score
s  Composite scoring calculation method:
o Discrete
o Time base
*  Sampling interval
=  Number of samples
e Hostname of remote computer management application to which endpoint
information should be sent
* Type of information to send to management application, e.g. raw collected data,
compliance analysis results, compliance actions scheduled to occur, ete.
s Frequency with which client should query policy management server to look for

and retrieve any available policy updates.

[0081] Action Management information including:
* Enumcrated list of action categories to enforce or not enforce

s Enumerated list of actions within each action category to enforce or not enforce

[0082] Enumerated State Policies information including:

¢ Endpoint Hardware Configuration Policies

» Permitted devices types

» Required device manufacturer

¢ Required device version

e Minimum free hard drive space

o Required device serial number

» Required device asset tag

e Removable storage device permissions
s Required operating system version

¢ Required operating system patches
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» Required operating system configuration settings

* Permitied operating system configuration settings

[0083] Endpoint Data Storage Device Access Policies information including:

e Prerequisites for a named 170 port or storage device to be permitted to be accessed
as read only

e Prerequisites for a named I/QO port or storage device to be permitted to be accessed
as read/write only

s Prerequisites for a named [/O port or storage device to be permitted to be accessed
as write only

+ Enumerated list of applications permitted to access named [/O ports or storage

devices

[0084] Printer Access Storage Policies
* Prerequisites for a named printer to be permitted to be used

» Named applications allowed to access named printers

[0085] Authentication Policies
+ Password reset age or date
* Password expiration age or date
¢ Required user location to allow password reset activation
¢ Permitted authentication methods for system access

s Permitted users to be logged into this endpoint

[0086]  Application Policies
¢ Permitted applications per named user
+ Permitted application versions per named user
» Permitted applications for a specified endpoint hardware configuration

e Permitted transactions per named application per named user
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s Prerequisites for a named application to be permitted to run
« Endpoint state conditions that require a named application to be exited
immediately,
s Applications to automatically uninstall upon detection
» Applications to automatically uninstall if usage falls below a specified threshold
of use {(e.g. number of times opened or uscd per day, per week, per month, etc.)
s Default OS prierity level when running
* Preferred OS priority level when average CPU utilization exceeds threshold
» Application priorities when average CPU utilization exceeds threshold
+ Application priorities when instant CPU utilization exceeds threshold
¢ Minimum frec memory requirements to be permitted to run a specified
application
» Cumulative frequency thresholds for named transactions (e.g. 90% of all new
order upload transactions must complete within 5 seconds)
» Enumcrated list of applications to back up.
o Preconditions/prerequisites for initiating backup, e.g.
* When user is connected 10 corporate network via a VPN AND
»  User has a wired broadband connection OR
®*  User has a Wi-Fi connection
¢+ Required operating system patches to run a specific application
» Reqguired operating system configuration settings to run a specific application

s Required HTTP/HTTPS proxy settings

[0087] Data Access Policies
o [Local data permitted to be accessed
» Local data permitted to be modified
= Remote data permitted to be accessed
¢ Remote data permitted to be modified
» Local files permitted to be deleted

= Remole files permitted to be deleted
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¢ Data permitted to be transmitted to remote locations

s Remote locations data permitted to be transmitted to; Enumerated for each file,
folder and/or file type

* Rcquired security posture to have read or read/write privileges to specific data

s Local data permitted to be accessed by authentication mcthod

s Remote data permitted to be accessed by authentication method

* Local data permitted to be modified by authentication method

+ Remote data permitted to be modified by authentication method

¢ Data permitted to be transmitted to remote locations by authentication method

s Data permitted to be transmitted to remote locations by link encryption method

[0088] Bata Backup Policies
* Enumerated list of folders and/or files to back up.
o Preconditions/prerequisites for initiating backup
= Example:
e  When user is connected to corporate network viaa VPN
AND
s User has a wired broadband connection OR
» User has a Wi-Fi connection
=  Examplc:
e [Initiate incremental backup when:
o When user authentication fails 3 successive times
AND
o Wired broadband network connection exists OR
Wi-Fi network connection exists
» [Initiate full backup when:
o When user authentication fails 3 successive times
AND
o Network connectivity exists over any transport type

» Initiate full backup when:
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o User is connected directly to corporate network OR
User is remotely connected to corporate network via
a VPN AND
o User authentication fails OR User access privileges
have been revoked
o  Maximum number of days, or hours between data backups for incremental
backups
o Maximum number of days, or hours between data backups for full backups
» Data to be backed up in incremental back ups
s Data to be backed up in full back ups
» Data to be backed up when not attached to corporate network
s Data to be backed up when connected via a VPN to corporate network over a
specified transport

e Data to be backed up by specified link encryption method

[0089] Endpoint Location Policies
¢ Pcrmitted remote locations

s Pcrmitted corporate office locations

[0090) Authentication Policies
s Pcrmitted authentication methods
*  Max number of days between password resets

» Max number of authentication failures

[0091] Network Access Policies
+ Permitted network addresses and/or address ranges allowed to be aceessed by the
user
» Permitted network addresses and/or address ranges allowed to be accessed by a
specific named application

» Required applications to be running in order to enable a specified network adapter
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* Required applications to be running in order to enable a specified modem
» Permitted network transports
* Permitted network devices
+ Permitted network service providers
+ Permitted hotspots
» Permitted dial numbers
s Permitted wired broadband locations
» Permitted link encryption options by transport
+ Cost per minute limit
+  Cost per megabyte limit
* Permitted authentication methods
* Maximum connection duration by transport
+ Maximum bandwidth consumption by transport
+ Days of week network connectivity permitted
s Time of day network connectivity permitted
+ Permit local application X, Y and Z to have network access
o  When antivirus is running AND
o When personal firewall is running AND
o Antivirus vendor is Symantcc AND

o  Antivirus version is v5 or greater

[0092] CPU Utilization Policies
o CPU utilization threshold for triggering application prioritization adjustments
e (CPU sampling inferval
s CPU sampling window
s Sampling methed (fixed interval, moving average, combined, etc.)
o Enumerated list of applications to disable if instant CPU utilization threshold
exceeded
» Enumerated list of applications to have operating system priority levels forcibly

changed if instant CPU utilization threshold exceeded
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= Enumerated list of applications to disable if average CPU utilization threshold

exceeded

» Enumerated list of applications to have operating system priority levels forcibly

changed if average CPU utilization threshold exceeded

» CPUincrease rate

[0093] Application-Specific Policies

s Email:

O

Q

Q

o

Permitted and/or restricted source email addresses or domains

Permitted and/or restricted destination email addresses or domatins
Maximum number of outbound emails per minute

Maximum number of inbound emails per minute

Permitted recipients when email contains a specific text string (support for
wildcards and logical combinations of AND, CR, NOT, ELSE, IF, ete. is
supported)

Rate of outbound emails

¢ Web browsers

o

O

o

o

Permitted URLs or domains
Restricted URLs or domains
Permitted web sites/content

Prohibited web sites/content

[0094] File System Policies

o Files to automatically delete upon detection

» Format disk policies, e.g.:

o]

o]

When incremental or full backup has occurred within the last e.g. 72 hours
AND

User fails authentication 3 successive times

» File protection policics, e.g

¢ Set data files to read only when e.g.
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o When antivirus is not running OR

o When antivirus reports an infected system

[0095] Antivirus Policies
¢ Permitted vendor(s)
¢ Permitted product name(s)
e Permitted version(s) for named vendors
e Max permitted antivirus update age
s Required antivirus product
# Required antivirus version
s+ Required antivirus configuration settings
« Required antivirus runtime status
s Required virus definition files minimum version
» Required frequency of updates to virus defimtion files
» Enumerated list of virus threats with attack type and severity level identified for

cach

[0096] Personal Firewall Policies
» Required firewali pro.duct
» Required firewall version
+ Required firewall configuration scttings

s Required firewall runtime status

[0097] Anti-Spyware Policies
» Required anti-spyware agent product
» Required anti-spyware agent version
» Required anti-spyware agent configuration settings
* Required anti-spyware agent runtime stalus

e Required anti-spyware signature files minimurm version

36of 118

Palo Alto Networks - Exhibit 1002
Palo Alto Networks v. Taasera - IPR2023-00574
Page 58 of 279



Attorney Docket No. 13083900621 PATENT

» Reguired frequency of updates to anti-spyware definition files
» Enumerated list of spyware threats with attack type and severity level identified

for each

[0098] Endpoint Patch Management Policies
» Required patch management agent product
» Required patch management agent version
s Required patch management agent configuration settings
» Required patch management agent runtime status

» Required frequency of updates to patch management definition files

[0099] The solution provides the ability to add support for additional policies in the
future.

[0100] Wireless Signals Policies
» Minimum signal strength to connect to Wi-Fi transport
» Minimum signal strength to connect to CDMA EV-DO transport
» Minimum signal strength to connect to CODMA 1xRTT transport
s Minimum signal strength to connect to GSM transport
¢  Minimum signal strength to connect to GPRS transport
» Minimum signal strength to connect to EDGE transport
»  Minimum relative signal strength
= Permitled wireless network connectivity modes, e.g. Wi-Fi ad hoc mode, Wi-Fi

infrastructure mode, 802.1x authentication required, 802.1x authentication type

[0101] Active Network Connections

»  Minimum average bytes out/sec threshold

Administrator Policy Configuration

[0102] The invention includes a graphical user interface application accessable
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through 106A that allows an administrator to: view available options for endpoint
inspection using centralized policy management system 106, view compliance policies
and policy enforcement actions, specify the policies of interest to them, and specify
specific values for cach policy of interest. All changes made by the administrator are
saved to the policy database 106B and made available for all endpoint systems 104 or
host systems 102 in the policy group to which those policy settings apply. Alternatively,
this functionality could be included in a graphical user interface application on the
endpoint system 104 or a graphical user interface application on the host systemn 102,
when users or local administrators of thosc computing devices are responsible for

configuring their own policy settings locally.

[0103] Onc additional function of the policy manapgement system 106 is the ability to
receive and respond to policy update requests from endpoints 104 and hosts 102. The
endpoint system 104 and/or host system 102 are configured via a policy setting to
periodically query one or more remote policy database(s) 106B residing on the policy
management systcm 106 and retrieve updated information about new policies and
updated policy settings. The precessor then stores this infermation in a local data

Tepository.

[0104] Because the number of policy options can be daunting, the policy
management system user interface 106A can provide a control that allows an
administrator to effectively summarize on a sliding scale, e.g. 1-5, High/Medium/Low, 1-
100, ete. their desired security posture, or conversely their security posture
noncompliance tolerance. A set of data tables in the policy management database maps
each setting on this sliding scale to the enablement and/or disablement of specific policies
and policy actions, as well as specific compliance thresholds or scores. This greatly
simplifies the administrator’s task when establishing and configuring policies. A
‘Custom’ or comparable user interface control is also made available that allows an
administrator to bypass the summary control and directly access the complete set of

granular policy settings. The values in the data tables used to map a summary security
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level to specific policies and compliance thresholds are of course able to be changed by

the database administrator at any time.

Integration With Vulnerability Scoring Systems

[0105] Many computer hardware and software vendors are known to maintain a
running list of known security vulnerabilities in their products. See for example vendor
Web sites:

¢ www.microsoft.com/technet/security/alerts/matrix.mspx

e www.cisco.com/en/US/products/products_security advisories_listing.html

As used herein, references to software and software programs to describe a security
vulnerability are to be interpreted in their broadest sense, including software such as
application programs, operating systems and drivers, combinations of software and

hardware and hardware,

[0106]  Because cach vendor has their own terminology, definitions and subjective
view of what constitutes a vulnerability and the degree of risk or exposure a given
vulnerability represents (i.e. its severity), there are several industry initiatives to
standardize vulnerability definitions and scores. See for example:

«  www.kb.cert.org/vuls

o www.first.org/cvss/cvss-guide.html

[0107] Depending on the source, information that may be published about each
vulnerability includes information such as descriptive parameters that describe the
hardware or software at risk (e.g. Intel-based hardware running Windows XP Service
Pack 2), possible system impacts (e.g. memory buffer overflow, unauthorized remote
control of the computer, etc), severity type, severity level, sources of more information,

date vulnerability was first reported, etc.

[0108] Vendors often use this information to prioritize their responses to
vulnerabilities in their products. Responses typically take the form of customer

notifications, often accompanied by specific interim remedial actions to take (e.g. disable

3%9of 118

Palo Alto Networks - Exhibit 1002
Palo Alto Networks v. Taasera - IPR2023-00574
Page 61 of 279



Attorney Docket No, 13083900021 PATENT

a service, shut down a TCP port, etc.) and/or information on currently available patches

that can be applied to eliminate the vulnerability.

[0109] When there is no current software available to eliminate the vulnerability, the
vendor will normally begin scheduling internal activities to develop a solution to the

vulnerability and make the solution available to customers and product users as a ‘patch’
or ‘update’. Once this becomes available, customers may receive notification, and/or find

notification information on a vendor’s web site,

[0110] Information technology (IT) managers, also referred to herein as
administrators, access vulnerability information by either receiving a notification from a
vendor or industry group, going to the vendor or industry web site and querying the
vulnerability database, or by establishing an electronic communications link with the
remote database and electronically receiving vulnerability database updates on a periodic
basis. IT managers typically use a combination of industry risk assessment and vendor
risk assessment information to prioritize which vulnerabilities and patches 1o focus on
first, and to prioritize remediation activities relative to other routine IT operating

activities and other IT projects.

[0111] There is often a significant gap of several days to several months between
when a vulnerability is announced by a vendor or an industry watchdog and when the
vendor releases a patch or update that addresses that vulnerability. In addition, there is an
inevitable gap of days, weeks and possibly even months from the time the patch first
becomes available to the time the IT manager becomes aware that the patch is available,
retrieves the patch, tests the patch, identifies the end points needing the patch and deploys
the patch to all end points and/or hosts needing the patch. This is a very dangerous
period of time for endpoint security, during which the system is vulnerable to the

identified security risks.

[0112] The interval of time between when a vulnerability is announced and when a

vulnerable endpoint is patched commonly referred in the IT industry to as an ‘exploit
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window’, i.e. a window of time in which a security attack that specifically,
opportunistically targets that publicized vulnerability can be created and used to probe
endpoints to find vulnerable ones that can be attacked. During the exploit window, the
endpoints remain exposed to a security attack unless some temporary securing action i3
taken to protect the endpoint. Attack exposure may be from the local machine only, from
a remote machine, or both, depending on the nature of the vulnerability, The attack may
utilize only the new exploit or more commonty utilize a combination of exploits to gain
control of the system, gain reliable access to the system, take an action on the local
system, or have the local system initiate a communications session with a remote

computer of the hacker’s choosing.

[0113] Combining information sources such as those described above, it is possible
using the present invention to create a vulnerability policy directory including but not
limited to the following information: Description of hardware and/or software that is
vulnerable, descriptive attributes (e.g. whether it is exploitable locally or remotely,
whether it impacts data confidentiality, data integrity or computing resource availability,
etc.) specific remedial or corrective actions to take to eliminate the vulnerability (e.g. halt
an operating service, block a port, block an application, disable a network interface, etc.),
and the vulnerability severity level (e.g. high/medium/low, 4 out of 5, 7.5 out of 10, 65%,
ete.). The present invention uses this information in accordance with the process shown
and described with respect to Figure 6, By using this information to eliminate the
vulnerability almost immediately after it the information is publicly available, the present
invention is able to provide almost immediate protection for any computing device
against vulnerability-specific exploits or security attacks during the peried of time
between when the security attack is created and used, and when the IT manager or end
user has received the software patch from the software vendor and applied that same
patch/repair to the computing device. Initially, the security risk information is stored on a
data repository, for example within policy management system 106, that is accessible to

remote endpoints via communications links, e.g. the Internet (step 602).
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[0114]

In accordance with this embodiment of the invention, the clicnt software is

configured via a policy setting to periodically query one or more remote vulnerability

policy database(s) and retricve updated information about new vulnerabilities and

updated information about existing vulnerabilitics (step 604). The client then stores this

information in a local data repository {step 606).

[0115]

The client software is configured via policy scttings to examine each

vulnerability stored in the local data repository on a periodic basis, or whenever a

particular system or policy compliance event warrants (step 608). The client software

can subsequently utilize this information in one or more of several different ways to

diminish this security risk {(step 610), depending on how its policy settings are

configured:

The client can inspect each entry in the vulnerability directory, inspect the

endpoint to see if the vulnerability is applicable, and if so, take the corrective

action specified. Such capabilities are readily commercially available today.

The client can inspect each entry in the vulnerability directory, inspect the

endpoint to see if the vulnerability is applicable, and if so, cxaminc the severity

level and compare that to a policy-defined severity level, and corresponding

policy-defined actions to take when a vulnerability with the specified severity

level or a higher severity level is found,

o Ifthe severity level equals or exceeds a specified policy-defined value,

then take the corrective action specified.

Optionally if enablcd via a policy setting, the client can
subsequently inspect the endpoint to determine whether the
corrective action succeeded or the vulnerable condition still exists.
» If the corrective action taken does not succeed, consider the
endpoint out of compliance and take one or more policy-
defined corrective actions, e.g. block access to a file, a
folder, an application, network connectivity, establishing a

VPN tunnel, provide a notification to the user, etc.
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» [Ifthe corrective action taken does not succeed, consider the
endpoint out of compliance and adjust one or more security
compliance scores where applicable. The revised scores
when fed into the compliance analysis engine along with
other endpoint state data may result in one or more policy-
defined corrective actions being taken, e.g. block access to
a file, a folder, an application, network connectivity,

establishing a VPN tunnel, etc.

[0116] The client can inspect the one or more vulnerability characteristics present in
the collective set of information, such as the access vector, (e.g. is the vulnerability
exploitable locally or remotely, does it effect confidentiality, integrity or availability,
etc.) and compare that to a policy-defined list of characteristics to be on the lookout for,
and corresponding policy-defined actions to take when a vulnerability with the specified
characteristic is found:
¢ If the vulnerability characteristic matches a policy-defined value, then take the
corrective action specified.

o Optionally if cnabled via a policy sctting, the client can subsequently
inspect the endpoint to determine whether the corrective action succeeded
or the vulnerable condition still exists.

o If the corrective action taken does not succeed, consider the endpoint out
of compliance and take one or more policy-defined corrective actions, e.g.
block access to a file, a folder, an application, network connectivity,
cstablishing a VPN tunnel, ete.

o If the corrective action taken does not succeed, consider the endpoint out
of compliance and adjust one or more security compliance scores where
applicable. The revised scores when fed into the compliance analysis
engine along with other endpoint state data may result in one or more
policy-defined corrective actions being taken, e.g. block access to a file, a
folder, an application, network connectivity, establishing a VPN tunnel,

ete.
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Analyzing Agent-Collected Condition Data

[0117] With reference now back to Figure 2, the various condition data described
above is collected by the agent managers through the agents (step 208) and then analyzed
(step 210). With reference to Figure 4, there is shown in block diagram format the
functional aspects 400 of collecting agent data from various exemplary agents 104E,
collected through various exemplary agent managers 104D, aggregated by the agent
monitoring service 104C for processing by analysis engine 106C, subsequently resulting

in one or more actions being taken by various exemplary agents 104E.

[0118] As shown, and described in further detail herein below, the cutput of analysis
enginc 106C is a scries of actions to take, block and/or permit, the actions communicated
back to the agents through the various managers. The aggregated set of actions is passed
to the agent management service as a set of instructions. The agent management service
parses the instructions, identifies for each instruction the appropriate individual agent
manager 104D capable of executing the instruction and passes selected instructions to the
appropriatc agent manager 104D, The agent manager 104D passes the instructions to the
particular agent 104E it relies on to take a particular action. The actions taken by the
various agents 104E, for example the control system services, systcm resources, system
hardware, system applications and system data, in endpoint system 104 or host system

102, depend on where the various security functionalities of the invention are installed

[0119] Additionally, the data collected from various exemplary agents 104E and
aggregated by the agent monitoring service 104C can be communicated over a data
communications network to the policy management system 106 which can also process
the collected data using the compliance analysis engine 106C. There are several
alternative embodiments. One embodiment (call it embodiment 1) has all data collected
at the end point analyzed by a compliance analysis engine residing on the end point,
(whether that end point be a laptop or a host system web server). An alternative

embodiment (call it embodiment 2) has all data collected at the end point analyzed by a
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compliance analysis engine residing on the policy management server. In this latter
embodiment, the question is what happens when the policy management server completes
the compliance dnalysis and determines that some policy violations exist and one or more
policy compliance actions must be taken. There are severel different embodiments
possible using the policy management server to perform the compliance analysis function
(Call these embodiments 2A, 2B, 2C, etc. Brief embodiment descriptions follow:
Embodiment 2A: Policy management server sends policy action instructions (block this
application, permit that application, etc.} back to end ?oint for execution. Note that a best
practice would be to digitally sign the instructions sent to the end point using the policy
management server’s digital certificate. The end point must validate the digital signature
before considering the policy action instructions Embodiment 2B: Policy management
server sends instructions (block this end point, permit that end point, limit that end point
to only host systems residing on the the 192.168.10.x subnet, etc.) to a network access
contro} device for execution. Normally the access control device will as a result of these
instructions add an Access Control List (ACL) entry to its data traffic forwarding table
that subsequently effects what destination host systems and communication protocols
may be used by the end point when the end point is trying to reach a host server through
the network access control device. Embodiment 2C: Policy management server sends
instructions (block this end point, permit that end point, limit that end point to only the
following applications or application transactions) to a host system for execution.
Normally the host system will as a result of these instructions.add an Access Control List
(ACL) entry to its session management table that subsequently effects what applications
or application transactions residing on that host system may be accessed or used by the

end point when the end point is requesting services from that host system.

[0120] The policy management server creates a list of permitted host systems,
applications, and/or application transactions that the end point is permitted to contact,
based on its current degree of compliance. Policy management server then digitally signs
the ‘permitted actions list’ and returns the plermitted actions list to the end point. When
end point wants to access a host system, the end point presents the digitally signed
permitted actions list to the host system. The host then validates the policy manager’s

digital signature on the signed permitted actions list and then creates an ACL that allows
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the end point to access specific resources (e.g. files, folders, types of transactions) on the
host system. An alternative and complementary embodiment (Embodiment 2D-2) is that
when packets from the end point have to pass through a network access control device
residing between the end point and the host system, the end point must authenticate to the
neiwork access control device. As part of the authentication process at the network
access control device, the end point must present the digitally signed permitted actions
Yist 1o the network access control device. The network access control device then
validates the policy manager’s digital signature on the signed permitted actions list and
then creates an ACL that allows the end point to access specific host systems (e.g. a
single or range of IP addresses) and/or to use specific communication protocols {e.g.
FTP, HTTP, SMTP, etc). The policy management system 106, shown connected to the
Internet, can be implemented alongside a network access control device, e.g. a router,
switch VPN server, etc. or can remotely communicate with the network access controt
device via a data communications network. In this embodiment, the policy management
system 106 is able to communicate access permission and/or access restrictions to the
network access control device, restricting what host systems 102 the endpoint system 04
is able to access, restricting what endpoint systems 104 are able to access host systems
102, and/or restricting what remote systems host system 102 is able to access. The policy
management system 106, when it has received aggregated information from the agent
monitor 104C on endpoint system 104 is also able to send access instructions to host
system 102 identifying what permissions or restrictions should be applied to an endpoint
system 104 when endpoint system 104 tries to access host system 102 via the network
108, Note that this last embodiment does not require the system 104 to have or be
running security-related software such as this invention. Rather, the host system 102 can
be protected and/or restrict access with respect to any endpoint 104 that tries to

communtcate with it.

[0121] Analysis engine 106C (Figure 1) contains one or more analytical methods or
models and enables the selection of the optimum model or models for a given set of
conditions 104F as determined by the various agents 104E. In accordance with the

present invention, a feature and advantage of analysis engine 106C is its support for
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multiple models, its extensibility to support future models, and the ability to use multiple
different models simultaneously either in parallel or in series while performing
compliance analysis cf conditions 104F, The analysis engine analytical model compares
current condition information 104F, policies regarding those conditions 106B and makes
action decisions resulting from those conditions and policies, using one or more
analytical models. Analysis engine 106C subsequently initiates actions to permit, deny or
control access to local and/or remote computing resources based on additiona!l pelicies

that identified permitted and/or denied actions when a noncompliance condition exists,

[0122] Anatytical model selections are based on one or more policy-based
configuration settings stored in the policy store 106B. These policies, or rules, may
alternatively and/or additionally be locally stored on the endpoint system 104 and/or host
system 102, accessed by an endpoint system 104 or a host system 102 from a remote
policy management system 106 via a data comumunications network, or a combination of
the two. As with all other policies, the policy setting confrolling what analytical models
are used and when they are used can be dynamically changed at any time by changing the

values of the policy settings in accordance with the processes described above.

[0123] The foliowing sections describe some of the analytical models used by
analysis enpine 106C. Policy management system 106 is designed to allow analytical
models operated by analysis engine 106C to be added in the future, individually upgraded
or modified, or removed. Conventional software distribution methods are used to
communicate new or modified anatytical models and new versions of the analysis engine
106C. In accordance with the present invention, analysis engine 106C is also architected
to allow the inputs and/or actions associated with a given policy to be maodified or
customized as required. Conventional software distribution methods are used to
communicate new or medified policies or policy values. Policies incorporating
combination rules are also supported through the logical combining of multiple
individual rules using conventional logic clauses such as AND, OR, NOT, ELSE, IF,
WHEN, UNLESS, etc.

[0124] The analysis engine 106C is the central and primary destination for all
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collected or received condition state information collected by the local endpoint system
104. Some or all condition state information to be collected may be requested by the
analysis engine on a pcriodic basis, requested by the analysis engine as a direct result of a
detected event, requested by the analysis engine as a direct result of completed analysis
of previously received condition state information, sent to the analysis engine by agents
and agent managers on a periodic basis, and/or sent from agents or agent managers to the
analysis engine as a direct result of a detected cvent. This holds true for instances of
local analysis of condition state information on the endpoint system 104 as well as remote

analysis of condition state information on the policy management system 106.

[0125] Capabilities of the analysis engine also include the ability to query the policy
data store 1068 (Figure 1) to collect compliance policies and their associated value(s).
This query could occur on a fixed periodic basis or be based on a specified system event,
for example system startup, client startup, application start cvent, network interface
event, authentication event, notification of received policy updates, receipt of a specific
endpoint data element, receipt of a specific endpoint data element having a specific value,

cte.

[0126] Capabilities of the analysis engine further include the ability to query the
policy data store 106B to collect action policies and their associated value(s). This query

occurs whenever needed by the analysis engine.

[0127] Capabilities of the analysis engine further include the ability to output status
and event messages to local processes or remote computers accessible across a network.
These messages may be used to irigger the display of a message to a user on the local
endpoint system 104 user interface, the display of a message on the policy managecment
system 106, the updating of status information on an already open display or may be

logged to a local or remote data store for use in reports.
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Endpoint Compliance Assessment Alporithms

[0128] With reference now to Figure 7, there is shown a process 700 for operation by
policy management system 106 to determine whether endpoint system 104 is in
compliance with the compliance policies maintained in data storage 1068, the process
comprising an ¢xpansion of step 210 of Figure 2. In accordance with this process,
condition data regarding the status of conditions L04F are collected through the above
described system of agent managers and monitors, and input into analysis engine 106C
through the processor and communications interface 106A (step 702). A compliance
assessment process, or algorithm, is selected to process the condition data (step 704).
Many different appropriate algorithms arc described and shown herein below, Optionally,
as described below, numeric risk values can be assigned to non-numeric condition statc
data and numeric weightings applied to numeric values (step 705). The cffective and
appropriate security policy is retrieved from data storage 106B (step 706), the condition
data is processed using the selected compliance process (step 708), and the results of the
processed condition data compared to the compliance policy (step 710). The details of

this process, including the varicus algorithms, are described in detail herein below.

[0128] Because the policy action rules comprise a number of endpoint states that
must be assessed, because there is a desire te be able to manage and change many policy
settings using a finite number of data values and because of the number of possible
combinations of endpoint states that could warrant invocation of the defined action, a
simple rules based approach to processing this information may be unwieldy and not
scale well. To facilitate the effective practice of the present invention, an algorithmic
approach is provided by the present invention. As part of step 706 above, the algorithmic
approach involves treating the non-numeric endpoint state information as real time values
that are converted to numerical risk weightings, e.g. 1-100. Non-numeric endpoint state
information, listed above, includes those states not communicated as a number, e.g. is an

application running, what level of anti-virus program is running, etc.

[0130] The policy data store 1068 contains a numeric value to assign to each non-
numeric endpoint condition 104F. When the analysis engine 106C receives endpoint

condition state information 104F from the agent monitors 104C, the analysis engine 106C
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makes one or more queries to the policy data store 106B for each endpoint condition and
retrieves the numeric value to assign to that particular endpoint condition. The process is
repeated as needed for each non-numeric endpoint condition data element the analysis
engine must convert from a non-numeric value to a numeric weighting. This process
may also be repeated as needed for each numeric endpoint condition data element the
analysis engine must convert from a raw numeric value to a normalized numeric
weighting, e.g. converting the number of calendar days since antivirus was last updated

(e.g. 0-365 days) to a normalized value in the e.g. 0-100 range.

[0131] This assignment of numeric weightings to non-numeric states allows effective
analysis of the condition information using a wide range of numeric algorithmic models,
and further allows non-numeric endpoint condition state information to be included and
factored in when the analysis engine 106C is assessing policy compliance of endpoint
condition state information that is already in numeric form. What follows are specific,
but not exhaustive examples of specific algorithmic methods supported by the invention.
Other numeric-based algorithmic methods within the scope of this invention will become

apparent to the reader.

Matrix Aralvsis Algorithm

[0132] One analytical mode! operable by analysis engine 106C involves treating
endpoint condition state information 104F as a matrix of numeric values where as
mentioned above and as impl ied in each of the subsequent analytical models described
herein, the real time state information is converted to numerical values or risk weightings,
e.g. 1-100. The standalone and business intelligence rules can be treated as a second
matrix where rules are given relative impor'tance ratings. By combining the two matrices
using conventional matrix mathematics, the analysis engine 106C generates a third matrix
as the result. This third matrix contains numerical compliance scores that can be
converted to security compliance ratings for different enforcement actions. Each rating
can subsequently be compared to a predefined score threshold stored in the policy data
store 106B for each possible enforcement action to determine whether or not to invoke

the action. If the derived score is above the threshold, the endpoint is deemed sufficiently
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(while not necessarily completely) compliant with those particular endpoint configuration

policies.

[0133] The sccurity score thresholds, the input matrix elements, the input matrix
security scores and the items to be included in the endpoint inputs list are all data values
stored in the policy data store106B and as such are configurable and extensible so as to
allow tailoring to an individual user’s need. Configuration is pcerformed using a user
interface 106A, from which new or revised matrix elements, thresholds, weightings and
factors can be created and modified. When implemented in a distributed fashion,
changes to these data values made in the policy management system 106 can be
distributed to the softwarc agent residing on the endpoint system 104 using conventional
software distribution methods. Examples of different matrix analysis methods are shown

herein below.

Business Rules-Based Analvtical Medel for Policy Enforcement

[0134] One analytical model operable by analysis engine 106C in accordance with
the present invention utilizes descriptive business rules. The rules specify a specific
action to take if specified prerequisite conditions are true. When different system events
and policy violations occur, different actions will be initiated. The universe of possible
actions will expand and cvolve over timg, as will the tests used to determine whether a
given action should be initiated. For example, new operating system services may come
available, new categories of security or endpoint management applications may emerge,
security point solutions may become integrated, transport technologies will continue to
evolve, features of security point sclutions will evolve, etc. Additionally, different
operational needs will warrant creating new actions and new tests. This analytical model
is extensible and allows the addition, removal, tailoring, and/or changing the values of
prerequisite conditions or actions for different customers and policy groups. Note that
this rules-based analysis may or may not require the assignment of numeric risk scores to

non-numeric conditions, depending on the desired rules.

[0135] Examples of business rules used in this analytical model follow.
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[0136] User Authentication Actions, including:
e Password reset action
o Force password reset
* When password age is greater than 90 days AND
*  When user is directly connected to corporate LAN AND
* No policy violations exist that prevent connectivity to corporate

LAN

[0137] Application Access Actions
s Application access block action:
o Prevent named application {rom opening
= When antivirus is out of compliance in any way
o Prevent named application from opening
= When antispyware is out of compliance in any way
o Prevent named application from opening
»  When antivirus is out of compliance in any way AND
*  When personal firewall is not running
o Prevent named application {from opening
= [Ifuseris not connected 1o corporate LAN
o Prevent named application {rom opening
* Ifuser is not connected to corporate LAN OR
= [fuser is not connected from home
o Prcvent named application from opening
» [f any critical OS patches not found AND
= [fuser net connected to corporate LAN AND
= Antivirus not updated within last 212 days
o Prevent named application from opening
» If user not connected to corporate LAN AND
= Day of week is Mon, Tues, Wed, Thurs or Fri AND
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*  Time of day is between 8 AM and 8§ PM
o Prevent named application from opening
» [fuser not connected to corperate LAN OR
= User does not have active VPN tunnel
o Prevent named application from opening
* If user authentication method anything other than RSA SecurelD
s Application uninstall actions
o Uninstall named application if found
s Application upgrade actions
o Uninstall named application application if found AND
o Retrieve named installation package from a named remote computer AND
o Initiate installation of named installation package
= Application upgrade actions
o If user is connected to corporate LAN AND
o If approved antivirus client (vendor and version is not instatled) THEN
o Uninstall named application application if found AND
o Retrieve named installation package from a named remote computer AND
o Initiate installation of named installation package
» Restrict email application
o When antivirus reports an infected system OR
o Anti-spyware agent is not running
o Restrict HTTP applications such as web browsers
o When local proxy setting is out of compliance, {.e. not configured for

remote proxy server

[0138] File Management Actions
e Protect data:
o Generate encryption key AND
o Encrypt a specified file, files, folder or folders AND

o Transmit encryption key to a policy-defined remote computer.
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[0139] Hardware Devices Actions

e Launch Lojack application
o When user fails authentication 100 successive times OR
o When user attempts to copy encrypted data to USB port AND
o Network conngctivity exists over any transport

» Disable network adapter
o When personal firewall is not running AND
o Antivirus compliance score is less than 75% AND

o Anti-spyware agent is not running

[01407 Network Access Actions

» Disconnect wireless adapter
o When active wireless connection is ad hoc OR

o When authentication method is not PEAP and 802.1x

Boolean Table-Based Analvytical Model for Policy Enforcement

[0141] Another analytical model operable by analysis engine 106C in accordance
with the present invention utilizes a table of Boolean logic rules. This will be understood
to be an exiension of the business rules-based model described above, with the inclusion
of Boolean logic combinations. The rules specify specific actions to take when specified
conditions are true. The universe of possible actions will expand and evolve over time,
as will the tests used to determine whether a given action should be initiated,
Additionally, different users may prefer different rules, new actions and/or new
conditions to determine. This analytical model is extensible both in terms of inputs and
actions and allows a user to add, remove, tailor, and/or change the values of inputs and/or

actions for different systems.

[0142] An example of a policy table containing Boolean logic as used by this

analytical model follows in Table 1.
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Input 1 Input 2 Input 3 Action1  Action2  Action 3 Action 4
Allow
Email AllowUSB  AlertIT
Application  Ports  Administraton

Antivirus  Corporate  Required Allow
Agent Network OS Patches| Network

Running Connection Installed [Connectivity
Access

FALSE FALSE FALSE FALSE FALSE FALSE TRUE
FALSE FALSE TRUE TRUE TRUE FALSE TRUE

FALSE TRUE FALSE TRUE FALSE FALSE TRUE
FALSE TRUE TRUE FALSE TRUE FALSE TRUE
TRUE FALSE FALSE FALSE TRUE TRUE TRUE
TRUE FALSE TRUE TRUE TRUE TRUE FALSE
“TRUE TRUE FALSE TRUE FALSE TRUE TRUE

TRUE TRUE TRUE TRUE TRUE TRUE FALSE

Table 1

Scoring-Based Analytical Model for Policy Enforcemen

[0143] Other analytical models supported by the present invention utilize different
types of mathematical scoring methods. Endpoint state information collected by the
agent can be assigned relative importance weightings or quantitative scores, as described
above, to develop a composite security ‘score’ for the security dimension or dimensions
associated with that endpoinf attribute. The score can subsequently be used as a proxy
for a numeric endpoint security health metric for a particular aspect of the endpoint’s
configuration or health. For example, an antivirus agent monitors the endpoint from a
virus protection dimension and has certain attributes that must be in place to provide
effective antivirus protection. Examples of attributes the antivirus agent must have in
order to provide effective end point security and that is desired to be externally assessable
state information to the invention includes:

o The antivirus agent must be running to provide any protection at all.

o The antivirus agent must be of a recent version to be able to recognize certain new

virus patterns,
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c The antivirus agent recelves periodic virus signature updates used in the virus

scanning and protection process. Frequent updates, or more precisely a recent

PATENT

update (which is assumed to have brought the antivirus agent fully up to date) is

necessary to have protection against the latest threats.

o The antivirus agent has configuration settings that can be enabled or disabled to

provide more or less protection.

[0144] Each of these attributes of the antivirus agent can be assigned an absolute

score or a relative weighting by a user, based on the relative importance of that particular

attribute 10 that user. For example as is shown in Table 2:

Agent Attribute Points | Weight
Antivirus agent active and running 60 60%
Antivirus agent version current or current minus one rev 15 15%
Antivirus agent signature files updated within the last 212 days ;100 100%
All antivirus scan options enabled 15 15%
Total 100 100%
Table 2

[0145] Different operators may have different views on the relative importance of

these attributes and/or may wish to use different or more granular attributes in their

scoring model. For example, a different user may want to replace the version attribute

with a real-time file system monitoring enabled attribute or add this as an additional

attribute in their scoring model. Similarly, another user may assign more relative

importance, hence assign a higher weight or score to how recently the antivirus signature

files were updated. Another user might want to assign each of 4 specific configuration

settings 5 ‘points’ if the setting is enabled, for a total of 20 possible points when all

antivirus scans options of interest to that user are enabled.

[0146] These attributes may be different for different users depending on the

capabilities of their particular endpoint security solution. For example, if a particular
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commercially available antivirus agent has no configurable options to enable/disable, this
attribute would not be relevant and would not be a consideration in the scoring process.
In fact, one of the attributes could easily be the specific product being used, if a user has
high confidence in 1-2 specific antivirus agents and much lower confidence in other
antivirus agents. Support for variabitity across different end points having different
hardware/software configurations is managed using policy settings as previously

described.

[0147] Attributes and weightings can be similarly established for each of the endpoint
security agents previously identifted. The approach can similarly be adapted to other

existing and future endpoint security solutions using this same approach.

Individual Apent Score Threshold Analysis and Enforcement

[0148] By establishing a minimum threshold for an agent and comparing the total

agent score with that threshold, the total score obtained by querying the agent and/cr its

externally viewable attributes can be used as a trigger for one or more general or context-

specific predefined actions 1o be taken. For example, assuming the following is the list of

actions to be taken if the antivirus agent score does not meet or exceed a threshold of 81

points or 81%:

» Disable network interfaces so that the endpoint is prevented from connecting to a
network

¢ Disconnect any active network connections, e.g. a dial, cellular or Wi-Fi connection

+ Provide a user notification of the security state of the endpoint and instruct them to

contact their help desk to resolve the issue.

[0149] A different operator may wish to take additional or alternative predefined
actions, for example:

¢ Disable any active VPN connections

e Prevent the establishment of a VPN connection

s Apply an outbound access control list on the network protocol stack or using a

personal firewall to limit outbound access to a specified set or one or more specific
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application protocols (e.g. HTTP, POP, etc.), applications (¢.g. Intemct Explorer web
browser, custom QOracle financial application, Symantec Norton Antivirus Update,
BigFix Endpoint Vulnerability Management agent, etc.), network addresses (e.g.
192.1068.1.255), network numbers or subnets (e.g. 608.52.1022.0/206) and/or DNS
domains (e.g. customer.com, macafee.net, serveri . windowsupdate.com, etc.)

+ Provide a user notification that outbound access is being restricted to specific
applications, networks, etc. as appropriate as a result of the current security state of
the endpoint.

s Activate a scripted remediation process to enable the antivirus agent if not running,
update the antivirus signature files, enable all antivirus configuration settings, etc. as
appropriate

+ Once the remediation process is completed, reassess the antivirus score.

o I score meets or exceeds threshold:
=  Remove VPN restriction
= Remove outbound network access restrictions
= Provide user notification indicating that endpoint security has now
reached a satisfactory state and all normal system privilcges have been
restored
o If score does not meet or exceed the threshold provide a user notification of
the security state of the endpoint and instruct them 1o contact their help desk

to resolve the issue,

[0150] A wide range of alternative system level corrective actions or user
notifications are possible and may be more or less appropriate, depending on the situation
and the user’s needs. More complex conditional actions including IF, THEN, ELSE,

AND, OR type logic may also be defined.

[0151] Note that in particular, the corrective actions may vary by agent. Thus for
example, the corrective actions when the firewall agent score is below the firewall
threshold might be:

¢ Disconnect any active network connection other than a wired Ethernet connection
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¢ Prevent any network connections from being established other than a wired Ethernet
connection

s Block outbound network access on the wired Ethernet connection unless the user’s IP
address is on the 1020.130.15.x network.

« [F the fircwall is not currently running, THEN attempt to restart the firewall using a
predefined command.

+« Provide a context-sensitive user notification

[G152] Whereas for example the corrective actions when the antivirus agent score 1s
below the antivirus threshold might be:
» Permit new network connections to be established
= Permit active network connections to remain active
= Prevent the following named applications from running:
o Internet Explorer
o Mozilla
o Firefox
o Opera
o AOL
» Prevent the following file types from being opened:
o .doc
o .xls
» Upon detection of an active network connection send an antivirus update request
message 1o a predefined URL
» Install the downloaded antivirus update package
» Provide user notifications regarding restricted applications

s Provide user status updates during the update process.

Composite Agent Scoring, Threshold Analvsis and Enforcement

[0153] In the preceding examples, an antivirus agent was the single agent under

evaluation. Multiple agents can be simultaneously assessed in a similar fashion and the
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individual agent scores combined in different ways to create a holistic view of the
endpeint state from multiple perspectives, For example, a user could define the
following agent score combination logic as the basis for determining whether the end
point is or is not in compliance:

» Antivirus agent score equal to or greater than 8§0% AND

» Firewall agent score equal to or greater than 90% AND

s Antispyware agent score cqual to or greater than 50%

[0154] The individual agents of interest would be periodically queried or assessed at
a configurable interval, individual agent scores calculated and then this business logic
applied to determine if a noncompliance exists and if any predefined corrective,

restrictive and/or notification actions (such as those previously defined) are required.

[0155] An alternative approach is to assign relative weighting to the individual

agents, based on their relative importance to the user. For example as shown in Table 4

below:

Apent " | Relative | Relative
Points Weight
Antivirus agent 15 15%
Personal fircwall agent 70 70%
Antispyware agent 100 100%
Content filtering agent 5 5%
Total 100 100%
Table 4

[0156] The relative weights for individual agents are then combined with the

individual agent scores to derive a composite score. For example, as illustrated in Table
5 below: '
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Agent Raw score Relative Adjusted
{points) Weighting score
{points)
Antivirus agent 65 15% 9.75
Personal firewall agent 93 70% 65.1
Antispyware agent 0 100% 0
Content filtering ageﬁ_{' 100 % | 5
Composite Score 79.95

Table 5

[0157] In this approach, the compaosite score is 79.95 points or 79.95%. The
composite score would then be compared to a predefined composite threshold residing as
a data value in the policy data store 106B to determine if any predefined corrective,

restrictive and/or notification actions {such as those previously defincd) are required.

[0158] Different users may have different views on the relative importance of
individual agents and may wish to use fewer, additional or different agents in their
composite scoring model. For example, a different user may want to replace the content
filtering agent with a patch management agent in their composite scoring model or add
the patch management agent to the above composite scoring model. Similarly, ancther
user may assign more or less relative importance, hence assign a higher or lower relative
weight to the personal firewall. Such differences are accommodated by the invention
through the use of policy scttings and values that specify the agents of interest, the

compliance thresholds, the relative weightings and other relevant considerations.

Complementary Individual & Composite Agent Scoring, Threshold Analysis and

Enforcement

[0159] While the composite approach provides a comprehensive assessment of the
endpeint state and can be the basis for automated notifications or corrective actions, it
does not preciude automated notifications or corrective actions triggered by assessments

of individual agent scores. Therefore composite corrective actions can be defined
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independently of individual agent corrective actions (e.g. antivirus agent corrective
actions, personal firewall corrective actions, etc.) if defined values exist in the policy data
sterel06B. For example, the previous composite example can be expanded as follows in
Table 6:

Agent Raw score Agent Relative | Adjusted score
(points) Threshold Weighting (points)
(points)
Antivirus agent 65 75 15% 9.75
Personal firewall 93 90 70% 65.1
agent
Antispywarc agent 0 70 100% 0
Content filtering 100 60 5% 5
agent
Composite Score 79.95
Composite 75.00
Threshold
Table 6

[0160] In this example, the overall composite score exceeds the composite threshold,
thereby not requiring invocation of previously defined composite corrective actions.
However, the individual score for the antivirus agent is below the antivirus threshold,
thus requiring invocation of previously defined agent-specific antivirus corrective

actions. Examples of corrective actions were previously defined above.

Single Level Versus Multi-Level Agent Scoring, Threshold Analysis and Enforcement

[0161] The previous examples (single agent assessments as well as composite
assessment) all utilized a single threshold. In a single threshold model, when the score is
below the threshold, corrective action is required and when the score is above the
threshold, no corrective actions are required. This concept is readily extensible (for both

sinple agent assessments and composite assessments) to a multi-level threshold model,
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where different corrective actions exist at different score threshelds. Corrective actions
to take for different score thresholds are stored as data values in the policy data store
1068. For example:
+ Antivirus Agent Thresholds & Actions
o 40%:
* Prohibit the following applications from running:
¢ Qutlook
s Outlook Express
+ Fudora
+ Thunderbird
« (Cisco VPN client
+ Nortel VPN elient
s Internet Explorer
s Firefox
= Block outbound POP protocol traffic
» Restart antivirus if not running
» Update virus signature files if greater than 15 days old
= Enable realtime filesystem monitoring if not currently enabled

= Prohibit all .doc and .xls files from opening

=  Prohibit the following applications from running;:
s Cisco VPN client
* Nortel VPN client
= Update virus signature files if greater than 15 days old
»  Enable realtime filesystem monitoring if not currently enabled
o 86%:
= No restrictions
¢ Personal Firewall Agent Thresholds & Actions:
o 55%:
= Restart firewall if not running

= IF local IP address is 1023.1023.1023.x AND IF endpoint is able to
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send ICMP ping to host 1023.1023.1023.56, THEN permit only wired
Ethernet access, ELSE block all outbound network access on all
transporis
o 91%:
= No restrictions
s Composite Assessment Thresholds & Actions
o 51%:
= Prohibit the following applications from running:
» Cisco VPN client
s Nortel VPN client
» QOracle financials
s SAP payroll manager
= Restrict HTTP access to the following domains:
* Symantec.com
s Windowsupdate.com
» BigFix.com
s  Customer.com
* Block outbound SMB protocol traffic
*  Block write access to the My Documents folder and all underlying
subfolders
o 75%:
=  Prohibit the following applications from running:
o Cisco VPN client
s Nortel VPN client
o 85%:

= No restrictions
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Continugus Reporting Versus Exception Reporting Threshold Analysis and Enforcement

[0162] In each of the examples above, all collected data points are analyzed for
compliance or given a compliance score that may be examined individually or included
in a broader composite campliance assessment process. An alternative implementation is
to not provide a value to a composite compliance assessment routine unless there is a
compliance violation and have the composite compliance assessment routine assume that
component is in compliance unless notified otherwise, i.e. utilize exception-based

compliance notifications. In the example previously described:

Scnsor Raw score Agent Relative | Adjusted score
{peints) Threshold Weighting (points)
{points)

Antivirus agent 65 75 15% 9.75
Personal firewall 93 90 70% 65.1
agent
Antispyware agent 0 70 100% 0
Content hltenng 100 60 5% 3
agent
Composite Score 79.95
Composite 75.00
Threshold
[0163)] The individual raw scores for antivirus, personal firewall, anti-spyware agent,

and content filtering must be fed into the composite scoring software process in order for
the composite score to be determined. Conversely, in the exception-based model, the
composite scoring software routine assumes the individual agent thresholds have been
met, (e.g. the antivirus agent score is 75, the personal firewall agent score is 90, the anti-
spyware agent score is 70 and the content filtering agent score is 60) unless informed
otherwise, The exception when reported is used to update the composite score data set
and a revised composite score is calculated. This exception-based approach is also

supported by the invention.
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[G164] Note also that the methods can be combined when so enabled via a policy
setting. Continuing with the example above, the composite scoring software routine
assumes that the antivirus agent score is 75 points and assumes the personal firewall
agent score is assumed to be 90, unless otherwise notified. However the compesite
scoring software routing makes no assumption regarding the anti-spyware agent score or
the cantent filtering agent score and requires that the antivirus compliance scoring
software routine as well as the content filtering compliance scoring software routine both
report actual raw compliance scores. Combinations of this type are also supported by the

invention.

[G165] Different users may wish to have different sources utilize exception-based
reporting and different sources utilize mandatory reporting. Such variations and
adjustment capabilities are supported by the invention through the use of pelicy settings

and values residing in the data store.

Matrix Algebra-Based Analvtical Model for Policy Enforcement

[0166] Additional analytical models supported by the present invention utilize
different matrix algebra methods. This model extends upon the scoring based analytical

model previously described.

Matrix Method #1

[0167] In one matrix algebra method, different agents report different types of
information regarding the state of the endpoint, such as:

= Antivirus agent

¢ Personal firewall

e Anti-spyware agent

s Endpoint vulnerability management

s Content filtering
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[0168] While these agents monitor and inspect different aspects of the endpoint
environment, from a policy compliance perspective, there are common policies or target
states of interest across each of these data sources, such as:

¢  Whether the agent is running

e Whether it is a desired or required vendor

s Whether it is up to date with signature updates

s  Whether it is configured correctly or optimally

[0169] Relative weights regarding the importance of compliance for each attribute
can be assigned for cach monitored condition. The collection of information can then be
represented in tabular form in anticipation of making the data available for matrix algebra
or other linear and nonlinear analysis methods. For example, the following Table 7
shows how one opcrator has identified 3 data sources of interest, identificd 3 attributes of
interest, and assigned levels of relative importance to each data source/attribute pairing.
These data sources, attributes and values are stored in the policy data store. The policy
data store also contains the specific target values or thresholds for each of these
attributes, c.g. the desired antivirus agent is product XYZ, the maximum age in days of
the most recent anti-spyware agent is 30 days, the required configuration settings and
values for the personal firewall are: no inbound access permitted, outbound access using

HTTP protocoi permitted, etc.

Agent From
Required
Approved  Updated _
Configuration|
Data Source Vendor Within X Total
Settings
Currently Days
. Enabled
Running
Antivirus agent 80 15 3 100
Personal firewall agent 60 20 20 100
Antispyware agent 70 25 3 100
Table 7
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[0170] It will be apparent to the reader that fewer, alternative and/or additional data
sources could be used instead of those shown above. Obviously, fewer, alternative and/or

additional attributes could be used instead of those shown above.

[0171] When the real time or periodic measurement of a given condition is in
compliance relative to the security policy, all possible points are awarded. When a given

condition is not in compliance relative to the policy, no points are awarded.

{0172] In the following example:

s The antivirus agent is running, is from an approved vendor and has been updated
recently. However one or more critical configuration setiings are not set correctly.

e The personal firewall agent is running, is from an approved vendor, has been updated
recently and has configuration settings set correctly. However it has not been updated

in the past 21 days.

o There is no anti-spyware agent running on the endpoint {and possibly is not cven

installed on the endpoint).

[0173] The resulting matrix that represents the current state of the endpoint is as

follows:
Reguired
Agent From Updatec ]
Configuration
Data Source Approved Vendor Within 21 ) Total
] Settings
Currently Running  Days

Enabled
Antivirus agent 80 18 0 a5
Personal firewall agent 80 20 20 100
Antispyware agent 4] 25 5 212

[0174] As this is an # x n matrix, the matrix determinant can be calculated using the

following Formula 1:
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ay a7 a3
gy b | =G -abhiag-mbiagtrmbicirardb o -azdc.
(ST & B A
=-36,300
Formula ]

[0175] The determinant derived from assessing the current state of the endpoint can
be compared against a minimum threshold defined in the policy data store 106B that must

be met in order for the endpoint to be considered in compliance.

Matrix Methed #2

[G176] The matrix method deseribed above can be further extended by assigning
rclative weightings to the data sources, treating the resulting values as a row or column
vector matrix, and performing matrix muitiplication of the data source relative
importance matrix and the current state matrix. This allows the evaluation of compliance
in a given dimension or attribute across a number of data sources, factoring in the relative

compliance importance of the different data sources.

[0177] For example the following vector shows how the relative weights of these data
sources assigned by one user:

»  Antivirus agent: 20%

e Personal firewall agent: 70%

s Anti-spyware agent: 10%

[0178] This relative weighting can be represented as a matrix row vector: A=

[0.2,0.7.0.1].

[0179] The relative weighting matrix and the current state matrix are multiplied using

conventional matrix atgebra to yield:

69 0f 118

Palo Alto Networks - Exhibit 1002
Palo Alto Networks v. Taasera - IPR2023-00574
Page 91 of 279



Attorney Docket No. 13083900621 PATENT

80 15 0
[02 07 01]x/ 60 20 20|=[160 195 14.5]
0 25 5

[0180] Therefere, the current assessment of the endpoint’s overall compliance using

these sample data sources, sample relative data source weightings, sample data sources

attributes, and current state values are:

«  Security applications current running using approved vendor agents compliance
scaore: 16.0

¢ Sccurity applications recent updates compliance score: 19.5

¢ Sccurity applications current configuration compliance score: 14.5

[O181] These compliance scores are compared to policy-defined thresholds in order

10 make a compliance assessment. For example assume the following values exist for

these policies in the policy store:

s Required current running security agents with approved vendor compliance score:
20.0

¢ Required security agent software and signature files currency compliance score: 15.0

s Required security agent current configuration compliance score: 10.0

[0182] In this situation, the endpoint is out of compliance with regards to currently
running security agents and their vendor, in compliance with regards to current

configuration settings, and in compliance with regard 1o configuration settings.
[0183] It will now be apparent to the reader that these methods can be extended
and/or modified in a number of ways with regards to the data sources, attributes, data

source relative weightings, attribute relative weightings, compliance thresholds, etc.

Context-Sensitive Threshold and Weighting Adjustments to Quantitative Analvtical

Models for Policy Enforcement
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[0184] In any of the numeric-base methods supported by the client, examples of
which are shown above, scores, thresholds, weighlings, etc. may be scaled up or down
using a global weighting adjustment or discrete weighting adjustments stored as policy
values in the policy data store. Similarly, situation-specific policy-based adjustments can
be made to scorcs and thresholds for other analytical models that may be added to the

policy management system in the future,

[0185] For example, a user directly connected to the corporate network likely benefits
from levels of protection ar compliance monitoring systems integrated by the employer
into the local network, reducing the criticality that one or more security applications are
running or correctly configured on the user’s machine. Therefore, an administrator may
wish to relax the minimum compliance score required to be able to access the corporate
network, or specific computers and/or applications on the corporate network by a number
of points. In this situation, the analysis engine would query the policy data store for the
minimum compliance score required to allow a certain system event to occur, determine
the user’s location (¢.g. an the corporate network or not}), if on the corporate network
determine if the minimum compliance threshold should be adjusted by retrieving the
policy value for the on-campus network security adjustment policy, adjust the compliance
threshold as necessary, and then finally assess the compliance state of the cndpoint using

this adjusted threshold.
[0186] Other policy-based, situation-specific or context-sensitive adjustments are
possible based on endpoint state information and such adjustment capabilities are

supported by the policy management system.

Statistics-Based Analytical Model for Policy Enforcement

[0187] Additional analytical methods supported by policy management system 106
are based on statistical analysis methods. These methods differ from methods previously
described herein in that compliance analysis methads described below are based on
evaluation of a population sample comprised of multiple data points collected over a

period of time, rather than a evaluation of a single collected data point.
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[0188] As an illustrative example of single data point methods previcusly described
herein, the policy management system 106 can be configured via a policy setting within
policy store 106B to query the operating system or an external agent within endpoint 104
gvery X seconds, where X is a policy-defined value (e.g. interval in seconds = 60) to
determine the value of any system metric, e.g. CPU utilization. This value can be passed
immediately to the compliance analysis engine upon collection as an indicator of the
instant CPU utilization. In this case, the sample size is one. The following examples
ilustrate several of the methods the client supports for utilizing larger sample sizes to

assess compliance with regards to CPU utilization.

[0189] The ability to apply these methods to other measurable metrics on the
endpoint are capabilities of the policy management system. While the examples cited
here utilize CPU utilization as the metric under evaluation, the same capabilities and
options can be readily applied to any other numeric endpoint metrie including but not
limited to: |

»  Network bytes received

»  Network bytes transmitted

» Physical memory in use

* Queries to virtual memory

s Free virtual memory

s Transaction response time for specific application transactions

+ Number of times a specific application transaction occurs

e Number of times an application is opened

e Emails sent

e Emails received

* Email arrival rate (e.g. emails arriving per minute)

* FEmail reception rate

» Email attachment count

s Email attachment size

» Number of recipients in emails sent
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e DNS queries

s« DNS queries serviced by local DNS cache
s ICMP messages transmitted

s+  [CMP messages received

s HTTP requests sent

o HTTP request transmission rate _

+ File open rate (e.g. files opened per minute)

s+ Etc.

[0190] Additionally, as described previously herein, the analysis enginc 106C is able
to apply these methods to ratings or scores that are derived from inspecting numeric or
non-numeric attributes of the endpoint, evaluating their state, comparing the current state
with policy values that define numeric weightings or scores for a given state of a given
endpeint attribute, and assigning a numeric value to that state. The assigned numeric

value then becomes one data sample of a sample population.

Data Summary-Based Statistical Analysis Methods

[0151] The analysis engine 106C is able 1o utilize statistical analysis methods for
assessing compliance against a single, related group or arbitrary group of numeric
conditions for the purposes of calculating a central tendency value of raw (i.e. reported
directly from one of various exemplary agents 104E) and/or computed (i.e. normalized by
passing raw numeric or non-numeric condition identifiers and values to the analysis
engine 106C and having the analysis engine query the policy data store 1068 to
determine the appropriate score to apply to the raw numeric or non-numeric value)
condition(s), comparing the calculated value to corresponding policy values residing in
the policy data store 106B that define compliance value(s) and/or ranges for the data
element(s), and making an asscssment about compliance of that/those data clement(s).
The central tendency of a value given a sample population is commonly termed an
‘average’, however that is a general term and there are in fact several statistical analysis
methods for calculating the central tendency of a sample population. The analysis engine

106C does in fact support several methods as described below. The specific method used
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for calculating the central tendency value of a given data element is selccted by the
operator. It will be apparent to the reader that the nature of the distribution makes certain

methods more or less appropriate or optimal.

[0192] Specific averaging methods supported by the analysis engine 106C include the

following,

Mean-Based Analvsis Method

[0193] Using an average (or mean) statistical analysis method, the compliance
analysis engine is configured to perform a system query (e.g. CPU utilization, antivirus
agent compliance, etc.) a policy-defined number of times, (e.g. count = 5) at a policy-
defined sampling interval (e.g. interval = 64 seconds) and then calculate an average or
mean value over the consecutive data samples. The average or mean value 1s determined
by summing the values of the collected samples and then dividing the sum by the number
of samples. This calculated average or mean is the value passed to the compliance
assessment routine at the completion of the sampling window and used in subsequent
compliance analyses. An updated average or mean is passed to the compliance
assessment routine at a frequency roughly equivalent to the sampling window size,

immediately following calculation of the mean.

Moving Average-Based Statistical Analysis Method

[0194] Using a moving average statistical analysis method, the compliance analysis
cngine is configured to perform a system query (e.g. CPU utilization, antivirus agent
compliance, etc.) a policy-defined number of times, (e.g. count = 5) at a policy-defined
sampling interval (e.g. interval = 60 seconds) and then calculate an average or mean
value over the consecutive data samples. The average or mean value is determined by
summing the values of the collected samples and then dividing the sum by the number of
samples. This calculated average or mean is the value passed to the compliance
assessment process at the completion of the sampling window and used in subsequent

compliance analvses. An updated average or mean is passed to the compliance
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assessment routine at a frequency roughly equivalent to the sampling interval,

immediately following calculation of the moving average over the last X samples.

Median-Based Statistical Analysis Method

[0195]  Using a median statistical analysis method, the compliance analysis engine is
configured to perform a system query {e.g. CPU utilization, antivirus agent compliance,
etc.} a policy-defined number of times, (e.g. count = 5} at a policy-defined sampling
interval (e.g. interval = 60 seconds) and then determine the midpoint between the highest
and the lowest value among all the collected samples. This median value is the value
passed 1o the compliance assessment routine at the completion of the sampling window

and used in subsequent compliance analyses,

Mode-Based Statistical Analysis Method

[0196] Using a mode statistical analysis method, the compliance ahalysis engine is
configured to perform a system query (e.g. CPU utilization, antivirus agent compliance,
etc.} a policy-defined rumber of times, (e.g. count = 5) at a policy-defined sampling
interval {e.g. interval = 60 seconds) and then determine the value that occurs most
frequently among all the collected samples. This mode value is the value passed to the
compliance assessment routine at the completion of the sampling window and used in
subseguent compliance analyses. In the event that no mode value exists, which is
possible if all values in the sample population are equal, the compliance analysis engine
will pass the average or mean value to the compliance assessment routine at the

completion of the sampling window.

Geometric Mean-Based Statistical Analysis Method

[0197] Using a geometric mean statistical analysis method, the compliance analysis
engine is configured to perform a system query, e.g. for TCP segment window size a
policy-defined number of times, (e.g. count = 5) at a policy-defined sampling interval
(e.g. interval = 60 seconds) and then determine the geometric mean of the rate of change.

For example, when a new TCP connection is opened between the endpoint and a remote
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server application across the network, the measured values of the segment window size in
successive samples might be as follows:

s Sample |: 604 bvtes:

* Sample 2: 72 bytes (increase of 12.5%)

e Sample 3: 100 bytes (increase of 38.89%0)

« Sample 4: 150 bytes (increase of 50%)

+« Sample 5: 250 bvtes (increase of 606.67%)

[0198] In this case the geometric mean is
[1.125%x1.3889x1.5x1.6667]" —1=0.4058 = 40.58%

[0199] This geometric mean value is the value passed to the compliance assessment
routine at the completion of the sampling window and used in subsequent compliance

analyses.

Rate-Based Statistical Analysis Method

[6200] Using a rate-based statistical analysis method, the compliance analysis engine
is configured to perform a system query {e.g. CPU utilization, CPUJ temperature, number
of emails sent, antivirus agent compliance score, personal firewall compliance score,
composite security score, etc.) two times at a policy-defined sampling interval {e.g.
interval = 100 seconds). The analysis engine performs a calculation of the difference
between the two sampled values (or calculated compliance scores), performs a
calculation of the diffcrence between the two sampling times (or alternatively uses the
policy-defined sampling interval), and divides the value difference by the time difference
to obtain a rate, €.g. emails per second, change in CPU temperature per second, number
of HTTP requests to a given DNS domain per minute, change in antivirus compliance
score per minute, authentication failures per minute, etc. This rate value is the value
passed to the compliance asscssment routine at the completion of the sampling window
and used in subsequent compliance analyses. This rate calculation result can also be used
by the client to predict the value of the data element (either raw data or calculated score)
at a future time. This predicted value can be used in subsegquent compliance analysis. [t

will be understood that rates can be determined from many other sampling processes.
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Acceleration Rate-Based Statistical Analysis Mecthod

[G201] Using an acceleration rate-based statistical analysis method, the compliance
analysis engine is configured to perform a system query (e.g. CPU utilization, CPU
temperature number of emails sent, antivirus agent compliance, etc.) two times at a
policy-defined sampling interval {e.g. interval = 100 seconds). The compliance analysis
engine performs a calculation of the difference between the two values, performsa
calculation of the difference between the two sampling times (or alternatively uses the
policy-defined sampling intervat), and divides the value difference by the time difference
to obtain a rate (e.g. emails per second, change in CPU temperature per second, number
of HTTP requests to a given DNS domain per minute, change in antivirus compliance
score per minute, authentication failures per minute, etc. Rather than passing this value
10 the compliance assessment routine at the completion of the sampling window as
described in the previous method, the compliance analysis enginc repeats this activity at 2
later time, where the time interval between the first rate sampling window (which collects
two samples at a policy-defined sampling interval) and the second rate sampling window
(which collects two additionzal samples at the same policy-defined sampling interval) is

defined as an acceleration policy setting in the client policy data store.

[0202] The compliance analysis engine performs a calculation of the difference
between the two rate values, performs a calcnlation of the difference between the two
sampling times (or alternatively uscs the policy-defined acceleration sampling interval),
and divides the value difference by the time difference to obtain a change in rate per unit
time (i.e. just as the physical property acceleration is the measurcment of change in
velocity per unit time, where velocity itself is the measurement of the change in distance
(the raw value being measured) per unit time. This acceleration value is the value passed
to the compliance assessment routine at the completion of the acceleration sampling
window and used in subsequent compliance analyses. This acceleration calculation result
is also able to be used by the client to predict the value of the rate at a future time. This

predicted value can be used in subsequent compliance analysis.
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Variability-Based Statistical Analvysis Methods

[0203] The compliance analysis engine. is able to utilize statistical analvsis methods
for assessing compliance against a single, related group or arbitrary group of data
elements for the purposes of calculating the variability value of raw, computed and/or
mapped data element(s), comparing the calculated variability value to corresponding
policy values that define compliance value(s) and/or ranges for the data element(s), and

making an assessment about compliance of that/those data element(s).

10204] Specific variability methods supported by the client are set out below. The
specific method that should be used for calculating the variability value of a given data
element or combination of data elements is selected by the administrator, as the nature of
the distribution makes certain methods more or less appropriate or optimal for evaluating

compliance of a given data element or combination of data elements.

Min-Based, Max-Based and Range-Based Statistical Analysis Method

[0205] Using a minimum, maximum or range-based statistical analysis method, the
client is configured to perform a system query {e.g. CPU utilization, antivirus agent
compliance, etc.) a policy-defined number of times, (e.g. count = 5) at a policy-defined
sampling interval (e.g. interval = 60 seconds) and then determine the minimum and
maximum values that were observed in the collected sample. [f range information is
necessary, the client will also calculate the range based on the observed minimum and
maximum, The minimum, maximum and/or values are passed to the compliance
assessment routing at the completion of the sampling window and used in subsequent

compliance analyses.

Variance-Based Statistical Analvsis Method

[0206] Using a variance-based statistical analysis method, the client is configured to
perform a system query (e.g. CPU ufilization, antivirus agent compliance, cte.} a policy-
defined number of times, (e.g. count = 100) at a policy-defined sampling interval {c.g.

interval = 100 seconds) and then determine the varjance of the collected sample using a

standard formula for calculating sample variances:
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5? :ﬁxlz::(x,. ~%)° where f:%xix

i=]

[0207] The calculated variance is passed to the compliance assessment routine at the

completion of the sampling window and used in subsequent compliance analyses.

Standard Deviation-Based Statistical Analysis Method

[0208] Using a standard deviation-based statistical analysis method, the compliance
analysis engine is configured to perform a system query (e.g. CPU utilization, antivirus
agent compliance, cte.) a policy-defined number of times, (e.g. count = 100) at a policy-
defined sampling interval (e.g. interval = 100 seconds) and then determine the standard
deviation s of the collected sample, where the standard deviation is equal to the square
root of the variance. The method for calculating the variance was just described in the

preceding variance-based statistical analysis method description
[0209] The calculated standard deviation is passed to the compliance assessment
routing at the completion of the sampling window and used in subsequent compliance

analyses.

Coefficient of Variation-Based Statistical Analvsis Method

[0210] Using a coefficient of variation (COV)-bascd statistical analysis method, the
compliance analysis engine is configured to perform a system guery (e.g. CPU
utilization, antivirus agent compliance, etc.) a policy-defined number of times, (e.g. count
= 100) at a policy-defined sampling interval (e.g. interval = 100 seconds) and then
determine the COV of the collected sample vsing a standard formula for calculating

COV:

COV = Sample S tan dord Deviation

Sample Mear
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[0211] Where the sample standard deviation is equal to the square root of the sample

variance, and where the sample variance is equal to:

s’ =ﬁxg(x, -%) where f:%xi“x!

i=i

[0212] And where the sample mean is determined by summing the values of the

collected samples and then dividing the sum by the number of samples.

[0213] The calculated COV is passed to the compliance assessment routine at the

completion of the sampling window and used in subsequent compliance analyses.

Number of Occurrences-Based Statistical Analysis Method

[0214] Using a number of occurrences-based statistical analysis method, the
compliance analysis engine is configurcd to perform a system query (c.g. CPU

utilization, antivirus agent compliance, etc.) a palicy-defined number of times, (e.g. count
= 100) at a policy-defined sampling interval {e.g. interval = | second) and count the
number of occurrences of each different value collected. The list of values and their
frequency of occurrence is then passed to the compliance assessment routine at the
completion of the sampling window and used in subsequent compliance analyses. This
method is useful in situations where the action policy is triggered based on the number of

occurrences of a specific value or values of a piven data element in a sampling window.

Qccurrence Frequency-Based Statistical Analysis Method

[0215] Using a percentage of occurrence-based statistical analysis method, the
compliance analysis engine is configured to perform a system query (e.g. CPU
utilization, antivirus agent compliance, ¢te.) a policy-defined number of times, (c.g. count
= 100) at a policy-defined sampling interval (e.g. interval = 1 second) and count the
number of occurrences of each different value collected, The number of occurrences of a
given value is divided by the number of samples to determine the relative frequency of
occurrence of that value. This will normally be expressed as a decimal value ora

percentage. The list of values and their frequency of occurrence is then passed to the
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compliance assessment routine at the completion of the sampling window and used in
subsequent compliance analyses. This method is useful in situations where the action
policy is triggered based on the relative frequency of occurrences of a specific value or

values of a given data element in a sampling window.

Cumulative Distribution-Based Statistical Analvsis Method

[0216] Using a cumulative distribution-based statistical analysis method, the
compliance analysis engine is configured to perform a system query (e.g. CPU
utilization, antivirus agent compliance, ¢tc.) a policy-defined number of times, {e.g. count
= 100) at a policy-defined sampling interval (e.g. interval = | second), sort the collected
samples in ascending order, count the number of occurrences of each different value
collected and determines the relative frequency of each value as described above. The
compliance analysis engine then calculates the cumulative frequency distribution of each
value by adding the relative frequency of that value to the sum of the relative frequencies
of all lesser values. Tke list of values and their cumulative frequency of occurrence is
then passed to the compliance assessment routine at the completion of the sampling
window and used in subsequent compliance analyses. This method is useful in situations
where the action policy is triggered when the relative cumulative frequency exceeds a
policy-defined threshold. For example, analysis of a sample of 100 transactions of type
X concludes for this population sample that 90% of the transactions completed within 3.5
seconds. This result is compared to a predefined policy in the policy data store that
spectfies that 90% of type X transactions must complete within 4 seconds to determine
whether or not a condition exists that warrants taking a policy-defined action on the

endpoint,

Sampling Distribution-Based Statistical Analysis Method

[0217] Using a sampling distribution-based method, an administrator may measure
successive values of a data element of interest a large number of times in either a
controlted or typical endpoint environment to determine the distribution type, mean,
variance and standard deviation of the values of that data element. Alternatively an

administrator may define a target mean and standard deviation he believes reasonably
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describes the distribution of the values of the data element of interest. These values are
stored in the client policy data store as policy values such that they can be changed in the

future as needed.

[0218] Alternatively a policy can be cnabled in the compliance analysis engine that
causes the compliance analysis engine to monitor a particular data element for a peried of
time until a sufficiently large sample to accurately represent the population of possible
data values is collected, and then calculate a mean and standard deviation for the very
large sample. These values also can be stored in the client policy data store as target
policy values that represent the steady state behavior of that particular data element. The
monitoring and data collection activity performed by the client can be started or stopped
at any time using policy settings or commands issued to the client. The calculated
properties (e.g. mean, standard deviation, eic) can be discarded at a policy-defined
interval (e.g. every 60 days) or date (e.g. 12/31/05) and the procedure repeated, such that
the client periodically refreshes the values stored in the policy data store that describe the

population.

[0219] These values can further be used to calculate the probability of a sample event
having a value greater than a specified policy value, less than a specified policy value, or
within a specified range of policy values. This capability is supported in the client by
transforming the sample value into a normal random variable with mean equal to zero
and a variance of one. This transformation is done by subtracting the population mean
specified value and dividing the result by the population standard deviation. The client
includes a standard normal distribution data table in its local data store for looking up the
probability of a given value or range of values of this transformed or normalized random

variable.

[0220] The compliance analysis engine also allows an administrator to specify a
mean and/or variance threshold relative to the population’s mean and/or variance for a
given value of a given data element or group of data elements. The compliance analysis

engine can be confipured to perform a system query (e.g. CPU utilization, antivirus agent
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compliance, etc.) a policy-defined number of times, (e.g. count = 100) at a policy-defined
sampling interval (e.g. interval = 1 second), The mean, variance and/or standard
deviation of the sample can be calculated using standard methods such as those
previously described. The calculated properties of the sample (e.g. mean, standard
deviation) are then passed to the compliance assessment routine at the completion of the
sampling window and compared by the compliance analysis engine to the policy-defined
values that describe the population and that were previously defined by the administrator
or calculated by the client. This method is useful in situations where the action policy is
triggered when the properties of a sample, €.g. the mean or standard deviation, exceeds a
policy-defined threshold. For example, the client locally observes a population sample of

100,000 events of a particular type, calculates the mean and the standard

Linear Repression-Based Analysis Method

[0221] Using a linear regression-based method, an administrator may measure
successive values of an (x, y) data pair of interest comprised of an independent and a
dependent variable. The measurement may occur a large number of times in either a
contrelled or typical endpoint environment to determine the coefficients (a, b) of a line
equation that represents the relationship between the dependent variable (v) and the
independent variable (x) using the standard line equation y=ax+5b. Altenatively an
administrator may define target coefficients he believes reasonably describes the fitted
relationship of the values of the data pair of intercst. These values are stored in the client

policy data store as policy values such that they can be changed in the future as needed.

[0222] When the required number of samples is collected, the administrator utilizes
the method of least squares for estimating the regression coefficients (a, b) of a line
equation that represents the relationship between the dependent variable (y} and the

independent variable (x) using the standard line equation y=ax+5, where
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[0223] These values are then stored as policy values.

{0224}  There are several analyses methods supported by the client that can
subsequently make use of these policy values. In one method supported by the
compliance analysis engine, the compliance analysis engine is configured to perform a
system query of a data pair of interest {e.g. response time as a function of number of
bytes or records in transaction request, number of network messages transmitted per
minute as a function of number of active programs, etc.) a policy-defined number of
times, {e.g. count = 50) at a policy-defined sampling interval (e.g. interval = | second} or
when the event actually occurs, (e.g. a message being sent to a specific remote computer).
A mathematical analysis is performed to calculate the actual regression coefficients of the
sample. The calculated coefficients of the sample are then passed to the compliance
assessment routine and compared by the client to the policy-defined values. A

compliance assessment is subsequently made,

[0225]  In another method supported by the compliance analysis engine, the policy-
defined coefficients are combined with the sampled value of the independent variable (x)
to determine an estimated value of the dependent variable (y). The actual value of the
dependent variable (y) is then compared to the estimated value of the dependent variable

{y). If the actual value differs from the estimated value by more than a specified, policy-
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defined difference (positive, negative and/or absolute magnitude), a policy violation is

deemed to have occurred,

[0226] In another method supported by the compliance analysis engine, the actual
regression coefficients of the sample are used to predict the value of the dependent
variable given a value of the independent variable. The predicted value of the dependent
variable can then be used as a dynamically derived policy value. Should the specified
value of the independent variable occur in the future, the actual value of the dependent
variable at that time is compared by the compliance analysis engine with the dynamically
derived policy value. If the actual value differs from the predicted value by more than a
specified, policy-defined difference (positive, negative and/or absolute magnitude), a

policy violation is deemed to have occurred.

Filtering Analysis

[0227] Another analytical method supported by the client is based on filtering theory.
A filter in this context 1s a picce of purpose-built software that analyzes a particular data
set, applies a threshold function of some type to that data set, and extracts only
information of interest. Filtcring in this context therefore is the act of extracting
interesting data by applying a threshold against individual data points within a data set.
Examples of the types of data the client can collect and policy-based thresholds the client

can evaluate were previously deseribed above.

[0228] The compliance analysis engine supparts severat different filtering approaches
and is extensible to support future additional filtering approaches as well. One supported
filtering method previously described involves by collecting a specific type of data from

the environment, comparing the data point against policy-defined thresholds, and taking a

policy-based action when a compliance threshold is exceeded.

[0229] In another filtering method supported by the client, the compliance analysis
module assumes a particular aspect of the endpoint is in compliance unless otherwise

notified by the data collection module. In this filtering appreach, the filtering method
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continuously collects a specific type of data from the environment and performs a
comparison of that single point of data against the policy-defined threshold for that single
point of data. Only when a compliance violation is detected, is the data, or alternatively a
descriptive message identifying the compliance violation, passed to an alternate
compliance analysis engine responsible for combining the results of assessments of
individual data points, i.e. performing a holistic compliance assessment. The overall
compliance analysis module assumes complete compliance with respect to any given data
element unless it is informed otherwise. This is commonly referred to as an exception-
based notification system. It is an advantageous approach as the software routine
responsible for determining overall assessment has to process less data and thus can more

quickly reach decisions with respect to required policy enforcement actions.

10230] In a statistical approach to smoothing and prediction, there must be certain
statistical parameters available such as a mean function or a correlation function. In
particular, there must be a difference between the values of these functions for the
interesting information and the function values for the noise. The filter is set to pass

interesting information and filter noise by setting the filtering level appropriately.

Application of Methods to All Endpoint State Data Elements

[0231] Many of the examples of analysis methods described herein for measuring
cuantitative endpoint state information utilize one or two endpoint data elements (e.g.
CPU utilization, antivirus agent compliance scorg) as an example. These same data
elements are cited as examples throughout simply for reader convenience, and the reader
will realize that the invention is not thus limited. The policy management system fully
supports the ability to apply these methods to any number of endpoint data elements,
either raw or derived as a result of an upstream compliance assessment and calculation

performed by the policy management system.

Anplication of Methods to Non-Numeric Endpoint State Information
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[0232] The above-described models and methods for measuring quantitative endpoint
state information can be applied to non-numeric compliance assessments by mapping the

environmental data to numeric values using policy-defined values, as noted above.

[0233] As an example, the state of the antivirus agent and a review of policy settings
might result in an antivirus compliance score of 65 points or 65%. Rather than treat this
as a single data point and form an immediate compliance assessment, it might be
preferable to sample the antivirus agent state information at a periodic interval fora
period of time, where both the sampling interval and sampling window are policy-defined
values, calculate the compliance score at each sampling, and treat the collection of
compliance scores as a population sample. Such capabilities are supported by the policy
management system. While this example cites the translation of antivirus agent state
information into an antivirus compliance scere, translation of other endpoint state
information such as thosc data elements previously identified herein into compliance
scores is also supported by the present invention. Collection of population samples of
numeric compliance scores for other pieces of endpoint state information is likewise

supported by the present invenlion.

Application of Analvtical Methods to Composite Endpoint Compliance Assessments

[0234] Just ag statistical and other analytical methods can be applied to compliance
assessments of discrete data elements (e.g. CPU utilization) or data sources (e.g. antivirus
agent state including version, running state, vendor, date of last signatures update,
configuration settings, etc.), these methods can also be applied to composite compliance

assessments,

[0235] In a previous example, the real time compliance assessment at a given point

was as follows:

Sensor Raw score Agent Threshold Relative Weighting Adjusted score
{points) (paints) (points)
87 0f 118

Palo Alto Networks - Exhibit 1002
Palo Alto Networks v. Taasera - IPR2023-00574
Page 109 of 279



Attorney Docket Ko, 130839004921

PATENT

Antivirus agent 65 75 15% 9.75

! Personal firewall agent 93 90 70% 65,1

| Antispyware agent 0 70 100% 0
Content filtering agent 100 60 3% 5

- Composite Score 79.95
Composite Threshald 75.00

[0236] As previously mentioned, the policy management system is able to use
statistical and other analysis methods to calculate one or more raw score inputs into this

composite score.

[6237] The pelicy management system is also able to use statistical analysis methods
cited above, including but not limited to mean, median, mode, moving average and
geometric mean to calculate a composite score by applying a statistical analysis method
to a population sample of individual composite scores calculated at different times.
Sampling intervals and sample count are controlled via policy settings. The policy
management system is able to perform this function using all of the statistical analysis
methods previously described. The client is able to perform this function for all

monitored data elements and all composite scoring functions.

Exception Reporting of Analyses Result

[0238] Recalling the exception-based optional approach previously described, in
another embodiment the instant CPU utilization, the average CPU utilization, or moving
average CPU utilization can be reported every time the value is determined, or only

reported when it exceeds a policy defined threshold.
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Non-Exclusivity of Analvses Mcthods

[0239] In the examples cited, the instant CPU utilization, average CPU utilization,
moving average, ctc, are distinctly different data elements, however the different data
elements can be used simultaneously for different compliance evaluation purposes, i.e.
collection and usage of instant CPU utilization and average CPU utilization are not
mutually exclusive. For example, one compliance evaluation method may require the
instant CPU utilization value in order to perform a compliance evaluation, whereas a
different compliance evaluation method may simultaneously require the average CPU
utilization in order to perform a compliance evaluation. The present invention supports
the ability to use these different measurement methods for different compliance tests
using the same data source simultaneously. The present invention further supports thig
simulianeous use capability for all other supported monitored data sources as well,
including both numeric sources and non-numeric sources that are converted 1o numeric

values or scores.

Combining Analyses Methods

[0240] In the examples cited herein, average, mode, moving average, coefficient of
variation, standard deviation, etc. are different analysis methods supported by the policy
management system. [t will be understood that the policy management system provides
the ability to use logical combinations (e.g. AND, OR, ELSE, IF, THEN, NOT, etc.) of
different compliance measurement methods for performing compliance evaluation of the
same data element or group of data elements simultaneously. Examples of policy-driven
capabilities of the policy management system include:
s CPU utilization policy: Median of past 100 consecutive samples must be less than
98% AND trailing 5 minute moving average must be less than 80%
s File open rate policy: Mean of past 5 consecutive samples must be less than 100
AND standard deviation on those same samples must be less than 7.
* Antivirus compliance policy: Most recent calculation of antivirus compliance
based on most recent antivirus state inspection must have a compliance score

greater than 50 OR mean of past 5 consecutive samples must be greater than 70.
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[0241] - The pelicy management system supports this simultaneous use capability for
all other supported monitored data elements as well, including both numeric sources and

non-numeric sources that are mapped to numeric values or scores.

[0242] Similarly, it is important to note that simultaneously used combinations of
these methods, as well as other methods cited herein are possible and are supported by
the policy management system. For example, the business rules method cited previously
could be used for compliance monitoring and enforcement with regards to physical ports
on the endpoint, such as USB ports, serial ports, printer ports, IR or RF communication
ports, etc., while the Boolean rules method cited previously could be used for compliance
monitoring and enforcement with regards to permitted applications, while a matrix
algcbra method could simultaneously be used for compliance monitoring and
enforcement with regards to network connectivity or VPN tunnel establishment. Other
combinations are of course possible as well. These combinations are considered in
accordance with one of the above-described methods, for example in Boolean
combinations or as otherwise described herein. Such combinations are also supported by

the policy management system.

Real Time Adjustment of Sampling Frequency

[0243] When an endpoint is compliant with security policies, a reduction in endpoint
inspection frequency reduces the load on the system, e.g. memory, file access, cte.
Conversely, when an endpoint is out of compliance, and in particular when certain
critical security situations cxist, it is appropriate to inspect the endpoint with much higher
frequency so that a highly up-te-date view of the endpoint’s state exists at all times.
Therefore condition data relating to monitored items (e.g. CPU utilization, antivirus
compliance score, security agents composite compliance score, etc.) can be collected at
different sampling intervals, for thresholds (or the range) above which or below which
the new sampling frequency parameters take effect, The policy management system
provides the ability to support this very capability through the use of policy settings

where these parameters can be specified and configured.
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Managing Endpoint and Host Operation

[0244] Continuing with reference to Figure 2, when policy violations are detected it
may be desired to take one or more discrete actions to either bring the endpoint into
compliance, prevent harm from coming to the local and/cr remote computers, restrict user
actions, or perform any number of different actions (step 212). Examples of discrete
actions which may be initiated by policy management system 106, and executed by host
system 102, and endpoint system 104, include those set out below. The solution is
extensible to allow additional actions to be added in the future and configurable to allow
different groups to customize different actions to best meet their needs. It will be
understood that that the process of managing the endpoint and host operations repeats as
frequently as necessary (step 214). As noted herein above, it may be desirable to repeat
the steps, including the collection of data, analysis of data, and the management of the

systems, multiple times during 2 single connection session.

[0245] With reference back again to Figure 4, there is shown how the above
described operation of compliance analysis engine 106C results in the generation of
output actions 402, these actions used to control the operation of the agents within the
endpoint. These policy actions are selected based upon the above-described comparison
of the state of the conditions 14F in comparison to the compliance rules in data store 16B,
and specify actions to permit, prevent or automatically initiate on the endpoint. Policy
actions may be endpoint actions allowed to take place because the endpoint system 104 is
in compliance with security policies, actions to take to partially or wholly restrict access
to endpoint resources because the endpoint system 104 is not in compliance with security
policies, or a combination thereofl. Additionally, the invention may log event information
locally in the policy data store and/or create and transmit event and state information
gcross a data cemmunications network to a remote policy management system 106 or a
remote computer for logging, operator notification, transaction triggering, reporting, ot
other administrative purposes. Figure 4 in particular illustrates the notion of endpoint
agent closed loop control feedback as a central part of the invention where endpoint
policy actions taken may be targeted to a one or more specific endpoint agents 104E as a

direct result of endpoint condition information 104F obtained from that endpoint agent
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104E and other various exemplary agents. For example the antivirus agent may be
queried for its current state, That information may then be combined with other
information from other endpoint agents and analvzed by the analvsis engine 106C to
determine if any noncompliance conditions exist. If so, the invention may direct the
antivirus agent to take specific actions, change internal configuration settings, ctc. to
bring the endpoint back into compliance or to block or permit certain system or operator

activities.

[0246] Examples of specific endpoint policy actions the invention is able to take are
itemized previously in this document. Additional examples of endpoint actions the
invention is able to take are now showr:
s Certificate Actions

s Grant or deny access to a locally stored digital certificate

¢ Transmit a certificate revocation request message

s Login Account Actions

* Disable login account

s Expire password

¢ Initiate password reset

» Automatically log a user out of an application, the system, a secure conncction,

etc.

* Operating System Actions

s Halt a named memory-resident process

» Delete a specific file

¢ Rename a specific file

s Change the attribute of a file from read/write to read only, or reverse

s Change the attribute of a folder from read/write to read only, or reverse

= Etc.
s Systemn Hardware Actions

s Enable or disable a parallel port
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* Enable or disable a serial port
« Enable or disable a USB port

s etc

s Application Actions

«  General:
o Launch a named application
o Uninstall a named application

s cic,

o Adjust bandwidth available to email application
o Remove recipients from outbound emails
o Discard email
o elc.
¢ Application transactions

» [Initiation or blocking of specific transaction types for named applications

s VPN Client Actions

» Establish VPN tunnel

¢ Disconnect VPN tunnel

¢ Establish VPN tunnel to a specified VPN server
+ Update VPN profile

s  Aniivirus Agent Actions

o Delete a malicious file
¢ Quarantine or otherwise disable a malicious file

e Quarantine or otherwise disable infected files

e« Personal Firewall Agent Actions

+ Block outbound access from specific application(s)
¢ Block outbound access to specific destination IP address{es)

o Block outbound from specific communication protocols, e.g. TCP, HTTP, policy
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management client-server protocol, etc.)

* elc.

¢ Content Filtering Agent Actions

+ Block outbound access to specific DNS hostnames (e.g. www.chn.com, ) or

specific realm(s) (e.g. *.si.com)

e Spyware Management Agent Actions

¢ Delete a malicious file
+ Quarantine or otherwise disable a malicious file

s+ Prevent specific software from loading into memory

= File System Actions

« Delete a named file
« Set the attributes of a named file to read-only
+« Move a named file to a specified local or remote location

*  ctc,

e Data Backup Actions

« [nitiate partial or full backup
¢ Initiate a local or remote backup of selected files and/or folders.
+ Suspend a backup process

» Restart/Resume a backup process

» Data Access Actions

« Restrict access privileges 1o specific data sources
s Block write access privileges to specific data sources
» Restrict copy privileges for specific data sources

LI - {of

s Network Connectivity Actions

o Permit or deny network connectivity on a named dial adapter

» Permit or deny network connectivity on a named network adapter
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e Change TCP window size to throttle bandwidth consumption for all applications,
for selected applications, for all communication protocols, and/or for selected
communications protocols, for traffic destined to a specific destination IP address
or address range, etc.

s gcic.

» Network Services Actions

s Disable DNS
» Add default DNS server to endpoint configuration settings
e Add entry to hosts file

= etc.

» Access Control List Actions
s Permit or deny network access to an cnumerated list of [? addresses or IP network
numbers
e Permit or deny network access to an enumerated list of TCP or UDP ports or port
ranges

¢ Permit or deny network access to an enumerated list of applications

«  Alerting Actions

s  Sending an email alert to a named email address
» Send an alert to the user interface so the user is aware of the endpoint’s state
¢ Send an alert to the user interface so the user is aware of the policy violations
»  clc.

¢ Logging Actions
s Log the policy violation(s) detected on the local machine
e Scnd a policy violation(s) log message to a remote machine

s User Actions, Applications, Results, Restrictions, etc. Dimension (the OUTPUT
dimension)

e Allow certain applications

» Block VPN connectiivty
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» Execute remediate actions (could be nested depending upon issues remediated)

e e¢te,

[0247}]  As noted and described above, examples and illustrations throughout are

illustrative and not limiting. Numerous others will occur to the reader.

[0248]  Having analyzed conditions and compared existing conditions to required
conditions as described in the policy data store 1068, the analysis engine 106C
determines what actions to initiate (step 212). The analysis engine 106C and it’s
operative models and algorithms provide the ability to proactively take an exhaustive and
extensible list of permissive, corrective or restrictive actions. The actions can be taken
immediately, scheduled to occur at some future point in time, upon completion of some
predefined system event, or as a prerequisite to some predefined system event. The
actions when taken can also be logged by the agent and made available to a central
management reporting consele. Also, the actions may result in notifications or alerts
being displayed to the end user, and/or uploaded to a central management reporting

console.

[0249] For example the analysis engine can initiate the following actions:
» User management:
e Disable a login account
e Automatically log a user out of an application, the system, a secure connection,
ete.
» Require an immediate password reset.
s Application management:
¢ Launch a specified application
+ Tear down a specified application
o Prevent a specified application from launching
* cic,
e Operating system management

+ Reprioritize running processes and threads
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Network management:
s Prevent network connectivity to a local network
s Prevent network connectivity to a remote network
» Prevent use of one or more network adapters
» FEtc.
Personal firewall:
s  Modify access control policies being enforced by firewall
e Update access control List
VPN client:
e Change tunnel state
» Force profile
Data management:
s Restrict access privileges to specific data sources
* Block write access privileges to specific data sources
= Restrict copy privileges for specific data sources
s gl
s Application specific management:
. Initiation or blocking of specific application transaction types
s IT notification:
¢ upen a new, previcusly unknown event, send an alert to a mail server to
notify IT admin describing the issue and providing 2 links, one for
approve, one for deny. IT selects one, clicks link, and is taken to web page

where he logs in and submits the policy definition.

With respect 10 acticns that may be initiated regarding hardware remediation:

[ssue end point software and/or hardware information update to [T asset management
system

Issue repair request to IT computing hardware repair system

Issue device theft/loss message to IT asset management tracking system

etc.
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Communication of Endpoint State Information, Endpoint Compliance Analysis Results

And/Or Compliance Actions to a Remote Computer

[0250] There are a number of alternative implementations for how the invention can
be instantiated and operated. Several examples of implementation methods supported by
the invention follow. This list is exemplary and not exhaustive; others will now be

apparent to the reader.

Impicmentation Method 1 - Endpoint system 104 Only

[0251] In this implementation scenario, all components are deployed on the endpoint
system 104 being managed. This implementation is representative of a consumer-type
offering where the system owner, invention operator, system administrator and invention
administrator roles are all performed by the same single person. In this implementation,
the logical components of the invention might be distributed across differcnt systems as
follows:
¢ Endpoint system 104 components:

o Endpoint state data collection of conditions

o Endpoint state data analysis

o Compliance analysis engine

o Policy-based actions

o Policy data store

o Policy management functions

o Reporting functions

o (all as described ahave)
s Policy manapgement system 106 components:

o None
¢ Host system 102 components:

o None

Implementation Method 2 — Centralized endpoint system policy management
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[0252] In this implementation, a central manapement user interface 106A on the

policy management system 106 is used to confipure policies that are then saved to a

central policy data store 106B. The policies are synchronized or replicated to tocal policy

databases residing in the endpoint system 104, for example in data store 104B, ona

periodic basis when the endpoint system 104 checks in with the policy management

system 106 to see if updates are available. An analysis engine, performing generally the

same functions as engine 106C, residing on the endpoint system 104 is responsible for

enforcing all compliance policies on the endpoint system 104 in accordance with policies

received from the policy management system 106. This implementation is representative

of a corporate-type offering or a managed services-type offering as might be provided by

a service provider firm, where the endpoint system user is different from the endpoint

system administrator or invention administrator roles. In this implementation, an

exemplary distribution of invention components across different systems is as follows:

o Endpoint system 104 components:

o]

c

o}

o 0o Q

o

o

Endpoint state data collection of conditions
Endpoint state data analysis

Compliance analysis engine

Policy-based actions

Policy data store

Policy management console

Reporting console

(all as described above)

o Policy management system 106 components:

s}

e}

s}

Policy data store
Policy management functions

Reporting functions

¢ Host system 102 components:

C

None

[0253] In this implementation, conditions information, compliance violations and

policy enforcement actions can be logged locally on the endpoint system 104 and/or
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uploaded to any remotc computer over a data communications network for centralized

management reporting purposes. Data reccived {Tom multiple endpoint systems 104 can
also be aggregated for additional menagement reports. Information logged locally on the
endpoint system 104 can also be viewed locally on the endpoint system by an opcrator of

that system.

Implementation Method 3 — Centralized host system policy management

[02541 In this implementation scenaric, a central management user interface 106 A on
the policy management system 106 is used to configure policies that are then saved to a
central policy data store 106B. The policies are synchronized or replicated to a local
policy database residing on the host system 102, for example in data storc 102B, on a
periodic basis when the host system 102 checks in with the policy management system
106 to see if updates are availablc. An analysis engine residing on the host system 102,
performing generally the same functions as described with respect to engine 106B, is
responsible for enforcing all compliance policies on the host system 102 in accordance
with policies received from the policy management system 106. This implementation is
representative of a client-server type application environment where clicnt applications
(e.g. web browser, database client, etc.) residing on endpoint systems 104 initiate
communication sessions with server applications {e.g. web server, database management
system, ctc.) residing on host system 102 to upload and/or download application-specific
data. In this type of client-server environment, it is important to ensure the host system
102 is protected at all times so that the host system 102 can not be compromised by a
rogue endpoint system 104, or so that the host system 102 is prevented from sending
malicious data or software code to endpoint system 104. In this implementation, an
exemplary distribution of invention components across different systems is as follows:
o Endpeint system 104 components:

o None
o Policy management system 106 components:

o Policy data store

o Policy management functions

o Reporting functions
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« Host system 102 components:
o Endpoint state data collection of conditions

Endpoint state data analysis

0

Compliance analysis engine

o 0

Policy-based actions

Policy data store

G

&

Policy management functions

Reporting functions

0 0

(all as described above)

f0255] In this implementation, conditions information, compliance violations and
poticy enforcement actions can be logged locally on the host system 102 and/or uploaded
to any remote computer over a data communications network for centralized management
reporting purposes. Data received from multiple host systems 102 can also be aggregated
for additional management reports. Information logged locally on the host system 102

can also be viewed locally on the endpoint system by an operator of that system.

Implementation Method 4 — Centralized analvsis engine and compliance analysis of

individual systems

[0256]  Inthis implementation scenario, a policy management system 106 is used to
configure compliance policies that are then saved to a policy data store 106B. Policies
are also defined that identify what conditions 104F should be monitored by the agent
monitoring components 104D, E residing on endpoint system 104 and/or host system
102. These policies are also stored in the policy data store 106B. Monitoring policies are
subsequently distributed to endpoint system 104 and/or host system 102 periodically. An
agent monitoring module residing on the endpoint system 104, performing generally this
same functions as described with respect to engine 106B, collects endpoint condition
information 104F and transmits it to the policy management system 106 where
compliance analysis is performed using an analysis engine 106C. The analysis engine

residing on the endpoint system (or equally the analysis engine residing on the host
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system 102) does not perform compliance analysis. The analysis engine 106B in the
policy management system 106 decides what policy enforcement actions are necessary.
The pelicy enforcement decisions are sent from the policy management system 106 to the
endpoint system 104 or the host system 104 as appropriate where the local system
executes the policy enforcement actions as instructed by the policy management system
106. In this implementation, an exemplary distribution of invention components across
different systems is as follows:
o Endpoint system 104 components:

o Endpoint state data collection of conditions

o Policy-based actions
o Policy management system 106 components:

o Policy data store

o Policy management functions

o Reporting functions

© Compliance analysis enging

o Identification of policy-based actions to take
¢ Host system 102 components:

o Endpoint state data collection of conditions

o Policy-based actions

Implementation Mcthod 5 — Centralized analvsis engine and compliance analysis of

multiple systems

[0257] In this implementation scenario, a policy management system 106 is used to
configure compliance policies that are then saved to a policy data store 106B. The policy
management system 106 can create one set of compliance policies it uses locally in its
own analvsis engine 106B and one or more sets of compliance policies it distributes to
endpoint systems. Different sets of compliance policies may have the same or different
values regarding items monitored, compliance thresholds, analysis methods to use, etc.
Policies are also defined that identif}I' what conditions 104F should be monitored by the
agent monitcring components 104C, D residing on endpoint system 104 and/or host

system 102. These policies are also stored in the policy data store 106B. Monitoring
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policies are subsequently distributed to endpoint system 104 and/or host system 102
periodically. An agent monitoring module residing on the endpeint system 104,
performing generally the same functions as described with respect to engine 106C,
collects endpoint condition information 104F and forwards the aggrepate data sct of
endpoint condition information 104 to the local analysis engine residing on the endpoint

system,

[0258] A host system 102 if similarly configured would behave in a similar way.
Thus the analysis enging local to the endpoint system collects endpoint state data,
performs local compliance analysis and makes local policy action decisions. In addition
to the local system (endpoint system 104 and/or host system 102) analyzing the condition
information, the local system uploads the information to the policy management system
106, The analysis engine 106C residing in the policy management system 106 examines
the aggregated set of condition information across multiple or all endpoint systems
simultaneously using one or more analytical methods previously described herein, e.g. a
statistical analysis method, in order to look for trends across the endpoint population and
to assess the overall level of compliance across the entire endpoint system population or
across a specific endpoint system population sample, and will reach compliance decisiens
that are independent of and indeed may be different from compliance decisions made on
endpoint systems due to different policy values used by the endpoint analysis engine and
the policy management system analysis engine.  The policy management system 106 will
subsequently identify one or more policy enforcement actions that need to be taken,
identify specific endpoint systems 104, 102 on which those actions need to be taken and
send messages to the appropriate endpoint systems containing policy enforcement
instructions. The policy management system will also send one or more policy
enforcement action instructions to network access control deviees such as VPN gateway,

router, switch, remote access server, etc.

[0259] In this implementation, an exemplary distribution of invention components
across different systems is as follows:
o Endpoint system 104 components:

o Endpoint state data collection of conditions
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o Endpoint state data analysis
o Compliance analysis
o Policy-based actions
o Policy data store
o Policy management functions
o Reporting functions
o Policy management system 106 components:

o Policy data store

0

Policy management functions
Reporting functions
Endpoint state data collection of conditions

Endpoint state data analysis

C 0o ¢ o

Compliance analysis engine

o]

Identification of policy-based actions to take and identification of specific
endpoint and/or host systems that should take those actions.
¢ Host system 102 components:
o Endpoint state data collection of conditions
o Endpoint state data analysis
o Compliance analysis
o)

Policy-based actions

O

Policy data store

0

Policy management functions

© Reperting functions

Implementation Method 6 — Policy management system as in-band access control
mechanism

[0260] In this implementation scenario, a policy management system 106 is used to
configure compliance policies that are then saved to a policy data store 106B. Policies
identify what conditions 134F should be monitored by the agent monitoring components
104C, D residing on endpoint system 104 and/or host system 102. The policy

management system is integrated with a network access control function such that user or
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application data exchanged between endpoint system 104 and host system 102 must pass
through the combined policy management systcm/network access control function.
When the endpoint system 104 tries to access the host system 102, the access control
function challenges the endpoint system 104 to provide condition information (i.e. inputs
to the endpoint analysis engine) and/or compliance evaluation results (i.e. outputs from
the endpoint analysis engine). When the endpoint system 104 retumns the requested
information, the access control function relays the information to the policy management

system 106,

[0261] The policy management system 106 evaluates the compliance state of the
endpoint system 104 based on information provided by the endpoint system 104 and
policy data residing in the policy management system policy data store 106B. The policy
management system 106 then makes one or more access control decisions. Access
decisions might result result in unrestricted acecess, total denial of access or partially
restricted access (e.g. specific destination [P addresses, address ranges, applications, |
protocols, ete.) to network resources such as applications residing on host system 102,
The access control decisions made by the policy management system 106 are passed to
the access control function. The access control function then automatically configures
one or morc access control rules for that endpoint system 104. Thereafter all endpoint
system 104 data traffic sent through the access control function is cither permitted or
blocked in accordance with those access control rules. The access control function
periedically issues challenges to the endpoint system 104 over the life of a
communications session. The challenge requires the endpoint system 104 to re-submit
compliance information in order to be pérmitted to maintain an active session with the

network access function.

[0262] As the policy management system functionality and the access control
function are two separate functions, they can be installed together on a shared computing
device or alternatively can be installed separately on two different computing devices

interconnected by a data communications network,
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[0263] 1t will be obvious that the scveral methods just described are complementary.
As such, various combinations of these methods are possible and are within the scope of

this invention.

Data Sharing

[0264] The raw condition information éollected by the agent monitor 104C, the
compliance analysis conclusions reached by the analysis engine 106C, and/or compliance
actions identified as necessary by the analysis engine 106C is available to external
security-centric or other software agents running on the same system via the invention’s
APIL. The information is also available to remote systems via data communications
networks and traditional client-server communication protocols (e.g. HTTP) or peer-to-
peer communications protocols. This allows information collected or conclusions created
by the invention to be utilized by other software and network access agents as part of

their host or network assessment process.

[0265] While the various endpoint, host and policy management systems are
described as communicating directly with one — another, it will be understood that the
invention is not thus limited. Numerous intermediary parties may be associated with the
collection and forwarding of agent information from endpoint system 104 to policy
management system 106. Further, numerous additional intermediary systems may be
associated with communicating the policy assessment and action information from policy

management system 106 to host system 102.

Remote Administrator Notification and Control

[0266]  The analysis engine 106C can be configured via policy settings to send a
message to an administrator via a conventional data communications network and a
commonly available data communications protocol, {e.g. via POP, SMTP, FTP, HTTP,
etc.) when a specific policy event occurs, for example a specific noncompliance
condition. Additionally, messages can be sent to an administrator when an unrecognized
event occurs. In one embodiment, a message could be sent from the client to a policy-

defined server using email or any other communication method. The server would in term
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create or forward an email message to a policy defined email address. The email can
contain a description of the event and 2 links: One to approve the action and one to deny
the action. Clicking on the link would causes the I'T administrator’s web browser to open
and send an HT TP request to the policy management server. There the IT administrator
can be authenticated and prompted to confirm his intent and desires on the particular
policy question. When the IT administrator successfully authenticates and submits the
transaction, the policy setting is updated on the server policy data store. The next time the
client {or any client in the same policy group) checks in with the server, it wili
automatically retrieve and apply the updated policy. Other embodiments for sending
policy event notifications to an administrator are also possible and are within the scope of

this invention.

[0267] There have thus been provided new and improved methods and systems for
securing access to electronic resources, for example remote access to a host system and
resources. The present invention applies one or more compliance assessment algorithms
to collected system conditions, comparing the results to a security policy to determine if
the system is in compliance with a security pelicy. One or more actions may be taken
responsively. The present invention can use one or more of a variety of algorithms to
assess large numbers of state conditions, making decisions based upon an essentially
infinitely flexible security policy. The invention has commercial application in the field

of electronic resource security.

[0268] Advantages of the invention include, without limitation:
+ Heightened awareness and dynamic, autonomous adjustment to alert and

enforcement thresholds based on condition data.

+ Having a host system self-modulate what local resources are allowed to be

accessed by remote systems based on its own self-assessment of conditions

» Having a policy management system alert a host system regarding conditions on
the network as a whole (i.e. a plurality of end points) or specific end points and
either A) explicitly instruct the host system regarding what local resources can be

accessed by remote system:s, or B) alert the host of conditions such that the host is

107 of 118

Palo Alto Networks - Exhibit 1002
Palo Alto Networks v. Taasera - IPR2023-00574
Page 129 of 279



Attorney Docket No. 13083900621 PATENT

able to incorporate this data into its own self assessment and subsequently self-
moedulate what local resources are allowed to be accessed by remote systems

based on its own self-assessment of conditions

s The use of industry standard vulnerability scores or risk indexes associated with

published vulnerabilities, i.e. para 0053 and subsequent

» The conversion of non-quantitative end point state info, or conditions into

quantitative values

s The use of quantitative analysis models in end point inspection, analysis and

policy enforcement
o Extensibility to support different and future quant models

» Simultancous and concurrent use of different analysis models, both quant and non

quant to inspect different aspects of the end point

s Granular inspections and a wide multitude of conditions data collected) in order to

asscss the end point statc from a more holistic level

* Granular and wide ranging policy enforcement capabilities, i.e. ability to

influence a number of agents and conditions simultancously
» Specific use of the quant models defined herein
» Extensibility of condition inspection capabilities
s Extcnsibility of agents integrated with
» Extensibility of compliance policies
s Extensibility of policy enforcement actions
s Ability to define compliance policies in terms of legical combinations of

conditions
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s Ability to define compliance policies in terms of quantitative terms
s Ability to define compliance policies for non quant conditions in quant terms
»  Ability to combine analysis methods and create N-stage analysis sequences

e the notion of graduated levels of compliance and graduated levels of local

permissions/restrictions depending on your level of compliance

[0269] While the invention has been shown and described with respect to particular
embeodiments, it is not thus limited. Numerous modifications, changes, enhancements and

improvements within the scope of the invention will now be apparent to the reader.
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WHAT IS CLAIMED IS:

1. A method operable on a computer for controlling the operation of a computing
systcm in response to a security vulnerability, comprising:

the computing system running software subject to at least one security
vulnerability;

establishing a policy based on the status of the at least one security vulnerability
including at least one rule and an analysis method for determining compliance with the
rule;

receiving information relating to the status of the at least one security
vulnerability of the software program;

processing the information relating to the status using the analysis method;

determining, based on the processing, the compliance of the at least one security
vulnerability in relation to the rule; and

controlling, based on the determining, the operation of the computing system.

2. The mcthod of claim ! wherein the software is a commercial product and the
information relating to the status of the at least one known security vulnerability is made

available to users of the software.

3 The method of claim 2 wherein the step of recelving information includes the
steps of:
-identifying a remote data repository wherein the information relating to the status
of the at least one security vulnerability is available;
periedically checking the remote data repository to determine the availability of
the information relating to the status; and

retrieving the information relating to the status.

4. The method of claim 3 wherein the step of receiving information further includes

the step of storing locally the information relating to the status.
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5. The method of claim 4 wherein the information relating to the status is sclected

from the group including a quantitative value and a non-quantitative value.

6. The method of claim 5 and further including the step of, prior to the processing,

converting a non-quantitative value to a quantitative value.

7. The mcthod of claim 6 wherein the analysis method is a quantitative analysis
method.
8. The methed of claim 1 wherein the step of controlling includes the step of taking

a first action to negate the security vulnerability.

9. The method of claim 8 further including the steps of:

determining if the first action to negate the sccurity vulnerability was successful;
and

taking, if the first action to negate the security vuincrability was not successful, a

second action to diminish the threat of the security vulnerability.

10. The method of elaim 9 wherein the second action is selected from a list
comprising restricting access to a resource accessible using the computing system,
automatically initiating an update to the software and automatically notifying an operator

of the computing system.

11. The method of claim 1 and further including the steps of:
identifying within the computing system a plurality of conditions, each condition
having a slate; and

the policy further based upon the state of the conditions.

12, The method of claim 11 wherein at least one condition state is a quantitative value

and at least one condition state is a non-quantitative value and wherein the analysis
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method includes the combination of a quantitative analysis method and a non-quantitative

analysis method.

13, The method of claim 11 wherein the step of identifying includes using a software

agent.

14, The method of claim 13 wherein the step of controlling includes transmitting to

the software agent an instruction to take an action.

15.  The method of claim 1 wherein the computing system comprises at least one of a
host computing system including a computing resource and an end point computing

system pursuing access to the resource of the host computing system.

16.  The method of claim 15 wherein the steps of establishing, receiving, processing,
determining, and controlling are performed on at least one of the group comprising the
computing system, the endpoint computing system and a policy management system

connected to at least one of the computing system and the endpoint computing system.

17. A system for controlling the operation of a computing system in response to a
security vulnerability, comprising:
& processor;
a memory connected to the processor and storing instructions for controlling the
operaticn of the processor to perform the steps of
identifying the computing system running software subject to at least one
security vulnerability;
storing a policy based on the status of the at least one security
vulnerability including at least one rule and an analysis method for determining
compliance with the rule;
receiving information relating to the status of the at least ene known
security vulnerability of the software program;

processing the information relating to the status using the analysis method,
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determining, based on the processing, the compliance of the at least one
security vulnerability in relation to the rule; and
contrelling, based on the determining, the operation of the hest computing

systemn.

17. A method operable on a computer for controlling the access of an endpoint
computing system to a host computing system in response to a security vulnerability,
comprising;

identifying within at least one of the endpoint and host systems a plurality of
conditions, each condition having a state;

operating on at least one of the host computing system and the endpoint
computing systemn a soflware program subject to at least one security vulnerability;

establishing a policy based on the status of the at least one security vulnerability
and the state of each of the plurality of conditions, the policy including at least one rule
and an analysis method for determining compliance with the rule;

recelving information relating to the status of the at least ong known security
vulnerability of the software program;

recelving information relating to the state of each of the plurality of conditions;

precessing the information relating to the status of the at Icast one known security
vulnerability and the state of each of the plurality of conditions using the analysis
method;

determining, based on the processing, the compliance of the at least one security
vulnerability and the plurality of conditions with the rule; and

controlling, based on the determining, access of the endpoint system to a reseurce

of the host computing system.

18, The method of claim 17 wherein the step of receiving information relating to the
status of the security vulnerability includes the steps of:
identifying a remote data repository wherein the information relating to the status

of the at least one known security vulnerability is available;
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periodically checking the remote data repository to determine the availability of
the information relating to the status; and

retrieving the information relating to the status.

19. The method of claim 18 wherein the step of receiving information further includes

the step of storing locally the information relating to the status.

20. The method of claim 17 wherein the step of receiving information relating to the
state of cach of the plurality of conditions includes using a plurality of software agents to
collect state information and at lcast one manager to aggregate the statc information

collected by the software agents.

21. A system for controlling the access of an endpoint computing system to a host
computing system in response to a security vulnerability, comprising:

means for identifying within at least one of the endpoint and host systems a
plurality of conditions, each condition having a state;

means for operating on at least one of the host computing system and the endpoint
computing system a software program subject to at least one security vulnerability;

means for establishing a policy based on thc.status of the at least one security
vulnerability and the state of each of the plurality of conditions, the policy including at
least one rule and an analysis method for determining compliance with the rule;

means for receiving information relating to the status of the at least one known
security vulnerability of the software program,;

means for receiving information relating to the state of each of the plurality of
conditions;

means for processing the information relating to the status of the at least one
known security vulnerability and the state of each of the plurality of conditions using the
analysis method;

means for determining, based on the processing, the compliance of the at least one

security vulnerability and the plurality of conditions with the rule; and
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means for controlling, based on the determining, access of the endpoint system to

a resource of the host computing system.

22. A method for generating signals to control the access of an endpoint computing
system to a resource in a host computing system, comprising:

collecting a swate for each of a plurality of conditions in at least one of the
endpoint computing system and the host computing system,

collecting a status of a known security vulnerability for a software program
operating on at least one of the host computing system and the endpoint computing
system;

identifying a policy for determining access of the endpoint computing system to
the resource, the policy including at least one rule and an analysis method for |
determining compliance with the rule;

processing, using the analysis method, the statc of cach of the plurality of
cenditions and the status of the known security vulnerability;

determining, based upon the processing, if the conditions and the known security
vulnerability are in compliance with the rule; and

generating, based upon the determining, a signal usable to control the access of

the endpoint computing system to the resource.

23, The method of claim 22 wherein the endpoint computing system is selected from
the group including & user of the host computing system and an endpoint computing

system separate from the host system.

24, A program product containing instructions to control the operation of a
computing system to control the access of an endpoint computing system to a resource in
a host computing system, the instructions operable on the computing system to cause the
computing system to perform a process comprising:

collecting a state for each of a plurality of conditions in at least one of the

endpoint computing system and the host computing system;
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collecting a status of a known security vulnerability for a software program
operating on at least one of the host computing system and the endpoint computing
system;

identifying a policy for determining access of the endpoint computing system to
the resource, the policy including at least one rule and an analysis method for
determining compliance with the rule;

processing, using the analysis method, the state of each of the plurality of
conditions and the status of the known security vulnerability;

determining, based upon the processing, if the conditions and the known security
vulnerability are in compliance with the rule; and

generating, based upon the determining, a signal usable to control the access of

the endpoint computing system to the resource.

25. A method for developing a compliance policy to control the access of an endpoint
computing system to a resource in a host computing system, comprising:

identifying a plurality of conditions in at least one of the endpoint computing
system and the host computing system, cach of the plurality of conditions including an
associated state, at least one of the plurality of conditions relating to a risk of a known
security vulnerability; and

developing a policy for determining the access of the endpoint computing system
to the resource, the policy including a rule and at lcast one analysis method for processing
the states of the plurality of conditions to determine if the plurality of conditions are in

compliance with the rule.

27.  The method of claim 25 wherein the at least one condition relating to a risk of a
known security vulnerability includes a state determined at least in part by security risk

information provided by a third-party.

28. A system for developing a compliance pelicy to control the access of an endpoint

computing system to a resource in a host computing system, comprising:
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means for identifying a plurality of conditions in at least one¢ of the endpoint
computing system and the host computing system, each of the plurality of conditions
including an associated state, at least one of the plurality of conditions relating to a risk of
a known security vulnerability; and

means for developing a policy for determining the access of the endpoint
computing system to the resource, the policy including a rule and at least one analysis
method for processing the states of the plurality of conditions to determine if the plurality

of conditions are in compliance with the rule,
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Methods and Systems for Controlling Access to Computing Resources Based cn Known
Security Vulnerabiiitics

Abstract Of The Invention

Methods and systems are provided for fine tuning access control by remaote, endpoint
systems to host systems. Multiple conditions/states of one or both of the endpoint and
host systems are monitored, collected and fed to an analysis engine. Using one or more of
many different flexible, adaptable models and algorithms, an analysis engine analyzes the
status of the conditions and makes decisions in accordance with pre-established policies
and rules regarding the security of the endpoint and host system. Based upon the
conditions, the policics, and the analytical results, actions arc imitialed regarding security
and access matters. In one described embodiment of the invention, the monitored

conditions include software vulnerabilities.
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Residence Information (Select One) (8) US Residency Non US Residency Active US Military Service

City | West Chester State/Province PA Country of Residencd

Mailing Address of Inventor:

Address 1 104 Highgrove Drive

Address 2

City | |Nesl Chester I State/Province | FA
Postal Code | 19380 | Countryi | ‘US

All Inventors Must Be Listed - Additional Inventor Information blocks may be

generated within this form by selecting the Add button.

Correspondence Information:

Enter either Customer Number or complete the Correspondence Information section below.
For further information see 37 CFR 1.33(a).
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PTO/AIA/4 (11-15}

Approved for use through 04/30/2017. OMB D651-0032

U.S. Patent and Trademark Office; U.S. BEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond 1o a collection of information unless it contains a valid OMB control number.

Attarney Docket Number | AUSS-2014-5112-US6

Application Data Sheet 37 CFR 1.76

Application Number

Title of Invention METHODS AND SYSTEMS FOR CONTROLLING ACCESS TO COMPUTING RESQURCES BASED ON
KNOWN SECURITY VULNERABILITIES

[ ] An Address is being provided for the correspondence Information of this application.

Customer Number B6308
Email Address bwdocket@pepperlaw.com | Add Email Remove Email

Application Information:

Title of the Invention EN KNOWN SECURITY VULNERABILITIES

Attorney Docket Number| AUSS-2014-5112-US6 Small Entity Status Claimed [ |

Application Type Nonprovisional -
Subject Matter Utility v
Total Number of Drawing Sheets (if any) 7 Suggested Figure for Publication (if any)

Filing By Reference:

Only complete this section when filing an application by reference under 35 U5.C. 111{c) and 37 CFR 1.57{a). Do not complete this section if
application papers induding a specification and any drawings are being filed. Any domestic benefit or foreign priority information must be
provided in the appropriate section(s) below (i.e., “Domestic Benefit/National 5tage Infermation” and “Foreign Priority Information™).

For the purposes of a filing date under 37 CFR 1.53(b), the description and any drawings of the present application are replaced by this
reference to the previously filed application, subject to conditions and requirements of 37 CFR 1.57{a). )
|1
Application number of the previously Filing date (YYYY-MM-DD} Intellectual Property Authority or Cauntry
filed application

Publication Information:
[ ] Request Early Publication (Fee required at time of Request 37 CFR 1.219)

Request Not to Publish. | hereby request that the attached application not be published under

] 35 U.5.C. 122(b) and certify that the invention disclosed in the attached application has not and will not be the
subject of an application filed in another country, or under a multilateral international agreement, that requires
publication at eighteen months after filing.

Representative Information:

Representative information should be provided for all practiioners having a power of attorney in the application. Providing
this information in the Application Data Sheet does nat constitute a power of attorney in the application (see 37 CFR 1.32).

Either enter Customer Number or complete the Representative Name section below. If both sections are completed the customer
Number will be used for the Representative Information during processing.

Please Select One: & Customer Number US Patent Practitioner | () Limited Recognitien (37 CFR 11.9)
Customer Number PGBGB
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PTO/AIA/4 (11-15}

Approved for use through 04/30/2017. OMB D651-0032

U.S. Patent and Trademark Office; U.S. BEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond 1o a collection of information unless it contains a valid OMB control number.

L Attorney Docket Number | AUS9-2014-5112-US6
Application Data Sheet 37 CFR 1.76

Application Number

METHODS AND SYSTEMS FOR CONTROLLING ACCESS TO COMPUTING RESQURCES BASED ON

Title of Invention |\ SWN SECURITY VULNERABILITIES

Domestic Benefit/National Stage Information:

This section allows for the applicant to either claim benefit under 35 U.S.C. 119(e), 120, 121, 365(c), or 386(c} or indicate
National Stage entry from a PCT application. Providing benefit claim information in the Application Data Sheet constitutes
the specific reference required by 35 U.S.C. 119(e} or 120, and 37 CFR 1.78.

When referring to the current application, please leave the “Application Number” field blank.

Prior Application Status | Pending - Remove
Filing or 371(c) Date
Application Number Continuity Type Prior Application Number IYYYY-MM-DD)
[Continuation of ~l 14618685 2015-02-10
Priar Application Status | Patented - Remove
Application - Prior Application Filing Date Issue Date
Number Continuity Type Number (YyYy-MmDD) | PatentNumber | vy pam-pp)
14618665 ’Continuation of -] 13587505 |2012-08-16 bgssuss Pu15-02-10
Prior Application Status | jAbandcned - Remove
Filing or 371(c) Date
Application Number Continuity Type Prior Application Number (YYYY-MM-DD)
13587505 [Continuation of ~I 114519320 2006-06-13
Prior Application Status | Fxpired ~ Remove
Filing or 371(c) Date
Application Number Continuity Type Prior Application Number YYYY-MM-DD)
114518500 [Claims benefit of provisional | 60752424 R005-12-21

Additional Domestic Benefit'National Stage Data may be generated within this form

by selecting the Add button.

Foreign Priority Information:

This section allows for the applicant fo claim priority to a foreign application. Providing this informaticn in the application data sheet
constitutes the claim for priority as required by 35 U.S.C. 119(b) and 37 CFR 1.55. When priority is claimed ic a foreign application
that is eligible for retrieval under the pricrity document exchange program (PD)()I the information will be used by the Office 1o
automatically attempt retrieval pursuant to 37 CFR 1.55(1)(1) and (2). Under the PDX program, applicant bears the ultimate
responsibility for ensuring that a copy of the foreign application is received by the Office from the participating foreign intellectual
property office, or a certified copy of the foreign priotity application is filed, within the time period specified in 37 CFR 1.55{g){1).

Remove
Application Number C‘:.::untryi Filing Date (YYYY-MM-DD) Access Codeé (if applicable)
Additional Foreign Priority Data may be generated within this form by selecting the
Add button. Add
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PTO/AIAM4 (11-15)}
Approved for use through 04/30/2017. OMB D651-0032

U.S. Patent and Trademark Office; U.S. BEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995, no persons are required to respond 1o a collection of information unless it contains a valid OMB control number.

Attarney Docket Number

AUSS-2014-5112-US6

Application Data Sheet 37 CFR 1.76

Application Number

Title of Invention

KNOWN SECURITY VULNERABILITIES

METHODS AND SYSTEMS FOR CONTROLLING ACCESS TO COMPUTING RESQURCES BASED ON

Statement under 37 CFR 1.55 or 1.78 for AlA (First Inventor to File) Transition

Applications

This application {1} claims priority to or the benefit of an application filed before March 16, 2013 and (2) also
contains, or contained at any time, a claim to a claimed invention that has an effective filing date on or after March

[] 18, 2013.

NOTE: By providing this statement under 37 CFR 1.55 or 1.78, this application, with a filing date on or after March
16, 2013, will be examined under the first inventor to file provisions of the AlA.
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PTO/AIA/4 (11-15}

Approved for use through 04/30/2017. OMB D651-0032

U.S. Patent and Trademark Office; U.S. BEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond 1o a collection of information unless it contains a valid OMB control number.

Attarney Docket Number | AUSS-2014-5112-US6

Application Data Sheet 37 CFR 1.76 —
Application Number

METHODS AND SYSTEMS FOR CONTROLLING ACCESS TO COMPUTING RESQURCES BASED ON

Title of Invention |\ SWN SECURITY VULNERABILITIES

Authorization or Opt-Out of Authorization to Permit Access:

When this Application Data Sheet is properly signed and filed with the applicatian, applicant has pravided written
authority to permit a participating foreign intellectual property (IP) office access to the instant application-as-filed {see
paragraph A in subsection 1 below) and the European Patent Office {EPO) access to any search results from the instant
application (see paragraph B in subsection 1 below).

Should applicant choose not to provide an authorizatian identified in subsection 1 below, applicant must opt-out of the
authorization by checking the corresponding box A or B or both in subsection 2 below.

NOTE: This section of the Application Data Sheet is ONLY reviewed and processed with the INITIAL filing of an
application. After the initial filing of an application, an Application Data Sheet cannot be used to provide or rescind
authorization far access by a foreign IP office(s). Instead, Form PTO/SB/38 or PTO/SB/62 must be used as appropriate.

1. Authorization to Permit Access by a Foreign Intellectual Property Office(s)

A. Priority Document Exchange {PDX) - Unless box A in subsection 2 (opt-out of authorization) is checked, the
undersigned hereby grants the USPTO authority to provide the European Patent Office (EPQO), the Japan Patent Office
{JPO), the Korean Intellectual Property Office (KIPQ), the State Intellectual Property Office of the People's Republic of
China [SIFQO), the World Intellectual Property Organization (WIPO), and any other foreign intellectual preperty office
participating with the USPTOQ in a bilateral or multilateral priority document exchange agreement in which a foreign
application claiming priority to the instant patent application is filed, access to: {1) the instant patent applicaticn-as-filed
and its related bibliographic data, (2} any foreign or domestic application to which priority or benefit is claimed by the
instant application and its related biblicgraphic data, and (3} the date of filing of this Authorization. See 37 CFR 1.14(h)
{1).

B. Search Resulis from U.S. Application to EPO - Unless box B in subsection 2 (opt-out of authorization) is checked,
the undersigned hereby grants the USPTO authority to provide the EPO access to the bibliographic data and search
results from the instant patent application when a European patent application claiming priority to the instant patent
application is filed. See 37 CFR 1.14¢(h)(2).

The applicant is reminded that the EPO’s Rule 141(1) EPC (European Patent Convention) requires applicants to submit a
copy of search results from the instant application without delay in a European patent application that claims priority to
the instant application.

2. Opt-Out of Authorizations to Permit Access by a Foreign Intellectual Property Office(s)

A. Applicant DOES NOT authorize the USPTO to permit a participating foreign IP office access to the instant
[] application-as-filed. If this box is checked, the USPTO will not be providing a participating foreign IP office with
any documents and information identified in subsection 1A above.

B. Applicant DOES NOT authorize the USPTO to transmit to the EPO any search results from the instant patent
[ ] application. I this box is checked, the USPTO will not be praviding the EPO with search results from the instant
application.
NOTE: Once the application has published or is otherwise publicly available, the USPTO may provide access to the
application in accordance with 37 CFR 1.14.
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PTO/AIA/4 (11-15}

Approved for use through 04/30/2017. OMB D651-0032

U.S. Patent and Trademark Office; U.S. BEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond 1o a collection of information unless it contains a valid OMB control number.

Attarney Docket Number | AUSS-2014-5112-US6

Application Data Sheet 37 CFR 1.76

Application Number

METHODS AND SYSTEMS FOR CONTROLLING ACCESS TO COMPUTING RESQURCES BASED ON

Title of Invention |\ SWN SECURITY VULNERABILITIES

Applicant Information:

Providing assignment information in this section does nct substitute for compliance with any requirement of part 3 of Title 37 of CFR
to have an assignment recorded by the Office.

Applicant

If the applicant is the inventar {or the remaining joint inventor or inventors under 37 CFR 1.45), this section should not be completed.
The information to be provided in this section is the name and address of the legal representative who is the applicant under 37 CFR
1.43; or the name and address of the assignee, person to whom the inventor is under an obligation to assign the invention, or person
who otherwise shows sufficient proprietary interest in the matter who is the applicant under 37 CFR 1.46. If the applicant is an
applicant under 37 CFR 1.46 (assignee, person to whom the inventor is obligated to assign, or person who otherwise shows sufficient
propriefary interest) together with one or more joint inventors, then the joint inventor or inventors who are also the applicant should be
identified in this section.

Clear
e Assignee Legal Representative under 35 U.S5.C. 117 Joint Inventor
Person to whom the inventor is obligated to assign. Person who shows sufficient proprietary interest

If applicant is the legal representative, indicate the authority to file the patent application, the inventor is:

1

Name of the Deceased or Legally Incapacitated Inventor:

If the Applicant is an Organization check here. X

Organization Name

Intemalional Business Machines Corporalion

Mailing Address Information For Applicant:

Address 1 New Orchard Road

Address 2

City pumoenk State/Province MNY
Countrgf ‘ S Postal Code 105804
Phone Number Fax Number

Email Address

Additional Applicant Data may be generated within this form by selecting the Add button. Add

Assignee Information including Non-Applicant Assignee Information:

Providing assignment information in this section does not substitute for compliance with any requirement of part 3 of Title
37 of CFR to have an assignment recorded by the Office.
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PTO/AIA/4 (11-15}

Approved for use through 04/30/2017. OMB D651-0032

U.S. Patent and Trademark Office; U.S. BEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond 1o a collection of information unless it contains a valid OMB control number.

AUSS-2014-5112-US6

L Attorney Docket Number
Application Data Sheet 37 CFR 1.76

Application Number

METHODS AND SYSTEMS FOR CONTROLLING ACCESS TO COMPUTING RESQURCES BASED ON

Title of Invention |\ SWN SECURITY VULNERABILITIES

Assignee |1

Complete this seclion if assignee information, including non-applicant assignee information, 1s desired 1o be included on the patent
application publication. An assignee-applicant identified in the "Applicant Information” section will appear on the patent application
publication as an applicant. For an assignee-applicant, complete this section only if identification as an assignee is also desired on the
patent application publication.

Remove
If the Assignee or Non-Applicant Assignee is an Organization check here. ]
Prefix Given Name Middle Name Family Name Suffix

& | :

Mailing Address Information For Assignee including Non-Applicant Assignee:

Address 1

Address 2

City State/Province
Countryi | I Paostal Code
Phone Number Fax Number
Email Address

Additional Assignee or Non-Applicant Assignee Data may be generated within this form by
selecting the Add button.

Signature:

NOTE: This Application Data Sheet must be signed in accordance with 37 CFR 1.33(b). However, if this Application
Data Sheet is submitted with the INITIAL filing of the application and either box A or B is not checked in
subsection 2 of the “Authorization or Opt-Cut of Authorization to Permit Access” section, then this form must
also be signed in accordance with 37 CFR 1.14(c}).

This Application Data Sheet must be signed by a patent practitioner if one or more of the applicants is a juristic
entity {e.g., corporation or association). |If the applicant is two or more joint inventers, this form must be signed by a
patent practitioner, all joint inventors who are the applicant, or one or more joint inventor-applicants who have been given
power of attorney {e.g., see USPTO Form PTO/AIA/81) on behalf of all joint inventar-applicants.

See 37 CFR 1.4(d) for the manner of making sighatures and certifications.

Signhature |/Jay R. Mitchell, Reg. #54316/ Date (YYYY-MM-DD)| P017-03-27
First Name Pay R. Last Name ‘ ivlitchell Registration Number 316
Additienal Signature may be generated within this form by selecting the Add button. Add
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PTO/AIA/4 (11-15}

Approved for use through 04/30/2017. OMB D651-0032

U.S. Patent and Trademark Office; U.S. BEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond 1o a collection of information unless it contains a valid OMB control number.

L Attorney Docket Number | AUS9-2014-5112-US6
Application Data Sheet 37 CFR 1.76

Application Number

METHODS AND SYSTEMS FOR CONTROLLING ACCESS TO COMPUTING RESQURCES BASED ON

Title of Invention |\ SWN SECURITY VULNERABILITIES

This callection of information is required by 37 CFR 1.76. The information is required to oblain or retain a beneiit by the public which
1s to file (and by the USPTO to process) an application. Confidentiality 1s governed by 35 U.S.C. 122 and 37 CFR 1.14. This
collection is estimated to take 23 minutes to complete, including gathenng, preparing, and submitting the completed application data
sheet form to the USPTO. Time will vary depending upan the individual case. Any comments an the amount of time you require to
complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and
Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR
COMPLETED FORMS TO THIS ADCRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.
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Privacy Act Statement

The Privacy Act of 1974 {P.L. 93-579) requires that you be given certain information in connection with your submission of the attached form related to a patent
application or patent. Accordingly, pursuant to the requirements of the Act, please be advised that: (1) the general authority for the collection of this infermation
is 35 U.S.C. 2{k)(2); (2) furnishing of the informaticn solicited is voluntary; and {3) the principal purpose for which the information is used by the U.S. Patent and
Tradernark Office is to process and/or examine your submission related to a patent application or patent. If you do not furnish the requested information, the U.5.
Patent and Trademark Qifice may not be able to process and/or examine your submission, which may result in termination of proceedings or abandonment of
the application ar expiration of the patent.

The information provided by you in this form will ke subject to the following routine uses:

1 The information o this form will be treated confidertially ta the extent allowed under the Freedom of Information Act {5 U.5.C. 552) and the Privacy
Act (5 USL. 552a). Records from this system of records may be disclosed to the Department of Justice ta determine whether the Freedom of
Information Act requires disclosure of these records,

2. Arecord from this systemn of records may be disclosed, as a routine use, in the course of presenting evidence to a court, magistrate, or administrative
tribunal, including disclosures to opposing counsel in the course of settlement negotiations.

3 Arecord in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a request involving an individual, to whom
the record pertains, when the individual has requested assistance from the Member with respect to the subject matter of the record.

4. Arecord in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for the information in order to perform
a contract. Recipients of information shall be required to comply with the requirements of the Privacy Act of 1974, as amended, pursuant to SUS.C.
552a(m).

5. Arecord related to 2n International Application filed under the Patent Cocperation Treaty in this system of records may be disclosed, as a routine use,
to the International Bureau of the World Intellectual Praperty Organization, pursuant to the Patent CooperationTreaty.

6. Arecord in this system of records may be disclosed, as a routine use, to another federal agency for purposes of National Security review (35 UL5.C, 181)
and for review pursuant to the Atomic Energy Act (42 US.C. 218(c)).

7. Acrecord from this systern of records may be disclosed, as a routine use, to the Administrator, General Services, or his/her designee, during an
inspaction of records conducted by GSA as part of that agency's responsibility to recommend improvernents in records management practices and
pragrams, under authority of 44 U.5.C, 2904 and 2906, Such disclosure shall be made in accordance with the GSA regulations governing inspection of
records for this purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not be used to make determinations about
individuals.

8.  Arecord from this system of records may be disclosed, as a routine use, to the public after either publication of the application pursuant to 35 U.S.C.
122(b) or issuance of a patent pursuant to 35 US.C 151, Further, a record may be disclosed, subject to the limitations of 27 CFR 1.4, as a routine use,
to the public if the record was filed in an application which became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an 2 pplication open to public inspectians or an issued patent.

9. Arecord from this system of records may be disclosed, as a routine use, to & Federal, State, or local law enforcement agency, if the USPTO becomes
aware of a viclation or potential viclation of law or regulatian,
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Docc Code: PA_
PTCIAIABZA (07-13)

Document Description: Power of Attcrney Approved for use through 11/30:2014. OWB 0551-0051
U.G. Palent and Trademark Cffice, U.5. DEPARTIVENT OF CONNERCE
Underthe Papenvark Reduction Act of 1995, no persons are required fo respond to 3 collection of information unless it displays 2 valid OMB control number

’

TRANSMITTAL FOR POWER OF ATTORNEY TO ONE OR MORE
REGISTERED PRACTITIONERS

NOTE: This form is to be submitted with the Power of Attorney by Applicant form (PTO/AIA/BZE) to identify the application to which the
Power of Attorney is directed, in accordance with 37 CFR 1.5, unless the application number and filing date are identified in the Power of
Attorney by Applicant form. If neither form PTG/AIAMBZA nor form PTO/AIABZE identifies the application to which the Power of Attorney is
directed, the Power of Attorney will not be recognized in the application.

Application Number

Filing Date Herewith

First Named Inventor Blair Gaver Nicodemus

Title METHODS AND SYSTEMS FOR CONTROLLING ACCESS TO
COMPUTING RESOURCES BASED ON KNOWN SECURITY
VULNERABILITIES

Art Unit

Examiner Name

Attorney Docket Number |AUS9-2014-5112-USH

SIGNATURE of Applicant or Patent Practitioner

Signature /Jay R. Mitchell, Reg. #54316/ ©°*¢©# March 27, 2017

Name Jay R. Mitchell Registration 54 316

Number

Tile {if Applicantis a | Patent Practitioner for Applicant
Juristic entity)

Applicant Name (if Applicant is a juristic entity) International Business Machines Corporation

NOTE: This form must oe signed in accordance with 37 CFR 1,33, See 37 CFRE 1.4(d) for signature requirements and certifications, If
more than one applicant, use multiple forms.

*Total of 1 forms are submitted.

This collection of information is required by 37 CFR 1.131, 1.32, and 1.33. The information is required to obtain or retain a benefit by
the public which is to file {and by the USPTQ to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR
1.11 and 1.14. This collection is estimated to take 3 minutes to complete, including gathering, preparing, and submitting the completed
application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you require
to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and
Trademark Office, U.S. Depariment of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR
COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

if you rieed assistance i cormipleting the form, call 1-800-FPTO-8199 and select option 2.
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Doc Code: PAL

Document Deserighion; P rof £ - PTANEZE (0712}
puon. rower of Atw””y Approved for use ihough 1173072014, OU3 ;325\1{051

\ U5 Patert and Trademark Office; U & DEFARTRENT OF COMMERCE
Undgr the Paparwork Reduction Act of 1635, na persons s : requiad (o respon 10 2 oullection of ivormalion unloss i dispisys & valsd OME control number

POWER OF ATTORNEY BY APPLICANT

| nereby revcke ali previous powears of attornay given in the application identified in githes the attached transmiltal letiar or
the boxes below.

Appiication Number Fiting Data

(Notel The boxes above may be ieft plank If Information is providad on form PTO/AIA/S2A)
¢ i 1hersby appeini the Paternt Pra ”‘icrﬂr:’a} associaled with the foliowing Customer Number as myfour attorney(s) or ageni(s), ang
o transact all busingss inthe Lnk

: ! States Patent and Trademark Jffce connected reremtn fc)r e appiardt ion raferenced in
thiz sttached tranamittal letter (form PTOHA!MEZ&} ofidentfied above, —— —————————— -

; .?
OR 1Bg308 :

i _ i
i i haredy appoint Praclitioneds) named in the atteched list fform PTOIANAS2C) as mylour attormay(s) or ageni(s), and to transac

Ggil

all businass In the Unitad Siates Patent and Trademark Office connentad therswith “or the patant apphcalion referencad in the
attathed transmiital letter (form PTOAIAM2A) or idenfifiad aove. (Note: Complate form PTOUAIAE2C)

Please recognize or change the correspondence address for the application identified in the attached fransmittal
letter or the boxes above to:

Tne address assvciated with (he abova-manticned Customer Nume

_____ OR

[_ J The acdrass asscciated with Custorner Nurbar:
OR B T
Firen or
Irdividual Name

Addrass
City
Country
Telephona

&4
i It

| Stee | E

e

I Emall [

i am ihe Applizant (F the Apphcant is a junstic antity, st the Applicant nama i the box):

r
i imernational Business Machines Gorparaton
E

[: inventor or Joint imdentor {tifte nol reguired below}
D Legal Hapresaniative of a Deceased or Legally incapaciiated invemuar (Bie not required beiow)
Assignes of Parson to Whom the inventor is Under an Chligation 1o Assign {urovice signer's title if applicant is a junistic entity)

[_—] Ferson Who Otherwise Shows Sufficient Propristary interest {e.g.. a pefition undar 37 CFR 1. 45'b)(2‘ wae granted in the
appiication of s concurently being filed with this dovument) {provide signar's tie I applicant is a jurisfic anity)
SIGNATURE of Applicant for Poatent

The undersigned {whose tHe is awpitgﬁ beiow) isauithoriagd o act on bahall of the applicant (2 g where the appiicant is a juristic entity),

Signature A aF ¥ | Date (Cptional) | 12118205
Nars TM Eofreal, Reg Ne. 47,331
Title Counsals

1nd cerilt‘- aions. !f n.aie th'!"l une ayai car x,se mu!i pie io—ms

E'Ycatai of 1 forms are submitted.

Thig sotiastins oF nfamaation is recured by 37 CFR 1137, 132 ard 1 33 Tha info
USETO to process) an appficaticn. Corfidenkstity is grvemed by 35U S T

iation is recuied o cbiain oy retain 2 far efil by tm" public which s t¢ file (ane by the

3¥ CFR ‘.11 and 1,74 This nutes io complets,
inciuding gathenng, prepsrng, and submit complated ap : :the USPTU Tinewill vary depa CTIEnts on the HITIGL ol
of fime you require to ccmp]ete this farm snd/or suggestiers for redy: g this burden, stiow d be sert i the Chiof Informarion Officer, U8 Patent and Trademark Ofice, U.S.
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Electronic Patent Application Fee Transmittal

Application Number:

15470509

Filing Date:

Title of Invention:

METHODS AND SYSTEMS FOR CONTROLLING ACCESS 10 COMPUITING
RESOURCES BASED ON KNOWN SECURITY VULNERABILITIES

First Named Inventor/Applicant Name:

Blair Caver Nicodemus

Filer:

Jay R Mitchell/Sara Harvell

Attorney Docket Number:

ALISG-20014-5112-U56

Filed as Large Entity

Filing Feas for Utility under 35 USC 111(a)

Description Fee Code Quantity Amount Suﬂ-;;(t;)l in
Basic Filing:
UTILINTY APPLICATION FILING 1011 1 280 280
UTILITY SEARCH FEE 1111 1 600 600
UTILITY EXAMINATION FEE 1311 1 /20 420
Pages:
Claims:

Miscellaneous-Filing:

Petition:

Patent-Appeals-and-Interference:
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Description Fee Code Quantity Amount SuE—;I'[())[t:)I in
Post-Allowance-and-Post-Issuance:
Extension-of-Timae:
Miscellaneous:
Total in USD ($) 1600
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Electronic Acknowledgement Receipt

EFSID: 28/50489
Application Number: 154 /0509
International Application Number:
Confirmation Number: 8785

Title of Invention:

METHODS AND 5YSTEMS FOR CONTROLLING ACCESS TO COMPUTING
RESOURCES BASED ON KNOWN SECURITY VULNERABILITIES

First Named Inventor/Applicant Name:

Blair Gaver Nicodemus

Correspendence Address:

Pepper Hamilton LLP

400 Berywn Park

899 Cassatt Road

Berwyn

U5 21598145045

hwdocket@pepperlaw.com

19312 1183

Filer:

Jay R. Mitchell/Sara Harvell

Filer Authorized By:

Jay R Mitchell

Attorney Docket Number:

ALISG-2014-5112-US6

Receipt Date: 27 MAR 2017
Filing Date:
Time Stamp: 1714815

Application Type:

Utility under 35 USC 1114{a)

Payment information:

Submitted with Payment Ves
Payment Type DA
Payment was successfully received in RAM 51600
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RAM confirmation Number 03281 7IN [EFSWO0001 0908050447

Deposit Account 05044/

Authorized User Sara Harvell

The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpayment as follows:
37 CFR 1.16 {National application filing, search, and examination fees)
37 CFR 1.17 {Patent application and reexamination processing fees)
37 CHR 1.19 {Dacument supply fees)

3/ CFR 1.20{Post Issuance fees)

37 CFR1.21 (Miscellaneous fees and charges)

File Listing:

Document Document Description File Name File Slze(Bgftes}! Multl_ _Pages
Number Message Digest Part /.zip| (ifappl.)
35618
1 Fee Worksheet {SBOA) fee-info.pdf na 2
walernf73 3 e Fae un b EE24T La A 5T
i

Warnings:

Information:

Total Files Size (in bytes}% 35618

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similartoa
Post Card, as described in MPEP 503.

New Applications Under 35 LLS.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53{b}-(d} and MPEP 508}, a Filing Receipt (37 CFR 1.54} will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 W.5.C. 371

If a timely submission te enter the national stage of an international application is compliant with the cenditions of 35
LL5.C. 371 and other applicable requirements a Ferm PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810}, a Notification of the International Application Number
and of the International Filing Date {Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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Document code: WFEE

United States Patent and Trademark Office
Sales Receipt for Accounting Date: 04/03/2017

MNGUYEN SALE #0000001D0  Mailroom Dt: 03/27/2017 090447 15470509
01 FC : 1202 320.00 DA
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PTOMAIAN (06-1 2)
Approvad for uge through 01131/2014. M
e Parret R _ U.5. Patent and Tredemark Offica: FOF COMME RO
ci of 1995, no persons arp required to respond 1o a collection of Information unlesg Rlilgp::;s: :m%géa:ucuﬂd MET;E
ni number,

DECLARATION (37 CFR 1.63) FOR UTI
. LITY OR DESIGN APPLI
APPLICATION DATA SHEET (37 CFR 1.76) CATION USING AN
e T e —
Tiieof (METHODS AND SYSTEMS FOR CONTROLL
ING ACCE
invention | RESOURCES BASED ON KNOWN SECURITY VULNERiSélTL?Tl(f:ngPUT[NG

e ———iy

As the below named inventor, | hereby declare that:

This declaration

is directed to: D The attached application, or

@ United Staltes application or PCT international application number 14/618,685
fled on FEbruary 10, 2015

The above-fuentified application was made or authorized to be made by me.

t believe that | am the original inventor or an original joint inventor of a claimed invention in the application.

| hereby a_quwledge that any willful false statement made in this declaration is punishable under 18 U.S.0. 1001
by fine or imprisonment of not more than five {5) years, or both.

WARNING:

Fetitioner/applicant is cautioned fo avoid submitting personal information in documents flled in a patent application that may
contribule to identity theft. Personal information such as social security numbers, bank account numbers, or credit card numbers
(other than a check or credit card autherization form PTO-2038 submitled for payment purposes) is naver required by the USPTO
to support a petition or an application. If this type of personal informaticn is included in documents submitted to the USPTO,
petitioners/applicants should consider redacting such personal informatian from the documents before subrnitting them 1o the
USFTO. Petitionerfapplicant is advised that the record of a patent application is availabla fo the public after publication of the
application (unless a non-publication request in compliance with 37 CFR 1.243(a} is made in the application) or issuance of a
patent. Furthermare, the record from an abandoned application may also be available to the public if the application is
referenced in a published application or an issued patent (see 37 CFR 1.14). Checks and credit card authorization forms
PTO-2038 submitted for paymant purposes are not retained in the application file and therefare are not publicly available,

LEGAL NAME OF INVENTOR

/ / ~
inventor: BaIr Gaver Nicodemus Date (Optiora . B/ > / 29/
Signature:

Nate: An application data sheel (PTO/SB/ 4 or equivalont}, including naming the enlire invernlive entity, must accompany this form ar must have
been previously fitled. Lise an additional PTO/AIAMA form for each additional Inventor.

“This collacion of Inforrnation is required by 35 U.S.C. 115 and 37 CFR 1.63. The information (s required to obtain or retain a baneﬁ.i by the public which is?o file {gnd
by the USPTO to § ) en application, Confidentialily ls governed by 35 .5.C. 122 and 37 CFR 1.11 and 1.14. This callection is estimeted to take 1 minule 1o
complete, induding gathering, prepartng, and submilling the complatad applicaticn form to the USPTO. Time will vary depending upon the Individual case. Any
commens on the amount of time you reguire to complate this form and/or suggestions for reducing this burden, should be sent to the Chief Infarmatian Officer, U.S,

Palent and Tradamark Cffice, 1.5, Deparimant of Commerce, P.O. Box 1450, Alexandria, VA 223131450, DO NOT SEND FEES OR COMPLETED FOCRMS TO

THIS ADDRESS. SEND TO: Commissloner for Patants, P.O. Box 1450, Alexandria, VA 22313-1450,
I you naed assistanca in complating the form. call 1-800-PT0-3199 ard sclect oplion 2.
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PTOMAIAN (06-1 2)
Approvad for uge through 01131/2014. M
e Parret R _ U.5. Patent and Tredemark Offica: FOF COMME RO
ci of 1995, no persons arp required to respond 1o a collection of Information unlesg Rlilgp::;s: :m%géa:ucuﬂd MET;E
ni number,

DECLARATION (37 CFR 1.63) FOR UTI
. LITY OR DESIGN APPLI
APPLICATION DATA SHEET (37 CFR 1.76) CATION USING AN
e T e —
Tiieof (METHODS AND SYSTEMS FOR CONTROLL
ING ACCE
invention | RESOURCES BASED ON KNOWN SECURITY VULNERiSélTL?Tl(f:ngPUT[NG

e ———iy

As the below named inventor, | hereby declare that:

This declaration

is directed to: D The attached application, or

@ United Staltes application or PCT international application number 14/618,685
fled on FEbruary 10, 2015

The above-fuentified application was made or authorized to be made by me.

t believe that | am the original inventor or an original joint inventor of a claimed invention in the application.

| hereby a_quwledge that any willful false statement made in this declaration is punishable under 18 U.S.0. 1001
by fine or imprisonment of not more than five {5) years, or both.

WARNING:

Fetitioner/applicant is cautioned fo avoid submitting personal information in documents flled in a patent application that may
contribule to identity theft. Personal information such as social security numbers, bank account numbers, or credit card numbers
(other than a check or credit card autherization form PTO-2038 submitled for payment purposes) is naver required by the USPTO
to support a petition or an application. If this type of personal informaticn is included in documents submitted to the USPTO,
petitioners/applicants should consider redacting such personal informatian from the documents before subrnitting them 1o the
USFTO. Petitionerfapplicant is advised that the record of a patent application is availabla fo the public after publication of the
application (unless a non-publication request in compliance with 37 CFR 1.243(a} is made in the application) or issuance of a
patent. Furthermare, the record from an abandoned application may also be available to the public if the application is
referenced in a published application or an issued patent (see 37 CFR 1.14). Checks and credit card authorization forms
PTO-2038 submitted for paymant purposes are not retained in the application file and therefare are not publicly available,

LEGAL NAME OF INVENTOR

/ / ~
inventor: BaIr Gaver Nicodemus Date (Optiora . B/ > / 29/
Signature:

Nate: An application data sheel (PTO/SB/ 4 or equivalont}, including naming the enlire invernlive entity, must accompany this form ar must have
been previously fitled. Lise an additional PTO/AIAMA form for each additional Inventor.

“This collacion of Inforrnation is required by 35 U.S.C. 115 and 37 CFR 1.63. The information (s required to obtain or retain a baneﬁ.i by the public which is?o file {gnd
by the USPTO to § ) en application, Confidentialily ls governed by 35 .5.C. 122 and 37 CFR 1.11 and 1.14. This callection is estimeted to take 1 minule 1o
complete, induding gathering, prepartng, and submilling the complatad applicaticn form to the USPTO. Time will vary depending upon the Individual case. Any
commens on the amount of time you reguire to complate this form and/or suggestions for reducing this burden, should be sent to the Chief Infarmatian Officer, U.S,

Palent and Tradamark Cffice, 1.5, Deparimant of Commerce, P.O. Box 1450, Alexandria, VA 223131450, DO NOT SEND FEES OR COMPLETED FOCRMS TO

THIS ADDRESS. SEND TO: Commissloner for Patants, P.O. Box 1450, Alexandria, VA 22313-1450,
I you naed assistanca in complating the form. call 1-800-PT0-3199 ard sclect oplion 2.
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N Unrred Srares Panixt anp Thavemark Orrice

LSRN STATES DEPARTYVENT OF COYIVEECE
United States PMatent and Trademark Office
v P T

| Ujl‘\JJI\(':T{(J\ ':_.l" J\ ..\CJ\‘ll I LIRIJ\\‘lR ’ I ERM i B (O ] ATV 00 KETTNG I FOYT 07 AT | TNIICT AT
TSAT0500 0372772017 2431 1920 AUSO-2014-5T12-0056 iz 3
CONFIRMATION NO. 8785
86308 FILING RECEIPT

100 orpen Park 0000 AL

899 Cassatt Road
Berwyn, PA 18312-1183

Date Mailed: 04/05/2017

Receipt is acknowledged of this non-provisional patent application. The application will be taken up for examination
in due course. Applicant will be notified as to the results of the examination. Any correspondence concerning the
application must include the following identification information: the U.S. APPLICATION NUMBER, FILING DATE,
NAME OF APPLICANT, and TITLE OF INVENTION. Fees transmitted by check or draft are subject to collection
Please verify the accuracy of the data presented on this receipt. If an error is noted on this Filing Recelpt, please
submit a written request for a Filing Receipt Correction. Please provide a copy of this Filing Receipt with the
changes noted thereon. If you recelved a "Notice to File Missing Parts” for this application, please submit
any corrections to this Filing Receipt with your reply to the Notice. When the USPTO processes the reply
to the Notice, the USPTO will generate another Filing Receipt incorporating the requested corrections

Inventor(s)
Blair Gaver Nicodemus, North Wales, PA;
Billy Ediscn Stephens, West Chester, PA,;
Applicant(s)
International Business Machines Corporation, Armank, NY;

Power of Attorney: The patent practitioners associated with Customer Number 86308

Domestic Priority data as claimed by applicant
This application is a CON of 14/618,685 02/10/2015 PAT 8608937
which is a CON of 13/587.505 08/16/2012 PAT 8855038
which is a CON of 11/451 950 06/13/2006 ABN
which claims benefit of 60/752 424 12/21/2005

Foreign Applications for which pricrity is claimed {You may be eligible to benefit from the Patent Prosecution
Highway program at the USPTO. Please see http:/'www.uspto.gov for more information.) - None.

Foreign application information must be provided in an Application Data Sheet in order fo constiiute a cfaim fo
foreign priority. See 37 CFR 1.55 and 1.76.

Permission to Access Application via Priority Document Exchange: Yes

Permission to Access Search Results: Yes

Applicant may provide or rescind an authorization for access using Form PTO/SBE/39 or Form PTO/SB/69 as
appropriate.
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If Required, Foreign Filing License Granted: 04/03/2017

The country code and number of your priarity application, to be used for filing abroad under the Paris Convention,
is US 15/470,509

Projected Publication Date: 0/7/13/2017
Non-Publication Request: No

Early Publication Request: No
Title

METHODS AND SYSTEMS FOR CONTROLLING ACCESS TC COMPUTING RESOURCES
BASED ON KNOWN SECURITY YULNERABILITIES

Preliminary Class
726
Statement under 37 CFR 1.55 or 1.78 for AlA (First Inventor to File) Transition Applications: No

PROTECTING YOUR INVENTION OUTSIDE THE UNITED STATES

Since the rights granted by a U.S. patent extend only throughout the territory of the United States and have no
effect in a fareign country, an inventor who wishes patent protection in another country must apply for a patent
in a specific country or in regional patent offices. Applicants may wish to consider the filing of an international
application under the Patent Coaperation Treaty (PCT). An international (PCT) application generally has the same
effect as a regular national patent application in each PCT-member country. The PCT process simplifies the filing
of patent applications on the same invention in member countries, but does not result in a grant of "an international
patent” and does not eliminate the need of applicants to file additional documents and fees in countries where patent
protection is desired.

Almost every country has its own patent law, and a perscn dasiring a patent in a particular country must make an
application for patent in thatl country in accordance with its particular laws. Since the laws of many countries differ
in various respects from the patent law of the United States, applicants are advised to seek guidance from specific
foreign countries to ensure that patent rights are not lost prematurely.

Applicants also are advised that in the case of inventions made in the United States, the Director of the USPTO must
issue a license before applicants can apply for a patent in a fareign country. The filing of a U.S. patent application
serves as a request for a foreign filing license. The application's filing receipt contains further infarmation and
guidance as to the status of applicant's license for foreign filing.

Applicants may wish to consult the USPTO booklet, "General Infarmation Cancerning Patents” (specifically, the
section entitled "Treaties and Foreign Patents”) for more information on timeframes and deadlines for filing foreign
patent applications. The guide is available either by contacting the USPTO Contact Center at 800-786-8199, or it
can be viewed on the USPTO website at http:/‘www uspto . goviweb/offices/pac/doc/general/index.html

For infermation on preventing theft of your intellectual property (patents, trademarks and copyrights), you may wish
to consult the U.S. Government website, htip.//www stopfakes.gov. Part of a Department of Commerce initiative,
this welbsite includes self-help "toclkits" giving innovators guidance on how to protect intellectual property in specific
countrigs such as China, Korea and Mexico. For guestions regarding patent enforcement issues, applicants may
call the U.S. Government hotline at 1-866-989-HALT {1-866-989-4258).
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LICENSE FOR FOREIGN FILING UNDER
Title 35, United States Code, Section 184

Title 37, Code of Federal Regulations, 5.11 & 5.15
GRANTED

The applicant has been granted a license under 35 U.5.C. 184, if the phrase "IF REQUIRED, FCREIGN FILING
LICENSE GRANTED" followed by a date appears on this form. Such licenses are issued in all applications where
the conditions for issuance of a license have been met, regardless of whether or not a license may be required as
set forth in 37 CFR 5.15. The scope and limitations of this license are set forth in 37 CFR 5.15(a) unless an earlier
license has been issued under 37 GFR 5.15(b). The license is subject ta revocation upon written notification. The
date indicated is the effective date of the license, unless an earlier license of similar scope has been granted under
37 CFR 513 or 5.14.

This license is to be retained by the licensee and may be used at any time on cr after the effective date thereof unless
it is revoked. This license is automatically transferred to any related applications(s} filed under 37 CFR 1.53(d). This
license is not retroactive.

The grant of a license does nat in any way lessen the responsibility of a licensee for the security of the subject matter
as imposed by any Government contract or the provisions of existing laws relating to espionage and the national
security or the export of technical data. Licensees should apprise themselves of current regulations especially with
respect to certain countries, of other agencies, particularly the Office of Defense Trade Controls, Department of
State {with respect ta Arms, Munitions and Implements of War (22 CFR 121-128)); the Bureau of Industry and
Security, Department of Commerce (15 CFR parts 730-774); the Office of Foreign AssetsControl, Department of
Treasury (31 CFR Parts 500+) and the Department of Energy.

NOT GRANTED

No license under 35 U.S.C. 184 has been granied at this time, if the phrase "IF REQUIRED, FOREIGN FILING
LICENSE GRANTED" DOES NOT appear on this form. Applicant may still petition for a license under 37 CFR 512,
if a license is desired before the expiration of 6 months from the filing date of the application. If 6 months has lapsed
from the filing date of this application and the licensee has not received any indicaticn of a secrecy order under 35
U.S5.C. 181, the licensee may foreign file the application pursuant to 37 CFR 5.15(b).

SelectlISA

The United States represents the largest, mast dynamic marketplace in the world and is an unparalleled location for
business investment, inngvation, and commercialization of new technologies. The U.S. offers tremendous resources
and advantages for those who invest and manufacture goods here. Through SelectUSA, our nation works to
promote and facilitate business investment. SelectUSA provides information assistance to the international investor
community; serves as an ombudsman for existing and potential investors; advocates on behalf of U S, cities, states,
and regions competing for global investment; and counsels U.S. economic development organizations on investment
attraction best practices. To learn more about why the United States is the best country in the world to develop
technology, manufacture products, deliver services, and grow your business, visit hitp://www. SelectUSA gov or call
+1-202-482-6800.
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PATENT APPLICATION FEE DETERMINATION RECORD Appliewin o Docses horoer
Substitute for Form PTO-875 15/470,509
APPLICATION AS FILED - PART | OTHER THAN
iSolue | iCoure 2 SMALL ENTITY oR SMALL ENTITY
NUMBER FILED NUMBER EXTRA RATE($) FEE($) RATE(S) FEE(S)
o N/A N/A NA N/A 280
R e, N/A NiA N/A N/A B0
BT O8I et T
N{A NiA N/A NiA 720
:3‘?“_.”._ - 24 v s 20 . 4 R X 240 320
INSE=NCENT CLAME . -
TAOTR O CER 3 T = * 420 = G.00
If the spacilication and drawings sxcaad 100
APPLICATION SIZE | sheets of napar, the application zize fea dua is
FEE 8310 65156 far small entity] for cach additional D.00
DTS R 50 sheets or fraction tharaof. Sea 35 LL.S.C.
A1{a)[1[G) and 37 CFNR 1.1¢6(s)
VL _| 7z DEPENZENT S_AM PHESING (37 G550 0.00
*ofre o ference nooorm 1is less than cemoenter 00 ssorn 2 RSy AL 1920
APPLICGATION AS AMENDED - PART 11
OTHER THAN
iSolenn 1 WSo LT S SMALL ENTITY OR SMALL ENTITY
LA NS
HEAIN N [REEE RN| [ AT INA [ AL | GNA
< YT PR A TS i1 ARSI A
E : .AI".-" NI N
g ar uTt:._ . L rLa P OR '
% ndent ’ I rLs = OR
o TG * - * -
E alzn Sice Fee ids ZF3 0 6
PIBST 20080 MTATION O B D 21E 03 NI NS SAIR (27 G001 80 oR
ToTA. TUTAL
FAN ) OR AL LEFE=
our- 2 Wio.mn Dy
-153-25T
MU 3ER F3=ZENT a1 AD2TITMNAL A ACC T SHA_
E F3a=z - S =XTRA FZEi% FEE:S:
= : _ =AML =25
¢ s - ® ol |« -
O T
E : ) ES OR X
3 Srel ee (37 00050 1650
CR
PIBST 20080 MTATION O B D 21E 03 NI NS SAIR (27 G001 80
127 A AL
ARD. TET oR ADDITTT
-2t
. NOOH S BRAGE |
The "Highest Muirber Prey ous y Paid = clilur reeperdent s the L in e aooizoniale cox nozlomn |

Palo Alto Networks - Exhibit 1002
Palo Alto Networks v. Taasera - IPR2023-00574
Page 179 of 279



Uxtren Staris PATENT AND TRADEMARK O

UNITED STATES DEPARTMENT OF COAMMERCH
United States Patent and "I'rademark Ollice
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Please find below and/or attached an Office communication concerning this application or proceeding.
The time period for reply, if any, 1% set in the attached communication.
Notice of the Office communication was sent electronically on above-indicated "Notification Date” to the

following c-mail address{es):

bwdocket & pepperlaw.com

PIOL-IA (Rev. U0
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Application No. Applicant(s}

165/470.508 NICODEMUS ET AL.
Office Action Summary Examiner Art Unit AIA (First Inventor o File)
JOSNEL JEUDY 2438 i‘gms

-- The MAILING DATE of this communication appears on the cover sheet with the correspondence address --
Period for Reply

A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TQ EXPIRE 3 MONTHS FROM THE MAILING DATE OF
THIS COMMUNICATION.

Mxte-sio~s o7 1 Te may ne availznle u-ce-t-a provisizns of 37 GFR 1173820, |- no ave-t, ~owavar Tay areply netiTey fiec

27ar BIK 81 VONT IS fo1 the ma ing eate o7 -his commu - catio-

11N e o lor repy s spoc | ed avove che max rwe slatwiory pesodw Taopy and wil expire 5 X060 MONTHS Som e raliqg oale 5 ths commun catior,
Falure o reoy wlhin e xle-dod per oo lor reoly wil oy slalole cacsehe applewiss lo pecore ABANDONED (32 U S0 § 733,
Any renly seceivaa oy the Offic 2t than T~ ee TO
earngd pate-t tarm adj.stran: FOTS snalk)

e zftes tme mail ~g date of =iz corrun cation ave~ Flitey f ed may rec.oe sy

Status
12 Responsive to communication(s) filed on 03/27/2017.
[] A declaration(s)/affidavit{s) under 37 GFR 1.130(b) was/were filedon ______
2a)[ ] This action is FINAL. 2b)fX] This action is non-final.

3] An election was made by the applicant in response to a restriction requirement set forth during the interview on
__ . therestriction requirement and election have been incarporated into this action.

4)[] Since this application is in condition for allowance except for formal matters, prosecution as to the merits is
closed in accordance with the practice under Ex parfe Quayle, 1235 C.D. 11,453 0.G. 213,

Disposition of Claims*

5] Claim{sy __ isfare pending in the application.
ba) Ofthe above claim(s) __ isfare withdrawn from consideration
8)[] Claim{s) ____is/are allowed.
71 Claim(s) 29-52 is/are rejected.
8)] Claim{s) _____is/are objected fo.
] Claim{s) are subject to restriction andior election requirement.

* If any claims have been determined allowable. you may be eligible to benefit from the Patent Prosecution Highway pregram at a

participating intellectual property office for the corresponding application. For more information, please see

Rt A, LS Do govpate nit sventsipphindsy.sn or send an inguiry to FPHieadbackidUspto.gov.

Application Papers
1] The specification is cbjected to by the Examiner.
113X The drawing(s) filed on 03:27:2017 isiare: a)[X accepted or b)[] abjected to by the Examiner.
Applicant may not request that any objection to the drawingis) be held in abeyanca. See 37 CFR 1.85(a).
Feplacement drawing sheet{s) including the correction is required If the drawing(s) 1s objected to. See 37 GFR 1.121(d).

Priority under 35 U.S.C. § 118
123 Acknowledgment is made of a claim far foreign priority under 35 U.S.C. § 11€(a)-(d) or ().
Certified copies:
ai[ JAl b ]Some™ c)[ ] None of the:
1] Certified copies of the priority documents have been received.
2] Certified copies of the priority documents have been received in Application No
3.0 Copies of the certified copies of the pricrity documents have been raceived in this National Stage
application from the International Bureau (PCT Rule 17.2(a)).
“" See the attached detailed Office action for a list of the certified copies not received.

Attachment{s)
1 D MNotice of References Cited (P TO0-892) 3) D Interview Summary (PTO-413)
. . . Paper Ne(s)‘Mail Date
23 E Information Disclosure Statement(s) (PTO/SB/08a and/or PTOYSE080) 4 D oth
Paper Ne(s)‘Mail Date ) ther
15 Patem: are |racenars D ice
ST 088 (Saw -t Otffice Action Summary Fa-tof Fane- Nz Wal Date 200 /0802
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Application/Control Number: 15/470,509 Page 2
Art Unit: 2438

DETAILED ACTION

The present application is being examined under the pre-AlA first to invent provisions.
1. This action is responsive to the coemmunication filed on March 27, 2017, At this time, claims 1-28 have

been cancelled. Therefore, claims 29-52 are pending and addressed below.
Double patenting

4. The nanstatutory double patenting rejection is based on a judicially created doctring grounded in public
policy (a policy reflected in the statute) so as to prevent the unjustified or improper timewise extension of
the "right to exclude” granted by a patent and to prevent pessible harassment by multiple assignees. A
noenstatutary cbviousness-type double patenting rejection is appropriate where the conflicting claims are
net identical, but at least cne examined applicaticn claim is not patentably distinct from the reference
claim{s} because the examined application claim is either anticipated by, or would have been cbvious
over, the reference claim({s). See, e.q., Inre Berg, 140 F.3d 1428, 46 USPQ2d 1226 (Fed. Cir. 1998); In
re Goadman, 11 F.3d 1046, 29 USPQ2d 2010 (Fed. Cir. 1893); Inre Longi, 759 F.2d 887, 225 USPQ
845 (Fed. GCir. 1985); In re Van Omum, 886 F.2d 937, 214 USPQ 761 (CCPA 1982); In re Vogel, 422
F.2d 438, 164 USPQ 612 (CCPA 1970); and In re Thorington, 418 F.2d 528, 163 USPQ 644 (CCPA
1969).

A timely filed terminal disclaimer in compliance with 37 CFR 1.321(c) ar 1.321(d) may be used to
overcome an actual or provisional rejection based on a nonstatutory double patenting ground provided
the conflicting application or patent either is shown 10 be commanly owned with this application, or claims
an invention made as a result of activities undertaken within the scope of a joint research agreement.

Effective January 1, 1884, a registered attorney cr agent of record may sign a terminal disclaimer. A
terminal disclaimer signed by the assignee must fully comply with 37 CFR 3.73(b).

Claims 29-52 are provisionally rejected on the ground of nonstatutary cbviousness-type double patenting
as being unpatentable over claims 1-33 of US patent number 8955038 Although the canflicting claims
are not identical, they are not patentably distinct from {see one-cn-one claim comparison table below)
each other because the ¢laims of the instant application are broader in scope than the claims of the co-
pending applicatiocn and are anticipated by the claims 1-33.

This is a non-provisicnal double patenting rejection.

Claims 29-52 are provisionally rejected on the ground of nonstatutory chviousness-type double patenting
as being unpatentable over claims 1-30 of US patent number 8608897, Although the conflicting claims
are not identical, they are not patentably distinct from {see one-on-one claim comparisan table below)
each other because the claims of the instant application are broader in scope than the claims of the co-

pending applicatiocn and are anticipated by the claims 1-33.

This is a non-provisional double patenting rejection.
Alfowable Subject Matter

Claims 29-52 would be allowable if rewritten or amended to overcome the rejection(s) under the Double

patenting rejection, set forth in this Office actian.
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Application/Control Number: 15/470,509 Page 3
Art Unit: 2438
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Conclusion

Any inguiry concerning this communication or earlier communications from the examiner should
be directed to JOSNEL JEUDY whose telephone number is (571)270-7476. The examiner can normally
be reached on 5/4/9.

Examiner interviews are available via telephone, in-person, and video conferencing using a
USPTO supplied web-based collaboration tool. To schedule an interview, applicant is encouraged 1o use
the USPTO Autcmated Interview Regquest (AIR) at http/Awww. uspto.goviinterviewpractice.

If attempts to reach the examiner by telephone are unsuccessful, the examiner's supervisor,
Taghi Arani can be reached on (571)272-378/7. The fax phane number for the arganization where this

applicatiocn or proceeding is assigned is 571-273-8300.
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Application/Control Number: 15/470,509 Page 4
Art Unit: 2438

Information regarding the status of an application may be cbtained from the Patent Application
Information Retrieval (PAIR) system. Status information for published applications may be cbtained from
gither Private PAIR or Public PAIR. Status information for unpublished applications is available through
Private PAIR only. For more information about the PAIR system, see httpifipair-direct uspto.gov. Should
you have guestions on access to the Private PAIR systemn, cantact the Electronic Business Center (EBC)
at 866-217-2187 (toll-free;). If you would like assistance from a USPTO Customer Service Representative
or access to the automated information system, call B00-786-9199 (IN LISA OR CANADA) or 571-272-
1000.
Date: 6/9/2017

{JOSNEL JEUDY!

Primary Examiner
Art Unit 2438
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Page 1 of 1
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y UNITED STATES DEPARTAMENT OF COMAMERCE

United Les Patent and ‘I rademark Oflice
MMISSIONER POR PA LTINS

BIB DATA SHEET
CONFIRMATION NO. 8785

SERIAL NUMBER FlLlNgAC%rE 371(c) CLASS GROUP ART UNIT ATTORNleEg.DOCKET
15/470,509 03/27/2017 726 2438 AlUS9-2014-5112-USB
RULE
APPLICANTS
International Business Machines Carparation, Armonk, NY';
INVENTCRS

Blair Gaver Nicodemus, North Wales, PA;
Billy Ediscn Stephens, West Chastar, PA;

** CONTINUING DATA
This application is a CON of 14/618,685 02/10/2015 PAT 2608997
which is a CON of 13/687,505 08/16/2012 PAT 8955038
which is a CON of 11/451,950 06/13/2006 ABN
which claims bengtit of 60/752,424 12/21/2005

** FOREIGN APPLICATIONS
“* |F REQUIRED, FOREIGN FILING LICENSE GRANTED **

04/03/2017
~sreig o ly ¢ & o el STATEOR | SHEETS | TOTAL |INDEPENDENT
45 L8E ' @ia-al conditors mat ) Yas b Nz - e alie COUNTRY |DRAWINGS | CLAIMS CLAIMS
akoniooged  mmreiemLE s PA 7 24 3
ADDRESS

Pepper Hamilton LLP
400 Berywn Park

899 Cassatt Road
Berwyn, PA 18312-1183
UNITED STATES

TITLE

METHODS AND SYSTEMS FOR CONTROLLING ACCESS TO COMPUTING RESOURCES BASED ON
KNCOWN SECURITY VULNERABILITIES

[ Al Fees |
. | 1.16 Fees (Filing) |
FEES: Authority has been given in Paper

FILING FEE
RECEIVED [No to charge/credit DEPOSIT AGCOUNT ‘:] 1.17 Fees (Processing Ext. of ime) ‘
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the
attached form related to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be advised
that: (1) the general autharity for the collection of this information is 35 U.S.C. 2(k)}2); {2) furnishing of the information selicited
is voluntary; and (3} the principal purpose for which the infarmation is used by the U.S. Patent and Trademark Office is to
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result in termination of proceedings or abandonment of the application or expiraticn of the patent.
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1. The information an this form will be treated confidentially to the extent allowed under the Freedom of Information Act
{5 U.5.C. 552) and the Privacy Act (5 U.5.C. 552a). Records from this system of records may be disclosed to the
Department of Justice to determine whether the Freedom of Information Act requires disclosure of these record s.

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a
court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of settlement
negotiations.

3. A record in this system of records may be disciosed, as a routine use, to a Member of Congress submitting a
request invalving an individual, to whom the record pertains, when the individual has requested assistance from the
Member with respect to the subject matter of the record.

4. A record in this system of records may be disciosed, as a routine use, to a contractor of the Agency having need for
the infarmation in order to perform a contract. Recipients of information shall be reguired to comply with the
requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

5. A record related to an International Application filed under the Patent Cooperation Treaty in this system of records
may be disclosed, as a routine use, to the International Bureau of the Worid Intellectual Property Organization, pursuant
to the Patant Cooperation Treaty.

6. A record in this system of records may be disciosed, as a routine use, to another federal agency for purposes of
National Security review (35 U.5.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)).

7. A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or
his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility to
recommeand improvements in records management practices and programs, under authority of 44 U.S.C. 2904 and
2906. Such disclosure shalt be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any other relevant {i.e., GSA or Commerce) directive. Such disclosure shall not be used to make
determinations ahout individuals.

8. A record from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.5.C. 122(b) or issuance of a patent pursuant to 35 U.5.C. 151. Further, a record
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in
an application which became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspections or an issued patent.

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or petential violation of law or regulation.

Ersweb2147  ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH. /J.J/
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Search Notes

Application/Control No.

Applicant(s)/Patent Under
Reexamination

15470509 NICODEMUS ET AL.
Examiner Art Unit
JOSNEL JEUDY 2438
CPC- SEARCHED
Symbal Date Examiner
HO4L63/10 6/9/2017 JJ
CPC COMBINATION SETS - SEARCHED
Symbal Date Examiner
HO4L63/20, HO4LE3/108, HO4L41/0893, HO4L12/244, 6/9/2017 JJ
HO4L67/1012, HO4L2012/5636
US CLASSIFICATION SEARCHED
Class Subclass Date Examiner
SEARCH NOTES
Search Notes Date Examiner
HO4LEe3/10 compined with check, detect, compliant, endpoint, client, 6/9/2017 Jud
terminal, policy, rule, storage
East, Google 6/9/2017 JJ
INTERFERENCE SEARCH
US Class/ US Subclass / CPC Group Date Examiner
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UNITED STATES PATENT AND TRADEMARK OFFICE PRESORTED

COMMISSIONER FCRH PATENTS FIRST-CLASS MAIL

P.0.BOX 1450 U.8. POSTAGE PAID
- POSTEDIGITAL

ALEXANDRIA VA 22313-1451 NNNNN

Pepper Hamilton LLP
400 Berywn Park

899 Cassatt Road
Berwyn, PA 19312-1183

IIIIIIIIIIIIIIIIIIIIIII‘IIIIIII!III!IIIIIIII'IIIII[‘

Courtesy Reminder for
Application Serial No: 15/470,509

Attorney Docket No: AUSS8-2014-5112-US6
Customer Number: 86308
Date of Electronic Notification: 068/14/2017

This is a courtesy reminder that new correspondence is available for this
application. If you have not done so already, please review the
correspondence. The official date of notification of the outgoing
correspondence will be indicated on the form PTOL-90 accompanying the
correspondence.

An email notification regarding the correspondence was sent to the following
email address(es) associated with your customer number:
bwdockst@pepperiaw.com

To view your correspondence online or update your email addresses, please
visit us anytime at https:/sportal.uspto.gov/secure/myportal/privatepair.
If you have any questions, please email the Electronic Business Center (EBC)
at EBC@uspto.gov or call 1-866-217-9197.
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N Unrred Srares Panixt anp Thavemark Orrice

LN TR ST AL
Uni 3
RN

ICPAR TY ENT OF COYIVFRCE
e ark Cffice

-1:50

[ awcanovsvivasir | STNC OR VG AL | RS T NAMT) ADPLC AN | ATV IOCKE T NO AT |
13/470.509 034272017 Blair Gaver Nicodemus AUSO2014-5112-186
CONFIRMATION NO. 8785
86308 PUBLICATION NOTICE

Pepper Hamiltan LLP

40C Berywn Park AT M
899 Cassatt Road 0000000827
Berwyn, PA 19312-1183

U T

860”

Title:METHODS AND SYSTEMS FOR CONTROLLING ACCESS TO COMPUTING RESOURCES BASED ON
KNOWN SECURITY VULNERABILITIES

Publication No.lUS-2017-0201545-A1
Publication Date:07/13/2017

NOTICE OF PUBLICATION OF APPLICATION

The above-identified application will be electronically published as a patent application publication pursuant to 37
CFR 1211, et seq. The patent application publication number and publication date are set forth above.

The publication may be accessed through the USPTO's publically available Searchable Databases via the
Internet at www.uspto.gov. The direct link to access the publication is currently hitp://www.usptc gov/patft/.

The publication process established by the Office does not provide for mailing a copy of the publication to
applicant. A copy of the publication may be obtained from the Office upon payment of the appropriate fee set
forth in 37 CFR 1.19{a)(1). Orders for copies of patent application publications are handled by the USPTO's
Public Records Division. The Public Recerds Divisicn can be reached by telephone at (571) 272-3150 or {800}
972-6382. by facsimile at (571) 273-3250, by mail addressed to the United States Patent and Trademark Office,
Public Records Division, Alexandria, VA 22313-1450 or via the Internet.

In addition, informaticn on the status of the application, including the mailing date of Office actions and

the dates cf receipt of correspondence filed in the Office, may also be accessed via the Internet through

the Patent Electronic Business Center at www uspta.gov using the public side of the Patent Application
Information and Retrieval (PAIR) system. The direct link to access this status information is currently
https:/portal.uspta.govipair/PublicPair. Prigr to publication, such status information is confidential and may anly
be obtained by applicant using the private side of PAIR

Further assistance in electronically accessing the publication, or about PAIR, is available by calling the Patent
Electronic Business Center at 1-866-217-9197.

Office of Data Managment, Application Assistance Unit (3717 272-4000, or (571 272-4200, or 1-888-786-0101

page 1 of 1
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PTO/5B/26
Doc Code: DIST.E.FILE U.S. Patent and Trademark Office
Document Description: Electronic Terminal Disclaimer - Filed Department of Commerce
Electronic Petition Request TERMINAL DISCLAIMER TO OBVIATE A DOUBLE PATENTING REJECTION OVER A
“PRICR"” PATENT
Application Number 15470509
Filing Date 27-Mar-2017
First Named Inventor Blair Nicodemus
Attarney Docket Number AUS9-2014-5112-Us6
Title of Invention
METHODS AND SYSTEMS FOR CONTROLLING ACCESS TO COMPUTING RESOURCES
BASED ON KNOWN SECURITY YULNERABILITIES

X Filing of terminal disclaimer does not obviate reguirement for response undsr 37 CFR 1.111 to outstanding
Office Action

DX Thiselectronic Terminal Disclaimer is not being used for a Joint Research Agreement.

Owner Percaent Interest

International Business Machines Corporation 100%

The owner(s) with percent interest listed above in the instant application hereby disclaims, except as provided below, the
terminal part of the statutary term of any patent granted on the instant application which would extend beyond the expiration
date of the full statutory term of pricr patent number(s)

8955038
9608997

as the term of said prior patent is presently shortened by any terminal disclaimer. The owner hereby agrees that any patent so
granted on the instant application shall be enforceable only for and during such period that it and the prior patent are commonly
owned. This agreement runs with any patent granted on the instant application and is binding upon the grantee, its successors
ar assigns.

In making the above disclaimer, the owner does not disclaim the terminal part of the term of any patent granted on the instant
application that would extend to the expiration date of the full statutory term of the prior patent, "as the term of said prior patent
is presently shortened by any terminal disclaimer,” in the event that said prior patent later:

- expires for failure to pay @ maintenance fee;

- iy held unenforceable;

- is found invalid by a court of competent jurisdiction;

- is statutorily disclaimed in whole or terminally disclaimed under 37 CFR 1.321;

- has all claims canceled by a reexamination certificate;

- is reissued; or

- is in any manner terminated priar to the expiration of its full statutory term as presently shortened by any terminal disclaimer.
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(® Terminal disclaimer fee under 37 CFR 1.20(d) is included with Electronic Terminal Disclaimer request.

I certify, in accordance with 37 CFR 1.4(d)(4), that the terminal disclaimer fee under 37 CFR 1.20(d)
required for this terminal disclaimer has already been paid in the above-identified application.

O

Applicant claims the following fee status:

(O smallEntity
(O Micro Entity

{(®) Regular Undiscounted

| hereby declare that all statements made herein of my own knowledge are true and that all statements made on information and
belief are believed to be true; and further that these statements were made with the knowledge that willful false statements and
the like so made are punishable by fine or imprisanment, or both, under Section 1001 of Title 18 of the United States Code and
that such willful false statements may jeopardize the validity of the application or any patent issued thereon.

THIS PORTION MUST BE COMPLETED BY THE SIGNATORY OR SIGNATORIES

| certify, in accordance with 37 CFR 1.4(d)(4) that l am:

® An attorney or agent registered to practice before the Patent and Trademark Office who is of record in
this application

Registration Number 72166

(O Asole inventor

O A joint inventor; | certify that | am authorized to sign this submission on behalf of all of the inventors as evidenced by the
power of attorney in the application

(O Ajeintinventor; all of whom are signing this request

Si t
Iignature /Brian S.5. Auerbach/

Name Brian S.5. Auerbach

*Statement under 37 CFR 3.73(b) is reguired if terminal disclaimer is signed by the assignee (owner).
Form PTO/5B/96 may be used for making this certification. See MPEP § 324,
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Electronic Patent Application Fee Transmittal

Application Number:

15470509

Filing Date:

27 Mar 2017

Title of Invention:

METHODS AND SYSTEMS FOR CONTROLLING ACCESS 10 COMPUITING
RESOURCES BASED ON KNOWN SECURITY VULNERABILITIES

First Named Inventor/Applicant Name:

Blair Caver Nicodemus

Filer:

Brian S5 Auerbach/Sara Harvell

Attorney Docket Number:

ALISG-20014-5112-U56

Filed as Large Entity

Filing Feas for Utility under 35 USC 111(a)

Description Fee Code Quantity Amount Suﬂ-;'[c:(t;)l in
Basic Filing:
STATUTCRY OR TERMINAL DISCLAIMER 1814 1 160 160
Pages:
Claims:

Miscellaneous-Filing:

Petition:

Patent-Appeals-and-Interference:

Post-Allowance-and-Post-Issuance:
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Description Fee Code Quantity Amount SuE—;I'[t))[t:)l in
Extensien-of-Time:
Miscellaneous:
Total in USD (%) 160
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Doc Code: DISQ.E.FILE
Document Description: Electronic Terminal Disclaimer — Approved

Application No.: 15470509
Filing Date: 27-Mar-2017

Applicant/Patent under Reexamination: Nicodemus

Etectronic Terminal Disclaimer filed on August 21,2017

] AFPROVED

This patent is subject to a terminal disclaimer

[} DISAPPROVED

Approved/Disapproved by: Electronic Terminal Disclaimer automatically approved by EFS-Web

U.5. Patent and Trademark Cffice
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Electronic Acknowledgement Receipt

EFSID: 3345772
Application Number: 154 /0509
International Application Number:
Confirmation Number: 8785

Title of Invention:

METHODS AND 5YSTEMS FOR CONTROLLING ACCESS TO COMPUTING

RESOURCES BASED ON KNOWN SECU

RITY VULNERABILITIES

First Named Inventor/Applicant Name:

Blair Gaver Nicodemus

Customer Number:

BEINA

Filer:

Brian 5.5, Auerbach/Sara Harvell

Filer Authorized By:

Brian 5.5, Auerbach

Attorney Docket Number:

ALISG-2014-5112-U56

Receipt Date: 21-AUG-201/
Filing Date: 27 MAR 2017
Time Stamp: 16:13:08

Application Type:

Utility under 35 USC 11714a)

Payment information:

Submitted with Payment Ves
Payment Type DA
Payment was successfully received in RAM 5160

RAM confirmation Number

08221 7IN [EFSW00003424050447

Deposit Account

9044/

Authorized User

Sara Harvell

The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpayment as follows:

37 CFR 1.16 {Maticnal application filing, search, and examination fees)

37 CHR 1.17 {Patent application and reexaminatian processing fees)
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37 CHR 119 {Dacument supply fees)
37 CFR 1.20 {Post [ssuance fees)

37 CHR 1.21 {Miscellaneous fees and charges)

File Listing:

Document e . File Size(Bytes)/ Multi Pages
Document Description File Name A . .
Number Message Digest | Part/.zip| (ifappl.)
33692
1 Terrninal Disclaimer-Filed (Electranic) eTerminal-Disclaimer.pdf na 2
et HELHE K EXEar EREAS BT we N E: (el o ]
L7 R}
Warnings:
Information:
30849
2 Fee Worksheel {SBOB) fee-info.pdf no 2
CAhl ey ERT LT REFTRT R iw
Warnings:
Information:
Total Filas Size (in bytes}% 64542

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the nacessary components for afiling date (see 37 CFR
1.53(b)-(d} and MPEP 506}, a Filing Receipt (37 CFR 1.54} will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.5.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EOQ/903 indicating acceptance of the applicationasa
naticnal stage submission under 35 U.5.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTQO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810}, a Notification of the International Application Number
and of the International Filing Date {Form PCT/RO/105) will he issued in due course, subject to prescriptions concarning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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Docket No.: AUSY-2001-5112-US06
Aplication No.: 157170,309
Response to OfTice Action dated; Jung 14, 2017

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE
In re application ol Blair Gaver Niecodemus et al.

Tillee METHODS AND SYSTEMS FOR CONTROLLING ACCESS TO
COMPLUTING RESOURCES BASED ON KNOWN SECURITY VULNERABILITIES

Application No.: 15/470,509 Group Art Unit: 2438
Filed: March 27,2017 Fxaminer; Josnel Jeudy
Confirmation No.: 8785 Filed bv EFS on: August 21, 2017

Mail Stop Amendmenl
Commissioner for Palents
P.O. Box 1430

Alexandria, VA 22313-1430

AMENDMENT AND REQUEST FOR
RECONSIDERATION UNDER 35 US.C. § 1.111

Sir:
In response o the Qllice Aclion dated June 14. 2017. reconsideralion is respect(ully

requested in view ol the amendmenits and/or remarks as indicated below:

U] Amendments to the Specification begin on page ol this paper.

[] Amendments to the Claims arc reflected in the listing of the claims which
begins on page ol this paper.

[] Amendments to the Drawings begin on page of this paper and include

an atlached replacement sheel.

™ Remarks begin on page 2 ol this paper.
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Docket No.: AUSY-2001-5112-US06
Aplication No.: 157170,309
Response to OfTice Action dated; Jung 14, 2017

REMARKS
Claims 29-52 are pending in the application. No claims have been amended.

cancelled, nor added hercin, No new matler has been introduced.

Double Patenting

Claims 29-32 are provisionallv rejecied on the ground of nenstaluton obviousness-
bvpe double patenting as allegedhy being unpaleniable over claims 1-33 of U.S. Palent No.
8.953.038 Applicant s filing a terminal disclaimer herewith to address the obviousness-iy pe
double patenting rejection.

Claims 29-32 are provisionally rejected on the ground ol nonstatutorny obyiousness-
lvpe double patenting as allegedly being unpaleniable over claims 1-30 ol LS. Palent No.
9608997 Applicant is filing a terminal disclaimer herewith 1o address the obviousness-1y pe
double patenting rejection.

Accordinglv, Applicant respectfulls requests thal the rejections be withdravwn and

allowanee of these claims be swifilsy granted.
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Docket No.: AUSY-2001-5112-US06
Aplication No.: 157170,309
Response to OfTice Action dated; Jung 14, 2017

CONCLUSION
Early reconsideration and allowance of all pending claims is respectfully requested.
The Examiner is requested (o contact the undersigned attormey i1 an inlerview, telephonic or

personal, would facilitate allowance of the claims.

ALTHORIZATION

The Commuissioner 1s hereby authorized Lo charge anv additional Tees which mav be
required for this response. or credil any overpayment. 1o deposit account no. 30-0436.
Respectfully Submitied
By: /Brian 8.8, Auerbach, Res. No. 72166/

Brian 8.8 Auerbach
Registralion No. 72166

Dated: August 21, 2017
PLPPER HAMILTON LLP
3000 Two Logan Square
Lighteenth and Arch Sireet
Philadelphia. PA 19103-279
Telephone: (213) 981-4496
Facsimile: (610) 640-7835

VB
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Electronic Acknowledgement Receipt

EFS ID: 3013620/
Application Number: 154 /0509
International Application Number:
Confirmation Number: 8785

Title of Invention:

METHODS AND 5YSTEMS FOR CONTROLLING ACCESS TO COMPUTING

RESOURCES BASED ON KNOWN SECURITY VULNERABILITIES

First Named Inventor/Applicant Name:

Blair Gaver Nicodemus

Customer Number:

BEINA

Filer:

Brian 5.5, Auerbach/Sara Harvell

Filer Authorized By:

Brian 5.5, Auerbach

Attorney Docket Number:

ALISG-2014-5112-U56

Receipt Date: 21-AUG-201/
Filing Date: 27 MAR 2017
Time Stamp: 16:14:51

Application Type:

Utility under 35 USC 11714a)

Payment information:

Submitted with Payment

ne

File Listing:

Document . . File Size(Bytas}/ Multi Pages
Document Descripticn File Name A . .
Number Message Digest Part f.zip| (ifappl.)
87434
1 941Respanse.pdf yes 3
i RO b c: R W T il ek R DT i R e chd : K

canla
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Multipart Description/PDF files in .zip description

Document Description Start End

Amendment/Req. Recansideration-Alter Nen-Final Reject 1 1

Applicant Arguments/Remarks Made in an Amendment 2 3

Warnings:

Information:

Total Filas Size (in bytes}% 82434

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicahle. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S5.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d} and MPEP 506), a Filing Receipt (37 CFR 1.54} will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.5.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.5.C. 371 and other applicable requirements a Form PCT/DO/EOQ/903 indicating acceptance of the applicationasa
naticnal stage submission under 35 U.5.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTQ as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810}, a Notification of the International Application Number
and of the International Filing Date {Form PCT/RO/105) will he issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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Uxtren Staris Patest and TrRapeEMARK Qv

UNITEIDY STATES INPARTYMENT OF COMMERCEH
United States Palent and Trademark (itice
Al CAUREIONLR UK PAULNLS

NOTICE OF ALLOWANCE AND FEE(S) DUE

— . A I HXAMINGR |
REAH £a DR
Pepper Hamilon 1P TV, TOSNEL
400 Berywn Park
8O0 Cassatl Road l ARTTNT: DAPEIR NTMIER |
Berwyn, PA 19312-1183 RERN]
DATE MAILLED: [O8/2017
APPLICALION NO, ] LILING DALY FIRN L NANLITINYLNLOR ATTORNEY DOUCKL NG, | CONFIRMAION N,
TREE70. 500 032742017 Tlair Craver Nivodens ATTS9 2014 5112 1780 H7RS

TTTTL: O INVENTION: METIIONS ANDY SYSTIEMS FOR CONTROLLING ACCLESS T0O COMPUTING RESOURCES BASED ON KNOWN
SECTRITY VUT NERANRILITES

APPLN TV ENTTY =TS P DU ER | ) I I TUHITCATTTON 1110775 | PR AT TR 2 TOFTAT T S 1T AT

nonpriavisionl UNDISCOUNTLD 8060 30 S0 3960 02082018

THE APPLICATION IDENTIFIED ABOVE HAS BEEN EXAMINED AND 1S ALLOWED FOR ISSUANCE AS A PATENT.
PROSECUTION ON THE MERITS I8 CLOSED.  THIS NOTICE OF ALLOWANCE IS NOT A GRANT OF PATENT RIGHTS,
THIS APPLICATION IS SUBJECT TOQ WITIIDRAWAL FROM ISSLE AT THE INITIATIVE OF THE OFLFICE OR UPON
PETITION BY THE APPLICANT. SEE 37 CFR 1313 AND MPLEP 1308,

THE 1SSUE FEE AND PUBLICATION FEE (IIF REQUIRED) MUST BE PAID WITHIN THREE MONTHS FROM THE
MAILING DATE OF TIIIS NOTICE OR THIS APPLICATION SIIALL BE REGARDED AS ABANDONED.  THIS
STATUTORY PERIOD CANNOT BE EXTENDED,  SEF 35 (LS.C. 151, THE ISSUE FEE DUE INDICATED ABOVE DOES
NOT REFLECT A CREDIT FOR ANY PREVIOUSLY PAID ISSUE FEE IN THIS APPLICATION.  IF AN ISSUE FEE HAS
PREVIOUSLY BEEN PAID IN THIS APPLICATION (AS SIHHOWN ABOVE), THE RETURN OQF PART B OF TIIS FORM
WILL BE CONSIDERED A REQUENT TO REAPPLY TIIE PREVIOUSLY PAID ISSUE FEE TOWARD TIIE ISSUE FEE NOW
DI,

HOW TO RETLY TO THIS NOTICE:

[ Review the ENTITY §STATUS shown above. INthe ENTITY STATUS is shown as SMATL L or MIC'RO), verily whether entitlement (o that
enlity status sull apphies.

I the ENTTIY STATUS is the same as shown above, pay the TOTATL FLEECS) DUT: shown above.

I the ENTTIY STATUS is changed lrom that shown above, on PART B - FEE(S) TRANSMITTAT, complete scetion numbuer 3 titled
"Change in Lntity Status (Itom status indicated above)™.

I'or purposes of this notice, small enlity fees are 1/2 the amount of undiscounted fees, and micro entity fees are 1/2 the amount ol small entity
lees.

I PART B - FEES) TRANSMITTAL, or its equivalent, must be completed and returncd to the United States Patent and "Trademark Offiee
(UISPTO) with vour ISSUE FERE and PUBTICATION FEE Gf required). 11 vou are charging the lee(s) o your deposit account, seetion "dh”
of Part 13 - Fee(s) Transmittal should be completed and an exirn copy ol the Torm should be submitted. 1 an equivalent of Part 13 is filed, a
request o reapply a previously paid issue fee must be elearly made, and delays in processing may ocewr due to the diffienlty in recogniving
the paper ag an equivalent of Part 13

[TI. All communications repardug this application st give the application number. Please direet all connnunications prior 1o 1ssuance 10
Mail Stop [SSUL I'EE viless advised 1o the contrary.

IMPORTANT REMINDER: Maintenance fees are due in otility patents issuing on applications filed on or after Dec. 12, 1980, It iy
patentee’s responsibility to ensure timely payment of maintenance lees when due. More information is available at
www.usplo.gov/PalentMaintenancel ees.

Pape Lol 3
PTOL 8% (Rev. 02711
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PART B - FEE(S) TRANSMITTAL

Complete and send this form, together with applicable feels), to: Mail ¥ail Stop ISSULK F'EE
Commissioner [or Patents
I’.(}. Box 1450
Alexandrig, Yirginia 22313-1450
or Fax (571)-273-2885

NS TRUCTTIONS: Thiz farm sheuld be used Por transmitting the [H\[ 1o Tk and PUBTICA TION 1Y
ap?mpri;uu All turther vorrespondenee including the Patent, advaner ocders and notitication of mainten:
indivated unless correeted below or directed otheewise in Block | by (a) spevitying a new correspondenu
Mainte nance fee natifivationg

(i regquired . Blocks 1 throogh 3 should be completed wheee
o fees will be mailed 1o the curcent correspondence address as
saddress: andior (b indicating o separote "EBRDID ATIDDRESE" for

Mot A vertitivate of mailing can only he uzed for domestic mailinps of the

Beels) Feansmittal. This certificate caniot he used for any uther secompanying
U AREN T CORALN DN 2N ALDAISS PNl s Dack | Ly elzuzge ol usid: o F spers. bach additional paper, such as an assignment oc Tormal deawing, fmusi
e its onwen cecditivate of mailing or transmission.

Certificate of Mailing or Transmission
. : - I hereby cortify that this Teeds) Transmittal 1s beine deposited with the Tniled
l}Cplel' Hamilton I.I.P States Pastal Seeviee with suflicient postage For 1ist class oail i an covelope
400 Bervwn Park daddressed 1o the Mail Stop IS8T address alove, o being lucsioule
- K : tansmitted w the TSFTO (5717273 2885, on the date indicated helow.
890 ("assall Road

Berwyn, PA 19312-1183

RS IVEY TR

I APPLICATUION N l LIUINCG DAL I DIRNLNANMLD INVINLOR I ACTUORNIY DOCIKL NG, I CONFIRMAUTON NO. |

[5H70.509 03272017 Blair Craver Nicoden ATSD 2014 5112 1786 BIRS

FUCLL O INVENTION: MEVTTIONS . ANTY 5YSTEMS FOR CONTROLIING ACCERS 1O COMPUTING RESOURCES BASED ON KNOWN
SECTRITY VT NERARBILITIES

I APPLN TV I PNTTY STATUS I P RS ERI | ) I I]T.'H: TCONTION 11113072 I PRIV PATD TSR I PO AT TS 7T I LI B |
nonpravisional UNDISCOUNTLED 5960 S0 30 3960 02082018
I SRAMINTR I AT UNTT I CTASS STHET ASS |
JEUTRY L JOSNE]L EARE P02 5000
|, Chanae ol correspomdence addiess or nwlwation o "Fee Addiess” (37 2 For printing on the patent front page. list
CIR 1363 |

(1) The names of up to 3 registeeed patent attoeneys
e inge ot vorrespondenee addeess for Change of Correspondence vr agents QR alternatively

Adedress Torm PIOSI 22 ) attached
! sl ! . (2) The name of u single fieny chaving as a nemlber a 2

|_l “Tee Address” tndication {or "lve Address” Indication Form registered attorney o asent) and the names of up o
PTOSEBAT, Rey 03 02 ar owore recent) allached. Use of a Customer 7_1L_“1‘:U-[Ld Pdlul_l attowneys o agents. I noname s 3
Number is [‘L(|llll‘ld Tisteel, mo manae will by juinwd

AASSIGNEDL NAMEANTY RESIDENCH DA TA PO LE PRIN TR ON THE PATENT (print or type )

PLEASI NOTIS Unluess un assignee ix idemifivd Telow, no wssignee data will appear on the patene IF an assignev 15 1dendificd belowe the documient bas Been 1iled for
recordation as sot forth in 27 CFR AL Completion of this fovr 1s NOT g substitote for liling an assignment.

(AT NAMELOE ASSIGNTD (1) RESIIENCT: (O IY and S PATH OR COUNTRY)
Please check the appropriate assignee catcgory or categarivs (will not be prinwed on the patent; I [ndividuw - Carporation or olher privale sroup entity A Governnent
A The Tolloseing Tev(s) ae submitwed: Al Pauvoent ol Feets i (Please ficst reapply any previoosly paid issue fve shown aboyve)
’-:I [asue b ’-:I Avcheok is eonclosed.
[ publivation e (N small entity discount peemitted) - Payment by ceedit card. torm 2 10O-2038 is attached.
|_| Advance Order # ol Copius |_l I'he direvior is bereby authorized o charge the required feels), any deticieney, or credils any
overpayment, te Depesit Account Numhor {eneldse un exted copy of this focm).

A Chunge in Entity Stutus (from status indicated abosve;
I Applicant cortifving niero eolity status. See 37 CEFR 120 NOT

Alsent o valid certification of Micro Entty Status Gsee Toros PTOSBASA und 153B), 1ssuv
ment 1o the naieeo entity amount will nothe aceepted at the risk ol applicaton abandonment.

a Applicant asserting small entity statug, See 37 CFR 127 NO s Wihe application was previously under micro entity status, checking this box will be taken
tar b ntitication of losg of catitlement w miceo entity siaus.

I Applicant changing to regular undiscounted fee statos. NOTE: Checking this hos will b taken @ be s notification of loss of entidement o small o micro
vntity status. ax applicable.

NO T This Joem must be sioned in scecordance with 37 CER 13T and 133 See 37 CER 1. for signatuee coguicements anid cedifivations

Authorrced Signature Date

Typed or printed name Rugistration Na
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Uxtren Staris Patest and TrRapeEMARK Qv

UNITEIDY STATES INPARTYMENT OF COMMERCEH
United States Palent and Trademark (itice
Atz L0 NLKE ZOR PAULNLS

HIERRLY R L B
APPTIUATION NGO 1ITINGE TIA T FIRET NAMED INVENTOR | ATTORNEY DOCKET NG, [ cONERMATION NO. |
1544 70,509 RTETENII Blair Craver Nicwde mus ALSD-2001-5112-0°56 RiKS
I HXAMINGR |
HEIR gee e
Pepper Hamilion TP 1TV, SN
400 Berywn Park
8O0 Cassatl Road l ARTUNTS PANTR NTMIER |
Berwyn, PA 19312-1183 o

DATE MAILED: 11082017

Determinalion of Paleni Term Adjustment under 35 U.S.C. 154 {(b)
(Applications filed on or after May 29, 2000)

The Office has discontinued providing a Patent Term Adjustment (PTA) calculation with the Notice of Allowance.

Section 1(hX}2) of the ALA Technical Corrections Act amended 35 US.C. 154(b)3)¥BXiD) te eliminate the
requircment that the Office provide a patent term adjustment determination with the notice of allowance. See
Revisions to Patent Term Adjustment, 78 Fed. Reg. 19416, 19417 (Apr. 1, 2013). Therefore, the Office is no longer
previding an initial patent term adjustment determination with the notice of allowance, The Office will continue to
provide a patent term adjustment determination with the lssue Notification Letter that is mailed to applicant
approximately three weeks prior 1o the issue date of the patent, and will include the patent term adjustment on the
patent. Any request for reconsideration of the patent term adjustment determination (or reinstatement of patent term
adjustment) should follow the process outlined in 37 CIR 1,705,

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the Office of
Patent lLegal Administration at (571)-272-7702. Qucstions relating to issuc and publication fec payments should be
directed to the Customer Service Center of the Office of Patent Publication at 1-(888)-786-0101 or (571)-272-4200.

Page 3003
PTOL 85 (Rew, 0241 1)
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OMB Clearance and PRA Burden Statement for PTOL-85 Part B

The Paperwork Reduction Act (PRAY of 1995 requires 1'ederal agencies o obtain Oflice ol Management and
Hudgel approval before regnesting most types of information trom the public. When QM approves s agency
reguest to colleet information rom the public, OMB (1) provides a valid OMB Control Nwmnbcer ad expiration
date for the agency 0 display on the wstrument that will be vsed o collect the inlormation and (1% regures the
ageiey 1o mtorm the public about the OMB Control Number's legal significance in accondance with 5 CFR
1320.5¢h).

The information collected by PTOLL-85 Part B s required by 37 CFR L3 11 'The inlormation 1s reguired 10 obtlain
or retain 4 benetit by (he public which is to file (and by the USPTO to process) an application. Contidentiality is
poverned by 353 1L8.CL 122 and 37 CI'R 114, This collecnon 1s estimated o take 12 minotes o complete,
including pathering, preparing, and submitting the completed application form 1o the USPTOL Time will vary
depending npon the individual case. Any conmnents on the amount of time you reguire to complete this form
and/or suggestions for reducing this burden, should be sent o the Chiel Informanon Ollicer, [LS. Patent and
Tradeniark Office. TLS. Department of Conuneree. 2.0, Hox 1430, Alexmudria, Virginia 22313-1430. DO NOT
SEND FEES OR COMPLLETTED FORMS TO THIS ADDRESS. SEND TO: Conunissioner for Patents, 2.0, Box
1450, Alexandria, Viegima 223 13-1450. Under the Paperwork Reduction Act of 1995, no persons are required 10
respond 1o # collection of inforuation wiless it displays a valid QM3 control mmber.

Privacy Act Statement

The Privacy Act of 1974 (P.L., 93-579) requires that yon be given certain intommtion in conneetion witl your
submission ol the attached lorm relawed (o a patent application or patent. Accordinply, pursvant o the
reguircinents of the Act, please be advised that: (1) the gencral anthority for the collection of this information is
35 TLS.CL 2002y (2) furnishing ot the information solicited 1s voluntary; and (3) the principal purpose for which
the information 1s used by the ULS. Patent and ‘Trademark Office 1s 10 process and/or examine vour submission
related 1o a patent application or patent. I vou do not furish the reguested inforntion, the 1S, Patent and
Trademark Ollice may not be able (o process and/or examine your submission. which may result 1in tecmination of
pracecdings or abandonment of the application or expiration ol the patent.

The information provided by vou i this form will be subject to the tollowing romtine nses:

l. The formation on this lorm will be treated confidentially to the extent allowed under the Freedem of
[nlormation Act (5 1L.8.C. 552) and the Privacy Act (5 T1.8.0 352a). Records [rom tus system of records
may be disclosed Lo the Department of Justice 1o determine whether disclosure ol these records s reguired
by the I'reedom of Information Act.

20 Acrecord fromn this systent of records nway be disclosed, a5 a rondine nse, in the conrse of presenting evidenee
tor & court, magistrate, or adntinistrative tribimal, ineluding disclosures to opposing conmsel in the course of
settlement negouations.

A record in this systent ol records may be disclosed, as s routine nse, to a Member ol Congress submitting

request wvolving an individual, 10 whom the record pertains, when the individual has requested assistance

[rom the Member with respect to the subject matter ol the record.

4. A reeord inthis systenn of records niay be disclosed. as a rontine use, 1o a contractor of the Ageney having
need lor the information in arder o perform a contract. Recipients of information shall be required to
conply with the requirements of the Privacy Act ol 1974, as amended, pursuant 10 3 ULS.CL 352a(m).

5. A reeord related to an hitemational Application filed xder the Pateit Cooperation Treaty in this system of
records may be disclosed. as a routine use, (© the International Bureau of the World [ntellectual Property
Orgamization, pursusant to the Patent Cooperation Treaty.

6. A record 10 s system of records may be disclosed, as @ routine vse, 1o another federal ageney for purposes
ol National Security review (35 1T7.85.0C0 181 and Tor review pursuant 1o the Atomie Linerpy Act (42 T1.8.C
218(e)).

7oA record from tus svstem of records may be disclosed, ds a routine use, o the Admmstrator, General
Services, or his/her designee, during an inspection ol records conducted by GSA as parl ol that agoiey's
responsibility to reconunend inprovenients in records management practices and prograns, under anthority
of 44 T7.8.0. 2904 and 2906, Such disclosure shall be made 1in accordance with the GSA regulations
goveming inspection of records for this purpose, and any other relevant (e, GSA or Conmieree) dircetive.
Such disclosure shall net be used to make determinatons about individuals.

8. A record [rom this system of records may be disclosed. as a routine use, 1o the public alter either publication
of the application pursuant to 35 TLS.CL122(h) or issuance of o patent pursuant to 35 US.CL 151 Farther,
record may be disclosed, subjeet o the limatanons ol 37 CIFR 114, as a routne vse, o the public if the
record was [iled 1 an application which became abandoned or in which the proceedings were terminated
and which application is reterenced by either a published application, an application open 1o public
mnspection or an issucd patent.

9. A record from this systent of records may be disclosed, as a rontine use. 1o a Federal, State, or local law
cuforecinent agency, it the USPTO becomes aware ol & violation or potential violation of law or regulation.

e
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Application No. Applicant(s)
15/470.509 NICCDEMUS ET AL.
H TH Examiner Art Unit AlA (First Inventor ta Fila)
Notice of Allowability JOSNEL JELDY 438 Status
No

-- The MAILING DATE of this communication appears on the cover sheet with the correspondence address--
All claims being allowable, PROSECUTION ON THE MERITS IS {OR REMAINS) CLOSED in this application. If not included
herewith (or previously mailed). a Notice of Allowance (PTOL-85) or other appropriate communication will be mailed in due course, THIS

NOTICE CF ALLOWABILITY IS NOT A GRANT OF PATENT RIGHTS. This application is subject to withdrawal frem issue at the initiative
of the Office or upon petition by the applicant. See 37 CFR 1.313 and MPEP 1308.
1. [ This communication is responsive to 8212017,

Oa declaration{s)/affidavit{s) under 37 CFR 1.130{b) was/were filed on

2. [ An election was made by the applicant in response to a restriction requirement set forth during the intarview on ; the rastriction
reguirement and election have bean incorporated into this action.

3. 4 The allowed claim(s) is/are 29-52 As a result of the allowed claim(s), you may be eligible to benefit from the Patent Prosecution
Highway program at a participating intellectual property office for the corresponding application. For maore information. please see
hitp #/www. uspto.gov/patents/init_events/pphiindex.jsp or send an inquiry to PPHfeedback{@®uspto.gov.

4. [] Acknowledgmant is made of a claim for foreign priority under 35 U.S.C. § 118{a)-(d) or {fl.

Certified copies:
ay[] All b) [ Some -c) [] None of the:
1. ] Certitied copies of the priority documents have been received.
2. [] Certified copies of the priority documents have been received in Application Na.
3. [ Copies of the certified copies of the priority documents have been receivad in this national stage application from the
International Bureau (PCT Rule 17.2{a)).
" Gertified copies not recaived:

Applicant has THREE MONTHS FROM THE "MAILING DATE™ of this communication to file a reply complying with the reguirements
noted below. Failure to timely comply will result in ABANDONMENT of this application.
THIS THREE-MONTH PERIOD IS NOT EXTENDAELE.

5. ] CORRECTED DRAWINGS { as "replacement sheets”) must be submitted.

O including changes required by the attached Examiner's Amendment / Comment or in the Office action of
Paper No./Mail Date .
Identifying indicia such as the application number (see 37 CFR 1.84{c)}) should be written on the drawings in the front {not the back) ot
each sheet. Replacement sheet{s) should be labeled as such in the header according to 37 CFR 1.121(d).

6. ] DEPOSIT OF and/or INFORMATION about the deposit of BIOLOGICAL MATERIAL must be submitted. Note the
attached Examiner's comment regarding REQUIREMENT FOR THE DEFPOSIT OF BIOLOGICAL MATERIAL.

Aftachment{s)

1. [ Notice of Referances Cited {PTO-882) 5. [] Examiner's Amendment/Comment

2. [ Information Disclosure Statemeants (PTO/SB/O8). 6. B4 Examiner's Statemeant of Reasons for Allowance
Paper No./Mail Date

3. [0 Examiner's Comment Regarding Requiremant for Deposit 7.0 Cther .

of Biclogical Material
4. [ Interview Summary {(FTO-413),
Paper No./Mail Date :

AJOBNEL JEUDYY
Primary Examiner, Art Unit 2438

U Pate~ramg |racema < OF oo

PTOL-37 (Rev. 08-13) Notice of Allowability Part of Paper No /Malil Date
20171002
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Application/Control Number: 15/470,509 Page 2
Art Unit: 2438

DETAILED ACTION

The present application is being examined under the pre-AlA first to invent provisions.

1. The priar office actions are incarporated herein by reference. In particular, the observations
with respect to claim language, and response to previously presented arguments,
2. Claims 1-28 have been cancelled.
3. No claim has been amended.
4. No claim has been added
5. Claims 29-52 are re-numbered as claims 1- 24 are pending.
Allowable Subject Matter

6 Claims 29, 37, and 45 are allowed. The following is an examiner's statement of reasons
for allowance: Independent claims 23, 37, and 45 are allowed for reasons argued by applicant in page 2
of the Remarks, filed on August 21, 2017, and dependent claims 30-36, 38-44 and 46-52 depend upon
ane of the above-mentioned allowed claims and are therefore allowed by virtue of their dependencies.

G yrayichted Py 3 riuTie e iy
ORONITEO DY 8 DOIMSUNNGg H

Balacheff (US pat. No 20050086511 teaches = usar it

The priar arts of record do not teach or suggest individually or in combination the limitation of amended

independent claim 45 as similarly recited in independent claims 37 and 29.
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Application/Control Number: 15/470,509 Page 3
Art Unit: 2438

None of the prior art of record, either taken by itself or in any combination, would have anticipated
or made cbvicus the invention of the present application at or before the time it was filed.

Any comments considerad necassary Ly applicant must be submitted no later than the payment
of the issue fee and, to avoid processing delays, should preferably accompany the issue fee. Such
submissions should be clearly labeled "Comments on Statement of Reasons for Allowance.”

Conclusion

The prior art made of record and not relied upon is considered pertinent to applicant's disclosure.
Williams, US pat. No 8091117

Sobel, US pat.Nc 20040103310

Kougicuris, US pat.No 8352998,

Any inquiry concerning this communication or earlier communications from the examiner sheuld
be directed to Jeudy Josnel whose telephone number is (571)270-7476. The examiner can normally be
reached on Monday-Friday 9/5/4 (altering Friday off).

If attempts to reach the examiner by telephone are unsuccessful, the examiner's supervisor,
Taghi T Arani can be reached on (571)272-3787. The fax phone number for the organization where this
applicaticn or proceeding is assigned is 571-273-8300.

Information regarding the status of an application may be cbtained from the Patent Applicaticn
Information Retrieval (PAIR) system. Status information for published applications may be cbtained from
either Private PAIR or Public PAIR. Status information for unpublished applications is available through
Private PAIR only. For more information about the PAIR system, see httpy/pair-direct.uspto.gov. Should
you have questions on access to the Private PAIR system, contact the Electronic Business Center (EBC)
at 866-217-2197 (toll-free). If you would like assistance from a USPTQ Customer Service Representative
or access to the automated information system, call BO0-786-9199 (IN LISA OR CANADA) or 571-272-
1000.

Date: 10/2/2017

f/JOSNEL JEUDY/

Palo Alto Networks - Exhibit 1002
Palo Alto Networks v. Taasera - IPR2023-00574
Page 227 of 279



Application/Control Number: 15/470,509 Page 4
Art Unit: 2438

Frimary Examiner, Art Unit 2438
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Application/Control Ne. Applicant{s)/Fatent Under
Reexamination
. ) 15:470.509 NIGCDEMUS ET AL.
Notice of References Ciled _ .
Examiner Art Unit
JOSNEL JEUDY 2438 Page 1 of f
U.5. PATENT DOCUMENTS
* oy e e | Wi ey Name CPC Classification US Classification
* A US-2005/0086511 A1 04-2005 Balacheff. Boris GOBF21:57 726/34
* B | US-8.081.117 B2 01-2012 Williams: John Leslie HO4L41/0853 72613
* o US-2004/0103310 A1 05-2004 Sobel, William E HO4L63/105 726/15
* > U5-8,352.998 B1 01-2013 Kougiouris; Panagiotis HO4L63/20 7261
E | US-
F | USs-
G | US-
H | US-
| Us-
J | US-
K | US-
L | US-
o US-
FOREIGN PATENT DOCUMENTS
* o nt?a%ir:ir:f,:\il;mg?; cnae MM[?\a{T“(EYY Country Name CPC Classification
N
o
P
Q
R
T
NON-PATENT DOCUMENTS
* Include as applicable: Autheor, Title Date, Publisher, Edition or Volume, Pertinent Pages)
U
i
W
X
fecopy of I s cefereree is mol being Lo shee with s Sllee aclon (See MOZI § TO7.050u; |

Sates - WVSYYYY format are peniczion dates. Dlas cAtions Mmay ne S or Soreige,

U5 Patemsame |racemar< OF oo

PTO-892 (Rev. 01-2001) Notice of References Cited Part of Paper No. 20171002
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Page 1 of 1

\: Unrren Stares Patesr axp Tranevarg Orricn:

y UNITED STATES DEPARTAMENT OF COMAMERCE

United Les Patent and ‘I rademark Oflice
MMISSIONER POR PA LTINS

BIB DATA SHEET
CONFIRMATION NO. 8785

SERIAL NUMBER FlLlNgAC%rE 371(c) CLASS GROUP ART UNIT ATTORNleEg.DOCKET
15/470,509 03/27/2017 726 2438 AlUS9-2014-5112-USB
RULE
APPLICANTS
International Business Machines Carparation, Armonk, NY';
INVENTCRS

Blair Gaver Nicodemus, North Wales, PA;
Billy Ediscn Stephens, West Chastar, PA;

** CONTINUING DATA
This application is a CON of 14/618,685 02/10/2015 PAT 2608997
which is a CON of 13/687,505 08/16/2012 PAT 8955038
which is a CON of 11/451,950 06/13/2006 ABN
which claims bengtit of 60/752,424 12/21/2005

** FOREIGN APPLICATIONS
“* |F REQUIRED, FOREIGN FILING LICENSE GRANTED **

04/03/2017
~sreig o ly ¢ & o el STATEOR | SHEETS | TOTAL |INDEPENDENT
45 L8E ' @ia-al conditors mat ) Yas b Nz - e alie COUNTRY |DRAWINGS | CLAIMS CLAIMS
akoniooged  mmreiemLE s PA 7 24 3
ADDRESS

Pepper Hamilton LLP
400 Berywn Park

899 Cassatt Road
Berwyn, PA 18312-1183
UNITED STATES

TITLE

METHODS AND SYSTEMS FOR CONTROLLING ACCESS TO COMPUTING RESOURCES BASED ON
KNCOWN SECURITY VULNERABILITIES

[ Al Fees |
. | 1.16 Fees (Filing) |
FEES: Authority has been given in Paper

FILING FEE
RECEIVED [No to charge/credit DEPOSIT AGCOUNT ‘:] 1.17 Fees (Processing Ext. of ime) ‘
1920 No. for following: l'_l 1.18 Fees (Issue) |
‘:J Other ‘
| J Credit |

EIE ;Rew. 0500
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Doc code: IDS
Doc deseription: Information Disclosure Statement {IDS} Filed

PTO/SB/DBa (01-10}

Approved for use through 07/31/2012. OMB 0851-0031
U.S. Patent and Trademark Office; U.S, DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1885, no persons are required to respond lo a collection of information unless it conlaing a valid GMB control number.

INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
{ Not for submission under 37 GFR 1.99)

Application Number

Filing Date

First Named Inventor ‘ Biair Gaver Nicodemus

Art Unit

|

Examiner Name ‘

Aftorney Docket Number

E AUS9-2014-5112-US6

U.S.PATENTS

Remowve

Pages,Columns,Lines where

E)_ca_nm:ner Cite Patent Number Kind lssue Date Na"."'e of Patentee or Applicant Relevant Passages or Relevant
{nitial No Code' of cited Document .
Figures Appear

1 E656411 1997-09-09 McCarly

2 F673322 [1997-09-30 Pepe el al.

3 732074 1998-03-24 Spaur et al.

4 987611 [1999-11-16 Freund

5 £012100 P000-01-04 Frailong et al.

6 EOS81620 0030509 Matkin et al.

7 (081508 P000-06-27 West et al.

8 1921628 [P003-11-21 Puetal

ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH. /J.3/

EFSWeb 2.1.17
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INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
{ Not for submission under 37 CFR 1.99)

Application Number

Filing Date

First Named |nventer ‘ Blair Gaver Nicodemus

Art Unit

|

Examiner Name ‘

Attorney Docket Number

E AUSE-2014-5112-US6

9 £185609 2001-02-06 Rangarajan et al.
10 253327 P001-06-26 Yhang el al.

11 £298445 2001-10-02 3hostack et al.
12 (377982 P002-04-23 Rai et al.

13 433030 2002-09-17 Psarras et at.
14 (493349 2002-12-10 Casey

15 5239482 003-03-29 Blance et al.
16 (5643782 2003-11-04 Jin et al.

17 E604891 003-11-29 Borsato et at.
18 (634437 2004-02-17 Pac et al.

19 E732270 P004-05-04 Patzer et al.

Ersweb2147 ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGR. /J..J/
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INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
{ Not for submission under 37 CFR 1.99)

Application Number

Filing Date

First Named |nventer ‘ Blair Gaver Nicodemus

Art Unit

|

Examiner Name ‘

Attorney Docket Number

E AUSE-2014-5112-US6

20 748543 2004-06-08 Vithuber

21 E751729 P004-06-15 Giniger et al.
22 750444 2004-07-06 | cung

23 (7656453 P004-07-20 Nessett ef al.
24 778496 2004-08-17 McDysan

25 (5785823 P004-08-31 Abrol et al.
26 E800943 005-02-01 Heixeira et al.
27 674139 2005-03-29 Krueger et al.
28 /038821 2006-06-06 Parekh et al.
29 7185192 P007-02-27 jKahn

30 7243148 PO07-07-10 Keir et al.

Ersweb2147 ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH. /J.3/
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INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
{ Not for submission under 37 CFR 1.99)

Application Number

Filing Date

First Named |nventer ‘ Blair Gaver Nicodemus

Art Unit

|

Examiner Name ‘

Attorney Docket Number

E AUSE-2014-5112-US6

31 7673323 2010-03-02 Moriconi
32 7805752 010-09-28 Newstadi et al
33 031117 2012-01-03 Williams et al.
34 B352998 b013-01-08 Kougiowis el al.
if you wish to add additional U.S. Patent citation information please click the Add butten. Add
U.S.PATENT APPLICATION PUBLICATIONS Remove
. o . L . Pages,Columns,Lines where
Examiner| . Publication Kind | Publication Name of Patentee or Applicant
e Cite No . Relevant Passages ar Relevant
{nitial Number Code'| Date of cited Document .
Figures Appear
1 0020438756 2002-09-26 Makotka et al.
2 20020199203 D002-12-26 Duffey et al.
3 0030674580 003-04-17 Knouse et al.
4 20030105978 P003-06-05 Byrne
5 0030135611 P003-07-17 jemp et al.

ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH. /J.3/

EFSWeb 2.1.17
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INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
{ Not for submission under 37 CFR 1.99)

Application Number

Filing Date

First Named |nventer ‘ Blair Gaver Nicodemus

Art Unit

|

Examiner Name ‘

Attorney Docket Number

E AUSE-2014-5112-US6
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purpose, and any other relevant {i.e., GSA or Commerce) directive. Such disclosure shall not be used to make
determinations ahout individuals.

8. A record from this system of records may be disclosed, as a routine use, to the public after either publication of
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Jworkstation) same (compliant or JERO; JPO:
Jeompliance) same {endpoint or client or |DERWENT;:
dterminal or device or computer or {IBM_TDB
fworkstation ) and (compliant or :
Jcompliance) near6 (rule or polics3)
inearB (data store or storage or
drepository or archive or ROM or RAM ar
imemory or database or data$ibase) and ;
4516 {55 J{check$3 or detect$3 or determing3 or  JUS-PGPUB; {{NEAR OFF 3201 8/11/03;
{identif$3) near8 (compliant or JUSPAT; : 411:00 :
Jeompliance) near10 (endpoint or client  jUSOCR;
Hor terminal or device or computer or FPRS; :
Jworkstation) same (compliant or HEFC; JPO:
Jeompliance) samea (endpoint or client or {DERWENT,;
fterminal or device or computer or {IBM_TDB
Jworkstation ) and {compliant or :
Jcompliance) near6 (rule or policS3)
JnearB (data store or storage or
Jrepositery or archive or ROM or RAM or ¢
dmemory or database or data$ibase) and ;
156 : \
4317 420 {{check$3 or detect$3 or determing3d or  {US-PGPUB: {{NEAR OFF 42016/ 11/03;
Jjidentii$3) nears (compliant or JUSPAT; ! 411:01 '
Heompliance) near10 (endpoint or client  [USOCR, :
Hor terminal or device or computer or I{FPRS; :
dworkstation) same (compliant or JEFG; JPO:
{jcompliance] same (endpoint or client or |DERWENT;;
dterminal or device or computer or j1B8M TDB
Jworkstation ) and {compliant or :
Jcompliance) neart (rule or polickd)
InearB (data store or storage or
drepository or archive or ROM or RAM ar
imemory or database or data$ibase) and ;
: 157 ' : : :
1518 14 J{check$3 or detect$3 or determing3 or  jUS-PGPUB; {{NEAR OFF %201 &/ 11/03:
{identif$3) near8 (compliant or JUSPAT; : 411:02 :
Jeompliance) near10 (endpoint or client  jUSOCR;
or terminal or device or computer or FPRS; :
Jworkstation] same (compliant or {EPC; JPO:
‘lcompliance) same {endpoint or client or {DERWENT;

dterminal or device or computer or
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dwarkstation § and (compliant or
{lcompliance) near6 (rule or polics3)
near6 (data store or sterage or
drepositery or archive or ROM or RAM or
dmemory or database or data$ibase) and
157 and {configur$5 ) near8 {(software or |
‘|applicaiton or program or code) near8 |
ifendpoint or client or terminal or device :
for computer or workstation) :

119 27 HIINTERNATIONAL BUSINESS MACHINES jUS-PGPUB; I\IEAH OFF 12016/11/ 03
5 HCORPORATION or FIBERLINK fUSPAT, H11.26 :
JCOMMLUNICATIONS CORPORATION or ¢ USOCR '
HSTEPHENS BILLY E or NICODEMUS {IFPRS:;
4BLAIR) and {compliance state ) HEPC; JRO:
DEF{WENT,:
i{1BM TDB !
4520 {10 J(INTERNATIONAL BUSINESS MACHINES {LUS-PGRUB, {NEAR OFF §2016/11/03:
: JCORPCRATION or FI BERLINK f USFAT; 411:26
JCOMMUNICATIONS CORPORATION or - JUSOCR; :
HSTEPHENS BILLY E or NICODEMUS J{FPRS; ;
{|BLAIR) and (compliance state ) and JERO; JPO:
J{configur$3 near4 software) IDERWENT;:
f HBM TDB

EAST Search History (I nterference)

§Search Query |DBs  |Default |Plurals {Time
T — L (OREIALOL [ e |Stamp
{((user interface configur$3 allow$3 conflgurat$3 US  NEAR OFF  {2017/10/02;
Hdplurality polic$d) with (polic$3 data store 1PGPUB;. 411:54

Hidentit$3 plurality operating condit$3) with 4USPAT |
d(contigurS3 evaluat$3 operating condition : :
dplurality polics3) with (receiv$3 status
dinformation operating condition endpoint
iigather$3 software service) with {determin$3
deompliance state endpoint based status
dinformation plurality compliance polic$3 data
Hatore) with (initiat$3 remot$3 action rule data
dstore ensur$3 endpoint compliance policS3 store
{data store)) clm.

i o d((user interface contigurs3 alow$3 configurat$3? US  NEAR OFF §2017.-*10.f02;

dplurality pelic$3) with {(polic$3 data store {PGPUB;: 11:55

tidentit$3 plurality operating condit$3) with JUSPAT !
HlconfigurS3 evaluat$3 operating condition ' :
dplurality polic$3) with (receiv$ad status
dinformation operating condition endpoint
Hoather$3 software service) with (determin$3
Jeompliance state endpoint based status
dinformation plurality compliance polict3 data
dstore) with (initiatS3 remei$3 action rule data
dstore ensur§3 endpoint compliance policS3 store
iidata store)] .clm. a

Hlluser interface configurs3 allow$3 ccmhgurat$3
iplurality pelic®3) with {palic$3 data store '
Hidentit$3 plurality operating condit$3) with
Hlconfigurs3 evaluai$3 operating condition
Hdplurality polic$3) with (receiv$3 status
dinformation operating condition endpoint
Hdoather$3 software service) with (determin$3
Hlcompliance state endpoint based status
ginformation plurality compliance polic$3 data
dstore) with (initiatS3 remot$3 action rule data
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§store ensury3 endpoint compliance policS3 store
iidata store)).clm. and "s2"

L4 {0 {{(user interface configurS3 allow3$3 oontrguratSS Us- iNEAR OFF 22017 10/02!
: dplurality polic$3) with (polic§3 data store 4PGPUB; q11:57 '
ilidentif$3 plurality operating condit$3) with HUSFAT ¢

H{configurs3 evaluat$3 operating conditicn
Hplurality polic$3) with (receivdd status
dinformation operating condition endpoint
dgather$3 soltware service) with (determin$3
Jeompliance state endpoint based status
dinformation plurality compliance polic$3 data
dstore) with (initiat$3 remot$3 action rule data
ilstore ensur$3 endpoint compliance policS3 store
Hdata store)).cm. and "s3"

L5 [0 i((user interface configur$3 allow$3 confrguratSS US- NEAR OFF  §2017/10/02:
5 i iolurality polic$3) with {polic$3 data store 4PGPUB;: 411:5¢

Hidentit$3 plurality operating condit$3) with HUSPAT ¢
d(contigurs3 evaluat$s operating condition : i
dplurality polic$3) with (receiv$3 status
dinformation operating condition endpoint
Hdgather$d soltware service) with (determing3
Jecompliance state endpoint based status
dinformation plurality compliance polic$3 data
Hstore) with (initiatS3 remot$3 action rule data |
dstore ensur$3 endpoint compliance polics3 store
ddata store)).cm. and "s4"

H((user interfaca configurs3 allow$3d corrtiguratSS? US- INEAR OFF  42017/10/02,
Hplurality polic$3) with {(polic$3 data store HPGPUB; : {12:02 '

Hidentif$3 plurality operating condit$3) with HUSPAT |
H(configurS3 evaluat$3 operating condition ' é
dplurality polic$3) with (receiv$d status
finformation operating condition endpoint
Hoather$3 software service) with (determinda
Heompliance state endpoint based status
dinfarmation plurality compliance polics3 data
dstore) with (initiatS3 remot$3 action rule data
dstore ensur®3 endpoint compliance policS3 store
{data store]) dm and "sb"

H((user interface configur$3 allow$3 cenfigurats3:
dplurality polic$3) with (polic$3 data store
Hidentif$3 plurality operating condit$3) with
iHlcontigur$3 evaluat$3 operaling condition
dnlurality polic$3) with (receiv$d status
dinformation operating condition endpoint
Hgather$3 soltware service) with (determin$3
Heompliance state endpoint based status
dinformation plurality compliance polic$3 data
dstore} with (initiatS3 remot$3 action rule data
istore ensur$3 endpoint compliance policS3 store
Hdata store)).cm. and "sg"

L8 10 H((user interface configurS3 allow$3 oonfrguratSS Us- {NEAR OFF §2017/10/02:
: : dolurality polic$3) with (polickd data store 1PGPUB; 112:08
didentif$3 plurality operating condit$3) with JUSPAT |
Hlconfigurs3 evaluat$3 operaling condition : :
Holurality polic$3) with (receiv$3d status
dinformation operating condition endpoint
ilgather$d software service) with (determin$3
Jeompliance state endpoint based status
information plurality compliance polic$3 data
dstore) with (initiatS3 remot$3 action rule data
istore ensur$3 endpeint compliance polics3 store
Hdata stare)).dm. and "s7"

12017/ 10702
112:04
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Best Available Copy

!

PTOMIANZZ (08-12)

Approved for uge through 01/31/2018. OMB 0651-0035
) U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
Under the Paparwork Reduction Act of 1995, no persons are required to' reéspond to a collection of information unless it displays a valid OMB control number.

-

CHANGE OF

CORRESPONDENCE ADDRESS
Application

e,
z
Address o B >
Commissioner for Patents FEB 9 6 2018
P.O. Box 1450 2, é_y
K Alexandria, VA 22313-1450 ’a\% " m\*@
: N

Application Number

15/470,509 :

Filing Date

March 27, 2017

First Named Inventor

Blair Gaver Nicodemus

Art Unit

2438 i

Examiner Name

Josnel Jeudy ,

Atterney Dockel Number

AUS9-2014-51 12-US6/

Please change the Correspondence Address for the abbve-identiﬁed patent application to:

The address associated with
Customer Number:

32329

OR
Firm or i
Individual Name '

Address

|
City State Zip i
Country ]
L
Telephone Email F

| am the:

L]
L]
L]

Applicant

This form cannot be used to change the data associated with a Customer Number. To change the
data associated with an existing Customer Number use “Request for Customer Number Data Change” (PTO/SB/M 24)

Attorney or agent of record. Registration Number #1100

|
i
i
|
1

Registered practitioner named in the application transmiltal papers who acts in a representative capacny
under 37 CFR 1.34. See 37 CFR 1.33(a){1). Registration Nurnber

Signaue Michael K. Jones, Reg. #41100/

Typed or Printed .
npec o "I Michael K. Jones

Date November 8, 2017

Telephone 545 981.4405 !

Submit multiple forms if more than one signature is required. see helow”.

NOTE: This form must be signed in accordnace with 37 CFR 1.33. See 37 CFR 1.4{d) for signature requiraments and certifications. l

B “Total of !

forms are submitted. *

This coliection of information is required by 37 GFR 1,33, The information is required to obtain or retain a benefil by the public which is ta file (and by lde USPTO
to pracess) an application. Cenfidentiality is governed by 35 U.8.C. 122 and 37 CFR 1.11 and 1.44, This collection is estimated to take 3 minutes t¢ complete,
including gathering, preparing, and submiting the completed application form to the USPTQ. Time will vary depending upon the individual case. Any cordments on
the amount of time you require to complete this form andfor suggestions for reducing this burden, shauld be sent to the Chief Information Officer, U.S. Patent and
Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOQT SEND FEES OR COMPLETED FORMS'TO THIS
ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

if you need assistance in compieting the form, calt 1-800-PT0-9139 and select option 2
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Best AvailRBRTBp¥EE(S) TRANSMITTAL

Complete and send this form, logether with applicable fee(s), to: Mail Mail Stop ISSUE FEE
’ Commissioner for Paients
P.O. Box 1450
Alexandria, Virginia 22313-1450 *
or Fax (571)-273-2885

INSTRUCTIONS: This form should be used for transmilling the [SSUE FEE and PUBLICATION FEE (if required). Blocks 1 through 5 sheuld be completed where
apdpropriate, All further correspondence including the Patent, advance orders and nolification of maintenance fess will be mailed to the cumrent comespédndence address as
indicated unless cooected below ar dirseted otherwise in Block L, by (a) specifying a new comespondence address; andfor (b) indicating a separate "FEE ADDRESS" for
mainignance fee notifications.

Note: A cedtificale of mailing can only be used for domestic mailings of the

Fee{s) Transmitlal. This certiﬁcate cannot be used for any olher accompanying

CURRENT CORRESPONDENCE ADIRESS {Mote: Use Black 1 for mny change of address) Eapers. Each addilional paper, such as an assignment or formal drawing, must
ave its own certificale of mailing or icansrmission.

Certificale of Mailing or Transmission

86308 L, Tes0 1140812017 [ hereby cerify that this Fee&s) Transmittal is being deposited with the United
Pepper Hamilton LLP Stales Postal Service with sufficient postage for first class mail in an envelo,
400 B Park addressed to the Mail Slog ISSUE FEE address above, or being facsimile

crywn rar iransmitled to the USPTC (371)273-2845, on the daie indicated below.
899 Cassart Road —
Berwyn, PA 19312-1183 lepositor’s oome)
(Signature)
(Date)
I APPLICATION NO. FILING DATE | FIRST NAMED [NVENTOR I ATTORNEY DOCKET NO. I CONFIRMATION NO.
154470508 03272017 Blair Gaver Nicodemus AUSS-2014-5112-US6 1 8785
TITLE OF INVENTION: METHODS AND S$YSTEMS FOR CONTROLLING ACCESS TO COMPUTING RESOQURCES BASED ON KNOWN
SECURITY VULNERABILITIES :
| apeTvee ENTITY sTATUS | 1ssuereEDUE  [PupLicATION FEEDUE | PREV PADISSUEFEE | TOTALFRES)DUE | DATEDUE |
nonprovisional UNDISCOUNTED 3960 30 30 $960 02/08/2018
82/67/2018 SKONANMIL BRBRARSI 898447 . 1547549
[ EXAMINER ] ART UNIT | crasssuscLass :
JEUDY, JOSNEL 2438 726-025000 81 FC:1501 968.95 0A E
1]
1. Change of carrespondence address or indication of "Fee Address” (37 2. For printing on the patent front page, list H
CER 1.363. oo ¢ priniing palem "om pag i Pepper Hamilton LLP
; 1) The names of up to 3 regisiered patent attorneys
D Chan,;c of co:‘re:ggmdenca address {or Change of Correspondence or agenls OR, allernatively, .
Address Torm FTO/SB/122) attached. : (2) The name of a single firm (having as a member a 2
O "Fee Address” indication {or “Fee Address” Indication form registered attorney or agent) and the names of up to
PTO/SB/47, Rev 03-02 or more recent) atlached. Use of a Costomer 2 regisiered patenlt attorngys or agenls. if no name is 4
Number is required, listed, no name will be printed.
3. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT (print or type)

PLEASE NOTE: Unless an asg_ifnee is identified below, no assignee data will appear on the patent. If an agsignee is identified below, the document has been filed for
recordation as sel forth in 37 CFR 3.11. Completion of this form is NOT a substitule for filing an assignment. '
{A) NAME OF ASSIGNEE (B) RESIDENCE: (CITY and STATE OR COUNTRY)

International Business Machines Corporation  Armonk, New Yark

Please check the appropriaie assignee category or categories (will not be printed on the patent) : [ tndividua) & Corporation or other private group enlity O Government

4a. The following fees) are submitled: 4b. Paymenl of Fee(s): (Please first reapply any previeusly paid issue [ee shown above)
Issue Fec . [ A check is enclosed. I
D Publication L'ee {No small entily discount permined) l:l Payment by credit card. Form PTO-2038 i3 attached. :
[ Advance Ocder - #of Copies X The director is hereby aulhorized to charge the required fee(s), any deﬂciency,for credits any
overpayment, 1o Deposit Account Number - {enclose an extra copy of this form).

5. Change in Entity Status (from status indicated above)

Q Applicam cerlifying micro enity sials. See 37 CFR 1.29 m Absent a valid certification of Micro Enltity Status (sce forms PTC/SB/L5A and 15B), issue
ee payment in the micra enlity amount will not be accepted at Lhe risk of application abandenment.

Qa Applicant asserling smal] enlity status. See 37 CFR 1.27 NOQTE: If the application was previausly under micro entity status, checking this box will be taken
1o be a notification of loss of entitlement Lo micro entity status. i
Q Applicant changing to repular undiscounted fee status, NOTE: Checking this box will be taken Lo be a notification of loss of enlitlement (o small ot micro

entily status, as applicable.

L

NOTE: This form most be signed in accordance with 37 CER 1.31 and 1.33. See 37 CFR | 4 for signature requirements and cedificalions.

Authorized Signare_/ Michael K. Jones, Reg. #41100/ pae  INovember 8, 2017 ,
Typed or printed name Michael K. ]Ones Registration No. 41'100
Page 2 of 3
NTAT G Meca I FIN 17 A cmancia A Fasiian dmareemk 1T FIOND MAAT NLS ANID TIC Mt mmd Mo d el ACF A . TT O TN A I'l'r’l.lﬂ\["r‘jf\l’.‘ COANNDAT DO
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1 STATES PATENT AND TRADEMARK QU111

UNITED STATES DEPARTMENT OF COAMMERCE
United States Patent and "I'rademark Ollice
Al UL RIORPALENY

AP ICATION N0, TR AT PATENT N ATTORNEY D00 TN, CONT RN ATION NOL

15:470.509 032062018 QUIZYIR AUSD Z014 5112 U586 87RA

- - s
IBM CORPORATION
INTELLECTUAL PROPERTY [LAW
11501 BURNIET ROALY

AUSTIN, TX 78758

[
!

P
[
x

ISSUE NOTIFICATION
The projected patent number and issuc date are specilied above.

Determinaiion of Patenl Term Adjustment under 35 U.5.C. 154 (b)
(application filed on or after May 29, 2000)

The Fatent Term Adjustment is O day(s). Any patent to issue from the above-identified applicatien will include
an indication of the adjustment on the front page.

If a Continued Prosecution Application (CPA) was filed 1n the above-identified application. the filing date that
determines Patent Term Adjustment is the [iling date of the most recent CPA.

Applicant will ke able to obtain more detailed information by accessing the Patent Application Information
Retrieval (PATIR) WT:B site thitp:/pair.uspto.gov).

Any questions regarding the Patent Term Tixtension or Adjustment determination should be directed to the
Office of Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee
nayments should be directed to the Application Assistance Unit {AAU) of the Office of Data Management
{ODM) at (571)-272-4200.

APPLICANTI(&) (Please see PAIR WEB site hilp://pairuspto.gov for additional applicants):

Rlair Gaver Nicodemus, North Wales, PA;
International Business Machines Corporation, Armonk, NY:;
Billy Fdison Stephens, West Chester, PA;

The United States represents the largest, most dynamic marketplace in the werld and is an unparalleled location
for business investment, innovation, and commercialization of new technologies. The USA offers tremendous
resowrces and advantages for those who invest and manufacture goeds here. Through SclectUSA, our nation
works to encourage and facilitate business investment. To learn more about why the USA is the best country in
the world o develop technology, manulacture products, and grow your business, visit SelectlUSA . gov.
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Docc Code: PA_
PTCIAIABZA (07-13)

Document Description: Power of Attorney Approved for use through 01/31/2018. OWB 06510035
.G, Palent and Trademark Oflice. U.5. GEFARTWNENT OF COMNERCE
Underthe Papenvark Reduction Act of 1995, no persons are required fo respond to 3 collection of information unless it displays 2 valid OMB control number

’

TRANSMITTAL FOR POWER OF ATTORNEY TO ONE OR MORE
REGISTERED PRACTITIONERS

NOTE: This form is to be submitted with the Power of Attorney by Applicant form (PTO/AIA/BZE) to identify the application to which the
Power of Attorney is directed, in accordance with 37 CFR 1.5, unless the application number and filing date are identified in the Power of
Attorney by Applicant form. If neither form PTG/AIAMBZA nor form PTO/AIABZE identifies the application to which the Power of Attorney is
directed, the Power of Attorney will not be recognized in the application.

Application Number 15/470,509

Filing Date March 27, 2017

First Named Inventor Blair Gaver Nicodemus

Title METHODS AND SYSTEMS FOR CONTROLLING ACCESS TO
COMPUTING RESOURCES BASED ON KNOWN SECURITY
VULNERABILITIES

Art Unit 2438

Examiner Name Josnel JeUdy

Attorney Docket Number |ALUS920145112US6

SIGNATURE of Applicant or Patent Practitioner

Signature /Michael K. Jones, Reg. #41100/ °*©#") August 27, 2018
Name Michael K. Jones Eﬁﬁjfgéfﬁf?” 41.100

Title {if Applicant is a
Juristic entity)

Applicant Name (if Applicant is a juristic entity) International Business Machines Corporation

NOTE: This form must oe signed in accordance with 37 CFR 1,33, See 37 CFRE 1.4(d) for signature requirements and certifications, If
more than one applicant, use multiple forms.

*Total of 1 forms are submitted.

This collection of information is required by 37 CFR 1.131, 1.32, and 1.33. The information is required to obtain or retain a benefit by
the public which is to file {and by the USPTQ to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR
1.11 and 1.14. This collection is estimated to take 3 minutes to complete, including gathering, preparing, and submitting the completed
application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you require
to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and
Trademark Office, U.S. Depariment of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR
COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

if you rieed assistance i cormipleting the form, call 1-800-FPTO-8199 and select option 2.
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. i D P PUAEER [TPT
Docurment Sescription: Power of Allomey e fr aSe R 1 1,”%,‘ OME DA 1008
118, Aagst and Treaderrak Ofloe; 18, DERAST " OF LOMWERCE
Lndler tha Pepenwary Foducion 4¢0 of 1353, fio persens are regtired o respond o 3 catfection o wiormotion unlkess Tomslays a vaid DG convol nuber

FOWER OF ATTORKNEY 8Y APPLICANT

Pheredy revoka all previeus powers of stformey given in the appiication idengfes in sither the aftachad fransrmittal leher or
e Brxes hédow,

: Applicaton Number Filiny Data

(Nots The boxes above mmy b (e biank £ informetion it peovided on Sorm PTOMARERAY

Fl

| hereby appoin e Patent Practivonedst assodiaind with e following Customer Number as myiowr siotney(s) or agentis), asd
o trenaac alf Busingss in the Unied Siates Fatent and Tredemark J‘f S oonnestad TR raedih for the applcatan misranssd in
the eitached wansmiital intter dorm PTOARERA} or dard fied above: H

154415

OR

i [RxfoR Ay '«wir:. Pracitionaris) namad in the akached jist {form FTOMAIAEAE as oylour attaraey(s) or goeni(sh and 1o ransadt
Bl busimegss in the Undes States Patent and Trademark Ofice canrected therowith for 12 pmiont apptastion refarenced i e
aachad tensrmitte) fettar (form PTOIAINBEZA) ar it E'Ttr"is-c' abova. fNote (‘rn-ps ter forrm BT OAARVREC)

Piease recagnize or changs the correspondence address for the apphication identified in she mtached franamittal
fetter ar the boxes ahove o

[atages |
i1 The sodress associeted with ihe sbove-mandianed Customear Mumbar

OR
: E The agdress associated with Customer Numbar: !
| S— . :
oR : i
Firre or

Individual Mame

AgSress

Lhit | State i fam i
Smunry )

Telephure b Emaii

lars the Applizan: (F4e Applicent is a keigtiz ooy, listthe Applcsr: nema in the box)y

Hnternationa! Business Machines Corporation

[ vt o Soint Imvertier S nat required telow’

Legel Represeniative of @ Deceasad or Legally Incapscitaterd Invarior (ke not required belaw)
Assigries of Pargon o Whom the Invenior is Under an D0ligation i Assign (Drovcs signers ftle i applicantis &

Al antity)

Feraan Whn Othetwisa Shonws Seficsnt Proprigtary Interest {e.g., & petitfon under 37 OFR 1.a600{2) was grarmsd in the
spplization o is sonsuiTently peing fHed with tis dagument) (pr GW‘&S&’!G”S wie if apslozntis & 154?'15'”‘: Syt

SIBNATURE of Appiicant for Patems

The undarsigned (whose e U penplizgbeiow:

s suthoringatte act on Bahel of the spnlizani [, where the applican & 2 jJUrslo emiie.

¥

Signature

P Y | Date Optiona) | amns

namE ™

Title Ccuns.e;n’f

NOTE; Smnature
gng centifestiors,

s fore Tiust B smred oy the saplican in nesordancs with 37 OFR 1 23, Sae 57 OFR 1.4 for signsture recurements
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Electronic Acknowledgement Receipt

EFSID: 335524571
Application Number: 154 /0509
International Application Number:
Confirmation Number: 8785

Title of Invention:

METHODS AND 5YSTEMS FOR CONTROLLING ACCESS TO COMPUTING

RESOURCES BASED ON KNOWN SECURITY VULNERABILITIES

First Named Inventor/Applicant Name:

Blair Gaver Nicodemus

Customer Number:

32329

Filer:

Michael Kenneth Jones/Sara Harvell

Filer Authorized By:

Michael Kenneth Jones

Attorney Docket Number:

ALISG-2014-5112-U56

Receipt Date: 2/-AlUG-2018
Filing Date: 27 MAR 2017
Time Stamp: 17:58:01

Application Type:

Utility under 35 USC 11714a)

Payment information:

Submitted with Payment

ne

File Listing:

Document . . File Size(Bytas}/ Multi Pages
Document Descripticn File Name A . .
Number Message Digest Part f.zip| (ifappl.)
524158
1 Power af Attorney S11POA2.pdf na 2
T35 LT G0AA LT M3 S Tend et dsln
[EHER
Warnings:
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Information:

Total Files Size (in bytesq 524158

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicahle. It serves as evidence of receipt similarto a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d} and MPEP 506), a Filing Receipt (37 CFR 1.54} will be issued in due course and the date shown on this
Acknowledgemaent Receipt will establish the filing date of the application.

MNaticnal Stage of an International Application under 35 U.5.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EOQ/903 indicating acceptance of the applicationasa
national stage submission under 35 U.5.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810}, a Notification of the International Application Number
and of the International Filing Date {(Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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S UNITED States Parest avp TraveMark Orrce

LSRN STATES DEPARTYVENT OF COYIVEECE
United States PMatent and Trademark Office

R L V)
[ awcanovsvivasir | STNC OR VG AL | RS T NAMT) ADPLC AN | ATV IOCKE T NO AT |
13/470.509 034272017 Blair Gaver Nicodemus AUSP20L1451 120806
CONFIRMATION NO. 8785
32328 POWER OF ATTORNEY NQOTICE
IBM CORPORATION

INTELLECTUAL PROFPERTY LAW

(TN |||||IIMI{LIIHIIII I IIIJI
11501 BURNET RQAD oc

C00C r|32007
ALSTIN, TX 78758

89

Date Mailed: 09/04/2018

NOTICE REGARDING CHANGE OF POWER OF ATTORNEY
This is in response to the Power of Attorney filed 08/27/2018.

* The Power of Attorney to you in this application has been revoked by the assignee who has intervened as
provided by 37 CFR 3.71. Future correspondence will be mailed to the new address of record{37 CFR 1.33)

Questions aboul the contents of this notice and the
reguirciments it sets forth should be dirceted (o the Office
of Data Management, Application Assistance Unit, at
(571) 272-4000 or (571) 272-4200 or 1-888-786-0101_

fliran/

page 1 of 1
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N Unrred Srares Panixt anp Thavemark Orrice

LSRN STATES DEPARTYVENT OF COYIVEECE
United States PMatent and Trademark Office
i LTES R RS

LIRS

APTICAHONNIVEIR ] STING OR V0 AL | RS T NAMY ARFLCAN | ATV DI0UKINO ST |
154470500 03/27:2017 Blair Gaver Nicodemus AUSO20145 11211806
CONFIRMATION NO. 8785
154415 POA ACCEPTANCE LETTER

Pepper Hamilton LLP/IBM SVL
AT 00D AT

899 Cassatt Road | | I
400 Berwyn Park 0000102007532

Berwyn, PA 13312-1183
Date Mailed: 08/04/2018

NOTICE OF ACCEPTANCE OF PCWER OF ATTORNEY

This is in response to the Power of Attorney filed 08/27/2018.

The Power of Attorney in this application is accepted. Correspondence in this application will be mailed to the
above address as provided by 37 CFR 1.33.

Questions about the contents of this notce and the
requireinents 1t seis fortl should be directed 1o the Office
of Data Management, Application Assistance Uil at
(571) 272-4000 or (371) 272-4200 or 1-888-786-0101.

{ltran/
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PTCIAIAMZS (0812}
Approved for use through $1/31/22018. OMB 0851-2035
U5 Patent and Trademark Oflice. U.S. GEPARTMENT QF COMMERCE

I couired torespend to g Jleciio Linfermation un i per,
rd Patent Number 983,918 \
CHANGE OF

Issue Date an e

CORRESPONDENCE ADDRESS March 20. 2018

Patent Application Number 15:470 509

Address to: Filing Date March 27, 2017

Mail St_op_F’ost lssue First Named Inventor

Commissioner for Patents Blair Gaver Nicodemus

P.O. Box 1450

KA\exandria, VA 22313-1450 Attorney Docket ALSS20145112U506 /

Number

Please change the Correspondence Address for the above-identified patent to;

The address associated with Custormer Number:

21852
OR

Firm or

Individual Name
Address
City State ZIP
Country
Telephone Email

This form cannot be used to change the data associated with a Customer Number. To change the data associated with an
existing Customer Numier use "Eequest for Customer Numiber Data Change" (PTO/SB/124),

This form will not affect any "fee address” provided for the gbove-identified patent. To change a "fee address” use the "Fee
Address Indication Form" (PTQ/SB/M47).

lam the:
Patentee

D |Tthe Patentee was not the applicant for patent (37 CFR 1.42), then a Statement under 37 CFR 3.73(c)
(Form PTO/AIAQB or equivalent) is enclosed or was filed on . See 37 CFR 3.71.

Attorney or agent of record. Registration Number 41,100

Fatent practitioner acting in a representative capacity whose correspondence address is the correspondence
address of record. Notice has been given to the patentee or owner. Registration Number 41100

Signature ‘Michael K. Jones, Req. #4 1100/

Typed or
Printed Name

Michacl K. Jones

Date September 8, 2018 Teleghene 215.881.4405

NOTE: This form must be signed in accordance with 37 CFR 1,33 See 37 CFR 1 .4(d} for signature requirerments and certifications
Submit multiple forms iIf maore than one signature is required, sce below*.

“Total of 4 forms arc submitted.

This collection of information s required by 37 CFR 1,33, The information is required fo obtain ar retain a benefit by the public which is fo file (and by the USPTG
1o processy an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.11 and 1.14. This cellection is estimated 1o take 3 minutes 1o complete,
including gathering. preparing. and submitling the completed apglication form to the WSPTO. Time will vary depending upaon the individual case. Any comments on
the amount of time you require to comglete this form andicr suggestions tor reducing this burden. should be sent to the Chief Information Officer, U.5. Patent and
Trademark Office, U.S. Department of Commuerce, PO, Box 1450, Alexandria, WA 22313-1450. DO NOT SEND FEES OR COMPLETED FORNS TO THIS
ADDRESS. SEND TO: Mail Stop Post Issue, Commissioner for Patents, P.O. Box 1450, Alexandria, VA 223131450,

If you rieed assistance it completing the form, call 1-800-PTO-8189 and select option 2.
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Privacy Act Statement

The Privacy Act of 1874 (P.L. 93-579) requires that you be given certain information in connection
with your submission of the atltached form related to a patent application or patent. Accordingly,
pursuant 1o the requirements of the Act, please be advised that: (1) the general authonty for the
collection of this information 15 35 U.S.C. 2(b)(2); (2) furmishing of the information solicied 15 voluntary:
and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark
Office i1s 1o process and/or examing your submission related to a patent application or patent. If you do
not furnish the requested information, the U.S. Patent and Trademark Office may not be able to
process and/or examing your submission, which may result in termination of proceedings or
abandonment of the application or expirgtion of the patent.

The information provided by you in this form will be subject to the following routine uses:

1. The information on this form will be treated confidentially to the extent allowed under the
Freedom of Information Act (5 U S.C. 552% and the Privacy Act (5 U.S.C 552a). Records from
this system of records may be disclosed to the Department of Justice to determine whether
disclosure of these records is required by the Freedom of Information Act.

2. Arecord from this system of records may be disclosed, as a routine use, in the course of
presenting evidence to a court, magistrate, or administrative tribunal, including disclosures to
opposing counsel in the course of settlement negotiations.

3. Avrecord in this system of records may he disclosed, as a routine use, to a Member of
Congress submitting a request involving an individual, to whom the record pertains, when ihe
individual has requested assistance from the Member with respect to the subject matter of the
record.

4. Arecord in this system of records may be disclosed, as a routing use, to a contractor of the
Agency having need for the infermation in order to perform a contract. Recipients of
information shall be required to comply with the requirements of the Privacy Act of 1874, as
amended, pursuant to 5 U.S.C. 55Za({m).

5. Arecord related to an International Application filed under the Patent Cooperation Treaty in
this system of records may be disclosed, as a routine use, to the International Bureau of the
World Intellectual Properly Organization, pursuant to the Patent Cooperation Treaty.

6. Arecord in this system of records may he disclosed, as a routing use, to another federal
agency for purposes of National Security review (35 U.5.C. 181} and for review pursuant to
the Atomic Energy Act (42 U.S.C. 218(c)).

7. Arecord from this system of records may be disclosed, as a routine use, 1o the Administrator,
General Services, or his/her designeg, during an inspection of records conducted by GSA as
part of that agency’s responsibility to recommend improvements in records management
practices and programs, under authority of 44 U.5.C. 2904 and 2906. Such disclosure shall
be made in accordance with the GSA requlations governing inspection of records for this
purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not
he used to make determinations about individuals.

8. Arecord from this system of records may be disclosed, as a routing use, 1o the public after
either publication of the application pursuant to 35 U &.C. 122(b) orissuance of a patent
pursuant to 35 U.S.C. 151. Further, a record may be disclosed, subject to the limitations of 37
CFR 1.14, as a routine use, to the public if the record was filed in an application which
became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspection or an
issued palent,

9. Arecord from this system of records may be disclosed, as a routine use, 1o a Federal, State,
or local law enforcement agency, if the USPTO becomes aware of a violation or potential
violation of law or regulation.
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Electronic Acknowledgement Receipt

EFSID: 33647764
Application Number: 154 /0509
International Application Number:
Confirmation Number: 8785

Title of Invention:

METHODS AND 5YSTEMS FOR CONTROLLING ACCESS TO COMPUTING

RESOURCES BASED ON KNOWN SECURITY VULNERABILITIES

First Named Inventor/Applicant Name:

Blair Gaver Nicodemus

Customer Number:

154415

Filer:

Michael Kenneth Jones/Sara Harvell

Filer Authorized By:

Michael Kenneth Jones

Attorney Docket Number:

ALISS20145112U506

Receipt Date: 06-5EP-2018
Filing Date: 27 MAR 2017
Time Stamp: 16:07:33

Application Type:

Utility under 35 USC 11714a)

Payment information:

Submitted with Payment

ne

File Listing:

Document . . File Size(Bytas}/ Multi Pages
Document Descripticn File Name A . .
Number Message Digest Part f.zip| (ifappl.)
725534
1 Change of Address 941ChangeafAddress pdf na 2
A0 IAC2s 330 2F0 4300140552012 0d )
EE T
Warnings:
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Information:

Total Files Size (in bytesq 225534

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicahle. It serves as evidence of receipt similarto a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d} and MPEP 506), a Filing Receipt (37 CFR 1.54} will be issued in due course and the date shown on this
Acknowledgemaent Receipt will establish the filing date of the application.

MNaticnal Stage of an International Application under 35 U.5.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EOQ/903 indicating acceptance of the applicationasa
national stage submission under 35 U.5.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810}, a Notification of the International Application Number
and of the International Filing Date {(Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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Case 2:21-cv-00441-JRG Document 2 Filed 11/30/21 Page 1 of 2 PagelD #: 62

AO 120 (Rev. 08/16)

TO: Mail Stop 8 REPORT ON THE
’ Director of the U.S. Patent and Trademark Office FILING OR DETERMINATION OF AN
P.O. Box 1450 ACTION REGARDING A PATENT OR
Alexandris, VA 22313-1450 TRADEMARK
In Compliance with 35 U.5.C. § 290 and/or 15 U.S.C. § 1116 you are bereby advised that a court action has been
filed in the U.S. Digtrict Court for the Eastern District of Texas, Marshall Division on the following
O Trademarks or [ Patents. { [ the patent action involves 35 U.S.C. § 292
DOCKET NO. DATE FILED U.S. DISTRICT COURT
2:21-gv-00441 £1/30/2021 for the Eastern Distrlet of Texas, Marshall Division

PLAINTIFF DEFENDANT

TAASERA LICENSING LLC TREND MICRO INCORPORATED

PATENT OR DATE OF PATENT
TRADEMARK NO. OR TRADEMARK HOLDER OF PATENT OR TRADEMARK

1 5,842,795 1/14/2005 Taasera Licensing LLC

i 76873137 3/2/2010 Taassra Licensing LLC

3 B327 441 12/4/2012 Taasera Licensing LLG

4 8,850,517 9/30/2014 Taasera Licensing LLG

5 g 955038 2/10/2015 Taasera Licensing LLC

In the above—entitled case, the following patent(s) trademark(s) bave been inchided:
DATE INCLUDED INCLUDED BY
[0 Amendment [ Answer ] Cross Bill [0 Other Pleading
PATENT OR DATE OF PATENT
TRADEMARK NO. OR TRADEMARK HOLDER OF PATENT OR TRADEMARK

i

2

3

4

5

In the above—entitled case, the following decision has been rendered o judgement issued:

DECISICN/JUDGEMENT
CLERK {BY) DEPUTY CLERK DATE

Copy I—Upen initiation of action, mail this copy to Director Copy 3—Upon termination of action, mail this copy to MHrector

Copy 2—Upon filing document adding patent(s), mail this copy to Dircctor

Copy +—Case file copy

PAGE 1 of 2
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Case 2:21-cv-00441-JRG Document 2 Filed 11/30/21 Page 2 of 2 PagelD #. 63

AQ 126 (Rev. 0B/10)
o Mail Stap 8 REPORT ON THE
Dircctor of the U.S. Patent and Trademark Office FILING OR DETERMINATION OF AN
P.O. Bax 1430 ACTION REGARDING A PATENT OR
Alexandria, VA 22313-1450 TRADEMARK

In Compliance with 35 0.5.C. -§ 260 andfor 15 W.S.C. § 1116 you are hereby advised that a court ection has been
filed in the U.5. District Court for the Eastern District of Texas, Marshall Division on the following

[ Tredemarksor ~ [ Patents. { [] the patent action involves 35 U.S.C. § 282.):

OCKET NO. DATE FILED 7S, DISCRICT COURT
2:21-cv-D0441 1143072021 for the Eastern District of Texas, Marshall Division
PLAINTINF EFENUANT
TAASERA LICENSING LLC TREND MICRO INCORPORATED
PATENT OR DATE OF PATENT i
TRADEMARK NO. OR TRADEMARK. HOLDER OF PATENT OR TRADEMARK
1 8,990,848 2/24/2015 Taasera Licensing LLC
2 9,002816 7/28/2015 Taasera Licensing LLC
39,608,997 3/28/2017 Taasera Licensing LLC
4 8923918 3/20/2018 Taasera Licensing LLC
5

In the above—entitled case, the following patent(s)/ trademark(s) have been included:

DATE INCLUBED INCLUDED BY .
O Amendment [ Answer [ Cross Bill [ Other Pleading
PATENT OR. DATE OF FATENT
TRADEMARK NO. OF TRADEMARK HOLDER OF PATENT OR TRADEMARK

In the above—entitled case, the following decision has been rendered or judgement jssued:
DECISION/JUDGEMENT

CLERK 7 (BY) DEFUTY. CLERK DATE

Copy 1-Upon initiation of action, mall this copy to Director Copry 3—TIpon termination of 2ction, mail this capy to Director
Copy 2—Upon filing decument adding patent(s), maif this copy to Director Copy 4—Case file copy

PAGE 2 of 2
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AQ 120 (Rev. B8/10)

.

gt B Fulpd OQI25R22

an

TO:

Mail Stop 8

Director of the .8, Patent and Trademark Office FILING OR DETERMINATION OF AN

P.0. Box 1450

Alexandria, VA 22313-1450

REPORT ON THE

ACTION REGARDING A PATENT OR
TRADEMARK

[n Compliance with 35 U.5.C. § 290 andfor 15 U.8.C. § 1116 you are hereby advised that a count action has been

filed in the 1.8, District Court

[] I'tadcmarks or

for the Eastern District of Texas, Marshall Division on the following

M Patents.  { [ the patent action invelves 35 U.S.C. §292 )

PO L3 y-00062

DATE FILED
2i25/2022

LS. DISTRICT COURT
for the Eastern District of Texas, Marshall Division

PLAINTIFF

TAASERA LICENSING LLC

DEFENDANT
PALO ALTO NETWORKS, INC.

PATENT OR DATE OF PATENT .
TRADEMARK NO OR TRADEMARK TIOLDER OF PATENT OR TRADEMARK
1 6,842,796 1/11/2005 Taasera Licensing LLC
2 7,873,137 31212010 Taasera Licensing LLC
3 8,127,356 2/28/2012 Taasera Licensing LLC
4 8,327,441 12/4/2012 Taasera Licensing LLC
5 8,850,517 8430720714 Taasera Licensing LLC
In the above  entitled case, the following patent(s)/ trademark(s) have been meluded:
DATE INCLUDED INCLUDED BY
O Amendment 1 Answer [ Cross T3l [ Other Pleading
PATENT OR DATE OF PATENT

TRADEMARK NO.

OR TRADEMARK

TIOLDER OF PATENT (OR TRADEMARK

In the above—entitled casc, the following decision has been rendered or judgement issued:

DECISION/AUDGEMENT

CLERK

{(BY) DEPUTY CLERK DATE

Copy 1—Upon initiation of action, mail this copy to Director

Copy 3—IJpon termination of action, mail this copy to Director

Copy 2—Upon filing document adding patent(s), mail this copy to Director Copy 4—Case file copy

PAGE 1 cf 2

Palo Alto Networks - Exhibit 1002
Palo Alto Networks v. Taasera - IPR2023-00574
Page 270 of 279



ey ey

LAasE SIERov ant 2 Fided 022522 FoOSE0
AQ 120 (Rev. O8/10)
TO: Mail Stop 8 REPORT ON THE
) Director of the U.S. Patent and Trademark Office FILING OR DETERMINATION OF AN
P.0O. Box 1450 ACTION REGARDING A PATENT OR
Alexandria, VA 22313-1450 TRADEMARK
In Compliance with 35 11.8.C. § 290 and/or 15 1J.5.C. § 1116 you are herehy advised that a court action has been
filed in the 1..8. District Court for the Eastern District of Texas, Marshall Division on the following
[ Trademarks or [MPatents.  { [ ihe patent action involves 35 ULS.C. § 292.):
DOCKET NO, DATE FILED L DISTRICT COURT
2:22-cv-00062 2/25/2022 for the Eastern District of Texas, Marshall Division
PLAINTIFF DEFENDANT
TAASERA LICENSING LLC PALO ALTO NETWORKS, INC.
PATENT OR DATE QF PATENT . - [ — - .
TRADEMARK NO. OR TRADEMARK HOLDER OF PATENT OR TRADEMARK
1 8,955,038 21M0/2015 Taasera Licensing LLC
2 8,950,948 312472015 Taasera Licensing LLC
3 8,092,616 7/28/2015 Taasera Licensing LLC
4 9,923,918 3/20/2018 Taasera Licensing LLC
5
In the above—entitled case, the following pateni(s)/ trademark(s) have been included;
DATE INCLUDED INCLUDED BY
[0 Amendment [ Answer [ Cross Bill [0 Other Pleading
PATENT OR DATE OF PATENT . . . .
TRADEMARK NO. OR TRADEMARK HOLDER OF PATENT OR TRADEMARK
1
2
3
4
3
In the above  cntitled case, the following decision has been rendered or judgement issucd:
DECISION/AUDGEMENT
CLERK (BY) DEPUTY CLERK DATE

Copy 1—Upon inilialion of action, mail this copy 1o Direclor  Copy 3—Upon Lermination of aclion, mail Lhis copy to Direetor
Copy 2—Upon filing document adding patent{s}, mail this copy to Direcinr  Copy 4—Case file copy

Page 2 of 2
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2:22-cv-00063

' 5/25/2022

DL LMILETY T

" ‘for the Eastern District of Texas, Marshall Division

i

i

TAASERA LICENSING LLC

DN AN

CHECK POINT SOFTWARE TECHNOLOGIES LTD.

i 6,842,796

1/11/2005

Taasera Licensing LLC

> 8,327,441

12/4/2012

Taasera Licensing LLC

* 8,955,038

2110/2015

Taasera Licensing LLC

; 8,990,948

3/24/2018

Taasera Licensing LLC

© 9,092,616

7/28/2015

Taasera Licensing LLC
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Case 2:22-cv-00062 Document 2 Filed 02/25/22 Page 1 of 2 PagelD #. 358

AQ 120 (Rev, BE/1T)

TO: Mail Stop 8 REPORT ON THE
) Director of the U.S. Patent and Trademark Office FILING OR DETERMINATION OF AN
P.O. Box 1450 ACTION REGARDING A PATENT OR
Alexandria, VA 22313-1458 TRADEMARK
In Compiiance with 35 U 5.C. § 290 andror 15 ULS.C. § 1116 you are hereby advised that a court action has been
filed in the 1.5, Diserict Court for the Eastern District of Texas, Marshall Divisicn an the following
] Trademarks or ¥ Patents,  { ] the patent action involves 15 US.C. § 292y
DOC [03 DATE FILED L.8 DISTRICT COURT
BE!EE 5—0\!-00062 2/25/2022 for the Eastern District of Texas, Marshall Division
PLAINTIFF DEFENDANT
TAASERA LICENSING LLC PALO ALTO NETWORKS, INC.
PATENT OR BATE OF PATENT ;
TRADEMARK NO. OR TRADFMARK HOLDER QF PATENT OR TRADEMARK
1 6,842,796 1/11/2005 Taasera Licensing LLC
27,673,137 3212010 Taasera Licensing LLC
3 8,127,356 2/28/2012 Taasera Licensing LLC
4 8,327 441 12/4/2012 Taasera Licensing LLC
5 8,850,517 9/30/2014 Taasera Licensing LLC
In the above entitled case, the following patent(s)/ trademark(s) have been included:
DATE INCLUDED INCLUDED BY
] Amendment [l Answer O Cross Bilt ] Other Pleading
PATENT OR DATE OF PATENT .
TRADEMARK NO. OR TRADEMARK HOLDER OF PATENT OR TRADEMARK
i
2
3
4
5
In the above—centitled case, the following decision has besn rendered or judgement issued:
DECISIONAUDGEMENT
CLERK (BY) BFEPUTY CLERK DATE

Copy 1—Upen inftiation of action, matt this copy to Director

Copy 2—Upon filing document adding patent(s), mail this copy 1o Director

PAGE 1 of 2

Copy 3--Upon termination of action, mail this copy to Director

Copy 4—Case file capy
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Case 2:22-cv-00062 Document 2 Filed 02/25/22 Page 2 of 2 PagelD #: 360

A T20 (R, 08 10)

o

Mail Stop 8

Director of the LS. Patent and Trademark Office

1.0, Box 1450

Alexandria, VA 22313-1450

REPORT ON THE
FILING OR DETERMINATION OF AN
ACTION REGARDING A PATENT OR
TRADEMARK

In Complizree with 35 US.CL 8 290 andeor 13 L5, & 1176 you are hereby advized that o court action has been

filed in the L1S. Phstmict Court

for the Eastern District of Texas, Marshall Division

ont the tollowing

U] Trademarks or M Patents. | [ the patent :Lc-r.-iun. i.n\'uI\-'cs. WPUSC v
DO KELD 0. DATE FTILERN LS TMSTRICT CIXURT o
2:22-cy-00062 212512022 for the Easlern District of Texas, Marshall Division

PLAINTITCE

TAASERA LICENSING LLC

DLFENDANT
PALO ALTO NETWORKS, INC.

PATENT OR
TRADEMARK N(L

ATE OF PATENT
OR TRADEMARK

TTOLDER OF PATENT OR TRADEMARK

1 8,955,038 2/10/2015 Taasera Licensing LLC
2 8,990,948 312420158 Taasera Licensing LLC
3 8,092 616 712812015 Taasera Licensing LLC
4 9,923 818 3/20/2018 Taasera Licensing LLC
s

Tn thz above—enutled case, the tollowing patenu(s] rademark(s) have beern inciuded;

NATEINCLUDED

INCLUDED BY

O Amendmen:

[ Answer [ Cross Bill [ ] Other Fleuding

PATENT IR
TRADEMARK NO.

DATE OF PATEMT
OB TRADEMARK

TIOLT2ER OF PATENT OR TRADEMARK

~3

In the above—entitled case, the following dzcision has been rendered or judpgement issued:

DECISIONJUDGEMENT

CLERK

(BY ) DEPUTY CHLERK

nDATE

Copy 1—Upon initiation of action, mail this copy v Director
Copy 2—Upaon filing document adding patent(s), mail this copy to Director

Fage 2 of 2

Copy 3—LUpon terminatien of action, mail this copy (o Director
Copy 4—Case file copy
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AU 2 Hes B&: Ty

Case 2:22-cv-00063 Document 2 Filed 02/25/22 Page 1 of 2 PagelD #: 59

10:

Mail Stop 8

Director of the U5, Patent and Trademark (Office

P.O. Box 1450
Alexandria. VA 223131450

FILING ORDETERMINATION OF AN
ACTION REGARDING A PATENT OR

REPORT ON THFE

TRADEMARK

filed inthe L5, Dy Court

1 Trudemarks or

I Complizove with 35 1250 § 290 andior 45 U800 3§ 11 you e ereby advised tat o conrt sction las been

for the Eastern District of Texas, Marshall Divisicn

E Patents, [ the patent gethon involyes 381780 § 2930y

ot the Toilewing

BOCKET N0,

2.22-cv-

DATETHED

00063 212512022

PN DISTRICT o
for the Eastern District of Texas, Marshall Division

PLATNTIFT

TAASERA LICENSING LLC

DIVERDANT

CHECK POINT SOFTWARE TECHNOLOGIES LTD,

N PRI HOLDTR OF PATENT OR TRATMARK
} 6,842,796 1/11/2005 Taasera Licensing LLG
2 8,327,441 12/4/2012 Taasera Licensing LLC
2 8,955,038 2/10/2015 Taasera Licensing LLC
4 8,990,948 3/24/2015 Taasera Licensing LLC
5 9,082 616 7/28/2015 Taasera Licensing LLC

In the above—entitiog case, the following patentd>) frademark(s) have beew included:

DATE INCLUDED

DNCLTITET BY
M Amendinent

O Answer

O Cross Bilt [ Other Pleading

PATENT OR
TRADEMARK NO.

DATE OF PATENT
OR TRADFMARK

THILDER OF PATENT OR TRADEMARK

in the above—cntitled case. the thllowing decision las been rendered or jadgement isucd:

DECESTONAUDGEMENT

CTERK

IBY) DEPTILY (CEERK

DATE

Copy 1—T'pon initiation of actica, mail this copy to Director
Copy 2—lipon filing document adding patent(s), mail this copy to Divector

Page 1 of 2

Copy 3=1'pon terminatinn of action, mail this copy o Director
Copy 4—Case file copy
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Case 2:22-cv-00063 Document 2 Fited 02/25/22 Page 2 of 2 PagelD #: 80

AQ 120 (Rey DR,

Mail Stop 8
Birector of the 1.5, Patent and Trademark Office
.0, Box 1450
Alexandria, VA 22313-1450

TO:

REPORT ON THE
FILING OR DETERNMINATION OF AN
ACTION REGARDING A PATENT OR
TRADEMARK

To CompHance wish 38 CS00 § 290 and or 13 U8.C,
for the Eastern District of Texas, Marshall Division

filed in the U5 Diseicl Court

[ Trademurks or

$ Y v ou are hereby advised that 4 court action has heen

s the [ollowing

B Patents. ([ the patent action invelves 38 050§ 192 )

DATYE FHLED
2/256/2022

DOCKET W),
2:22-cv-(0083

s BISTRICT COURY

for the Eastern District of Texas, Marshall Division

PEAINTT
TAASERA LICENSING LLC

DEEENEANT

CHECK POINT SOFTWARE TECHNOLOGIES LTD.

DATE OF PATENT
IR TRADIMARK

PATENT OR
TRADEMARK WO

HOTDUR OF PATENT OR TRADBEMARK

t 8,608,887 312812017

Taasera ticensing LLC

290923918 3/20/2318

Taasera Licensing LLC

~
L)

iy

I the abime

criled came, the Boilonsing potent{s¥ rradeniarkds) have been mcladed:

DATE INULUDED INCLUDER BY

1 Amendment

{3 Answer [ Cross Bild O tnher Pleading

DATE OF PATTNT
OR TRADAARK

PATENT OR
TR ADBEMARK NO,

HOLDER OF PATENT OR TRADEMARK

e the above——atdded cise, 1he {nllowmg deersion as been epdered ur fudpement sued:

DECISIONJUIDGEMENT

L1 ERK

{(BY)YDEPUTY CLERK

DATE

Capy [—lIpon initiation of action, mail this copy o Director

Copy 2—Upan filing decument adding patent(si, mail this copy w Director

Capy 3—1 pan termination of acton, mail this copy to Director

Copy +—Case file copy

Page 2 of 2
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Case 2.22-cv-00063 Document 2 Filed 02/25/22 Page 1 of 2 PagelD #: 59

AC 120 (Rev. OB/10;

TO: Mail Stop 8 REPORT ON THE
' Director of the 1.8, Patent and Trademark Qffice FILING OR DETERMINATION OF AN
P.Q). Box 1450 ACTION REGARDING A PATENT OR
Alexandria, VA 22313-1450 TRADEMARK
In Complignce with 35 US.C. § 290 and’or 15 ULS.C. § 1116 you are hercby advised that a courl action has heen
filed in the U.8. District Court for the Eastern District of Texas, Marshall Division on the following
[ Trademarks ot A Patents { ] the patent action {nvolves 35 1.5.C. § 292.):
DOCKET NO. DATE FILED .S DISTRICT COURT o
2.22-cv-00063 2/25/2022 for the Eastern District of Texas, Marshail Divisian
PLAINTIFF DEFENDANT
TAASERA LICENSING LLC CHECK POINT SOFTWARE TECHNOLQOGIES LTD.
PATENT OR DATE OF #ATENT . . s .
TRADIMARK NO. OR TRADEMARK. HOLDER OF PATENT OR TRADEMARK
1 6,842 796 11172005 Taasera Licensing LLC
2 8,327 441 12412012 Taasera Licensing LLC
3 8,955,038 211042015 Taasera Licensing LLC
4 8,980,848 32412015 Taasera Licensing LLC
5 9,092,616 712812015 Taasera Licensing LLC
It the ubove—entitled cause, the tollowing patent(s)’ trademark(s)} have been ncluded:
DATE INCI.UDED NCLURED BY
O Amendment ] Answer [ Cross Biil [ thher Pleading
PATENL OR DATE OF PATENT —
TRAITEMARK NO. OR TRADEMARK [HOLDER OF PATENT OR TRADEMARK
1
2
3
4
5
1o the above—entitled case, the following decision has been rendered or judgement 1ssued:
DECISION/TUDGEMENT
CLERK {RY) DEPUTY CLYRK NATE

Copy 1—Upan initiation of action, mail this copy to Director  Capy 3—Upon termination of actiun, mail this copy to Director
Copy 2—Upon filing docunment adding patent(s), mail this copy to Director  Copy 4—Case file copy

Page 1 of 2
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Case 2:22-¢v-00063 Document 2 Filed 02/25/22 Fage 2 of 2 PagelD #:. 60

AQ 120 (Rev_ D810

TO: Mail Stop 8 REPORT ON THE
) Director of the 1.8, Patent and Trademark Office FILING OR DETERMINATION OF AN
P.O. Box 1450 ACTION REGARDING A PATENT OR
Alexandria, VA 22313-1450 TRADEMARK
In Compliance with 35 US.C§ 290 andfor 15 US5.C. & 1116 you are hereby advised that & court action has been
filed in the 1.8, District Court for the Eastern District of Texas, Marshali Divisian on the following
[] Trademarks or & Patents.  ( [1 the patent action invalves 35 1.S.C. § 292.);
DOCKET NO. DATE FTLET LS DISTRICT COURT
2:22-cv-00063 2/25/2022 for the Eastern District of Texas, Marshall Division
PLAINTIFF DUFENDANT
TAASERA LICENSING LLC CHECK POINT SOFTWARE TECHNOLOGIES LTD.
PATENT OK DATE OF PATENT e i
IRADEMARK NO. OR TRADEMARK TIOLDER (1" PATENT OR | RADEMARK
1 9,608,997 312842017 Taasera Licensing LLCG
2 9923618 3/20/2018 Taasera Licensing LLC
4
5
[n1he above- entitled case, the tollowing patent(s) tradernark(s) have been included:
DATIE INCLUDED INCIUDED BY
[] Amendment [1 Answer [] Crass Bill [J Other Pleading
PATENT OR DDATE OF PATENT ) i . s - . .
TRATFMARK NO. R TRAIEMARK HOLDER OF PATENT OOR TRADEMARK
1
2
3
4
5

Io the above—entitled case, the following decision has been rendered or judgement issued:

DECTSIONAUDGEMENT

CLERK (BY) DEPULY ( LERK DATE

Copy I—Lpon initiation of action, mail this copy to Director  Copy 3—LU pon termination of action, mail this eopy to Direcior
Copy 2—1"pon filing document adding patentis}, mail this copy to Director  Copy 4—Casc file copy

Page 2 of 2
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