UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov

| APPLICATION NO. ISSUE DATE PATENT NO. ATTORNEY DOCKET NO. CONFIRMATION NO.
14/938,056 12/05/2017 9838256 09-810-CON2 4788
20306 7590 11/15/2017

MCDONNELL BOEHNEN HULBERT & BERGHOFF LLP
300 S. WACKER DRIVE

32ND FLOOR

CHICAGQO, IL 60606

ISSUE NOTIFICATION

The projected patent number and issue date are specified above.

Determination of Patent Term Adjustment under 35 U.S.C. 154 (b)
(application filed on or after May 29, 2000)

The Patent Term Adjustment is O day(s). Any patent to issue from the above-identified application will include
an indication of the adjustment on the front page.

If a Continued Prosecution Application (CPA) was filed in the above-identified application, the filing date that
determines Patent Term Adjustment is the filing date of the most recent CPA.

Applicant will be able to obtain more detailed information by accessing the Patent Application Information
Retrieval (PAIR) WEB site (http://pair.uspto.gov).

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the
Office of Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee
payments should be directed to the Application Assistance Unit (AAU) of the Office of Data Management
(ODM) at (571)-272-4200.

APPLICANT(s) (Please see PAIR WEB site http://pair.uspto.gov for additional applicants):

Robert Visser, Amsterdam, NETHERLANDS;
Koninklijke KPN N.V., The Hague, NETHERLANDS;
Harm Mulder, Leiden, NETHERLANDS;

The United States represents the largest, most dynamic marketplace in the world and is an unparalleled location
for business investment, innovation, and commercialization of new technologies. The USA offers tremendous
resources and advantages for those who invest and manufacture goods here. Through SelectUSA, our nation
works to encourage and facilitate business investment. To learn more about why the USA is the best country in
the world to develop technology, manufacture products, and grow your business, visit SelectUSA.gov.
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PART B - FEE(S) TRANSMITTAL

Complete and send this form, together with applicable fee(s), to: Mail Mail Stop ISSUE FEE
Commlssmner for Patents
P.O.Box 1
Alexandria, Virginia 22313-1450
or Fax (571)-273-2885

INSTRUCTIONS: This form should be used for transmitting the ISSUE FEE and PUBLICATION FEE (if required). Blocks 1 through 5 should be completed where
ppropriate. All further correspondence including the Patent, advance orders and notification of maintenance fees will be mailed to the current correspondence address as
1cated unless corrected below or directed otherwise in Block 1, by (a) specifying a new correspondence address; and/or (b) indicating a separate "FEE ADDRESS" for

malntenance fee notifications.

Note: A certificate of mailing can only be used for domestic mailings of the
Fee(s) Transmittal. This certificate cannot be used for any other accompanying

CURRENT CORRESPONDENCE ADDRESS (Note: Use Block 1 for any change of address) apers. Each additional paper, such as an assignment or formal drawing, must
Eave its own certificate of mailing or transmission.

Certificate of Mailing or Transmission
20306 7590 09/20/2017 I hereby certify that this Fee(s) Transmittal is being deposited with the United

MCDONNELL BOEHNEN HULBERT & BERGHOFF LLP States Postal Service with sufficient postage for first class mail in an envelope
addressed to the Mail Stop ISSUE FEE address above, or being facsimile

300 S. WACKER DRIVE transmitted to the USPTO (571) 273-2885, on the date indicated below.
32ND FLOOR
CHICAGO, I 60606 Oepositors name)
(Signature)
(Date)
APPLICATION NO. FILING DATE FIRST NAMED INVENTOR ATTORNEY DOCKET NO. CONFIRMATION NO.
14/938,056 11/11/2015 Robert Visser 09-810-CON2 4788
TITLE OF INVENTION: METHOD AND SYSTEM FOR REMOTE DEVICE MANAGEMENT
| APPLN. TYPE ENTITY STATUS | ISSUE FEE DUE | PUBLICATION FEE DUE | PREV. PAID ISSUE FEE TOTAL FEE(S) DUE DATE DUE
nonprovisional UNDISCOUNTED $960 $0 $0 $960 12/20/2017

| EXAMINER | ART UNIT | CLASS-SUBCLASS |
ESKANDARNIA, ARVIN 2446 709-220000
1. Change of correspondence address or indication of "Fee Address" (37 2. For printing on the patent front page, list

1 McDonnell Boehnen Hulbert &

CFR 1.363). .
(1) The names of up to 3 registered patent attorneys
| Chan%e of correspondence address (or Change of Correspondence or agents OR, alternatively,

Address form PTO/SB/122) attached. 2 Berghoff LLP

(2) The name of a single firm (having as a member a

[ "Fee Address" indication (or "Fee Address” Indication form registered attorney or agent) and the names of up to
PTO/SB/47; Rev 03-02 or more recent) attached. Use of a Customer 2 registered patent attorneys or agents. If no name is 3
Number is required. listed, no name will be printed.

3. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT (print or type)

PLEASE NOTE: Unless an assignee is identified below, no assignee data will appear on the patent. If an assignee is identified below, the document has been filed for
recordation as set forth in 37 CFR 3.11. Completion of this form is NOT a substitute for filing an assignment.

(A) NAME OF ASSIGNEE (B) RESIDENCE: (CITY and STATE OR COUNTRY)
Koninklijke KPN N.V. The Hague, Netherlands

Please check the appropriate assignee category or categories (will not be printed on the patent) : [ ndividual &l Corporation or other private group entity [ Government

4a. The following fee(s) are submitted: 4b. Payment of Fee(s): (Please first reapply any previously paid issue fee shown above)
Kl Issue Fee [ A check is enclosed.
[ Publication Fee (No small entity discount permitted) Payment by credit card. Form PTO-2038 is attached.
(] Advance Order - # of Copies (1 The director is hereby authorized to charge the required fee(s), any deficiency, or credits any
overpayment, to Deposit Account Number (enclose an extra copy of this form).

5. Change in Entity Status (from status indicated above)

d Applicant certifying micro entity status. See 37 CFR 1.29 NOTE: Absent a valid certification of Micro Entity Status (see forms PTO/SB/15A and 15B), issue
fee payment in the micro entity amount will not be accepted at the risk of application abandonment.
| Applicant asserting small entity status. See 37 CFR 1.27 NOTE: If the application was previously under micro entity status, checking this box will be taken

to be a notification of loss of entitlement to micro entity status.

| Applicant changing to regular undiscounted fee status. NOTE: Checking this box will be taken to be a notification of loss of entitlement to small or micro
entity status, as applicable.

NOTE: This form must be signed in accordance with 37 CFR 1.31 and 1.33. See 37 CFR 1.4 for signature requirements and certifications.

) ) /David A. Grabelsky/ November 2, 2017
Authorized Signature Date

) David A. Grabelsky ) ) 59,208
Typed or printed name Registration No.
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Electronic Patent Application Fee Transmittal

Application Number: 14938056

Filing Date: 11-Nov-2015

Title of Invention: METHOD AND SYSTEM FOR REMOTE DEVICE MANAGEMENT
First Named Inventor/Applicant Name: Robert Visser

Filer: David A. Grabelsky/Holly Mueller

Attorney Docket Number: 09-810-CON2

Filed as Large Entity

Filing Fees for Utility under 35 USC111(a)

Description Fee Code Quantity Amount Sull)j-s'l'g(tsa\)l in

Basic Filing:
Pages:
Claims:
Miscellaneous-Filing:
Petition:
Patent-Appeals-and-Interference:
Post-Allowance-and-Post-Issuance:

UTILITY APPL ISSUE FEE 1501 1 960 960
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Description Fee Code Quantity Amount Sull)j-s'l'g(tsa\)l in
Extension-of-Time:
Miscellaneous:
Total in USD ($) 960
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Electronic Acknowledgement Receipt

EFS ID: 30837600
Application Number: 14938056
International Application Number:
Confirmation Number: 4788

Title of Invention:

METHOD AND SYSTEM FOR REMOTE DEVICE MANAGEMENT

First Named Inventor/Applicant Name:

Robert Visser

Customer Number:

20306

Filer:

David A. Grabelsky

Filer Authorized By:

Attorney Docket Number: 09-810-CON2
Receipt Date: 02-NOV-2017
Filing Date: 11-NOV-2015

Time Stamp: 14:25:26

Application Type:

Utility under 35 USC 111{(a)

Payment information:

Submitted with Payment yes
Payment Type CARD
Payment was successfully received in RAM $960

RAM confirmation Number

110317INTEFSW14270000

Deposit Account

Authorized User

The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpayment as follows:
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File Listing:

Document .. . File Size(Bytes)/ Multi Pages
Document Description File Name . . .
Number Message Digest | Part/.zip| (ifappl.)
87621
1 Issue Fee Payment (PTO-85B) 09_810_CON2_issuefee.pdf no 1
a748047528db320bc8b362605ec13041d0
1bc8a7
Warnings:
Information:
30517
2 Fee Worksheet (SB06) fee-info.pdf no 2
73e0bc585ec292c¢220bd2824124fddbacfb|
Warnings:
Information:
Total Files Size (in bytes): 118138

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810}, a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

WWW.Uspto.gov

NOTICE OF ALLOWANCE AND FEE(S) DUE

20306 7590 0912012017 | EXAMINER |
MCDONNELL BOEHNEN HULBERT & BERGHOFF LLP ESKANDARNIA, ARVIN
300 S. WACKER DRIVE
32ND FLOOR | ART UNIT PAPERNUMBER |
CHICAGQO, IL 60606 2446

DATE MAILED: 09/20/2017

APPLICATION NO. FILING DATE FIRST NAMED INVENTOR ATTORNEY DOCKETNO. |  CONFIRMATION NoO.

14/938,056 11/11/2015 Robert Visser 09-810-CON2 4788

TITLE OF INVENTION: METHOD AND SYSTEM FOR REMOTE DEVICE MANAGEMENT

APPLN. TYPE ENTITY STATUS ISSUE FEE DUE PUBLICATION FEE DUE | PREV. PAID ISSUE FEE TOTAL FEE(S) DUE DATE DUE

nonprovisional UNDISCOUNTED $960 $0 $0 $960 12/20/2017

THE APPLICATION IDENTIFIED ABOVE HAS BEEN EXAMINED AND IS ALLOWED FOR ISSUANCE AS A PATENT.
PROSECUTION ON THE MERITS IS CLOSED. THIS NOTICE OF ALLOWANCE IS NOT A GRANT OF PATENT RIGHTS.
THIS APPLICATION IS SUBJECT TO WITHDRAWAL FROM ISSUE AT THE INITIATIVE OF THE OFFICE OR UPON
PETITION BY THE APPLICANT. SEE 37 CFR 1.313 AND MPEP 1308.

THE ISSUE FEE AND PUBLICATION FEE (IF REQUIRED) MUST BE PAID WITHIN THREE MONTHS FROM THE
MAILING DATE OF THIS NOTICE OR THIS APPLICATION SHALL BE REGARDED AS ABANDONED. THIS
STATUTORY PERIOD CANNOT BE EXTENDED. SEE 35 U.S.C. 151. THE ISSUE FEE DUE INDICATED ABOVE DOES
NOT REFLECT A CREDIT FOR ANY PREVIOUSLY PAID ISSUE FEE IN THIS APPLICATION. IF AN ISSUE FEE HAS
PREVIOUSLY BEEN PAID IN THIS APPLICATION (AS SHOWN ABOVE), THE RETURN OF PART B OF THIS FORM
WILL BE CONSIDERED A REQUEST TO REAPPLY THE PREVIOUSLY PAID ISSUE FEE TOWARD THE ISSUE FEE NOW
DUE.

HOW TO REPLY TO THIS NOTICE:

I. Review the ENTITY STATUS shown above. If the ENTITY STATUS is shown as SMALL or MICRO, verify whether entitlement to that
entity status still applies.

If the ENTITY STATUS is the same as shown above, pay the TOTAL FEE(S) DUE shown above.

If the ENTITY STATUS is changed from that shown above, on PART B - FEE(S) TRANSMITTAL, complete section number 5 titled
"Change in Entity Status (from status indicated above)".

For purposes of this notice, small entity fees are 1/2 the amount of undiscounted fees, and micro entity fees are 1/2 the amount of small entity
fees.

II. PART B - FEE(S) TRANSMITTAL, or its equivalent, must be completed and returned to the United States Patent and Trademark Office
(USPTO) with your ISSUE FEE and PUBLICATION FEE (if required). If you are charging the fee(s) to your deposit account, section "4b"
of Part B - Fee(s) Transmittal should be completed and an extra copy of the form should be submitted. If an equivalent of Part B is filed, a
request to reapply a previously paid issue fee must be clearly made, and delays in processing may occur due to the difficulty in recognizing
the paper as an equivalent of Part B.

III. All communications regarding this application must give the application number. Please direct all communications prior to issuance to
Mail Stop ISSUE FEE unless advised to the contrary.

IMPORTANT REMINDER: Utility patents issuing on applications filed on or after Dec. 12, 1980 may require payment of
maintenance fees. It is patentee's responsibility to ensure timely payment of maintenance fees when due.

Page 1 of 3
PTOL-85 (Rev. 02/11)
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PART B - FEE(S) TRANSMITTAL
Complete and send this form, together with applicable fee(s), to: Mail Mail Stop ISSUE FEE

Commlssmner for Patents

P.O.Box 1

Alexandria, Virginia 22313-1450
or Fax (571)-273-2885

INSTRUCTIONS: This form should be used for transmitting the ISSUE FEE and PUBLICATION FEE (if required). Blocks 1 through 5 should be completed where
ppropriate. All further correspondence including the Patent, advance orders and notification of maintenance fees will be mailed to the current correspondence address as
1cated unless corrected below or directed otherwise in Block 1, by (a) specifying a new correspondence address; and/or (b) indicating a separate "FEE ADDRESS" for

malntenance fee notifications.

CURRENT CORRESPONDENCE ADDRESS (Note: Use Block 1 for any change of address)

20306 7590 09/20/2017

Note: A certificate of mailing can only be used for domestic mailings of the

Fee(s) Transmittal. This certificate cannot be used for any other accompanying

Eapers. Each additional paper, such as an assignment or formal drawing, must
ave its own certificate of mailing or transmission.

Certificate of Mailing or Transmission
I hereby certify that this Fee(s) Transmittal is being deposited with the United

MCDONNELL BOEHNEN HULBERT & BERGHOFF LLP States Postal Service with sufficient postage for first class mail in an envelope

300 S. WACKER DRIVE

addressed to the Mail Stop ISSUE FEE address above, or being facsimile
transmitted to the USPTO (571) 273-2885, on the date indicated below.

32ND FLOOR
CHICAGO, IL 60606 (Depositors name)
(Signature)
(Date)
APPLICATION NO. FILING DATE FIRST NAMED INVENTOR ATTORNEY DOCKETNO. | CONFIRMATION NoO.
14/938,056 11/11/2015 Robert Visser 09-810-CON2 4788
TITLE OF INVENTION: METHOD AND SYSTEM FOR REMOTE DEVICE MANAGEMENT
| APPLN. TYPE ENTITY STATUS | ISSUE FEE DUE | PUBLICATION FEE DUE | PREV. PAID ISSUEFEE | TOTAL FEE(S) DUE DATE DUE
nonprovisional UNDISCOUNTED $960 $0 $0 $960 12/20/2017
| EXAMINER | ART UNIT | CLASS-SUBCLASS |
ESKANDARNIA, ARVIN 2446 709-220000

1. Change of correspondence address or indication of "Fee Address" (37
CFR 1.363).

| Chan%e of correspondence address (or Change of Correspondence
Address form PTO/SB/122) attached.

[ "Eee Address" indication (or "Fee Address" Indication form
PTO/SB/47; Rev 03-02 or more recent) attached. Use of a Customer
Number is required.

2. For printing on the patent front page, list
1

(1) The names of up to 3 registered patent attorneys
or agents OR, alternatively,

(2) The name of a single firm (having as a member a 2

registered attorney or agent) and the names of up to
2 registered patent attorneys or agents. If no name is 3
listed, no name will be printed.

3. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT (print or type)

PLEASE NOTE: Unless an assignee is identified below, no assignee data will appear on the patent. If an assignee is identified below, the document has been filed for
recordation as set forth in 37 CFR 3.11. Completion of this form is NOT a substitute for filing an assignment.

(A) NAME OF ASSIGNEE

(B) RESIDENCE: (CITY and STATE OR COUNTRY)

Please check the appropriate assignee category or categories (will not be printed on the patent) : [ ndividuat Corporation or other private group entity [ Government

4a. The following fee(s) are submitted: 4b. Payment of Fee(s): (Please first reapply any previously paid issue fee shown above)

[ Issue Fee
[ Publication Fee (No small entity discount permitted)
[ Advance Order - # of Copies

[ A check is enclosed.
| Payment by credit card. Form PTO-2038 is attached.

(1 The director is hereby authorized to charge the required fee(s), any deficiency, or credits any
overpayment, to Deposit Account Number (enclose an extra copy of this form).

5. Change in Entity Status (from status indicated above)
| Applicant certifying micro entity status. See 37 CFR 1.29

| Applicant asserting small entity status. See 37 CFR 1.27

| Applicant changing to regular undiscounted fee status.

NOTE: Absent a valid certification of Micro Entity Status (see forms PTO/SB/15A and 15B), issue
fee payment in the micro entity amount will not be accepted at the risk of application abandonment.

NOTE: If the application was previously under micro entity status, checking this box will be taken
to be a notification of loss of entitlement to micro entity status.

NOTE: Checking this box will be taken to be a notification of loss of entitlement to small or micro
entity status, as applicable.

NOTE: This form must be signed in accordance with 37 CFR 1.31 and 1.33. See 37 CFR 1.4 for signature requirements and certifications.

Authorized Signature

Date

Typed or printed name

Registration No.

Pé’w@‘éﬁ’:‘ﬁ?‘ B (10-13) Approved for use through 10/31/2013.
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

WWW.Uspto.gov

| appcaTonno. | FILING DATE | FIRST NAMED INVENTOR | artorvEY DOCKETNO. | conFrRMATIONNO. |
14/938,056 11/11/2015 Robert Visser 09-810-CON2 4788
20306 7590 09/20/2017 | EXAMINER |
MCDONNELL BOEHNEN HULBERT & BERGHOFF LLP ESKANDARNIA, ARVIN
300 S. WACKER DRIVE
32ND FLOOR | ART UNIT PAPERNUMBER |
CHICAGO, IL. 60606 2446

DATE MAILED: 09/20/2017

Determination of Patent Term Adjustment under 35 U.S.C. 154 (b)
(Applications filed on or after May 29, 2000)

The Office has discontinued providing a Patent Term Adjustment (PTA) calculation with the Notice of Allowance.

Section 1(h)(2) of the AIA Technical Corrections Act amended 35 U.S.C. 154(b)(3)(B)(i) to eliminate the
requirement that the Office provide a patent term adjustment determination with the notice of allowance. See
Revisions to Patent Term Adjustment, 78 Fed. Reg. 19416, 19417 (Apr. 1, 2013). Therefore, the Office is no longer
providing an initial patent term adjustment determination with the notice of allowance. The Office will continue to
provide a patent term adjustment determination with the Issue Notification Letter that is mailed to applicant
approximately three weeks prior to the issue date of the patent, and will include the patent term adjustment on the
patent. Any request for reconsideration of the patent term adjustment determination (or reinstatement of patent term
adjustment) should follow the process outlined in 37 CFR 1.705.

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the Office of
Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee payments should be
directed to the Customer Service Center of the Office of Patent Publication at 1-(888)-786-0101 or (571)-272-4200.

Page 3 of 3
PTOL-85 (Rev. 02/11)
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Page 10 of 302

OMB Clearance and PRA Burden Statement for PTOL-85 Part B

The Paperwork Reduction Act (PRA) of 1995 requires Federal agencies to obtain Office of Management and
Budget approval before requesting most types of information from the public. When OMB approves an agency
request to collect information from the public, OMB (i) provides a valid OMB Control Number and expiration
date for the agency to display on the instrument that will be used to collect the information and (ii) requires the
agency to inform the public about the OMB Control Number’s legal significance in accordance with 5 CFR
1320.5(b).

The information collected by PTOL-85 Part B is required by 37 CFR 1.311. The information is required to obtain
or retain a benefit by the public which is to file (and by the USPTO to process) an application. Confidentiality is
governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 12 minutes to complete,
including gathering, preparing, and submitting the completed application form to the USPTO. Time will vary
depending upon the individual case. Any comments on the amount of time you require to complete this form
and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and
Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, Virginia 22313-1450. DO NOT
SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box
1450, Alexandria, Virginia 22313-1450. Under the Paperwork Reduction Act of 1995, no persons are required to
respond to a collection of information unless it displays a valid OMB control number.

Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your
submission of the attached form related to a patent application or patent. Accordingly, pursuant to the
requirements of the Act, please be advised that: (1) the general authority for the collection of this information is
35 U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary; and (3) the principal purpose for which
the information is used by the U.S. Patent and Trademark Office is to process and/or examine your submission
related to a patent application or patent. If you do not furnish the requested information, the U.S. Patent and
Trademark Office may not be able to process and/or examine your submission, which may result in termination of
proceedings or abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1. The information on this form will be treated confidentially to the extent allowed under the Freedom of
Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from this system of records
may be disclosed to the Department of Justice to determine whether disclosure of these records is required
by the Freedom of Information Act.

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence
to a court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of
settlement negotiations.

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a
request involving an individual, to whom the record pertains, when the individual has requested assistance
from the Member with respect to the subject matter of the record.

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having
need for the information in order to perform a contract. Recipients of information shall be required to
comply with the requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

5. A record related to an International Application filed under the Patent Cooperation Treaty in this system of
records may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property
Organization, pursuant to the Patent Cooperation Treaty.

6. A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes
of National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C.
218(c)).

7. A record from this system of records may be disclosed, as a routine use, to the Administrator, General
Services, or his/her designee, during an inspection of records conducted by GSA as part of that agency's
responsibility to recommend improvements in records management practices and programs, under authority
of 44 U.S.C. 2904 and 2906. Such disclosure shall be made in accordance with the GSA regulations
governing inspection of records for this purpose, and any other relevant (i.e., GSA or Commerce) directive.
Such disclosure shall not be used to make determinations about individuals.

8. A record from this system of records may be disclosed, as a routine use, to the public after either publication
of the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a
record may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the
record was filed in an application which became abandoned or in which the proceedings were terminated
and which application is referenced by either a published application, an application open to public
inspection or an issued patent.

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.



Application No. Applicant(s)
14/938,056 VISSER ET AL.
: IH i i AlA (First Inventor to
Notice of Allowability ,E)F(R/Tl\llnEegKAN DARNIA 2?4}5] i File) Status
No

-- The MAILING DATE of this communication appears on the cover sheet with the correspondence address--
All claims being allowable, PROSECUTION ON THE MERITS IS (OR REMAINS) CLOSED in this application. If not included
herewith (or previously mailed), a Notice of Allowance (PTOL-85) or other appropriate communication will be mailed in due course. THIS
NOTICE OF ALLOWABILITY IS NOT A GRANT OF PATENT RIGHTS. This application is subject to withdrawal from issue at the initiative
of the Office or upon petition by the applicant. See 37 CFR 1.313 and MPEP 1308.

1. X This communication is responsive to communication filed on 7/12/2017.
Oa declaration(s)/affidavit(s) under 37 CFR 1.130(b) was/were filed on

2. [J An election was made by the applicant in response to a restriction requirement set forth during the interview on ; the restriction
requirement and election have been incorporated into this action.

3. X The allowed claim(s) is/are 2-16. As a result of the allowed claim(s), you may be eligible to benefit from the Patent Prosecution
Highway program at a participating intellectual property office for the corresponding application. For more information, please see
hito:Awww.usplo.gov/patentis/init_events/pphi/index.jsp or send an inquiry to PEHfeedback@usplo.gov..

4. [ Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f).
Certified copies:

a) Al b)[J Some *c)[] None of the:
1. [X] Certified copies of the priority documents have been received.
2. [ Certified copies of the priority documents have been received in Application No.
3. [] Copies of the certified copies of the priority documents have been received in this national stage application from the

International Bureau (PCT Rule 17.2(a)).
* Certified copies not received: __

Applicant has THREE MONTHS FROM THE “MAILING DATE” of this communication to file a reply complying with the requirements
noted below. Failure to timely comply will result in ABANDONMENT of this application.
THIS THREE-MONTH PERIOD IS NOT EXTENDABLE.

5. [J CORRECTED DRAWINGS ( as “replacement sheets”) must be submitted.

[0 including changes required by the attached Examiner's Amendment / Comment or in the Office action of
Paper No./Mail Date .

Identifying indicia such as the application number (see 37 CFR 1.84(c)) should be written on the drawings in the front (not the back) of
each sheet. Replacement sheet(s) should be labeled as such in the header according to 37 CFR 1.121(d).

6. [] DEPOSIT OF and/or INFORMATION about the deposit of BIOLOGICAL MATERIAL must be submitted. Note the
attached Examiner's comment regarding REQUIREMENT FOR THE DEPOSIT OF BIOLOGICAL MATERIAL.

Attachment(s)

1. X Notice of References Cited (PTO-892) 5. [] Examiner's Amendment/Comment

2. [ Information Disclosure Statements (PTO/SB/08), 6. [X] Examiner's Statement of Reasons for Allowance
Paper No./Mail Date

3. [ Examiner's Comment Regarding Requirement for Deposit 7. [ Other .

of Biological Material
4. [ Interview Summary (PTO-413),
Paper No./Mail Date .

/ARVIN ESKANDARNIA/
Primary Examiner, Art Unit 2446

U.S. Patent and Trademark Office
PTOL-37 (Rev. 08-13) Notice of Allowability Part of Paper No./Mail Date 20170915
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Art Unit: 2446

1. The present application is being examined under the pre-AIA first to invent provisions.

This communication is responsive to the communication filed on 07/12/2017.

REASONS FOR ALLOWANCE

Kvache et al. U.S. publication No. 2009/0086688 A1 discloses “a wireless application
server may receive, from a wireless device, information identifying an application residing on a
network device in a home network. The wireless application server may further cause a
connection to be established to the application and transfer traffic between the application and
the wireless device.”

Van Den Bosch et al. U.S. Publication No. 2006/0120305 A1 discloses “the present
invention relates to a Remote management method and related devices for use in a home network
(RN) comprising a plurality of devices and a routing gateway. The Routing Gateway is coupled
to each device of said plurality of devices. The Remote management method comprises the
step of an Auto-Configuration Server managing either one of a dedicated device of said plurality
of devices and the Routing Gateway or both at request. A further Auto-Configuration Server
requesting the Auto-Configuration Server to access and configure the Routing Gateway for
providing the further Auto-Configuration Server access to the Routing Gateway and
subsequently the Auto-Configuration Server configuring the Routing Gateway to provide the

further Auto-Configuration Server access to the Routing Gateway.”

Prior arts taken alone or in combination fail to teach or suggest “a systera for rernote

device roanagement in a network coraprising: an auto-configuration server roanaging device, at
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least one database arranged for holding information for identification of electronic devices; and a
plurality of aute-configuration servers, wherein the auto-configuration server managing device
and the at least one database are coupled in a comrpunicative connection, wherein the anto-
configuration server managing device 18 arranged for cororoumeation with a manageable
elecironic device over the network, the manageable electronie device conbigured for sending a
request for configuration data. and the auto-configuration server manager further being arranged
for receiving the request from the manageable electronic device for configuration data,
deterroining an dentification of the manageable electronic device by comparing the request with
the information for identification of electronic devices of the at least one database, determining
an identification of an aute-configuration server from the phurality of auto-configuration servers
in aceordance with the identitication of the manageable clectronic device, and relaying the

request to the identified avto-configuration server.”

Conclusion
2. The prior art made of record and not relied upon is considered pertinent to applicant's
disclosure. See form §92.

Any inquiry concerning this communication or earlier communications from the
examiner should be directed to ARVIN ESKANDARNIA whose telephone number is (571)270-
3205. The examiner can normally be reached on Monday - Thursday, 7:30AM-4:30PM (EST),.

If attempts to reach the examiner by telephone are unsuccessful, the examiner’s
supervisor, Brian Gillis can be reached on (571)272-7952. The fax phone number for the

organization where this application or proceeding is assigned is 571-273-8300.
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Information regarding the status of an application may be obtained from the Patent
Application Information Retrieval (PAIR) system. Status information for published applications
may be obtained from either Private PAIR or Public PAIR. Status information for unpublished
applications is available through Private PAIR only. For more information about the PAIR
system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR
system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). If you would
like assistance from a USPTO Customer Service Representative or access to the automated
information system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000.

/ARVIN ESKANDARNIA/
Primary Examiner, Art Unit 2446
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE
(Case No. 09-810-CON2)

In the Application of:

Visser et al. Examiner: Eskandarnia, Arivn
Serial No.: 14/938,056 Group Art Unit: 2446
Filed: November 11, 2015 Confirmation No.: 4788

For: Method and System for
Remote Device Management

N N ' ' ' ' ' et o’

Mail Stop Amendment
Commissioner for Patents
P.O.Box 1450

Alexandria, VA 22313-1450

RESPONSE TO OFFICE ACTION MAILED MARCH 13, 2017

This submission is made in response to the Office Action mailed March 13, 2017. In
addition, a Petition for Extension of Time under 37 C.F.R. § 1.136(a) (one-month) is enclosed,
along with requisite fees. Applicant authorizes the Office to charge any underpayment and credit
any overpayment to Deposit Account No. 132490, and to treat any filing in this matter that
requires an extension of time as incorporating a request for the extension.

Please enter the following remarks and amendments into the record for this application.

Amendments to the Claims begin on page 2 of this submission.

Remarks begin on page 8 of this submission.



Amendments to the Claims

1. (Canceled)

2. (Previously presented) A system for remote device management in a network
comprising:
an auto-configuration server managing device;
at least one database arranged for holding information for identification of electronic
devices; and
a plurality of auto-configuration servers,
wherein the auto-configuration server managing device and the at least one database are
coupled in a communicative connection,
wherein the auto-configuration server managing device is arranged for communication
with a manageable electronic device over the network, the manageable electronic device
configured for sending a request for configuration data,
and the auto-configuration server manager further being arranged for:
receiving the request from the manageable electronic device for configuration
data,
determining an identification of the manageable electronic device by comparing
the request with the information for identification of electronic devices of the at least one
database,
determining an identification of an auto-configuration server from the plurality of
auto-configuration servers in accordance with the identification of the manageable

electronic device, and
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relaying the request to the identified auto-configuration server.

3. (Previously presented) The system according to claim 2, wherein the auto-
configuration server managing device is further arranged for receiving a reply from the identified

auto-configuration server and relaying the reply to the manageable electronic device.

4. (Previously presented) The system according to claim 2, wherein the auto-
configuration server managing device is further arranged for identifying the type of manageable
electronic device by comparing a network address of the manageable electronic device in the

request with a predetermined plurality of network addresses in the at least one database.

5. (Previously presented) The system according to claim 4, wherein identifying the
type of the manageable electronic device further comprises identifying a service provider based
on the network address from a predetermined plurality of service provider identifications

associated with the predetermined plurality of network addresses in the at least one database.

6. (Previously presented) The system according to claim 5, wherein determining an
identification of an auto-configuration server from the plurality of auto-configuration servers in
accordance with the identification of the manageable electronic device further comprises
determining a network address of the identified auto-configuration server from a predetermined

plurality of auto-configuration server network addresses in the at least one database.
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7. (Previously presented) The system according to claim 4, wherein determining an
identification of an auto-configuration server from the plurality of auto-configuration servers in
accordance with the identification of the manageable electronic device further comprises
determining a network address of the identified auto-configuration server from a predetermined

plurality of auto-configuration server network addresses in the at least one database.

8. (Previously presented) The system according to claim 2, wherein the manageable
electronic device is an interfacing device for coupling a local area network into communicative

communication with the network.

9. (Previously presented) The system according to claim 2, wherein the manageable
electronic device is localized at a local area network, the local area network being coupled to the
network over a signal carrier selected from a group consisting of digital subscriber line, Fiber-to-

the-curb, Fiber-to-the-home, cable TV network, Powerline, and wireless transmission.

10. (Currently amended) The system according to claim [[1]] 2, further comprising an

interface to service providers for accessing the auto-configuration servers in a uniform manner.

11.  (Previously presented) A computer device for remote device management, the
computer device being arranged in a network, the network comprising at least one database and a
plurality of auto-configuration servers, wherein the computer device and the at least one database
are coupled in a communicative connection, and the at least one database is arranged for holding

information for identification of electronic devices, the computer device comprising:



a processing unit and memory, the memory being connected to the processing unit;

and instructions stored in the memory that when executed by the processing unit cause
the computer device to carry operations including:

receiving a request from a manageable electronic device for configuration data, the
computer device being arranged for communication with the manageable electronic device over
the network,

determining an identification of the manageable electronic device by comparing the
request with the information for identification of electronic devices of the at least one database,

determining an identification of an auto-configuration server from the plurality of auto-
configuration servers in accordance with the identification of the manageable electronic device,
and

relaying the request to the identified auto-configuration server.

12. (Previously presented) The computer device according to claim 11, wherein the
instructions stored in the memory that when executed by the processing unit cause the computer
device to carry operations further include

receiving a reply from the identified auto-configuration server, and

relaying the reply to the manageable electronic device.

13. (Previously presented) A non-transitory computer-readable medium having
instructions stored thereon that, when executed by a processing unit of a computer device
arranged in a network comprising at least one database and a plurality of auto-configuration

servers, cause the computer device to carry out operations, wherein the computer device and the
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at least one database are coupled in a communicative connection, and the at least one database is
arranged for holding information for identification of electronic devices, and wherein the
operations include:

receiving a request from a manageable electronic device for configuration data, wherein
the computer device is arranged for communication with the manageable electronic device over
the network;

determining an identification of the manageable electronic device by comparing the
request with the information for identification of electronic devices of the at least one database,

determining an identification of an auto-configuration server from the plurality of auto-
configuration servers in accordance with the identification of the manageable electronic device;
and

relaying the request to the identified auto-configuration server.

14. (Previously presented) The non-transitory computer-readable medium according
to claim 13, wherein the operations further include
receiving a reply from the identified auto-configuration server, and

relaying the reply to the manageable electronic device.

15.  (Previously presented) A method for remote device management of a manageable
electronic device in a network, the network comprising an auto-configuration server managing
device, at least one database, and a plurality of auto-configuration servers, wherein the auto-
configuration server managing device and the at least one database are coupled in a

communicative connection, and the at least one database is arranged for holding information for
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identification of electronic devices, and wherein the auto-configuration server managing device
is arranged for communication with the manageable electronic device over the network, and the
manageable electronic device configured for sending a request for configuration data, the method
comprising:

receiving the request;

determining an identification of the manageable electronic device using a comparison of
the request with the information for identification of electronic devices of the at least one
database;

determining an identification of an auto-configuration server from the plurality of auto-

configuration servers in accordance with the identification of the manageable electronic device;

and

relaying the request to the identified auto-configuration server.

16.  (Previously presented) The method according to claim 15, further comprising the
steps of

the auto-configuration server managing device receiving a reply from the identified auto-

configuration server and relaying the reply to the manageable electronic device.
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Remarks
1. Summary of Office Action

In the Office Action mailed March 13, 2017, the Examiner objected to claim 10 for
depending from canceled claim 1. The Examiner rejected claims 2-16 under pre-AIA 35 U.S.C.
§ 103(a) as allegedly being unpatentable over U.S. No. 8,089,953 (Angelot) in view of U.S.
Patent Pub. No. 2007/0171274 (Yim).

2. Status of the Claims

Presently pending are claims 2-16 of which claims 2, 11, 13, and 15 are independent, and
the remainder are dependent. Applicant has amended claim 10 to make it depend from claim 2.
No new matter has been added by way of this amendment.

3. Response to Claim Objection

The Examiner objected to claim 10 for depending from canceled claim 1. As described
above, Applicant has amended claim 10 to depend from claim 2. Applicant respectfully requests
that the Examiner withdraw the objection to claim 10.

4, Response to Rejection under pre-AIA 35 U.S.C. § 103(a)

The Examiner rejected claims 2-16 under pre-AIA 35 U.S.C. § 103(a) as allegedly being
unpatentable over Angelot in view of Yim. Applicant submits that modifying the teachings of
Angelot with those of Yim does not logically or reasonably lead to any of claims 2-16, and that
claims 2-16 are allowable. Applicant first addresses claim 2, then subsequently addresses
claims 3-16.

Modifying the teachings of Angelot with those of Yim does not logically or reasonably lead

to “relaying the request” for “configuration data” to the “identified auto-configuration
server.”

The Examiner conceded that Angelot does not teach “relaying the request to the

identified auto-configuration server,” but instead asserted that Yim teaches this limitation.

-8-
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Without acquiescing to any of the Examiner’s assertions regarding Angelot’s teachings in
connection with claim 2, Applicant respectfully submits that Yim does not teach what the
Examiner acknowledged is missing from the teachings of Angelot.

Specifically, every instance of a “request” disclosed in Yim is “a request to relay data for
a videoconference between a videoconference server protected by a firewall and N
videoconference clients not protected by the firewall” (e.g., Abstract, paragraphs [0004], [0006],
and [0014]; emphasis added). Yim teaches that “the request to relay data for the
videoconference identifies a time slot for the videoconference” (paragraph [0008]), and “[t]he
videoconference data relay request message identifies the number N of external videoconference
clients 212 entered at 510 and a time slot for the videoconference based on the start and end
times entered at 502 and 504” (paragraph [0037]). Nowhere does Yim teach or suggest a
“request message” that is, or has anything to do with, “a request for configuration data” as
recited, inter alia, in claim 2.

Further, Yim does not even teach that the “data relay request message” is actually relayed
by any intermediary entity from a source to a destination. Rather, Yim teaches that
“videoconference server 202 transmits a videoconference data relay request message to the data
relay server 2167 (paragraph [0037]) in response to receiving videoconference parameters from a
user (paragraph [0036]). But as Yim teaches, the “data relay server” does not relay the “data
request message” amywhere. Instead, Yim teaches (paragraphs [0038] and [0039]):

Data relay server 216 determines whether it has sufficient resources to
grant the videoconference data relay request. ..

If sufficient resources are available, data relay server 216 grants the
request (step 410), preferably by transmitting a videoconference data relay grant
message to videoconference server 202. Data relay server 216 also assigns a
connection pool identifier (ID) to the videoconference, and provides the

connection pool ID to videoconference server 202 ... Videoconference server 202
then invites external videoconference client 212 to the videoconference,
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preferably by emailing the URL of a web interface for the videoconference to
external videoconference client 212. (Emphasis added.)

Thus, Yim teaches that the “videoconference server” transmits a “data relay request
message” to the “data relay server,” and the “data relay server” replies to the “videoconference
server’ with a “grant message” if “sufficient resources are available.” There is no teaching in
Yim of relaying the “data relay request message” by the “data relay server” or by any other
entity.

Applicant therefore submits that Yim does not teach “relaying the request to the
identified auto-configuration server.” That is, Yim does not teach

For at least the reasons above, Applicant submits that modifying the teachings of Angelot
with those of Yim does not logically or reasonably lead to “relaying the request” for
“configuration data” to the “identified auto-configuration server,” and that claim 2 is therefore
allowable.

Each of claims 11, 13, and 15 include, inter alia, limitations similar to those of claim 2.
Applicant therefore submits that each of claims 11, 13, and 15 is therefore allowable for at least
the reasons that claim 2 is allowable. Further, Applicant does not concede any of the Examiner’s
specific assertions in connection with any of claims 11, 13, or 15.

Each of claims 3-10, 12, 14, and 16 depends from one or another of claims 2, 11, 13,
and 15, all four of which are allowable for at least the reasons above. Applicant submits that
each of claims 3-10, 12, 14, and 16 is therefore allowable for at least the reason that each
depends from an allowable claim. Further, Applicant does not concede any of the Examiner’s

specific assertions in connection with any of claims 3-10, 12, 14, or 16.

-10 -
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S. Conclusion

Applicants submit that the application is in good and proper form for allowance and
therefore respectfully requests favorable reconsideration. If, in the opinion of the Examiner, a
telephone conference would expedite the prosecution of this application, the Examiner is invited

to call the undersigned, at 312-913-3353.

Respectfully submitted,

McDONNELL BOEHNEN
HULBERT & BERGHOFF LLP

Date: July 12,2017 By: /David A. Grabelsky/
David A. Grabelsky
Reg. No. 59,208

-11 -
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A check in the amount of the fee is enclosed.

The Director has already been authorized to charge fees in this application to a Deposit Account.

[]
[]
[]
D Payment by credit card. Form PTO-2038 is attached.
[]

The Director is hereby authorized to charge any fees which may be required, or credit any overpayment, to
Deposit Account Number 132490

|:| Payment made via EFS-Web.

WARNING: Information on this form may become public. Credit card information should not be included on this form. Provide
credit card information and authorization on PTO-2038.

| am the
|:| applicant/inventor.
|:| assignee of record of the entire interest. See 37 CFR 3.71. 37 CFR 3.73(b) statement is enclosed (Form PTO/SB/96).
attorney or agent of record. Registration number 59208
|:| attorney or agent acting under 37 CFR 1.34. Registration number
/David A. Grabelsky/ July 12,2017
Signature Date
David A. Grabelsky 312-913-3353
Typed or printed name Telephone Number

NOTE: This form must be signed in accordance with 37 CFR 1.33. See 37 CFR 1.4 for signature requirements and certifications. Submit
multiple forms if more than one signature is required, see below™.

* Total of _! forms are submitted.

This collection of information is required by 37 CFR 1.136(a). The information is required to obtain or retain a benefit by the public, which is to file (and by the
USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.11 and 1.14. This collection is estimated to take 6 minutes to
complete, including gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any
comments on the amount of time you require to complete this form and/or suggestions for reducing this burden should be sent to the Chief Information Officer,
U.S. Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS
TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

If you need assistance in completing the form, call 1-800-PT0-9199 and select option 2.
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your
submission of the attached form related to a patent application or patent. Accordingly, pursuant to the requirements of
the Act, please be advised that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b)(2); (2)
furnishing of the information solicited is voluntary; and (3) the principal purpose for which the information is used by the
U.S. Patent and Trademark Office is to process and/or examine your submission related to a patent application or
patent. If you do not furnish the requested information, the U.S. Patent and Trademark Office may not be able to
process and/or examine your submission, which may result in termination of proceedings or abandonment of the
application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1.

Page 33 of 302

The information on this form will be treated confidentially to the extent allowed under the Freedom of
Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from this system of records may
be disclosed to the Department of Justice to determine whether disclosure of these records is required by the
Freedom of Information Act.

A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence
to a court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of
settlement negotiations.

A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a
request involving an individual, to whom the record pertains, when the individual has requested assistance from
the Member with respect to the subject matter of the record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having
need for the information in order to perform a contract. Recipients of information shall be required to comply
with the requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in this system of
records may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property
Organization, pursuant to the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes
of National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C.
218(c)).

A record from this system of records may be disclosed, as a routine use, to the Administrator, General
Services, or his/her designee, during an inspection of records conducted by GSA as part of that agency’s
responsibility to recommend improvements in records management practices and programs, under authority of
44 U.S.C. 2904 and 2906. Such disclosure shall be made in accordance with the GSA regulations governing
inspection of records for this purpose, and any other relevant (i.e., GSA or Commerce) directive. Such
disclosure shall not be used to make determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a
record may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record
was filed in an application which became abandoned or in which the proceedings were terminated and which
application is referenced by either a published application, an application open to public inspection or an issued
patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.
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EFS ID: 29758370
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International Application Number:
Confirmation Number: 4788
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National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810}, a Notification of the International Application Number
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national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
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Application No. Applicant(s)
14/938,056 VISSER ET AL.

Office Action Summary Examiner Art Unit AIA (First Inventor to File)
ARVIN ESKANDARNIA 2446 ,S\l*gt”s

-- The MAILING DATE of this communication appears on the cover sheet with the correspondence address --
Period for Reply

A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE 3 MONTHS FROM THE MAILING DATE OF
THIS COMMUNICATION.

Extensions of time may be available under the provisions of 37 CFR 1.136(a). In no event, however, may a reply be timely filed

after SIX (6) MONTHS from the mailing date of this communication.
- If NO period for reply is specified above, the maximum statutory period will apply and will expire SIX (6) MONTHS from the mailing date of this communication.
- Failure to reply within the set or extended period for reply will, by statute, cause the application to become ABANDONED (35 U.S.C. § 133).

Any reply received by the Office later than three months after the mailing date of this communication, even if timely filed, may reduce any

earned patent term adjustment. See 37 CFR 1.704(b).

Status
1)[X Responsive to communication(s) filed on 11/12/2015.
[ A declaration(s)/affidavit(s) under 37 CFR 1.130(b) was/were filedon _____ .
2a)[] This action is FINAL. 2b)[] This action is non-final.
3)[J An election was made by the applicant in response to a restriction requirement set forth during the interview on
; the restriction requirement and election have been incorporated into this action.
4)[] Since this application is in condition for allowance except for formal matters, prosecution as to the merits is
closed in accordance with the practice under Ex parte Quayle, 1935 C.D. 11, 453 O.G. 213.

Disposition of Claims*
5)[X Claim(s) 2-16is/are pending in the application.
5a) Of the above claim(s) is/are withdrawn from consideration.
6)[] Claim(s) is/are allowed.
7) X Claim(s) 2-16 is/are rejected.
8)[] Claim(s) _____is/are objected to.
9)[] Claim(s) are subject to restriction and/or election requirement.
* If any claims have been determined allowable, you may be eligible to benefit from the Patent Prosecution Highway program at a

participating intellectual property office for the corresponding application. For more information, please see
hitp/hwww usplo gov/eatents/init_events/pph/indax.jsp or send an inquiry to PPHfesdback@uspio.qoy.

Application Papers
10)[] The specification is objected to by the Examiner.
11)[] The drawing(s) filed on is/are: a)[_] accepted or b)[] objected to by the Examiner.
Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1.85(a).

Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1.121(d).

Priority under 35 U.S.C. § 119
12)[] Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f).
Certified copies:
a)J Al b)[JSome** c)[] None of the:
1.[] Certified copies of the priority documents have been received.
2.[] Certified copies of the priority documents have been received in Application No.
3.0 Copies of the certified copies of the priority documents have been received in this National Stage
application from the International Bureau (PCT Rule 17.2(a)).
** See the attached detailed Office action for a list of the certified copies not received.

Attachment(s})
1) & Notice of References Cited (PTO-892) 3) |:| Interview Summary (PTO-413)
. . Paper No(s)/Mail Date.
2) |:| Information Disclosure Statement(s) (PTO/SB/08a and/or PTO/SB/08b) 4 D Other-
Paper No(s)/Mail Date ) ther
U.S. Patent and Trademark Office
PTOL-326 (Rev. 11-13) Office Action Summary Part of Paper No./Mail Date 20170307
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Application/Control Number: 14/938,056 Page 2
Art Unit: 2446

1. The present application is being examined under the pre-AlA first to invent provisions.

Allowable Subject Matter
2. Applicant is advised that the Notice of Allowance mailed on December 15, 2016 is
vacated. If the issue fee has already been paid, applicant may request a refund or request that the
fee be credited to a deposit account. However, applicant may wait until the application is either
found allowable or held abandoned. If allowed, upon receipt of a new Notice of Allowance,
applicant may request that the previously submitted issue fee be applied. If abandoned, applicant

may request refund or credit to a specified Deposit Account.

Claim Objections
3. Claim 10 is objected to because of the following informalities: Claim 10 should depend

from claim 2 since claim 1 has been canceled. Appropriate correction is required.

Claim Rejections - 35 USC § 103
4. The following is a quotation of pre-AIA 35 U.S.C. 103(a) which forms the basis for all

obviousness rejections set forth in this Office action:

(a) A patent may not be obtained though the invention is not identically disclosed or described as set
forth in section 102, if the differences between the subject matter sought to be patented and the prior art
are such that the subject matter as a whole would have been obvious at the time the invention was made
to a person having ordinary skill in the art to which said subject matter pertains. Patentability shall not
be negatived by the manner in which the invention was made.
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Application/Control Number: 14/938,056 Page 3
Art Unit: 2446

5. Claims 2-16 are rejected under pre-AIA 35 U.S.C. 103(a) as being unpatentable over
Angelot et al. US Patent No. 8,089,953 B2 in view of Yim US Publication No. 2007/0171274

Al.

As per claims 2, 11, 13 and 15, Angelot discloses:
o A system for remote device management in a network comprising:

o an auto-configuration server managing device, (Angelot, Fig. 1, Central server
14);

o at least one database arranged for holding information for identification of
electronic devices, (Angelot, Fig. 1 —database 22 for storing the records, Fig. 3a
col. 7 lines 51-54);

o a plurality of auto-configuration servers, (Angelot, Fig. 1 service provide 18a,
18b, 18c, which includes configuration server 20a, 20b, 20c respectively);

o wherein the auto-configuration server managing device and the at least one
database are coupled in a communicative connection, (Angelot, Fig. 1);

o wherein the auto-configuration server managing device is arranged for
communication with a manageable electronic device over the network, the
manageable electronic device configured for sending a request for
configuration data, (Angelot, Fig. 1 component 12a, 12 b, 12¢c — network entity]
over the network [Fig. 1], the manageable electronic device configured for

sending a request for configuration data [Fig. 1 component 12a, 12b, 12c, col. 2



Application/Control Number: 14/938,056 Page 4
Art Unit: 2446

lines 40-42 .. the at least one network entity to automatically request
configuration settings data...”);

o and the auto-configuration server manager further being arranged for:
receiving the request from the manageable electronic device for configuration
data, (Angelot, col. 2 line 44 “receiving the request at the central server...”);

o determining an identification of the manageable electronic device by comparing
the request with the information for identification of electronic devices of the at
least one database, (Angelot, col. 7 lines 51-55, Fig. 3a, col. 5 lines 62-67, col. 7
lines 34-40, 64-67, col. 8 lines 1-2, i.e. obtain MAC address of the network entity
in order to determine the identification of a service provider/configuration server);

o determining an identification of an auto-configuration server from the plurality
of auto-configuration servers in accordance with the identification of the
manageable electronic device, (Angelot, col. 8 lines 58-59, Fig. 2 step 112
“determine the service provider/configuration server matching the identifier”, Fig.
3a — table/database)

Angelot does not specifically disclose:
o relaying the request to the identified auto-configuration server.
However, Yim discloses:

o relaying the request to the identified auto-configuration server, (Yim, [0014])

where data is being relayed between the videoconference server and the client.

o relaying the request to the identified auto-configuration server.
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o Therefore, it would have been obvious to one of ordinary skilled in the art at the
time the invention was made to incorporated the teaching of Yim into the teaching

of Angelot to be able to relay the data or information from point A to point B.

As per claims 3, 12, 14 and 16, claims 2, 11, 13 and 15 are incorporated and Angelot further
discloses:
o wherein the auto-configuration server managing device is further arranged for
receiving a reply from the identified auto-configuration server and relaying the

reply to the manageable electronic device, (Angelot, Col. 10:30-37).

As per claim 4, claim 2 is incorporated and Angelot further discloses:

o wherein the auto-configuration server managing device is further arranged for
identifying the type of manageable electronic device by comparing a network
address of the manageable electronic device in the request with a predetermined
plurality of network addresses in the at least one database, (Angelot, Fig. 2:112
and Col. 2:63-67 and Col. 3:1-6).

As per claim 5, claim 4 is incorporated and Angelot further discloses:

o wherein identifying the type of the manageable electronic device further
comprises identifying a service provider based on the network address from a
predetermined plurality of service provider identifications associated with the
predetermined plurality of network addresses in the at least one database,

(Angelot, Fig. 2:112 and Col. 2:63-67 and Col. 3:1-6).

Page 43 of 302



Application/Control Number: 14/938,056 Page 6
Art Unit: 2446

As per claim 6, claim 5 is incorporated and Angelot further discloses:

o wherein determining an identification of an auto-configuration server from the
plurality of auto-configuration servers in accordance with the identification of
the manageable electronic device further comprises determining a network
address of the identified auto-configuration server from a predetermined
plurality of auto- configuration server network addresses in the at least one

database, (Angelot, Col. 2:44-46).

As per claim 7, claim 4 is incorporated and Angelot further discloses:

o wherein determining an identification of an auto-configuration server from the

plurality of auto-configuration servers in accordance with the identification of

the manageable electronic device further comprises determining a network

address of the identified auto-configuration server from a predetermined
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plurality of auto- configuration server network addresses in the at least one

database, (Angelot, Col. 7:51-55).

As per claim 8, claim 2 is incorporated and Angelot further discloses:

o wherein the manageable electronic device is an interfacing device for coupling
a local area network into communicative communication with the network,
(Angelot, Col. 7)

As per claim 9, claim 2 is incorporated and Angelot further discloses:

o wherein the manageable electronic device is localized at a local area network,
the local area network being coupled to the network over a signal carrier
selected from a group consisting of digital subscriber line, Fiber-to-the-curb,
Fiber-to-the-home, cable TV network, Powerline, and wireless transmission,
(Angelot, Col 5: 44-61).

As per claim 10, claim 2 is incorporated and Angelot further discloses:
o an interface to service providers for accessing the auto-configuration servers in

a uniform manner, (Angelot, Fig. 1).
Conclusion

6. The prior art made of record and not relied upon is considered pertinent to applicant's

disclosure. See form 892.
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Any inquiry concerning this communication or earlier communications from the
examiner should be directed to ARVIN ESKANDARNIA whose telephone number is (571)270-
3205. The examiner can normally be reached on Monday - Thursday, 7:30AM-4:30PM (EST),.

Examiner interviews are available via telephone, in-person, and video conferencing using
a USPTO supplied web-based collaboration tool. To schedule an interview, applicant is
encouraged to use the USPTO Automated Interview Request (AIR) at
http://www.uspto.gov/interviewpractice.

If attempts to reach the examiner by telephone are unsuccessful, the examiner’s
supervisor, Brian Gillis can be reached on (571)272-7952. The fax phone number for the
organization where this application or proceeding is assigned is 571-273-8300.

Information regarding the status of an application may be obtained from the Patent
Application Information Retrieval (PAIR) system. Status information for published applications
may be obtained from either Private PAIR or Public PAIR. Status information for unpublished
applications is available through Private PAIR only. For more information about the PAIR
system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR
system, contact the Electronic Business Center (EBC) at §66-217-9197 (toll-free). If you would
like assistance from a USPTO Customer Service Representative or access to the automated

information system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000.

/ARVIN ESKANDARNIA/
Primary Examiner, Art Unit 2446
Date: March 7, 2017
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EAST Search History

near2 server)

USPAT;
USOCR,;
FPRS;

EPO; JPO;
DERWENT;
[BM_TDB

11:42

L9

32

8 and (@ad<"20080731")

US-PGPUB;
USPAT;
USOCR,;
FPRS;

EPO; JPO;
DERWENT;
[BM_TDB

ADJ

ON

2017/03/07
11:42

L10

32

8 and (@ad<"20080731")

US-PGPUB;
USPAT;
USOCR,;
FPRS;

EPO; JPO;
DERWENT;
[BM_TDB

ADJ

ON

2017/03/07
11:43

St

(auto near2 configuration near2 server)
with (auto near2 configuration near2
server near2 management near2 devcie)
with device

US-PGPUB;
USPAT;
USOCR,;
FPRS;

EPO; JPO;
DERWENT;
[BM_TDB

ADJ

ON

2012/08/14
13:56

(auto near2 configuration near2 server)
with (ACSMD) with device

US-PGPUB;
USPAT;
USOCR,;
FPRS;

EPO; JPO;
DERWENT;
[BM_TDB

ADJ

ON

2012/08/14
13:57

(ACS) with (ACSMD) with device

US-PGPUB;
USPAT;
USOCR,;
FPRS;

EPO; JPO;
DERWENT;
[BM_TDB

ADJ

ON

2012/08/14
13:57

1253

(ACS) with management with device

US-PGPUB;
USPAT;
USOCR,;
FPRS;

EPO; JPO;
DERWENT;
[BM_TDB

ADJ

ON

2012/08/14
13:58

2471

(remot$4 near2 device near2
management)

US-PGPUB;
USPAT;
USOCR,;
FPRS;

EPO; JPO;
DERWENT;
[BM_TDB

ADJ

ON

2012/08/14
13:59

220

(remot$4 near2 device near2
management) and ((auto configuration
server) or ACS)
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US-PGPUB;
USPAT;
USOCR,;
FPRS;

EPO; JPO;
DERWENT;

ADJ

ON

2012/08/14
13:59




EAST Search History

|

dIBM_TDB |

S7

10

S6 and (identif$4 with ACS)

US-PGPUB;
USPAT;
USOCR,;
FPRS;

EPO; JPO;
DERWENT;
[BM_TDB

ADJ

ON

2012/08/14

14:00

15317

(many or plurality) near5 ((auto
Configuration server) or ACS)

US-PGPUB;
USPAT;
USOCR,;
FPRS;

EPO; JPO;
DERWENT;
[BM_TDB

ADJ

ON

2012/08/14
14:10

20

(many or plurality) near5 ((auto
Configuration server) or ACS) and S6

US-PGPUB;
USPAT;
USOCR,;
FPRS;

EPO; JPO;
DERWENT;
[BM_TDB

ADJ

ON

2012/08/14
14:13

S10

'20080133717"

US-PGPUB;
USPAT;
USOCR,;
FPRS;

EPO; JPO;
DERWENT;
[BM_TDB

ADJ

ON

2012/08/14
15:32

S11

S$10 and (database)

US-PGPUB;
USPAT;
USOCR,;
FPRS;

EPO; JPO;
DERWENT;
[BM_TDB

ADJ

ON

2012/08/14
15:32

S12

S$10 and (identif$5)

US-PGPUB;
USPAT;
USOCR,;
FPRS;

EPO; JPO;
DERWENT;
[BM_TDB

ADJ

ON

2012/08/14
15:32

S13

S$10 and (access$4 near4 control$4)

US-PGPUB;
USPAT;
USOCR,;
FPRS;

EPO; JPO;
DERWENT;
[BM_TDB

ADJ

ON

2012/08/14
15:36

S14

S$10 and (access$4)

US-PGPUB;
USPAT;
USOCR,;
FPRS;

EPO; JPO;
DERWENT;
[BM_TDB

ADJ

ON

2012/08/14
15:37

S15

'20090219820"
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US-PGPUB;
USPAT;
USOCR;
FPRS;

ADJ

ON

2012/08/14
15:44




EAST Search History

EPO; JPO;
DERWENT;
[BM_TDB

S16

S15 and (access$4 near4 control$4)

US-PGPUB;
USPAT;
USOCR,;
FPRS;

EPO; JPO;
DERWENT;
[BM_TDB

ADJ

ON

2012/08/14
15:44

S17

S15 and database

US-PGPUB;
USPAT;
USOCR,;
FPRS;

EPO; JPO;
DERWENT;
[BM_TDB

ADJ

ON

2012/08/14
15:44

S18

S15 and request$4

US-PGPUB;
USPAT;
USOCR,;
FPRS;

EPO; JPO;
DERWENT;
[BM_TDB

ADJ

ON

2012/08/14
15:45

S19

S15 and request$4 with cpe

US-PGPUB;
USPAT;
USOCR,;
FPRS;

EPO; JPO;
DERWENT;
[BM_TDB

ADJ

ON

2012/08/14
16:03

S20

S15 and (configur$4 near2 data)

US-PGPUB;
USPAT;
USOCR,;
FPRS;

EPO; JPO;
DERWENT;
[BM_TDB

ADJ

ON

2012/08/14
16:04

S21

S15 and (compar$4)

US-PGPUB;
USPAT;
USOCR,;
FPRS;

EPO; JPO;
DERWENT;
[BM_TDB

ADJ

ON

2012/08/14
16:05

S22

S15 and (reply$4)

US-PGPUB;
USPAT;
USOCR,;
FPRS;

EPO; JPO;
DERWENT;
[BM_TDB

ADJ

ON

2012/08/14
16:26

523

S15 and (relay$4)

US-PGPUB;
USPAT;
USOCR,;
FPRS;

EPO; JPO;
DERWENT;
[BM_TDB

ADJ

ON

2012/08/14
16:26

24

S15 and (response)

EARapschZcbf 86 ry.14938056_AccessibleVersion.htm[3/7/2017 12:45:14 PM]

US-PGPUB;
USPAT;

ADJ

ON

2012/08/14
16:43




EAST Search History

USOCR,;
FPRS;

EPO; JPO;
DERWENT;
[BM_TDB

S25

S15 and (respond)

US-PGPUB;
USPAT;
USOCR,;
FPRS;

EPO; JPO;
DERWENT;
[BM_TDB

ADJ

ON

2012/08/14
16:43

S26

S15 and (respond$4)

US-PGPUB;
USPAT;
USOCR,;
FPRS;

EPO; JPO;
DERWENT;
[BM_TDB

ADJ

ON

2012/08/14
16:43

S27

'20090219820"

US-PGPUB;
USPAT;
USOCR,;
FPRS;

EPO; JPO;
DERWENT;
[BM_TDB

ADJ

ON

2012/08/15
10:36

528

S27 and (redirect$4)

US-PGPUB;
USPAT;
USOCR,;
FPRS;

EPO; JPO;
DERWENT;
[BM_TDB

ADJ

ON

2012/08/15
10:36

529

27 and (transmit$4)

US-PGPUB;
USPAT;
USOCR,;
FPRS;

EPO; JPO;
DERWENT;
[BM_TDB

ADJ

ON

2012/08/15
10:36

S30

S27 and (transmission)

US-PGPUB;
USPAT;
USOCR,;
FPRS;

EPO; JPO;
DERWENT;
[BM_TDB

ADJ

ON

2012/08/15
10:36

S31

&7 and (type)

US-PGPUB;
USPAT;
USOCR,;
FPRS;

EPO; JPO;
DERWENT;
[BM_TDB

ADJ

ON

2012/08/15
10:37

S32

S27 and (network near5 address)

US-PGPUB;
USPAT;
USOCR,;
FPRS;

EPO; JPO;
DERWENT;

ADJ

ON

2012/08/15
10:41

EARapschdcaf 86ry.14938056_AccessibleVersion.htm[3/7/2017 12:45:14 PM]

N

IBM_TDB




EAST Search History

S33

&7 and (address)

US-PGPUB;
USPAT;
USOCR,;
FPRS;

EPO; JPO;
DERWENT;
[BM_TDB

ADJ

ON

2012/08/15
10:42

34

S27 and (identification or identity or
identify$4)

US-PGPUB;
USPAT;
USOCR,;
FPRS;

EPO; JPO;
DERWENT;
[BM_TDB

ADJ

ON

2012/08/15
10:45

S35

S27 and (LAN or WAN)

US-PGPUB;
USPAT;
USOCR,;
FPRS;

EPO; JPO;
DERWENT;
[BM_TDB

ADJ

ON

2012/08/15
10:47

S36

27 and (DSL or wireless or powerline or
fiber or cable)

US-PGPUB;
USPAT;
USOCR,;
FPRS;

EPO; JPO;
DERWENT;
[BM_TDB

ADJ

ON

2012/08/15
10:49

S37

&7 and CPE near5 (DSL or wireless or
powerline or fiber or cable)

US-PGPUB;
USPAT;
USOCR,;
FPRS;

EPO; JPO;
DERWENT;
[BM_TDB

ADJ

ON

2012/08/15
10:51

S38

27 and CPE with (DSL or wireless or
powerline or fiber or cable)

US-PGPUB;
USPAT;
USOCR,;
FPRS;

EPO; JPO;
DERWENT;
[BM_TDB

ADJ

ON

2012/08/15
10:51

S39

S27 and (default)

US-PGPUB;
USPAT;
USOCR,;
FPRS;

EPO; JPO;
DERWENT;
[BM_TDB

ADJ

ON

2012/08/15
10:58

$40

&7 and (memory)

US-PGPUB;
USPAT;
USOCR,;
FPRS;

EPO; JPO;
DERWENT;
[BM_TDB

ADJ

ON

2012/08/15
11:06

S41

&7 and (computer)

EARapschicbi 86 ry.14938056_Accessible Version.htm[3/7/2017 12:45:14 PM]

US-PGPUB;
USPAT;
USOCR,;
FPRS;

EPO; JPO;

ADJ

ON

2012/08/15
11:10




EAST Search History

DERWENT;
IBM_TDB

S42

27 and (proxy)

US-PGPUB;
USPAT;
USOCR,;
FPRS;

EPO; JPO;
DERWENT;
[BM_TDB

ADJ

ON

2012/08/15
11:13

43

27 and (proxy with WAN)

US-PGPUB;
USPAT;
USOCR,;
FPRS;

EPO; JPO;
DERWENT;
[BM_TDB

ADJ

ON

2012/08/15
11:15

S44

S27 and (storage or stor$4)

US-PGPUB;
USPAT;
USOCR,;
FPRS;

EPO; JPO;
DERWENT;
[BM_TDB

ADJ

ON

2012/08/15
11:15

S45

"12512242"

US-PGPUB;
USPAT;
USOCR,;
FPRS;

EPO; JPO;
DERWENT;
[BM_TDB

ADJ

ON

2012/08/15
11:19

S46

45 and (computer readable)

US-PGPUB;
USPAT;
USOCR,;
FPRS;

EPO; JPO;
DERWENT;
[BM_TDB

ADJ

ON

2012/08/15
11:19

S47

("20070011301").PN.

US-PGPUB;
USPAT;
USOCR,;
FPRS;

EPO; JPO;
DERWENT;
[BM_TDB

ADJ

ON

2012/08/15
11:42

S48

HA7 and (database)

US-PGPUB;
USPAT;
USOCR,;
FPRS;

EPO; JPO;
DERWENT;
[BM_TDB

ADJ

ON

2012/08/15
11:43

$49

$47 and (default with address)

US-PGPUB;
USPAT;
USOCR,;
FPRS;

EPO; JPO;
DERWENT;
[BM_TDB

ADJ

ON

2012/08/15
12:06

S50

EARapschbctf 86ry.14938056_AccessibleVersion.htm[3/7/2017 12:45:14 PM]

$47 and (CPE near10 request$4)

US-PGPUB;
USPAT;
USOCR;

ADJ

ON

2012/08/15
12:09




EAST Search History

FPRS;

EPO; JPO;
DERWENT;
[BM_TDB

S51

$47 and (Computer or process$4 or WAN
or memtory)

US-PGPUB;
USPAT;
USOCR,;
FPRS;

EPO; JPO;
DERWENT;
[BM_TDB

ADJ

ON

2012/08/15
12:13

Sh52

$47 and (Computer or process$4 or WAN
or memory)

US-PGPUB;
USPAT;
USOCR,;
FPRS;

EPO; JPO;
DERWENT;
[BM_TDB

ADJ

ON

2012/08/15
12:14

S53

'20090219820"

US-PGPUB;
USPAT;
USOCR,;
FPRS;

EPO; JPO;
DERWENT;
[BM_TDB

ADJ

ON

2013/03/14
16:39

S54

5351

(request$4 nearb configuration near2
data)

US-PGPUB;
USPAT;
USOCR,;
FPRS;

EPO; JPO;
DERWENT;
[BM_TDB

ADJ

ON

2013/09/10
11:14

S55

(request$4 nearb configuration near2
data) with ACSMD

US-PGPUB;
USPAT;
USOCR,;
FPRS;

EPO; JPO;
DERWENT;
[BM_TDB

ADJ

ON

2013/09/10
11:17

S56

301

(request$4 nearb configuration near2
data) with (configuration near2 server)

US-PGPUB;
USPAT;
USOCR,;
FPRS;

EPO; JPO;
DERWENT;
[BM_TDB

ADJ

ON

2013/09/10
11:18

S57

(request$4 nearb configuration near2
data) with (auto$1configuration near2
server)

US-PGPUB;
USPAT;
USOCR,;
FPRS;

EPO; JPO;
DERWENT;
[BM_TDB

ADJ

ON

2013/09/10
11:18

S58

'20100210240"

US-PGPUB;
USPAT;
USOCR,;
FPRS;

EPO; JPO;
DERWENT;
[BM_TDB

ADJ

ON

2013/09/11
14:36

1S59 {2

958 and (chang$4 with configur$4)
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{US-PGPUB; JADJ

&

12013/09/11;




EAST Search History

USPAT;
USOCR,;
FPRS;

EPO; JPO;
DERWENT;
[BM_TDB

14:36

S60

S58 and (chang$4 with setting)

US-PGPUB;
USPAT;
USOCR,;
FPRS;

EPO; JPO;
DERWENT;
[BM_TDB

ADJ

ON

2013/09/11
14:37

S61

"12512242"

US-PGPUB;
USPAT;
USOCR,;
FPRS;

EPO; JPO;
DERWENT;
[BM_TDB

ADJ

ON

2014/08/05
16:22

Se2

36387

709/202,220,223.ccls.

US-PGPUB;
USPAT;
USOCR,;
FPRS;

EPO; JPO;
DERWENT;
[BM_TDB

ADJ

ON

2014/08/05
16:59

S63

13912

370/241,254 ccls.

US-PGPUB;
USPAT;
USOCR,;
FPRS;

EPO; JPO;
DERWENT;
[BM_TDB

ADJ

ON

2014/08/05
17:00

S71

"20090219820" and (database)

US-PGPUB;
USPAT;
USOCR,;
FPRS;

EPO; JPO;
DERWENT;
[BM_TDB

ADJ

ON

2015/05/04
13:09

S72

"20090219820" and (data$1base)

US-PGPUB;
USPAT;
USOCR,;
FPRS;

EPO; JPO;
DERWENT;
[BM_TDB

ADJ

ON

2015/05/04
13:09

S73

"20090219820" and (data base)

US-PGPUB;
USPAT;
USOCR,;
FPRS;

EPO; JPO;
DERWENT;
[BM_TDB

ADJ

ON

2015/05/04
13:09

S74

"8125894" pn.
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US-PGPUB;
USPAT;
USOCR,;
FPRS;

EPO; JPO;
DERWENT;

ADJ

ON

2015/05/04
13:11




EAST Search History

|

dIBM_TDB |

S75

S74 and (database)

US-PGPUB;
USPAT;
USOCR,;
FPRS;

EPO; JPO;
DERWENT;
[BM_TDB

ADJ

ON

2015/05/04

13:12

S76

S74 and (indentifier or identification or
id)

US-PGPUB;
USPAT;
USOCR,;
FPRS;

EPO; JPO;
DERWENT;
[BM_TDB

ADJ

ON

2015/05/04
13:12

S77

S74 and ((indentifier or identification or
id) with (store or storing or save or
saving))

US-PGPUB;
USPAT;
USOCR,;
FPRS;

EPO; JPO;
DERWENT;
[BM_TDB

ADJ

ON

2015/05/04
13:13

S78

S74 and ((indentifier or identification or
id) with (storage))

US-PGPUB;
USPAT;
USOCR,;
FPRS;

EPO; JPO;
DERWENT;
[BM_TDB

ADJ

ON

2015/05/04
13:13

S79

S74 and (auto$1configuration)

US-PGPUB;
USPAT;
USOCR,;
FPRS;

EPO; JPO;
DERWENT;
[BM_TDB

ADJ

ON

2015/05/04
13:15

S80

"14507098"

US-PGPUB;
USPAT;
USOCR,;
FPRS;

EPO; JPO;
DERWENT;
[BM_TDB

ADJ

ON

2015/05/04
13:16

S81

"12512242"

US-PGPUB;
USPAT;
USOCR,;
FPRS;

EPO; JPO;
DERWENT;
[BM_TDB

ADJ

ON

2015/05/04
13:16

S82

'20060120305"

US-PGPUB;
USPAT;
USOCR,;
FPRS;

EPO; JPO;
DERWENT;
[BM_TDB

ADJ

ON

2015/05/04
13:40

S83

"20080120305" and identification
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US-PGPUB;
USPAT;
USOCR;
FPRS;

ADJ

ON

2015/05/04
13:52




EAST Search History

EPO; JPO;
DERWENT;
[BM_TDB

S84

"20090219820" and (identification or
identifier or id)

US-PGPUB;
USPAT;
USOCR,;
FPRS;

EPO; JPO;
DERWENT;
[BM_TDB

ADJ

ON

2015/05/04
14:13

S85

(ACSID)

US-PGPUB;
USPAT;
USOCR,;
FPRS;

EPO; JPO;
DERWENT;
[BM_TDB

ADJ

ON

2015/05/04
14:16

S86

(auto near2 configuration near2 server)
with (auto near2 configuration near2
server near2identifier)

US-PGPUB;
USPAT;
USOCR,;
FPRS;

EPO; JPO;
DERWENT;
[BM_TDB

ADJ

ON

2015/05/04
14:17

Sg87

(auto near2 configuration near2 server)
with (auto near2 configuration near2
server near2 identifier)

US-PGPUB;
USPAT;
USOCR,;
FPRS;

EPO; JPO;
DERWENT;
[BM_TDB

ADJ

ON

2015/05/04
14:17

S88

"20090086688" and compar$4

US-PGPUB;
USPAT;
USOCR,;
FPRS;

EPO; JPO;
DERWENT;
[BM_TDB

ADJ

ON

2015/05/04
14:24

S89

"20090086688" and request$4

US-PGPUB;
USPAT;
USOCR,;
FPRS;

EPO; JPO;
DERWENT;
[BM_TDB

ADJ

ON

2015/05/04
14:25

S90

"20090086688" and identification

US-PGPUB;
USPAT;
USOCR,;
FPRS;

EPO; JPO;
DERWENT;
[BM_TDB

ADJ

ON

2015/05/04
14:36

S91

"20090086688" and (identification wth
server)

US-PGPUB;
USPAT;
USOCR,;
FPRS;

EPO; JPO;
DERWENT;
[BM_TDB

ADJ

ON

2015/05/04
14:36

S92

"20090086688" and (identif$5 wth
server)
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US-PGPUB;
USPAT;

ADJ

ON

2015/05/04
14:36




EAST Search History
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USOCR,;
FPRS;
EPO; JPO;
DERWENT;
IBM_TDB

S93 2 "20090086688" and (identification with  §US-PGPUB;{ADJ ON 2015/05/04

server) USPAT; 14:37
USOCR,;
FPRS;
EPO; JPO;
DERWENT;
IBM_TDB

S94 2 "20090219820" and (identify) US-PGPUB; $ADJ ON 2015/05/04
USPAT; 14:40
USOCR,;
FPRS;
EPO; JPO;
DERWENT;
IBM_TDB
S96 2 "8089953".pn. US-PGPUB;ADJ ON 2017/01/09

USPAT; 08:22
USOCR,;
FPRS;
EPO; JPO;
DERWENT;
IBM_TDB

S97 {14 ("20020174247" | "20030061315" | US-PGPUB;§ADJ ON 2017/01/10
"20070011301" | "20070268514" | USPAT 09:54
"20080133717" | "20080215668" |
"20090150977" | "20090219820" |
"20090292794" | "b852722" | "6643690"
| "6928481" | "7580367" | "8233486" |
"20020174247" | "20030061315" |
"20070011301" | "20070268514" |
"20080133717" | "20080215668" |
"20090150977" | "20090219820" |
"20090292794" | "b852722" | "6643690"
| "6928481" | "7580367" |
"8233486").PN.

S98 {14 ("20020174247" | "20030061315" | US-PGPUB;ADJ ON 2017/01/10
"20070011301" | "20070268514" | USPAT 09:54
"20080133717" | "20080215668" |
"20090150977" | "20090219820" |
"20090292794" | "b852722" | "6643690"
| "6928481" | "7580367" | "8233486" |
"20020174247" | "20030061315" |
"20070011301" | "20070268514" |
"20080133717" | "20080215668" |
"20090150977" | "20090219820" |
"20090292794" | "b852722" | "6643690"
| "6928481" | "7580367" |
"8233486").PN.

S99 i1 ("6708221").PN. US-PGPUB;§ADJ ON 2017/01/10

USPAT 09:55

S$S100 i1 "14938056" US-PGPUB;ADJ ON 2017/01/10
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UnNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.0. Box 1450

Alexandria, Virginia 22313-1450

www,uspto.gov

APPLICATION NO. FILING DATE [ FIRST NAMED INVENTOR I ATTORNEY DOCKET NO. | CONFIRMATION NO. |
14/938,056 1171172015 Robert Visser 09-810-CON2 4788
20306 7590 03/10/2017 I EXAMINER I
MCDONNELL BOEHNEN HULBERT & BERGHOFF LLP

300 S. WACKER DRIVE
32ND FLOOR
CHICAGO, IL 60606

ESKANDARNIA, ARVIN

I ART UNIT | PAPER NUMBER ]
2446
I MAIL DATE | DELIVERY MODE |
03/10/2017 PAPER

Please find below and/or attached an Office communication concerning this application or proceeding.

The time period for reply, if any, is set in the attached communication.

PTOL-90A (Rev. 04/07)
Page 64 of 302



UNITED STATES PATENT AND TRADEMARK OFFICE

COMMISSIONER FOR PATENTS

UNITED STATES PATENT AND TRADEMARK OFFICE
P.O. Box 1480

ALEXANDRIA, VA 223131450

WW.S&QJQ‘QQI

McDonnell Boehnen Hulbert & Berghoff LLP
300 S. Wacker Drive

32ND Floor

Chicago, IL 60606

In Re Application

Robert Visser et.al :

Appl No. 14/938,056 : WITHDRAW IFROM ISSUE
Filed: November 11, 2015 :

Attorney Docket No.: 09-810-CON2 : FEE NOT PAID

For: METHOD AND SYSTEM FOR REMOTE DEVICE MANAGEMENT

The purpose of this communication is to inform you that the above identified application is being
withdrawn from issue pursuant to 37 CFR 1.313(a).

The above-identified application is withdrawn from issue before payment of the issue fee to
re-open prosecution.

Patent and Trademark Office records reveal that the issue fee has not been paid. If the issue fee
has been submitted, the applicant may request a refund, or may request that the fee be credited to
a deposit account. However, applicant may wait until the application is either again found
allowable or held abandoned. If the application is allowed, upon receipt of a new Notice of
Allowance and Issue Fee Due, applicant may request that the previously submitted issue fee be
applied toward payment of the issue fee in the amount identified on the new Notice of Allowance
and Issue Fee Due. If the application is abandoned, applicant may request either a refund or a
credit to a specified Deposit Account.

Any inquiry concerning this decision should be directed to Brian Gillis (SPE 2446) whose
telephone number is (571) 272-7952.

////zuw =
Nancy Le—

Director, Teghnology Center 2400
Network, Multiplexing, Cable
and Security

SO
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UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov

APPLICATION NO. FILING DATE FIRST NAMED INVENTOR | ATTORNEY DOCKET NO. CONFIRMATION NO.
14/938,056 11/11/2015 Robert Visser 09-810-CON2 4788
20306 7590 01/17/2017 | EXAMINER

MCDONNELL BOEHNEN HULBERT & BERGHOFF LLP

300 S. WACKER DRIVE
32ND FLOOR
CHICAGQO, IL 60606

ESKANDARNIA, ARVIN

| ART UNIT | PAPER NUMBER
2446
| MAIL DATE | DELIVERY MODE
01/17/2017 PAPER

Please find below and/or attached an Office communication concerning this application or proceeding.

The time period for reply, if any, is set in the attached communication.

PTOL-90A (Rev. 04/07)
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Application No. Applicant(s)

) .. ) 14/938,056 VISSER ET AL.

Examiner-Initiated Interview Summary i i
Examiner Art Unit
ARVIN ESKANDARNIA 2446

All participants (applicant, applicant’s representative, PTO personnel):

(1) ARVIN ESKANDARNIA. (3) .

(2) Mr. David Grablesky. (4) .

Date of Interview: 10 January 2017.

Type: [X Telephonic [] Video Conference
[] Personal [copy given to: [] applicant  [] applicant’s representative]

Exhibit shown or demonstration conducted: [] Yes I No.
If Yes, brief description:

Issues Discussed [J101 [J112 [J102 [J103 [JOthers

(For each of the checked box(es) above, please describe below the issue and detailed description of the discussion)

Claim(s) discussed: 2, 11, 13 and 15.

Identification of prior art discussed: US Patent No. 8,089,953.

Substance of Interview
(For each issue discussed, provide a detailed description and indicate if agreement was reached. Some topics may include: identification or clarification of a
reference or a portion thereof, claim interpretation, proposed amendments, arguments of any applied references etc...)

This interview was conducted after the notice of allowance was mailed. The prior art to Angelto (US Pat. No. 8,
938.056) was introduced by the Office of Patent Quality Assurance (OPQA). The examiner contacted the applicants’
representative to inform the applicants that this art exists and office needs o either issue a non-final rejection to replace
the previous notice of allowance or the applicants amend the existing claims to overcome the introduced prior art. No
agreement has reashed at this point.

Applicant recordation instructions: It is not necessary for applicant to provide a separate record of the substance of interview.

Examiner recordation instructions: Examiners must summarize the substance of any interview of record. A complete and proper recordation of the
substance of an interview should include the items listed in MPEP 713.04 for complete and proper recordation including the identification of the
general thrust of each argument or issue discussed, a general indication of any other pertinent matters discussed regarding patentability and the
general results or outcome of the interview, to include an indication as to whether or not agreement was reached on the issues raised.

[ Attachment

/ARVIN ESKANDARNIA/
Primary Examiner, Art Unit 2446

U.S. Patent and Trademark Office
PTOL-413B (Rev. 8/11/2010) Interview Summary Paper No. 20170110-A
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Application/Control No. Applicant(s)/Patent Under Reexamination
Issue Classification | ;4935056 VISSER ET AL.
ARVIN ESKANDARNIA 2446
CPC
Symbol Type Version
HO4L 0813 F 2013-01-01
HO4L 12783 A 2013-01-01
HO4L 0206 A 2013-01-01
HO4L 0806 | 2013-01-01
HO4L 0856 | 2013-01-01
HO4L 35 A 2013-01-01
HO4L 16 | 2013-01-01
CPC Combination Sets
Symbol Type Set Ranking Version
NONE
Total Claims Allowed:
15
(Assistant Examiner) (Date)
/ARVIN ESKANDARNIA/
Primary Examiner.Art Unit 2446 01/04/2017 O.G. Print Claim(s) O.G. Print Figure
(Primary Examiner) (Date) 2 1

U.S. Patent and Trademark Office Part of Paper No. 20170104
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Issue Classification

Application/Control No.

Applicant(s)/Patent Under Reexamination

14938056 VISSER ET AL.
ARVIN ESKANDARNIA 2446
US ORIGINAL CLASSIFICATION INTERNATIONAL CLASSIFICATION
CLASS SUBCLASS CLAIMED NON-CLAIMED
709 220 G| o F 15/177 (2006.01.01)
CROSS REFERENCE(S)
CLASS SUBCLASS (ONE SUBCLASS PER BLOCK)
709 202 220 223
370 241 254
NONE
Total Claims Allowed:
15
(Assistant Examiner) (Date)
/ARVIN ESKANDARNIA/
Primary Examiner.Art Unit 2446 01/04/2017 O.G. Print Claim(s) O.G. Print Figure
(Primary Examiner) (Date) 2 1

U.S. Patent and Trademark Office

Part of Paper No. 20170104
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Application/Control No. Applicant(s)/Patent Under Reexamination
Issue Classification | ;4935056 VISSER ET AL.
ARVIN ESKANDARNIA 2446
O Claims renumbered in the same order as presented by applicant O CPA X T.D. O R.1.47
Final Original Final Original Final Original Final Original Final Original Final Original Final Original Final Original
1

1 2

2 3

3 4

4 5

5 6

6 7

7 8

8 9

9 10

10 1

1 12

12 13

13 14

14 15

15 16
NONE

Total Claims Allowed:
15
(Assistant Examiner) (Date)
/ARVIN ESKANDARNIA/
Primary Examiner.Art Unit 2446 01/04/2017 O.G. Print Claim(s) O.G. Print Figure
(Primary Examiner) (Date) 2 1
U.S. Patent and Trademark Office Part of Paper No. 20170104
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Application/Control No. Applicant(s)/Patent Under
Reexamination
Index of Claims 14938056 VISSER ET AL.
Examiner Art Unit
ARVIN ESKANDARNIA 2446
v Rejected - Cancelled Non-Elected A Appeal
= Allowed + Restricted Interference o) Objected
Xl Claims renumbered in the same order as presented by applicant O cpA X T.D. O R.1.47
CLAIM DATE
Final Original [12/29/2016
1 -
2 -
3 -
4 =
5 -
6 -
7 -
8 -
9 -
10 -
11 -
12 -
13 -
14 -
15 -
16 -

U.S. Patent and Trademark Office
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Application/Control No. Applicant(s)/Patent Under Reexamination
Issue Classification | ;4935056 VISSER ET AL.
ARVIN ESKANDARNIA 2446
CPC
Symbol Type Version
HO4L 0813 F 2013-01-01
HO4L 12783 A 2013-01-01
HO4L 0206 A 2013-01-01
HO4L 0806 | 2013-01-01
HO4L 0856 | 2013-01-01
HO4L 35 A 2013-01-01
HO4L 16 | 2013-01-01
CPC Combination Sets
Symbol Type Set Ranking Version
NONE
Total Claims Allowed:
16
(Assistant Examiner) (Date)
/ARVIN ESKANDARNIA/
Primary Examiner.Art Unit 2446 12/08/2016 O.G. Print Claim(s) O.G. Print Figure
(Primary Examiner) (Date) 2 1

U.S. Patent and Trademark Office Part of Paper No. 20161229
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Issue Classification

Application/Control No.

Applicant(s)/Patent Under Reexamination

14938056 VISSER ET AL.
ARVIN ESKANDARNIA 2446
US ORIGINAL CLASSIFICATION INTERNATIONAL CLASSIFICATION
CLASS SUBCLASS CLAIMED NON-CLAIMED
709 220 G| o F 15/177 (2006.01.01)
CROSS REFERENCE(S)
CLASS SUBCLASS (ONE SUBCLASS PER BLOCK)
709 202 220 223
370 241 254
NONE
Total Claims Allowed:
16
(Assistant Examiner) (Date)
/ARVIN ESKANDARNIA/
Primary Examiner.Art Unit 2446 12/08/2016 O.G. Print Claim(s) O.G. Print Figure
(Primary Examiner) (Date) 2 1

U.S. Patent and Trademark Office

Part of Paper No. 20161229
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Application/Control No. Applicant(s)/Patent Under Reexamination
Issue Classification | ;4935056 VISSER ET AL.
ARVIN ESKANDARNIA 2446
X Claims renumbered in the same order as presented by applicant O CPA X T.D. O R.1.47
Final Original Final Original Final Original Final Original Final Original Final Original Final Original Final Original
1
2
3
4
5
6
7
8
9
10
1
12
13
14
15
16
NONE
Total Claims Allowed:
16
(Assistant Examiner) (Date)
/ARVIN ESKANDARNIA/
Primary Examiner.Art Unit 2446 12/08/2016 O.G. Print Claim(s) O.G. Print Figure
(Primary Examiner) (Date) 2 1
U.S. Patent and Trademark Office Part of Paper No. 20161229
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

WWW.Uspto.gov

NOTICE OF ALLOWANCE AND FEE(S) DUE

20306 7590 12/15/2016 | EXAMINER |
MCDONNELL BOEHNEN HULBERT & BERGHOFF LLP ESKANDARNIA, ARVIN
300 S. WACKER DRIVE
32ND FLOOR | ART UNIT PAPERNUMBER |
CHICAGQO, IL 60606 2446

DATE MAILED: 12/15/2016

APPLICATION NO. FILING DATE FIRST NAMED INVENTOR ATTORNEY DOCKETNO. |  CONFIRMATION NoO.

14/938,056 11/11/2015 Robert Visser 09-810-CON2 4788

TITLE OF INVENTION: METHOD AND SYSTEM FOR REMOTE DEVICE MANAGEMENT

APPLN. TYPE ENTITY STATUS ISSUE FEE DUE PUBLICATION FEE DUE | PREV. PAID ISSUE FEE TOTAL FEE(S) DUE DATE DUE

nonprovisional UNDISCOUNTED $960 $0 $0 $960 03/15/2017

THE APPLICATION IDENTIFIED ABOVE HAS BEEN EXAMINED AND IS ALLOWED FOR ISSUANCE AS A PATENT.
PROSECUTION ON THE MERITS IS CLOSED. THIS NOTICE OF ALLOWANCE IS NOT A GRANT OF PATENT RIGHTS.
THIS APPLICATION IS SUBJECT TO WITHDRAWAL FROM ISSUE AT THE INITIATIVE OF THE OFFICE OR UPON
PETITION BY THE APPLICANT. SEE 37 CFR 1.313 AND MPEP 1308.

THE ISSUE FEE AND PUBLICATION FEE (IF REQUIRED) MUST BE PAID WITHIN THREE MONTHS FROM THE
MAILING DATE OF THIS NOTICE OR THIS APPLICATION SHALL BE REGARDED AS ABANDONED. THIS
STATUTORY PERIOD CANNOT BE EXTENDED. SEE 35 U.S.C. 151. THE ISSUE FEE DUE INDICATED ABOVE DOES
NOT REFLECT A CREDIT FOR ANY PREVIOUSLY PAID ISSUE FEE IN THIS APPLICATION. IF AN ISSUE FEE HAS
PREVIOUSLY BEEN PAID IN THIS APPLICATION (AS SHOWN ABOVE), THE RETURN OF PART B OF THIS FORM
WILL BE CONSIDERED A REQUEST TO REAPPLY THE PREVIOUSLY PAID ISSUE FEE TOWARD THE ISSUE FEE NOW
DUE.

HOW TO REPLY TO THIS NOTICE:

I. Review the ENTITY STATUS shown above. If the ENTITY STATUS is shown as SMALL or MICRO, verify whether entitlement to that
entity status still applies.

If the ENTITY STATUS is the same as shown above, pay the TOTAL FEE(S) DUE shown above.

If the ENTITY STATUS is changed from that shown above, on PART B - FEE(S) TRANSMITTAL, complete section number 5 titled
"Change in Entity Status (from status indicated above)".

For purposes of this notice, small entity fees are 1/2 the amount of undiscounted fees, and micro entity fees are 1/2 the amount of small entity
fees.

II. PART B - FEE(S) TRANSMITTAL, or its equivalent, must be completed and returned to the United States Patent and Trademark Office
(USPTO) with your ISSUE FEE and PUBLICATION FEE (if required). If you are charging the fee(s) to your deposit account, section "4b"
of Part B - Fee(s) Transmittal should be completed and an extra copy of the form should be submitted. If an equivalent of Part B is filed, a
request to reapply a previously paid issue fee must be clearly made, and delays in processing may occur due to the difficulty in recognizing
the paper as an equivalent of Part B.

III. All communications regarding this application must give the application number. Please direct all communications prior to issuance to
Mail Stop ISSUE FEE unless advised to the contrary.

IMPORTANT REMINDER: Utility patents issuing on applications filed on or after Dec. 12, 1980 may require payment of
maintenance fees. It is patentee's responsibility to ensure timely payment of maintenance fees when due.

Page 1 of 3
PTOL-85 (Rev. 02/11)
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PART B - FEE(S) TRANSMITTAL
Complete and send this form, together with applicable fee(s), to: Mail Mail Stop ISSUE FEE

Commlssmner for Patents

P.O.Box 1

Alexandria, Virginia 22313-1450
or Fax (571)-273-2885

INSTRUCTIONS: This form should be used for transmitting the ISSUE FEE and PUBLICATION FEE (if required). Blocks 1 through 5 should be completed where
ppropriate. All further correspondence including the Patent, advance orders and notification of maintenance fees will be mailed to the current correspondence address as
1cated unless corrected below or directed otherwise in Block 1, by (a) specifying a new correspondence address; and/or (b) indicating a separate "FEE ADDRESS" for

malntenance fee notifications.

CURRENT CORRESPONDENCE ADDRESS (Note: Use Block 1 for any change of address)

20306 7590 12/15/2016

Note: A certificate of mailing can only be used for domestic mailings of the

Fee(s) Transmittal. This certificate cannot be used for any other accompanying

Eapers. Each additional paper, such as an assignment or formal drawing, must
ave its own certificate of mailing or transmission.

Certificate of Mailing or Transmission
I hereby certify that this Fee(s) Transmittal is being deposited with the United

MCDONNELL BOEHNEN HULBERT & BERGHOFF LLP States Postal Service with sufficient postage for first class mail in an envelope

300 S. WACKER DRIVE

addressed to the Mail Stop ISSUE FEE address above, or being facsimile
transmitted to the USPTO (571) 273-2885, on the date indicated below.

32ND FLOOR
CHICAGO, IL 60606 (Depositors name)
(Signature)
(Date)
APPLICATION NO. FILING DATE FIRST NAMED INVENTOR ATTORNEY DOCKETNO. | CONFIRMATION NoO.
14/938,056 11/11/2015 Robert Visser 09-810-CON2 4788
TITLE OF INVENTION: METHOD AND SYSTEM FOR REMOTE DEVICE MANAGEMENT
| APPLN. TYPE ENTITY STATUS | ISSUE FEE DUE | PUBLICATION FEE DUE | PREV. PAID ISSUEFEE | TOTAL FEE(S) DUE DATE DUE
nonprovisional UNDISCOUNTED $960 $0 $0 $960 03/15/2017
| EXAMINER | ART UNIT | CLASS-SUBCLASS |
ESKANDARNIA, ARVIN 2446 709-220000

1. Change of correspondence address or indication of "Fee Address" (37
CFR 1.363).

| Chan%e of correspondence address (or Change of Correspondence
Address form PTO/SB/122) attached.

[ "Eee Address" indication (or "Fee Address" Indication form
PTO/SB/47; Rev 03-02 or more recent) attached. Use of a Customer
Number is required.

2. For printing on the patent front page, list
1

(1) The names of up to 3 registered patent attorneys
or agents OR, alternatively,

(2) The name of a single firm (having as a member a 2

registered attorney or agent) and the names of up to
2 registered patent attorneys or agents. If no name is 3
listed, no name will be printed.

3. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT (print or type)

PLEASE NOTE: Unless an assignee is identified below, no assignee data will appear on the patent. If an assignee is identified below, the document has been filed for
recordation as set forth in 37 CFR 3.11. Completion of this form is NOT a substitute for filing an assignment.

(A) NAME OF ASSIGNEE

(B) RESIDENCE: (CITY and STATE OR COUNTRY)

Please check the appropriate assignee category or categories (will not be printed on the patent) : [ ndividuat Corporation or other private group entity [ Government

4a. The following fee(s) are submitted: 4b. Payment of Fee(s): (Please first reapply any previously paid issue fee shown above)

[ Issue Fee
[ Publication Fee (No small entity discount permitted)
[ Advance Order - # of Copies

[ A check is enclosed.
| Payment by credit card. Form PTO-2038 is attached.

(1 The director is hereby authorized to charge the required fee(s), any deficiency, or credits any
overpayment, to Deposit Account Number (enclose an extra copy of this form).

5. Change in Entity Status (from status indicated above)
| Applicant certifying micro entity status. See 37 CFR 1.29

| Applicant asserting small entity status. See 37 CFR 1.27

| Applicant changing to regular undiscounted fee status.

NOTE: Absent a valid certification of Micro Entity Status (see forms PTO/SB/15A and 15B), issue
fee payment in the micro entity amount will not be accepted at the risk of application abandonment.

NOTE: If the application was previously under micro entity status, checking this box will be taken
to be a notification of loss of entitlement to micro entity status.

NOTE: Checking this box will be taken to be a notification of loss of entitlement to small or micro
entity status, as applicable.

NOTE: This form must be signed in accordance with 37 CFR 1.31 and 1.33. See 37 CFR 1.4 for signature requirements and certifications.

Authorized Signature

Date

Typed or printed name

Registration No.

Pé’él"é)%Séf%?B (10-13) Approved for use through 10/31/2013.

Page 2 of 3
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

WWW.Uspto.gov

| appcaTonno. | FILING DATE | FIRST NAMED INVENTOR | artorvEY DOCKETNO. | conFrRMATIONNO. |
14/938,056 11/11/2015 Robert Visser 09-810-CON2 4788
20306 7590 12/15/2016 | EXAMINER |
MCDONNELL BOEHNEN HULBERT & BERGHOFF LLP ESKANDARNIA, ARVIN
300 S. WACKER DRIVE
32ND FLOOR | ART UNIT PAPERNUMBER |
CHICAGO, IL. 60606 2446

DATE MAILED: 12/15/2016

Determination of Patent Term Adjustment under 35 U.S.C. 154 (b)
(Applications filed on or after May 29, 2000)

The Office has discontinued providing a Patent Term Adjustment (PTA) calculation with the Notice of Allowance.

Section 1(h)(2) of the AIA Technical Corrections Act amended 35 U.S.C. 154(b)(3)(B)(i) to eliminate the
requirement that the Office provide a patent term adjustment determination with the notice of allowance. See
Revisions to Patent Term Adjustment, 78 Fed. Reg. 19416, 19417 (Apr. 1, 2013). Therefore, the Office is no longer
providing an initial patent term adjustment determination with the notice of allowance. The Office will continue to
provide a patent term adjustment determination with the Issue Notification Letter that is mailed to applicant
approximately three weeks prior to the issue date of the patent, and will include the patent term adjustment on the
patent. Any request for reconsideration of the patent term adjustment determination (or reinstatement of patent term
adjustment) should follow the process outlined in 37 CFR 1.705.

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the Office of
Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee payments should be
directed to the Customer Service Center of the Office of Patent Publication at 1-(888)-786-0101 or (571)-272-4200.

Page 3 of 3
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OMB Clearance and PRA Burden Statement for PTOL-85 Part B

The Paperwork Reduction Act (PRA) of 1995 requires Federal agencies to obtain Office of Management and
Budget approval before requesting most types of information from the public. When OMB approves an agency
request to collect information from the public, OMB (i) provides a valid OMB Control Number and expiration
date for the agency to display on the instrument that will be used to collect the information and (ii) requires the
agency to inform the public about the OMB Control Number’s legal significance in accordance with 5 CFR
1320.5(b).

The information collected by PTOL-85 Part B is required by 37 CFR 1.311. The information is required to obtain
or retain a benefit by the public which is to file (and by the USPTO to process) an application. Confidentiality is
governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 12 minutes to complete,
including gathering, preparing, and submitting the completed application form to the USPTO. Time will vary
depending upon the individual case. Any comments on the amount of time you require to complete this form
and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and
Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, Virginia 22313-1450. DO NOT
SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box
1450, Alexandria, Virginia 22313-1450. Under the Paperwork Reduction Act of 1995, no persons are required to
respond to a collection of information unless it displays a valid OMB control number.

Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your
submission of the attached form related to a patent application or patent. Accordingly, pursuant to the
requirements of the Act, please be advised that: (1) the general authority for the collection of this information is
35 U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary; and (3) the principal purpose for which
the information is used by the U.S. Patent and Trademark Office is to process and/or examine your submission
related to a patent application or patent. If you do not furnish the requested information, the U.S. Patent and
Trademark Office may not be able to process and/or examine your submission, which may result in termination of
proceedings or abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1. The information on this form will be treated confidentially to the extent allowed under the Freedom of
Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from this system of records
may be disclosed to the Department of Justice to determine whether disclosure of these records is required
by the Freedom of Information Act.

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence
to a court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of
settlement negotiations.

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a
request involving an individual, to whom the record pertains, when the individual has requested assistance
from the Member with respect to the subject matter of the record.

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having
need for the information in order to perform a contract. Recipients of information shall be required to
comply with the requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

5. A record related to an International Application filed under the Patent Cooperation Treaty in this system of
records may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property
Organization, pursuant to the Patent Cooperation Treaty.

6. A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes
of National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C.
218(c)).

7. A record from this system of records may be disclosed, as a routine use, to the Administrator, General
Services, or his/her designee, during an inspection of records conducted by GSA as part of that agency's
responsibility to recommend improvements in records management practices and programs, under authority
of 44 U.S.C. 2904 and 2906. Such disclosure shall be made in accordance with the GSA regulations
governing inspection of records for this purpose, and any other relevant (i.e., GSA or Commerce) directive.
Such disclosure shall not be used to make determinations about individuals.

8. A record from this system of records may be disclosed, as a routine use, to the public after either publication
of the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a
record may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the
record was filed in an application which became abandoned or in which the proceedings were terminated
and which application is referenced by either a published application, an application open to public
inspection or an issued patent.

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.
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-- The MAILING DATE of this communication appears on the cover sheet with the correspondence address--
All claims being allowable, PROSECUTION ON THE MERITS IS (OR REMAINS) CLOSED in this application. If not included
herewith (or previously mailed), a Notice of Allowance (PTOL-85) or other appropriate communication will be mailed in due course. THIS
NOTICE OF ALLOWABILITY IS NOT A GRANT OF PATENT RIGHTS. This application is subject to withdrawal from issue at the initiative
of the Office or upon petition by the applicant. See 37 CFR 1.313 and MPEP 1308.

1. X This communication is responsive to communication filed on 11/11/2015.
OaAa declaration(s)/affidavit(s) under 37 CFR 1.130(b) was/were filed on

2. [J An election was made by the applicant in response to a restriction requirement set forth during the interview on ; the restriction
requirement and election have been incorporated into this action.

3. X The allowed claim(s) is/are 2-16. As a result of the allowed claim(s), you may be eligible to benefit from the Patent Prosecution
Highway program at a participating intellectual property office for the corresponding application. For more information, please see
hitn/Awww.uspio. gov/patents/init_evenis/pph/index.jsp or send an inquiry to PEHfeedback@usplo.goy .

4. X Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f).
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International Bureau (PCT Rule 17.2(a)).
* Certified copies not received: __

Applicant has THREE MONTHS FROM THE “MAILING DATE” of this communication to file a reply complying with the requirements
noted below. Failure to timely comply will result in ABANDONMENT of this application.
THIS THREE-MONTH PERIOD IS NOT EXTENDABLE.

5. [J CORRECTED DRAWINGS ( as “replacement sheets”) must be submitted.

[0 including changes required by the attached Examiner's Amendment / Comment or in the Office action of
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Identifying indicia such as the application number (see 37 CFR 1.84(c)) should be written on the drawings in the front (not the back) of
each sheet. Replacement sheet(s) should be labeled as such in the header according to 37 CFR 1.121(d).

6. [] DEPOSIT OF and/or INFORMATION about the deposit of BIOLOGICAL MATERIAL must be submitted. Note the
attached Examiner's comment regarding REQUIREMENT FOR THE DEPOSIT OF BIOLOGICAL MATERIAL.

Attachment(s)

1. X Notice of References Cited (PTO-892) 5. [] Examiner's Amendment’Comment

2. { Information Disclosure Statements (PTO/SB/08), 6. [X] Examiner's Statement of Reasons for Allowance
Paper No./Mail Date 11/11/2015 asnd 3/10/2016

3. [ Examiner's Comment Regarding Requirement for Deposit 7. [ Other .

of Biological Material
4. [ Interview Summary (PTO-413),
Paper No./Mail Date .

/ARVIN ESKANDARNIA/
Primary Examiner, Art Unit 2446

U.S. Patent and Trademark Office
PTOL-37 (Rev. 08-13) Notice of Allowability Part of Paper No./Mail Date 20161208
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1. The present application is being examined under the pre-AlA first to invent provisions.

This communication is responsive to the communication filed on 11/11/2015.
Information Disclosure Statements filed on 11/11/2015 and 3/10/2016 has been considered by

the examiner.

REASONS FOR ALLOWANCE

Kvache et al. U.S. publication No. 2009/0086688 A1 discloses “a wireless application
server may receive, from a wireless device, information identifying an application residing on a
network device in a home network. The wireless application server may further cause a
connection to be established to the application and transfer traffic between the application and
the wireless device.”

Van Den Bosch et al. U.S. Publication No. 2006/0120305 A1 discloses “the present
invention relates to a Remote management method and related devices for use in a home network
(RN) comprising a plurality of devices and a routing gateway. The Routing Gateway is coupled
to each device of said plurality of devices. The Remote management method comprises the
step of an Auto-Configuration Server managing either one of a dedicated device of said plurality
of devices and the Routing Gateway or both at request. A further Auto-Configuration Server
requesting the Auto-Configuration Server to access and configure the Routing Gateway for
providing the further Auto-Configuration Server access to the Routing Gateway and
subsequently the Auto-Configuration Server configuring the Routing Gateway to provide the

further Auto-Configuration Server access to the Routing Gateway.”
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Prior arts taken alone or in combination fail to teach or suggest “a system for remote
device management in a network comprising: an auto-configuration server managing device, at
ieast one database arvanged for holding information for identification of electronic devices; and a
phurality of auto-configuration servers, wherein the auto-configuration server managing device
and the at least one database are coupled in a communicative connection, wherein the aufo-
confignration server managing device is aivanged tor conynunication with a roanageable
electronic device over the network, the manageable electronic device configured for sending a
request for configuration data, and the auto-configuration server manager further being arranged
for receiving the request from the manageable electronic device for configuration data,
determining an identification of the manageable electronic device by comparing the request with
the information for dentification of electronic devices of the at least one database, determining
an identification of an asto-configuration server from the plurality of auto-contiguration servers
in accordance with the identification of the manageable electronic device, and relaying the

reguest to the dentitied auto-configuration server.”

Conclusion
2. The prior art made of record and not relied upon is considered pertinent to applicant's
disclosure. See form §92.
Any inquiry concerning this communication or earlier communications from the
examiner should be directed to ARVIN ESKANDARNIA whose telephone number is (571)270-

3205. The examiner can normally be reached on Monday - Thursday, 7:30AM-4:30PM (EST),.
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If attempts to reach the examiner by telephone are unsuccessful, the examiner’s
supervisor, Brian Gillis can be reached on (571)272-7952. The fax phone number for the
organization where this application or proceeding is assigned is 571-273-8300.

Information regarding the status of an application may be obtained from the Patent
Application Information Retrieval (PAIR) system. Status information for published applications
may be obtained from either Private PAIR or Public PAIR. Status information for unpublished
applications is available through Private PAIR only. For more information about the PAIR
system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR
system, contact the Electronic Business Center (EBC) at §66-217-9197 (toll-free). If you would
like assistance from a USPTO Customer Service Representative or access to the automated
information system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000.

/ARVIN ESKANDARNIA/
Primary Examiner, Art Unit 2446
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Filing Date 2015-11-11

INFORMATION DISCLOSURE
STATEMENT BY APPLICANT

First Named Inventor | Robert Visser

.. Art Unit TBA
( Not for submission under 37 CFR 1.99)

Examiner Name TBA

Aftorney Docket Number 09-810-CON2

CERTIFICATION STATEMENT

Please see 37 CFR 1.97 and 1.98 to make the appropriate selection(s):

That each item of information contained in the information disclosure statement was first cited in any communication
from a foreign patent office in a counterpart foreign application not more than three months prior to the filing of the
information disclosure statement. See 37 CFR 1.97(e)(1).

OR

That no item of information contained in the information disclosure statement was cited in a communication from a
foreign patent office in a counterpart foreign application, and, to the knowledge of the person signing the certification
after making reasonable inquiry, no item of information contained in the information disclosure statement was known to

[ ] any individual designated in 37 CFR 1.56(c) more than three months prior to the filing of the information disclosure
statement. See 37 CFR 1.97(e)(2).

See attached certification statement.
Fee set forth in 37 CFR 1.17 (p) has been submitted herewith.

X None

SIGNATURE
A signature of the applicant or representative is required in accordance with CFR 1.33, 10.18. Please see CFR 1.4(d) for the
form of the signature.

Signature /David A. Grabelsky/ Date (YYYY-MM-DD) 2016-03-10

Name/Print David A_ Grabelsky Registration Number 59,208

This collection of information is required by 37 CFR 1.97 and 1.98. The information is required to obtain or retain a benefit by the
public which is to file {and by the USPTO to process) an application. Confidentiality is governed by 35 U.5.C. 122 and 37 CFR
1.14. This collection is estimated to take 1 hour to complete, including gathering, preparing and submitting the completed
application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S.
Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND
FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria,
VA 22313-1450.
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the
attached form related to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be advised
that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited
is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark Office is to
process and/or examine your submission related to a patent application or patent. If you do not furnish the requested
information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may
result in termination of proceedings or abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1.

The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act
(5 U.5.C. 552) and the Privacy Act (5 U.5.C. 552a). Records from this system of records may be disclosed to the
Department of Justice to determine whether the Freedom of Information Act requires disclosure of these record s.

A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a
court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of settlement
negotiations.

A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a
request involving an individual, to whom the record pertains, when the individual has requested assistance from the
Member with respect to the subject matter of the record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for
the information in order to perform a contract. Recipients of information shall be required to comply with the
requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in this system of records
may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property Organization, pursuant
to the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of
National Security review (35 U.5.C. 181) and for review pursuant to the Atomic Energy Act (42 U.5.C. 218(¢)).

A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or
his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility to
recommend improvements in records management practices and programs, under authority of 44 U.S.C. 2904 and
2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not be used to make
determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in
an application which became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspections or an issued patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.
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Application Number

Filing Date 2015-11-11
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STATEMENT BY APPLICANT  ————
( Not for submission under 37 CFR 1.99)
Examiner Name
Attorney Docket Number 09-810-CON2
2 EP2106079 EP B1 2012-12-05 Ding, Zhiming et al. ]
3 | EP1940077 EP A1 |2008.07.02 |Alcatel Lucentand u
Motive, Inc.
4 EP2015179 EP A1 2009-01-14 Alcatel Lucent ]
If you wish to add additional Foreign Patent Document citaticn information please click the Add button ~ Add
NON-PATENT LITERATURE DOCUMENTS Remove
. . Include name of the author (in CAPITAL LETTERS), title of the article (when appropriate), title of the item
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o (book, magazine, journal, serial, symposium, catalog, etc}, date, pages(s), volume-issue number(s), TS
Initials No . . .
publisher, city and/or country where published.
1 Charles E. Perkins, “Mobile IP: Design Principles and Practices” (1998), Addison Wesley, Reading {(MA), ISBN D
0-201-63469-4.
2 AS. Tanenbaum, and D.J. Wetherall, “Computer Networks,” 5th edition (2011), Pearson, Boston (MA), ISBN-13: D
978-0-13-212695-3.
3 ServerWatch Tutorial, “Back to Basics: The DHCP Relay Agent” (February 29, 2008) at http://www _serverwatch_com/ D
tutorials/article.php/21983031
4 Wimer, W_, “Clarifications and extensions on the bootstrap protocol,” RFC 1542 Internet Engineering Task Force D
(IETF) Standard, October 1993, at hitp:./iwww ietf.org/rfc/rfc1542 txt.
5 “Definition of: Proxy Server,” PC Magazine Encyclopedia, at http:/fwww _pcmag_com/encyclopedia/term/49892/proxy- D
server, as of July 29, 2014.
6 “‘Relay Channel,” Wikipedia webpage, http://fen.wikipedia.org/wiki/Relay_channel, 2014. |:|
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7 Thomas M. Cover and Abbas E| Gamal, “Capacity theorems for the relay channel,” IEEE Transactions on Information D
Theory (1879), pp. 572-584.
8 Kitamura, H., “A SOCKS-based IPv6/IPv4 Gateway Mechanism,” RFC 3089, Internet Engineering Task Force (IETF) D
Standard, April 2001, at hitp:/fwww ietf org/rfc/rfc3089 txt.
9 “‘Application layer gateways and protocol translation,” IBM Knowledge Center, at http://iwww 01.ibm.com/support/ D
knowledgecenter/SSLTBW_2.1.0/com.ibm zos v2r1_haleQ01/ipv6d0021034306 htm as of July 29, 2014.
10 “IP Details,” Manual for Olicom CrossFire 8720 Fast Ethernet Switch (1999), at hitp://iwww_lard .net/olicom/CD_1.05/ D
Help%20files/ipdetail html, as of July 29, 2014.
11 “SMTP Relay vs. forwarding,” Oracle Community forum website January 14, 2005, at hitp://www _lard.net/olicom/ D
CD_1.05/Help%20files/ipdetail_html.
“CPE WAN Management Protocol,” TR-069 amendment 4, July 2011, at http//www.lard net/olicom/CD_1.05/Help%
12 b - ]
Z20files/ipdetail html_
13 Valcourt, Scott A., "DSL-From A to V and Back Again (Invited Paper)", Access Networks & Workshops, 2007, D
Accessnets '07, Second International Conference ON, IEEE, PI, August 1, 2007, pages 1-5.
DSLHOME-TECHNICAL WORKING GROUP, "CPE WAN Management Protocol”, Internet Citation, [Online],
14 XP002316355, retrieved from the Internet: URL:hitp/fwww dslforum.org/aboutds|/Technical_Reports/TR-069 . pdf, |:|
Chapter 3.1, retrieved on 2005-02-04, pp. 91-109.
The DSL Home Technical Working Group in DSL Forum, TR-069 Amendment 1, the CPE WAN Management Protocol
15 ]
{November 2006}
16 "Digital cellular telecommunications system (Phase 2+); General Packet Radio Services (GPRS); Service description; D
Stage 2" ETSI GSM 03.60 version 7.4.1 Release 1998.
17 "Portable Profiles for Residential Gateways," Mario Ibanez, Juan J. Sanchez, Natividad Martinez, and Ralf Seepold, D
2006 International Workshop on Intelligent Solutions in Embedded Systems, IEEE, June 30, 2006.
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Filing Date 2015-11-11

INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
( Not for submission under 37 CFR 1.99)

First Named Inventor | Robert Visser
Art Unit

Examiner Name

Attorney Docket Number 09-810-CON2

18 'GPRS General Packet Radio Service," Regis Bates, McGraw-Hill, 2002. |:|

If you wish to add additional non-patent literature document citation information please click the Add button ~ Add

EXAMINER SIGNATURE

Examiner Signature JARVIN  ESKANDARNTIA/ Date Considered | 12/08/2016

*EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 60%. Draw line through a
citation if not in conformance and not considered. Include copy of this form with next communication to applicant.

1 See Kind Codes of USPTO Patent Documents at www.USPTO.GOV or MPEP 901.04. 2 Enter office that issued the document, by the two-letter code (WIPO

Standard ST.3). 3 For Japanese patent documents, the indication of the year of the reign of the Emperor must precede the serial number of the patent document.
4 Kind of document by the appropriate symbols as indicated on the document under WIPQ Standard ST.16 if possible. 5 Applicant is to place a check mark here i
English language translation is attached.
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Application Number

Filing Date 2015-11-11

INFORMATION DISCLOSURE

First Named Inventor | Robert Visser

STATEMENT BY APPLICANT

.. Art Unit
( Not for submission under 37 CFR 1.99)

Examiner Name

Attorney Docket Number 09-810-CON2

CERTIFICATION STATEMENT

Please see 37 CFR 1.97 and 1.98 to make the appropriate selection(s):

That each item of information contained in the information disclosure statement was first cited in any communication
[] from a foreign patent office in a counterpart foreign application not more than three months prior to the filing of the
information disclosure statement. See 37 CFR 1.97(e)(1).

OR

That no item of information contained in the information disclosure statement was cited in a communication from a
foreign patent office in a counterpart foreign application, and, to the knowledge of the person signing the certification
after making reasonable inquiry, no item of information contained in the information disclosure statement was known to

[ ] any individual designated in 37 CFR 1.56(c) more than three months prior to the filing of the information disclosure
statement. See 37 CFR 1.97(e)(2).

[ ] See attached certification statement.
[] Fee setforthin 37 CFR 1.17 (p) has been submitted herewith.

None

SIGNATURE
A signature of the applicant or representative is required in accordance with CFR 1.33, 10.18. Please see CFR 1.4(d) for the
form of the signature.

Signature /David A. Grabelsky/ Date (YYYY-MM-DD) 2015-11-11

Name/Print David A. Grabelsky Registration Number 59,208

This collection of information is required by 37 CFR 1.97 and 1.98. The information is required to obtain or retain a henefit by the
public which is to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.S5.C. 122 and 37 CFR
1.14. This cellecticn is estimated to take 1 hour to complete, including gathering, preparing and submitting the completed
application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S.
Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND
FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria,
VA 22313-1450.
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the
attached form related to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be advised
that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the informaticon solicited
is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark Office is to
process and/or examine your submission related to a patent application or patent. If you do not furnish the requested
information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may
result in termination of proceedings or abandonment of the applicatich or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1.

The infarmation on this form will be treated confidentially to the extent allowed under the Freedom of Information Act
(5 U.S.C. 552} and the Privacy Act (5 U.S.C. 552a). Records from this system of records may be disclesed to the
Department of Justice to determine whether the Freedom of Information Act requires disclosure of these record s.

A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a
court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of settlement
negotiations.

A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a
request involving an individual, to whom the record pertains, when the individual has requested assistance from the
Member with respect to the subject matter of the record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for
the information in order to perform a contract. Recipients of informatich shall be required to comply with the
requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in this system of records
may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property Organization, pursuant
to the Patent Cooperation Treaty.

A record in this system of records may be disclesed, as a routine use, to another federal agency for purposes of
National Security review (35 U.S.C. 181) and for review pursuant to the Atemic Energy Act (42 U.S.C. 218(¢c)).

A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or
his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility to
recommend improvements in records management practices and programs, under autherity of 44 U.S.C. 2904 and
2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not be used to make
determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in
an application which became ahandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspections or an issued patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law cr regulation.
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PTO/SB/26

Doc Code: DIST.E.FILE U.S. Patent and Trademark Office

Document Description: Electronic Terminal Disclaimer - Filed Department of Commerce
Electronic Petition Request TERMINAL DISCLAIMER TO OBVIATE A DOUBLE PATENTING REJECTION OVER A

“PRIOR” PATENT

Application Number 14938056

Filing Date 11-Nov-2015
First Named Inventor Robert Visser
Attorney Docket Number 09-810-CON2

Title of Invention

Method and System For Remote Device Management

< Filing of terminal disclaimer does not obviate requirement for response under 37 CFR 1.111 to outstanding
Office Action

X] This electronic Terminal Disclaimer is not being used for a Joint Research Agreement.

Owner Percent Interest

KONINKLIKE KPN N.V. 100%

The owner(s) with percent interest listed above in the instant application hereby disclaims, except as provided below, the
terminal part of the statutory term of any patent granted on the instant application which would extend beyond the expiration
date of the full statutory term of prior patent number(s)

9219649
8886772

as the term of said prior patent is presently shortened by any terminal disclaimer. The owner hereby agrees that any patent so
granted on the instant application shall be enforceable only for and during such period that it and the prior patent are commonly
owned. This agreement runs with any patent granted on the instant application and is binding upon the grantee, its successors
or assigns.

In making the above disclaimer, the owner does not disclaim the terminal part of the term of any patent granted on the instant
application that would extend to the expiration date of the full statutory term of the prior patent, "as the term of said prior patent
is presently shortened by any terminal disclaimer,” in the event that said prior patent later:

- expires for failure to pay a maintenance fee;

- is held unenforceable;

- is found invalid by a court of competent jurisdiction;

- is statutorily disclaimed in whole or terminally disclaimed under 37 CFR 1.321;

- has all claims canceled by a reexamination certificate;

- is reissued; or

- is in any manner terminated prior to the expiration of its full statutory term as presently shortened by any terminal disclaimer.
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@ Terminal disclaimer fee under 37 CFR 1.20(d) is included with Electronic Terminal Disclaimer request.

| certify, in accordance with 37 CFR 1.4(d)(4), that the terminal disclaimer fee under 37 CFR 1.20(d)
required for this terminal disclaimer has already been paid in the above-identified application.

O

Applicant claims the following fee status:

(O Small Entity
(O Micro Entity

(® Regular Undiscounted

| hereby declare that all statements made herein of my own knowledge are true and that all statements made on information and
belief are believed to be true; and further that these statements were made with the knowledge that willful false statements and
the like so made are punishable by fine or imprisonment, or both, under Section 1001 of Title 18 of the United States Code and
that such willful false statements may jeopardize the validity of the application or any patent issued thereon.

THIS PORTION MUST BE COMPLETED BY THE SIGNATORY OR SIGNATORIES

| certify, in accordance with 37 CFR 1.4(d)(4) that | am:

® An attorney or agent registered to practice before the Patent and Trademark Office who is of record in
this application

Registration Number 59208

(O Asoleinventor

O A joint inventor; | certify that | am authorized to sign this submission on behalf of all of the inventors as evidenced by the
power of attorney in the application

(O Ajointinventor; all of whom are signing this request

Signature /David A. Grabelsky/

Name David A. Grabelsky

*Statement under 37 CFR 3.73(b) is required if terminal disclaimer is signed by the assignee (owner).
Form PTO/SB/96 may be used for making this certification. See MPEP § 324.
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Electronic Patent Application Fee Transmittal

Application Number: 14938056

Filing Date: 11-Nov-2015

Title of Invention: Method and System For Remote Device Management
First Named Inventor/Applicant Name: Robert Visser

Filer: David A. Grabelsky

Attorney Docket Number: 09-810-CON2

Filed as Large Entity

Filing Fees for Utility under 35 USC111(a)

Description Fee Code Quantity Amount Sull)j-s'l'g(tsa\)l in
Basic Filing:
STATUTORY OR TERMINAL DISCLAIMER 1814 1 160 160
Pages:
Claims:

Miscellaneous-Filing:

Petition:

Patent-Appeals-and-Interference:

Post-Allowance-and-Post-Issuance:
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Description Fee Code Quantity Amount Sull)j-s'l'g(tsa\)l in
Extension-of-Time:
Miscellaneous:
Total in USD ($) 160
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Doc Code: DISQ.E.FILE
Document Description: Electronic Terminal Disclaimer — Approved

Application No.: 14938056
Filing Date: 11-Nov-2015

Applicant/Patent under Reexamination:  Visser

Electronic Terminal Disclaimer filed on  December 9, 2016

X APPROVED

This patent is subject to a terminal disclaimer

] DISAPPROVED

Approved/Disapproved by: Electronic Terminal Disclaimer automatically approved by EFS-Web

U.S. Patent and Trademark Office
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Electronic Acknowledgement Receipt

EFSID: 27743578

Application Number: 14938056

International Application Number:

Confirmation Number: 4788
Title of Invention: Method and System For Remote Device Management
First Named Inventor/Applicant Name: Robert Visser
Customer Number: 20306
Filer: David A. Grabelsky

Filer Authorized By:

Attorney Docket Number: 09-810-CON2
Receipt Date: 09-DEC-2016
Filing Date: 11-NOV-2015
Time Stamp: 11:37:03
Application Type: Utility under 35 USC 111(a)

Payment information:

Submitted with Payment yes

Payment Type DA

Payment was successfully received in RAM $160

RAM confirmation Number 120916INTEFSWO00008671132490

Deposit Account

Authorized User

The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpayment as follows:
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File Listing:

Document .. . File Size(Bytes)/ Multi Pages
Document Description File Name . . .
Number Message Digest | Part/.zip| (ifappl.)
33518
1 Electronic Terminal Disclaimer-Filed eTerminal-Disclaimer.pdf no 2
3ffb65479b6155efe549476d0a8dbas53403
b63ct
Warnings:
Information:
30410
2 Fee Worksheet (SB06) fee-info.pdf no 2
771682036f4fd454a76349feb2a4c7349d 1d|
efff
Warnings:
Information:
Total Files Size (in bytes): 63928

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810}, a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNTTED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

PO. Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov

| APPLICATION NUMBER | FILING OR 371(C) DATE | FIRST NAMED APPLICANT | ATTY. DOCKET NO./TITLE |
14/938,056 11/11/2015 Robert Visser 09-810-CON2
CONFIRMATION NO. 4788
20306 PUBLICATION NOTICE
MCDONNELL BOEHNEN HULBERT & BERGHOFF LLP
300 S. WACKER DRIVE IR AT
32ND FLOOR 000000082020366

CHICAGO, IL 60606

Title:Method and System For Remote Device Management

Publication No.US-2016-0099837-A1
Publication Date:04/07/2016

NOTICE OF PUBLICATION OF APPLICATION

The above-identified application will be electronically published as a patent application publication pursuant to 37
CFR 1.211, et seq. The patent application publication number and publication date are set forth above.

The publication may be accessed through the USPTO's publically available Searchable Databases via the
Internet at www.uspto.gov. The direct link to access the publication is currently http://www.uspto.gov/patft/.

The publication process established by the Office does not provide for mailing a copy of the publication to
applicant. A copy of the publication may be obtained from the Office upon payment of the appropriate fee set forth
in 37 CFR 1.19(a)(1). Orders for copies of patent application publications are handled by the USPTO's Office of
Public Records. The Office of Public Records can be reached by telephone at (703) 308-9726 or (800) 972-6382,
by facsimile at (703) 305-8759, by mail addressed to the United States Patent and Trademark Office, Office of
Public Records, Alexandria, VA 22313-1450 or via the Internet.

In addition, information on the status of the application, including the mailing date of Office actions and the

dates of receipt of correspondence filed in the Office, may also be accessed via the Internet through the Patent
Electronic Business Center at www.uspto.gov using the public side of the Patent Application Information and
Retrieval (PAIR) system. The direct link to access this status information is currently http://pair.uspto.gov/. Prior to
publication, such status information is confidential and may only be obtained by applicant using the private side of
PAIR.

Further assistance in electronically accessing the publication, or about PAIR, is available by calling the Patent
Electronic Business Center at 1-866-217-9197.

Office of Data Managment, Application Assistance Unit (571) 272-4000, or (571) 272-4200, or 1-888-786-0101

page 1 of 1

Page 107 of 302



Doc code: IDS PTO/SBI08a (01-10)
o . . . Approved for use through 07/31/2012. OMB 0651-0031
Doc description: Information Disclosure Statement (IDS) Filed U.S. Patent and Trademark Office: U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

Application Number 14938056
Filing Date P015-11-11

INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
( Not for submission under 37 CFR 1.9%)

First Named Inventor |[Robert Visser

Art Unit TBA

Examiner Name TBA

Aftorney Docket Number 09-810-CONZ2

U.S.PATENTS Remove
. . . . Pages,Columns,Lines where
E).(allm*lner Cite Patent Number Kind Issue Date Nar.ne of Patentee or Applicant Relevant Passages or Relevant
Initial No Code! of cited Document )
Figures Appear
1 H708221 P004-03-16 Mendez, Daniel J.
If you wish to add additional U.S. Patent citation information please click the Add button. Add
U.S.PATENT APPLICATION PUBLICATIONS Remove
Examiner| .. Publication Kind | Publication Name of Patentee or Applicant Pages,Columns, Lines where
e Cite No . Relevant Passages or Relevant
Initial Number Code’| Date of cited Document

Figures Appear

If you wish to add additional U.S. Published Application citation information please click the Add button| Add
FOREIGN PATENT DOCUMENTS Remove

Name of Patentee or Pages,Columns Lines

Examiner| Cite | Foreign Document Country Kind | Publication Applicant of cited where Relevant Ts
Initial* No | Number3 Code2j Code#| Date PR Passages or Relevant

Figures Appear

Document

If you wish to add additional Foreign Patent Document citation information please click the Add button | Add

NON-PATENT LITERATURE DOCUMENTS Remove
. .. | Include name of the author (in CAPITAL LETTERS), title of the article (when appropriate), title of the item
Examiner| Cite . : ; '
e (book, magazine, journal, serial, symposium, catalog, etc), date, pages(s), volume-issue number(s), TS
Initials No : ; :
publisher, city and/or country where published.
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Application Number 14938056

Filing Date 2015-11-11

INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
( Not for submission under 37 CFR 1.9%)

First Named Inventor | Robert Visser
Art Unit TBA

Examiner Name TBA

Aftorney Docket Number 09-810-CON2

If you wish to add additional non-patent literature document citation information please click the Add button| Add
EXAMINER SIGNATURE

Examiner Signature Date Considered

*EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through a
citation if not in conformance and not considered. Include copy of this form with next communication to applicant.
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Method and system for remote device management

Field of the invention

The present invention relates to a method for remote device mmanagement. Also, the

present invention relates to a system for remote device management.

5  Background of the invention

Digital communication is well established by virtuc of the Intcfnct protocol (IP)
that allows an electronic device to communicate to other electronic devices over a
potentially world-wide network.

In such a network, the electronic device (often referred to as Customer Premises

10 equipment, CPE) is typically coupled to the wide area network (WAN) (e.g., over
digital subscriber line DSL), cither dircetly or via a local arca network (LAN).

CPE may be any type of electronic device capable of digital communication. For
example, it may be a personal computer, a gateway or router, an electronic appliance
such as a set-top box, a television set, an TP based telcphoﬁe, etc.

15 Many CPE devices allow remote management over the wide area network, which
relates to auto-contiguration and dynamic service provisioning, software managernent,
status and performance monitoring and diagnostics. The DSL Home-Technical
Working Group describes in DSL Forum, TR-069 amendment I, the CPE WAN
management protocol (November 2006), an end-to-end architecture for remote device

20 management. (Recently, DSL-Forum has been renamed to BroadBand-Foram). In this
architecture, a CPE device in a local network connects to an auto-configuration server
(ACS) that is capable of providing service level settings for services available to the
CPE.

Typically, the ACS is dedicated either to a certain level of scrvices (¢.g. premium,

25 best effort), a type of device (e.g. Home Gateway, Vpice over IP telephone, Set
TopBox) or a specific customer group (c.g. business or residential). For that reason, it
is adversely required that each CPE must be preconfigured before installation at the
location of the customer to specifically address the proper ACS in dependence of the
combination of options above available to the customer. To address the proper ACS, it

30  will be required to pre-program the CPE with either a specific IP address or a specific
URL (uniform resource locator) for the dedicated ACS. Alternatively to pre-
configuration of the CPE, configuration of the CPE may be done during installation
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cither by scrvice personnel or by the customer, but this may be time-consuming and/or

may be sensitive to errors and mistakes.

Summary of the invention

It is an object of the present invention to provide a method that overcomes or
5 reduces the problems of the prior art.

According to an aspectAof the invention, there is provided a system for remote
device management comprising in a network an auto-configuration server managing
device, at least one database, and a plurality of auto-configuration servers; the auto-
configuration server managing device and the at least one database being coupled in a

10 communicative connection; the at least one databasc being arranged for holding
information for identification of electronic devices;
the auto-configuration scrver managing device being arvanged for communication with
a managcable clectronic device dvef the network, the manageable electronic device
capable of sending a request for configuration data,

15  the auto-configuration server manager further being arranged for:
- receiving the request from the manageable electronic device for configuration data,
- determining an identification of the managcéblc clectronic device by comparing the
request with the information for identification of electronic devices of the at least one
database,

20 - determining an auto-configuration server from the plurality of auto-configuration

servers in accordance with the identification of the manageablc clectronic device.

Advantageously, the method allows (o configure any type of managceable electronic
device at any given Jocation and within any level of service or group specification
25  without pre-configuring a dedicated address for contiguration. The method will
" dctermine which specific auto-configuration server (ACS) is available for a given
manageable electronic device, which allows to reduce the complexity of pre-installation
and installation of devices. Also, the method allows a simpler manner to set up
dedicated auto-configuration servers, since the addresses of the auto-configuration
30  scrvers only need to be maintained in a central database.
Also, the method allows a separation of access networks and the services provider

via the possibility of rerouting as defined in the invention.
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According to an aspect of the invention, there is provided a method for remote
device management of 2 manageable electronic device in 4 network, the network
comprising an auto-configuration server managing device, at least one database, and a
plurality of auto-configuration servers; the auto-configuration server managing device

5 and the at lcast onc database being coupled in a communicative connection; the at least

one database being arranged for holding information for identification of clectronic
devices; the auto-configuration server managing device being arranged for
communication with the manageable electronic device over the network, the
maﬁageable electronic device capable of sending a request for configuration data,

10 wherein the method compriscs:

- receiving the request;

- determining an identification of the manageable electronic device using a comparisdn
of the request with the information for identification of clectronic devices of the at lcast
one database,

15 - dctcrmining an identification of an auto-configuration scrver from the plurality of
auto-configuration servers in accordance with the identification of the manageable
elcetronic device. .

Furthermore, the present invention relates to a computer system for remote device
managcement, the computer comptising a processing unit and memory, the memory

20  being connected to the processing unit, the computer being arranged in a network, the
network comprising at least onc database, and a plurality of auto-configuration scrvers;
the computer and the at least one database being coupled in a communicative
connection; the at least one database being arranged for holding information for
identification of electronic devices; wherein the computer is arranged for

25  communication with a manageable electronic device over the network and for
- receiving a request from the manageable electronic device for configuration data,

- determining an identification of the manageable electronic device by comparing the
request with the information. for identification of clectronic devices of the at lcast one
database,

30 - determining an identification of an auto-configuration server from the plurality of
auto-configuration servers in accordance with the identification of the manageable

electronic device.
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Additionally, the present invention relates to a computer program on & computer-
readable medium to be loaded by a computcr, the computer comprising a processing
unit and memory, the proccssing unit being connected to the memory; the computer
being arranged in a network, the network comprising at least one database, and a
5 plunlity of auto-configuration servers; the computer and the at least one database being
coupled in a communicative connection; the at lcast onc database being arranged for
holding information for identification of electronic devices; wherein the computer is
arranged for communication with a manageable electronic device over the network, the
manageable electronic device capable of sending a request for configuration data, and
10 wherein the computer program product after being loaded allows the proccésing unit to
carry out;
- receiving the request from the manageable electronic device for configuration data,
- determining an ideqtiﬁcation of the manageable clectronic device by comparing the
request with the information for identification of electronic devices of the at least one
15  database,
- determining an identification of an auto-configuration server from the plurality of
auto-configuration servers in accordance with the identification of the manageable

¢lectronic device.

Brief description of drawings

20 Embodiments will now be described, by way of examplc only, with reference to
the accompanying schematic drawings in which corrcsponding reference symbols
indicate corresponding parts, and in which:

Figurc | schematically shows an end-to-end architecture for remote device
management from the prior art;

25  Figurc 2 schematically shows an architecture for remote device management in
accordance with an embodiment;

Figure 3a, 3b show a flow diagram in accordance with a respective embodiment of a
method of the present invention;
Figure 4 schematically shows a signal flow in accordance with an embodiment;

30  Figure 5 shows a further signal flow in accordance with an embodiment, and
Figure 6 shows an auto-configuration server manager in an embodiment of the

invention,
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Detailed description of cmbodiments

Figurc 1 schematically shows an end-to-end architecture for remote device
management from the prior art.

The end-to-end architecture relates to a nctwork arrangement for remote device

5 management. A local area network LAN is coupled to a wide area network WAN

through an interfacing device 1 which is typically a manageable elcctronic device. The
local network LAN may comprises one or more electronic devices 2, 3, 4 which are in
a communicative connection with the interfacing device 1. One or more of the
electronic devices 2, 3, 4 may also be a manageable electronic device.

10 The local area network LAN may be a home network or an officc network, i.c,, a
network located at a specific geographic location. Also, the local area network LAN
may be a logical network which is distributed over a number of geographic locations,

The wide area network W AN provides connectivity to a plurality of interfacing
devices in @ wide arca. For example, the wide arca nctwork is the global network

15  arrangement known as the Internet.

ln the local area network LAN and the wide area network WAN, electronic devices
are arranged to have an address for identification on the respective network (i.e.,
comrnunication is address based). A well known address scheme is the Lnternet
Protocol address system that provides a so-called IP address to each electronic device

20  coupled to the network. The methods for an ¢lectronic device to obtain an IP address
for identification are known in the art.

Coupled to the wide ared network are af least a first auto-configuration server
ACS]1, which comprises configuration data for a particular managcable electronic
device, for example, the interfacing device 1 in the local area network LAN. A second

25  auto-configuration scrver ACS2 is shown which comprises configuration data for
another particular manageable clectronic device, for example the manageable clectronic
device 2 in the local arca nctwork LAN. o

Configuration data for the auto-configuration server ACS1 or ACS2 is delivered
from some provisioning systcms (P 1, P2, P3; P4, P5, P6), which may relate to

30  cquipment specific, service level specific and/or customer specific configuration data.

Both the first and second auto-configuration servers ACS1, ACS2 connect over the
widc arca nctwork WAN to the local area nctwork LAN (schematically shown by a
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6
respective dashed arrow-line) through the interfacing device 1, which may be a so-
called router.

In the method from the prior art, a manageablc clectronic device requires
configuration data from a dedicated auto-contiguration server, for example, as an

5 initialization of the level of service available to the manageable electronic device after
installation or as an update during operation. In that event the manageable electronic -
device necds to request configuration data from the specific auto-configuration server
dedicated to the level of scrvice or to the type of the manageable electronic device. As a
consequence a specific (IP) address or URL must be ‘kmown’ to the manageable

10 . electronic device before contacting the auto-configuration server. The request will be
handled in a well-known manner. The manageable electronic device sends a request to
the address of the auto-configuration setver. The auto-configuration scrver sends a
reply to the manageable ¢clectronic device, in which the reply contains the requested
data. In this case, the specific address or URL must be pre-configured for the device

15  before installation at the local area network, which may depend on one or more
parameters chosen from at least the level of service; the type of the device; the type of
access network and/or a costumer specific parameter. As a result, pre-configuration can
be complex.

Figure 2 schematically shows an architecture for remote device management in

20 accordancé with an embodiment.

In Figure 2 entities with the same rcference number as shown in the preceding
figure refer to corresponding entities.

Within the wide area network WAN, the architecture comprises a DSL access
multiplexer (DSLAM), a domain name server DNS, an auto-configuration server

25 managcer 25, databascs 26, 27, 28, a plurality of auto-configuration servers ACS|,
ACS2, ACS3.

The DSL aceess multiplexer (DSLAM) is communicatively coupled to the domain
name server DNS. The domain name server DNS is communicatively coupled to the
auto-configuration server manager 25.

30 The auto-configuration scrver manager 25 is arranged for controlling access to the
auto-configuration servers ACS1, ACS2, ACS3 as is indicated by the dotted lines. an

embodiment of the auto-configuration server manager 25 is described below with
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~
reference to Figure 6. The access control function (of the auto-configuration server
manager 25) will be described below in more detail.

The auto-configuration server manager 25 is communicativcly coupled to databases
26, 27, 28 for receiving information signals 26A, 27A, 28A. The databases may be

5  located in onc or morc database servers, which may be located remotely from one
angther, as is known to persons skilled in the Art. The databases 26, 27, 28 and
information signals 26A, 27A, 28A will be described below in more detail.

In an embodiment, the architecture further comprises 4 SADM (Service Activation
Device Manager) which provides an interface to service providers such as .lSi’, CPE

10 manutacturers for accessing the auto-configuration servers ACS1, ACS2, ACS3ina
uniform mannect.

The interfacing device 1, such as a router, connects the local area network LAN to
the wide area network WAN over a connection device 15. In many occasions, the
connection will be implemented using digital subscriber line (DSL) technology, but in

15 the present invention other alternative signal carriers capable of 1P based
coromunication such as optical fiber (e.g., fiber to the home, fiber to the curb), cable
TV network(s), powerline or radio loops (¢.g. UMTS) arc considercd applicable. In
case of DSL technology, the interfacing device 1 is coupled to the DSL access
multiplcxer (DSLAM), which establishes a connection between the interfacing device 1
20 (and the local network LAN) and a WAN network switch (not shown).

In the widc area nctwork WAN the domain name server DNS is arranged for
resolving domain name requests from the (manageable) electronic devices in the local
network LAN (or any ¢lectronic device in the wide arca network).

Figure 3a shows a flow diagram 100 in accordance with an ¢embodiment of a

25  method of the present invention.

A manageable electronic device in the local area network LAN requires
configuration data from a dedicated auto-configuration server, for example the
interfucing device 1 requires configuration data for auto-configuration server ACS1.

In the present invention an (IP) address or URL is provided in a memory of the

30 manageable electronic device 1 as default address for the auto-configuration server
ACS1, which default (IP) address or URL actuslly points to the auto-configuration

server manager 25.
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The requesting manageablc clectronic device | sends its request to the wide area
network WAN. In casc the request comprises the IP address of the auto-configuration
scrver manager, the DSLAM transmits the request to the network switch (not shown)
that will relay the request to the auto-configuration server manager (as known in the

5 art). In the alternative case that the request compriscs an URL, the DSLAM transmits
the request to the domain name server DNS which resolves the address of the request
into an TP address. Based on the IP address the request can be relayed by the network
switch, Alternatively, the in LANA ([nternet Assigned Numbers Authority) defined port
for device management applications may be used to intercept the request independent

10 of the IP address the request is issued on.

In a first action 101, the auto-configuration server manager receives the request
from the manageable electronic device |. Typically, the request comprises the IP
address of the manageable electronic device 1 and information on the typc or function
of the manageable electronic device 1. Optionally, the request may comprise '

15 information on the manufacturer or supplier of the manageable electronic device.

In a second action 102, the auto-configuration server manager 25 compatres the
received TP address of the manageable electronic device with a first database 26 (or IP
address database) that comprises IP address information on IP addresses that are valid
for allowing access to (the service of) the auto-cbnﬁguration setver manager 25. It can

20  either do this directly or via a set of additional translations using the identification of
the access line (or STM card in case of wireless access), for linking a communication
line to a customer. ' )

Next, in action 103, the auto-configuration server manager 25 checks (indicated by
information signal 26A) if the received IP address is a valid address in the first database

25 26. If the match is successful, the method continues in action 104, else the method
continues in action 108, that terminates the method.

In action 108, the auto-configuration server manager 25 may optionally transmit a
message to the requesting manageable electronic device that no server is available.
After action 108, the method ends in action 107.

30 In action 104, the auto-configuration server manager 25 resolves (by information
signal 27A) an identity of the service provider [SPID from the [P address by means of a
sccond database 27 which comprises information that associates the identity of the

service provider ISPID with the TP address of the manageable electronic device.
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In a next action 1085, the auto-configuration server manager 25 resolves (by
information signal 28A) an [P address ACSID of the dedicated auto-configuration
scrver from at least one of the identity of the service provider ISPID and the received
[P address of the manageable electronic device 1 by means of a third database 28 which

5  comprises information that associates the LP address of the dedicated auto-
configuration server with at least one of the identity of the service provider ISPID and
the TP address of the manageable electronic device. Advantageously, as a function of at
lcast one of the identity of the service provider ISPID and the IP address of the
manageable electronic device the auto-configuration server manager 25 is capable of

10 selecting an identity ACSID for the dedicated auto-configuration server in relation to 2
pre-determined level of service. Typically, the identity ACSID comprises an [P address
or an URL for the respective auto-configuration server ACS1; ACS2; ACS3.

Then in a further action 106, the auto-configuration server manager 25 transmits
the identity ACSID of the dedicated auto-configuration server to the manageable

15  electronic device | that made the request. For example, the transmission may use a
redirection mechanism which comprises instructions for the manageable electronic
device 1 o re-transmit the request to the dedicated auto-configuration server identificd
by ACSID. In an embodiment, the redirection mechanism is based on the HyperText
Transfer Protocol (HTTP) redirect function.

20 In action 107, the method ends,

In an alternative crmbodiment, shown in Figure 3b, an alternative action 106a (as
alternative to action 106) provides that the auto-configuration server manager 25
functions as an intermediate and relays the request from the requesting manageable
electronic device 1 to the dedicated auto-configuration server as identified by ACSID,

25  reecives the reply from the dedicated auto-configuration scrver and transmits that reply
to the manageable electronic device 1.

The information of the first, second and third databases 26, 27, 28 may be provided
by a service provider of the DSL network and/or DSLAM.

_Figure 4 schematically shows a signal flow in accordance with an embodiment.

30 In Figure 4 the manageable electronic device is represented by a line CPE, the
auto-configuration server manager 25 by a second line AM and the dedicated auto-
configuration server by a third line ACS1. Time t is represented in the downward

_ dircction.
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At atimc t0, thc managcable electronic device CPE; I sends a first message M1 to
the default IP address or URL provided in the memory of the manageable electronic
device 1 as address for a dedicated auto-configuration scrver, which default (IP)
address or URL points to the auto-configuration server manager 25, The first message

S comprises the request tor configuration data from the dedicated auto-configuration
server. Further the first message M1 comprises at least the IP address (or URL) of the
manageable eléctronic device as identification on the wide area network WAN, an
identification of the type or function of the manageable electronic device and optionally
additional identification, for example the identity of the supplicr/manufacturer of the

10 device.

The first message M1 is received by the auto-configuration server manager 25, The
auto-configuration server manager 25 carries out the actions 101 — 107 of the method
as described above with reference to Figure 3, and sends a second message M2 to the
manageable electronic device CPE; 1.

- 15 The second message M2 comprises the reply which may be negative (after action
108) or confirmative (after action 106). In case the second message M2 is confirmative,
the second message M2 comprises an LP address or URL for the dedicated auto-
configuration server identified by ACSID.

Next, the manageable electronic device CPE; 1 re-transmits a third message M3 to

20  the IP address or URL associated with the dedicated auto-configuration sﬁer ACS!}
identified by ACSID. The third message M3 comprises at least the request for
configuration data from the dedicated auto-configuration server identified by ACSID.

The dedicated auto-configuration server ACS| receives the third message M3 and
transmits in response a fourth message M4 to the manageable electronic device CPE; 1.

25  The fourth message M4 comprises the configuration data requested by the manageable
electronic device. The manageable electronic device receives the fourth message and
uses the configuration data within the féurth message for any configuration purposes as
described above,

Figure 5 shows a further signal flow in accordance with an altcmative crmbodiment.

30 In Figure 5 the manageable electronic device is represented by a line CPE, the
auto-configuration server manager 25 by a second line AM and the dedicated auto-
configuration server by a third line ACS1. Time t is rebresented in the downward

dircction.
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At a time t0, the manageablc electronic device CPE; | sends a first message M1 to
the default [P address or URL provided in the memory of the manageable electronic
device 1 as address for a dedicated auto-configuration server, which (IP) address or
URL points to the auto-configuration server manager 25. The first message comprises a

5 rcquest for configuration data from the dedicated auto-configuration server. Further the
first message M1 comprises at least the IP address (or URL) of the manageable
electronic device as identification on the wide arca nctwork, an identification of the
type ot function of the managcable electronic device and optionally additional
identification, for example the identity of the sﬁpplicr/manufacturer of the device.

10 The first message M1 is received by the auto-configuration server manager 25. Thé
auto-configuration server manager 25 carries out the actions 101 — 105 of the method
as described above to identify the dedicated auto-configuration server and subscquently
the alternative action 1062, in which the auto-configuration server manager 25
functions as an intermediate and relays a first relaycd message M5 to the dedicated

15  auto-configuration server as identificd by ACSID if the first message M1 contains a
valid request. The first relayed message M5 comprises at least the requcst from the
requesting manageable electronic device 1.

It is noted that if the first message M1 contains an invalid request, the auto-
configuration server manager 25 may wansmit a ncgative reply to the manageable

20  electronic device in a similar manner as described with reference to figure 3a and
cancels further exccution of the actions of the method.

Next, the dedicated auto-configuration server ACS1 identified by ACSID receives
the first relayed message MS5. In response, the dedicated auto-configuration server
ACS| transmits a reply M6 to the first relayed message to the auto-configuration server

25  manager 25.

The reply M6 to the first relayed message MS comprises the configuration data
requested by the managcable electronic device.

The auto-configuration server manager 25 receives the reply from the dedicated
auto-configuration server ACS1 and relays that reply M6 to the manageable electronic

30 device I as a sccond relayed message M7.

The second relayed message M7 comprises the configuration data requested by the

manageable electronic device. The manageable electronic device receives the second
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relayed message and uses the configuration data within the second relayed message for
any configuration purposes as described above.

It is noted that in a similar manncr as described herc for the interfacing device 1, a
manageable clectronic device 2; 3; 4 residing in the local network LAN can be

5  provided with configuration data. The person skilled in the art will appreciate that any

manageablé electronic device residing the local network LAN can have access to any
clectronic device in the wide area network WAN through interfacing device i, for
cxample through the concept of network address translation (NAT). -

Figure 6 shows an auto-configuration server manager in an embodiment of the

10 invention.

The auto-configuration server manager 25 may be implemented as a computer
system 8. The computer system 8 comprises host processor 121 with peripherals. The
host processor 121 is connected to memory units 118, 119, 122, 123, 124 which are
arranged for storing instructions and-data, one or more rcading units 130 (to read, e.g.,

15 floppy disks 117, CD ROM's 120, DVD’s, portable memory card devices, etc.), a
keyboard 126 and 2 mouse 127 as input devices, and as output devices, 8 monitor 128
and a printer 129. Other input devices as well as other output devices may be provided.

Further, a network /O device 132 is provided for a connection to the network WAN.
Other components of the computer system may be arranged on the network WAN.

20 The memory units shown comprisc RAM 122, (E)EPROM 123, ROM 124, tape unit
119, and hard disk 1 18. However, it should be understood that therc may be provided
more and/or other memory units known to persons skilled in the art. Moreovcer, one or
more of them may be physically located remote from the processor 121, if required.

The host processor 121 is shown as one box, however, it may comprise several

25  processing units functioning in parallel or controlled by one main processor, that may
be located remotely from one anotber, possibly distributed over the wide arca network
WAN; as is known to persons skilled in the art.

The host processor 121 comprises functionhlity either in hardwatc or software
components to carry out respective functions for the implementation of the method of

30  the present invention.

Skilled persons will appreciate that the functionality of the present invention may
be accomplished by a combination of hardware and software components. Hardware

components, either analoguc or digital, may be present within the host processor 121 or
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may be present as scparate circuits which are interfaced with the host processor 121.
Further it will be appreciated by persons skilled in the art that software components that
are executable by the host processor may be present in a memory region of the host
processor 121, _

5 The computer systera 8 shown in Figure 6 is arranged for performing computations
in accordance with the method of the present Invention. The present invention relates
also to a computer program on a computer readable medium, which computer program
implements the method of the present invention. The compater system 8 is capable of
executing the computer program (or corresponding program code or instructions) to

10  carry out the method of the present invention aftcr loading the computcr program from
the computer readable medium into the computer system, '
it is noted that the present invention is not limited to providing configuration data
to a manageable electronic device for a certain level of service, but the present
invention may also be used for support provided by manufacturers of clectronic
15  equipment over the wide area network. For example, the present invention may be used
as a service for networkable consumer electronics to provide softwarc upgrades or
diagnostics through a defauit configuration address (that may be valid in any location
of the global Internet). In this case the request in the first message M1 additionally
comprises an identification of the supplicr and/or an identification of the type of
20  product. In this embodiment, the auto-configuration server manager 25 is capable to
determine the auto-configuration scrver associated with the manageable electronic
device based on at least one of the identification of the supplier and the identification of
the type of product. _
It will be apparcent to the person skilled in the art that other alternative and
25  equivalent embodiments of the invention can be conceived and reduced to practice
without departing from the spirit of the invention, the scope of the invention being

limited only by the appended claims.

Abbreviations
CPE: Customer premises equipment
30 DSLAM: DSL Access Multiplexcr
ACS: Auto-configuration Scrver
IP: Internet Protocol

DNS: Domain name server
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. 14
ISP: Internet Service Provider
DSL: Digital Subscriber Line
URL: Uniform Resource Locator
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Claims

1.  Systcm for remote device managelhent comprising in a network (WAN) an auto-
configuration server managing device (25), at least one database (26, 27, 28), and
a plurality of auto-configuration servers; the auto-configuration server managing
5 device and the at lcast one database being coubled in a communicative
connection; the at least one database being arranged for holding information for
idcntiﬁcaﬁon of electronic devices;
the auto-configuration server managing device being arranged for communication
with a manageable electronic device (CPE; 1; 2; 3; 4) over the network, the
10 manageable clectronic device capable of sending a request (M1) for configuration
data,
the auto-configuration server manager further being arranged for:
- receiving the request (M1) from the manageable electronic device for
configuration data,

" 15 - determining an identification of the manageable electronic device by comparing
the request with the information for identification of electronic devices of the at
least one database,

- determining an identification of an auto-configuration server (ACSID) from the
plurality of auto-configuration servers in accordance with the identification of the

20 manageable electronic device.

2. System according to.claim 1, wherein the auto-configuration server managing
device 1s arranged for relaying the i-cquest (M5) to the identified auto-
configuration server, receiving a reply (M6) from the identified auto-

25 configuration server and relaying the reply (M7) to the manageable electronic

device .

3.  System according to claim 1, wherein the auto-configuration server managing
devicc is arranged for transmitting a redirection instruction (M2) to the
30 managcable clectronic device, the redirection instruction enabling the
manageable electronic device to address the tdentified auto-contiguration server

in a re-transmission (M3) of the reﬁuest.

920°d . 910£0¥€0  YYVN saiaisans 8 odld  NvaA  8£:G7 B800Z-40-1¢
Page 130 of 302



GE 40 9Z abed '0€:15:91 800T ‘L INf U0 Od3 Ui 18 PaAIIaY

4,  System according to claim 1, wherein the auto-configuration scrver managing
device is arranged for identifying the type of the manageable electronic device by
comparing a network address of the manageable electronic device in the request

with a predetermined plurality of network addresses in the at least one database.

5. System according to claim 4, wherein determining the identification of the
manageable clectronic device further comprises to determine an identification of
a service provider based on the network address from a predetermined plurality of
service provider identifications associated with the predetermined plurality of

10 network addresses in the at least one database.

6.  System according to ¢laim 4 or 5, wherein determining the auto-configuration
server from the plurality of auto-configuration servers in accordance with the
identification of the manageable ¢lectronic device further comprises determining

15 a network address of the identified auto-configuration server from a
predetermined plurality of auto-configuration server nctwork addresses in the at

least one database.

7. System according to claim 1, wherein the manageable electronic device is an
20 interfacing device (CPE; 1) for coupling a local area network (LAN) into

communicative communication with the network (WAN).

8.  System according to claim 1, wherein the manageable electronic device is
localized at a local area network (LAN), the local nctwork being coupled to the
25 | network (WAN) over a signal carrier selected from a group comprising digital
subscriber line (DSL), Fiber-to-the-curb, Fiber-to-the-home, cable TV network,

Powerline, wireless transmission.

9.  Computer (8) for remote device management, the computer comprising a
30 procgssing unit (21) and memory (18, 19, 22, 23, 24), the memory being
connectled to the processing unit (21),
the computer being arranged in a network (WAN), the network comprising at
least one database (26, 27, 28), and a plurality of auto-configuration scrvers; the
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computer and the at least one database being coupled in a communicative
connection; the at lcast one database being arranged for holding information for
identification of electronic devices;
wherein the computer is arranged for communication with 2 manageable
5 clectronic device (CPE; 1; 2; 3; 4) over the network and for,
‘ - receiving a request (M1) from the manageable clectronic device for
configuration data,
- determining an identification of the managcable electronic device by comparing
the request with the information for identification of electronic devices of the at

10 least one database,
- determining an identification of an auto-configuration server (ACSID) from the
plurality of auto-configuration servers in accordance with the identification of the

manageable electronic device.

15 10. Computer program on a computecr-readable medium to be loaded by a computer,
the computer comprising a processing unit (21) and memory (18, 19, 22, 23, 24),
the processing unit (21) being connected to the memory (18, 19, 22, 23, 24); the
computer being arranged in a network (WAN), the network compriziing at least
one database (26, 27, 28), and a plurality of auto-configuration servers; the

20 computer and the at least one databasc being coupled in a commuﬁicative
connection; the at least one database being arranged for holding information for
identification of electronic devices; wherein the computer is arranged for
communication with a manageable electronic device (CPE; 1; 2; 3; 4) over the
network, the manageable electronic device capable of sending a request for

25 configuration data, and wherein the computer program product after being loaded
allows the processing unit (21) to carry out:

- receiving the request (M1) from the manageablc clectronic device for
configuration data,
- determining an identification of the managcable clectronic device by comparing

30 the request with the information for identification of electronic devices of the at
least one database,

- determining an identification of an auto-configuration server (ACSID) from the

plurality of auto-configuration servers in accordance with the identification of the
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manageable electronic device.

Computer readable medium being arranged with instructions to be ioaded by a

computer, the instructions comprising a computer program according to claim 10.

Method for remote device management of a manageable electronic device ina
network (WAN), the network comprising an auto-configuration server managing
device (25), at least one database (26, 27, 28), and a plurality of auto-
configuration servers; the auto-configuration server managing device and the at
least one database being coupled in a communicative connection; the at least one .
database being arranged for holding information for identification of electronic
devices; the auto-configuration server managing device being arranged for
comymunication with the manageable electronic device (CPE; 1; 2; 3; 4) over the
network, thc manageable electronic device capable of sending a request for
configuration data,

. wherein the method comprises:

- receiving the request (M1);

- determining an identification of the manageable electronic device using a
comparison of the request with the information for identification of electronic
devices of the at least one database, -

- determining an identification of an auto-configuration server (ACSID) from the
plurality of auto-configuration servers in accordance with the identification of the

manageable electronic device.
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Abstract

A system for remote device management includes in a network an auto-
configuration server managing device, at least onc database, and a plurality of auto-
configuration servers. The auto-configuration server managing device and the database
are coupled in a communicative connection. The database holds information for
identification of electronic devices. The auto-configuration server managing device is
arranged for communication with a managcable electronic device over the network.
The auto-configuration server mavnager is further being arranged f{or:
- receiving a request from the manageable clectronic device for configuration data,
- determining an identification of the manageablc clectronic device by comparing the
request with the information for identification of electronic devices of the databasc, -
- dctermining an identification of an auto-configuration scrver from the plurality of
auto-configuration servers in accordance with the identification of the manageable

electronic device.

(Fig. 2)
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Figure 3a
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Figure 4
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Fig 6
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Method and system for remote device management

Field of the invention

The present invention relates to a method for remote device management. Also, the

present invention relates to a system for remote device management.

Background of the invention

Digital communication is well established by virtue of the Internet protocol (IP)
that allows an electronic device to communicate to other electronic devices over a
potentially world-wide network.

In such a network, the electronic device (often referred to as Customer Premises
equipment, CPE) is typically coupled to the wide area network (WAN) (e.g., over
digital subscriber linc DSL), cither dircctly or via a local arca nctwork (LAN).

CPE may be any type of electronic device capable of digital communication. For
example, it may be a personal computer, a gateway or router, an clectronic appliance
such as a set-top box, a television set, an IP based telephone, etc.

Many CPE devices allow remote management over the wide area network, which
relates to auto-configuration and dynamic service provisioning, software management,
status and performance monitoring and diagnostics. The DSL Home-Technical
Working Group describes in DSL Forum, TR-069 amendment I, the CPE WAN
management protocol (November 2006), an end-to-end architecture for remote device
management. (Recently, DSL-Forum has been renamed to BroadBand-Forum). In this
architecture, a CPE device in a local network connects to an auto-configuration server
(ACS) that is capable of providing service level settings for services available to the
CPE.

Typically, the ACS is dedicated either to a certain level of services (e.g. premium,
best effort), a type of device (e.g. Home Gateway, Voice over IP telephone, Set
TopBox) or a specific customer group (e.g. business or residential). For that reason, it
is adversely required that each CPE must be preconfigured before installation at the
location of the customer to specifically address the proper ACS in dependence of the
combination of options abovc availablc to the customer. To addrcss the proper ACS, it
will be required to pre-program the CPE with cither a specific IP address or a specific
URL (uniform resource locator) for the dedicated ACS. Alternatively to pre-

configuration of the CPE, configuration of the CPE may be done during installation
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cither by scrvice personncl or by the customer, but this may be time-consuming and/or

may be sensitive to errors and mistakes.

Summary of the invention

It is an object of the present invention to provide a method that overcomes or
reduces the problems of the prior art.

According to an aspect of the invention, there is provided a system for remote
device management comprising in a network an auto-configuration server managing
device, at least one database, and a plurality of auto-configuration servers; the auto-
configuration server managing device and the at least one database being coupled in a
communicative connection; the at least one database being arranged for holding
information for identification of electronic devices;
the auto-configuration server managing device being arranged for communication with
a manageable clectronic device over the network, the manageable electronic device
capable of sending a request for configuration data,
the auto-configuration server manager further being arranged for:

- receiving the request from the manageable electronic device for configuration data,
- determining an identification of the manageable electronic device by comparing the
request with the information for identification of electronic devices of the at least one
database,

- determining an auto-configuration server from the plurality of auto-configuration

scrvers in accordance with the identification of the managcable clectronic device.

Advantageously, the method allows to configure any type of manageable electronic
device at any given location and within any level of service or group specification
without pre-configuring a dedicated address for configuration. The method will
determine which specific auto-configuration server (ACS) is available for a given
manageable electronic device, which allows to reduce the complexity of pre-installation
and installation of devices. Also, the method allows a simpler manner to set up
dedicated auto-configuration servers, since the addresses of the auto-configuration
scrvers only need to be maintained in a central databasc.

Also, the method allows a separation of access networks and the services provider

via the possibility of rerouting as defined in the invention.
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According to an aspcct of the invention, there is provided a method for remote
device management of a manageable electronic device in a network, the network
comprising an auto-configuration server managing device, at least one database, and a
plurality of auto-configuration servers; the auto-configuration server managing device
and the at least one database being coupled in a communicative connection; the at least
one database being arranged for holding information for identification of electronic
devices; the auto-configuration server managing device being arranged for
communication with the manageable electronic device over the network, the
manageable electronic device capable of sending a request for configuration data,
wherein the method compriscs:

- receiving the request;

- determining an identification of the manageable electronic device using a comparison
of the request with the information for identification of electronic devices of the at least
one database,

- determining an identification of an auto-configuration server from the plurality of
auto-configuration servers in accordance with the identification of the manageable
clectronic device.

Furthermore, the present invention relates to a computer system for remote device
management, the computer comprising a processing unit and memory, the memory
being connected to the processing unit, the computer being arranged in a network, the
network comprising at least one database, and a plurality of auto-configuration servers;
the computer and the at least one database being coupled in a communicative
connection; the at least one database being arranged for holding information for
identification of electronic devices; wherein the computer is arranged for
communication with a manageable electronic device over the network and for
- receiving a request from the manageable electronic device for configuration data,

- determining an identification of the manageable electronic device by comparing the
request with the information for identification of electronic devices of the at least one
database,

- determining an identification of an auto-configuration server from the plurality of
auto-configuration servers in accordance with the identification of the manageable

electronic device.
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Additionally, the present invention relates to a computer program on a computcer-
readable medium to be loaded by a computer, the computer comprising a processing
unit and memory, the processing unit being connected to the memory; the computer
being arranged in a network, the network comprising at least one database, and a
plurality of auto-configuration servers; the computer and the at least one database being
coupled in a communicative connection; the at least one database being arranged for
holding information for identification of electronic devices; wherein the computer is
arranged for communication with a manageable electronic device over the network, the
manageable electronic device capable of sending a request for configuration data, and
wherein the computer program product after being loaded allows the processing unit to
carry out:
- receiving the request from the manageable electronic device for configuration data,
- determining an identification of the manageable electronic device by comparing the
request with the information for identification of electronic devices of the at least one
database,
- determining an identification of an auto-configuration server from the plurality of
auto-configuration servers in accordance with the identification of the manageable

electronic device.

Brief description of drawings

Embodiments will now be described, by way of example only, with reference to
thc accompanying schematic drawings in which corresponding reference symbols
indicate corresponding parts, and in which:

Figure 1 schematically shows an end-to-end architecture for remote device
management from the prior art;

Figure 2 schematically shows an architecture for remote device management in
accordance with an embodiment;

Figure 3a, 3b show a flow diagram in accordance with a respective embodiment of a
method of the present invention;

Figure 4 schematically shows a signal flow in accordance with an embodiment;
Figurc 5 shows a furthcr signal flow in accordance with an cmbodiment, and

Figure 6 shows an auto-configuration server manager in an embodiment of the

invention.



Page 147 of 302

10

15

20

25

30

Detailed description of embodiments

Figure 1 schematically shows an end-to-end architecture for remote device
management from the prior art.

The end-to-end architecture relates to a network arrangement for remote device
management. A local area network LAN is coupled to a wide area network WAN
through an interfacing device 1 which is typically a manageable electronic device. The
local network LAN may comprises one or more electronic devices 2, 3, 4 which are in
a communicative connection with the interfacing device 1. One or more of the
electronic devices 2, 3, 4 may also be a manageable electronic device.

The local area network LAN may be a home network or an office network, i.e., a
network located at a specific geographic location. Also, the local area network LAN
may bc a logical nctwork which is distributcd over a number of gcographic locations.

The wide area network WAN provides connectivity to a plurality of interfacing
devices in a wide area. For example, the wide area network is the global network
arrangement known as the Internet.

In the local area network LAN and the wide area network WAN, electronic devices
are arranged to have an address for identification on the respective network (i.e.,
communication is address based). A well known address scheme is the Internet
Protocol address system that provides a so-called IP address to each electronic device
coupled to the network. The methods for an electronic device to obtain an IP address
for identification arc known in the art.

Coupled to the wide area network are at least a first auto-configuration server
ACSI1, which comprises configuration data for a particular manageable electronic
device, for example, the interfacing device 1 in the local area network LAN. A second
auto-configuration server ACS?2 is shown which comprises configuration data for
another particular manageable electronic device, for example the manageable electronic
device 2 in the local area network LAN.

Configuration data for the auto-configuration server ACS1 or ACS2 is delivered
from some provisioning systems (P1, P2, P3; P4, P5, P6), which may relate to
cquipment spccific, scrvice level specific and/or customer specific configuration data.

Both the first and second auto-configuration servers ACS1, ACS2 connect over the

wide area network WAN to the local areca network LAN (schematically shown by a
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respective dashed arrow-line) through the interfacing device 1, which may be a so-
called router.

In the method from the prior art, a manageable electronic device requires
configuration data from a dedicated auto-configuration server, for example, as an
initialization of the level of service available to the manageable electronic device after
installation or as an update during operation. In that event the manageable electronic
device needs to request configuration data from the specific auto-configuration server
dedicated to the level of service or to the type of the manageable electronic device. As a
consequence a specific (IP) address or URL must be ‘known’ to the manageable
clectronic device before contacting the auto-configuration scrver. The request will be
handled in a well-known manner. The manageable electronic device sends a request to
the address of the auto-configuration server. The auto-configuration server sends a
reply to the manageable electronic device, in which the reply contains the requested
data. In this case, the specific address or URL must be pre-configured for the device
before installation at the local area network, which may depend on one or more
parameters chosen from at least the level of service; the type of the device; the type of
access network and/or a costumer specific parameter. As a result, pre-configuration can
be complex.

Figure 2 schematically shows an architecture for remote device management in
accordance with an embodiment.

In Figure 2 entities with the same reference number as shown in the preceding
figure refer to corresponding entities.

Within the wide area network WAN, the architecture comprises a DSL access
multiplexer (DSLAM), a domain name server DNS, an auto-configuration server
manager 25, databases 26, 27, 28, a plurality of auto-configuration servers ACS1,
ACS2, ACS3.

The DSL access multiplexer (DSLAM) is communicatively coupled to the domain
name server DNS. The domain name server DNS is communicatively coupled to the
auto-configuration server manager 25.

The auto-configuration server manager 25 is arranged for controlling access to the
auto-configuration servers ACS1, ACS2, ACS3 as is indicated by the dotted lines. an

embodiment of the auto-configuration server manager 25 is described below with



10

15

20

25

30

Page 149 of 302

7
rcference to Figure 6. The acecss control function (of the auto-configuration scrver
manager 25) will be described below in more detail.

The auto-configuration server manager 25 is communicatively coupled to databases
26, 27, 28 for receiving information signals 26A, 27A, 28A. The databases may be
located in one or more database servers, which may be located remotely from one
another, as is known to persons skilled in the Art. The databases 26, 27, 28 and
information signals 26A, 27A, 28A will be described below in more detail.

In an embodiment, the architecture further comprises a SADM (Service Activation
Device Manager) which provides an interface to service providers such as ISP, CPE
manufacturcrs for accessing the auto-configuration scrvers ACS1, ACS2, ACS3 in a
uniform manner.

The interfacing device 1, such as a router, connects the local area network LAN to
the wide area network WAN over a connection device 15. In many occasions, the
connection will be implemented using digital subscriber line (DSL) technology, but in
the present invention other alternative signal carriers capable of IP based
communication such as optical fiber (e.g., fiber to the home, fiber to the curb), cable
TV network(s), powerline or radio loops (e.g. UMTS) are considered applicable. In
case of DSL technology, the interfacing device 1 is coupled to the DSL access
multiplexer (DSLAM), which establishes a connection between the interfacing device 1
(and the local network LAN) and a WAN network switch (not shown).

In the wide area network WAN the domain name server DNS is arranged for
resolving domain name requests from the (manageable) electronic devices in the local
network LAN (or any electronic device in the wide area network).

Figure 3a shows a flow diagram 100 in accordance with an embodiment of a
method of the present invention.

A manageable electronic device in the local area network LAN requires
configuration data from a dedicated auto-configuration server, for example the
interfacing device 1 requires configuration data for auto-configuration server ACS1.

In the present invention an (IP) address or URL is provided in a memory of the
manageable electronic device 1 as default address for the auto-configuration server
ACSI, which default (IP) address or URL actually points to the auto-configuration

server manager 25.
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The requesting managcable clectronic device 1 sends its request to the wide arca
network WAN. In case the request comprises the IP address of the auto-configuration
server manager, the DSLAM transmits the request to the network switch (not shown)
that will relay the request to the auto-configuration server manager (as known in the
art). In the alternative case that the request comprises an URL, the DSLAM transmits
the request to the domain name server DNS which resolves the address of the request
into an IP address. Based on the IP address the request can be relayed by the network
switch. Alternatively, the in IANA (Internet Assigned Numbers Authority) defined port
for device management applications may be used to intercept the request independent
of the TP addrcss the request is issucd on.

In a first action 101, the auto-configuration server manager receives the request
from the manageable electronic device 1. Typically, the request comprises the IP
address of the manageable electronic device 1 and information on the type or function
of the manageable electronic device 1. Optionally, the request may comprise
information on the manufacturer or supplier of the manageable electronic device.

In a second action 102, the auto-configuration server manager 25 compares the
received IP address of the manageable electronic device with a first database 26 (or IP
address database) that comprises IP address information on IP addresses that are valid
for allowing access to (the service of) the auto-configuration server manager 25. It can
either do this directly or via a set of additional translations using the identification of
the access line (or SIM card in case of wireless access), for linking a communication
line to a customer.

Next, in action 103, the auto-configuration server manager 25 checks (indicated by
information signal 26A) if the received IP address is a valid address in the first database
26. If the match is successful, the method continues in action 104, else the method
continues in action 108, that terminates the method.

In action 108, the auto-configuration server manager 25 may optionally transmit a
message to the requesting manageable electronic device that no server is available.
After action 108, the method ends in action 107.

In action 104, the auto-configuration server manager 25 resolves (by information
signal 27A) an identity of the service provider ISPID from the IP address by means of a
second database 27 which comprises information that associates the identity of the

service provider ISPID with the IP address of the manageable electronic device.
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In a ncxt action 105, the auto-configuration scrver manager 25 rcsolves (by
information signal 28 A) an IP address ACSID of the dedicated auto-configuration
server from at least one of the identity of the service provider ISPID and the received
IP address of the manageable electronic device 1 by means of a third database 28 which
comprises information that associates the IP address of the dedicated auto-
configuration server with at least one of the identity of the service provider ISPID and
the IP address of the manageable electronic device. Advantageously, as a function of at
least one of the identity of the service provider ISPID and the IP address of the
manageable electronic device the auto-configuration server manager 25 is capable of
sclecting an identity ACSID for the dedicated auto-configuration scrver in relation to a
pre-determined level of service. Typically, the identity ACSID comprises an IP address
or an URL for the respective auto-configuration server ACS1; ACS2; ACS3.

Then in a further action 106, the auto-configuration server manager 25 transmits
the identity ACSID of the dedicated auto-configuration server to the manageable
electronic device 1 that made the request. For example, the transmission may use a
redirection mechanism which comprises instructions for the manageable electronic
device 1 to re-transmit the request to the dedicated auto-configuration server identified
by ACSID. In an embodiment, the redirection mechanism is based on the HyperText
Transfer Protocol (HTTP) redirect function.

In action 107, the method ends.

In an alternative embodiment, shown in Figure 3b, an alternative action 106a (as
alternative to action 106) provides that the auto-configuration server manager 25
functions as an intermediate and relays the request from the requesting manageable
electronic device 1 to the dedicated auto-configuration server as identified by ACSID,
receives the reply from the dedicated auto-configuration server and transmits that reply
to the manageable electronic device 1.

The information of the first, second and third databases 26, 27, 28 may be provided
by a service provider of the DSL network and/or DSLAM.

Figure 4 schematically shows a signal flow in accordance with an embodiment.

In Figure 4 the manageable electronic device is represented by a line CPE, the
auto-configuration server manager 25 by a second line AM and the dedicated auto-
configuration server by a third line ACS1. Time t is represented in the downward

direction.
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At a timc t0, thc managcablc clcctronic deviee CPE; 1 sends a first message M1 to
the default IP address or URL provided in the memory of the manageable electronic
device 1 as address for a dedicated auto-configuration server, which default (IP)
address or URL points to the auto-configuration server manager 25. The first message
comprises the request for configuration data from the dedicated auto-configuration
server. Further the first message M1 comprises at least the IP address (or URL) of the
manageable electronic device as identification on the wide area network WAN, an
identification of the type or function of the manageable electronic device and optionally
additional identification, for example the identity of the supplier/manufacturer of the
device.

The first message M1 is received by the auto-configuration server manager 25. The
auto-configuration server manager 25 carries out the actions 101 — 107 of the method
as described above with reference to Figure 3, and sends a second message M2 to the
manageable electronic device CPE; 1.

The second message M2 comprises the reply which may be negative (after action
108) or confirmative (after action 106). In case the second message M2 is confirmative,
the second message M2 comprises an I[P address or URL for the dedicated auto-
configuration server identified by ACSID.

Next, the manageable electronic device CPE; 1 re-transmits a third message M3 to
the IP address or URL associated with the dedicated auto-configuration server ACS1
identified by ACSID. The third message M3 comprises at least the request for
configuration data from the dedicated auto-configuration server identified by ACSID.

The dedicated auto-configuration server ACS1 receives the third message M3 and
transmits in response a fourth message M4 to the manageable electronic device CPE; 1.
The fourth message M4 comprises the configuration data requested by the manageable
electronic device. The manageable electronic device receives the fourth message and
uses the configuration data within the fourth message for any configuration purposes as
described above.

Figure 5 shows a further signal flow in accordance with an alternative embodiment.

In Figure 5 the manageable electronic device is represented by a line CPE, the
auto-configuration server manager 25 by a second line AM and the dedicated auto-
configuration server by a third line ACS1. Time t is represented in the downward

direction.
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At a timc t0, thc managcablc clcctronic device CPE; 1 sends a first message M1 to
the default IP address or URL provided in the memory of the manageable electronic
device 1 as address for a dedicated auto-configuration server, which (IP) address or
URL points to the auto-configuration server manager 25. The first message comprises a
request for configuration data from the dedicated auto-configuration server. Further the
first message M1 comprises at least the IP address (or URL) of the manageable
electronic device as identification on the wide area network, an identification of the
type or function of the manageable electronic device and optionally additional
identification, for example the identity of the supplier/manufacturer of the device.

The first message M1 is reccived by the auto-configuration scrver manager 25. The
auto-configuration server manager 25 carries out the actions 101 — 105 of the method
as described above to identify the dedicated auto-configuration server and subsequently
the alternative action 106a, in which the auto-configuration server manager 25
functions as an intermediate and relays a first relayed message M5 to the dedicated
auto-configuration server as identified by ACSID if the first message M1 contains a
valid request. The first relayed message MS comprises at least the request from the
requesting manageable electronic device 1.

It is noted that if the first message M1 contains an invalid request, the auto-
configuration server manager 25 may transmit a negative reply to the manageable
electronic device in a similar manner as described with reference to figure 3a and
cancels further execution of the actions of the method.

Next, the dedicated auto-configuration server ACSI1 identified by ACSID receives
the first relayed message MS. In response, the dedicated auto-configuration server
ACSI1 transmits a reply M6 to the first relayed message to the auto-configuration server
manager 25.

The reply M6 to the first relayed message MS comprises the configuration data
requested by the manageable electronic device.

The auto-configuration server manager 25 receives the reply from the dedicated
auto-configuration server ACS1 and relays that reply M6 to the manageable electronic
device 1 as a second relayed message M7.

The second relayed message M7 comprises the configuration data requested by the

manageable electronic device. The manageable electronic device receives the second
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rclaycd message and uscs the configuration data within the sccond rclaycd message for
any configuration purposes as described above.

It is noted that in a similar manner as described here for the interfacing device 1, a
manageable electronic device 2; 3; 4 residing in the local network LAN can be
provided with configuration data. The person skilled in the art will appreciate that any
manageable electronic device residing the local network LAN can have access to any
electronic device in the wide area network WAN through interfacing device 1, for
example through the concept of network address translation (NAT).

Figure 6 shows an auto-configuration server manager in an embodiment of the
invention.

The auto-configuration server manager 25 may be implemented as a computer
system 8. The computer system 8 comprises host processor 121 with peripherals. The
host processor 121 is connected to memory units 118, 119, 122, 123, 124 which are
arranged for storing instructions and data, one or more reading units 130 (to read, e.g.,
floppy disks 117, CD ROM's 120, DVD's, portable memory card devices, etc.), a
keyboard 126 and a mouse 127 as input devices, and as output devices, a monitor 128
and a printer 129. Other input devices as well as other output devices may be provided.

Further, a network 1/0 device 132 is provided for a connection to the network WAN.
Other components of the computer system may be arranged on the network WAN.

The memory units shown comprise RAM 122, (E)EPROM 123, ROM 124, tape unit
119, and hard disk 118. However, it should be understood that there may be provided
more and/or other memory units known to persons skilled in the art. Moreover, one or
more of them may be physically located remote from the processor 121, if required.

The host processor 121 is shown as one box, however, it may comprise several
processing units functioning in parallel or controlled by one main processor, that may
be located remotely from one another, possibly distributed over the wide area network
WAN, as is known to persons skilled in the art.

The host processor 121 comprises functionality either in hardware or software
components to carry out respective functions for the implementation of the method of
the present invention.

Skilled persons will appreciate that the functionality of the present invention may
be accomplished by a combination of hardware and software components. Hardware

components, either analogue or digital, may be present within the host processor 121 or
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may bc present as scparate circuits which arc interfaced with the host processor 121.
Further it will be appreciated by persons skilled in the art that software components that
are executable by the host processor may be present in a memory region of the host
processor 121.

The computer system 8 shown in Figure 6 is arranged for performing computations
in accordance with the method of the present invention. The present invention relates
also to a computer program on a computer readable medium, which computer program
implements the method of the present invention. The computer system 8 is capable of
executing the computer program (or corresponding program code or instructions) to
carry out thc mcthod of the present invention after loading the computer program from
the computer readable medium into the computer system.

It is noted that the present invention is not limited to providing configuration data
to a manageable electronic device for a certain level of service, but the present
invention may also be used for support provided by manufacturers of electronic
equipment over the wide area network. For example, the present invention may be used
as a service for networkable consumer electronics to provide software upgrades or
diagnostics through a default configuration address (that may be valid in any location
of the global Internet). In this case the request in the first message M1 additionally
comprises an identification of the supplier and/or an identification of the type of
product. In this embodiment, the auto-configuration server manager 25 is capable to
determine the auto-configuration server associated with the manageable electronic
device based on at least one of the identification of the supplier and the identification of
the type of product.

It will be apparent to the person skilled in the art that other alternative and
equivalent embodiments of the invention can be conceived and reduced to practice
without departing from the spirit of the invention, the scope of the invention being

limited only by the appended claims.

Abbreviations

CPE: Customer premises equipment
DSLAM: DSL Acccss Multiplexer
ACS: Auto-configuration Server
IP: Internet Protocol

DNS: Domain name server
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Claims

1.

System for remote device management comprising in a network (WAN) an auto-
configuration server managing device (25), at least one database (26, 27, 28), and
a plurality of auto-configuration servers; the auto-configuration server managing
device and the at least one database being coupled in a communicative
connection; the at least one database being arranged for holding information for
identification of electronic devices;

the auto-configuration server managing device being arranged for communication
with a manageable electronic device (CPE; 1; 2; 3; 4) over the network, the
manageable electronic device capable of sending a request (M1) for configuration
data,

the auto-configuration server manager further being arranged for:

- receiving the request (M 1) from the manageable electronic device for
configuration data,

- determining an identification of the manageable electronic device by comparing
the request with the information for identification of electronic devices of the at
least one database,

- determining an identification of an auto-configuration server (ACSID) from the
plurality of auto-configuration servers in accordance with the identification of the

manageable electronic device.

Systecm according to claim 1, wherein the auto-configuration scrver managing
device is arranged for relaying the request (M5) to the identified auto-
configuration server, receiving a reply (M6) from the identified auto-
configuration server and relaying the reply (M7) to the manageable electronic

device .

System according to claim 1, wherein the auto-configuration server managing
device is arranged for transmitting a redirection instruction (M2) to the
manageable electronic device, the redirection instruction enabling the
managcablc clectronic device to address the identificd auto-configuration scrver

in a re-transmission (M3) of the request.
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Systecm according to claim 1, wherein the auto-configuration scrver managing
device is arranged for identifying the type of the manageable clectronic device by
comparing a network address of the manageable electronic device in the request

with a predetermined plurality of network addresses in the at least one database.

System according to claim 4, wherein determining the identification of the
manageable electronic device further comprises to determine an identification of
a service provider based on the network address from a predetermined plurality of
service provider identifications associated with the predetermined plurality of

nctwork addresscs in the at Icast onc databasc.

System according to claim 4 or 5, wherein determining the auto-configuration
server from the plurality of auto-configuration servers in accordance with the
identification of the manageable electronic device further comprises determining
a network address of the identified auto-configuration server from a
predetermined plurality of auto-configuration server network addresses in the at

least one database.

System according to claim 1, wherein the manageable electronic device is an
interfacing device (CPE; 1) for coupling a local arca network (LAN) into

communicative communication with the network (WAN).

System according to claim 1, wherein the manageable electronic device is
localized at a local arca network (LAN), the local network being coupled to the
network (WAN) over a signal carrier selected from a group comprising digital
subscriber line (DSL), Fiber-to-the-curb, Fiber-to-the-home, cable TV network,

Powerline, wireless transmission.

Computer (8) for remote device management, the computer comprising a
processing unit (21) and memory (18, 19, 22, 23, 24), the memory being
connected to the processing unit (21),

the computer being arranged in a network (WAN), the network comprising at

least one database (26, 27, 28), and a plurality of auto-configuration servers; the
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10.

computcr and the at lcast onc databasc being coupled in a communicative
connection; the at least one database being arranged for holding information for
identification of electronic devices;

wherein the computer is arranged for communication with a manageable
electronic device (CPE; 1; 2; 3; 4) over the network and for ,

- receiving a request (M 1) from the manageable electronic device for
configuration data,

- determining an identification of the manageable electronic device by comparing
the request with the information for identification of electronic devices of the at
lcast onc databasc,

- determining an identification of an auto-configuration server (ACSID) from the
plurality of auto-configuration servers in accordance with the identification of the

manageable electronic device.

Computer program on a computer-readable medium to be loaded by a computer,
the computer comprising a processing unit (21) and memory (18, 19, 22, 23, 24),
the processing unit (21) being connected to the memory (18, 19, 22, 23, 24); the
computer being arranged in a network (WAN), the network comprising at least
one database (26, 27, 28), and a plurality of auto-configuration servers; the
computer and the at least one database being coupled in a communicative
connection; the at least one database being arranged for holding information for
identification of electronic devices; wherein the computer is arranged for
communication with a manageable electronic device (CPE; 1; 2; 3; 4) over the
network, the manageable clectronic device capable of sending a request for
configuration data, and wherein the computer program product after being loaded
allows the processing unit (21) to carry out:

- receiving the request (M 1) from the manageable electronic device for
configuration data,

- determining an identification of the manageable electronic device by comparing
the request with the information for identification of electronic devices of the at
least one database,

- determining an identification of an auto-configuration server (ACSID) from the

plurality of auto-configuration servers in accordance with the identification of the
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12.

managcablc clectronic device.

Computer readable medium being arranged with instructions to be loaded by a

computer, the instructions comprising a computer program according to claim 10.

Method for remote device management of a manageable electronic device in a
network (WAN), the network comprising an auto-configuration server managing
device (25), at least one database (26, 27, 28), and a plurality of auto-
configuration servers; the auto-configuration server managing device and the at
Icast onc databasc being coupled in a communicative conncction; the at Icast onc
database being arranged for holding information for identification of electronic
devices; the auto-configuration server managing device being arranged for
communication with the manageable electronic device (CPE; 1; 2; 3; 4) over the
network, the manageable electronic device capable of sending a request for
configuration data,

wherein the method comprises:

- receiving the request (M1);

- determining an identification of the manageable electronic device using a
comparison of the request with the information for identification of clectronic
devices of the at least one database,

- determining an identification of an auto-configuration server (ACSID) from the
plurality of auto-configuration servers in accordance with the identification of the

manageable electronic device.



Abstract
A systecm for remote device management includes in a network an auto-
configuration server managing device, at least one database, and a plurality of auto-
configuration servers. The auto-configuration server managing device and the database
5  are coupled in a communicative connection. The database holds information for

identification of electronic devices. The auto-configuration server managing device is

arranged for communication with a manageable electronic device over the network.

The auto-configuration server manager is further being arranged for:

- receiving a request from the manageable electronic device for configuration data,
10 - determining an identification of the manageable electronic device by comparing the

rcquest with the information for identification of clectronic devices of the databasc,

- determining an identification of an auto-configuration server from the plurality of

auto-configuration servers in accordance with the identification of the manageable

electronic device.

15
(Fig. 2)
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Figure 1 (Prior art)
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Request to Retrieve - This application either claims priority to one or more applications filed in an intellectual
property Office that participates in the Priority Document Exchange (PDX) program or contains a proper Request to
Retrieve Electronic Priority Application(s) (PTO/SB/38 or its equivalent). Consequently, the USPTO will attempt
to electronically retrieve these priority documents.

If Required, Foreign Filing License Granted: 12/07/2015

The country code and number of your priority application, to be used for filing abroad under the Paris Convention,
is US 14/938,056

Projected Publication Date: 04/07/2016
Non-Publication Request: No

Early Publication Request: No
Title

Method and System For Remote Device Management
Preliminary Class
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Statement under 37 CFR 1.55 or 1.78 for AlA (First Inventor to File) Transition Applications: No

PROTECTING YOUR INVENTION OUTSIDE THE UNITED STATES

Since the rights granted by a U.S. patent extend only throughout the territory of the United States and have no
effect in a foreign country, an inventor who wishes patent protection in another country must apply for a patent
in a specific country or in regional patent offices. Applicants may wish to consider the filing of an international
application under the Patent Cooperation Treaty (PCT). An international (PCT) application generally has the same
effect as a regular national patent application in each PCT-member country. The PCT process simplifies the filing
of patent applications on the same invention in member countries, but does not result in a grant of "an international
patent” and does not eliminate the need of applicants to file additional documents and fees in countries where patent
protection is desired.

Almost every country has its own patent law, and a person desiring a patent in a particular country must make an
application for patent in that country in accordance with its particular laws. Since the laws of many countries differ
in various respects from the patent law of the United States, applicants are advised to seek guidance from specific
foreign countries to ensure that patent rights are not lost prematurely.

Applicants also are advised that in the case of inventions made in the United States, the Director of the USPTO must
issue a license before applicants can apply for a patent in a foreign country. The filing of a U.S. patent application
serves as a request for a foreign filing license. The application's filing receipt contains further information and
guidance as to the status of applicant's license for foreign filing.

Applicants may wish to consult the USPTO booklet, "General Information Concerning Patents” (specifically, the
section entitled "Treaties and Foreign Patents") for more information on timeframes and deadlines for filing foreign
patent applications. The guide is available either by contacting the USPTO Contact Center at 800-786-9199, or it
can be viewed on the USPTO website at http://www.uspto.gov/web/offices/pac/doc/general/index.html.

For information on preventing theft of your intellectual property (patents, trademarks and copyrights), you may wish
to consult the U.S. Government website, http://www.stopfakes.gov. Part of a Department of Commerce initiative,

this website includes self-help "toolkits" giving innovators guidance on how to protect intellectual property in specific
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countries such as China, Korea and Mexico. For questions regarding patent enforcement issues, applicants may
call the U.S. Government hotline at 1-866-999-HALT (1-866-999-4258).

LICENSE FOR FOREIGN FILING UNDER
Title 35, United States Code, Section 184

Title 37, Code of Federal Regulations, 5.11 & 5.15
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the conditions for issuance of a license have been met, regardless of whether or not a license may be required as
set forth in 37 CFR 5.15. The scope and limitations of this license are set forth in 37 CFR 5.15(a) unless an earlier
license has been issued under 37 CFR 5.15(b). The license is subject to revocation upon written notification. The
date indicated is the effective date of the license, unless an earlier license of similar scope has been granted under
37 CFR 5.13 or 5.14.

This license is to be retained by the licensee and may be used at any time on or after the effective date thereof unless
it is revoked. This license is automatically transferred to any related applications(s) filed under 37 CFR 1.53(d). This
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The grant of a license does not in any way lessen the responsibility of a licensee for the security of the subject matter
as imposed by any Government contract or the provisions of existing laws relating to espionage and the national
security or the export of technical data. Licensees should apprise themselves of current regulations especially with
respect to certain countries, of other agencies, particularly the Office of Defense Trade Controls, Department of
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Treasury (31 CFR Parts 500+) and the Department of Energy.

NOT GRANTED

No license under 35 U.S.C. 184 has been granted at this time, if the phrase "IF REQUIRED, FOREIGN FILING
LICENSE GRANTED" DOES NOT appear on this form. Applicant may still petition for a license under 37 CFR 5.12,
if a license is desired before the expiration of 6 months from the filing date of the application. If 6 months has lapsed
from the filing date of this application and the licensee has not received any indication of a secrecy order under 35
U.S.C. 181, the licensee may foreign file the application pursuant to 37 CFR 5.15(b).

SelectUSA

The United States represents the largest, most dynamic marketplace in the world and is an unparalleled location for
business investment, innovation, and commercialization of new technologies. The U.S. offers tremendous resources
and advantages for those who invest and manufacture goods here. Through SelectUSA, our nation works to
promote and facilitate business investment. SelectUSA provides information assistance to the international investor
community; serves as an ombudsman for existing and potential investors; advocates on behalf of U.S. cities, states,
and regions competing for global investment; and counsels U.S. economic development organizations on investment
attraction best practices. To learn more about why the United States is the best country in the world to develop
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technology, manufacture products, deliver services, and grow your business, visit http://www.SelectUSA.gov or call
+1-202-482-6800.
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Receipt is acknowledged of this non-provisional patent application. The application will be taken up for examination
in due course. Applicant will be notified as to the results of the examination. Any correspondence concerning the
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NAME OF APPLICANT, and TITLE OF INVENTION. Fees transmitted by check or draft are subject to collection.
Please verify the accuracy of the data presented on this receipt. If an error is noted on this Filing Receipt, please
submit a written request for a Filing Receipt Correction. Please provide a copy of this Filing Receipt with the
changes noted thereon. If you received a "Notice to File Missing Parts" for this application, please submit
any corrections to this Filing Receipt with your reply to the Notice. When the USPTO processes the reply
to the Notice, the USPTO will generate another Filing Receipt incorporating the requested corrections

Inventor(s)

Robert Visser, Amsterdam, NETHERLANDS;

Harm Mulder, Leiden, NETHERLANDS;
Applicant(s)

Koninklijke KPN N.V., The Hague, NETHERLANDS;

Power of Attorney: The patent practitioners associated with Customer Number 20306

Domestic Priority data as claimed by applicant
This application is a CON of 14/507,098 10/06/2014 PAT 9219649
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EUROPEAN PATENT OFFICE (EPO) 08013735.9 07/31/2008

EUROPEAN PATENT OFFICE (EPO) 08161850.9 08/05/2008
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Request to Retrieve - This application either claims priority to one or more applications filed in an intellectual
property Office that participates in the Priority Document Exchange (PDX) program or contains a proper Request to
Retrieve Electronic Priority Application(s) (PTO/SB/38 or its equivalent). Consequently, the USPTO will attempt
to electronically retrieve these priority documents.

If Required, Foreign Filing License Granted: 12/07/2015

The country code and number of your priority application, to be used for filing abroad under the Paris Convention,
is US 14/938,056

Projected Publication Date: 03/17/2016
Non-Publication Request: No

Early Publication Request: No
Title

Method and System For Remote Device Management
Preliminary Class
709
Statement under 37 CFR 1.55 or 1.78 for AlA (First Inventor to File) Transition Applications: No

PROTECTING YOUR INVENTION OUTSIDE THE UNITED STATES

Since the rights granted by a U.S. patent extend only throughout the territory of the United States and have no
effect in a foreign country, an inventor who wishes patent protection in another country must apply for a patent
in a specific country or in regional patent offices. Applicants may wish to consider the filing of an international
application under the Patent Cooperation Treaty (PCT). An international (PCT) application generally has the same
effect as a regular national patent application in each PCT-member country. The PCT process simplifies the filing
of patent applications on the same invention in member countries, but does not result in a grant of "an international
patent” and does not eliminate the need of applicants to file additional documents and fees in countries where patent
protection is desired.

Almost every country has its own patent law, and a person desiring a patent in a particular country must make an
application for patent in that country in accordance with its particular laws. Since the laws of many countries differ
in various respects from the patent law of the United States, applicants are advised to seek guidance from specific
foreign countries to ensure that patent rights are not lost prematurely.

Applicants also are advised that in the case of inventions made in the United States, the Director of the USPTO must
issue a license before applicants can apply for a patent in a foreign country. The filing of a U.S. patent application
serves as a request for a foreign filing license. The application's filing receipt contains further information and
guidance as to the status of applicant's license for foreign filing.

Applicants may wish to consult the USPTO booklet, "General Information Concerning Patents” (specifically, the
section entitled "Treaties and Foreign Patents") for more information on timeframes and deadlines for filing foreign
patent applications. The guide is available either by contacting the USPTO Contact Center at 800-786-9199, or it
can be viewed on the USPTO website at http://www.uspto.gov/web/offices/pac/doc/general/index.html.

For information on preventing theft of your intellectual property (patents, trademarks and copyrights), you may wish
to consult the U.S. Government website, http://www.stopfakes.gov. Part of a Department of Commerce initiative,

this website includes self-help "toolkits" giving innovators guidance on how to protect intellectual property in specific
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countries such as China, Korea and Mexico. For questions regarding patent enforcement issues, applicants may
call the U.S. Government hotline at 1-866-999-HALT (1-866-999-4258).

LICENSE FOR FOREIGN FILING UNDER
Title 35, United States Code, Section 184

Title 37, Code of Federal Regulations, 5.11 & 5.15
GRANTED

The applicant has been granted a license under 35 U.S.C. 184, if the phrase "IF REQUIRED, FOREIGN FILING
LICENSE GRANTED" followed by a date appears on this form. Such licenses are issued in all applications where
the conditions for issuance of a license have been met, regardless of whether or not a license may be required as
set forth in 37 CFR 5.15. The scope and limitations of this license are set forth in 37 CFR 5.15(a) unless an earlier
license has been issued under 37 CFR 5.15(b). The license is subject to revocation upon written notification. The
date indicated is the effective date of the license, unless an earlier license of similar scope has been granted under
37 CFR 5.13 or 5.14.

This license is to be retained by the licensee and may be used at any time on or after the effective date thereof unless
it is revoked. This license is automatically transferred to any related applications(s) filed under 37 CFR 1.53(d). This
license is not retroactive.

The grant of a license does not in any way lessen the responsibility of a licensee for the security of the subject matter
as imposed by any Government contract or the provisions of existing laws relating to espionage and the national
security or the export of technical data. Licensees should apprise themselves of current regulations especially with
respect to certain countries, of other agencies, particularly the Office of Defense Trade Controls, Department of
State (with respect to Arms, Munitions and Implements of War (22 CFR 121-128)); the Bureau of Industry and
Security, Department of Commerce (15 CFR parts 730-774); the Office of Foreign AssetsControl, Department of
Treasury (31 CFR Parts 500+) and the Department of Energy.

NOT GRANTED

No license under 35 U.S.C. 184 has been granted at this time, if the phrase "IF REQUIRED, FOREIGN FILING
LICENSE GRANTED" DOES NOT appear on this form. Applicant may still petition for a license under 37 CFR 5.12,
if a license is desired before the expiration of 6 months from the filing date of the application. If 6 months has lapsed
from the filing date of this application and the licensee has not received any indication of a secrecy order under 35
U.S.C. 181, the licensee may foreign file the application pursuant to 37 CFR 5.15(b).

SelectUSA

The United States represents the largest, most dynamic marketplace in the world and is an unparalleled location for
business investment, innovation, and commercialization of new technologies. The U.S. offers tremendous resources
and advantages for those who invest and manufacture goods here. Through SelectUSA, our nation works to
promote and facilitate business investment. SelectUSA provides information assistance to the international investor
community; serves as an ombudsman for existing and potential investors; advocates on behalf of U.S. cities, states,
and regions competing for global investment; and counsels U.S. economic development organizations on investment
attraction best practices. To learn more about why the United States is the best country in the world to develop
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technology, manufacture products, deliver services, and grow your business, visit http://www.SelectUSA.gov or call
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SUPPLEMENTARY PRELIMINARY AMENDMENT

Please enter the following amendment prior to examination on the merits. The Patent
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Amendments to the Claims begin on page 2 of this paper.

Remarks begin on page 8 of this paper.
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Amendments to the Claims

1. (Canceled)

2. (New) A system for remote device management in a network comprising:
an auto-configuration server managing device;
at least one database arranged for holding information for identification of electronic
devices; and
a plurality of auto-configuration servers,
wherein the auto-configuration server managing device and the at least one database are
coupled in a communicative connection,
wherein the auto-configuration server managing device is arranged for communication
with a manageable electronic device over the network, the manageable electronic device
configured for sending a request for configuration data,
and the auto-configuration server manager further being arranged for:
receiving the request from the manageable electronic device for configuration
data,
determining an identification of the manageable electronic device by comparing
the request with the information for identification of electronic devices of the at least one
database,
determining an identification of an auto-configuration server from the plurality of
auto-configuration servers in accordance with the identification of the manageable
clectronic device, and

relaying the request to the identified auto-configuration server.
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3. (New) The system according to claim 2, wherein the auto-configuration server
managing device is further arranged for receiving a reply from the identified auto-configuration

server and relaying the reply to the manageable electronic device.

4. (New) The system according to claim 2, wherein the auto-configuration server
managing device is further arranged for identifying the type of manageable electronic device by
comparing a network address of the manageable electronic device in the request with a

predetermined plurality of network addresses in the at least one database.

5. (New) The system according to claim 4, wherein identifying the type of the
manageable electronic device further comprises identifying a service provider based on the
network address from a predetermined plurality of service provider identifications associated

with the predetermined plurality of network addresses in the at least one database.

6. (New) The system according to claim 5, wherein determining an identification of
an auto-configuration server from the plurality of auto-configuration servers in accordance with
the identification of the manageable electronic device further comprises determining a network
address of the identified auto-configuration server from a predetermined plurality of auto-

configuration server network addresses in the at least one database.

7. (New) The system according to claim 4, wherein determining an identification of

an auto-configuration server from the plurality of auto-configuration servers in accordance with
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the identification of the manageable electronic device further comprises determining a network
address of the identified auto-configuration server from a predetermined plurality of auto-

configuration server network addresses in the at least one database.

8. (New) The system according to claim 2, wherein the manageable electronic
device is an interfacing device for coupling a local area network into communicative

communication with the network.

9. (New) The system according to claim 2, wherein the manageable electronic
device is localized at a local area network, the local area network being coupled to the network
over a signal carrier selected from a group consisting of digital subscriber line, Fiber-to-the-curb,

Fiber-to-the-home, cable TV network, Powerline, and wireless transmission.

10.  (New) The system according to claim 1, further comprising an interface to service

providers for accessing the auto-configuration servers in a uniform manner.

11.  (New) A computer device for remote device management, the computer device
being arranged in a network, the network comprising at least one database and a plurality of
auto-configuration servers, wherein the computer device and the at least one database are
coupled in a communicative connection, and the at least one database is arranged for holding
information for identification of electronic devices, the computer device comprising:

a processing unit and memory, the memory being connected to the processing unit;
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and instructions stored in the memory that when executed by the processing unit cause
the computer device to carry operations including:

receiving a request from a manageable electronic device for configuration data, the
computer device being arranged for communication with the manageable electronic device over
the network,

determining an identification of the manageable electronic device by comparing the
request with the information for identification of electronic devices of the at least one database,

determining an identification of an auto-configuration server from the plurality of auto-
configuration servers in accordance with the identification of the manageable electronic device,
and

relaying the request to the identified auto-configuration server.

12.  (New) The computer device according to claim 11, wherein the instructions stored
in the memory that when executed by the processing unit cause the computer device to carry
operations further include

receiving a reply from the identified auto-configuration server, and

relaying the reply to the manageable electronic device.

13. (New) A non-transitory computer-readable medium having instructions stored
thereon that, when executed by a processing unit of a computer device arranged in a network
comprising at least one database and a plurality of auto-configuration servers, cause the
computer device to carry out operations, wherein the computer device and the at least one

database are coupled in a communicative connection, and the at least one database is arranged
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for holding information for identification of electronic devices, and wherein the operations
include:

receiving a request from a manageable electronic device for configuration data, wherein
the computer device is arranged for communication with the manageable electronic device over
the network;

determining an identification of the manageable electronic device by comparing the
request with the information for identification of electronic devices of the at least one database,

determining an identification of an auto-configuration server from the plurality of auto-
configuration servers in accordance with the identification of the manageable electronic device;
and

relaying the request to the identified auto-configuration server.

14. (New) The non-transitory computer-readable medium according to claim 13,
wherein the operations further include
receiving a reply from the identified auto-configuration server, and

relaying the reply to the manageable electronic device.

15. (New) A method for remote device management of a manageable electronic
device in a network, the network comprising an auto-configuration server managing device, at
least one database, and a plurality of auto-configuration servers, wherein the auto-configuration
server managing device and the at least one database are coupled in a communicative
connection, and the at least one database is arranged for holding information for identification of

electronic devices, and wherein the auto-configuration server managing device is arranged for
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communication with the manageable electronic device over the network, and the manageable
electronic device configured for sending a request for configuration data, the method comprising:

receiving the request;

determining an identification of the manageable electronic device using a comparison of
the request with the information for identification of electronic devices of the at least one
database;

determining an identification of an auto-configuration server from the plurality of auto-
configuration servers in accordance with the identification of the manageable electronic device;
and

relaying the request to the identified auto-configuration server.

16.  (New) The method according to claim 15, further comprising the steps of
the auto-configuration server managing device receiving a reply from the identified auto-

configuration server and relaying the reply to the manageable electronic device.
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Remarks
No new matter has been introduced into the present application as a result of the above
amendments.
Prompt consideration and entry of this amendment prior to examination is respectfully
requested. If there are any questions or comments regarding this amendment or application, the
Examiner is encouraged to contact the undersigned as indicated below.

Respectfully submitted,

McDonnell Boehnen
Hulbert & Berghoff LLP

Date: November 12, 2015 By: / David A. Grabelsky /
David A. Grabelsky
Reg. No. 59,208
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IN THE UNITED STATES PATENT AND TRADMARK OFFICE
(Case No. 09-810-CON2)

For: Method and System for
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In the Application of: )
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Serial No. ) Group Art Unit: TBA
)

Filed: November 11, 2015 ) Confirmation No.: TBA
)
)
)

Commissioner for Patents
P.O. Box 1450
Alexandria, VA 22313-1450

PRELIMINARY AMENDMENT

Please enter the following amendment prior to examination on the merits. The Patent
Office is authorized and requested to charge all fees to deposit account 13-2490.

Amendments to the Specification begin on page 2 of this paper.

Remarks begin on page 3 of this paper.
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Amendment to the Specification

Please insert the following at page 1, line 1 of the specification (below the title):

CROSS REFERENCE TO RELATED APPLICATIONS

The present application is a continuation of, and claims priority to U.S. Application
No. 14/507,098, filed on October 6, 2014, which claims priority to U.S. Application
No. 12/512,242, filed on July 30, 2009, which claims priority to both EP 08013735.9, filed in the
European Patent Office on July 31, 2008, and EP 08161850.6, filed in the European Patent
Office on August 5, 2008, all four of which are hereby incorporated in their entirety herein by

reference.
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Remarks

No new matter has been introduced into the present application as a result of the above
amendment.

Prompt consideration and entry of this amendment prior to examination is respectfully
requested. If there are any questions or comments regarding this amendment or application, the
Examiner is encouraged to contact the undersigned as indicated below.

Respectfully submitted,

McDonnell Boehnen
Hulbert & Berghoff LLP

Date: November 11, 2015 By: / David A. Grabelsky /
David A. Grabelsky
Reg. No. 59,208
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(54)
HOME NETWORK

(57) A system, apparatus, and method for automat-
ically configuring application terminals in a home network
are provided. The apparatus includes a gateway auto-
matic configuration server (GACS) and a home gateway.
The system includes a GACS, a home gateway, and an
application terminal. The method includes the following
steps: the application terminal obtains address informa-
tion of the GACS from the home gateway and sends a
configuration request message to the GACS; the GACS
obtains address information of a terminal automatic con-
figuration server (TACS) through query after receiving
the configuration request message and sends the ad-
dress information of the TACS to the application terminal
through a configuration response message; and the ap-
plication terminal sends the configuration request mes-
sage to the TACS according to the returned address in-
formation of the TACS from the GACS to obtain config-
uration information from the TACS for automatic config-
uration. The present invention may ensure that the ap-
plication terminal securely obtains the address informa-
tion of the TACS and thus obtains the configuration, with-
out increasing the complexity of the application terminal.

SYSTEM, DEVICE AND METHOD FOR AUTO-CONFIGURING APPLICATION TERMINALS IN
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Description
CROSS-REFERENCE TO RELATED APPLICATIONS

[0001] This application is a continuation of a PCT pat-
ent No. PCT/CN2008/070198 which claims priority to
Chinese Patent Application No. 200710079297.5, filed
on February 16, 2007, the entirety of which is incorpo-
rated hereby by reference.

Field of the Invention

[0002] The present invention relates to the network
communication field, and in particular, to a system, ap-
paratus, and method for automatically configuring appli-
cation terminals in a home network.

Background of the Invention

[0003] At present, IP-based applications such as In-
ternet Protocol Television (IPTV) and Voice over IP
(VolP)are fastdeveloping and will gradually replace ded-
icated network applications such as cable TV and Public
Switched Telephone Network (PSTN) phone. IP applica-
tion terminals can support IP-based applications only af-
ter being configured. For example, the IP address or Uni-
versal Resource Locator (URL) of the application server
and the protocol used should be configured. On the one
hand, the cost for operators/service providers (SPs) to
manually configure each |IP application terminal is high.
On the other hand, it is unreasonable to let users config-
ure |P application terminals. Therefore, it is urgent to im-
plement automatic configuration of IP application termi-
nals.

[0004] In the prior art, the Customer Premises Equip-
ment (CPE), such as the home gateway, is used to send
a Dynamic Host Configuration Protocol (DHCP) Request
message that carries the device identifier in a DHCP op-
tionto the DHCP server of an operator. The DHCP server
finds the URL of the Automatic Configuration Server
(ACS) of the CPE according to the device identifier and
then sends a DHCP ACK message that carries the URL
of the ACS in a DHCP option to the CPE. In this way, the
CPE obtains the URL information of the ACS. In addition,
the CPE customized by an operator can be pre-config-
ured with the URL of the operator’'s ACS before delivery.
The CPE accesses the ACS according to the URL of the
ACS to obtain the corresponding configuration file. Then
the CPE is configured automatically according to the con-
figuration file.

[0005] DHCP uses plain texts. Therefore, the URL of
the ACS may be easily intercepted when being obtained
through DHCP, thus affecting subsequent automatic
configuration. Therefore, it is not recommended that the
CPE should obtain the URL of the ACS through DHCP.
Before a method for obtaining the URL of the ACS se-
curely is available, it is recommended to pre-configure
the URL of the ACS for the device before delivery or to
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manually configure the URL of the ACS. This, however,
affects the retail of the CPE.

[0006] In actual applications, the CPE can obtain the
URL of the ACS through the Point-to-Point Protocol over
Ethernet (PPPoE) instead of through DHCP. When PP-
PoE is used, however, proper regulations need to be
made.

[0007] The application terminals connected to the
home gateway can also use the preceding technical so-
lution to implement automatic configuration. For exam-
ple, an application terminal sends a DHCP Request mes-
sageor aPPPoE Request message to the home gateway
to obtain the URL of the Terminal Automatic Configura-
tion Server (TACS) from the DHCP server or the PPPoE
server through the DHCP Proxy or DHCP Relay function
of the home gateway or through the transparent trans-
mission capability of the home gateway. After receiving
the URL of the TACS, the home gateway sends it to the
application terminal in the same way.

[0008] When implementing the present invention, the
inventor finds that it is insecure to use DHCP to automat-
ically configure application terminals in the existing tech-
nical solution because DHCP uses plain texts. Using PP-
PoE to automatically configure application terminals may
increase the complexity of the application terminal soft-
ware because PPPoE supports identity authentication.

Summary of the Invention

[0009] Embodiments of the present invention provide
a system, apparatus, and method for automatically con-
figuring application terminals in a home network to en-
sure that application terminals can securely obtain the
URL of an ACS from a public network without increasing
the complexity of the application terminal software. Thus,
the application terminals in the home network can be
automatically and securely configured.

[0010] The objective of the present invention is
achieved through the following technical solution:
[0011] An embodiment of the present invention pro-
vides a system for automatically configuring application
terminals in a home network. The system includes an
application terminal, a home gateway, and a Gateway
Automatic Configuration Server (GACS).

[0012] The application terminal is adapted to: obtain
address information of the GACS through the home gate-
way, send aconfiguration request messagetothe GACS,
obtain address information of a TACS, send the config-
uration request message to the TACS, and obtain con-
figuration information from the TACS for automatic con-
figuration.

[0013] The home gateway is adapted to: receive a DH-
CP Request message or a DHCP Inform message sent
from the application terminal and send the address infor-
mation of the GACS to the application terminal through
a DHCP ACK message.

[0014] The GACS is adapted to: receive the configu-
ration request message sent from the application termi-
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nal, obtain the address information of the TACS accord-
ing to the configuration request message, and send the
obtained address information of the TACS to the appli-
cation terminal.

[0015] An embodiment of the present invention pro-
vides a home gateway. The home gateway includes:
[0016] a DHCP server module, adapted to send ad-
dress information of a GACS to an application terminal
through a DHCP ACK message after receiving a DHCP
Request message or a DHCP Inform message sent from
the application terminal.

[0017] An embodiment of the present invention pro-
vides a method for automatically configuring application
terminals in a home network. The method includes:
[0018] exchanging information with a home gateway
to obtain address information of a GACS and sending a
configuration request message to the GACS; and
[0019] obtaining returned address information of a
TACS fromthe GACS, sending the configuration request
message to the TACS according to the obtained address
information of the TACS, and obtaining configuration in-
formation from the TACS for automatic configuration.
[0020] Inthe technical solution provided in the preced-
ing embodiments of the present invention, an application
terminal obtains the URL of an ACS from a GACS. This
ensures that the application terminal can securely obtain
the URL of the ACS without increasing the complexity of
the application terminal and avoids insecurity when the
application terminal directly obtains the URL of the ACS
from a public network.

Brief Description of the Drawings

[0021] FIG. 1 shows the networking of a system for
automatically configuring application terminals ina home
network in an embodiment of the present invention;
[0022] FIG. 2 shows a specific structure of a system
for automatically configuring application terminals in a
home network in an embodiment of the presentinvention;
and

[0023] FIG. 3 shows a flowchart of a method for auto-
matically configuring application terminals in a home net-
work in an embodiment of the present invention.

Detailed Description of the Invention

[0024] Embodiments of the present invention provide
a system, apparatus, and method for automatically con-
figuring application terminals in a home network. For
easy understanding, the following describes the system,
apparatus, and method for automatically configuring ap-
plication terminals in the home network in the embodi-
ments of the present invention in detail with reference to
the accompanying drawings.

[0025] FIG. 1 shows the network of a system for auto-
matically configuring application terminals in a home net-
work in an embodiment of the present invention. As
shown in FIG. 2, the system includes a GACS, a TACS,
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a home gateway, and an application terminal. To de-
scribe the embodiment clearer in FIG.2, the system in-
cludes only one application terminal, and it is apparent
that those skilled in the art may realize the embodiment
with more application terminals.

[0026] The ACS automatically configures and manag-
es its terminal devices according to a management pro-
tocol (such as TR069). Network operators and SPs may
both deploy ACSs to automatically configure and man-
age the terminal devices within the management scopes
of the ACSs.

[0027] The following takes the Customer Premises
Equipment WAN Management Protocol (CWMP) (also
referred to as TR069) for communication between a CPE
and an ACS as an example to describe the functions of
various modules in the system provided in an embodi-
ment of the present invention.

[0028] The GACS is deployed by a network service
provider (NSP) or an Internet service provider (ISP), and
adapted to automatically configure and manage the
home gateways of the NSP/ISP. In embodiments of the
present invention, the GACS may also exchange mes-
sages with an application terminal through CWMP to
send the URL of the TACS to the application terminal.
Therefore, in addition to the modules that provide the
configuration and management functions of the ACS, the
GACS includes an information receiving module, an in-
formation querying module, and an information sending
module.

[0029] Theinformation receiving module is adapted to
receive a configuration request message defined in
TRO069 from an application terminal. The configuration
request message carries device identifier information.
[0030] The information querying module is adapted to
query a locally stored table or the business support sys-
tem (BSS)/operation support system (OSS) for relevant
TACS information according to the device identifier in-
formation in the configuration request message.

[0031] The information sending module is adapted to
obtain the URL information of the TACS and send the
URL information to the application terminal through a
configuration response message.

[0032] As defined in TR069, a device such as an ap-
plication terminal in embodiments of the present inven-
tion should send an Inform message to the ACS if the
device obtains the URL of the ACS after being started.
The Inform message carries relevant information such
as the device identifier. To obtain the configuration, the
device needs to send a BOOTSTRAP event to the ACS
through the Inform message. After receiving the BOOT-
STRAP event, the ACS sends a Download message to
the device to notify the device to obtain the configuration
file. The Inform message carrying the BOOTSTRAP
event can also be called a configuration request mes-
sage.

[0033] If the received Inform message carries the
BOOTSTRAP event, the GACS obtains the device iden-
tifier information from the Inform message and deter-
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mines whether the device is a home gateway according
to the device type information in the device identifier. If
the device is not a home gateway, the GACS queries the
database of the GACS or the BSS/OSS for the URL in-
formation of the TACS according to the device identifier
information and sends the obtained URL information to
the application terminal by using the SetParameterVal-
ues method.

[0034] The preceding Inform message, BOOTSTRAP
event, and SetParameterValues method are defined in
TRO069. Their definitions may be different in other man-
agement protocols and the corresponding interaction
processes may also be different. For example, as defined
in TROB9, after receiving an Inform message, the ACS
shouldfirstreturn an InformResponse message and then
operate on the terminal device by using the SetParam-
eterValues method. The interaction mode may not be
used in other management protocols. For example, the
ACS directly carries the URL of the TACS in a message
similar to the InformResponse message and does not
need to send another message.

[0035] The TACS is deployed by an SP and adapted
to automatically configure and manage the application
terminals within its management scope through CWMP.
One TACS can configure and manage several applica-
tion terminals. After receiving a configuration request
message sent through CWMP from an application termi-
nal, the TACS returns corresponding configuration file
information to the application terminal through CWMP.
[0036] The application terminal is adapted to ex-
change messages with the GACS through CWMP to ob-
tain the URL information of the TACS according to the
received URL information of the GACS from the home
gateway. After that, the application terminal obtains the
configuration file information from the TACS through
CWMP according to the URL information of the TACS
and uses the configuration file information for automatic
configuration.

[0037] Specifically, the application terminal may in-
clude a DHCP client module and a configuration man-
agement client module.

[0038] The DHCP client module is adapted to obtain
the IP address of the DHCP server from the network
through DHCP and parse the URL of the ACS from the
option in the DHCP ACK message sent from the home
gateway. The application terminal interacts with the
home gateway within the home network. Therefore, this
process is regarded as secure.

[0039] The configuration management client module
is adapted to interact with the ACS through CWMP. As
defined in TRO69, if the ACS changes the URL of the
ACS of aterminal device, the terminal device should send
an Inform message to the new ACS and be managed by
the new ACS. With this mechanism, the application ter-
minal first accesses the GACS obtained from the home
gateway through DHCP. When the application terminal
uses CWMP to interact with the GACS, the GACS sends
the URL of the TACS to the application terminal. As a
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result, the application terminal obtains the URL of its own
ACS. CWMP is based on the secure socket layer (SSL)
protocol. Therefore, this process is secure.

[0040] The home gateway is adapted to allocate an IP
address to the application terminal after receiving a DH-
CP Request message sent from the application terminal
and carry the URL of the GACS in an option in a DHCP
ACK message. The home gateway may obtain the URL
of the GACS by using a secure method such as PPPoE,
pre-configuration before delivery, or manual configura-
tion by operators or users. According to the obtained URL
ofthe GACS, the home gateway obtains the configuration
fromthe GACS. In addition to the configuration manage-
ment client module of the ACS, the home gateway in-
cludes a DHCP server module.

[0041] The DHCP server module is adapted to send
the address information of the GACS to the application
terminal through a DHCP ACK message after receiving
a DHCP Request message or a DHCP Inform message
sent from the application terminal.

[0042] Although TR069 defines the method for obtain-
ing the URL of an ACS from the DHCP server through
DHCP, the DHCP server that allocates an |P address to
a home gateway is in the public network and thus it is
insecure to obtain the URL of the ACS through DHCP.
Therefore, the home gateway obtainsthe URL ofthe ACS
by using other methods such as PPPoE, pre-configura-
tion before delivery, and manual configuration by oper-
ators or users.

[0043] AsshowninFIG. 1, TACS1 belongsto SP1and
automatically configures and manages the application
terminals that use the services provided by SP1. One
home network may include several application terminals
that use the services provided by SP1. TACS2 belongs
to SP2 and automatically configures and manages the
application terminals that use the services provided by
SP2. One home network may include several application
terminals that use the services provided by SP2.
[0044] SP1 and SP2 may provide the same services.
For example, SP1 and SP2 both provide VoIP services.
SP1 and SP2 may also provide different services. For
example, SP1 provides VolP services and SP2 provides
IPTV services. Therefore, application terminals 1 and 2
may be devices of the same type or devices of different
types. In addition, one SP may provide several services.
Forexample, the SP may provide VolP and IPTV services
at the same time.

[0045] FIG. 3 shows a flowchart of a method for auto-
matically configuring application terminals in a home net-
workinanembodimentofthe presentinvention. Suppose
TRO69 is used. The method may include the following
steps:

[0046] Step 31: An application terminal uses DHCP to
send a DHCP Request message to a home gateway to
obtain its own |P address.

[0047] The devices in a home network may support
different managementspecifications. Forexample, some
support TR069 but others do not. To obtain the required
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information from the DHCP ACK message, the applica-
tion terminal may carry certain special information in an
option in the DHCP Request message. For example, in
the embodiment of the present invention, the application
terminal may carry the "dslforum.org" string in DHCP op-
tion 60 as required in TR069.

[0048] Step 32: After receiving the DHCP Request
message, the home gateway allocates an IP address to
the application terminal and adds the URL of the GACS
to DHCP option 43 specified by TR069 in the DHCP ACK
message.

[0049] As specified in DHCP, to obtain corresponding
information from the DHCP server, the application termi-
nal may send a DHCP Inform message to the DHCP
serverinstep 31. Then the DHCP server returns a DHCP
ACK message. This, however, affects step 32 and is not
described further. Technical personnel in this field know
the specific meanings and implementation methods.
[0050] Step 33: After receiving the DHCP ACK mes-
sage, the application terminal obtains the URL of the
GACS.

[0051] According to the obtained URL, the application
terminal may use the Inform message defined in CWMP
to access the GACS. The Inform message carries rele-
vant device information such as the vendor information,
device type, and device serial number. The relevant de-
vice information is called a device identifier and may iden-
tify a device uniquely. In addition, the Inform message
carries the BOOTSTRAP event defined in TR069, indi-
cating that the device needs to be configured. This mes-
sage is called a configuration request message. The con-
figuration request message is defined differently in other
management protocols and the device identifier may also
be different from that defined in TR069.

[0052] Step 34: After receiving the Inform message,
the GACS finds that the device is not the home gateway
according to the device type information in the Inform
message, that is, the device is not actually managed by
the GACS. In this case, according to the device identifier
information, the GACS queries a locally stored table or
the BSS/OSS for the URL information of the TACS.
[0053] Embodiments of the present invention require
that the SP of the TACS provide relevant TACS informa-
tion for the NSP/ISP of the GACS. The relevant TACS
information includes the URL of the TACS and the device
identifier information of the application terminal that uses
the services provided by the SP, such as the vendor in-
formation, device type, and device serial number. In ad-
dition, the relevant TACS information should be stored
to the GACS or the BSS/OSS of the NSP/ISP in a certain
way. For example, the BSS/OSS of the NSP/ISP may
provide aclient for the SP. The SP loads the device iden-
tifier information of the application terminal and the URL
of the TACS to the BSS/OSS system through the client.
After that, the BSS/OSS transmits or does not transmit
the information about the application terminal through
the northbound interface of the GACS. In another way,
the information about the terminals of the SP is stored
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only in the BSS/OSS of the SP. An interface, however,
is available between the BSS/OSS of the NSP/ISP and
the BSS/OSS of the SP. Through this interface, the
GACS can query the URL of the TACS.

[0054] Step 35: The GACS sends the obtained URL
of the TACS to the application terminal.

[0055] As specifiedin CWMP, the GACS may use the
SetParameterValues method to change the URL of the
TACS. Before using the SetParameterValues method,
however, the GACS needs to return an InformResponse
message to the application terminal. The SetParameter-
Values message that is triggered by the configuration
request message sent from the application terminal and
is sent out by the GACS is also a response to the con-
figuration request message. Therefore, the differences
in interactive messages defined in different protocols are
also covered by the present invention.

[0056] Step36: Afterreceivingthe URL ofthe new ACS
from the GACS, the application terminal resends an In-
form message to the new TACS.

[0057] Step37:Ifthe received Inform message carries
the BOOTSTRAP event, the TACS uses the Download
method defined in TR069 to notify the application termi-
nal to obtain the configuration file. Thus, the application
terminal obtains the corresponding configuration. Before
using the Download method, the TACS needs to return
an InformResponse message to the application terminal.
The details about obtaining the configuration file are be-
yond the scope of the present invention and are not de-
scribed further. If other configuration management pro-
tocols are used, however, the application terminal may
obtain the configuration through a file or in another way
in which the TACS gradually delivers parameter setting
commands.

[0058] In the preceding steps, only one additional op-
eration on the application terminal is required. That is,
the application terminal needs to parse the URL informa-
tion of the ACS from the DHCP ACK message in step
33. The subsequent steps are defined in CWMP. In ad-
dition, it is unnecessary to modify CWMP or add resourc-
es for the application terminal. In terms of the home gate-
way, all steps except step 32 are the same as what is
specified in CWMP. In step 32, the home gateway needs
to add the URL of the GACS to the option in the DHCP
ACK message. The GACS needs to manage and query
the TACS.

[0059] Through the preceding steps, the first step for
automatically configuring the application terminal is fin-
ished within the home network. That is, the URL of the
ACS is obtained within the home network. This avoids
security problems in obtaining the URL of the ACS from
the public network. Next, depending on the security of
TRO069 or other configuration management protocols, the
application terminal obtains the URL of the TACS from
the GACS, thus securely completing the process of au-
tomatically obtaining the TACS. Therefore, the security
of the entire configuration process depends on the step
for obtaining the URL of the GACS by the home gateway.
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In this step, the home gateway may securely obtain the
URL of the GACS through PPPoE, pre-configuration be-
fore delivery, or manual setting. In a home network, only
one home gateway is required but several application
terminals for implementing various applications may be
available.

[0060] Although the present invention has been de-
scribed through exemplary embodiments, the presentin-
vention is not limited to such embodiments. It is apparent
that those skilled in the art can make various modifica-
tions and variations such as replacing TR069 with SNMP
V3 to the invention without departing from the spirit and
scope of the invention. The invention is intended to cover
the modifications and variations provided that they fall in
the scope of protection defined by the claims or their
equivalents.

Claims

1. A system for automatically configuring application
terminals in a home network, comprising an applica-
tion terminal, a home gateway, and a Gateway Au-
tomatic Configuration Server (GACS), wherein:

the application terminal is adapted to: obtain ad-
dress information of the GACS through the
home gateway, send a configuration request
message to the GACS, obtain address informa-
tion of a Terminal Automatic Configuration Serv-
er (TACS), send the configuration request mes-
sage to the TACS, and obtain configuration in-
formation from the TACS for automatic config-
uration;

the home gateway is adapted to: receive a Dy-
namic Host Configuration Protocol (DHCP) Re-
quest message or a DHCP Inform message sent
from the application terminal and send the ad-
dress information of the GACS to the application
terminal through a DHCP ACK message; and
the GACS is adapted to: receive the configura-
tion request message sent from the application
terminal, obtain the address information of the
TACS according to the configuration request
message, and send the obtained address infor-
mation of the TACS to the application terminal.

2. The system of claim 1, further comprising:
the TACS, adapted to: receive the configuration
request message sent from the application ter-

minal and configure the application terminal.

3. The system of claim 1, wherein the application ter-
minal comprises:

a DHCP client module, adapted to: obtain an IP
address of a DHCP server from a network
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through DHCP and parse the address informa-
tion of the GACS from the DHCP ACK message
sent from the home gateway.

4. The system of claim 1, wherein the GACS further
comprises:

an information receiving module, adapted to re-
ceive the configuration request message sent
from the application terminal, wherein the con-
figuration request message carries device iden-
tifier information;

an information querying module, adapted to:
query a locally stored table or a Business Sup-
port System or Operation Support System
(BSS/OSS) for relevant TACS information ac-
cording to the device identifier information car-
ried in the configuration request message; and
an information sending module, adapted to: ob-
tain the address information of the TACS from
the information querying module and send the
address information to the application terminal
through a configuration response message.

5. The system of any of claim 1 to claim 4, wherein:

the configuration request message is the DHCP
Inform message carrying a BOOTSTRAP event;
and

the configuration response message is a DHCP
ACK message and the DHCP ACK message is
a SetParameterValues message.

6. A home gateway, comprising:

a Dynamic Host Configuration Protocol (DHCP)
server module, adapted to send address infor-
mation of a Gateway Automatic Configuration
Server (GACS) to an application terminal
through a DHCP ACK message after receiving
a DHCP Request message or a DHCP Inform
message sent from the application terminal.

7. A method for automatically configuring application
terminals in a home network, comprising:

exchanging information with a home gateway to
obtain address information of a Gateway Auto-
matic Configuration Server (GACS)andsending
a configuration request message to the GACS;
and

obtaining returned address information of a Ter-
minal Automatic Configuration Server (TACS)
from the GACS, sending the configuration re-
quest message to the TACS according to the
obtained address information of the TACS, and
obtaining configuration information from the
TACS for automatic configuration.
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8. The method of claim 7, wherein the process of ex-
changing information with the home gateway to ob-
tain the address information of the GACS comprises:

sending, by the application terminal, a Dynamic 5
Host Configuration Protocol (DHCP) Request
message or a DHCP Inform message to the
home gateway; and

sending, by the home gateway, address infor-
mation of the GACS to the application terminal 70
through a DHCP ACK message after receiving

the DHCP Request message or the DHCP In-
form message.

9. The method of claim 7, wherein before obtainingthe 75
returned address information of the TACS from the
GACS, the method further comprises:

by the GACS, querying a locally stored table or
a business support system or operation support 20
system (BSS/OSS) for address information of
the TACS according to device identifier informa-
tion carried in the configuration request mes-
sage sent from the application terminal, and
sending the address information of the TACSto 25

the application terminal through a configuration
response message.

30

35

40

45

50

55

Page 201 of 302



Page 202 of 302

EP 2 106 079 A1

Internet

Access
network

Homc gatcway

Home
Application | network
terminal 1 [Trwie Application
terminal 2
FIG. 1
8



Page 203 of 302

EP 2 106 079 A1

TACS

Application terminal

Configuration management
server module

A
VY.

GACS

Information receiving module

Configuration management

client module Information querying module

Information sending module

» »| Configuration management

A server module

A

Home gateway &

Configuration management
client module

DHCP client module < > DHCP server module




EP 2 106 079 A1

Terminal Home gateway GACS TACS

31. DHCP Request

32. DHCP ACK

Y

(configuration information)
| |

; :

| 1

1 i

| (

| (

l i

< — 1 "
| (GACS URL) | :
| | | E
i 33. Conﬁgl?rati‘ory; re‘q‘uest message hi 34. Query the i
: (device 1dqnt1fler, e P TACS according to i
i i i the device identifier E
! 35. Configuration response message ! '
< : : ‘
| (TACS URL) } '
: : : :
| o 1 i
! 36. Clonfiguration request message >
| " (device identifier, ...) ! i
L 37. ¢onfigu1‘ation response rj‘lessage E
1

l

i

FIG. 3

10

Page 204 of 302



Page 205 of 302

EP 2 106 079 A1

INTERNATIONAL SEARCH REPORT

International application No.

PCT/CN2008/070198

A. CLASSIFICATION OF SUBJECT MATTER

HO04L 12/66 (2006.01) i
According to International Patent Classification (IPC) or to both national classification and IPC

B. FIELDS SEARCHED

Minimum documentation searched (classification system followed by classification symbols) IPC: H104L 12/-

Documentation searched other than minimum documentation to the extent that such documents are included in the fields searched

WPLEPODOC,PAJ,CPRS,CNKI
configuration, protocol, network,

Electronic data base consulted during the international search (name of data base and, where practicable, search terms used)

configurt, auto+, terminal, gate w way?, server?, switch+, router, dynamic w host w

C. DOCUMENTS CONSIDERED TO BE RELEVANT

Category™ Citation of document, with indication, where appropriate, of the relevant passages Relevant to claim No.

X CN 1713629 A(HUAWEI SANKANG TECHNOLOGY CO LTD HANGZIIO) 6
28 Dec.2005 (28.12.2005) description page 3 lines 16-28, figures 1-2

A 1-5,7-9

A CN 1168509 A(SUN MICROSYSTEMS INC) 24 Dec.1997(24.12.1997) the whole 1-9
document

A CN 1425246 A(AMERICA ONLINE INC) 18 Jun.2003(18.06.2003) the whole document 1-9

A CN1450766 A(SHENZHEN ZHONGXING COMMUNICATION CO LTD) 22 Oct.2003 1-9
(22.10.2003) the whole document

A US 7099285 B1(ADVANCED MICRO DEVICES INC) 29 Aug.2006(29.08.2006) the 1-9
whole document

PX CN 101043532 A(HUAWEI TECHNOLOGY CO LID) 26 Sep.2007(26.02.2007) 6
description page 5 line 7-page 6 line 10

[ Further documents are listed in the continuation of Box C.

See patent family annex.

* Special categories of cited documents:
“A” document defining the general state of the art which is not

considered to be of particular relevance

“E” earlier application or patent but published on or after the
international filing date

“L”  document which may throw doubts on priority claim (S) or
which is cited to establish the publication date of another
citation or other special reason (as specified)

“0” document referring to an oral disclosure, use, exhibition or
other means

“p» document published prior to the international filing date

but later than the priority date claimed

“T” later document published after the international filing date
or priority date and not in conflict with the application but
cited to understand the principle or theory underlying the
invention

document of patticular relevance; the claimed invention
cannot be considered novel or cannot be considered to involve
an inventive step when the document is taken alone

oy

“Y¥” document of particular relevance; the claimed invention
cannot be considered to involve an inventive step when the
document is combined with one or more other such
documents, such combination being obvious to a person

skilled in the art
“ & "document member of the same patent family

Date of the actual completion of the international search
18 Apr.2008(18.04.2008)

Date of mailing of the international search report

15 May 2008 (15.05.2008)

[Name and mailing address of the ISA/CN

The State Intellectual Property Office, the PR.China

6 Xitucheng Rd., Jimen Bridge, Haidian District, Beijing, China
100088

[acsimile No. 8§6-10-62019451

Authorized officer
WANG, Xuelian
Telephene No. (86-10)62411675

Form PCT/ISA/210 (second sheet) (April 2007)

1




EP 2 106 079 A1

INTERNATIONAL SEARCII REPORT
Information on patent family members

International application No.

PCT/CN2008/070198
Patent l?ocuments referred Publication Date Patent Family Publication Date
in the Report
CN 1713629 A 28.12.2005 NONE
CN 1168509 A 24.12.1997 EP 0793170 A1l 03.09.1997
JP 10074147 A 17.03.1998
KR 970062936 A 12.09.1997
HK 1003519 A1l 11.04.2003
US 5826000 A 20.10,1998
US 5852722 A 22,12,1998
SG 75114 Al 19.09.2000
EP 0793170 B1 18.12.2002
DE 69717885D D 30.01.2003
DE 69717885E E 30.01.2003
DE 69717885T T2 28.08.2003
CN 1097791 C 01.01.2003
KR 100421302 B 17.04.2004
CN 1425246 A 18.06.2003 WO 0171977 A2 27.09.2001
US 2001034759 A1l 25.10.2001
US 2001036192 A1 01.11.2001
AU 4582701 A 03.10.2001
EP 1266507 A2 18.12.2002
JP 2003528539T T 24.09.2003
EP 1266507 B1 02.06.2004
CA 2403709 Al 27.09.2001
AT 268529T T 15.06.2004
DE 60103625E E 08.07.2004
DE 60103625T T2 09.06.2005
AU 2001245827 A8 08.09.2005
CN1450766 A 22.10.2003 NONE
US 7099285 B1 29.08.2006 NONE
CN 101043532 A 26.09.2007 NONE

Form PCT/ISA/210 (patent family annex) (April 2007)

12

Page 206 of 302




EP 2 106 079 A1
REFERENCES CITED IN THE DESCRIPTION
This list of references cited by the applicant is for the reader’s convenience only. It does not form part of the European
patent document. Even though great care has been taken in compiling the references, errors or omissions cannot be
excluded and the EPO disclaims all liability in this regard.

Patent documents cited in the description

- CN 2008070198 W [0001] - CN 200710079297 [0001]

13

Page 207 of 302



(19)

(12)

(45)

(21)

(22)

Europiisches
Patentamt
Eurapean

Fatent Office

Office européen
dos bravats (11) EP 2106 079 B1
EUROPEAN PATENT SPECIFICATION
Date of publication and mention (51) Int ClL:
of the grant of the patent: HO4L 12/66 (2006.01) HO4L 29/08 (2006.01)
05.12.2012 Bulletin 2012/49 HO4L 12/28 (200600 HO4L 2912 (200607
Application number: 08706575.1 (86) International application number:
PCT/CN2008/070198

Date of filing: 28.01.2008

(87) International publication number:
WO 2008/101421 (28.08.2008 Gazette 2008/35)

(54)

SYSTEM, DEVICE AND METHOD FOR AUTO-CONFIGURING APPLICATION TERMINALS IN
HOME NETWORK

SYSTEM, VORRICHTUNG UND VERFAHREN ZUR AUTOMATISCHEN KONFIGURATION VON
ANWENDUNGSENDGERATEN IN EINEM HEIMNETZWERK

SYSTEME, DISPOSITIF ET PROCEDE DE CONFIGURATION AUTOMATIQUE DE TERMINAUX
D’APPLICATION DANS UN RESEAU DOMESTIQUE

(84)

(30)

(43)

(73)

(72)

Designated Contracting States: (74) Representative: Thun, Clemens et al
AT BE BG CHCY CZDE DK EE ES FI FR GB GR Mitscherlich & Partner
HRHUIEISITLILTLULVY MC MT NL NO PL PT Sonnenstrafle 33
RO SE SI SK TR 80331 Miinchen (DE)
Priority: 16.02.2007 CN 200710079297 (56) References cited:
CN-A- 1168 509 CN-A- 1 425 246
Date of publication of application: CN-A- 1450766 CN-A-1713 629
30.09.2009 Bulletin 2009/40 CN-A- 101 043 532 US-B1- 7 099 285
US-B1- 7 099 338
Proprietor: Huawei Technologies Co., Ltd.

Longgang District, Shenzhen * BROADBAND FORUM: "TR-069 CPE WAN
Guangdong 518129 (CN) ManagementProtocolv1.1Issue 1 Amentment1”

BROADBAND FORUMTECHNICAL REPORT,, no.
Inventors: ISSUE 1 AMENDMENT 1, 30 November 2006
DING, Zhiming (2006-11-30), pages 1-138, XP002550467
Shenzhen * DROMS BUCKNELL UNIVERSITY R: "Dynamic
Guangdong 518129 (CN) Host Configuration Protocol; rfc2131.txt" IETF
WU, Huangwei STANDARD, INTERNET ENGINEERING TASK
Shenzhen FORCE, IETF, CH, 1 March 1997 (1997-03-01) ,
Guangdong 518129 (CN) XP015007915 ISSN: 0000-0003

EP 2 106 079 B1

Note: Within nine months of the publication of the mention of the grant of the European patent in the European Patent
Bulletin, any person may give notice to the European Patent Office of opposition to that patent, in accordance with the
Implementing Regulations. Notice of opposition shall not be deemed to have been filed until the opposition fee has been
paid.

(Art. 99(1) European Patent Convention).

Page 208 of 302

Printed by Jouve, 756001 PARIS (FR)



1 EP 2106 079 B1 2

Description

Field of the Invention

[0001] The present invention relates to the network
communication field, and in particular, to a system, ap-
paratus, and method for automatically configuring appli-
cation terminals in a home network.

Background of the Invention

[0002] Atpresent, IP-based applications such as Inter-
net Protocol Television (IPTV) and Voice over IP (VoIP)
are fast developing and will gradually replace dedicated
network applications such as cable TV and Public
Switched Telephone Network (PSTN) phone. IP applica-
tion terminals can support IP-based applications only af-
ter being configured. For example, the IP address or Uni-
versal Resource Locator (URL) of the application server
and the protocol used should be configured. On the one
hand, the cost for operators/service providers (SPs) to
manually configure each IP application terminal is high.
On the other hand, it is unreasonable to let users config-
ure IP application terminals. Therefore, itis urgent to im-
plement automatic configuration of IP application termi-
nals.

[0003] In the prior art, the Customer Premises Equip-
ment (CPE), such as the home gateway, is used to send
a Dynamic Host Configuration Protocol (DHCP) Request
message that carries the device identifier in a DHCP op-
tion to the DHCP server of an operator. The DHCP server
finds the URL of the Automatic Configuration Server
(ACS) of the CPE according to the device identifier and
then sends a DHCP ACK message that carries the URL
of the ACS in a DHCP option to the CPE. In this way, the
CPE obtains the URL information of the ACS. In addition,
the CPE customized by an operator can be pre-config-
ured with the URL of the operator’'s ACS before delivery.
The CPE accesses the ACS according to the URL of the
ACS to obtain the corresponding configuration file. Then
the CPE is configured automatically according to the con-
figuration file.

[0004] DHCP uses plain texts. Therefore, the URL of
the ACS may be easily intercepted when being obtained
through DHCP, thus affecting subsequent automatic
configuration. Therefore, it is not recommended that the
CPE should obtain the URL of the ACS through DHCP.
Before a methed for obtaining the URL of the ACS se-
curely is available, it is recommended to pre-configure
the URL of the ACS for the device before delivery or to
manually configure the URL of the ACS. This, however,
affects the retail of the CPE.

[0005] In actual applications, the CPE can obtain the
URL of the ACS through the Point-to-Point Protocol over
Ethernet (PPPcE) instead of through DHCP. When PP-
PoE is used, however, proper regulations need to be
made.

[0006] The application terminals connected to the
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home gateway can also use the preceding technical so-
lution to implement automatic configuration. For exam-
ple, an applicationterminal sends a DHCP Request mes-
sageora PPPoE Request message tothe home gateway
to obtain the URL of the Terminal Automatic Configura-
tion Server (TACS) from the DHCP server or the PPPoE
server through the DHCP Proxy or DHCP Relay function
of the home gateway or through the transparent trans-
mission capability of the home gateway. After receiving
the URL of the TACS, the home gateway sends it to the
application terminal in the same way.

[0007] When implementing the present invention, the
inventor finds that it is insecure to use DHCP to automat-
ically configure application terminals in the existing tech-
nical solution because DHCP uses plain texts. Using PP-
PoE to automatically configure application terminals may
increase the complexity of the application terminal soft-
ware because PPPoE supports identity authentication.
BROADBAND FORUM: "TR-069 CPE WAN Manage-
ment Protocolv1.1Issue 1 Amendment 1" BROADBAND
FORUM TECHNICAL REPORT, no. ISSUE 1 AMEND-
MENT 1, 30 November 2006 discloses a protocol for
communication between a CPE and Auto-Configuration
Server (ACS) that encompasses secure auto-configura-
tion as well as other CPE management functions within
a common framework.

DROMS BUCKNEL UNIVERSITY R: "Dynamic Host
Configuration Protocol; rfc2131.txt" IETF STANDARD,
INTERNET ENGINERRING TASK FORCE, IETF, CH, 1
March 1997 provides a framework for passing configu-
ration information to hosts on a TCPIP network. DHCP
is based on the Bootstrap Protocol (BOOTP), adding the
capability of automatic allocation of reusable network ad-
dresses and additional configuration options. DHCP cap-
tures the behavior of BOOTP relay agents, and DHCP
participants can interoperate with BOOTP participants.
US 7099338 B1 discloses a system and method for en-
suring a connection to a configuration server by customer
premises equipment. The customer premises equipment
is connected to a data network via a network connection.
The data network includes a connection to the data net-
work. A temporary configuration server is included to re-
spond to configuration messages from the customer
premises equipment before the network connection is
capable of sending messages over the data network.

Summary of the Invention

[0008] Embodiments of the present invention provide
a system, apparatus, and method for automatically con-
figuring application terminals in a home network to en-
sure that application terminals can securely obtain the
URL of an ACS from a public network without increasing
the complexity of the application terminal software. Thus,
the application terminals in the home network can be
automatically and securely configured.

[0009] The objective of the present invention is
achieved through the following technical solution:
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[0010] An embodiment of the present invention pro-
vides a system for automatically configuring application
terminals in a home network. The system includes an
application terminal, a home gateway, and a Gateway
Automatic Configuration Server (GACS).

[0011] The application terminal is adapted to: obtain
address information of the GACS through the home gate-
way, send a configurationrequest message tothe GACS,
obtain address information of a TACS, send the config-
uration request message to the TACS, and obtain con-
figuration information from the TACS for automatic con-
figuration.

[0012] The home gateway is adapted to: receive a DH-
CP Request message or a DHCP Inform message sent
from the application terminal and send the address infor-
mation of the GACS to the application terminal through
a DHCP ACK message.

[0013] The GACS is adapted to: receive the configu-
ration request message sent from the application termi-
nal, obtain the address information of the TACS accord-
ing to the configuration request message, and send the
obtained address information of the TACS to the appli-
cation terminal.

[0014] An embodiment of the present invention pro-
vides a method for automatically configuring application
terminals in a home network. The method includes:
[0015] exchanginginformation by an application termi-
nal with a home gateway to obtain address information
of a GACS and sending by the application terminal a
configuration request message to the GACS; and
[0016] obtaining by the application terminal returned
address information of a TACS from the GACS, sending
by the application terminal the configuration request mes-
sage to the TACS according to the obtained address in-
formation of the TACS, and obtaining by the application
terminal configuration information from the TACS for au-
tomatic configuration.

[0017] In the technical solution provided in the preced-
ing embodiments of the presentinvention, an application
terminal obtains the URL of an ACS from a GACS. This
ensures that the application terminal can securely obtain
the URL of the ACS without increasing the complexity of
the application terminal and avoids insecurity when the
application terminal directly obtains the URL of the ACS
from a public network.

Brief Description of the Drawings

[0018] FIG. 1 shows the networking of a system for
automatically configuring application terminals in a home
network in an embodiment of the present invention;
[0019] FIG. 2 shows a specific structure of a system
for automatically configuring application terminals in a
home network in an embodiment of the present invention;
and

[0020] FIG. 3 shows a flowchart of a method for auto-
matically configuring application terminals in a home net-
work in an embodiment of the present invention.
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Detailed Description of the Invention

[0021] Embodiments of the present invention provide
a system, apparatus, and method for automatically con-
figuring application terminals in a home network. For
easy understanding, the following describes the system,
apparatus, and method for automatically configuring ap-
plication terminals in the home network in the embodi-
ments of the present invention in detail with reference to
the accompanying drawings.

[0022] FIG. 1 shows the network of a system for auto-
matically configuring application terminals in a home net-
work in an embodiment of the present invention. As
shown in FIG. 2, the system includes a GACS, a TACS,
a home gateway, and an application terminal. To de-
scribe the embodiment clearer in FIG.2, the system in-
cludes only one application terminal, and it is apparent
that those skilled in the art may realize the embodiment
with more application terminals.

[0023] The ACS automatically configures and manag-
es its terminal devices according to a management pro-
tocol (such as TR069). Network operators and SPs may
both deploy ACSs to automatically configure and man-
age the terminal devices within the management scopes
of the ACSs.

[0024] The following takes the Customer Premises
Equipment WAN Management Protocol (CWMP) (also
referred to as TR069) for communication between a CPE
and an ACS as an example to describe the functions of
various modules in the system provided in an embodi-
ment of the present invention.

[0025] The GACS is deployed by a network service
provider (NSP) or an Internet service provider (ISP), and
adapted to automatically configure and manage the
home gateways of the NSP/ISP. In embodiments of the
present invention, the GACS may also exchange mes-
sages with an application terminal through CWMP to
send the URL of the TACS to the application terminal.
Therefore, in addition to the modules that provide the
configuration and managementfunctions of the ACS, the
GACS includes an information receiving module, an in-
formation querying module, and an information sending
module.

[0026] The information receiving module is adapted to
receive a configuration request message defined in
TRO069 from an application terminal. The configuration
request message carries device identifier information.
[0027] The information querying module is adapted to
query a locally stored table or the business support sys-
tem (BSS)/operation support system (OSS) for relevant
TACS information according to the device identifier in-
formation in the configuration request message.

[0028] The information sending module is adapted to
obtain the URL information of the TACS and send the
URL information to the application terminal through a
configuration response message.

[0029] As defined in TR069, a device such as an ap-
plication terminal in embodiments of the present inven-
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tion should send an Inform message to the ACS if the
device obtains the URL of the ACS after being started.
The Inform message carries relevant information such
as the device identifier. To obtain the configuration, the
device needs to send a BOOTSTRAP event to the ACS
through the Inform message. After receiving the BOOT-
STRAP event, the ACS sends a Download message to
the device to notify the device to obtain the configuration
file. The Inform message carrying the BOOTSTRAP
event can also be called a configuration request mes-
sage.

[0030] If the received Inform message carries the
BOOTSTRAP event, the GACS obtains the device iden-
tifier information from the Inform message and deter-
mines whether the device is a home gateway according
to the device type information in the device identifier. If
the device is not a home gateway, the GACS queries the
database of the GACS or the BSS/OSS for the URL in-
formation of the TACS according to the device identifier
information and sends the obtained URL information to
the application terminal by using the SetParameterVal-
ues method.

[0031] The preceding Inform message, BOOTSTRAP
event, and SetParameterValues method are defined in
TRO0B69. Their definitions may be different in other man-
agement protocols and the corresponding interaction
processes may also be different. Forexample, as defined
in TRO69, after receiving an Inform message, the ACS
should first return an InformResponse message and then
operate on the terminal device by using the SetParam-
eterValues method. The interaction mode may not be
used in other management protocols. For example, the
ACS directly carries the URL of the TACS in a message
similar to the InformResponse message and does not
need to send another message.

[0032] The TACS is deployed by an SP and adapted
to automatically configure and manage the application
terminals within its management scope through CWMP.
One TACS can configure and manage several applica-
tion terminals. After receiving a configuration request
message sent through CWMP from an application termi-
nal, the TACS returns corresponding configuration file
information to the application terminal through CWMP.
[0033] Theapplicationterminalis adaptedto exchange
messages with the GACS through CWMP to obtain the
URL information of the TACS according to the received
URL information of the GACS from the home gateway.
After that, the application terminal obtains the configura-
tion file information from the TACS through CWMP ac-
cording to the URL information of the TACS and uses
the configuration file information for automatic configu-
ration.

[0034] Specifically, the application terminal may in-
clude a DHCP client module and a configuration man-
agement client module.

[0035] The DHCP client module is adapted to obtain
the IP address of the DHCP server from the network
through DHCP and parse the URL of the ACS from the
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option in the DHCP ACK message sent from the home
gateway. The application terminal interacts with the
home gateway within the home network. Therefore, this
process is regarded as secure.

[0036] The configuration management client module
is adapted to interact with the ACS through CWMP. As
defined in TR069, if the ACS changes the URL of the
ACS of aterminal device, the terminal device should send
an Inform message to the new ACS and be managed by
the new ACS. With this mechanism, the application ter-
minal first accesses the GACS obtained from the home
gateway through DHCP. When the application terminal
uses CWMP to interact with the GACS, the GACS sends
the URL of the TACS to the application terminal. As a
result, the application terminal obtains the URL of its own
ACS. CWMP is based on the secure socket layer (SSL)
protocol. Therefore, this process is secure.

[0037] The home gateway is adapted to allocate an IP
address to the application terminal after receiving a DH-
CP Request message sent from the application terminal
and carry the URL of the GACS in an option in a DHCP
ACK message. The home gateway may obtain the URL
of the GACS by using a secure method such as PPPoE,
pre-configuration before delivery, or manual configura-
tion by operators or users. According to the obtained URL
of the GACS, the home gateway obtains the configuration
from the GACS. In addition to the configuration manage-
ment client module of the ACS, the home gateway in-
cludes a DHCP server module.

[0038] The DHCP server module is adapted to send
the address information of the GACS to the application
terminal through a DHCP ACK message after receiving
a DHCP Request message or a DHCP Inform message
sent from the application terminal.

[0039] Although TR0O69 defines the method for obtain-
ing the URL of an ACS from the DHCP server through
DHCP, the DHCP server that allocates an |IP address to
a home gateway is in the public network and thus it is
insecure to obtain the URL of the ACS through DHCP.
Therefore, the home gateway obtains the URL of the ACS
by using other methods such as PPPoE, pre-configura-
tion before delivery, and manual configuration by oper-
ators or users.

[0040] AsshowninFIG. 1, TACS1 belongsto SP1and
automatically configures and manages the application
terminals that use the services provided by SP1. One
home network may include several application terminals
that use the services provided by SP1. TACS2 belongs
to SP2 and automatically configures and manages the
application terminals that use the services provided by
SP2. One home network may include several application
terminals that use the services provided by SP2.

[0041] SP1 and SP2 may provide the same services.
For example, SP1 and SP2 both provide VolP services.
SP1 and SP2 may also provide different services. For
example, SP1 provides VolP services and SP2 provides
IPTV services. Therefore, application terminals 1 and 2
may be devices of the same type or devices of different
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types. In addition, one SP may provide several services.
Forexample, the SP may provide VolP and IPTV services
at the same time.

[0042] FIG. 3 shows a flowchart of a method for auto-
matically configuring application terminals in a home net-
work in an embodimentof the presentinvention. Suppose
TRO069 is used. The method may include the following
steps:

[0043] Step 31: An application terminal uses DHCP to
send a DHCP Request message to a home gateway to
obtain its own IP address.

[0044] The devices in a home network may support
different management specifications. For example, some
support TROG9 but others do not. To obtain the required
information from the DHCP ACK message, the applica-
tion terminal may carry certain special information in an
option in the DHCP Request message. For example, in
the embodiment of the present invention, the application
terminal may carry the "dslforum.org" string in DHCP op-
tion 60 as required in TR0G9.

[0045] Step 32: After receiving the DHCP Request
message, the home gateway allocates an IP address to
the application terminal and adds the URL of the GACS
to DHCP option 43 specified by TR069 in the DHCP ACK
message.

[0046] As specified in DHCP, to obtain corresponding
information from the DHCP server, the application termi-
nal may send a DHCP Inform message to the DHCP
server in step 31. Then the DHCP serverreturns aDHCP
ACK message. This, however, affects step 32 and is not
described further. Technical personnel in this field know
the specific meanings and implementation methods.
[0047] Step 33: After receiving the DHCP ACK mes-
sage, the application terminal obtains the URL of the
GACS.

[0048] According to the obtained URL, the application
terminal may use the Inform message defined in CWMP
to access the GACS. The Inform message carries rele-
vant device information such as the vendor information,
device type, and device serial number. The relevant de-
vice information is called adevice identifierand may iden-
tify a device uniquely. In addition, the Inform message
carries the BOOTSTRAP event defined in TR069, indi-
cating that the device needs to be configured. This mes-
sage is called a configuration request message. The con-
figuration request message is defined differently in other
management protocols and the device identifier may also
be different from that defined in TR069.

[0049] Step 34: After receiving the Inform message,
the GACS finds that the device is not the home gateway
according to the device type information in the Inform
message, that is, the device is not actually managed by
the GACS. In this case, according to the device identifier
information, the GACS queries a locally stored table or
the BSS/OSS for the URL information of the TACS.
[0050] Embodiments of the present invention require
that the SP of the TACS provide relevant TACS informa-
tion for the NSP/ISP of the GACS. The relevant TACS
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information includes the URL ofthe TACS and the device
identifier information of the application terminal that uses
the services provided by the SP, such as the vendor in-
formation, device type, and device serial number. In ad-
dition, the relevant TACS information should be stored
to the GACS or the BSS/OSS of the NSP/ISP in a certain
way. For example, the BSS/OSS of the NSP/ISP may
provide a client for the SP. The SP loads the device iden-
tifier information of the application terminal and the URL
of the TACS to the BSS/OSS system through the client.
After that, the BSS/OSS transmits or does not transmit
the information about the application terminal through
the northbound interface of the GACS. In another way,
the information about the terminals of the SP is stored
only in the BSS/OSS of the SP. An interface, however,
is available between the BSS/OSS of the NSP/ISP and
the BSS/OSS of the SP. Through this interface, the
GACS can query the URL of the TACS.

[0051] Step 35: The GACS sends the obtained URL of
the TACS to the application terminal.

[0052] As specified in CWMP, the GACS may use the
SetParameterValues method to change the URL of the
TACS. Before using the SetParameterValues method,
however, the GACS needs to return an InformResponse
message to the application terminal. The SetParameter-
Values message that is triggered by the configuration
request message sent from the application terminal and
is sent out by the GACS is also a response to the con-
figuration request message. Therefore, the differences
in interactive messages defined in different protocols are
also covered by the present invention.

[0053] Step 36: Afterreceiving the URL of the new ACS
from the GACS, the application terminal resends an In-
form message to the new TACS.

[0054] Step 37: Ifthe received Inform message carries
the BOOTSTRAP event, the TACS uses the Download
method defined in TRO69 to notify the application termi-
nal to obtain the configuration file. Thus, the application
terminal obtains the corresponding configuration. Before
using the Download method, the TACS needs to return
an InformResponse message to the application terminal.
The details about obtaining the configuration file are be-
yond the scope of the present invention and are not de-
scribed further. If other configuration management pro-
tocols are used, however, the application terminal may
obtain the configuration through a file or in another way
in which the TACS gradually delivers parameter setting
commands.

[0055] In the preceding steps, only one additional op-
eration on the application terminal is required. That is,
the application terminal needs to parse the URL informa-
tion of the ACS from the DHCP ACK message in step
33. The subsequent steps are defined in CWMP. In ad-
dition, itis unnecessary to modify CWMP or add resourc-
es for the application terminal. In terms of the home gate-
way, all steps except step 32 are the same as what is
specified in CWMP. In step 32, the home gateway needs
to add the URL of the GACS to the option in the DHCP
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ACK message. The GACS needs to manage and query
the TACS.

[0056] Through the preceding steps, the first step for
automatically configuring the application terminal is fin-
ished within the home network. That is, the URL of the
ACS is obtained within the home network. This avoids
security problems in obtaining the URL of the ACS from
the public network. Next, depending on the security of
TRO069 or other configuration management protocols, the
application terminal obtains the URL of the TACS from
the GACS, thus securely completing the process of au-
tomatically obtaining the TACS. Therefore, the security
of the entire configuration process depends on the step
for obtaining the URL of the GACS by the home gateway.
In this step, the home gateway may securely obtain the
URL of the GACS through PPPoE, pre-configuration be-
fore delivery, or manual setting. In a home network, only
one home gateway is required but several application
terminals for implementing various applications may be
available.

[0057] Although the present invention has been de-
scribed through exemplary embodiments, the presentin-
vention is not limited to such embodiments. It is apparent
that those skilled in the art can make various modifica-
tions and variations such as replacing TR069 with SNMP
V3 to the invention without departing from the scope of
the invention. The invention is intended to cover the mod-
ifications and variations provided that they fall in the
scope of protection defined by the claims or their equiv-
alents.

Claims

1. A system for automatically configuring application
terminalsina home network, characterized by com-
prising an application terminal, a home gateway, and
a Gateway Automatic Configuration Server (GACS),
wherein:

the application terminal is adapted to: obtain ad-
dress information of the GACS through the
home gateway, send a configuration request
message to the GACS, obtain address informa-
tion of a Terminal Automatic Configuration Serv-
er (TACS), send the configuration request mes-
sage to the TACS, and obtain configuration in-
formation from the TACS for automatic config-
uration;

the home gateway is adapted to: receive a Dy-
namic Host Configuration Protocol (DHCP) Re-
quest message or a DHCP Inform message sent
from the application terminal and send the ad-
dress information of the GACS to the application
terminal through a DHCP ACK message; and
the GACS is adapted to: receive the configura-
tion request message sent from the application
terminal, obtain the address information of the
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TACS according to the configuration request
message, and send the obtained address infor-
mation of the TACS to the application terminal.

2. The system of claim 1, further comprising:

the TACS, adapted to: receive the configuration
request message sent from the application ter-
minal and configure the application terminal.

3. The system of claim 1, wherein the application ter-
minal comprises:

a DHCP client module, adapted to: obtain an IP
address of a DHCP server from a network
through DHCP and parse the address informa-
tion of the GACS from the DHCP ACK message
sent from the home gateway.

4. The system of claim 1, wherein the GACS further
comprises:

an information receiving module, adapted to re-
ceive the configuration request message sent
from the application terminal, wherein the con-
figuration request message carries device iden-
tifier information;

an information querying module, adapted to:
query a locally stored table or a Business Sup-
port System or Operation Support System
(BSS/OSS) for relevant TACS information ac-
cording to the device identifier information car-
ried in the configuration request message; and
an information sending module, adapted to: ob-
tain the address information of the TACS from
the information querying module and send the
address information to the application terminal
through a configuration response message.

5. The system of any of claim 1 to claim 4, wherein:

the configuration request message is the DHCP
Inform message carryinga BOOTSTRAP event;
and

the configuration response message is a DHCP
ACK message and the DHCP ACK message is
a SetParameterValues message.

6. A method for automatically configuring application
terminalsin a home network, characterized by com-
prising:

exchanging information by an application termi-
nal with a home gateway to obtain address in-
formation of a Gateway Automatic Configuration
Server (GACS) and sending by the application
terminal a configuration request message to the
GACS (33); and
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obtaining by the application terminal returned
address information of a Terminal Automatic
Configuration Server (TACS) from the GACS
(35), sending by the application terminalthe con-
figuration request message to the TACS accord-
ing to the obtained address information of the
TACS (36), and obtaining by the application ter-
minal configuration information from the TACS
for automatic configuration (37).

The method of claim 6, wherein the process of ex-
changing information with the home gateway to ob-
tain the address information of the GACS comprises:

sending, by the application terminal, a Dynamic
Host Configuration Protocol (DHCP) Request
message or a DHCP Inform message to the
home gateway (31); and

sending, by the home gateway, address infor-
mation of the GACS to the application terminal
through a DHCP ACK message after receiving
the DHCP Request message or the DHCP In-
form message (32).

The method of claim 6, before obtaining the returned
address information of the TACS from the GACS,
further comprising:

after receiving the configuration request mes-
sage, the gateway automatic configuration serv-
er querying for address information of the TACS
(34), and sending the address information of the
TACS to the application terminal (35).

The method of claim 8, ,after receiving the configu-
ration request message, the gateway automatic con-
figuration server querying for address information of
the TACS, and sending the address information of
the TACS to the application terminal, further com-
prising:

by the GACS, querying a locally stored table or
a business support system or operation support
system (BSS/OSS) for address information of
the TACS according to device identifier informa-
tion carried in the configuration request mes-
sage sent from the application terminal, and
sending the address information of the TACS to
the application terminal through a configuration
response message.

Patentanspriiche
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tische Gateway-Konfiguration (GACS) umfasst, wo-
bei:

das Anwendungsendgerat dafir ausgelegt ist:
Adresseninformationen des GACS Ulber das
Heim-Gateway zu erhalten, eine Konfigurati-
onsanforderungsnachricht zu dem GACS zu
senden, Adresseninformationen eines Servers
firautomatische Endgeratkonfiguration (TACS)
zu erhalten, die Konfigurationsanforderungs-
nachricht zu dem TACS zu senden und Konfi-
gurationsinformationen von dem TACS flr eine
automatische Konfiguration zu erhalten;

das Heim-Gateway dafiir ausgelegtist: eine An-
forderungsnachricht fir dynamisches Host-
Konfigurationsprotokoll (DHCP-Anforderungs-
nachricht) oder eine DHCP-Informationsnach-
richt, die von dem Anwendungsendgeratgesen-
det wird, zu empfangen und die Adresseninfor-
mationen des GACS zu dem Anwendungsend-
gerat mittels einer DHCP ACK-Nachricht zu
senden; und

der GACS daflr ausgelegt ist: die von dem An-
wendungsendgerat gesendete Konfigurations-
anforderungsnachricht zu empfangen, die
Adresseninformationen des TACS in Uberein-
stimmung mit der Konfigurationsanforderungs-
nachricht zu erhalten und die erhaltenen Adres-
seninformationen des TACS zu dem Anwen-
dungsendgerat zu senden.

System nach Anspruch 1, das ferner Folgendes um-
fasst:

den TACS, der dafiir ausgelegt ist: die von dem
Anwendungsendgerat gesendete Konfigurati-
onsanforderungsnachricht zu empfangen und
das Anwendungsendgerat zu konfigurieren.

System nach Anspruch 1, wobei das Anwendungs-
endgerat Folgendes umfasst:

ein DHCP-Client-Modul, das daflir ausgelegt ist:
eine IP-Adresse eines DHCP-Servers von ei-
nem Netz mittels DHCP zu erhalten und die
Adresseninformationen des GACS von der
DHCP ACK-Nachricht, die von dem Heim-Ga-
teway gesendet wird, zu parsen.

System nach Anspruch 1, wobei der GACS ferner
Folgendes umfasst:

ein Informationsempfangsmodul, das daflir aus-
gelegt ist, die von dem Anwendungsendgerat
gesendete Konfigurationsanforderungsnach-
richt zu empfangen, wobei die Konfigurations-
anforderungsnachricht Vorrichtungsidentifizie-
rungsinformationen fahrt;
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ein Informationsabfragemodul, das dafur aus-
gelegt ist: eine lokal gespeicherte Tabelle oder
ein Geschaftsunterstitzungssystem oder Be-
triebsunterstitzungssystem (BSS/OSS) nach
relevanten TACS-Informationen in Ubereinstim-
mung mit den in der Konfigurationsanforde-
rungsnachricht gefihrten Vorrichtungsidentifi-
zierungsinformationen abzufragen; und

ein Informationssendemodul, das daflir ausge-
legt ist: die Adresseninformationen des TACS
von dem Informationsabfragemodul zu erhalten
und die Adresseninformationen mittels einer
Konfigurationsantwortnachricht zu dem Anwen-
dungsendgerat zu senden.

System nach einem der Anspriche 1 bis 4, wobei:

die Konfigurationsanforderungsnachricht die
DHCP-Informationsnachricht ist, die ein
BOOTSTRAP-Ereignis flhrt; und

die Konfigurationsantwortnachricht eine DHCP
ACK-Nachricht ist und die DHCP ACK-Nach-
richt eine Einstellparameterwerte-Nachricht ist.

Verfahren zum automatischen Konfigurieren von
Anwendungsendgeraten in einem Heimnetz, da-
durch gekennzeichnet, dass es Folgendes um-
fasst:

Austauschen von Informationen durch ein An-
wendungsendgerat mit einem Heim-Gateway,
um Adresseninformationen eines Servers filr
automatische Gateway-Konfiguration (GACS)
zu erhalten, und Senden durch das Anwen-
dungsendgerat einer Konfigurationsanforde-
rungsnachricht zu dem GACS (33); und
Erhalten durch das Anwendungsendgerat zu-
rickgeleiteter Adresseninformationen eines
Servers fur automatische Endgeratkonfigurati-
on (TACS) von dem GACS (35), Senden durch
das Anwendungsendgerit der Konfigurations-
anforderungsnachricht zu dem TACS in Uber-
einstimmung mitden erhaltenen Adresseninfor-
mationendes TACS (36) und Erhaltendurchdas
Anwendungsendgerat von Konfigurationsinfor-
mationen von dem TACS flr eine automatische
Konfiguration (37).

Verfahren nach Anspruch 6, wobei der Prozess des
Austauschens von Informationen mitdem Heim-Ga-
teway, um die Adresseninformationen des GACS zu
erhalten, Folgendes umfasst:

Senden durch das Anwendungsendgerat einer
Anforderungsnachricht fir dynamisches Host-
Konfigurationsprotokoll (DHCP-Anforderungs-
nachricht) oder einer DHCP-Informationsnach-
richt zu dem Heim-Gateway (31); und

10

15

20

25

30

35

40

45

50

55

Senden durch das Heim-Gateway von Adres-
seninformationen des GACS zu dem Anwen-
dungsendgerat mittels einer DHCP ACK-Nach-
richt, nachdem die DHCP-Anforderungsnach-
richt oder die DHCP-Informationsnachricht (32)
empfangen worden ist.

Verfahren nach Anspruch 6, das vor dem Erhalten
der zuriickgeleiteten Adresseninformationen des
TACS von dem GACS ferner Folgendes umfasst:

nach dem Empfangen der Konfigurationsanfor-
derungsnachricht Abfragen von Adresseninfor-
mationen des TACS (34) durch den Server fur
automatische Gateway-Konfiguration und Sen-
den der Adresseninformationen des TACS zu
dem Anwendungsendgerat (35).

Verfahren nach Anspruch 8, das nach dem Empfan-
gen der Konfigurationsanforderungsnachricht, dem
Abfragen von Adresseninformationen des TACS
durch den Server fiur automatische Gateway-Konfi-
guration und dem Senden der Adresseninformatio-
nen des TACS zu dem Anwendungsendgerat ferner
Folgendes umfasst:

durch den GACS Abfragen einer lokal gespei-
cherten Tabelle oder eines Geschéaftsunterstlit-
zungssystems oder Betriebsunterstitzungssy-
stems (BSS/OSS) nach Adresseninformationen
des TACS in Ubereinstimmung mit
Vorrichtungsidentifizierungsinformationen, die
in der von dem Anwendungsendgerat gesende-
ten Konfigurationsanforderungsnachricht ge-
fuhrt werden, und Senden der Adresseninfor-
mationen des TACS zu dem Anwendungsend-
gerat mittels einer Konfigurationsantwortnach-
richt.

Revendications

Systéme de configuration automatique de terminaux
d’application dans un réseau de rattachement, ca-
ractérisé en ce qu’il comprend un terminal d’appli-
cation, une passerelle de rattachement, et un Ser-
veur de Configuration Automatique de Passerelle
(GACS), dans lequel :

le terminal d’application est adapté pour : obte-
nir des informations d’adresse du GACS par le
biais de la passerelle de rattachement, envoyer
un message de requéte de configuration au
GACS, obtenir des informations d’adresse d’un
Serveur de Configuration Automatique de Ter-
minal (TACS), envoyer le message de requéte
de configuration au TACS, et obtenir des infor-
mations de configuration depuis le TACS pour
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la configuration automatique ;

lapasserellede rattachement est adaptée pour :
recevoir un message de Requéte selon le Pro-
tocole de Configuration Dynamique Hoéte
(DHCP) ou un message d’Information DHCP
envoyé depuis le terminal d’application et en-
voyer les informations d’adresse du GACS au
terminal d’application par le biais d’un message
DHCP ACK ; et

le GACS est adapté pour : recevoir le message
de requéte de configuration envoyé par le ter-
minal d’application, obtenir les informations
d’adresse du TACS en fonction du message de
requéte de configuration, et envoyer les infor-
mations d’adresse obtenues du TACS au termi-
nal d’application.

Systéme selon la revendication 1, comprenant en
outre :

le TACS, adapté pour : recevoir le message de
requéte de configuration envoyé par le terminal
d’application et configurer le terminal d’applica-
tion.

Systéme selon la revendication 1, dans lequel le ter-
minal d’application comprend :

un module client DHCP, adapté pourobtenirune
adresse IP d’un serveur DHCP a partir d’un ré-
seauselon le DHCP et analyser syntaxiquement
les informations d’adresse du GACS provenant
du message DHCP ACK envoyé par la passe-
relle de rattachement.

4. Systéme selon la revendication 1, dans lequel le
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GACS comprend en outre :

un module de réception d’informations, adapté
pour recevoir le message de requéte de confi-
guration envoyé par le terminal d’application, le
message de requéte de configuration compor-
tant des informations d’identifiants de
dispositifs ;

un module d’interrogation d’informations, adap-
té pour : interroger une table mémorisée loca-
lement ou un Systéme de Support d’Affaires ou
Systéme de Support d’Opérations (BSS/OSS)
alarecherche d’informations TACS pertinentes
en fonction des informations d’identifiants de
dispositifs incluses dans le message de requéte
de configuration ; et

un module d’envoi d’informations, adapté pour :
obtenir les informations d’adresse du TACS de-
puis le module d’interrogation d’informations et
envoyer les informations d’adresse au terminal
d’application par le biais d’'un message de ré-
ponse de configuration.
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5. Systéme selon 'une quelconque des revendications
1 a4, dans lequel :

le message de requéte de configuration est le
message Information du DHCP comportant un
événement AMORCAGE ; et

le message de réponse de configuration est un
message DHCP ACK etle message DHCP ACK
est un message de Réglage de Valeurs Para-
métriques.

6. Procédé de configuration automatique de terminaux
d’application dans un réseau de rattachement, ca-
ractérisé en ce qu’il comprend :

I’échange d’informations par un terminal d’ap-
plication avec une passerelle de rattachement
afin d’obtenir des informations d’adresse d’un
Serveur de Configuration Automatique de Pas-
serelle (GACS) et 'envoi par le terminal d’appli-
cation d’'un message de requéte de configura-
tion au GACS (33) ; et

'obtention par le terminal d’application d’infor-
mations d’adresse renvoyées d’un Serveur de
Configuration Automatique de Terminal (TACS)
depuisle GACS (35), I'envoi parle terminald’ap-
plication du message de requéte de configura-
tion au TACS en fonction des informations
d’adresse obtenues du TACS (36), etl'obtention
par le terminal d’application d’informations de
configuration depuis le TACS pour la configura-
tion automatique (37).

7. Procédé selonlarevendication 6, dans lequel le pro-
cessus d’échange d’informations avec la passerelle
de rattachement pour obtenir les informations
d’adresse du GACS comprend :

I'envoi, par le terminal d’application, d’un mes-
sage de Requéte selon le Protocole de Confi-
guration Dynamique H6te (DHCP) ou d’'un mes-
sage Information du DHCP a la passerelle de
rattachement (31) ; et

'envoi, par la passerelle de rattachement, d’in-
formations d’adresse du GACS au terminal
d’application par le biais d’'un message DHCP
ACK aprés laréception du message de Requéte
du DHCP ou du message Information du DHCP
(32).

8. Procédé selon la revendication 6, comprenant en
outre avant 'obtention des informations d’adresse
renvoyées du TACS depuis le GACS :

apreés la réception du message de requéte de
configuration, l'interrogation par le serveur de
configuration automatique de passerelle a lare-
cherche d’informations d’adresse du TACS (34)



Page 217 of 302

17 EP 2106 079 B1

et I'envoi des informations d’adresse du TACS
au terminal d’application (35).

Procédé selon la revendication 8, comprenant en
outre, aprés la réception du message de requéte de
configuration, l'interrogation par le serveur de confi-
guration automatique de passerelle a la recherche
d’informations d’adresse du TACS, et 'envoides in-
formations dadresse du TACS au terminal
d’application :

par le GACS, l'interrogation d’'une table mémo-
risée localement ou d’'un Systéme de Support
d’Affaires ou Systéme de Support d’Opérations
(BSS/OSS) a larecherche d’informations TACS
en fonction des informations d’identifiants de
dispositifs incluses dans le message de requéte
de configuration envoyées par le terminal d’ap-
plication, et 'envoi des informations d’adresse
du TACS au terminal d’application par le biais
d’un message de réponse de configuration.
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Description

[0001] The present invention relates to the remote
management of home devices from a remote network.
[0002] Recent times have withessed the wide spread
of the Internet, not only for professional purpose, but also
at home. Consumers are offered more and more home
electronic devices equipped with Internet connect capa-
bilities, such as digital subscriber line (DSL) modems,
residential gateways (RGW), set-top boxes (STB) for dig-
ital television (DTV), Voice over the Internet Protocol
(VolP)terminal adapters, etc. Such devices are common-
ly called "home devices" or "customer premise equip-
ment" (CPE) and are linked together to form a local area
orhome network (LAN) connected to awide area network
(WAN) such as the Internet.

[0003] CPEs have become such advanced devices
that it is more and more difficult for the average user to
undertake any configuration change, firmware upgrade,
backup, restore or other management operations without
the help of a skilled technician.

[0004] Inaddition, there is unquestionably a need from
users to avoid manual management operations on CPEs.
Although such operations were considered acceptable
in the near past (see e.g. US patent No. 6 901 439 to
Bonasia), they are now considered by the users as time
consuming and therefore unacceptable.

[0005] These are reasons why many network opera-
tors now propose, in addition to the classic Internet pro-
vider's services, management services for remotely
managing LAN CPEs. Such services advantageously al-
low operators to save costs by reducing truck rolls (i.e.
a technician is actually sent to the user’s premises to do
the required or necessary management operations).
[0006] However, a consequence of such a policy is
that operators have the duty to manage a large number
of CPEs for the entire life cycle of the devices. Over a
period of time the device population grows and so is the
number of the device types which the operator’s system
must adapt to.

[0007] The devices may arrive at the subscriber’'s
premises via multiple means, for example from the CPE
manufacturer directly, from a retail store or from the op-
erator. It is extremely difficult, time consuming and error-
prone for operators to getall information concerning each
CPE and store them in the operator's database or in
home device management servers prior to the device
first contacting its management server.

[0008] For the operator, pre-provisioning the CPE in-
formation is pretty significant. Onthe one hand, itreduces
the opportunity for the operator to grow its subscriber
population quickly. On the other hand, it adds computing
overhead (and related costs) for the operator’'s system
to be able to learn all the details about each and every
new purchased and connected CPE, before the latter
gets in position to be activated in the network.

[0009] Management policies are disclosed in "CPE
WAN Management Protocol", a technical report from the
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DSL Forum TR-069, produced by the DSLHome-Tech-
nical Working Group in 2004.

[0010] Remote management/control methods are also
disclosed in US patent applications no. 2006/0168178
(Hwang), 2005/0038875 (Park) and 2004/0010327 (Te-
rashima).

[0011] The known CPE management metohods fail to
overcome the drawbacks mentioned hereinbefore.
Therefore, there is still a need for improving the remote
managementof CPEs, allowing operators to reduce CPE
information retrieval and database storing operations.
[0012] Inorderto achieve the above and other objects,
there is provided a method for remote management of a
home device, said method comprising:

- aconnection step whereinthe homedevice connects
to a remote walled garden home device manage-
ment (WG_HDM) server;

- apre-activation cycle wherein a pre-activation policy
is runon the home device fromthe WG_HDM server;

- atransferstep wherein the home deviceis redirected
by the WG_HDM server to a remote public home
device management (P_HDM) server;

- anactivation cycle wherein an activation policy is run
onh the home device from the P_HDM server.

Inthe connection step, the home device may connect
to the WG_HDM using default HTTP credentials.

[0013] Inonepreferred embodiment, there is provided,
before the connection step:

-  a step of the home device connecting a broadband
remote access server (BRAS) using default point-to-
point protocol credentials, and

- astep of the BRAS directing the home device to the
WG HDM server.

[0014] The method as claimed in any of the preceding
claims, wherein the pre-activation cycle comprises a step
of the WG_HDM server registering home device default
information in a WG HDM data store.

[0015] Connection request credentials may be either
generated or retrieved from the home device by the WG_
HDM server.

[0016] In one preferred embodiment, the pre-activa-
tion cycle comprises the steps of:

- the WG_HDM server contacting an operational sup-
port system (OSS);

- the WG_HDM server retrieving subscriber data from
the OSS;

- the WG_HDM server implementing subscriber data
(e.g. including at least one of the following: subscrib-
er ID, service tags, usertags, public HTTP username
and password) in the home device.

[0017] The retrieved subscriber data are preferably
stored in a WG_HDM data store.
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[0018] Home device activation parameters (e.g. in-
cluding correct point-to-point protocol (PPP) and HTTP
credentials, and P_HDM server uniform resource locator
(URL)) may be either retrieved or generated by the WG_
HDM server. Preferably, there is provided a further step
of the WG_HDM server provisioning the home device
with these activation parameters.

[0019] Inone preferred embodiment, the transfer step
includes the following substeps:

- a step of the home device connecting a broadband
remote access server (BRAS) using the correct PPP
credentials, and

- astep of the BRAS directing the home device to the
P_HDM server based on the correct P _ HDM URL.

[0020] The above and other objects and advantages
of the invention will become apparent from the detailed
description of preferred embodiments, considered in
conjunction with the accompanying drawings in which:

FIG. 1 is a block diagram showing a telecommuni-
cation environment for deployment of aremote man-
agement method according to an embodiment of the
present invention;

FIG. 2 is a diagram illustrating signal flow in a man-
agement method according to an embodiment of the
present invention.

[0021] Turning now to the drawings and with particular
attention to FIG. 1, there is shown a telecommunication
system or environment 1 including customer (also called
subscriber) premises 2 where at least one customer
premises equipment (CPE) 3, such as a residential gate-
way (RGW) is installed and connected to a digital sub-
scriber line (DSL) 4. The DSL line 4 links the CPE 3 to a
wide area network (WAN) 5 such as the Internet. Before
it reaches the Internet 5, the signal goes through a digital
subscriber line access multiplexer (DSLAM) 6 for aggre-
gating the data streams and a broadband remote access
server (BRAS) 7 for authenticating the subscriber’s cre-
dentials and routing the data to the Internet 5.

[0022] Forpurposes which willbecome apparent here-
inafter, the telecommunication environment 1 also in-
cludes a weblogic server domain 8 connected to the In-
ternet 5 and partitioned in:

- a restricted or walled garden area network 9 com-
prising at least one (and preferably a cluster of)

walled garden home device management (WG_

HDM) server(s) 10 connected to the Internet 5
through a load balancer 11 behind afirewall 12, and

- a public area network 13 comprising at least one
(and preferably a cluster of) public home device man-
agement (P_HDM) server(s) 14 also connected to
the Internet 5 through a load balancer 15 behind a
firewall 16.
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[0023] Both WG _HD servers 10 and P_HDM servers
14 have connection capabilities, through a load balancer
17,18 behind a firewall 19, 20, to a provider’s operational
support system (OSS) 1 containing subscriber data such
as subscriber ID, service tags, user tags, public HTTP
username and password.

[0024] As in a classical architecture, OSS 21 may in-
clude a billing system 22, a workflow management sys-
tem 23, a subscriber management system 24, a back
office system 25 and an inventory system 26.

[0025] Suchtelecommunication environment architec-
ture is suitable for CPE remote management, and more
specifically for CPE automatic or "zero-touch" activation,
as will be described hereinafter with reference to FIG. 2.
[0026] Beforethe zero-touch activation processis con-
ducted, it is assumed that:

- The subscriber has received a new CPE 3 (for ex-
ample, after having purchased it from a retail store)
and has plugged it into the DSL line 4.

- OSS 21 contains subscriber data, but no CPE infor-
mation.

- The HDM servers 10, 14 contain neither CPE nor
subscriber data. In particular, the HDM servers 10,
14 are not pre-provisioned with subscriber data from
the OSS 21.

- CPE 3 is pre-provisioned with a default, temporary
auto configuration server (ACS) uniform resource lo-
cator (URL) that enables it to communicate with a
WG_HDM server 10.

- CPE 3 is pre-provisioned with default point-to-point
protocol (PPP) credentials and default hypertext
transfer protocol (HTTP) credentials.

[0027] When connected to the DSL line 4, the CPE 3
uses the default PPP credentials to connect to the BRAS
7 (step 100).

[0028] The BRAS 7 then directs the CPE 3to a WG_
HDM server 10 within the walled garden area network 9
(step 101).

[0029] Next, CPE 3 connects to the WG_HDM server
10 using its own default HTTP credentials (step 102).
[0030] A pre-activation cycle begins, wherein a pre-
activation policy is run on the CPE 3 from the WG_HDM
server 10, as will now be described.

[0031] The WG_HDM server 10 begins with register-
ing the CPE information in its WG_HDM data store (step
103).

[0032] The WG_HDM server 10 then identifies that
CPE 3 is not yet ready for activation, and retrieves the
correctconnection request (CR) credentials. If the correct
CR credentials are not available, the WG_HDM server
10 automatically generates them (step 104).

[0033] Itis to be noted that, when CR credentials are
auto-generated, the username is defined using a combi-
nation of the organizationally unique identifier (OUI), se-
rial number and product class of the CPE 3. If the product
class is not available, the username is defined using the
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combination of OUIl and serial number.

[0034] Next, the WG_HDM server 10 creates set pa-
rameter value (SPV) actions to provision the CPE 3 with
the correct CR credentials (step 105). The WG_HDM
server 10 then posts a java messaging service (JMS)
queue event to OSS 21, which contains the identity if the
new CPE 3 (OUI, product class, serial humber), its IP
address and a device correlator, in order to request sub-
scriber data from the OSS 21 (step 106).

[0035] In reaction, OSS 21 uses the BRAS 7, IP ad-
dress and DSL number to identify the subscriber, and
then retrieves subscriber data from the OSS subscriber
management system, e.g. subscriber ID, service tags,
user tags, and the public HTTP username and password
(step 107).

[0036] Thereafter, the OSS 21 sends this information
to the WG_HDM server 10 using the WG_HDM north-
boundinterface (NBI). Italso sends the source IP address
and the WG_HDM device correlator that was sentin the
WG_HDM request (step 108).

[0037] The WG_HDM server 10 then stores the sub-
scriber data in the WG_HDM data store (step 109).
[0038] Once the OSS 21 has sent its response to the
WG HDM server 10, the WG HDM server 10 identifies
thatthe CPE 3is still not ready for activation, andretrieves
the CPE activation parameters, e.g. the correct PPP and
HTTP credentials and the P_HDM server URL. Ifthe cor-
rect HTTP credentials are not available, the WG_HDM
server 10 automatically generates them.

[0039] It is to be noted that, when HTTP credentials
are auto-generated, the username is defined using a
combination of the OUI, serial number and product class
of the CPE 3. If the product class is not available, the
username is defined using the combination of OUI and
serial number.

[0040] The WG _HDM server 10 creates SPV actions
to provision the CPE 3 with the correct PPP, HTTP cre-
dentials and the P_HDM server URL (step 110), thereby
ending the pre-activation cycle.

[0041] The CPE 3 is now ready for activation. As the
CPE 3 was just provided with new PPP credentials, a
new PPP session is established (step 111) withthe BRAS
7 which, being informed of the P_HDM server URL (pro-
vided at stage 110) by the CPE 3, directs the CPE 3 to
a P_HDM server 14 within the public area network 13
(step 112).

[0042] An activation cycle then begins. As CPE 3 is
now configured to communicate with the P_HDM server
14, the CPE 3 authenticates with the P_HDM server 14
using the correct HTTP credentials, and sends an inform
or bootstrap message to the P_HDM server 14 (step
113).

[0043] The P_HDM server 14 then determines thatthe
CPE 3 has been prepared for activation (pre-activated)
by checking the current state of the CPE 3 (step 114).
[0044] Basedonthe CPE type, the P_HDM server 14
retrieves and executes one ore more activation policies
on the CPE 3 (steps 115) (more precisely, the P_HDM

Page 225 of 302

10

15

20

25

30

35

40

45

50

55

server 14 executes enabled activation policies).

[0045] The P_HDM server 14 stores the result of the
CPE activation in its P_HDM data store, posts a result
to a JMS topic for use by external systems (e.g. the OSS),
and marks the CPE 3 activated with a timestamp of ac-
tivation in the P_HDM data store.

[0046] The activation cycle is the complete, although
it may comprise a further step, wherein the P_HDM serv-
er 14 operates configuration changes and firmware up-
grades on the CPE 3 (step 116).

[0047] Once the activation policy has run successfully,
the CPE 3 is considered registered, activated, and ready
for use in a fully operational manner in the provider's
network.

[0048] One advantage of the disclosed management
method and environment is that it makes it possible for
operators to activate CPEs without having to learn CPE
information before the device is plugged into the opera-
tor's network. A further advantage is that the CPEs no
longer need to be configured with all the operator’'s spe-
cific configuration parameters out of the factory or retail.
Therefore, a large number of new (and even unknown)
CPEs can quickly, often and safely be added to the op-
erator’'s environment.

Claims

1. Method for remote management of a home device
(3), said method comprising:

- a connection step wherein the home device (3)
connects to a remote walled garden home de-
vice management (WG_HDM) server (10);

- a pre-activation cycle wherein a pre-activation
policy is run on the home device (3) from the
WG _HDM server (10);

- atransfer step wherein the home device (3) is
redirected by the WG_HDM server (10) to a re-
mote public home device management (P_
HDM) server (14);

- an activation cycle wherein an activation policy
is run on the home device (3) from the P_HDM
server (14).

2. The method as claimed in claim 1, wherein, in the
connection step, the home device (3) connects to
the WG_HDM (10) using default HTTP credentials.

3. The method as claimed in claim 2, further compris-
ing, before the connection step:

- a step of the home device (3) connecting a
broadband remote access server (BRAS) (7) us-
ing default point-to-point protocol credentials,
and

- a step of the BRAS (7) directing the home de-
vice to the WG_HDM server (10).
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4. The method as claimed in any of the preceding
claims, wherein the pre-activation cycle comprises
a step of the WG_HDM server (10) registering home
device default information in a WG_HDM data store.

5. The method as claimed in claim 4, wherein the WG _
HDM server (10) retrieves from the home device (3),
or generates, connection request credentials.

6. The method as claimed in any of the preceding 170
claims, wherein the pre-activation cycle comprises
the steps of:

- the WG_HDM server (10) contacting an oper-
ational support system (OSS) (21); 15
-the WG_HDM server (10) retrieving subscriber
data from the OSS (21);

- the WG_HDM server (10) implementing sub-
scriber data in the home device (3).

20
7. The methodas claimedin claim 6, wherein subscrib-
erdata include at least one of the following: subscrib-
er D, servicetags, usertags, public HTTP username
and password.
25

8. The method as claimed in claim 7, wherein the re-
trieved subscriber data are stored in a WG_HDM
data store.

9. Themethodasclaimedinanyofclaims 6to 8, where- 30
in the WG_HDM server (10) retrieves or generates
home device activation parameters.

10. The method as claimed in claim 9, comprising a fur-
ther step of the WG_HDM server (10) provisioning 35
the home device (3) with the activation parameters.

11. The method as claimed in claim 10, wherein the
home device activation parameters include correct
point-to-point protocol (PPP) and HTTP credentials, 40
and the P_HDM server uniform resource locator
(URL).

12. The method as claimed in claim 11, wherein the
transfer step includes the following substeps: 45

- a step of the home device (3) connecting a
broadband remote access server (BRAS) using

the correct PPP credentials, and

- a step of the BRAS directing the home device 50
to the P_HDM server (14) based on the correct
P_HDM URL.

55
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ly manage service objects (311) in a bundle (301). The
remote management system thereto contains a manage-
ment platform (302) in a customer device where the bun-
dle (301) is installed, aremote management server (304)
somewhere in the network, and a management agent
(303) able to expose the service object representation

ment protocol (307) to the remote management server
(304). The remote management system in addition is
foreseen with a proxy bundle (305) with a generic inter-
face to populate and export a generic service object rep-
resentation (351) of the service objects (311) towards
the management agent (303).
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Description

Field of the Invention

[0001] The present invention generally relates to re-
mote management of service software modules - the so
called "service objects" according to OSGi terminology -
that are shared amongst software applications - the so
called "bundles" - installed on customer premises equip-
ment (CPE). A home network typically contains several
interconnected CPE devices that offer various applica-
tions or user services to the home network user, for in-
stance audio/video/telephony applications, a graphical
user interface (GUI), a web browser, etc. At the underly-
ing software level, these applications may share certain
services or components, named "service objects” if the
CPE devices and the applications are built on a single
management platform that supports remote manage-
ment of the service objects. Examples of such compo-
nents or service objects are for instance an HyperText
Transfer Protocol (HTTP) service, a codec, a Transmis-
sion Control Protocol (TCP) service, a driver for audio/
video hardware, a GUI toolkit, etc. The remote manage-
ment involves for instance installation, configuration, in-
vocation, removal, etc. of the service object and/or its
parameters and methods by means of a server located
somewhere (remotely) in a network with connectivity to
the CPE devices. The server is named the auto config-
uration server (ACS) or remote management server
throughout this patent application. Examples of CPE or
customer devices are a Digital Subscriber Line (DSL)
modem, a Set-Top Box (STB), apersonal computer (PC),
a digital TV server, a web server, a WiFi point of access,
a wireless terminal such as a mobile telephone, a Per-
sonal Digital Assistant (PDA), etc. In the context of the
currentinvention, a customer device can also be a device
residing in the network whereon remotely manageable
services are installed, like for instance a Digital Subscrib-
er Line Access Multiplexer (DSLAM), a remote unit (RU),
a service blade, etc. The current invention more partic-
ularly relates to the announcement, exposure and ma-
nipulation of service objects to or by the remote manage-
ment server.

Background of the Invention

[0002] As isillustrated by Fig. 1, remote management
systems consist of a management platform 102 in the
customer device, a remote management server 104 in
the network, and a remote management protocol 107 for
communication between a management client or agent
103 running on the management platform 102 and the
remote management server 104.

[0003] An example management platform is the OSGi
(Open Service Gateway initiative) service platform,
which is a Java-based service platform that runs on top
of a Java Virtual Machine (JVM) inside the customer de-
vice that is remotely managed. Presence of an OSGi
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service platform in the customer device enables remote
installation, update, invocation, removal, etc. of service
objects, i.e. software components such as for instance a
File Transfer Protocol (FTP) service, from an auto con-
figuration server anywhere in the network without dis-
rupting the operation of the customer device. This way,
installation of a service object, upgrading the service ob-
ject to a new version, re-configuring the service object,
adding or activating new features of the service object,
and removal of the service object from the customer de-
vice, is made possible without dispatching a technician
to the customer premises and without requiring an inter-
vention by the customer. Thanks to the management
platform, the software services (service objects) and ap-
plications (bundles) running on a single customer device
or on different customer devices within the same home
network can share their capabilities with each other.
[0004] The management agent or management client
103 serves as an interface between the service object
111 and the remote management server 104. Onthe one
hand, the management agent 103 enables the manage-
ment platform 102 in the customer device to expose man-
ageable parameters of the service object 111 to the re-
mote management server 104, on the other hand, the
management agent 103 serves as a master coordinating
and controlling the lifecycle and the parameter configu-
ration of the bundle(s) installed on a CPE.

[0005] One of the roles of the management protocol is
to provide a mechanism by which the auto configuration
server can securely read or write parameter values to
configure the service object software in the customer de-
vice and eventually monitor the status and statistics of
the customer device. An example management protocol
for secure remote management of customer devices is
the TR-069 protocol defined by the DSL Forum in its
Technical Report TR-069, entitled "CPE WAN Manage-
ment Protocol" that can for instance be retrieved from
the Internet via the following URL:
http://dslforum.org/aboutdsl/tr_table.html The TR-069
protocol is Remote Procedure Call (RPC) based, i.e. a
generic message based mechanism by which the auto
configuration server is able to read/write/configure pa-
rameters and parameter attributes of a software compo-
nent running on a CPE device. Each parameter consists
of a name-value pair. The name identifies the particular
parameter and has a hierarchical structure similar to files
in a directory, the different levels being separated by a
"." (dot). The value of a parameter may be one of several
defined data types. Each parameter further may be de-
fined as a read-only or read-write parameter depending
on whether the auto configuration server is allowed to
only read the parameter or also to change the value of
the parameter. In order to expose a service object to the
auto configuration server, the names and values of the
remotely manageable parameters of that service object
are first communicated to the auto configuration server
in response to for instance the TR-069 GetParameter-
Values instruction. Thereafter, the attributes of the pa-
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rameters may be communicated in response to for in-
stance the TR-069 GetParameterAttributes instruction.

[0006] Alternative remote management protocols are
for instance the Open Mobile Alliance - Device Manage-
ment (OMA-DM) protocol and the Simple Network Man-
agement Protocol (SNMP).

[0007] A particular example could be an HyperText
Transfer Protocol (HTTP) service object that is installed
on an ADSL or VDSL modem for client-server commu-
nications. All parameters of the HT TP service object con-
stitute the service object representation of the HTTP
service object, for instance represented by 112 in Fig. 1
if 111 is assumed to represent the HTTP service object.
An example parameter is the number or identification of
the port where the HTTP service listens to. The ADSL or
VDSL modem is supposed to have an OSGi platform
running on top of a Java Virtual Machine. The OSGi plat-
form 102 enables to share the capabilities of the HTTP
service object 111 with other applications, e.g. a web
browseroralocal web server. Viaa TR-069 management
agent 103 installed on top of the OSGii platform 102, the
parameters of the HT TP service object 111 can be made
visible and accessible to an auto configuration server
(ACS) 104 in the DSL network or indirectly to any other
TR-069 aware bundle. However, the bundle 101 where
the HTTP service 111 forms part of thereto must explicitly
announce the HTTP service object 111 to the local man-
agement agent 103, e.g. a TR-069 management agent,
via a protocol specific interface or external service object
representation 113, e.g. a TR-069/0OSGi interface. Al-
though drawn differently in Fig. 1, it is noticed that the
external service object representation 113 can directly
couple with the service object.

[0008] There are several drawbacks resulting from the
known way to expose service objects and their parame-
ters to a remote manager. Firstly, every bundle must im-
plement the same but remote protocol specific interface
and must consequently conform to the behaviour, object
and data model structure imposed by the remote man-
agement protocol. This is illustrated by Fig. 2 which
shows a first bundle 201 with two service objects 211a
and211bwhose service object representations 212aand
212b are exported to the TR-069 managementagent203
via respective TR-069/0SGi interfaces 208a and 208b.
Another bundle, Bundle x or 201x in Fig. 2, must imple-
ment the same TR-069/0SGi interface 208n to export
the service object representation 212n of another service
object 211n to the TR-069 management agent 203 in
order to enable the latter to further expose the manage-
able parameters and methods of that service object 211n
via the TR-069 protocol 207 to the TR-069 auto config-
uration server 204. The TR-069 interface for instance
serves as an instrument to perform the TR-069 remote
procedure calls such as GetParameterNames, GetPa-
rameterValues and SetParemeterValues. The remote
protocol specific interface maps the TR-069 parameters
and procedures onto the internal parameters and meth-
ods of the bundle, 212a, 212b ... 212n. In case of an
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audio bundle for instance, the TR-069 parameter "devic-
es.services.OSGl.audio.volume" is mapped onto the
Java parameter "Volume" in the audio bundle, and the
TR-069 procedure call GetParameterValues for that pa-
rameter is mapped onto the Java method "GetVolume"
available in the bundle. The implementation of such re-
mote protocol specific interfaces is a repetitive task that
must be executed for every bundle that desires to export
a service object for remote management. Every bundle
thatimplements one or more protocol specific interfaces,
e.g. TR-069 interfaces, must provide functionality to que-
ry and map the TR-069 parameters or external service
object representation to the internal representation of the
service object, e.g. 112 in Fig. 1 or212a, 212b and 212n
in Fig. 2.

[0009] Another drawback of the prior art way of an-
nouncing and exposing service objects to a remote man-
agement server is that it ties each bundle to a specific
remote management protocol. For each type of remote
management protocol, e.g. TR-069, OMA-DM, SNMP,
etc. a different bundle must be developed which imple-
ments the remote protocol specific interface for exposing
the service object representation to the corresponding
management agent. A TR-069 aware bundle cannot be
used on an OMA-DM or SNMP based service platform.
[0010] Theknown mechanism for exposing service ob-
jects based on protocol specific interfaces is further lim-
ited in that it only provides remote access to the function-
ality that is exposed by the bundle and in its flexibility in
case the underlying service object changes.

[0011] Itis an objective of the present invention to pro-
vide a system and method for remote management of
service objects in bundles that does not require imple-
mentation of protocol specific interfaces resulting in pro-
tocol specific bundles. It is a further objective of the
present invention to provide a system and method for
remote management of service objects which is more
flexible in case of modification of the service object(s),
and which does not restrict remote access to the func-
tionality exposed by the bundle.

Summary of the Invention

[0012] According to the present invention, the above
defined objectives are realized and the shortcomings of
the prior art are overcome by a remote management sys-
tem for remote management of a bundle having at least
one service object with corresponding service object rep-
resentation, the remote management system comprising
a management platform in a customer device where the
bundle is installed, a management agent and a remote
management server, the management agent being able
to expose the service object representation via a remote
management protocol to the remote management serv-
er, wherein the remote management system further com-
prises a proxy bundle with a generic service object rep-
resentation interface adapted to populate and export a
generic service object representation of the at least one



5 EP 2 015 179 A1 6

service object towards the management agent. Such re-
mote management system is defined by claim 1.
[0013] Thus, the basic idea of the present invention is
the introduction of a new bundle, the proxy bundle, whose
task is to offload the implementation of remote manage-
ment specific interfaces from existing bundles or newly
installed bundles. Thanks to the generic service object
representation populated and exported by the proxy bun-
dle, the bundles no longer have to map their internal serv-
ice object representation to the model imposed by the
remote management protocol. These bundles conse-
quently can be made protocol independent. In addition,
it is noted that the introduction of the proxy bundle, e.g.
an OSGi proxy bundle, all service objects running on the
OSGi management platform become visible to the re-
mote management server, thus increasing the accessi-
bility and flexibility for remote management of function-
ality in the bundles.

[0014] A further characteristic feature of the manage-
ment system according to the present invention, as de-
fined by claim 2, concerns the presence of a Java Appli-
cation Programming Interface adapted to populate the
generic service object representation from the service
object representation.

[0015] Thus, one way to populate the generic object
model or generic service object representation in the
proxy bundle introduced by the current invention, is
through a Java Reflection API. Such Java Reflection API
is able to inspect and request all parameters, methods,
arguments, types, etc. of all service objects running on
the management platform. The generic object model
thereafter is transmitted over the remote management
protocol towards the remote management server. An al-
ternative solution could for instance use a similar APl in
another actual or future language or environment, e.g.
the NET environment from Microsoft.

[0016] Further optionally, as defined by claim 3, the
generic service object representation interface that forms
part of the proxy bundle introduced by the current inven-
tion may be adapted to map on a remote management
protocol interface.

[0017] Indeed,thegenericinterface thatpopulatesand
exposes the generic service object model may map on
e.g. the TR-069 interface or any other remote manage-
ment protocol interface.

[0018] Also optionally, as defined by claim 4, the ge-
neric service object representation interface that forms
part of the proxy bundle introduced by the current inven-
tion may be incorporated in the management agent.
[0019] Thus, the management agent which is typically
implemented as a bundle installed on the management
platform, and the new proxy bundle that forms the basis
of the present invention, may be integrated into a single
bundle.

[0020] Asdefined by claim5, the management system
according to the present invention may further comprise
translation means for translating the generic service ob-
jectrepresentationto arepresentation thatis understand-
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able by the remote management server (e.g. the original
representation), the translation means residing in be-
tween said proxy bundle (305) and said remote manage-
ment server (304)., i.e. including even in the proxy bun-
dle.

[0021] This way, the generic object model can further
be translated to a proper service representation, such
that existing server-side management is notimpacted by
the changes introduced by the current invention. The op-
tional object model translation step can be performed
either on remote server side or on service platform side,
i.e. at or near the management agent, or in or near the
proxy bundle

[0022] Possibly, asindicated by claim 6, the translation
means may comprise an eXtensible Markup Language
or XML scheme based on eXtensible Stylesheet Lan-
guage Transformations or XSLT syntax and semantics
or a dedicated application.

[0023] Indeed, the translation of the generic modelcan
be achieved by an XML scheme using XSLT as under-
lying technology, or alternatively by a dedicated applica-
tion.

[0024] As is indicated by claim 7, the proxy bundle in
the management system according to the present inven-
tion may further comprise means adapted to monitor and
notify parameter value changes to the management
agent.

[0025] Yetanotheroptionalaspectofthe management
system according to the present invention is that the
proxy bundle may comprise means adaptedto implement
aserviceobjectinterface notpresentonthe management
platform. This optional aspect is defined by claim 8.
[0026] Thus, the proxy bundle introduced according to
the present invention may provide extra functionality
such as the creation of service object placeholders or so
called "stubs" that implement a known service object in-
terface that is not present on the management platform.
[0027] A last optional aspect of the management sys-
tem according to the invention is that the proxy bundle
further may comprises means adapted to troubleshoot
running service objects on the management platform.
This optional aspect is defined by claim 9.

[0028] The proxy bundle lying at the basis of the
present invention thus introduces the opportunity of uni-
versal service-level troubleshooting on the management
platform. The troubleshooting may comprise tracing of
service object method calls (e.g. which bundle uses what
service objects), monitoring and measurements (e.g. in
case of resource allocation problems and conflicts relat-
ing to memory, network traffic, or CPU usage), invoking
methods of service objects via remote management and
performing measurements, or changing parameters in a
dynamic and adaptive way, etc.

Brief Description of the Drawings

[0029]



7 EP 2 015 179 A1 8

Fig. 1 represents a first block scheme of a prior art
remote management system;

Fig. 2 represents a second block scheme of a prior
art remote management system, illustrating the
drawbacks thereof;

Fig. 3 represents a block scheme of a first embodi-
ment of the remote management system according
to the present invention,;

Fig. 4 represents a block scheme of a second, TR-
069 based embodiment of the remote management
system according to the present invention;

Fig. 5 represents a block scheme of a third embod-
iment of the remote management system according
to the present invention with TR-069 interface in or
near the proxy bundle;

Fig. 6 represents a block scheme of a fourth embod-
iment of the remote management system according
to the present invention with proxy bundle integrated
in the remote management agent;

Fig. 7 represents a block scheme of a fifth embodi-
ment of the remote management system according
to the present invention with translation function at
the server side; and

Fig. 8 represents a block scheme of a fifth embodi-
ment of the remote management system according
to the present invention with translation function at
the management platform side.

Detailed Description of Embodiment(s)

[0030] Fig. 1 and Fig. 2 have been described in detail
in relation to the prior art and its shortcomings here
above.

[0031] Fig. 3 shows an remote management system
wherein a bundle 301 is installed on a CPE device with
OSGi management platform 302. The bundle has a sin-
gle service object 311 whose parameters, methods and
attributes are described in the OSGi service object rep-
resentation 312. An additional bundle, the OSGi proxy
bundle 305 implements a generic object and data model
representation interface towards the management agent
303 installed on the OSGi platform 302. The OSGi proxy
bundle 305 uses a Java Reflection API in order to pop-
ulate the generic service object model 351 from the OSGi
service object representation 312 available in the bundle
301. The generic service object model is exposed to the
management agent 303 which further transmits this ge-
neric object model over a remote management protocol
307 towards the remote management server 304. The
parameters, methods and attributes of the service object
311 are made remotely manageable by the remote man-
agement server 304 within a need to modify the bundle
301 where itbelongs to implement a remote protocol spe-
cific interface.

[0032] Fig. 4 shows a more specific implementation of
the invention where the TR-069 remote management
protocol is used to transmit the generic service object
model to the remote management server, which is a TR-
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069 auto configuration server (ACS) in this particular
case. |In Fig. 4, several bundles are assumed to be in-
stalled on one or more CPE devices in a home network.
Two of these bundles are drawn: BUNDLE 1 or bundle
401, having two service objects 411 a and 411 b with
respective internal OSGi service object representations
412a and 412b, and BUNDLE x or bundle 401 x having
a single service object 411n with internal OSGI service
object representation 412n. An OSGi proxy bundle 405
again uses a Java Representation API to populate and
map the generic service object model that is transmitted
to the TR-069 management agent 403. The latter TR-
069 management agent 403 furthertransmits the generic
model over the TR-069 protocol 407 to the TR-069 ACS
404. Using this approach, all OSGi service objects run-
ning on the OSGi management platform can be made
visible to the remote manager 404. At the bundles 401 ...
401x no extra coding effort is required to implement re-
mote management interfaces that are protocol specific.
Atthe OSGi proxy bundle, ageneric interface per service
object or a single generic interface for all service objects
may be implemented. This generic interface advanta-
geously becomes standardized and may offer a broad
set of functionality for remote management. New extra
functionalities may comprise the creation of service ob-
ject placeholders or so called "stubs" that implement a
known service object interface which is not present on
the OSGi management platform in order to enable extra
functions. Another new function would be a generic way
to troubleshoot running OSGi service objects on the OS-
Gi management platform. This way, universal service-
level troubleshooting would be introduced on the man-
agement platform. Such service level troubleshooting
could comprise tracing of service object method calls
(e.g. which bundle uses what service objects, when do
calls occur, etc.), monitoring and measurements whose
results are useful in case of resource allocation problems
and conflicts (e.g. memory contention, network traffic,
CPU usage), invoking methods of OSGi service objects
via remote management and performing measurements,
or changing parameters in a dynamic and adaptive way,
etc.

[0033] The Java Reflection API will use a jar file or
compressed Java archive installed on the CPE. When
active, it will inspect all service objects and manage a
database of all objects and their parameters, methods,
attributes, etc. The OSGi proxy then can create and pop-
ulate the generic object model, as a result of which the
management agent can request all parameters, meth-
ods, attributes, etc. of all service objects. Whereas the
prior art required each service object to implement a pro-
tocol specific interface, e.g. a TR-069 interface with pre-
defined parameters, the current invention no longer is
restricted by the parameter or procedure call convention
ofthe remote management protocol. Java parameter and
method naming can be used for the generic object model.
[0034] As is illustrated by Fig. 5, the generic interface
that lies at the basis of the present invention may map
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onto the TR-069 interface (or any alternative existing re-
mote management protocol interface) in order to avoid
any impact on current, existing implementations. As is
shown by Fig. 5, bundles 501a, 501 b and 501 ¢ may
expose their service object parameters, methods and at-
tributes via the OSGi proxy bundle 505 which, according
to the principles of the current invention, implements a
generic service object interface that maps onto TR-069
interface 509. The latter TR-069 interface 509 further
transmits the service object model to the management
agent 503. No changes are required to current installa-
tions of the management agent and/or management
servers.

[0035] Alternatively, as is shown in Fig. 6, the OSGi
proxy bundle and the generic interface implemented
thereby may be incorporated in the management agent
603. Insuch case, thebundles601a,601b and 601c shall
export their service object representation directly with the
newly developed management agent 603.

[0036] Fig. 7 and Fig. 8 at last show that the generic
object model can further be translated to an appropriate
service specific representation, such that the server-side
management is not impacted by the changes implied by
the current invention. Such translation can be implement-
ed by an XML scheme using XSLT mechanisms. As is
illustrated by Fig. 7, the XSLT based translation function
706 can be executed at the server side, i.e. in or near
the remote management server 704. In this case, the
generic object modelistransferred fromthe TR-069 man-
agement agent 704 over the remote management pro-
tocol 707 to the translation function 706 residing at serv-
er-side. Alternatively, as is depicted in Fig. 8, the XSLT
based translation function 806 may be implemented at
the service platform side, i.e. in or near the TR-069 man-
agement agent 803. Thereafter, the service specific ob-
ject model is transferred over the TR-069 protocol 807
towards the remote management server 804.

[0037] Although the present invention has been illus-
trated by reference to specific embodiments, it will be
apparent to those skilled in the art that the invention is
not limited to the details of the foregoing illustrative em-
bodiments, and that the present invention may be em-
bodied with various changes and modifications without
departing from the spirit and scope thereof. The present
embodiments are therefore to be considered in all re-
spects as illustrative and not restrictive, the scope of the
invention being indicated by the appended claims rather
than by the foregoing description, and all changes which
come within the meaning and range of equivalency of
the claims are therefore intended to be embracedtherein.
In other words, it is contemplated to cover any and all
modifications, variations or equivalents that fall within the
spirit and scope of the basic underlying principles and
whose essential attributes are claimed in this patent ap-
plication. It will furthermore be understood by the reader
of this patent application that the words "comprising" or
"comprise" do not exclude other elements or steps, that
the words "a" or "an" do not exclude a plurality, and that
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a single element, such as a computer system, a proces-
sor, or another integrated unit may fulfil the functions of
several means recited in the claims. Any reference signs
in the claims shall not be construed as limiting the re-
spective claims concerned. The terms "first”, "second",
third", "a", "b", "c", and the like, when used in the descrip-
tion orin the claims are introduced to distinguish between
similar elements or steps and are not necessarily de-
scribing a sequential or chronological order.

Claims

1. A remote manhagement system for remote manage-
ment of a bundle (301) having at least one service
object (311) with corresponding service object rep-
resentation (312), said remote management system
comprising a management platform (302) in a cus-
tomer device where said bundle (301) is installed, a
management agent (303) and a remote manage-
ment server (304), said management agent (303)
being able to expose said service object represen-
tation (312) via a remote managementprotocol (307)
to said remote management server (304),
CHARACTERISED IN THAT said remote manage-
ment system further comprises a proxy bundle (305)
with ageneric service object representation interface
adapted to populate and export a generic service
object representation (351) of said at least one serv-
ice object (311) towards said management agent
(303).

2. A management system according to claim 1,
CHARACTERISED IN THAT said proxy bundle
(805) comprises a Java Application Programming In-
terface adapted to populate said generic service ob-
ject representation (351) from said service object
representation (312).

3. A management system according to claim 1,
CHARACTERISED IN THAT said generic service
object representation interface (509) is adapted to
map on a remote management protocol interface.

4. A management system according to claim 1,
CHARACTERISED IN THAT said generic service
object representation interface is incorporated in
said management agent (603).

5. A management system according to claim 1,
CHARACTERISED IN THAT said management
system further comprises translation means (706;
806) for translating said generic service object rep-
resentation to a representation that is understanda-
ble by said remote management server (304), said
translation means (706; 806) either residing in be-
tween said proxy bundle (305) and said remote man-
agement server (304).
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A management system according to claim 5,
CHARACTERISED IN THAT said translation
means comprise an extensible Markup Language or
XML scheme based on eXtensible Stylesheet Lan-
guage Transformations or XSLT syntax and seman-
tics, or a dedicated application.

A management system according to claim 1,
CHARACTERISED IN THAT said proxy bundle
(305) further comprises means adapted to monitor
and notify parameter value changes to said manage-
ment agent (303).

A management system according to claim 1,
CHARACTERISED IN THAT said proxy bundle
(305) further comprises means adapted to imple-
ment a service object interface not present on said
management platform (302).

A management system according to claim 1,
CHARACTERISED IN THAT said proxy bundle
(305) further comprises means adapted to trouble-
shoot running service objects on said management
platform (302).

10

15

20

25

30

35

40

45

50

55

12



EP 2 015 179 A1

(Wy Joud) | Bi4

01—

pOb

1oL, 201,
31aNNg Wd041v1d 1980
- 2 el €0} —,
NOLLYANISTHAIY| |NOILYINISIHLINH N3OV
4133r40 301IA43S 193rg0 30]A43S 103ra0 321A4Y3S INSHIOVNYH
1980 TYNHILXE

H3AY3S
LNIWIOVYNYIN
310N

Page 239 of 302



EP 2 015 179 A1

(Ly Joud) 7 ‘614

X)0Z
x31aNng
uple— Uucid—, ugdZ—,
[NOILYIN3SINdTY
193780 30IAY3S [ 193790 F0NAS et
1980
10z, £0Z—, Yoz,
LNBWIDYNYI
U1z, AT 9802, paom B0 s90ML
NOLLYINZSTHJTY
103190 30138 [H 193180 30IAN3S o ot
1950
BLIZ—, ez, ®80Z—,
NOLLVLNISZtd3Y
153780 30A43S || 103180 30IAY3S etz
1950 |

Page 240 of 302



EP 2 015 179 A1

¢ by

208,

0€

L0E—, S0E—, 208,
F1ANNE | | 3TANND AXQYd 1950 WHO41Y1d 9SO
bIE— ZlE—, 16— €0E—,
NOILY1N3IS3Hd3 NOILYIN3SIHJIY INIOV
1031a0 ADNALIS — 123ra0 30IAHSS 103r40 30IAY3S INTFWIOYNYW
9SO TYNM3ALX3

d3AANES
INTFWIOYNYIN
310W3Y

10

Page 241 of 302



EP 2 015 179 A1

v "Bi4

507, £07—, YOV
T1ANNE AXO¥d Hzmrﬂmmwﬁé 00—, SOV
1950 vt B90-01 890-4L

X}0P —,
X 370NN
bbb uZip—,
. NOILYINISTdd3d
193rg0 3NAY3S — L03rd0 3DIANE3S
1980
Lo —
T 370NNa
atib—, aZiy—
NOILVINASTHdIY
193ra0 I0IAN3S [ L03r80 IUAYIS
1980
Elly—, AT
NOILVINISIHdTH
10380 J0IAGIS 103rg80 30IAH3S
1980

1

Page 242 of 302



EP 2 015 179 A1

9 ‘b1

805 —,

IN3IOV
INIFNIOVNVIN

9100,
131aNN8
q109—,
£09_,
+10NNE J10NNE AXO¥d
1950
+ INZOY
€09, LNINIOYNYA
13I0NNS
g b1
2406,
137aNNE
Q105 —,
S05—, 605—,
|310NNE
/w JIONNG AXONd | | 30VN3INI
1980 690-L
Bl05—,
LIANNS

12

Page 243 of 302



EP 2 015 179 A1

g ‘B4

€08 —, 908, #08—,

1N3IOV 300N 1L03rao 660-2L H3IAEFS
INFWIOYNYA [ DI4i103dS FOIANTS LININ3OYNYIN

690-41 OL NOLLYISNY¥L _.~ 3103

208
. 614

POl 902 — ¥02—

INFOV 690-HL 1300W 193r80 ¥3AY3S
LINTNIOVYNYIN IAID3dS IDIAHASH  LINTFWIDVYNYIA

690-4l I OL NOILYISNYHL JLOWIH

204

13

Page 244 of 302



Page 245 of 302

9

A%

EPC FORM 1503 03.82 (P04C01)

EP 2 015 179 A1

European Patent
Office

EUROPEAN SEARCH REPORT

DOCUMENTS CONSIDERED TO BE RELEVANT

Application Number

EP 07 29 0886

Category Citation of gffeLllgnvean:twg;I;Su;t;l:Sahon, where appropriate, E’ecltlaavi?nnt gkﬁfgf\lﬁénonp%l; THE
Y US 2005/154785 Al (REED BENJAMIN C [US] ET|[1-9 INV.
AL) 14 July 2005 (2005-07-14) GO6F9/46
* abstract *
* page 1, paragraph 1 - paragraph 6 * ADD.
* page 1, paragraph 8 - page 2, paragraph HO4L29/06
36 * Ho4L12/24
* page 2, paragraph 47 - page 3, paragraph
55 *
* page 4, paragraph 77 - page 5, paragraph
99 *
* page 5, paragraph 100 - paragraph 107 *
* page 6, paragraph 116 - page 7,
paragraph 134 *
* claims 1-22; figures 1-5L *
Y DSLHOME-TECHNICAL WORKING GROUP: "CPE WAN|1-9
Management Protocol"
INTERNET CITATION, [OnTine]
May 2004 (2004-05), XP002316355
Retrieved from the Internet:
URL:http://www.dslforum.org/aboutds1/Techn TECHNICAL FIELDS
ical Reports/TR-069.pdf> SEARCHED (PO
[retrieved on 2005-02-04] GO6F
* page 6, paragraph 1 - page 7, paragraph HO4L
1.1.5 *
* page 8, paragraph 1.3 - page 9,
paragraph 1.4 *
* page 12, paragraph 2.3 - page 13,
paragraph 2.3.4 *
* page 14, paragraph 3.2 - page 17,
paragraph 3.4.2 *
* page 18, paragraph 3.5 - page 22,
paragraph 3.6 *
* page 23, paragraph 3.7.1 - page 27,
paragraph 3.7.3 *
_/ -
The present search report has been drawn up for all claims
Place of search Date of completion of the search Examiner
Munich 3 December 2007 Eftimescu, Nicolae
CATEGORY OF CITED DOCUMENTS T : theory or principle underlying the invention
E : earlier patent document, but published on, or
X : particularly relevant if taken alone after the filing date
Y : particularly relevant if combined with another D : document cited in the application
document of the same category L : document cited for other reasons
A :technological background e e e e
O : non-written disclosure & : member of the same patent family, corresponding
P : intermediate document document

14




D)

EP 2 015 179 A1

European Patent
Office

EUROPEAN SEARCH REPORT

Application Number

EP 07 29 0886

DOCUMENTS CONSIDERED TO BE RELEVANT

Forum TR-111; Applying TR-069 to remote
management of home networking devices"
INTERNET CITATION, [Online]

December 2005 (2005-12), XP002455794
Retrieved from the Internet:
URL:http://www.ds1forum.org/techwork/tr/TR
-111.pdf> [retrieved on 2007-10-17]

* page 5, paragraph 1.1 *

* page 6, paragraph 1.2 - page 9,
paragraph 1.2..4 *

* page 10, paragraph 1.2.6 - page 12,
paragraph 1.3 *

* page 14, paragraph 2.1 *

* page 14, paragraph 2.2 - page 29,
paragraph 2.3 *

_/__

[AV]

The present search report has been drawn up for all claims

Gategor Citation of document with indication, where appropriate, Relevant CLASSIFICATION OF THE
gory of relevant passages to claim APPLICATION (IPC)
Y US 20057114491 Al (BUSHMITCH DENNIS [US] 1-9
ET AL) 26 May 2005 (2005-05-26)
* page 1, paragraph 4 - paragraph 7 *
* page 1, paragraph 16 - page 2, paragraph
20 *
* page 2, paragraph 22 - page 3, paragraph
24 *
* page 3, paragraph 26 - page 4, paragraph
35 *
* page 4, paragraph 37 *
* claims 1-21; figures 1-7 *
Y ERICH GAMMA ET AL: "Design Patterns: 1-9
elements of reusable object-oriented
software passage"
DESIGN PATTERNS. ELEMENTS OF REUSABLE
OBJECT-ORIENTED SOFTWARE, XX, XX, 1995,
pages 1-9,207, XP002200550
* the whole document *
A DSL-HOME-TECHNICAL WORKING GROUP: "DSL 1-9 TECHNICAL FIELDS

SEARCHED (IPC)

Place of search

Munich

Date of completion of the search

3 December 2007

Examiner

Eftimescu, Nicolae

EPO FORM 1503 03.82 (P04C01)

CATEGORY OF CITED DOCUMENTS

X : particularly relevant if taken alone

Y : particularly relevant if combined with another
document of the same category

A : techhological background

QO : non-written disclosure

P : intermediate document

T : theory or principle underlying the invention

E : earlier patent document, but published on, or
after the filing date

D : document cited in the application

L : document cited for other reasons

document

Page 246 of 302

15




Page 247 of 302

N

EPO FORM 1503 03.82 {(P04CO1)

)

EP 2 015 179 A1

European Patent
Office

EUROPEAN SEARCH REPORT

DOCUMENTS CONSIDERED TO BE RELEVANT

Application Number

EP 07 29 0886

INST CHUTUN [TW])
26 October 2006 (2006-10-26)
* the whole document *

The present search report has been drawn up for all claims

Catego Citation of document with indication, where appropriate, Relevant CLASSIFICATION OF THE
gory of relevant passages to claim APPLICATION (IPC)
A DE 20 2006 006419 Ul (IND TECHNOLOGY RES [1-9

TECHNICAL FIELDS
SEARCHED ({IPC)

E
X : particularly relevant if taken alone
Y : particularly relevant if combined with another D : document cited in the application
document of the same category L : document cited for other reasons

A : technological background

Place of search Date ot completion of the search Examiner
Munich 3 December 2007 Eftimescu, Nicolae
CATEGORY OF CITED DOCUMENTS T : theory or principle underlying the invention

: earlier patent document, but published on, or

after the filing date

QO : honh-written disclosure & : member of the same patent family, corresponding
P : intermediate document document

16




EP 2 015 179 A1

ANNEX TO THE EUROPEAN SEARCH REPORT
ON EUROPEAN PATENT APPLICATION NO. EP 07 29 0886

This annex lists the patent family members relating to the patent documents cited in the above-mentioned European search report.
The members are as contained in the European Patent Office EDP file on
The European Patent Office is in no way liable for these particulars which are mersly given for the purpose of information.

03-12-2007
Patent document Publication Patent family Publication
cited in search report date member(s) date
US 2005154785 Al 14-07-2005 NONE
US 2005114491 Al 26-05-2005 US 2006155850 Al 13-07-2006
US 2006155851 Al 13-07-2006
DE 202006006419 Ul 26-10-2006 US 2007147396 Al 28-06-2007

EFO FORM P0459

For more details about this annex : see Official Journal of the Eurcpean Patent Office, No. 12/82

17

Page 248 of 302



Electronic Patent Application Fee Transmittal

Application Number:

Filing Date:

Title of Invention: Method and System For Remote Device Management
First Named Inventor/Applicant Name: Robert Visser

Filer: David A. Grabelsky

Attorney Docket Number: 09-810-CON2

Filed as Large Entity

Filing Fees for Utility under 35 USC111(a)

Description Fee Code Quantity Amount Sullaj-s'l's(tsa)l in
Basic Filing:
Utility application filing 1011 1 280 280
Utility Search Fee 1111 1 600 600
Utility Examination Fee 1311 1 720 720
Pages:
Claims:

Miscellaneous-Filing:

Petition:

Patent-Appeals-and-Interference:

Page 249 of 302




Description Fee Code Quantity Amount SU{JJ-STS::; in
Post-Allowance-and-Post-Issuance:
Extension-of-Time:
Miscellaneous:
Total in USD ($) 1600

Page 250 of 302




Electronic Acknowledgement Receipt

EFSID: 24048626
Application Number: 14938056
International Application Number:
Confirmation Number: 4788

Title of Invention:

Method and System For Remote Device Management

First Named Inventor/Applicant Name:

Robert Visser

Customer Number:

20306

Filer:

David A. Grabelsky

Filer Authorized By:

Attorney Docket Number: 09-810-CON2
Receipt Date: 11-NOV-2015
Filing Date:
Time Stamp: 12:10:31

Application Type:

Utility under 35 USC 111(a)

Payment information:

Submitted with Payment

yes

Payment Type Deposit Account
Payment was successfully received in RAM $1600

RAM confirmation Number 8809

Deposit Account 132490

Authorized User

GRABELSKY, DAVID ANDREW

The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpayment as follows:
Charge any Additional Fees required under 37 C.F.R. Section 1.16 (National application filing, search, and examination fees)

Charge any Additional Fees required under 37 C.F.R. Section 1.17 (Patent application and reexamination processing fees)

Page 251 of 302




Charge any Additional Fees required under 37 C.F.R. Section 1.19 (Document supply fees)
Charge any Additional Fees required under 37 C.F.R. Section 1.20 (Post Issuance fees)
Charge any Additional Fees required under 37 C.F.R. Section 1.21 (Miscellaneous fees and charges)
File Listing:
Document . . File Size(Bytes Multi Pages
Document Description File Name ( y V . . 9
Number Message Digest | Part/.zip| (ifappl.)
121566
1 09-810-CON2_Application.pdf yes 16
fd5634a8f0731543ec8e03f6dd59e174b36!
48a6
Multipart Description/PDF files in .zip description
Document Description Start End
Specification 1 14
Claims 15 15
Abstract 16 16
Warnings:
Information:
] o 267253
5 Drawings-only bla.ck and white line 00-810-CON2_Figures.pdf no 6
drawings
26a3b96ab261a18d343820dacfeb47f91b5
399a8
Warnings:
Information:
09-810- 1561626
3 Application Data Sheet CON2_Application_Data_Sheet no 7
.pdf 319becbcl e96cc0fBbeb12b7159c5 Tl
985
Warnings:
Information:
2764267
4 QOath or Declaration filed 09-810-CON2_Declaration.pdf no 4
44085¢573d08a5b44c08b4d5c4d8aab7d6 |
fc6d5
Warnings:
Information:
Assi howi f hi 37 191607
5 s31gnee showing ot ownership per 09-810-CON2_Assignment.pdf no 2
CFR3.73
29b6882eda17d49¢cdf75543f21eadc3022af|
975
Warnings:
Information:
09-810- 141214
6 Power of Attorney CON2_Power_of_Attorney_Ass no 1
g.PDF ce381c14d73b1d8e575¢8518004160cBce8
e7261

Page 252 of 302



Warnings:

Information:

Information Disclosure Statement (IDS)
Form (SB08)

09-810-

614588

CON2_Information_Disclosure_|
Statement.pdf

8ed3059a968366058890ch6244fb0el eed()
46fd4

no

Warnings:

Information:

Preliminary Amendment

09-810-

110864

CON2_Preliminary_Amendmen
t.pdf

celdd9daebc6bdb6cbabd8c1d4415a5a00

047223

no

Warnings:

Information:

Foreign Reference

403380CN_EP2106079_A1.pdf

227671

cda6aaaa8993534d13bd9f59ed0636005dal
770a9

no

13

Warnings:

Information:

10

Foreign Reference

195906

403380CN_EP2106079_B1.pdf

3f2a58835ebf5c36dd2dc02be8959accch el
9508

no

14

Warnings:

Information:

1

Foreign Reference

EP1940077_A1.pdf

164285

95e2¢3674c026f2772e5892079b45d6b70H

107a

no

10

Warnings:

Information:

12

Foreign Reference

EP2015179_Alcatel.pdf

259906

757f0f17a58¢57aff97e7627ce9a25740770)
Tea

no

17

Warnings:

Information:

13

Non Patent Literature

14879536

NPL1_Perkins.pdf

393b1b914fc8df0fcalbf60417b877665634
59dd

no

298

Warnings:

Information:

14

Non Patent Literature

NPL2_Tanenbaum.pdf

6799810

eadal2al05eae2d03b5777dbf1dddfca886

3d5ce

no

962

Warnings:

Information:

15

Non Patent Literature

NPL3_ServerWatch.pdf

89089

b4915f299de333dc64b7588e2694e687026|
fadfo

no

Page 253 of 302




Warnings:

Information:

16

Miscellaneous Incoming Letter

NPL4_RFC1542.pdf

100562

4ad7d384a073821324a06dd7b306a7b6ab
ec3d42

no

20

Warnings:

Information:

17

Non Patent Literature

NPL5_PCMagazine.pdf

97795

1045949b442745e4d97e8¢53122bb11b11

98103b

no

Warnings:

Information:

18

Non Patent Literature

NPL6_Relay_Channel_Wiki.pdf

267671

585886¢50593248f1dec5375b55886f7602
a747

no

Warnings:

Information:

19

Non Patent Literature

NPL7_Cover.pdf

2746962

99fd88a23c362548b4824cee26d0da62b26)
1935

no

13

Warnings:

Information:

20

Non Patent Literature

NPL8_RFC3089.pdf

97672

581bf999¢3907f1eb2f6ebe08ba2d4d92ff8

a02b

no

1

Warnings:

Information:

21

Fee Worksheet (SB06)

fee-info.pdf

34974

6b4bbdac008ea635606b660e6797dc8815
649829

no

Warnings:

Information:

Total Files Size (in bytes);

31734824

Page 254 of 302




This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.

Page 255 of 302



10

15

20

25

30

Page 256 of 302

Method and system for remote device management

FIELD OF THE INVENTION

The present invention relates to a method for remote device management. Also, the

present invention relates to a system for remote device management.

BACKGROUND OF THE INVENTION

Digital communication is well established by virtue of the Internet protocol (IP) that
allows an electronic device to communicate to other electronic devices over a potentially
world-wide network.

In such a network, the electronic device (often referred to as Customer Premises
equipment, CPE) is typically coupled to the wide area network (WAN) (e.g., over digital
subscriber line DSL), either directly or via a local area network (LAN).

CPE may be any type of electronic device capable of digital communication. For
example, it may be a personal computer, a gateway or router, an electronic appliance such
as a set-top box, a television set, an IP based telephone, etc.

Many CPE devices allow remote management over the wide area network, which
relates to auto-configuration and dynamic service provisioning, software management,
status and performance monitoring and diagnostics. The DSL Home-Technical Working
Group describes in DSL Forum, TR-069 amendment I, the CPE WAN management
protocol (November 2006), an end-to-end architecture for remote device management.
(Recently, DSL-Forum has been renamed to BroadBand-Forum). In this architecture, a
CPE device in a local network connects to an auto-configuration server (ACS) that is
capable of providing service level settings for services available to the CPE.

Typically, the ACS is dedicated either to a certain level of services (e.g. premium, best
effort), a type of device (e.g. Home Gateway, Voice over IP telephone, Set TopBox) or a
specific customer group (e.g. business or residential). For that reason, it is adversely
required that each CPE must be preconfigured before installation at the location of the
customer to specifically address the proper ACS in dependence of the combination of
options above available to the customer. To address the proper ACS, it will be required to
pre-program the CPE with either a specific IP address or a specific URL (uniform resource

locator) for the dedicated ACS. Alternatively to pre-configuration of the CPE,



10

15

20

25

30

Page 257 of 302

configuration of the CPE may be done during installation either by service personnel or by
the customer, but this may be time-consuming and/or may be sensitive to errors and

mistakes.

SUMMARY OF THE INVENTION

It is an object of the present invention to provide a method that overcomes or reduces
the problems of the prior art.

According to an aspect of the invention, there is provided a system for remote device
management comprising in a network an auto-configuration server managing device, at
least one database, and a plurality of auto-configuration servers; the auto-configuration
server managing device and the at least one database being coupled in a communicative
connection; the at least one database being arranged for holding information for
identification of electronic devices;
the auto-configuration server managing device being arranged for communication with a
manageable electronic device over the network, the manageable electronic device capable
of sending a request for configuration data,
the  auto-configuration  server  manager  further  being  arranged  for:
- receiving the request from the manageable electronic device for configuration data,
- determining an identification of the manageable electronic device by comparing the
request with the information for identification of electronic devices of the at least one
database,

- determining an auto-configuration server from the plurality of auto-configuration servers
in accordance with the identification of the manageable electronic device.

Advantageously, the method allows to configure any type of manageable electronic
device at any given location and within any level of service or group specification without
pre-configuring a dedicated address for configuration. The method will determine which
specific auto-configuration server (ACS) is available for a given manageable electronic
device, which allows to reduce the complexity of pre-installation and installation of
devices. Also, the method allows a simpler manner to set up dedicated auto-configuration
servers, since the addresses of the auto-configuration servers only need to be maintained in

a central database.
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Also, the method allows a separation of access networks and the services provider via
the possibility of rerouting as defined in the invention.

According to an aspect of the invention, there is provided a method for remote device
management of a manageable electronic device in a network, the network comprising an
auto-configuration server managing device, at least one database, and a plurality of auto-
configuration servers; the auto-configuration server managing device and the at least one
database being coupled in a communicative connection; the at least one database being
arranged for holding information for identification of electronic devices; the auto-
configuration server managing device being arranged for communication with the

manageable electronic device over the network, the manageable electronic device capable

of sending a request for configuration data,
wherein the method comprises:
- receiving the request;

- determining an identification of the manageable electronic device using a comparison of
the request with the information for identification of electronic devices of the at least one
database,

- determining an identification of an auto-configuration server from the plurality of auto-
configuration servers in accordance with the identification of the manageable electronic
device.

Furthermore, the present invention relates to a computer system for remote device
management, the computer comprising a processing unit and memory, the memory being
connected to the processing unit, the computer being arranged in a network, the network
comprising at least one database, and a plurality of auto-configuration servers; the
computer and the at least one database being coupled in a communicative connection; the
at least one database being arranged for holding information for identification of electronic
devices; wherein the computer is arranged for communication with a manageable
electronic device over the network and for
- receiving a request from the manageable electronic device for configuration data,
- determining an identification of the manageable electronic device by comparing the
request with the information for identification of electronic devices of the at least one

database,
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- determining an identification of an auto-configuration server from the plurality of auto-
configuration servers in accordance with the identification of the manageable electronic
device.

Additionally, the present invention relates to a computer program on a computer-
readable medium to be loaded by a computer, the computer comprising a processing unit
and memory, the processing unit being connected to the memory; the computer being
arranged in a network, the network comprising at least one database, and a plurality of
auto-configuration servers; the computer and the at least one database being coupled in a
communicative connection; the at least one database being arranged for holding
information for identification of electronic devices; wherein the computer is arranged for
communication with a manageable electronic device over the network, the manageable
electronic device capable of sending a request for configuration data, and wherein the
computer program product after being loaded allows the processing unit to carry out:
- receiving the request from the manageable electronic device for configuration data,
- determining an identification of the manageable electronic device by comparing the
request with the information for identification of electronic devices of the at least one
database,

- determining an identification of an auto-configuration server from the plurality of auto-
configuration servers in accordance with the identification of the manageable electronic

device.

BRIEF DESCRIPTION OF DRAWINGS

Embodiments will now be described, by way of example only, with reference to the
accompanying schematic drawings in which corresponding reference symbols indicate
corresponding parts, and in which:

Figure 1 schematically shows an end-to-end architecture for remote device management
from the prior art;

Figure 2 schematically shows an architecture for remote device management in accordance
with an embodiment;

Figure 3a, 3b show a flow diagram in accordance with a respective embodiment of a

method of the present invention;
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Figure 4 schematically shows a signal flow in accordance with an embodiment;
Figure 5 shows a further signal flow in accordance with an embodiment, and

Figure 6 shows an auto-configuration server manager in an embodiment of the invention.

DETAILED DESCRIPTION OF EMBODIMENTS

Figure 1 schematically shows an end-to-end architecture for remote device
management from the prior art.

The end-to-end architecture relates to a network arrangement for remote device
management. A local area network LAN is coupled to a wide area network WAN through
an interfacing device 1 which is typically a manageable electronic device. The local
network LAN may comprises one or more clectronic devices 2, 3, 4 which are in a
communicative connection with the interfacing device 1. One or more of the electronic
devices 2, 3, 4 may also be a manageable electronic device.

The local areca network LAN may be a home network or an office network, i.c., a
network located at a specific geographic location. Also, the local areca network LAN may
be a logical network which is distributed over a number of geographic locations.

The wide area network WAN provides connectivity to a plurality of interfacing
devices in a wide arca. For example, the wide area network is the global network
arrangement known as the Internet.

In the local area network LAN and the wide area network WAN, electronic devices are
arranged to have an address for identification on the respective network (i.e.,
communication is address based). A well known address scheme is the Internet Protocol
address system that provides a so-called IP address to each electronic device coupled to the
network. The methods for an electronic device to obtain an IP address for identification are
known in the art.

Coupled to the wide areca network are at least a first auto-configuration server ACSI1,
which comprises configuration data for a particular manageable electronic device, for
example, the interfacing device 1 in the local area network LAN. A second auto-
configuration server ACS2 is shown which comprises configuration data for another
particular manageable electronic device, for example the manageable electronic device 2 in

the local area network LAN.
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Configuration data for the auto-configuration server ACS1 or ACS2 is delivered from
some provisioning systems (P1, P2, P3; P4, P5, P6), which may relate to equipment
specific, service level specific and/or customer specific configuration data.

Both the first and second auto-configuration servers ACS1, ACS2 connect over the
wide area network WAN to the local area network LAN (schematically shown by a
respective dashed arrow-line) through the interfacing device 1, which may be a so-called
router.

In the method from the prior art, a manageable electronic device requires configuration
data from a dedicated auto-configuration server, for example, as an initialization of the
level of service available to the manageable electronic device after installation or as an
update during operation. In that event the manageable electronic device needs to request
configuration data from the specific auto-configuration server dedicated to the level of
service or to the type of the manageable electronic device. As a consequence a specific (IP)
address or URL must be ‘known’ to the manageable electronic device before contacting
the auto-configuration server. The request will be handled in a well-known manner. The
manageable electronic device sends a request to the address of the auto-configuration
server. The auto-configuration server sends a reply to the manageable electronic device, in
which the reply contains the requested data. In this case, the specific address or URL must
be pre-configured for the device before installation at the local area network, which may
depend on one or more parameters chosen from at least the level of service; the type of the
device; the type of access network and/or a costumer specific parameter. As a result, pre-
configuration can be complex.

Figure 2 schematically shows an architecture for remote device management in
accordance with an embodiment.

In Figure 2 entities with the same reference number as shown in the preceding figure
refer to corresponding entities.

Within the wide area network WAN, the architecture comprises a DSL access
multiplexer (DSLAM), a domain name server DNS, an auto-configuration server manager

25, databases 26, 27, 28, a plurality of auto-configuration servers ACS1, ACS2, ACS3.
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The DSL access multiplexer (DSLAM) is communicatively coupled to the domain
name server DNS. The domain name server DNS is communicatively coupled to the auto-
configuration server manager 25.

The auto-configuration server manager 25 is arranged for controlling access to the
auto-configuration servers ACS1, ACS2, ACS3 as is indicated by the dotted lines. an
embodiment of the auto-configuration server manager 25 is described below with reference
to Figure 6. The access control function (of the auto-configuration server manager 25) will
be described below in more detail.

The auto-configuration server manager 25 is communicatively coupled to databases
26, 27, 28 for receiving information signals 26A, 27A, 28A. The databases may be located
in one or more database servers, which may be located remotely from one another, as is
known to persons skilled in the Art. The databases 26, 27, 28 and information signals 26A,
27A, 28A will be described below in more detail.

In an embodiment, the architecture further comprises a SADM (Service Activation
Device Manager) which provides an interface to service providers such as ISP, CPE
manufacturers for accessing the auto-configuration servers ACS1, ACS2, ACS3 in a
uniform manner.

The interfacing device 1, such as a router, connects the local area network LAN to the
wide area network WAN over a connection device 15. In many occasions, the connection
will be implemented using digital subscriber line (DSL) technology, but in the present
invention other alternative signal carriers capable of IP based communication such as
optical fiber (e.g., fiber to the home, fiber to the curb), cable TV network(s), powerline or
radio loops (e.g. UMTS) are considered applicable. In case of DSL technology, the
interfacing device 1 is coupled to the DSL access multiplexer (DSLAM), which establishes
a connection between the interfacing device 1 (and the local network LAN) and a WAN
network switch (not shown).

In the wide area network WAN the domain name server DNS is arranged for resolving
domain name requests from the (manageable) electronic devices in the local network LAN
(or any electronic device in the wide area network).

Figure 3a shows a flow diagram 100 in accordance with an embodiment of a method

of the present invention.



10

15

20

25

30

Page 263 of 302

A manageable electronic device in the local area network LAN requires configuration
data from a dedicated auto-configuration server, for example the interfacing device 1
requires configuration data for auto-configuration server ACS1.

In the present invention an (IP) address or URL is provided in a memory of the
manageable electronic device 1 as default address for the auto-configuration server ACSI,
which default (IP) address or URL actually points to the auto-configuration server manager
25.

The requesting manageable electronic device 1 sends its request to the wide arca
network WAN. In case the request comprises the IP address of the auto-configuration
server manager, the DSLAM transmits the request to the network switch (not shown) that
will relay the request to the auto-configuration server manager (as known in the art). In the
alternative case that the request comprises an URL, the DSLAM transmits the request to
the domain name server DNS which resolves the address of the request into an IP address.
Based on the IP address the request can be relayed by the network switch. Alternatively,
the in TANA (Internet Assigned Numbers Authority) defined port for device management
applications may be used to intercept the request independent of the IP address the request
1s issued on.

In a first action 101, the auto-configuration server manager receives the request from
the manageable electronic device 1. Typically, the request comprises the IP address of the
manageable electronic device 1 and information on the type or function of the manageable
electronic device 1. Optionally, the request may comprise information on the manufacturer
or supplier of the manageable electronic device.

In a second action 102, the auto-configuration server manager 25 compares the
received IP address of the manageable electronic device with a first database 26 (or IP
address database) that comprises IP address information on IP addresses that are valid for
allowing access to (the service of) the auto-configuration server manager 25. It can either
do this directly or via a set of additional translations using the identification of the access
line (or SIM card in case of wireless access), for linking a communication line to a
customer.

Next, in action 103, the auto-configuration server manager 25 checks (indicated by

information signal 26A) if the received IP address is a valid address in the first database
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26. If the match is successful, the method continues in action 104, clse the method
continues in action 108, that terminates the method.

In action 108, the auto-configuration server manager 25 may optionally transmit a
message to the requesting manageable electronic device that no server is available. After
action 108, the method ends in action 107.

In action 104, the auto-configuration server manager 25 resolves (by information
signal 27A) an identity of the service provider ISPID from the IP address by means of a
second database 27 which comprises information that associates the identity of the service
provider ISPID with the IP address of the manageable electronic device.

In a next action 105, the auto-configuration server manager 25 resolves (by
information signal 28A) an IP address ACSID of the dedicated auto-configuration server
from at least one of the identity of the service provider ISPID and the received IP address
of the manageable electronic device 1 by means of a third database 28 which comprises
information that associates the IP address of the dedicated auto-configuration server with at
least one of the identity of the service provider ISPID and the IP address of the manageable
electronic device. Advantageously, as a function of at least one of the identity of the
service provider ISPID and the IP address of the manageable electronic device the auto-
configuration server manager 25 is capable of selecting an identity ACSID for the
dedicated auto-configuration server in relation to a pre-determined level of service.
Typically, the identity ACSID comprises an IP address or an URL for the respective auto-
configuration server ACS1; ACS2; ACS3.

Then in a further action 106, the auto-configuration server manager 25 transmits the
identity ACSID of the dedicated auto-configuration server to the manageable electronic
device 1 that made the request. For example, the transmission may use a redirection
mechanism which comprises instructions for the manageable electronic device 1 to re-
transmit the request to the dedicated auto-configuration server identified by ACSID. In an
embodiment, the redirection mechanism is based on the HyperText Transfer Protocol
(HTTP) redirect function.

In action 107, the method ends.

In an alternative embodiment, shown in Figure 3b, an alternative action 106a (as

alternative to action 106) provides that the auto-configuration server manager 25 functions
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as an intermediate and relays the request from the requesting manageable electronic device
1 to the dedicated auto-configuration server as identified by ACSID, receives the reply
from the dedicated auto-configuration server and transmits that reply to the manageable
electronic device 1.

The information of the first, second and third databases 26, 27, 28 may be provided by
a service provider of the DSL network and/or DSLAM.

Figure 4 schematically shows a signal flow in accordance with an embodiment.

In Figure 4 the manageable electronic device is represented by a line CPE, the auto-
configuration server manager 25 by a second line AM and the dedicated auto-configuration
server by a third line ACS1. Time t is represented in the downward direction.

At a time t0, the manageable electronic device CPE; 1 sends a first message M1 to the
default IP address or URL provided in the memory of the manageable electronic device 1
as address for a dedicated auto-configuration server, which default (IP) address or URL
points to the auto-configuration server manager 25. The first message comprises the
request for configuration data from the dedicated auto-configuration server. Further the
first message M1 comprises at least the IP address (or URL) of the manageable electronic
device as identification on the wide area network WAN, an identification of the type or
function of the manageable electronic device and optionally additional identification, for
example the identity of the supplier/manufacturer of the device.

The first message M1 is received by the auto-configuration server manager 25. The
auto-configuration server manager 25 carries out the actions 101 — 107 of the method as
described above with reference to Figure 3, and sends a second message M2 to the
manageable electronic device CPE; 1.

The second message M2 comprises the reply which may be negative (after action 108)
or confirmative (after action 106). In case the second message M2 is confirmative, the
second message M2 comprises an IP address or URL for the dedicated auto-configuration
server identified by ACSID.

Next, the manageable electronic device CPE; 1 re-transmits a third message M3 to the
IP address or URL associated with the dedicated auto-configuration server ACS1 identified
by ACSID. The third message M3 comprises at least the request for configuration data
from the dedicated auto-configuration server identified by ACSID.

10



10

15

20

25

30

Page 266 of 302

The dedicated auto-configuration server ACS1 receives the third message M3 and
transmits in response a fourth message M4 to the manageable electronic device CPE; 1.
The fourth message M4 comprises the configuration data requested by the manageable
electronic device. The manageable electronic device receives the fourth message and uses
the configuration data within the fourth message for any configuration purposes as
described above.

Figure 5 shows a further signal flow in accordance with an alternative embodiment.

In Figure 5 the manageable electronic device is represented by a line CPE, the auto-
configuration server manager 25 by a second line AM and the dedicated auto-configuration
server by a third line ACS1. Time t is represented in the downward direction.

At a time t0, the manageable electronic device CPE; 1 sends a first message M1 to the
default IP address or URL provided in the memory of the manageable electronic device 1
as address for a dedicated auto-configuration server, which (IP) address or URL points to
the auto-configuration server manager 25. The first message comprises a request for
configuration data from the dedicated auto-configuration server. Further the first message
M1 comprises at least the IP address (or URL) of the manageable electronic device as
identification on the wide area network, an identification of the type or function of the
manageable electronic device and optionally additional identification, for example the
identity of the supplier/manufacturer of the device.

The first message M1 is received by the auto-configuration server manager 25. The
auto-configuration server manager 25 carries out the actions 101 — 105 of the method as
described above to identify the dedicated auto-configuration server and subsequently the
alternative action 106a, in which the auto-configuration server manager 25 functions as an
intermediate and relays a first relayed message M5 to the dedicated auto-configuration
server as identified by ACSID if the first message M1 contains a valid request. The first
relayed message M5 comprises at least the request from the requesting manageable
electronic device 1.

It is noted that if the first message M1 contains an invalid request, the auto-
configuration server manager 25 may transmit a negative reply to the manageable
electronic device in a similar manner as described with reference to figure 3a and cancels

further execution of the actions of the method.
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Next, the dedicated auto-configuration server ACS1 identified by ACSID receives the
first relayed message MS5. In response, the dedicated auto-configuration server ACSI1
transmits a reply M6 to the first relayed message to the auto-configuration server manager
25.

The reply M6 to the first relayed message M5 comprises the configuration data
requested by the manageable electronic device.

The auto-configuration server manager 25 receives the reply from the dedicated auto-
configuration server ACS1 and relays that reply M6 to the manageable electronic device 1
as a second relayed message M7.

The second relayed message M7 comprises the configuration data requested by the
manageable electronic device. The manageable electronic device receives the second
relayed message and uses the configuration data within the second relayed message for any
configuration purposes as described above.

It is noted that in a similar manner as described here for the interfacing device 1, a
manageable electronic device 2; 3; 4 residing in the local network LAN can be provided
with configuration data. The person skilled in the art will appreciate that any manageable
electronic device residing the local network LAN can have access to any electronic device
in the wide area network WAN through interfacing device 1, for example through the
concept of network address translation (NAT).

Figure 6 shows an auto-configuration server manager in an embodiment of the
invention.

The auto-configuration server manager 25 may be implemented as a computer system 8.
The computer system 8 comprises host processor 121 with peripherals. The host processor
121 is connected to memory units 118, 119, 122, 123, 124 which are arranged for storing
instructions and data, one or more reading units 130 (to read, e.g., floppy disks 117, CD
ROM's 120, DVD's, portable memory card devices, etc.), a keyboard 126 and a mouse 127
as input devices, and as output devices, a monitor 128 and a printer 129. Other input
devices as well as other output devices may be provided.

Further, a network 1/O device 132 is provided for a connection to the network WAN.

Other components of the computer system may be arranged on the network WAN.

12
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The memory units shown comprise RAM 122, (E)EPROM 123, ROM 124, tape unit
119, and hard disk 118. However, it should be understood that there may be provided more
and/or other memory units known to persons skilled in the art. Moreover, one or more of
them may be physically located remote from the processor 121, if required.

The host processor 121 is shown as one box, however, it may comprise several
processing units functioning in parallel or controlled by one main processor, that may be
located remotely from one another, possibly distributed over the wide area network WAN,
as is known to persons skilled in the art.

The host processor 121 comprises functionality either in hardware or software
components to carry out respective functions for the implementation of the method of the
present invention.

Skilled persons will appreciate that the functionality of the present invention may be
accomplished by a combination of hardware and software components. Hardware
components, either analogue or digital, may be present within the host processor 121 or
may be present as separate circuits which are interfaced with the host processor 121.
Further it will be appreciated by persons skilled in the art that software components that
are executable by the host processor may be present in a memory region of the host
processor 121.

The computer system 8 shown in Figure 6 is arranged for performing computations in
accordance with the method of the present invention. The present invention relates also to
a computer program on a computer readable medium, which computer program
implements the method of the present invention. The computer system 8 is capable of
executing the computer program (or corresponding program code or instructions) to carry
out the method of the present invention after loading the computer program from the
computer readable medium into the computer system.

It is noted that the present invention is not limited to providing configuration data to a
manageable electronic device for a certain level of service, but the present invention may
also be used for support provided by manufacturers of electronic equipment over the wide
arca network. For example, the present invention may be used as a service for networkable
consumer electronics to provide software upgrades or diagnostics through a default

configuration address (that may be valid in any location of the global Internet). In this case
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10

the request in the first message M1 additionally comprises an identification of the supplier
and/or an identification of the type of product. In this embodiment, the auto-configuration
server manager 25 is capable to determine the auto-configuration server associated with the
manageable electronic device based on at least one of the identification of the supplier and
the identification of the type of product.

It will be apparent to the person skilled in the art that other alternative and equivalent
embodiments of the invention can be conceived and reduced to practice without departing
from the spirit of the invention, the scope of the invention being limited only by the

appended claims.
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CLAIMS

1.

System for remote device management comprising in a network (WAN) an auto-
configuration server managing device (25), at least one database (26, 27, 28), and a
plurality of auto-configuration servers; the auto-configuration server managing
device and the at least one database being coupled in a communicative connection;
the at least one database being arranged for holding information for identification of
electronic devices;

the auto-configuration server managing device being arranged for communication
with a manageable eclectronic device (CPE; 1; 2; 3; 4) over the network, the
manageable electronic device capable of sending a request (M1) for configuration
data,

the auto-configuration server manager further being arranged for:
- receiving the request (M 1) from the manageable electronic device for configuration
data,

- determining an identification of the manageable electronic device by comparing the
request with the information for identification of electronic devices of the at least one
database,

- determining an identification of an auto-configuration server (ACSID) from the
plurality of auto-configuration servers in accordance with the identification of the

manageable electronic device.
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ABSTRACT

A system for remote device management includes in a network an auto-configuration
server managing device, at least one database, and a plurality of auto-configuration servers.
The auto-configuration server managing device and the database are coupled in a
communicative connection. The database holds information for identification of electronic
devices. The auto-configuration server managing device is arranged for communication
with a manageable electronic device over the network.
The auto-configuration server manager is further Dbeing arranged for:
- receiving a request from the manageable electronic device for configuration data,
- determining an identification of the manageable electronic device by comparing the
request with the information for identification of electronic devices of the database,
- determining an identification of an auto-configuration server from the plurality of auto-
configuration servers in accordance with the identification of the manageable electronic

device.
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City |amsterdam Country of Residence i NL

Mailing Address of Inventor:

Address 1 Oostzanerdijk 93

Address 2

City Amsterdam | State/Province |
Postal Code 1033 AB | Country i | NL

Inventor 2

Legal Name

Prefix| Given Name Middle Name Family Name Suffix

Harm Mulder

Residence Information (Select One) () US Residency  (8) Non US Residency () Active US Military Service

City |[eiden Country of Residence i NL

Mailing Address of Inventor:

Address 1 Kenauweg 1A

Address 2

City Leiden | State/Province |
Postal Code | 2331 BA | Country i NL

All Inventors Must Be Listed - Additional Inventor Information blocks may be

generated within this form by selecting the Add button. Add

Correspondence Information:
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Approved for use through 01/31/2014. OMB 0651-0032

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

Attorney Docket Number | 09-810-CON2

Application Data Sheet 37 CFR 1.76 —
Application Number

Title of Invention | Method and System For Remote Device Management

Enter either Customer Number or complete the Correspondence Information section below.
For further information see 37 CFR 1.33(a).

[ ] An Address is being provided for the correspondence Information of this application.

Customer Number 20306

Email Address docketing@mbhb.com | AddEmail |  |Remove Email

Application Information:

Title of the Invention Method and System For Remote Device Management

Attorney Docket Number| 09-810-CON2 Small Entity Status Claimed [ |
Application Type Nonprovisional

Subject Matter Utility

Total Number of Drawing Sheets (if any) Suggested Figure for Publication {if any)

Filing By Reference:

Only complete this section when filing an application by reference under 35 U.S.C. 111(c} and 37 CFR 1.57{a). Do not complete this section if
application papers including a specification and any drawings are being filed. Any domestic benefit or foreign priority information must be
provided in the appropriate section(s) below (i.e., “Domestic Benefit/National Stage Information” and “Foreign Priority Information”).

For the purposes of a filing date under 37 CFR 1.53(b}, the description and any drawings of the present application are replaced by this
reference to the previously filed application, subject to conditions and requirements of 37 CFR 1.57(a).

Application number of the previously Filing date (YYYY-MM-DD) Intellectual Property Authority or Country i
filed application

Publication Information:
[ ] Request Early Publication (Fee required at time of Request 37 CFR 1.219)

Req uest Not to Publish. Inereby request that the attached application not be published under

[] 35U.8.C.122(b) and certify that the invention disclosed in the attached application has not and will not be the
subject of an application filed in another country, or under a multilateral international agreement, that requires
publication at eighteen months after filing.

Representative Information:

Representative information should be provided for all practitioners having a power of attorney in the application. Providing
this information in the Application Data Sheet does not constitute a power of attorney in the application (see 37 CFR 1.32).

Either enter Customer Number or complete the Representative Name section below. If both sections are completed the customer
Number will be used for the Representative Information during processing.

Please Select One: () Customer Number (© US Patent Practitioner (O Limited Recognition (37 CFR 11.9)
Customer Number 20308
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Approved for use through 01/31/2014. OMB 0651-0032

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

. Attorney Docket Number | 09-810-CON2
Application Data Sheet 37 CFR 1.76

Application Number

Title of Invention | Method and System For Remote Device Management

Domestic Benefit/National Stage Information:

This section allows for the applicant to either claim benefit under 35 U.S.C. 119(g), 120, 121, or 365(c) or indicate National Stage

entry from a PCT application. Providing this information in the application data sheet constitutes the specific reference required
by 35 U.S.C. 119(e) or 120, and 37 CFR 1.78.

When referring to the current application, please leave the application number blank.

Prior Application Status | Pending
Application Number Continuity Type Prior Application Number Filing Date (YYYY-MM-DD)
Continuation of 14507098 2014-10-06
Prior Application Status | Patented
e’ | commayre [P [ ey | Patenttumber [ revaieoo)
14507098 Continuation of 12512242 2009-07-30 8886722 2014-11-11

Additional Domestic Benefit/National Stage Data may be generated within this form v
by selecting the Add button.

Foreign Priority Information:

This section allows for the applicant to claim priority to a foreign application. Providing this information in the application data sheet
constitutes the claim for priority as required by 35 U.8.C. 119(b) and 37 CFR 1.55(d). When priority is claimed to a foreign application
that is eligible for retrieval under the priority document exchange program (PDX) lthe information will be used by the Office to
automatically attempt retrieval pursuant to 37 CFR 1.55(h}{1) and {2). Under the PDX program, applicant bears the ultimate
responsibility for ensuring that a copy of the foreign application is received hy the Office from the participating foreign intellectual
property office, or a certified copy of the foreign priority application is filed, within the time period specified in 37 CFR 1.55(g)(1).

[ Remove |
Application Number Country i Filing Date (YYYY-MM-DD) Access Codei (if applicable)
08013735.9 EP 2008-07-31
| Remove I
Application Number Country i Filing Date (YYYY-MM-DD) Access Code' (if applicable)
08161850.6 EP 2008-08-05
Additional Foreign Priority Data may be generated within this form by selecting the
Add button. Add
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Approved for use through 01/31/2014. OMB 0651-0032

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

Attorney Docket Number | 09-810-CON2

Application Data Sheet 37 CFR 1.76

Application Number

Title of Invention | Method and System For Remote Device Management

Statement under 37 CFR 1.55 or 1.78 for AIA (First Inventor to File) Transition
Applications

This application (1) claims priority tc or the benefit of an application filed before March 16, 2013 and (2) also

contains, or contained at any time, a claim to a claimed invention that has an effective filing date on or after March
[] 16, 2013.

NOTE: By providing this statement under 37 CFR 1.55 cr 1.78, this application, with a filing date on or after March

16, 2013, will be examined under the first inventor to file provisions of the AlA.

Authorization to Permit Access:

Autherization to Permit Access to the Instant Application by the Participating Offices

If checked, the undersigned hereby grants the USPTO authority to provide the European Patent Office (EPO),

the Japan Patent Office (JPQ), the Korean Intellectual Froperty Office {(KIPQO), the World Intellectual Froperty Office {WIPO),
and any other intellectual property offices in which a foreign application claiming priority to the instant patent application

is filed access to the instant patent application. See 37 CFR 1.14(c) and (h). This box should not be checked if the applicant
does not wish the EPQO, JPO, KIPO, WIPO, or other intellectual property office in which a foreign application claiming priority
to the instant patent application is filed to have access to the instant patent application.

In accordance with 37 CFR 1.14(h){3), access will be provided to a copy of the instant patent application with respect

to: 1) the instant patent application-as-filed; 2) any foreign application to which the instant patent application

claims priority under 35 U.8.C. 119(a)-{d) if a copy of the foreign application that satisfies the cettified copy requirement of
37 CFR 1.55 has been filed in the instant patent application; and 3) any U.S. application-as-filed from which benefit is
sought in the instant patent application.

In accordance with 37 CFR 1.14(c}, access may be provided to information concerning the date of filing this Authorization.

Applicant Information:

Providing assignment information in this section does not substitute for compliance with any requirement of part 3 of Title 37 of CFR
to have an assignment recorded by the Office.
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Approved for use through 01/31/2014. OMB 0651-0032

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

Attorney Docket Number | 09-810-CON2

Application Data Sheet 37 CFR 1.76

Application Number

Title of Invention | Method and System For Remote Device Management

Applicant 1

If the applicant is the inventor (or the remaining joint inventor or inventors under 37 CFR 1.45), this section should not be completed.
The information to be provided in this section is the name and address of the legal representative who is the applicant under 37 CFR
1.43; or the name and address of the assignee, person to whom the inventor is under an obligation to assign the invention, or person
who otherwise shows sufficient proprietary interest in the matter who is the applicant under 37 CFR 1.46. If the applicant is an
applicant under 37 CFR 1.46 {assignhee, person to whom the inventor is obligated to assign, or person who otherwise shows sufficient
proprietary interest) together with one or more joint inventors, then the joint inventor or inventors who are also the applicant should he

identified in this section.

(&) Assignee (O Legal Representative under 35 U.S.C. 117 (O Joint Inventor

O Person to whom the inventor is obligated to assign. O Person who shows sufficient proprietary interest

If applicant is the legal representative, indicate the authority to file the patent application, the inventor is:

Name of the Deceased or Legally Incapacitated Inventaor :

If the Applicant is an Organization check here.

Organization Name

Koninklijke KPN N.V.

Mailing Address Information:

Address 1 Maanplein 55

Address 2

City The Hague State/Province

Country Il NL Postal Code 2516 CK
Phone Number Fax Number

Email Address

Additional Applicant Data may be generated within this form by selecting the Add button. Add

Assignee Information including Non-Applicant Assignee Information:

Providing assignment information in this section does not subsitute for compliance with any requirement of part 3 of Title 37 of CFR to
have an assignment recorded by the Office.

Assignee 1

Complete this section if assignee information, including non-applicant assignee information, is desired to be included on the patent
application publication . An assignee-applicant identified in the "Applicant Information” section will appear on the patent application
publication as an applicant. For an assignee-applicant, complete this section only if identification as an assignee is also desired on the
patent application publication.

Remove

If the Assignee or Non-Applicant Assighee is an Organization check here. ]

Page 2829182211



PTO/AIA/14 (12-13)

Approved for use through 01/31/2014. OMB 0651-0032
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

Application Data Sheet 37 CFR 1.76

Attorney Docket Number

08-810-CON2

Application Number

Title of Invention

Method and System For Remote Device Management

selecting the Add button.

Prefix Given Name Middle Name Family Name Suffix
Mailing Address Information For Assignee including Non-Applicant Assignee:

Address 1

Address 2

City State/Province

Country i Postal Code

Phone Number Fax Number

Email Address

Additional Assignee or Non-Applicant Assignee Data may be generated within this form by v

Signature:
NOTE: This form must be signed in accordance with 37 CFR 1.33. See 37 CFR 1.4 for signature requirements and
certifications
Signature |/David A. Grabelsky/ Date (YYYY-MM-DD)| 2015-11-11
First Name | David A Last Name Grabelsky Registration Number | 59208
Additional Signature may be generated within this form by selecting the Add button. Add

This collection of information is required by 37 CFR 1.76. The information is required to obtain or retain a benefit by the public which
is to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This
collection is estimated to take 23 minutes to complete, including gathering, preparing, and submitting the completed application data
sheet form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you require to
complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and
Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR
COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the attached form related to
a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be advised that: (1) the general authority for the collection
of this information is 35 U.5.C. 2(b)(2); (2) furnishing of the information sclicited is voluntary; and (3) the principal purpose for which the information is
used by the U.S. Patent and Trademark Office is to process and/or examine your submission related to a patent application or patent. If you do not
furnish the requested information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may
result in termination of proceedings or abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1.

The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act (5 U.S5.C. 552)
and the Privacy Act (& U.S.C. 552a). Records from this system of records may be disclosed to the Department of Justice to determine
whether the Freedom of Information Act requires disclosure of these records.

A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a court, magistrate, or
administrative tribunal, including disclosures to opposing counsel in the course of settlement negotiations.

A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a request involving an
individual, to whom the record pertains, when the individual has requested assistance from the Member with respect to the subject matter of
the record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for the information in
order to perform a contract. Recipients of information shall be required to comply with the requirements of the Privacy Act of 1974, as
amended, pursuant to 5 U.S.C. 552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in this system of records may be disclosed,
as a routine use, to the International Bureau of the World Intellectual Property Organization, pursuant to the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of National Security
review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U_.S.C. 218(c)).

A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or his/her designee,
during an inspection of records conducted by GSA as part of that agency's responsibility to recommend improvements in records
management practices and programs, under authority of 44 U.5.C. 2904 and 2906. Such disclosure shall be made in accordance with the
GS8A regulations governing inspection of records for this purpose, and any other relevant (i.e., GSA or Commerce) directive. Such
disclosure shall not be used to make determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after either publication of the application pursuant
to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record may be disclosed, subject to the limitations of 37
CFR 1.14, as a routine use, to the public if the record was filed in an application which became abandoned or in which the proceedings were
terminated and which application is referenced by either a published application, an application open to public inspections or an issued
patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law enforcement agency, if the
USPTO becomes aware of a violation or potential violation of law or regulation.
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Privacy Act Statement

The Privacy Act of 1974 (P.L. $3-579) requires thal you be given certain information in connection
with your submission of the attached form related to a patent application ar patent. Accordingly,
pursuant to the requirements of the Act, please be advised that: {1) the general authority for the
coliection of this information is 35 U.S.C. 2(b}(2),; {2) furnishing of the information solicited is voluntary;
and (3) the principal purpose for which the information is used by the U.8. Patent and Trademark
Office is to process and/or exarmine your submission ralated to a patent application or patent. If you do
nof furnish the requested information, the U.S. Patent and Trademark Office may not be able to
process and/or examing your submission, which may resalt in termination of proceedings or
abandonment of the application or expiration of the patent.

Tha information provided by you in this form will be subject 1o the following routine uses:

1.

[
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The information on this forn will be treatad confidentially to the extent allowed under tha
Fraedom of Information Act {5 U.5.C. 552) and the Privacy Act (5 U.8.C 552a). Records from
this system of records may be disclosed to the Department of Justice io determine whether
disclosure of these records is required by the Freedom of Information Act.

A record from this system of records may be disclosed, as a routine use, in the course of
presenting evidence to a court, magistrate, or administrative tribunal, including disclosures to
opposing counsel in the course of settlement negotiations.

A regord in this system of records may be disclosed, as a roudine use, {o a Member of
Congress submitting a requast involving an individual, to whom the record pertains, whan the
individual has requested assistance from the Member with respect 1o the subject matter of the
record,

A record in this system of records may be disclosed, as a routing use, to a contractor of the
Agency having need for the information in order 1o perform a coniract. Recipients of
information shall be required to comply with the requirements. of the Privacy Act of 1974, as
amended, pursuant to 5 U.S.C. 552a(m).

A record related to an intemational Application filed under the Patent Coogperation Treaty in
this systen of records may be disclosed, as a routine use, to the International Bureau of the
World Intellectual Property Organization, pursuant to the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, to another federal
agency for purposes of National Security review (35 U.8.C. 181) and for review pursuant o
the Atomic Energy Act (42 US.C. Z18(ch.

A record from this system of records may be disclosed, as a routine use, to the Admimstrato,
General Services, or histher designee, during an inspection of records conducted by GSA as
part of that agency’s responsibility to recommend improvements in records management
practices and programs, under authority of 44 U.8.C. 2904 and 2908. Such disclosure shall
be made in accordance with the GSA regufations governing inspection of records for this
purpose, and any other relavant (i e., GSA or Comimerce) directive. Such disclosure shall not
be used to make determinations about individuals.

A record from this system of records may be disclosed, as a routine use. to the public after
either publication of the application pursuant 1o 35 U.8.C. 122(b) or issuance of a patent
pursuant to 38 U.S.C. 151, Further, a record may be disclosed, subject to the limitations of 37
CFR 1.14, as a routine use, to the public if the record was filed in an application which
became abandohed or in which the proceadings were terminated and which application is
referenced by sither a published application, an application open to public inspaction or an
issued pateni.

A record from this system of records may be disclosed, as a routine use, to a Fedsral, State,
of jocal law enforcement agency, if the USPTO becomes aware of a violation or potential
violation of law or regulation.



McDONNELL BOEHNEN

ASSIGNMENT

Case No.: 09-810 Serial No.:..........
Inventor(s): Robert Visser, Harm Mulder

Date of Execution
of Application: Filing Date: July .. , 2009

In consideration of One Dollar ($1.00) and other good and valuable considerations in hand paid,
the receipt and sufficiency whereof are hereby acknowledged, the undersigned hereby assign to:

Koninklijke KPN N.V.
Maanplein 55
2516 CK, The Hague, The Netherlands

its successors and assigns, the entire right, title and interest in the invention or improvements of the
undersigned disclosed in an application for Letters Patent of the United States, entitled:

Method and system for remote device management

and identified as;
Case No. 09-810

in the offices of MCDONNELL BOEHNEN HULBERT & BERGHOFF LLP and in said application and any and
all other applications, both United States and foreign, which the undersigned may file, either solely or
jointly with others, on said invention or improvements, and in any and all Letters Patent of the United
States and foreign countries, which may be obtained on any of said applications, and in any reissue or
extension of such patents, and further assigns to said assignee the priority right provided by the
International Convention.

The undersigned hereby authorize and request the Commissioner of Patents and Trademarks to
issue said Letters Patent to said assignee.

The undersigned hereby authorize and request the attorneys of record in said application to insert
in this assignment the filing date and serial number of said application when officially known, and the
date of execution of the application.

The undersigned warrant themselves to be the owners of the entire right, title and interest in said
invention or improvements and to have the right to make this assignment, and further warrant that there
are no outstanding prior assignments, licenses, or other encumbrances on the interest herein assigned.

For said considerations the undersigned hereby agree, upon the request and at the expense of said
assignee, its successors and assigns, to execute any and all divisional, continuation and substitute
applications for said invention or improvements, and any necessary oath, affidavit or declaration relating
thereto, and any application for the reissue or extension of any Letters Patent that may be granted upon
said application and any and all applications and other documents for Letters Patent in foreign countries
on said invention or improvements, that said assignee, its successors or assigns may deem necessary or
expedient, and for the said considerations the undersigned authorize said assignee to apply for patents for
1

HULBERT & BERGHOFF LLP
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CHICAGO, ILLINOIS 60608
TELEPHONE (312) 613-0001
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said invention or improvements in its own name in such countries where such procedure is proper and
further agree, upon the request of said assigrnee, its successors and assigns, to cooperate to the best of the
ability of the undersigned with said assignee, its successors and assigns, in any proceedings or
transactions involving such applications or patents, including the preparation and execution of
preliminary statements, giving and producing evidence, and performing any and all other acts necessary
to obtain, maintain and enforce said Letters Patent, both United States and foreign, and vest all rights
therein hereby conveyed in the assignee, its successors and assigns, whereby said Letters Patent will be
held and enjoyed by the said assignee, its successors and assigns, to the full end of the term for which said
Letters Patent will be granted, as fully and entirely as the same would have been held and enjoyed by the
undersigned if this assignment had not been made.

Dated: _ 2%yl ¥so o

= Robert Visser
Dated: 17 JALY 200 ¢ W
Harm Mulder
" McDONNELL BOEHNEN 2
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CERTIFICATION STATEMENT

Please see 37 CFR 1.97 and 1.98 to make the appropriate selection(s):

That each item of informaticn contained in the information disclosure statement was first cited in any communication
[] from a foreign patent office in a counterpart foreign application not more than three months prior to the filing of the
information disclosure statement. See 37 CFR 1.97(e)(1).

OR

That no item of information contained in the information disclosure statement was cited in a communication from a
foreign patent office in a counterpart foreign application, and, to the knowledge of the person signing the certification
after making reasonable inquiry, no item of information contained in the information disclosure statement was known to

[ ] any individual designated in 37 CFR 1.56(c) more than three months prior to the filing of the information disclosure
statement. See 37 CFR 1.97(e)(2).

[ ] See attached certification statement.
[ ] Fee setforthin 37 CFR 1.17 (p) has been submitted herewith.

None

SIGNATURE
A signature of the applicant or representative is required in accordance with CFR 1.33, 10.18. Please see CFR 1.4(d) for the
form of the signature.

Signature /David A. Grabelsky/ Date (YYYY-MM-DD) 2015-11-11

Name/Print David A. Grabelsky Registration Number 59,208

This collection of information is required by 37 CFR 1.97 and 1.98. The information is required to obtain or retain a benefit by the
public which is to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR
1.14. This collecticn is estimated to take 1 hour to complete, including gathering, preparing and submitting the completed
application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S.
Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND
FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria,
VA 22313-1450.
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Privacy Act Statement

1.

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the
attached form related to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be advised
that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited
is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark Office is to
process and/or examine your submission related to a patent application or patent. If you do not furnish the requested
information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may
result in termination of proceedings or abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

The infarmation on this form will be treated confidentially to the extent allowed under the Freedom of Information Act
(5 U.5.C. 552} and the Privacy Act (5 U.S5.C. 552a). Records from this system of records may be disclesed to the
Department of Justice to determine whether the Freedom of Information Act requires disclosure of these record s.

A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a
court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of settlement
hegotiations.

A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a
request involving an individual, to whom the record pertains, when the individual has requested assistance from the
Member with respect to the subject matter of the record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for
the information in order to perform a contract. Recipients of informatioh shall be required to comply with the
requirements of the Privacy Act of 1874, as amended, pursuant to 5 U.S5.C. 552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in this system of records
may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property Organization, pursuant
to the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of
National Security review (35 U.5.C. 181) and for review pursuant to the Atemic Energy Act (42 U.S.C. 218(¢c)).

A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or
his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility to
recommend improvements in records management practices and programs, under authority of 44 U.S.C. 2904 and
2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any other relevant (i.e., GSA or Commerce)} directive. Such disclosure shall not be used to make
determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.5.C. 151. Further, a record
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in
an application which became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspections or an issued patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.
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POWER OF ATTORNEY TO PROSECUTE APPLICATIONS BEFORE THE USPTO

| hereby revoke all previous powers of attorney given in the application identified in the attached statement
under 37 CFR 3.73(c).
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Number Number

As attorney(s) or agent(s) to represent the undersigned before the United States Patent and Trademark Office (USPTO) in connection with
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Please change the correspondence address for the application identified in the attached statement under 37 CFR 3.73(c) to:
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City State Zip

Country

Telephone Email

Assignee Name and Address: Koninklijke KPN N.V.
Maanplein 55
2516 CK, The Hague, Netherlands

A copy of this form, together with a statement under 37 CFR 3.73(c) {Form PTO/AIA/96 or equivalent} is required to be
Filed in each application in which this form is used. The statement under 37 CFR 3.73(c) may be completed by one of
The practitioners appointed in this form, and must identify the application in which this Power of Attorney is to be filed.
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by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.11 and 1.14. This collection is estimatad to take 3 minutes
to complete. including gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any
comments on the amount of time you require to complete this form andior suggestions for reducing this burden, should be sent to the Chief Information Officer,
U.S. Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED
FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.0O. Box 1450, Alexandria, VA 22313-1450,

If you need assistance in completing the form, call 1-800-PT0-9199 and select option 2.
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