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Abstract

The purpose of this document is to present the requirements for a Bandwidth Broker, as defined within the
context of the Internet2 Qbone Bandwidth Broker Advisory Council (BBAC). The requirements defined
here are meant to provide guidelines for implementation of BBs to provide the QoS specified in
[QBONEARCH]. In addition to the BB requirements, this document al so proposes various depl oyment
phases designed to provide a staged approach to providing the inter-domain communication necessary to
achieve end-to-end QoS in the Qbone, using the mechanisms specified by the differentiated services WG in
the IETF.

Both inter-domain and intra-domain issues are discussed, however, the primary focusis on the inter-
domain requirements since these are recognized as the most important to being able to provide
interoperation between BB on the Qbone.Many of the ideas in this document have been discussed
previoudy in other documents, in particular BCIT's "Bandwidth Broker System Specification” [BCITBB],
the IETF "two-tier" draft (draft-rotzy-two-tier-00.txt) [TWOTIER], and the papers from Olov Schelen, et.
al. [AGENTS]. This document also intends to capture discussions on the i2-gbone-bb mail list and at the
BBAC mestings.

THIS DOCUMENT ISA WORK IN PROGRESS.
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1. Terminology

The following terms are used throughout the document and are defined here for clarity. Some of the terms
defined in the DiffServ (DS) architecture [RFC2475] are repeated here for compl eteness. We also introduce
some "new" terminology which is referenced throughout the document.

1.1 Diff Serv Terms
The following terms are found in [rfc2475]:

Downstream DS domain
The DS domain downstream of traffic flow on a boundary link.

DS boundary node
A DS node that connects one DS domain to a node in another DS domain or in adomain that isnot DS-

capable.

DSdomain
A DS-capable domain; a contiguous set of nodes which operate with a common set of service provisioning
policies and PHB definitions.

DS egress node
A DS boundary node in itsrole of handling traffic asit leaves a DS domain.

DSingressnode
A DS boundary nodein itsrole of handling traffic asit entersa DS domain.

Service

The overall treatment of a defined subset of a customer's traffic within a DS domain.

Service Level Agreement (SLA)

A service contract between a customer and a provider that specifies the forwarding service a customer
should receive. A customer may be a user organization (source domain) or another DS domain (upstream
domain).

Service Provisioning Policy
A policy that defines how traffic conditioners are configured on DS boundary nodes and how traffic
streams are mapped to DS behavior aggregates to achieve arange of services.

Upstream DS domain
The DS domain upstream of traffic flow on a boundary link.

1.2 "New" Terms
In addition to the terms form [RFC2475], we define the following:

Bandwidth Broker (BB)

A bandwidth broker (BB) manages network resources for IP QoS services supported in the network and
used by customers of the network services. A BB may be considered a type of policy manager (see Policy
Manager definition below) in that it performs a subset of policy management functionality. (edit done
Rudiger)

Connection Admission Control (CAC)
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Connection admission control refersto the process, performed by the BB, of admitting connection requests
to the network based on available resources in the network. The determination of avail able resources may
be done on a static or dynamic basis.

Domain
A domain typically refers to DiffServ domain - see DS domain above, from [RFC2475].

Edge Router (or Edge Device)
We use the terms edge router, edge device, and boundary node interchangeably. See DS boundary node
above, from [RFC2475].

Inter-Domain Communication
Inter-domain communication refers to the protocol messages and control datathat are exchanged between
BBsin adjacent domains. (edit done Ben)

Intra-Domain Communication
Intra-domain communication refersto the protocol messages and control datathat are exchanged between
a BB and the nodes (usually edge devices) within that BB's domain. (edit done Ben)

Peer Domains
Two domains are peer domains if they are adjacently connected.

Per Hop Behavior (PHB)

The externally observable forwarding behavior applied at a DS-compliant node to a DS behavior aggregate.
Note that while each service is mapped to a PHB (and specific DS Code Point(s)), it isnot possible to
identify a service by it's PHB (e.g. AF).

Policy Manager (PM) or Palicy Server (PS)

A policy manager (PM) or policy server (PS) typically manages the access of users to network policy
services. As part of the process of admitting users to access policy services, a PM may employ a BB for
CAC, as described above.

Premium Service

Premium Service refersto a quantitative differentiated service which provides a guaranteed low loss and
jitter over aDSregion. The Premium Service often is also described as“ Virtual Leased Line (VLL)”
Service. The exact service specification may be found in [QBONEARCH].

Resour ce Allocation Request (RAR)

A RAR refersto arequest for network resources (or service) from an individual user to the BB of that
user's domain. If the request includes network resources for t outside of the user'slocal domain, the
admission control may be performed based on the SLS(s) in place with adjacent domains. Accepted RARS
may result in service provisioning policy (see above) installed in edge devices by a BB. (edit done Ben)

Service

Serviceisthe overal treatment of a defined subset of a customer'straffic within a DS domain or end-to-end
[RFC2475]. In this document, the [RFC2475] service definition will also be applied for traffic treatment
between two domains. This leadsto unilateral, bilateral and end-to-end service specifications. Whenever
"service" isused as stand alone term in the following, bilateral and end-to-end services are meant.

Each "service" is mapped to a PHB identified by its DS Code-Point(s) (DSCPs). By this definition a
"SERVICE" ISIDENTIFIED BY ITS"DSCPs' within a DS domain as well as between two adjacent DS
domainsin thefollowing. ThelETF doesonly standardize PHB's. IETF specifications usually DO NOT
LINK DSCPs TO SPECIFIC SERVICES. While each service is mapped to a PHB (and specific DS Code
Point(9)), it isnot possible to identify a service by it's PHB (e.g. AF).

(edit done Ben and Ruediger's)
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Unilateral Service
Unilateral serviceisused to refer to "service' as defined in DiffServ [RFC2475] (above).

Service Level Agreement (SLA)

See SLA in [rfc2475] which defines SLA as™ a service contract between a customer and a

service provider that specifies the forwarding service a customer should receive. A customer may bea
user organization (source domain) or another DS domain (upstream domain). A SLA may include traffic
conditioning rules which congtitute a TCA in whole or in part.

Service Level Specification (SLS)

An SLSrefersto the particular information relative to the BB and the network devicesin order to support a
SLA in that network. Information in an SLSis generally on the level of aggregate data flows and the
resources/bandwidth provisioned for those flows. An SLSistypically applied at the endpoints of alink
connecting adjacent domains and reflects traffic that will be sent from the upstream domain to the
downstream domain.

Service Users
End systems users and other entities that can generate RARS. It could as well be an operator that does the
RARs (e.g. after being contacted by end-users).

Subnet Bandwidth Manager (SBM)

A Subnet Bandwidth Manger isin charge of the resource allocation requests for asubnet. All userson a
variety of hosts on a subnet would defer to the Subnet Bandwidth Manager to negotiate the bandwidth with
the Bandwidth Broker within adomain. The communication path to request resources would be the host
signaling the SBM that it needs premium service. The SBM will send an RAR to the BB within the
domain. An SBM can aso be pre-configured with the ability to requests certain bandwidth resources.

Virtual Leased Line (VLL)
See Premium Service.

2. Introduction

This document presents some high level specifications for bandwidth broker functionality, as part of the
efforts of the Internet2 Qbone Bandwidth Broker Advisory Council to specify and define what a bandwidth
broker isand how it will be deployed in the 12 Qbone test network. The specifications, as presented here,
are meant to initiate the exchange of ideas, among the Advisory Council, on bandwidth brokers and to
establish some agreements on bandwidth broker issues for the purpose of preliminary implementation and
interoperability testing.

In [QBONEARCH] the term bandwidth broker (BB) is used to refer to the abstraction that automates the
admissions control decisions and network device configuration functionality according to a common set of
operational practices and procedures specified of the network, in the context of the Qbone architecture. In
this document, we expand upon that concept and discuss the requirements of a bandwidth broker for the
purpose of inter-domain communication to achieve the end-to-end Qbone services discussed in
[QBONEARCH].

Readers familiar with the ongoing efforts within various IETF policy- and QoS-related working groups
(e.g. Policy Framework, RAP, Diff Serv, and AAA) may notice some similarities between the functionality
of the bandwidth broker (BB), described here, and that of a Policy Server (or PDP [RAPFRAME], or
Policy Services Manager, or some other similar name) asis being defined within the IETF. Connection
Admission Control isrecognized as a necessary part of providing QoS and policy services. Ideally,
bandwidth brokers and policy managers will work together to provide call admission control in an
integrated policy services environment. Still, there are several functions that a policy manager provides (or
may provide) that are not necessarily required of a bandwidth broker but that a BB may utilize viaan
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interface to a policy manager [Indeed, a BB may even be built into a policy manager or considered a type
of policy server]. Examples of thisinclude complex policy conflict resolution and SLA management
(where SLA isused in the sense of a contract between provider and custome).

In the absence of an interface with a policy manager, some basic policy or service level specification
information is needed by the BB. Thisisincluded in this document as BB specifications with the
assumption that policy managers are not considered part of the network architecture at thistime. However,
it isnot the intent of this document to recommend policy manager requirements, in general.

What was just about a policy server in principle also holds for a network management system. The BB may
be built into the network management system or be considered as a type of network management system. In
the absence of an interface with a network management system, some basic network management or
service specific resources (and may be performance) information is needed by the BB. Thisisincluded in
this document as BB specifications with the assumption that network management systems are not
considered part of the network architecture at thistime. However, it is not the intent of this document to
recommend network management system requirements, in general. (Ruediger's comment)

While clearly beyond the scope of this document, it should be noted that also policy server, BB and
network management system may be integrated into a single system. A separation of the tasks policy-,
service- and network management may be require interfaces and protocols allowing a shared access to such
asystem. (Ruediger's comment)

2.1 What is a Bandwidth Broker?

Weve mentioned that a BB can be considered a type of policy server, and we've also mentioned that a BB
is not necessarily a policy manager but policy management and bandwidth brokering will need to work
together in providing integrated policy services and call admission control. So, what is a bandwidth broker
and what does it (or should it) do? This section addresses that question.

In short, a BB manages the QoS resources within a given domain based on the Service Level Specifications
(SLS) which have been agreed in that domain. The SLSisatrandation of a Service Level Agreement
(SLA) into the appropriate information necessary for provisioning and allocating QoS resources within the
network devices, and in particular at the edges of the domain on links connecting the domain to adjacent
domains. The BB is also responsible for managing inter-domain communication, with BBsin neighboring
networks, for the purpose of coordinating SLSs across the domain boundaries.

The BB gathers and monitors the state of QoS resources within its domain and on the edges of the domain
going to and from adjacent domains. That information, together with the policy information (from the
policy rules data base) is used for admission control decisions on QoS service requests to the network. The
policy manager, if it exists, verifies such requests against installed policy rules, checking for conflicts with
existing requests, taking appropriate preemption actions, etc. The network state information from the BB is
also used to verify that resources are currently available in the network to support the request. This
information may be obtained directly from the BB via an interface to the policy manager or, more likely,
the BB placesit in acommon database shared by the policy manager.

Across boundaries, the SLS may be on an aggregate basis, where aggregation ison all flows within the
domain of a particular QoS service type (i.e. DiffServ codepoint). Within a domain, individual flows may
be allocated resources from the SLS by issuing Resource Allocation Requests (RARS). It isthe
responsibility of the BB to coordinate allocation and provisioning of the aggregate resources of the SLSs,
into and out of its domain, with those resources requested from RARS.

Figure 1 shows a sample network configuration. It consists of three domains AS1, AS2, and AS3 with
bandwidth brokers BB1, BB2 and BB3, respectively. Also shown are the SLSsin place between AS1 and
AS2, and between AS2 and AS3 aswell asindividual service users attached to AS1 sending RARs to BB1.
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In this case, a service usersis an end system or application which requests bandwidth. (see the definition of
service user in section 1). This sample configuration will be referred to as we describe various possible
stages of implementation in the next section on deployment of QoS and BBs in the Qbone.

BBl |€¢— — —» | BB2| «— — —> | BB3

RARs

%
=3

service
users

AS]

edge
router
<4— — ¥ Inter-domain Communication

S ERSLLLETE » Intra-domain Communication

Figure 1: sample network configuration

2.2 SLAs, SLSs, and RARs

It isimportant to understand the relationship between service level agreements, service level specifications,
and resource all ocation requests, as mentioned above. In general a SLA isa contract that specifiesa
forwarding service a customer can expect to receive from a provider. A particular SLA may cover one or
more services the provider offers to the customer and part of the agreement will specify how the provider is
to recognize, or classify, packets from the customer which are to receive which service. For example, in the
case where the customer and provider are peer provider domains, as opposed to individual usersand a
provider, the SLA could specify different levels of service(s) to be provided on traffic aggregates. Each
traffic aggregate could be designated by particular DSCPs in the packets marked by the customer before
sending the packets to the provider.

Service Level Specifications (SLS) describe the resources provisioned for a particular service, specified in
aSLA, across adomain boundary link. A SLSwill also specify the classification for packets that are to be
(re)marked to receive the particular service in the downstream provider network, for example by DSCP.
Optionally, a SLS may also specify the shaping characteristics to be applied to the traffic as it leaves the
domain. One SLSis specified for one particular service; if a SLA iswritten that covers more than one
service offering then multiple SLSs are generated for that SLA - one for each service and link between
domains (in the case of more than one link between two domains).

Resource allocation requests (RAR) are sent to the BB by service usersto request the use of the resources
provisioned within the domain for a particular service. The RAR contains the destination of the traffic for
which the request is made and, from that, the BB can determine whether the traffic islocal (the destination
isalsoin the BB'sdomain) or transient (the destination isin another domain). If transient, the downstream
domain is obtained and the resources specified by the SLS on the egress router are allocated for that
request. Several RARs may be mapped to a single SLS when the bandwidth of RAR requests fits within a
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single SLS. When the resources provisioned in a SLS are fully allocated to existing RARs and a new RAR
isreceived for the same destination, the RAR must be rejected or the SLS must be re-negotiated (either
dtatically or dynamically; see Section 3 below).

3. Deployment

This section describes some ideas and recommendations for BB deployment in the Qbone. "Phase 0" refers
toinitial deployment intended to start out and gain interoperability experience, etc. "Phase 1" refersto the
next stepsthat are likely to be taken, etc. The main focus for these deployment phasesis on the inter-
domain behavior sinceit is necessary to have those requirements agreed upon for interoperability and
testing in the Qbone. For each phase, the intra-domain behavior is mentioned but it islessimportant, at this
time, that all BBs support the same functionality within their individual domains, aslong astheinter-
domain requirements are met.

[Editor'snote:  Please review sections 3.1 for based on the notes from the 6/24/99 phone conference]

3.1 Phase 0 - "Local Admission"

Phase Oisreferred to as ™ local admission” because from the BB point of view, requests for resources are
admitted into the network with admission control relative only to the local domain wheretherequest is
received. If the request is accepted in thelocal domain it is admitted into the network without further
checking if resources will be available all the way to the actual destination. The highlights of this phase of
deployment are listed here and described below.

=  "nailed up" SLSs, network engineered to support SLSs by configured necessary routers with static
inter-domain provisioning, e.g. "70/30 rule"
= two servicelevels: "Premium" and best effort

= smpleintra-domain management, e.g. "count to ten"
= intra-domain BBs protocol isalocal issue; BB configures routers within it's domain
= Host BB Interaction

3.1.1 "Nailed Up" SLSs

Initially, SLSswill be established statically and edge routersin peer domains that share an SLSwill be
configured to service packets (police, mark, queue, schedule, shape, etc.) according to the DiffServ
information inthe SLS. The amount of resources/bandwidth specified in an SLS must be agreed upon by
both sides. The resources for the SLS may be provisioned, for example, as some percentage (e.g. 30%) of
the total capacity of the link connecting the two routers. Thereis no inter-domain communication between
the BBs yet, so the SLS negatiation will be performed manually (telephone, email, etc.) by the network
operators of the two domains. The SLSwill then beinstalled in the BB via the network operator's GUI into
the BB and/or into the affected edge routers.

Figure 2, provides an example of the SL Ss set-up between two end-sites requesting Premium service. User
1indomain 1 asksfor Premium serviceto User 3 in domain 3. User 2 asks for Premium service to User 4
indomain 4. Indomain 1, the BB1 will configure routers along the pathway to the edge router attached to
domain 2 to support the requested reservation of resources. The BB to router communication may use
COPs, or a Command lineinterface or SNMP to communicate the necessary information to configure the
PHB.

The router configurationsinitiated by BB1 to support the service reservation request of User 1 may differ
depending on the location of arouter in domain 1: Router 1 may be configured to classify and mark packets
received from User 1 with the appropriate DSCP. Router 1 further may be configured with the appropriate
policing parameters and it may be configured to shape User 1's flow. Assuming pre-configured Premium
resources within domain 1, router 2 may not have to be updated at all. Router 3 may need to be configured
with different shaping parameters beforee it passes on User 1's traffic to domain 2. If and where a BB
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configures DiffServ specific router parameters depends on a Internet-Providers service management policy
asexpressed in the SLA and SLDs.

In domain 2, by manual pre-configuration BB2 has a pre-configured SLD. BB2 configures Routers 4, 5 and

6 in domain 2 to allow a particular premium service code point. Likewise, BB 3 will configure routers 7

and 8. BB 4 will configure routers 9 and 10.

At the inter-domain boundaries the edge routers will have a manually configured SLSfor the inter-domain

Premium service bandwidth. In figure 2, router 3 and 4 are manually configured to have the appropriate
reen domains (eg. domain 1 to

| i Y i i
= | RARY o domain 2 = age (30%) of the link capacity
7 " BEz f
Il\ !l'-u-lr.f‘;f ‘ ..L%. — i _J,.-'"-_.h"\-\' T /'__'--\.\_;_"_'_'_ —
j! Mo T || [ iier | TougET L il -mf,_m )
a 4 & |
s omain 1 R domain3 / | »
L.:‘ -H/ﬁ | Il.':-lh' | L.*.sl.-'
e
BE4 ' | I'l.'l::l.b:' f.ll

! 'c|1jl:llnr ’-F'_-\-\.\_\
domain 4 / |

A - data flow

EAR Communication to
EE

BE to router
communcabion

Figure 2 - Data flow and BB communication in Phase O

Thereis no inter-domain communication between BBs yet, so this SLD negotiation will be performed
manually (telephone, email, etc.) by the network operators of the two domains and will beinstalled in the
BB via the network operator's GUI into the BB.

Routers within a domain may optionally indicate to BBs that a packet with a premium service (a particular
DSCP) hasarrived. This communication only provides information to the local management of the BB
and does not directly influence the BB communication.

The communication of the RAR request for the User may alternatively come from a Subnet Bandwidth
Manager (SBM). The User located on a certain subnet would signal the SBM to request bandwidth
resources from the Broker. The SBM would request the resources from one of the domain's BBs. The
BBswould then configure theroutersjust asin figure2.  Optionally, the SBM may be pre-configured to
request bandwidth upon noticing that a particular host is up.

3.1.2 Two Service Levels

For Phase 0 deployment, only two service levelswill be supported: Premium service and best-effort
service. A specification of the Premium service, for this phase, isisgiven in [QBONEARCH)]. Within a

BB Requirements, v 0.7 9
Ex.1020
CISCO SYSTEMS, INC. / Page 9 of 30



Internet2 Qbone BB Advisory Council August ,
1999

domain, originating hosts or edge routers mark packets with a DSCP associated with Premium service for
that domain.

Premium service as specified by the Qbone Architecture document does not allow remarking of packets.
However, in the process of initia start-up of the Qbone it may be necessary to remark packets to allow the
PHBsto function asdesired. For thiscasein across domain boundaries, the SLS may specify that the
egress edge router of the upstream domain (re)mark packets with a DSCP associated with Premium service
in the downstream domain. Alternatively, the SLS may specify that the ingress edge router in the
downstream domain will classify packets with the upstream domain Premium service DSCP and do the
remarking.

3.1.3 Simple Intra-Domain Management

The phase 0 intra-domain BB efforts will likely end up being smplified as well. Network resources may be
represented in the BB as an amount of resources that can be allocated to al QoS flows entering the
network. This amount would be chosen intelligently based on the network engineering used to provision
and configure the network to provide the services in thefirst place. The total available specific resourcesin
the network may be divided among ingress points as desired by the BB. For example, it could be shared
equally among all ingressinterfaces, or allocated on first-come-first-serve basis, etc.

Asnew RAR requests are accepted into the network and old ones are removed, the amount of resources
available is adjusted accordingly. The BB performs CAC on these requests using whatever method is
appropriate for determining available resources in the domain. If the CAC passes, the BB assumes the
network has been properly engineered, internally and at the egress points, to service the request.

Complex policy management is not expected to be required in this beginning phase. Thisis because the
number and types of services that will initially be offered will be small (Premium and best effort), as will
the number of different customers, and the inter-domain requests are of a static nature. All of these factors
mean that the policy associated with these requests will initially be manageable by a BB without the need
for complicated conflict resolution or techniques for flow preemption based on palicy.

3.1.4 Intra-domain BB protocol

In order to coordinate bandwidth assignment across domains, a single inter-domain BB protocol must exist.

Within adomain, the BB protocol or protocols must smply inter-operate within that domain. A single
intra-domain BB protocol may be used to exchange information between a host and a BB, a Subnet
Bandwidth Manager and a BB, two BB within a the same domain, and a BB and the routers providing the
premium service.  Or alternatively within a domain, a BB may be configured to use any set of protocols
to communicate with the hosts, routers, SBMs or other BB The BB will communicate with either the SBM
or User viaRAR to:

- receivethe request for Bandwidth,

- process the bandwidth request with all other BBs within a domain,

- dignal the appropriate inter-domain BB requests given the bandwidth requests,

- indicate success or failure to obtain bandwidth to the User or SBM.

Routers within a domain may optionally indicate to BBs that a packet with premium service with a
particular DHCP has arrived.

Examples of some protocols which can be used to communicate with routers are : Diameter, COPs, a
simple Command Line Interface (CLI) based. Current implementations of BBs use COPS (UCLA), CLI
(Merit, BCIT), and SNMP (Tdlia) to change the routers to provide the premium service requested.
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Examples of some protocols which can be used to communicate with hosts include: RSV P, COPs, asmple
Command Line Interface (CLI), and Diameter. Intra-Domain BB protocols include: Diameter, COPS and
others.

[note: Editorr: Do we have a completelist of theintra-damain BB protocols that we know about?]

3.1.5 Host to BB interaction

The Host may send RAR to the BB directly and receive back indications of bandwidth set-up. If the
bandwidth resourcesis allocated, the Host can begin to send data. If the bandwidth resourceis not
allocated, the Host must indicate to the user or application that the bandwidth request is not being
fullfilled. Optionally, on afailued request the BB may pass "hints" when the bandwidth might be
granted.

The Host BB interaction may be through a SBM instead of directly. The host might just send packets and
the SBM would capture the packets, and perform the necessary resource allocation. Another option isthat
the SBM might detect the Host on the network and start the resource all ocation process based on some pre-
configured information.

3.2 Phase 1 - "Informed Admission"

Phase 1 isreferred to as "informed admission” because the local BB makes admission control decisions
based on information obtained from downstream BBs. Depending on the service being requested, the
information could be obtained from just the next hop BB or it could come from, in a sense, all BBs along
the path to the destination. Thisinformation is obtained via an inter-domain signaling protocol used
between adjacent BBs. [Note: Details of the inter-domain protocol, message contents, etc. will be
provided in alater section of thisdocument.] The highlights of thisimplementation phase arelisted here
and described bel ow.

Static SLS provisioning, asin Phase 0

Two servicelevels, asin Phase 0

Intra-domain BB isalocal issue, asin Phase 0

Inter-domain communication, notification/response protocol

= provides service specific resource administration

= dlowsfor internal, manual provisioning and SLS adjustment

= Signaling information based on resource all ocation and provisioning only
= AAA

= Security issues

3.2.1 Static SLS Provisioning

For Phase 1, SLSsare till "static” and manually coordinated with the engineering and configuration of the
network. The inter-domain communication (Section 3.2.3) is not meant to provide dynamic renegotiating of
SL Ss across domain boundaries. Instead, the BB-to-BB signaling isintended to provide BBs with
information regarding destination(s) of aggregate traffic being sent from one domain to the next, and
available resources in the downstream domain(s). Thisinformation could be used, at this phase, to
internally assess resource availability and possibly trigger a network management application if SLSs need
to be re-negotiated.
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The problem with requiring dynamic SLS re-negotiation by the BBs is that adjusting resource
commitments at the edges (SLSs) requires reconfiguration of the internal network devices as well, for
example to provision more resources for Premium service (see Section 3.4). By limiting the requirements
for this phase to simple notification and response signaling, we provide the mechanismsto allow

devel opers to experiment with different intra-domain brokering techniques while not requiring them.

3.2.2 Two Service Levels

Phase 1 deployment will support two service levels, Premium service and best-effort service, asin Phase 0
(see Section 3.1.2).

3.2.3 Inter-Domain Communication

Phase 1 deployment will support notification and response model for inter-domain communication. Two
possible signaling model s are shown in Figure 2: End-to-End signaling and Immediate Response signaling.
BB1, BB2, and BB3 represent the BBsfor AS1, AS2, and AS3 shown previoudy in Figure1. A third
alternative of a"Central Manager" has been considered but |eft for future development (see section 6 on
Future devel opments).

Inter-Domain resource reservations are uni-directional from a source to a destination. Two applications
programs desiring bi-directional resource reservation will need to create this from two uni-directional
reservations. We anticipate that the application programming interfaces (APIs) will specify this
functionality and the underlying application middieware will provide the combining of two reservations of
the same type.

Editor's note: Ruediger Geib will provide additional text for this section based on VLL inside of other
VLLs.

3.2.3.1 End-to-End Signaling

Figure 2A shows the end-to-end notification/response signaling. Here a user request (not shown) is

received by BB1 in domain ASL. After determining that local resources are available and the request will

not violate the SL S with the downstream domain (just asis done in Phase 0), BB1 notifies BB2 of the

effect of the request on the aggregate resources provisioned in the SLS between the domains. For example:

1. BB notifies BB2 how much (aggregate) traffic will crossthe boundary into AS2 as aresult of
accepting the request, and the destination AS(s) of the aggregate

2. BB2doesitslocal admission control and notifies BB3, the downstream AS - and in this example the
destination AS.

3. BB3verifiesresources for the request in itslocal domain and sends a (positive) response to BB2.

4. BB2 forwardsthe response to BB1 which accepts the service user's request.

If local admission contral fails at any along the way, notifications stop flowing downstream and a
(negative) response containing the AS_ID where the failure occurred isimmediately sent back upstream to
the originating BB where it is processed and the appropriate action taken. In figure 2, thisfailed local
admission is shown for Domain 2 in theresponse 2b. Theinitial request is sent from BB1 to BB2. If BB2
cannot provide the local admission, then response 2b is sent back to BB1.

3.2.3.2 Immediate Response Signaling

Figure 2B shows the immediate response model for inter-domain communication. In this modd:
1. after performing local admission control as described above, BB1 send the natification to BB2 with the
aggregate bandwidth usage, destination AS information, etc. and BB2 does its local admission control
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2. If admission contral fails at this point (e.g. not enough resources availablein AS2), BB2 sendsa

negative response to BB1 and we're done. If BB2 "accepts’ the notification, a positive responseis sent

back to BB1 (go to step 3). Upon receiving the response, BB1 passesiit to the service user (action 2b).

BB2 sends natification to BB3 which performslocal admission control

If BB3, being the destination AS, accepts the traffic from BB2 it simply responds to BB2.

If BB3, being the destination AS, denies the traffic from BB2 it responds to BB2 with a negative

Acknowledge for allowing the traffic to enter BB3.

6. |f BB2 receives a negative acknowledgement from BB3, it passes the negative acknowledgement to
BB1.

7. BBL1 passes the negative acknowl edgement to the service user.

ok w

eveccso,
LR e
(54 ‘e

.
BB2 BB3

\/

A) End-to-end

B) Immediate response

Figure 2: Inter-domain Notification/Response Examples

In the immediate response model, we see that BB1 may accept the request from itslocal user upon
receiving a positive response from BB2 and without any indication that QoS resources for the traffic flow
will be available in any other downstream ASs. Thus, traffic may be sent through AS1 and AS2 only to be
dropped in AS3 due to insufficient provisioning in that network. Thisis not possible in the end-to-end
mode since notifications and responses go from BB-to-BB to the destination AS and back before the user's
request is admitted. Which of these models (and there may be others, hybrids or variations) makes the most
sense may depend on the service being requested or the application requesting the service. If a"guaranteg”
of end-to-end QoS isrequired before traffic is sent, the model in Figure 2A would be more appropriate.
However, if an application smply wants to get the best service, asfar as possible, the immediate response
model of Figure 2B would suffice.

3.2.3.3 Support For Both Signaling Models

It may be desired, or necessary, to support both end-to-end and immediate response signaling models. One
reason for supporting both signaling modelsis that different applications might require different levels of
information about resource availability along the path from sender to receiver.
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End-to-end signaling requires that the whole network path be set-up prior to sending any data out of the
originating domain, that is the domain that sources the data to the QoS infrastructure. Immediate response
allows data to flow out of the initial domain into an adjacent domain once the adjacent domain has
acknowledge that it has resources to carry the traffic. If some portion of the complete service pathway does
not have enough resources to carry the data to its destination, the data will be dropped and the complete
pathway torn down.

End-to-end signaling provides added value if the praobability of obtaining the full pathway resourcesis
mixed and traffic has afair to good chance of being dropped if immediate signalling was being used

Immediate signalings allows data tranfer to take place while the negotiation is occuring if the following
assumptions are true:
- the probability of obtaining the full pathway resources is high (90% or greater isa good
guess),
- the BBscan process the requests and reconfigure the routers before packest traverse the
domain,
- thereservation system consistently performsin this manner within a domain.
and the BB system can process the request by configured before packets traverse the domain If any of
these assumptions are not met and the per-hop-behaviors are not set-up in each router, packets will be
dropped in thefirst router which is not configured along the data transfer pathway.

This document does not discuss inter-operability between the end-to-end signaling model and the
immediate signaling modd. We anticipate that a service will be built out of either an immediate response
signaling or end-to-end signaling service. For example, some applications may need to know that resources
for the requested service can be obtained all the way to the destination; sending application data that might
get dropped or delayed in best-effort delivery due to insufficient resourcesis not acceptable. An
application built on the Premium service to maximize the PHBs of bandwidth and delay may require that
such a service be established on an End-to-End basis prior to sending data outside of the initial domain.

Some applications could make use of better-than-best-effort service as much as possiblein the network and
having packets dropped or down-graded to best-effort at points along the path will not compromise the
application. For these applications, immediate response signaling is sufficient and the end-to-end model
would be overkill. Applications making use of the AF service or applications running over an over-built
infrastructure may desire the immediate response service.

[Editorial change: The packetswill be dropped, not down graded. We need to discuss dropping this
paragraph.]

To facilitate both possibilities, we suggest the use of aflag in the inter-domain protocol natification
message to indicate the type of response method requested. In individual sessions between two bandwidth
brokers, different SLS may request different types of signaling. A flag in the Session Service Request
(SSR) and the Set-up Session Answer (SSA) indicates the mode, end-to-end signaling or immediate
signaling that each session isengaging in. Pleaserefer to section 5.2.1.3 for details.

3.2.4 Signaling Information based on Resource Provisioning and
allocation only
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In this phase, thefirst introduction of inter-domain communication, we consider the exchange of
information relative to resource provisioning and allocation only. That is, this phase of signaling isfor
facilitating authorization of a request based on available network resources. Information for the purpose of
authentication of end userg/applicationsis not considered at thistime. Any authentication of this sort is
assumed to be handled intra-domain (authentication stops in the sender domain, being performed on the
RAR), or to be handled separately via some other remote peer-to-peer signaling mechanisms. Of course,
the signaling messages themsel ves should be authentication so a BB can verify the identity of peer BBsto
ensure they are allowed to make resource requests.

[editor: Thisnext section has been suggested by Ruediger Geib, and will be discussed at the next meeting.]

End to end signaling based on a sequential and strictly bilateral mode of inter domain BB communication
may require intermediate BB's to "route” also end to end signaling messages (no admission decision
required or expected). Thisisrequired asthe current inter BB protocol only supports communication
between BB's of adjacent domains. To inform an intermediate BB about the "routing only" requirement, a
special parameter or a special message type may be used.

Alternatively, a separate end to end communication may be installed. The end to end communication is
surely not a BB phase 0 issue and it remains for future study.

3.2.5 AAA features

Bandwidth Brokers(BBs) manage a precious commodity in the Qbone network, the premium bandwidth.
Early phases of the Qbone will use simple authentication mechanism to make sure the each BB peerswith a
valid peer. Some of these authentication methods could be as smple as the use of

a password or MD5 encoding. Authorization and Accounting functions may be non-existent or very
rudimentary during the early stages of the Qbone. Since the focus of the early

Bandwidth Broker is a functioning bandwidth broker, the securing of common AAA functions within
bandwidth brokers may take a back seat to the basic bandwidth broker functions.

As the Qbone, moves from to later phases of deployment it is anticipated that the administration of these
bandwidth brokerswill include stronger Authentication, Authorization and Accounting (AAA) functions.
Just as the dial-in connections within the Internet progressed from simple dial-in with

little or no administrative control to more extensive AAA functions, BBswill add AAA functions as they
mature. ThelETF isworking on extending AAA functions to support Bandwidth Brokers.

Many diff-serv domains might want to experiment with portions of the AAA protocols with a co-operating
diff-serv domain In order to enable these valid experiments, the inter-domain BB protocol will allow
optional fields to support the functions within an inter-domain protocol. Experiments have been suggested
by members of the 12 Qbone BB Advisory Council on authorization and accounting methods.

To summarize, the use of AAA functionswithin a Domain is up to the administrator of the domain. The
domain may be physically secure or experimental in nature so that no AAA functions are required.
The AAA functions can be non-existent, weak or strong.

Inter-Domain AAA functions are optional between peers. The only requirement for all BB peersisthat
you use general method of validating your peers. Peer validation may be based on pre-configuration

or network management. Optionally, two diff-serv domains may co-operatein their BB exchange to
experiment with stronger BB functions.

[This section has been discussed by Susan Hares and Rob Nielson. We will discuss this at the next BB
meeting]
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3.2.6 Security issues

The security aspects associated with inter-domain communications: securing the message and validating
that you have avalid peer. Pre-configuration of a peer can be viewed as aform of a simple method of

Vahl ottt iy ttes(ad sssagib anhellithentitaintg)dher @epeer tSpeagdammeni eaiiolat eguihempecandipasidedur ty
fetmighhdsegendtal tWenle or eboptieres at pehicietiewith rdtmsimosignal i ng information may be secured, for
example using IPsec: BB-to-BB (peer BBs) and end-to-end. In BB-to-BB security, the security association
exists only between the two BBs involved; messages encrypted at the sending BB can be fully decrypted at
the receiving BB and the receiving BB has access to all data in the message.

End-to-end message validation forms no part of this document yet. In an end to end security model, the
(original) sending BB encrypts the message such that only the destination BB can decrypt and access the
compl ete data in the message. An end to end signaling model may require intermediate BBs to process the
message (e.g. for routing purposes or CAC).

Any security mechanism should support separated security mechanisms for specific contents of the inter-
domain BB signaling parameters.

[editor - need comment on the interaction of thiswith AAA.]

End-to-end BB security , the (original) sending BB encrypts the message such that only the destination BB
can decrypt and access the data in the message; intermediate BBs access the message headers for routing
purposes only. The obvious problem with the end-to-end model is that BBs are managing resources on an
aggregate basis and must request resources from downstream domains based on aggregates of al upstream
reguests received. Thus, data in upstream messages must be processed at each BB. Any end-to-end BB
security may be problematic and is left for future consideration.

3.3 Phase 2 -"Dynamic SLS Admission"

Phase 2 isreferred to as "dynamic SLS admission” because, in addition to supporting inter-domain
signaling as described in 3.2, BBs can dynamically set up new SLSs.

Thisincludes the following:

= Thegranularity of SLSsisdynamic so that there can be one or many SL Ss associated with each SLA.
Many SL Ss can be created from asingle SLS

= SLSscan bedegtination (prefix) dependent. This allowslocal admission decisionsto use an already
established SLSto grant service over multiple domains without having to signal to downstream BBs
asin Phase 1.

=  BBshave support for configuring PHBs in their boundary routers (e.g., through SNMP, COPS etc) to
enforce the SLSs. Thisisan intra-domain issue to be described separately.BBs have the capahility to
provide preemption of one data flow for another.

= BB may use the mechanisms of remarking packetsin addition to simply dropping the packet. [Editor's
note: I'm not surethisisvalid given the Qbone architecture. This statement isinclude to capture the
last discussion on the document.]
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Thus, the same BB-to-BB request/response protocol as described in Phase 1 can be used. To obtain more
general destination dependent SLSs, a response may include a new (more general) destination prefix. The
decision about establishing/granting a destination prefix dependent SLSsis taken by the downstream BB.
Prefix dependent SLSs are useful for large and well provisioned destination subnets.

Additional support that can be provided is:

=  BBsmay have support to initiate reconfiguring internal routers so that the amount of aggregate
resources available for atraffic class can be changed.

=  BBsmay have support for notifying an operator when there are insufficient resourcesin a domain or
when police points are seeing excess traffic. This also requires natification from traffic conditionersin
routers to the BB, which is an intra-domain issue that will be described separately.

3.4 Phase M- "Multicast"

After the Bandwidth Broker works for unidirectional unicast, the Bandwidth Broker team will investigate
the use of bandwidth broker for Multicast. Some of the interesting issues we will consider during the
Multicast phase are:

- Shall we reserve bandwidth from the sender of a multicast group or from the receiver?

- What happens to the multicast aggregated flow if the end-to-end path does not support the full
bandwidth.

We will add additional issues here as we consider multicast

4. BB Architecture

Having discussed some things a BB is and isn't and some functionsit should perform, etc. We can now take
a stab at putting together a general, functional level architecture for a BB. Not all components may be
required by all implementations, but in general this architecture presents the necessary components to
satisfy the specifications/requirements presented in the remainder of this document. (Again, notice the
similarity to Policy Server architectures as seen elsewhere.)
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Inter-Domain
application PM
Server iface
\ “smple’
User/App, policy NMS
user/host < T Iface services iface
——
network / Data
operator Store
Intra-Domain
edge router(s) edge router(s)

A bandwidth broker can have the following general components, for which we discuss various
specifications/requirements later:

User/application interface
- manua user/network manager GUI
- requestsdirectly from user/app on end host
- requests from app server, eg. H.323
Inter-domain communication interface
- between BBsin adjacent domains
- "negotiating” SLA information between domains
Intra-domain communication interface
- between intra-domain router and BB
- setting intra-domain device parameters for QoS/policy enforcement
- performing traffic management/ traffic engineering
Routing table interface
- BGProuting information for inter-domain
- Internal routing information for intra-domain
- Someday may utilize and influence QoS routing protocols
Data Repository
- used by all components
- may sharewith policy manager if PM exists
- may share with network management system (NMS) if NMS exists
Policy Manager interface (alternatively, BB may provide policy management services)
- utilize complex QoS/policy management functionality in policy manager
- coordination of service level contracts and network resources
- provide complete admission control processing
- AAA functions
Network Management interface (alternatively the BB may provide network management service)
- for coordination of network provisioning and monitoring

BB Requirements, v 0.7 18
Ex.1020
CISCO SYSTEMS, INC. / Page 18 of 30



Internet2 Qbone BB Advisory Council August ,
1999

Editorial note: changes to this section include the following suggestions from Ruediger Geib

1) Weneed to clarify what is meant by "performing traffic management/traffic engineering” under the
intra-domain communication interface. To Ruediger, thisterm implied a network management task.
If traffic engineering isa network management task, then either state explicitely that BB and Network
Management Sytem is one unit or change the sentence to clarify that thisis an interaction with the
network management system.

2) Changesto Data Repository to include sharing data with NM S system

3) Changesto Policy Manager to include AAA functions

4) Changesto Network Management interface to suggest the BB may provide network management
service

We will discuss this comment at the next BB on August 18" ]

5. BB Requirements

This section describes the requirements for a BB for deployment and interoperability in the Qbone. We
focus our attention, in this version of the document, on those requirements necessary for Phase 0 and Phase
1 deployment (see Sections 3.1 and 3.2 above). Items which are not specific requirements for these phases
may be mentioned but detailed descriptions of such items may be omitted until future versions.

5.1 User/Application Interface

= GUI for network operator to:
= Populate data repository with simple network topology and configuration information
Input simple policy rulesinto the system
Manually input BB service requests to the system
Query the BB for existing service commitments, resource provisioning, etc.
Respond to operator with errors, etc.

»  Host/User interface for:
= Host/user applications to directly make BB service requests to the system
=  Usersto query the BB for existing service commitments (granted to them); security required to
prevent users from viewing commitments made to other users
= Mechanism to respond to user/application
= For user interface, same GUI (e.g. Java) may be used as for network operator; for applications
running on hosts, protocol required

= Server/Gateway interface for:
=  Reguests from application servers (e.qg. H.323 gateway) on behalf of hosts/users
= Probably not a"Phase 0" requirement
= Can use same protocol asfor user apps on hosts?

5.2 Inter-domain Interface/Protocol

A BB must respond to resource allocation requests received from either the Intra- or Inter-domain interface.
During the course of processing these requests, the BB will communicate with DS edge devices and/or
peering BB’s. Edge devices will be configured as required to fulfill arequest, and resource status and
availability will be updated in affected domains.
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This section defines the interface between adjacent cooperating Bandwidth Brokers (BB’s), and specifies
the mechanisms by which adjacent Bandwidth Brokers will communicate. Additionally, the specific data
elements that will be communicated areidentified.

It is pretty much assumed that the Inter-broker interface will take the form of a protocol. Note that it is not
the intent of this document to define a protocol, or to recommend an existing protocol. That being said, you
will notice that this section comes very close to defining a complete protocol. It turns out that thisisavery
effective method for capturing the interface requirements.

5.2.1 Operational Overview

The Inter-domain interface consists of different components. Based on the service definition the BB will
administrate the resources available for each particular service.

The inter-domain interface will take the form of a request-ack based statel ess protocol. BB’ sthat wish to
communicate must first establish a connection between pairs of adjacent BBs and then use these
connections to exchange resource requests. Connections between BB’ s are always pair-wise, and bi-
directional (either BB can request resources from the other). SLSs, however, are uni-directional; two SLSs
need to be established - onein each direction. These comments on the protocol functionality do not imply
any choice of atransport protocol to carry the BB information.

The general stagesin the operation of this protocol are:

Local Configuration: The protocol loads local configuration information asit starts.

Session Initialization:  Oncerunning, BB’ s establish connections with adjacent BB’s.

Service Setup: Connected BB’ s exchange requests for services for which they have SLA’sin place.
Resource Allocation: BB’ srequest resources from peers, and respond to resource requests.

Additional capabilities such as resource negotiation, administration and maintenance are provided and are
also described below.  Critical network infrastructure such as BB must tolerate faults within the
infrastructure such as loss of individual BBs or connections between BBs. A section below also discusses
these issues.

Some of these capabilities are mandatory, and others are optional . Unless otherwise specified, capabilities
and requirements denoted as mandatory must be included in any implementation. Optional capabilities may
be required to support advanced inter-domain communication that is likely to occur during the later stages
of BB deployment (see section 3 — Deployment).

The following sections describe the specific requirements for, and operation of, each of these stages. Note
that X, Y and Z will be used to denominate adjacent DS domains which are negotiating differential 1P
services. The specific data e ementsincluded in each type of message are defined in section 4.2.2.

52.1.1 Local Configuration

It is expected that the definition of a service between two domains and the initial resources availableto
support this service be defined without BB communication. Besides the definition of the resources, other
service specific parameters like DS code points, PHBs and treatment of out-of-profile traffic must be
agreed to before inter-domain communication can begin.

In thefollowing, it is anticipated that a bilaterally agreed DS code point identifies a service between two
DS domains. Networks should use the DSCP s suggested by IETF for services based on any per hop
behaviors standardized by the IETF.

All BB’s must have access to the following information concerning the Inter- and Intra-domain connections
of each DS boundary router in their domain:
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a) Service-specific CAC (including relations of resource consumption of administered serviceto
resources available for other services). [editorial note: Gary Hoo inquires: Isthisa BB function
only? How doesthisimpact therouter. Editor's example might be: Two domains exchange traffic
over an OC-12 link. The OC-12 link has 60% of the total capacity for traffic allocated to QoS traffic.
Of that 60% of the link reserved for QoS, 50% of the QoS traffic has already been allocated to SLA #2
who can go to agrand total of 70% of the total QoS bandwidth. CAC include the BB ahility to know
these factors prior to allocating the traffic. (Isthisavalid example) Wewill discussthisat the 8/18
meeting.]

b) Maximum available service-specific resources.

c) Service-PHB mapping (including Intra-domain to Inter-domain PHB mapping).

d) Service-DSCP mapping (including Intra-domain to Inter-domain DSCP mapping).
e SLAID.

f) Methods of signaling allowed by the SLA. [editor's note: Gary Hoo inquires: "what does this mean to
arouter? The Editor's understanding is the methods of signaling can be end-to-end or immediate as
described in sections 3.2.3.  Optional parameters for this signaling are the mode of routing BB
packets (section 3.2.4) |

All items (athrough f) are mandatory.

5.2.1.2 Session Initialization

Before any services can be configured between two adjacent domains, the BB's will have to connect and
establish communication. During thisinitialization process, a BB communicates:

a) AS(es) of it'sown DS domain
b) BB address/ID of sending BB
c) List of adjacent BB's

All of these items are mandatory.

Thelist of adjacent BB's may support:
1) additional checksfor multiple BBs interconnect between domains

2) BBsimmediately adjacent to BB in the remote domain. The adjacency can either be physical
or logical.

In an environment where multiple BBs are deployed at the Inter-Domain exchange points, two domains
may have multiple connections between each domain. A highly inter-connected mesh such asfigure 3
demonstrates provides redundancy in the face of failure. Thelist of BBs sent by BB1 to Domain 2
indicates the BBs that BB1 is attached to. Thelist would include: BB2, BB4 and BB5.
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Domain 1 Domain 2
BB 1 BB 4
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BB 2 BB 5
| |
BB 3 BB 6

Figure 3: Highly Meshed Interconnection between
two domains

5.2.1.3 Service Management

BB’ s are responsible for managing the services that are avail able to customers via their Inter and Intra-
domain interfaces. Servicesareagreed toin SLA’s, and the defined by the technical content of the
associated SLS's.

The capabilities required for managing SL S defined servicesinclude:
- Service Set-up (mandatory)

- Service Cancdlation (mandatory)

- Service Re-negotiation (optional)

A. Service Set-up (mandatory)

Prior to a service being set up between two domains, the peering BB's must be configured in a consistent
manner with regard to the agreed to bilateral service. All resources required to support the service should
be provisioned and "reserved” in each local domain. When the necessary resources are in place and defined
to each BB (see section 5.2.1.1 — Local Configuration), Service Set-up Reguest messages can be generated.

The SSR message is simply a mechanism for a BB to confirm it’s SLA(S) with its peering BB, and ensure
that the peer has the resourcesin place to honor the SLAS.

Editor'snote: Thetext from here on isinconsistent with the text in sections 2-4. In order to make the text
consigtent, if the SSR deals with the SLAs the RAR function below has to be broken into an SLS function
and aRAR function. We will discuss this break-out in the 8/18 BB meeting. The proposed text for the
SLSfunction isincluded below and the edits in the next sections reflect that set of concepts]

A "Service Set-up Request (SSR)" message can be initiated in a number of ways:
- On command from the network operator

- Automatically at system start up or restart (based on allocated services which had previously requested
and which have not expired or been cancelled)
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The SSR message contains the following data:

a) BB_ID of the BB sending the SSR

b) SSU_ID (Service Set Up— ID)

¢ SLA_ID

d) PHB - value used should be 16 bit PHB identifier specified in QoS Draft

€) DS egress router [editorial Q: Isthisthe DS Egressrouter that traffic will flow asit exitsthe DS
domain the BB iscontained in? My understanding isthe DS path has only 1 Egress router per
resource allocation. Isthis true when we reach high aggregation points? Can we discuss this point at
the next BB meeting (8/18)7)]

f) Adjacent_DS downstream_router [editorial Q: Isthe adjacent DS downstream router the router within
thisBB's domain that istheingressto the DS domain that the remote BB isin? Or isthisthe remote
Domain'srouter. Again, we will need to discuss this at the next BB mesting (8/18)].

g) DSCP (multiple possible)

h) DSCP_specific_resources_downstream (one per DSCP)

i) Hagonthetypeof signaling - End-to-end or immediate

Note that thisrequest isfor unidirectional service by default (see [QBONEARCH)]).

[Editor'snote: The SSR request assumes 1 SLA between two BBs per SSR. Can two diff-serv domains
have two SLAs between the same two domains? If so, we need to discuss the addition of concept and

text here to deal with the multiple SLAS between domains.]

The receiving (downstream) BB will check consistency with the SLS information stored in it's own
database. If it is consistent, the BB will reply with a"Set-up Answer (SA)".

he SA message contains:

a) BB_ID of responding BB

b) SSU ID

¢ SLA_ID

d) Confirmation/Reject Indication

€) Flag on type of signaling remote side uses

Each BB must keep track of all resources that are active, or allocated to a specific service. The status of
resources must be updated when a SA confirmation is received.

Note that the service may not be symmetric, i.e. the DSCP_specific_resources X to Y may differ from
those Y to X.

B. Service Cancellation (mandatory)

If aSLA isterminated, the service must be cancelled.
The " Service Cancdllation (SC)" message contains:
a) BB_ID

b) SSU_ID
¢ SLA_ID
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This request may beinitiated by a network operator command or triggered by an expiration date. A SC will
be checked for consistency on reception and replied with a " Cancellation Answer (CA)" message.

The CA contains:

a BB_ID

b) SSU_ID

¢ SLA_ID

When the Cancellation Answer is sent the BB updates the status of all resources that were reserved for the
specific service. When the adjacent domain receives a Cancellation Answer, the relevant conditioning
parameters of the adjacent DS boundary routers are disabled.

Note that due to the unidirectional nature of the service set-up a service may be canceled in direction X to
Y whileit stays operativein direction Y to X.

C. Service Re-negotiation (optional)

A SLA may allow a BB to re-negotiate an existing service. Thisis achieved with a “ Service Renegotiate
(SR) message. SR messages are initiated:

- Manually via a network operator command
- Automatically by the BB based on some service specific threshold which is exceeded

If additional resources areto be added for a service, the status of the newly allocated resources must be
updated in the BB’ s database.

The SR is confirmed by a Set-up Answer message. On confirmation the reserved resources are deemed
active in both domains, and the service is available for use. Both BB's must update the traffic conditioning
or policing parameters of the affected DS boundary routersin their domains.

The SR contains:

a) BB_ID

b) SSU_ID (the same asthe earlier Service Set-up)

¢ SLA_ID

d) DSCP_specific_resources downstream (new value)

All other parameters are expected to be the same and are not re-transmitted.

5214 Resource Allocation

[Editorial note: This section has have been added to attempt to make the message formats consistent with
sections 2-3. We will discuss these additionsin the 8/18 meeting. These additions are included for
discussion and may be removed after the 8/18 discussion.]

After completing the initial service set-up procedure, the service is available. Note that the service has not
actually been allocated to any specific flows. The BB should not allow this available service to be used
until it receives Resource Allocation Requests (RARs) for the service within a Domain and SLS between
domains.

The RAR requests within a Domain allow a user or network application to request resources from the
Bandwidth broker. The RAR allow BB'sin asingle domain to keep track of the actual quantity of an
available service that is actually allotted to traffic within a domain, and to make admission decisions based
onthis. TheBB isableto process RARs from within a domain once the SSR has been confirmed.
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The SLSrequests allow BB’ s in adjacent domains to keep track of the actual quantity of an available
service that is actually allocated to traffic, and to make admission decisions based on this The BB is ableto
process SLS once the SSR has been confirmed an inter-domain BB the BB is communication with..

Note that the procedures described below define a unidirectional resource allocation. Bi-directional
resource allocations require that appropriate reservations be requested in both directions for the relevant
connection.

Resource allocation involves request and response messages, which have been named Resource Allocation
Request (RAR), and Resource Allocation Answer (RAA), respectively.

A. Resource Allocation Request (mandatory)

A BB receives a “Resource Allocation Request (RAR)” message either from the Intra-domain BB . In
either case asimilar set of checks will be performed. Aslong as the requested resources are available, the
Intra-domain RAR processed by BB X resultsin a RAR to the adjacent BB Y. If BB X received aRAR
fromBB Y, it will return a“Resource Allocation Answer (RAA)” confirming the requested availability of
resources through domain Y.

The Resource Allocation Request (RAR) consists of:

a) BB_ID

b) SSU_ID (valid SSU_ID of the service set up)

¢ RAR.ID

d) DS egress router_ID [editor: Isthis necessary? - Olov]
€) destination prefix

f)  Allocation Period (Start-Time and End-Time)

g) DSCP (multiple possible)

h) DSCP_specific_resources_downstream (one per DSCP)
i) Optional parameters

Based on hilateral agreements, the following optional parameters may be part of the RAR:

0) Source address, destination address, protocol, port numbers, profile information, negotiable parameters,
time-dependant different reservation schemes.

Note: The mandatory parameters are used to check the availability of resources and to update conditioning
parameters of aggregates. The optional parameters may support fine grain or per-flow conditioning for all
or parts of the traffic between two DS domains.

B. Resource Allocation Answer (RAA)

The Resource Allocation Answer consists of:
a) BB_ID

b) SSU ID

¢ RAR.ID

d) Confirmation/Reect/Progress Indication

The following processing occurs when RAR messages are received (this describes processing of mandatory
parameters only).

C. Service Level Specification Request (inter-domain) SLSR
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A BB receives a“ Service Level Specification Request (SLSR)” message either from the Inter-Domain BB.
In either case asimilar set of checkswill be performed. Aslong as the requested resources are availabl e,
the Intra-domain RAR processed by BB X resultsin aRAR to the adjacent BB Y. If BB X received a RAR
fromBB Y, it will return a“Service Level Specification Acknowledgement (SLSAck)” confirming the
regquested availability of resources through domain Y.

The Service level Specification (RAR) consists of:

a) BB_ID

b) SSU_ID (valid SSU_ID of the service set up)

¢ SLSID

d) DS egress router_ID [editor: Isthis necessary? - Olov]
€) destination prefix

f)  Allocation Period (Start-Time and End-Time)

g) DSCP (multiple possible)

h) DSCP_specific_resources_downstream (one per DSCP)
i) Optional parameters

Based on bilateral agreements, the following optional parameters may be part of the SLSAck :

0) Source address, destination address, protocol, port numbers, profile information, negotiable parameters,
time-dependant different reservation schemes.

Note: The mandatory parameters are used to check the availability of resources and to update conditioning
parameters of aggregates. The optional parameters may support fine grain or per-flow conditioning for all
or parts of the traffic between two DS domains.

D. SLSack

The Resource Allocation Answer consists of:
j) BB_ID

k) SSU ID

) SLSID

m) Confirmation/Reject/Progress Indication

F.) Processing of SLS and RAR messages

The following processing occurs when an RAR or SLS messages are received (this describes processing of
mandatory parameters only):

RAR received (by BB Y within a domain) from the User-interface or an upstream BB X with destination
domain Z

The BB at Y processesthe RAR as follows:

1. If applicable: map Intra-domain RAR parameters to Inter-domain SLS parameters according to the
SLA with domain Z. Send a RAR to other Intra-Domain BBs.

Check availahility of resources at the inter-domain link by running the service specific CAC.
If resources are available, reserve as requested.

If within adomain, Send a RAR to the rdlevant downstream BB Z. |f downstream is outside this
domain, send an SL S to the downstream domain.
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5. If thedownstream BB receiving either the SLS or RAA from BB Z confirms availability of resources,
put the reserved resources on active state.

6. If applicable: configure the shaping parameters of the DS egress router to domain Z with the new value
of the allocated resources.

7. Send aRAA totheupstream BB X interface or to the User-interface.
S.S received (by BB Y) from BB X on the Inter-domain Interface

The BB at Y processesthe RAR as follows:

1. If applicable: map Inter-domain SLS parametersto Intra-domain RAR parameters to be sent to other
BBs within the domain.

Check availahility Intra-domain resources by running the service specific CAC.
If resources are available, reserve as requested.

if the destination is not the own domain (called Z), process the SLS and generate the correct SLSto
send to the next domain. Send the appropriate RAR to other BBs within this domain.  If the
destination is within this domain, progress SLSfor this user-domain otherwise.

5. If the) SLSack received from the BB in the next domain and the RAA within this domain confirms
availability of resources, put the reserved resources on active state.

6. Update the policing of the DS egress router with the new value(s) of the all ocated resources.
7. SendaSLSack tothe upstream domain BBY.

If sufficient resources are not available a RAA with areject indication will be sent to BBs within this
domain and a SLSack will be sent to the BB in the upstream domain. In this case, the reservation of
resources will be released.

Depending on the mode of operation, a domain may either directly answer aSLS with a SLSack
indicating confirmation or it may indicate progress only. In the latter case, the BB receiving a“progress’
information knows that his SLSack was received and the relevant request is forwarded to the destination.
In this case, the BB receiving the “progress’ indication may start atimer to allow further domainsto
processthe SLS.

5.2.15 Session Maintenance

In addition to resource and service request messages, any protocol which implements the Inter-domain
interface must also perform a variety of session maintenance activities. Theseinclude:

1. Theprotocol could make use of an existing connection oriented transport protocol, such as TCP
(optional)

Keep Alive procedure (mandatory)

3. A mechanism to cope with BB outages or lass of communication between BB'sisrequired. 1ssuesto
be handled include:

- A BB which hasre-started must reconstruct its own state (mandatory)
- Arecently re-started BB must inform its neighboring BB's of its state (mandatory)

- Arecently re-started BB isresponsible for synchronization/re-negotiation of services and resource
allocations with adjacent BB’ s (mandatory)

4. Theinterface must include timersto trigger repeat requests in the case of missing or delayed answers
(mandatory)

5. If aset up request isrgected or no "Answer" message isreceived after repeated request attempts, an
alarm should be sent to the network operator of the requesting BB (optional)
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6. There must be a defined behavior governing the processing of unexpected messages (e.g. answers
without requests) and unexpected parameters in messages (mandatory)

5.2.2 Minimum Performance Capabilities
To be determined.

5.2.3 Future Enhancements

1. Anoptional change of the proceduresto support bi-directional resource allocation.
2. Specification of desired operational characteristics when end to end signaling is to be deployed.

5.3 Intra-domain Interface/Protocol

This section defines the interface between a Bandwidth Broker and the routing equipment in the local
domain (typically edge routers). It should be stated here that the method of communication between routers
and BB’sin alocal domain isonly of local concern within adomain. Within a domain the intra-domain
protocol must provide a common means by which to allocate resource within the domain. These resource
allocations will also need to be communicated to the routing equipment within the domain.

This section does not specify any specific method of communication, as this may vary based on the
equipment interfaces supplied by the various vendors.

What this section will specify is the types of requests that BB's must be able to make to routers, and the
data that will be most likely contained in these requests. Note that the exact data may vary based on vendor
specific DiffServ implementations within routing equi pment.

5.3.1 Interface Mechanisms

It is pretty much assumed that the Intra-domain interface will be implemented as some automated process.
It isthrough this automated process that the BB will configure (or reconfigure) routersto enable or allocate
various DiffServ services. Any automated process will have to rely on the router configuration mechanisms
supplied by the router manufacturers. The following list describes mechanisms, which exist today (although
not all routers support all mechanisms).

1. COPS

Routers, which include a COPS-Provisioning client [COPS-PROV], can be configured via the COPS
protocol. The BB would include a COPS server component and would use the protocol to request that the
various DiffServ services be turned on and/or off.

2. SNMP
Routers, which support SNMP SET messages, and publish a MIB for their DiffServ components, could be
configured via SNMP.

3. Tene

Most routers supply command line interfaces (CLI's). A BB could communicate and configure a router
by automating atelnet session, and executing the appropriate configuration commands via the CLI.

5.3.2 Intra-domain Interface Capabilities

The intra-domain interface should allow the BB to manage the DS services and service allocations within
any router which routes DS packets. This must include edge routers, and may include other (non-edge, or
internal) routers.

The management of a DS router involves the configuration and control of the various Traffic Conditioning
(TC) components within the router. Specific details concerning TC components areincluded in
[DIFFEDGE] and [RFC2475], and are listed here for completeness. TC components include:
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- Classifiers
- Meters

- Markers

- Shapers

- Droppers

The data e ements required to configure these componentsis listed in the following paragraphs.
1. Classifiers

DiffServ supports DS and MF classification.

DS classifiersrequire: DSCP.

MF classifiers require one or more header fields, such as source address, destination address, DS field,
protocal 1D, source port and destination port numbers, and other information such asincoming
interface [RFC2475].

Meters
Markers

Shapers

o~ w DN

Droppers

5.4 Routing (Table) Interface

When processing BW requests (or whatever they're called), BGP routing information may be accessed,
along with policy management information, for making admission control decisions:

= ASnumbers
= Preferred path(s) into neighboring domains
=  Resource availability information on egresslinks

5.5 Multicast
[TBD - Sue Haresto provide text.]
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