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Abstract 
W e  propose an architecture where clients can make 

advance reservations through agents. For each rout- 
ing domain in the network there will be an agent re- 
sponsible for admission control on  behalf of the routers 
in the domain. Requests involving several routing do- 
mains are forwarded for  admission control with agents 
along the path for  the requested service. Agents main- 
tain hard reservation state using a reliable protocol for  
agent intercommunication. 

Agents start allocating resources fo r  advance reser- 
vations in the routers b y  setting up forwarding state 
shortly before resources are needed for  packet forward- 
ing. Resources are made available for advance reserva- 
tions by means of rejecting further immediate requests 
and ultimately by preempting some immediate reser- 
vations. W e  have shown that the risk of preemption 
can be kept very low. 

Thus, agents can set up packet classifiers and 
scheduders in their routers, allowing routers to get on  
with their main task, packet forwarding. 

1 Introduction 

Real-time applications such as audio and video 
conferencing may need resource reservations in the 
network to perform well. However, many current 
resource reservation proposals allow only immediate 
reservations, i.e., reservations at the time the session 
begins, while real-time events often are scheduled and 
advertized in advance. Support for advance reserva- 
tions allows both the network and its users to more 
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effectively schedule resources when the time of the fu- 
ture event needing reservations is known in advance. 

Current protocols designed for resource reserva- 
tions such as RSVP [29] and the ATM signaling proto- 
col Q.2931 [31], and its Internet analog ST-2 [25] are 
designed for immediate reservations. In [lo], we ex- 
plain how to extend the soft-state approach in RSVP 
for support of advance reservations. However, using 
these protocols for adv,ance reservations would be dif- 
ficult since senders and receivers would have to  be in 
place and capable of making reservations and large 
amounts of state would have to  be stored in the net- 
work for potentially long periods of time. 

In this paper we present an architecture where ad- 
vance reservations are provided by reservation agents. 
For each routing domain in the network, there will 
be a reservation agent responsible for admission con- 
trol on behalf of the routers in the domain (figure 1). 
Users can make resermtion requests by contacting any 
reservation agent. Reservation requests are forwarded 
to  the agent responsible for the routing domain con- 
cerned by the request. 

Requests involving several routing domains are for- 
warded for admission control to  the agents along the 
path. Agents can avoid forwarding each request along 
the path by making long-term bulk reservations with 
other agents so that admission requests over several 
routing domains can be granted locally. Agents estab- 
lish reservation state through reliable handshaking. 

When the time to  make resources available ap- 
proaches, reservation agents reserve resources in rou- 
ters by setting up forwarding state along the path. A 
routers primary task is packet forwarding, i.e., packet 
classification and scheduling. Agents are responsi- 
ble for setting up appropriate forwarding state in the 
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A2 

Figure 1: Routing domains (AS1 - AS3) and reservation 
agents (A1 - A3) 

routers when it is needed. 
An advantage with an agent-based approach is 

that advance reservations can be provided with lit- 
tle support from routers and without having to  main- 
tain reservation state in routers through periods when 
reservations have no effect on packet forwarding. F’ur- 
thermore, the agent-driven approach does not require 
reserving endpoints to be present until the session for 
which resources have been reserved is starting. Reser- 
vations can also be made for remote locations, thereby 
supporting nomadic computing, i.e. , reservations for 
places where the host will be moving in the future. 
Since reservations are maintained by agents, reserva- 
tion requests can be made by a third party, who may 
make reservations for several endpoints. Thus, nei- 
ther senders nor receivers need to  be in place when 
resource reservations are made. 

2 Overview of the architecture 

The Internet has relied on a more-or-less stateless 
architecture for providing best-effort service. Soft- 
state solutions such as RSVP have been proposed t o  
provide immediate reservations in an otherwise state- 
less network. However, advance reservations do not 
fit into this model because of the amount of overhead 
that can be generated over long periods of time. 

The basic principle of soft-state is that state is re- 
freshed periodically by endpoints either by sending ex- 
plicit state setup messages or implicitly by sending 
data packets. This approach works for state that is 
deployed only during periods when it is actually used 
for packet forwarding. Many policies such as imme- 
diate resource reservations have this property. The 
signaling overhead for maintaining state is marginal, 

especially if policies don’t change very frequently. The 
refresh frequency can be low as route changes will be 
detected locally and trigger immediate forwarding of 
messages for setting up state over new paths. For im- 
mediate reservations this scheme is efficient and flexi- 
ble. 

However, since we expect the book-ahead time for 
advance reservations to be longer than the actual du- 
ration of the session, the relative signaling overhead 
for maintaining advance reservation state may become 
unacceptable. We propose that agents, deployed in 
end systems, maintain state about reservations that 
will be needed for future packet forwarding and avoid 
deploying state in routers until there are packets in the 
network whose forwarding depends on the reservation. 

A reservation agent is a host that  is responsible for 
reserving resources on a part of the Internet. Typi- 
cally there is one reservation agent responsible for each 
autonomous system (AS) in the Internet (an AS is an 
administrative domain containing a number of routers 
running a routing protocol internally). Such reser- 
vation agents advertize themselves periodically on a 
well known multicast address, giving their identity and 
which routing domain (AS) they are responsible for. 
By listening to this well known multicast address, each 
top level agent will know the existence of all other top 
level agents. Inside an AS there may be backup agents 
as well as a hierarchy of agents, e.g., different agents 
for different areas of the AS. Most agents are internal, 
i.e., not visible outside the AS, but if there is an agent 
failure, one of the backup agents is advertized instead. 

Each reservation agent must know the topology 
of its routing domain to  perform admission control 
on behalf of that domain, and also to  detect topol- 
ogy changes that require re-computation of forwarding 
state setup in routers, or renegotiation with adjacent 
reservation agents. This topology information can be 
obtained through a link state routing protocol that 
provides each node, including the agent, with a topol- 
ogy database. It is in the nature of hierarchical rout- 
ing that an agent cannot have knowledge about the 
internals of remote autonomous systems and there- 
fore can only provide admission control for it’s own 
routing domain. Thus, we need at  least one agent for 
each routing domain. 

For agent-based resource reservations, static link 
performance measures such as link capacity must be 
known. In the present version of OSPF [20], there are 
link metrics for different type of services to  allow for 
type-of-service (tos) routing, but there is no informa- 
tion on link capacity. In QOSPF [30], both static link 
resources and dynamic available resources are adver- 
tized. In our scheme, only static link performance is 

452 

Authorized licensed use limited to: Ingrid Hsieh-Yee. Downloaded on October 27,2022 at 23:58:40 UTC from IEEE Xplore.  Restrictions apply. 

Ex. 1032 
CISCO SYSTEMS, INC. / Page 2 of 9



necessary. This information could be included in link 
state advertisements] which would require an addition 
to the OSPF specification. Instead we suggest using 
SNMP for finding out specific properties of links. This 
solution does not require any changes to the link-state 
routing protocol, and allows agents to monitor any in- 
formation made available through SNMP. 

To avoid undue signaling overhead and scalabil- 
ity problems] agents do not measure traffic dynamics. 
Admission control in agents is parameter-based] i.e., 
considering static link resources and traffic descrip- 
tions given in admission requests. Agents may setup 
resources along shortest paths or perform QoS rout- 
ing based on the parameters in the admission requests. 
&OS routes are installed in the forwarding state of the 
routers. 

The architectural goal is to  relieve the routers from 
admission control and other QoS related computing as 
far as possible. Routers must have an interface so that 
agents can set up packet forwarding directly. This can 
be accomplished through SNMP and a special man- 
agement information base. 

For reservation agents to find out which au- 
tonomous systems are on the path between source 
and destination, agents need access to  routing infor- 
mation that resides in the border routers of their au- 
tonomous system. This can be accomplished either 
by getting routing information from a border router 
through SNMP, or by having border routers inject ex- 
ternal routing information into their AS. The former 
may be suitable for stub ASes where no external rout- 
ing information is injected] while the latter may be 
suitable for ASes with more than one border router. 
External routing information together with agent ad- 
vertisements can be used for forwarding admission re- 
quests to  other agents. 

2.1 Mixing advance and immediate ad- 
mission control 

Agents also support immediate reservations. Net- 
work resources are available for both advance and im- 
mediate reservations. Advance requests specify a du- 
ration of the requested service while immediate re- 
quests do not specify durations. In case of conflicts 
due to  unknown durations] immediate requests may 
be preempted. 

In a related paper [24], we present simulation re- 
sults on sharing network resources between advance 
and immediate admission control when the admission 
control algorithms are loosely coupled. Advance ad- 
mission control is performed without considering cur- 
rent immediate reservations. Immediate admission 
control can be performed without considering advance 

reservations] but the accuracy will be increased by 
considering resources to be allocated for advance reser- 
vations in the near future. Resources are made avail- 
able for advance resei-vations by blocking immediate 
resource requests, or ultimately by means of preempt- 
ing service for flows that made immediate reservations. 
In [24], we present r e d t s  on resource utilization, re- 
jection probability and preemption probability when 
resources are shared according to this model. 

The results show that admission control agents can 
handle advance and immediate parameter-based ad- 
mission control, or alternatively coexist with a sepa- 
rate mechanism for immediate admission control, e.g., 
the IETF int-serv model where immediate admission 
control (guaranteed service or controlled load service) 
is performed in routers. 

3 Advance reservations over several 
domains 

Agents can interoperate to support end-to-end ad- 
vance reservation requests in the global network. A 
host requesting a reservation may consult any reser- 
vation agent, e.g., the local one or the favorite agent, 
just as one may use di:fferent travel agents for booking 
airline tickets. Some agents may already have records 
for managing accounting etc. 

3.1 Unicast 

A typical unicast <advance request inlcludes a du- 
ration] a traffic specification, a source, and a destina- 
tion. There is no notion of sender or receiver associ- 
ated with the node miaking the request. The source 
and destination descriptions may be the addresses of a 
sending host and a receiving host respectively. How- 
ever, in many cases we don’t know the addresses of 
endpoints a t  the time of making the reservation] but 
we may know the local area network where addresses 
temporarily acquired during a session. This may be 
the case for mobile or stationary computers that ac- 
quire addresses through a dynamic host configuration 
protocol (DHCP), or for computers that will be setup 
for a specific event, e.g., for an IETF conference. An 
address mask associated with each endpoint address 
will solve this problem. Address masks also provide 
a mechanism for making aggregate reservations, Le., 
bulk reservations betwleen different domains of the net- 
work. 

3.2 Multicast 

A multicast advance reservation consists of a dura- 
tion, a multicast address and a list of senders and re- 
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ceivers respectively. Each sender and receiver is spec- 
ified by an address and an address mask. A multicast 
reservation tree is identified by its multicast destina- 
tion address and can be extended by making further 
reservations for the same multicast address. Overlap- 
ping requests, Le., requests having links in common, 
is merged by the reservation agent forming one shared 
multicast tree. 

3.2.1 Rendezvous agents 

To support advance reservations with little overhead 
we have a rendezvous agent associated with each mul- 
ticast address. The rendezvous agent has group mem- 
bership information, i.e., the complete list of senders 
and receivers. When making advance multicast reser- 
vations, the rendezvous agent provides an updated list 
of participants so that multicast reservations can be 
made, starting from the agents responsible for receiver 
domains. Building the tree starting at receivers is 
more effcient as sessions often involve fewer senders 
than receivers, and adding a receiver may result in 
reservations over a few additional links for joining an 
already established multicast reservation tree. 

Some current multicast routing protocols, e.g., sp- 
arse mode Protocol Independent Multicast [8] and 
Core Based Trees [I], use rendezvous points. They 
are designed for setting up multicast routing trees im- 
mediately, i.e., when receivers are in place and com- 
municating. In PIM a rendezvous point only keeps 
track of senders of the group and each receiver (local 
router) is responsible for joining with the rendezvous 
point to  obtain a branch of the multicast tree. PIM 
also allows the multicast tree to  be rebuilt on demand 
from individual receivers (local routers) to use short- 
est paths. To support new receivers joining, the ren- 
dezvous point is always a member of the multicast tree 
(thus receiving data from all senders). 

Our notion of rendezvous agents is different. First 
to  support reservations for not yet present receivers, 
a rendezvous agent must record all members of the 
group. i.e., both senders and receivers. Second, the 
rendezvous agent is only used as a database for finding 
group membership. There is no obligation that sender 
data pass the rendezvous agent. Group membership 
information is used to  build multicast trees that will 
finally be used so that resource reservations can be 
made on the right branches. It does not make sense to 
change the distribution tree on demand when there are 
advance reservations, unless there are sudden changes 
in topology making it impossible to  meet committed 
service along the chosen paths. The decision about 
whether to  build a shortest-path tree or a core-based 

tree can be taken by the agents. We leave this issue 
open for now. 

3.2.2 Hierarchical agents 

To support scaling, we use a hierarchical approach, 
i.e., agents register border points of their routing 
domains rather than specific endpoints. The inter- 
nal multicast tree and the local members of a rout- 
ing domain are concealed by the reservation agent. 
Adding another member to a session where members 
are sharing resources can be done internally. Inside 
an AS there is a hierarchy of routing domains and 
there will be a corresponding hierarchy of reservation 
agents that aggregate reservations and register with 
the next highest level. At the top level there are 
several ASes and corresponding peer agents. These 
agents should only register involved border routers of 
their autonomous systems with the rendezvous agent. 
The task of global rendezvous agents is t o  maintain 
the list of member ASes of their multicast groups. Hi- 
erarchical approaches have been suggested before, in 
[15] a hierarchical approach for organizing PIM ren- 
dezvous points is suggested. 

The scalability problem could be approached by 
getting rid of rendezvous agents completely. In dense- 
mode schemes for building immediate multicast trees 
a flood and prune approach is often used [9] [26]. 
However, for advance reservations there is no data 
available until the session starts and therefore the 
relative cost of flooding control information between 
agents and keeping prune state during the booking 
time would be high. 

A related issue is how to find the rendezvous agent 
for a given multicast address. With a hierarchi- 
cal approach, all agents know about all other agents 
at the same level (by multicasting), so the problem 
boils down to partitioning the address space between 
agents. We propose an approach based on dynamic 
prefix partitioning of multicast addresses. The range 
of multicast addresses can be advertised as an address 
prefix associated with each agent. Agents then need a 
distributed algorithm to partition a multicast address 
space between themselves. The solution requires that 
a range of consecutive multicast addresses is allocated 
for the agent architecture. 

4 Packet classification 

Deciding which packets that are to  use against a 
particular reservation is known as packet classification. 
This is performed by the routers for each packet and 
therefore poses a scaling problem. There are basically 
two ways of doing packet classification. 

454 

Authorized licensed use limited to: Ingrid Hsieh-Yee. Downloaded on October 27,2022 at 23:58:40 UTC from IEEE Xplore.  Restrictions apply. 

Ex. 1032 
CISCO SYSTEMS, INC. / Page 4 of 9



First, a filter specification could be given by clients 
having reserved resources. Packet classification is per- 
formed on the headers of the packets. In RSVP filter- 
ing is performed primarily on addresses and destina- 
tion and source ports. Second, a reservation key (a 
certificate) could be included in each packet that  is 
to use against a reservation. Packet classification is 
done on this single field of the header. Depending 
on how many different service classes we support, the 
field could be one or many bits long. 

The problem with filter specifications is efficiency. 
In the worst case of filtering on sender addresses, the 
routers need a filter for each sender to  a multicast 
group. Multicast routing does not scale well even 
without packet classification, i.e., for best effort ser- 
vice. Current proposals for multicast routing scales 
at best as O(G) ,  where G is the number of multi- 
cast groups that are served by a router [l], Thus, the 
size of the multicast routing table is proportional to 
the number of multicast addresses that are currently 
served by the router. 

Our goal is to  add multicast resource reserva- 
tions while preserving the O(G) scaling factor also for 
packet classification. This rules out making classifica- 
tion on specific source addresses. Instead we suggest 
that the rendezvous agent issue a key for the multicast 
address to other trusted agents, which in their turn 
may install the key in routers. The key may be added 
to  packets by clients having reservations for sending 
to that group, or for better security, by the most local 
router under authority of a reservation agent. In the 
latter case only the local router must do classification 
and policing on packet headers to  decide which pack- 
ets that should be annotated with reservation keys. 
In IPv6, keys could be included in the hop-by-hop op- 
tions header. Since agents can compute one aggregate 
reservation for each hop of the multicast tree, routers 
can make classification using only one key for each 
reservation. 

This scheme provides scalable support for aggre- 
gate multicast reservations, i.e., where a set of senders 
share reserved resources. The amount of state needed 
ed for packet classification in routers is in O(G), 
which is comparable with best-effort multicast rout- 
ing. The RSVP model supports a stronger but unscal- 
able model where it is possible to reserve resources in 
routers for individual senders (known as fixed filters) 
or for a set of senders (known as shared explicit filter). 
One motive for having this support is for receivers 
with insufficient network resources t o  be able to  allo- 
cate resources only for the senders that it i s  interested 
in. However, in a typical multicast session the set of 
interesting senders changes dynamically, e.g., with the 

current speaker of a meeting, sa a receiver with insuf- 
ficient network resources would have to make a lot of 
re-reservations during the session. Another motive is 
for misbehaving senders not to be able to steal band- 
width from reservations, i.e., some policing is done by 
packet classification. 

In our model, applications must make sure to use 
multicast addresses sa that independently of the num- 
ber of sources there is a. limit on the bandwidth that is 
used by the aggregate multicast flow. Audio and video 
servers, usually have a known bandwidth limit, e.g., 
they provide flows with different bandwidths that can 
be selected by receivers depending on the capacity of 
their access link. It is important to  know which maxi- 
mum bandwidth that is used by a flow before connect- 
ing. In multiparty audio sessions bandwidth is limited 
by senders taking turns speaking. Video applications 
can be designed in a similar way, e.g., so that only 
the most recent speakers and the upcoming speakers 
on the speakers list send motion video. We believe 
that it is a bad idea to  introduce nonscalable network 
solutions in order to support applications that waste 
bandwidth. 

The advantage of providing shared reservations 
only is that packet classification can be done using 
only one classification entry for each flow (multicast 
address). This together with the possibility for mak- 
ing bulk reservations between subdomains of the net- 
work by using address prefixes to  specify leaves of the 
reservation tree should provide a scalable mechanism 
for quality of service. 

4.1 Classification granularity 

Agents may chose iinternally how many different 
service levels to  support. The low end extreme is to  
have only one admission controlled service level shared 
between all flows. Then, packets only need to  carry 
one bit to tell whether it is to  use the primary service. 
Routers need only one queue for the primary service 
and another queue for best effort service. Several ser- 
vice levels can be supported by having a fised number 
of queues in routers. The high end extreme would be 
to allow a queue for each flow, e.g., flow-wise weighted 
fair queuing. The scaling for this may be acceptable 
for multicast, as multicast routing already keeps per- 
flow state. For unicast, however, we suggest using a 
small number of admission controlled service levels t o  
avoid per-flow state in the routers. If QoS routing is 
to  be performed we may add service classes to  distin- 
guish between outgoing interfaces. 
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5 Security and policing 

In our architecture, packet classification is per- 
formed by including a reservation key in each packet 
that  is using against a reservation. Consequently, ma- 
licious senders may take currently used keys and steal 
bandwidth from resource reservations. However, the 
agents know which senders are entitled to  use reserved 
resources and occasional policing can be done to  catch 
violating senders. Receivers of a multicast group may 
even hint to their provider when policing of a group 
should be done. The multicast reservation scheme 
should not include policing for unwanted senders a t  
every hop as default. Instead, agents should have a 
way to  setup routers close to  the edges with specific 
policing tasks. When there is a malicious sender iden- 
tified, an agent should be able to  tell the most local 
trusted router of the malicious sender to exclude the 
flow. Thus, per source filtering and policing is in- 
troduced at specific points close to the edges of the 
network when necessary. Per-source policing does not 
scale well and therefore local routers cannot be ex- 
pected to  have sufficient capacity for policing contin- 
uously for every local sender. In the general case, 
policing should be soft in the sense that only a few 
flows are checked at each time. The policing policy is 
driven by the reservation agents. An important issue 
is to  develop policing and protection mechanisms that 
are fast and scalable enough to  find and exclude vio- 
lating flows accurately. The requirements depend on 
how common deliberate stealing of reserved resources 
will be. 

6 Setting up forwarding state in 
routers 

Resource set-up messages are distributed by agents 
to  routers just before the resources are allocated. We 
use a soft state setup protocol where agents contact 
and refresh each involved router in their domain pe- 
riodically. Such a protocol can be optimized by using 
multicast in cases where there are many routers that 
are to be updated with the same message. Since soft 
state is refreshed periodically, we do not need a reli- 
able multicast protocol. Instead the refresh frequency 
can start high as new state is deployed and then grad- 
ually decrease as there is no change in state. 

If the overhead for soft state turns out to  be too 
high, a hard state protocol could be used instead. 
Agents could open a TCP connection (unicast) to each 
of their routers and setup state reliably. With this ap- 
p r o x h  the routers must be able to  clear up reservation 
state in ca.se a reservation agent should go down and 

forget about the state. 
To allow reservation agents to query and set router 

state, the routers must expose an interface. For an 
initial implementation the most straight forward ap- 
proach is to use SNMP, i.e., having agents setting 
router state by sending unicast SNMP messages to  
each of them. The main problem is to  make necessary 
router state available through the management infor- 
mation base (MIB). The authentication problem will 
be solved by SNMP mechanisms. 

7 Routing performed by agents 

Agents can choose to follow best effort routes and 
establish forwarding state for reserved resources along 
the current path. However, sometimes routes change 
(or flap) although the old route is still available and 
has sufficient resources for the committed service. 

We suggest that agents be responsible for select- 
ing routes and that these routes can be included in 
the forwarding state set in routers by agents. This 
also makes quality of service (QoS) routing possible. 
For advance reservations there is time for calculat- 
ing QoS routes. When allocating resources in routers, 
the agents provide the addresslinterface of the next 
hop as well. Thus, routing information is included in 
the packet classification state, so that flows using re- 
sources reserved through agents can take a different 
route than the best effort packets t o  the same desti- 
nation. 

It is the job of the agent to  re-route at link or router 
failure. If there is a link failure, routers next t o  the 
failed link will detect the problem first, e.g., through 
the OSPF HELLO messages. This will trigger a link 
state advertisement to  other nodes in the AS, includ- 
ing the reservation agent. As the reservation agent 
finds that a link is broken, it will process the reserva- 
tions on that link by recomputing routes, checking if 
there is capacity left for advance reservations through 
alternative routes. This will work if the capacity is 
available and flows haven’t yet started. If capacity 
on alternative routes is insufficient, the agent can just 
wait and retry, or choose to  inform users who have 
made advance reservations about possible problems. 
If there are reservations for currently active flows on 
the broken link and there is capacity in an alternative 
path, the agent will immediately allocate resources on 
the alternative path. The old reservation state in the 
routers can be torn down by the agent or simply left 
to  time out by not being refreshed. 

Thus, when there are failures, routes will change 
only if there is an alternative path that can provide 
resources, otherwise the traffic is served best effort. 
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When routes change the agents take multi hop de- 
cisions over the involved reservations, so the scheme 
does not suffer from having an arbitrary outcome in 
terms of who gets what on which hops. When links 
between different administrative domains fail, several 
reservation agents need to react. 

As rerouting doesn't happen instantaneously, the 
flow state may direct packets for a short time to an 
interfaces that is unavailable. When this happens the 
packets should be sent through best effort routing in- 
stead. That includes removing any reservation keys 
in the packet so that best-effort service is used all the 
way t o  the destination. This works fine for unicast, 
but for multicast there may not be any best effort 
multicast routing state available and then the packets 
will be dropped. 

If all routers along the path support the agent ar- 
chitecture, all routes are loop-free. However, routing 
loops may occur when there are routers on the path 
that only support best-effort routing. To avoid this, 
the flow state routing must check so that packets ar- 
rive on the correct incoming interface. Should a packet 
arrive on an incoming interface different from the one 
negotiated during &OS route setup, it may be a packet 
that  coming into the QoS path again after a loop. 

8 Comparison with the RSVP policy 
architecture 

decisions are done by agents. Our goal has been to 
relieve the routers from computation concerned with 
&OS contracts and put it in agents instead. Thus ad- 
mission control and service commitments are all man- 
aged by agents. In RSVP, routers play a central role in 
admission control and routing. Routing decisions are 
not part of RSVP but instead made by the best effort 
routing mechanisms in the routers. Consequently the 
RSVP mechanism can easily reestablish reservations 
along changing routes. However, when routes change 
(or flap) the outcome in terms of who gets reserva- 
tions depend on the order reservations arrive on the 
new path. An annoying problem with RSVP is that 
users do not know if a reservation is granted end-to- 
end. Non-RSVP routers may be on the path and may 
disturb end-to-end quality. We believe that RSVP 
is suitable for providing loose service commitments 
but it cannot support guaranteed service very well. 
Our architecture may adapt more slowly to changing 
topology but it provides a better vehicle for guaran- 
teed quality of service and certainly for advance reser- 
vations (which it was designed for from the very be- 
ginning). In RSVP senders must be present to make 
reservations, which might not always be possible far 
in advance. 

Another problem wiith RSVP is poor support for 
aggregate reservations. Endpoints make reservations 
on a per-flow basis and although reservation messages 
are merged up the multicast tree, we still have reserva- 
tions per flow. In addition, packet filtering is designed 
so there may be classifcation state for each sender. 
This is clearly not scalaLble. In our agent architecture 
aggregation of reservations is included from the be- 
ginning. Classification is based on keys (certificates) 
and the leaves of the multicast reservation tree may 
be routing domains (address prefixes). There is work 
in RSVP on introducing address prefix aggregation 
(aka CIDR prefixes), but alone this is not enough to 
handle sparsely located senders to the same multicast 
group. Packet filtering/classification may still have to 
be done on a per sender basis. 

The RSVP policy architecture of [16] [17] is an ex- 
tension to the RSVP architecture [29]. Reservation 
requests goes through both resource based admission 
control at routers and through policy based admis- 
sion control managed by local policy modules or by 
policy servers. Policies are bilateral agreements be- 
tween neighbor providers and policy admission control 
is enforced at border nodes only. Reservation requests, 
carried via the normal RSVP soft state mechanisms, 
contain policy data objects that are passed to  local 
policy modules at border nodes. Policy data objects 
may be added, removed, or rewritten by policy mod- 
ules along the path. Routers have the choice to"hand1e 
policies in their local policy module or to outsource 
policy decisions to a policy server. There is a protocol 
for communication between routers and policy servers 
using hard or soft state. 

An important difference between our approach and 
the RSVP policy approach is the role of routers. In our 
architecture, agents handshake to  make reservations 
and to  compute the forwarding state for routers, while 
the routers primary task is to do packet forwarding, 
i.e., best effort service and service disciplines installed 
by the agents. Admission control and QoS routing 

9 Conclusions 

Advance and immediiate reservations can be sup- 
ported by agents responsible for admission control on 
parts of the Internet. Our architecture minimizes dis- 
turbing the primary task of the routers: packet for- 
warding. Soft state in the routers is deployed only 
during periods when it is needed for packet forward- 
ing. 

The agent-driven approach described in this paper 
does not require the communicating endpoints to be 
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present until the session for which resources have been 
reserved is starting. Reservations can also be made for 
remote locations, thereby supporting nomadic com- 
puting, i.e., reservations for places where the host will 
be moving in the future. Since reservations are main- 
tained by agents, reservation requests can be made for 
a group of participants by a third party. 

Reservation agents have access to  routing data- 
bases for finding out the topology of the routing do- 
main that it performs admission control for. Reser- 
vation agents use SNMP to find out the static link 
resources available in the network and for setting 
up forwarding state in the routers. Agents perform 
parameter-based admission control, using traffic de- 
scriptions provided by clients making reservation re- 
quests. Thus, agents work without signaling any traf- 
fic dynamics. 

The agent architecture is suitable for parameter- 
based $OS routing of advance reservations. There is 
intrinsically more time available for admission control 
and $OS routing when requests are made in advance. 
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