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1\!Iocleling Internet Tbpology 

Ifrnndh L. Cafoert1 Georgia Tech 
Afallhfw B. Dom·) Ascom Nuion 

t;/lrn M/. :lrgura, Gwrgia '/'cr:h* 

Abstract 

The topology of a net,vork, or a group of net.works 

s uch as t.he I nt.ernet, has a st rong bearing on many 
management and performance issues. Good models 
of the topological structure of a network are essen­
Lia.l for developing a.ml analyzing in Lerud working 
Lechnology. This article discw:;ses how graph-based 
models can be used to represent the topology of 

large net.works, particularly aspects of localit.y and 

hierarchy present in the Internet. Two implemen­
Lations LhaL generaLe networks whose Lopology re­
sembles thaL of typical intcmcLworks a.re described, 
together with p11 blicly available source code. 

1 Introduction 

The explosive growth of networking, and particu­
larly of the Internet, has lwen accompanied by a. 
wide ra.nge of inLerndworking problems rdaLed Lo 
routing, resourcP resPrvation, and administration. 

The study of algorithms and policiPs to address 

such problems often involves simulation or analysis 
using an abstraction or model of the actual network 
sLrucLurc. The reason for Lhis is clear: ncLworks 
LhaL arc la.rgc enough Lo be intercsLing are also ex­
rwnsive and difficult to control, therefore thPy are 

rarPly avail ablP for expPri mental purposes. \:lore­

over, it is generally more efficient to assess solutions 
using analysis or simulation ~ provided tlw model 
is a "good" absLra.dion of tlw real ncLwork. 

The topological structure of a network is typi­

cally modeled using a g raph, with nodes represPnt­
ing s,vitches or routers, and edges representing di-

*This work was supported in part. by NSF Careers Award 
MlP-9.502669. 
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red connecLions (transmission links or networks) 
betwePn switchPs or routPrs. Thus, the graph mod­

els paths sequences of nodPs along which infor­

mation flows between nodes in an internetwork. For 
example, a FDDI ring to ,vhich four IP routers are 
connected would be rcprcst'nlcd as a cornpldely 
connected graph of four nodes. IIosl:,; ca.n a.lso be 
representPd as nodes ; the typical host will be repre­

sented as a leaf connected to a single router node. 
Additional information about the network can 

lw added lo Lhc topological structure by associating 
informaLion with the nodes and t'dges. For t'xarn­
plP, nodes might be assigned numbPrn representing 
buffer capacity. An edge might have val 11es of vari­

ous types, including costs, such as the propagation 
delay on the link, and constraints, such as the band­
width ca.pa.city of Lite link. 

The purpose' of Lhis arLiclc is Lo review Lhc basic 
topological structurP ofthP Inte rnet, the n presPnt a 

modeling method designed to produce graphs that 
reflect the locality and hierarchy present in the In­
LcrncL. Two implcmcnLations of Lhc method arc 
available; each product's gra.phs according Lo the 
basic mPthod. ThP differencPs bet.ween the implP­

mentations may be of import.ancP in choosing an 

implementation for use. 

1.1 Structure of the Internet 

Historically, large nPt,vorks such a:=; the l'u blic Sv-:itchPd 

Telephone l\etwork have grown according to a topo­
logical design developed by some central authority 
or administration. In contrast, thne is no ccn­
Lral adrninisLra.tion tha.t conLrols -or t'vcn h'eps 
track of t.hedetailed topology of the Internet . Al­

though its general shape may be influenced to some 
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Multi-homed Stub 

~ 

Stub-Stub Edge __ ____,t 

Figure 1: Example of Internet domain structure 

small degree by policies for assignment of IP ad­
dresses and government funding of interdomain ex­
change points, the Internet, for the most part, just 
grows. The technology used to route and forward 
packets is explicitly designed to operate in such 
an environment. Today's Internet can be viewed 
as a collection of interconnected routing domains. 
Each routing domain is a group of nodes (routers, 
switches and hosts), under a single (technical) ad­
minstration, that share routing information and pol­
icy. 

Each routing domain in the Internet can be clas­
sified as either a stub domain or a transit domain. 
A stub domain carries only traffic that originates or 
terminates in the domain. Transit domains do not 
have this restriction. The purpose of transit do­
mains is to interconnect stub domains efficiently; 
without them, every pair of stub domains would 
need to be directly connected to each other. (See 
Figure 1.) Stub domains generally correspond to 
campus networks or other collections of intercon­
nected LANs, while transit domains are almost al­
ways wide- or metropolitan-area networks (WANs 
or MANs). 

A transit domain consists of a set of backbone 
nodes. In a transit domain each backbone node 
may also connect to a number of stub domains, via 

2 

gateway nodes in the stubs. Some backbone nodes 
also connect to other transit domains. Stub do­
mains can be further classified as single- or multi­
homed. Multi-homed stub domains have connec­
tions to more than one transit domain, single-homed 
stubs connect to only one transit domain. Some 
stubs domains may have links to other stubs. Tran­
sit domains may themselves be organized in hierar­
chies, e.g. MANs connect mainly to stubs domains 
and WANs. 

1.2 Existing Topology Models 

One of the most commonly used models for gen­
erating random networks algorithmically is due to 
Waxman [3]. The nodes in the network are placed 
at random points in a two dimensional grid. Links 
( represented by edges between nodes) are added 
to the network by considering all possible pairs of 
nodes and then deciding whether a link should exist 
according to a probability function involving how 
far apart the two nodes are and how many links 
are expected to be in the whole network. 

The original intention of this approach was to 
generate networks for comparing Minimum Steiner 
Tree algorithms. It has several serious drawbacks 
when used for generating typical internets. 
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First, the networks don't resemble the hand­
drawn Lopological maps of real network:,;. There is 
no sense of a, backbone or hiera.rchy, and the exis­
tence of links clear a.cross the network is urirealistic. 

Second, it does not guarantee a connected net­
work. Each generated network must be checked for 
conill'cLiviLy, then disca.nled or modified if Lhe check 
faib. Either opt.ion involves extra work. 

Third, a.c, the number of nodes in the net.work 

grmvs, the number of links grows in a similar fash­

ion. This is unlike real networks, where new links 
are added for redundancy, not just because more 
nodes joined the network. 

Various modilicaLions Lo \Vaxman 's method have 
been proposed by the authors and others. Some of 

these attempt to restrict the longest links in the 
network, while others reduce the number of edges 
from any particular node. Still other modifications 
introduce a simple hierarchy Lo the net.work. ~one 
of them produce convincingly realistic net.works. 

2 A Better Method 

Over the past few years a. better method has been 
devised indepen<.knlly by the a.ut.hors for gener­
a.ling graphs that. rdkcL the hierarchical domain 
st.r1Jct1J re and locality that is present in the Inte r­

ne t. ["I, 4]. Three levels of hie rarchy a.re mod e led, 

corresponding to t ransit domains, stub domains, 
and LA~s attached to stub nodes. The method 
constructs the graph piecewise, where Lhe pieces 
correspond lo domains al Lhe different levels in the 
hierarchy. The connectivity ,vithin a domain (in­
tranffwork con nectivit.y) is d ealt. ,vit.h separately 

from that bet,veen domains (intcrnctworA: connec­
tivity). 

2.1 Para1neters 

Two sets of para.meters control the coarse prop­
erties of the nd works gc'rll'rated. These pa.rarrll'­
Lers arc' chosen lo provide reasonably simple control 
overt.he import.ant s t.r1Jct,1Jral chara.cterist.ics of the 

grap h. The parameters chosen also have obviotJs 

effects on the networks that a.re produced. 

The first set of para.meters governs the rela.tive 
sizes of the Lhree levels in Lhe hierarchy: 

• F, the total ntJmbe r of transit domains, and 

NT, the average number of nodes per transit 
domain. Note that T 2". l and NT 2". l. 

• S, Lhe average numlwr of stub domains per 
LransiL domain, and iVs, the average number 
of nodes per s t.lib domain. Note that S 2". l 

and Ns ~ l. 

• L, the average number of LA~s per stub node, 
and iVr,, the average number of hosts per LAK. 
LANs arc' modeled as sLar lopologil's with a 
rouLer node a.L Lhe cent.er of Lhe star and the 
host nodes ea.ch connected to the cent.er rotJt.er. 

As corn pa.red to using a complete graph con ­

necting all hosts in the LAN, this significantly 
reduces the number of edges in the graph and 
rdlcds llll' la.ck of physical redundancy in 
most l,ANs . . \Jot.e that l1 ~ 0 and NL~ L 

The total number of routing nodes, NR, and the 
total number of hosts, NH are given by: 

Nn TNr(l + SNs) 

iVn TNrSNsLNL 

~oLe lha.l the pa.rameter values a.re La.ken as the ha.­
sis for distributions tJsed to obtain the actual value 

for ea.ch run of the algorithm. Extra information 
can be associated with each parameter to describe 
Lhe dislribuLion of the pa.ramder. For inst.a.nee, a.n 
upper a.nd lower bound on Lhe nurnbc'r of node's in 
a st.uh domain and the fonct.ion for distributing the 

valtJe between the bounds cotJld be described. 

The second set of parameters governs the con­
nectivity within a. domain (intra.network connectiv­
ity) a,Illl the conill•cLivity between domains a.t the 
same or higher and lower levels (internetwork con­
nectivity). 

• E T, the average number of edges from a tran­
sit node to other transit nodes in the same do­
main. Er rnusL be large enough so that. the 
gra.ph corresponding Lo ead1 transit domain 
can be connect.ed . u,;1. ~ 2.) 
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• Es, the average number of edges from a stub 
node Lo other stub nodes in the sarnc domain. 
Es must be large enough :,;o LhaL Lhe graph 
corresponding t.o each :=;tub domain can be 

connected. (Es 2:: 2.) 

• ts'rr, t.he average number of edge:=; from a 

t.ransit. domain to a not.her t.ransit. domain. f,;11-

must be large enough so that the transit do­
mains can be connected to one another. (BrT 2:: 
2.) 

• E sT, the average number of edges from a stub 
domain Lo a transit domain. Evl'ry stub do­
main must be conm'dcd to aL ka:,;L one tran­
sit. domain, thus f,,s1· 2:: I; multi-homed st.uh 

domains will have more than one edge t.o a 

transit domain. 

• ts'Ls, the average nu rn her of edges from a LAN 

to a. stub node. Every LAN must be con­
nected to at lea.st one stub node, thus Er,s 2:: 
1. LAN:, may be connected to more.' than one 
stub node in the assigned stub domain. 

2.2 Generation Process 

The generaLion process begin:, at the Lop (transit 
domain/\VAK) lcvd of the hil'rarchy, and proceeds 
down to t.he lowest (LAN) level of the hierarchy. 

The nodes within a level are generated in a rect.­

angular sub-region of the overall space occupied by 
the vaph. The scale of the sub-region in ,.vhich the 
node:, arc di:,;Lributed i:,; changed for each type or 
network, with LAN:, having Ute smallest scak. 

In many of the steps, edges must be generated 

so that a sub-graph is connected and a. specified 
edge count is met. There are many ways to achieve 
thb; the implcmcntaLions described la.ter give two 
po:,;siblc mdhods. 

The generation process is roughl y as follow:=;, 

t.hough t.he order of the steps m ay differ in a par­

ticular implementation: 

Step 1. A location in t.he pl ane is chosen for each 

of the T transit domains from the overall space 
occupied by the graph. Edges are generated 

between transit domains such that the do­
mains arc conm'dcd and the ETT spccifica­
Lion is saLisfied. 

Step 2. [<'or each transit domain , nodes are placed 

in a sub-region centered around the transit 
domain location, so that transit domains con­
Lain, on avcragl', J.VT nodl'S. Edges arc gc1wr­
atcd within each transit domain such that the 
domain is connect,ed and the t /r specification 

i:=; :=;atisfied. 

Step 3. Particular transit nodes from Step 2 a.re 
selected as the endpoints of the inter-transit 
domain edgm from Step 1. 

Step 4. The locations for the FN,1 S stub domains 

are chosen. l1'or each stub domain, nodes are 

placed in a. sub-region centered around the 
chosen location so that stub domains contain, 
on average, Ns nodes per domain. Edges arc 
gcncraLcd within each sLub domain such that 
the domain is connect.ed and the f,;s specifi ­

cation is satisfied. 

Step 5. Each stub domain is connected to a tran­
siL node by an edge, conncded Lo a particu­
lar stub node and a particular transit node. 
If f,;Sl' > l, additional edges are added from 

stub dornai ns to transit nodes. 

Step 6. The locations for the T iVTSNsL LA~s 
are chosen. For each LAI\, Nr, nodes (rep­
resenting host sy:,;Lcms) an.' pla,ced in a :,;Lar 
around a center rouLer. 

Step 7. ~:ach l,A N is connected to one stub node 

by an edge from the center router to the stub 
node. If Er,N > 1, then additional edges a.re 
added from ccntl'r routers Lo stub nodes. 

In the next t,vo sections, ,ve describe two imple­
rncntaLions or the basic generation mdhod. Both 
implementations are available int.he public domain; 

these sections describe differences t.hat may be im­

portant in choosing an implementation for further 
development or use. For each implementation, ,ve 
describe additions to and deviaLion:,; from Lhe basic 
model in Lhree cat.cgories: graph genera.Lion, over­
lays of information and implementation detail:=;. 
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3 Transit-Stub 

The Iirsl implcnwntaLion i::i Lhe Transit-SLub (TS) 
model [4] and is parL of Georgia Tech lnLcrnelwork 
Topology Models (C:T-IT_\il), a package for gener­

ating and analyzing gra.ph models of internet,~orks. 
The Transit-Stub model does not currently sup­

port repre::ienla.tion of host systems. Thus, all nodes 
a.re of the ::iame Lype, namely routers, a.ml lVL = 
J-,;L,V = Q. 

The Transit-St.uh model produces connect.ed sub­

graphs by repeatedly generating a graph accord­
ing to the edge count, and checking the graph for 
conm'cLiviLy. UnconnecLed graphs an' dbcarded. 
Thi::; melhod ensur-es that Lhe resulting sub-graph 
is taken at random from all possible (connected) 

gra.phs: however, it may take a long tin~e to gener~ 
ate a connected graph if the edge count is relativelv 
small. · 

Exlra edges from slub domains Lo Lransil node::; 
a.re added by random select.ion of the domains and 

nodes. The TS model also su pport.s an additional 

parameter, Ess , indicating the number of stub-to­
stub edges. These edges are also added bv random 
sdeclion of the domains and nodes invol;cd. 

Several types of infonna.tion arc associaled wilh 
nodes and edges to augment t.he basic topology. 

~:ach nod e has a st.ring labe l that. indicates prc;p­

erties of the node: an identifier indicating whether 
iL i::i a Lran::iiL or slub node, a global identifier for 
Lhe domain Lo which iL belongs, and a domain-local 
ident.ifier. l•'or stub nodes, t.he label also indicates 

t.he ident.ifier for t.he primary t.ransit. node where 

the stub domain is attached. Each edge has a rout­
ing policy weight that can be used to find routes 
Lhal follow Lhe ::;Lam.lard domain-based routing out­
lined earlier. That i::i, a shortc::iL palh found u::iing 
t.he routing policy weights will t.raverse transit. do­

main (s) if and only if the two endpoints are in dif­

ferent domains. 
The Tram,iL-Stub generation soflware i::; written 

in C, and u::ies Lhe Stanford Gra.phI3ase [2] for rep­
rese nt.at.ion and ma nipulation of graphs. The GT­

IT\:1 re lease includes t.he necessa~ry libraries from 

the Stanford Gra.phBase (SGB), th~s the user need 
not download or understand this code to generate 
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and analyze gra.phs. 

4 Tiers 

The second implementation is called 'Tiers' [I]. In 
this model, the three levels of hierarchy, or t.iers . 
are referred to a.s WAN, MAN and LAI\ ·levels. car~ 
responding to the transit domains. stub do1~1a.in:=; 
and L\N::i of tlw basic method. The model doc: 
noL currenlly supporl mullipk \VAN::i, thus T = l. 
The parameter values for Tiers also differ slightly 

from that oft.he basic met.hod in t.hat "number of 

node" para.meters are per higher-level domain. not 
per node in the higher-level domain. , 

The Tiers model produces connect.cd sub-graph::; 
by joining all the nodes in a single domain using a 

minimum spanning t.ree. The use of a rninim1~m 

spanning tree is a crucial feature of Tiers and is 
particularly appropriate since it is sometimes used 
in reality as the ba::ii::i for laying ouL large nelworks. 
vVhcn adding edges for intrancLwork redundancy, 
edges are added t.o the closest. nodes int.he net.work. 

in increa,c;ing order of b:uclidean dist.a.nee. 1:or in­

ternetwork redundancy, extra. edges to the closest 
nodes in Lhe m·xt higher domain arc a.ddcd. This 
cn::ilue::; ::iome degree orlocal conm•cLiviLv within o·c-• 0 

ogra.phic const.raint.s. 

l\odes are permitted to occupy the same points 

in the grid , since the purpose of the grid is to gen­
erate costs using an approximation of nodes' phys­
ical location::;, and Lhi::i can represent multiply con­
nected ho::;L::;. 

\Vhen a node is a gat.e,vay node, the node is rep­

resented as two int.e rconnect.ed nod es, e.g. a LA_\J 

node and a 11AN node. The metrics of th~ edge be­
Lween the two Lype::; of nodes reflect. the processing 
delay and bandwidth constraints within Lhe host. 
This approach permits bet.t.er estimates of net.work 
performance than using strict approach t.hat everv 
edge is a physical link in a network. ·· 

If the red unda.ncy parameters are small integers, 
Lhe Lime complexity of Tiers is O(NJr)- For com­
pari::ion, Lhe complexity of vVa.xma.n '::; original algo­
rit.h m is also O(N'Ji), but with pot.entia.lly lonp;e r 

generation tim es for some values of the probal;il ­

ity function. Tiers is written in C++ and uses few 
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Figure 2: A Typical Tiers Network 

floating point operations, in order to decrease simu­
lation time when constructing thousands of network 
models with large numbers of nodes. 

Figure 2 shows a single level of network as gen­
erated by Tiers. The basic spanning tree can be 
seen, together with the edges added for redundancy. 
The units of distance are the smallest unit in the 
network. 

Figure 3 shows a typical full internetwork gener­
ated by Tiers. There is one WAN with eight nodes, 
three MANs with three nodes each and two LANs 
per MAN with three nodes per LAN. 

Figure 4 shows a larger internetwork than Fig­
ure 3, also generated by Tiers. The end points of 
the links to LAN nodes have been omitted for clar­
ity, so only the WAN nodes are seen clearly. Net­
works such as the one shown in Figure ?? , but with 
more than 30,000 nodes, have been generated in a 
few minutes using a typically configured Spare 20. 

5 Comparison of Implementations 

Both implementations are based on the explicitly 
hierarchical modeling approach described in this ar­
ticle. Tiers introduces a different method for con­
necting the nodes in a network, by using a mini-
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Ex.1038 
CISCO SYSTEMS, INC. / Page 7 of 9



mum spanning tree. The use of a minimum span- Acknowledgements 
ning tree gua.ran Lees connectivity, reduces the gen-
era.Lion time of Lhe neLwork a.nd produces more re- ::V1any thanks a.re dut' to Dill \Vilkox a.nd others aL 
alistic networks at the WA_\J scale. Ascom Nexion for helpful readings of the original 

The Transit-Stub implementation generates graphs Tiers work. Several students at Georgia Tedi, i 11-

using a more probabilistic approach than that of eluding ::V1egan Thomas, Samrat Bhattacharjee and 
Tiers, which in contra,.'lL use::; a. larger (though sLill Elizabeth Edwards, have been involved in portions 
small) sd of parameters Lo control Lhe difforenL as- of the Tran::;iL-Stub dcveloprncnL. 

pect.s of the networks produced. 1 n bot.h i m pie men-
t.ations, most of t.he parameters Gtn be expected 
to remain constant between runs of generated net­
works. 

A useful simplilica.Lion introduced by Tiern Lo 
reduce number of edges, and hence improve simu­
lation times, is to model LA _\J topologies as st.a.rs. 
Another useful idea is to treat a node which con­
nects two types of networks as two nodes, with one 
node in each Lype of ncLwork. This permits model­
ing of Lite dda.y in transferring da.La from one net­
work to another, which is often neglected in other 
net.work rrnxlels. 

Transit-Stub simplifies the network models by 
representing only routers and switches. In addition, 
weighLs arc associa.Led wiLh edge::; Lo produce pa.Lits 
LhaL follow standard lnLerneL rouLing policy. 

6 Conclusions 

The issue of generating example networks is impor­
tant for the testing of routing algorithms and gen­
t'raLing likely neLwork deployment scenarios. Thi::; 
article ha.::; de::;cribed Lite diHicultie::; of modeling the 
topology of typical comnrnnicaJions net.works and 
provided brief details for a mod eling approach and 
two implementations. 

In Lhe future, once more da.La a.bout Lite cha.r­
a.cLerisLics of Lhe network::; Lo be modeled has been 
gathered, better distributions fort.he values of the 
model parameters can be defined . ~:xamining how 
the values of the parameters change with time may 
even help predict how networks change within or­
ganizaLions. 
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Source Code 

Source code for the Transit-Stub implementation is 
available aL: 

http://www.cc.gatech.edu/fac/Ellen.Zegura/graphs.htrnl 

Source code for Lite Tiers implementation is avail-
able at ftp:/ /ftp .nexen. com/pub/papers. 
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