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On a first level of the wireless building automation archi-

tecture,

sensors and associated actuators communicate

different zones and avoid interference, the transmit power of
the sensors and actuators is controlled as a function of two
or more other devices.
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WIRELESS BUILDING CONTROL
ARCHITECTURE

BACKGROUND

[0001] The present invention relates to building automa-
tion systems. In particular, a wireless building control archi-
tecture implements automation of building systems.

[0002] Building automation systems include heating, ven-
tilation and air conditioning (HVAC) systems, security sys-
tems, fire systems, or other systems. The systems are typi-
cally formed from distributed components wired together.
HVAC systems may be formed with up to three separate tiers
or architectural levels. A floor level network provides gen-
eral control for a particular floor or zone of a building.
Controllers of the floor level network provide process con-
trols based on sensor inputs to operate actuators. For
example, a temperature sensor is read. An adjustment of a
damper, heating element, cooling element or other actuator
is determined by a separate controller based on a set point
and the measured temperature. Other basic control functions
for room comfort may be provided, such as by using single
input, single output feedback loops employing proportional-
integral-derivative methods. The building level network
integrates multiple floor level networks to provide consistent
control between various zones within a building. Panels or
other controllers control distribution systems, such as
pumps, fans or other central plants for cooling and heating.
Building level controllers may communicate among them-
selves and also access floor level controllers for obtaining
data. The management level network integrates control of
the building level networks to provide a high level control
process of the overall building environment and equipment.
The controllers, such as a personal computer, provide super-
visory and management of the building automation system.
Single or dual level architectures may also be provided.

[0003] Wired building automation systems have substan-
tial installation costs. Controllers on a floor level network
are bound through installed wiring between sensors and
actuators. In addition to the cost of installing wiring between
the various devices, the maintenance and establishment of a
network hierarchy also introduces additional cost. Further
wiring connects floor level controllers to building level
controllers and building level controllers to management
level controllers. Further wiring adds additional costs and
complication for networking. If a device within the system
fails, the physical location of the device is determined
manually, such as by following wiring runs from a controller
reporting failure to a failed component. Manual maintenance
may be expensive. Changes to the system may require
additional wiring or rerouting of wiring, adding further
costs.

[0004] To reduce costs associated with wiring, wireless
architectures for building automation systems have been
proposed. Wireless standards provide single tier networks or
multiple tier networks for implementing a single building
automation process. For example, a multi-tier wireless net-
work emulates current wired building automation systems. A
controller wirelessly communicates with sensors and asso-
ciated actuators. The lower level sensors and actuators
provide mere input and output functions controlled by
controllers. As another example, a hub and spoke control in
proposed in U.S. patent application Ser. No. 10/672,527
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titled “Building Control System using Integrated MEMS
Devices™, the disclosure of which is incorporated herein. A
controller may be integrated with an actuator, a sensor or
combinations thereof. An additional layer or tier uses wire-
less communications for management of local functions as
well as management of building wide subsystems, such as
chiller or building fan.

[0005] IEEE 802.15.4 standardizes wireless integrated
building automation systems. Reduced function devices
(RFD) with limited processing power communicate with full
function devices. Full function devices (FFD) provide pier-
to-pier wireless communication for controlling other
reduced function devices. The standard contemplates a hub
and spoke configuration between an RFD and associated
FFDs while using peer-to-peer communication between
FFDs.

BRIEF SUMMARY

[0006] By way of introduction, the preferred embodiments
described below include methods and systems for wireless
building automation control. The wireless architecture maxi-
mizes control capabilities and optional or available commu-
nications paths. On a first level of the wireless architecture,
sensors and associated actuators communicate directly. The
sensor performs control processes appropriate for the sensor
and regardless of the type of actuator being used, and the
output from the sensor is wirelessly communicated to an
actuator. The actuator performs control processes specific to
the actuator regardless of the type of sensor being used. By
direct communication between sensors and actuators, the
opportunity for a failed communications link using a hub
and spoke arrangement may be avoided. Communication
redundancy may be provided by also receiving the outputs
of sensors at a controller, such as a controller on a second
high speed or high bandwidth tier of the architecture.
Regional control is implemented in the higher level tier. The
higher level tier may override or control operation of com-
ponents of the lower level tier as needed, such as during a
communications failure or to implement a control process
accounting for a larger region of operation than individual
communication between sensors and actuators on the lower
level tier.

[0007] The distributed control processing allows for more
convenient room level integration. Where a problem is
detected, such as a fire, corrective action begins within the
immediate region of the sensor generating an alarm signal.
The corrective action occurs without routing the alarm
signal to upper levels of control processes or across different
systems. The alarm signal is also propagated outward
through the network to upper level control systems for
generating appropriate responses in other zones.

[0008] To provide the different zones and avoid interfer-
ence, the transmit power of the sensors and actuators is
controlled as a function of two or more other devices. For
example, a signal strength is set to provide reception of the
signals at more than one device for communication redun-
dancy, but to limit reception by more distant devices to avoid
interference with communications for that distant device.

[0009] In a first aspect, a control system is provided for
wireless building automation control. A first wireless net-
work in a building has a first wireless communications
protocol. A second wireless network in the building has a
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second wireless communications protocol different than the
first wireless communications protocol. The first wireless
network is operable in control, free of communications with
the second wireless network, building components in
response to sensors. The first network is also operable to
control the building components in response to data from the
second wireless network.

[0010] In a second aspect, a method is provided for
wireless building automation control. Building actuator out-
puts are wirelessly controlled in response to sensor inputs
without an intervening controller. The wireless communica-
tions for control of outputs are performed pursuant to a first
communications protocol. The building actuator outputs
may also be wirelessly controlled with an intervening con-
troller in response to sensor inputs. The building actuator
outputs operate free of the intervening controller in one time
period and operate in response in the intervening controller
in a different time period.

[0011] In a third aspect, a control system is provided for
wireless building automation control. A sensor arrangement
includes a sensor, a sensor processor and a radio frequency
transmitter. An actuator arrangement includes an actuator, an
actuator processor and a radio frequency receiver. The
sensor arrangement is spaced from the actuator arrangement
such that the radio frequency receiver is operable to receive
information from the radio frequency transmitter. A control
algorithm is distributed on both the sensor processor and the
actuator processor. The portion of the control algorithm on
the sensor processor is specific to the sensor and the portion
of the control algorithm on the actuator processor is specific
to the actuator. The sensor processor is free of control
algorithms for other devices. The control algorithm is oper-
able to control, free of input from an external controller, a
parameter as a function of the sensor and the actuator.

[0012] In a fourth aspect, a method is provided for wire-
less building automation control. A sensor control process is
performed on a sensor. The sensor control process is specific
to the sensor without control processes for other sensors or
other actuators. An output is wirelessly transmitted from the
sensor responsive to the sensor control process. The output
is received at an actuator. The actuator performs a control
process as a function of the output. The actuator control
process is specific to the actuator without control processes
for other sensors or other actuators. The sensor and actuator
control processes are operable without control from any
external controller.

[0013] In a fifth aspect, a system is provided for wireless
building automation control. A first building control system
device has a transmitter. Second and third building control
systems devices have receivers. A control processor is
operable to set a transmit power of the transmitter as a
function of information from both the second and third
receivers.

[0014] In a sixth aspect, a method is provided for wireless
building automation control. A radio frequency signal is
transmitted from a building control system device. Addi-
tional building system control devices attempt receipt of the
radio frequency signal. A transmit power of the transmitter
is set as a function of information from the other devices.

[0015] In a seventh aspect, a method is provided for
wireless building automation control. An alarm signal is
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wirelessly transmitted from a sensor within a room of the
building. The alarm signal is directly received from the
sensor at an actuator associated with the room. The actuator
operates in response to the alarm signal. The alarm signal is
wirelessly propagated outside the room and within the
building. The alarm signal is responded to differently in
another room.

[0016] In an eighth aspect, a device is provided for wire-
less building automation control. A first transceiver connects
with a processor. The first transceiver is operable for wire-
less communication with building control sensors, building
control actuators or combinations thereof. A second trans-
ceiver connects with the processor. The second transceiver is
operable for wireless communication different than the
wireless communication of the first transceiver.

[0017] The present invention is defined by the following
claims, and nothing in this section should be taken as a
limitation on those claims. Further aspects and advantages
of the invention are discussed below in conjunction with the
preferred embodiments and may later be claimed indepen-
dently or in combination.

BRIEF DESCRIPTION OF THE DRAWINGS

[0018] The components in the figures are not necessarily
to scale, emphasis instead being placed upon illustrating the
principles of the invention. Moreover, in the figures, like
reference numerals designate corresponding parts through-
out the different views.

[0019] FIG. 1 is a block diagram of one embodiment of a
multi-tier wireless building automation control system
architecture;

[0020] FIG. 2 is a block diagram of one embodiment of a
sensor arrangement;

[0021] FIG. 3 is a block diagram of one embodiment of an
actuator arrangement;

[0022] FIG. 4 is a block diagram of one embodiment of a
controller;

[0023] FIG. 5 is a top plan view of one embodiment of
distribution of components of the wireless network of FIG.
1

[0024] FIG. 6 is a flow chart diagram of one embodiment
of a method for control in a wireless building automation
system; and

[0025] FIG. 7 is a flow chart diagram of one embodiment
of a method for setting a transmit power in a wireless
architecture.

DETAILED DESCRIPTION OF THE DRAWINGS
AND PRESENTLY PREFERRED
EMBODIMENTS

[0026] Wireless building automation control is provided
for safety, environmental, security, hazard, combinations
thereof or other building systems. The control processes for
automation are distributed. For example, control processes
are distributed between two tiers or levels of the architec-
ture. Associations between the controllers, sensors and
actuators may be modified and updated with changing needs
of the system. A further distributed control is provided by
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allowing for direct or peer-to-peer communication between
devices on a lowest level, such as sensors and actuators.

[0027] Using a two-tier architecture, one level provides
for high speed, or high bandwidth communications of aggre-
gate collections of sensors or actuator data, video or other
high bandwidth data or long range communications. A lower
level associated with point-to-point communications may
have a lower bandwidth for communicating between specific
sensors and actuators. Control processes are distributed to
the controllers, sensors and actuators as appropriate for the
particular operations of each device, such as using an object
oriented control distribution. The sensor reports information
appropriate or specific to the sensor, such as reporting the
result of a comparison of a measured value to a desired or
set point value. Actuators use the output sensor data to
provide a response appropriate for the actuator. Controllers
monitor the process or action of sensors and actuators
without control in one mode of operation. In another mode
of operation, the controllers override the sensor and/or
actuators to alter processing based on a regional or larger
area control process.

[0028] FIG. 1 shows one embodiment of a control system
10 for wireless building automation control. The control
system 10 includes two different wireless networks 12, 14
for use in a building. One of the wireless networks 12 is a
high level control network, and the other wireless network
14 is a lower level operations network. Interfaces, routers
and bridges are provided for implementing wireless network
12, 14. While shown as a common bus or interconnection
structure, each of the networks 12, 14 may be associated
with a plurality of different links between components with
some or no redundancy in any of various patterns. Addi-
tional, different or fewer wireless networks may be pro-
vided. For example, one network is wired and another
network is wireless, one or both wireless networks include
wired components, or the networks may be distributed
amongst only one, three or more levels.

[0029] Each network operates pursuant to different wire-
less communications protocols. For example, the lower level
network 14 operates pursuant to the 802.15.4 communica-
tions protocols, but Bluetooth, proprietary, standard, now
known or later developed wireless communication protocols
may be used. The high level network 14 operates pursuant
to the 802.11x protocol (e.g., 802.11a 802.11b, 802.11c . . .
802.11g), but wifi, computer network, Ethernet, proprietary,
standard, now known or later developed protocols may be
used. 802.15.4 and 802.11x provide medium access control
and a physical interface to wireless medium. Any now
known or later developed network and transport algorithms
may be used. Communication, transport and routing algo-
rithms are provided on the appropriate devices. Any packet
size or data format may be used. The bandwidth for any
given communications of the lower level network 14 is less
than for the higher level network 12. For example, the
protocol of the lower level network 14 is adapted for small
data packets transmitted over short distances as compared to
the higher level network adapted for larger data packets at
higher rates and for longer distances. In alternative embodi-
ments, the same communications protocol is used for both
the higher level and lower level networks 12, 14.

[0030] Differences in transmit power, packet structure,
bandwidth, baud rates, routing, interference avoidance, data
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format, distances of transmission and reception, or other
network characteristics may distinguish the high level net-
work protocol from a lower network protocol. For example,
the high and low level wireless networks 12, 14 operate
pursuant to a same or different collision avoidance. Any of
time division multiplexing, frequency division multiplexing
spread spectrum, code division multiplexing, dynamic col-
lision avoidance or other now known or later developed
wireless interference schemes may be used. In one embodi-
ment, the high level wireless network 12 uses CDMA
interference avoidance. The low level wireless network 14
uses collision avoidance by transmitting when a channel is
clear with or without frequency modulation. Routing is
performed within either or both of the networks 12, 14 using
any protocol, such as a MESH routing, token, or a protocol
provided by Dust Networks. For example, time division
multiplexing is used to assign infrequent contact times
between bound components and allow for sleeping or
reduced function of components at other times for saving
battery life.

[0031] Different frequencies, codes or other communica-
tions differences may be used for different groups of com-
ponents, such as by floor, by type (e.g., HVAC versus
security or temperature versus air flow) or by other zones.
By dividing up portions of the network, the communications
processing load on the network may be minimized. Com-
munications between the different nodes on the network may
then be performed by adjusting a transmit and/or receive
function for communication with the node of interest. By
providing differences in communications for different zones,
different customers in the same building may be isolated
using the same wireless network. Different types of systems
may be isolated from each other as well. Alternatively, the
systems or customers are integrated and operate together.

[0032] The low level wireless network 14 includes a
plurality of building control system devices or processors
16, 18, 20. For example, sensor arrangements 16 commu-
nicate with actuator arrangements 20 pursuant to a commu-
nications protocol for the low level wireless network 14.
Paired or larger groupings of actuator arrangements 20 and
sensor arrangements 16 are operable together using point-
to-point or peer communications without further control by
other controllers. Other processors or building devices 18
operating on the lower level network 14 include personal
computers, panels, monitors, or other devices. For example,
the device 18 is an actuator for controlling a building wide
component, such as a chiller, boiler, building intake vent, or
building air flow out take vent. A paired or grouped sensor
arrangement 16 and actuator arrangements 20 are dynami-
cally, automatically or manually associated with each other.
For example, a sensor arrangement 16 within a room is
bound to a actuator arrangement 20 associated with the
room, such as for temperature sensing within the room to
control a damper and/or heating or cooling elements asso-
ciated with air flowing into the room. The low level network
14 controls major or building wide equipment, individual
spaces or local input and output points.

[0033] Inone embodiment, sensor arrangements 16, other
devices 18 and/or the actuator arrangements 20 operate as
full function devices of 802.15.4 allowing for dynamically
assigned communications with different devices over a
single or multiple communications path but without the
ability to route routing communications from other devices.
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Reduced functionality devices of 802.15.14 are provided
with the increased capability of direct communication with
each other and the ability to address other devices for routing
to the other device. For example, a temperature sensor
arrangement 16 is provided with a plurality of network
address locations to receive temperature information. The
temperature sensor arrangement 16 communicates directly
with an actuator arrangement 20 for implementing local
control processes. Transmissions addressed to other devices,
such as one or more of the controllers 22 are also transmit-
ted. The receiving controller 22 then routes the signals to the
desired or addressed controller 22. The assigned addresses
may be dynamically programmed by one or more controllers
22 or are established during installation or manufacturing.
By avoiding routing functions, less memory, less processing,
less power and cheaper cost sensor arrangement 16 may be
provided.

[0034] FIG. 2 shows one embodiment of a sensor arrange-
ment 16. The sensor arrangement 16 includes a sensor 30, a
sensor processor 32 and a transmitter 34. Additional, differ-
ent or fewer components may be provided, such as providing
a plurality of different or the same types of sensors. The
components of the sensor arrangement 16 are connected
together on a same circuit board, in a same housing, con-
nected with a same power source or otherwise arranged for
operation together. In one embodiment, the sensor 30 is
spaced from the processor 32, such as connecting through a
length of wire.

[0035] The sensor 30 is a temperature sensor, humidity
sensor, fire sensor, smoke sensor, occupancy sensor, air
quality sensor, gas sensor, CO, or CO sensor or other now
known or later developed sensors, such as an oxygen sensor
for use in hospitals. Micro-electro-mechanical sensors or
larger sensors for sensing any environmental condition may
be used. In one embodiment, the sensor 30 includes a suit of
sensors for sensing multiple environmental conditions.

[0036] The processor 32 is a general processor, digital
signal processor, control processor, application specific inte-
grated circuit, field programmable gate array, analog circuit,
digital circuit, combinations thereof or other now known or
later developed device for implementing a control process
on a signal measured by the sensor 30. The processor 32 has
a processing power or capability and associated memory
corresponding to the specific sensor 30 or corresponding to
the needs of one of a plurality of different types of sensors
30 with a maximum desired processing power, such as an 8
or 16 bit processor. By minimizing the processor require-
ments and associated memory, the cost of the sensor
arrangement 16 may be reduced. The processor 32 imple-
ments a control process algorithm specific to the sensor
arrangement 16. Other control processes are either not stored
on the sensor arrangement 16 or are stored but unused due
to a specific configuration.

[0037] The transmitter 34 is a radio frequency transmitter.
In one embodiment, the transmitter 34 is part of a transceiver
such that control information from other components may be
received by the sensor arrangement 16 to alter the imple-
mented control process or the transmission of data. The
transmitter 34 is responsive to the processor 32 or other logic
for increasing or decreasing transmitted power. Alterna-
tively, a set transmit power is used. The transmitter 34 is
responsive to the processor 32 or other logic for changing a
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frequency, data format, interference avoidance technique or
other transmission or reception property either automatically
or in response to control signals.

[0038] FIG. 3 shows one embodiment of an actuator
arrangement 20. The actuator arrangement 20 includes a
receiver 36, an actuator processor 38 and an actuator 40.
Additional, different or fewer components may be provided,
such as additional actuators 40 within the actuator arrange-
ment 20. The components of the actuator arrangement 20 are
positioned on the same circuit board, within a same housing,
adjacent to each other, or spaced from each other. For
example, the actuator 40 is a mechanical or electromechani-
cal device attached in a separate housing to the processor 38
and the receiver 36. As shown in FIG. 5, the actuator
arrangement 20 is spaced from sensor arrangement 16 such
that the radio frequency receiver 36 of the actuator arrange-
ment 20 is operable to receive information from the radio
frequency transmitter 34 of the sensor arrangement 16. The
actuator arrangement 16 is placed within a room or associ-
ated with a room. For example, the actuator arrangement 20
is positioned above a ceiling of a room or in a hallway near
the room for controlling a damper, heating element, cooling
element, sprinkler, alarm or other device.

[0039] The receiver 36 is a radio frequency receiver. In
one embodiment, the receiver 36 is a transceiver for trans-
mitting acknowledgments or other data. The receiver 36 is
operable to receive information at different frequencies,
different formats, or other transmitting characteristics.

[0040] The actuator processor 38 is a general processor,
digital signal processor, application specific integrated cir-
cuit, field programmable gate array, analog circuit, digital
circuit, combinations thereof or other now known or later
developed device for implementing a control process appro-
priate for the actuator 40. The actuator processor 38 is of a
similar processing power and memory capability as the
sensor processor 32, but it may be larger or smaller. The
actuator processor 38 implements a control process specific
to the actuator 40 in the actuator arrangement 20. The
actuator processor 38 is free of control processes for other
devices, such as remotely spaced devices, sensors or other
actuators. Communications protocols are also implemented
by the actuator processor 38 or a separate processor, such as
a protocol for measuring a received signal and transmitting
a response. The algorithm may be responsive to other input
signals, such as from a remotely spaced controller. Other
control processors, such as for different actuator structures,
may be stored in a memory but unused after configuration of
the processor 38 for operation with a specific actuator 40.

[0041] The actuator 40 is a valve, relay, solenoid, speaker,
bell, switch, motor, motor starter, damper, pneumatic device,
combinations thereof or other now known or later developed
actuating devices for building automation. For example, the
actuator 40 is a valve for controlling a flow of fluid or gas
in a pipe. As another example, the actuator 40 is a relay or
other electrical control for opening and closing doors, actu-
ating lights, or starting/stopping motors. As yet another
example, the actuator 40 is a solenoid to open or close a door
or damper, such as for altering air flow.

[0042] The lower level wireless network 14 implements
local area control processes in a programmable powerful
processing control language (PPCL) or other language. For
example, control processes for each specific room or other
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region within a floor or building are implemented by the
lower level wireless network 14. Building components in an
area may be automatically controlled without communica-
tion from the high level wireless network 12. Since the
controls are room and/or function specific, the communica-
tions of the lower level wireless network 14 are specific to
the particular functions. The communications may exclude
aggregate communications corresponding to packets for a
plurality of sensors, actuators or combinations thereof. Each
communication corresponds to individual or groups of sen-
sor arrangements 16, actuator arrangements 20 or other
devices 18.

[0043] Building components are controlled in response to
sensors and free of communications with the high level
wireless network 12. The control is implemented by distrib-
uting a control algorithm in an object oriented approach or
specific to the device using the control algorithm. Rudimen-
tary control algorithms are partitioned into device specific
pieces for implementation by the specific devices 16, 18, 20.
For example, a control algorithm is distributed on both a
sensor processor 32 and an actuator processor 38 for per-
forming a single or multiple functions. The portion of the
control algorithm corresponding to a specific device 16, 18,
20 is then operated or implemented at the specific device
without the need of further control. For example, a tempera-
ture within a room is controlled using a temperature sensor
arrangement 16 and one or more corresponding actuator
arrangements 20. One actuator arrangement 20 may be used
for controlling air flow or a damper, and a different actuator
arrangement 20 used for controlling a heating or cooling
element. The control algorithm for the temperature function
with in the room is distributed on the different sensor
arrangement 16 and actuator arrangements 20. The portion
of the control algorithm on the sensor processor 32 is
specific to the sensor 30. For example, a measured or sensed
value is compared with a manually provided, programmed
in or network provided set point. The sensor arrangement 18
outputs a result of the comparison, such as information
indicating that the temperature is too high or too low and by
how many degrees. Different types of temperature sensors
may output the same information for use by any of various
different types of actuators. The sensor arrangement 16 in
this corresponding control algorithm outputs information
specific to the sensing function without information indicat-
ing an act to be performed. Alternatively, information cor-
responding to an act to be performed may be output, such as
an indication of a damper function relative to a heating or
cooling element function.

[0044] The portion of the control algorithm implemented
by the actuator processor 36 receives the temperature infor-
mation output by the temperature sensor arrangement 16.
The control algorithm is specific to the actuator, such as
determining an adjustment as a function of the needed or
desired temperature change. Different actuators 40 may be
associated with different types or amounts of adjustments to
provide a given temperature change. The portion of the
control algorithm specific to the actuator 40 allows deter-
mination of the appropriate adjustment without having to
program other elements of the network 10 with specific
characteristics of a given actuator 40.

[0045] Where more than two actuators are associated with
a same room and same function, such as temperature adjust-
ment, the corresponding actuator arrangements 20 may
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operate independently of each other. Alternatively, the actua-
tors arrangements 40 have control processes that receive
inputs from other actuator arrangements for automatically
determining network or distributed adjustments for achiev-
ing the desired temperature change.

[0046] Other control functions may similarly be imple-
mented by distributed control processes with device specific
processing. Any input or sensing function within a feedback
loop is performed by a sensor arrangement 16, such as
determining a difference from a desired set point. If a
sufficient magnitude of difference exists, the difference of
value is transmitted. Alternatively, a command is transmitted
for specific operation by a specific type of device. An
actuating device 20 receives the difference value and imple-
ments a control process to bring the function within the
desired operating condition. Other functions controlled with
distributed control processing include fire detection, such as
a smoke detector or temperature sensor for actuating an
alarm or actuating control of air flow. Temperature, gas or air
flow sensors may be used to actuate air flow, door position,
window shade position or other motors or actuators. An
occupancy sensor may be used to trigger lighting or other
temperature controls. Any other now known or later devel-
oped combination of sensing by one or more senses and
performing actions by one or more actuators may be used.

[0047] The low level wireless network 14 includes a
plurality of actuator arrangements 20 and sensor arrange-
ments 16. Each of the devices 16, 18 and 20 are operable to
process control information specific only to the device. The
sensor arrangements 16 and actuator arrangements 20 are
free of control algorithms for other devices. Within a room
or other area, one or multiple functions are implemented by
the distributed control processes, such as security, hazard,
HVAC or other automated systems. Information from a
given sensor arrangement 16 may be used by different
systems, such as a temperature sensor arrangement 16 being
used for both HVAC as well as hazard or fire systems. The
temperature sensor arrangement 16 is operable to output a
same type of data for each of the different systems or
different types of data. The same actuator arrangement 20
may be operable in response to different sensor arrange-
ments 16 or different systems, such as a door release or
damper actuator being responsive to an HVAC temperature
sensor as well as a fire system smoke detector.

[0048] To implement a control function or process, the
distributed control processes are bound together. Sensor
arrangements 16 are bound to actuator arrangements 20. For
example, a particular sensor arrangement 16 is bound to a
particular actuator arrangement 20 within a room. Other
sensor arrangements 16 and actuators 20 in other rooms, or
the same room may likewise be bound together. Pairs,
triplets or other groupings of various devices 16, 18, 20 are
bound together. In one embodiment, the binding is imple-
mented by network address. For example, a sensor arrange-
ment 16 transmits information addressed to a specific actua-
tor arrangement 20. Alternatively, particular frequency or
spread spectrum coding is used. An actuator device 20
identifies a transmission as being from a specific sensor
arrangement 16. In alternative embodiments, bound devices
16, 18, 20 are operated through time division multiplexing,
such as a specific sensor arrangement 16 transmitting at a
same time as a specific actuator arrangement 20 is operable
to receive transmitted information. The binding is pro-
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grammed by network communications, such as a controller
22 implementing the binding. The bindings are generated in
response to user input after installation of a system. Alter-
natively, each of the specific devices 16, 18, 20 on the lower
level network 14 are individually programmed, created,
manufactured or otherwise set with a desired binding. In
alternative embodiments, the devices 16, 18, 20 on the lower
level network 14 are self-binding, such as identifying a
closest device of a particular type for binding. The binding
connections may then be adjusted or altered as needed.

[0049] Multiple bindings may be provided for any given
device 16, 18, 20 of the lower level network 14. For
example, a binding is assigned with a primary status with a
backup binding assigned. Using acknowledgments of trans-
missions, a device 16, 18, 20 may recognize when there is
a failure of communications, switching to the backup bind-
ing. Once sensor arrangement 16 may be bound to two
actuator arrangements 20, one operating as a primary actua-
tor and the other as a back up actuator. Similarly, an actuator
arrangement 20 may be bound to multiple sensor arrange-
ments 16 in a primary and backup configuration. As yet
another example, multiple bindings are provided for imple-
menting a given function. The bindings may be arranged in
a serial communications process, such as from one sensor
arrangement 16 to a first actuator arrangement 20 and then
to a second actuator arrangement 20. Alternatively, a parallel
or combination of parallel and series binding connections
are provided.

[0050] The components of the lower level network 14 are
operable to control the various functions free of input from
separate controllers, such as the controllers 22 of the high
level network 12. In another mode of operation, the control
processes are implemented with input from the controllers
22. For example, the controllers 22 implement region wide
or other modification of local processes. As another
example, the devices 16, 18, 20 of the lower level network
14 implement local control only after communications fail-
ure with the higher level network 12. Alternatively, control
by the higher level network 12 is provided only as needed or
to override any local control. In one mode, a parameter is
controlled as a function of sensors and actuators without
control of the function by an external controller 22, but in
another mode, communications from an external controller
22 are used to control the function and associated devices
16, 18, 20.

[0051] The high level wireless network 12 includes con-
trollers 22, management processor or computer 26, and/or
other devices 24. Additional, different or fewer devices 22,
24, 26 may be used. The devices 22, 24 and 26 are
distributed throughout a building for interacting with the
lower level wireless network 14, each other and users of the
system 10. For example, FIG. § shows various controllers
22 spaced throughout a floor of a building for transmitting
to and receiving from devices 16, 18, 20 of the low level
wireless network 14. The devices 22, 24 and 26 of the high
level wireless network 12 include processors for implement-
ing various control functions with or without input or
outputs points of building control.

[0052] FIG. 4 shows one embodiment of the controllers
22. The controllers 22 include one or more processors 42 and
two transceivers 44, 46. Additional, different or fewer
devices may be provided, such as providing a single trans-
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ceiver operable to transmit and receive pursuant to one or
two different communications protocols.

[0053] One transceiver 44 is operable for connecting with
the lower level network 14. The transceiver 44 is operable to
send and/or receive information to and/or from any of the
sensor arrangements 18, actuator arrangements 20, or other
devices 18. Information from various ones of the devices 16,
18 and 20 may be received at the same or different times by
the transceiver 44 for aggregate processing and routing by
the processor 42. The transceiver 44 is also operable to
transmit information to multiple or specific ones of the
devices 16, 18, 20. For example, binding associations,
control instructions, communications settings or other infor-
mation is transmitted.

[0054] Similarly, the transceiver 46 is operable to transmit
and receive information to and from other controllers 22, or
other devices 24 and 26 of the high level wireless network
12. The transceiver 46 is operable to transmit large data
packets corresponding to routing of aggregate information.
Similar data packets may be received for routing or use by
the controller 22.

[0055] The processor 42 is an application specific inte-
grated circuit, general processor, digital signal processor,
control processor, field programmable gate array, analog
circuit, digital circuit, combinations thereof or other now
known or later developed device for monitoring, controlling
and/or routing. In one embodiment, the processor 42 is a full
function device pursuant to the 802.15.4 standard implanting
a programmable power process language application. The
processor 42 has a greater processing power and storage
capacity than processors of the devices 16, 18 and 20 of the
lower level network. For example, the processor 42 is a 16,
32 or 64 bit processor. In alternative embodiments, the
processor 42 is of a same or smaller size than one or more
of the devices 16, 18, 20 of the lower level wireless network
14. While individual packets of data from the lower level
wireless network 14 may be routed or processed by the
processor 42, the processor 42 is also operable to route or
perform aggregate processing on multiple packets or a
packet from multiple data sources.

[0056] The processor 42 routes data from the devices 16,
18, 20 of the lower level network 14 to devices 22, 24 or 26
of the higher level network. For example, raw data is routed
for use by monitoring, reporting or region-specific control
by other controllers 22. As shown in FIG. 5, the controllers
22 and other components of the high level wireless network
12 may have a greater spacing than components of the low
level network 14. More than one controller 22 may be
positioned to receive data from a same device 16, 18, 20 of
the lower level wireless network 14. The devices 22, 24
and/or 26 are located in mechanical rooms or building
infrastructure outside of occupied spaces, but may be located
elsewhere in the building. The communications capability of
the high level wireless network 12 is configured or provided
for longer distance transmissions than on the lower level
wireless network 14. In alternative embodiments, the con-
troller 22 causes data to be routed over the lower level
wireless network 14.

[0057] The management computer 26 coordinates activi-
ties of the various controllers 22. The management computer
26 is a personal computer, application-specific processor,
workstation, panel or other device for receiving user input or
programming for control of the system 10.
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[0058] The other devices 24 may be inputs, such as from
a utility, or outputs, such as printers or display monitors. In
one embodiment, one or more of the other devices 24 is a
high bandwidth sensor or actuator arrangement. For
example, the other device 24 is a video camera or a video
monitor. The increased bandwidth of the high level wireless
network 22 is used to provide the high bandwidth video data.
Both levels of the network 12, 14 are then used for inter-
acting between the sensor or actuator device in other sensors
and actuator arrangements 16, 20 of the lower level wireless
network 14. For example, a video camera is turned on or
moved to image in response to actuation by an actuator
arrangement 20 or sensing by a sensor arrangement 16. For
security use, the sensing of an opening or closing door may
activate the other device 24 through communications
through multiple levels of the network 10. As another
example, actuation of a door release or sensing of a fire may
also cause activation of the video camera.

[0059] The controllers 22 are operable to override opera-
tion of the bound actuator arrangements 20 and sensor
arrangements 16. Individual controllers 22 or networks of
the controllers 22 implement control processes for a plural-
ity of local areas, such as a plurality of rooms. The control
processes may be implemented for a wing of the building, a
floor of the building, an entire building, other areas or
combinations thereof. The areas are larger than the local
areas addressed by specific bindings of devices 16, 18, 20 of
the lower level wireless network 14. Alternatively, the areas
are the same size or smaller. By implementing control
processes for a plurality of local areas, the controller 22 is
operable to receive or transmit aggregate communications
corresponding to a plurality of sensors, actuators or both.
The aggregate communications are provided in a single data
package structure as compiled by the same or another
controller 22. Alternatively, raw data is received from other
controllers 22 acting as routers.

[0060] In overriding local control, the higher level wire-
less network 12 and controllers 22 are operable to instruct
redirection of data, such as sensor data from the sensor
arrangement 16 to the higher level wireless network 12.
Alternatively, transmissions from sensor arrangement 16 are
monitored by the controllers 22 without redirection or
changing bindings. As another alternative, the sensor and/or
actuator arrangements 16, 20 request control input from one
or more controllers 22. For example, an actuator arrange-
ment 20 receives one or more transmissions from a sensor
arrangement 16. The actuator arrangement 20 forwards the
transmitted information alone or in aggregate to a controller
22. The controller 22 outputs control instructions for the
actuator arrangement 20 or another device or uses the
transmitted information without further control output. The
actuator arrangement 20 either performs the actuator specific
control process without input from the controller 22, later
receives control input from the controller 22 for later opera-
tion or waits until control input from the controller 22 is
received.

[0061] The controllers 22 may output instructions or infor-
mation for the actuator or sensor arrangements 20, 16 to
control the processes for building components. By dynami-
cally assigning control processing among the various com-
ponents of the high level wireless network 12 and the low
level wireless network 14, dynamic control processing is
provided amongst any combinations of devices. The control
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processing is distributed across components 16, 18, 20 of the
low level network 14 as well as between the devices 22, 24,
26 of the high level wireless network 12.

[0062] By distributing control processing for a region with
the controllers 22, region wide control processes may be
used to influence, override or alter the local control process-
ing implemented as discussed above by the low level
wireless network 14. For example, one or more controllers
22, other devices 24 or management computer 26 provide
control processes for peak demand limiting. Peak demand
limiting is used to control an overall power usage by a
building, such as controlling power used by chillers, boilers,
air handlers, lighting, or other building components. For
example, in response to a required or requested limitation on
power demands, a controller 22 or other device 24, 26 may
instruct one or more sensor arrangements 16 to adjust a set
point for temperature maintenance. Alternatively or addi-
tionally, an actuator device 20 or one of the other devices 24
of the higher level network 12 are operated to control a
system, such as by shutting down or limiting operation of
one of multiple cooling or heating plants. Another example
of regional control is for variable volume and pressure
control. Overall operation of a fan is based on room pres-
sures sensed in multiple rooms. An example of regional
processing are reporting for a wing, floor, building or other
region. Another example for overall or aggregate control
processing is providing an overall control, such controlling
different zones in response to security or hazard situations.
Any use of data from multiple sensors and/or actuators, such
as data from multiple rooms or other aggregates of data
outside of or different than the bindings established for the
lower level wireless network 14, are performed by one or
more controllers 22. By causing control processes for sensor
arrangements 16 or actuator arrangements 20 to alter or
perform differently, the controllers 22 and the associated
control processes of the high level wireless network 12 are
used to operate, override or influence local control pro-
cesses.

[0063] Processing redundancy is provided by having mul-
tiple controllers 22. Where one controller 22 fails or com-
munications with the controller 22 fails, the control process-
ing implemented by the failed controller 22 may be
transferred to a different controller 22. Processing may
alternatively be transferred for load balancing, resource
balancing or scheduled maintenance. The new address asso-
ciated with the transfer to a different controller 22 is com-
municated to the network components in need of the infor-
mation, such as transferring the address to other controllers
22 for routing, or sensor or actuator arrangements 16, 20 for
addressing data intended for a specific location.

[0064] The control process implemented by the high level
wireless network 12 may be hierarchal, such as having the
management processor 26 or one or more of the controllers
22 implement control processes for controlling the various
controllers 22. Data and processing may be redirected to the
appropriate controller 22 or management computer 26 for
implementing an even higher level control process. For
example, more complex or more integrated building pro-
cesses are performed on higher performance units. As
another example, results from different control processes are
input to yet another control process. Similarly, the control-
lers 22 may instruct the sensor arrangement 16 or actuator
arrangement 20 to provide outputs different than used for the
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functional control of a building automation. For example,
the sensor arrangement 16 is instructed to output a sensed
temperature rather than the need for and magnitude of a
temperature change.

[0065] The controllers 22 are operable to assign bindings
and/or reassign bindings. Dynamic binding between any of
the sensor arrangements 16, actuator arrangements 20 or
other devices 18 with one or more controllers 22 is dynami-
cally controlled. A binding is created as needed for imple-
menting a particular control function or process. Other
bindings may subsequently be created between different
devices or with different controllers 22 as needed, such as
for implementing different control functions. The regional or
other integrated or aggregate control is provided in one
embodiment by causing a sensor arrangement 16 to transmit
to a controller 22, and the controller 22 or a different
controller 22 to then provide information to an actuator
arrangement 20. For example, a paired binding is disrupted
to provide different combinations of devices to operate with
each other. The controller 22 may include information from
other sources, such as adjusting a room temperature as a
function of the temperatures of adjacent rooms. The con-
troller 22 implements processes for a region, to provide an
average temperature within a wing, floor or other region.
The controller 22 may override local functions or alter
bindings. Similarly, a controller 22 may be assigned to
specific devices 16, 18, 20 of the lower level wireless
network 14. A backup controller 22 may also be assigned for
use during a communications failure. Alternatively or addi-
tionally, the devices 16, 18, 20 of the lower level wireless
network 14 are provided with a default binding for local
control without communications from any controllers 22.
Upon a communications failure with the controllers 22, the
local or default bindings are implemented to provide a
rudimentary or fail-safe control.

[0066] FIG. 6 shows one embodiment of a method for
wireless building automation control. The method is imple-
mented using the system 10 described above for FIG. 1 or
different systems. Additional, different or fewer acts may be
provided, such as providing addition local processes 50,
additional region processing 62 or different transmit and
receive schemes.

[0067] In act 50, one or more local functions are imple-
mented. Building outputs are wirelessly controlled in
response to sensor inputs without an intervening controller.
Controllers associated with the sensors and actuators per-
form the automation without a separate controller for man-
aging or providing control instructions for the building
automation or environment function. In the local process of
act 50, room level or other local area level processes are
implemented. One or a plurality of different functions for
controlling a building environment or providing other auto-
mated responses within a building are provided within the
local process. The local process may be programmed or
established in response to control instructions, but is oper-
able subsequently without further control instructions from
a separate or intervening controller. Different or the same
local processes are provided for different areas, such as for
different rooms. The same or different control algorithms
may be used for each of the different local areas. Within a
building, one, two or many more different local area pro-
cesses may be performed.
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[0068] In act 52, a sensor control process is performed on
a sensor. The sensor control process is specific to the sensor
and avoids implementing control processes for other sensors
or actuators. The control process processes sensed or mea-
sured information based on the type of sensor and outputs
data appropriate for the type of semsor with units and
information common to any of various specific sensors of a
same type. For example, a mercury-based temperature sen-
sor converts the sensed mercury position or level into an
indication of a specific temperature or an indication of an
amount of difference in temperature from a set point. A
micro-electromechanical temperature sensor, such as a bi-
metal beam with electrical conductivity sensing, converts a
current, voltage or capacitance into a temperature value.
Mercury and micro-electromechanical measurements may
have different values, but the resulting compared or deter-
mined output is the same for each of the two different
sensors due to the control process. The common units or
output allows for the switching of different sensor structures
to operate with the same actuators. During maintenance or
replacement of sensors, replacement of the actuators is
avoided since the actuators are operable with the common
output.

[0069] In act 54, the output from the sensor is wirelessly
transmitted. The output from the sensor is responsive to the
control process of the sensor as well as the transmit format,
transmit power, binding or other communication character-
istic. Using an interference control mechanism and desired
transmit power, the output is provided to a desired compo-
nent or plurality of components. For example, one or more
actuators receives the output data. One or more controllers
may also receive the transmission for monitoring the local
process.

[0070] In act 56, the output is received at an actuator for
local control without an intervening controller. Based on
address assignment or other information indicating a bind-
ing, the actuator receives the data from a particular sensor
and may discard signals from other sensors. The wireless
communications performed in acts 54 and 56 are performed
pursuant to a communications protocol. In one embodiment,
wireless communications are performed directly between
actuator outputs and sensor inputs. The communication is
free of routing by a controller or other structure. In alterna-
tive embodiments, one or more sensors, actuators, control-
lers or other structure routes data without or with alteration
between a sensor and actuator. The communications provide
a desired bandwidth, such as a bandwidth minimized to save
power but maximized to provide the needed standardized
communication. The communications allow for wirelessly
paired or otherwise grouped building actuators and sensors
to be operable without further control.

[0071] In act 58, the actuator control process is performed
on the actuator as a function of the output from the sensor.
The standardized sensor output is converted to information
for the specific structure of the actuator being used. For a
given type of actuator, more than one structure may be
available. The control process alters the standardized output
into a setting or adjustment signal specific to the actuator.
The control process of the actuator is specific to the actuator
without including control processes for other sensors or
other actuators. The actuator control process is performed
for only controlling the given actuator. In alternative
embodiments, control processes for other sensors or actua-
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tors are included on the actuator. In addition to the actuator
control process, communications processes are implemented
on the actuator for receiving information and/or communi-
cating status information. For example, every time the
actuator makes an adjustment, an indication of the adjust-
ment is output for monitoring by a controller or for use by
other actuators or sensors. The output is in a standard or
common format for the type of actuator. Alternatively or
additionally, information specific to the actuator structure
used is output.

[0072] The control processes for the sensor and actuator
implemented in acts 52 and 58 are performed without
control in real time from an external controller. An external
controller may have previously programmed a set point or
other function of either the sensor or actuator, but the sensor
and actuator are operable to function free of further control.
A default may be provided for performing building automa-
tion function free of any or initial control.

[0073] In one mode, the local process 50 is operated free
of control from another controller or another wireless net-
work. Acts 60, 62 and 64 represent processes in a different
mode where the sensor and actuator operate as a function of
control from a controller or other wireless network. The
controller or other wireless network is used to implement
new control, regional control, override control, or other
alterations in control.

[0074] In act 60, information from one or more local
processes or signal processors are received. For example, a
transmission of a sensor intended for a specific actuator is
monitored at a different location. Act 60 also represents
receiving information pursuant to a different communica-
tions protocol, such as receiving information from a man-
agement computer or other controllers. Aggregate data cor-
responding to a plurality of sensors, actuators or
combinations thereof is communicated pursuant to the dif-
ferent communications protocol. A larger bandwidth is used
for providing the aggregate information. The information is
aggregated within a single packet structure or format or is
provided as separate packets from a plurality of information
sources. Different controllers may implement different con-
trol functions and communicate pursuant to the second
communications protocol.

[0075] In act 64, information is transmitted to a local
process. Information responsive to an intervening controller
with zero, one or more other communications pursuant to a
different protocol is used to generate control instructions.
The control instructions are then provided to the actuator
process 58, to the sensor process 52 or other process of the
local processing in act 50. The output of the building
actuators then respond to the wireless communication from
the sensors in act 52 and/or information from the commu-
nications on a different network or pursuant to a different
communications protocol.

[0076] In act 62, a regional or other process is imple-
mented. The process allows wireless control of building
actuator outputs with an intervening controller in response to
sensor inputs. For example, a regional control process for a
plurality of local areas is performed. Where needed, a room
control or other local control process is overridden with the
control process for a wing of the building, a floor of the
building, the building, a plurality of local areas or combi-
nations thereof. By overriding the operation of paired or

Feb. 9, 2006

other grouped building actuators and sensors, the controller
intervenes in the local process. In other modes of operation,
the controller merely monitors or originally establishes the
local process without any intervening control in a building
automation function.

[0077] In addition to controlling building automation
functions, a regional process or other controller may alter the
bindings or other communication properties. For example,
data from sensor inputs are redirected to an intervening
controller by establishing a binding between the controller
and the sensor. The binding between the sensor and the
actuator is also redirected so that the actuator receives data
from the intervening controller or another controller and not
the sensor. For example, redirection is performed in
response to a communication failure. As another example,
redirection is provided for dynamically implementing dif-
ferent control processes at different times. The control
processing is dynamically assigned among a plurality of
different components, such as components including an
intervening controller or components without an intervening
controller. As different regional control processes operate to
affect a given function, different intervening controllers or
dynamic assignments may be performed. Where a commu-
nications failure with one or more intervening controllers
occurs, a different intervening controller may be bound to a
given actuator or sensor. Alternatively, the actuator and
sensor default to operation together without an intervening
controller. Other controllers monitoring network traffic or
bindings may note a communications failure. The commu-
nications failure is provided to a monitoring or reporting
algorithm. The components associated with a failure may be
identified and replaced with minimum efforts.

[0078] FIG. 5 shows one example of a distribution of
components for building automation within a building, floor
or region. Different schemes may be used to avoid interfer-
ence for communications from any of the various compo-
nents. In one embodiment, transmit power for the sensor
arrangements 16, actuator arrangements 20 or other devices
18 of the lower level wireless network 14 shown in FIG. 1
is minimized to avoid interference.

[0079] The transmit power is set as a function of other
building system control devices, such as two or more other
building system control devices. The transmit power of one
of the components is responsive to communications from the
controllers 22 or other devices 24 of the high level wireless
network 12. For example, a sensor arrangement 16 has a
variable transmit power that is controlled in response to
communications from one or more controllers 22. Alterna-
tively or additionally, the transmit power of one of the
components or devices 16, 18, 20 is set in response to
information from other devices 16, 18, 20 on the same lower
level wireless network. Devices 16, 18, 20 from a lower
level wireless network 14 or devices 22, 24 or 26 from the
higher level wireless network 12 may be used. For example,
one or more of the receiver devices is an actuator arrange-
ment 20. The signals or lack of signals at the two or more
receivers is communicated to a control process.

[0080] The control process is located at one of the receiv-
ers, such as at a controller or at an actuator. Alternatively, the
control process is located at the device transmitting to
establish a transmit power. In yet another embodiment, the
control process is a separate controller or device than either
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of the transmitter or receivers. A distributed control process
may be used as well. The control process determines the
transmit power of the transmitter as a function of informa-
tion from two or more receivers. The control processor is
operable to set a transmit power to avoid interference. For
example, the transmit power is set to provide consistent or
reliable reception at one device while minimizing the signal
provided to another device, such as device spaced further
away or on another side of a wall. By avoiding reception at
the other device, less interference with signals meant for the
other device may occur.

[0081] The control process may limit the transmit power
for reception by a closest controller and minimize reception
by other controllers. For redundant communications, the
transmit power may be increased or reduced for reception by
multiple devices. For example, an actuator and back up
actuator are both operable to receive transmitted signals. As
another example, a controller and a back up controller are
operable to receive transmitted signals while minimizing the
reception of signals at yet another or further spaced away
controller or actuators.

[0082] FIG. 7 shows one method for determining a trans-
mit power. The acts of FIG. 7 are implemented using the
system and components of FIG. 1 or a different system or
components. Additional, different or fewer acts may be
provided, such as attempting to receive at third, fourth or
other numbers of receivers. The transmit power of at least
one sensor input, sensor arrangement or other component is
set as a function of signals received or attempted to be
received at a plurality of other devices.

[0083] In act 70, a radio frequency signal is transmitted
from a building control system device. The signal is trans-
mitted with a default transmit power, such as a maximum or
minimum transmit power. A sensor arrangement, actuator
arrangement, controller, combinations thereof or other
device transmits the radio frequency signal.

[0084] In acts 72 and 74, the receipt of the frequency
signal is attempted at two or more different building control
system devices, such as associated with two different loca-
tions. For example, a sensor arrangement, actuator arrange-
ment, controller, combinations thereof or other devices are
used for receiving or attempting receipt of the radio fre-
quency signal. The receive signal is measured, such as
measuring an amplitude or signal-to-noise ratio of the
receive signal strength. The measured information is then
communicated to a control process for setting the transmit
power.

[0085] In act 76, the transmit power of the transmitter is
determined as a function of the information from the other
building control system devices. Using a one calculation or
an iterative approach, the transmit power is set in response
to a single transmission or a plurality of transmissions,
respectively. The measured signal strength is used to
increase or decrease the transmit power to avoid interference
and/or increase communications redundancy. By limiting
the transmit power, transmissions with reliable communica-
tions may be received at one device but not received or
received with lesser signal strength at another device, avoid-
ing or limiting interference at the other device. The desired
reception may be for any of likely bound devices, such as a
controller and back up controller, an actuator and a back up
actuator, and a sensor and back up sensor. By setting the

Feb. 9, 2006

transmit power to provide reliable signal strength at any of
various or likely bound components, redundant communi-
cations may be provided. By limiting the signal strength,
other nodes or bound groupings may operate using a same
signal format, frequency or time slot. Parallel communica-
tions outside of a transmitter’s sphere of influence may
allow for higher network throughput. Any level of reliability
for reception may be used, such as 90 percent, 95 percent or
100 percent. Less reliable settings may be used, such as
where an acknowledgment signal may be provided for
requesting retransmission until accurate information is
received.

[0086] The controllers 22 or other devices of an upper
level wireless network 12 are also configured for limited
transmission range. Alternatively, the devices are configured
for maximum transmission range. The same transmit power
process or different transmit power processes may be used.
In one embodiment, the transmit power of each controller is
set to provide for reliable reception of transmitted informa-
tion at at least two other controllers 22 on a same floor or on
different floors.

[0087] Distributed control processing on the local level as
well as between the local and regional areas may allow for
more immediate response to problems and/or provide for
different responses in different locations. Controllers or
other devices of the upper level wireless network 12 instruct
control of building components in different areas in different
ways. In response to control of building components in a
local area, such as by a sensor arrangement 16 and actuator
arrangement 20 without interference by other controllers,
the controller 22 may cause an actuator 20 in a different area
to perform a function. For example, the adjustment of a
damper or air flow in one room without interference from a
controller may be monitored and used to control the air flow
in an adjacent room to counteract pressure differential or to
derive more consistent temperature adjustments. The moni-
toring controller or other controller interferes in the local
control process of the other room to provide the adjustment.

[0088] A problem may be identified locally and dealt with
locally. For example, a sensor senses a fire or smoke. This
alarm triggers an immediate threat signal. Actuators corre-
sponding to a valve for releasing water, a door release for
closing a fire door, a damper for altering air flow or other
actuators may respond without interference from a controller
to the sensed fire. The output devices or actuators within the
room are operated without authorization from a controller
located outside of the room. The alarm signal may be
monitored by a controller and propagated to other control-
lers or other actuators. For example, a controller receives the
alarm signal and causes an alarm to sound in a different area
in the same or different way. A less threatening alarm is
sounded in a remote area to indicate that a concern may exist
in the building but that the concern is not of immediate threat
to the area. The propagated signal may alternatively or
additionally be used for adjusting other actuators, such as
fire door and air flow in adjacent or remote areas as a
function of the spatial relationship to the area associated
with the generated alarm or problem. As an alternative to a
fire problem, a security problem may be identified. The
immediate response within a local area may be the locking
of doors, triggering of a security camera, moving of a
security camera or activation of an audio system. The
propagated signal from the local area is used to trigger
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actuators in other locations, such as switching a security
guard monitor to view information from a location where the
alarm signal was generated.

[0089] Transmitted fire, security or other signals from a
sensor within a room of a building is received directly from
the sensor at an actuator associated with the room. The alarm
signal is received free of routing through a controller remote
to the sensor and the actuator for more immediate response.
Alternatively, routing within the room or even externally to
the room may occur.

[0090] While the invention has been described above by
reference to various embodiments, it should be understood
that many changes and modifications can be made without
departing from the scope of the invention. It is therefore
intended that the foregoing detailed description be regarded
as illustrative rather than limiting, and that it be understood
that it is the following claims, including all equivalents, that
are intended to define the spirit and scope of this invention.

I (we) claim:
1. A control system for wireless building automation
control, the control system comprising:

a first wireless network in a building having first wireless
communications protocol; and

a second wireless network in the building having a second
wireless communications protocol, the first wireless
communications protocol different than the second
wireless communications protocol;

wherein the first wireless network is operable to control,
free of communications with the second wireless net-
work, building components in response to sensors, and
wherein the first wireless network is also operable to
control the building components in response to data
from the second wireless network.

2. The control system of claim 1 wherein the first wireless
communications protocol has a first bandwidth and the
second wireless communications protocol has a second
bandwidth, the first bandwidth less than the second band-
width.

3. The control system of claim 1 wherein the first wireless
network comprises a first plurality of first processors and the
second wireless network comprises a second plurality of
second processors, the second processors having a greater
processing power and storage capacity than the first proces-
SOrs.

4. The control system of claim 1 wherein the first wireless
network implements local area control processes and
wherein the second wireless network implements control
processes for a plurality of local areas.

5. The control system of claim 4 wherein the first wireless
network implements control processes for rooms and
wherein the second wireless network implements control
processes for one of a wing of the building, a floor of the
building, the building and combinations thereof, the second
wireless network including aggregate communications cor-
responding to a plurality of sensors, actuators or combina-
tions thereof, and the first wireless network excluding aggre-
gate communications corresponding to the plurality of
sensors, actuators and combinations thereof, the communi-
cations of the first wireless network corresponding to indi-
vidual sensors or actuators.

Feb. 9, 2006

6. The control system of claim 1 wherein at least one
processor of the second wireless network wirelessly com-
municates with the first wireless network, processors of the
first wireless network only capable of communication pur-
suant to the first communications protocol.

7. The control system of claim 1 wherein the first wireless
network comprises wirelessly paired building actuators and
sensors operable without further control and the second
wireless network comprises controllers operable to override
the operation of the paired building actuators and sensors.

8. The control system of claim 1 wherein the first wireless
network comprises a plurality of actuators and sensors, each
of the sensors operable to process control information spe-
cific only to the sensor, each of the actuators operable to
process control information specific only to the actuator,
each of the actuators responsive to a wireless output of at
least on of the sensors.

9. The control system of claim 8 wherein each of the
sensors is operable to wirelessly output data representing a
comparison of a respective set value to a sensed value, the
output data being independent of a type of actuator, and
wherein each of the actuators is operable to determine a
setting as a function of the output data of at least one of the
sensors and the type of actuator.

10. The control system of claim 1 wherein the second
wireless network is operable to instruct a redirection of first
wireless network sensor data to the second wireless network,
the building components responsive to communications
from the second wireless network.

11. The control system of claim 10 wherein the first
network controls the building components in response to the
sensors in response to a communications failure with the
second wireless network.

12. The control system of claim 1 wherein the second
wireless network is operable to dynamically assign control
processing among a plurality of components and to instruct
components of the first wireless network to be responsive to
the dynamically assigned control processing.

13. The control system of claim 1 wherein a transmit
power of a component of the first wireless network is
responsive to communications from the second wireless
network.

14. The control system of claim 1 wherein the first
wireless network is operable to control building components
in a first area without communications from the second
wireless network, wherein the second wireless network is
operable to instruct control of building components in a
second area different than the first area in response to control
of the building components in the first area by the first
network, and wherein the first network is operable to control
the building components in the second area as a function of
the instructed control from the second wireless network.

15. A method for wireless building automation control,
the method comprising:

(a) wirelessly controlling building actuator outputs in
response to sensor inputs without an intervening con-
troller;

(b) performing the wireless communications of (a) pur-
suant to a first communications protocol; and

(c) wirelessly controlling the building actuator outputs
with the intervening controller in response to sensor
inputs, the building actuator outputs operating free of
the intervening controller in a first time period and
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being in response to the intervening controller in a
second, different time period.
16. The method of claim 15 further comprising:

(d) communicating with the intervening controller with a
second communications protocol different than the first
communications protocol;

wherein the control of the building actuator outputs of (c)
is responsive to wireless communication from the sen-
sors pursuant to the first communications protocol and
information of the communications of (d).

17. The method of claim 16 wherein (b) comprises
performing the wireless communications directly between
actuator outputs and sensor inputs with a first bandwidth and
(d) comprises communicating with a second bandwidth, the
first bandwidth less than the second bandwidth.

18. The method of claim 15 wherein (a) comprises
implementing local area control processes and wherein (c)
comprises implementing control processes for a plurality of
local areas.

19. The method of claim 18 wherein the local area control
processes comprise room control processes;

wherein (¢) comprises overriding the room control pro-
cesses with control processes for one of a wing of the
building, a floor of the building, the building and
combinations thereof.

20. The method of claim 16 wherein (b) comprises
communicating for individual sensors or actuators and
wherein (d) comprises communicating data being an aggre-
gate corresponding to a plurality of sensors, actuators or
combinations thereof.

21. The method of claim 15 wherein (a) and (b) are
performed for wirelessly paired building actuators and sen-
sors operable without further control and wherein (c) com-
prises overriding the operation of the paired building actua-
tors and sensors.

22. The method of claim 15 wherein (a) comprises:

(al) processing control information specific only to a
sensor on the sensor;

(a2) transmitting an output of the sensor to an actuator;
and

(a3) processing control information specific only to the
actuator on the actuator.

23. The method of claim 15 further comprising:

(d) redirecting data from the sensor inputs to the inter-
vening controller.
24. The method of claim 23 wherein (d) comprises
redirecting the data in response to a communications failure.
25. The method of claim 15 further comprising:

(d) dynamically assign control processing among a plu-
rality of components, one of the components being the
intervening controller; and

(e) instructing the building actuator outputs to be respon-
sive to the dynamically assigned control processing.

26. The method of claim 15 further comprising:

(d) setting a transmit power of at least one of the sensor
inputs as a function of a signal received at a plurality of
other devices.
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27. The method of claim 15 wherein (a) comprises
controlling the building actuator outputs in a first area
without communications from the intervening controller;

further comprising:

(d) controlling building actuator outputs in a second area
different than the first area in response to control of the
building actuator components in the first area, the
control in the second area being performed with the
intervening controller.

28. A control system for wireless building automation

control, the control system comprising:

a sensor arrangement having a sensor, a sensor processor
and a radio frequency transmitter;

an actuator arrangement having an actuator, an actuator
processor and a radio frequency receiver, the sensor
arrangement spaced from the actuator arrangement
such that the radio frequency receiver is operable to
receive information from the radio frequency transmit-
ter; and

a control algorithm distributed on both the sensor proces-
sor and the actuator processor;

wherein the portion of the control algorithm on the sensor
processor is specific to the sensor and the portion of the
control algorithm on the actuator processor is specific
to the actuator, the sensor processor being free of
control algorithms for other devices; and

wherein the control algorithm is operable to control, free
of input from an external controller, a parameter as a
function of the sensor and the actuator.

29. The control system of claim 28 wherein the sensor
processor, with the portion of the control algorithm on the
sensor processor, is operable to generate a request as a
function of a comparison of a first set point with a signal
input by the sensor, and wherein the actuator processor, with
the portion of the control algorithm on the actuator proces-
sor, is operable to determine an adjustment as a function of
the request.

30. The control system of claim 28 further comprising:

a first wireless network comprising the sensor and actua-
tor arrangements, the first wireless network operable
pursuant to a first wireless communications protocol;
and

a second wireless network operable pursuant to a second
wireless communications protocol different than the
first wireless communications protocol;

wherein the control algorithm is operable in a first mode
free of control from the second wireless network and in
a second mode as a function of control from the second
wireless network.
31. A method for wireless building automation control,
the method comprising:

(a) performing a sensor control process on a sensor, the
sensor control process specific to the sensor without
control processes for other sensors and other actuators;

(b) wirelessly transmitting an output from the sensor
responsive to the sensor control process;

(c) receiving the output at an actuator;
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(d) performing an actuator control process on the actuator
as a function of the output, the actuator control process
specific to the actuator without control processes for
other sensors and other actuators;

wherein the sensor and actuator control processes are
operable without control from any external controller.
32. The method of claim 31 wherein (a) comprises
generating the output as a function of a comparison of a first
set point with a measured signal, and wherein (d) comprises
determining an adjustment specific to the actuator as a
function of the output.
33. The method of claim 28 wherein the sensor and
actuator comprise a first wireless network;

further comprising:

(e) performing (b) and (c) pursuant to a first wireless
communications protocol of the first wireless network;

(f) receiving the output at a second wireless network
operable pursuant to a second wireless communications
protocol different than the first wireless communica-
tions protocol;

(g) operating the sensor and actuator in a first mode free
of control from the second wireless network and in a
second mode as a function of control from the second
wireless network.

34. Asystem for wireless building automation control, the

system comprising:

a first building control system device having a transmitter;

second and third building control system devices having
second and third receivers, respectively; and

a control processor operable to set a transmit power of the
transmitter as a function of information from the sec-
ond and third receivers.

35. The system of claim 34 wherein the first building
control system device comprises one of a sensor arrange-
ment, an actuator arrangement, a controller and combina-
tions thereof and wherein the second and third building
control system devices each comprise one of a sensor
arrangement, an actuator arrangement, a controller and
combinations thereof.

36. The system of claim 35 wherein the first building
control system device comprises a sensor arrangement and
the second building control system device comprises an
actuator arrangement.

37. The system of claim 34 wherein the control processor
comprises a processor of the first building control system
device.

38. The system of claim 34 wherein the control processor
comprises a processor remote from the first, second and third
building control system devices.

39. The system of claim 34 wherein the control processor
is operable to limit the transmit power for reception by the
second building control system device and avoid reception
by the third building control system device.

40. The system of claim 39 wherein the control processor
is operable to limit the transmit power for reception by a
closest controller.

41. The system of claim 39 wherein the control processor
is operable to increase the transmit power for reception by
both the second and third building control systems.
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42. A method for wireless building automation control,
the method comprising:

(a) transmitting a radio frequency signal from a first
building control system device;

(b) attempting receipt of the radio frequency signal at
second and third building control system devices; and

(c) setting a transmit power of the transmitter as a function
of information from the second and third building
control system devices.

43. The method of claim 42 wherein (a) comprises
transmitting from one of a sensor arrangement, an actuator
arrangement, a controller and combinations thereof and
wherein (b) comprises attempting receipt by the second and
third building control system devices each comprising one
of a sensor arrangement, an actuator arrangement, a con-
troller and combinations thereof.

44. The method of claim 43 wherein (a) comprises
transmitting from a sensor arrangement and wherein (b)
comprises attempting receipt at an actuator arrangement.

45. The method of claim 42 wherein (c) comprises
determining the transmit power at the first building control
system device.

46. The method of claim 42 wherein (c) comprises
determining the transmit power at a processor remote from
the first, second and third building control system devices.

47. The method of claim 42 wherein (c) comprises
limiting the transmit power for reception by the second
building control system device and to avoid reception by the
third building control system device.

48. The method of claim 47 wherein (c) comprises
limiting the transmit power for reception by a closest
controller.

49. The method of claim 47 wherein (c) comprises
increasing the transmit power for reception by both the
second and third building control systems.

50. A method for wireless building automation control,
the method comprising:

(a) wirelessly transmitting from a sensor within a room of
a building an alarm signal;

(b) receiving the alarm signal directly from the sensor at
an actuator associated with the room;

(c) operating the actuator in response to the alarm signal;

(d) wirelessly propagating the alarm signal outside the
room and within the building; and

(e) responding to the alarm signal differently in another

room.

51. The method of claim 50 wherein (a) comprises
transmitting a fire alarm signal.

52. The method of claim 50 wherein (a) comprises
transmitting a security signal.

53. The method of claim 50 wherein (b) comprises
receiving the alarm signal free of routing through a control-
ler remote from the sensor and the actuator.

54. The method of claim 50 wherein (c) comprises
triggering an alarm.

55. The method of claim 50 wherein (c¢) comprises
altering air flow.
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56. The method of claim 50 wherein (¢) comprises
operating a door mechanism.

57. The method of claim 50 wherein (d) comprises routing
the alarm signal from the room to the other room, and
wherein (¢) comprises operating another actuator in the
other room in response to the alarm signal.

58. The method of claim 50 wherein (a), (b) and (c)
comprise responding to a problem directly between input
and output devices within the room without authorization
from a controller located outside the room and wherein (d)
and (e) comprise propagating the alarm signal to other
rooms for an appropriate response as a function of the spatial
relationship of the other rooms to the room.

59. A device for wireless building automation control, the
device comprising:

a Processor;

a first transceiver connected with the processor, the first

transceiver operable for wireless communication with

building control sensors, building control actuators or
combinations thereof; and
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a second transceiver connected with the processor, the
second transceiver operable for wireless communica-
tion different than the wireless communication of the
first transceiver.

60. The device of claim 59 wherein the second transceiver
is operable for wireless communication with a building
control controller.

61. The device of claim 59 wherein the first transceiver is
operable in a first channel and the second transceiver is
operable in a second channel different than the first channel.

62. The control system of claim 1 wherein the second
wireless network is responsive to sensor data forwarded
from the first wireless network by an actuator arrangement.

63. The method of claim 15 wherein (c) comprises
controlling the building actuator outputs in response to the
sensor inputs forwarded by an acuator arrangement.

64. The method of claim 31 further comprising:

(e) transmitting by the actuator the output from the sensor
to an external controller.

#* #* #* #* #*
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