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WIRELESS SUPERVISORY CONTROL AND DATA
ACQUISITION

CROSS REFERENCE TO RELATED
APPLICATIONS

[0001] This application is a non-provisional application
claiming priority to provisional application No. 60/364,297
titled “Wireless Supervisory Control and Data Acquisition,”
filed Mar. 13, 2002, the disclosure of which, including the
appendix, is hereby incorporated by reference in its entirety.

FIELD OF THE INVENTION

[0002] The present invention involves a wireless supervi-
sory control and data acquisition system, method, and appa-
ratus.

BACKGROUND

[0003] Supervisory Control and Data Acquisition
(“SCADA”) involves the centralized control and monitoring
of instruments and other equipment at remote locations. For
example, a SCADA system may be employed at a pumping
station to monitor water level in tanks, pump operation,
valve states, and the like, and convey the information
regarding all of the equipment to a central computer. More-
over, the SCADA system may be configured so that com-
mands may be issued from the central computer to activate
or deactivate a pump, open or close a valve, and undertake
any other actions at the remote location.

[0004] Conventional SCADA applications utilize a variety
of technologies to retrieve data from remote locations.
Oftentimes, conventional SCADA systems require custom-
ized development of sophisticated communication systems
in order to review information from remote locations. More-
over, conventional SCADA systems typically require hard-
wire connections between instruments at the remote loca-
tions and centrally located monitoring facilities.

[0005] The technical advancement of cellular-type com-
munication infrastructure over the last several years has
increased the options available to communicate with remote
locations. One advancement in the analog cellular infra-
structure is cellular digital packet data (“CDPD”), which
provides a means of moving data within the cellular system.
Similar technology has been developed for the digital wire-
less phone system. General packet radio service (“GPRS”)
provides data communications on the digital wireless phone
system in a manner similar to CDPD on the analog cellular
system. Generally, wireless type communication technology
is continually evolving.

SUMMARY OF THE INVENTION

[0006] One aspect of the present invention involves a
remote monitoring and control device adapted to employ
wireless data communication technologies, such as the first
generation cellular-based technology CDPD, the generation
2.5 (“G2.5”) technologies GPRS, code-division multiple
access (“CDMA”) 1XRTT, and enhanced data GSM envi-
ronment (“EDGE”), and the generation three (“G3”) tech-
nologies wideband CDMA (“WCDMA”) and CDMA
3XRTT, and the like, in a SCADA application. A remote
device employing wireless data communication technolo-
gies provides a simple and reliable communications link
without the need to develop a large private communications
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network as in conventional SCADA systems. Another aspect
of the present invention involves the use of a connectionless
protocol for wireless data transportation between a remote
device and a central computer.

[0007] Another aspect of the invention involves the real-
time monitoring of instruments at a remote location, and the
notification of a central computer when a monitored instru-
ment exceeds some threshold value. In this manner, the
central computer or facility may be immediately notified
when there is a potential problem at a remote location.

[0008] One aspect of the invention involves a remote
monitoring device in communication with one or more
instruments. The remote monitoring device comprises a
central processing unit; at least one serial port in commu-
nication with the central processing unit, the at least one
serial port for communicating with the one or more instru-
ments to receive data from the one or more instruments; and
a wireless modem in communication with the central pro-
cessing unit, the wireless modem for transmitting the data
from the remote monitoring device.

[0009] In one particular implementation, the at least one
serial port is for communicating with the one or more
instruments to transmit and receive data to and from the one
or more instruments; and the wireless data modem is for
transmitting and receiving the data to and from the remote
monitoring device.

[0010] The remote monitoring device may further com-
prise at least one input port and at least one output port in
communication with the central processing unit. The at least
one input port may comprise a plurality of analog inputs and
a plurality of digital inputs; and the at least one output port
may comprise a plurality of digital outputs and a plurality of
analog outputs.

[0011] The wireless modem may comprise a cellular digi-
tal packet data modem, a general packet radio service
modem, a code-division multiple access modem, an
enhanced data GSM environment modem, a wideband code-
division multiple access modem, and generally a wireless
data communication technology processor. The wireless
modem may be configured to transmit and receive data
packets using a connectionless protocol such as a user
datagram protocol.

[0012] Another aspect of the invention involves a system
for monitoring at least one instrument providing at least one
data parameter. The system comprises a remote monitoring
device including a wireless transceiver and at least one port
in communication with the at least instrument, the at least
one port receiving the data parameter from the instrument;
a central computer in communication with the remote moni-
toring device; and wherein the remote monitoring device
transmits a data packet associated with the at least one data
parameter to the central computer using a connectionless
protocol, such as a user datagram protocol.

[0013] Another aspect of the invention involves a method
for transmitting information from a remote location to a
central location in a SCADA environment. The method
comprises the operations of: monitoring one or more data
parameters at the remote location; determining if the one or
more data parameters meets a value; if the one or more
parameters meets the value, generating at least one data
packet indicative of the one or more data parameters meet-
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ing the value; and wirelessly transmitting the at least one
data packet to the central location.

[0014] The operation of wirelessly transmitting the at least
one data packet to the central location further may comprise
employing a cellular digital packet data communication
processor to wirelessly transmit the at least one data packet
to the central location, employing a general packet radio
service communication processor to wirelessly transmit the
at least one data packet to the central location, employing a
code-division multiple access communication processor to
wirelessly transmit the at least one data packet to the central
location, employing an enhanced data GSM environment
communication processor to wirelessly transmit the at least
one data packet to the central location, employing a wide-
band code-division multiple access communication proces-
sor to wirelessly transmit the at least one data packet to the
central location, and generally employing a wireless data
communication technology to wirelessly transmit the at least
one data packet to the central location.

[0015] The operation of wirelessly transmitting the at least
one data packet to the central location may include using a
connectionless protocol such as a user datagram protocol.

[0016] The method may further comprise the operation of
receiving a polling request from a central computer. The
polling request may be generated at the central location in
response to the receipt of the at least one data packet. The at
least one data packet may comprise an alarm data packet.

[0017] The method may further comprise the operations
of: retrieving the one or more data parameters; and wire-
lessly transmitting at least one second data packet corre-
sponding with the one or more data parameters to the central
location.

BRIEF DESCRIPTION OF THE DRAWINGS

[0018] The detailed description will refer to the following
drawings, wherein like numerals refer to like elements, and
wherein:

[0019] FIG. 1 is a system diagram illustrating a plurality
of remote devices employed at various monitoring and
control sites, the remote devices in wireless communication
with a network, and further illustrating a central computer in
communication with the network, in accordance with one
embodiment of the invention;

[0020] FIG. 2 is a system diagram illustrating a remote
device employed at a monitoring site to monitor and control,
directly or via wireless signals from a central computer, a
variety of instruments located at the monitoring site, in
accordance with one embodiment of the present invention;

[0021] FIG. 3 is a block diagram of a remote device, in
accordance with one embodiment of the present invention;
and

[0022] FIG. 4 is a flowchart illustrating a method of
monitoring one or more instruments, and generating at least
one alarm if the one or more instruments goes out of range,
in accordance with one embodiment of the present inven-
tion.

DETAILED DESCRIPTION OF EMBODIMENTS
OF THE INVENTION

[0023] Embodiments of the present invention involve a
monitoring and control device with wireless communication
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capabilities (hereafter referred to as the “remote device”).
The remote device is configured so that it may monitor,
control, and generally provide a link through input and
output channels to instruments that may be employed at any
number of remotely located facilities. The remote device is
further configured to wirelessly transmit and receive data,
such as data packets, corresponding with the monitored
instruments and to and from a central computer upon receipt
of a request from the central computer. Furthermore, the
remote device may be configured to monitor its inputs and
generate and transmit information, such as an alarm data
packet, to the central computer when the data received on an
input channel indicates that some instrument in the remote
facility is out of range.

[0024] FIG. 1 is a system level diagram illustrating a
central computer 30 adapted to communicate with one or
more remote devices 32 employed at various remote loca-
tions 34, in accordance with one embodiment of the present
invention. FIG. 2 is a second system level diagram illus-
trating one remote device 32 employed at a remote location
34 to monitor and/or control various instruments 36 at the
remote location 34 in accordance with one embodiment of
the present invention. As used herein, the term “remote
instrument” or “instrument” will be used to refer to any type
of instrument, sensor, measurement device, programmable
logic controller (“PLC”), other remote device and the like,
that may be employed at a monitoring location in a SCADA
environment. As used herein, the phrases “monitoring site”
or “monitoring locations™ are used to refer to any location,
facility, plant, treatment facility, processing facility, and the
like where a system, method, or remote device conforming
to the present invention may be employed to monitor and
control instruments and equipment connected with the
instruments.

[0025] The remote devices 32 are in wireless communi-
cation with a network 40, such as the Internet, a wide area
network (“WAN?), a local area network (“LAN™), or the
like, by way of a wireless transceiver or transceivers 38
operably connected with the remote device 32. One or more
processing elements (hereafter the “central computer”) 30
that are located at or away from the monitoring site are also
in communication with the network 40. A system in accor-
dance with the present invention may be employed such that
remote devices 32 are geographically proximate the central
computer 30 (e.g., physically located in an oil refinery) or
may be geographically remote from the central computer 30
(e.g., the central computer located at a facility in Texas and
remote devices employed at oil fields in Colorado and
Kuwait). Generally speaking, the remote device communi-
cates wirelessly with the central computer. The remote
device may, however, be located closely to the central
computer or quite far from the central computer.

[0026] One example of a remote monitoring site 34 that
may employ some or all aspects of the present invention is
a water treatment facility. Typically, a water treatment
facility has one or more storage tanks. One parameter that
might be monitored by a remote device 32 is the water level
or volume in each storage tank. The water level in the
storage tanks can be used to determine water usage require-
ments for the region that the water treatment facility supplies
water to. The volume within the tank provides key infor-
mation for the plant operator to determine if the rate at which
water is currently treated is consistent with usage throughout
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the system. For example, a high tank level indicates that
more water is currently treated compared to usage. In
contrast, a low tank level indicates that the usage is exceed-
ing treatment, and that treatment should be increased to
avoid the tank completely emptying. In typical operations,
the water level in large water storage tanks does not exhibit
dramatic fluctuations.

[0027] Another example of a remote monitoring site 34 is
a water distribution infrastructure. The water distribution
infrastructure typically includes pump stations, lift stations,
pressure reducing stations and tanks, all of which have
various parameters that require monitoring and have func-
tions that require control. In one example, it is important to
monitor lift stations since flooding may occur if the system
is not operating properly. Additional examples can be found
in the oil and gas industry to monitor and control well and
pipeline instruments and equipment, and the electric utility
industry to signal and control potential problems on the
distribution grid.

[0028] Ina SCADA system employing a remote device, in
accordance with the present invention, the remote instru-
ments are operably connected with devices, equipment,
storage tanks, pumps, and any number of other types of
equipment that may be found at a remote monitoring site.
For instance, in the above example of a water treatment
facility monitoring location, a plurality of capacitive prox-
imity sensor type instruments may be connected with the
liquid storage tanks in such a manner as to detect various
liquid levels in the tanks. A remote device conforming to the
invention is operably connected with the capacitive prox-
imity sensor. In general terms, a capacitive proximity sensor
reacts to the presence or approach of a target (e.g., water) by
either providing a zero voltage at an output or by providing
a voltage at an output. The remote device detects the voltage
state of the proximity sensor and stores value in one or more
registers of the remote device or generally in memory.

[0029] Generally, the remote device continuously or inter-
mittently monitors the state of each instrument connected
with the remote device. Further, the remote device stores in
memory, such as one or more registers, at least the most
recent information from the instruments. In response to a
request or “poll” from the central computer, the remote
device transmits a data packet corresponding with the infor-
mation from the monitored instruments to the one or more
central monitoring computers. In the example above regard-
ing a connection of the remote device to capacitive prox-
imity sensors, the remote device will transmit a data packet
corresponding to the state of the sensors and hence the
central computer can determine whether the tank is full,
empty, or at some level therebetween. Besides transmitting
data packets in response to a polling request from the central
computer, the remote device may initiate the data packet
transmission periodically, intermittently and/or in response
to an unusual or alarm condition of the instrument or the
mechanism that an instrument is connected with. In one
particular implementation, the data packets from the remote
device are wirelessly transmitted to the central computer
using, in part, various wireless IP-type communication tech-
nologies, such as CDPD, GPRS, CDMA 1XRTT, EDGE,
WCDMA, CDMA 3XRTT, and other wireless data commu-
nication technologies.

[0030] Referring to FIG. 1, in one particular implemen-
tation, the central computer 30 includes program code for
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executing a SCADA application package, such as those
provided by Iconics™, Rockwell™, Intellution™, Wonder-
ware™, and Wireless Systems™. In addition, the central
computer 30 includes an OLE for Process Control™
(“OPC”) server 42 in communication with the SCADA
application 44. It should be recognized that the SCADA
application 44 and the server 42 may be run and/or imple-
mented on the same or separate computing platforms. In one
particular system implementation, the central computer 30
has a unique IP address and is in communication with an
Internet access provider 46. The Internet access provider
receives data packets, which have an internet protocol (“IP”)
destination address appended to the data packets corre-
sponding to the central computer address on the network,
and routes the data packets to the central computer 30.

[0031] In one example, data packets are transported from
the remote device 32 to the central computer based, in part,
on the Modbus/TCP protocol as developed by Modicon/
AEG Schneider Automation™. In contrast to the Modbus/
TCP protocol, which uses the TCP/IP protocol, a remote
device, system, or method of the present invention uses a
connectionless protocol, such as the user datagram protocol
(“UDP”). Since UDP is connectionless, the protocol avoids
much of the overhead of the TCP connection establishment
process. As used herein, the term “connectionless™ is meant
to refer to network protocols and communication techniques
in which one device may communicate with another device
without first establishing communication with the other
device. Although not preferable, a remote device of the
present invention may also be implemented with the TCP/IP
protocol.

[0032] FIG. 3 is a block diagram of one implementation
of a remote device 32 conforming to the present invention.
As will be discussed below, the remote device 32 is in
communication with one or more instruments 36 employed
at a remote monitoring location 34. The remote device 32
optimizes the use of wireless data communication technolo-
gies to transmit and receive instrument data over a network
40 between the remote monitoring locations 34 and the
central computer 30. As used herein, the phrase “wireless
data communication technologies” is meant to refer to any
data communication technology that may be employed to
transmit data wirelessly, such as CDPD, GPRS, CDMA
1XRTT, EDGE, WCDMA, CDMA 3XRTT, and the like.
The remote device 32 routes and manages data transmission
between the instruments and the central computer 30. The
remote device 32 of FIG. 3 is particularly adapted for
CDPD-type wireless data transmission. However, the device
may be configured similarly to support any wireless data
communication technology. The remote device 32 may be
configured to monitor instruments and then communicate
with the central computer upon receipt of a request from the
central computer 30. The remote device 32 may also be
configured to monitor instruments and communicate with
the central computer 30 without a request or poll from the
central computer.

[0033] The remote device 32 includes an external connec-
tor (not shown) to attach to a power transformer and is
configured to operate with an input voltage from 8 to 30
volts. Alternatively, especially when employed at monitor-
ing locations that do not have a ready electrical power
supply, the remote device can be powered by a remote power
source, such as one or more batteries, a solar array, or the
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like. To provide a visual indication that the remote device is
powered, the remote device includes a light emitting diode
(“LED”) mounted externally on the housing that blinks
when the remote device has power and is operating. In one
example, the remote device is housed in a environmentally
protected housing having a dimension of about 5.31"Lx
3.35"Wx1.5"H.

[0034] The remote device 32 includes a central processing
unit (“CPU”) 48, such as a Rabbit 2000™ processor. The
CPU 48 is connected with or includes one or more memory
units 50, such as a random access memory, read only
memory, CD-ROM, or the like. In addition, the CPU 48
includes a brownout detector and a low voltage detector. In
a remote device that communicates with the central com-
puter using CDPD, a CDPD modem 52 is connected with the
CPU 48. A first universal asynchronous receiver-transmitter
(“UART”) 54 is connected between the CPU 48 and the
CDPD modem 52 to manage asynchronous serial commu-
nication therebetween. In a remote device that communi-
cates with the central computer using GPRS, a GPRS
modem is connected with the CPU. In a remote device
employing other wireless data communication technologies,
the appropriate modem or communication processor is oper-
ably connected with the CPU. In one particular configura-
tion, an external TNC type female connector (not shown) is
connected to the CDPD modem. The TNC connector pro-
vides a connection point for an antena 56.

[0035] The remote device also includes a RS232 serial
communications link 58 and a RS485 serial communication
link 60 for interfacing with PL.Cs and other instruments. A
RS232 three-wire transceiver 62 is connected with the CPU
48 to transmit and receive signals on the RS232 serial link
58. In one example, a second UART 64 manages asynchro-
nous communications between the RS232 transceiver 62 and
the CPU 48. An external RS$232 DB9 connector (not shown)
is attached to the housing and connected with the RS232
transceiver 62 to provide a connection point for an RS232
serial cable.

[0036] The remote device 32 further includes a RS485
two-wire transceiver 66 connected with the CPU 48 via a
third UART 68 to manage asynchronous communications
over the RS485 serial communication link 60. In one
example, the RS485 transceiver 66 is configured as a two-
wire interface with optional ground, and as a non-terminated
master. The remote device 32 has user accessible external
terminals to attach the physical RS485 wires and ground.

[0037] In addition to serial link channels, one particular
embodiment of the remote device 32 may further include
one or more analog and/or digital input, output or input/
output (“I/O”) ports (70, 72). The I/O ports allow the remote
device to interface with traditional SCADA instrumentation.
In one particular example, the remote device 32 includes
four analog input ports, four digital output ports, and eight
digital input ports. The analog input ports are connected to
a 12 bit analog-to-digital (A/D) converter 74. The A/D
converter 74, the analog output ports, and the digital ports
are each connected with the CPU 48. The four analog inputs
are differential four-to-twenty milliamp analog inputs. Each
analog input port is accurate to 0.1% of full scale, has an
internal 250 ohm terminating resistor, and is calibrated and
scaled using local menus.

[0038] The remote device 32 may include a menu program
stored in memory for local set-up and configuration of the
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remote device. The menus provide a convenient way to set
up, enable and configure various aspects of the remote
device associated with serial link communication to instru-
ments and the central computer, analog and digital port
configurations, wireless communication parameters, and
other features of the remote device. To configure the remote
device, a user connects a RS232 serial cable to the DB9
connector. Once physically connected, the user can use any
terminal program, such as HyperTerminal™, that is config-
ured to 38400N81 to access the menus. Once the remote
device is configured by way of the menus, the remote device
configuration is stored in non-volatile memory.

[0039] In one particular implementation, the remote
device 32 is configured to support Modicon™ MODBUS/
RTU and MODBUS/ASCII protocols, which allow the
remote device to interface directly over one of the serial
links to PLCs and other instruments used to monitor and
control equipment at a remote location. Besides the Modi-
con™ protocols, the remote device also supports “pass
through” communication mode which allows raw data to be
passed between a socket on the central computer 30 and an
instrument via one of the serial links of the remote device.
The pass through communication mode converts the remote
device into a virtual serial link, allowing data and commands
to pass directly between the central computer and one of the
instruments connected with the remote device. It should be
recognized that the particular implementations of a remote
device to support the Modicon™ protocols and pass through
communications are representative embodiments or
examples of the present invention, and that other protocols
and methodologies may be implemented in a remote device
conforming to the present invention.

[0040] A summary of the state of each analog and digital
I/O port (70, 72) is available by locally accessing the menus
or remotely accessing the menus from the central computer.
For example, whether a digital input port or output port is
“on” or “off”, and the voltage at an analog input or output
may be determined through the menu structure. Each digital
output is user configured for sinking or sourcing, and is
limited to 30 volts maximum and 500 milliamps maximum.
The control and state of each digital output is available using
the local menus and/or remotely using the central computer.
The digital inputs may be optically isolated and may have an
input threshold of 5 volts or greater. The state of each digital
input is available using the local menus and/or remotely
using the central computer.

[0041] The remote device 32 is configured in a master/
slave arrangement such that the remote device routes mes-
sages between internal transceivers. Configured as such, a
remote device may receive commands directly from the
central computer 30 or may receive and route commands to
an instrument connected with the remote device. Thus, the
remote device is configured to discriminate between mes-
sages intended for it and messages intended for an instru-
ment. Using the menus, the user sets the slave and master
transceivers, baud rate, and remote protocol. The remote
protocol or transmission mode (e.g., Modbus RTU or Mod-
bus ASCII) is the protocol operating on the RS485 or RS232
interface. The remote device is typically configured as the
master. Although in some instances, such as inter-remote
device communications, one remote device may be a master
and another remote device a slave. The remote device, in one
example, supports serial link bauds rates of 9600NS2,
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9600E81, 9600081, 19200NS82, 19200ES81, 19200081,
38400N82, 38400E81, and 38400081. The user also sets the
Modbus/RTU address for the remote device.

[0042] The remote devices 32 communicate with the net-
work 40 using a wireless data communication technology. In
the case of the embodiment of the remote device of FIG. 3,
various CDPD communication parameters may be config-
ured using the menus accessible via the RS232 serial con-
nection 58. In one example, the user may configure the
source CDPD IP address of the remote device 32, the source
port, the destination IP address, the destination port, and the
cellular provider. The source IP address of the remote device
is used to identify the remote device 32 in an IP network.
Packets destined for the remote device 32 (e.g., packets
transmitted from the central computer) will include the
source IP address of the remote device in the header. In the
case of CDPD, a cellular service provider will typically
provide the unique IP address of the remote device 32. The
source port and the destination port correspond to the port
upon which messages are received from the central com-
puter 30 and the port from which messages are transmitted
from the remote device to the central computer 30, respec-
tively. The destination IP address corresponds with the IP
address of the central computer 30. Each data packet trans-
mitted from the remote device will include the destination IP
address in the header so that the packet may be properly
routed to the central computer 30. A data packet may also
include the source IP address of the remote device so that the
central computer 30 can determine which remote device 32
transmitted the packets. The cellular provider field is used to
configure the remote device to communicate with whatever
cellular providers are operating a cellular network where the
remote device is located.

[0043] To properly communicate with the central com-
puter 30, the remote device 32 should be located in the
communication range of a wireless network. For example, in
a remote device employing a CDPD modem 52, the remote
device should be located within the CDPD coverage area of
a cellular network. In one particular configuration of the
remote device, the CDPD communication rate is 19.2 baud,
the transmission frequency is between 824.01 and 849.97
MHz, the reception frequency is between 869.01 and 894.97
MHz, sensitivity is =111 dBm, transmit power is between
600 mW and 3W, and the mode is full duplex.

[0044] One or more LEDs 76 may be provided on the
housing 78 to provide visual indications corresponding with
the function of the wireless communication signal between
the remote device 32 and the wireless network that the
remote device is within. In one example, the remote device
includes a signal strength LED and a registered LED. The
signal LED blinks to indicate the relative signal strength
(“RSSI”) of the cellular signal. The LED blink rate corre-
sponds to the signal strength. The registered LED illumi-
nates to indicate that remote device has registered with the
local cellular tower. If the remote device fails to register, the
registered LED will blink a specified number of times
followed by a pause to indicate the reason for the failure to
register. In addition, the remote device includes an Alarm
LED. Upon power up of the remote device 32, the Alarm
LED stays illuminated until communications have been
established with the online computer.

[0045] Referring again to FIG. 1, in a monitoring system
according to one embodiment of the invention, the remote
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device 32 wirelessly communicates with the central com-
puter 30. The central computer 30 includes a SCADA client
44 and an OPC server 42, for example. The OPC server 42,
in one particular implementation, is a wireless OLE for
Process Control (“WOPC”) server that provides communi-
cation between the remote device 32 and an OPC client,
such as the SCADA client application 44 running on the
central computer 30. The remote device 32 provides a
communication link between the OPC server 42 and the
instrumentation, PLCs, or other devices connected with the
remote device. As such, communication to and from remote
monitoring instruments 36 or controllers at a remote moni-
toring site 34 is facilitated by the remote device 32. Gen-
erally speaking, to obtain information from a remote device
32, the central computer 30 polls each remote wireless
device in a separate thread to direct the remote device to
transmit monitored parameters of the instruments to the
central computer.

[0046] As discussed above, a remote device 32 wirelessly
transmits data packets of information to the central computer
30 regarding the various instruments 36 that the remote
device is connected with. The OPC server 42 receives the
data packets, and translates information in the data packets
into a standard format referred to as a “tag.” Each tag
represents instrument information data, such as a sensor
reading, an alarm state, or a status value. The SCADA
application 44 portion of the central computer 30 is a client
device, which communicates with the server 42, to access
the tags and perform operations, such as process control
tasks, based on the tag. In one embodiment, any OPC 2.0
compliant SCADA package can connect to the WOPC. The
WOPC may be implemented using any generally available
operating system such as the Windows™ operating systems,
Windows NT, Windows 2000, and Windows XP.

[0047] To communicate with a remote device 32, the IP
address (i.e., the source CDPD IP address) of the remote
device is configured in the WOPC. In addition, the remote
device 32 may be named to provide easy identification of the
various remote devices connected with the central computer
30. For example, the name might represent the physical
location of the remote device. After configuring the WOPC
to recognize a particular remote device, the WOPC may
further be configured to recognize a Modbus station of the
remote device. The term “Modbus station” is used herein to
refer to any instrument device, sensor, controller, and the
like that may be or is connected with a remote device via the
Modbus RTU or ASCII protocols.

[0048] To configure a Modbus station, first, the user
selects a remote device configured within the WOPC. To
associate a Modbus station with the remote device at the
WOPC, the user configures: a station name, a station pro-
tocol, and a station address. The station name is typically
used to easily identify a particular Modbus device, such as
“Pump Station 1.” As discussed above, the protocol for the
Modbus station is set as either ASCII or RTU. Typically,
RTU is a more efficient and compact protocol and should be
used with all devices that support it to minimize the network
traffic. Some Modbus stations, however, may only support
ASCIL. In these cases the ASCII option will have to be used.
The Modbus address, in one example, is selected from the
values 1 to 247. Each Modbus station connected with the
remote device has a unique address.
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[0049] For each Modbus station, a retry value and a
timeout value are set, in one example. The retry value is the
number of times that the WOPC will attempt to send a
message to the Modbus station before going into an error
state. The timeout value is the length of time that the WOPC
will wait for a response from a Modbus station before
attempting a retry. Messages sent to and received from a
Modbus station go through a remote device. In some
instances, depending on such factors as the application and
the cellular network response time, the response from a
Modbus station may take several seconds. It is possible to
take a station offline during periods of maintenance or no
use. When a station is offline, the remote device does not
have access to the station and it cannot be polled for data.

[0050] To obtain information from a Modbus station con-
nected with a remote device, the OPC server transmits a
polling request associated with the Modbus station to the
remote device, and the remote device returns one or more
data packets associated with the polling request. It should be
recognized that a particular station may monitor numerous
data parameters. To facilitate obtaining data from numerous
stations, polling groups may be defined at the OPC server.

[0051] Polling groups are organized groupings of Modbus
stations that will be read at a user defined polling interval.
Each polling group can have a different polling interval. In
one particular example, to define a polling group at the
WOPC, each polling group is given a name. Next, the
polling group is configured to poll or transmit requests to the
remote devices on an interval (referred to as “interval
polling”) or on a schedule (referred to as “schedule poll-
ing”). In interval polling, the server will transmit requests to
or poll the remote device at a fixed interval. Interval polling
involves a set time delay between polls of the device. After
polling the remote device for some or all Modbus stations
associated with the remote device and/or in a polling group,
polling will be inactive for some specified period before
polling the remote device again. In schedule polling, the
server polls the remote device at a selected discrete time
synchronized with the top of the hour.

[0052] A data tag represents a piece of information that the
SCADA clients can access. Most data tags are associated
with a Modbus item on a particular station. Some data tags
such as the “In Service” tag provide state information about
the station. The special state tags cannot be added or deleted
by the user. The user can add or delete Modbus tags as
needed. Each tag may be given a name and a description.
The description of what the tag represents can be possible
states of a device or maybe a description of a sensor
measurement. There are no restrictions on description con-
tent. It is not used by the SCADA clients. The following
table describes configurable tag parameters:

TABLE

CONFIGURABLE TAG PARAMETERS

Configurable

Tag Parameters ~ Description

Clamp Client This check box configures the tag so

that its value will never be outside the specified
Range: range of Min and Max. This clamps the values of the
Min: of the tag seen from the client SCADA systems. The

absolute lowest value allowed for the tag. Any tag
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TABLE-continued

CONFIGURABLE TAG PARAMETERS

Configurable
Tag Parameters ~ Description
Max: value lower than this value will be adjusted up to the

minimum. The absolute highest value allowed for
the tag. Any value that is higher will be
to chopped the max allowed highest value.

Noise DeadBand: This field controls the OPC tag updates by ignoring tag
value changes less than the percentage of full scale
deifined by the min/max values. For example,
if the min is 0 and the max is 100, full scale
range is 100. If the value of the tag is 20 and the
deadband is 5% then the tag value will not be updated
unless the tag value goes above 25 or below 15.

Modbus Info:

Register: The Modbus register that will be associated with
this tag.
Data Type: The type of data. (Bit = Coil, Int 2 byte = 1 register,

Int 4 byte = 2 registers, Float = 2 registers).

Flag indicates that this tag is a read/write tag. Write
cannot be enabled for registers numbers

that do not support write operations.

Write Enabled:

[0053] Poll groups can be activated both from the SCADA
client and from a user interface. If a SCADA client sub-
scribes to data tags that are contained in a poll group, the poll
group immediately begins to poll the device for updates
based on its poll interval. If no clients are active, the poll
group can be started using a graphical user interface (“GUI”)
of the OPC Server. If a poll group is activated either by a
client SCADA or by the GUI, the current tag values will be
displayed as they are updated. The WOPC sever includes a
status bar that indicates how many clients are using the poll
group data.

[0054] Some OPC tags allow clients to write to them to
change their values. For tags that represent device settings,
changing the tag values will change the device setting. Other
tags are generated by the OPC server such as an “In Service”
tag or a “Force Update” tag. The SCADA systems can write
to these tags and the GUI for the server also allows the user
to write to the tags. To write to a tag, the tag is selected and
the tag value is entered. The value is then communicated to
the device. If the update is successful, the dialog will close.
If the update fails, a message will be displayed.

[0055] The WOPC typically has two main windows, a
toolbar, and a menu. The WOPC tool bar includes buttons
for (1) new configuration, (2) save configuration, (3) delete,
(4) poll all stations, (5) start polling, (6) stop polling, and (7)
reset statistics. The WOPC menu includes (1) file, (2) edit,
(3) view, (4) poll, and (5) help. The WOPC file menu
includes (1) new, (2) save, (3) system parameters, and (4)
exit. System parameter submenus allow the user to set-up a
log file, default polling interval, default retry attempt, and an
advanced button. The advanced window allows the user to
change source and destination port number of the central
computer. The WOPC edit menu includes (1) delete, and (2)
properties. Several items in the main windows when high-
lighted contain property information.

[0056] The WOPC poll menu allows the user to activate
poll groups or force a poll group to update. Polling involves
the central computer sending a request to the remote device
for information. For example, a remote device with a
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volume input from a water storage tank can be polled to
retrieve the current volume of the tank and transmit a data
packet corresponding with the volume to the central com-
puter. The volume will then be displayed on the central
computer.

[0057] The WOPC further includes, in one example, a
remote device tree window. The remote device tree window
is hierarchal. The top level of the remote device tree widow
is the remote device, i.e., the MODBUS master. Two special
OPC read only tags are available; message retry probability
and average message time. The second level are stations
each containing a unique address, i.e., Modbus slaves. In
addition, the remote device itself can also assume a slave
address. Two special OPC read/write tags are available:
“in-service” (if true all poll groups shall update) and “force
update” (write a 1 to tag and all tags shall update immedi-
ately). Both tags provide flexibility for SCADA software to
control which remote devices are in service and to force tag
updates on remote devices. The third level includes the poll
groups. Four special OPC tags are available: corn status
(indicates polling, waiting, simulation, error, or stopped),
poll interval (allows SCADA software to directly control
update interval), average poll time (average amount of time
required to update all measurements), and force update
(updates all tags in a poll group). The third level has the
ability to contain one or more poll groups under the same
station. In some instances, a poll group is capable of being
polled only one time. This can be used to initialize constant
data or data that could be updated using the force update tag.

[0058] One embodiment of a remote device, in accordance
with the present invention, provides for exception polling,
which allows the remote device to notify the central com-
puter if any parameters falling outside of a normal range are
received from an instrument at a monitoring site. Typically,
polling of instruments, such as a Modbus station, is initiated
from the OPC server. In exception polling, the remote device
directly polls instruments and transmits a data packet to the
central computer whenever the remote device identifies a
value outside some range.

[0059] Since billing on the cellular system is based on the
amount of data transmitted, it is important to minimize the
amount of data transported. The majority of monitored
parameters on a SCADA system are relatively constant.
Thus, it is not necessary to continuously transmit this
information to the central computer. Regular data collection
periods are nonetheless important for data review and his-
torical data collection.

[0060] If any data point falls outside of a normal range,
however, it is important that such an event be quickly
communicated to the central computer. Referring again to
the example of water level monitoring of a tank in a water
distribution system, a high or low tank level would be
considered data falling outside the normal range. A high tank
level may be an indication of a tank ready to overflow. Alow
tank level may be an indication of a pipeline break within the
system. In either event, the operator needs to be informed
immediately of the high or low tank condition.

[0061] FIG. 4 illustrates one method, referred to herein as
“exception polling,” for a remote device 32 to recognize a
data value outside of a normal range and transmit one or
more data packets contemporaneously of the recognition of
a value outside the normal range, in accordance with the
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present invention. Exception polling provides the remote
device 32 with the ability to recognize a value outside a
normal range and immediately transmit an indication of such
abnormal value to the central computer 30. For an exception
poll, the remote device inspects data from instruments
connected thereto on a regular basis to determine if the data
is outside a preset limit (operation 400). The remote device
is continuously, periodically, or intermittently monitoring
the values from all instruments connected thereto and can
determine when a value falls outside of its normal limits. In
one example, the digital inputs of the remote device are
individually configurable to generate and transmit an imme-
diate unsolicited alarm packet to the central computer when
a state change at the input occurs. When an exception
occurs, i.e. the detection of data outside a limit, the remote
device initiates an exception message (operation 410) and
transmits an exception message to the central computer
(operation 420).

[0062] Upon receipt of an alarm packet, the central com-
puter will poll the remote device (operation 430). When the
remote drive receives a poll from the central computer, it
wirelessly transmits information regarding the alarm condi-
tion or exception in the form of a data packet to the central
computer (operation 440).

[0063] The limits to trigger an alarm may be set at the
central computer 30 or at the remote device 32. During
normal operation, the central computer 30 initiates polls for
data from the remote device 32. Specifically, the polling is
originated from the WOPC at the central computer 30. This
allows simple configuration of all remote devices 32 from a
common point. In the event of an exception, the remote
device 32 rather than the WOPC initiates a poll from the
central computer 30 by transmitting an exception message to
the central computer.

[0064] In one particular configuration, an exception mes-
sage is in the form of an alarm packet that includes the IP
address of the remote device from which the alarm packet
was transmitted. The alarm packet is sent to the WOPC. In
one implementation, the alarm packet does not include data
related to the exception. Instead, upon receipt of an alarm
packet, the WOPC polls the remote device. By polling the
remote device, the WOPC retrieves data from the instrument
36, such as a Modbus device, connected with the remote
device32 that caused the generation of the alarm packet. The
central computer 30 may also be set to automatically poll a
remote device 32 for all data associated with the remote
device 32 whenever an alarm packet is received from the
device.

[0065] If an alarm condition occurs, the remote device 32
attempts, one or more times, to transmit an alarm packet to
the central computer 30. In one example, the remote device
32 makes four attempts at 15-second intervals to transmit the
alarm packet. Upon receipt of an alarm packet, the central
computer 30 sends an acknowledgement message to the
remote device 32. The remote device 32 does not continue
to transmit alarm packets after receipt of an acknowledge-
ment message. The remote device 32, in another example,
continues to transmit the alarm packet at a set interval, such
as 15 seconds, until it receives the acknowledgment message
from the central computer 30. When the alarm condition is
triggered, the Alarm LED is illuminated and remains illu-
minated until the alarm is acknowledged by the central
computer 30.
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[0066] For instruments connected with one of the serial
links (58, 60), the remote device 32 generates an alarm
packet in response to an internal register value associated
with an instrument 36. In one embodiment, the alarm packet
includes the remote device IP address and the Modbus
address of the particular instrument generating the alarm
condition. Upon receipt of the alarm packet, the WOPC polls
the remote device 32 for data from the particular instrument
associated with the alarm condition.

[0067] Each input generally, and each analog input par-
ticularly may have a user settable alarm threshold and alarm
reset value. The alarm threshold value defines the trigger
value for an alarm. The reset value works in conjunction
with the alarm threshold valve to help prevent false alarms.
More particularly, if the reset value is less then the threshold
value, the remote device 32 does not generate a second
alarm until a measurement rises above the reset value and
then falls below the threshold value. Also, if the reset value
is greater than the alarm threshold value, the remote device
32 does not generate a second alarm until a measurement
falls below the reset value and then returns above the
threshold value. Reset occurs when the measurement passes
the reset value. Threshold and reset value may be adjusted
using the local menus and/or the central computer.

[0068] As discussed above, embodiments of the invention
may employ the user datagram protocol or UDP transfer
protocol in lieu of the transmission control protocol or TCP
since UDP is a pier-to-pier and connectionless protocol.
Because UDP does not provide means to determine whether
a message was received by the intended central computing
device, the central computer 30 sends an acknowledgement
to the remote device 32. If a reply or acknowledgment is not
received in some time interval, a timeout occurs and the
remote device resends the data. The WOPC limits the
number of sequential registers that can be read to 100. Since
each register is a maximum of two bytes, this limits the UDP
packets to less than the maximum packet limitation. One
advantage of UDP as compare with TCP, is that the amount
of data transmitted in a poll is substantially less using UDP
compared to TCP. Since the data costs are based on the
amount of data transmitted, the use of UDP provides a more
cost effective solution.

[0069] Various embodiments of the invention are shown
and described with a degree of particularity. Moreover,
various operations in example methods of the present inven-
tion are shown and described in a particular order. It should
be recognized, however, that various changes may be made
to these embodiments, operations may be rearranged or
eliminated, and other changes made be made without depart-
ing from the spirit and the scope of the present invention as
defined in the following claims.

1. A remote monitoring device in communication with
one or more instruments, the remote monitoring device
comprising:

a central processing unit;

at least one serial port in communication with the central
processing unit, the at least one serial port for commu-
nicating with the one or more instruments to receive
data from the one or more instruments; and
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a wireless modem in communication with the central
processing unit, the wireless modem for transmitting
the data from the remote monitoring device.

2. The remote monitoring device of claim 1 wherein:

the at least one serial port for communicating with the one
or more instruments to transmit and receive data to and
from the one or more instruments; and

the wireless data modem for transmitting and receiving
the data to and from the remote monitoring device.
3. The remote monitoring device of claim 1 further
comprising:

at least one input port and at least one output port in
communication with the central processing unit.
4. The remote monitoring device of claim 3 wherein

the at least one input port comprises a plurality of analog
inputs and a plurality of digital inputs; and

the at least one output port comprises a plurality of digital

outputs and a plurality of analog outputs.

5. The remote monitoring device of claim 1 wherein the
at least one serial port further comprises a RS485 two wire
transceiver.

6. The remote monitoring device of claim 1 wherein the
at least one serial port further comprises a RS232 three wire
transceiver.

7. The remote monitoring device of claim 1 wherein the
wireless modem comprises a cellular digital packet data
modem.

8. The remote monitoring device of claim 1 wherein the
wireless modem is configured to transmit and receive data
packets using a connectionless protocol.

9. The remote monitoring device of claim 8 wherein the
connectionless protocol is a user datagram protocol.

10. The remote monitoring device of claim 1 wherein the
wireless modem includes a general packet radio service
modem.

11. The remote monitoring device of claim 1 wherein the
wireless modem includes a code-division multiple access
modem.

12. The remote monitoring device of claim 1 wherein the
wireless modem includes an enhanced data GSM environ-
ment modem.

13. The remote monitoring device of claim 1 wherein the
wireless modem includes a wideband code-division multiple
access modem.

14. The remote monitoring device of claim 1 wherein the
wireless modem includes a wireless data communication
technology processor.

15. A system for monitoring at least one instrument
providing at least one data parameter, the system compris-
ing:

a remote monitoring device including a wireless trans-
ceiver and at least one port in communication with the
at least instrument, the at least one port receiving the
data parameter from the instrument;

a central computer in communication with the remote
monitoring device; and

wherein the remote monitoring device transmits a data
packet associated with the at least one data parameter
to the central computer using a connectionless protocol.
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16. The system of claim 7 wherein the connectionless
protocol comprises a user datagram protocol.

17. A method for transmitting information from a remote
location to a central location in a SCADA environment, the
method comprising:

monitoring one or more data parameters at the remote
location;

determining if the one or more data parameters meets a
value;

if the one or more parameters meets the value, generating
at least one data packet indicative of the one or more
data parameters meeting the value; and

wirelessly transmitting the at least one data packet to the

central location.

18. The method of claim 17 wherein the operation of
wirelessly transmitting the at least one data packet to the
central location further comprises employing a cellular
digital packet data communication processor to wirelessly
transmit the at least one data packet to the central location.

19. The method of claim 17 wherein the operation of
wirelessly transmitting the at least one data packet to the
central location further comprises employing a general
packet radio service communication processor to wirelessly
transmit the at least one data packet to the central location.

20. The method of claim 17 wherein the operation of
wirelessly transmitting the at least one data packet to the
central location further comprises employing a code-divi-
sion multiple access communication processor to wirelessly
transmit the at least one data packet to the central location.

21. The method of claim 17 wherein the operation of
wirelessly transmitting the at least one data packet to the
central location further comprises employing an enhanced
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data GSM environment communication processor to wire-
lessly transmit the at least one data packet to the central
location.

22. The method of claim 17 wherein the operation of
wirelessly transmitting the at least one data packet to the
central location further comprises employing a wideband
code-division multiple access communication processor to
wirelessly transmit the at least one data packet to the central
location.

23. The method of claim 17 wherein the operation of
wirelessly transmitting the at least one data packet to the
central location further comprises employing a wireless data
communication technology to wirelessly transmit the at least
one data packet to the central location.

24. The method of claim 17 wherein the operation of
wirelessly transmitting the at least one data packet to the
central location includes using a connectionless protocol.

25. The method of claim 24 wherein the connectionless
protocol includes a user datagram protocol.

26. The method of claim 17 further comprising the
operation of receiving a polling request from a central
computer.

27. The method of claim 26 wherein the polling request is
generated at the central location in response to the receipt of
the at least one data packet.

28. The method of claim 26 further comprising the
operation of

retrieving the one or more data parameters; and

wirelessly transmitting at least one second data packet
corresponding with the one or more data parameters to
the central location.

IPR2023-00626 Page 00014





