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1. My name is June Ann Munford. I am over the age of 18, have personal
knowledge of the facts set forth herein, and am competent to testify to the

same.

2. T earned a Master of Library and Information Science (MLIS) from the
University of Wisconsin-Milwaukee in 2009. I have over ten years of
experience in the library/information science field. Beginning in 2004, 1
have served in various positions in the public library sector including
Assistant Librarian, Youth Services Librarian and Library Director. I have

attached my Curriculum Vitae as Appendix CV.

3. During my career in the library profession, I have been responsible for
materials acquisition for multiple libraries. In that position, I have cataloged,
purchased and processed incoming library works. That includes purchasing
materials directly from vendors, recording publishing data from the material
in question, creating detailed material records for library catalogs and
physically preparing that material for circulation. In addition to my
experience in acquisitions, I was also responsible for analyzing large

collections of library materials, tailoring library records for optimal catalog



search performance and creating lending agreements between libraries

during my time as a Library Director.

. I am familiar with the Internet Archive, a digital library formally certified by
the State of California as a public library. Among other services that the
Internet Archive makes available to the general public is the Wayback
Machine, an online archive. The Internet Archive’s Wayback Machine
service archives webpages as of a certain capture date to track changes in the
web over time. The Internet Archive has been in operation as a nonprofit
library since 1996 and has hosted the Wayback Machine service since its
inception in 2001. During my time as a librarian, I frequently used the
Internet Archive’s Wayback Machine for research and instruction purposes.
This includes teaching instructional classes on using the Wayback Machine
to library patrons and using the Wayback Machine to research reference
inquiries that require hard-to-find online resources. I consider the Internet
Archive’s recordskeeping to be as rigorous and detailed as other formal
library recordskeeping practices such as MARC records, OCLC records and

Dublin Core.

. I'have reviewed Exhibit 1009, a white paper entitled Mobile Applications

with J2ME by Ericsson.



6. Attached hereto as Appendix ERICSSONO1 is a screen capture of the
Internet Archive Wayback Machine entry for

http://www.ericsson.co.th/mobilityworld/Java/White Paper.pdf. I secured

these screen captures myself from

https://web.archive.org/web/20030901000000*/http://www.ericsson.co.th/m

obilityworld/Java/White _Paper.pdf.

7. Appendix ERICSSONOI is a PDF copy of Mobile Applications with J2ME
was presented on the Ericsson website. The Internet Archive captured this
PDF document as of August 3, 2003. In comparing Appendix ERICSSONO1
to Exhibit 1009, it is my determination that Exhibit 1009 is a true and correct

copy of Mobile Applications with J2ME.

8. Attached hereto as Appendix ERICSSONO2 is a screen capture of the
Internet Archive Wayback Machine entry for

http://www.ericsson.co.th/mobilityworld/Java/CommunityProgram.asp. |

secured these screen captures myself from

https://web.archive.org/web/20020801000000*/http://www.ericsson.co.th/m

obilityworld/Java/CommunityProgram.asp.
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9. Appendix ERICSSONO2 is a web page entitled “Ericsson Mobility World:
Ericsson Java Community Program” as published on the Ericsson website.
This web page contains a URL titled ‘Java white paper’ visible on page 4 of
Appendix ERICSSONO2 that links to

http://www.ericsson.co.th/mobilityworld/Java/White Paper.pdf - the same

PDF captured in Appendix ERICSSONO1. As Appendix ERICSSONO2 was
captured as of August 3, 2002, it is my determination that Ericsson was
clearly advertising and distributing copies of Mobile Applications with J2ME

to the public as of August 3, 2002.

10.1 have been retained on behalf of the Petitioner to provide assistance in the
above-illustrated matter in establishing the authenticity and public
availability of the documents discussed in this declaration. I am being
compensated for my services in this matter at the rate of $200.00 per hour
plus reasonable expenses. My statements are objective, and my

compensation does not depend on the outcome of this matter.

11.1 declare under penalty of perjury that the foregoing is true and correct. |
hereby declare that all statements made herein of my own knowledge are
true and that all statements made on information and belief are believed to

be true; and further that these statements were made the knowledge that


http://www.ericsson.co.th/mobilityworld/Java/White_Paper.pdf

willful false statements and the like so made are punishable by fine or
imprisonment, or both, under Section 1001 of Title 18 of the United States

Code.

Dated: 3/8/2024
Vo i _

June Ann Munford
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June A. Munford
Curriculum Vitae

Education

University of Wisconsin-Milwaukee - MS, Library & Information Science, 2009
Milwaukee, WI

e Coursework included cataloging, metadata, data analysis, library systems,
management strategies and collection development.
e Specialized in library advocacy, cataloging and public administration.

Grand Valley State University - BA, English Language & Literature, 2008
Allendale, MI

e Coursework included linguistics, documentation and literary analysis.
e Minor in political science with a focus in local-level economics and
government.

Professional Experience

Researcher / Expert Witness, October 2017 — present
Freelance e Pittsburgh, Pennsylvania & Grand Rapids, Michigan

e Material authentication and public accessibility determination.
Declarations of authenticity and/or public accessibility provided upon
research completion. Experienced with appeals and deposition process.

e Research provided on topics of public library operations, material
publication history, digital database services and legacy web resources.

e Past clients include Alston & Bird, Arnold & Porter, Baker Botts, Fish &

Richardson, Erise IP, Irell & Manella, O'Melveny & Myers, Perkins-Coie,
Pillsbury Winthrop Shaw Pittman and Slayden Grubert Beard.

Library Director, February 2013 - March 2015
Dowagiac District Library @ Dowagiac, Michigan

e Executive administrator of the Dowagiac District Library. Located in



Southwest Michigan, this library has a service area of 13,000, an annual
operating budget of over $400,000 and total assets of approximately
$1,300,000.

e Developed careful budgeting guidelines to produce a 15% surplus during
the 2013-2014 & 2014-2015 fiscal years while being audited.

e Using this budget surplus, oversaw significant library investments
including the purchase of property for a future building site, demolition of
existing buildings and building renovation projects on the current facility.

e Led the organization and digitization of the library's archival records.

e Served as the public representative for the library, developing business
relationships with local school, museum and tribal government entities.

e Developed an objective-based analysis system for measuring library
services - including a full collection analysis of the library's 50,000+
circulating items and their records.

November 2010 - January 2013
Librarian & Branch Manager, Anchorage Public Library e Anchorage, Alaska

e Headed the 2013 Anchorage Reads community reading campaign
including event planning, staging public performances and creating
marketing materials for mass distribution.

® Co-led the social media department of the library's marketing team,
drafting social media guidelines, creating original content and instituting
long-term planning via content calendars.

e Developed business relationships with The Boys & Girls Club, Anchorage
School District and the US Army to establish summer reading programs for
children.

June 2004 - September 2005, September 2006 - October 2013
Library Assistant, Hart Area Public Library
Hart, MI

e Responsible for verifying imported MARC records and original MARC



cataloging for the local-level collection as well as the Michigan Electronic
Library.

e Handled OCLC Worldcat interlibrary loan requests & fulfillment via
ongoing communication with lending libraries.

Professional Involvement

Alaska Library Association - Anchorage Chapter
® Treasurer, 2012

Library Of Michigan
e [evel VII Certification, 2008
e [evel II Certification, 2013

Michigan Library Association Annual Conference 2014
e New Directors Conference Panel Member

Southwest Michigan Library Cooperative
e Represented the Dowagiac District Library, 2013-2015

Professional Development

Library Of Michigan Beginning Workshop, May 2008

Petoskey, MI
e Received training in cataloging, local history, collection management,
children’s literacy and reference service.

Public Library Association Intensive Library Management Training, October 2011
Nashville, TN
e Attended a five-day workshop focused on strategic planning, staff
management, statistical analysis, collections and cataloging theory.

Alaska Library Association Annual Conference 2012 - Fairbanks, February 2012
Fairbanks, AK
e Attended seminars on EBSCO advanced search methods, budgeting,
cataloging, database usage and marketing.



Depositions

2019 e Fish & Richardson

Apple v. Qualcomm (IPR2018-001281, 39521-004211P, IPR2018-01282
and 39521-004211P2)

2019 e Erise IP
Implicit, LLC v. Netscout Systems, Inc (Civil Action No. 2:18-cv-53-JRG)

2019 e Perkins-Coie
Adobe Inc. v. RAH Color Technologies LLC (Cases IPR2019-00627,
I[PR2019-00628, IPR2019-00629 and IPR2019-00646)

2020 e O’Melveny & Myers
Maxell, Ltd. v. Apple Inc. (Case No. 5:19-cv-00036-RWS)

2021 e Pillsbury Winthrop Shaw Pittman LLP
Intel v. SRC (IPR2020-1449)

2022 e Perkins-Coie

Realtek v. Future Link (IPR2021-01182)

2023 e Fish & Richardson
Neuroderm Ltd. v. Abbvie, Inc (Case No. PGR2022-00040)

2023 e Fish & Richardson
Nearmap US Inc. v. Pictometry International Corp. (IPR2022-00735)

2023 e Fish & Richardson
Samsung Electronics v. MemoryWeb LLC (Case No. 39843-0136PS1)



2023 e Pillsbury Winthrop Shaw Whitman LLP

Gravel Rating Systems v. Costco Wholesale Corp. (Civil Action No.
4:21-cv-149-ALM)

Limited Case and Clientele History

Alston & Bird
e Ericsson

v. Collision Communications (IPR2022-01233)

e Nokia
v. Neptune Subsea, Xtera (Case No. 1:17-cv-01876)

e Universal Electronics Inc

v. Roku Inc (IPR2022-00818)

Arnold & Porter
e [vantis

v. Glaukos (Case No. 8:18-cv-00620)

e Samsung

v. Jawbone (Case No. 2:21-cv-00186)

Benesch Friedlander Coplan & Aronoff
e Voyis
v. Cathx (Case No. 5:21-cv-00077-RWS)



Erise L.P.

e Apple

v. Ericsson Inc. (IPR2022-00715)

v. Future Link Systems (IPRs 6317804, 6622108, 6807505, and
7917680)

v. INVT (Case No.20-1881)
v. Navblazer LLC (IPR2020-01253)

v. Qualcomm (IPR2018-001281, 39521-004211P, IPR2018-01282,
39521-004211P2)

v. Quest Nettech Corp (Case No. 2:19-cv-00118-JRG)
v. Telefonaktiebolaget LM Ericsson (IPR2022-00275)

e Fanduel

v. CGT (Case No. 19-1393)

e Garmin

v. Phillips North America LLC (Case No. 2:19-cv-6301-AB-KS)

e Netscout

v. Longhorn HD LLC (Case No. 2:20-cv-00349)
v. Implicit, LLC (Civil Action No. 2:18-cv-53-JRG)

e Sony Interactive Entertainment LLC

v. Bot M§ LLC (IPR2020-01288)
v. Infernal Technology LLC (Case No. 2:19-CV-00248-JRQG)

e Unified Patents



v. GE Video Compression (Civil Action No. 2:19-cv-248)

Fish & Richardson
e Apple
v. AliveCor (3:21-cv-03958)
v. LBS Innovations (Case No. 2:19-cv-00119-JRG-RSP)
v. Koss Corporation (IPR2021-00305)

v. Masimo (IPR 50095-0012IP1, 50095-0012IP2, 50095-00131P1,
50095-00131P2, 50095-00061P1, 50095-01351P1)

v. Neonode (Case No. 21-cv-08872-EMC)

v. Qualcomm (IPR2018-001281, 39521-004211P, IPR2018-01282,
39521-004211P2)

e Dell
v. Neo Wireless (IPR2022-00616)

e Dish Network
v. Entropic Communications, LLC (Case No. 2:2023-CV-01043)
v. Realtime Adaptive Streaming (Case No. 1:17-CV-02097-RBJ)
v. TQ Delta LLC (Case No. 18-1798)

e Evapco Dry Cooling
v. SPG Dry Cooling (IPR2021-00688)

e (Genetec

v. Sensormatic Electronics (Case No. 1:20-CV-00760)

e Huawei



v. Bell Northern Research LLC (IPR2019-01174)

e Kianxis

v. Blue Yonder (Case No. 3:20-cv-03636)

e LG Flectronics

v. Bell Northern Research LLC (Case No. 3:18-cv-2864-CAB-BLM)

® Metaswitch

v. Sonus Networks (IPR2018-01719)

® Microsoft

v. Throughputer Inc (IPR2022-00757)

e Mom Enterprises
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e MLC Intellectual Property
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v. Communication Technologies Inc (IPR2022-01221)
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e Texas Instruments

v. Vantage Micro LLC (IPR2020-01261)

e Xilinx

v. Sentient Sensors LCC (Case No. 1:22-cv-00173)

Irell & Manella

e Curium

O’Melveny & Myers
e Apple
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e Micron Technology Inc.

v. Besang Inc (IPR2023-00900)

e Samsung

v. Daedalus Prime LLC (1335 Investigation)

Perkins-Coie
e Heru Industries

v. The UAB Research Foundation (IPR2022-01148)

e Intel Corporation

v. BitMICRO (Case No. 5:23-cv-00625)

e Realtek Semiconductor
v. Future Link (IPR2021-01182)
e Twitter Inc
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e TCL Industries
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e Intel

v. FG SRC LLC (Case No. 6:20-cv-00315)

e Gravel Rating Systems



v. Costco (Case No. 4:21-cv-149)

v. Lowe’s Home Centers (Case No. 4:21-cv-150)
v. T-Mobile USA (Case No. 4:21-cv-152)

v. Kohl’s Inc. (Case No. 4:21-cv-258)

v. Under Armor (Case No. 4:21-cv-356)

Quinn Emanuel
e Wolfspeed
v. The Trustees of Purdue University (Case No. 1:2021-cv-00840)

Stern, Kessler, Goldstein & Fox
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2 Introduction

Java is one of the most exciting things currently happening to the world of mobile devices and
applications. This paper is providing insight into Java technology for the application
development on mobile devices. It shall give an overview over the key aspects of Java on mobile
terminals as it is today, but also over techniques that can be interesting in the near future. An
important part is to present the background of J2ME, the Java platform for mobile devices. It
should also provide an extensive set of resources to anyone who is interested in understanding
what can be done with Java, or even better, who wants to develop her/his own Java applications.

This paper was written from the perspective of an application/service developer and tester. It
presumes that the reader is already familiar with the concepts and terminology of Java, and aware
of the trends in information and mobile technologies. For more detailed insights into what is
actually needed in order to provide support for Java in mobile terminals, numerous references are
mentioned throughout the document.

As an important source for many aspects of J2ME, which are described in this paper, we used
Eric Giguere’s book ‘Java 2 Micro Edition: Professional Developer’s guide’ [1]. For further
technical details of programming portable devices, we refer you to this book.

3 Java

Java boomed together with the Internet. Applets were soon after the introduction of the first Web
Browsers an important feature to make the Web more attractive. These applications, that are
embedded in HTML pages and are automatically downloaded from the network when opening the
page, offer a great level of flexibility to service providers and the users. Today, all kinds of
applications, from games to e-banking and all in between, are based on Java, whether they run as
Applets in web pages or as regular, preinstalled Java Applications.

Not only e-commerce and banking, but also entertainment applications and many other services
make Java very interesting for the use on mobile terminals. There are also many practical reasons
that make Java a preferable technique:

» Large developer community
Java is a programming language that is known by a very large programmer community.
Besides that, the language is relatively easy to learn. These are important factors to provide
the market with a flood of applications.

» Rapid development of applications
By providing advanced APIs, Java enables rapid application development.

 Platform independence
Especially in the mobile sector, there is a countless number of operating systems. Java as a
platform-independent programming language, lets an application developer reach a much
larger market with no extra effort.

» Dynamic content
With the possibility of downloading new applications over the network as known from Java
Applets and the Internet, applications don’t need to be preinstalled on the device. Thus, the
network presents the user with an enormous playground of applications that he/she can
download and use on the go.
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» Execution on the device
By storing applications on the Mobile Terminal, they can be executed even if no network
connection is present. This is a significant advantage when comparing Java to WAP.

» Security
Java is based on a proven security model and offers the application developers with APIs for
secure communication over the networks. This makes Java interesting for e-business and e-
banking applications.

By providing extensive APIs for all sorts of tasks, the standard Java Runtime Environment grew
over the years to an impressive CPU and memory consumer. The execution of big applications
with complex graphical user interfaces becomes slow even with powerful hardware. How can this
possibly work on very limited devices, such as mobile phones and PDAs? Recognizing, that one
size does not fit all, Sun grouped its Java technologies into three editions, each aimed at a specific
area of today’s vast computing industry:

» Java 2 Enterprise Edition (J2EE)
For enterprises, needing to serve their customers, suppliers, and employees with reliable,
complete, and scalable Internet business server solutions.

» Java 2 Standard Edition (J2SE)
For the popular and well-established desktop computer market.

« Java 2 Micro Edition (J2ME)
For the combined needs of:
- Consumer and embedded device manufacturers who build a diversity of information services
- Service providers who wish to deliver content to their customers over resource-constrained
devices
- Content creators who want to make compelling content for resource-constrained devices

How these editions share the market is seen in figure 1.

Java Language

HotSpot JVM Card VM

Maemory: T0ME f—————p 1HE  S1IkE f— IIkB
i hnin A2 bie 18 b B bik

Figure 1: Java editions and their respective target products
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Each Java edition defines a set of technology and tools that can be used with a particular product;
» Java Virtual Machines that fit inside a wide range of computing devices

» Libraries and APIs specialized for each kind of computing device

» Tools for deployment and device configurations

This paper looks closer at the Java 2 Micro Edition, its possibilities and limitations.

4 J2ME - Java 2 Micro Edition

J2ME™ specifically addresses the large, rapidly growing consumer space, which covers a range
of devices from tiny commodities, such as pagers, all the way up to the TV set-top boxes,
appliances almost as powerful as desktop computers.

At a high level, 2ME™ is currently targeted at two broad categories of products:

» Personal, mobile, connected information devices
In figure 1, this category is represented by the group labeled CLDC (Connected, Limited
Device Configuration). Mobile phones and PDAs are examples of devices in this category.
These devices have simple user interfaces, minimum memory budgets (starting at around
128 kB) and low-bandwidth intermittent network connections.

» Shared, fixed, connected information devices
In the figure, this category is represented by the group labeled CDC (Connected Device
Configuration). Typical examples of devices in this category include TV set-top boxes,
Internet TVs, Internet-enabled screen phones, high-end communicators, and automobile
entertainment/navigation systems. These devices have a large range of user interface
capabilities, memory budgets in the range of 2 to 16 MB, and persistent, high-bandwidth
network connections, most often using TCP/IP.

While connected consumer devices such as mobile phones, PDAs and set-top boxes have many
things in common, they are also diverse in form, function and features. Information appliances
tend to be special-purpose, limited-function devices. To address this diversity, an essential
requirement for 2ME™ is not only small size but also modularity and customizability.

J2ME™ provides a range of Virtual Machine technologies, each optimized for the different
processor types and memory footprints commonly found in the consumer and embedded
marketplace.

For resource-limited products, J2ME™ technology supports minimal configurations of the Java
Virtual Machine and Java APIs that include just the essential capabilities of each kind of device.
As device manufacturers develop new features in their devices, or service providers develop new
and exciting applications, these minimal configurations can be expanded with additional APIs
and with richer complements of Java Virtual Machine features. To support this kind of
customizability and extensibility, two essential concepts are introduced by J2ME: Configurations
and Profiles’.

! Configurations and Profiles are defined by the Java Community Process®™ (JCP). The JCP program is the formalization
of the open process that Sun Microsystems has been using since 1995 to develop and revise Java technology specifications
in cooperation with the international Java community. The JCP fosters evolution of the Java technology in an open,
participative manner. The Configurations and Profiles defined by the JCP are expected to take the role of de facto
standards [13].
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4.1 Configurations

The previous section describes the general concept behind J2ME, but it does not actually discuss
in detail what classes are kept from J2SE libraries or what classes that are newly created. This is
the purpose of configurations. A configuration is used to customize the Javall runtime
environment for a specific class of devices, and is therefore horizontal in nature, that is, it tries to
address a certain family of devices that have similar capabilities. The idea is that an application
developed for a particular configuration should run on any device implementing that
configuration.

Sun’s definition of a configuration reads as follows: A configuration is defined as the
combination of a Virtual Machine (VM) and "core” APIs that represent an underlying
development platform for a broad class of devices [15].

The Java Community Process (JCP) currently defines two configurations, both of them were
already named in the previous section:

4.1.1 CLDC (Connected Limited Device Configuration)

The CLDC is particularly important for this paper since it targets devices that have around
128 kB or more of non-volatile memory, 32 kB or more of volatile memory, processors in the
range of 16 MHz/16 bit, limited power, and a potentially slow-speed network connection. These
are about the parameters we can expect from mobile phones and similar devices.

The main limitations of the CLDC compared to J2SE are:

»  No support for NI (Java Native Interface)
*  No weak references supported

*  No custom class loaders

»  Limited support for internationalization

*  No support for finalization

*  No thread groups and daemon threads

e Limited error handling

e Simplified sandbox security model

*  No certificates supported

There are different Virtual Machines on the market that implement the CLDC. Sun
Microsystems’ KVM is one of them [2]. KVM is dubbed by many as Kilo Virtual Machine, due
to the fact that it works with memory in the range of kilobytes rather than megabytes, as the J2SE
JVM does.

4.1.2 CDC (Connected Device Configuration)

The CDC is intended for the emerging higher-end next-generation devices. Typically, these
devices run a 32-bit microprocessor/controller, and have more than 2.0 MB of total memory for
the storage of the C Virtual Machine and libraries. The CVM is a full-featured, Java 2 Virtual
Machine; designed for devices needing the functionality of the Java 2 VM feature set.

The CDC is a configuration that could become interesting for mobile terminals as their
capabilities increase [3].
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4.2 Profiles

The purpose of a profile is to add domain-specific classes to a particular J2ME configuration.
Often, these classes address the user interface capabilities. While a configuration is horizontal in
nature, a profile is vertical, and targets devices that are used "in the same way", rather than
devices with similar capabilities as with a configuration.

Sun’s definition of a profile: A profile is defined as a set of APIs for a specific vertical market
and relies upon the underlying configuration's capabilities to create new, market-specific APIs
[15].

Currently, there are two profiles in the final status of the JCP, the Mobile Information Device
Profile (MIDP) and the Foundation Profile. At the moment, MIDP is probably the most relevant
profile to application developers since it builds on the CLDC, and targets devices that actually
exist on the market today. The Foundation Profile, on the other hand, is built on CDC, and aims at
devices with higher processor, memory and network capabilities, than those that are available on
the mobile terminal market today.

Besides those two, a number of other profiles are in a working status. To give a complete
overview over what there is and what there is to come, these profiles are introduced as well.

4.2.1 Mobile Information Device Profile for the J2ME Platform
(MIDP)

MIDP [15] addresses a family of devices that have a common set of characteristics: they have a
small display (min. 96x54 pixels), contain a touch screen or keypad, and are capable of
communicating via a mobile network with limited bandwidth. In essence, MIDP is built on top of
CLDC, and adds classes (APIs) in the following areas:

» Defining and controlling applications - applications written according to the MIDP
specifications are called MIDlets and are started, paused, and terminated according to certain
conventions

» Displaying text, graphics and responding to user events

 Storing data in simple databases

» Network connectivity via a subset of HTTP

» Timer notifications

In this list, the term MIDlet is introduced. They represent the actual application based on MIDP.
MIDlets, together with their support classes and resources, e.g. sounds and pictures, are packed
into a jar file. In fact, a number of MIDlets can be contained in a single jar file. This is called a
MIDlet suite. The distinctive feature of the MIDlet suite is that all applications that it contains run
in the same sandbox. That means that they can invoke each other’s public methods and access
each other’s public members. Apart from the class definitions and resources, the jar file also
contains a manifest file, which describes the suite. A jar file is optionally accompanied by an
application descriptor. An application descriptor is a text file containing selected information
from the manifest file, together with the total size of the jar file. The file extension of this
application descriptor is .jad, and below are listed its mandatory attributes:

*  MiIDlet-Name

e MiIDIlet-Version

e MiIDIlet-Vendor

*  MiIDlet-Jar-URL
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*  MiIDlet-Jar-Size
Optionally, it can also contain the following attributes:

*  MIDIlet-Description

e MiIDlet-Icon

e  MiIDlet-Info-URL

* MiIDlet-Data-Size

«  MIDlet specific attributes that do not begin with ‘MIDlet-’

The application descriptor is used by the Application Management Software on the mobile
terminal to analyze the MIDlets, and to determine whether the terminal is capable of running the
application.

4.2.2  Foundation Profile for 2ME™

This Profile [17] serves two purposes. First, it will provide a profile of the Java 2 Platform
suitable for devices that need support for a rich, network enabled Java environment, but do not
require a graphical user interface. Second, it will provide a base profile for inclusion by other
profiles that need to build on the functionality it provides by adding graphical user interfaces or
other functionality. This profile is built on top of CDC and requires therefore more advanced
devices with the following characteristics:

* 1024k minimum ROM available (application memory requirements are additional)

* 512k minimum RAM available (application memory requirements are additional)

» Connectivity to some type of network.

» No graphical user interface, unless the GUI functionality is provided by an additional profile.

4.2.3  Mobile Information Device Next Generation (MIDP_NG)

This profile [18] is not released yet, but the JCP is working on it. Especially the following points
are addressed:

» Domain security model, including signing of applications and verification of certificates

e HTTPS and secure networking

» Network connectivity via sockets and datagrams

e Formal inclusion of OTA (Over The Air) Provisioning (i.e., Recommended Practice 1 for
MIDP 1.0) [16]

» Push architecture: external events and messages routed to appropriate MIDlets

» User Interface - extensions to low-level LCDUI to allow greater game functionality and layout
control for larger screen sizes.

» Asmall, efficient XML parser to enable platform-independent data exchange

» Base sound API
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4.2.4  Personal Digital Assistant Profile (PDAP)

This profile [19] is also in the process of definition. It is built on the CLDC, and is meant for
mobile devices like handhelds or personal organizers. These devices have typically the following
hardware parameters:

* No less than 512 KB total memory (ROM + RAM) available for Java runtime and libraries,
and no more than 16 MB for storage.

« Limited power, typically battery operated.

» User interfaces of varying degrees of sophistication, but having at least: displays with a total
resolution of at least 20,000 pixels, a pointing device, and character input.

To the class libraries of the CLDC, this profile adds mainly the following APIs:

» A display toolkit suitable for limited size and depth displays. In order to support the existing
base of developer expertise, this toolkit will be a subset of the Abstract Window Toolkit
(AWT).

» Simple persistent data storage for applications, data, and configuration information.

425 RMI Profile for 2ME™

The J2ME RMI Profile [20] will provide the Java Remote Method Invocation (RMI, [24])
environment for devices with a need of invoking remote services, e.g. printing services, or
distributed computing. This Profile is intended to be interoperable with J2SE RMI and has the
explicit requirement of providing compatibility with applications developed for J2SE 1.2.x or
higher versions (for those J2SE features implemented in the RMI Profile). This profile is also still
in a processing stage. The J2ME™ RMI Profile is targeted for devices characterized with the
following capabilities:

e 2.5 M minimum ROM available *

* 1 M minimum RAM available *

» TCP/IP connectivity to the network.

» Supporting a complete implementation of the J2ME™ Foundation Profile and the J2ME™
Connected Device Configuration.

* Application and localization memory requirements are additional.

4.2.6  Personal Profile Specification for 2ME

The J2ME Personal Profile [21] provides the J2ME environment for those devices with a need for
a high degree of Internet connectivity and web fidelity. This Profile is intended to provide the
next generation of Sun's PersonalJava environment [28], and as such has the explicit requirement
of providing compatibility with applications developed for versions 1.1.x and 1.2.x of the
PersonalJava Application Environment Specification. A closer look at PersonalJava is following
in chapter 5.1, PersonalJava. The J2ME Personal Profile provides a profile of the Java 2 Platform,
Micro Edition in devices characterized as follows:

e 2.5 M minimum ROM available *

* 1 M minimum RAM available *
* Robust connectivity to some type of network.
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» Graphical user interface, providing a high degree of web fidelity and the capability of running
Java web applets

» Supporting a complete implementation of the J2ME™ Foundation Profile as mentioned above
and the J2ME™ Connected Device Configuration.

* Application and localization memory requirements are additional.

For many developers, the fundamental question will be whether to develop a specific application
for the Personal Profile or the MIDP. The most important criteria will then be for what kind of
hardware platform they are targeting their application. Higher-end PDAs will support both
profiles, but will probably become the domain of the Personal Profile due to its richer graphical
capabilities. Devices like mobile terminals with their very small screens and simple user
interfaces will be limited to only MIDP. The next criterion will be the features required for
building up the applications. As an example, MIDP does not have an XML parser, and RMI is
only supported on the CDC configuration. The Personal Profile would have to be used by the
developer if either of these features was required in the application.

4.2.7  Personal Basis Profile Specification

The aim of J2ME Personal Basis Profile [22] is to provide a standard J2ME application
environment for network-connected devices with relatively limited resources and level of
graphical presentation. Such devices were previously served by the "minimum™ PersonalJava
Application Environment configuration. This Profile will serve as the basis upon which the
Personal profile, which has the additional requirements of full web fidelity and legacy
PersonalJava application support, can be built on. It is anticipated that the proposed Profile will
be useful in markets where a basic graphical interface is required, but a full AWT support is
inappropriate, e.g. interactive digital television, Java-based automobile services, information
kiosks, etc. The J2ME Personal Basis Profile provides a profile of the Java 2 Platform, Micro
Edition in devices characterized as follows:

e 2 M minimum ROM available *

¢ 1 M minimum RAM available *

* Robust connectivity to some type of network.

»  Basic graphical user interface, permitting AWT applications written using only lightweight
components.

e Supporting a complete implementation of the J2ME Foundation Profile and the J2ME
Connected Device Configuration

*  Application and localization memory requirements are additional.

4.2.8 Java Game Profile

This J2ME profile specification [23] will cover nine areas of game development:

* 3D Modeling and Rendering for Games

e 3D Physics Modeling for Games

o 3D Character Animation for Games

e 2D Rendering and Video Buffer Flipping for Games
e Game Marshalling and Networked Communication
e Streaming Media for Games

* Sound for Games

*  Game Controllers

»  Hardware Access for Games
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These nine areas provide the core facilities of a game platform. To build such a platform, the
expert group developing this Java specification intends to leverage existing APIs whenever
possible. Game developers are also extremely concerned about performance and often look for
ways to determine the capabilities of a particular platform This expert group will also investigate
metrics that are relevant to games, and look for ways to use those metrics in characterizing
implementations.

A goal of the Games Profile is scalability across a range of devices. This profile is targeted at
high-end consumer game devices (based on the CDC and Foundation Profile) and desktops
(J2SE). However the expert group intends to focus on J2ME platforms with a likely reference
implementation on the CDC. The standardizing forum for this profile has only recently been
formed.

4.3 Stand-alone Java APIs

Apart from APIs delivered for the J2ME platform with the different configurations and profiles,
there is a large number of stand-alone APIs, which address needs of some very specific horizontal
and vertical markets. These are also standardized within the Java Community Process, parallel
with the configurations and profiles. Unfortunately, they are too numerous to be treated here
individually. For developers with specific interests, here is a list of the most interesting APIs:

e Java Multimedia API (JSR 135) — provides basic sound and multimedia capabilities

» Java Speech API (JSR 113) — incorporates speech technology into user interfaces

« Java APIs for Bluetooth (JSR 82) - allows Java-enabled devices to integrate into a Bluetooth
environment

For a complete list of APIs developed through the Sun’s Java Community process, please, refer to
Sun’s web page [14].

4.4 Provisioning

An often addressed question is the problem of provisioning of MIDlets. As some manufacturers
solve the problem today in their Java enabled phones, applications are downloaded from the
Internet to a PC and then transferred to the phone using a serial cable. This solution questions the
concept of mobility heavily. As in i-Mode, the user should be able to download applications to
the mobile device on the go to keep the wireless experience.

A so called Over the Air (OTA) User Initiated Provisioning Recommended Practice [16] was pre-
released in April 2001 by the Java Community Process (JCP). This recommendation is an
appendix to the MIDP specification, and describes how MIDlIet suites can be deployed over the
air, and the functions the devices should provide to support these deployments. The aim of the
recommendation is to provide a de facto standard that will support full, interoperable use of
MIDP devices. Devices are expected to provide mechanisms that allow users to discover MIDlet
suites that can be loaded into the device. In some cases, discovery will be via the devices resident
browser (e.g., a WAP browser). In other cases, it may be a resident application written
specifically to identify MIDlet suites for the user to download. To be considered MIDP-compliant
in terms of the recommended OTA provisioning, a device must be capable of:

»  Browsing, or otherwise locating MIDlet suit applications descriptors in the network
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» Transferring a MIDlet suite and its associated application descriptor to the device via HTTP
or WAP

» Responding to a server 401 (unauthorized) and 407 (proxy authentication required) response
to an HTTP request by asking the user for a user name and password and re-sending the
HTTP request with the credentials supplied

* Installing the MIDlet suite on the device

How a download of a MIDlet suite to the device should look like, is illustrated figure 2.

1. Get descriptor location (URL) — | WAP Gateway or

HTTP Server

l 2. Pass the URL

L 3. Retrieve descriptor file .
Application «— —» Jad
Management

Software 4. Get JAR file )
< > Jar

5. Store JAR file @

6. Launch KVM

e

> KVM

i

7. Launch application

v

Figure 2: Over-the-air provisioning of MIDlets

1. Applications are found on the network by either the user browsing the web or by a discovery

application checking dedicated servers.

The descriptor URL is passed to the Application Management Software (AMS)

The AMS retrieves the application descriptor from the server.

4. In the application descriptor file, the AMS finds the URL to the MIDlets Jar file. The AMS
downloads the Jar file.

w N

5. The AMS stores the Jar file on the device.
6. The user selects the application to run and launches thus the KVM...
7. ...and finally the application (a MIDP MPEG player in this case).

E H ICSSDN g Mobile Applications with J2ME 4-11



4.5 Putting It All Together

The KVM, CLDC, and MIDP, which are the most interesting modules for application developers
at the moment, all put together are presented in figure 3.

MID Profile OEM Applications

Applications

OEM Specific
APls

Figure 3: Software architecture of a Mobile Information Device

The figure also introduces the concept of OEM specific APIs. The idea is that terminal
manufacturers will, for example, be able to add their own set of classes if they feel that MIDP (or
CLDC) do not cover all their needs.

4.6 i-Mode/Java (Japan)

When introducing the profiles defined by the JCP as probable de facto standards, an impressive
exception must be named. NTTDoCoMo had launched its i-Mode service in February of 1999
enabling its subscribers to use the Internet on their mobile phones as well as receive and send e-
mails. In January 2001, an additional i-Mode service called iAppli was added. NTTDoCoMos
customers were able to download and run Java applications for the first time on their Java
equipped mobile phones.

The concept that NTTDoCoMo used to realize its Java service corresponds to a large extent to
description of MIDP in this document. iAppli is also built on CLDC, but works with a proprietary
profile that has been developed by NTTDoCoMo. This profile stems from the MID profile, but
has significant enhancements:

» More complex user interface components

» Support for GIF, whereas MIDP only supports PNG

« Additional sound and animation capabilities

» Secure connections via HTTPS (NOT supported by MIDP)
» S-JIS encoding/decoding (Japanese Language Support)

» DoCoMo proprietary characters

Java on mobile phones proved to be a big success in Japan. With its richer user interface

capabilities than WAP and its (although limited) networking APIs, especially gaming
applications, stock trading and navigation applications were most welcomed by the customers.
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Classical console games were made very addictive by adding hall of fame servers in the networks
and thus letting a huge player community compete while sitting on the subway on the way home
from work. Users were all of a sudden able to download new levels to a game once they
completed the ones locally stored. The first mobile network games were realized (Othello).

To illustrate the variety of possible Java applications for mobile devices, figure 4 illustrates some
successful applications from Japan.
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Figure 4: Screenshots of successful iAppli applications.

5 Related Technologies

When developing applications for limited devices, it is important to not only see J2ME, but also
to take a glance at other possibilities. That is the purpose of this chapter. The first three
subchapters shall show that J2ME is not Sun’s first attempt at making Java work on small
devices. JavaCard, EmbeddedJava and PersonalJava already existed by the time that KVM made
its first public appearance. After those, a few more subchapters shall give a short overview over
technologies that are often named in context with J2ME.

5.1 PersonalJava

PersonalJava [28] is the closest in spirit to J2ME. It defines a subset of the core Java APIs (an
optimized version of the Java runtime library) that can be combined with a fully compliant JVM
in order to produce a smaller Java runtime environment that is suitable for use on consumer
devices. PersonalJava also defines some new APIs, of which the most important is the Truffle
Graphical Toolkit, which defines user interfaces with a customizable look-an-feel.

The biggest difference between PersonalJava and J2ME is that the latter supports a much broader
set of devices, mostly by allowing specific changes to the JVM by using different Configurations.
As such, PersonalJava is really a subset of J2ME and is in fact being redefined as a J2ME profile,
the Personal Profile that was introduced in section 4.2.6, Personal Profile Specification for J2ME.
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5.2 EmbeddedJava

At the first glance, Personallava and EmbeddedJava [29] seem similar. In fact, EmbeddedJava
seems even more flexible than PersonalJava, because every class, method, and field of the Java
runtime library is optional. This makes it very difficult for 3 party developers to write
applications for EmbeddedJava, since only the implementor of the embedded system is aware of
which APIs are included. Unlike Personallava or even J2ME, EmbeddedJava is specifically
meant to be an unexposed, embedded runtime environment. In other words, only the implementor
of the embedded system can write applications for the EmbeddedJava environment, unless
rigorous embedded-system specific documentation is provided for the 3" party developer. Taking
this into account, EmbeddedJava does not affect the mobile terminal market, and is not affected
by it.

5.3 Java Cards

JavaCard is an architecture for running Java programs on smart cards. A smart card is a set of
electronic circuits packaged as a thin device that looks like a standard credit card. Already today,
all GSM phones contain SIM cards, which reside on smart cards. SIM cards have a standardized
interface, but the internal execution environment is proprietary. Smart cards can, however, host a
tiny Java virtual machine together with a limited amount of memory. Java cards with memories of
up to 32 KB are available already today. This opens up the possibility of developing JavaCard-
compliant applications that would run on smart cards from all vendors. JavaCard specification
differs to a large extent from all the other Java platforms, because of the severe constraints on
computational power and memory capacity provided by today’s smart cards.
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Applet Toolkit Applets Applet
Applets
SIM Toolkit Framework
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Toolkit Toolkit File Svstem
Registry Handler ! s
JCRE

essss0s shareable interface

Figure 5: GSM Java Card Architecture

GSM Java card architecture, which is depicted in figure 5, is built on both the JavaCard 2.1
specification [30] and the GSM specifications for SIM-ME interface [31] and SIM application
toolkit-ME interface [32]. In this architecture, the SIM toolkit framework together with the GSM
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applet carry out the functions of conventional SIM cards, but this time powered by Java. Apart
from the mandatory GSM applet, a number of other applets can be loaded into the card’s
memory. The Toolkit applets differ from the conventional, JavaCard 2.1 compliant, applets by
implementing the Toolkit interface. This allows them to be registered in the Toolkit registry and
then be invoked by messages and events from the mobile terminal. The toolkit applets can also
augment the terminal’s menu system, do call control and provide a variety of authenticating and
encrypting functions.

The main advantage of the GSM Java Card is the flexibility of the architecture, which supports
the well-established standardized GSM interfaces for interaction with the SIM. Java applications
can be rapidly developed by a broad programmer community, and JavaCard applications can be
used on Java cards from different vendors without reprogramming. Another advantage is the
standardized approach to JavaCard application OTA provisioning via SMS [33]. On the other
hand, JavaCard environment is suitable only for a specialized suite of applications. It, for
instance, does not contain any support for graphics, user interaction (apart from selection from the
terminal’s menu) memory management, multi-threading and most of the class libraries.

5.4 MEXE

Mobile Execution Environment or MEXE [26] is a specification first created by ETSI, and now
maintained and developed by the 3GPP (3rd Generation Partnership Project). MEXE provides a
standardized application execution environment for Mobile Terminals. It also provides the ability
to negotiate the Terminal capabilities with a MEXE service provider, allowing applications to be
developed independently of any Mobile Terminal platform. To cater for the wide variety of
possible Mobile Terminals, ranging from the small and limited to the larger and more
sophisticated, MEXE includes a number of different classmarks. A classmark specifies an
application environment based on an existing and already proven technology like WAP or Java.
MEXE is not a new technology in itself, but rather incorporates these existing technologies into an
open standard that will allow interoperability between device manufacturers and application
developers. There are currently three Classmarks defined in the MEXE specification with more to
follow in the future.

MEXE Classmark 1 - WAP Environment

Classmark 1 MEXE devices are based on Wireless Application Protocol (WAP).
The Wireless Application Protocol is a world standard for presentation and delivery of
information and telephony services on mobile phones as well as other wireless terminals.
Supporting mandatory features of WAP, WAP enabled devices provide access to the World Wide
Web content without requiring substantial resources from the mobile terminals.

MEXE Classmark 2 - PersonalJava Environment

Classmark 2 specifies Personallava enabled devices with the addition of the JavaPhone API.
The Personal Java application environment is the standard Java environment optimized for
consumer electronic devices designed to support World Wide Web content including Java
applets. The Personal Java API is a feature level subset of J2SE with some Java packages
optional and some API modifications necessary for the needs of small portable devices (for
example an optimized version of the Abstract Windowing Toolkit targeted to small displays).
JavaPhone is a vertical extension to the Personal Java platform that defines APIs for telephony
control, messaging, address book and calendar information, etc.

MEXE Classmark 3 - Java 2 ME CLDC Environment
Classmark 3 MEXE devices are based on CLDC/MIDP as it is described in this document.
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MEXE devices are required to support at least one of these classmarks while support of multiple
classmarks is optional. The most common configuration, depending on device sophistication, will
most likely be a device supporting Classmark 1 and one of the Classmarks 2 or 3.

55 Microsoft .NET

Microsoft .NET is Microsoft’s platform for XML Web services. XML is a widely accepted
standard [27] for data exchange developed by World Wide Web Consortium (W3C). Thanks to
XML, applications can be modularized and then loosely connected into functional suites. The
objective is to spread tasks over the network in such a way that tasks are always carried out most
efficiently and in the most natural place. This approach also allows for an efficient code reuse.

Microsoft .NET adopts the XML model for distributed computing, and provides a complete
object-oriented infrastructure needed to develop XML Web services. The corner stones of .NET
are the .NET framework and Visual Studio .NET.

NET framework consists of the common language runtime and class libraries. The common
language runtime provides a code-execution environment that manages code targeting the .NET
Framework. Code management can take the form of memory management, thread management,
security management, code verification, compilation, and other system services. The .NET
Framework class library is a collection of reusable classes, or types, that tightly integrate with the
common language runtime. The class library builds on the object-oriented nature of the runtime,
providing types from which your own managed code can derive functionality. This not only
makes the .NET Framework types easy to use, but also reduces the learning curve associated with
using a new piece of code. In addition, third-party components can integrate seamlessly with the
classes in the .NET Framework.

Visual Studio .NET is Microsoft’s multi-language development environment for .NET. Three
languages are supported by default - Visual Basic, C++ and C#, but in theory nothing prevents
developers from developing .NET applications in any other object-oriented language, for
instance, in Java.

Microsoft is a very strong advocate of .NET. A complete portfolio of their upcoming products,
including operating systems, corporate servers and smart terminals is going to be .NET enabled.
Microsoft even tries to incorporate .NET into MEXE by introducing Classmark 4 with .NET
environment. Wide acceptance of .NET should be secured through extensive support for 3" party
developers and open specifications of all levels of the .NET infrastructure.

5.6 BREW

BREW (Binary Runtime Environment for Wireless) is a platform that is designed by Qualcomm
[34], an American company working in the wireless communications sector. Brew is an
application environment that lies between the handset chipset and the applications running on the
phone. It makes the phone's functionality available to the application without requiring the
developer to have the chip system’s source code, or be in a direct relationship with a device
manufacturer.

Applications running in the Brew environment are called Applets (not to confuse with Java
Applets!) and are written in C or C++. Similar to Java Applets that inherit the Applet specific
capabilities from the Applet class, Brew Applets support the IApplet interface. Through this
interface, the Brew AEE (Application Execution Environment) gains control over the application.
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Brew offers applications a number of APIs allowing them to interact with the resources of the
device. A few examples of the interfaces are:

e Memory management

* Notifications

*  Network and Sockets

» Download and Billing

« Display

e User Interface and control
e Sound players

Just as it is thought with Java MIDlets, Brew Applets can be downloaded Over the Air (OTA) to
the device. This makes the set of applications on a terminal very flexible.

These aspects raise the discussion whether Java and Brew are in a competitive or in a
complementary relation. On one hand, Brew allows applications to be downloaded to the device
and execute it locally just as Java does. On the other hand, the device must support the Brew
platform to use these services whereas a Java application only requires a JVM (or a KVM
respectively) no matter on what platform this is implemented. This puts Java in a much more
generic context. Qualcomm argues, however, that any Java Virtual Machine can be implemented
on top of Brew and therefore is Brew just as generic as Java. How the Java—Brew relation will
develop and if Brew is capable to really challenge Java remains to be seen. It is, however, a topic
that is worthwhile to keep an eye on.

It is also worth mentioning that KDDI (Japanese operator) intends to make its upcoming cellular
phone handsets Brew-compatible within 2002, whereas NTTDoCoMo only supports Brew in its
high-end devices.

6 Mobile Application development with J2ME

How Java has evolved to a suitable programming language/technique for mobile terminals, has
been discussed to a certain extent so far. To go more into detail and to highlight also a few
development aspects, this paper picks up some important features that MIDP offers in the
following section. Note, that some of the features described below, such as MIDP features, are in
fact more specific to CLDC/KVM, but were not mentioned as such, since MIDP is the interface
which the application developer will be dealing with for now.

6.1 MIDP features and their use

6.1.1  Applications/MIDlets

Feature

Applications in MIDP are called MIDlets. MIDlets, or MIDlet suites, can be downloaded via a
network and run on the mobile device. The terminal should also provide for permanent storage of
MIDlets. In addition to this, MIDlets can be updated or removed.

MIDlets are described by so-called ADFs (Application Descriptor File with .jad extension),
which is basically a file that the phone will download before it downloads the actual application
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and which tells the J2ME™ environment how big the application is, what name it has, etc.
MIDlets themselves are downloaded together with all related resources (images, sound files, etc.)
as one single JAR file. MIDlets can be started, paused, restarted and terminated. The terminal
may provide the option to run several MIDlets simultaneously.

Use

Downloading MIDIet suites from applications servers is one major advantage of Java on Mobile
Terminals. Permanently storing them on the device is another one. Once stored on the phone, a
MIDlet can be run anytime and anywhere. For example, games can be played off-line and the
high score can be uploaded to the high score server once the device is connected to the network.

6.1.2  Graphical User Interface

Feature

MIDP provides an extensive collection of elements to create rich graphical user interfaces.
The APIs are logically divided in high-level and low-level functions. The high-level interface
provides easy-to-use elements, and guaranties compatibility across any MIDP device, but is
limited in terms of flexibility. The low-level interface is more complicated to use but also more
efficient, whish is, in general, what developers of game applications are looking for. Using the
low-level API might also result in incompatibilities.

Use

MIDP introduces the basic graphical user interface elements that we know from any PC-based
Java application. Image labels, text boxes, list boxes, buttons, ticker lines, all those are included
and offer a rich set of elements to choose from. In addition to this, implementing the user
interface locally means that from a user point of view the application seems to be more "smooth"
and to have a better response time than typical browser based solutions.

MIDP defines functions that allow a Java application to retrieve display characteristics such as
screen height and width. This provides a solid mechanism for adapting the look of an application
to the terminal to which it is downloaded.

6.1.3  Security

Feature

MIDP supports the Java Sandbox Model very much like the applets that run in web browsers. In
this context each MIDIet runs in its own environment and cannot affect other MIDlets. This
concept also applies to the Record Store and to network connections. The former restricts access
to particular information in the Record Store to the MIDlet that stored this information, whereas
the latter ensures that network connections can be setup only to the server where the MIDlet
originated.

Use

As later discussed, MIDP doesn’t support secure network connections which is of course a main
area of interest when talking about Security. However, by adding third party APIs to an
application, HTTPS connections can be provided. Having this level of security on the connection
side, and the described level of security from the Sandbox Model on the device side, a good all
over security standard can be reached for e-banking and e-commerce applications.
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6.1.4 Record Store

Feature
MIDP defines a local and permanent storage object called the "Record Store". It provides a
limited amount of memory to any MIDlet and is accessed as a linear byte array.

Use

The Record Store access mechanism is very basic and resembles that of accessing a one-
dimensional byte array. This is sufficient enough to store preferences, profiles, game levels,
sounds, images. And it's secure: MIDP's sandbox security model ensures that no other MIDlet
may access the storage area.

6.1.5  Event Handling

Feature
MIDlets may setup different types of events and event listeners. In fact, most user interactions are
handled via events. One particular type of event is the timer.

Use

Events from specific keys can be caught and reacted upon. This allows a good interaction
between the user and the application. An interesting feature of MIDP is the possibility to setup
timers and catch its notifications (also events). Very nice features can be implemented this way,
such as updating stock share information in regular intervals without requiring the intervention
from the user. Examples of timer triggered network connections are of course only of real value
when the application uses packet switched connections.

6.1.6  Networking

Feature

MIDP provides simple networking through the HTTP protocol. The security model restricts
network access to the server from which the MIDlet itself originated. Only terminal-initiated
requests are possible, i.e. there is no server push functionality (see discussion in 6.2.3 Push
Services).

Use

The networking capabilities of Java introduce the client-server paradigm to the mobile world.
This is especially important for services that involve complex calculations or access to large
databases. You might want to implement a Java application, which basically provides a nice and
responsive user interface, but leaves all the complex computing to the server. All this is possible
with MIDP today, but not in a very efficient way.

Because the MIDP implementation of HTTP does not provide server push, the application has to
be proactive, and repeatedly check content on the network, for interactive services. There are
timer and event objects in MIDP, that make this easily achievable, but it is a very inefficient way
of doing it. Not to mention, that all communication with MIDlets has to be carried through HTTP,
which imposes a great deal of overhead to each request. Changes to the networking capabilities of
MIDP are, however, on the way. The MIDP_NG, presented in section 4.2.3, aims at introducing
an SSL layer to HTTP and a sockets model for datagram communication. It will also take care of
server push. In the meantime, deficiencies of MIDP will be compensated by existence of
proprietary APIs. For instance, Motorola terminals already today provide proprietary APIs for
datagram communication via sockets.
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6.1.7 Threads

Feature
MIDP offers threading, locking and synchronization.

Use

Threads are a powerful tool for designing user-friendly applications. Operations that are expected
to take a significant amount of time (because of network access or demanding computing
requirements) are simply started in a separate thread. As a result, the application as a whole
remains responsive to user interactions.

6.2 Limitations

Of course, the world is not perfect, and even MIDP does not solve all problems that one faces
while implementing mobile applications. The discussion in this section highlights some issues
that have been found to be problematic when developing services.

6.2.1  Launching an Application

With MIDP, applications are typically launched through Application Management Software.
What this software in detail looks like, is left to the device manufacturer. In the SDKSs that are on
the market today, the simulated mobile keeps track of a list of applications stored on the device.
This would typically take form of a WML or X-HTML list. The user can choose one of the
applications by selecting it. How the application is then downloaded and installed on the device is
not standardized, but the recommended practice is described in paragraph 4.4.

This mechanism is fine for applications such as games that will typically be started by the users
themselves. However, when thinking about e-commerce, it could be very useful, to start, for
example, an e-wallet application from within a browsing session. Such interaction between the
WAP browser and the MIDlets is unfortunately not supported.

6.2.2  Downloading Large Applications

MIDP does not specify any limitations concerning application size. The limits will probably be
set by the operators. Developing communities talk about highly differing numbers. Numbers
somewhere between 10 and several 100 kB per application are expected. It was mentioned, that it
will be the RAM consumption (not enough heap to allocate to the KVM) that limits the
applications size rather than the storage memory. In NTTDoCoMos iAppli service today, an
application jar file must not be bigger than 10 kB including all pictures and sounds. This is
obviously a severe cut-back and requires serious efforts in code optimization.

In this context, a company named AppStream [8] has come up with a proprietary solution. A
streaming server located in the network takes a Java application and divides it into chunks.
Downloading an application takes place by "streaming"” the chunks of code to the terminal. A
special piece of functionality in the terminal is then capable of starting the application before the
complete code is downloaded. This technology can achieve very impressive acceleration of the
download process (or, to be more precise, the application initiation procedure, but from the end-

E H I CSSEH g Mobile Applications with J2ME 6-20



user point of view this is perceived as the download time), but it requires adoption of
AppStream's proprietary technology both in the network and in the terminal.

6.2.3  Push Services

One thing that is definitely missing in MIDP is the capability to push messages to an application,
be it active or not. As mentioned before in the section ‘Launching an Application’, it would be
interesting to let for example an e-commerce page launch your e-wallet application. This topic is
addressed in the Java Community Process for the development of MIDP_NG (next generation).

6.2.4  Security

Unfortunately, MIDP supports only very low level security. MIDlets can only open HTTP
connections to the server from which they originated. It is also, unlike in i-Mode Java, not
possible to encrypt messages on this connection using for instance SSL. It is, however, possible to
implement this level of security in the application itself. There are commercial products available
that offer APIs for SSL-connections [7].

To improve the overall security model it would furthermore be necessary to authenticate the Java
application itself, for example by verifying a signature applied to the JAR file as known from
J2SE.

6.2.5  Graphics support

MIDP does not support common graphic formats as GIF or JPEG. To display pictures with
MIDP, they have to be transformed to the Portable Network Graphics format (PNG). This is no
major drawback, but is mentioned here since it is a disadvantage compared to iAppli’s GIF
support.

6.3 Testing Mobile Java Applications

Like any other piece of software, Java applications have to be tested to insure usability and
functionality under all working conditions. The importance of testing of mobile application is
further emphasized by the fact, that the working conditions vary a lot more than they used to for
fixed applications. The main areas of testing can be summarized into four bullets:

* Implementation validation

*  Platform portability

*  Network-independent stability
» Validation of special features

Implementation validation is normally an iterative process carried out by the developer during the
implementation phase. Java implementation is facilitated by advanced software development kits
(SDKs) for J2ME. All major vendors of mobile equipment provide SDKs that allow 3™ party
developers to tailor their applications to their products. By testing simultaneously with a number
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of different SDKs, platform portability can be ensured. A number of Java SDKs is listed in
section 2 of this paper.

Network-independent stability is an essential area in mobile application testing. Mobile terminals
with J2ME are going to be connected to bandwidth limited, intermittent packet networks.
Applications for such terminals have to be tested for:

» Usability under bad network conditions - applications should always inform the user of
their activity and stay in control of the user even if the network connection is temporarily
lost.

» Security of transactions - consistency and atomicity of banking transactions, e.g. e-
payments and money transfers, and other billable transactions, e.g. MIDlet downloads or
access to content with added value, should be insured

* Robustness - fast recovery from temporary network outages, possibly including
implementation of available-bandwidth probing mechanisms is vital.

Testing scenarios for the aforementioned problem areas are simplified for the MIDP by the fact
that it only supports HTTP connections. The only challenge is to make the terminal-server
interaction as smooth as possible. All other types of communication, e.g. terminal-terminal
communication for messaging, will demand a proxy in the network. However, other, more
advanced, profiles like MIDP_NG or Personal Profile will also support RMI, XML or sockets for
TCP/IP. Some of these new techniques will appear even before the advent of MIDP_NG, in the
form of proprietary APIs. With these mechanisms, a variety of new test cases must be invented.
The main areas will be the combining of terminal requests with server push, security features and
bandwidth-adaptive algorithms for raw datagram services using sockets.

Finally, many viable applications will require some special features to ensure the application’s
usefulness. The most prominent of those features is undoubtedly server PUSH. Another example
is the previously mentioned technique for step-wise MIDlet download developed by Appstream

[8].

The best way to test for network-independent stability, and validate the special features, is to
combine mobile network simulators with testing on real systems, if possible. Testing on real
systems can provide valuable insights into the real application’s response times, together with a
subjective evaluation of the user’s experience. Mobile network simulators, however, must still be
used for creating controlled testing environment, for cases when repetitive tests have to be carried
out or to achieve extreme conditions, like high network load or network failure. Within Ericsson,
it is the Mobile Applications Initiative (http://www.mobileapplicationsinitiative.com) that can
help 3" party developers with both facilities and technical expertise for application testing.

6.4 Conclusion

Java technology is definitely breaking the current frontiers of mobile Internet technologies, and
opening up a new world for mobile applications. From an application developer’s point of view,
the above mentioned limitations should be considered in an early phase of design, as they will
have significant impact on the capabilities of the developed application. It is, however, expected
that most of these limitations will eventually be addressed and solved. Therefore it can only be
stressed how important it is to look into this technology already today.
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7 Development Tools

Getting started with developing applications is made easy by a number of development kits. This
section introduces a few of those that are available as freeware on the market today.

7.1.1 Suns J2ME Wireless Toolkit

A development kit that is itself written in Java. It uses a Toolbar as a easy-to-use graphical user
interface, and lets MIDlets run on different visionary emulated phones with different screen
qualities. This kit [9] is tightly coupled to Suns JForte, a Java IDE that is freely available on the
net.

7.1.2 Motorola J2ME SDK Components Developer Edition

Motorola [10] was one of the first companies coming out with an SDK for J2ME. It enabled
developers to run MIDlets on the Java enabled Motorola phones (i85s and i50sx). For unknown
reasons, Motorola is at the moment not offering the download to the public anymore.

7.1.3 Zucottos WHITEboard SDK

This is a freely available [12], fully-grown development environment written in Java featuring
debugging, code formatting, image editing, Java Documentation generating, packaging and more.
It resembles very much Sun’s JForte IDE. When using the default installation, Motorola’s i85s is
emulated.

7.1.4 i-JADE (phone emulator for iAppli)

Zentek [13] offers a very simple emulator for NTTDoCoMos Java phones.

7.1.5 Java Card 2.1.2 Development Kit

Based on the Java Card 2.1.1 Specifications, it features a series of new or enhanced tools, aimed
at improving both development experience and platform security:

¢ New off-card verifier

*  Executable implementation of the Java Card Runtime Environment (C-JCRE)
* Improved converter
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