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Receive a request for a page from a recipient, such as a
recipient computer, wherein the requested page includes
an access mechanism for a computer resource

r

Select one of a plurality of stored recognizable images.

104
Incorporate the selected recognizable image in a

challenge image including random elements.
)6

Include the challenge image, including a representation
of the recognizable image, into the requested page.

—_

8
Add an entry to the sent image log including a unique )

identifier of the challenge mage, an identifier of the
recognizable image included in the generated challenge
image, and an identifier of the recipient sending the request.

110

Transmit the page including the challenge
image to a recipient user computer to
display at the recipient computer.
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100

Receive a request for a page from a recipient, such as a
recipient computer, wherein the requested page includes
an access mechanism for a computer resource

r

Select one of a plurality of stored recognizable images.

104
Incorporate the selected recognizable image in a

challenge image including random elements.
)6

Include the challenge image, including a representation
of the recognizable image, into the requested page.

Add an entry to the sent image log including a unique
identifier of the challenge mage, an identifier of the
recognizable image included in the generated challenge
image, and an identifier of the recipient sending the request.

110

Transmit the page including the challenge /
image to a recipient user computer to

display at the recipient computer.
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FIG. 4
150

Receive recipient input associated
with the transmitted challenge
image.

)

Indicate that the recipient
Yes-»  correctly identified the
recognizable image.

with the recognizable image
included in the
challenge
image?

No

!

156
Go back to block 102 in FIG. 3 to select j
another recognizable image, generate a new ]
challenge image including the additional
selected recognizable image to send in a new
page to the recipient computer.
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FIG. 5

200

Initiate operation to generate
random stereogram image at
block 152-154

by

Generate a first image comprising a
random element image.

Generate a second image comprising a
copy of the first image.

2?6
Generate correlated changes in positions of dots in

one or both of the first and second images
corresponding to the recognizable image .

4 ﬁ8
Transmitting the page including
the first and second images to

the recipient computer.

Intuition Machines Exhibit 1010, Page 5 of 12



Patent Application Publication  Dec. 17, 2009 Sheet 5 of 5 US 2009/0313694 A1

FIG. 6

250

Receive a request for a computer
resource from the user computer.

j 2
y
Transmit a request for a random

image to the user computer.

Receive a recipient image from the
recipient computer, generated by the
image generator.

256
Copying the received recipient image to a j
challenge image and incorporate the
recognizable image in the challenge image.

y 258
Transmit the challenge image to the recipient j
computer, to display next to the recipient image from
the user computer, wherein the recognizable image
is only perceptible in response to the recipient
computer concurrently displaying the transmitted
generated image and the received challenge image
(next to each other or superimposed).
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GENERATING A CHALLENGE RESPONSE
IMAGE INCLUDING A RECOGNIZABLE
IMAGE

BACKGROUND OF THE INVENTION

[0001] 1. Field of the Invention

[0002] The present invention relates to a method, system,
and article of manufacture for generating a challenge
response image including a recognizable image.

[0003] 2. Description of the Related Art

[0004] A “CAPTCHA” (completely automated public Tur-
ing test) is a challenge-response test used to determine
whether the responder to the CAPTCHA test is human, i.e., a
test of the humanness of the receiver as opposed to a machine,
such as an automated process or “bot”. This determination
may be made in the context of determining whether to grant
access to aresource guarded by the CAPTCHA to limit access
to human users. Although the CAPTCHA challenge can be
performed with respect to a remote person, the process typi-
cally involves a remote machine automatically asking a com-
puter user or test recipient to complete a simple test, such as
recognizing an alpha-numeric string presented on the recipi-
ent’s computer screen. Typically that string is heavily dis-
torted in such a way as to make machine recognition very
difficult but recognition by a human is relatively easy.

[0005] The presumption is that because of the difficulty a
computer process would have determining the string included
in the image, a computer process is unlikely to solve the
CAPTCHA, so that the recipient entering the correct solution
is presumed to be human. CAPTCHAS can be deployed to
protect systems vulnerable to e-mail spam, such as commer-
cial webmail services, to stop automated posting to blogs,
forums and wikis, whether as a result of commercial or politi-
cal promotion, harassment and/or vandalism, to ensure that
the user accessing information or a computer program is
human, etc. CAPTCHAs may also be used to ensure that a
response to an Internet poll is from a human to prevent the use
of automated processes, referred to as “bots”, from manipu-
lating the results.

[0006] Recently CAPTCHAs have been hacked, allowing
automated processes to present the correct answer in response
to the CAPTCHA image to present themselves as a human
recipient, and in some cases gain access to the resource
guarded by the CAPTCHA challenge-response test. For
instance, many web sites reuse a set of CAPTCHA images. A
hacker trying to use automated processes to get around the
CAPTCHA may maintain a library of CAPTCHA images,
such that when a CAPTCHA image is detected, the auto-
mated process or bot looks up the CAPTCHA image in the
library to determine the response to return to the CAPTCHA
challenge.

BRIEF DESCRIPTION OF THE DRAWINGS

[0007] FIG. 1 illustrates an embodiment of a computing
environment.

[0008] FIG. 2 illustrates an embodiment of a sent image log
entry.

[0009] FIGS. 3, 5, and 6 illustrate embodiments of opera-

tions to generate a challenge image including a recognizable
image.
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[0010] FIG. 4 illustrates an embodiment of operations to
process a response to the challenge image.

DETAILED DESCRIPTION

[0011] FIG. 1 illustrates an embodiment of a computing
environment. A computer 2 includes one or more processors
4 and a memory 6 in which programs are loaded for execution
by the processor 4. The processor 4 executes a request server
10 program to handle requests for a computer resource 12.
The request server 10 may comprise a web server or hypertext
transfer protocol (HTTP) server to process requests from
client computers, such as recipient computer 14, over a net-
work 16. The computer resource 12 may comprise informa-
tion a user wants to access in a computer readable storage
medium within the computer 2 or in a storage device external
to the computer 2. Alternatively, the computer resource 12
may comprise computer resources available to users, such as
computational and processing resources to perform user
requested operations, such as email, etc., computer programs,
online poll or questionnaire, blog at which comments can be
posted, storage resources to store user data, an output device
such as a printer, or any other computer operable device,
program or service. The request server 10 may return pages
18 in response to requests from recipient computer 14 over
the network 16. The network may comprise a Local Area
Network (LAN), the Internet, an Intranet, etc.

[0012] A challenge-response generator 20 generates a chal-
lenge image 24 including a representation of at least one of a
plurality of available human recognizable images 24 which
may be returned to the recipient computer 14 in a page 18,
e.g., a Hypertext Markup Language (HTML), Extensible
Markup Language (XML), page. If the recipient computer 14
returns input correctly identifying the human recognizable
image 24, then the request server 10 may grant the recipient
computer 14 access to the computer resource 12. The chal-
lenge-response generator 20 may randomly select one of a
plurality of human recognizable images 22 to include in chal-
lenge image 24. In preferred embodiments, the human rec-
ognizable images 22 may be understood by a human recipi-
ent, but are intended to be difficult for a computer to recognize
to ensure that a human is likely answering the challenge test
of the challenge response. For instance, the recognizable
image 22 may comprise an alpha-numeric string, word,
image of a readily identifiable object, e.g., animal, device,
location, etc. In this way, the challenge image 24 functions as
a CAPTCHA.

[0013] The challenge image 24 may comprise a single
image or a plurality of images viewed together so that the
recognizable image 22 is discernable to human visual percep-
tion, but cannot be determined by a computer.

[0014] The challenge-response generator 20 may log sent
challenge images 24 in a sent image log 26. The challenge-
response generator 20 further maintains descriptors for each
recognizable image 22. The challenge-response generator 20
may be implemented as software in the memory 22 executed
by the processor 4 as shown in FIG. 1 or as a separate hard-
ware device.

[0015] The recipient computer 14 includes a browser 26,
such as an Internet Web browser, to submit request for pages
18 to the request server 10 and display and render pages 18
returned by the request server 10, which may include a chal-
lenge image 24, on an attached monitor 30. The recipient
computer 14 may utilize an input device 28 to interact with
the browser 14 to submit requests for pages 18 and render in
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display monitor 30 returned pages 18, some of which may
include a challenge image 24. The input device 28 may com-
prise a mouse, keyboard, pen-stylus, microphone, touch
screen, etc., controlled by the recipient of the challenge-
response test to provide user input to a computer program.
The processor 4 may comprise one or more central processing
units (CPUs) and the memory 6 may comprise one or more
non-volatile or volatile memory devices. The recipient com-
puter 14 may comprise a desktop, laptop, telephony device,
personal digital assistant (PDA) or other suitable computa-
tional device known in the art.

[0016] The recipient computer 14 may optionally include
an image generator 32 to generate a recipient image 34 to
transmit to the challenge-response generator 20 in the server
2 to use to form the challenge image 24. The image generator
32 may be implemented as a software program executed by a
processor in the recipient computer or, alternatively, com-
prise a secure hardware device coupled to the recipient com-
puterl4.

[0017] FIG.2illustrates an embodiment of a sent image log
entry 50 in the sent image log 22 for a generated challenge
image 24 transmitted to the recipient computer 14, including
an identifier (ID) of the challenge image 52 identifying the
one or more challenge images sent to a recipient computer 14,
a recognizable image identifier (ID) 54 of one human recog-
nizable image included in the challenge image 52, and a
recipient identifier (ID) 56 of the recipient computer 14 ini-
tiating the request for the computer resource 12 for which the
challenge image 24 is generated.

[0018] FIG. 3 illustrates an embodiment of a challenge-
response procedure implemented in program components of
the server 2, such as the request server 10 and challenge
response generator 20, to determine whether the recipient of
the challenge image 24 comprises a human as opposed to a
computer process. Control begins at block 100 when the
request server 10 receives (at block 100) a request for a page
18 from the recipient computer 14 or recipient, which request
may be generated and transmitted from the browser 26. The
requested page 18 may include an access mechanism for a
computer resource 12. The access mechanism may comprise
a description of the computer resource 12 and a hypertext link
or logon field to allow the recipient to select to access the
computer resource 12. In one embodiment, the server 2 may
automatically include a challenge image 12 in the page 18
returned to the recipient computer 14 to enable the recipient at
the recipient computer 14 to selectively determine whether to
respond to the challenge image 24 to access the resource 12.
Alternatively, the challenge image 24 may be returned after
the recipient selects to access the computer resource 12.
[0019] Upon receiving (at block 100) the request, the chal-
lenge response generator 20 is invoked by the request server
10, or some other function, to generate the challenge image
24. Upon being invoked, the challenge-response generator 20
selects (at block 102) one of a plurality of the stored recog-
nizable images 22 and incorporates (at block 104) the
selected recognizable image 22 in a challenge image 24
including random elements. The elements may comprise
dots, image fragments, graphic symbols, one or more geo-
metric shapes, or any other displayable items. The challenge-
response generator 20 may generate a new challenge image
24 having random elements in response to each request for the
page 18 from a recipient computer 14 or recipient, or use the
same challenge image and the same or different recognizable
images 22 for different challenge requests. Alternatively,
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multiple recognizable images 22 may be selected to include
in the challenge image 24. The random elements in the chal-
lenge image 24 may be generated by a random process to
ensure that each instance of a generated challenge image 24
includes a different number and arrangement of the elements.
To include or incorporate the selected recognizable image(s)
22 in the challenge image 24, the challenge-response genera-
tor 20 may correlate elements, e.g., dots, in the random image
to an outline of the selected recognizable image 22, such that
the recognizable image may be visually detected by human
perception of the challenge image 24. In certain embodi-
ments, the challenge image 24 may comprise a stereogram,
e.g., three dimensional stereogram, autostereogram, single
image random dot stereogram (SIRDS), random dot stereo-
gram (RDS), etc. The challenge image 24 may be generated
such that the recognizable image 22 within the challenge
image 24 may be discernible to a human visual perception
process, e.g., stereopsis, but very difficult for an automated
computational processes to detect.

[0020] The challenge-response generator 20 or request
server 10 may include (at block 106) the challenge image 24,
including a representation of the recognizable image 22, into
the requested page 18. A sent image log entry 50 may be
added (at block 108) to the sent image log 26, which includes
aunique identifier 52 of the generated challenge image 24, an
identifier of the recognizable image 22 included in the gen-
erated challenge image 24, and an identifier 54 of the recipi-
ent sending the request. The request server 10 transmits (at
block 110) the page 18 including the challenge image 24 to
the recipient computer 14 to display at the recipient computer
monitor 30.

[0021] Yet further, the challenge image 24 may comprise a
challenge video, or dynamically moving perceived objects
presenting stereogram images in a video, in which the recog-
nizable image or images are discernible to human visual
perception, but very difficult for a computer process to dis-
cern. The challenge image 24 may further comprise a random
dot image including embedded pieces of one or more recog-
nizable images.

[0022] The user of the recipient computer 14 upon perceiv-
ing the challenge image 24 may perceive the recognizable
image 22 and then return a response including a description of
the image to obtain access to the computer resource 12. In
additional embodiments, the recipient may be requesting
access to different types of resources, such as tangible goods,
commodities, items, etc.

[0023] FIG. 4 illustrates an embodiment of operations per-
formed by the request server 10, or other program module, to
process a recipient (of the challenge image) response to the
challenge image 24. Upon receiving (at block 150) recipient
input from the recipient computer 14 associated with the
transmitted challenge image 24, such as a description of the
recognizable image 22 embedded in the challenge image 34,
the request server 10 determines (at block 152) whether the
received recipient input matches a descriptor associated with
the recognizable image 22 embedded in the transmitted chal-
lenge image 24. For instance, the recipient input response
may be transmitted with an identifier of the challenge image
24. In such case, the request server 10 may lookup the sent
image log entry 50 for which the recipient input description is
received to determine whether the recipient provided descrip-
tion matches a description maintained for the recognizable
image 54 identified in the sent image log entry 50.
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[0024] If (at block 152) the recipient input matches the
descriptor maintained for the transmitted recognizable image
22, then the request server 10 indicates (at block 154) that the
recipient correctly identified the recognizable image. The
request server 10 may further authorize the recipient com-
puter 14 to access a guarded resource 12. If (at block 152) the
user input of the description does not match a description
maintained for the recognizable image 22, then control pro-
ceeds to block 102-110 to invoke the challenge-response
generator 20 to select (at block 156) another recognizable
image, generate a new challenge image 24 including the
additional selected recognizable image 22 to send in a new
page 18 to the recipient computer to retry the challenge-
response. The server 2 may only regenerate the challenge
image 24 a limited number of times before denying access to
the recipient computer 14 for a timeout period or after further
verification.

[0025] FIG. 5 illustrates an embodiment of operations per-
formed by the challenge-response generator 20 to generate a
challenge image 24 comprising a pair of random stereogram
images, such that a recognizable image 22 embedded in one
or both of the random stereogram images can be detected by
human visual perception only when viewing the two stereo-
gram images together, either side-by-side or superimposed on
one another. In certain embodiments, each of the images
alone contain no information when viewed separately that
would allow the recipient to determine the recognizable
image that is discernible by human vision when viewed side-
by-side (as in the stereogram) or interleaved (as in a SIRDS
image) or integrated in any other such way that human vision
can concurrently inspect both images together so as to visu-
ally discover the shared image not contained in any of the
individual images. Upon initiating (at block 200) operations
to generate pair (or other number) of random stereogram
images, the challenge-response generator 20 generates (at
block 202) a first image comprising random elements, such as
a random dot image, and generates (at block 204) a second
image comprising a copy of the first image. The challenge-
response generator 20 generates (at block 206) correlated
changes in positions of elements, e.g., dots, in one or both of
the first and second random dot images corresponding to the
recognizable image to include. In one embodiment, the rec-
ognizable image 22 may only be incorporated into one of the
random dot images in a manner such that only when the first
and second random images are viewed side-by-side can
human visual perception discern the recognizable image.
Alternatively, recognizable image 22 may be included in both
of the random images in a manner such that only when the
first and second random images are superimposed over one
another can human visual perception discern the recognizable
image 22. The request server 10 may transmit the page 18
including the first and second images to the recipient com-
puter 14 to render in the browser 26 to enable the human user
of the recipient computer 14 to discern the recognizable
image and return a response of the image to the server 2 to
verify.

[0026] Inone embodiment, the first and second stereogram
images generated according to the operations of FIG. 5 may
be transmitted together to the browser 26 of the recipient
computer 14. In an alternative embodiment, the server 2 may
transmit the first image to the recipient computer 14 and only
transmit the second image after receiving a request from the
recipient computer after transmitting the first image. Trans-
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mitting the first and second images separately may improve
security by preventing both images from being intercepted in
the same transmission.

[0027] In one embodiment, the challenge image 24 com-
prises two random element (e.g., dot) stereograms ofidentical
size, each of which in certain embodiments consists of ran-
dom dots placed so the spatial distributions of the dots are
strictly random and can contain no information when the
images are separately viewed. In an alternative embodiment,
the challenge image 24 comprises a single image which con-
tains large amounts of information difficult for computers to
read.

[0028] When a pair of images are used for the challenge
image 24, no single image of an image group, whether in an
autostereogram, RDS, SIRDs, etc., contains any information
indicating the recognizable image in the absence of the other
image(s). All images are required to be viewed concurrently
to ascertain the recognizable image needed to pass the chal-
lenge response test. This facilitates security in embodiments
where the images may be transmitted separately in separate
transmissions. In a further embodiment, one image of a pair of
the challenge image may be unique and maintained within a
hardware device.

[0029] FIG. 6 illustrates an embodiment of operations
implemented in the request server 10 and challenge-response
generator 20 to generate a challenge image 24 based on a
random dot image received from the recipient computer 14
image generator 32. Upon receiving (at block 250) a request
for a computer resource 12 from the recipient computer 14,
such as a computer patch for a product, the request server 10
transmits (at block 252) arequest for a random element image
to the recipient computer 14. Upon receiving (at block 254) a
recipient image 34 from the recipient computer, generated by
the image generator 32 for the recipient computer 14, the
challenge-response generator 20 copies (at block 256) the
received recipient image 34 to a challenge image 24 and
incorporates the selected recognizable image 22 into the chal-
lenge image 24. In one embodiment, the recognizable image
22 is included in the challenge image 24 so that if the recipient
computer 14 browser 26 displays the recipient image 34 with
the challenge image 24, the recognizable image 22 in the
challenge image 24 may be visually perceived by a human
user of the computer 14. In one embodiment, the recognizable
image 22 may be perceived when displaying the challenge
image 24 and recipient image 34 next to each other and, in
another embodiment, when superimposing one the challenge
image 24 and recipient image 34 on one another. The chal-
lenge-response generator 20 transmits (at block 258) the chal-
lenge image 24 to the recipient computer 14, to display with
the recipient image 34 from the recipient computer 14
[0030] Described embodiments provide a challenge-re-
sponse utilizing a challenge image that includes a recogniz-
able image readily discernible by human visual perception,
but very difficult for a computer to discern. The challenge
image may include random elements such that the challenge
image as a whole is unique with respect to previously gener-
ated challenge images to test whether the recipient of the
challenge image test is a person or machine. This random
nature of the generated challenge image improves security
from automated processes attempting to overcome the chal-
lenge image.

Additional Embodiment Details

[0031] The described operations may be implemented as a
method, apparatus or article of manufacture using standard
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programming and/or engineering techniques to produce soft-
ware, firmware, hardware, or any combination thereof. The
described operations may be implemented as code main-
tained in a “computer readable storage medium”, where a
processor may read and execute the code from the computer
storage readable medium. A computer readable storage
medium may comprise storage media such as magnetic stor-
age medium (e.g., hard disk drives, floppy disks, tape, etc.),
optical storage (CD-ROMs, DVDs, optical disks, etc.), vola-
tile and non-volatile memory devices (e.g., EEPROMs,
ROMs, PROMs, RAMs, DRAMs, SRAMs, Flash Memory,
firmware, programmable logic, etc.), etc. The code imple-
menting the described operations may further be imple-
mented in hardware logic implemented in a hardware device
(e.g., an integrated circuit chip, Programmable Gate Array
(PGA), Application Specific Integrated Circuit (ASIC), etc.).
Still further, the code implementing the described operations
may be implemented in “transmission signals”, where trans-
mission signals may propagate through space or through a
transmission media, such as an optical fiber, copper wire, etc.
The transmission signals in which the code or logic is
encoded may further comprise a wireless signal, satellite
transmission, radio waves, infrared signals, Bluetooth, etc.
The “article of manufacture” may comprise a transmitting
station and/or a receiving station for transmitting and receiv-
ing transmission signals in which the code or logic is
encoded, where the code or logic encoded in the transmission
signal may be decoded and stored in hardware or a computer
readable storage medium at the receiving and transmitting
stations or devices. An “article of manufacture” comprises a
computer readable storage medium, hardware device, and/or
transmission transmitters or receivers in which code or logic
may be implemented. Those skilled in the art will recognize
that many modifications may be made to this configuration
without departing from the scope of the present invention, and
that the article of manufacture may comprise suitable infor-
mation bearing medium known in the art.

[0032] In an alternative embodiment, the recipient of the
challenge image may comprise a person that receives a print-
out of the challenge image, or pair of challenge images to be
viewed together, and may enter recipient input identifying the
challenge image to the server 2. In a further embodiment, the
operations described with respect to the challenge response
generator 20 for generating the challenge image 24 and que-
rying a recipient may be performed by a human operator who
prepares the challenge image 24 and reviews the recipient
response to determine if the recipient correctly identified the
recognizable image.

[0033] In described embodiments, the recognizable image
embedded in the challenge image was detected by human
visual perception. In an alternative embodiment, the chal-
lenge image may comprise an audio file that is detected by
human audio perception and difficult for a computer auto-
mated process to detect. In this way, the described challenge
embodiments may be extended to additional senses, such as
auditory.

[0034] The terms “including”, “comprising”, “having” and
variations thereof mean “including but not limited to”, unless
expressly specified otherwise.

[0035] The enumerated listing of items does not imply that
any or all of the items are mutually exclusive, unless expressly
specified otherwise.

[0036] The terms “a”, “an” and “the” mean “one or more”,
unless expressly specified otherwise.
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[0037] Devices that are in communication with each other
need not be in continuous communication with each other,
unless expressly specified otherwise. In addition, devices that
are in communication with each other may communicate
directly or indirectly through one or more intermediaries.
[0038] A description of an embodiment with several com-
ponents in communication with each other does not imply
that all such components are required. On the contrary a
variety of optional components are described to illustrate the
wide variety of possible embodiments of the present inven-
tion.

[0039] Further, although process steps, method steps, algo-
rithms or the like may be described in a sequential order, such
processes, methods and algorithms may be configured to
work in alternate orders. In other words, any sequence or
order of steps that may be described does not necessarily
indicate a requirement that the steps be performed in that
order. The steps of processes described herein may be per-
formed in any order practical. Further, some steps may be
performed simultaneously.

[0040] When a single device or article is described herein,
it will be readily apparent that more than one device/article
(whether or not they cooperate) may be used in place of a
single device/article. Similarly, where more than one device
or article is described herein (whether or not they cooperate),
it will be readily apparent that a single device/article may be
used in place of the more than one device or article or a
different number of devices/articles may be used instead of
the shown number of devices or programs. The functionality
and/or the features of a device may be alternatively embodied
by one or more other devices which are not explicitly
described as having such functionality/features. Thus, other
embodiments of the present invention need not include the
device itself.

[0041] The illustrated operations of FIGS. 3, 4, 5, and 6
show certain events occurring in a certain order. In alternative
embodiments, certain operations may be performed in a dif-
ferent order, modified or removed. Moreover, steps may be
added to the above described logic and still conform to the
described embodiments. Further, operations described herein
may occur sequentially or certain operations may be pro-
cessed in parallel. Yet further, operations may be performed
by a single processing unit or by distributed processing units.
[0042] The foregoing description of various embodiments
of the invention has been presented for the purposes of illus-
tration and description. It is not intended to be exhaustive or
to limit the invention to the precise form disclosed. Many
modifications and variations are possible in light of the above
teaching. It is intended that the scope of the invention be
limited not by this detailed description, but rather by the
claims appended hereto. The above specification, examples
and data provide a complete description of the manufacture
and use of the composition of the invention. Since many
embodiments of the invention can be made without departing
from the spirit and scope of the invention, the invention
resides in the claims hereinafter appended.

What is claimed is:

1. A method, comprising:

generating a challenge image including random elements
and a recognizable image;

transmitting the challenge image to a recipient;

receiving recipient input associated with the transmitted
challenge image;
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determining whether the received recipient input matches a
descriptor associated with the recognizable image in the
challenge image; and

indicating that the recipient correctly identified the recog-
nizable image.

2. The method of claim 1, further comprising:

permitting the recipient access to a computer resource in
response to indicating that the recipient correctly iden-
tified the recognizable image.

3. The method of claim 1, wherein generating the image

comprise:

selecting one of a plurality of stored recognizable images;
and

incorporating the selected recognizable image in the chal-
lenge image.

4. The method of claim 1, further comprising:

receiving a request for a page from the recipient computer,
wherein the requested page includes an access mecha-
nism for the computer resource;

including the challenge image into the requested page,
wherein transmitting the image comprises transmitting
the requested page including the challenge image.

5. The method of claim 1, further comprising:

receiving a request from a recipient, wherein the challenge
image is generated in response to the recipient request,
and wherein a new challenge image is generated includ-
ing random elements and at least one recognizable
image for each of a plurality of recipient requests.

6. The method of claim 1, wherein the challenge image
comprises a three dimensional image with the recognizable
image appearing three dimensional to human visual percep-
tion when displayed at the recipient computer.

7. The method of claim 1, wherein the challenge image
includes randomly distributed pieces of recognizable images.

8. The method of claim 1, wherein generating the challenge
image comprises generating a stereogram including random
elements and the recognizable image, wherein the recogniz-
able image is included such that the recognizable image is
perceived by human visual perception as a result of stereop-
sis.

9. The method of claim 8, wherein the challenge image
comprises a random dot autostereogram.

10. The method of claim 8, wherein generating the stereo-
gram comprises generating a pair of first and second images
including random elements, wherein the recognizable image
is only recognized by human visual perception when the first
and second images are observed together, and wherein trans-
mitting the challenge image comprises transmitting the first
and second images to the recipient computer.

11. The method of claim 10, wherein the recipient com-
puter fuses the first and second images together, wherein the
recognizable image is only recognized by human visual per-
ception when the first and second images are superimposed.

12. The method of claim 10, wherein the recipient com-
puter displays the first and second images next to each other,
wherein the recognizable image is only recognized by human
visual perception when the first and second images are dis-
played next to each other.

13. The method of claim 10, wherein generating the pair of
first and second images comprises:

generating the first image comprising a random element
image;

generating the second image comprising a copy of the first
image;
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generating correlated changes in positions of the elements
in at least one of the first and second images correspond-
ing to the recognizable image such that the recognizable
image is recognized by human visual perception when
the first and second images are observed together.

14. The method of claim 10, wherein transmitting the first
and second images comprises:

transmitting the first image to the recipient computer;

receiving a request from the user after transmitting the first

image;

transmitting the second image to the recipient computer in

response to the request from the user.

15. The method of claim 1, further comprising:

receiving a recipient image from the recipient computer,

wherein generating the challenge image comprises
copying the recipient image to the challenge image and
including the recognizable image in the challenge
image, wherein the challenge image is transmitted to the
recipient computer to display next to the recipient
image, wherein the recognizable image is only detect-
able in response to the recipient computer concurrently
displaying the transmitted challenge image and the
recipient image next to each other.

16. The method of claim 15, further comprising:

receiving a request for a product patch from the recipient

computer; and

transmitting a request for the recipient image to the recipi-

ent computer in response to the request for the product
patch, wherein the recipient image is received in
response to the request, wherein the generated challenge
image is transmitted to the recipient computer, and
wherein the recipient input with the descriptor is
received after transmitting the challenge image.

17. The method of claim 15, wherein the generated chal-
lenge image comprises a first challenge image and the recog-
nizable image comprises a first recognizable image, further
comprising:

determining a second recognizable image in response to

determining that the received recipient input does not
match the descriptor;

generating a second challenge image comprising a copy of

the recipient image including the second recognizable
image; and

transmitting the second challenge image to the recipient

computer to display next to the recipient image, wherein
the second recognizable image is only detectable in
response to the recipient computer concurrently display-
ing the transmitted generated image and the received
random dot image next to each other.

18. A system in communication with a recipient, compris-
ing:

a processor: and

a computer readable medium including code executed by

the processor to perform operations, the operations com-

prising:

generating a challenge image including random ele-
ments and a recognizable image;

transmitting the challenge image to the recipient;

receiving recipient input associated with the transmitted
challenge image;

determining whether the received recipient input
matches a descriptor associated with the recognizable
image in the challenge image; and
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indicating that the recipient correctly identified the recog-

nizable image.

19. The system of claim 18, wherein the operations further
comprise:

permitting the recipient access to a computer resource in

response to indicating that the recipient correctly iden-
tified the recognizable image.

20. The system of claim 18, further comprising:

receiving a request from a recipient, wherein the challenge

image is generated in response to the recipient request,
and wherein a new challenge image is generated includ-
ing random elements and at least one recognizable
image for each of a plurality of recipient requests.

21. The system of claim 18, wherein generating the chal-
lenge image comprises generating a stereogram including
random elements and the recognizable image, wherein the
recognizable image is included such that the recognizable
image is perceived by human visual perception as a result of
stereopsis.

22. The system of claim 21, wherein generating the stereo-
gram comprises generating a pair of first and second images
including random elements, wherein the recognizable image
is only recognized by human visual perception when the first
and second images are observed together, and wherein trans-
mitting the challenge image comprises transmitting the first
and second images to the recipient computer.

23. The system of claim 18, wherein the operations further
comprise:

receiving a recipient image from the recipient computer,

wherein generating the challenge image comprises
copying the recipient image to the challenge image and
including the recognizable image in the challenge
image, wherein the challenge image is transmitted to the
recipient computer to display next to the recipient
image, wherein the recognizable image is only detect-
able in response to the recipient computer concurrently
displaying the transmitted challenge image and the
recipient image next to each other.

24. An article of manufacture including code executed to
perform operations and communicate with a recipient,
wherein the operations comprise:

generating a challenge image including random elements

and a recognizable image;

transmitting the challenge image to the recipient;

receiving recipient input associated with the transmitted

challenge image;

determining whether the received recipient input matches a

descriptor associated with the recognizable image in the
challenge image; and

indicating that the recipient correctly identified the recog-

nizable image.
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25. The article of manufacture of claim 24, wherein the
operations further comprise:

permitting the recipient access to a computer resource in
response to indicating that the recipient correctly iden-
tified the recognizable image.

26. The article of manufacture of claim 24, wherein the
operations further comprise:

receiving a request from a recipient, wherein the challenge
image is generated in response to the recipient request,
and wherein a new challenge image is generated includ-
ing random elements and at least one recognizable
image for each of a plurality of recipient requests.

27. The article of manufacture of claim 24, wherein gen-
erating the challenge image comprises generating a stereo-
gram including random elements and the recognizable image,
wherein the recognizable image is included such that the
recognizable image is perceived by human visual perception
as a result of stereopsis.

28. The article of manufacture of claim 27, wherein gen-
erating the stereogram comprises generating a pair of firstand
second images including random elements, wherein the rec-
ognizable image is only recognized by human visual percep-
tion when the first and second images are observed together,
and wherein transmitting the challenge image comprises
transmitting the first and second images to the recipient com-
puter.

29. The article of manufacture of claim 28, wherein trans-
mitting the first and second images comprises:

transmitting the first image to the recipient computer;

receiving a request from the user after transmitting the first
image;

transmitting the second image to the recipient computer in
response to the request from the user.

30. The article of manufacture of claim 24, wherein the
operations further comprise:

receiving a recipient image from the recipient computer,
wherein generating the challenge image comprises
copying the recipient image to the challenge image and
including the recognizable image in the challenge
image, wherein the challenge image is transmitted to the
recipient computer to display next to the recipient
image, wherein the recognizable image is only detect-
able in response to the recipient computer concurrently
displaying the transmitted challenge image and the
recipient image next to each other.
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