US 20090249477A1

a9 United States

12y Patent Application Publication (o) Pub. No.: US 2009/0249477 A1

Punera 43) Pub. Date: Oct. 1, 2009
(54) METHOD AND SYSTEM FOR DETERMINING Publication Classification
WHETHER A COMPUTER USER IS HUMAN
(51) Imt.CL
o HO4L 9/32 (2006.01)
(75)  Inventor: g}‘slgal Punera, Mountain View, CA 55y (1§ CL oo 726/18
) ABSTRACT
Correspondence Address: A method and system for determining whether an online
BRINKS HOFER GILSON & LIONE / YAHOO! service user is human is provided. In one implementation, the
OVERTURE method may include collecting personal information about
P.O. BOX 10395 the online service user, generating a question based on the
CHICAGO, IL 60610 (US) personal information, communicating the question to the
online service user in the form of a CAPTCHA, and receiving
(73) Assignee: Yahoo! Inc., Sunnyvale, CA (US) a response to the question presented in the CAPTCHA,
wherein a correct response is interpreted to mean that the
(21) Appl. No.: 12/058,420 online service user is human. The method and system may
also include measuring the response time in answering the
(22) Filed: Mar. 28, 2008 question.

{ Begin A

\_ Authentication /
400
L Enter logon

information

\

405
1 Search registration |
-

database

410 L
Generate question

415 ‘

Generate Image

-

Communicate
Image to User

Y

Receive response
from user

R

Compare
response to
answer

435

Correct
response?

440

Elapsed Time<T

450

Authentication
success

445 Yes

Num attempts
< No

Intuition Machines Exhibit 1016, Page 1 of 13



Patent Application Publication

150

Oct. 1,2009 Sheet1of6

US 2009/0249477 A1

115
105 - 5« 110 -7 Username johndoe@yahoo.com
-~
-7 P Password ABC123
— -~
' -7 — Full Name John Doe
ST e Address 555 Main St.
AN
o\ Registration *{ City, State Chicago, IL 60035
NG - Database \
NS ~— AN City where born Skokie
= \
Email server \\ Favorite color Red
N Favorite animal Parrot
\
\ | 1
\ ! t
\ I !
\ . .
Internet
100
120 $ ‘\\l
5
S
Fig. 1

Intuition Machines Exhibit 1016, Page 2 of 13



Patent Application Publication Oct. 1,2009 Sheet2 of 6 US 2009/0249477 A1

200 "L

I Forward I l Backward I l Home I IURL: hitp:/fyahoo.mail ] [ Go

In order to use this service you must
first register the information below

" Name

|
: Address
I

205 N , City, State

i
\ Password

210
—\ , Favorite Color

\ Favorite Pet

| |
| |
| |
\-{" Username | |
l |
| |
I |

Fig. 2a
215
Forward I 1 Backward ! ’ Home l ’URL: http:/lyahoo.mail l l Go
Please enter the information below
to logon to the system
220
;Username l ]
\Password { l Next
226 Fig. 2b
l Forward I l Backward l L Home ] [URL: http:/lyahoo.mail l l Go ‘

Please answer the question below to

0 continue logging to the system
] | |

Fig. 2¢

Intuition Machines Exhibit 1016, Page 3 of 13



Patent Application Publication Oct. 1,2009 Sheet3 of 6 US 2009/0249477 A1

300

Forward I I Backward I I Home l [URL: http:/lyahoo.mail ] l Go

3051 ,/ Username
¢

310
"

Please enter the information below
to logon to the system

> Password

,/ Favorite Color

\ Favorite Pet

315‘\'

L Forward I l Backward I I Home I [URL: http://yahoo.mail ] l Go

320
\ﬁ*“""’"mm..wl |

Please answer the question below to
continue logging to the system

Fig. 3b

Intuition Machines Exhibit 1016, Page 4 of 13



Patent Application Publication Oct. 1,2009 Sheet4 of 6 US 2009/0249477 A1

Begin
Authentication

Enter logon
information

v

Search registration <
database

v

Generate question

v
v
v
v
v
v

v

Communicate
Image to User

'

Receive response
from user

Y

Compare
response to
answer

435

445 Yes
A %attempts

No <N No

Correct
response?

440

Elapsed Time<T

Authentication
success

Fig. 4

450

Intuition Machines Exhibit 1016, Page 5 of 13



Patent Application Publication Oct. 1,2009 Sheet5of 6 US 2009/0249477 A1

500

l
$‘\at is Y OQ\

g"Orite a“\ﬁ‘;

Fig. 5a

505

Fig. 5b

510

Intuition Machines Exhibit 1016, Page 6 of 13



Oct. 1,2009 Sheet 6 of 6 US 2009/0249477 A1

Patent Application Publication

AYOMULIN

0s9

9 'bi4

Ge9

G29

0ce

aoeuaU|
UolJEDIUNWILIOY

suodNNsu}

wnipsiy
s|qepeay
Jandwon

U

nn aAuQ

90IA3(] Induy

Reydsiq

h 4

§v9

suolnonsuy

Aowapy

)

029

suononisuy|

108820014

=

ov9

Sl9

S09

009

Intuition Machines Exhibit 1016, Page 7 of 13



US 2009/0249477 Al

METHOD AND SYSTEM FOR DETERMINING
WHETHER A COMPUTER USER IS HUMAN

BACKGROUND
[0001] 1. Field of Invention
[0002] The present invention relates to computer systems

that allow users to create accounts. Specifically, the present
invention relates to a method and system for determining
whether a user setting up an account is a computer or human.
[0003] 2. Background Information

[0004] The growth of the internet has fueled a boom in web
based applications. For example, commonly available appli-
cations include search engines, mapping tools, email web-
sites, and message boards. Email websites and message
boards offer an easy and cost effective way for individuals to
communicate with one another. In many cases, these services
are provided at no cost to the user. The user merely has to
generate an account by providing information, such as a user-
name, password and perhaps some personal information.
[0005] Butalong with the benefits of the enhanced commu-
nication has come the aggravation of junk mail or spam mes-
sages. A spam message typically includes unsolicited offers
to sell some product or service. These messages can tend to
clutter the inbox of an email account and lead to aggravation
on the part of the owner of the email account. One way to
minimize the aggravation caused by these messages may be
to identify the spammer that sends a spam message and block
any new spam messages from the spammer via a junk mail
filter. However, many spammers have taken advantage of the
easy account generation described above and developed auto-
mated systems for generating numerous email addresses. In
many instances, simply changing the email address by one
character may be sufficient to circumvent the junk mail filters
described above.

[0006] One method utilized to prevent the abuse described
above is to present a CAPTCHA (“Completely Automated
Public Turing test to tell Computers and Humans Apart™) to
the user attempting to create an account. The CAPTCHA may
consist of a user challenge or image of several characters
presented in a distorted fashion. The user may then be asked
to solve the challenge or transcribe the text in the image. The
CAPTCHA may be easily readable by a human, but not by a
computer. CAPTCHA is a trademark of Carnegie Mellon
University.

[0007] However, CAPTCHAs may be vulnerable to relay
attacks that use humans to solve the user challenge presented
in the CAPTCHA. In some cases, the CAPTCHA may be
forwarded to a sweatshop of human operators who may be
capable of solving the CAPTCHA. In other instances, the
CAPTCHA may be solved by posting the CAPTCHA on a
website offering free services and asking users to solve the
user challenge presented. For example, the CAPTCHA may
be utilized on a website offering pornography. Human users
attempting to gain access to the website may be asked to solve
the user challenge. Once solved, the answer may be utilized
by an automated system attempting to generate, for example,
an email account on an email server.

[0008] In an effort to limit the amount of spam an auto-
mated system may generate, some email systems may restrain
the number of mail messages that can be sent by a user until
the user becomes trusted. Once trusted, however, the
restraints may be removed. To overcome these safeguards,
some automated systems may behave as a normal user. For
example, the automated system may only send a small num-
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ber of emails to a limited number of email addresses at any
given time. However, once the automated system becomes
trusted and the restraints have been removed, these automated
systems may attempt to send millions of spam messages.

BRIEF SUMMARY

[0009] To address the problems outlined above, a method
and system for determining whether an online service user is
human is provided. In one implementation, the method may
include collecting information about the online service user,
generating a question based on the personal information,
communicating the question to the online service user in the
form of a CAPTCHA, and receiving a response to the ques-
tion presented in the CAPTCHA, wherein a correct response
is interpreted to mean that the online service user is human.
The CAPTCHA may present the question in a distorted fash-
ion so as to make it difficult for automated systems to read the
question presented. The question may be based on personal
information received during a registration process so as to
make it impossible for another human unrelated to the online
service user to know the correct answer. The method and
system may also include measuring the response time in
answering the question.

BRIEF DESCRIPTION OF THE DRAWINGS

[0010] FIG.1isa diagram depicting a computer user com-
municating with aweb server via an internet connection in the
present invention;

[0011] FIG.2ais a web page for entering registration infor-
mation in connection with a first embodiment of the inven-
tion;

[0012] FIG. 25 is a first web page for logging into a user
account in connection with the first embodiment of the inven-
tion;

[0013] FIG. 2¢is a second web page for logging into a user
account in connection with the first embodiment of the inven-
tion;

[0014] FIG. 3a is a first web page for logging into a user
account in connection with a second embodiment of the
invention;

[0015] FIG. 3b1is a second web page for logging into a user
account in connection with the second embodiment of the
invention;

[0016] FIG. 4 is a flow diagram for verifying that a user is
human in a first embodiment of the invention;

[0017] FIG. Sa is an exemplary text question distorted uti-
lizing a first distortion method that may be utilized in con-
nection with the present invention;

[0018] FIG. 54 is an exemplary text distorted utilizing a
second distortion method that may be utilized in connection
with the present invention;

[0019] FIG. 5¢ is an exemplary text distorted utilizing a
third distortion method that may be utilized in connection
with the present invention; and

[0020] FIG. 6 illustrates a general computer system, which
may represent any of the computing devices referenced
herein.

DETAILED DESCRIPTION OF THE DRAWINGS
AND THE PRESENTLY PREFERRED
EMBODIMENTS

[0021] FIG. 1 shows a data communication system 150. In
the data communication system 150, a computer user com-
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municates with an email server via the internet connection.
Referring to FIG. 1, the system 150 includes a user 120, a user
terminal 100, an email server 105, a registration database 110,
and registration data 115.

[0022] The email server 105 may be utilized to communi-
cate web pages to the computer user 120 via the user terminal
100 that may enable generating a user account for the user 120
on the email server 105, logging into the email server, and
creating and reading email messages. The email server 105
may be implemented using any conventional computer or
other data processing device. The email server 105 may fur-
ther be implemented using a specialized data processing
device which has been particularly adapted to performing the
functions of an email server. These functions include com-
municating with users operating user terminals such as the
user terminal 100, communicating with other networked
equipment to transmit and receive email information includ-
ing email messages and control information, storing and
retrieving email messages. Such messages, and such email
information may include data defining text, images, video,
audio or other information. The email server 105 may include
a hardware device, a software application or combinations of
the two. The email server 105 may also include timer software
and circuitry that may enable determining response times of
users.

[0023] The registration database 110 may be utilized to
store registration data 115 provided by the user 120. The
registration data 115 may include information, such as the
user’s 120 username, password, and address. The registration
data 115 may also include personal information about the
user 120, such as a favorite color or favorite pet. The regis-
tration database 110 may store information about a plurality
of registered users. For example, usernames and passwords
for a plurality of users may be stored in the registration
database 110. In addition, personal information about the
users may be stored in the registration database 110. The
personal information may include information such as a
favorite color or favorite animal. The registration database
110 may reside in any type of memory. For example, the
memory may be a solid state memory or a magnetically based
memory such as a hard drive.

[0024] The user terminal 100 may be implemented using
any conventional computer or other data processing device.
The user terminal 100 may further be implemented using a
specialized data processing device which has been particu-
larly adapted to performing the functions of a user terminal.
These functions include communicating with servers, such as
the email server 105 or web servers, communicating with
other networked equipment to transmit and receive email
information including email messages and control informa-
tion, and storing and retrieving email messages. Such mes-
sages, and such email information may include data defining
text, images, video, audio or other information. The user
terminal 100 may include a hardware device, a software
application or combinations of the two.

[0025] Inoperation, before being allowed to read and write
email messages, the user 120 may be required to generate a
user account on the email server 105. For example, the user
120 may navigate to a website operating on an email server
105 offering free email services. The website may have a
widget for generating new user accounts. Clicking the widget
may cause the email server 105 to communicate to the user
120 a registration web page, such as the registration web page
200 shown in FIG. 2a. This web page may enable the user 120
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to specify, for example, basic information 205, such as a
name, address, city and state, username, password, and per-
sonal information 210, such as a favorite color or favorite pet
to be associated with the user account. This information may
then be stored in the registration database 110. After register-
ing, the user 120 may then navigate to a first logon screen 215
as shown in FIG. 25, where the user 120 may be prompted to
enter a username and password 220.

[0026] After this, the user 120 may then be presented with
a second logon screen 225, as shown in FIG. 2¢. The second
logon screen 225 may include a user challenge, such as a
question to be solved. The question may ask the user 120 a
question that only the user 120 would know. In this regard, the
question may be based on the personal information 210 pro-
vided by the user 120 via the registration web page 200. The
question may be presented in the form of a CAPTCHA 225.
The question presented in the CAPTCHA may be visually
distorted in such a way as to make it difficult or even impos-
sible for an automated system to interpret. The user 120 may
then be asked to solve the user challenge. Upon providing the
correct solution to the question, the user 120 may then be
allowed to access other web sites provided on the email server
105, such as those associated with reading and writing email
messages. In addition, the user 120 may have to provide the
answer within a predetermined time. This may further help
determine whether the user 120 is human because a human
may be able to answer a question posed more quickly than a
computer.

[0027] Prompting the user 120 to solve the question and
distorting the question may enable determining whether the
user 120 is human rather than an automated system. In addi-
tion, as the question is based on personal information, the
CAPTCHA may not be vulnerable to the relay attacks
described above because other humans may not know the
answers to the questions presented in the CAPTCHA, the
reason for this being that the humans attempting to solve the
CAPTCHA will likely not know what personal information
utilized to generate the CAPTCHA. For example, although a
human at a relay site might be able to read a question, such as
“what is your favorite color?”, the same human likely would
not know what color was specified as the answer to this
question and thus would probably provide an incorrect
answer to the question posed in the CAPTCHA. This combi-
nation may prevent automated systems and automated sys-
tems in combination with human help from generating the
email addresses necessary for proliferating spam and other
junk mail.

[0028] Inan alternative embodiment, the user 120 may not
be required to register before using the system. In this case,
the user 120 may be presented with a first logon screen 300, as
shown in FIG. 3a. The first logon screen 300 may prompt the
user 120 to enter basic information 305, such as a username
and password, and also personal information 310, such as a
favorite color or favorite pet. After specifying this informa-
tion, the user 120 may then be presented with a second logon
screen 315, as shown in FIG. 35. The second logon screen 315
may prompt the user 120 to answer a question presented in a
CAPTCHA 320. The question posed in the CAPTCHA 320
may be based on the personal information specified during in
the first logon screen 300.

[0029] Other embodiments are contemplated as well. For
example, protection against automated systems may be
enhanced by asking several questions related to several pieces
of personal information that may have been provided by the
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user 120. In addition, personal information may be specified
via drop down lists. For example, a drop down list may be
utilized to specify a favorite color and limit the number of
responses. Images may be utilized as well. For example,
images of various animals may be presented to the user 120 to
enable the user 120 to specify a favorite animal.

[0030] In yet other embodiments, the challenge presented
to the user 120 may be based on information collected about
the activities of the user 120. For example, the user challenge
may be a question, such as “which of the following user ids
have you sent/received an email to/from in the last five days?”
Then a list of user id choices may be presented to the user 120
where one of the user ids corresponds to a recipient/sender of
an email that the user 120 recently sent/received. Another
example may be a question that asks the user 120 about recent
web pages the user 120 may have visited. For example, the
user 120 may be asked a question about an article that may
have been on one of the web pages viewed.

[0031] In an effort to improve user experience, these sorts
of questions may be presented to the user 120 when the email
server 105 suspects the user 120 of being an automated sys-
tem, such as when the user 120 takes too long to answer a
CAPTCHA question about personal information or when the
user 120 answers too many CAPTCHA questions incorrectly.
This may be done so as to not bother an ordinary user who is
not suspected of taking part in a spamming operation. These
and other methods may further protect against automated
systems.

[0032] Itis to be understood that the advantages described
above are not limited to email systems. For example, the
system may be adapted to operate with other systems in which
a secure communication channel is desired. For example,
servers utilized for online banking may generate a
CAPTCHA as described above and may communicate the
CAPTCHA to a web browser operating on a personal com-
puter. This may enable the banking server to verify the iden-
tity of the user of the web browser and may also enable
verifying that a human is operating the web browser.

[0033] FIG. 4is aflow diagram for providing a logon screen
for verifying that a user is a human in a first embodiment of
the invention. At block 400, logon information may be
received. For example, the user 120 may provide a username
and password via a webpage such as the logon webpage 215
shown in FIG. 2b. At block 405, personal information stored
in a database may be selected so as to create a user challenge
based on the information. For example, the email server 105
may, for example, randomly select personal information
related to the user 120 from the registration database 110
described above. At block 410, a text formatted question
based on randomly selected personal information stored in
the database may be created. An example of such a text
question may be “what is your favorite color?”” or “what is
your favorite animal?”

[0034] At block 415, the text formatted question may be
converted into an image, such as the text image 500 shown in
FIG. 5a. As shown FIG. 5a, the text image 500 may be
distorted to make it difficult or impossible for an automated
system to convert the text image 500 back into a text format.
For example, the text image 500 may be warped so as to
prevent optical character recognition (OCR) software pro-
grams from deciphering the text. There may be numerous
other methods to distort the text as well. For example, the text
may be distorted as shown in the images 505 and 510 in FIG.
5b and FIG. 5¢. In these images 505 and 510, the characters in
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the text message contact one another. That is, there is no space
between them. This may make it difficult to distinguish the
individual characters, which may be one the steps required by
many OCR programs.

[0035] Referring back to FIG. 4, at block 420, the image
may be communicated to a user. For example, the image may
be presented to the user 120 via the user terminal 100 during
the logon process. A timer may be started as well. The timer
may be utilized to measure elapsed time between communi-
cating the image to the user and receiving a response. At block
425, aresponse to the question presented in the image may be
provided by the user. For example, in response to the question
“what is your favorite animal?” the user 120 may specify
“Parrot.” At block 430, the response to the data associated
with the text question may be compared to the previously
generated question. For example, the mail server 105
described above may verify that the response to the question
presented corresponds to the registration data 115 stored in
the registration database 110. The timer started above may be
stopped so as to measure the elapsed time between commu-
nicating the message at block 420 and receiving the response
at block 425.

[0036] At block 435, if the response matches the registra-
tion data then at block 440 then, a computer, such as the email
server 105 may determine whether the amount of time that
may have elapsed between communicating the image to the
user at block 420 and receiving the correct response from the
user at block 425 is less than a threshold amount of time. For
example, in the present embodiment, the email server 105
may allow for a turn around time of 30 seconds. If the elapsed
time is less than the threshold then at block 450 the user may
be successfully logged into the system. If the elapsed time is
greater that the threshold then the user may be required to
re-enter the logon information at block 400. Alternatively, the
user may be barred from logging back for a pre-determined
amount of time, such as 1 hour. Yet another alternative may be
to lock the user out indefinitely until the user contacts service
personal associated with the web services he may be trying to
gain access to.

[0037] Referring back to block 435, ifthe response is incor-
rect, then at block 445 the computer may check the number of
failed attempts at answering the user challenge. If the number
ofattempts is below a threshold, then the process may go back
to block 405 where a different text formatted question may be
generated. If the number of failed attempts exceeds the
threshold, then the user may be required to re-enter the logon
information at block 400. Alternatively, the user may be
barred from logging back for a pre-determined amount of
time, such as 1 hour. Yet another alternative may be to lock the
user out indefinitely until the user contacts service personal
associated with the web services he may be trying to gain
access to.

[0038] FIG. 6 illustrates a general computer system, which
may represent an email server 105, user terminal 100, or any
of the other computing devices referenced herein. The com-
puter system 600 may include a set of instructions 645 that
may be executed to cause the computer system 600 to perform
any one or more of the methods or computer based functions
disclosed herein. The computer system 600 may operate as a
standalone device or may be connected, e.g., using a network,
to other computer systems or peripheral devices.

[0039] In a networked deployment, the computer system
may operate in the capacity of a server or as a client user
computer in a server-client user network environment, or as a
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peer computer system in a peer-to-peer (or distributed) net-
work environment. The computer system 600 may also be
implemented as or incorporated into various devices, such as
a personal computer (PC), a tablet PC, a set-top box (STB), a
personal digital assistant (PDA), a mobile device, a palmtop
computer, a laptop computer, a desktop computer, a commu-
nications device, a wireless telephone, a land-line telephone,
a control system, a camera, a scanner, a facsimile machine, a
printer, a pager, a personal trusted device, a web appliance, a
network router, switch or bridge, or any other machine
capable of executing a set of instructions 645 (sequential or
otherwise) that specify actions to be taken by that machine. In
one embodiment, the computer system 600 may be imple-
mented using electronic devices that provide voice, video or
data communication. Further, while a single computer system
600 may be illustrated, the term “system” shall also be taken
to include any collection of systems or sub-systems that indi-
vidually or jointly execute a set, or multiple sets, of instruc-
tions to perform one or more computer functions.

[0040] As illustrated in FIG. 6, the computer system 600
may include a processor 605, such as, a central processing
unit (CPU), a graphics processing unit (GPU), or both. The
processor 605 may be a component in a variety of systems.
For example, the processor 605 may be part of a standard
personal computer or a workstation. The processor 605 may
be one or more general processors, digital signal processors,
application specific integrated circuits, field programmable
gate arrays, servers, networks, digital circuits, analog circuits,
combinations thereof, or other now known or later developed
devices for analyzing and processing data. The processor 605
may implement a software program, such as code generated
manually (i.e., programmed).

[0041] The computer system 600 may include a memory
610 that can communicate via a bus 620. For example, the
registration database 110 may be stored in the memory. The
memory 610 may be a main memory, a static memory, or a
dynamic memory. The memory 610 may include, but may not
be limited to computer readable storage media such as various
types of volatile and non-volatile storage media, including but
not limited to random access memory, read-only memory,
programmable read-only memory, electrically program-
mable read-only memory, electrically erasable read-only
memory, flash memory, magnetic tape or disk, optical media
and the like. In one case, the memory 610 may include a cache
or random access memory for the processor 605. Alterna-
tively or in addition, the memory 610 may be separate from
the processor 605, such as a cache memory of a processor, the
system memory, or other memory. The memory 610 may be
an external storage device or database for storing data.
Examples may include a hard drive, compact disc (“CD”),
digital video disc (“DVD”), memory card, memory stick,
floppy disc, universal serial bus (“USB”’) memory device, or
any other device operative to store data. The memory 610 may
be operable to store instructions 645 executable by the pro-
cessor 605. The functions, acts or tasks illustrated in the
figures or described herein may be performed by the pro-
grammed processor 605 executing the instructions 645 stored
in the memory 610. The functions, acts or tasks may be
independent of the particular type of instructions set, storage
media, processor or processing strategy and may be per-
formed by software, hardware, integrated circuits, firm-ware,
micro-code and the like, operating alone or in combination.
Likewise, processing strategies may include multiprocessing,
multitasking, parallel processing and the like.
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[0042] The computer system 600 may further include a
display 630, such as a liquid crystal display (LCD), an organic
light emitting diode (OLED), a flat panel display, a solid state
display, a cathode ray tube (CRT), a projector, a printer or
other now known or later developed display device for out-
putting determined information. The display 630 may act as
aninterface for the user to see the functioning of the processor
605, or specifically as an interface with the software stored in
the memory 610 or in the drive unit 615. In this regard, the
display 630 may be utilized to display, for example, whether
abusiness organization is a candidate for transformation. The
display 630 may also be utilized to display a transformation
plan. In addition, the various reports and surveys described
above may be presented on the display 630.

[0043] Additionally, the computer system 600 may include
an input device 630 configured to allow a user to interact with
any of the components of system 600. The input device 625
may be a number pad, a keyboard, or a cursor control device,
such as a mouse, or a joystick, touch screen display, remote
control or any other device operative to interact with the
system 600.

[0044] The computer system 600 may also includea disk or
optical drive unit 615. The disk drive unit 615 may include a
computer-readable medium 640 in which one or more sets of
instructions 645, e.g. software, can be embedded. Further, the
instructions 645 may perform one or more of the methods or
logic as described herein. The instructions 645 may reside
completely, or at least partially, within the memory 610 and/
or within the processor 605 during execution by the computer
system 600. The memory 610 and the processor 605 also may
include computer-readable media as discussed above.
[0045] The present disclosure contemplates a computer-
readable medium 640 that includes instructions 645 or
receives and executes instructions 645 responsive to a propa-
gated signal; so that a device connected to a network 650 may
communicate voice, video, audio, images or any other data
over the network 650. The instructions 645 may be imple-
mented with hardware, software and/or firmware, or any
combination thereof. Further, the instructions 645 may be
transmitted or received over the network 650 via a commu-
nication interface 635. The communication interface 635 may
be a part of the processor 605 or may be a separate compo-
nent. The communication interface 635 may be created in
software or may be a physical connection in hardware. The
communication interface 635 may be configured to connect
with a network 650, external media, the display 630, or any
other components in system 600, or combinations thereof.
The connection with the network 650 may be a physical
connection, such as a wired Ethernet connection or may be
established wirelessly as discussed below. Likewise, the addi-
tional connections with other components of the system 600
may be physical connections or may be established wire-
lessly.

[0046] The network 650 may include wired networks, wire-
less networks, or combinations thereof. Information related
to business organizations may be provided via the network
650. The wireless network may be a cellular telephone net-
work, an 802.11, 802.16, 802.20, or WiMax network. Further,
the network 650 may be a public network, such as the Inter-
net, a private network, such as an intranet, or combinations
thereof, and may utilize a variety of networking protocols
now available or later developed including, but not limited to
TCP/IP based networking protocols.
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[0047] The computer-readable medium 640 may be a
single medium, or the computer-readable medium 640 may
be a single medium or multiple media, such as a centralized or
distributed database, and/or associated caches and servers
that store one or more sets of instructions. The term “com-
puter-readable medium” may also include any medium that
may be capable of storing, encoding or carrying a set of
instructions for execution by a processor or that may cause a
computer system to perform any one or more of the methods
or operations disclosed herein.

[0048] The computer-readable medium 640 may include a
solid-state memory such as a memory card or other package
that houses one or more non-volatile read-only memories.
The computer-readable medium 640 also may be a random
access memory or other volatile re-writable memory. Addi-
tionally, the computer-readable medium 640 may include a
magneto-optical or optical medium, such as a disk or tapes or
other storage device to capture carrier wave signals such as a
signal communicated over a transmission medium. A digital
file attachment to an e-mail or other self-contained informa-
tion archive or set of archives may be considered a distribu-
tion medium that may be a tangible storage medium. Accord-
ingly, the disclosure may be considered to include any one or
more of a computer-readable medium or a distribution
medium and other equivalents and successor media, in which
data or instructions may be stored.

[0049] Alternatively or in addition, dedicated hardware
implementations, such as application specific integrated cir-
cuits, programmable logic arrays and other hardware devices,
may be constructed to implement one or more of the methods
described herein. Applications that may include the apparatus
and systems of various embodiments may broadly include a
variety of electronic and computer systems. One or more
embodiments described herein may implement functions
using two or more specific interconnected hardware modules
or devices with related control and data signals that may be
communicated between and through the modules, or as por-
tions of an application-specific integrated circuit. Accord-
ingly, the present system may encompass software, firmware,
and hardware implementations.

[0050] Accordingly, the method and system may be real-
ized in hardware, software, or a combination of hardware and
software. The method and system may be realized in a cen-
tralized fashion in at least one computer system or in a dis-
tributed fashion where different elements are spread across
several interconnected computer systems. Any kind of com-
puter system or other apparatus adapted for carrying out the
methods described herein is suited. A typical combination of
hardware and software may be a general-purpose computer
system with a computer program that, when being loaded and
executed, controls the computer system such that it carries out
the methods described herein.

[0051] The method and system may also be embedded in a
computer program product, which included all the features
enabling the implementation of the methods described
herein, and which when loaded in a computer system is able
to carry out these methods. Computer program in the present
context means any expression, in any language, code or nota-
tion, of a set of instructions intended to cause a system having
an information processing capability to perform a particular
function either directly or after either or both of the following;:
a) conversion to another language, code or notation; b) repro-
duction in a different material form.
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[0052] While the method and system has been described
with reference to certain embodiments, it will be understood
by those skilled in the art that various changes may be made
and equivalents may be substituted without departing from
the scope. In addition, many modifications may be made to
adapt a particular situation or material to the teachings with-
out departing from its scope. Therefore, it is intended that the
present method and system not be limited to the particular
embodiment disclosed, but that the method and system
include all embodiments falling within the scope of the
appended claims.

[0053] From the foregoing, it may be seen that the embodi-
ments disclosed herein provide an improved approach for
verifying that a user is human rather than a computer. Rather
than simply relying on prior CAPTCHA methods, which may
be circumvented via relay attacks, this approach creates a
CAPTCHA question based on randomly selected personal
information only known to the user. The addition of personal
information to the CAPTCHA renders the CAPTCHA less
susceptible to circumvention because, while the humans that
take part in the relay attack may be able to read the question,
they may not know the answer.

1. A method for determining whether an online service user
is human, the method comprising:

collecting information about the online service user;

generating a user challenge based on the collected infor-

mation;

communicating the user challenge to the online service

user; and

receiving a response to the user challenge, wherein a cor-

rect response is interpreted to mean that the online ser-
vice user is human.

2. The method according to claim 1, wherein the user
challenge corresponds to a text based question related to the
collected information.

3. The method according to claim 2, further comprising
converting the text of the text based question into an image
and distorting the image so that the image is partially illeg-
ible.

4. The method according to claim 3, wherein the text in the
image is incapable of being interpreted by a computer.

5. The method according to claim 1, wherein the informa-
tion corresponds to at least one of: personal information, and
information related to an online activity of the online service
user.

6. The method according to claim 5, wherein the personal
information is stored in a database during a registration pro-
cess.

7. The method according to claim 1, further comprising
determining an amount of time elapsed between communi-
cating the user challenge and receiving the response to the
user challenge.

8. A machine-readable storage medium having stored
thereon, a computer program comprising at least one code
section for determining whether an online service user is
human, the at least one code section being executable by a
machine for causing the machine to perform acts of:

collecting information about the online service user;

generating a user challenge based on the collected infor-
mation;

communicating the user challenge to the online service

user; and
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receiving a response to the user challenge, wherein a cor-
rect response is interpreted to mean that the online ser-
vice user is human.

9. The machine-readable storage medium according to
claim 8, wherein the user challenge corresponds to a text
based question related to the collected information.

10. The machine-readable storage medium according to
claim 9, wherein the at least one code section comprises code
that enables converting the text of the text based question into
an image and distorting the image so that the image is par-
tially illegible.

11. The machine-readable storage medium according to
claim 10, wherein the text in the image is incapable of being
interpreted by a computer.

12. The machine-readable storage medium according to
claim 8, wherein the information corresponds to at least one
of: personal information, and information related to an online
activity of the online service user.

13. The machine-readable storage medium according to
claim 12, wherein the personal information is stored in a
database during a registration process.

14. The machine-readable storage medium according to
claim 8, wherein the at least one code section comprises code
that enables determining an amount of time elapsed between
communicating the user challenge and receiving the response
to the user challenge.

15. A system for determining whether an online service
user is human, the system comprising:

circuitry that enables collecting information about the

online service user;

the circuitry also enables generating a user challenge based

on the collected information;

communicating the user challenge to the online service

user; and

receiving a response to the user challenge, wherein a cor-

rect response is interpreted to mean that the online ser-
vice user is human.

16. The system according to claim 15, wherein the user
challenge corresponds to a text based question related to the
collected information.

17. The system according to claim 16, wherein the circuitry
enables converting the text of the text based question into an
image and distorting the image so that the image is partially
illegible.

18. The system according to claim 17, wherein the text in
the image is incapable of being interpreted by a computer.
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19. The system according to claim 15, wherein the infor-
mation corresponds to at least one of: personal information,
and information related to an online activity of the online
service user.

20. The system according to claim 19, wherein the personal
information is stored in a database during a registration pro-
cess.

21. The system according to claim 15, wherein the circuitry
enables determining an amount of time elapsed between com-
municating the user challenge and receiving the response to
the user challenge.

22. A method for authenticating a user in a networked
environment, the method comprising:

receiving at a first time from the user a username and at

least some personal information associated with the
user;

storing the username and the personal information in a

database;

receiving at a second time the username associated with the

user;

retrieving from the database personal information associ-

ated with the user;

generating a user challenge based on the retrieved personal

information;

communicating the user challenge to the user; and

receiving a response to the user challenge, wherein the user
is authenticated when a correct response to the user
challenge is received.

23. A method for authenticating a user in a networked

environment, the method comprising:

communicating a first logon screen to the user, wherein the
first logon screen comprises input fields for specifying a
username and personal information;

communicating a second logon screen to the user, wherein
the second logon screen comprises a user challenge and
an input field for specifying a response to the user chal-
lenge; and

receiving the response to the user challenge, wherein the
user is authenticated when a correct response to the user
challenge is specified.
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