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BIOMETRIC AUTHENTICATION SYSTEM

FIELD OF THE INVENTION

[0001] The present invention relates to biometric authen-
tication systems and in particular to biometric authentication
systems that are configured to dynamically update the
matching thresholds used during the authentication process
based on user activity within the system. The invention also
relates to biometric authentication systems which are con-
figured to dynamically apply different matching thresholds
depending on the circumstances of the authentication pro-
cess.

BACKGROUND

[0002] Systems for authenticating the identity of an indi-
vidual are now becoming widely deployed. Such systems
may be used for a plurality of different reasons for example
to enhance security at a border crossing, to identify indi-
viduals in a citizen ID scheme, to allow physical access to
a building, to provide logical access to networks and com-
puter applications, to prove identity during retail transac-
tions, amongst many other possible applications.

[0003] Known techniques used within such authentication
systems for validating the identity of an individual include
the use of passwords, tokens, biometrics, or any combina-
tion of these. Within a biometric-based system, biometric
samples are initially captured from an individual and
enrolled, or stored, within the system for use in later
authentications. Examples include fingerprint, iris, or face
images, or a recorded sample of a voice.

[0004] Features may be extracted from the image to gen-
erate biometric templates. These are usually a smaller com-
pact representation of the biometric features present in the
image. Typically, the templates are used in the day-to-day
operations of the system to authenticate individuals whereas
the original biometric data or image is stored or archived.

[0005] At a later date or time a user supplied biometric
sample is then tested against the stored template and if a
match, within a desired confidence level, is obtained then the
user is authenticated. An authentication may be performed
using one or more biometric samples from one or more
biometric modes. For each individual sample, the verifica-
tion sample is typically compared against one or more
enrollment samples or templates derived from those
samples. This comparison is performed by one or more
matching algorithms, which typically output a matching
score indicating the similarity between the two compared
samples. Ideally, this score will be well-distributed across all
possible samples in the space.

[0006] As such a biometric authentication system may be
considered as constructed of plurality of different compo-
nents; a sensor to record the presented biometric, a computer
unit to process and eventually save the presented biometric
and an application, for which the user’s authentication is
necessary. The computer unit which processes the presented
biometric for authentication or otherwise includes a process-
ing unit that includes a “feature extraction unit” which filters
the uniqueness data out of the raw data coming from the
sensor and combines them into the request template, a
“matcher” which compares the request template with the
reference template and delivers a “score” value as result, and
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a “decision unit” which takes the score value (or values) as
well as the threshold to determine whether the user is
authorized or non-authorized.

[0007] The matcher incorporates a matching algorithm
which will deliver some level of biometric accuracy depend-
ing on the acquisition devices, acquisition methods, quality
scoring algorithms, environment, and population present,
amongst other factors. The “decision unit” compares the
score derivable from the matcher with a pre-established
threshold and if the score meets an established confidence
level then the user is authenticated and if it fails they are
rejected.

[0008] Inorder to define an appropriate threshold value for
a specific authentication engine one considers a number of
measures which determine the effectiveness of a biometric
authentication system and examples of these are listed
below:

False Acceptance Rate (FAR)

[0009] A FAR is a measure of the frequency that a non
authorized person is accepted as authorized, given a number
attempts to perform that authorization. Such authorization of
a non authorized person is an obvious security breach and as
a result a FAR is generally considered a security relevant
measure. A FAR may be considered a systematic indicator.

False Rejection Rate (FRR)

[0010] The FRR is similar to the FAR but is the frequency
that an authorized person is rejected access. In a verification
system, such authorization failure of an authorized person is
considered as an inconvenience to that person. This does not
constitute a security breach in the same way as a FAR.

False Match Rate (FMR)

[0011] The FMR is the rate which non-authorized people
are falsely recognized during the matching comparison
process. Therefore the FMR may be considered an indicator
of the effectiveness of the matching algorithm as opposed to
the system error.

False Non-Match Rate (FNMR)

[0012] The FNMR is the rate that authorized people are
falsely not recognized during feature comparison. Similarly
to the FMR, and in contrast to the FRR, attempts previously
rejected are not accounted for, and it can therefore be
considered an algorithm indicator.

[0013] The above definitions are described in the context
of a verification or positive identification system where the
purpose is to confirm that the authorized person is enrolled
in the system. In a negative identification system the purpose
is to confirm that a person does not appear in the enrolled
system; sample applications include use of criminal watch-
lists or ensuring that a new applicant to a system (e.g.
voting) is not already registered in that system. In the case
of negative identification the FRR or FNMR does constitute
a security breach because if the person is incorrectly rejected
then that person has avoided detection even though they are
already enrolled. Similarly, for negative identification the
FAR or FMR constitutes an inconvenience for the genuine
person because they have been incorrectly matched against
another person already enrolled in the system.
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[0014] The effectiveness of the authentication system can
be measured using either a combination of the FAR with
FRR or FMR with FNMR and it is important to ensure that
their ratios are kept to an appropriate level. It is important for
an effective system that too many who should be allowed
access are not allowed access whereas too many who should
not be allowed access are allowed access. There is a trade off
in these measurements and this tradeoff defines the threshold
for the system.

[0015] To determine this ratio, it is known by the suppliers
of biometric processing algorithms to generate receiver
operating characteristic curves (ROCs). In order to create an
ROC curve, a biometric system test usually starts by deter-
mining the similarities of different biometric features and a
saved reference feature. After many measurements, one
receives a histogram or distribution for authorized users and
another for unauthorized users showing the frequency of
matches per similarity rating. In an ideal case, the two
distribution graphs should overlap as little as possible.
Through integration of these distribution graphs, FAR/FMR
and/or FRR/FNMR graphs are determined, which are depen-
dent on the data from which they were generated. If one
wants to compare different biometric systems, it is problem-
atic in that algorithmic value “similarities” or, inversely,
“distances” are defined very differently, and therefore
threshold values often have incomparable meanings. This
difficulty is avoided by a ROC, in which the similarity
threshold parameter is eliminated and FRR or FNMR is seen
as a function of FAR or FMR respectively. By plotting either
the FRR as a function of the FAR or the FNMR as a function
of'the FMR it is possible to visualize the performance of the
system and to choose from the values generated a threshold
value which will give an appropriate level of confidence in
the security achievable with the system. Many suppliers of
biometric algorithms provide to the vendors of the authen-
tication systems one such threshold value from the generated
ROC curve for their specific algorithm and this can be
considered a fixed static score threshold value. It will be
appreciated that a ROC is just a graphical representation of
a threshold table.

[0016] Existing deployments typically just select this one
supplied fixed static score threshold, and use this as the
matching decision threshold. For example, scores at or
above the threshold are accepted as successful matches, and
scores below are rejected, or vice-versa. The problem with
such a static threshold is that no account is taken of the
specifics of the enrolment process, the specifics of the
authentication process or other parameters.

[0017] It will be further understood that the definition or
construction of a ROC is dependent on the usage pattern of
the parameters that define that specific ROC. As the ROC is
a statistical representation of the results obtained using a
specific set of data parameters it will be understood that the
greater the statistical population that is used to define the
ROC, the better the representation the ROC will be of the
overall efficiency of the system. Furthermore it is possible
that continued use of authentication systems using a specific
ROC may provide an indication that the parameters making
up that ROC are not optimized and require tuning or some
other form of modification. However, heretofore once a
biometric authentication system has been deployed it stands
alone and the threshold values that are used to authenticate
the user are based on the parameters that were available at
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the time of deployment of the system. These parameters can,
over time, become superseded or redundant but this is not
reflected in the authentication process. As a result the
security levels and/or convenience levels that are achievable
with an out of date authentication system are less than is
possible with an up-to-date system.

[0018] There is therefore a need to provide an improved
authentication system and process which can take these
variances into account when performing the authentication.
There is another need to provide an improved authentication
system that can provide a dynamic update of the threshold
parameters that are used for the authentication process based
on usage data of the system.

SUMMARY

[0019] These and other problems are addressed in a first
embodiment of the present invention by a biometric authen-
tication system and process which utilizes a dynamic update
of the threshold parameters used for effecting the matching
process used during authentication. In accordance with this
embodiment of the invention, the biometric authentication
system includes an update feature that is configured to
periodically update the threshold parameters used for the
authentication of a user based on usage patterns of the
authentication system over an extended time period. This
update may either be resultant from the usage of the specific
installation of the biometric authentication system or may
result from data collected from a plurality of authentication
systems.

[0020] Accordingly the invention provides a biometric
authentication engine or system configured to enable an
authentication process having predefined parameters asso-
ciated therewith and providing for authentication of a user
based on a comparison of a presented biometric with one or
more previously stored biometric(s). The authentication
system includes a matching system providing as an output
an output score based on a comparison of the presented and
stored biometrics and is configured to authenticate the user
on determining that a parameter based on the output score
meets a threshold score. The system includes an audit
module configured to monitor the authentication process and
to provide one or more revised threshold scores which are
based on an analysis of the performance of the authentica-
tion system over a predefined time period using current
threshold scores.

[0021] The invention also provides a method of authenti-
cating a user in a biometric authentication environment
receiving a request for authentication, the request for authen-
tication including a presented biometric, which involves
analyzing specifics of the request so as to extract one or
more parameters specific to the request, matching the pre-
sented biometric with a previously stored biometric for that
user so as to provide a matching score, comparing a stored
threshold score with the matching score, authenticating the
user on determining that the matching score exceeds the
threshold score, and monitoring the performance of the
authentication process over time and updating the stored
threshold score with a revised threshold score on determin-
ing that the performance of the stored threshold score falls
below a desired performance criteria.

[0022] In accordance with another embodiment of the
invention a network architecture is in which at least one of
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a plurality of authentication systems is configured to enable
an authentication process having predefined parameters
associated therewith and providing for authentication of a
user based on a comparison of a presented biometric with
one or more previously stored biometric(s). The authentica-
tion system includes a matching system providing as an
output an output score based on a comparison of the pre-
sented and stored biometrics and is configured to authenti-
cate the user on determining that a parameter based on the
output score, meets a threshold score. The system includes
an audit module configured to monitor the authentication
process and to provide one or more revised threshold scores
which are based on an analysis of the performance of the
authentication system over a predefined time period using
current threshold scores. The network includes at least one
audit module configured to receive data relating to the
authentication process from at least one of the authentication
systems within the network and to process the received data
s0 as to provide an analysis of the performance of the system
using current threshold scores. The audit module is further
configured to generate one or more revised threshold score
to supplement the current threshold scores used at one or
more of the authentication systems within the network.

[0023] A further embodiment provides a biometric authen-
tication system and process which utilizes a dynamic thresh-
old for effecting the matching process. In accordance with a
first embodiment of the invention, the biometric authenti-
cation system includes a plurality of different score thresh-
old tables and provides for a selection of an appropriate
score threshold table for any one authentication process
depending on the specifics of that authentication process.
Within that one selected threshold table, one can then further
select one or more threshold scores as appropriate to the
authentication regime being effected.

[0024] These and other features of the present invention
will be better understood with reference to the following
drawings.

BRIEF DESCRIPTION OF THE DRAWINGS

[0025] FIG. 1 is a score distribution curve providing a
visualization of how actual score threshold changes affect
False Match Rates and False Non-Match Rates error-rates.

[0026] FIG. 2 is an example of a Receiver Operator
Characteristic curve as calculated for five different algo-
rithms.

[0027] FIG. 3 is a schematic of components of a biometric
authentication system in accordance with the present inven-
tion.

[0028] FIG. 4 is a process flow showing exemplary steps
involved in an authentication request in accordance with the
teachings of the invention.

[0029] FIG. 5 is a schematic of a biometric authentication
system in accordance with a second embodiment of the
invention.

[0030] FIG. 6 is as schematic of a distributed network
architecture incorporating a plurality of biometric authenti-
cation engines.

DETAILED DESCRIPTION

[0031] As mentioned above with reference to the back-
ground to the invention known biometric authentication
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engines use static fixed thresholds and policies as part of
their authentication process. The present inventors have
realized that there are a plurality of different factors which
may affect the performance and accuracy of such authenti-
cation systems. Such factors include but are not limited to
the specifics of the biometric enrollment acquisition device,
the algorithm and environment, the biometric authentication
acquisition device, algorithms and environment, the
deployed population, quality scoring algorithms, filters,
matching algorithms, populations, environments, authoriza-
tion protocols, configurations, and over time. All these
factors can contribute to the overall accuracy achievable
with the authentication system. This becomes particularly
important in a distributed biometric authentication system
where a user may be enrolled using one set of parameters
and then tested at a later date using a completely different set
of parameters.

[0032] The present inventors have realized in the light of
the contribution that each of these individual factors make to
the overall accuracy that, each time any one of these factors
changes, the threshold required to achieve a similar confi-
dence interval (e.g. FAR=1E-5) needs to be altered. Using
this knowledge the present invention provides for an authen-
tication process that can be applied in an authentication
engine with biometric authentication capabilities (1:1,
1:few, 1:N) for multiple biometric modes, algorithms
(matching, quality, filtering), and readers.

[0033] The present inventors, using their knowledge that a
plurality of different parameters can affect the confidence
levels achievable with an authentication of a user, have
provided an authentication system that utilizes difference
confidence threshold tables depending on the specific cir-
cumstances of the authentication process being conducted.
Furthermore, the present inventors have used their knowl-
edge that a single performance number cannot adequately
represent the capabilities of a biometric matching algorithm
that can operate at selectable thresholds. Instead the thresh-
old table, which equates to a non-graphical ROC curve, is
used to show how the accuracy varies over a range of
operating points. Current best practices in biometrics per-
formance testing also recommend the use of ROC curves in
evaluation of different biometric systems, but not in the
authentication process itself.

[0034] As mentioned above, a ROC curve for FMR/
FNMR plots the probability of a false-match against that of
a false non-match for a single match attempt. It shows the
tradeoffs available for a given matching algorithm on images
captured from a specified device, in a given environment and
population. Where a verification protocol allows multiple
attempts per session the ROC shows the probability of a
false-accept (FA) against that of a false reject (FR) for the
number of attempts allowed by the authentication protocol.
The score distribution curve shows the frequency of match-
ing algorithm scores returned for all genuine and impostor
attempts. Each score will correspond to a point on the
corresponding ROC curve. The score distribution curve
gives a good visualization of how actual score threshold
changes affect the FMR and FNMR error-rates, as illustrated
in FIG. 1.

[0035] The present invention provides within the biomet-
ric authentication engine a number of distinct ROC curves
(or the threshold tables that are used to generate these
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curves); with each ROC curve being specific to a set of
parameters that are used to generate that ROC curve. The
effect of variances on the threshold accuracy is shown in
FIG. 2. This ROC shows different algorithm accuracies
obtained with a single sensor, using the same population.
The algorithm-sensor combination, labeled as Algorithm C,
gave an FNMR of 1.3% when the FMR was 0.01%, and a
FNMR of 1.6% when the FMR was 0.001%. This graph
could be used to select one algorithm’s accuracy over
another for use with a specific sensor, or indeed to select the
appropriate algorithm for that sensor.

[0036] Within the system, a different ROC threshold table
may be used for each possible factor change. The system
supports multiple different ROCs depending on the enroll-
ment/verification device combination, the population and
the environment etc. Such differences may include “cross-
device” ROCs, where an enrollment sample was captured
from device-A and the verification sample was captured
from device-B. For example, in order to operate at a con-
fidence level with an FAR of 1 in 100,000 (FAR=1E-5) one
might need to obtain a score of 68 or above using algorithm
A and device-A for both enrollment and verification. How-
ever, using the same algorithm-A but device-B for both
enrollment and verification requires a score of 80 to produce
the same FAR confidence level. It will be appreciated that if
the prior art methodology of using the same single static
threshold is used for both cases, the actual error rates
achieved are unknown. Those using device-A will be
required to achieve higher scores than necessary, and this
will result in a higher false non-match rate (FNMR) and
degrade overall biometric performance. Alternatively, those
using device-B will only have to achieve the lower score
threshold, which will mean that the actual FAR will be lower
than the requested confidence interval, resulting in more
false accepts which is very undesirable.

[0037] Further ROC curves may be provided with their
data specific to the demographics (e.g. gender or age) of the
population. Further ROC curves may be provided for the
type of biometric sample that is used for authentication. Yet
more ROC, curves may be provided for the type of capture
apparatus that may be used as part of the authentication
process, and/or the positioning and usage protocol for that
apparatus.

[0038] FIG. 3 shows a typical architecture for a biometric
authentication system 300 according to the invention, and
the operation of same will be described with reference to the
process flow of FIG. 4. Similarly to the prior art, the
authentication system may be considered to include a cap-
ture device 305 which is a piece of hardware configured to
capture a specific type of biometric sample. Examples of
such capture devices include retina scanners, fingerprint
scanners and the like, all of which will be well known to the
person skilled in the art. The user requesting authentication
(step 400) has their biometric sample captured. It is then
processed by a processing unit 310 that includes a feature
extraction unit which filters the uniqueness data out of the
raw data coming from the sensor and combines them into the
request template. This request template is then transferred to
a matcher 315 which compares the request template with a
previously stored reference template and delivers an output
score value as result. The previously stored template is
identified and retrieved from a datastore 316 in one of a
plurality of different manners as will be apparent to the
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person skilled in the art. This output score is then transferred
to a decision unit 320 which takes the score value (or values)
calculated as well as a threshold score to determine whether
the user is authorized or non-authorized. The present inven-
tion also includes a threshold evaluator 325, which is
configured to analyse the specifics of the authentication
request, for example to determine the type of hardware used
for both the recordal of the reference template and the
sample template, the algorithms used in the filter extraction
and/or matching processes etc., (Step 405) and determine
which of a plurality of available threshold tables 330 should
be used to provide the threshold score for this decision (Step
410).

[0039] Once the appropriate threshold table has been
identified and as part of the authentication process that is
conducted, each generated matching score that results from
a comparison of the presented biometric with the stored
biometric is then mapped with a point on the corresponding
ROC that is specific to the circumstances of this matching
process. This mapping is automatically selected by the
system based on an interrogation of the background to the
matching and once the appropriate ROC table has been
identified and selected, the error rates are computed from
that table. It will be appreciated that a match involving
multiple samples or biometric modes may result in several
different scores, with a different ROC applied to each score.
The scores or the corresponding confidence levels can be
fused or computed to produce an overall result. The result
obtained is then compared with the requested confidence
level to ascertain whether the user should be authenticated or
not (Step 415). It will be understood that depending on the
nature of the match being effected that authentication may be
effected on the output score being greater than, equal to or
less than the threshold score. For example with an FMR
threshold, the smaller the number the better (e.g. an FMR of
0.00001 is a BETTER score than 0.01, and in this case the
output score must be less than (a smaller number) the
threshold score. As will be appreciated by those skilled in
the art the use of FMR thresholds is typical in authentication
systems.

[0040] Tt will be appreciated that the components of the
authentication system 300 could be provided on one or more
computing systems or even distributed across a networked
architecture. Examples of such distributed architectures
include those described in our earlier application
W003009111. The process may also take place entirely, or in
part, on tokens such as smart cards. Furthermore the inven-
tion is not to be limited to order of the sequence of steps
shown in FIG. 4. The benefit from the system of the present
invention arises from the fact that the authentication process
is tailored to the specifics of the authentication request.

[0041] Such a system becomes even more relevant when
deploying the recent biometric template interoperability
standards such as those for minutiae templates. These are
planned for use in passports globally as part of increases in
passport security. The minutiae template standard defines an
open format for storing and matching fingerprint minutiae
points, created by different algorithms. For example, an
enrollment template might be created by algorithm-A on
device-A, while the verification template might be created
by algorithm-B on device-B, and both templates matched by
algorithm-C. The interoperability allows this interchange of
templates between different vendors. However, as explained
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above, the biometric accuracy will always differ depending
on the devices, algorithms, and other factors present. By
using a system in accordance with the teachings of the
invention it is possible to specifically allow for these dif-
ferences by using a different ROC table for each possible
factor combination. The enrollment attributes (device, qual-
ity algorithm, template generation algorithm) are associated
with the enrollment template. These along with the verifi-
cation template attributes, and the environment/population
factors are used to select the most appropriate ROC table to
compute the confidence levels achieved from the matching
scores. This will yield superior and more accurate results,
and avoid the problems associated with static thresholds.
The system may be used with any other template and image
standards, other than the minutiae-template example used
here.

[0042] The exemplary embodiment has referred to the use
of ROC curves. However, there are other accuracy statistics
and corresponding graphs that can be used to measure the
biometric performance in different scenarios. For example,
a Cumulative Match Characteristic (CMC) curve may be
used to show the probability of identification (1:N) against
the returned candidate list size. It shows the probability that
a given person appears in different sized candidate lists. The
faster the CMC curve approaches one (on the y-axis),
indicating that the person always appears in the candidate
list of specified size, the better the matching algorithm for
the particular scenario under consideration. In the same way
that different ROC threshold tables were utilized in the
authentication decision process, one or more CMC threshold
tables may also be used in an identification decision process.
For example, the number of potential candidate matches
returned may be dynamically decided based on information
in a CMC table, where that table was selected to best match
the parameters of the authentication request.

[0043] It will be appreciated that what has been described
herein is an improved biometric authentication system
which provides for a tailoring of the authentication process
to the specifics of the authentication request. Such a tailoring
of the specifics based on a plurality of tables, each table
being generated as a result of the performance of specific
parameters relative to a measured authentication process is
greatly beneficial vis a vis the prior art techniques.

[0044] In a second, preferred, embodiment of the inven-
tion, an example of which is shown in FIG. 5 (where the
same reference numerals are used for common components
from the architecture described before), a system 500 and
method is provided which provides for a dynamic tuning of
one or more of these tables based on an on-going monitoring
of parameter performance. It will be appreciated that as the
tables are the result of statistical analysis of the performance
of systems using the specific parameters that an increase in
the pool of data that is analysed to provide the statistical
output will provide an improved reflection of the actual
performance. In this embodiment of the invention an authen-
tication system is provided which is configured to collect
biometric data during transactions and based on a subse-
quent analysis of this data, to update the parameters that are
used in the authentication process. In this manner the second
embodiment of the invention provides a self-tuning self-
managing biometric engine.

[0045] By enabling this update of the threshold parameters
that are used to authenticate a user such a self-tuning system
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can cater for the variances that are known to effect biometric
systems as a result of variances such as time variances.
Furthermore when used in the context of the plurality of
threshold tables, with each threshold table being suited to a
specific set of user inputs or parameters associated with a
specific authentication request, such a self tuning application
may be used both to update the tables already present in the
authentication engine or to introduce new tables if and when
these become available. Such monitoring and tuning of the
performance of a specific authentication engine may be
provided on a periodic or continuous time frame.

[0046] It is also not possible using the existing architec-
tures to change the thresholds that are set to enable authen-
tication over time. An example of where this could be useful
is where a first set of low thresholds are initially used in a
deployment where users may not be familiar with the system
or methodology. As their familiarity increases it becomes
appropriate to increase the threshold parameters—which can
be achieved with a system where dynamic tuning can be
implemented.

[0047] Inorderto implement such a dynamic update of the
authentication system the present invention provides for the
maintenance of an audit or log of the biometric data that is
processed during its daily operation. Such a log function is
provided by providing an audit module 505 which is con-
figured to interact and monitor the processing of data by the
decision unit 320. This biometric data can range from
multi-frame captures, single images, templates, quality
scores, matching scores, filtering results etc. Additional
audit data might include authentication location, timings
around the transaction, user identity, operator identity,
reader/sensor identity, time-of-day etc. The captured data
(biometric and other data types) can be analysed in real-
time, or otherwise, and the results of this analysis used to
tune the performance of the authentication engine or indeed
of other connected authentication engines.

[0048] An example of such a distributed network of
authentication engines is shown in FIG. 6 with again the
same reference numerals being used for previously
described components. In this architecture a plurality of
individual engines 500 are provided each of which is self
sufficient in being able to authenticate a user presenting at
biometric capture device coupled to that engine. However
by enabling one or all of the engines to log the data that is
processed at that engine, the overall statistical pool is
increased beyond that possible at one unique site. Each of
the audit modules 505 can be configured to either dynami-
cally update the data used from data collected locally or can
be configured to present their collected data to a remote data
processing engine 600 which takes multiple feeds 605 to
define new data sets than can then be pushed out to the
individual data stores 330.

[0049] Tt will be appreciated by those skilled in the art that
the type of analysis that can be performed and the many
ways that the results of this analysis can be used to update
the configuration of or modify the behaviour of the authen-
tication engine may be varied. For example as shown in FIG.
6, the logged data may be collected centrally by a processing
engine 600, from data sent to it by clients and/or other
engines 500 or indeed can be processed remotely at each of
the clients 500. Furthermore in a distributed network of
authentication engines, such as that described in our earlier
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application WO03009111, certain engines may be selected
as audit engines configured to maintain a monitoring of the
authentications performed at that engine and once data has
been collated and an update data set compiled that that data
set may then be pushed to co-operating yet remote engines
where it is used to update the data sets that are used locally
at those engines. The amount of data logged is configurable,
and can be limited to specific services, groups, users, or
random selections taking for example privacy issues into
account.

[0050] It will be further appreciated that if the data audit
or log is to be used across different platforms or system
architectures that it is advantageous that the data be stored
in a platform independent fashion such as for example XML
format. Alternatively the processing function may include
one or more software utilities that are configured to translate
or transform the data from proprietary formats to a format
that can be immediately processed by the analysis applica-
tion responsible for dynamically tuning performance.

[0051] The following non limiting examples are provided
as exemplary illustrations of the type of analysis operations
that may be performed once the data has been logged.

[0052] It will be understood that performing on an update
on the system parameters that are used to authenticate a user
may not be desirable during certain time period or within
certain time intervals. In accordance with the system of the
invention policies may be implemented that will restrict and
control for example how much tuning takes place, which
analysis applications can perform the tuning, who is given
access to the data for tuning, and which biometric compo-
nents or other may be tuned. Furthermore security proce-
dures may be provided to ensure that an attacker who
controls the biometric data fed into the engine does not
adversely affect the performance thresholds to his advan-
tage.

[0053] For example, the can be done by monitoring the
deviation from typical data or the deviation of data over
time. Alarms can be triggered if a certain level of deviation
is exceeded and this may be location specific.

[0054] As mentioned above, the data that is logged or
saved may be present at different parts in a distributed
network and the analysis application can collect it from one
or more of these points. For example, this might be provided
as a service to several deployments or sites. A single analysis
component may use data from several distributed locations
(e.g. geographically separated deployments) to selectively
tune one or more specific authentication engines or subset of
engines, rather than all engines within the distributed net-
work. Both dependent and independent distributed analysis
components can co-operate to share their findings and
recommendations.

[0055] One of the advantages of a self tuning analysis
engine is derived from the fact that the system can react to
variances in the system which develop over time. For
example, the analysis can also create reports of users who
may need to re-enroll some or all of their biometrics, users
who have difficulty with certain biometrics, users who can
be more easily impersonated (lambs), users who can more
easily impersonate others (wolves) and so on. For example,
user-specific thresholds might be recommended for some of
these categories of users or use of alternative biometrics or
other technologies:
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[0056] Identification of an underperforming location or
reader

[0057] Recommendation to replace/clean readers or
change environment

[0058] Detection of a change in ambient lighting which
adversely affects iris or face recognition

[0059] Recommendation of best biometrics to use for
specific users, specific groups of users, specific loca-
tions etc.

[0060] Recommendation of new biometric algorithms
(matching, quality, filtering) to use which would
improve performance over current deployed selections

[0061] For example, a receiver operating characteristic
(ROC) curve, which shows the FMR/FNMR tradeofs at all
possible thresholds for a specific biometric reader-algorithm
combination in a given environment with a given popula-
tion, can be generated. The authentication engine can use an
ROC to dynamically select the matching threshold value that
must be achieved to reach a specific FMR or FNMR
confidence level. A further example of the application of the
self tuning engine is that if the curve differs from the curve
currently being used in the authentication engine, or if
segments of the curve differ, or if the thresholds have moved,
then the new ROC can be used to replace the old one. This
updating of the data sets used to authenticate a user, as
required, can be used to provide improved accuracy, as the
new ROC represents real biometric behaviour, rather than
older predicted behaviour. Alternatively, the existing ROC
can be updated by combining it with the new ROC using
some weighting or other method.

[0062] Furthermore, as users become more habituated
with a system, the probability of a false reject (FNMR) may
fall, thus allowing a stricter false accept rate (FMR) to be set
for the same percentage false reject. It will be appreciated
that similar examples can be provided for Cumulative Match
Characteristic (CMC) curves and FAR tables.

[0063] When determining the quality threshold required
for a specific enrolment application it will be appreciated
that the quality threshold may vary depending on the spe-
cifics of the application. Different examples include the
quality scores used for image acquisition. For example, by
examining the score distribution for the quality scores
achieved during image acquisition, better image acquisition
thresholds or capture algorithms can be derived and fed back
into the engine and its capture clients

[0064] Furthermore, the relationship between quality
score and match result can be examined, and this used to
further tune the acquisition algorithm. For example, the
acquisition algorithm might drop the quality threshold that
must be met during acquisition over time, and the rate and
levels of this drop will have been obtained from ongoing
analysis of this data.

[0065] It is known that users’ biometric data can change
over time—e.g. aging of the face, scarring and drying of
fingers. As a result of these changes it may be necessary to
update the enrollment data over time to allow for these
changes. However people change at different rates and some
change more radically than others. Using a dynamic system
in accordance with the present invention it is possible to
provide an analysis process that can dynamically monitor
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performance on an individual basis, noting when perfor-
mance degrades below the “normal” level for specific users.
It can then recommend from the history of biometric data
collected for that individual, how best to update the existing
enrollment data—this might range from a complete re-
enrollment to partial updating and/or merging of the data.

[0066] It will be appreciated that heretofore that the
improvement obtainable using a dynamic engine as provided
by the present invention has been described with reference
to core biometric performance. A dynamic engine according
to the teachings of the invention can also measure response
times and throughput. For example, average response times,
image acquisition times, transaction times, matching times,
peak number of requests etc., can all be monitored and the
authentication thresholds altered dependent on the normal
characteristics associated therewith.

[0067] While the invention has been described with ref-
erence to exemplary embodiments it will be appreciated and
understood, that the invention is not intended to be limited
in any way except as may be deemed necessary in the light
of the appended claims. Modifications can be made without
departing from the scope and spirit of the invention. Fur-
thermore whereas the invention has been described with
reference to two exemplary embodiments; the provision of
an authentication engine that makes use of multiple thresh-
old parameters so that the authentication process is better
tailored to the specifics of the authentication request and the
provision of a dynamic authentication engine that is config-
ured to update the thresholds used as part of the authenti-
cation request over time, that either embodiment can be
implemented independently of the other embodiment. In this
way it will be appreciated by the person skilled in the art that
the dynamic engine can be provided in an implementation
where only one threshold parameters is provided and this
one parameter is updated or in an implementation where
multiple threshold parameters are provided and one or more
of these parameters are updated.

[0068] The words comprises/comprising when used in this
specification are to specify the presence of stated features,
integers, steps or components but does not preclude the
presence or addition of one or more other features, integers,
steps, components or groups thereof.

1. A biometric authentication system configured to enable
an authentication process, the process having predefined
parameters associated therewith, the process providing for
authentication of a user based on a comparison of a pre-
sented biometric with one or more previously stored bio-
metric(s), the authentication system including a matching
system providing as an output an output score based on a
comparison of the presented and stored biometrics, the
authentication system being configured to authenticate the
user on determining that a parameter based on the output
score, meets a threshold score, and wherein the system
includes an audit module, the audit module configured to
monitor the authentication process and to provide one or
more revised threshold scores, the revised threshold scores
being provided based on an analysis of the performance of
the authentication system over a predefined time period
using current threshold scores.

2. The system as claimed in claim 1 further including
interrogation means configured to interrogate the process so
as to extract and use the predefined parameters to select an
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appropriate threshold score from a plurality of available
threshold scores, each of the plurality of available threshold
scores being previously generated for specific parameters.

3. The system as claimed in claim 1 wherein a meeting of
the threshold score is determined if the parameter based on
the output score is equal to the threshold score.

4. The system as claimed in claim 1 wherein a meeting of
the threshold score is determined if the parameters based on
the output score is less than the threshold score.

5. The system as claimed in claim 4 wherein the threshold
score is an False Match Rate, FMR, threshold score and the
output score must be less than the threshold score to enable
a user to be authenticated.

6. The system as claimed in claim 1 wherein a meeting of
the threshold score is determined if the parameter based on
the output score is greater than the threshold score.

7. The system as claimed in claim 1 wherein the parameter
based on the output score is the output score.

8. The system as claimed in claim 1 wherein the parameter
based on the output score is a transformed value of the
output score.

9. The system as claimed in claim 1 wherein the pre-
defined parameters are selected from the group consisting of

a) User population type,

b) User gender,

c¢) User age,

d) Biometric sample type,

e) Hardware type,

f) Algorithm used in the matching process,
g) Algorithm used in the enrollment process,

h) Quality assessment algorithm used in the acquisition
process,

i) Environmental factors,
1) User identity, and

k) User group.

10. The system as claimed in claim 2 wherein the thresh-
olds or parameters are selected based on the identity of the
user being authenticated.

11. The system as claimed in claim 10 wherein the system
is configured to maintain historical data relating to each user,
and wherein the authentication process is configured to
select a first set of thresholds or parameters for a first user
and a second set of thresholds or parameters for a second
user, the first and second sets being generated through use of
the system by the first and second users.

12. The system as claimed in claim 1 wherein the authen-
tication is configured to authenticate the user on the basis of
providing a threshold score that is a result of a combination
of a plurality of threshold scores.

13. The system as claimed in claim 1 wherein the authen-
tication is configured to authenticate a user based on a score
resultant from a combination of multiple output scores, or
values transformed from those scores, when compared
against a single threshold score.

14. The system as claimed in claim 2 wherein the inter-
rogation means is configured to determine parameters asso-
ciated with both the enrolment of the user and also is
configured to determine parameters associated with the
authentication request, each determination step providing a
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threshold score and wherein the appropriate threshold score
is determined as a result of combining these two threshold
scores.

15. The system as claimed in claim 2 wherein the inter-
rogation means is configured to interrogate an authentication
request so as to select a correct threshold score, the correct
threshold score having been previously defined for the
specifics of the enrollment and authentication request
parameters for the user making the authentication request.

16. The system as claimed in claim 2 wherein the inter-
rogation means is configured to interrogate both an authen-
tication request and an enrollment request so as to determine
so as to identify an appropriate policy for that authentication
request, the appropriate policy defining a correct threshold
score to be used as part of the authentication request.

17. The system as claimed in claim 1 wherein the thresh-
old score is one or more parameters resultant from analysis
of biometric accuracy tables or statistics.

18. The system as claimed in claim 17 wherein the
biometric accuracy tables or statistics are derived from the
group consisting of:

a) individual receiver operator characteristic curve, ROC,
data,

b) individual cumulative match characteristic, CMC, data,
¢) individual false acceptance rate, FAR, data, and

d) individual score distribution data.

19. The system as claimed in claim 1 wherein the revised
threshold scores are used to update the current threshold
scores periodically so as to provide a tuning of the system
based on system usage.

20. A distributed network of authentication systems, at
least one of the authentication systems being configured to
enable an authentication process, the process having pre-
defined parameters associated therewith, the process provid-
ing for authentication of a user based on a comparison of a
presented biometric with one or more previously stored
biometric(s), the authentication system including a matching
system providing as an output an output score based on a
comparison of the presented and stored biometrics, the
authentication system being configured to authenticate the
user on determining that a parameter based on the output
score, meets a threshold score, and wherein the system
includes an audit module, the audit module configured to
monitor the authentication process and to provide one or
more revised threshold scores, the revised threshold scores
being provided based on an analysis of the performance of
the authentication system over a predefined time period
using current threshold scores,

the network including at least one audit module, the audit
module being configured to receive data relating to the
authentication process from at least one of the authen-
tication systems within the network, the audit module
being configured to process the received data so as to
provide an analysis of the performance of the system
using current threshold scores, the audit module being
further configured to generate one or more revised
threshold score to supplement the current threshold
scores used at one or more of the authentication sys-
tems within the network.
21. The network as claimed in claim 20 wherein each of
the authentication systems within the network include an
audit module.
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22. The network as claimed in claim 21 wherein each of
the audit modules are configured to communicate with
others of the audit modules so as to enable a transfer of
revised threshold scores between authentication systems.

23. The network as claimed in claim 20 wherein the audit
module is provided distinct from any of the authentication
systems, the audit module being configured to communicate
with one or more of the authentication systems so as to
receive and transmit data relating to the threshold scores
used within individual authentication systems.

24. A method of authenticating a user based on user
presented biometric sample, the method including the steps
of:

receiving a request for authentication, the request for
authentication including a presented biometric;

analyzing specifics of the request so as to extract one or
more parameters specific to the request;

matching the presented biometric with a previously stored
biometric for that user so as to provide a matching
score;

comparing a stored threshold score with the matching
score;

authenticating the user on determining that the matching
score exceeds the threshold score; and

monitoring the performance of the authentication process
over time and updating the stored threshold score with
a revised threshold score on determining that the per-
formance of the stored threshold score falls below a
desired performance criteria.

25. The method as claimed in claim 24 wherein the
authentication request is performed at the time of capture of
the presented biometric.

26. The method as claimed in claim 25 wherein the
authentication request is performed at a time subsequent to
capture of the presented biometric.

27. The method as claimed in claim 26 further including
the step of capturing the biometric at a first location and
transporting that biometric to a second location for matching
against an appropriate table.

28. The method as claimed in claim 27 wherein the
appropriate table is generated from a specific subset of the
population.

29. The method as claimed in claim 26 wherein the
presented biometric is presented from a non-cooperative
user.

30. The method as claimed in claim 29 wherein the
biometric is captured during surveillance activities without
the user’s knowledge.

31. The method as claimed in claim 24 wherein the
request for authentication receives a plurality of biometrics,
the authentication of a user resulting from a matching of one
or more of each of the plurality of biometrics.

32. The method as claimed in claim 31 wherein a user is
authenticated irrespective of whether all presented biomet-
rics match, the authentication being determined based on a
confidence level associated with the plurality of presented
biometrics being met.

33. The method as claimed in claim 24 further including
the steps of:

determining an appropriate threshold score from two or
more available threshold scores by using the param-
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eters specific to the request to ascertain which of a
plurality of threshold tables are most appropriate for
this set of parameters; and

on selecting this appropriate table, extracting a threshold
score from that table.

34. The method as claimed in claim 33 further including

the steps of monitoring the performance of the authentica-

tion process and generating one or more revised threshold
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scores for use in future authentication processes based on
historical authentication processes.

35. The method as claimed in claim 24 further including
the step of comparing the revised threshold score with the
stored threshold score and generating an alert on detecting a
predetermined variance between the two scores.

#* * # ok %
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