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I · 1 1~m n,-., 
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' I f.!1!11 111111 and compute, program., on the ha.ii,· of 
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m, IISl!rs 
• . ( 101c, of a, h. shou 11 0 11 rhe screen • 1 o Jee, 

In tlm method some ol?i<!ct.1· are chosen ,. J 

I . a11uo111fi a11 I I 
Pictures oft 1ese topics are downloaded r,-
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t r 1e 

. I . . . om r ie !mer , 7/tl!II ajrer app 1·111g sum, ef!ec1.1 we!, 
01

• ,-
01 1 

lit/ 

I · · · · · u 1011, al/ oiftl 
Piclurt'J are ,\' 1011 II on the ,\Cl'l?r!/1 n1e11 11·, ./. / It/ 

; r: h · t as" 1 1e user to cftoo.H' a Sf)l'CIJ,C o yecr Instead of lf1'1/ii1<1 ,
1 

. 
. . . . . (7 . .., le q11es1to11, it ;, .wud 11.1111g a Tl,\ l! \f-To--SpeeC'/1) S) 'l'II!/// ,., 

• • . • • 1 nerefore ch//drC'II who Illa ) be 1lllfl!rnte a11d can11ot read . 
, can eas1l1' 

'
,au t/JI! tes/ If //,e user chooses the right ob,;,, .

1 
· 

· . J~c , we can ,,,,c.'1•1 that the user ts n h11111a11 being a11d 
1101 

,
1 

co 
,, · · . . . . •· mpurer 
progr<llll l'/11s me /hod ts spec1a/~1 d111•e/oped Jor children 
ul'h.iifl•.1 The main adrantage of this method is its 
.11mp/icit1 heca11,1·e the user does 1101 hm·e to read or type 
a11rtli111g 

l\:rp,ords: C' A PTCJ IA ( Complete I) Automated Public 
ruring tcsf lo !di Compufers and Human Apar1), Children 
\\disi1es, Collage Image, Image Recognition, TTS (Text­
To-Spccch ). 

Jntroduction 

~Ian) aspects of human life ha,c been a fleeted b) lhe 
t\pansion of the \\ orld-\\ ide Web ( WW\\ ), so that, in 
mdus1rial countries. man) diiil) affairs, from dail) 
shopping 10 education and commerce, are done on lhe 
lniemc1. 

One of 1J1e common actions in most web sites, 
tspedall) commercial and admin istrative ones, is to ti ll out 
registration forms for certain purposes. After filling out the 
forms b) entering the required information, the individuals 
11111 

be allo\,ed to connect to that web site to carry out 
tertain Jobs. 
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Childrc.,11 

\ arious methods ha,' 
pre\ em such nttac•s n c hecn prcst'llll•d ,11 111 tier 1,, 
fro "'· • rrnrng ·u d · ' 

II) computer prognms Tl• ,s_t111!!111shrng h111111111 11,t•n 

rnethods should be ~11' •·. . le rn.1111 char,11:1l•nstrl ol lh1•~1• 
b) · ll:rr tllllo111111, 1 

using the cornputer b c1 \ so ,ls 11, h1• 11111 ,1111\ 
of · • • ccnuse c,o11 · . 

reg1s1ra11on 0 11 th. 1 · lllH\1I011 \11 n lnrgt· hull.. 
c • e 111ernc1 11 cb . 1 , l 

r quires o orcat deal " sr cs i1 hurnun h,rcl•~ 
ca b ' o, trrnc and c, • . , 

scs. such as ernail , pensc 111111 111 \lllllc 
" service:- 11 ch SH.. 

1 •Or exa111i111'11g ti · cs, usrni; IU11H111 h•r~l' 
• le rcgrstr I I . 
1111possible. Therefor, . ~ n 1011 . onus Is pr.11111·1111\ 

c, 11 1s ncccssu 1 systems to disi· . ,1 · · 11 o ust• uu10111,1111 111!\urs ' hum•111 l . • 1· progra111s. ~ ' rscrs 111111 1'll111p11tcr 

In the discussio , r ·r: • . 
, ns o 11r1t,1c1nl 111td l1!(cn~c ( \I l 1 1, .. 1 .. nown as ti T · - , ' ·' . 11· , ie urrng test is proposed fur h.'\1111!! lhl 
1111c 1gencc o f a co 1 1 • I I · 11 pu er II \ llS ll'SI. ll 11111111111 JlCt \\111 111111 
? Colllputer arc put in two diffe rent rooms mid II 1111111,111 

~nlerrogutor in II third room ,1s~s lhcrn 11ucstion, t I' lh\· 
~nterrogat~r cannot rccog10c ,, hrch room thl' co111puh:i 

1
, 

111 and whrch room the hurnon, ii 1s s111d that thl· cu1111n11
1
•1 has pnssed the Turing test. 

A similar method lo lhc luring lest should bl· uw1I tu 
dislinguish human users from co111p11tl'r 1irogrn111, 111th !Ill' 
di !Terence that the human intcirogator , lwuld bl· rcplill'C1I 
by a computer, I\ hich should usk. question, 111 d1,1111gu1,h 
the human user from 1hc compull'r progr,1111 rhis llll' lh11d ,, 

called CAPTCHA (C'omplcld) Autonrntcll l'ublJ( I 11t111g 

lest lo tell Computers and I hnnnn \purl) l'hl' rn,1111 fo,u, 
of !h is method is, therefore, on qucslions that ll1l' hu1111111 

e"s1·1) a11swcr but the present co111p111cr 11111~h1111, user can " • · . . . , 
Cr 111cm easil) l'hc\ ill~ sumlar l\l l 111 mg t1 ,1. 

cannot answ · . · · • 11 I 
I d·rr.er in 1h111 1hcJUdl\C ,, u co111p11t~r but t 1e) 11 11 -



\ cah.'gl,T) 0f method:- med for distinguishing human 
u~cr~ lrl,m n,mputcr prop.rams use the pictures o f \\ ords. 
Thc\c method!'- are based on the ,,eak points of optical 
t·hara, tcr recognition (OCR) programs 

OCR programs arc used for automaticall) rc~ ding the 
le\t~. but the) ha, e difficulty reading texts printd l with a 
lo" qualit) or reading manuscripts and can only rl!Cognize 
h1gh-qualit) typed te, ts that use common standard formats. 

o. this defect of the OCR programs can be used by 
chang ing the picture of a word so that it can be recrognized 
onl} b) a human user but not by any OCR program. Next 
section \\ ill further elaborate on the methods used fo r this 
purpose. 

The CAPTCI-IA method is now used in big eb s ites 
such as Yahoo! and Google for users' registrat ion. Besides 
this method. in recent years, methods have been proposed 
for breaking these methods and automatically recc gnizing 
such word images [2, 3). However, these methods usually 
disturb the users and also cannot be run on all systems 
because in mobile phones for example. it is very difficult to 
ty pe words. 

Therefore limited methods in which there is ,no need 
to type and do not use OCR systems have been presented 
so far. Some of these methods are Implicit CAPTCHA [4], 
Text-to-Speech method l5), and Drawing CA PTCIHA [6]. 
1n the next section we will explain these methods. 

In this paper, a method for distinction betwee human 
users and computer programs is proposed. This m :thod is 
based on the showing of picture. The picture includes some 
objects and the only thing that the users should do is to 
click on the wanted object. Therefore the cc mputer 
requires two abili ties to respond in this method; 
I . To find out the shape of the concerned object. 
1. 'I o find the concerned object on the screen. 

Consideri ng the insufficient ability of the con puters 
to carry out these tasks, only a human user can re •ognize 
and choose the concerned object. 

In this method, instead of writing the questi n, it is 
said using a TTS (Text-To-Speech) system. Tl erefore 
children who maybe illiterate and cannot read, ca~ easily 
pass the test. This approach makes the test more 1 ifficult 
for computer, because the computer needs to recog,l ize the 
speech. In the third section we will discuss this metHod and 
its experimental results in full details. 

In the fo urth section, the advantages of this 
will be discussed. In the last section, we make t 

conclusion . 
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2 Related works 

11 was fi rst in 1997 when Andrei Broclcrct 1 
I CA PTCII A method . In the same year '\!ta devised 

t 1e • av1sra 
't used this method lo tell computer programs a d Web 

s1 e d' d . n hu 
t 111 this method, a 1s torte Engh sh word ,., lllan apar . . •~~ 

lo the user and the user was asked to type it (F'' 0\\n 
CR igur~ I 

Distortion was so that O programs could not reco . l 
the word [7]. These systems were known as CAPTgn,~e 

d · CHA systems and are now use 111 most well-known w b . 
d M. ft e sites 

such as Yahoo! an 1croso . 

2. 1 Implicit CAPTCH A 

The common methods to te ll human user 
II 

5 and 
computer programs apart usua Y troubles the users b . ecause 
he has to read a text that 1s usually very difficult to 

. H . th I 1 · . read and then ty pe i t. owever, Ill e mp 1c1t CAPTCHA I 
methods, the user has to make a s imple click. For exa 

1

4
1 

· f · · I · h mp e. the picture o a rnountam 1s s 1own to t e user and h . 
I. k . b f e is asked to c 1c on 1ts top or a num er o words are show . 

an image an~ the us~r asked to click on a specific w: r~~ 
T his method ,s an easier fo r the users although it is costl' 
This method has s imilarities to our suggested method. ~~r 
will compare these two methods in section 3. e 

2.2 The PIX recognition method 

In PIX method [8], usual pictures (instead of pictures 
of words) are used to distinguish between human users and 
computer programs. A library of pictures with different 
subjects is prepared for this method and a number of these 
pictures that have a s imilar subject is selected and shown to 
the user while asking the user to select the subject of the 
picture shown from a list o f subjects (Figure 2). However, 
this method requires a large space for keeping the pictures 
and the library should also be very extensive, which 
requires large expenses. 

2.3 Text-to-Speech conversion method 

In Text-To-Speech (TTS) conversion method [5], 
instead o f showing an image, a sound is played which has 
been obtained by converting text to speech by certain 
progr_ams_- The user must recognize and type the word. 
Cons1der111g the many complexit ies of speech and applied 
effects such as adding no ise, it is d iflicult for computer 
programs to recognize the played words. 

\ e 

Figure 1. An Altavista CAPTCHA word [7] 



f 1gurc 2 PIX method fS). 

2 ~ Dra\\ing APT HA 

Utnbrella 

Drav. inr CA Pl C HA method [6] is ~ d . . 

I I 
' PD or cv1ces using 

sr, us pen 1,.e A ( Pcn,onal Digital A . 
' od ss1stant), In this 

ro~ . numerous dots arc dra"'n on a screen \\ 1th nois 

ad ground and the user is asked to connect } 

h 
. certain dots to 

each ot c-r CF1gure 3 J In \ ie"' of the bl 
r . • . pro ems that 

computers ,ace in rccogn171ng the dot fro th · . m e noise. onl} 

a human user can easily identify the special dots and 

connect them to each other. Unlike the other CAPTC'IIA 

merho~s, the users of an) language and an) age group can 

u~e this me_th?d. Also this method can be run on devices 

v.11h more lim1ted resources than the computer. 

As we said earlier, there are also CA PTCIIA methods 

"l11ch arc usiny OC R like Persian Arabic Baffle Text [9). 

Scaltcrl y pc 110) and PcssimalPrint 11 I). which are 

d1llcrcnt from our CA P'J CH A method. 

D1awmg Captcha P10Ject 

C<,1onrct tl,e ,.li.orno,. t to ,. t. ottttr ,. . "' . . . 
,. . .. . . . 

• 
•• • • 

•• • . . . . . . 

. . 
. .. 

. . • • 
. ,. 

Figure 3. Drawing CAPT CIIA project IG] 
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3 Our pro posc<.J method 
In thh paper . 

bt:l\\een human . " new rncrhod for I 
rcco users and I is11ng111 h1ng 

som!:1i'~on ar~d finding the ~~~i:ter f progr,11ns through 

su er obJccts has been p e o ari ob1cc1 nrnong 

ggestcd method is simple rdcscntcd rhc structure of the 
an as follows 

At first, a bank of ti 
prepared These nam , ic names of sorne objects is 

cs include c 
persons, fla)!s of cou t :irs, ammals, different 
ch n ries etc The co 

ooses some of thes b nccrncd program 

Then the program .. ,e o 11ects (e g. 6 obJccts) random!} 
uown o,1ds the p 1 

topics from the Internet [l? . 
1' ur 1bou1 these 

Yahoo' imaoc h I .J The pictures ttrc searched by 
"' scare 13] and the 

medium Each of th . " ize are ,elected as 

the . ese pictures is rotated a little Then all 

pictures are shown on th 
1 

d · c screen fhe p11;tures arc 

pu te Ill random places bur the pictures do not o,crlap. 

Computer chooses one of the shO\\n pictures M the 

goal and ~ks the user to clid, on the picture of lhat object 

The question is said using a TTS (Te,t-To Speech} system 

[14)._ For exa~ple the program shows four pi, lures, car, 

rabbit, a few kids, and a bird and asi...s the user to click on 

the picture of the rabbit b} sa}ing its name. II the um 

clicks on the picture of the rabbit we can conclude th,11 11 

human user has done the clicl,, and the user 1s not a 

computer program because a computer prognim should do 

two operations successfully in order to re~pond 

appropriately: 

First the name of the object must be rccog1111ell from 

speech. After that the computer must rccol,'Ollt the "anted 

object and has knO\\ ledge of its shape. Then 11 mu~I find 

the place of the object on the screen, 

Awareness of the shape of the obJeCI i~ ver) l11llicull 

and even impossible due to the great number ol the objects 

1n
 1he \\orld If the computer can do the first and secoml 

stages successfully then the recognition ot the placl' ot the 

object is difficult bemuse the computer docs nul l,..no,, 

an) thing about the color, dimensions. and other 

characteristics or the picture ol the obJed. On the other 

hand the pie.lures of thi: obJect, h,\\ e been rotated As a 

result. the possibilil} of dctecunv the pl,,cc or the 

concerned picture b) the tomputer ,, m1111mi1ed.' unkss the 

computer randoml) chooses a pl.ice We can m1n11n11e this 

possibilit) b} inc.rcasing the number ot the sh1l\\ n pictures 

t- la) be in the first glance our method secins lo be 11\...e 

I • method., I (Implicit CAPH !IA) but the,c mctholb .uc 

~:~rcrent from ench other In the Implicit C'APTC'HA, 

methods under the n,1111e "Single-Click C'A p I Cl !As IHl\t 

been presented "hich arc similar to our method 

345 



1 <' . : ,ne-1h,'-d ,~ i'.,s,·.I ,,n :-.111,\\ Ill~ ,,r II :;erk~ o l 
",-.."\'!. ""-1, "3' ~ , .ln,,11,. pi,'h'' h,I dl~.:t~. ,ind in lllntlo111 
P ' "' , " 1",, :,.,'f"\.'<-'ll ,\lid ,1skinl! fM cl id, ,,n " pnrl ic\l lnr 
, , -J h u,,-._ F,,r .-,:lmJ'k m tlgu~ 4 the u:-cr \\ us nskcd 

t,, ,--!,, ,,, lh<' "'-'N St 8\IIT. 

~-- >-r•t<" ,,f m.u,, smubritks b.:1,,ccn the nforcsnid 
~:<":!-.._x; :inJ ,,u~. tlus method 1s based on the OCR in 
'' '-,.:-1-. !h~ .:x,mpmer pn.,~mm must n:..-:ognize 1hc words nnd 
._,..,._ .::c;:;.-.:-~ their pbc-es 

'\v\\3da~ s methods ha, e be-en irn entcd which hnvc 
~e--- su.:-~ful in recognition of these words in 111nny 
.::a..--es {~'- [3] "hik in our method \\e deal "ith showing 
di~ ~1~rure of the objects and tlie OCR methods hnve not 
reen use-.:! at all Furt.hem1ore me recognition of a picture, 
as e.xplamed earlier. is more difficult for a computer. 

Another method "hich has been presented in "Singlc­
Clk' CAPTCH . .\s~ section is to show a picture and asking 
..he user 10 click on a panicular place on Uie screen. for 
e,arnple. a scene of a mountain is shown and the user is 
asked to did, on the mountain top (Figure 5). In this 
me.hod. the concerned points must be determined 
manuaJI). As a result developing this method is very time 
consuming while in our method the pictures are chosen 
randomly and we do not ha\'e to determine the points 
manual!). Furthermore. in our method some pictures of 
different objects are sho" n and the user must choose the 
picture of the concerned object. On the other hand, in our 
method the pictures are rotated in order to complicate the 
recognition of the pictures for computer more. 

In general. it can be said that our suggested method is 
the impro,ed version of the Implicit CAPTCHA method in 
\\h.ich we have effected many changes and combined it 
\\ irh the method 2.2 (PIX) and 2.3 (Text-To-Speech). 

Our method has been implemented by Java 
programming language. In this implementation, at first a 
bank of the names of some objects is created. The program 
chooses the names of six objects randomly and the pictures 
of these objects are downloaded from the Internet. These 
objects· pictures are searched by Yahoo! image search 
[13]. The sizes of pictures are selected as medium to 
increase the downloading speed. 

The program rotates the pictures by packages which 
have been defined for working with pictures in Java 
programming language. Then pictures are placed randomly 
in the screen. If the pictures are overlapped, a new random 
place will be chosen for the overlapped pictures. 
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ell<;~ ~vu 11.~urJm~ty1 t0i c~ltir "f0 .1r v,"·1 J 

i~l9 

Go away 

No1 Close ~1~v ()ff 

Figure 4. An example of Implic it CA PTC'I IA method 
which uses OCR weaknesses [4] 

Fina lly the program chooses one o f the six h . s own 
objects randomly and asks the user to c lick on the . 

. . 6) l d f . . picture 
or that obJect (Figure . nstca o writing the question . 
is said using a TTS (Text-To-Speech) system. '

11 

In our implementation, we use FrecTTS as TT 
engine. FreeTTS is a speech synthesis system Wr"tt S 

• 1 en 
entirely in the Java programming language It ·,s b . . a~d 
upon Flite, a small, fast, run-t1111e speech synthesis eng· 
which in turn is based upon University of Edinbu/~~• 
Festival Speech Synthesis System and Carnegie Me~ 

8 

University's FestYox project [14]. on 

If the user chooses the right object and clicks on -1 
message which reads as the successful response of the~' a 
is shown and he/she will be allowed to carry out :her 

d 
. e 

concerne operations. 

A sample implementation of this project is available at: 
http://www.hip.ir/ChildrenCAPTCHA/. 

Figure 5. Another Example of Implicit C APTCHA method 

[4] 
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• 

• 

• 

• 

• 

• 

!Play Questio~ 

Figure 6. Our Children CAPTCI IA method 

Advantages 
Some important features of our method are as follow: 

Children can easily use this method, even if they 
cannot read, because the question is said. Also they do 
~ot need to write anything and only must click on an 

image. 

Lt can be used by all ages, even elderly . 

Unlike the other CAPTCHA methods which are 
OCR-based, this method only needs to click on a 
picture. Sometimes, even human users have difficulty 
recognizing the displayed words but such a problem 

does not exist in this method. 

This CAPTCHA method is easy to use and takes little 

time to pass while not bothering the users. 

· 1 client side and 
lt does not require any processrng or . . . d 

can be used on small devices and devices wil
h 

ltrn~e. 
resources such as mobile phones. Also no keybol_ark 

15 

·t I'-' needs to c ic on 
needed in this method because I on ' d - witnout c . be run on ev1ces 
the object. There1ore, it can . . . d•fficult to use 
a keyboard or devices in whrch 

11 
is_ 

1 
1 

D 
' r mob1 le pion es. 

their keyboard, such as P A s o 
t for selecting our 

Because we using the lnterne 
pictures, we have a large bank of pictures. 
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• By using the I t 
arc reduc' I b n crnct fur finding . 

• 

of . cc' ccausc there . pteltirc5, lhc com 
pictures like is no need lo . . d method 2 1 create a ba k 

atabase fo . • s • and 2 2 M k" 
11 

• I images need. . . a mg ti local 
pictures and ·1lso s more spaces for . . ' 1iccds , 

1 
• sav111g 

resources for creating it. . ,1 ot of time and other 

We can change lhc tff 
according lo ils sit 1· I ficulty of lhis method 

d
'fli ~ ua ion We ca k 
I ,cult by incre·1s·1 I . ' n ma e it man.: 

l 
. ' ng I 1e obiccts · · c ccreris111g lhc r 

1
• J picscnl 111 lhc screen 

I 
c1s <Ince belwecn lhc b. . 

ess familiar obicct . o ~eels and using 
J s 111 a page Tl . 

recognition and Ii d' · 
115 

way lhc 
' 111 111g of lhc ob', 1 -11 

co111plicaled and mar . ~cc s w1 be more 
d' ffi I e difficul t for a computer Th. 

I icu ty of tesl can be increased by add" : c 
lhe sound 

O 
· . • 111g noise to k . r_ ~rnages. fhesc operations will make the 

wor mo1e d1lficult even for a human user. 

5 Conclusions 
. . In . !h_is paper, a new method is presented for 

d1st1ngu1sh111g between the human users and computer 
pro~rams by showing some pictures simultaneously and 
ask_rng the user to choose a certain object's picture. The 
m~111 advantage of this method is its application for 
children who maybe illiterate and cannot read, because in 
this method lhe question ls said using a TTS (Text-To-

Speech) system. 

Since this metllod consists of three stages 
(recognizing the speech, the object shape and finding the 
object) and each of these three operations cannot be done 
by computer appropriately, this method can resist the 

computerized atlacks. 

The Users can work with this method easily although 
wc can increase the rate of its difficulty in order to improve 

its resistance against the attacks. 

Considering the rapid growth of children websites, 

this method can be used widely. 

This method is implemented entirely in Java 
language. Java is a platform independent language, 
therefore our method can be used on any systems. 

Besides its advantage of covering every age group, 
disabled people can use this method easily. For example 
mobility-impaired people and people who nave troubled 
vision can use this method easily because there is no need 

to read and type anything. 
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