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I, Mary K.  Bolin, declare as follows: 

1. I am Emeritus Professor at the University of Nebraska, Lincoln Libraries.  I 

have held the following positions: Professor and Catalog and Metadata Librarian, 

Digital Initiatives and Special Collections Department, University of Nebraska, 

Lincoln Libraries (2015-2020); Professor and Chair, Discovery and Resource 

Management and Coordinator of Collection Development, University of Nebraska, 

Lincoln Libraries (2004-2015); Lecturer, San José State University School of 

Information (2008-present); Head of the Technical Services Department, 

University of Idaho Library (1993-2003; promoted to Professor in 1999); Head of 

the Cataloging Department, University of Idaho Library (1986-1993; promoted to 

Associate Professor and tenured in 1991); Head of Records Maintenance Section, 

Cataloging Department, University of Georgia Libraries (1981-1986). 

2. Over the course of my work as a librarian, professor, researcher, student 

research supervisor, and author of numerous scholarly papers and other 

publications, I have had extensive experience with cataloging records and online 

library management systems built around Machine-Readable Cataloging (MARC) 

standards.  I also have substantial experience in authenticating printed documents 

and establishing the date when they were accessible to ordinarily skilled 

researchers. 

3. Exhibit A is my full resume. 
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4. I have been retained by Wolf, Greenfield, & Sacks, P.C., counsel for 

Petitioner Google LLC, to determine the authenticity and dates of public 

availability of certain documents in the inter partes review proceedings of U.S. 

Patent No. 9,192,861 (the “’861 Patent”).  For this service, I am being paid my 

usual fee of $100 per hour, plus actual expenses.  My compensation is not 

dependent in any way upon the outcome of the inter partes review of the ’861 

Patent. 

I. DOCUMENTS OF INTEREST 

5. The documents that are the subject of this declaration are the following: 

Document 1. Sajad Shirali-Shahreza and M. Shirali-Shahreza, 

"CAPTCHA for Children," 2008 IEEE International Conference on 

System of Systems Engineering (SoSE), Monterey, California, 2008, 

pp. 1-6, doi: 10.1109/SYSOSE.2008.4724188.  Ex. 1008.  

Document 2. Luis von Ahn. Human Computation. Dissertation, 

Carnegie Mellon University, 2005.  Ex. 1009. 

Document 3. G. Kochanski, D. Lopresti, and C. Shih. “A 

Reverse Turing Test Using Speech,” Proceedings of the Seventh 

International Conference on Spoken Language Processing, September 

2002, Denver, CO, pp. 1357-1360.  Ex. 1015.  
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II. METHODOLOGY 

6. I searched for each of these documents (1) in subscription databases (large 

repositories of reliable scholarly content from well-known publisher) such as IEEE 

Xplore, SpringerLink, and ACM Digital Library, and (2) in Google Scholar (an 

open access database that aggregates content from subscription sites as well as 

other freely available repositories of scholarly and research data). I searched for 

Document 2, a dissertation, in the Online Computer Library Center (“OCLC”) 

database. I searched the conference proceeding volumes for Documents 1 and 3 in 

OCLC as well. I also searched the library catalogs of institutions such as the 

University of Nebraska, Lincoln and other large research libraries. My goal was to 

find a record in one or more of these databases that contained a date indicating 

when the work in question was available to the public. 

7. Use of MARC Records.  The “Machine Readable Cataloging” standard, also 

known as “MARC,” is an industry-wide, standard method of organizing library 

catalog information.  MARC was first developed in the 1960s by the Library of 

Congress.  A MARC-compatible library is one that has a catalog consisting of 

individual MARC records for each of its works.  Today, MARC is the primary 

communication protocol for the transfer and storage of bibliographic metadata in 

libraries. 
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8. When an OCLC participating institution acquires a work, it creates a MARC 

record for this work in its computer catalog system in the ordinary course of its 

business, and OCLC automatically supplies the date of creation.  The MARC 

record creation date reflects the date on which (or shortly after which) the item was 

first acquired and catalogued.  Once the MARC record is created by a cataloger at 

an OCLC participating member institution, it is instantaneously available to any 

OCLC participating members, and, therefore, available to the public. 

9. A MARC record comprises several fields, each of which contains specific 

data about the work.  Each field is identified by a standardized, unique, three-digit 

code corresponding to the type of data that follow.  For example, a work’s title is 

recorded in field 245, the primary author of the work is recorded in field 100, an 

item’s International Standard Book Number (“ISBN”) is recorded in field 020, an 

item’s Library of Congress call number is recorded in field 050, and the 

publication date is recorded in field 264 under the subfield “c.” If a work is a 

periodical, then its publication frequency is recorded in field 310, and the 

publication dates (e.g., the first and last publication) are recorded in field 362, 

which is also referred to as the enumeration/chronology field.  The library that 

created the record is recorded in field 040 in subfield “a” with a unique library 

code.   
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10. OCLC provides its members online access to MARC records through its 

OCLC Connexion database.  When viewing the MARC record online via the 

OCLC Connexion database, hovering over this code with the mouse reveals the 

name of the library.  I used this method of “mousing over” the library codes in the 

OCLC database to identify the originating library for all the MARC records in this 

declaration.  In the MARC records in the OCLC Connexion database, MARC field 

040 contains the OCLC symbols of institutions transcribing, creating, and 

modifying the record. 

11. OCLC was created “to establish, maintain and operate a computerized 

library network and to promote the evolution of library use, of libraries themselves, 

and of librarianship, and to provide processes and products for the benefit of 

library users and libraries, including such objectives as increasing availability of 

library resources to individual library patrons and reducing the rate of rise of 

library per-unit costs, all for the fundamental public purpose of furthering ease of 

access to and use of the ever-expanding body of worldwide scientific, literary and 

educational knowledge and information.”1  Among other services, OCLC and its 

 
1 Third Article, Amended Articles of Incorporation of OCLC Online Computer 

Library Center, Incorporated (available at http://www.oclc.org/en-

US/membership/councils.html). 
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members are responsible for maintaining the WorldCat database 

(http://www.worldcat.org/), used by independent and institutional libraries 

throughout the world.  OCLC is the international cooperative to which libraries 

catalog records and others pay to access MARC records.  The MARC records 

referenced in this declaration, extracted from the OCLC database, were generated 

in the ordinary course of business.  Further, I personally located and downloaded 

each of these records. 

12. MARC records created at the Library of Congress are tape-loaded into the 

OCLC database through a subscription to MARC Distribution Services daily or 

weekly.  Once the MARC record is created by a cataloger at an OCLC member 

institution or is tape-loaded from the Library of Congress, it is then made available 

to any other OCLC members online, and, therefore, made available to the public.  

As noted before, when an OCLC member institution creates a new record, OCLC 

automatically supplies the date of creation for that record.  The MARC record 

creation date reflects the date on which, or shortly after which, the item was first 

acquired or cataloged. 

13. The date of creation for the MARC record appears in the fixed field (008), 

characters 00 through 05.  Field 005 is a 16-digit field that record the Date 

characters yyyymmdd include 4 for the year, 2 for the month, and 2 for the day.  

The Date entered on file never changes.  These dates are automatically supplied by 
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the OCLC system and cannot be changed by the user.  When the MARC record is 

created in OCLC, it is available throughout the world to other libraries and in 

WorldCat, the public version of OCLC Connexion.  Thus, the date of creation of 

the MARC record by a cataloger at an OCLC member institution reflects when the 

underlying item is accessible to the public. 

14. For each of Documents 1-3, I searched OCLC, www. oclc.org, for the 

conference proceedings (Documents 1, 3) or the dissertation (Document 2).  

15. For those documents for which there is a record in OCLC, I determined 

when the record was created and which libraries own the item.  I then visited the 

website of the library or libraries that own the item, searched their library catalog, 

and determined when the item was added to the library’s collection. 

16. I am familiar with many online catalogs, databases, and search engines. In 

preparing for this declaration I used authoritative information systems such as 

WorldCat (https://www.worldcat.org), the online catalog of the Library of 

Congress (https://catalog.loc.gov), the online catalog of a number of large research 

libraries such as the University of Nebraska, Lincoln, the public catalog of the 

United States Copyright Office (https://cocatalog.loc.gov/), LexisNexis, 

IEEExplore, Google Books, and Google Scholar search for records. These records 

are identified and discussed in this declaration.  
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III. AUTHENTICATION OF DOCUMENT 1 

17. Document 1 was found in IEEE Xplore at: 

https://ieeexplore.ieee.org/document/4724188. The face of the document 

accurately reflects the title, author, and publication information listed on the 

webpage at that URL, and document appears to be complete. It states that the 

document was added to IEEE XPlore December 22, 2008. The PDF properties 

show that the PDF was created on April 4, 2008.  (The “date modified” is when I 

downloaded and saved it.) A MARC record for the conference proceedings was 

found in OCLC. It was added to the OCLC database on March 6, 2009. The 

conference proceedings for the 2008 IEEE International Conference on System of 

Systems Engineering (SoSE)—of which Document 1 was a part—appears in the 

Library of Congress copyright database (cocatalog.loc.gov), where it states that the 

record for the conference proceedings for the 2008 IEEE International Conference 

on System of Systems Engineering (SoSE) was created on March 5, 2009, and that 

the proceedings were published on December 12, 2008. The authors of Document 

1 compiled and published a “Bibliography of Works Done on CAPTCHA” later in 

2008, and the bibliography includes Document 1.  It is found in IEEE Xplore at 

https://ieeexplore.ieee.org/abstract/document/4730926.  The face of that document 

accurately reflects the title, author, and publication information listed on the 

webpage at that URL, and document appears to be complete.  
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18. Attachment 1 is a screenshot of the PDF properties for the article. 

19. Attachment 2 is a PDF of the results screen from IEEE Xplore, saying that 

the article was added on December 22, 2008. 

20. Attachment 3 is a MARC record for the conference proceedings. 

21. Attachment 4 is the record for the conference proceedings from the Library 

of Congress copyright database. 

22. Attachment 5 is a PDF of the IEEE results screen for “Bibliography of 

Works on CAPTCHA,” showing that it was added to IEEE Explore on December 

30, 2008. 

23. Attachment 6 is a PDF of the article “Bibliography of Works Done on 

CAPTCHA.” 

IV. PUBLIC AVAILABILITY OF DOCUMENT 1 

24. Based on the fact that Document 1 was added to IEEE Xplore in December 

2008,  on the properties of the PDF file, and on the citation to Document 1 in the 

“Bibliography of Works on CAPTCHA” later in 2008, this document would have 

been available publicly by late 2008 and could have been retrieved by a skilled 

researcher. Based on the records for the conference proceedings in OCLC and the 

Library of Congress copyright database, the document also would have been 

available in early 2009 and could have been retrieved by a skilled researcher. 
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V. AUTHENTICATION OF DOCUMENT 2 

25. Document 2 was found in the online library catalog of Carnegie Mellon 

university at MARC Record: 

https://cmu.primo.exlibrisgroup.com/discovery/sourceRecord?vid=01CMU_INST:

01CMU&docId=alma991000901079704436&recordOwner=01CMU_INST where 

it states that the record was created October 20, 2006. 

26. Document 2 was also found in Dissertation Abstracts: https://search-

proquest-

com.libproxy.unl.edu/pqdt/docview/305006687/7F821E62E4614922PQ/4?account

id=8116 where it states that it was made available by ProQuest dissertation 

publishing in 2005. 

27. Attachment 7 is a PDF of the MARC record for the dissertation from the 

Carnegie Mellon University online library catalog. 

28. Attachment 8 is a PDF of record from the Dissertation Abstracts database. 

VI. PUBLIC AVAILABILITY OF DOCUMENT 2 

29. Based on the fact that the MARC record in the Carnegie Mellon library 

catalog was created in October 2006, and the record in the Dissertation Abstracts 

database was created in 2005, Document 2 was available sometime in 2005, and at 

the latest by October 2006, and could have been retrieved by a skilled researcher. 
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VII. PUBLIC AVAILABILITY OF DOCUMENT 3 

30. This article was retrieved from https://www.isca-

speech.org/archive/archive_papers/icslp_2002/i02_1357.pdf. The Properties of this 

PDF file show that it was created on July 30, 2002.  The conference proceedings 

are found at: https://www.semanticscholar.org/paper/Proceedings-of-the-7th-

International-Conference-on-Tan-

Dalsgaard/f2d898947f5f0c7ae107a005386c1301ddc662bf. That page states that 

the proceedings were published in 2002. The PDF link from the conference 

proceedings to the paper is 

http://www.cse.lehigh.edu/~lopresti/Publications/2002/icslp02.pdf, the faculty 

website of one of the authors. Apart from the blue text at the top of the first page in 

the isca-speech.org PDF, the two documents are substantively identical.  The 

properties of the Lehigh University PDF show that it was created on April 1, 2002.  

That website was archived by the Internet Archive (web.archive.org) at least as 

early as September 1, 2004, indicating that the paper was publicly accessible on 

that website by that date.  See 

http://web.archive.org/web/20040901075237/http://www.cse.lehigh.edu/~lopresti/

Publications/2002/icslp02.pdf.  The face of the document accurately reflects the 

title, author, and publication information listed on the webpage at that URL, and 

document appears to be complete.   



 

12 
 

31. Attachment 9 is the PDF from isca-speech.org. 

32. Attachment 10 is the PDF from Lehigh University  

33. Attachment 11 is a screenshot of the PDF from isca-speech.org, showing the 

creation date. 

34. Attachment 12 is a screenshot of the PDF from Lehigh University, showing 

the creation date. 

35. Attachment 13 is a screenshot of the web page for the conference 

proceedings, where it states that the proceedings were published in 2002.  

36. Attachment 14 is a screenshot of the web.archive.org web page for the 

Lehigh University website, showing that the paper was available on Lehigh 

University’s website by September 1, 2004. 

VIII. PUBLIC AVAILABILITY OF DOCUMENT 3 

37. Because PDFs of this document in multiple locations were created in 2002, 

because the conference proceedings state that they were published in 2002, and 

because web.archive.org indicates the document was available online by 

September 1, 2004, this document was publicly available in 2002, or at the latest in 

September 2004, and could have been found by a skilled researcher. 
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I hereby declare that all statements made herein of my own knowledge are 

true and that all statements made on information and belief are believed to be true; 

and further that these statements are made with the knowledge that willful false 

statements and the like are punishable by fine, imprisonment, or both, under 

Section 1001 of Title 18 of the U.S.  Code.  

I declare under penalty of perjury under the laws of the United States of 

America that the foregoing is true and correct.

Executed on

_______________
Mary K. Bolin, Ph.D.
_________________
Mary K. Bolin, Ph.D.

September 11, 2020



EXHIBIT A 



Mary K. Bolin, PhD 
  
Professor Emeritus 
University Libraries 
University of Nebraska—Lincoln 
mbolin2@unl.edu 
 
Lecturer,  
School of Information 
San José State University 
mary.bolin@sjsu.edu  
 
EDUCATION 
 
PhD, Educational Studies (Educational Leadership and Higher Education), 2007, University of 
Nebraska 
  
Dissertation: A Typology and Discourse Analysis of the Status and Appointments of Librarians at 
Land Grant Universities (available at digitalcommons.unl.edu) 
  
MA, English, 1999, University of Idaho 
Thesis: Grace: A Contrastive Analysis of a Biblical Semantic Field (available at 
digitalcommons.unl.edu) 
  
MSLS, 1981, University of Kentucky 
  
BA, Linguistics, 1976, University of Nebraska—Lincoln 
  
WORK EXPERIENCE 
  
Center for Digital Research in the Humanities. Fellow, 2019-  Emeritus, 2020- 
 
University of Nebraska--Lincoln Libraries: Professor and Catalog and Metadata Librarian, 
Digital Initiatives and Special Collections, 2015-2020. Emeritus, 2020-  
 
University of Nebraska—Lincoln Libraries: Professor and Chair, Discovery and Resource 
Management, 2004-2015; Coordinator of Collection Development, 2012-2015 
  
University of Idaho Library: Head, Technical Services Department, 1993-2003. Promoted to 

A-1



Professor in 1999 

University of Idaho Library: Head, Cataloging Department, 1986-1993. Promoted to Associate 
Professor and tenured, 1991 

University of Georgia Libraries: Head, Records Maintenance Section, Cataloging Department, 
1981-1986 

Teaching:  
San José State University School of Information: 

LIBR 281, Metadata. 2009- 
LIBR 248, Introduction to Cataloging and Classification. 2013- 
LIBR 202, Information Retrieval. 2008-2013 

American Library Association 

Cataloging for Non-Catalogers, Online Continuing Education Course, 2017- 
Intermediate Cataloging for Non-Catalogers, Online Continuing Education Course, 2018- 

Independent Study in Idaho 

Library Science C415, Technical Services for Small Libraries, 2004-2013 
Library Science C416, Library Services to Rural Libraries, 2004-2013 
Library Science C422, Use of the School Library, 1999-2013 
Library Science C425/525, Organization and Management of Small Libraries, 
1988-2013 
Library Science C427, Library or Media Center Practicum, 1995-2013 

Gateway PhD Program (San Jose State University and Queensland University of Technology). 
SJSU supervisor for two PhD students, 2015- 

Consulting 
Expert witness for multiple attorneys employed by Wolf, Greenfield & Sacks, P.C., 
Hughes Hubbard & Reed LLP, and other firms. 2017-  

SCHOLARSHIP 

Refereed Publications: 

A-2



 
(Publications available from digitalcommons.unl.edu) 
 
Pytlik Zillig, Brian, and Mary K. Bolin. (Submitted) “Shakespeare and the Enumeration of 
Semantic Primes.” Japanese Journal of Digital Humanities. 
 
Wintermute, Harriet E., and Bolin, Mary K. (2018). “Metadata Generators for Backlog 
Reduction: Metadata Maker Streamlines Cataloging and Facilitates Transition. Technical 
Services Quarterly 35(2) doi: https://doi.org/10.1080/07317131.2018.1422879 
 
Bolin, Mary K. (018).  “Metadata, Catalog Systems, Linked Data, and the Evolving ILS.” 
In: Sandra Hirsh (Ed.), Information Services Today: An Introduction. 2nd ed. New York: 
Rowman and Littlefield. 
  
Bolin Mary K. (2017). The 21-century Academic Library: Global Patterns of Organization and 
Discourse. Oxford: Chandos Publishing. (Chandos Information Professional Series) 
  
Bolin, Mary K. (2017). Linguistics and LIS: A Research Agenda.” SLIS Student Research 
Journal, 7:1. 
Retrieved from http://scholarworks.sjsu.edu/slissrj/vol7/iss1/2 
  
Bolin, Mary K. (2014). "Open Access Web Resources for Library Continuing Education and 
Training." In S. Hines (Ed.), Revolutionizing the Development of Library and Information 
Professionals: Planning for the Future (pp. 107- 124). Hershey, PA: . 
doi:10.4018/978-1-4666-4675-9.ch008. 
  
Bolin, Mary K. (2014). "The Language of Academic Librarianship: The Discourse of Promotion 
and Tenure. “Advances in Library Administration and Organization 32. 
  
Bolin, Mary K. "Librarian Status at US Research Universities: Extending the Typology." Journal 
of Academic Librarianship 34:4 (September 2008) 
  
Bolin, Mary K. "A Typology of Librarian Status at Land Grant Universities." Journal of 
Academic Librarianship, 34: 3 (May 2008)220:230. 
  
Bolin, Mary K. "The Library and the Computer Center: Organizational Patterns at Land Grant 
Universities." Journal of Academic Librarianship, 31:1 (2005) 
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Eckwright, Gail Z. and Mary K. Bolin. "The Hybrid Librarian: The Affinity of Collection 
Management with Technical Services and the Organizational Benefits of an Individualized 
Assignment." Journal of Academic Librarianship, 27:6 (2001)452:457. 

Bolin, Mary K. "Catalog Design, Catalog Maintenance, Catalog Governance," Library 
Collections, Acquisitions, and Technical Services. 24: (2000)53-63. 

Bolin, Mary K. "The Collegial Environment and the Functional Organization," Journal of 
Library Administration. 29:2(1999):49-61. 

Bolin, Mary K. "Cataloging Environmental Impact Statements and Related Documents," 
Resource Sharing and Library Networks. 14:1(1999): 21-40. 

Bolin, Mary K. "Waiting for the Electrician or Someone like Him: Client-Centered Technical 
Services" Proceedings of the Association of College and Research Libraries National 
Conference, Nashville, April 1997. 
< http://www.ala.org/Content/ContentGroups/ACRL1/Nashville_1997_Papers/Bolin.htm > 

Grants: 

Electronic Theses and Dissertations. Seed Grant from University of Idaho Office of Research, 
2002. Co PI with Gail Z. Eckwright. $6500. 

Interoperability of Metadata for Thematic Research Collections. Grant to the Center for Digital 
Research in the Humanities from the Institute of Museum and Library Services 2005-2008. 
Project Team Member. 
http://unlcms.unl.edu/cas/center-for-digital-research-in-the-humanities/projects/pages/iom_files/I
OM_Final_Narrative_Report_July_2008.pdf 

Other Publications: 

Library Philosophy & Practice. Peer-reviewed electronic library science journal. Mary K. Bolin 
and Gail Z. Eckwright, founders and editors. http://digitalcommons.unl.edu/libphilprac  

Library Science C415, Technical Services for Small Libraries, through Independent Study in 
Idaho. 2004. 

Library Science C416, Library Services to Rural Libraries, through Independent Study in Idaho. 
2004. 
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Library Science C422, Use of the School Library, through Independent Study in Idaho. Revised 
1999. 
  
Library Science C425/525, Organization and Management of Small Libraries through 
Independent Study in Idaho. Revised 2005. 
  
Library Science C427, Library or Media Center Practicum, Independent Study in Idaho. Revised 
1999. 
  
Presentations: 
  
Bolin, Mary K. “BibFrame and the MARC Cataloging Environment: an Introduction.” Lyrasis 
Webinar, June 16, 2020. Recording available  http://lyrasis.adobeconnect.com/paufo9e0dm30/  
 
Pytlik Zillig, Brian, and Mary K. Bolin. “A Little More than Kin, a Little Less than Kind”: the 
Semantic Field Grace in Early Modern English" Poster Session, Text Encoding Initiative 
Meeting, Graz, Austria, September 18, 2019 
 
Pytlik Zillig, Brian, and Mary K. Bolin. “Shakespeare and the Enumeration of Semantic Primes.” 
Research Paper Presentation, Text Encoding Initiative Meeting, Tokyo, Japan, September 13, 
2018 
 
"Library Philosophy and Practice: Creating and Maintaining an Open-Access E-Journal," 
Presentation to UNCL meeting (libraries at campuses of the University of Nebraska), Lincoln, 
Nebraska, March 20, 2008. 
  
Presentation to "Thinking outside the Borders" participants on the open-access electronic journal 
Library Philosophy and Practice and its role in the international library community. University of 
Nebraska—Lincoln Libraries, October 24, 2007 
  
Panel discussion on open access electronic journals. GWLA directors' meeting. Linda K. Hall 
Library, Kansas City, Missouri. April 2007. 
  
"Waiting for the Electrician or Someone Like Him: Client-Centered Technical Services." 
Association of College and Research Libraries National Conference, Nashville, April 5, 1997. 
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" 'Some Problems of an Editor': the Idaho Librarian from Manuscript to Published Issue," Joint 
Annual Conference of the Idaho Library Association and the Washington Library Association, 
Spokane, Washington, April 6, 1995. 

"Automating Idaho's Libraries: a Historical Perspective." Idaho Library Association Annual 
Conference, Idaho Falls, October 4, 1990. 

"Small Library Management." Idaho Library Association Spring Conference, Lewiston, Idaho, 
May 13, 1989. 

"No More 'Good Workers': Excellence and Academic Library Classified Staff." Association of 
College and Research Libraries 5th Annual Conference, Cincinnati, April 7, 1989. 

"Communication to and from Cataloging Departments." Heads of Cataloging Discussion Group, 
American Library Association Midwinter Meeting, San Antonio, January 1988. 

Discussion Leader at the LAMA (Library Administration and Management) Management 
Exchange. American Library Association Annual Meeting, San Francisco, June 1987. 

"Staff Turnover." Heads of Cataloging Discussion Group, American Library Association 
Midwinter Meeting, Chicago, January 1987. 

SERVICE 

Reviewer. Resources for College Libraries. Linguistics bibliography, Spring 2020. 

Peer reviewer for ALISE National Conference presentations, Spring 2020. 

Peer reviewer for Journal of Academic Librarianship, 2012- 

Peer reviewer for refereed journal, Western Nigerian Journal of Medical Sciences 
(http://www.wnjms.org/ ), a publication of Ladoke Akintola University of Technology 
(LAUTECH) Teaching Hospital, 2008- 

PhD Reviewer for students from Aligarh Muslim University, India, 2010- 

Outside reviewer for numerous library faculty promotion and tenure cases in US universities. 

Faculty Committee Assignments: 
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University of Nebraska – Lincoln 
  
Chair, University of Nebraska Libraries Faculty, 2018 
 
Academic Rights and Responsibilities Committee, 2016- Chair, 2018-19 
 
Faculty Senate – 2004-2008; 2008-2011 
  
Faculty Senate Executive Committee 2004-2008 
  
Academic Planning Committee (APC), 2005-2008; Vice Chair, 2006-2007; Chair, 2007-2008 
  
Aesthetic Review Committee 2006-2007 
  
APC monitor for academic program reviews: Department of Political Science, 2005; Department 
of Educational Psychology 2006 
  
Chancellor's Committee on Wellness, 2007- 
  
University of Idaho: 
  
University of Idaho NASC Accreditation Committee: Chair, Standard 5, Library and Information 
Resources Subcommittee, 2002-2004. 
  
Faculty Affairs Committee, 2001-2004; 1992-1995; Chair, 1994-1995 
  
Committee on Committees, 2000-2003, Chair, 1991-92; 1995-96 
  
Budget Liaison Committee, 1990-92, 1996-98; Chair, 1991-92; 1997-98 
  
University of Idaho Presidential Search Committee, 1995-96 
  
University of Idaho Provost Search Committee, 1996-97 
  
University of Idaho Strategic Planning Task Force, 1997-98 
  
Search Committee Chair, Lionel Hampton School of Music Director, 1998-99 
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Disability Affairs Committee, 1998-; Chair, 1999-2000 

Faculty Council, Faculty-at-Large representative, 1989-92, 1995-98; Vice-Chair, 1991-92, 1995- 
96; Acting Chair, Spring 1996 

Honors Program Committee, 1988-93; Chair, 1991-92 

Student Employee Grievance Committee, 1988-89 

Faculty-at-Large (Chair), 1987-89 

Pacific Northwest Library Association: 

Editor, PNLA Quarterly, December 2002-December 2013 

Idaho Library Association: 

Editor, The Idaho Librarian, September 1990-January 1996 

Professional Memberships 

American Library Association 
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ATTACHMENT 1 
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ATTACHMENT 2 
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illiterate and cannot read, can easily pass the test. If the user chooses the right object,

we can guess that the user is a human being and not a computer program. This method

is specially developed for children websites. The main advantage of this method is its

simplicity because the user does not have to read or type anything.
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Abstract

Nowadays, a great amount of information is circu-
lated through the Internet. Some of them exclusively
belongs to a special group of users and requires pro-
tection and safeguarding against unauthorized access.
To this end, a category of systems called HIP (Human
Interactive Proof) have been introduced to distinguish
between various groups of users.

CAPTCHA (Completely Automatic Public Turing
Test to Tell Computer and Human Apart) methods are
one of the important branches of HIP systems which are
used to distinguish between human users and computer
programs automatically. These methods are based on
Artificial Intelligence (AI) topics. The goal of these sys-
tems is to ask questions which human users can easily
answer but current computer programs cannot.

During past years, many researchers worked on HIP
and CAPTCHA systems. In this paper, we try to collect
different works which are done on HIP and CAPTCHA
systems and create a complete bibliography of pub-
lished works. We collect 87 published works and clas-
sify them into a number of categories. This paper
contains different works which are done for creating
CAPTCHA methods, attacking CAPTCHA methods and
applications of CAPTCHA methods. We think that this
paper can help new researchers in CAPTCHA domains
to quickly find the works which are done previously.

1. Introduction

Many aspects of human life are affected by the ex-

pansion of the World-Wide Web (WWW). In particular,

in developed countries, many daily affairs from daily

shopping to education and commerce can be done us-

ing the Internet. A common action which is done in

most websites, especially those belonging to commer-

cial and administrative applications, is to fill out regis-

tration forms for certain purposes. After filling out the

forms by entering the required information, the individ-

uals are allowed to login into that website and carry out

certain jobs. Unfortunately, there are persons who abuse

web services by writing programs which do automatic

false registration in websites. These programs automat-

ically fill out forms with incorrect information in order

to enroll in the site. This wastes a large volume of the

resources of the site in favor of the profit-seeking pro-

grammers and reduces the performance of the system.

Various methods have been presented in order to pre-

vent such attacks, aiming at distinguishing human users

from computer programs. The main characteristic of

these methods is their automatism so that they can be

implemented automatically by computers; because the

examination of a large bulk of registrations on the Inter-

net websites by human requires a great deal of time and

expense and in some cases, such as email services web-

sites, may even be practically impossible. Therefore,

it is necessary to use automatic systems to distinguish

human users from computer programs.

In artificial intelligence (AI), a test known as the Tur-

ing test [76] is proposed for proving the intelligence of

a computer. In this test, a human person and a computer

are put in two different rooms and a human interrogator

in a third room asks them questions. If the interroga-

tor cannot recognize which room the computer is in and

which one the human, it is said that the computer has

passed the Turing test. A similar method to the Tur-

ing test can be used to distinguish human users from

computer programs with the difference that the human

interrogator is replaced with a computer. The computer

interrogator asks questions from the applicant to distin-

guish between the human user and the computer pro-

gram. These methods are known as CAPTCHA (Com-

pletely Automated Public Turing test to tell Computers

and Human Apart), after the CAPTCHA project which

is done at Carnegie Mellon University [79]. Therefore,

the main focus of these methods is on questions that the

human user can easily answer but the present computer

programs are hardly likely to be able to answer.___________________________________
978-1-4244-2197-8/08/$25.00 ©2008 IEEE

Proceedings of 2008 3rd International Conference on Intelligent System and Knowledge Engineering

Authorized licensed use limited to: University of Nebraska - Lincoln. Downloaded on August 28,2020 at 17:06:41 UTC from IEEE Xplore.  Restrictions apply. 

A-23



CAPTCHA methods can be generally divided into

three groups: OCR-Based, Visual Non-OCR-Based and

Non Visual. Optical Character Recognition (OCR) pro-

grams are used for automatically reading the texts, but

they have difficulty reading texts printed with a low

quality and can only recognize high-quality typed texts

that use common standard formats. However, the de-

fects of the OCR systems can be taken as an advantage

by changing the picture of a word so that it can only be

recognized by a human and not by any OCR system.

In OCR-Based methods, the image of a word with

distortion and various pictorial effects is shown to the

user and he must type that word. Due to presence of var-

ious pictorial effects, the computer will encounter prob-

lems in the recognition of the word and only a human

user can recognize the word. We explain these meth-

ods in section 2.1. But these methods usually result in

dissatisfaction of users. On the other hand, efforts have

been made for breaking these methods such as [43]. In

section 4 we discuss some of these attacks.

In contrast, we can talk about Visual Non-OCR-

Based and Non Visual methods which are easier to pass

for users than OCR-based ones. These methods are

studied in sections 2.2 and 2.3. For example, in Col-

lage CAPTCHA method [57], the image of some ob-

jects with distortion is shown to the user and he is asked

to click on a certain object.

CAPTCHA systems are usually used to prevent fake

registration by computer programs in websites, but can

be applied to other applications such as anti spam appli-

cations. We explain these applications in section 3.

CAPTCHA is one of the important branches of HIP

systems. HIP is the abbreviation of Human Interactive

Proof and is used to call systems in which human users

prove their membership in a special group through a

challenge/response protocol. Some examples are: hu-

man versus machine, himself versus any other person,

adult versus a child, etc [7]. Most of HIP works have

been done in field of CAPTCHA and few works have

been done in other fields of HIP such as distinguishing

between a special group of users and other users. We

also survey some of these HIP.

In this paper we try to collect different works which

are done on CAPTCHA during past years. The main

goal of this paper is to create a comprehensive bibli-

ography of works done on CAPTCHA. Bacause of the

lack of space, we only group similar works and descrie

the main ideas of some method.

In section 2 we will briefly survey the different

CAPTCHA methods proposed. Then we will survey the

applications of CAPTCHA methods in section 3. Sec-

tion 4 contains attacks and analysis which are done on

CAPTCHA methods. The last section is the conclusion.

2. CAPTCHA Methods

The method designed in AltaVista in 1997 is known

as one of the first CAPTCHA methods [7].

von Ahn defined CAPTCHA method formally in

[78]. Their CACM paper [79] is a brief description of

methods created in the CAPTCHA project.

Baird had a survey of some the CAPTCHA methods

in [2]. His paper in DAS 2002 workshop is one of the

first papers which introduces the CAPTCHA problem

[7]. His preface on the HIP 2005 workshop proceed-

ings also describe the status of CAPTCHA methods at

that time [5]. Another survey of CAPTCHA methods is

[47]. All of these surveys are not broad and mention a

small number of methods. So we think that a compre-

hensive survey on CAPTCHA methods is required.

2.1. OCR-Based Methods

Pessimal Print [4] is one of the first OCR-

Based methods. Another early work on OCR-Based

CAPTCHA methods is [83]. BaffleText [20] is another

OCR-Based method which generate meaning less pro-

nounceable words. ScatterType [6] is another method

created by authors of BaffleText method. The authors

of [9] discuss how to generate random words which are

easier for human users. Another similar paper is [81].

The method which is currently used by Microsoft web

services is described in [17, 16, 18, 19].

A special method for using in console applications

is presented in [23]. Method [38] uses visual patterns

as foreground and backround for displaying the text

which the user must type. Rusu proposed Handwrit-

ten CAPTCHA, which uses scanned handwritten words

for generating CAPTCHA images [49]. The majority of

works done on CAPTCHA are for English CAPTCHA

methods. There are a few CAPTCHA methods for other

languages such as [62, 85, 66, 65, 63].

2.2. Visual Non-OCR-Based Methods

In addition to OCR-Based methods, there are an-

other visual methods which do not use OCR software

weaknesses. These methods usually uses the drawacks

of computer vision systems such as their difficulties in

identifying the type of a object in an image. PIX method

is one of the first Non-OCR-Based methods. More in-

formation about PIX and EPS-Game which is used for

creating the required image database can be found in

[77]. Bongo which is another Non-OCR-Based method

which is created in the CMU CAPTCHA project is de-

scribed in [12] in 2001.

Proceedings of 2008 3rd International Conference on Intelligent System and Knowledge Engineering

Authorized licensed use limited to: University of Nebraska - Lincoln. Downloaded on August 28,2020 at 17:06:41 UTC from IEEE Xplore.  Restrictions apply. 

A-24



The authors of [24], who are working on Content

Based Image Retrieval (CBIR) systems, proposed a

method which uses the problems of CBIR methods. An-

other examples of Non-OCR-Based methods which are

based on object recognition are [26, 57].

The method presented in [31] uses the idea of ren-

dering 3D scenes for creating CAPTCHA images in-

stead of using a bank of images. The idea of method

[39] is to exchange a nubmer of blocks in an image and

ask the user to click on that blocks. ARTiFACIAL is

a method developed at Microsoft research and ask the

user to found the comple human face among a number

of imperfect faces [48]. A number of Non-OCR-Based

methods are described in [3] such as the method which

asks the user to click on a certain object in an image.

Similar methods are proposed in [21].

Most of visual Non-OCR-Based methods require a

database of labeled images. Creating a database of la-

beled images is costly and time consuming. An ap-

proach for solving this problem is creating games such

as EPS-Game [77]. Another idea is using image search

engines for this purpose [58, 53].

Movies can also used instead of images in the

CAPTCHA methods. In [1] an animated CAPTCHA

method is proposed. Another method which uses small

movies is [61]. The face recognition method proposed

in [41] asked the user to match the two face images

which are similar in a set of images.

A hybrid method which has both OCR-Based and

Non-OCR-Based parts is described in [40]. CAPTCHA

methods are usually designed for using with computers

and are not suitable for other devices such as mobile

phones and PDAs. A number of methods are designed

especially for devices such as mobile phones [52, 54].

2.3. Non Visual Methods

One of the main categories of non visual methods are

sound based CAPTCHA methods such as [35, 14]. In

these methods, a word is said and the user must type

the word. These systems are usually used beside other

CAPTCHA methods, especially OCR-Based methods,

for disabled people.

CAPTCHA in text domain was desired from the be-

ginning, but there are few works done in this field in-

cluding [10, 82]. As the authors of these paper said, it

seems that designing a Text Domain CAPTCHA is very

difficult. A new type of CAPTCHA methods are pro-

posed in [22] in which there is no specific answer to the

question asked from the user.

Disabled people usually have problems with

CAPTCHA methods, because most of CAPTCHA

methods are designed for and tested by normal persons

(e.g. see the test group description in [18]). So special

methods can designed for disabled persons or persons

with special needs such as [56, 64, 69, 70].

Another group of methods uses questions which

need reasoning to be answered such as [60]. This idea

can be extended to create HIP systems which can dis-

tinguish between different groups of people, such as

method explained in [72].

3. Applications

CAPTCHA methods was originally designed to pre-

vent spammers from registering free accounts in the free

email services [7]. But they are used in a number of

methods to prevent email spam sending or identifying

spammers such as [34, 68]. In addition to email spam

problem, CAPTCHA methods are used for other types

of spams such as [30, 51].

Another main application of CAPTCHA methods is

in bot detection. Bots are computer programs which

simulate human behaviours. CAPTCHA methods are

used in different applications to identify bots. These

methods identify bots to ban them from using services

such as [28, 86] or to block them in automated attacks

such as Denial of Service (DoS) attacks [32, 33].

Spammers are also using CAPTCHA techniques for

sending undetectable spams [37]. A method is proposed

for filtering this type of spams in [11]. CAPTCHA

methods are widely used to block brute-force attacks

in different applications such as [13, 71, 55, 45, 74, 84].

They also used for detecting Phishing attacks [15, 25,

50]. Other special applications are [73, 27, 67, 59].

Most of these applications try to improve the security.

4. Attacks and Analysis

One of the first and well known attacks to

CAPTCHA methods (Gimpy method) is [43]. An-

other attacks on Gimpy method are [44, 75, 42]. In

[46] authors described two attacks on two OCR-Based

CAPTCHA methods and discuss about the security

which CAPTCHA methods can provide. A more re-

cent attacks on OCR-Based CAPTCHA methods are

reported in [87]. A series of in depth works on anal-

ysis of CAPTCHA methods are done in Microsoft Re-

search labs. In [16] they show that computers are

more successful in some parts of solving OCR-Based

CAPTCHA methods. They also report their result on

attacking a number of OCR-Based methods which are

used in websites such as Yahoo and Google in [19].

Reference [78] have a formal definition of

CAPTCHA methods and further analysis. An-

other paper which analyses the limits and security of
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CAPTCHA method is [8]. There are another papers

which analyse the CAPTCHA systems and their effi-

ciency such as [36, 80]. There is a detailed discussion

on the spam problem and using CAPTCHA methods to

stop spams in [29].

5. Conclusion

CAPTCHA systems are used to distinguish between

human users and computer programs. Today they are

used widely in web servecies to offer better services to

human users. In this paper we collect a great part of the

works done on CAPTCHA during last year. It includes

different methods designed, applications of CAPTCHA

methods and analysis done on robustness of CAPTCHA

methods to attacks. We hope that this paper can assist

the researchers who works on the CAPTCHA methods

to find previous works done in this field.

Most of the works which done in design and analysis

of HIP was focused on CAPTCHA systems, which aim

at distinguishing between human users and computers

programs. But other fields of HIP have potential uses.

A few works have been done in proofing membership in

a special group [72]. But we did not find any work on

distinguishing children from adults, which is needed in

sites which are for adults only. We think that other areas

of HIP systems are open fields for further researches

and during next years, we will see practical systems for

them, such as systems which can distinguish between

child users and adults.
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ABSTRACT

“Hackers” have written malicious programs to exploit on-
line services intended for human users. As a result, service
providers need a method to tell whether a web site is being
accessed by a human or a machine. We expect a parallel
scenario as spoken language interfaces become common.

In this paper, we describe a Reverse Turing Test (i.e., an
algorithm that can distinguish between humans and com-
puters) using speech. We present a test that depends on the
fact that human recognition of distorted speech is far more
robust than automatic speech recognition techniques.

Our analysis of 18 different sets of distortions demon-
strates that there are a variety of ways to make the problem
hard for machines. In addition, humans and speech recog-
nition systems make different kinds of mistakes, and this
difference can be employed to improve discrimination.

1. INTRODUCTION

The use of the Internet as a means for distributing valuable
information and content have also made it an attractive tar-
get for “hackers.” Attacks involving malicious programs
(“bots”) that attempt to exploit online services intended for
human users are already common. These programs con-
sume resources, harass users, make attempts to guess pass-
words, steal and re-purpose copyrighted content, and invade
privacy by reconstructing sensitive data from public views.

As a result, there is a need for automatic methods to tell
whether the entity attempting to access a service is a human
or a machine. This has come to be known as a Reverse Tur-
ing Test, or RTT (or sometimes aHuman Interactive Proof ).
Unlike the test originally proposed by Alan Turing [1], a Re-
verse Turing Test is administered by a computer, not a hu-
man. For the test to be considered effective, humans should
be able to pass it with ease, but machines should have a low
probability of passing.

While it may seem that passwords and/or biometrics
could provide a solution, one must keep in mind that these
approaches require pre-registration. An RTT will work even
if the user is anonymous and has never used the service be-
fore. The RTT problem is fundamentally different from val-
idating a known user. Indeed, a Reverse Turing Test should

be applied before authentication to prevent automated at-
tacks on passwords.

Coates, Baird, and Fateman [2], and von Ahn et al. [3]
have developed such a test based on a visual perception task.
Their ideas are based on the observation that optical char-
acter recognition (OCR) systems are not as adept at reading
degraded word images as humans are. That RTT is now
used commercially to protect a free email service [4].

Speech-based services are proliferating because of their
ease-of-use, portability, and potential for hands-free oper-
ation. Building a “bot” to navigate a spoken language in-
terface is a tractable problem, especially if there is a fixed
sequence of predefined prompts. Hence, we anticipate at-
tacks on such systems and a similar need to prevent ma-
chines from abusing speech-based resources intended for
human users. Previous work on speech RTTs can be found
in [5, 6].

As in the vision RTTs, we exploit the fact that certain
pattern recognition tasks are significantly harder for ma-
chines than they are for humans. We will use text-to-speech
synthesis (TTS) to generate tests, and make use of the limi-
tations of state-of-the art automatic speech recognition (ASR)
technology. (We require only that RTTs cannot be broken
cheaply or rapidly. Clearly, any RTT can be broken by hir-
ing a human.)

In this paper, we present the core of a spoken language
RTT. We assume a user with a cell phone; the test may con-
sist of having the system speak: “Please enter the following
digits on your keypad: ...” followed by a short, random
digit string. The speech would be synthesized in a way that
ASR is likely to fail the test, e.g., by distorting the signal or
adding “difficult” background noise to it after synthesis.

2. PROCEDURES

We designed a set of 18 RTTs based on different distortions
of a speech signal (Table 2) to explore a broad range of pos-
sibilities. To test our RTTs, we synthesized 200 random 5-
digit sequences using the Bell Labs English text-to-speech
system [7], with the default male voice. We next distorted
the signals and ran the Bell Labs speech recognition sys-
tem [8] on them, with a grammar that allowed any digit se-
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Name Description Error
Ratio

white � White Gaussian noise, 4000 Hz bandwidth. ��

buzz � Sine waves at 700 Hz, 2100 Hz, 3500 Hz. � ��

song � Bell Labs Song (pop/rock). � ��

chopin � Chopin Polonaise for Piano No. 6, Op. 53. � ��

chant � Gregorian chant. � ��

female � Three overlapping instances of a female
voice reading numbers.

� ��

pow � 10 ms bursts of white Gaussian noise, re-
peated every 100 ms.

� ��

rnoise � Every 100 ms, a section of the signal is re-
placed by white noise of the same RMS am-
plitude.

� ��

cell � For each 30 ms window, decide if the data
was lost. If so, and previous not lost, duplicate
previous. If so, and previous is lost, set to zero.
Simulates a bad cell phone channel.

� ��

echo � Three echoes. � ��

filter � A random zero-phase filter. � �

distort � Apply AGC on a 60 ms window, raise to a
power, multiply by original amplitude.

� ��

mxa � rnoise + chopin � ��

mxb � song + echo � ��

mxc � white + pow � ��

mxd � female + buzz � �

mxe � rnoise + distort � ��

mxf � filter + distort �

Table 1. Tested RTTs. The error ratio is an estimate of
the largest ratio of the ASR to human utterance error rates.
The components of all mixtures were chosen to cause equal
error rates for ASR utterance error rates near 85%.

quence.
The recognition results were compared to the original

digit sequences using approximate string matching ([9] and
references therein) to identify added, missing, and substi-
tuted digits. From this we obtained, for each distortion, per-
digit and per-utterance error rates, as well as a confusion
matrix showing the frequency of each type of error.

A similar procedure was followed to test how well hu-
mans could recognize the signals. The authors each lis-
tened to 10 randomly-chosen digit sequences for each type
of distortion. In these tests, the audio signals were presented
twice with a one second pause in between. The subject then
typed his/her interpretation and pressed return to listen to
the next signal. The tests began at the most severe distor-
tion of each type, and terminated when the subject correctly
identified all 10 sequences. One set (white) received 67 rep-
etitions per person for a more accurate confusion matrix.

The confusion matrices are scaled to make all diagonal
confusion matrices identical. This step is necessary because
the distance between raw confusion matrices is generally
nonzero, even if there are no errors (i.e. the matrices are di-
agonal). This happens because we do not explicitly balance

the frequencies of each digit, so that one test may see more
instances of, say, “3” than another. Hence, we use a scaled
confusion matrix, S � P �C �Q, where P and Q are diago-
nal matrices chosen so that the row- and column-sums of S
are unity. While deletions and insertions are conventionally
placed in the same matrix as substitutions they are actually a
fundamentally different kind of error. Specifically, Cdel�ins

is on the diagonal and is missing (zero). Thus, insertions
and deletions must be treated differently in the scaling. We
make an ad-hoc modification to C before scaling: we set
Cdel�ins �

P
i�j Ci�j�N (where N � �� is the number of

rows and columns in C), and then set Sdel�ins � �.

3. ANALYSIS: IS IT POSSIBLE TO DISTINGUISH
HUMANS FROMMACHINES?

Human perception of speech in noisy environments is fairly
robust. Normal-hearing listeners need a signal-to-noise ra-
tio (SNR) of approximately 1.5 dB to recognize speech [10],
while ASR systems require a much more favorable SNR of
5 to 15 dB [11]. Our test results show an even wider gap
between human and ASR performance.

Figures 1-4 plot the error rates we measured in four ex-
periments; these correspond to four distinct types of distor-
tion: additive noise, deleting segments of the speech, adding
echoes and filtering the signal. The four curves in each chart
represent the error rates for ASR on a per-utterance (square)
and per-symbol (diamond) basis along with per-utterance
(X) and per-symbol (triangle) rates for humans.
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Fig. 1. Results for white noise experiment (white).

In figure 1, white is simply additive white noise. The
x-axis shows SNR, and the y-axis represents the rate of
recognition errors. In the ASR curves, each datum repre-
sents scores from 200 utterances or 1,000 digits, while in
the human curves, each datum represents 201 utterances or
1,005 digits as pooled from the three listeners. ASR per-
formance starts deteriorating when the SNR reaches 15 dB,
and breaks down completely by 3 dB. Human performance
is only starting to deteriorate at 0 dB SNR.
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Fig. 2. Results for replacement noise experiment (rnoise).

Figure 2 shows the results for rnoise, which replaces a
segment of speech with white noise every 100 ms, as we
vary the length of the replaced segment. Human scores in
this figure and in Figures 3-4 are based on 30 utterances
(150 digits) per datum. As can be seen, ASR starts having
problems when 2 ms (2%) of the speech is replaced. Amaz-
ingly, human recognition remains perfect at 60 ms (60% re-
placement), and 80% of the symbols are still correct even
when 80% of the speech is missing.
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Fig. 3. Results for echo experiment (echo).

Our results for echo, which adds three echoes to the
speech with delays of 60, 132, and 192 ms, are presented
in Figure 3. The horizontal axis shows the relative ampli-
tude of the first echo to the speech, while later echoes are
5 dB and 10 dB quieter. ASR performance starts declining
when the SNR is 12 dB, while human performance is per-
fect until �� dB. This behavior is typical of many of the
other tests we performed.

Among our tests, filter (Figure 4) showed the smallest
difference between ASR and humans. This is a zero-phase
frequency domain filter, with a frequency response chosen
randomly every 30 Hz. The control parameter sets the stan-
dard deviation of the gain, expressed in dB.

Our findings are that the gap between ASR and human
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Fig. 4. Results for random filter experiment (filter).

performance appears to be wide enough to administer a ro-
bust Reverse Turing Test. In general, our tests show that hu-
mans can handle noise levels about 15 dB higher than ASR
can. Likewise, humans can understand digit strings when
more than half of the signal is missing, a point at which the
machine already has a 100% error rate for utterances.

4. ANALYSIS: DO HUMANS MAKE THE SAME
KINDS OF ERRORS AS MACHINES?

Not only is the error rate larger for an ASR system than for
humans, but the pattern of errors is significantly different as
well. Figure 5 shows a gray-scale plot of errors made by
the machine and humans on the white data set. The figures
represent noise levels chosen to give matching error rates.
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Fig. 5. Scaled confusion matrices at 35% error rate for hu-
mans (-3dB SNR, left) and machine (+10dB SNR, right).

Based on this observation, we could improve an RTT by
looking at the kinds of errors that are made. For instance,
humans readily confuse the digits “2” and “3” in the pres-
ence of white noise, so such an error should not be con-
sidered evidence that a machine is attempting to access the
system. On the other hand, an “8” is never misunderstood
as a “2” by humans but is sometimes by ASR, so such an
error would suggest a machine' s presence.
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5. ANALYSIS: HOWMANY DISTINCT KINDS OF
DISTORTION ARE THERE?

One obvious attack on this kind of RTT is to build a classi-
fier that, working from the input signal, attempts to identify
the distortion that was applied, and then sends the input to
an ASR system trained specifically for that distortion. ASR
can be tuned to work well in the presence of noise [12], but
it first needs to be trained with a large representative corpus
collected from the environment in question.

Assuming that it is possible to build the necessary clas-
sifier, the question then arises “How many different ASR
systems would one need to train in order to break the RTT?”
To make this question tractable, we approach it by examin-
ing the confusion matrices derived from the experiments we
have performed; these will serve as a proxy for training and
testing a large number of ASR systems.

To do this, we follow logic presented elsewhere in the
context of OCR systems [13]. We assume that if the ASR
confusion matrices corresponding to two distorted signals
are different enough, then separate recognizers will be needed
because the two signals are fundamentally different. To
make a quantitative comparison, we need to define a dis-
tance measure: we use the 2-norm of the difference of the
scaled confusion matrices, D��� ��� �

P
i�j
�Si�j��� �

Si�j����
�, where � and � refer to two different distortions,

and S is a function of how the speech is distorted.

We can calibrate our notion of “different enough” by
picking an error rate at which the ASR system fails and
measuring D��� perfect� for various types of distortion at
that rate. We choose noise levels that yield an utterance er-
ror rate of ������, with a symbol error rate of �	����.
The confusion matrices at these levels were found to be dis-
tance D�� � 
��� ��� from the perfect, error-free case. We
assume that if the confusion matrices for any two distor-
tions differ by this amount or more, an ASR system trained
for one distortion will not be able to function on the other.

In our experiments, the average distance between a pair
of distortions (excluding the mixtures) is 
�� � ��
, quite
close to D��, so we would expect that, in general, an ASR
system could not be trained to handle two different types of
distortions simultaneously. The mixtures tend to be closer
to their components, a distance of ������� away, but this is
still far enough to conclude that an ASR system trained on
either component of the mixture would probably not per-
form well on the mixture itself. Consequently, it appears
there are enough ways of generating fundamentally distinct
distortions that the RTTs we have described would resist an
attack using any single, well-trained ASR system.

6. CONCLUSIONS

In this paper, we have described our work towards building
a speech-based Reverse Turing Test. We show that the gap
between ASR and human performance is wide for a variety
of noise effects, and that there are opportunities to exploit
differences between the patterns of errors that humans and
machines make. The RTT is a fundamentally new way of
using speech synthesis and recognition technologies.

The authors thank Olivier Siohan for assistance.
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