Case 6:22-ov-00238-A0A Document 3 Fiad 03407722 Page 1of L
AQ 120 (Rev. 08/10}
e WMiail Stop 8 REPORT ON THE
’ Bireetor of the U.8. Patent and Trademark OGifice FILING OR DETERMINATION (OF AN
P.O. Box 1450 ACTION REGARDING A PATENT OR
Alexandria, VA 22313-145¢ TRADEMARK

In Compliance with 35 U.8.C. § 290 and/or 15 U.5.C. § 1116 vou are hereby advised that a court action has been
filed in the U.S. Dustrict Count WESTERN DISTRICT OF TEXAS on the folowing

) Trademarks or - [ Patems. ([ the patent action invoives 33 (.80, § 292.);

DOCKET NO. DATE FILED U8, BISTRICT COURT
62 2-0v-07239 3/4/2022 WESTERN DISTRICT OF TEXAS
PLAINTIFF DEFENDANT
WEBROOT, INC. and OPEN TEXT, INC. TREND MICRO INC.
PATENT OR DATE OF PATENT O TR D AT DEMARK
TRADEMARK NQO, OR TRADEMARK HOLDER OF PATENT OR TRADEM!
1 8,418,250 4/9/2013 Webroot, Inc.
2 8,728,38% 5/13/2014 Webroot, Inc.
308,578,045 202172017 Webroot, Inc.
4 10,257,224 4/9/2019 Webroot, Inc.
5 10,284,581 5/7/2019 Webroot, Inc.
In the above—cntitled case, the following patent(s) trademark(s) have been included:
DATE INCLUDED INCLUDED BY
1 Amendment [ Answer 3 Cross Bill ] Other Pleading
PATENT OR DATE OF PATENT . D AT DEMARK
TRADEMARK NGO, R TRADEMARK HOLDER OF PATENT OR TRADEM:
1 10,408,844 12/10/2019 Webrood, Inc.
o]
4
5

inthe above-—euntitled case, the following decision has been rendered or judgement issued:

DECISIONJUDGEMENT

CLERK (BY) DEPUTY CLERK DATE

Copy I—Upon initiation of action, mail thic copy to Director  Copy 3—Upon terminativn of action, mail this copy te Birector
{opy 2—Upon filing document adding patent(s), mail this copy to Birector Copy 4—Case file copy
Trend Micro, Inc.
EX1007-1



Case 6:22-ov-00240-A0A Document 2 Fiad 03407722 Page 1of L
AQ 120 (Rev. 08/10}
e WMiail Stop 8 REPORT ON THE
’ Birector of the U.S. Patent and Trademark Oifice FILING OR DETERMINATION OF AN
P.O. Box 1450 ACTION REGARDING A PATENT OR
Alexandria, VA 22313-1450 TRADEMARK

In Compliance with 35 U.8.C. § 290 and/or 15 U.5.C. § 1116 vou are hereby advised that a court action has been
filed in the U.S. Dustrict Count WESTERN DISTRICT OF TEXAS on the folowing

) Trademarks or - [ Patems. ([ the patent action invoives 33 (.80, § 292.);

DOCKET NO. DATE FILED U8, BISTRICT COURT
622 -cy-081248 3412022 WESTERN DISTRICT OF TEXAS
PLAINTIFF DEFENDANT
WEBRQOT, INC. and OPEN TEXT, INC. SOPHOS LTD.
PATENT OR DATE OF PATENT O TR D AT DEMARK
TRADEMARK NQO, OR TRADEMARK HOLDER OF PATENT OR TRADEM!
1 8,418,250 4/8/2013 Webroot, Inc.
2 8,728,38% 5/13/2014 Webroot, Inc.
308,578,045 202112047 Webroot, Inc.
4 10,257 224 4/9/2019 Webroot, Inc.
5 10,284,591 5772019 Webroot, Inc.
In the above—cntitled case, the following patent(s) trademark(s) have been included:
DATE INCLUDED INCLUDED BY
1 Amendment [ Answer 3 Cross Bill ] Other Pleading
PATENT OR DATE OF PATENT . D AT DEMARK
TRADEMARK NGO, R TRADEMARK HOLDER OF PATENT OR TRADEM:
1 10,408,844 12/10/2019 Webrood, Inc.
2 9,413,721 8/9/2016 Webroot, Inc.
4
5

inthe above-—euntitled case, the following decision has been rendered or judgement issued:

DECISIONJUDGEMENT

CLERK (BY) DEPUTY CLERK DATE

Copy I—Upon initiation of action, mail thic copy to Director  Copy 3—Upon terminativn of action, mail this copy te Birector
{opy 2—Upon filing document adding patent(s), mail this copy to Birector Copy 4—Case file copy
Trend Micro, Inc.
EX1007-2



Case 6:22-ov-00241-A0A  Document 4 Fiad 03407722 Page 1of L
AQ 120 (Rev. 08/10}
e WMiail Stop 8 REPORT ON THE
’ Bireetor of the U.8. Patent and Trademark OGifice FILING OR DETERMINATION (OF AN
P.O. Box 1450 ACTION REGARDING A PATENT OR
Alexandria, VA 22313-145¢ TRADEMARK

In Compliance with 35 U.8.C. § 290 and/or 15 U.5.C. § 1116 vou are hereby advised that a court action has been
filed in the U.S. Dustrict Count WESTERN DISTRICT OF TEXAS on the folowing

) Trademarks or - [ Patems. ([ the patent action invoives 33 (.80, § 292.);

DOCEET NG, DATE FILED U8, DISTRICT COURT

6:22-cv-00241 3472022 WESTERN DISTRICT OF TEXAS
PLAINTIFF DEFENDANT

WEBROOT, INC. and OPEN TEXT, INC. CROWDSTRIKE, INC. and

CROWDSTRIKE HOLDINGS, INC.

FATENT OR DATE OF PATENT . T D AT DEMARK
TRADEMARK NQO, OR TRADEMARK HOLDER OF PATENT OR TRADEM!
1 8,418,250 4/9/2013 Webroot, Inc.
2 8,728,38% 5/13/2014 Webroot, Inc.
308,578,045 202172017 Webroot, Inc.
4 10,257,224 4/9/2019 Webroot, Inc.
5 10,284,581 5/7/2019 Webroot, Inc.
In the above—cntitled case, the following patent(s) trademark(s) have been included:
DATE INCLUDED INCLUDED BY
1 Amendment [ Answer 3 Cross Bill ] Other Pleading
PATENT OR DATE OF PATENT . D AT DEMARK
TRADEMARK NGO, R TRADEMARK HOLDER OF PATENT OR TRADEM:
1 10,408,844 12/10/2019 Webrood, Inc.
o]
4
5

inthe above-—euntitled case, the following decision has been rendered or judgement issued:

DECISIONJUDGEMENT

CLERK (BY) DEPUTY CLERK DATE

Copy I—Upon initiation of action, mail thic copy to Director  Copy 3—Upon terminativn of action, mail this copy te Birector
{opy 2—Upon filing document adding patent(s), mail this copy to Birector Copy 4—Case file copy
Trend Micro, Inc.
EX1007-3



Case 6:22-ov-00243-A0A  Document 2 Fiad 03407722 Page 1 of L
AQ 120 (Rev. 08/10}
e WMiail Stop 8 REPORT ON THE
’ Birector of the U.S. Patent and Trademark Oifice FILING OR DETERMINATION OF AN
P.O. Box 1450 ACTION REGARDING A PATENT OR
Alexandria, VA 22313-1450 TRADEMARK

In Compliance with 35 U.8.C. § 290 and/or 15 U.5.C. § 1116 vou are hereby advised that a court action has been
filed in the U.S. Dustrict Count WESTERN DISTRICT OF TEXAS on the folowing

) Trademarks or - [ Patems. ([ the patent action invoives 33 (.80, § 292.);

DOCKET NO. DATE FILED U8, BISTRICT COURT
623 -cv-007243 3472022 WESTERN DISTRICT OF TEXAS
PLAINTIFF DEFENDANT
WEBROOT, INC. and OPEN TEXT, INC. AU KASPERSKY LAB
PATENT OR DATE OF PATENT O TR D AT DEMARK
TRADEMARK NQO, OR TRADEMARK HOLDER OF PATENT OR TRADEM!
1 8,418,250 4/9/2013 Webroot, Inc.
2 8,728,38% 5/13/2014 Webroot, Inc.
308,578,045 202172017 Webroot, Inc.
4 10,257,224 4/9/2019 Webroot, Inc.
5 10,284,581 5/7/2019 Webroot, Inc.
In the above—cntitled case, the following patent(s) trademark(s) have been included:
DATE INCLUDED INCLUDED BY
1 Amendment [ Answer 3 Cross Bill ] Other Pleading
PATENT OR DATE OF PATENT . D AT DEMARK
TRADEMARK NGO, R TRADEMARK HOLDER OF PATENT OR TRADEM:
1 10,408,844 12/10/2019 Webrood, Inc.
o]
4
5

inthe above-—euntitled case, the following decision has been rendered or judgement issued:

DECISIONJUDGEMENT

CLERK (BY) DEPUTY CLERK DATE

Copy I—Upon initiation of action, mail thic copy to Director  Copy 3—Upon terminativn of action, mail this copy te Birector
{opy 2—Upon filing document adding patent(s), mail this copy to Birector Copy 4—Case file copy
Trend Micro, Inc.
EX1007-4



UNITED STATES PATENT AND TRADEMARK OFFICE

UNTTED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office

Address: COMMISSIONER FOR PATENTS
PO. Box 1450

Alexandria, Virginia 22313-1450

WWW.USPLO. g0V
| APPLICATION NUMBER | FILING OR 371(C) DATE | FIRST NAMED APPLICANT | ATTY. DOCKET NO./TITLE |
11/477,807 06/30/2006 Melvyn Morris 6890-93
CONFIRMATION NO. 4785
22442 POWER OF ATTORNEY NOTICE
Sheridan Ross PC

1560 Broadmer I
Suite 1200

0000
Denver, CO 80202

Date Mailed: 01/23/2017

NOTICE REGARDING CHANGE OF POWER OF ATTORNEY
This is in response to the Power of Attorney filed 01/11/2017.

* The Power of Attorney to you in this application has been revoked by the assignee who has intervened as
provided by 37 CFR 3.71. Future correspondence will be mailed to the new address of record(37 CFR 1.33).

Questions about the contents of this notice and the
requirements it sets forth should be directed to the Office
of Data Management, Application Assistance Unit, at
(571) 272-4000 or (571) 272-4200 or 1-888-786-0101.

/1dvan/

page 1 of 1

Trend Micro, Inc.
EX1007-5



UNITED STATES PATENT AND TRADEMARK OFFICE

UNTTED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office

Address: COMMISSIONER FOR PATENTS
PO. Box 1450
Alexandria, Virginia 22313-1450
WWW.uspto.gov
| APPLICATION NUMBER I FILING OR 371(C) DATE I FIRST NAMED APPLICANT I ATTY. DOCKET NO./TITLE |
11/477,807 06/30/2006 Melvyn Morris 04584.0116US01
CONFIRMATION NO. 4785
23552 POA ACCEPTANCE LETTER
MERCHANT & GOULD P.C.
P.O. BOX 2903

RN L DR L AR
MINNEAPOLIS, MN 55402-0903 0000000885/5457

Date Mailed: 01/23/2017

NOTICE OF ACCEPTANCE OF POWER OF ATTORNEY
This is in response to the Power of Attorney filed 01/11/2017.

The Power of Attorney in this application is accepted. Correspondence in this application will be mailed to the
above address as provided by 37 CFR 1.33.

Questions about the contents of this notice and the
requirements it sets forth should be directed to the Office
of Data Management, Application Assistance Unit, at
(571) 272-4000 or (571) 272-4200 or 1-888-786-0101.

/1dvan/

page 1 of 1

Trend Micro, Inc.
EX1007-6



Doc Code: PA..
PTO/AIA/82A (07-13)

Document Description: Power of Attorney Approved for use through 11/30/2014. OMB 0651-0051

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.

TRANSMITTAL FOR POWER OF ATTORNEY TO ONE OR MORE
REGISTERED PRACTITIONERS

NOTE: This form is to be submitted with the Power of Attorney by Applicant form (PTO/AIA/82B) to identify the application to which the
Power of Attorney is directed, in accordance with 37 CFR 1.5, unless the application number and filing date are identified in the Power of
Attorney by Applicant form. If neither form PTO/AIA/82A nor form PTO/AIA82B identifies the application to which the Power of Attorney is
directed, the Power of Attorney will not be recognized in the application.

Application Number 11/477,807

Filing Date 06-30-2006

First Named Inventor Melvyn Morris

Title METHODS AND APPARATUS FOR DEALING WITH MALWARE

Art Unit 2432

Examiner Name ZECHER, CORDELIA P K

Attorney Docket Number |04584.0116USOQ1

SIGNATURE of Applicant or Patent Practitioner
/Andrew T. Pouzeshi/ oate 09tna) | 2017-01-11

Name Andrew T. Pouzeshi Registration 67672
Number

Title (if Applicant is a Attorney for Apphcant
juristic entity)

Applicant Name (if Applicant is a juristic entity) Web ro Ot I n C

NOTE: This form must be signed in accordance with 37 CFR 1.33. See 37 CFR 1.4(d) for signature requirements and certifications. If
more than one applicant, use multiple forms.

/ *Total of 1 forms are submitted.

This collection of information is required by 37 CFR 1.131, 1.32, and 1.33. The information is required to obtain or retain a benefit by
the public which is to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR
1.11 and 1.14. This collection is estimated to take 3 minutes to complete, including gathering, preparing, and submitting the completed
application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you require
to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and
Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR
COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

If you need assistance in completing the form, call 1-800-PT0-9199 and select option 2. .
Trend Micro, Inc.

EX1007-7



Roc Code: PA..

o PTOSAIAIBZE (67-13)
Document Description: Power of Attomey Approved for use thiough 19/30/2014, OMB 0551-0051

U.5. Patent and Trademark Office U.S. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1885, no persons are required fo respond to & collection of information unless it displays a valid OME control number

POWER OF ATTORNEY BY APPLICANT

I hereby revoke all previous powers of attorney given in the application identified in either the attached transmittal letter or
the boxes below,

Agpplication Number Filing Date

{Note: The boxes above may be left blank if information is provided on form PTO/AIAMBZAL)

i hereby appoint the Patent Practitioner(s) associated with the following Customer Number as my/our attorney(s} or agent(s), and
to transact all business in the United States Patent and Trademark Office conneclad therewith for the application referenced in
the attached transmittal letter (form PTO/AIABZA) or identified above: { ““““““ i

D { hereby appoint Practitioner{s) named in the attached list (form PTO/AIABZC) as my/our atiorney{s) or agent(s), and to transact
alf business in the United Slates Patent and Trademark Office connected therewith for the patent application referenced in the
attachad transmittal latter form PTO/AIA/G2A) or identified above. (Note: Complete form PTO/AIAMB2C )

Please recognize or change the correspondence address for the application identified in the attached transmittal
lstter or the boxes above to:

OR
Firm or
individual Name

Address

City | State ! Zip
Country
Telephona i Email !

{ am the Applicant (if the Applicant is a juristic entity, list the Applicant name in the box):

WEBROOT INC.

{3 inventor or Joint Inventor {tithe not required below}

E_:_E Legal Representative of & Deceased or Legally incapacitated Inventor {title not required below)

Assignee or Person to Whom the Inventor is Under an Obligation to Assign {provide signer's title if applicant is a juristic antity}

E::E Person Who Otherwise Shows Sufficient Proprietary Interest {2.9., a petition under 37 CFR 1.46{b)2) was graniad in the
application or is concurrently being fled with this document} (provide signer's title if applicant is a juristic entity}
SIGNATURE of Applicant for Patent

The undersigned (whose title is supplied below) is authorized to act on behalf of the applicant {e.g., where the applicant is 3 juristic entity).

Signature e s i | Date (Optioral) | M, 2, geyssy
Name R@an Howe i
Title Associate General Counssl

NOTE: Signature - This form must be signed by the applicant in accordance with 37 CFR 1,33, See 37 CFR 1.4 for signature requirements
and certifications. if more than one applicant, use multiple forms.

BTD'EaE of forms are submitied,

R
This collection of information s required by 37 CFR 4,131, 1.32, and 1.33. The information is required 1o obitain or retaih 8 benefit by the public which is to ?‘TE& {and by the
USPTO to process) an application. Confidentislity is governed by 35 1.8.0. 122 and 37 CFR 1.11 and 1.14. This collectinnis estimated fo take 3 minutes to complete,
including gathedng, preparning. and subrstting the completed application furm 1o the USPTO. Time will vary depending upon the Individuasl case. Any commesits on the amount
of ime you require to complete this form andior suggestions for reducing this burden, should be sent to the Chief information Officer, 1.8, Patent and Trademark Oifice. U.S:
Depariment of Commerce, P.Q. Box 1450, Alexandria, VA 22313-14580. DO NOT SEND FEESOR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Connnisalones
for Patents, P.O. Box 1450, Alexandria, VA 233131480,

if you need assistance in completing the form, call 1-800-FTC-9199 and sefect option 2.

Trend Micro, Inc.
EX1007-8




Supplemental ADS

PTO/SB/14 (11-08)
Approved for use through 04/30/2017. OMB 0651-0032

U.3. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB controf number.

Attorney Docket Number | 011765-0355986

Application Data Sheet 37 CFR 1.76 —
Application Number 11/477,807

Title of Invention | METHODS AND APPARATUS FOR DEALING WiTH MALWARE

The application data sheet is part of the provisional or nonprovisional application for which it is being submitted. The following form contains the
bibliographic data arranged in a format specified by the United States Patent and Trademark Office as outlined in 37 CFR 1.76.

This document may be completed electronically and submitted to the Office in electronic format using the Electronic Filing System (EFS) or the
document may be printed and included in a paper filed application.

Secrecy Order 37 CFR 5.2

[ ] Portions or all of the application associated with this Application Data Sheet may fall under a Secrecy Order pursuant to
37 CFR 5.2 (Paper filers only. Applications that fall under Secrecy Order may not be filed electronically.)

Applicant Information:

Applicant 1

Azglicant Authority @Inventor OLegal Representative under 35 U.S.C. 117 OPaﬂy of Interest under 35 U.S.C. 118

Prefix| Given Name Middie Name Family Name Suffix
Melvyn Morris

Residence Information (Select One) () US Residency (8 Non US Residency () Active US Military Service

City | Derbyshire Country Of Residencei UK

Citizenship under 37 CFR 1.41(b) GB

Mailing Address of Applicant:

Address 1 Redmire Gap, Intake Lane

Address 2 Turnditch

City Derbyshire State/Province

Postal Code DE56 2LU Country | UK

Applicant 2

Applicant Authority ®inventor | (Olegal Representative under 35U.S.C. 117 (OParty of Interest under 35 U.S.C. 118

Prefix| Given Name Middle Name Family Name Suffix
Paul Stubbs

Residence Information (Select One) () US Residency (8 Non US Residency () Active US Military Service

City | Bedfordshire Country Of Residencei UK

Citizenship under 37 CFR 1.41(b3 GB

Mailing Address of Applicant:

EFS Web 2.2.3

Address 1 7 Rookery Road

Address 2 Wyboston

City Bedfordshire State/Province

Postal Code MK44 3AX Countr§/ UK

Applicant 3

Applicant Authority (®inventor | (OLegal Representative under 35 U.S.C. 117 (OParty of Interest under 35 U.S.C. 118

Prefix| Given Name Middie Name Family Name Suffix
Markus Hartwig

Residence Information (Select One) () US Residency (8 Non US Residency () Active US Military Service

City | Buckinghamshire Country Of Residencei | UK Trend Micro, Inc]

EX1007-9



PTO/SB/14 (11-08)

Approved for use through 04/30/2017. OMB 0651-0032
U.3. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB conirof number.

Application Data Sheet 37 CFR 1.76

Attorney Docket Number

011765-0355986

Application Number

11/477,807

Title of Invention | METHODS AND APPARATUS FOR DEALING WITH MALWARE

Citizenship under 37 CFR 1.41 (b} DE

Mailing Address of Applicant:

Address 1 Exchange House, 494 Midsummer Boulevard

Address 2 Milton Keynes

City Buckinghamshire State/Province
Postal Code MK 2EA Country | UK
Applicant 4

Applicant Authority (@®inventor | (OLegal Representative under 35 U.S.C. 117

(OParty of Interest under 35 U.S.C. 118

Prefix| Given Name

Middle Name

Family Name

Suffix

Darren

Harter

Residence Information (Select One) () US Residency

(® NonUS Residency () Active US Military Service

City | Gloucestershire Country Of Residencei | UK
Citizenship under 37 CFR 1.41 (bi GB

Mailing Address of Applicant:

Address 1 178 Barnwood Road, Hucclecote

Address 2 Gloucester

City Giloucestershire State/Province
Postal Code GL4 3JZ Countril UK

All inventors Must Be Listed - Additional Inventor Information blocks may be
generated within this form by selecting the Add button.

Correspondence Information:

Enter either Customer Number or complete the Correspondence Information section below.
For further information see 37 CFR 1.33(a).

[[] An Address is being provided for the correspondence Information of this application.

Customer Number 60869 23552
Email Address
Application Information:
Title of the Invention METHODS AND APPARATUS FOR DEALING WITH MALWARE
Attorney Docket Number| 011765-0355986 Small Entity Status Claimed [ ]
Application Type Nonprovisional
Subject Matter Utitity

Suggested Class (if any)

Sub Class (if any)

Suggested Technology Center (if any)

Total Number of Drawing Sheets (if any) 3

Suggested Figure for Publication (if any) | 1

EFS Web 2.2.3

Trend Micro, Inc.
EX1007-10



PTO/SB/14 (11-08)
Approved for use through 04/30/2017. OMB 0651-0032
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB conirof number.

Attorney Docket Number | 011765-0355986
Application Number 11/477,807

Application Data Sheet 37 CFR 1.76

Title of Invention | METHODS AND APPARATUS FOR DEALING WITH MALWARE

Publication Information:
[[] Request Early Publication (Fee required at time of Request 37 CFR 1.219)

Request Not to Publish. 1 hereby request that the attached application not be published under 35 U.S.
] C. 122(b) and certify that the invention disclosed in the attached application has not and will not be the subject of
an application filed in another country, or under a multilateral international agreement, that requires publication at

eighteen months after filing.

Representative Information:

Representative information should be provided for all practitioners having a power of attorney in the application. Providing
this information in the Application Data Sheet does not constitute a power of attorney in the application (see 37 CFR 1.32).

Enter either Customer Number or complete the Representative Name section below. If both sections
are completed the Customer Number will be used for the Representative Information during processing.

Please Select One: (® Customer Number (O US Patent Practitioner | () Limited Recognition (37 CFR 11.9)

Customer Number -80969 23552

Domestic Benefit/National Stage Information:

This section allows for the applicant to either claim benefit under 35 U.S.C. 119(e), 120, 121, or 365(c) or indicate National Stage
entry from a PCT application. Providing this information in the application data sheet constitutes the specific reference required by
35 U.5.C. 119(e) or 120, and 37 CFR 1.78(a)(2) or CFR 1.78(a)(4), and need not otherwise be made part of the specification.

Prior Application Status :
Application Number Continuity Type Prior Application Number Filing Date (YYYY-MM-DD)

Additional Domestic Benefit/National Stage Data may be generated within this form
by selecting the Add button.

Foreign Priority Information:

This section allows for the applicant to claim benefit of foreign priority and to identify any prior foreign application for which priority is
not claimed. Providing this information in the application data sheet constitutes the claim for priority as required by 35 U.S.C. 119(b)

and 37 CFR 1.55(a).
E

Application Number Countryi Parent Filing Date (YYYY-MM-DD) Priority Claimed
0513375.6 GB 2005-06-30 ® Yes (O No
Additional Foreign Priority Data may be generated within this form by selecting the
Add button.

Assignee Information:
Providing this information in the application data sheet does not substitute for compliance with any requirement of part 3 of Title 37
of the CFR to have an assignment recorded in the Office.

Assignee 1

Trend Micro, Inc.
EX1007-11

EFS Web 2.2.3



PTO/SB/14 (11-08)

Approved for use through 04/30/2017. OMB 0651-0032

U.3. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB conirof number.

Attorney Docket Number | 011765-0355986
Application Number 11/477,807

Application Data Sheet 37 CFR 1.76

Title of Invention | METHODS AND APPARATUS FOR DEALING WITH MALWARE

If the Assignee is an Organization check here. X

Organization Name Prevetimited Webroot Inc.
Mailing Address Information:

Address 1 3NewParkPlace- 385 Interlocken Crescent

Address 2 Pride Park

City Derby Broomfield State/Province €O

Country | bk  USA Postal Code pE248DZ 80021
Phone Number Fax Number

Email Address

Additional Assignee Data may be generated within this form by selecting the Add
button.

Signature:

A signature of the applicant or representative is required in accordance with 37 CFR 1.33 and 10.18. Please see 37
CFR 1.4(d) for the form of the signature.

Signature | /Andrew T. Pouzeshi/ Date (YYYY-MM-DD)| 2017-01-11

First Name |Andrew T. Last Name | Pouzeshi Registration Number | 67672

This collection of information is required by 37 CFR 1.76. The information is required to obtain or retain a benefit by the public which
is to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This
collection is estimated to take 23 minutes to complete, including gathering, preparing, and submitting the completed application data
sheet form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you require to
complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and
Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR
COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

Trend Micro, Inc.

EX1007-12
EFS Web 2.2.3



Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the attached form related to
a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be advised that: (1) the general authority for the collection
of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary; and (3) the principal purpose for which the information is
used by the U.S. Patent and Trademark Office is to process and/or examine your submission related to a patent application or patent. if you do not
furnish the requested information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may
result in termination of proceedings or abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1.

The information on this form will be treated confidentially to the extent allowed under the Freedom of information Act (5 U.S.C. 552)
and the Privacy Act (5 U.S.C. 552a). Records from this system of records may be disclosed to the Department of Justice to determine
whether the Freedom of Information Act requires disclosure of these records.

A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a court, magistrate, or
administrative tribunal, including disclosures to opposing counsel in the course of settlement negotiations.

A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a request involving an
individual, to whom the record pertains, when the individual has requested assistance from the Member with respect to the subject matter of
the record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for the information in
order to perform a contract. Recipients of information shall be required to comply with the requirements of the Privacy Act of 1974, as
amended, pursuant to 5 U.S.C. 552a(m).

A record related to an international Application filed under the Patent Cooperation Treaty in this system of records may be disclosed,
as a routine use, to the International Bureau of the World Intellectual Property Organization, pursuant to the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of National Security
review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)).

A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or his/her designee,
during an inspection of records conducted by GSA as part of that agency's responsibility o recommend improvements in records
management practices and programs, under authority of 44 U.S.C. 2904 and 2806. Such disclosure shall be made in accordance with the
GSA regulations governing inspection of records for this purpose, and any other relevant (i.e., GSA or Commerce) directive. Such
disclosure shall not be used to make determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after either publication of the application pursuant|
to 35 U.8.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record may be disclosed, subject to the limitations of 37
CFR 1.14, as a routine use, to the public if the record was filed in an application which became abandoned or in which the proceedings were
terminated and which application is referenced by either a published application, an application open to public inspections or an issued
patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law enforcement agency, if the
USPTO becomes aware of a violation or potential violation of law or regulation.

Trend Micro, Inc]
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PTO/SB/96 (07-09)

Approved for use through 07/31/2012. OMB 0651-0031

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.

STATEMENT UNDER 37 CFR 3.73(b)

Applicant/Patent Owner: WEBROOT INC.
Application No./Patent No.: 8,418,250 Filed/Issue Date: 04-09-2013
Titled:

METHODS AND APPARATUS FOR DEALING WITH MALWARE

WEBROOT INC. 'a Corporation

(Name of Assignee) (Type of Assignee, e.g., corporation, partnership, university, government agency, etc.

states that it is:

1. the assignee of the entire right, title, and interest in;

2. |:| an assignee of less than the entire right, title, and interest in
(The extent (by percentage) of its ownership interest is %); or
3. |:| the assignee of an undivided interest in the entirety of (a complete assignment from one of the joint inventors was made)

the patent application/patent identified above, by virtue of either;

A. |:| An assignment from the inventor(s) of the patent application/patent identified above. The assignment was recorded in
the United States Patent and Trademark Office at Reel , Frame , or for which a
copy therefore is attached.

OR
B. A chain of title from the inventor(s), of the patent application/patent identified above, to the current assignee as follows:
1. From: Morris et al. To: PREVX LIMITED
The document was recorded in the United States Patent and Trademark Office at
Reel 018348 ,  Frame 0840 , orfor which a copy thereof is attached.
2. From: PREVXLIMITED To: WEBROOT SOLUTIONS LTD
The document was recorded in the United States Patent and Trademark Office at
Reel 032971 ,  Frame 0778 , orfor which a copy thereof is attached.
3. From: WEBROOT SOLUTIONS LTD To: WEBROOT INC.

The document was recorded in the United States Patent and Trademark Office at

Reel 037886 , Frame 0085 or for which a copy thereof is attached.

|:| Additional documents in the chain of title are listed on a supplemental sheet(s).
As required by 37 CFR 3.73(b)(1)(i), the documentary evidence of the chain of title from the original owner to the assignee was,
or concurrently is being, submitted for recordation pursuant to 37 CFR 3.11.

[NOTE: A separate copy (i.e., a true copy of the original assignment document(s)) must be submitted to Assignment Division in
accordance with 37 CFR Part 3, to record the assignment in the records of the USPTO. See MPEP 302.08]

The undersigned (whose title is supplied below) is authorized to act on behalf of the assignee.

/Andrew T. Pouzeshi/ 2017-01-11
Signature Date
Andrew T. Pouzeshi Attorney for Applicant
Printed or Typed Name Title

This collection of information is required by 37 CFR 3.73(b). The information is required to obtain or retain a benefit by the public which is to file (and by the USPTO to
process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.11 and 1.14. This collection is estimated to take 12 minutes to complete, including
gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time
you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office, U.S.
Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner
for Patents, P.O. Box 1450, Alexandria, VA 22313-1450. Trend Micro, Inc.

If you need assistance in completing the form, call 1-800-PTO-9199 and select option 2. EX1007-14



Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection
with your submission of the attached form related to a patent application or patent. Accordingly,
pursuant to the requirements of the Act, please be advised that: (1) the general authority for the
collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary;
and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark

Office is to process and/or examine your submission related to a patent application or patent. If you do
not furnish the requested information, the U.S. Patent and Trademark Office may not be able to
process and/or examine your submission, which may result in termination of proceedings or
abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1.

The information on this form will be treated confidentially to the extent allowed under the
Freedom of Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from
this system of records may be disclosed to the Department of Justice to determine whether
disclosure of these records is required by the Freedom of Information Act.

A record from this system of records may be disclosed, as a routine use, in the course of
presenting evidence to a court, magistrate, or administrative tribunal, including disclosures to

opposing counsel in the course of settlement negotiations.
A record in this system of records may be disclosed, as a routine use, to a Member of

Congress submitting a request involving an individual, to whom the record pertains, when the
individual has requested assistance from the Member with respect to the subject matter of the
record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the
Agency having need for the information in order to perform a contract. Recipients of
information shall be required to comply with the requirements of the Privacy Act of 1974, as
amended, pursuant to 5 U.S.C. 552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in
this system of records may be disclosed, as a routine use, to the International Bureau of the
World Intellectual Property Organization, pursuant to the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, to another federal
agency for purposes of National Security review (35 U.S.C. 181) and for review pursuant to
the Atomic Energy Act (42 U.S.C. 218(c)).

A record from this system of records may be disclosed, as a routine use, to the Administrator,
General Services, or his/her designee, during an inspection of records conducted by GSA as
part of that agency's responsibility to recommend improvements in records management
practices and programs, under authority of 44 U.S.C. 2904 and 2906. Such disclosure shall
be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not
be used to make determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after
either publication of the application pursuant to 35 U.S.C. 122(b) or issuance of a patent
pursuant to 35 U.S.C. 151. Further, a record may be disclosed, subject to the limitations of 37
CFR 1.14, as a routine use, to the public if the record was filed in an application which

became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspection or an
issued patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State,
or local law enforcement agency, if the USPTO becomes aware of a violation or potential
violation of law or regulation.

Trend Micro, Inc.
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Electronic Acknowledgement Receipt

EFS ID: 28031317
Application Number: 11477807
International Application Number:
Confirmation Number: 4785

Title of Invention:

METHODS AND APPARATUS FOR DEALING WITH MALWARE

First Named Inventor/Applicant Name:

Melvyn Morris

Customer Number:

22442

Filer:

Andrew T. Pouzeshi/Elizabeth Pallardy

Filer Authorized By:

Andrew T. Pouzeshi

Attorney Docket Number: 6890-93
Receipt Date: 11-JAN-2017
Filing Date: 30-JUN-2006

Time Stamp: 11:48:20

Application Type:

Utility under 35 USC 111{(a)

Payment information:

Submitted with Payment no
File Listing:
Document Document Description File Name File Size( B){tes)/ Multl- 'Pages
Number Message Digest | Part/.zip| (ifappl.)
352758
1 Power of Attorney 04584 _0116US01_POA.PDF no 2
ee3e3f7cb57a%4c39c6d819f5a2d8d2e440]
5145
Warnings:

Trend Micro, Inc]

EX1007-16



Information:

964889
2 Application Data Sheet 04584_01 16[;;21 —SUpPADS. no 5
9ff9fa32f414f53b71bb5166559cb374318eq
325
Warnings:
Information:
This is not an USPTO supplied ADS fillable form
429378
3 Assignee showing of ownership per 37 04584_0116US01_373.PDF o 2
CFR3.73
62d28cf4c8f16d1f41d63d0d89daB0053457
82ac
Warnings:
Information:
Total Files Size (in bytes): 1747025

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810}, a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.

Trend Micro, Inc.
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Large Emity Dueloratian
Schedule A — Patents assigned to *Assignec*
[ APPLICATION FILING DATE PATENT NUMBER | ISSUE DATE
NUMBER
11/334317 18 JANUARY 2006 | 8418245 09 APRIL 2013
30 JUNE 2006 8418250 09 APRIL 2013

)ﬁ 11/477807

Trend Micro, Inc.
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Large Enthy Declarailon

PATENT
IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

ASSERTION OF LARGE ENTITY STATUS
PURSUANT TO 37 C.F.R. §1.27 (p)(2)

Commissioner for Patents
Mail Stop M Correspondence
P.O. Box 1450

Alexandria, VA 22313-1450

Sir:

This communication hereby asserts that the patents identified in the attached

Schedule A are entitled to large entity status.

Respectfqlly submitted,

COMPANY or FIRM o e
NAME AND ADDRESS: W m——

Signature
Webroot Inc., Ryan Howe
385 Interlocken Crescent, Suite 800 Printed Name
Broomfield, CO 80021 Generat Counsel
USA Title
OR
Reg. # if US Attorney.

Trend Micro, Inc.
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UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov

| APPLICATION NO. ISSUE DATE PATENT NO. ATTORNEY DOCKET NO. CONFIRMATION NO.
11/477,807 04/09/2013 8418250 6390-93 4785
20442 7590 03/20/2013
Sheridan Ross PC
1560 Broadway
Suite 1200

Denver, CO 80202

ISSUE NOTIFICATION

The projected patent number and issue date are specified above.

Determination of Patent Term Adjustment under 35 U.S.C. 154 (b)
(application filed on or after May 29, 2000)

The Patent Term Adjustment is 1111 day(s). Any patent to issue from the above-identified application will
include an indication of the adjustment on the front page.

If a Continued Prosecution Application (CPA) was filed in the above-identified application, the filing date that
determines Patent Term Adjustment is the filing date of the most recent CPA.

Applicant will be able to obtain more detailed information by accessing the Patent Application Information
Retrieval (PAIR) WEB site (http://pair.uspto.gov).

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the
Office of Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee
payments should be directed to the Application Assistance Unit (AAU) of the Office of Data Management
(ODM) at (571)-272-4200.

APPLICANT(s) (Please see PAIR WEB site http://pair.uspto.gov for additional applicants):

Melvyn Morris, Turnditch, UNITED KINGDOM;

Paul Stubbs, Wyboston, UNITED KINGDOM;

Markus Hartwig, Milton Keynes, UNITED KINGDOM,;
Darren Harter, Hucclecote, UNITED KINGDOM;

The United States represents the largest, most dynamic marketplace in the world and is an unparalleled location
for business investment, innovation, and commercialization of new technologies. The USA offers tremendous
resources and advantages for those who invest and manufacture goods here. Through SelectUSA, our nation
works to encourage and facilitate business investment. To learn more about why the USA is the best country in
the world to develop technology, manufacture products, and grow your business, visit SelectUSA.gov.

Trend Micro, Inc.

IR103 (Rev. 10/09)
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Receipt date: 01/28/2011 _ 11 4778@? - C}AU: 2432

) U.8. Patent and Trademark Omce Us. DEPARTMENT OF COMMERLE
Under the Paperwaerk Reduction Act of 1995, no persons are required to respond 1o a collection of information unless it containg 3 valid OMB contro! pumber,

Supstitute for form 1445APTO j ‘CO{}?P:?@?@ iF Kn@w;zg

INFORMATION DISCLOSURE Acpcaton Number ...\ 1 477,807

~~~~~ Filing Date iune 30, 2606

STATEMENT BY APPLICANT : T

First Named inventor

{Use as many sheets as necessary) ArtUnit 12432 B
Examiner Name ] C Zef‘f‘e{ ]
Sheet i1 __ifof 2 | Attorney Docke! Nurmber {;3390-;;0—0‘0"5003 """"
U. 8. PATENT DOCUMENTS
{Examiner iGie No. il Document Number : Publication Date Name of Patentee or Applicant Pages, Columns, Lines, Where
Initals” | — B 4t MM-DE-YYYY of Gited Document Relevant Passages of Relevant
Number-Kind Cogeg™™ ™™™ ; | _Figures Appear
N S -60/789,156 i i
Chane(s) applied . . I
hi US -7.013483 13/14/2006 I _ohen, etal :
to doguiefit; S -2003/0023857 11/30/2003 {{Hinchlife ;
/DHIF/ US -2005/0027686 12/3/2005 Wekpp oy
42402012 US 6,338,141 782002 el
Us -
Us -
___________________________ LS -
Us -
Us -
Us - e
Us - ‘
Us -
Us -
Us - ‘
___________________________ us-
US -
US - L
~ FOREIGN PATENT DOCUMENTS
| Examiner il Foreign Paterit Document 1 Publication Date _[IName of Patentee or | Eggea Cofumns Lines,
| _initials® i MM-DD-YYYY  |iApplicant of Cited Document J
| Country Code™ Number® Kind Code” (if known)
WO 06/30820 1107371996 |RPPLE COMRUTER. T
g IWO 99/15266 4/'3/1999 HSYMANTEC i
T ’ T CORPORATION
I 1EP 1536341 A2 16/1/2005  IMICROSOFT [
ORI | |~ SEPLIEEEY A RORPORATION STV || I
Examiner S Date _H i
Signature - - Considered i ‘

'FXAMNFR Initial Jf reference con«xdered whether or nof cnaﬁon is in conformance wxm MPtP 608, Draw tine thraugh citation if no‘ in conformance ang not

of USPTO Batent (‘ocumants at www, uspio oov of MPEP JU‘ G4. Emer Oﬁ”ce that x\sued the document by the two- Jettﬂr code (\fv: Q_Stanc 3y 4 For
Japanese patent documenrs the md!car on of the year of the reign of the Fmpuror mu< orn,cede tne seriat numner of Lhe patent ooau*nent 3 Kind of

afk hare i

L‘ﬂghbh language Transiatyon is attached

This collection_cf information js required by 37 CFR 1.987 and 1.98. The information is reguired to obftain or retain a benefit by the public which is to file (and by
the USPTO. to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This colleclion js estimaiad o take 2 hours to
complete, including gathering, preparing, and submitting the completed appiication form to the USPTO. Time wiil vary cepending upon the individual case.
Any comments on the amount of tinie you require 1o complete this form and/or suggestions for reducing this burden, should be sent o the Chief Information OF
U.S. Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS )
TRISADDRESS, SEND 70: Commissioner for Patents, P.O. Box 1450, Aiexandna VA 223%13-1450,

[ I you need assistance in completing the form, call 1-800-PTCO-8199 and sefect option 2.

FASTMATISSST I ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THR@WGkHMIC.Z./
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Receipt date: 01/11/2012 1 ?47780?&&%&%:{0@3@@2

Approved for use through G7/31/2006. OMB 0651-0031
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1985, no persons are required {o respend to a collection of information unless it contains a valid OMB control number.

Substitute for form 1449A/PTO Compiéée if Known
NFORMATION DISCLOSURE Poplton ke [TH77SO
i
Filing Date June 30, 2008
STATEMENT BY APPLICANT : .
First Named tnventor | Melvyn Morris
{Use as many sheels as necessary) Art Unit F432

Examiner Name C. Zecher
Aftorney Docket 335000-000003

Number
U. S. PATENT DOCUMENTS
. Name of Patentee or Pages, Tolumns, Lings, Where
; Toe ; Decument Number Publication Date ' o ) o
Examiner Initials Cgte NO. Nurriber-Kind Code MM-DDYYYY Applicarnt of Cited Relevant Passages or Relevant
Document Figuras Appear
C.2.1 US -2004/0083408 412912004 Spiegel
L N A US -2005/0022014 R A Shipman
Change(s) spplied Us - 01,2005
to document, Us -
o us -
/A o
5/%/2012 Uus -
Ug -
FOREIGN PATENT DOCUMENTS
Examines Cite No. Foreign Patent Document Name of Patentes or Pages. Columns,
Inifials™ Applicant of Citeg Lines, Where
Rublication Date Document Relevant 7
Country Code™ Number” Kind Code” (7 MM-DD-YYYY Passages of
known)} Relevan Figures
Appear

NON PATENT LITERATURE DOCUMENTS

:E‘A{ammer Cite 1inciude name of the author (in CAPITAL LETTERS), title of the article (when appropriate), titie of the item (b00k, 5

inilials™ No 1 imagazine, journal, serial, symposium, catalog, etc), date, page(s), volume-issue number(s), publisher, city andror | T
. country where published.

Examiner .

Signature [Cordelia Zecher/ Date Considered 02/17/2012

~EXAMINER. initial if reference considered, whether or not ciiation is in conformance with MPER 809, Draw tine through citation if not in conformance and not considered
nclude copy of this form with next communication to applicant

EAST\7729248.1

Trend Micro, Inc.
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‘J
Receipt date: 01/18/2007 SO\ E / 11477807 - GAU: 2432

FORM PTO-1449 (modified) 7_““7 M# Client Ref.
To: U.S. Department of Commerce JAN 18 kt No.

(PW FORM PAT-1449) Patent and Trademark Office %7

‘ 11765-0355986
INFORMATION DISCLOSURE STATEMENT BY APPLICANT  [Applicant: MORRIS et al.

Applin. No.: 11/477,807
Filing Date: June 30, 2006

Date: January 18, 2007 Page l1 |°f |1 Examiner: Unassigned Group Art Unit: 2131
U.S. PATENT DOCUMENTS
Examiner's Document Date Name Class |Sub Filing
Initials* Number MM/YYYY |(Family Name of First Inventor) Class Date
(if appropriate)
AR 6,772,346 08/2004 CHESS
BR 16,944,772 09/2005 DOZORTSEV
CR [2004/0006704 01/2004 DAHLSTROM
! R DR [2004/8043848~ 05/2004 RACINE 2004008%810
Clrange ) 3P 2005/0021994 01/2005 _ |BARTON
toldocument, |FR [2004/0153644 08/2004 McCORKENDALE
/AL GR
5//2012 HR
IR
JR
KR
LR
MR
NR
FOREIGN PATENT DOCUMENTS L e English Translation
Abstract Readily
Document Date Country Inventor Name Available
Number MM/YYYY
Enclosed |No |[Enclose |[No
OR| 1 280 040 01/2003 EP
PR |1 549 012 12/2003 EP
QR[03/021402 03/2003 WO
RR [2004/097602 11/2004 WO
SR 102/33525 04/2002 WO
OTHER (Includmg in this order Author, Title, Periodical-Name, Date; Pertinent Pages, etc.)
TR
UR
VR
WR)
Examiner /Cordelia Zecher/ Date Considered: 04/28/2010

*EXAMINER: Initial if citation considered, whether or not citation is in conformance with MPEP § 609. Draw line through citation if
not in conformance and not considered. Include copy of this form with next communication to Applicant.

ALL REFERENCES CONSIDERED EXCEPT WHERE LINED TH&%@M@‘;MG.Z./
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PART B - FEE(S) TRANSMITTAL

Complete and send this form, together with applicable fee(s), to: Mail Mail Stop ISSUE FEE
Commlssmner for Patents
P.O.Box 1
Alexandria, Virginia 22313-1450

or Fax (571)-273-2885

INSTRUCTIONS: This form should be used for transmitting the ISSUE FEE and PUBLICATION FEE (if required). Blocks 1 through 5 should be completed where
ppropriate. All further correspondence including the Patent, advance orders and notification of maintenance fees will be mailed to the current correspondence address as
1cated unless corrected below or directed otherwise in Block 1, by (a) specifying a new correspondence address; and/or (b) indicating a separate "FEE ADDRESS" for

malntenance fee notifications.

CURRENT CORRESPONDENCE ADDRESS (Note: Use Block 1 for any change of address) Note: A certificate of mailing can only be used for domestic mailings of the
Fee(s) Transmittal. This certificate cannot be used for any other accompanying
Eapers. Each additional paper, such as an assignment or formal drawing, must

ave its own certificate of mailing or transmission.

22442 7590 12/13/2012
Sheridan Ross PC Certificate of Mailing or Transmission
1560 Broad I hereby certify that this Fee(s) Transmittal is being deposited with the United
roadway States Postal Service with sufficient postage for first class mail in an envelope
Suite 1200 addressed to the Mail Stop ISSUE FEE address above, or being facsimile
transmitted to the on the date indicated below.
Denver. CO 80202 d to the USPTO (571) 273-2885, on the d dicated bel
Leslie M. Roberts (Depositor's name)
/Leslie M. Roberts/ (Signature)
March 8, 2013 (Date)
APPLICATION NO. FILING DATE FIRST NAMED INVENTOR | ATTORNEY DOCKET NO. | CONFIRMATION NO.
11/477,807 06/30/2006 Melvyn Morris 6890-93 4785
TITLE OF INVENTION: METHODS AND APPARATUS FOR DEALING WITH MALWARE
| APPLN. TYPE SMALL ENTITY | ISSUE FEE DUE | PUBLICATION FEE DUE | PREV. PAID ISSUE FEE TOTAL FEE(S) DUE DATE DUE
nonprovisional NO $1770 $300 $0 $2070 03/13/2013
| EXAMINER | ART UNIT | CLASS-SUBCLASS |
ZECHER, CORDELIA P K 2432 726-024000
1. Change of correspondence address or indication of "Fee Address" (37 2. For printing on the patent front page, list .
CFR 1363, P primng pa et Tront pag ,Sheridan Ross P.C.
(1) the names of up to 3 registered patent attorneys
| Chan%e of correspondence address (or Change of Correspondence or agents OR, alternatively,
Address form PTO/SB/122) attached. . ! . 2
(2) the name of a single firm (having as a member a
[ "Fee Address" indication (or "Fee Address” Indication form registered attorney or agent) and the names of up to
PTO/SB/47; Rev 03-02 or more recent) attached. Use of a Customer 2 registered patent attorneys or agents. If no name is 3
Number is required. listed, no name will be printed.

3. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT (print or type)

PLEASE NOTE: Unless an assignee is identified below, no assignee data will appear on the patent. If an assignee is identified below, the document has been filed for
recordation as set forth in 37 CFR 3.11. Completion of this form is NOT a substitute for filing an assignment.

(A) NAME OF ASSIGNEE (B) RESIDENCE: (CITY and STATE OR COUNTRY)
PREVX LIMITED UNITED KINGDOM

Please check the appropriate assignee category or categories (will not be printed on the patent) : [ Individual Corporation or other private group entity [ Government

4a. The following fee(s) are submitted: 4b. Payment of Fee(s): (Please first reapply any previously paid issue fee shown above)
& 15sue Fee [ A check is enclosed. X Payment made
Publication Fee (No small entity discount permitted) | Payment by credit card. Form PTO-2038 is attached.
via EFS-Web
(] Advance Order - # of Copies (1 The Director is hereby authorized to charge the required fee(s), any deficiency, or credit any
overpayment, to Deposit Account Number (enclose an extra copy of this form).

5. Change in Entity Status (from status indicated above)
@ a. Applicant claims SMALL ENTITY status. See 37 CFR 1.27. . Applicant is no longer claiming SMALL ENTITY status. See 37 CFR 1.27(g)(2).

NOTE: The Issue Fee and Publication Fee (if required) will not be accepted from anyone other than the applicant; a registered attorney or agent; or the assignee or other party in
interest as shown by the records of the United States Patent and Trademark Office.

Authorized Signatuwre _/Bradley M. Knepper/ pae March 8, 2013
Bradley M. Knepper Registration No. 44,189

Typed or printed name

This collection of information is required by 37 CFR 1.311. The information is required to obtain or retain a benefit by the public which is to file (and by the USPTO to process)
an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1 14. This collection is estimated to take 12 minutes to complete, including gathering, preparing, and
submitting the completed application form to the USPTO. Time will v. epending upon the individual case. Any comments on the amount of time you require to complete
this form and/or suggestions for reducing this burden, should be sent toalt'f}lle Chief Information Officer, U.S. Patent and Trademark Office, U.S. Department of Commerce, P.O.
Box 1450, Alexandgrla Virginia 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450
Alexandria, Virginia 22313-1450.

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In Re the Application of: Group Art Unit: 2432

MORRIS et al. Examiner: ZECHER, CORDELIA P K
Serial No.: 11/477,807 Confirmation No.: 4785

SUBMISSION OF FORMAL DRAWINGS

Filed: June 30, 2006

Atty. File No.: 6890-93

)
)
)
)
)
)
)
)
; Filed Electronically
R

For: “METHODS AND APPARATUS FO
DEALING WITH MALWARE”

Assistant Commissioner for Patents
Attn: Drawing Review Branch
Washington, D.C. 20231
Dear Sir:

In response to the Notice of Allowance mailed December 13, 2012, in connection with
the above-identified patent application, enclosed for filing with said application are three sheets
of formal drawings illustrating Figs. 1-4 of the application. Figs. 1-4 constitute all of the

drawings in the application.

Respectfully submitted,

SHERIDAN ROSS P.C.

Date: March 8, 2013 By: __ /Bradley M. Knepper/
Bradley M. Knepper
Reg. No. 44,189
1560 Broadway, Suite 1200
Denver, CO 80202
Telephone: 303-863-9700

Trend Micro, Inc.
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Electronic Patent Application Fee Transmittal

Application Number:

11477807

Filing Date:

30-Jun-2006

Title of Invention:

METHODS AND APPARATUS FOR DEALING WITH MALWARE

First Named Inventor/Applicant Name:

Melvyn Morris

Filer:

Bradley M. Knepper/Leslie Roberts

Attorney Docket Number:

6890-93

Filed as Small Entity

Utility under 35 USC 111(a) Filing Fees

Description Fee Code Quantity Amount Sullaj-s'l's(tsa)l in
Basic Filing:
Pages:
Claims:
Miscellaneous-Filing:
Petition:
Patent-Appeals-and-Interference:
Post-Allowance-and-Post-Issuance:
Utility Appl Issue Fee 2501 1 885 885
Publ. Fee- Early, Voluntary, or Normal 1504 1 300 300

Trend Micro, Inc.
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Description Fee Code Quantity Amount SU{JJ-STS::; in
Extension-of-Time:
Miscellaneous:
Total in USD ($) 1185

Trend Micro, Inc.
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Electronic Acknowledgement Receipt

EFSID: 15159720
Application Number: 11477807
International Application Number:
Confirmation Number: 4785

Title of Invention:

METHODS AND APPARATUS FOR DEALING WITH MALWARE

First Named Inventor/Applicant Name:

Melvyn Morris

Customer Number:

22442

Filer:

Bradley M. Knepper/Leslie Roberts

Filer Authorized By:

Bradley M. Knepper

Attorney Docket Number: 6890-93
Receipt Date: 08-MAR-2013
Filing Date: 30-JUN-2006

Time Stamp: 16:13:08

Application Type:

Utility under 35 USC 111(a)

Payment information:

Submitted with Payment

yes

Payment Type Deposit Account
Payment was successfully received in RAM $1185

RAM confirmation Number 3883

Deposit Account 191970

Authorized User

The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpayment as follows:

Charge any Additional Fees required under 37 C.F.R. Section 1.16 (National application filing, search, and examination fees)

Charge any Additional Fees required under 37 C.F.R. Section 1.17 (Patent application and reexamination processingifegfld Micro. Inc
, Inc.,

EX1007-31



Charge any Additional Fees required under 37 C.F.R. Section 1.19 (Document supply fees)

Charge any Additional Fees required under 37 C.F.R. Section 1.20 (Post Issuance fees)

Charge any Additional Fees required under 37 C.F.R. Section 1.21 (Miscellaneous fees and charges)

File Listing:
Document L. . File Size(Bytes Multi Pages
Document Description File Name ( y V . . 9
Number Message Digest | Part/.zip| (ifappl.)
90696
1 Issue Fee Payment (PTO-85B) ISSUE_FEE.pdf no 1
15921b560342095438a948aeb8ch459dc9¢|
6b096
Warnings:
Information:
. o 62199
Drawings-only black and white line SUBMISSION_FORMAL_DRAWI
2 R no 1
drawings NGS.pdf
5db86477c63cc79f12dd6de761b420a0e25)
b709b
Warnings:
Information:
. o 262130
3 Drawings-only bla.ck and white line FORMAL_FIGS.pdf no 3
drawings
103d7cbe07f455f662a25ddad5a3edfcb1d7]
b90c
Warnings:
Information:
31822
4 Fee Worksheet (SB06) fee-info.pdf no 2
dff5e6ffd37a6a7c8afc325bdb0bdba5f7eb1
ed7
Warnings:
Information:
Total Files Size (in bytes); 446847

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.

Trend Micro, Inc.
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

WWW.USpLo.gov
| APPLICATION NO. | FILING DATE FIRST NAMED INVENTOR }\TTORNEY DOCKET NO.I CONFIRMATION NO. ]
11/477 807 06/30/2006 Melvyn Morris 6890-93 4785
7590 01/30/2013 I EXAMINER 1
Sheridan Ross PC ZECHER, CORDELIA P K
1560 Broadway
Suite 1200 [ ART UNIT | PaPERNUMBER ]
Denver, CO 80202 2432
I MAIL DATE 1 DELIVERY MODE J
01/3072013 PAPER

NOTICE OF NON-COMPLIANT INFORMATION DISCLOSURE STATEMENT

An Information Disclosure Statement (IDS) filed {0-25-13 in the above-identified application fails to
meet the requirements of 37 CFR 1.97(d) for the reason(s) specified below. Accordingly, the IDS will be
placed in the file, but the information referred to therein has not been considered.

The IDS is not compliant with 37 CFR 1.97(d) because:
JZJ The IDS lacks a statement as specified in 37 CFR 1.97(e).
O The IDS lacks the fee set forth in 37 CFR 1.17(p).

O The IDS was filed after the issue fee was paid. Applicant may wish to consider filing a petition to
withdraw the application from issue under 37 CFR 1.313(c) to have the IDS considered. See
MPEP 1308.

Larlore
Arsy Eobrt

571-272-4200 or 1-888-786-0101
Application Assistance Unit
Office of Data Management

Page 1 of 1 Trend Micro, Inc.
FORM PTOM327-8 (Rev. 02/08) EX1007-33



Complete if Known
Application Number 11/477,807
INFORMATION DISCLOSURE Filing Date June 30, 2006
STATEMENT BY APPLICANT First Named Inventor Melvyn Morris

Substitute for form 1449/PTO

(Use as many sheets as necessary) IArt Unit 2432
Examiner Name Cordelia P.K. Zecher
Sheet l 1 | of I 1 Attorney Docket Number  [6890-93

U.S. PATENT DOCUMENTS

Examiner Cite1 Document Number Publication Date Name of Patentee or Pages, Columns, Lines, Where
Initials* No. . 2 (if known) MM-DD-YYYY Applicant of Cited Document Relevant Passages or Relevant
Number-kind Code Figures Appear

FOREIGN PATENT DOCUMENTS

Examiner Cite Foreign Patent Document Publication Name of Patentee or Pages, Columns, T°
Initials* No.'! Date IApplicant of Cited Document Lines, Where
Country Code™, Number®, Kind Code® (if knownj|  MM-DD-YYYY Relevant Passages or
Relevant Figures
IAppear

NON-PATENT LITERATURE DOCUMENTS

Examiner Cite |Include name of the author (in CAPITAL LETTERS), title of the article (when appropriate), title of the item (book,
Initials* No.! |magazine, journal, serial, symposium, catalog, etc.), date, page(s), volume-issue number(s), publisher, city and/or country]
where published.

1 |[English Translation of Official Action for China Patent Application No. 201110036121.8, dated
Sep. 24, 2012, 8 pages

2  [Official Action with English translation for China Patent Application No. 201110036121.8, dated
Oct. 10, 2011, 14 pages

Examiner Date
Signature Considered

*EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through citation if,not in conformance and not
considered. Include copy of this form with next communication to applicant. Applicant's unique citation designation number (optional). ‘See Kinds Codes of USPTO
Patent Documents at www.uspto.gov or MPEP 901.04. "Enter Office that issued the document, by the two-letter code (WIPO Standard ST.3). For Japanese patent
documents, the indication of the year of the reign of the Emperor must precede the serial number of the patent document. 'Kind of document by the appropriate
symbols as indicated on the document under WIPO Standard ST.16 if possible. Applicant is to place a check mark here if English language Translation is
attached.
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Electronic Acknowledgement Receipt

EFSID: 14793160
Application Number: 11477807
International Application Number:
Confirmation Number: 4785

Title of Invention:

METHODS AND APPARATUS FOR DEALING WITH MALWARE

First Named Inventor/Applicant Name:

Melvyn Morris

Customer Number:

22442

Filer:

Bradley M. Knepper/Robert Roe-Pachirat

Filer Authorized By:

Bradley M. Knepper

Attorney Docket Number: 6890-93
Receipt Date: 25-JAN-2013
Filing Date: 30-JUN-2006

Time Stamp: 14:07:47

Application Type:

Utility under 35 USC 111(a)

Payment information:

Submitted with Payment no
File Listing:
Document . L. . File Size(Bytes)/ Multi Pages
Number Document Description File Name Message Digest | Part/.zip| (ifappl.)
242532
1 IDS_07.pdf yes 3
6b03d67d391d639%abee874abeccd76d398

185fe9

Trend Micro, Inc.
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Multipart Description/PDF files in .zip description
Document Description Start End
Transmittal Letter 1 2
Information Disclosure Statement (IDS) Form (SB08) 3 3

Warnings:

Information:

CN2011100361218_0OA_09-24 450553
2 Non Patent Literature —COTe no 8
2012.pdf
052bc8d93f9a752183fb171c5d3dc627fh60
Oe2e

Warnings:

Information:

CN2011100361218_0OA_10-10 834595
3 Non Patent Literature b no 14
2011.pdf
777e6078d28d50f39b6b50f8075¢57d 2049
38e58

Warnings:

Information:

Total Files Size (in bytes); 1527680

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In Re the Application of: ) Group Art Unit: 2432

Melvyn Morris g Confirmation No.: 4785

Serial No.: 11/477,807 ) Examiner: Cordelia P.K. Zecher
Filed: June 30, 2006 g SUPPLEMENTAL

Atty. File No.: 6890-93 ) INFORMATION DISCLOSURE
En'titled: “Methods and Apparatus for Dealing g SIATEMENT

With Malware” ) Electronically Submitted

Commissioner for Patents
P.O. Box 1450
Alexandria, VA 22313-1450

Dear Commissioner:

The references cited on attached Form PTO/SB08 are being called to the attention of the
Examiner.
X Copies of the cited non-patent and/or foreign references are enclosed herewith.
[] Copies of the cited U.S. patents and/or patent applications are enclosed herewith.
] Copies of the cited U.S. patents/patent application publications are not enclosed in
accordance with 37 C.F.R. § 1.98(a).
[] Copies of the cited references are not enclosed, in accordance with 37 C.F.R. § 1.98(d),
because the references were cited by or submitted to the U.S. Patent and Trademark Office in
prior application Serial No. filed , which is relied upon for an
earlier filing date under 35 U.S.C. § 120.

X To the best of applicants’ belief, the pertinence of the foreign-language references is

believed to be summarized in the attached English abstracts and/or in the figures, although
applicants do not necessarily vouch for the accuracy of the translation.
X Examiner’s attention is drawn to the following related applications:
e Serial No. 13/543,865 filed 07/08/12 (Attorney's Ref. No. 6890-93-DIV)
e Serial No. 13/543,866 filed 07/08/12 (Attorney's Ref. No. 6890-93-CON)
[] Other:
Submission of the above information is not intended as an admission that any item is

citable under the statutes or rules to support a rejection, that any item disclosed represents
analogous art, or that those skilled in the art would refer to or recognize the pertinence of any
reference without the benefit of hindsight, nor should an inference be drawn as to the pertinence

Trend Micro, Inc.
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of the references based on the order in which they are presented. Submission of this statement

should not be taken as an indication that a search has been conducted, or that no better art exists.

It is respectfully requested that the cited information be expressly considered during the

prosecution of this application and the references made of record therein.

Respectfully submitted,

SHERIDAN ROSS P.C.

By: / “7// /S

‘Bradley M/, Knepper
Registration No. 44189

1560 Broadway, Suite 1200

‘ Denver, Colorado 80202-5141
Date; ﬁwv\,\b/l ir 3 oL (303) 863-9700

Trend Micro, Inc.
EX1007-38




UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

WWW.Uspto.gov

NOTICE OF ALLOWANCE AND FEE(S) DUE

| EXAMINER |
22442 7590 1271372012
Sheridan Ross PC ZECHER, CORDELIA P K
1560 Broadway
Suite 1200 | ART UNIT PAPERNUMBER |
Denver, CO 80202 2432
DATE MAILED: 12/13/2012
APPLICATION NO. FILING DATE FIRST NAMED INVENTOR ATTORNEY DOCKETNO. | CONFIRMATION NO.
11/477,807 06/30/2006 Melvyn Morris 6390-93 4785

TITLE OF INVENTION: METHODS AND APPARATUS FOR DEALING WITH MALWARE

APPLN. TYPE SMALL ENTITY ISSUE FEE DUE PUBLICATION FEE DUE | PREV. PAID ISSUE FEE TOTAL FEE(S) DUE DATE DUE

nonprovisional NO $1770 $300 $0 $2070 03/13/2013

THE APPLICATION IDENTIFIED ABOVE HAS BEEN EXAMINED AND IS ALLOWED FOR ISSUANCE AS A PATENT.
PROSECUTION ON THE MERITS IS CLOSED. THIS NOTICE OF ALLOWANCE IS NOT A GRANT OF PATENT RIGHTS.
THIS APPLICATION IS SUBJECT TO WITHDRAWAL FROM ISSUE AT THE INITIATIVE OF THE OFFICE OR UPON
PETITION BY THE APPLICANT. SEE 37 CFR 1.313 AND MPEP 1308.

THE ISSUE FEE AND PUBLICATION FEE (IF REQUIRED) MUST BE PAID WITHIN THREE MONTHS FROM THE
MAILING DATE OF THIS NOTICE OR THIS APPLICATION SHALL BE REGARDED AS ABANDONED. THIS
STATUTORY PERIOD CANNOT BE EXTENDED. SEE 35 U.S.C. 151. THE ISSUE FEE DUE INDICATED ABOVE DOES
NOT REFLECT A CREDIT FOR ANY PREVIOUSLY PAID ISSUE FEE IN THIS APPLICATION. IF AN ISSUE FEE HAS
PREVIOUSLY BEEN PAID IN THIS APPLICATION (AS SHOWN ABOVE), THE RETURN OF PART B OF THIS FORM
WILL BE CONSIDERED A REQUEST TO REAPPLY THE PREVIOUSLY PAID ISSUE FEE TOWARD THE ISSUE FEE NOW
DUE.

HOW TO REPLY TO THIS NOTICE:

I. Review the SMALL ENTITY status shown above.

If the SMALL ENTITY is shown as YES, verify your current If the SMALL ENTITY is shown as NO:
SMALL ENTITY status:

A. If the status is the same, pay the TOTAL FEE(S) DUE shown A. Pay TOTAL FEE(S) DUE shown above, or
above.

B. If the status above is to be removed, check box 5b on Part B - B. If applicant claimed SMALL ENTITY status before, or is now

Fee(s) Transmittal and pay the PUBLICATION FEE (if required) claiming SMALL ENTITY status, check box 5a on Part B - Fee(s)

and twice the amount of the ISSUE FEE shown above, or Transmittal and pay the PUBLICATION FEE (f required) and 1/2
the ISSUE FEE shown above.

II. PART B - FEE(S) TRANSMITTAL, or its equivalent, must be completed and returned to the United States Patent and Trademark Office
(USPTO) with your ISSUE FEE and PUBLICATION FEE (if required). If you are charging the fee(s) to your deposit account, section "4b"
of Part B - Fee(s) Transmittal should be completed and an extra copy of the form should be submitted. If an equivalent of Part B is filed, a
request to reapply a previously paid issue fee must be clearly made, and delays in processing may occur due to the difficulty in recognizing
the paper as an equivalent of Part B.

III. All communications regarding this application must give the application number. Please direct all communications prior to issuance to
Mail Stop ISSUE FEE unless advised to the contrary.

IMPORTANT REMINDER: Utility patents issuing on applications filed on or after Dec. 12, 1980 may require payment of
maintenance fees. It is patentee's responsibility to ensure timely payment of maintenance fees when due.

P 1 of
age 1 of 3 Trend Micro, Inc.
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PART B - FEE(S) TRANSMITTAL

Complete and send this form, together with applicable fee(s), to: Mail Mail Stop ISSUE FEE
Commlssmner for Patents
P.O.Box 1
Alexandria, Virginia 22313-1450

or Fax (571)-273-2885

INSTRUCTIONS: This form should be used for transmitting the ISSUE FEE and PUBLICATION FEE (if required). Blocks 1 through 5 should be completed where

é)roprlate All further correspondence including the Patent, advance orders and notification of maintenance fees will be mailed to the current correspondence address as

icated unless corrected below or directed othérwise in Block 1, by (a) specifying a new correspondence address; and/or (b) indicating a separate "FEE ADDRESS" for
malntenance fee notifications.

CURRENT CORRESPONDENCE ADDRESS (Note: Use Block 1 for any change of address) Note: A certificate of mailing can only be used for domestic mailings of the

Fee(s) Transmittal. This certificate cannot be used for any other accompanying

Eapers. Each additional paper, such as an assignment or formal drawing, must

ave its own certificate of mailing or transmission.

22442 7590 12/13/2012
Sheridan Ross PC Certificate of Mailing or Transmission
1560 Broad I hereby certify that this Fee(s) Transmittal is being deposited with the United
roadway States Postal Service with sufficient postage for first class mail in an envelope
Suite 1200 addressed to the Mail Stop ISSUE FEE address above, or being facsimile
Denver. CO 80202 transmitted to the USPTO (571) 273-2885, on the date indicated below.
(Depositor's name)
(Signature)
(Date)
APPLICATION NO. FILING DATE FIRST NAMED INVENTOR ATTORNEY DOCKET NO. CONFIRMATION NO.
11/477,807 06/30/2006 Melvyn Morris 6890-93 4785
TITLE OF INVENTION: METHODS AND APPARATUS FOR DEALING WITH MALWARE
| APPLN. TYPE SMALL ENTITY | ISSUE FEE DUE | PUBLICATION FEE DUE | PREV. PAID ISSUE FEE TOTAL FEE(S) DUE DATE DUE
nonprovisional NO $1770 $300 $0 $2070 03/13/2013
| EXAMINER | ART UNIT | CLASS-SUBCLASS |
ZECHER, CORDELIA P K 2432 726-024000
1. Change of correspondence address or indication of "Fee Address" (37 2. For printing on the patent front page, list
CFR 1.363). . 1
(1) the names of up to 3 registered patent attorneys
| Chan%e of correspondence address (or Change of Correspondence or agents OR, alternatively,
Address form PTO/SB/122) attached. (2) the name of a single firm (having as a member a 2
[ "Fee Address" indication (or "Fee Address” Indication form registered attorney or agent) and the names of up to
PTO/SB/47; Rev 03-02 or more recent) attached. Use of a Customer 2 registered patent attorneys or agents. If no name is 3
Number is required. listed, no name will be printed.

3. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT (print or type)

PLEASE NOTE: Unless an assignee is identified below, no assignee data will appear on the patent. If an assignee is identified below, the document has been filed for
recordation as set forth in 37 CFR 3.11. Completion of this form is NOT a substitute for filing an assignment.

(A) NAME OF ASSIGNEE (B) RESIDENCE: (CITY and STATE OR COUNTRY)

Please check the appropriate assignee category or categories (will not be printed on the patent) : [ ndividuat Corporation or other private group entity [ Government

4a. The following fee(s) are submitted: 4b. Payment of Fee(s): (Please first reapply any previously paid issue fee shown above)
[ Issue Fee [ A check is enclosed.
[ Publication Fee (No small entity discount permitted) | Payment by credit card. Form PTO-2038 is attached.
(] Advance Order - # of Copies (1 The Director is hereby authorized to charge the required fee(s), any deficiency, or credit any
overpayment, to Deposit Account Number (enclose an extra copy of this form).

5. Change in Entity Status (from status indicated above)
. Applicant claims SMALL ENTITY status. See 37 CFR 1.27. . Applicant is no longer claiming SMALL ENTITY status. See 37 CFR 1.27(g)(2).

NOTE: The Issue Fee and Publication Fee (if required) will not be accepted from anyone other than the applicant; a registered attorney or agent; or the assignee or other party in
interest as shown by the records of the United States Patent and Trademark Office.

Authorized Signature Date

Typed or printed name Registration No.

This collection of information is required by 37 CFR 1.311. The information is required to obtain or retain a benefit by the public which is to file (and by the USPTO to process)
an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1 14. This collection is estimated to take 12 minutes to complete, including gathering, preparing, and
submitting the completed application form to the USPTO. Time will v. epending upon the individual case. Any comments on the amount of time you require to complete
this form and/or suggestions for reducing this burden, should be sent to e ief Information Officer, U.S. Patent and Trademark Office, U.S. Department of Commerce, P.O.
Box 1450, Alexandgrla Virginia 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commlss1oner for Patents, P.O. Box 1450,
Alexandria, Virginia 22313-1450.

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.

Trend Micro, Inc.
PTOL-85 (Rev. 02/11) Approved for use through 08/31/2013. OMB 0651-0033 U.S. Patent and Trademark Office; U.S. DEPARTMENT E%WBCE



UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

WWW.Uspto.gov

| APPLICATION NO. | FILING DATE FIRST NAMED INVENTOR | ATTORNEY DOCKETNO. |  CONFIRMATION NoO. |
11/477,807 06/30/2006 Melvyn Morris 6890-93 4785
| EXAMINER |
22442 7590 121132012
Sheridan Ross PC ZECHER, CORDELIA P K
1560 Broadway
Suite 1200 | ART UNIT PAPERNUMBER |
Denver, CO 80202 2432

DATE MAILED: 12/13/2012

Determination of Patent Term Adjustment under 35 U.S.C. 154 (b)
(application filed on or after May 29, 2000)

The Patent Term Adjustment to date is 765 day(s). If the issue fee is paid on the date that is three months after the
mailing date of this notice and the patent issues on the Tuesday before the date that is 28 weeks (six and a half
months) after the mailing date of this notice, the Patent Term Adjustment will be 765 day(s).

If a Continued Prosecution Application (CPA) was filed in the above-identified application, the filing date that
determines Patent Term Adjustment is the filing date of the most recent CPA.

Applicant will be able to obtain more detailed information by accessing the Patent Application Information Retrieval
(PAIR) WEB site (http://pair.uspto.gov).

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the Office of
Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee payments should be
directed to the Customer Service Center of the Office of Patent Publication at 1-(888)-786-0101 or (571)-272-4200.
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with
your submission of the attached form related to a patent application or patent. Accordingly, pursuant to
the requirements of the Act, please be advised that: (1) the general authority for the collection of this
information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary; and (3) the
principal purpose for which the information is used by the U.S. Patent and Trademark Office is to process
and/or examine your submission related to a patent application or patent. If you do not furnish the
requested information, the U.S. Patent and Trademark Office may not be able to process and/or examine
your submission, which may result in termination of proceedings or abandonment of the application or
expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1. The information on this form will be treated confidentially to the extent allowed under the Freedom
of Information Act (5§ U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from this system of
records may be disclosed to the Department of Justice to determine whether disclosure of these
records is required by the Freedom of Information Act.

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting
evidence to a court, magistrate, or administrative tribunal, including disclosures to opposing counsel
in the course of settlement negotiations.

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress
submitting a request involving an individual, to whom the record pertains, when the individual has
requested assistance from the Member with respect to the subject matter of the record.

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency
having need for the information in order to perform a contract. Recipients of information shall be
required to comply with the requirements of the Privacy Act of 1974, as amended, pursuant to 5
U.S.C. 552a(m).

5. A record related to an International Application filed under the Patent Cooperation Treaty in this
system of records may be disclosed, as a routine use, to the International Bureau of the World
Intellectual Property Organization, pursuant to the Patent Cooperation Treaty.

6. A record in this system of records may be disclosed, as a routine use, to another federal agency for
purposes of National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy
Act (42 U.S.C. 218(c)).

7. A record from this system of records may be disclosed, as a routine use, to the Administrator,
General Services, or his/her designee, during an inspection of records conducted by GSA as part of
that agency's responsibility to recommend improvements in records management practices and
programs, under authority of 44 U.S.C. 2904 and 2906. Such disclosure shall be made in accordance
with the GSA regulations governing inspection of records for this purpose, and any other relevant
(i.e., GSA or Commerce) directive. Such disclosure shall not be used to make determinations about
individuals.

8. A record from this system of records may be disclosed, as a routine use, to the public after either
publication of the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35
U.S.C. 151. Further, a record may be disclosed, subject to the limitations of 37 CFR 1.14, as a
routine use, to the public if the record was filed in an application which became abandoned or in
which the proceedings were terminated and which application is referenced by either a published
application, an application open to public inspection or an issued patent.

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local
law enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or
regulation.

Trend Micro, Inc.
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Application No. Applicant(s)

. . 11/477,807 MORRIS ET AL.
Notice of Allowablllty Examiner Art Unit
CORDELIA ZECHER 2432

-- The MAILING DATE of this communication appears on the cover sheet with the correspondence address--
All claims being allowable, PROSECUTION ON THE MERITS IS (OR REMAINS) CLOSED in this application. If not included
herewith (or previously mailed), a Notice of Allowance (PTOL-85) or other appropriate communication will be mailed in due course. THIS
NOTICE OF ALLOWABILITY IS NOT A GRANT OF PATENT RIGHTS. This application is subject to withdrawal from issue at the initiative
of the Office or upon petition by the applicant. See 37 CFR 1.313 and MPEP 1308.

1. [ This communication is responsive to IDS Filed 6/21/12.

2. [ An election was made by the applicant in response to a restriction requirement set forth during the interview on ; the restriction
requirement and election have been incorporated into this action.

3. X The allowed claim(s) is/are 1-11,13-23,25-30,49 and 51. As a result of the allowed claim(s), you may be eligible to benefit from the
Patent Prosecution Highway program at a participating intellectual property office for the corresponding application. For more
information, please see hitp://www.uspto.qov/patents/init events/oph/index.jsp or send an inquiry to PPH{eedback@usplo.gov..

4. [X] Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f).
a)iJ Al b)[JSome* c)[INone ofthe:
1. [X] Certified copies of the priority documents have been received.
2. [ Certified copies of the priority documents have been received in Application No. ___
3. [0 Copies of the certified copies of the priority documents have been received in this national stage application from the
International Bureau (PCT Rule 17.2(a)).
* Certified copies not received: ___

Applicant has THREE MONTHS FROM THE “MAILING DATE” of this communication to file a reply complying with the requirements
noted below. Failure to timely comply will result in ABANDONMENT of this application.
THIS THREE-MONTH PERIOD IS NOT EXTENDABLE.

5. [J CORRECTED DRAWINGS ( as “replacement sheets”) must be submitted.

[0 including changes required by the attached Examiner's Amendment / Comment or in the Office action of
Paper No./Mail Date .

Identifying indicia such as the application number (see 37 CFR 1.84(c)) should be written on the drawings in the front (not the back) of
each sheet. Replacement sheet(s) should be labeled as such in the header according to 37 CFR 1.121(d).

6. [] DEPOSIT OF and/or INFORMATION about the deposit of BIOLOGICAL MATERIAL must be submitted. Note the
attached Examiner's comment regarding REQUIREMENT FOR THE DEPOSIT OF BIOLOGICAL MATERIAL.

Attachment(s)

1. [ Notice of References Cited (PTO-892) 5. X Examiner's Amendment’/Comment

2. X Information Disclosure Statements (PTO/SB/08), 6. [] Examiner's Statement of Reasons for Allowance
Paper No./Mail Date

3. [ Examiner's Comment Regarding Requirement for Deposit 7. [ Other .

of Biological Material
4. [ Interview Summary (PTO-413),
Paper No./Mail Date .

/CORDELIA ZECHER/
Primary Examiner, Art Unit 2432

U.S. Patent and Trademark Office
PTOL-37 (Rev. 09-12) Notice of Allowability Part of Paper No./Mail Date 20121211

Trend Micro, Inc.
EX1007-43




Application/Control Number: 11/477,807 Page 2
Art Unit: 2432

Information Disclosure Statement
The information disclosure statement (IDS) submitted on June 21, 2012 was filed
after the mailing date of the Notice of Allowance on March 21, 2012. The submission is
in compliance with the provisions of 37 CFR 1.97. Accordingly, the information

disclosure statement is being considered by the examiner.

EXAMINER’S COMMENTS

This communication warrants No Examiner's Reason for Allowance, applicant's
reply make evident the reasons for allowance, satisfying the “record as a whole” proviso
of the rule 37 CFR 1.104(e). Specifically, applicant’s arguments filed on December 23,
2011 are persuasive, as such the reasons for allowance are in all probability evident
from the record and no statement is deemed necessary (see MPEP 1302.14).

Any comments Applicants considers necessary must be submitted no later than
the payment of the Issue Fee and to avoid processing delays, should preferable
accompany the Issue Fees. Such submission should be clearly labeled "Comments on
Statement of Reasons for Allowance". In event of any post-allowance papers (e.g. IDS,
312 amendment, petition, etc.), Applicant is exhorted to mail papers to the Production
Control branch in Publications or faxed to post-allowance papers correspondence
branch at (703) 308-5864 to expedite issuing process or call PUB's Customer Service if

any questions at (703) 305-8497.

Trend Micro, Inc.
EX1007-44



Application/Control Number: 11/477,807 Page 3
Art Unit: 2432

Conclusion

Any inquiry concerning this communication or earlier communications from the
examiner should be directed to CORDELIA ZECHER whose telephone number is
(571)272-7771. The examiner can normally be reached on Monday - Thursday 8:00 -
5:00 EST.

If attempts to reach the examiner by telephone are unsuccessful, the examiner’'s
supervisor, Gilberto Barron can be reached on 571-272-3799. The fax phone number
for the organization where this application or proceeding is assigned is 571-273-8300.

Information regarding the status of an application may be obtained from the
Patent Application Information Retrieval (PAIR) system. Status information for
published applications may be obtained from either Private PAIR or Public PAIR.
Status information for unpublished applications is available through Private PAIR only.
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should
you have questions on access to the Private PAIR system, contact the Electronic
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a
USPTO Customer Service Representative or access to the automated information

system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000.

/CORDELIA ZECHER/
Primary Examiner, Art Unit 2432

Trend Micro, Inc.
EX1007-45
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U.S. Patent and Trademark Office; U.S. DERFARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1895, no persons are required to respond to a collection of information unfess it contains a valid OMB controf number

Substitute for form 1449A/PTO Complete if Known
Application Number :11/477 807
INFORMATION DISCLOSURE — June 36, 2006
STATEMENT BY APPLICANT : , .
First Named inventor {Melvyn Morris
(Use as many sheets as necessary) Art Unit 2432
Bxemner fame __ Cordelfa P.K. Zecher
Attorney Docket
Aormey 339000-000003
U. S. PATENT DOCUMENTS
Ct N Document Number Publication Date Name of Patentee or Pages, Golumns, Lines, Where
Examiner {nttiais® e NQ. ) : Applicant of Cited Relevant Passages or Relevant
HumberKind Cade NIN-DD-YYYY Document Figures Agpear
Us -2009/0271867 10/172009 Zhang
US -2008/0320595 12/1/2008 van der Made
US -2008/0209562 8/1/2008 Szor
U3 -7,093,239 8/1/20086 van der Made
US -2004/0255165 12/1/2004 Szor
US -2003/0135791 7/1/2003 MNatvig
Us -2004/0068618 4/1/2004 Hooker
FOREIGN PATENT DOCUMENTS
Examiner Cite Ne' Foreign Patent Document Name of Patentes or Pages, Columns,
initiats” Applicant of Cited Lings, Where
Pubiication Date Document Relevant 78
Country Code”™ Number” Kind Code™ (# MM-DD-YYYY Passages of
known) Relevant Figures
Appear

NON PATENT LITERATURE DOCUMENTS

Examsg‘ger Cite |inciude name of the author (in CAPITAL LETTERS), fitle of the article (when appropriate), title of the item (book, ;
Initials 1 {magazine, journal, serial, symposium, catalog, etc.), date, page(s), volume-issue number(s), publisher, city andfor | T
No. country where published.

image File Wrapper of related U.S. Application No. 11/684,261 electronically caputured
from PAIR on June 21, 2012

Examiner
Signature

{Cordelia Zecher/ Date Considered 12/11/2012

EXAMINER: Initial ff reference considered, whether or not citation is in conformance with MPEP 6805, Draw line through-citation if not in conformance and not considered.
include copy of this form with naxt communication 1o applicant.

EASTAEE24215.1

ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THie@MGHIndC. 2./
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

WWW.Uspto.gov

BIB DATA SHEET
CONFIRMATION NO. 4785

SERIAL NUMBER FILINE):‘uAgl_rE 371(c) CLASS GROUP ART UNIT ATTORN'\IJE(\)(.DOCKET
11/477,807 06/30/2006 726 2432 6890-93
RULE
APPLICANTS

Melvyn Morris, Turnditch, UNITED KINGDOM,;

Paul Stubbs, Wyboston, UNITED KINGDOM;
Markus Hartwig, Milton Keynes, UNITED KINGDOM,;
Darren Harter, Hucclecote, UNITED KINGDOM,;

*k CONTINUING DATA kkkkkhkkhkhkhkkhhhhhkhhhkhhd

*k FOREIGN APPLICATIONS kkkkhkdkhkhkhhhkhkhhkhkkhkhkkd
UNITED KINGDOM 0513375.6 06/30/2005

** IF REQUIRED, FOREIGN FILING LICENSE GRANTED **

07/26/2006
Foreign Priority claimed W ves Lo STATEOR | SHEETS TOTAL |INDEPENDENT
35 USC 119(a-d) conditions met aYes D No D M?Sv?gr?ée COUNTRY DRAWINGS CLAIMS CLAIMS
Verified and /ZCE%??HE:{I?IA PK UNITED 3 47 8
Acknowledged “Examiner’s Signature Tnftials” KINGDOM
ADDRESS

Sheridan Ross PC
1560 Broadway
Suite 1200
Denver, CO 80202
UNITED STATES

TITLE
METHODS AND APPARATUS FOR DEALING WITH MALWARE

|0 All Fees
10 1.16 Fees (Filing)

FEES: Authority has been given in Paper |

FILING FEE ; ;
RECEIVED |No. to charge/credit DEPOSIT ACCOUNT [ 1.17 Fees (Processing Ext. of time) |
3584 No. for following: |EI 1.18 Fees (Issue) |
|EI Other |
|Q Credit |

BIB (Rev. 05/07).

Trend Micro, Inc.
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Application/Control No. Applicant(s)/Patent Under
Reexamination
Index of Claims 11477807 MORRIS ET AL.
FRVICRImAD (==
CORDELIA ZECHER 2432
v Rejected - Cancelled N | Non-Elected A Appeal
= Allowed + Restricted | Interference o) Objected
[0 cClaims renumbered in the same order as presented by applicant O cpA O T.D. O R.1.47
CLAIM DATE
Final Original | 04/28/2010|09/23/2010|02/09/2011|07/21/2011 | 03/12/2012| 12/11/2012
1 1 v v v v = =
2 2 v v v v = -
3 3 v v v v = -
4 4 v v v v - _
5 5 v v v v = -
6 6 v v v v = -
7 7 v v v v = -
8 8 v v v v = -
9 9 v v v v = -
10 10 v v v v = =
11 11 v v v v = =
12 v - - -
13 13 v v v v = =
14 14 v v v v = =
15 15 v v v v = =
16 16 v v v v = =
17 17 v v v v = =
18 18 v v v v = =
19 19 v v v v = =
20 20 v v v v _ _
29 29 v v v v = =
22 22 v v v v - _
23 23 v v v v - _
24 v - . }
25 25 v v v v - _
26 26 v v v v - _
27 27 v v v v - _
28 28 v v v v = =
29 29 v v v v - _
30 30 v v v v - _
31 N N N
32 N N N
33 N N N
34 N N N
35 N N N
36 N N N

U.S. Patent and Trademark Office

Part of Paper No. : 20121211

Trend Micro, Inc.
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Application/Control No. Applicant(s)/Patent Under
Reexamination
Index of Claims 11477807 MORRIS ET AL.
Examiner Art Unit
CORDELIA ZECHER 2432
v Rejected - Cancelled N | Non-Elected A Appeal
= Allowed + Restricted | Interference o) Objected
[0 cClaims renumbered in the same order as presented by applicant O cpa O T.D. O R.1.47
CLAIM DATE
Final Original | 04/28/2010|09/23/2010|02/09/2011|07/21/2011 | 03/12/2012| 12/11/2012

37 N N N

38 N N N

39 N N N

40 N N N

41 N N N

42 N N N

43 N N N

44 N N N

45 N N N

46 N N N

47 N N N

48 v }

12 49 v v = =
50 v )
24 51 v v = =

U.S. Patent and Trademark Office

Part of Paper No. : 20121211

Trend Micro, Inc.
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EAST Search History

EAST Search History

EAST Search History (Prior Art)

Ref {|Hits Search Query DBs Default iiPlurals {iTime
# Operator Stamp
L1 47 ("20030135791" | "20040068618" | us- OR ON 2012/12/11
"20040255165" | "20080209562" | PGPUB; 08:38
"20080320595" | "20090271867" | USPAT
"7093239").PN.
S "20070016953" us- OR ON 2010/01/07
PGPUB; 08:58
USPAT
2 i ("20060026684").PN. us- OR OFF 2010/04/28
PGPUB; 08:32
USPAT
S3 i S and malware Us- OR ON 2010/04/28
PGPUB; 08:33
USPAT
4 #1164 726/24.ccls. us- OR ON 2010/04/28
PGPUB; 08:33
USPAT
SH {2821 726/23-25.ccls. us- OR ON 2010/04/28
PGPUB; 08:34
USPAT
6 6 (("6772348") or ("6944772") or us- OR OFF 2010/04/28
("20040006704") or ("20040073810") or PGPUB; 09:18
("20050021994") or ("20040153644")).PN. {USPAT
S7 i ("20030177394").PN. us- OR OFF 2010/04/28
PGPUB; 10:48
USPAT
S8 40 central near database with each with us- OR ON 2010/04/28
network PGPUB; 12:51
USPAT
S9 0 database with each with network us- OR ON 2010/04/28
PGPUB; 12:51
USPAT
S10 115859 iidatabase with network us- OR ON 2010/04/28
PGPUB; 12:52
USPAT
S11 2632 central near database with network us- OR ON 2010/04/28
PGPUB; 12:52
USPAT
S12 430 central near database with network with us- OR ON 2010/04/28
separate PGPUB; 12:53
USPAT
S13 417 central near database with distribute with us- OR ON 2010/04/28
network PGPUB; 12:53
USPAT
S14 4199 central near database with distribut$3 with {US- OR ON 2010/04/28
network PGPUB; 12:54
USPAT
S15 40 central near database with distribute with us- OR ON 2010/04/28
Trend Micro, Inc.
EX1007-51
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EAST Search History

network with known PGPUB; 12:54
USPAT
S16 44 central near database with distribut$3 with §US- OR ON 2010/04/28
network with known PGPUB; 12:55
USPAT
S17 4240 database with distribut$3 with network with §jUS- OR ON 2010/04/28
known PGPUB; 12:55
USPAT
S18 124 database with distribut$3 with network with jUS- OR ON 2010/04/28
known and (virus or malware) PGPUB; 12:56
USPAT
S19 4 ("20030023857" | "20050027686" | us- OR ON 2011/02/09
"6338141" | "7013483").PN. PGPUB; 08:21
USPAT
S20 3433 726/23-25.ccls. us- OR ON 2011/02/09
PGPUB; 08:35
USPAT
S21 4282 $20 and mask$3 us- OR ON 2011/02/09
PGPUB; 08:35
USPAT
S22 435 $20 and mask$3 and malware Us- OR ON 2011/02/09
PGPUB; 08:35
USPAT
S23 1328 $20 and control$3 with environment Us- OR ON 2011/02/09
PGPUB; 08:43
USPAT
S24 465 $20 and control$3 with environment and Us- OR ON 2011/02/09
malware PGPUB; 08:43
USPAT
S25 118 $20 and defin$3 with boundary and us- OR ON 2011/02/09
malware PGPUB; 08:45
USPAT
S26 5 S20 and access$3 with rights with object us OR ON 2011/02/09
and malware PGPUB; 08:46
USPAT
7 {2 "20020099952" us- OR ON 2011/02/09
PGPUB; 09:11
USPAT
828 424 (updat$3 or modif$4) with token and S20  jUS- OR ON 2011/02/09
PGPUB; 10:54
USPAT
$29 437 ("20010049793" | "20030225698" | us- OR ON 2011/02/09
"20040068721" | "20050203819" | PGPUB; 11:23
"20060031686" | "4713753" | "4805222" | {USPAT;
"4926476" | "5367624" | "5481700" | USOCR
"5819091" | "5915025" | "5958051" |
"5978484" | "5983349" | "5991519" |
"6295605" | "6378069" | "6405202" |
"6775779" | "6931540" | "6981281" |
"7028180" | "7051366" | "7076557").PN.
OR ("7350204").URPN.
S30 {32 S29 and (modif$4 or updat$3) us CR ON 2011/02/09
PGPUB; 11:23
USPAT;
USOCR
S31 #6232 automatic$4 with (updat$3 or chang$3 or  {jUS- CR ON 2011/02/09
modif$4) with access PGPUB; 11:35
USPAT;
Trend Micro, Inc.
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EAST Search History

L | |Usocr | . . ;
S32 {29 $20 and S31 us- CR ON 2011/02/09
PGPUB; 11:35
USPAT;
USOCR
S33 {18 "7350204" us- CR ON 2011/07/21
PGPUB; 09:19
USPAT
S34 {1 "7350204".pn. us- CR ON 2011/07/21
PGPUB; 09:19
USPAT
S35 {42 ("20010049793" | "20030225698" | us- CR ON 2011/07/21
"20040068721" | "20050203819" | PGPUB; 09:21
"20060031686" | "4713753" | "4805222" | {USPAT;
"4926476" | "5367624" | "5481700" | USOCR
"5819091" | "56915025" | "6958051" |
"5978484" | "5983349" | "56991519" |
"6295605" | "6378069" | "6405202" |
"6775779" | "6931540" | "6981281" |
"7028180" | "7051366" | "7076557").PN.
OR ("7350204").URPN.
S36 {106 ("2002/0099952") .URPN. USPAT #OR ON 2011/07/21
09:46
S37 {16 ("20020026578" | "20020099952" | us- CR ON 2011/07/21
"20020124170" | "20030033535" | PGPUB; 09:49
"20040064708" | "20040078604" | USPAT;
"20040117615" | "20050138388" | USOCR
"5941947" | "6151590" | "6397261" |
"6571335" | "6810525" | "7010600" |
"7194664").PN. OR ("7509497").URPN.
S38 i1 (S35 or S36 or S37) and behaviour us- OR ON 2011/07/21
PGPUB; 09:50
USPAT;
USOCR
S39 {1 "7698713".pn. us- CR ON 2011/07/21
PGPUB; 09:51
USPAT;
USOCR
$40 42 "20030131152" us- CR ON 2011/07/21
PGPUB; 09:52
USPAT;
USOCR
A1 457 (S35 or S36 or S37) and behavior us- OR ON 2011/07/21
PGPUB; 09:52
USPAT;
USOCR
A2 412 "20050210035" us- CR ON 2011/07/21
PGPUB; 10:01
USPAT;
USOCR
43 2 42 and behav$s Us- OR ON 2011/07/21
PGPUB; 10:04
USPAT;
USOCR
44 #20 ("20040153644" | "6338141" | us- CR ON 2012/02/17
"20030084323" | "20050027686" | PGPUB; 13:30
"6772346" | "20050210035" | "6944772" | HUSPAT
"20050021994" | "20030023857" |
"20040083408" | "20050022014" |
Trend Micro, Inc.
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EAST Search History

"20040006704" | "20010052014" |
"20030101381" | "7013483" |
"20020099952" | "20040039921" |
"20050086500" | "20040073810" |
'20050021994" | "20030177394").PN.
S45 45 ("20040083408" | "20050022014" | Us- OR ON 2012/02/17
"20030101381" | "20040039921" | PGPUB; 13:34
"20050086500") .PN. USPAT
$46 3172 generat$3 with profile with automatic$4 us- OR ON 2012/02/17
PGPUB; 14:56
USPAT

S47 {4255  i1726/23-25.ccls. Us- OR ON 2012/02/17
PGPUB; 14:56
USPAT

48 25 generat$3 with profile with automatic$4 andjUS- CR ON 2012/02/17
A7 PGPUB; 14:56

USPAT

EAST Search History (I nterference)

Ref {{Hits {{Search Query DBs (Default i{Plurals {iTime

# Operator Stamp
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Application/Control No. Applicant(s)/Patent Under Reexamination

Issue Classification | 1147750 MORRIS ET AL.

H“NH“H““ “‘“ m“ ““ “ “m m “‘ o o

CORDELIA ZECHER 2432
ORIGINAL INTERNATIONAL CLASSIFICATION
CLASS SUBCLASS CLAIMED NON-CLAIMED
726 24 G|lo|se|F 21/00 (2006.01.01)
CROSS REFERENCE(S)
CLASS SUBCLASS (ONE SUBCLASS PER BLOCK)
O Claims renumbered in the same order as presented by applicant O CPA O T.b. O R.1.47
Final Original Final Original Final Original Final Original Final Original Final Original Final Original Final Original

1 1 18 18

2 2 19 19

3 3 20 20

4 4 21 21

5 5 22 22

6 6 23 23

7 7 25 25

8 8 26 26

9 9 27 27

10 10 28 28

11 11 29 29

13 13 30 30

14 14 12 49

15 15 24 51

16 16

17 17

Total Claims Allowed:

30
(Assistant Examiner) (Date)
/CORDELIA ZECHER/
Primary Examiner.Art Unit 2432 12/11/2012 O.G. Print Claim(s) O.G. Print Figure
(Primary Examiner) (Date) 1 3

U.S. Patent and Trademark Office

Part of Paper No. 20121211

Trend Micro, Inc.

EX1007-55




UNITED STATES PATENT AND TRADEMARK OFFICE

UNTTED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

PO. Box 1450

Alexandria, Virginia 22313-1450

WWW.USPLO. g0V
| APPLICATION NUMBER | FILING OR 371(C) DATE | FIRST NAMED APPLICANT | ATTY. DOCKET NO./TITLE |
11/477,807 06/30/2006 Melvyn Morris 339000-000003
CONFIRMATION NO. 4785
22442 POA ACCEPTANCE LETTER
Sheridan Ross PC

1560 Broadmer W
Suite 1200

Denver, CO 80202

Date Mailed: 11/08/2012

NOTICE OF ACCEPTANCE OF POWER OF ATTORNEY
This is in response to the Power of Attorney filed 10/30/2012.

The Power of Attorney in this application is accepted. Correspondence in this application will be mailed to the
above address as provided by 37 CFR 1.33.

/hchristian/

Office of Data Management, Application Assistance Unit (571) 272-4000, or (571) 272-4200, or 1-888-786-0101

page 1 of 1

Trend Micro, Inc.
EX1007-56



UNITED STATES PATENT AND TRADEMARK OFFICE

UNTTED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

PO. Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov

| APPLICATION NUMBER |

FILING OR 371(C) DATE [ FIRSTNAMED APPLICANT | ATTY. DOCKET NO/TITLE |
11/477,807 06/30/2006 Melvyn Morris 339000-000003
CONFIRMATION NO. 4785
47604 POWER OF ATTORNEY NOTICE
DLA PIPER LLP US
P. 0. BOX 2758

IR 00 AT
RESTON, VA 20195 0000000574 72396

Date Mailed: 11/08/2012

NOTICE REGARDING CHANGE OF POWER OF ATTORNEY
This is in response to the Power of Attorney filed 10/30/2012.

* The Power of Attorney to you in this application has been revoked by the assignee who has intervened as
provided by 37 CFR 3.71. Future correspondence will be mailed to the new address of record(37 CFR 1.33).

/hchristian/

Office of Data Management, Application Assistance Unit (571) 272-4000, or (571) 272-4200, or 1-888-786-0101

page 1 of 1

Trend Micro, Inc.
EX1007-57
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PTO/AIA/96 (08-12)

Approved for use through 01/31/2013. OMB 0651-0031

U.S. Patent and Trademark Office;U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act 0f1995, no persons arerequired to respond to a collection of information unless it displays a valid OMB control number.

STATEMENT UNDER 37 CFR 3.73(c)
Prevx Limited

Applicant/Patent Owner:

Application No./Patent No.: 11/477,807 Filed/Issue Date: 2006-06-30

Titleq: METHODS AND APPARATUS FOR DEALING WITH MALWARE

Prevx Limited . a Corporation

(Name of Assignee) (Type of Assignee, e.g., corporation, partnership, university, government agency, etc.)

states that, for the patent application/patent identified above, it is (choose one of options 1, 2, 3 or 4 below):
1. The assignee of the entire right, title, and interest.

2. |:| An assignee of less than the entire right, title, and interest (check applicable box):

|_| The extent (by percentage) of its ownership interest is %. Additional Statement(s) by the owners
holding the balance of the interest must be submitted to account for 100% of the ownership interest.

|:] There are unspecified percentages of ownership. The other parties, including inventors, who together own the entire
right, title and interest are:

Additional Statement(s) by the owner(s) holding the balance of the interest must be submitted to account for the entire
right, title, and interest.

3. |:| The assignee of an undivided interest in the entirety (a complete assignment from one of the joint inventors was made).
The other parties, including inventors, who together own the entire right, title, and interest are:

Additional Statement(s) by the owner(s) holding the balance of the interest must be submitted to account for the entire
right, title, and interest.

4. |:| The recipient, via a court proceeding or the like (e.g., bankruptcy, probate), of an undivided interest in the entirety (a
complete transfer of ownership interest was made). The certified document(s) showing the transfer is attached.

The interest identified in option 1, 2 or 3 above (not option 4) is evidenced by either (choose one of options A or B below):

A. An assighment from the inventor(s) of the patent application/patent identified above. The assignment was recorded in
the United States Patent and Trademark Office at Ree| 018348 , Frame 0840 , or for which a copy
thereof is attached.

B. D A chain of title from the inventor(s), of the patent application/patent identified above, to the current assignee as follows:

1. From: To:

The document was recorded in the United States Patent and Trademark Office at
Reel , Frame , or for which a copy thereof is attached.

2. From: To:

The document was recorded in the United States Patent and Trademark Office at

Reel , Frame , or for which a copy thereof is attached.

[Page 1 of 2]
This collection of information is required by37 CFR3.73(b). The information is required toobtain or retain a benefit by the public which is to file (and by the USPTO to
process) an application. Confidentialityis governed by35 U.S.C. 122and 37 CFR1.11 and1.14. Thiscollection is estimated to take 12 minutes to complete, including
gathering, preparing, and submittingthe completed application form to the USPTO.Time will vary depending upon the individual case. Any comments on the amount
of time you require to complete this form and/or suggestions for reducing this burden, should be sent tothe Chief Information Officer, U.S. Patent and Trademark
Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS.SEND
TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450

If you need assistance in completing the form, call 1-800-PTO-9199 and select option 2.
Trend Micro, Inc.

EX1007-59



PTO/AIA/B (08-12)

Approved for use through 01/31/2013. OMB 0651-0031
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.

3. From:

4. From:

5. From:

6. From:

STATEMENT UNDER 37 CFR 3.73(c)

To:

The document was recorded in the United States Patent and Trademark Office at

Reel , Frame , or for which a copy thereof is attached.

To:

The document was recorded in the United States Patent and Trademark Office at

Reel , Frame , or for which a copy thereof is attached.
To:

The document was recorded in the United States Patent and Trademark Office at

Reel , Frame , or for which a copy thereof is attached.
To:

The document was recorded in the United States Patent and Trademark Office at

Reel , Frame , or for which a copy thereof is attached.

|:| Additional documents in the chain of title are listed on a supplemental sheet(s).

As required by 37 CFR 3.73(c)(1)(i), the documentary evidence of the chain of title from the original owner to the
assighee was, or concurrently is being, submitted for recordation pursuant to 37 CFR 3.11.

[NOTE: A separate copy (i.e., a true copy of the original assignment document(s)) must be submitted to Assignment
Division in accordance with 37 CFR Part 3, to record the assignment in the records of the USPTO. See MPEP 302.08]

The undersigned (whose title is supplied below) is authorized to act on behalf of the assignee.

/Bradley M. Knepper/

Signhature

2012-10-30

Date

Bradley M. Knepper 44,189

Printed or Typed Name

Title or Registration Number

[Page 2 of 2]

Trend Micro, Inc.
EX1007-60




Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that yoube given certain informationin connection with your
submission of the attached form related to a patent application or patent. Accordingly, pursuant to the
requirements of the Act, pleasebe advised that: (1) the general authority forthe collection of thisinformation is 35
U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary; and(3) the principal purpose forwhich the
information isused by the U.S. Patent and Trademark Office is to process and/or examine your submission related
to a patent applicationor patent. If you do not furnish the requested information,the U.S. Patent and Trademark
Office may not be able to process and/or examineyour submission,which may result in termination of proceedings
or abandonment of the applicationor expiration of the patent.

The informationprovided by you in this form will be subject to the following routine uses:

1. The information on this form will be treated confidentially to the extent allowed under the Freedom of
Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from this system of records
may be disclosed to the Department of Justice to determine whether disclosure of these records is
required by the Freedom of Information Act.

2. Arecord from this system of records may be disclosed, as a routine use, in the course of presenting
evidence to a court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the
course of settlement negotiations.

3. Arecord in this system of records may be disclosed, as a routine use, to a Member of Congress
submitting a request involving an individual, to whom the record pertains, when the individual has
requested assistance from the Member with respect to the subject matter of the record.

4. Arecord in this system of records may be disclosed, as a routine use, to a contractor of the Agency
having need for the informationin order to perform a contract. Recipients of information shall be required
to comply with the requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

5. A record related to an InternationalApplication filed under the Patent Cooperation Treaty in this system of
records may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property
Organization, pursuant to the Patent Cooperation Treaty.

6. Arecord in this system of records may be disclosed, as a routine use, to another federal agency for
purposes of National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act
(42 U.S.C. 218(c)).

7. Arecord from this system of records may be disclosed, as a routine use, to the Administrator, General
Services, or his/her designee, during an inspection of records conducted by GSA as part of that agency’s
responsibility to recommend improvements in records management practices and programs, under
authority of 44 U.S.C. 2904 and 2906. Such disclosure shall be made in accordance with the GSA
regulations governing inspection of records for this purpose, and any other relevant (i.e., GSA or
Commerce) directive. Such disclosure shall not be used to make determinations about individuals.

8. Arecord from this system of records may be disclosed, as a routine use, to the public after either
publication of the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C.
151. Further, arecord may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the
public if the record was filed in an application which became abandoned or in which the proceedings were
terminated and which application is referenced by either a published application, an application open to
public inspection or an issued patent.

9. A record from thissystem of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.

Trend Micro, Inc.
EX1007-61



Electronic Acknowledgement Receipt

EFSID: 14107697
Application Number: 11477807
International Application Number:
Confirmation Number: 4785

Title of Invention:

METHODS AND APPARATUS FOR DEALING WITH MALWARE

First Named Inventor/Applicant Name:

Melvyn Morris

Customer Number:

47604

Filer:

Bradley M. Knepper/Leslie Roberts

Filer Authorized By:

Bradley M. Knepper

Attorney Docket Number:

339000-000003

Receipt Date: 30-0CT-2012
Filing Date: 30-JUN-2006
Time Stamp: 18:09:14

Application Type:

Utility under 35 USC 111(a)

Payment information:

Submitted with Payment no
File Listing:
Document . L. . File Size(Bytes)/ Multi Pages
D tD t File N . . .
Number ocument Lescription rie Mame Message Digest | Part/.zip| (ifappl.)
912728
1 Power of Attorney POA_Executed_Prevx_AIA.pdf no 1
db9c376ddb33b6c00063bcf3d63fh2b6dehy

bbc85

Warnings:

Information:

Trend Micro, Inc/
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. . . 120051
5 Assignee showing of ownership per 37 STATEMENT.pdf no 3
CFR 3.73.
f0bd0957¢20603e852900731f1e41d190ad
9a34b

Warnings:

Information:

Total Files Size (in bytes); 1032779

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.

Trend Micro, Inc.
EX1007-63



PTOISBI30 (84-U5)

Approved for nse through 0272972008, OMB 0651-0031

V.8, Patent and Trademark Office; 1.5, BEPARTVENT OF COMMERCE

Under the Papeswork Reduction Act uf 1995, ao persons arg réquised (o respond'io a collection ol information onless it cootains o valid OMB control auniber

REQUEST Application Number 11/477,807
FOR -
N Filing Date June 30, 2006
CONTINUED EXAMINATION e -
{RCE) TRANSMITTAL First Named Inventor Melvyn Morris

Address to; Art Unit 2432
Mail Stop RCE N o
Commissioner of Patents Examiner Name Cordelia P.K. Zecher
PO Box 1450
Alexandria, VA 223131450 Atterney Docket Number | 339000-000003

This is a Request for Continued Examination (RCE) under 37 CFR 1.134 of the above-identified application.
Request for Continved Examination (RCE) practice under 37 CFR 1114 does not apply 10 any utility or plani application filed prior to June §,
1993, or-to any design application. Sez Instruction Sheet for RCEs (not 1o be subamitted to the USPTO) on page 2.

o

Submission required under 37 CFR 1.114 Note: if the RCE is proper, any previousty filed
unentered amendments and amendments enclosed with the RCE will be entered in the order in
which they were filed unless applicant instructs otherwise. If applicant doas not wish 1o have any
previously filed unentered amendment(s) entered, applicant must request non-entry of such

amendment(s).

a {1 Previously submitied. If a final Office action is outstanding, any amendmants filed after the final
Cffice action may be considered as a submission even if this box is not checked.
0] ["IConsider the arguments in the Appeal Brief or Reply Brief previousiy filed on
(ii) [ 0ther

b ElEnciosed
i I Amendment/Reply (i) [ Information Disclosure Statemant (IDS)
iy [ Affidavit(s)/Declarations (ivy ] Other

2. Miscellaneous
a [ Suspension of action on the above-identified application is reguested under 37 CFR 1.103(c)

fora period of ___ months, (Period of suspension shall not exceed 3 months; Fee undar 37 CFR
1.17(1) required)

b {1 Other
3. Fees The RCE fee under 37 CFR 1.17(e) is required by 37 CFR 1.114 when the RCE is filed.
2 1 The Director is hereby authorized to charge the following fees, any underpayment of fees, or
credit any overpayments, to Deposit Account No, 50-3266. 1 have enclosed a duplicate copy of this
sheet.
Q) 2 RCE fee required under 37 CFR 1.17(g)
(i) ] Extensicn of time fee (37 CFR 1.138 and 1.17)
(i) ] Other
b {1 Check in the amount of ___ enclosed
c K Payment by credit card (Form PTQ-2038 enclosed)
WARNING: Information o this form may becotne public. Credit gard :nformataon stiould not be inciuded on this form. Provide
credit card information and authorization on PT0-2038.

SEGNATURE OF AP?LEC&NT : TT@RNEY OR AGENT, REQUIRED

Signature June 2§, 2012
Name (Print/ Type) Dale 8. Lazar T Registration No. | 28,872

This cellestion of inforwation is required by 37 CER 3,134, The information is required to obtain or retain 4 benefit by {he public which is to fite (a8 by the USPTO 1o
processy an application, Contidertintity is goveracd by 35 1.8.C, 122 and 37 OFR 1.11 and (34, This collection is estimated to fake 12 minuvtes fo complete, inckiding
gathering, proparving, and submittivg the completnd applicaticn form to tire YSPTO. Time will yary depeading npon the individual case. Auy comuments on the amonnt of fime
you sequire to complets this focm sod/or soggestivas for reducing this burden, should be sens to the Chief Information Officee, V.8, Patent zod Trademark Office, 1.5,
Depaciment of Commerte, Y10, Sux 1450, Alexandria, YA 223133450, D0 NOT SEND FEES OR COMPLETED FORMS TO T8 ADDRESS. SEND TO: Mait
Stop RCE, Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

If you reed assisinee in completing the Jorm, call 1-800-PTO-9169 und select aption 2.,

Trend Micro, Inc.
EX1007-64



Docket No.: 339000-000003

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

IN RE APPLICATION; Melvyn Morris Cont, No. 4785

SERIAL NUMBER: 11/477,807 Group: 2433

FILED: June 30, 2006 Examiner: Cordelia P.X. Zecher

FOR: METHODS AND APPARATUS FOR DEALING WITH
MALWARE

INFORMATION DISCLOSURE STATEMENT UNDER 37 C.F.R. 1.97

Conmunissioner for Patents June 21, 2012
PO BOX 1450
ALEXANDRIA, VA 22313-1450

Sir:
Applicani(s) wish{es) to disclose the following information.

REFERENCES

X Applicani(s) wish{es) to make of record the documents listed on the attached Form PTO-
1449, Copies of the listed documents are attached, where required, as are either
statements of relevancy or any readily available full or partial English translations of any
non-English-language documents.

EXPLANATION OF RELEVANCE

The documents listed on the attached Form PTO 1449 were cited in related and
corresponding applications. English language abstracts and translations are provided for
the convenience of the Examiner where available.

RELATED CASES

L Attached is a list of Applicant’s(s”) pending applications and issued patents which may
be related to the present application. Copies of the documents, where required, are
attached along with Form PTO-1449,

EAST\d88242135.1

Trend Micro, Inc.
EX1007-65



Application No.: 11/477.807
Attorney Docket No.: 339000-000003

CERTIFICATION
The undersigned certifies that

] each item of information contained in this Information Disclosure Statement was first
cited in any communication from a foreign or international patent office in a counterpart
foreign or international application for the first time (to the knowledge of'the
undersigned, having made reasonable inquiry) not more than three months prior to the
filing of this statement (See 37 CFR 1.97(e)(1)).

il no item of information contained in this Information Disclosure Statement was cited in a
communication from a foreign or international patent office in a counterpart foreign or
international application, and, to the knowledge of the undersigned, having made
reasonable inquiry, was known to any individual designated in 37 C.F.R. 1.56(c) more
than three months prior to the filing of this statement. (See 37 CFR 1.97(e}2}))

BASIS FOR CONSIDERATION

This Information Disclosure Statement is filed:

without fee and within three months of the filing date of the application.

without fee and within three months of the date of entry of the U.S. national stage.
without fee and before the mailing date of a first Office Action on the merits (to the
knowledge of the undersigned).

without fee and with the appropriate certification above.

without fee and with a new CPA application.

without fee and with a Request for Continued Examination.

with fee and before the mailing date of any Final Office Action, Notice of Allowance or
an action that otherwise closes prosecution {to the knowledge of the undersigned}.

with fee, appropriate certification above, and before payment of the Issue Fee.

L DO Do

Trend Micro, Inc.
EX1007-66



Application No.: 11/477,807
Attorney Docket No.: 339000-000003

DEPOSIT ACCOUNT

xJ Please charge any additional fees for the papers being filed herewith, or credit any
overpayment to Deposit Account No. 50-3266.

Respectfully submitted,

DLA PIPERLLP U8

Dale S. Lazar
Registration No. 28,872
Attorney for Applicant

DSL/NP/amd

P.O. Box 2758

Reston, VA 20193

Tel. 703.773.4000

Fax (703) 773-5200

Trend Micro, Inc.
EX1007-67



PTQ/SB/08a (08-03)

Approved for use through 07/31/2006. OMB 0651-0031

U.S. Patent and Trademark Office; U.S. DERFARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1895, no persons are required to respond to a collection of information unfess it contains a valid OMB controf number

Substitute for form 1448A/PTQ Cﬁmp ieé‘e if KHOWH
Application Number :11/477 807

Filing Date June 30, 2006

First Named inventor | Melvyn Morris

INFORMATION DISCLOSURE
STATEMENT BY APPLICANT

(Use as many sheets as necessary) Art Unit 2432
Bxemner fame __ Cordelfa P.K. Zecher
Attorney Docket
Aormey 339000-000003
U. S. PATENT DOCUMENTS
Ct N Document Number Publication Date Name of Patentee or Pages, Golumns, Lines, Where
Examiner {nttiais® e NQ. ) : Applicant of Cited Relevant Passages or Relevant
HumberKind Cade NIN-DD-YYYY Document Figures Agpear
Us -2009/0271867 10/172009 Zhang
US -2008/0320595 12/1/2008 van der Made
US -2008/0209562 8/1/2008 Szor
U3 -7,093,239 8/1/20086 van der Made
US -2004/0255165 12/1/2004 Szor
US -2003/0135791 7/1/2003 MNatvig
Us -2004/0068618 4/1/2004 Hooker
FOREIGN PATENT DOCUMENTS
Examiner Cite Ne' Foreign Patent Document Name of Patentes or Pages, Columns,
initials” Apglicant of Cited Lines, Where
Pubiication Date Document Relevant 78
Country Code”™ Number” Kind Code™ (# MM-DD-YYYY Passages of
known) Relevant Figures
Appear

NON PATENT LITERATURE DOCUMENTS

Examsger Cite |Include name of the author (ih CAPITAL LETTERS), title of the article (when appropriate), title of the item (book, .
Initials 1 {magazine, journal, serial, symposium, catalog, etc.), date, page(s), volume-issue number(s), publisher, city andfor | T
No. country where published.
image File Wrapper of related U.S. Application No. 11/684,261 electronically caputured
from PAIR on Juhe 21, 2012.
Exarminer " .
Signature Date Considerad

EXAMINER: Initial ff reference considered, whether or not citation is in conformance with MPEP 6805, Draw line through-citation if not in conformance and not considered.
include copy of this form with naxt communication 1o applicant.

EASTEE24215.1
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

WWW.Uspto.gov

NOTICE OF ALLOWANCE AND FEE(S) DUE

| EXAMINER |
47604 7590 03/21/2012
DLA PIPER LLP US ZECHER, CORDELIA P K
P. O. BOX 2758
RESTON, VA 20195 | ART UNIT PAPERNUMBER |
2432
DATE MAILED: 03/21/2012
APPLICATION NO. FILING DATE FIRST NAMED INVENTOR ATTORNEY DOCKETNO. | CONFIRMATION NO.
11/477,807 06/30/2006 Melvyn Morris 339000-000003 4785

TITLE OF INVENTION: METHODS AND APPARATUS FOR DEALING WITH MALWARE

APPLN. TYPE SMALL ENTITY ISSUE FEE DUE PUBLICATION FEE DUE | PREV. PAID ISSUE FEE TOTAL FEE(S) DUE DATE DUE

nonprovisional NO $1740 $300 $0 $2040 06/21/2012

THE APPLICATION IDENTIFIED ABOVE HAS BEEN EXAMINED AND IS ALLOWED FOR ISSUANCE AS A PATENT.
PROSECUTION ON THE MERITS IS CLOSED. THIS NOTICE OF ALLOWANCE IS NOT A GRANT OF PATENT RIGHTS.
THIS APPLICATION IS SUBJECT TO WITHDRAWAL FROM ISSUE AT THE INITIATIVE OF THE OFFICE OR UPON
PETITION BY THE APPLICANT. SEE 37 CFR 1.313 AND MPEP 1308.

THE ISSUE FEE AND PUBLICATION FEE (IF REQUIRED) MUST BE PAID WITHIN THREE MONTHS FROM THE
MAILING DATE OF THIS NOTICE OR THIS APPLICATION SHALL BE REGARDED AS ABANDONED. THIS
STATUTORY PERIOD CANNOT BE EXTENDED. SEE 35 U.S.C. 151. THE ISSUE FEE DUE INDICATED ABOVE DOES
NOT REFLECT A CREDIT FOR ANY PREVIOUSLY PAID ISSUE FEE IN THIS APPLICATION. IF AN ISSUE FEE HAS
PREVIOUSLY BEEN PAID IN THIS APPLICATION (AS SHOWN ABOVE), THE RETURN OF PART B OF THIS FORM
WILL BE CONSIDERED A REQUEST TO REAPPLY THE PREVIOUSLY PAID ISSUE FEE TOWARD THE ISSUE FEE NOW
DUE.

HOW TO REPLY TO THIS NOTICE:

I. Review the SMALL ENTITY status shown above.

If the SMALL ENTITY is shown as YES, verify your current If the SMALL ENTITY is shown as NO:
SMALL ENTITY status:

A. If the status is the same, pay the TOTAL FEE(S) DUE shown A. Pay TOTAL FEE(S) DUE shown above, or
above.

B. If the status above is to be removed, check box 5b on Part B - B. If applicant claimed SMALL ENTITY status before, or is now

Fee(s) Transmittal and pay the PUBLICATION FEE (if required) claiming SMALL ENTITY status, check box 5a on Part B - Fee(s)

and twice the amount of the ISSUE FEE shown above, or Transmittal and pay the PUBLICATION FEE (f required) and 1/2
the ISSUE FEE shown above.

II. PART B - FEE(S) TRANSMITTAL, or its equivalent, must be completed and returned to the United States Patent and Trademark Office
(USPTO) with your ISSUE FEE and PUBLICATION FEE (if required). If you are charging the fee(s) to your deposit account, section "4b"
of Part B - Fee(s) Transmittal should be completed and an extra copy of the form should be submitted. If an equivalent of Part B is filed, a
request to reapply a previously paid issue fee must be clearly made, and delays in processing may occur due to the difficulty in recognizing
the paper as an equivalent of Part B.

III. All communications regarding this application must give the application number. Please direct all communications prior to issuance to
Mail Stop ISSUE FEE unless advised to the contrary.

IMPORTANT REMINDER: Utility patents issuing on applications filed on or after Dec. 12, 1980 may require payment of
maintenance fees. It is patentee's responsibility to ensure timely payment of maintenance fees when due.
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PART B - FEE(S) TRANSMITTAL

Complete and send this form, together with applicable fee(s), to: Mail Mail Stop ISSUE FEE
Commlssmner for Patents
P.O.Box 1
Alexandria, Virginia 22313-1450

or Fax (571)-273-2885

INSTRUCTIONS: This form should be used for transmitting the ISSUE FEE and PUBLICATION FEE (if required). Blocks 1 through 5 should be completed where
ppropriate. All further correspondence including the Patent, advance orders and notification of maintenance fees will be mailed to the current correspondence address as
1cated unless corrected below or directed otherwise in Block 1, by (a) specifying a new correspondence address; and/or (b) indicating a separate "FEE ADDRESS" for

malntenance fee notifications.

CURRENT CORRESPONDENCE ADDRESS (Note: Use Block 1 for any change of address) Note: A certificate of mailing can only be used for domestic mailings of the
Fee(s) Transmittal. This certificate cannot be used for any other accompanying
Eapers. Each additional paper, such as an assignment or formal drawing, must

ave its own certificate of mailing or transmission.

47604 7590 03/21/2012
DILA PIPER LLP US Certificate of Mailing or Transmission
I hereby certify that this Fee(s) Transmittal is being deposited with the United
P. 0. BOX 2758 States Postal Service with sufficient postage for first class mail in an envelope
RESTON, VA 20195 addressed to the Mail Stop ISSUE FEE address above, or being facsimile
transmitted to the USPTO (571) 273-2885, on the date indicated below.
(Depositor's name)
(Signature)
(Date)
APPLICATION NO. FILING DATE FIRST NAMED INVENTOR ATTORNEY DOCKET NO. CONFIRMATION NO.
11/477,807 06/30/2006 Melvyn Morris 339000-000003 4785
TITLE OF INVENTION: METHODS AND APPARATUS FOR DEALING WITH MALWARE
| APPLN. TYPE SMALL ENTITY | ISSUE FEE DUE | PUBLICATION FEE DUE | PREV. PAID ISSUE FEE TOTAL FEE(S) DUE DATE DUE
nonprovisional NO $1740 $300 $0 $2040 06/21/2012
| EXAMINER | ART UNIT | CLASS-SUBCLASS |
ZECHER, CORDELIA P K 2432 726-024000
1. Change of correspondence address or indication of "Fee Address" (37 2. For printing on the patent front page, list
CFR 1.363). . 1
(1) the names of up to 3 registered patent attorneys
| Chan%e of correspondence address (or Change of Correspondence or agents OR, alternatively,
Address form PTO/SB/122) attached. . ! . 2
(2) the name of a single firm (having as a member a
[ "Fee Address" indication (or "Fee Address” Indication form registered attorney or agent) and the names of up to
PTO/SB/47; Rev 03-02 or more recent) attached. Use of a Customer 2 registered patent attorneys or agents. If no name is 3
Number is required. listed, no name will be printed.

3. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT (print or type)

PLEASE NOTE: Unless an assignee is identified below, no assignee data will appear on the patent. If an assignee is identified below, the document has been filed for
recordation as set forth in 37 CFR 3.11. Completion of this form is NOT a substitute for filing an assignment.

(A) NAME OF ASSIGNEE (B) RESIDENCE: (CITY and STATE OR COUNTRY)

Please check the appropriate assignee category or categories (will not be printed on the patent) : [ ndividuat Corporation or other private group entity [ Government

4a. The following fee(s) are submitted: 4b. Payment of Fee(s): (Please first reapply any previously paid issue fee shown above)
[ Issue Fee [ A check is enclosed.
[ Publication Fee (No small entity discount permitted) | Payment by credit card. Form PTO-2038 is attached.
(] Advance Order - # of Copies (1 The Director is hereby authorized to charge the required fee(s), any deficiency, or credit any
overpayment, to Deposit Account Number (enclose an extra copy of this form).

5. Change in Entity Status (from status indicated above)
. Applicant claims SMALL ENTITY status. See 37 CFR 1.27. . Applicant is no longer claiming SMALL ENTITY status. See 37 CFR 1.27(g)(2).

NOTE: The Issue Fee and Publication Fee (if required) will not be accepted from anyone other than the applicant; a registered attorney or agent; or the assignee or other party in
interest as shown by the records of the United States Patent and Trademark Office.

Authorized Signature Date

Typed or printed name Registration No.

This collection of information is required by 37 CFR 1.311. The information is required to obtain or retain a benefit by the public which is to file (and by the USPTO to process)
an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1 14. This collection is estimated to take 12 minutes to complete, including gathering, preparing, and
submitting the completed application form to the USPTO. Time will v. epending upon the individual case. Any comments on the amount of time you require to complete
this form and/or suggestions for reducing this burden, should be sent toalt'f}lle Chief Information Officer, U.S. Patent and Trademark Office, U.S. Department of Commerce, P.O.
Box 1450, Alexandgrla Virginia 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commlss1oner for Patents, P.O. Box 1450,
Alexandria, Virginia 22313-1450.

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

WWW.Uspto.gov

| APPLICATION NO. | FILING DATE FIRST NAMED INVENTOR | ATTORNEY DOCKETNO. | CONFIRMATION NO. |
11/477,807 06/30/2006 Melvyn Morris 339000-000003 4785
| EXAMINER |
47604 7590 03/21/2012
DLA PIPER LLP US ZECHER, CORDELIA P K
P. O. BOX 2758
RESTON, VA 20195 | ART UNIT PAPERNUMBER |

2432

DATE MAILED: 03/21/2012

Determination of Patent Term Adjustment under 35 U.S.C. 154 (b)
(application filed on or after May 29, 2000)

The Patent Term Adjustment to date is 712 day(s). If the issue fee is paid on the date that is three months after the
mailing date of this notice and the patent issues on the Tuesday before the date that is 28 weeks (six and a half
months) after the mailing date of this notice, the Patent Term Adjustment will be 712 day(s).

If a Continued Prosecution Application (CPA) was filed in the above-identified application, the filing date that
determines Patent Term Adjustment is the filing date of the most recent CPA.

Applicant will be able to obtain more detailed information by accessing the Patent Application Information Retrieval
(PAIR) WEB site (http://pair.uspto.gov).

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the Office of
Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee payments should be
directed to the Customer Service Center of the Office of Patent Publication at 1-(888)-786-0101 or (571)-272-4200.
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with
your submission of the attached form related to a patent application or patent. Accordingly, pursuant to
the requirements of the Act, please be advised that: (1) the general authority for the collection of this
information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary; and (3) the
principal purpose for which the information is used by the U.S. Patent and Trademark Office is to process
and/or examine your submission related to a patent application or patent. If you do not furnish the
requested information, the U.S. Patent and Trademark Office may not be able to process and/or examine
your submission, which may result in termination of proceedings or abandonment of the application or
expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1. The information on this form will be treated confidentially to the extent allowed under the Freedom
of Information Act (5§ U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from this system of
records may be disclosed to the Department of Justice to determine whether disclosure of these
records is required by the Freedom of Information Act.

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting
evidence to a court, magistrate, or administrative tribunal, including disclosures to opposing counsel
in the course of settlement negotiations.

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress
submitting a request involving an individual, to whom the record pertains, when the individual has
requested assistance from the Member with respect to the subject matter of the record.

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency
having need for the information in order to perform a contract. Recipients of information shall be
required to comply with the requirements of the Privacy Act of 1974, as amended, pursuant to 5
U.S.C. 552a(m).

5. A record related to an International Application filed under the Patent Cooperation Treaty in this
system of records may be disclosed, as a routine use, to the International Bureau of the World
Intellectual Property Organization, pursuant to the Patent Cooperation Treaty.

6. A record in this system of records may be disclosed, as a routine use, to another federal agency for
purposes of National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy
Act (42 U.S.C. 218(c)).

7. A record from this system of records may be disclosed, as a routine use, to the Administrator,
General Services, or his/her designee, during an inspection of records conducted by GSA as part of
that agency's responsibility to recommend improvements in records management practices and
programs, under authority of 44 U.S.C. 2904 and 2906. Such disclosure shall be made in accordance
with the GSA regulations governing inspection of records for this purpose, and any other relevant
(i.e., GSA or Commerce) directive. Such disclosure shall not be used to make determinations about
individuals.

8. A record from this system of records may be disclosed, as a routine use, to the public after either
publication of the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35
U.S.C. 151. Further, a record may be disclosed, subject to the limitations of 37 CFR 1.14, as a
routine use, to the public if the record was filed in an application which became abandoned or in
which the proceedings were terminated and which application is referenced by either a published
application, an application open to public inspection or an issued patent.

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local
law enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or
regulation.

Trend Micro, Inc.
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Application No. Applicant(s)

, . 11/477,807 MORRIS ET AL.
Notice of Allowability Examiner Art Unit
CORDELIA ZECHER 2432

-- The MAILING DATE of this communication appears on the cover sheet with the correspondence address--
All claims being allowable, PROSECUTION ON THE MERITS IS (OR REMAINS) CLOSED in this application. If not included
herewith (or previously mailed), a Notice of Allowance (PTOL-85) or other appropriate communication will be mailed in due course. THIS
NOTICE OF ALLOWABILITY IS NOT A GRANT OF PATENT RIGHTS. This application is subject to withdrawal from issue at the initiative
of the Office or upon petition by the applicant. See 37 CFR 1.313 and MPEP 1308.

1. [X] This communication is responsive to Interview on 3/12/12.

2. [ An election was made by the applicant in response to a restriction requirement set forth during the interview on
requirement and election have been incorporated into this action.

3. X The allowed claim(s) is/are 1-11,13-23,25-30,49 and 51.

______;therestriction

4. [X] Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f).

a ) Al b)[dSome* c¢)[JNone ofthe:
1. X Certified copies of the priority documents have been received.
2. [ Certified copies of the priority documents have been received in Application No.
3. [ Copies of the certified copies of the priority documents have been received in this national stage application from the

International Bureau (PCT Rule 17.2(a)).
* Certified copies not received: __
Applicant has THREE MONTHS FROM THE “MAILING DATE” of this communication to file a reply complying with the requirements

noted below. Failure to timely comply will result in ABANDONMENT of this application.
THIS THREE-MONTH PERIOD IS NOT EXTENDABLE.

5. [J A SUBSTITUTE OATH OR DECLARATION must be submitted. Note the attached EXAMINER'S AMENDMENT or NOTICE OF
INFORMAL PATENT APPLICATION (PTO-152) which gives reason(s) why the oath or declaration is deficient.

6. [ ] CORRECTED DRAWINGS ( as “replacement sheets”) must be submitted.
(a) O including changes required by the Notice of Draftsperson’s Patent Drawing Review ( PTO-948) attached
1) [ hereto or 2) [] to Paper No./Mail Date .

(b) [ including changes required by the attached Examiner's Amendment / Comment or in the Office action of
Paper No./Mail Date .

Identifying indicia such as the application number (see 37 CFR 1.84(c)) should be written on the drawings in the front (not the back) of
each sheet. Replacement sheet(s) should be labeled as such in the header according to 37 CFR 1.121(d).

7. [J DEPOSIT OF and/or INFORMATION about the deposit of BIOLOGICAL MATERIAL must be submitted. Note the
attached Examiner's comment regarding REQUIREMENT FOR THE DEPOSIT OF BIOLOGICAL MATERIAL.

Attachment(s)

1. [0 Notice of References Cited (PTO-892)
2. [J Notice of Draftperson's Patent Drawing Review (PTO-948)

3. X Information Disclosure Statements (PTO/SB/08),
Paper No./Mail Date

4. [] Examiner's Comment Regarding Requirement for Deposit
of Biological Material

5. [J Notice of Informal Patent Application

6. [ Interview Summary (PTO-413),
Paper No./Mail Date .
7. X} Examiner's Amendment/Comment

8. [J Examiner's Statement of Reasons for Allowance

9. [ other )

/CORDELIA ZECHER/
Primary Examiner, Art Unit 2432

U.S. Patent and Trademark Office
PTOL-37 (Rev. 03-11)

Notice of Allowability

Part of Paper No./Mail Date 20120312

Trend Micro, Inc.
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Application No. Applicant(s)
3 s 3 11/477,807 MORRIS ET AL.
Examiner-Initiated Interview Summary i i
Examiner Art Unit
CORDELIA ZECHER 2432

All participants (applicant, applicant’s representative, PTO personnel):

(1) Cordelia Zecher. (3) .

(2) Dale Lazar. 4.

Date of Interview: 12 March 2012.

Type: [X Telephonic [ Video Conference
[] Personal [copy given to: [] applicant  [] applicant’s representative]

Exhibit shown or demonstration conducted: [] Yes X No.
If Yes, brief description:

Issues Discussed X101 [J112 [J102 [J103 [JOthers

(For each of the checked box(es) above, please describe below the issue and detailed description of the discussion)

Claim(s) discussed: 30-47.
Identification of prior art discussed: None.

Substance of Interview
(For each issue discussed, provide a detailed description and indicate if agreement was reached. Some topics may include: identification or clarification of a
reference or a portion thereof, claim interpretation, proposed amendments, arguments of any applied references etc...)

Applicant's represeniative was contacted for an examiner's amendment to place the application in condition for
allowance. The examiner proposed adding "non-transitory” to claim 30 to make the claim statutory under 101. In
addition, the examiner requested the cancelling of withdrawn claims 31-47. All the the suggesied amendments were
accepted by applicant's representative.

Applicant recordation instructions: It is not necessary for applicant to provide a separate record of the substance of interview.

Examiner recordation instructions: Examiners must summarize the substance of any interview of record. A complete and proper recordation of
the substance of an interview should include the items listed in MPEP 713.04 for complete and proper recordation including the identification of the
general thrust of each argument or issue discussed, a general indication of any other pertinent matters discussed regarding patentability and the
general results or outcome of the interview, to include an indication as to whether or not agreement was reached on the issues raised.

[ Attachment

/CORDELIA ZECHER/
Primary Examiner, Art Unit 2432

U.S. Patent and Trademark Office
PTOL-413B (Rev. 8/11/2010) Interview Summary Paper No. 20120312
Trend Micro, Inc.
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Application/Control Number: 11/477,807 Page 2
Art Unit: 2432

DETAILED ACTION
Information Disclosure Statement

The information disclosure statements (IDS) submitted on December 23, 2011,
January 10, 2012, and January 11, 2012 were filed after the mailing date of the Final
Rejection on July 25, 2011. The submissions are in compliance with the provisions of
37 CFR 1.97. Accordingly, the information disclosure statements are being considered
by the examiner.

EXAMINER’S AMENDMENT

An examiner’s amendment to the record appears below. Should the changes
and/or additions be unacceptable to applicant, an amendment may be filed as provided
by 37 CFR 1.312. To ensure consideration of such an amendment, it MUST be
submitted no later than the payment of the issue fee.

Authorization for this examiner’s amendment was given in a telephone interview
with Dale S. Lazar on March 12, 2012.

The application has been amended as follows:

Claim 30 (currently amended): A non-transitory storage medium storing a

computer program comprising program instructions for causing a computer to perform
the method of claim 25.

Claims 31 — 47 (Cancelled)

EXAMINER’S COMMENTS
This communication warrants No Examiner's Reason for Allowance, applicant's

reply make evident the reasons for allowance, satisfying the “record as a whole” proviso

Trend Micro, Inc.
EX1007-79



Application/Control Number: 11/477,807 Page 3
Art Unit: 2432

of the rule 37 CFR 1.104(e). Specifically, applicant’s arguments filed on December 23,
2011 are persuasive, as such the reasons for allowance are in all probability evident
from the record and no statement is deemed necessary (see MPEP 1302.14).

Any comments Applicants considers necessary must be submitted no later than
the payment of the Issue Fee and to avoid processing delays, should preferable
accompany the Issue Fees. Such submission should be clearly labeled "Comments on
Statement of Reasons for Allowance". In event of any post-allowance papers (e.g. IDS,
312 amendment, petition, etc.), Applicant is exhorted to mail papers to the Production
Control branch in Publications or faxed to post-allowance papers correspondence
branch at (703) 308-5864 to expedite issuing process or call PUB's Customer Service if

any questions at (703) 305-8497.

Conclusion
Any inquiry concerning this communication or earlier communications from the
examiner should be directed to CORDELIA ZECHER whose telephone number is
(5671)272-7771. The examiner can normally be reached on Monday - Thursday 8:00 -
5:00 EST.
If attempts to reach the examiner by telephone are unsuccessful, the examiner’s
supervisor, Gilberto Barron can be reached on 571-272-3799. The fax phone number

for the organization where this application or proceeding is assigned is 571-273-8300.

Trend Micro, Inc.
EX1007-80



Application/Control Number: 11/477,807 Page 4
Art Unit: 2432

Information regarding the status of an application may be obtained from the
Patent Application Information Retrieval (PAIR) system. Status information for
published applications may be obtained from either Private PAIR or Public PAIR.
Status information for unpublished applications is available through Private PAIR only.
For more information about the PAIR system, see http:/pair-direct.uspto.gov. Should
you have questions on access to the Private PAIR system, contact the Electronic
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a
USPTO Customer Service Representative or access to the automated information

system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000.

/CORDELIA ZECHER/
Primary Examiner, Art Unit 2432

Trend Micro, Inc.
EX1007-81



Receipt date: 01/11/2012

11477807 ; GAY: 2432

Approved for use through G7/31/2006. OMB 0651-0031

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
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Description

Technical field

[0001]) The present invention relates to a computer
security system for use in a networked environment, the
system providing a measure of security against suspect

data such as computer viruses and the like.

Background to the Invention

[0002] Malicious attacks on computer systems have
plagued individuals and organisations for many years.
Initially these attacks mostly took the form of viruses in
which a rogue program infected a machine via an infect-
ed floppy disk or network location for example. More re-
cently so called worms and Trojan horses have caused
much disruption in which the user is deceived into run-
ning a program via an attachmentto an e-mail or a rogue
program masquerading as something more innocuous.
A large industry has grown up around protection from
such attacks. These companies provide anti-virus soft-
ware that typically resides on individual machines and
monitors the system to check for the presence of known
viruses. These viruses can take many forms - some
more advanced forms are fully polymorphic in that the
byte code "signature® is entirely different from one in-
stance of the virus to the next. This is achieved through
the use of encryption technology and/or the addition of
spurious and random code to the virus. However, the
majority of viruses that are in the "wild” and the cause
of costly disruption to computer systems are relatively
simple and can be detected by simple byte-code signa-
ture matching. Many of the current anti-virus programs
use just such techniques and are successful if the sig-
nature of a discovered virus can be delivered to ma-
chines before the virus strikes.

[0003] The operation of such anti-virus programs and
systems is well known in the art, and is usually as fol-
lows. A computer user will have installed on their com-
puter an anti-virus program which is provided with a da-
tabase of known computer virus byte-code signatures.
The program will tend to run in the background contin-
uously monitoring operations performed on the compu-
ter, and data received at and transmitted from the com-
puter. If the byte-code signature of a known virus stored
in the anti-virus program's database is detected by the
program, the anti-virus program informs the user and
takes appropriate action against the data, such as de-
leting it or storing it in a protected drive.

[0004] Such prior approaches tend to suffer from a big
problem, however - delay. Even the simplest of viruses
and worms may still cause great disruption at enormous
cost to organisations. This is because the process from
discovery of a new virus to delivering its signature to all
protected machines takes too long, and requires an ad-
ministrative authority such as the anti-virus program
manufacturer (or in some cases an organisation's IT de-
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partment) to recognise the problem, take action to iden-
tify the virus's signature, update the anti-virus database,
and distribute the updated database to each user. By
the time such a sequence of actions is complete the
damage has already been done in many cases. What is
required is a much more rapid approach - one that can
operate on the same time scales as the spread of the
virus and thus provide much more rapid and cost-saving
protection.

Prior Art

[0005] There is much work exploring the use of agent
technology to provide rapid reaction to malicious attack.
In this work computer systems are inhabited by a
number of agents whose job it is to detect intrusions.
One interesting approach aims to draw metaphor from
immune systems, which allow an organism to rapidly re-
spond to previously unseen foreign objects through a
real-time” evolutionary system, as disclosed in Artificial
Life IV, Proceedings of the Fourth International Work-
shop on Synthesis and Simulation of Living Systems,
Rodney A. Brooks and Pattie Maes, eds., MIT Press,
Cambridge, Massachusetts, 1924, pp. 130-139 These
kinds of agent systems may prove useful in future se-
curity systems, but rely on the successful development
and deployment of software agents which can detect in-
trusions. Many other potential future anti-virus systems
are also discussed at http://www.research.ibm.com/an-
tivirus/SciPapers.htm. In the meantime until the poten-
tial of these ideas is exploited, there is still a need for a
system which allows for more rapid prevention of the
spread of computer viruses.

[0008] One such prior art system which claims to in-
crease response times is that of the Symantec® Digital
immune System (DIS) , which is described at http://se-
curityresponse.symantec.com/avcenter/reference/dis.
tech.brief.pdf. The DIS operates by providing an heuris-
tic search engine which automatically identifies possible
viruses at either the user's desktop, the server, or the
network gateway. A secure channel is then provided di-
rect to Symantec's security response centre over which
the suspect data can be transmitted. At the security re-
sponse centre the received data is subject to a number
of automatic filters to detect, for example, known clean
files, files which are known to return faise positives from
the heuristic search engine, and known virus files. If the
suspect data is not filtered out by any of these filters
then itis directed to an analysis program for further anal-
ysis and action.

[0007] The DIS system therefore allows for the auto-
matic identification, secure submission, automatic prior-
itisation, and subsequent analysis of suspect data, but
ultimately still involves a central authority in the loop to
analyse suspect files which make it through the filters.
Thus, whilst DIS may improve response times to virus
infection through it's automatic filtering processes, it still
relies on a central authority to analyse the suspect data
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and decide on appropriate action, which must then be
communicated outwards to each user. There is there-
fore still a need for a system which removes this cen-
tralised analysis step to speed the response.

Summary of the Invention’

[0008] In order to address the above problems, the
present invention provides a collaborative computer se-
curity system wherein the responsibility for detection of
malicious data such as a computer virus is removed
from that of any central authority, and is instead placed
in the hands of each and every user of the network. More
particularly, the present invention provides a distributed
virus identification system which allows individual users
or software agents running on a user's computer toiden-
tify malicious data when they receive it, and to pass a
warning message concerning the received data to either
their peers, or to a central server. A record is kept either
at the server or at each peer computer as to the number
of warning messages communicated concerning any
particular piece or set of suspect data, and then appro-
priate security actions such as issuing warnings to users
or blocking the transmission of the suspect data can be
taken once the number of warning messages commu-
nicated from users has passed a certain threshold level.
The advantages of the invention are that an organisa-
tion's response to a computer virus intrusion can be
much more rapid than was previously the case where a
central authority had to identify the problem and take
action.

{0009] In view of the above, the present invention pro-
vides a computer security system for use in a network
environment comprising at least a first group of user
computers arranged to communicate over a network,
the system comprising a warning message exchange
system operable to allow the communication from the
user computers of warning messages relating to sus-
pect data identified as a possible security threat; a mes-
sage counting system operable to maintain a count for
every particular piece or set of suspect data based on
the number of warning messages communicated relat-
ing thereto; and network security means operable to act
against any particular piece or set of suspect data for
which the count maintained therefor exceeds at least
one threshold value

[0010] The primary advantage of the invention is that
it allows the security system to work on the same time
scales as the spread of the attack. The more the com-
puter virus or worm spreads the more likely it is that
enough positive identifications are made to allow its sig-
nature to be ascertained and protection to be installed.
This overcomes the problem of traditional security sys-
tems where an authority has to learn of the virus, take
action, and then distribute associated protective meas-
ures to the users.

[0011] A further advantage of the system is that it al-
lows a lot of information to be rapidly collected about a
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computer virus. For example, current "worms” that are
*in the wild" are mostly identical at the byte code level,
however it is likely that in the future this will no longer
be the case, and that there will be variations in different
instances of the same worm. In such a case, the more
instances of the worm that can be collected the more
likely that it will be that suitable protection can be de-
vised. By allowing for individual identification of a worm
at each computer by the user, the present invention al-
lows for multiple instances of the same virus to be iden-
tified and collected.

[0012] The one or more “threshold values” against
which the respective counts for pieces or sets of suspect
data are compared may be any value, and may be fixed
or dynamically adaptive. Furthermore the actual values
may be generated by any appropriate function, such as
for example by a random number generator, or as a
function of some metric of accuracy of users in identify-
ing viruses. Furthermore, in other embodiments it is
foreseen that the threshold values may not simply be
actual numbers which the respective counts must be
greater than, but could instead be probabilistic in nature.
Furthermore, various logical functions or rules can be
used for their creation, including for example, fuzzy log-
ic.

[0013] Preferably, the judgement as to whether any
piece or set of data present at any one or more of the
user computers is a possible threat is performed by the
respective human user or users of the or each user com-
puter. Such an arrangement exploits the massive un-
tapped resources and expertise of many computer us-
ers, and again allows for a rapid response to the spread
of a computer virus.

[0014] Preferably, the network security means is-fur-
ther operable to compare the maintained count for a par-
ticular piece or set of suspect data against a plurality of
different thresholds, and to take different action against
the data dependent upon which threshold or thresholds
are exceeded.

[0015] Such an approach allows the computer secu-
rity systems to have a graded response to a computer
virus intrusion, and to take different actions depending
on the number of warnings received from users. Fur-
thermore, it is also possible to weight wamings from dif-
ferent users, such that a warning from a user who is par-
ticularly expert in the field is weighted more heavily than
a casual user of the system.

[0016] Preferably, the action taken by the network se-
curity means comprises warning each of the users as to
the suspect nature of a particular piece or set of data.
Furthermore, the action may also comprise preventing
the transmission of the particular piece or set of suspect
data across the network. Usually, the warning action will
be taken when the number of messages communicated
exceeds a lower threshold than a second threshold
which must be crossed in order for the transmission
blocking action to take place.

[0017] Preferably, the or each warning message com-
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prises at least an identifier of the piece or set of suspect
data to which it relates. The identifier may be the actual
piece or set of suspect data itself, or a repeatably gen-
eratable signature substantially unique to the piece or
set of data. By allowing for the collection of such identi-
fiers, the security system also provides a means of col-
lecting information on multiple computer viruses, and al-
so on adaptive computer viruses whose byte code sig-
nature may change in each instantiation on a users ma-
chine.

[0018] In a preferred embodiment, the computer se-
curity system further comprises a network server ar-
ranged to receive the or each warning message com-
municated from the user computers, and further ar-
ranged to host the message counting system and at
least part of the network security system, wherein that
part of the network security system hosted by the server
is operable to determine the action which should be tak-
en against a particular piece or set of suspect data, and
to communicate an action condition indicator indicative
of the determined action to each of the plurality of users.
[0018] By using a central server to maintain the warn-
ing message counts and to receive the waming mes-
sages themselves, the network traffic generated by the
computer security system is minimised, as users need
only send a warning message direct to the server, which
can then broadcast warnings about suspect data as ap-
propriate to all the users.

[0020] In another embodiment, the warning messag-
es generated by a user computer are broadcast to every
other user computer, and each user computer is further
arranged to host its own message counting system and
network security system operable in accordance with
any of the above. Such an approach represents a “peer-
to-peer” system, and provides advantages that it is not
dependent upon a central server for its operation, there-
by presenting a more robust distributed system. Such a
peer-to-peer system has a potential disadvantage, how-
ever, in that depending on the exact implementation it
may be that the network traffic required to broadcast the
warning messages from each user to every other user
is unacceptably high.

[0021] To at least partially overcome this problem, in
another embodiment there is provided an inter-group
communications system operabie to allow the commu-
nication of warning messages relating to suspect data
identified as a possible security threat from the first
group of user computers to one or more other groups of
other user computers. By splitting the user computers
intro groups, the number of warning messages which
are required to be transmit is substantially reduced,
thereby conserving network signalling bandwidth.
[0022] Preferably, the inter sub-set warning messag-
es are transmitted by the inter-sub-set communications
system if the number of warning messages communi-
cated by the user computers in the sub-set concerning
a particular piece or set of data exceeds at least one
threshold value. Preferably the threshold value or val-
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ues is/are the same as those at which the network se-
curity system takes action.

[0023] Infurther embodiments, the message counting
system is further arranged to store one or more weight-
ing coefficients relating to one or more particular user
computers, and to increment the count maintained for a
particular piece or set of suspect data by an amount
based upon the weighting coefficient when a warning is
received from the one or more particular user computers
relating to the particular piece or set of suspect data
[0024] From a second aspect, the present invention
also provides a computer readable storage medium
storing one or more computer programs which when run
on a computer cause the computer to operate in the
manner of the computer security system as described
above. Such a computer security system may provide
all the additional features and advantages mentioned
previously.

Brief Description of the Drawings

[0025] An overview of the operation of the invention,
together with a description of a number of embodiments
thereof, presented by way of example only, will now be
made with reference to the accompanying drawings,
wherein like reference numerals refer to like parts, and
wherein:-

Figure 1 illustrates a typical network environment in
which the computer security system of the present
invention is intended to operate;
Figure 2 illustrates a computer storage medium lo-
cated within each users computer, and depicts the
programs and data stored thereon in a first embod-
iment of the invention;
Figure 3 depicts a computer storage medium locat-
ed at a server used within the first embodiment of
the inventions, and further depicts the programs
and data stored thereon;
Figure 4 is a flow diagram showing the operation
. steps performed by the warning creation program
stored at the server in the first embodiment of the
present invention;
Figure S is a flow diagram showing the method
steps performed by the warning receipt program
stored at a users computer in the first embodiment;
Figure 6 is a flow diagram showing the steps per-
formed by a filter program in either of the embodi-
ments of the invention;
Figure 7 depicts a computer readable storage me-
dium located at a users computer in a second em-
bodiment of the present invention, and further de-
picts the programs and data stored thereon;
Figure 8 is a flow diagram of the steps performed
by a warning creation program in the second em-
bodiment of the present invention;
Figure 9 is a flow diagram of the steps performed
by a warning receipt program in the second embod-
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iment of the present invention;

Figure 10 is a flow diagram illustrating the steps per-
formed by one of the functions in both Figures 8 and
9; and

Figure 11 illustrates an organisational architecture

of user computers which may be used in another.

embodiment of the invention.

Overview of the operation of the invention

[0028] The present invention recognises and makes
use of the fact that a computer system is already inhab-
ited by a number of intelligent agents - the users them-
selves. In order to summarise the operation of the in-
vention consider an attack by an e-mail "worm” (a type
of computer virus such as the "Melissa® virus which was
encountered in 2001). A worm is sent to an employee
of a given organisation. With some probability the em-
ployee opens the e-mail attachment and unwittingly un-
leashes the worm that causes some damage to the in-
dividuals machine and propagates itself to a number of
other machines through use of the individuals e-mail
system and address book. In each of these cases there
is some probability that the user will open the attach-
ment and further propagate the virus. Thus, the statistics
are in the worm's favour - not everyone will open the
attachment but it only takes a small fraction to do so for
the worm to propagate throughout an organisation’s
computer system. However, for every user who opens
the attachment there are likely to be many more who
correctly recognise the e-mail as a potential threat and
discard it. Vital information is thus gained in this process
- an intelligent agent has successfully detected an intru-

sion - and it is this information that the present invention -

exploits to its full effect. Doing so opens up the potential
for the statistics to be turned against the worm and in
favour of the protection system.

[0027] W.ithin the invention the user informs the sys-
tem of the recognition by forwarding the mail or passing
the mail or other program to an anti-virus program that
is running on that machine, which then passes it to the
server (or in an alternative embodiment direct to the us-
er's peers). The signature of the worm is then quickly
ascertained and a count kept of the number of warnings
received from users about the worm. Once the count
reaches a certain threshold the signature of the worm is
distributed to all the other individual machines, who then
use the signature to filter any received data or mail. As
an alternative the server itself could simply filter out all
e-mails with such a signature. In either case the tech-
nique of allowing users (or user machines provided with
appropriate software agents) to detect and provide
wamning of the worm aligns weli with the trends in the
industry towards peer to peer systems where the vast
untapped resources at the edges of the network are be-
ginning to be used to greatly enhance storage and com-
putational power for example. The invention is therefore
essentially a peer to peer security system that may tap
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the vast unused resource of the user's knowledge and
experience, or the user computer's processing power.

Description of the embodiments

[0028] Two specific embodiments of the invention will
now be described in detail, followed by description of
various alterations that may be made to each to provide
additional embodiments. Both main embodiments of the
invention implement a computer security system for use
in a network environment. A typical network environ-
ment in which the invention may be used is depicted in
Figure 1.

[0029] Figure 1 illustrates a typical local area network
(LAN) configuration. Here, a plurality of user computers
15 are connected to a network 10 which is another con-
trol of a network server 12. The network 10 provides typ-
ical network functionality, such as the ability to allow us-
ers 15 to communicate with each other and with the
server over the network. The network 10 in the invention
may be any particular network technology, may be wired
or wireless, and may be scaled to any network size or
architecture known in the art. Therefore, whilst the
present invention is particularly useful for use within in-
dividual organisations provided with a LAN, it may also
be used on a wider scale in a metropolitan area network
(MAN) or a wide area network (WAN). Within the em-
bodiments, each of the user computers 15, the network
itself 10, and the server 12 are provided with appropriate
equipment and software to permit the usual network
communication functions as are known in the art.
[0030] Although the above makes reference to the us-
er computers 15 being part of the same network, it
should be noted that it is not essential that each user-
computer be located in the same actual network (al-
though this may be preferable). This is because all that
the invention requires is the ability for any particular user
computer to be able to send messages either to its peers
or to a server, and hence all that is required is some
message transport mechanism between such parties.
Such a message transport mechanism may be a single
network to which all the user computers and servers
(where required) are connected, or may be a sequence
of interconnected networks such as the Internet, with dif-
ferent user-computers actually being part of different
networks.

[0031] Having described the context in which the in-
vention is intended to operate, a first, preferred, embod-
iment which represents the best mode of the invention
will now be described with reference to Figures 2 to 6.
[0032] The first embodiment of the invention provides
a computer security system wherein identification of
suspect data is performed by the users or suitable soft-
ware agents installed and running on the user's comput-
ers at the user's computers themselves, and upon iden-
tification of a suspect piece or set of data a warning mes-
sage is transmitted from the user's computer to the net-
work server 12. At the server the number of warning
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messages received about a particular piece or set of da-
ta is counted, and once the count passes a first warning
threshold, a warning message is broadcast to all users,
the message containing a signature of the suspect data,
such that an anti-virus program located at each user's
computer can filter incoming data for the suspect data.
I further warnings are received from users by the server,
and the count of warning messages exceeds a second
threshold, then the server broadcasts a second mes-
sage to all of the users on the network instructing the
anti-virus programs located at each user computer to
block the suspect data to prevent any onward transmis-
sion or infection.

[0033] Given the above overview, within the first em-
bodiment each user computer 15 contains a computer
readable storage medium 22, as shown in Figure 2. The
computer readable storage medium will typically be a
magnetic hard drive, or may equally be a DVD RAM,
DVD-RW, DVD+RW, solid state memory, optical disc,
magneto optical disc, or the like. The computer readable
storage medium 22 at each user computer 15 is ar-
ranged to store a data filter program 24, and a warning
receipt program 26. In addition, storage space is also
provided for suspect data signatures and ID's, stored in
the form of a data base 28.

[0034] The server 12 within the first embodiment also
contains a computer readable storage medium 32 which
will typically be a magnetic hard disc, but may also be
any of the storage devices mentioned previously in re-
spect of the or each user computer 15. Within the first
embodiment the computer readable storage medium 32
stores a warning creation program 34, and a suspect
data signature and ID database 36. Optionally, the com-
puter readable storage medium 32 may also store a data
filter program 38, to provide an alternative method of op-
eration as will be described later.

[0035] Having described the main system hardware
elements required by the first embodiment, the opera-
tion thereof will now be discussed with reference to the
flow diagrams of Figures 4, 5, and 6.

[0036] Assume that a user computer 15 connected to
the network 10 receives a message over the network
which contains a computer virus or the like (referred to
hereafter as suspect data). Within the first embodiment
of the invention a user of the user computer 15 upon
reading the message recognises that the message con-
tains such suspect data, and hence within the first em-
bodiment then forwards the suspect data as the payload
in a warning message of predetermined format to the
server 12. By forwarding the data as the payload encap-
sulated in awarning message of known format, the serv-
er knows that the payload is potentially suspect data,
and hence will not become victim to the computer virus
itself. At the server, upon receipt of such a warning mes-
sage from one of the user computers 15, the warning
creation program 34 is run, and the steps performed by
this program are shown in Figure 4.

[0037) Firstly, at step 4.1 the server receives a warn-
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ing message from one of its clients, being one of the
user computers 15 (as described above). Then, at step
4.2 the server parses the warning message to retrieve
the suspect data, and checks the message to see if it
could be a computer virus. Such checking preferably
takes the form of determining the data type to see if it
could feasibly be a virus. Viruses are frequently execut-
able files, such as .exe or .bat on a PC, or macros such
as are found in Microsoft® Word® or Excel®. Such a
check can conveniently be performed by looking at any
file extension on the data. If such checking does not in-
dicate that the data could be a virus then processing
ends, as it is assumed that the user has simply made a
mistake. Instead, if the warning message is in facta true
warning and the suspect data could possibly be a virus,
then processing proceeds to step 4.3.

[0038] Note here that the checking step of step 4.2 is
performed in the preferred embodiment, butin otherem-
bodiments may not be performed, and as such is op-
tional. Where step 4.2 is not performed processing pro-
ceeds directly from step 4.1 to 4.3.

[0039] At step 4.3 the server reads the suspect data
from the payload, and creates a “signature” for the sus-
pect data, to permit the particular piece or set of suspect
data to be identified in the future. Such a signature may
be conveniently created by running the suspect data
through a hash function. Hash functions are well known
in the art, and commonly provide a 16 or 20 bit output
word unigue to any particular piece or set of data input
thereto. The key feature of hash functions which may
be of use in the present invention, however, is that the
same output word is always output from the hash func-
tion for the same piece or set of input data. Thus the
hash value for a certain piece or set of suspect data will
always be the same, no matter where the suspect data
has been received from.

[0040] It should be noted that other forms of signature
creation other than the use of hash functions may also
be of use, the only requirement being that an identifiable
unique signature is generated for any particular piece
or set of suspect data input into the signature creation
function at any time.

[0041] Following the creation of the data signature, at
step 4.4 the signature and ID database 36 is accessed
to retrieve the first previously stored signature and ac-
companying signature ID therefrom. The signature and
ID database 36 in the server 12 is used to store the gen-
erated signature 1D's from pieces of suspect data re-
ceived in previous waming messages. At step 4.4 the
first signature and ID in the data base is retrieved the
first time the controlling function for step 4.4 is called,
and thereafter at succeeding calls the next signature
and ID in the database list are successfully retrieved.
[0042] Atstep 4.5, the threat signature of the received
suspect data generated at step 4.3 is compared with the
stored signature retrieved from the database at step 4.4.
if the threat signature is not the same as the retrieved
stored signature then processing proceeds to step 4.11,
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wherein a check of the signature and ID database 36 is
made to see if all stored signatures have been com-
pared with the new signature. If not then processing pro-
ceeds to step 4.4, which retrieves the next signature and
ID from the database 36 for evaluation at step 4.5 with
the generated data signature for the presently received.
[0043] If at step 4.11 it is determined that all of the
stored signatures have been compared with the newly
created threat signature then it must be the case that
the warning message received from the user computer
at step 4.1 is the first warning message from any of the
user computers to bring to the server's attention the par-
ticular piece or set of suspect data contained in the
warning message payload. In this case it is necessary
for the server to store information on the suspect data,
and this is achieved by storing the suspect data signa-
ture created at step 4.3 together with a new unique sig-
nature ID within the signature and ID database 76. This
storing function is accomplished at step 4.12, and there-
after processing proceeds to step 4.13, wherein a count
of warning messages received for the particular piece
of suspect data is established, and initiated to a value
of one. It will be appreciated that a separate count is
maintained for every different piece or set of suspect da-
ta received in a warning message, and hence at any one
time the server will be maintained in several different
counts. Therefore, conveniently the various counts may
be maintained in a one dimensional array structure, in-
dexed by the particular suspect data's signature ID.
Such storage of the count is shown in step 4.13.
[0044] Following the storage of the data signature,
signature ID, and establishment of the message count
for the suspect data, then in the case that the suspect
data had never been received before processing then
ends.

[0045] Returning to a consideration of step 4.5, if it
turns out that the particular piece or set of suspect data
included in the warning message has been received be-
fore in a previous warning message then at some point
in the loop formed by steps 4.4, 4.5, and 4.11, the eval-
uation performed at step 4.5 will return a positive value,
in that the threat signature generated at step 4.3 will
match a previously stored signature. In this case
processing then proceeds to step 4.6, wherein the ID of
the stored signature is used at an index into the signa-
ture count array, and the particular count for the stored
signature is incremented by one to reflect the receipt of
an additional warning message relating to the particular
piece or set of suspect data to which the signature re-
lates. Following the incrementing of the signature count,
processing proceeds to step 4.7.

[0048] Step 4.7 represents the first thresholding eval-
uation performed to determine whether or not a suffi-
cient number of warnings have been received from the
user computers concerning a particular piece or set of
data such that action should then be taken against that
data. Therefore, at step 4.7 an evaluation is performed
to determine whether the signature count for the partic-
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ular piece or set of suspect data is greater than a "block”
threshold value. If so processing proceeds to step 4.10,
wherein the server then broadcasts a message to all of
the user computers 15 on the network, the message
containing the particular data signature 1D, and a mes-
sage condition indicator field which in this case contains
data instructing the user computers to block the suspect
data if it is received thereat. Blocking of the suspect data
is performed by the data filter program 24 provided at
each user computer 15, the operation of which is de-
scribed later.

[0047] It should be noted that at step 4.10 the mes-
sage from the server to the clients contained only the
signature ID and the condition indicator and does not
contain the actual signature itself. The reason for this is
that it is assumed that prior to any particular piece or set
of suspect data becoming blocked a waming message
will have been transmitted from the server to the user
computers containing the suspect data signature, and
hence there is no need to retransmit the signature at
step 4.10. :

[0048] If the evaluation at step 4.7 retumns a negative,
processing proceeds to the evaluation at step 4.8
wherein the signature count for the particular piece or
set of suspect data is compared against a warning
threshold level. It should be noted here that the warning
threshold level is set less than the block threshold level
such that the evaluation of step 4.8 is always found pos-
itive before the evaluation of step 4.7. If the evaluation
of step 4.8 returns a negative such that the count is less
than the warning threshold then this means that not
enough warning messages have been received from us-
er computers concerning the particular piece or set of
suspect data such that no action should be taken as yet.
In this case processing of the warning creation program
34 then ends.

[0042] In contrast, if the evaluation at step 4.8 is pos-
itive, the processing proceeds to step 4.9 wherein the
server broadcasts a message over the network to aif the
user computers 15, the message containing the suspect
data's signature as generated at step 4.3, a new data
signature 1D, being simply an identifier of the signature
which can be used as a short hand means of identifying
the particular piece or set of suspect data, as well as a
*warn® flag in a data condition field of the message. The
presence of the warn flag in the data condition field of
the message causes the data filter program 24 at the
user computer to warn the user whenever the suspect
piece of data is received, as will be described later. Fol-
lowing the broadcast of the warning message at step
4.9, processing by the warning creation program 34
ends.

{0050] The output of the warning creation program 34
is therefore a warning message broadcast to all the user
computers 15 instructing the user computers to upgrade
their threat levels for a particular piece or set of suspect
data provided that enough warning messages have
been received at the server concerning the particular
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suspect data. At each user computer upon receipt of a
warning message from the server the warning receipt
program 26 is run, and the steps performed thereby are
shown in Figure 5.

[0051] With reference to Figure 5, at step 5.1 a warn-
ing message containing the information described ear-
lier is received from the server. Following this, at step
5.2 the user computer 15 passes the warning message
to determine whether or not the message contains a da-
ta signature. .

[0052] [f the message does not contain a data signa-
ture, then this means that a warning message musthave
been received at some point in the past from the server
containing the data signature, and therefore the data
signature will be already stored in the ID database 28 at
the user computer 15. In this case processing proceeds
to step 5.4, wherein the signature 1D contained within
the received waming message is used to index and re-
trieve the appropriate signature from the database 28,
whereupon processing then proceeds to step 5.6.
[0053] At step 5.6 the data condition indicator which
is contained in the warning message received from the
receiver is read, and a condition field in the database 28
related to the particular suspect data signature is updat-
ed to match the condition indicated in the warning mes-
sage from the server. In this case, as a warning mes-
sage will have already been received concerning the
particular suspect data and hence a "warn” condition al-
ready set, it is likely that the condition is being updated
to a "block” condition. Following step 5.6 the processing
by the warning receipt program ends.

[0054] If at step 5.2 it is determined that the warning
message from the server does contain a data signature,
then this will be the first warning message received from
the server concerning the particular suspect data. In this
case, processing proceeds to step 5.3 wherein the re-
ceived signature is stored in the database 28 indexed
by the D which is also contained in the received mes-
sage. Furthermore, a condition field in the database re-
lated to the signature is also set, at step 5.4. In this case,
as this will be the first warning message received from
the server about the particular suspect data the condi-
tion will be set to a "warn” condition. Following step 5.4
the processing by the warning receipt program 26 ends.
[0055] It has thus been described how users can gen-
erate warnings about suspect data which are then trans-
mitted to the server, which then broadcasts warnings to
all users if enough user's specific warnings have been
received. Users can then record the particular security
advice broadcast from the server concerning a piece or
set of suspect data, and we now describe how user com-
puters 15 may use the broadcast wamnings within the
data filter program 24.

[0056] More particular, as mentioned previously each
user computer 15 is provided with a data filter program
24 which is arranged to run in the background of the
computer all the time the computer is operating in a sim-
ilar manner to anti-virus and other security programs of
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the prior art. The data filter program 24 acts to monitor
all data received at the user computer 15 upon which it
is stored to determine if any of the received data match-
es the signatures of any suspect data stored in the sig-
nature and ID database 28. The steps performed by the
data filter program 24 in performing this function are
shown in Figure 6.

[0057] At step 6.1 assume that the user computer 15
has received some data in the form of an email message
or the like over the network 10. At step 6.2 the data filter
program 24 acts to create a signature of the received
data using the same signature generation function as is
used in the server 12. That is, the signature of the re-
ceived data may be created using a hash function or
indeed any other signature generating function which
provides a repeatably generatable unique signature for
a given set of input data.

[0058] Following the creation of the data signature, at
step 6.3 the signature and ID database 28 at the user
computer 15 is accessed and the first signature and sig-
nature 1D within the database is retrieved therefrom. Up-
on subsequent calls to the controlling function of step
6.3 the next signature and signature {D in the database
list is retrieved successively.

[0058] Following step 6.3 processing proceeds to the
evaluation of step 6.4, wherein the data signature cre-
ated at step 6.2 is compared with the retrieved signature
from the database 28. If these signatures do not match
then processing proceeds to the evaluation of step 6.10,
wherein the database is again accessed to see if all sig-
natures have been accessed and compared. If at step
6.10 it turns out that all of the signatures stored in the
database have been compared against the signature of
the received data and no match has been found, then it
can be concluded that the received data is not suspect
data, and hence the data filter program ends. In such a
case the user is then free to use the received data in
whatever manner she chooses.

[0060] In contrast, if at step 6.10 it is determined that
not all of the stored signatures have been compared
against the received data signature, processing returns
to step 6.3 wherein the next stored signature and ID in
the database are retrieved, and the evaluation of 6.4 is
performed once again.

[0061] If at step 6.4 it is determined that the received
data signature is the equivalent of a previously stored
signature then processing proceeds to step 6.5. Here,
the database is again accessed to retrieve the signature
condition associated with the stored signature to deter-
mine what security condition was attached to the signa-
ture by the server in the last warning message received
from the server concerning the particular signature. Fol-
lowing step 6.5 the retrieved condition is checked at step
6.6 to see if it is a "warn® condition, and if so processing
proceeds to step 6.7, wherein a warning is displayed on
the user computer's screen to warn the user about the
received data. Following the display of the warning the
particular process performed by the data filter program
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24 ends, although it should be noted that the data filter
program will continue to run continuously in the back-
ground to check whenever data is received.

[0062] If the retrieved signatory condition is not a
*warn” condition then processing proceeds to the eval-
uation of step 6.8 wherein the condition is checked to
see if it is a "block” condition. If so then at step 6.9 the
data filtering program 24 acts to block the receipt of the
suspect data either by preventing the computer from
downloading it from the server or from merely deleting
it from the user computer's local storage, and again the
user is preferably informed of this action. Following this
action the processing performed by the data filter pro-
gram 24 ends, although again the program will continue
to run in the background to detect the receipt of new
data.

[0063] |f the evaluation of step 6.8 does not indicate
that the retrieved signature is a "block condition®, then
the data filter program 24 processing ends, and the pro-
gram returns to running in the background, as described
previously.

[0064] The first embodiment of the invention therefore
presents a computer security system whereby computer
viruses and the like can be detected by individual users,
who transmit warnings to a server which then broad-
casts warnings as appropriate to all users if the number
of individual warnings received from individual users ex-
ceeds certain thresholds. The use of thresholding in the
server instils in the invention a degree of order, in that
it is only once a particular threshold level of warnings
have been received that action is taken by the server
and user computers against the suspect data. This pre-
vents, for example, inexperienced users who may mis-
take acceptable data for suspect data from initiating a
security alert on the acceptable data which may prevent
other users from receiving that data, for example.
[0065] Furthermore, the threshold levels for both the
*warn® and "block" conditions may of course be set at
any level required, and may even be simply one. The
assumption is made, however, that in order for the em-
bodiment to operate in a meaningful manner the warn
threshold is less than or equal to the block threshold.
[6066] Within the preferred embodiment we have de-
scribed the data filter program 24 as being located at
each of the user computers 15 and running thereat.
However, in a slight variation of the first embodiment it
would of course be possible for the data filter program
24 to also run at the server to screen messages and
data routed therethrough. In this case the operation of
the data filter program would be exactly the same as
previously described with respect to Figure 6, however
it would mean that the user computers 15 would neither
need the data filter program 24, the warning receipt pro-
gram 26, or the signature and ID database 28, as all
blocking operations could be performed centrally. How-
ever, in the case that it is desirable for users to be
warned about data to be received, then it will still be nec-
essary to have the data filter program 24, warning re-
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ceipt program 26, and signature and |D database 28 at
the user computer 15 as described previously in order
to allow such warmings.

[0067] In another variation of the first embodiment, in
another embodiment a step equivalent to step 4.2 can
be performed at the user computers before a warning
message is generated. Here, after a user has identified
a piece of data as suspect and instructed her computer
to send a warning message to the server, prior to com-
piling and sending the message the warning creation
program 34 controls the computer to check if the data
identified as suspect by the user could possibly be a vi-
rus. Such checking is substantially identical to the check
performed at step 4.2, i.e. takes the form of determining
the data type to see if it could feasibly be a virus. Viruses
are frequently executable files, such as .exe or .bat on
a PC, or macros such as are found in Microsoft® Word®
or Excel®. Such a check can conveniently be performed
by looking at any file extension on the data. If such
checking does not indicate that the data could be a virus
then no warning message is sent, as it is assumed that
the user has simply made a mistake. Instead, if the data
is of a data type which could be a virus (e.g. an execut-
able or the like) then the warning message is transmit-
ted.

[0068] The primary advantage of the first embodiment
which makes use of the server to keep track of the
number of warning messages received about a particu-
lar piece of suspect data is that the network traffic over-
head introduced by the security system is minimised, as
users need only send warning messages to the server,
which can then broadcast warning condition messages
as appropriate.

[0069] A second embodiment of the invention will now
be described with reference to Figures 7 to 10.

[0070] The second embodiment of the invention
presents a pure "peer to peer” system which does with-
out the server 12 of the first embodiment. Instead, within
the second embodiment each user computer 15 itself
individually keeps count of the number of warning mes-
sages received from its peers concerning suspect data,
and in turn when a user computer detects suspect data
it generates and broadcasts a warning message to all
of its peers. This arrangement has the advantage that it
is not dependent upon a central server for operation,
and is therefore much more robust and immune to the
loss of one or more of its elements than the client-server
architecture of the first embodiment.

[0071] Figure 7 illustrates the software elements
present at a user computer 15 in the second embodi-
ment of the invention. More particularly, as in the first
embodiment the user computer 15 is provided with a
computer readable storage medium 22 on which is
stored a data filter program 24, a warning creation pro-
gram 72, a warning receipt program 74, and a signature
and 1D database 76.

[0072] W.ithin the second embodiment the data filter
program 24 and the warning creation program 72 both
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continuously run in the background on the users com-
puter at all times. The data filter program 24 operates in
exactly the same manner as previously described in the
first embodiment with respect to Figure 6, that is it acts
to check the signature of received data against signa-
tures of suspect data stored in the signature database
76, and takes action against any received suspect data
as necessary. In this respect, the operation of the sec-
ond embodiment is exactly the same as that of the first
embodiment. The difference between the second em-
bodiment and the first embodiment lies, however, in the
fact that each user computer 15 directly broadcasts
warnings to each of its peer computers (i.e. the other
user computers 15), and in addition each user computer
15 also keeps its own track of the count of warning mes-
sages received against each piece of suspect data.
These functions are performed by the warning creation
program 72 and the warning receipt program 74, as de-
scribed next.

[0073] The operation of the warning creation program
72 is shown in Figure 8. Here, at step 8.1 data is re-
ceived at the user computer 15 over the network 10. At
step 8.2 an evaluation is performed to determine wheth-
er the received data is a security threat or not. As with
the first embodiment, this evaluation is preferably per-
formed by the actua! human user of the computer 15
who employs her expertise to determine whether or not
the received data is a computer virus or the like. In al-
ternative embodiments, however, it may be that this
evaluation could be performed by a software agent in-
stalled on the users computer, the software agent acting
to monitor the functions of the computer to determine if
it is under attack from a computer virus. Within the first
and second embodiments, however, we prefer the use
of a human operator to perform the evaluation.

[0074] If the evaluation at step 8.2 concludes that the
received data is not a threat then the processing per-
formed by the warning creation program on the received
data ends and the program returns to running in the
background until further data is received in the future.
[0075] If it is determined at step 8.2 that the received
data is a threat, then at step 8.3 a data signature for the
received data is created. As in the first embodiment, the
signature generation function may be a hash function or
the like or any other suitable signature generation func-
tion which is capable of repeatably generating the same
signature for a given set of input data. Furthermore, it
should be noted here that each user computer 15 must
use the same signature generation function, such that
when the same set or piece of suspect data arrives at
any of the user computers, each of them creates the
same signature therefor.

[007G] Atstep 8.4 acheckis made to see whether the
generated data signature has already been stored in the
signature and D database 76, and if not then atstep 8.8
the signature is stored in the database, and is allccated
a globally unique ID. The ID for the signature is gener-
ated by the user computer, preferably from a list of ID's
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which have been specifically allocated to that user com-
puter for allocation to signatures thereby.

[0077] Following step 8.8, at step 8.9 a message
count is instantiated for the particular signature gener-
ated by the received data, and is set to the value one.
As in the first embodiment, the various count values for
each piece of suspect data may be stored in a one di-
mensional array indexed by signature ID.

[0078] Following step 8.9 atstep 8.10 the waming cre-
ation program causes the user computer to broadcast
the data signature and the signature 1D to all of its peers
as a warning message. As in the first embodiment, the
warning message preferably takes a known format, with
the signature and signature |D as particular fields within
the warning message. Following the broadcast of the
warning message, at step 8.10 processing of the warn-
ing creation program ends, and it returns to run in the
background.

[0079] Returning to the evaluation at step 8.4, if it is
determined that the data signature for the received data
has already been stored (i.e. the data has already been
identified as suspect by either the present user, or one
of the other users who have then broadcast a warning
message which has been received at each user com-
puter) then processing proceeds to step 8.5, wherein the
message count maintained for the particular signature
is incremented to reflect the fact that the data has in fact
been identified once again as a threat.

[0080) Next, at step 8.6 the signature ID is broadcast
to every other user in the system as part of a warning
message, and then following that at step 8.7 the appro-
priate warning or block conditions are set for the signa-
ture based on the warning and block threshold values.
The specific operations required by step 8.7 are:shown
in more detail in Figure 10.

[0081] With reference to Figure 10, the steps required
for setting the warning or block conditions for a particular
data signature are as follows. At step 10.1 the message
count for the particular data signature is retrieved, by
indexing into the counter array using the signature ID.
Then, at step 10.2 the retrieved message count is com-
pared against the block threshold, and if larger than the
threshold at step 10.3 the security condition for the data
signature is set to "block®. As in the first embodiment,
this security condition is stored in the signature and ID
database 76, and is used by the data filter program 24
to filter received data.

[0082] If the wamning message count for the particular
data signature is not greater than the block threshold
then the message count is compared against the warn-
ing threshold. If it is not greater than the warning thresh-
old then no warning or block condition is set for the par-
ticular data signature. In contrast, if it is greater than the
warning threshold then the security condition for the par-
ticular data signature is set to "warn®, which is again
used by the filter data program 24 as described before
in respect of the first embodiment.

[0083] Returning to Figure 8, once the warning or

Trend Micro, Inc.
EX1007-110



19 EP 1 315 086 A1

block conditions have been set for the data signature,
the specific processing performed by the warning crea-
tion program 72 ends, and it returns to running in the
background until further data is received. _
{0084] Turning now to the operation of the warning re-
ceipt program 74, this program operates whenever a
warning message generated by a warning creation pro-
gram stored on anocther user's computer is received.
The operation of the warning receipt program 74 is
shown in Figure 9.

[0085] .At step 9.1, a warning message is received
from one of the other user computers. The waming mes-
sage is of course in a predetermined format which iden-
tifies it as such. Then, at step 9.2 the warning receipt
program 74 acts to parse the message to see if it con-
tains a data signature relating to suspect data. Recall
here that the data will have been determined as suspect
by the user of the user computer from which the mes-
sage was received. If it is determined that the message
does not contain a signature, then this means that the
data will have already been determined as suspect pre-
viously, and hence should already be stored in the user
computer's signature and ID database 76. Therefore, at
step 9.3 the warning receipt program acts to retrieve the
message count for the particular suspect data to which
the waming message relates, using the signature ID
which will have been included in the warning message
(recall here that at step 8.6 in the warning creation pro-
gram where the suspect data has aiready been identi-
fied as such a warning message is still sent outincluding
the suspect data signature ID). Then, at step 9.4 the re-
trieved message count for the suspect data is incre-
mented to reflect the additional wamning, and at step 9.5
the warning or block conditions for the data signature
are also set, following the procedure of Figure 10, as
described previously.

[0086] If it is determined at step 9.2 that the message
does contain a signature, then processing proceeds to
the evaluation of step 9.6 wherein it is determined
whether or not the received signature has already been
stored. If not processing proceeds to step 9.7 wherein
the signature is stored in the signature and 1D database
76 indexed by the signature |D included in the received
warning message. At step 9.8 a message count is in-
stantiated for the newly stored data signature, and is set
to one. As described previously, the count values for
each particular signature can be stored in a one dimen-
sional array, indexed by each signature ID.

[0087] Following step 9.8 processing proceeds to
step 9.5, wherein the warning or block conditions are
set for the particular signature, using the procedure of
Figure 10.

[0088] Returning to step 9.6, if it is determined that
the signature received in the warning message has al-
ready been stored then processing proceeds tostep 9.9,
wherein the received signature ID is stored for use as
another key to the signature. In such a case a count val-
ue should be instantiated related to the received signa-
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ture ID, with its value set to the same value as the count
indexed by the ID of the already stored signature which
matches the received signature. Then, at step 9.10 both
of the count values stored for each 1D (the received 1D,
and the ID of the previously stored ID which matches
the received signature) are incremented to reflect the
receipt of the additional warning. Finally, following the
increment of the message counts for the signature the
waming and block conditions are set for the signature
once more, using the procedure of Figure 10.

[0082] Therefore, as described the second embodi-
ment provides a pure peer to peer system which incor-
porates the distributed warning capabilities of the secu-
rity system of the present invention with the ability to
threshold the warnings so as to be able to provide a
graded reaction locally at each user computer. The pro-
vision of such a peer-to-peer operation provides for a
more robust system, but as mentioned earlier might
have detrimental network overheads due to the need to
broadcast every warning message to every user.
[0020] As a modification to the operation of the sec-
ond embodiment, an additional checking step analo-
gous to step 4.2 of the first embodiment may be per-
formed between steps 8.2 and 8.3 of Figure 8 depicting
the operation of the warning creation program 72. Here,
after the human user has identified data as suspect at
step 8.2, an additional check is made to see if the data
could possibly be a computer virus. Such checking pref-
erably takes the form of determining the data type to see
if it could feasibly be a virus. Viruses are frequently ex-
ecutable files, such as .exe or .bat on a PC, or macros
such as are found in Microsoft® Word® or Excel®. Such
a check can conveniently be performed by looking at
any file extension on the data. If such checking does not
indicate that the data could be a virus then processing
ends, as it is assumed that the user has simply made a
mistake. Instead, if the warning message is in fact a true
warning and the suspect data could possibly be a virus,
then processing proceeds to step 8.3, and onwards as
previously described. The operation of the other pro-
grams in the second embodiment remains unchanged.
[0091] It should be noted here that as the second em-
bodiment does not require a server to act centrally, but
rather is a true peer-to-peer system, itis particularly suit-
able for implementation on networks such as ETHER-
NET and the like.

[0092] Various further modifications may be made to
either of the first or second embodiments to produce fur-
ther embodiments, as described next.

[00923] In further embodiments it is possible to add
more sophistication to increase the power of the system.
For example, users could be given the ability to respond
to a warning to inform the server of whether they agree
with the assessment or not - this would give the potential
of reducing the count number if appropriate. The deci-
sion as to whether a particular program was a threat or
not would then be a collective decision from the whole
community.
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[0094] Furthermore it is also possible to build in trust
models for each user such that some users have greater
influence than others. Such trust models could be pre-
defined according to the users position within the com-
munity/organisation, such that a warning received from
a user with a high trust rating increments the signature
count for a particular piece or set of suspect data more
than another user with a lower trust rating. Each trust
model may then also be adaptively varied by judging the
accuracy of a prediction that a user has made against
a final collective decision, and any further warnings reg-
istered by that user could be weighted according to the
trust in that users demonstrated decision-making ability.
[0025] In other embodiments a community of organi-
sations could be formed that would extend the collabo-
ration beyond the limits of a single organisation through
sharing of knowledge. Any discoveries in one organisa-
tion could be passed on to all other organisations in the
community and vice versa. This would greatly extend
the power of the system and in many cases allow rapid
response to intrusions experienced in other organisa-
tions without any internal hits being experienced to the
remaining organisations using the system.

[0096] Moreover, in another embodiment the actual
number of warnings received concerning a particular
piece or set of suspect data could be displayed to the
user if the suspect data is received at the user's com-
puter, and the user could then decide what action to take
himself. Such a scheme is akin to the "warn® action of
the primary embodiments, but provides the user with the
additional information of how many other users have de-
termined the data to be threat, thus providing the user
with an assessment analogous to a community "confi-
~ dence-level® in the data, such a level being of greater
resolution than the simple “warn® or “block” conditions.
Furthermore, such a scheme would not require the sys-
tem to actually perform automatic biocking of suspect
data, as this could be left to the user to do himself. This
mode of operation provides the additional potential ad-
vantage that a highly skilled or confident user may not
wish to act on the community warning if he is sure that
it may be wrong, thus increasing the flexibility of the sys-
tem.

[0097] Furthermore, in another embodimentbased on
the peer-to-peer architecture of the second embodi-
ment, rather than broadcast to all peers e.g. all users in
BT - sub-communities of peers are formed so that the
initial broadcasting of warning messages concerning a
particular is limited to a smaller number of peers. An ex-
ample of such an architecture is shown in Figure 11,
whence it will be seen that a plurality of sub-communi-
ties 111, 112, 113, and 114 may be provided, each con-
nected to each other. Only when the count passes the
warning threshold in one of the sub-communities is the
suspect data signature distributed further. This limits the
overheads incurred by false positives in that any partic-
ular sub-community would need to agree that a partic-
ular piece or set of data was a threat before it was broad-
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cast to the wider community. “Crossover points® are pro-
vided between the sub-communities so that inter-group
(or alternatively “inter-community”) warnings may be
passed on to other sub-communities by the provision of
one of the peers 115 in a particular sub-community act-
ing as the bridge via a communications link to another
peer in a neighbouring sub-community, and only com-
municating with that other peer when the warning (or
block) threshold has been passed in its own parent sub-
community i.e. the sub-community has decided that the
particular piece or set of suspect data really could be a
threat.

[0098] The processing steps involved in such an em-
bodiment are almost identical to those required in the
second embodiment, with the addition that the process-
ing steps depicted in Figure 10 are altered to include an
additional step after step 10.3 or 10.5 wherein once the
filter condition has changed (as a consequence of either
step 10.3 or 10.5) if the computer is a bridging peer to
another sub-community then an inter-group warning
message is sent to the connected sub-community in-
forming the other peer that a change in the filter condi-
tion has occurred for a particular piece or set of suspect
data. Such an inter-group warning message should
preferably inctude at least the data signature, as well as
a warning condition indicator to communicate the threat
level (e.g. warn or block) decided by the sending sub-
community. By sending such a warning message to oth-
er sub-communities, the bridging peer is effectively de-
claring to the other sub-communities to which it is con-
nected that its peers in its own sub-community have
found the suspect data identified in the warning mes-
sage to be a security threat.

[0099] Conversely, when an inter-group warning mes-
sage is received at a bridging peer from another sub-
community, the bridging peer should broadcast the in-
ter-group warning message onwards to all its own peers
as an intra-group message, to inform them of the threat
assessment made by the neighbouring community.
Each peer can then store the suspect data signature in
its signature and ID database 76, for future reference by
the data filter program 24 as needed (and in the same
manner as already described in relation to the second
embodiment).

[0100] Whether or not a user computer in a sub-com-
munity uses a forwarded inter-group warning message
directly to initiate action (such as "wam"® or “block” for
the indicated suspect data) is optional, as it could be
that it may wish to wait until it's own community has also
agreed on action in respect of the same suspect data
before actually initiating a "warn® or "block” condition for
the data. Conversely, where a particular user-compu-
ter's own sub-community has already come to agree-
ment on a particular piece or set of suspect data (i.e.
either the "warn" or “block” threshold has been passed),
then it may be that the user-computer may wish to wait
until one or more connected sub~-communities have also
made the same finding before setting the appropriate
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condition in its database for the data. It will be apparent
that there are a multitude of possibilities as to when any
particular user computer may wish to actually set an ac-
tion condition for a particular piece or set of suspect da-
ta. For example, an action condition may be set for a
particular piece or set of suspect data only if a user com-
puter's own sub-community has agreed on the action in
addition to a threshold number of other sub-communi-
ties, or alternatively if merely a threshold number out of
the total number of sub-communities has agreed on the
action regardless of the particular user computer's own
sub-community’s finding. Other such alternatives repre-
senting possible combinations of the logical conditions
required in order to set an action condition will be ap-
parent to the intended reader.

[0101] Itisclear that such an architecture of sub-com-
munities is analogous to a plurality of inter-connected
local area networks, although itis not essential that each
peer in a particular sub-community need actually be lo-
cated in the same actual LAN (aithough this may be pref-
erable). This is because all that defines any particular
sub-community is the common cause that upon detect-
ing suspect data a user broadcasts a message to all of
its peers in the same sub-community, and hence all that
is required is some message transport mechanism be-
tween peers. Such a message transport mechanism
may be a single LAN to which all the peers are connect-
ed, or may be a sequence of interconnected networks
such as the internet, with different peers in a sub-com-
munity actually being part of different networks.

[0102] The modification to the second embodiment to
split the user computers into sub-communities provides
the additional advantage over the basic second embod-
iment that it, at least partially, overcomes the primary
disadvantage of the high signalling bandwidth which
would be required for the transmission of the warning
messages to every other peer, and hence allows for
scalability to add more users. As an example, consider
the case where a community consists of n peers, such
that when a warning message is broadcast from one of
them to each of the others (n-7) individual intra-group
warning messages are sent. Now, assume that in order
to agree on action about a particular piece or set of data
a praportion of 1/a peers have to agree i.e. the action
threshold is w/a. In such a case a total of n(n-1)/aintra-
group warning messages have to be transmitted in total
for any one particular piece or set of data. Thus, where
there are 40 peers, and half of them have to agree be-
fore action can be taken, a total of 780 warning messag-
es would have to be transmitted (without error) before
the action is agreed upon.

[0103] Now consider that the community of n peers is
split equally into x sub-communities, as shown in Figure
11. In this case, within a sub-community for any single
warning from one peer a total of (n/x - 1) intra-group
warning messages are broadcast. Assuming that in or-
der to agree on action about a particular piece or set of
data a proportion of 7/a peers have to agree i.e. the ac-
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tion threshold is r/ax, then a total of n(n-x)/ax? intra-
group warning messages have to be broadcast within a
single sub-community for action to be agreed on a single
piece of suspect data. Assuming that each sub-commu-
nity has to reach agreement within itself and communi-
cate to each other group that it has so agreed before
action can be taken by any peer in any sub-community,
there will still only be a total of n(n-x)/ax intra-group
warning messages broadcast in total (the sum of the
number of warning messages in total broadcast in each
sub-community), plus x(x-1) inter-group messages be-
tween sub-communities, plus (r/x - 1)further intra-group
messages from the bridging peer in each sub-commu-
nity to each other peer in its respective community in-
forming them of the findings of other sub-communities
(i.e. forwarding received inter-group messages on-
wards). Note that with respect to this latter number of
intra-group messages, (7/x - 1) messages are sent from
a bridging peer in a sub-community for each inter-group
warning message received from another sub-communi-
ty, such that where full knowledge of every other sub-
community’s findings about a particular piece or set of
suspect data is required to be disseminated throughout
a particular sub-community, the total number of intra-
group messages transmitted by a single bridging node
forwarding on the findings of other sub-communities
would be (x-1)(n/x - 1). This leads to the total number of
intra-group messages forwarding inter-group messages
across the entire community of users of x(x-1)(n/x-1).
{0104] For example, if there are 40 peers split into 2
sub-communities of 20, then in each sub-community
190 messages are sent before action is agreed (i.e. the
action threshold is reached) in each sub-community, 2
messages are exchanged between the respective
bridging peers of each sub-community, one in each di-
rection, and then the respective bridging peers each
send 19 messages to inform their own peers of the find-
ing of the other sub-community, to give a total of 420
messages. This is substantially less than the 780 mes-
sages which were required when the peers were not
split into sub-communities.

[0105] It should be apparent that the above numeric
examples are dependent solely on the logical conditions
which were ascribed to the group operation, and in par-
ticular in the example above the need for every sub-
community to agree on action about a particular piece
or set of data and each issue its own inter-group warning
message before any action is taken. Where slightly tow-
er thresholds are set for action (e.g. if only half the
number of sub-communities are required to agree), then
the number of both inter- and intra-group warning mes-
sages which would be required to be broadcast before
action is agreed would be further reduced.

[0108] In any of the embodiments of the invention de-
scribed above and in other embodiments not described
it should be noted that the one or more “threshold val-
ues"” against which the respective counts for pieces or
sets of suspect data are compared may be any value,
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and may be fixed or dynamically adaptive. Furthermore
the actual values may be generated by any appropriate
function, such as for example by a random number gen-
erator, or as a function of some metric of accuracy of
users in identifying viruses. Furthermore, it is foreseen
that the threshold values may not simply be actual num-
bers which the respective counts must be greater than,
but could instead be probabilistic in nature. Further-
more, various logical functions or rules can be used for
their creation, including for example, fuzzy logic. The
threshold values may therefore be any values, derived
by any function or method, and are not limited to the
particular examples of threshold values given in the spe-
cific embodiments described herein.

[0107] As described, the present invention therefore
provides a collaborative computer security system
wherein a distributed decision is taken involving all or
substantially all of the users of the system, to effectively
allow the users to "vote” on whether or not a particular
piece or set of suspectdata is a threat. By providing such
a distributed system the response time to a computer
virus attack can be improved over the prior art case
where a central authority is required to perform analysis
and take action, thereby reducing the potential damage
which may be caused by such an attack.

Claims

1. Acomputer security system for use in a network en-
vironment comprising at least a first group of user
computers arranged to communicate over a net-
work, the system comprising a warning message
exchange system operabie to allow the communi-
cation from the user computers of warning messag-
es relating to suspect data identified as a possible
security threat; a message counting system opera-
ble to maintain a count for every particular piece or
set of suspect data based on the number of warning
messages communicated relating thereto; and net-
work security means operable to act in respect of
any particular piece or set of suspect data for which
the count maintained therefor is substantially equal
to or greater than at least one threshoid value.

2. A computer security system according to claim 1,
wherein the judgement as to whether any piece or
set of data present at any one or more of the user
computers is a possible threat is performed by the
respective human user or users of the or each user
computer.

3. A computer security system according to any of the
preceding claims, wherein the network security
means is further operable to compare the main-
tained count for a particular piece or set of suspect
data against a plurality of different thresholds, and
to take different action in respect of the data de-
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pendent upon which threshold or thresholds are
met.

A computer security system according to any of the
preceding claims, wherein the action taken by the
network security means comprises warning each of
the users as to the suspect nature of a particular
piece or set of data.

A computer security system according to any of the
preceding claims, wherein the action taken by the
network security means comprises preventing the
transmission of the particular piece or set of suspect
data across the network.

A computer security system according to any of the
preceding claims, wherein the or each warning
message comprises at least an identifier of the
piece of or set of suspect data to which it relates.

A computer security system according to claim 6,
wherein the identifier is the piece or'set of suspect
data itself.

A computer security system according to claim 6,
wherein the identifier is a repeatably generatable
signature substantially unique to the piece or set of
data.

A computer security system according to any of the
preceding claims, and further comprising a network
server arranged to receive the or each warning
message communicated from the user computers,
and further arranged to host the message counting
system and at least part of the network security sys-
tem, wherein that part of the network security sys-
tem hosted by the server is operablie to determine
the action which shouid be taken against a particu-
lar piece or set of suspect data, and to communicate
an action condition indicator indicative of the deter-
mined action to each of the plurality of users.

A computer security system according to any of the
preceding claims, wherein a warning message gen-
erated by a user computer is broadcast to every oth-
er user computer, and each user computer is further
arranged to host its own message counting system
and network security system operable in accord-
ance with any of the preceding claims.

A computer security system according to any of the
preceding claims, and further comprising an inter-
group communications system operable to allow
the communication of warning messages relating to
suspect data identified as a possible security threat
from the first group of user computers to one or
more other groups of other user computers.
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A computer security system according to claim 11,
wherein the inter group warning messages are
transmitted by the inter-group communications sys-
tem if the number of warning messages communi-
cated by the user computers in the first group con-
cerning a particular piece or set of data is substan-
tially equal to or greater than at least one threshold
value.

A computer security system according to claim 12,
wherein the threshold value or values is/are the
same as those at which the network security system
takes action.

A computer security system according to any one
of claims 11, 12, or 13, wherein the inter-group com-
munications system is further arranged to receive
inter-group warning messages from the one or
more other groups of user computers.

A computer security system according to claim 14,
and further comprising a second message counting
system operable to maintain a count for every par-
ticular piece or set of suspect data based on the
number of inter-group waming messages commu-
nicated relating thereto; and wherein the network
security means is further operable to act against
any particular piece or set of suspect data for which
the count maintained therefor by the second mes-
sage counting system is substantially equal to or
greater than at least one inter-group threshold val-
ue.

A computer security system according to claim 15,
wherein the network security means is further ar-
ranged to act against a particular piece or set of sus-
pect data only if both the respective counts main-
tained by the message counting system and the
second message counting system are substantially
equal to or greater than at least the threshold value
and the inter-group threshold value respectively.

A computer security system according to any of the
preceding claims, wherein the message counting
system is further arranged to store one or more
weighting coefficients relating to one or more par-
ticular user computers, and to increment the count
maintained for a particular piece or set of suspect
data by an amount based upon the weighting coef-
ficient when a warning is received from the one or
more particular user computers relating to the par-
ticular piece or set of suspect data.

A computer readable storage medium storing one
or more computer programs which when run on a
computer causes the computer to operate in the
manner of a system according to any of the preced-
ing claims.
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For: METHODS AND APPARATUS FOR DEALING WITH MALWARE

RESPONSE UNDER 37T CFR 1114

Assistant Commissioner for Patents December 23, 2011
PO Box 1450
Alexandria, VA 22313-1458

Dear Sir:

This is in response to the Final Office Action dated July 25, 2011, and having a period for
response set to expire on October 25, 2011. A petition for a two-month extension of time,
together with the requisite fee for same, is submitted herewith, thereby extending the period for
response to December 25, 2011 .

The following amendments and remarks are respectfuily submitted. Reconsideration of

4

the claims is respectfully requested.

Remarks/Arguments begin on page 2 of this paper.
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Application No. 1

1/4
Office Action dated Jui; 25., 201

Remarks/Arguments

{Om page 3 of the Office Action, claims 1-10, 13-22, 25-28, and 30 stand reje under

JUR]
U'!
J}

5.C. 103(a) as being unpatentable over Dozortsev (U.S. Pub. 2003/4177394} in view of

et al. (U.S. Pub. 2005/0210035). Claims 1, 13, and 25 are independent claims, and claims
2-14, 14-22, 26-28, and 30 depend directly or indirectly on etther claim 1. 13, or 25, The
applicants respectiully traverse the rejection for at least the reason that Dozortsev in view of
Kester does not teach or suggest every hmitation of amended claims 1, 13, and 25.
Claim 1 inchudes, infer afia, “receiving data about a computer object from each of plural

remote computers on which the object or similar objects are stored, the data including

information about the behavior of the object running on one or more remote computers;.
automatically generating a mask for the computer object that defines acceptable behavior for the

computer object, wherein the mask is generated in accordance with normal behavior of the object
determined from said received data; running said object on at least one of the remote computers:
automatically monitoring operation of the object on the at least one of the remote compuiers:
aliowing the computer object to continue to run when behavior of the computer object is
permitted by the mask; disallowing the computer object to run when the actual monitored
behavior of the computer object extends beyond that permitted by the mask: and reclassifying the

computer object as malware when the actual monitored behavior extends bevond that permitted

by the mask.” (emphasis added). Claims 13 and 25 include similar limitations. Dozortsev and
Kester fail to disclose at least these Hmitations.

The claims require the received data to include information about the behavier of the
object, and the mask to be generated based on normal behavior of the object determined from the

received data (including behavior information). For examiple, data may be accumulated about the

chavior of objects as they run on one or more remote computers. This data may suggest that

gl

some or all of the monitored behavior is normal behavior, and a mask may be avtomatically
generated based on the normal behavior.

The Examiner notes that Dozortsev does not teach receiving data about the behavior of an

s

object running on a remote compuier, automatically generating a mask that defines acceptable

phebat) %

behavior for the computer object, allowing the object to run when its behavior is permiited by the

Page 2
Trend Micro, Inc.
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Oftice Action dated Ju ‘i 25,2011

mask, and disallowing it to run when the actual monttored behavior extends beyond that
permitted by the mask. See Office Action page 4. The Examiner argues that Kester teaches these
features. The applicants disagree.

Kester teaches a computer impiemented system which allows a company to controel what
programs employees are running on their workstations and how they access the network. See
Kester par. {0007}-]{0011]. Each user ‘workstatim 101 has a “Workstation Management Module™
200 which mositors requests for programs to be run and/or requests for already running
programs to access the network. The Workstation Management Module 200 looks up ina
hash/policy database 204 1o find the policy or rule to apply for that program/network access
request. Monitored behavior and/or activity data is stored in the hash/policy database 204 as a
“hash.” See Kester par. {0051]-[0052]. A policy may be associated with a hash, butl it is distinct
from the hash. See Kester par. [0054]. According to the policy (not the hash), the Workstation
Management Module 200 allows or disallows the program to run/access the network, See Kester
par. [0039]-10040] and {00551-]0056].

The policy decisions about what programs/network access is allowed are made at the
“Appiication Server Module™ 102, Information about programs running on workstations and
network reguests is fogged at the Workstation Management Module 200 and sent to the
Application Server Module. See Kester par. [6067]. The Application Server Module 102
provides a user interface 106 by which the company’s Network Administrator can view this data
and then classity the programs/network access requests, and create policies for the
programs/network access requests or for the classes of programs/network access requests. See
Kester par. {0071]-{0072]. These classifications and policies are then propagated back to the
Workstation Management Module 200, stored in the hash/policy table, and are applie
subsequently by the Workstation Management Module 200 to determine whether to allow or

disaliow user attempts to run the program or access the network. See Kester par, [0077].

Additionally, the programs/network access requests can be classified by a human reviewer at an
Appiica{‘ion Database Factory 110 which communicates with the Application Server Modules
102 to receive information about the programs and return their classifications onee made. See

Kester par. {04761 Importantly, whether at the Application Server Module 102 or at the

Application Database Factory 110, a human Network Administrator/reviewer makes ali of the

Trend Micro, Inc.
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policy decisions regarding whether programs and/or network access should be aliowed. See
Kester par. {0085} and [0089].
In more detail, Kester par. [0071] teaches how a Network Administrator can classify

applications at the Application Server Module 102 (e.g. Internet Explorer could be classified as a

web browser). Kester par. [0072] teaches bow the Network Administrator creates aceess

@

privileges/policies/rules for asers, either for individual programs or for classes of programs {e.g.
a particular user may or may not be aliowed to ren a web browser at his workstation}. This

1

allows a program to be associated with a policy at the application server module 201 according
io the classification given to it by the Network Administrator. A set of hashes/policies for the
programs on workstation is then downloaded to the workstation and populates the hash/policy
database. See Kester par. {0077}, When the program is run, the appropriate policy will be used
by the Workstation Management Module 200 to allow or disallow the program to rumn.

A similar system 18 employed for monitoring and determining network access by a
program. The policy/hash table 204 at the s workstation {01 contains entries for “expected
behavior” of the programs, 1.e. previously encountered network access reguests with which a
policy has been assocated by the Network Administrator. The policy can be to allow the access
or disallow the access, ete. See Kester par. [0143]. Details of network access requests are sent
from the Workstation Management Module 200 to the Application Server Module 102, A
Network Administrator at the Application Server Module 102 makes a decision as to what
network access is allowed. See Kester par. [0163]-[0164]. Additionally, a human analyst at the
Application Database Factory 110 can decide what network access is allowed. The human
reviewer can analyze the network access data to determine a category for the application, e.g.
expected or unexpected network access. These can then be associated with policies or rules. See
Kester par. {0178]. As part of this process, the user interface 302 can display to the reviewer the
“expected network activity” for a program, which can be derived from previously seen behavior
for the program. This information helps the human reviewer analyze the application and
determine its expected beh havior See Kester par. {0179}, The human reviewer then decides what
behavior 1s allowed for the application. See Kester par. [01871. These determinations are then fed

back to the hash/policy table 204,

Trend Micro, Inc.
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TV A ;

Thus, in summary, in Kester the hash/policy table 204 for cach workstation stores details
of previously seen programs {categorized programs) and previously seen network access reguests
{expected network access behavior) and policies for those programs and reguests that have been
set by the Network Administrator/human reviewer. The policies, not the hash data about
programs and network access requests, determine whether a program can be run or whether @

network acecess request is allowable. These policies may be set by the Network
Administrator/human reviewer at the level of the individual program/network access reguest or
at the level of the classification given to the program/network access request. This provides a
way for a Network Administrator of a company to conirol what programs employees can run and
what network access the programs can make and implement appropriate policies for that
company. Kester also does not teach or suggest reclassifying an object as malware if its
monitored behavior extends beyond that permiited by the mask. Kester has no teachings relating
to classifying an object as malware at all.

This 15 clearly different from the claims of the present invention. The present invention
concerned with a method of classifying a computer object as malware. As part of this process, a

mask is automatically generated defining acceptable behavior for the object based on the normal

1 1

behavior of the object. The automatically generated mask is used to automatically monitor th

L

operation of the object and to reclassify the object as malware if the behavior extends beyond the
mask. A human decision is not pecessary to generate the mask or monitor the operation.
Furthermore, one of ordinary skill in the relevant art would not combine Dozorisev and

Kester. The arrangement of Kester is impractical for identifying maltware for several reasons.

First, the involvement of a human analyst means that policy decisions take time to be made. |t
also takes a large amount of time and resources for a human analyst to analyze the large amounts
of data and research the programs and make policy decisions. It is also difficult to scale the

system to a large number of users, since of course this increases the burden on the network
administrator.

Kester is concerned with a system to allow an employee to control what their employees

can do on their computers. This is in essence a matter of individual policy for each company and
may vary between companies or even between users in a company. it is therefore essential to

have the Network Administrator review each program for each user to decide what policy is

Trend Micro, Inc.
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appropriate for their company. Thus, a skilled person would have no motivation to adapt Kester

to result in the present invention to automatically generate a mask, as to do so would mean that

the system of Kester would no longer be able to perform its function of allowing a company to

implement appropriate policies governing what their employees can do on their computers.
Dozortsev is concerned with detecting malware. Kester 1s concerned with allowing a

company to mmplement policies to control what programs and network access their employees

1

can make on their computers. These are fundamentally different problems. One of ordinary skil}
in the relevant art atterapling to cure the deficiencies in Dozortsev would have no motivation to
look to Kester for relevant teachings as the two documents are in different fields and are
concerned with different problem

Dozortsev in view of Kester fails to teach or saggest at least “automatically penerating a
mask for the computer object that defines acceptable behavior for the computer object, wherein

the mask 1s generated i accordance with normal behavior of the object determined from said

received data. .. allowing the compuoter object to continue to run when behavior of the computer

object is permitted by the mask: disallowing the computer object to run when the actual

monitored behavior of the computer object extends beyond that permitted by the mask; and

reciassifying the computer object as malware when the actual monitored behavior extends
beyond that permitied by the mask.” Also, no one of ordinary skill in the relevant art would

combine Dozortsev and Kester. For at least these reasons, claims I, 13, and 25 should be
allowed. Claims 2-10, 14-22, 26-28, and 30 depend directly or indirectly on either claim 1, 13, or
25 and shouid be allowed for at least the same reasons.

On

vy P

age § of the Office Action, claims 11, 23, and 29 stand rejected under 35 U.S.C.

3

1G3(a} as being unpatentable over Dozortsev in view of Kester and Barton et al. (U.S. Pub.
2005/0021994). Claim 11 depends on claim 7, claim 23 depends on claim 19, and claim 29
depends on claim 25. Therefore, claims 11, 23, and 29 should be aliowed for at least the same

reasons as claims 7, 19, and 25, Furthermore, Barton fails to compensate for the deficiencies of

Dozortsev and Kester with respect to claims 1-10, 13-22, 25-28, and 30. Rarton s directed

towards malware scans of subsets of files known to be more likely to contain malware. Se

X

Barton page | par. [0013]. For example, Barton does not teach or suggest automatically

Page 6
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generating a mask in accordance with normal behavior of the object determined from the
received data.

On page 9 of the Office Action, clanms 48-51 stand rejected under 35 ULS.CL 103(a) as

rmn

being unpatentable over Dozortsev in view of Kester and Gales (U8, Pub. 2003/00843233.
Claims 48 and 50 have been cancelled. Claim 49 depends on claim | and claim 51 depends on

-

claim 13, so they should be allowed for at feast the same reasons as claims T and 13,

Furthermore, Gales fails to compensate for the deficiencies of Dozortsev and Kester with respect
to claims 1-10, 13-22, 25-28, and 30. The Examiner notes that Gales diseloses monitoring

network traffic and usage patterns and automatically generating an activity profile based on the
monttored activity on page 3 par. [0022]1. However, Gales is monitoring network activily, not the
behavior of an object. Monitoring network activity could involve monitoring traffic levels and/or
contents of packets, but it does not inveolve receiving information about the underlying behavior
causing or caused by the traffic levels and/or packet contents. Therefore, Gales does not teach or
suggest receiving behavior information about an object or automatically generating a mask in

ccordance with normal behavior of the object determined from the received data.

The Examiner argues that it would have been obvious to combine Dozortsev, Kester, and

Gales. See Office Action page 9. The applicants disagree. Dozortsev and Kester would not be
combined by those of ordinary skill for the reasons given above. Computer security is a wide
anging field, and Gales deals with a fundamentally different type of security from Dovzortsev.

Dozortsev is directed towards identifying and/or blocking malware running on remote computers

(i.e. objects aiready present on the computers). Gales is directed towards preventing network
intrusion front outside sources such as hackers, and monitors network traffic. See Gales page 2

par. {0013] ("intrusion detection system™). Furthermore, Gales teaches against anaiysis of
computer objects in favor of its own techniques of analyzing network traffic. See Gales page 1
par. {0004]. The Examiner argues that monitoring usage as taught by Gales is simifar to
monttoring usage and activity as taught by Dozortsev. See Otfice Action page 9. The applicants

disagree becaunse the techniques of monitoring objects present on a computer and the techniques

of monitoring external network traffic attempting to access a computer remotely are

fundamentally distinct. Therefore, one of ordinary skill in the relevant art would not be
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motivated to combine the teachings of Gales with those of Dozortsev, which discuss analyzing
various non-behavioral aspects of computer objects.
Please charge any shortage in the fees or credit any overpayment to Deposit Account No.
paord E4 o o £ o
50-3266.
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WO 95/12162 PCT/GB94/02378

VALIDITY CHECKING

The present invention relates to a method and apparatus
for checking the wvalidity of data in a data processing
network, for example for checking whether +the data

5 contains viruses or other unwanted data or whether it has
been authorised for or barred from use in the network or
a part of it.

In general, data of a computer file or disk sector (such
as a computer program) can be checked for unwanted data,
10 or information indicating whether the file has been
authorised for or barred from use, by the file being
searched for data of a predetermined form. This form may
comprise predetermined characteristics such as the
presence of certain information anywhere in the file,
15 possibly in any order, or at a certain locaticn in the
file, possibly in combination with other such data. For
instance, computer viruses are stored in the data of a
computer file as a set of virus data which can serve as
instructions for the virus to operate. A file can be
20 checked for known viruses by a virus detection procedure
which searches the file for characteristics that are
known to be indicative of each virus. As the number of
known viruses to be checked for increases (around 3000
are currently known) the amount of storage capacity
25 needed to store information defining the characteristics

of all the known viruses increases too.

In a computer network of workstations and a file server
it is conventional for each workstation to itself check
on the wvalidity of the data held by it. However, this
30 means that every workstation must use a portion of its
storage capacity to store information defining all the
characteristic forms to be searched for. 1In total this
requires a large amount of storage capacity, and as more
characteristic forms come to be searched for, for example

35 as new viruses are identified, it may become infeasible
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for workstations to carry out searching themselves

because of the limitations of their operating systems.

Also, each workstation must be updated individually to

include new characteristics. This is inconvenient where -
5 there is a large number of workstations.

WO 93/01550 discloses a system for controlling the use of
a licensed product, in which in order +to determine
whether access can be made to a licensed product stored
for access by a licensee's data processor a licence
10 datagram is copied to a licensor's data processor which
returns a reply message. The licence datagram contains

different data from the licensed product.

According to a first aspect of the present invention
there is provided a method for checking the validity of
15 an item of data stored for access by a first data
processor of a data processing network comprising at
least two interconnected data processors, the method
comprising the steps of: the first data processor causing
the item of data to be copied to the second data
20 processor; and the second data processor determining
whether data of a characteristic form indicative of
validity or invalidity of the item is present in the item
and reporting to the first data processor on the validity
of the item. Preferably, the first data processor is a
25 workstation of the network. Preferably, the second data
processor is a file server of the network. The data of
a characteristic form is suitably indicative of the
invalidity of the item of data, for example indicating a
virus or other unwanted data or indicating that the item
30 has been barred from use.

In a system of this type information defining the
characteristic form(s) to be tested for needs to be
stored for access only by the second data processor.
When new characteristics are to be added only a single
35 storage means (to which the second data processor has

access) needs to be updated. Where the network includes

Trend Micro, Inc.
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further data processors equivalent to the first data
processor these can preferably also cause any item of
data stored for access by them whose validity is to be
checked to be copied to the second data processor. The

5 first data processor and any data processors equivalent
to it preferably do not store or normally have access to
a list of information defining any characteristic forms
of data to be tested for.

Preferably, the second data processor reports to the
10 first data processor on the validity (or invalidity) of
the item of data.

Preferably, information defining a plurality of
characteristic forms of data to be tested for is stored
by, or for access by, the second data processor, and the
15 second data processor tests for the presence of such
characteristic forms in an item of data by testing for
the presence of data of any of the characteristic forms

in the item.

The item of data may suitably be a file or program to be
20 accessed, for example by being loaded or executed, by the
first data processor. The item of data preferably

comprises a sequence of executable instructions.

Preferably, the first data processor intercepts commands
to access an item of data and in response to such a
25 command being detected causes the validity of the item of
data to be checked. Preferably, the first data processor
prevents access to the item of data, for example by a
user of the first data processor, unless or until the
item has been found to be wvalid, i.e. free of unwanted
30 data of the characteristic form(s) or of data indicating
that the item has been barred from use. To achieve this,
the first data processor suitably includes means for
detecting a command to access an item of data, to allow
it to intercept that command and ensure that the item is

35 valid before it is accessed. Preferably the first data

Trend Micro, Inc.
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processor may allow a user of the first data processor to
force the system to check the validity of any or all

items of data stored for access by the first data

processor. Preferably, the first data processor is ¢
5 configured to, on receipt of a report from the second
data processor on whether data of the characteristic “

form(s) has been found in the item, prevent or deny
access to an item of data that has been found to contain
data of the characteristic forms, and/or to allow access
10 to an item of data that has been found not to contain
such data. Thus access may be prevented to items that
contain unwanted data such as viruses or that have been

barred from use.

Preferably, the characteristic forms of data may include
15 forms of data indicative of the validity of the item of

data, for example indicating whether the item has been

authorised for use. The first data processor may then

prevent or deny access to any item that does not include

such data and/or allow access only to items that do
20 include such data.

Preferably, the first data processor stores or has access
to a set of records, each characteristic of an item of
data that has been found to be valid, and the method
comprises the steps of: generating a record
25 characteristic of an item of data whose validity is to be
checked; searching for that record in the set of records;
and causing the item of data to be copied to the second
data processor only if the record is not found in the set
of records. Preferably, the first data processor
30 includes storage means for storing the set of records
and/or processing means for generating records and
comparing them with the contents of the set of records.
Preferably, in response to the second data processor
reporting that an item of data is valid the record that
35 is characteristic of that item of data is added to the
set of records. Each record is preferably a checksum

calculated for the corresponding item of data.

Trend Micro, Inc.
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According to the present invention from a second aspect

there is provided a data processing system comprising a

plurality of data processors interconnected as a network,

and comprising: means in a first data processor of the

5 network (preferably a workstation) for causing an item of

data to be copied to a second data processor of the

network (preferably a file server); means in the second

data processor for testing for the presence, in the item,

of data indicative of the validity or invalidity of the

10 item and on the basis of that test generating a validity

sighal indicative of the validity of the item; and means

for transmitting the validity signal to the first data
processor.

The second data processcr preferably reports or transmits
15 the validity signal to the first data processor in the
form of a report message, file or packet. The second
data processor may suitably scan periodically to
determine whether it has received an item of data for
testing; alternatively the £first data processor may
20 transmit a signal, for example as a packet, to the second
data processor informing it that it has sent an item of

data for testing.

The present invention will now be described by way of
example with reference to the accompanying drawings, in
25 which:

Figure 1 shows schematically a typical data

processing system for use with the present invention;

Figure 2 1is a flow diagram illustrating one
embodiment of the present invention; and

30 Figure 3 is a flow diagram illustrating another
embodiment of the present invention.

Figure 1 shows a data processing system in the form of a

network including data processors configured as a file

Trend Micro, Inc.
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server 1 and workstations 2a, 2b and 2c. The general
architecture of the network is conventional, for example
with IBM PC-type or Apple Macintosh workstations and a
VAX/VMS, Novell or 0S2 file server. Each workstation can .
5 store data files and execute programs. The file server
1 includes storage means 3 for storing data, data -
processing means 4 and communication means 5 for
communication with the workstation. The workstation 2a
includes storage means 6, data processing means 7 and
10 communication means 8 for communication with the file
server. Each other workstation includes equivalent
components. The storage means of each workstation may be
located remotely of the rest cof the workstation, for
example at the file server.

15 When the validity of a file, for example a sequence of
executable instructions such as a program, or in general
an item of data, that is stored for access by or about to
be executed at a workstation needs to be checked the file
is copied to the file server, which tests for the

20 presence of data of a characteristic form in the file and
returns a report message, or in general a signal,
indicating whether the file contains such data or whether

the file in wvalid or invalid.

In more detail, each workstation is configured to detect
25 when there is a need for the validity of a file to be
checked, by intercepting commands to access, for example
by loading or executing, any file on the workstation and
immediately preventing access to that file until its
validity has been checked and the file found to be valid.
30 The workstation may be configured only to intercept
commands to access certain "protected" items, such as

programs and boot sectors.

The procedure shown in Figure 2 is executed to check the
validity of a file. First, the workstation carries out
35 a preliminary procedure +to find whether the file has
previously been checked and found to be wvalid, to avoid

Trend Micro, Inc.
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a need to carry out the full validity-checking procedure
more than once for each file. The workstation calculates
({box 10 in Figure 2) a cryptographic checksum that is
characteristic of the file that is to be checked. This
5 may suitably be done using a standard ANSI X9.9 or ISO
8731 part 2 procedure to calculate a 32 or 64 bit
checksum. This checksum is searched for in a list to
which the workstation has access of checksums of files
that have already been checked and have been found to be
10 valid (box 1l1l). This list may be stored in the storage
means of the workstation or by the file server as a
network service. If the checksum of the file under test
is found in the list then it is assumed that the file is
valid, and access to the file is allowed (box 12). If
15 the checksum of the file under test is not found in the
list then the file is copied to the file server (box 13),

to be tested directly for validity.

The steps carried out by the file server are indicated
generally by box 14 in Figure 2. Information defining
20 the characteristic forms of data indicative of the file's
validity or invalidity is stored at the file server.
These characteristic forms may indicate whether the file
contains unwanted data, such as a virus, or whether it
has been authorised for or barred from use. For a virus,
25 for example, the characteristics may indicate the form of
data characteristic of the virus such as instructions
found at the start of the file (typically "jump"
instructions) or elsewhere in the file, which for some
viruses may appear in any sequence. When the file server
30 receives a copy of a file that it is to test for the
presence of data of the characteristic forms it scans the
file (box 15) to find whether any data of the
characteristic forms is present in the file and returns
a report message to the workstation that sent the file
35 for checking, indicating whether such data was found. If
the file server is to test for data in the file
indicating that the file has been authorised for use then
(not illustrated in Figure 2) its report message to the

Trend Micro, Inc.
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workstation must also define whether the data that was
found is indicative of validity or invalidity.
Alternatively, the report message may report directly on
whether the file is valid or invalid.

If the report message indicates that the file is free of
unwanted data or data indicative of barring and/or (where
implemented) that the file contains data indicative of
authorisation (i.e. the message indicates that the file
is valid) then the workstation adds the checksum of the
file to its list of checksums of valid files (box 16),
and it allows access to the file. Otherwise, if the
report message indicates that the file is invalid then
the workstation informs the user (box 17), for example by
displaying a message, and prevents access to the file
(box 18).

Alternatively, an operator of the workstation can
instruct the validity of any or all files stored for
access by the workstation to be checked, to authenticate
the stored files. This authentication may be carried out
omitting the step of testing the file's checksum against
the stored list (box 11), so as to ensure that each file
is tested directly by the file server for the presence of
data of the characteristic forms.

The system may also be configured to require that in
addition to being checked for data indicating that the
file is valid or invalid any file that is introduced to
the system must be known to the system as having been
authorised by a network supervisor before it can be
accessed. One way of achieving this is the procedure
shown in Figure 3, which may be followed when a file has
been copied to the file server for testing. The file
server calculates a checksum for the file (box 20) and
searches for it in a list stored by the file server of
checksums of files that have already been authorised by
the supervisor for use (box 21). If the checksum is
found in the list then a report message is returned to

Trend Micro, Inc.
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the relevant workstation, indicating that the file can be

used (box 22) - this might happen if another workstation

has previously passed the file to the file server for

testing. If the checksum is not found then the file is

5 tested for the presence of data of the characteristic

forms in the way described above (boxes 23 to 25) and is

sent to the network supervisor (box 26) together with a

message reporting on the file's validity. If the file is

then authorised by the supervisor its checksum as

10 calculated by the file server is added to the file

server's list of checksums of authorised files (box 27)

and a report message is returned to the relevant

workstation indicating that access to the file can be

allowed (box 22). If the file is not authorised by the

15 supervisor then its checksum is not added to the list and

a report message is returned to the relevant workstation

indicating that the file is not to be accessed (box 28).

This procedure may be used in addition to the inclusion

in files of data indicating whether the file has been

20 authorised or barred from use (not illustrated in
Figure 3).

Since according to the system described above only one
list of information defining the characteristics to be
tested for needs to be stored - by the file server - only

25 one copy of the list needs to be altered when the system
is to be updated. This is more convenient than prior
systems in which copies held by every workstation must be
altered. As more characteristic forms come +to be
searched for, for example as new viruses are identified,

30 file servers (typically having more powerful operating
systems than workstations) will remain capable of testing
for characteristic forms. Also, if a single list of
checksums of valid files is stored for access by all
workstations then action to <check a file for

35 characteristic data is needed only when the file is first
accessed by any workstation, not each time each
workstation accesses it for the first time.

Trend Micro, Inc.
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Two methods by which a file may be transferred to the

file server and the report message returned to the

workstation will now be described. According to the

first method the workstation copies the file to be tested

5 (in an encrypted form), together with data identifying

the workstation, to the file server as a file of a

randomly-chosen name having a predetermined format (for

example, having a predetermined file extension). The

file server is configured to scan periodically for such

10 files and when one is found it is decrypted by the file

server and tested for the presence of data of the

characteristic forms. The file server returns the

response message to the workstation identified in the

received file by generating a response file, containing

15 the response message, for transmission to the

workstation. The name of the response file is generated

as a function of the name of the corresponding file

transmitted by the workstation, so that where several

workstations have sent files for checking each can

20 identify the file containing the response to its request
for checking.

According to the second method the transmission of files
may rely on network packets. The file to be tested is
copied to the file server as described above but instead
25 of the file server scanning periodically for files to be
tested the transmitting workstation sends a packet
message to the file server informing it that it has sent
a file to be tested. When this is received the file
server tests the file. The report message is returned to
30 the transmitting workstation as a packet.

The system may operate by workstations communicating with

each other or the file server via intermediate networks.

Instead of the file server testing for the presence of
data of the characteristic forms this function may be
35 performed by a selected workstation of the network.

Trend Micro, Inc.
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While the invention has been particularly shown and
described with reference to a preferred embodiment
thereof it will be understood by those skilled in the art
that various changes in form and details may be made
5 without departing from the spirit and scope of the

invention.
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CLAIMS

1. A method for checking the validity of an item of
data stored for access by a first data processor of a
data processing network comprising at least two
interconnected data processors, the method comprising the
steps of:

the first data processor causing the item of data to
be copied to a second data processor; and

the second data processor determining whether data
of a characteristic form indicative of validity or
invalidity of the item is present in the item and
reporting to the first data processor on the validity of
the item.

2. A method as claimed in claim 1, wherein a set of
records, each characteristic of an item of data that has
been found to be valid, is stored for access by the first
data processor and the method comprises the steps of:

generating a record that is characteristic of the
item of data whose validity is to be checked:

searching for that record in the set of records; and

causing the item of data to be copied to the second
data processor only if the record is not found in the set
of records.

3. A method as claimed in claim 2, wherein in response
to the second data processor reporting that an item of
data is valid the record that is characteristic of that
item of data is added to the set of records stored for
access by the first data processor.

4. A method as claimed in claim 1, wherein the first
data processor intercepts commands to access an item of
data and in response to such a command being detected
causes the item of data to be checked for the presence of
data of the characteristic form.

Trend Micro, Inc.
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5. A method as claimed in claim 1, wherein the first
data processor prevents access to an item of data unless
or until it has been found to be wvalid.

6. A method as claimed in claim 1, wherein the item of

data comprises a sequence of executable instructions.

7. A method as claimed in claim 1, wherein the first
data processor is a workstation.

8. A method as claimed in claim 1, wherein the second

data processor is a file server.

9. A data processing system comprising a plurality of
data processors interconnected as a network, and
comprising:

means in a first data processor of the network for
causing an item of data to be copied to a second data
processor of the network;

means in the second data processor for testing for
the presence, in the item, of data of a characteristic
form indicative of validity or invalidity of the item and
on the basis of that test generating a validity signal
indicative of whether such data has been detected in the
item; and

means for transmitting the validity signal to the
first data processor.

10. A data processing system as claimed in claim 9,
wherein the second data processor includes storage means
for storing a set of information defining data of a
plurality of characteristic forms indicative of
invalidity.

11. A data processing system as claimed in claim 9,
wherein the second data processor includes storage means
for storing a set of information defining data of a
plurality of characteristic forms indicative of validity.

Trend Micro, Inc.
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12. A data processing system as claimed in claim 9,
wherein the first data processor has no access to a set

of information defining data of characteristic forms.

13. A data processing system as claimed in claim 9,
wherein the first data processor includes means for
accepting a command to check for the presence of data of
the characteristic form(s) in an item of data and, in
response to such a command, checking for the presence of
such data in the item.

14. A data processing system as claimed in claim 9,
comprising at least three data processors connected as a
network and means for causing an item of data to be
copied to the said second data processor from any other
data processor of the network for testing for the
presence of data of the characteristic form(s) in the

item.

15. A data processing system as claimed in claim 9,

wherein the first data processor is a workstation.

16. A data processing system as claimed in claim 9,
wherein the second data processor is a file server.

17. A data processing system as claimed in claim 9, for
carrying out the method of any of claims 1 to 6.

Trend Micro, Inc.
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Description
Technical field of the invention

[0001] The inventicn relates to a mathod and system
to control the content of computer files, e.g. centaining
text or graphical data. More specifically, a methed and
system is described for checking and managing the se-
curity status and the content of computer files on a lecal
computing device in a network environment.

Background of the invention

[0002] Intoday's world, computers are widely spread.
Very often, especially in business environment, they are
intercannected in small or larger netwarks. As software
and data often are an important part of the investment
goods of both private persons and firms, it is important
to protect single computing devices and complete net-
works and their workstations against attacks from virus-
es, trojan horses, worms and malicious software. An-
other problem is related to the amount of files containing
undesirable content such as explicit adult content.
These files are often received on local computing devic-
es uninvited and unwanted,

[0003] Ta sclvethe security problems associated with
viruses, virus protection systems, also called virus
checkers, have been developed. Some examples of
conventional virus checkers are Norton AntiVirus, McA-
fee VirusScan, PC-cillin, Kaspersky Anti-Virus. Most of
these conventional virus protection software packages
can be configured so that they are centinuously running
in the background of the computing device and provid-
ing continuous protection. These virus protection sys-
tems compare codes of new or amended scftware with
fingerprints {e.g. parts of code introduced in files by the
viruses) of well known viruses. Cther virus protection
systems compare codes of all data available on the
computing device. This leads tc the use of a significant
amount of central processing unit (GPU) time, which lim-
its the capacity of the computing device for perferming
other tasks. Furthermore, the working principle of these
virus checkers makes these software packages work
rather reactive than proactive, as the fingerprint of the
virus needs to be known in order for a virus scanning
program to recognise it. This implies that the database
of fingerprints needs to be updated very regularly in or-
der to be secured against relatively new viruses. Con-
sequently, the secure state of the computer is not only
depending on external factors like the accuratenass with
which fingerprints of new viruses are made available by
the suppliers of virus protection software packages, but
also on the sense of duty of the user regarding perferm-
ing updates regularly. if updates are provided centrally
from a server automatically, then network capacity is re-
duced as these virus updates must be sent to each
waorkstation.

[GO04] In a netwark envircnment, the preblem of up-
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dating such a database of fingerprints becomes signifi-
cantly more important, as it implies that the responsibil-
ity is put to all users, who all have to update their virus
checker database. Alternatively, the virus scanning
coufd be performed by a central server, thus iimiting the
updating for new fingerprints to the central server. Nev-
ertheless this implies that a large amount of data needs
lo be transferred over the network on a regular basis
thereby utilising large amounts of expensive network
bandwidth and possibly (depending on the number of
clients for the server) cverleading the network or server
capacity for other activities.

[0008] In order to limit the amount of CPU time used,
additional techniques have been developedto speed up
the virus scanning process. These very oftern include
hashing of the content of files. Hashing is one example
of application of a "one-way-function”. A one-way-func-
tion is an algorithm which when applied in one direction
makes the reverse direction aimost impossible to per-
farm. A ene-way-function generates a value such as a
hash value by a caleulation on the ¢content of a file and
can uniquely fingerprint this file if the one-way-function
is complex enough to avoid duplicate values from differ-
entfiles. The uniqueness of a hashing function depends
on the type of hashing function that is used, i.e. the size
of the digest that is formed and the quality of function.
Geod hashing functions have the fewest collisions in a
table, i.e. the chance of providing the same hash value
for different files is the smallest. As mentioned, this is
also determined by the size of the digest, i.e. hash value,
that is calculated. If e.g. a 128-bit digest is used, the
number of possible different values that can be obtained
is 2128,

[0006] it is known to use hashing for virus checking,
possibly in a network environment. Typically, a hash of
an application selected to run on a local computer is cal-
culated, a stored hash from a database on a secured
computer is retrieved on the lecal computer, whereby
the secured computer can be a secured part of the local
computar or a network server, and both values are com-
pared. If there is a match, the application is executed, if
there is no match, a security action is performed. This
security action comprises loading a virus scanner on the
local computer. It may also comprise aierting the net-
work administrator. Furthermore it ts also known to use
this for differentiating accessibility te software from dif-
ferent workstations and as a way of checking whether
software is iicensed.

(0007} It is also known to use hashing in a method of
identifying rogue software on a computer system or de-
vice. The method typically is applicable in a network en-
vironment. A hash value of & software application to be
executed is calculated, this hash value is transferred to
a server and compared with previcusly stored values.
One of the essential features is that the method uses a
database on a server, the server being a server with a
large number of clients. The database on the server
thereby is buiit up by adding information by different cli-
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ents so that most software applications and their corre-
sponding fingerprints are already stored in the data-
base. The database is built up by checking software ap-
plications on authenticity with the cwners cf the appli-
cation. If this is not possible, the system is alsc able to
give a heuristic result, evaluating the occurrence of this
application on local computers from other clients.
[0008] Mothods for scnding an clectronic file by elec-
tronic mail, i.e. e-mail, including a file content and mes-
sage content identifier are known. Depending on the
message content identification, the message is deliv-
ered to a customer or not. The methed may be used to
organise e-mail delivery, but it has the disadvantage of
being focussed on e-mail delivery and it does not allow
to secure all files in a network.

[0008] Meonitoring of electronic mail messages, to pro-
tect a computer system for protection against virus at-
tacks and unsalicited commercial e-mail (UCE} is also
known. Such a system is preferably installed on a maii
server ar an Internet Service Provider and checks spe-
cific parts of e-mails by calculating a digest and comipar-
ing it with stored digest values of e-mails previously re-
ceived. In this way it is determined whether the e-mail
has an approved digest or whether the e-mail is UCE cr
containg a e-mail wormn. The system has the disadvan-
tage that it is focussed on e-mail viruses and SPAM and
that it does not allow to check all data files or executable
files which are possibly infected, e.g. byfiles copied from
external memory storage means like floppy disks or
CD-ROMs or by e.g. Trojan horses.

[0010] Contrelling the execution of software on differ-
ent workstations according to certain policy rules by a
network server is known, whereby an improved compu-
ter security system is obtained, by classifying software.
It is suggested that this classification can be based on
several forrns of data one of which is e.g. the hash val-
ues of software data. This typically is performed by the
calcuiation of hash values of a program if it is selected
for lpading and executien, and comparisen of the hash
value with a trusted value to determine the rule of exe-
cution. The classification also may be based on a hash
of the content, a digital signature, the file system or net-
work path or the URL zone.

[0011] The above mentioned metheds and systems
describe the use of hashing functions to check whether
software applications are authentic orto regulate the ex-
ecution of software applications. Nevertheless the prob-
lem of virus scanning all new files in a network using a
conventional virus scanner whereby the necessity of up-
dating the database of fingerprints of a conventional vi-
rus scanner on every local computer is limitedis not dis-
cussed.

Summary of the invention
[6012] It is an object of the present invention to pro-

vide a system and a method for identifying the centent
of files new on local computing devices in a network
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while limiting the necessity of updating the informalicn
needed by a content identifiar on every local computing
device,

[0013] itisan advantage of the presentinvention that,
if the invention is used as a virus checker, the security
level is further increased as the database of fingerprints
of a conventional virus scanner does not have to be up-
dated on every local computing device.

[0014] It is a specific advantage of the present inven-
tion that the content of a file new to a network is only
identified once for the whole network.

[0015] It is furthermere a specific advantage of the
present inventicn that the total processor {CPU)
processing time in the network and the amount of net-
work traffic is reduced.

[0016] The above described object and advantages
are obtained with a method and system of content iden-
tification in a network according to the present invention.
[0017] The methodforidentifyingthe contentof adata
file in a network environment is used for a netwerk hav-
ing at least one local computing device linked to a re-
maining part of the network environment including a
central infrastructure. The method and system compris-
es calculating a reference value for a new file on one of
said at least one local computing devices using a one-
way-function, transmitting said calculated reference val-
ue to said central infrastructure, comparing said calcu-
lated reference value with reference values previously
stored within the remaining part of the network environ-
ment.

[0018] The method further comprises, after compar-
ing, deciding that the content of the new file is already
identified if a match between said calculated reference
value and a previously stored reference value is found
and retrieving the corresponding centent attributes; or
deciding that the content of the new file is not yet iden-
tified if no match between said calculated reference val-
ue and any of the previously stored reference values is
found, followed by said central infrastructure identifying
the content of said new file and determining content at-
tributes corresponding with the content of the new file
and storing a copy of said content attributes, after de-
ciding, triggering an action on said local computing de-
vice in accordance with said content attributes.

[0019] In the method for identifying the centent of a
data file in a network environment, the reference value
may be a hash value. The reference values previously
stored may be stored within the central infrastructure. In
the method and system for identifying the content of a
data file in a network environment, identifying the con-
tent of the new file may comprise scanning the new file
for viruses using an anti-virus checker means on a cen-
tral infrastructura.

[0020] The method may furthermore comprise trans-
ferring the new file from the local computing device to
the central infrastructure before said identifying the con-
tent of said new file is performed. Furthermore it may
comprise storing a copy of the new file on the central
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infrastructure after transferring the new file from the lo-
calcomputing device to the central infrastructure. An ad-
dress of where the file is stored may be stored together
with the hash value, as to be able to quickly track copies
of the files stored on the central infrastructure.

[0021] Inthe method of the present invention, trigger-
ing an action on the local computing device in accerd-
ance with said content attributes may comprise replace-
ment of the new file on the local computing device with
a copy of a previous version of said new file. Further-
more, iriggering an action enthe local computing device
in accordance with said content attributes may also
comprise replacement of the new file on the local com-
puting device with another version of said new file re-
stored from the remaining part of the network environ-
ment.

[0022] The method of the present invention further-
more may comprise sharing the new file on the local
computing device te the central infrastructure before
said identifying the content of said new file is performed
and whereby said identifying the content of said new file
is performed by remotely identifying the content over the
network environment. The method may comprise
checking the functioning of the local agent on the local
computing device.

[0023] Furthermore, triggering an action on the locai
computing device may be performed after transmitting
the content atiributes corresponding to the new file o
the local computing device.

[0024] In the mathod for identifying the content of a
data file in a network environment, identifying the con-
tent of the new file may comprise cne or more of the
group of scanning for adult cantent, scanning for Self
Premotional Advertising Messages or Unsolicited Com-
mercial E-mail (UCE)} and scanning for copyrighted in-
formation. The method may further relate to a method
and system for providing a contentfirewall, whereby one
lecal computing device is connected to the external net-
work, which may e.g. be the internat, and the one local
computing device is alse connected to the network en-
vironment formed by the remaining local computing de-
vices. The one local computing device thus links the net-
work environment with an external network and is the
only computing device that is directly connected to
sources external from the network environment. The lo-
cal computing device thus acts as a content firewall as
lo protect the network envirenment from attacks origi-
nating from places in the external netwark. The local
computing device may act as a content firewalt working
in a promiscuous way, i.e. whereby the local cemputing
device acts as a content firewall that sces all traffic pass-
ing by, executes the hashing and comparing functions
and contacts the agents to enforce a policy.

[0025] The method may be specifically related to a
methodfor checking the security status of a network and
its components. In this embodiment, a methoed for de-
termining the security status of a data file in a nefwork
environment is used in a network having at least one
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iocal computing device linked to a remaining part of the
network environment including a central infrastructure.
The method comprises calculating a reference value for
a new file on one of the at least ona lecal computing
devices using a one-way-function, transmitting said cal-
culated reference value to said central infrastructure,
comparing said calculated reference value with refer-
ence values previousiy stored within the remaining part
of the network environment and after comparing, decid-
ing that the security status of the file has already been
checked if a match between the calculated reference
value and a previously stored reference value is found
and retrieving the corresponding security status; or de-
ciding that the security status of the new file is not yet
identified if no match between said calculated reference
value and any of the previously stored reference values
is found, followed by said centralinfrastructure checking
the security status of the new file and determining the
security status corrasponding with the new file and stor-
ing a copy of the security status, followed by

after deciding, triggering an action on said local comput-
ing device in accordance with the security status of the
new file. This action may be e.g. making the file inac-
cessible for the user of the local computing device and
for other users in the network or restoring the infected
file.

[0026] The methods described above may be trig-
gered by an action performed on the local agent. The
triggering by an action performed on the local agent may
be e.g. running an application or opening a file.

[0027] The invention also relates to a method for al-
tering a system for identifying the content of a fite in a
network environment according to the systems de-
scribed above, the network environment comprising
means for calculating a one-way function, at least one
local computing device linked to a remaining par of the
network environment including a central infrastructure
and means for identifying the content and, the method
comprising altering said means for identifying the con-
tent or said means for calculating a one-way functior,
scanning the remaining part of the network environment
for reference values calculated with a one-way function
and for each of the reference values, requesting a file
that corresponds with said reference value from said
network environment, sending the flle to means foriden-
tifying the content, identifying the content of said file and
determining content attributes corresponding with the
content of the file and storing a copy of said content at-
tributes, sending the content attributes to every local
computing device containing the file and after sending;
triggering an action on said local computing device in
accordance with said content attributes. Altering of a
system for identifying the content of a file in a network
environment may be triggered by the introduction of a
new one-way function to calculate reference values or
may be also triggered by the updating of the means for
identifying the content of the files. The methad may be
used to scan only part of the hashing keys in the remain-
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ing part of the network environment, e.g. hashing keys
of files of which the content is identified after a certain
date, as to minimise the acticns to be perfarmed. The
date of the previous cantent identification may be re-
trieved from the content attributes.

[0028] The reference values may be hashing values,
The means for identifying the content may be an anti-
virus checker means, a means for scanning for adult
content, a means for scanning for Self Promotional Ad-
vertising Messages or a means for scanning for copy-
righted information. Triggering an action on the local
computing device in accordance with said content at-
tributes may comprise replacement of the file on the lo-
cal computing device with another version of the file re-
stored from the remaining part of the network environ-
ment or may comprise replacement of a file with a copy
of a previous versian of the file or may comprise putting
the file in quarantine or removing the file.

[0029] The invention is also related to a computer pro-
gram product for executing any of the abave described
methods, when executed on a network. The invention
furthermore relates to a system for identifying the con-
tent of a file in a network environment, said network en-
virenment comprising at least one local computing de-
vice linked to a remaining part the network environment
whichincludes a central infrastructure and, said remain-
ing part including a stored database, whereby the sys-
tem comprises means for calculating a reference value
for & new file on said local computing device using a
one-way-function, means for transmitting said calculat-
ed reference value to sald central infrastructure and
means for comparing said calculated reference value
with previously stored reference vaiues from the data-
base. The system furthermore comprises means for de-
cidingwhether the content of the new file is already iden-
titied based on comparison of said calculated reference
vatue and reference values previously stored within the
remaining part, means located on the central infrastruc-
ture, for identifying the content of the new file and as to
assign centent attributes if the new file has not been
identified yet and means for storing said content at-
tributes within the remaining part, and means for trigger-
ing an action on said local computing device in accorg-
ance with content attributes for said new file.

[0030] In the systom according to the present inven-
tion, the means for identifying the content of a file may
comprise an anti-virus checker means on said central
infrastructure. Furthermore, means for storing a copy of
the new file within the remaining part. The means for
identifying the content of a file may comprise one or
more of the group of means for scanning for adult con-
tent, scanning for Self Prormotional Advertising Messag-
es and scanning for copyrighted information.

[0031] The invention may also relate to a machine
readable data storage device, stering the computer pro-
gram product for executing any of the above described
methads, when executed on a network. Furthermore,
the invention may also relate to the iransmission of the
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computer program product for executing any of the
above described methods.

[0G32] Although there has been constant improve-
ment, change and evolution of methads of virus scan-
ning and centent identification of data files, the present
concepts are believed to represent substantial new and
novel improvements, including departures from prior
practices, resulting in the provision of more efficient, sta-
bte and reliable metheds of this nature.

[0033] These and other characteristics, features and
advantages of the present invention will become appar-
ent from the following detailed description, taken in con-
junction with the accompanying drawings, which illus-
trate, by way of example, the principles of the invention.
This description is given for the sake of example only,
without limitingthe scope of the invention. The reference
figures quoted below refer to the attached drawings.

Brief description of the drawings
[0034]

Fig. 1 is a schematic representation of a computer
network

Fig. 2 is a schematic representation of a central in-
frastructure and its basic software components
Fig. 3is a schematic representation of a local agent-
driven content identification process.

Fig. 4 is a schematic representation of a metabase-
driven content identification process.

Fig. 5 is a schematic representation of a computer
network to which the content firewall system and
method can be applied.

[0035] Inthe different figures, the same reference fig-
ures refer to the same or analogous elements.

Description of illustrative embodiments

[0036] The presentinvention willbe described with ra-
spect to particular embodiments and with reference to
certain drawings but the invention is not limited thereto
but only by the claims. The drawings described are only
schematic and are nen-limiting. In the drawings, the size
of some of the elerments may be exaggerated and not
drawn an scale for illustrative purposes. Where the term
“comprising” is used in the present description and
claims, it does not exclude other elements or steps.
[0037] Furthermore, the termns first, second, third and
the like in the description and in the claims, are used for
distinguishing between similar elarnents and not neces-
sarily for describing a sequential or chronological order.
It is to be understood that the terms so used are inter-
changeable under appropriate circumstances and that
the embodiments of the invention described herein are
capable of operatian in other sequences than described
or illustrated herein.

[0038] In this description, the terms "file", "program”,
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‘computer file", "computer program", "data file" and "da-
1a" are used interchangeably, and any one use may im-
ply the other terms, according to the context used. The
terms "hash" and "hashing" will be used as examples of
the application of ene-way-functions but the present in-
vention is not limited te a particular form of one-way-
function.

[0039] The term “"computing device" should be inter-
preted widely to include any device capable of carrying
out computations andfor execuling algorithms. A com-
puting device may be any of a laptop, workstation, per-
sonal computer, PDA, smart phone, router, network
printer or any other device which has a processor and
can be connected to a network such as e.g. faxing de-
vices or copiers or any dedicated electronic device such
as a so-calfed "hardwarce firewall" ar a madem.

[0040] The method and system to secure and control
a network by identifying the content of each new file in
the network can be used on any type of network. This
may be a private netwerk which may be a virtual private
network, a local area network (LAN) or a wide area net-
work (WAN). This may also be within a part of a public
wide area network such as the internet. If a part of a
public wide area network is used, this may be parformed
by remotely providing the method and system for iden-
tifying the content of each file by a service provider using
an ASP or XSP business model, wherein the central in-
frastructure is provided to a paying client aperating a
local computing device. An exemplary network 10 is
shown in figure 1, showing several local computing de-
vices 50a, 50b, ... , 50i and a central infrastructure 100,
also called a server. The number of local computing de-
vices 50 connected to the network 10 is not limiting for
the methed of securing and centrolling a network 10 ac-
cording to the current invention. In business environ-
mentthis number of local computing devices 50 typically
ranges from a few to a few thousands. The method and
system for identifying the content of each new file
present in the network 10 may be used with many dif-
ferent operating systems such as Microsoft DOS, Apple
Macintosh OS, ©S/2, Unix, DataCenter-Technologies’
Operating Systems, ...

[0041] In order to provide a quick methed of securing
and determining content identification of files, the meth-
od and system according to the present invention will
determine hash values of new files present on the lecal
computing devices 50, compare them with previously
storedhash values andfile information on acentral serv-
er and determine the content of files new to the network
10 using a content identifying engine on the central in-
frastructure 100, The content attributes describing the
content of a new file are then sendto the local computing
device 50 where an appropriate action is performed. it
is also pessible that the content attributes are not sent
to the local computing device 50 butthatthe appropriate
action is triggered from the central infrastructure 100.
MNew files typically are files wherein new content has
been generated on a lacal computing davice 50 orwhen
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an external file has been received. The wording "fiie"
may refer to data as well as to software applications,
also called software.

[0042] The central infrastructure 100 contains a data-
base, alsc called metabase 110, which contains a
record for every hash value that is calculated for a file
that already exists on cne of the local computing devices
50. Besides the hash value, this record also contains a
number of other fieids. in these fields, file source infor-
mation is stored. The file source information corre-
spanding with a specific hash value includes the file
name, a iist of iocal computing devices 50 where the
files that correspond to this hash value are residing on,
including the path to the file on the file system of the
local computing devices 50 and the date of last modifi-
cation. An exampie of file source information for a spe-
cific file is given in Table 1.

Table 1
Filename Myexampleword.dog
Path cidata\
Assetname | PCmarketingQ0+1
ModDate 23/4/2002

[0043] In afurtherfield, a list of content attributes that
identifies the type of content that is enclosed by the file
is stored. The content attributes can e.g. refer to a file
that contains a virus, a file that is a copyrighted MP3
audio file, afile that is a copyrighted video file, a file that
Is a picture, a file that is a picture that might contain aduft
content, afilethatis a Self Prometional Advertising Mes-
sage (SPAM), afile that is a HCAX, a file containing ex-
piicit lyrics or a file containing pieces of executable cede,
This list is not limiting.

[0044] The central infrastructure 100 furthermore
contains a content identification engine 120. This can
be a software application 130 or a set of software appli-
cations 130a, 130b, 130¢, 1304, ... that use the content
of a file te determine which type of centent the file con-
tains. These software applications may be various :

- avirus scanner: this is a piece of software that
scans the content of the presented file and com-
pares it with a database of known fingerptints of vi-
ruses. This can be any conventional virus scanning
software like e.g. Norton anti-virus by Symantec
Corporatian, McAfee by Network Associates Tech-
nologies Inc., PC-cillin by Trend Micre, Kapersky
Anti-Virus by Kaspersky Lab, F-secure Anti-Virus
by F-Secure Corporation, ...

- anadult content in pictures scanner : this is a piece
of software that scans the content of the presented
file for the presence of shading, colors, textures that
might represent adult content. Scanning pictures for
aduit content is already known. Content adult can
e.g. be determined by the amount of nude that is
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shown. Skin tones have hue-saturation values that
are in a specific range. Therefore, if an image is
scanned, it is possible to determine the amount of
pixels having a skin tone character and to compare
it with the total number of pixeis. The ratio of skin
tone pixels to the total number of pixels allows to
determine a ratio of possible adult content in an im-
age. Thresholds often are introduced so¢ that imag-
es can be classified according to their possible adult
content. In similar way, video imagas can be cate-
gorised, whereby the video is split into its different
frames and wherein the images are categorised ac-
cording to the above method,

- A scanner for internet content ratings : A piece of
software that scans objects for adult content based
on the PICS, i.e. the Platform for Internet Content
Selection, label system. On voluntary basis, inter-
net centent providers can provide internet objects
with a PICS rating determining the aduit content in
the internet object. This PICS rating is stored in the
meta data of the chject. This data normally is not
visible to the viewer of an internet abject. The rating
systems is well known and an example of a scanner
for internet content ratings is provided in the Net-
scape web browser for scanning the content of web
pages.

- A scanner for scanning an object for explicit lyrics
which may indicate adult content. This is known for
both text files and audio files. Audio files are first
transferred to text files. Subsequently, the text files
are scanned and compared with databases which
contain explicit lyrics.

- a SPAM-engine: A piece of software that scans the
content of e-mail messages for the presence of un-
alleged SPAM. Algorithms to recognize SPAM area
already known. These are typically based on de-
composing the text in an electronic mail message,
associating statistics with the text using a statistical
analyzer and coupling a neural network engine to
the statistical analyzer to recegnize unwanted mes-
sages based on statistical indicators.

Other examples of software applications that could be
used in the content identification engine 120 are e.g. en-
gines that scan for copyrighted content and that com-
pares the content of the file to a database of copyrighted
information, etc. In some adoptions, a human operator
can pursue the role of content identification engine 120,
where he manually tags a file with a content identifica-
tion aftribute. When the content identification engine
120 is activated, it will take a file from the local agent as
input and produce a set of attributes that represent the
detected content.

[0045] The content Identification engine 120 wili thus
be constructed as a piece of software aggregating the
functionality of a set of third party engines.

[0046] In afurtherembodimentof the invention, a sys-
tem and method in accordance with lhe above embod-
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iment is described whereby the record corresponding
with a specific hash value stared in the metabase 110
ailso comprises a field wherein the lecation of the file on
the central infrastructure 100 corresponding with the
hash value Is stored. In this embodiment, a copy of all
different files present on the local cemputing devices 80
in the network 10 is stored on the central infrastructure
100. So, the central infrastructure 100 of this embodi-
ment also camprises a large amount of storing space.
This preferably is a secured part of the central infrastruc-
ture 100, not directly connected to the network 10 so
that these identical copies of the files present on the lo-
cal computing devices 50 can be used in case the files
on the lecal computing devices 50 are corrupted e.g. by
a virus.

[0047] The hash value of the files are catculated using
a hashing function. A hashing function typically is a one
way function, i.e. given the digest, it is at least compu-
tationaly prohibitive te reconstruct the original data. Dif-
ferent types of hashing functions couid be used : MD5,
SHA-1 or ripemd all available from RSA Data Security
Inc., haval which is designed at the University of Wol-
longaong, snefru which is a Xerox secdre hash function,
elc.. The hashing functions most often used are MD5S
and SHA-1. The MD5 algorithm takes as input a mes-
sage of arbitrary length and produces as cutput a 128-bit
"fingerprint" or "message digest" of the input. it is con-
jectured that it is computationally infeasible to produce
two messages having the same message digest, orto
produce any message having a given pre-specified tar-
get message digest. The MDS aigorithm Is Intended for
digital signature applications, where a large file must be
‘compressed' in a secure manner before being encrypt-
ed with a private (secret) key under a public-key cryp-
tosystem. The MD5 algorithm is designed to be quite
fast on 32-bit machines. In addition, the MD5 algerithm
does not require any large substitution tables; the algo-
rithm can be coded quite compactly. An alternative
hashing function SHA-1, i.e. Secure Hashing Algorithm
- 1, is a hashing aigotithm generating a 160-bit hash.
Newer versions of this algorithm also provide bit lengths
of 256 and 512.

[0048] Inthe above mentioned embodiments describ-
ing a method and systern to secure andfor control the
network 10, a local agent is installed on the local com-
puting device 50. The local agent is a piece of software
that is running on a local cornputing device 50 and that
performs certain algorithms and procedures. The local
agent on the local computing device 50 is triggered typ-
ically in situations where new content is being generated
on local eomputing devices 50. In order to avoid unnec-
essary hash value calculations and data transfer, a pol-
icy is setup to detemrmine which actions will trigger the
local agent and which actions do not trigger it. If e.g. a
text document is being created, it is not necessary to
check the file every time the document is saved. The
policy for such a type of documents would preferably be
that the documenlis checked e.g. if the file is both saved
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and closed. Some examples of actions which could trig-
ger the local agent and thus start the content identiflca-
tion process are opening or receiving e-mail messages,
opening or receiving e-mail attachments, running exe-
cutable fifes, running files with dll or piff extension ... Ap-
plying this policy thus allows to prevent from continu-
ously checking and scanning of documnents leading to a
limitation of the number of unnecessary hash calcula-
tions and content identification operations and thus lim-
iting the unnecessary use of CPU time and load on the
network traffic. The method and system of content iden-
tification is not limited due to the type of application In
which the file is made.

[0049] The content identification process can be ei-
ther triggered by the local agent on the local computing
dovice 50 or It can be triggered by the central infrastruc-
ture 100. The latter process typically occurs in situations
wherein naw algorithms or tools are being used for con-
tent identification. Such new aigorithms or tools can ei-
ther be optimised algorithms and tools or previously un-
installed tools. Some examples of these tools, without
restricting to these functions, could be virus checking,
checking whether a file is a copyrighted MP3 Audio File,
checking whether a file is a copyrighted Videc File,
checking whether a file is a picture that might contain
adult content, checking whether a file is tagged as being
SPAM or HOAX, checking whether a file contains ex-
plicit lyrics er checking whether afile contains copyright-
ed pieces of executable code. Updating of these tools
may influence the status of the files and thus may in prin-
ciple influence the corresponding records in the meta-
base 110. Therefore, depending on the type of update
of the content identification means 120, it may be inter-
esting to update the corresponding recerds.

[0050) [n & specific embodiment, the method relates
to a virus checker for a network environment. The net-
works 10 on which this method can be applied are the
same as those described for the previous embodiments.
The local agent calculates the hash value of a new file
on the local computing device 50. This new file may
comprise new content generated on the local computing
device 50 or an external file which is received on the
local computing device §0. The hash value of the new
file and the corresponding file information then is sent
te a central infrastructure 100, also called server, where
it is compared to previously stored hash values corre-
sponding with files that are already present on the dif-
ferent local computing devices 50 of the network 10.
This comparison allows to check whether the file is new
or not in the entire network 10, Alternatively, the hash
value may also be first compared with a local database
of hash values and file information corresponding with
the files present on that particular lecal computing de-
vice 50 and subsequently, if the file has been found not
yet present on the local computing device 50, the hash
value and the corresponding file information may be in-
terchanged with the central infrastructure 100 so it can
be checked whether the file is new or not in the entire
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network 10. Although transferring the file information
and the hash value of every new file only corresponds
with a very small fraction of the network traffic for a con-
ventional central virus checker, this alternative could re-
duce the netwerk traffic used for virus checking even
further. If a hash value has been identified as new on
the network 10, the metabase agent triggers the local
agent to transfer the file corresponding with the new
hash value from the lecal computing device 50 to the
central infrastructure 100. The transferring of the file
may be performed in a secured way, i.e. the file may be
transferred such that it cannot be influenced by a virus
present at a network connection or guch that, it if con-
tains a virus, this cannot be spread over the whole net-
work 10. Te obtain this, a known secure transmission
route, a tunnel and/or known session ecryption/decryp-
tion techniques may be used. A conventional virus
checker, installed and updated on the central infrastruc-
ture 100then checks the file for viruses. This can be any
conventional virus checker like e.¢. Norton anti-virus by
Symantec Corporation, McAfee by Network Associates
Technologies Inc., PC-cillin by Trend Micro, Kapersky
Anti-Virus by Kaspersky Lab, F-secure Anti-Virus by
F-Secure Corporation, ...

[0051] A specific advantage of the above described
emboediments in the current invention is that the virus
scanning software does not need to be updated on eve-
ry local agent but that this is restricted 1o updating of the
virus scanning software of the central infrastructure 100.
In this way the security level of the network 10 is in-
creased significantly as the security does not depend
on the punctuality of the different users of the network
10 to update their virus scanning software. If the
scanned file has ne virus it will be marked in the meta-
base 110 as being a virus free file. [fthere is a virus found
in a file the file will be marked as dangerous. A query
will happen to the metabase 110 to find all files over the
network 10 having the same corrupted hashing key. The
result is a list of files with path, and assetname where
the file is located. This information can be used to do
actions to eleminate the danger of found viruses on ail
local computing devices 50, i.e. all warkstations, from
the complete network 10. In this way proactive virus
scanning can be performed on other local computing de-
vices 50, based on a virus detection on a first local com-
puting device 50. Depending the policy defined for virus
checking, the virus engine will inform an agent installed
on the affected system to remove the file and if possible
replace with either a recavered version delivered by the
virus engine located on the central infrastructure 100,
or a previous version of the file which didn't have the
virus yet. The latter can be done easily by searching the
metabase for a previeus version of that file, or it can be
performed by searching an uninfected version on anoth-
er local computing device 50. If an uninfected versian
cannot be retrieved from either another local computing
device 50 or the metabase residing on 100, the virus
scanner should have a feature which allows it to save a
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new disinfected copy cof the file on the central infrastruc-
ture 100. These advantages are also present for other
content identifying packages.

[0052] in an alternative embodiment, if a file having a
new hash value has been identified in the network 10,
instead of transferring the file to the central infrastruc-
ture, the file may be automatically shared locally and a
remotie checker then may transfer a file-systern which
aliows to ¢check the flle across the network 10 using the
file sharing. The cantent tagging still is performed by the
server. In order to improve security, the accessibility to
the shared file is restricted to the server. Furthermore,
a java applet could be transferred to the local agent to
allow checking other files.

[0053] The previous embodiments are an improve-
ment over a central virus checker which scans local
computing devices 50 through the network 10. This is
only possible if the local drives, e.g. CA, D\, ..., are
shared. Besides the dangers of sharing with respect to
security, the local user also easily can change the local
sharing properties thereby preventing the remote
checker from checking the files. This is at least partly
avoided with the current invention as changing the net-
work 10 sharing propertiss doas not influence the oper-
ation of caleulating the hash value of new files and send-
ing it to the central infrastructure 100,

[0054] Another advantage is that it saves CPU time
on the local computing device 50 as the CPU does not
have to keep doing virus checking, it only has to calcu-
late a one way function. It alse saves network time : the
administrating server does not have to update the virus
checkers on the lecal computing devices 50 with virus
updates, as a single central virus checker only is used
and updated.

[0055] Fig. 3 shows a method 200 of the content iden-
tification process triggered by the local agent on the lo-
cal computing device 50 according to the above men-
tioned embodiments. The different steps that cccur dur-
ing the process, both on a lecal computing device 50
and on the ¢entral infrastructure 100 are discussed.
{0056] The content identification process is based on
continuously scanning for new data or applications on
the local computing device 50 by the local agent. This
scanning for data and applications is limited by the pal-
icy rule for determining when the local agent should be
triggered, as described above. If a "new" file has been
detected the method for securing and controlling the
network 10 by content identification of naw files is initi-
ated. Thisis step 210. Method 200 then proceeds to step
212,

[0057] In step 212, a hash value of the "new" file is
calculated using a hashing function like MD5 or SHA-1.
This calculation is performed by using some CPU time
of the locai computing device. Nevertheless, the amount
of CPU time used is drastically smaller than the CPU
time that would be necessary if e.g. a conventional virus
checker was used to check the file an the local comput-
ing device 50. Method 200 then proceeds to step 214.
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[0058] In step 214, the hash value and the file source
information is transferred from the lacal agent to the een-
tral infrastructure 100 of the network 10. If necessary,
this transfer can be a secured transfer, whereby it is
avoided that a virus which is positioned on a network
cannection changes both the file source information or
the hashing key during transport of this data. Such a se-
cured transmission can be made over a known secure
transmission route, via a tunnel, ¢r using known session
ecryption/dacryption techniques.

[0059] In step 216, the hash value is compared with
the data already present in the metabase 110. As inthe
metabase 110, the hash values and file seurce informa-
tion of all old files - i.e. every fila that has been present
an the network 10 and that is not “new" as described
above - present in the netwark 10 are stored, it is pos-
sible to check whether the file aiready is present in the
network 10. Therefore, if the hash value has been iden-
tified as new, this implies that the file is "new" for the
whole network 10. If the file is new, methad 200 pro-
ceeds to step 218. If the hash value is not new, this
means that somewhere on a lecal computing device 50
inthe network 10, the file does already exist. Inthis case,
there already exists content attributes describing the
content of the file. Method 200 then proceeds to step
224,

[0060] Instep 218 the metabase agent triggers the lo-
cal agent to transfer the file corresponding with the new
hash value from the lacal computing device 50 to the
central infrastructure 100. The transferring of the file
may be performed in a secured way, i.e. the file may be
transferred such that it cannot be influenced by a virus
present at a network connection or such that, it if con-
tains a virus, this cannot be spread over the whole net-
work 10. To cbtain this a known secure transmission
route, a tunnel and/er known session ecryption/decryp-
tieh technigues may be used. Method 200 further pro-
ceeds to step 220.

[0061] instep 220thefileis loaded inthe contentiden-
tificatien engine 120 and the file is processed. For this
processing CPU time of the central infrastructure 100 is
used. The content identification engine 120 can com-
prise, as described above, a conventional virus checker,
a means for checking picture information, a means for
checking SPAM, etc. This can be a repetitive action
where mulitiple content identification engines ara called
in turn. Method 200 then proceeds to step 222,

[0062] In step 222 content attributes, which identify
the content of the file, are determined for the file. These
content attributes are then stored in the metabase 110,
thus allowing to identify the status of the file if, in future
operations, the file Is found 'new' on another local com-
puting device 50. Method 200 then proceeds to step
224. Depending on the embodiment used, a following
step may include the storing of the file on the central
infrastructure 130 and adding the path to this file to the
metabase 110. This step is not shown in figure 3.
[0063] In step 224 the content atiributes are sent to
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the local agent. Based on this content attributes, the lo-
cal agent performs an appropriate action in agreement
with the policy rule set for these content attributes. This
is performed in step 226. This can be e.g. deleting the
file if it was infected, replacing the file with a previous
version which was not infected, .... In a specific embod-
iment, the execution of appropriate actions based on the
policy rules are triggered by the agent of the metabasce
110, so that step 224 can be avoided.

[0064] The cantent policy is a policy that determines
what should be done with afile depending onthe content
attributes determined by the content identification en-
gine 120. The coentent policy can comprise actions such
as deleting the file, deleting the file and replacing it with
a previous version, copying the file onto another com-
puting device while leaving a copy on the originating
computing device, moving the file onto another comput-
ing device while deleting the original file on the originat-
ing computing device, legging the presence of the file,
changing the attributes of the fite like hiding it or making
it read-only, making the file unreadable, making the fiie
un-executable, etc. The content policy will be executed
by the local agent, e.g. when the content attributes are
received from the central infrastructure 100. The content
policy for that agent will be downloaded to the local com-
puting device 50 by the agent from a central policy in-
frastructure.

[0065] Fig. 4 shows a method 309 of the content iden-
tification process triggered by the content identification
engine 120 accerding to the above mentioned
embodiments . The different steps that occur during the
process, both on a locai computing device 50 and on
the central infrastructure 100 are discussed.

[6066] This process typically is used in situations
where new algorithms or toels are being used for con-
tent identification. Such new aigorithms or tools can ei-
ther be optimised algerithms and toeols or previously un-
installed tools, As mentioned earlier this may be regu-
lated by a policy : the triggering of the content identifi-
cation process may be determined by the type of new
algorithms and tools that are being used for content
identification.

[0087] Method 300 is initiated by change of the con-
tent identification engine 120, e.g. by providing new al-
gorithms or tools for the content identification engine
120.

[0068] In the first step 302 of method 300 upon trig-
gering, the metabase 110 is scanned for hash values
corresponding with hashing keys. Method 300 then pro-
ceeds to step 304.

[0069] In step 304, a file that corresponds with the
hashing key is requested. This file can be either request-
ad from the central sterage on the eentral infrastructure
100 or it can be requested from a local computing device
50. The local computing device 50 then gives permis-
sion to the gentral infrastructure 100 to upload the cor-
responding file. The path to the file cerresponding with
the hash value is available from the record correspond-
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ing with each hash value. If the record stores different
paths alt corresponding with acopy of thecorresponding
file, the agent an the central infrastructure 100 retrieves
one copy of the file, e.g. by scanning the paths listed in
the record until & local computing device 50 has been
found that is at that time connected to the network 10
and that allows uploading of the file. Mathod 300 then
proceeds to step 306.

[0070] OCnce the file has been retrieved, the file is sent
to the content identification engine 120. This is per-
formed in step 306. The upgraded content identification
engine 120 then scans the cantent of the file and pro-
duces content attributes corresponding with the file.
Method 300 further proceeds to step 308.

[0071] In step 308, the content attributes are stored
in the metabase 110, to allow in future security steps to
immediately identify the content of the files. Method 300
further proceeds to step 310,

[0072] In step 310, the content attributes are sent to
eveary local agent that resides on a local computing de-
vice 50 whereon the corresponding file is stored. The
paths can be found in the record of the cerresponding
hashing key stored in the metabase 110. In this step,
content attributes are send to every file for which a path
is mentioned in the record of the cerresponding hashing
key. Methed 300 proceeds to step 312,

[0073] Instep 312, the local agent on the correspond-
ing local computing devices 50 executes the policy ac-
cording to the content attributes and the according to
the lecal computing device 50.

[0074] ©One of the major advantages of the embodi-
ments of the invention is that a file new to the entire net-
work 10 only needs to be scannad once. If on another
local computing device 50, an identical copy of this file
is used, installed, opened or saved and closed, the file
will be recognised by the central infrastructure 100 as
being known to the network 10, in this way avoiding the
need to re-check the content of the file. This especially
is advantageous if the invention is used for networks 10
having a large number of local computing devices 50.
[0075] When operating, the method and system for
identifying the content of new files optionally can com-
prise checking 'the heartbeat' of the local agent at reg-
ular times, i.e. it can be checked whether the lecal agent
is still running on the lecal computing device 50. This
can avoid that a user locally shuts down the agent, thus
making the local computing device 50 vulnerable. If the
local agent has been shut down, the network adminis-
trator can be warned. Furthermore a warning message
could be send 1o the local computing device 50 thereby
warning the user of the local computing device 50. The
network administrator could alse put the local computing
device 50 in quarantine so that it can not damage other
local computing devices 50 in the network 10. Further-
more, the central agent can also try to rerun the local
agent.

{0076] In a similar way, the methed and system for
identifying the content of new files optionally can check

Trend Micro, Inc.

EX1007-189



19

at regular times whether the locai computing device 50
is still connected to the network 10. If the local comput-
ing device 50 is not connected o the network 10 any-
more, the local agent may further operate, storing hash-
ing keys of new files in a waiting list to ba checked once
the netwark connection is restered. In the mean time,
the corresponding files may be put in quarantine or de-
pending on the type of file e.g. may be prevented from
heing executed.

[0077] The above described embodiments may be
used as a content firewall for the different computing de-
vices connected to the external network. For every in-
coming/outgoing file, incoming/outgoing message orin-
coming/outgoing data frame, the content firewall caicu-
lates the hash, checks whether this is new, checks
whether it is tagged for specific content and enforces
the policy associated with the specific content.

[0078] Inafurther embodiment, another configuration
for using the present invention as a content firewall is
described. A schematic gverview of a computer network
wherein this method and system may be used, is shown
in Fig. 5. Only one reconfigurable firewall electronic de-
vice 50, such as a local computing device which may be
in the form of a dedicated reconfigurable firewall elec-
tronic device, is directly connected to an external net-
work 400 such as e.g. the internet, and the remaining
lecal computing devices 410, are not directly connected
to the external network 400, but grouped in a network
environment and only connected to the external network
400 by their connection to the electronic reconfigurable
firewall device.. The external network may be any pos-
sible network available. Itis a goal of the content firewall
as represented by the reconfigurable electronic firewall
device 50 to protect the network environment compris-
ing the remaining local computing devices 410 from at-
tacks originating from places and/or devices in the ex-
ternal network. The reconfigurable electronic firewall
device 50 50 either contains a lecal copy of the meta-
base or it can use a high speed secured netwoik to a
central infrastructure 100 which is part of the internal
network. This allows for fast queries through the meta-
base. During operation, the recenfigurable electronic
firewatl device 50 functioning as a content firewall per-
forms the following actions : the hash value of incoming
files or incoming messages orincoming data frames are
calculated. Subsequently, the calculated hash values
are compared with the metabase, which is either stored
locally or by using a high speed secured network, and
it is determined whether the incoming file, incoming
message or incoming data frame is new. Furthermore,
it is checked whather this file, this message or this data
frame is tagged for specific centent. Depending on the
specific content, a policy is enforcad which is associated
with the specific content. This pelicy may be to let it pass
through to its final destinaticon, to dreop it, to log it, to put
itin quarantine, ets. This system requires sufficient CPU
power, in crder not to slow dawn the network speed no-
ticeably.
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[0079] In the case where none of the local computing
devices connected to the network is equipped with a re-
movable device, i.e. allowing for non-scanned centent
to be opened or executed on that device, this is a very
secure and rmanagable setup.

[0080] Inanother embodiment of the invention, a sim-
ilar configuration for use of the present invention as a
content firewall in promiscuous mode is provided. The
content firewall thereby sees all traffic passing by, exe-
cutes the hashing and comparing functions and con-
tacts the agents to enforce a policy. The advantage of
this appreach is that there is no single peint of failure
and no bottleneck anymore and furthermore that still no
resources are used on the local computing devices for
calculating hashes. Furthermore, no bandwidth is used
for contacting the central metabase. The disadvantage
is that tocal agents need to be installed on all computing
devices of the internal network.

In accordance with the abave described embodiments,
the present invention includes a computer program
preduct which provides the functionality of any of the
methods according to the present invention when exe-
cuted on a computing device. Further, the present in-
vention includes a data carrier such as a CO-ROM or a
diskette which stores the computer product in amachine
readable form and which executes at least cne of the
methods of the invention when executed on a computing
device. Nowadays, such software is often offered onthe
Internet, hence the present invention includes transmit-
ting the printing computer product according to the
present invention over a local or wide area network.

Claims

1. Amethodforidentifyingthe content of afile ina net-
work environment, said network environment com-
prising at least ene local computing device linked to
aremaining part of the network envirenment includ-
ing a central infrastructure and, the method com-

prising

- calculating a reference value for a new file on
one of said at least one local computing devices
using a cne-way-function,

- transmitting said calculated reference value to
said central infrastructure,

- comparing said calculated reference value with
reference values previously stored within the
remaining part of the network envircnment,

-  after comparing,

- deciding that the content of the new file is
already identified if & match between said
calculated reference value and a previous-
ty stored reference value is found and re-
trieving the corresponding content at-
tributes; or
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-~ deciding that the content of the new file is
not yet identified if ne match between said
calculated reference value and any of the
previously stored reference values is
found, followed by said central infrastruc-
ture identifying the content of said new file
and determining content atiributes corre-
sponding with the content of the new file
and storing a copy of said content at-
tributes,

- after deciding, triggering an action on said
local computing device in accordance with
said content attributes.

A method according to claim 1, wherein the refer-
ence value is a hash value.

A method according to claim 1 or 2, wherein refer-
ence values previously stered are stored within the
central infrastructure.

A method according to the previous claim wherain
said identifying the content of said new file compris-
es scanning the new file for viruses using a anti-
virus checker means on said central infrastructure.

A method according to any of the previous claims
furthermore comprising transferring the new file
from the local computing device to the central infra-
structure before said identifying the content of said
new file is performed.

A methed according to claim 5, furthermore com-
prising storing a copy of the new file on the central
infrastructure after said transferring the new file
from the local computing device to the central infra-
structure

A method according t¢ any previous claim wherein
saidtriggering an action on said local computing de-
vice in accordance with said content attributes may
comprise replacement of the new file on the local
computing device with a copy of a previous version
of said new fite.

A methad according to any previous claim, wherein
saidtriggering an action on said local computing de-
vice in accordance with said content attributes may
comprise replacement of the new file on the local
computing device with another version of said new
file rastored from the remaining part of the netwerk
envirenment,

A method accordingtoclaim 1, 2, 3 or 4 furthermore
comprising sharing the new file on the local com-
puting device to the central infrastructure before
said identifying the content of said new file is per-
formed and whereby said identifying the content of
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said new file is performed by remotely identifying
the content over the network environment.

A method according to any of the previous claims,
wherein said triggering an action on said local com-
puting device in accordance with said content at-
tributes is performed after transmitting the content
aftributes corresponding to the new file to the local
computing device.

A method accorging to the previous claims wherein
said identifying the content of said new file compris-
es one or more of the group of scanning for adult
content, scanning for Self Promotional Advertising
Messages and scanning for copyrighted informa-
tion.

A method according to any of claims 1 to 3 or 5,
whereby one local computing device links said net-
work envirenment with an external network, said
one local computing device acting as a content fire-
wall as to protect the network environment.

A computer program product for executing any of
the methods as claimed in claims 1 to 12 when ex-
ecuted on a network.

A system for identifying the content of a file in a net-
wark envirenment, said network environment com-
prising at least one local computing device linked to
aremaining part the network environment which in-
cludes a central infrastructure and, said remaining
part including a stered database, whereby the sys-
tern comprises :

- means for calculating a reference value for a
new file on said local computing device using a
one-way-function,

- means for transmitting said calculated refer-
ence value to said centrat infrastructure,

- means for comparing said calcuiated reference
value with previously stored reference values
from the database,

whereby the system further comprises:

- means for deciding whether the content of the
new file is already identified based on compar-
ison of said calculated reference value and ref-
erance values previously stored within the re-
maining part,

- means located on the central infrastructure, for
identifying the contant of the new file and as to
assign content attributes if the new file has not
been identified yet and means for storing said
content attributes within the remaining part,
and

- means for triggering an action on said local
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computing device in accordance with content
attributes for sald new file.

A system according to claim 14 wherein saidmeans
for identifying the content of a file comprise an anti-
virus checker means on said central infrastructure.

A system according to claim 14 or 15 furthermore
comprising means for stering a copy of the new file
within the remaining part.

A system accordingto any of claims 14 to 16 where-
in said means for identifying the content of a file
comprises one or more of the group of means for
scanning for adult content, scanning for Self Pro-
motional Advertising Messages and scanning for
copyrighted information.

A method for aitering a system for identifying the
content of afile in a network environment according
to ckaims 14 to 17, said network environment com-
prising means for cafeulating a one-way function, at
least one local computing device linked te a remain-
ing part of the network environment including a cen-
tralinfrastructure and means for identifying the con-
tent and, the method comprising

- altering said means for identifying the content
or said means for calculating a one-way func-
tion

- scanning the remaining part of the network en-
vironment for reference values calculated with
a one-way function

- for each of said reference values,

- requesting afile that correspands with said
reference value from said network environ-
ment

- sending the file to means for identifying the
content

- identifying the content of said file and de-
termining content attributes comresponding
with the content of the file and storing a
copy of said content attributes

- sending the content aftributes to every lo-
cal computing device containing the file

- after sending; triggering an action on said
local computing device in accordance with
said content attributes.

19. A computer program product for executing the

methcd as claimed in claims 18 when executed on
a network.

20. Amachine readable data storage device storing the

21.

computer program product of any of claims 13 or 19,

Transmission of the computer program product of
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any of claims 13 or 19 over a local or wide area tel-
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DETAILED ACTION

Response to Arguments
1. Applicant's arguments with respect to the Gales reference have been fully
considered but they are not persuasive.
2. In response to applicant's argument that the examiner's conclusion of
obviousness is based upon improper hindsight reasoning, it must be recognized that
any judgment on obviousness is in a sense necessarily a reconstruction based upon
hindsight reasoning. But so long as it takes into account only knowledge which was
within the level of ordinary skill at the time the claimed invention was made, and does
not include knowledge gleaned only from the applicant's disclosure, such a
reconstruction is proper. See In re McLaughlin, 443 F.2d 1392, 170 USPQ 209 (CCPA
1971).
3. In response to applicant’s argument that there is no teaching, suggestion, or
motivation to combine the references, the examiner recognizes that obviousness may
be established by combining or modifying the teachings of the prior art to produce the
claimed invention where there is some teaching, suggestion, or motivation to do so
found either in the references themselves or in the knowledge generally available to one
of ordinary skill in the art. See In re Fine, 837 F.2d 1071, 5 USPQ2d 1596 (Fed. Cir.
1988), In re Jones, 958 F.2d 347, 21 USPQ2d 1941 (Fed. Cir. 1992), and KSR
International Co. v. Teleflex, Inc., 550 U.S. 398, 82 USPQ2d 1385 (2007). In this case,
the suggestion for doing so would have been to determine if future activity is acceptable

or unacceptable (paragraph 18).
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4. Applicant's arguments with respect to claims 1 — 11, 13 — 23, 25 — 30, 49 and 51

have been considered but are moot in view of the new ground(s) of rejection.

5. The text of those sections of Title 35, U.S. Code not included in this action can

be found in a prior Office action.

Claim Rejections - 35 USC § 103

6. Claims 1 - 10, 13 — 22, 25 — 28, and 30 are rejected under 35 U.S.C. 103(a) as
being unpatentable over Dozortsev's US Publication 2003/0177394 A1 in view of Kester
et al's US Publication 2005/0210035 A1.
7. Referring to claims 1 and 13, Dozortsev teaches:
a. At a base computer, receiving data about a computer object from each of
plural remote computers on which the object or similar objects are stored (page
5, paragraph 45). While Dozortsev does not explicitly state that the central
computer is connected to plural remote computers, Dozortsev does teach that
the central computer is connected to at least one client computer (page 4,
paragraph 34). The computer being connected to at least one computer fairly
suggests that it can be connected to a plurality of remote computers.
b. Determining in the base computer whether the data about the computer
object received from the plural computers indicates that the computer object is

malware (page 5, paragraph 45).
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C. Classifying the computer object as malware when the data indicates that

the computer object is malware (page 5, paragraph 45).

d. When the determining does not indicate that the computer object is

malware, initially classifying the computer object as not malware (page 5,

paragraphs 46-47).

e. Running the computer object on at least one of the remote computers

(page 5, paragraph 47).

f. Monitoring operation of said object and reclassifying the object as

malware when the actual monitored behavior is malicious (pages 5, paragraph

49, page 6, paragraph 50).
2. Dozortsev does not explicitly teach receiving data about the behavior of the
object running on the remote computer, automatically generating a mask in accordance
with normal behavior of the object determined from the received data that defines
acceptable behavior for the computer object, and only allowing the computer object to
continue to run when the behavior of the computer object is permitted by the mask, and
disallowing the computer object to run when the actual monitored behavior extends
beyond that permitted by the mask. However, Kester the workstation management
module monitoring the behavior of an application (paragraph 41), wherein the behavior
of the application is used to determine the access privileges for the application
(paragraphs 43-44). Kester goes on to teach that the privileges are used to determine

what actions are permitted (paragraphs 55 and 56).
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3. Dozortsev and Kester are from the same field of endeavor, monitoring for
malware. At the time of invention, it would have been obvious to one of ordinary skill in
the art to modify the investigation of Dozortsev to include the privileges based on
behavior of Kester. The suggestion for doing so would have been for the system to be
able to keep or change a previous access privilege based on the subsequent activity of
an application (paragraph 41).

4. Referring to claims 2 and 14, Dozortsev teaches that the data about the
computer object that is sent from the remote computer to the base computer and that is
used in the comparison includes executable instructions contained within or constituted
by the subject (page 3, paragraph 21).

5. Referring to claims 3 and 15, Dozortsev teaches comparing identifies
relationships between the object and other objects (page 3, paragraph 22).

6. Referring to claims 4 and 16, Dozortsev teaches wherein if at least one other
object to which said object is related is classified as malware, then classifying said
object as malware (page 3, paragraph 25).

7. Referring to claims 5 and 17, Dozortsev teaches the other objects include objects
stored on at least some of the remote computers (page 5, paragraphs 43-44).

8. Referring to claims 6 and 18, Dozortsev teaches that the other objects include
otherwise process related objects (page 5, paragraph 44).

9. Referring to claims 7 and 19, Dozortsev teaches that the data is sent in the form
of a key that is obtained by a hashing process carried out in respect of the objects on

the remote computer (page 3, paragraph 21).
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10.  Referring to claims 8 and 20, Dozortsev teaches that the key has one component
that represents executable instructions contained within or constituted by the object
(page 3, paragraph 21).
11.  Referring to claims 9 and 21, Dozortsev teaches that the key has at least one
component that represents data about said object (page 3, paragraph 21).
12.  Referring to claims 10, 22 and 28, Kester teaches the data about the object
includes the events initiated or involving the object when the object is created,
configured or runs on the respective remote computers (paragraph 43). Dozortsev and
Kester are from the same field of endeavor, monitoring for malware. At the time of
invention, it would have been obvious to one of ordinary skill in the art to modify the
investigation of Dozortsev to include the privileges based on behavior of Kester. The
suggestion for doing so would have been for the system to be able to keep or change a
previous access privilege based on the subsequent activity of an application (paragraph
41).
13.  Referring to claims 25 and 30, Dozortsev teaches:
g. Providing from a remote computer to a base computer data about a
computer object that is stored on the remote computer (page 5, paragraph 45).
h. The data including executable instructions contained within or constituted
by the object (page 3, paragraph 21).
I. The data being sent in the form of key that is obtained by a hashing
process carried out in respect of the object on the remote computer (page 3,

paragraph 21).
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- Executing the computer object at the remote computer (page 5, paragraph
47).
K. Monitoring operation of said object and reclassifying the object as

malware when the actual monitored behavior is malicious (pages 5, paragraph

49, page 6, paragraph 50).
14.  Dozortsev does not explicitly teach receiving data about the behavior of the
object running on the remote computer, automatically generating a mask in accordance
with normal behavior of the object determined from the received data that defines
acceptable behavior for the computer object, and only allowing the computer object to
continue to run when the behavior of the computer object is permitted by the mask, and
disallowing the computer object to run when the actual monitored behavior extends
beyond that permitted by the mask. However, Kester the workstation management
module monitoring the behavior of an application (paragraph 41), wherein the behavior
of the application is used to determine the access privileges for the application
(paragraphs 43-44). Kester goes on to teach that the privileges are used to determine
what actions are permitted (paragraphs 55 and 56).
15.  Dozortsev and Kester are from the same field of endeavor, monitoring for
malware. At the time of invention, it would have been obvious to one of ordinary skill in
the art to modify the investigation of Dozortsev to include the privileges based on
behavior of Kester. The suggestion for doing so would have been for the system to be
able to keep or change a previous access privilege based on the subsequent activity of

an application (paragraph 41).
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16.  Referring to claim 26, Dozortsev teaches that the key has one component that
represents executable instructions contained within or constituted by the object (page 3,
paragraph 21).

17.  Referring to claim 27, Dozortsev teaches that the key has at least one

component that represents data about said object (page 3, paragraph 21).

18.  Claims 11, 23, and 29 are rejected under 35 U.S.C. 103(a) as being
unpatentable over Dozortsev in view of Kester as applied above, and further in view of
Barton et al's US Publication 2005/0021994 A1. Dozortsev in view of Kester discloses
all the limitations of the parent claims. Dozortsev in view of Kester does not explicitly
disclose the data about the object including the size of the object. However, Barton
discloses indicating for the object the file name, size and location (pages 2-3, paragraph
39). Dozortsev in view of Kester and Barton are analogous art because they are from
the same field of endeavor, malware detection. At the time of the invention, it would
have been obvious to one of ordinary skill in the art, having the teachings of Dozortsev
in view of Kester and Barton before him or her, to modify the signature of Dozortsev in
view of Kester to include the data size of Barton. The suggestion/motivation for doing so
would have been the characteristics are strongly indicative of a particular file being one

of the candidates (page 1, paragraph 14).
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19.  Claims 49 and 51 are rejected under 35 U.S.C. 103(a) as being unpatentable
over Dozortsev in view of Kester as applied above, and further in view of Gales US
Publication 2003/0084323 A1.

20.  Referring to claims 49, and 51, Dozortsev in view of Kester does not explicitly
disclose if the object permits non-permitted behavior, comparing the non-permitted
behavior with the behavior of another object, and if the comparison indicates the non-
permitted behavior is known to be not malicious, allowing the non-permitted behavior
and updating the mask to allow the non-permitted behavior. However, Gales discloses
determining if a network event exceeds the activity profile (page 4, paragraph 29, step
214), if the event exceeds the profile then determining if the event is categorized in the
event library as acceptable or authorized (page 4, paragraph 30, step 218), and when
the event is acceptable or authorized, the activity profile is updated and the event is
executed (page 4, paragraph 31).

21.  Dozortsev in view of Kester and Gales are analogous art because they are from
the same field of endeavor, computer security. At the time of the invention, it would
have been obvious to one of ordinary skill in the art, having the teachings of Dozortsev
in view of Kester and Gales before him or her, to modify the system of Dozortsev in
view of Kester to include the updating the profile of Gales. The suggestion/motivation for
doing so would have been to continuously monitor and update networks usage and
activity patterns to determine whether network events may constitute unauthorized

usage or intrusion (page 4, paragraph 25).
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Conclusion
22.  Applicant's amendment necessitated the new ground(s) of rejection presented in
this Office action. Accordingly, THIS ACTION IS MADE FINAL. See MPEP
§ 706.07(a). Applicant is reminded of the extension of time policy as set forth in 37
CFR 1.136(a).

A shortened statutory period for reply to this final action is set to expire THREE
MONTHS from the mailing date of this action. In the event a first reply is filed within
TWO MONTHS of the mailing date of this final action and the advisory action is not
mailed until after the end of the THREE-MONTH shortened statutory period, then the
shortened statutory period will expire on the date the advisory action is mailed, and any
extension fee pursuant to 37 CFR 1.136(a) will be calculated from the mailing date of
the advisory action. In no event, however, will the statutory period for reply expire later
than SIX MONTHS from the date of this final action.

Any inquiry concerning this communication or earlier communications from the
examiner should be directed to CORDELIA ZECHER whose telephone number is
(5671)272-7771. The examiner can normally be reached on Monday - Thursday 8:00 -
5:00 EST.

If attempts to reach the examiner by telephone are unsuccessful, the examiner’s
supervisor, Gilberto Barron can be reached on 571-272-3799. The fax phone number

for the organization where this application or proceeding is assigned is 571-273-8300.
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Information regarding the status of an application may be obtained from the
Patent Application Information Retrieval (PAIR) system. Status information for
published applications may be obtained from either Private PAIR or Public PAIR.
Status information for unpublished applications is available through Private PAIR only.
For more information about the PAIR system, see http:/pair-direct.uspto.gov. Should
you have questions on access to the Private PAIR system, contact the Electronic
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a
USPTO Customer Service Representative or access to the automated information

system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000.

/CORDELIA ZECHER/
Examiner, Art Unit 2432

/Benjamin E Lanier/
Primary Examiner, Art Unit 2432
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BOCKET NO. 335000-600003 PATENT

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In Re Application of: Melvyn Morris Confirmation No. 4785

Application No. 11/477,.807 Group Art Umit: 2432

Filed: June 30, 2006 Examiner: C. Zecher

For: METHODS AND APPARATUS FOR DEALING WITH MALWARE

AMENDMENT UNDER 37 C.F.R. 1.111

Assistant Commissioner for Patents June 15, 2011
PO Box 1450

Alexandria, VA 22313-1450

Dear Sir:

This is in response to the Office Action dated February 15, 2011, and having a period for
response set to expive on May 15, 2011, A petition for a one-month extension of time, together
with the requisite fee for same, is submitted herewith, thereby extending the period for response
to June 15, 2011,

The following amendments and remarks are respectfully submitted. Reconsideration of

the claims is respectfully reguested.

Amendments to the Claims begin on page 2 of this paper.

Remarks/Arguments begin on page 14 of this papes.

EASTW4932771 Y .
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Application No. 11/477 867
Office Action dated February 15, 2011

Remarks/Arsuments

On page 3 of the Office Action, claims 1-10, 13-22, 25-28, and 30 stand rejected under

Q,;

35 U.S.C. 103(a) as being unpatentable over Dozortsev (U.S. Pub. 2003/0177394) in view of
Largbert et al. (U.S. Pub. 2002/0099952). Claims 1, 13, and 25 ave independent claims, and
claims 2-10, 14-22, 26-28, and 30 depend directly or indirectly on erther claim 1, 13, ov 25
Claims 1, 13, and 25 have been amended. The applicants respecttuily traverse the rejection for at
east the reason that Dozortsev in view of Lambert does not teach or suggest every limitation of
amended claims 1, 13, and 25,

Claim 1 has been amended to include, infer alia, “receiving data about a computer object
from each of plural remote computers on which the object or similar objects are stored, the data
including information about the behaviour of the object running on one or more remote
computers;... automatically generating a mask for the computer object that defines acceptable
behaviour for the computer object, wherein the mask is generated in accordance with normal
behaviour of the object determined from said received data ”. Claims 13 and 25 have been
amended to include similar limitations. Dozortsev and Lambert fail to disclose at least these
limitations.

The claims now require the received data to include information about the behaviour of
the object, and the mask to be generated based on normal behaviour of the object determined
from the received data (including behaviour information). For example, data may be
accunulated about the behavour of objects as they run on one or more remote computers. This
data may suggest that some or all of the monitored behaviour is normal behaviour, and a mask

may be automatically generated based on the normal behaviour.

Page 14 of 18
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Application No. 11/477 807
Office Action dated Febroary 15, 2011

The Examiner argues that Dozortsev teaches receiving data about a computer object on
page 3 par. [0043]. See Office Action page 3. This information is an executable code signature.
Dozortsev teaches that this signature is a hash of the executable code itself. which may be
compared to a database of hashes. “(T)he monitoring application will create a suspeet executable
code signature (using MIS or another algorithm) and then compare the suspect executable code
signature with eniries in the local database(.)” Dozortsev page S par. [0044]. One of ordinary
skill in the relevant art would know MDS5 to be a common hashing algorithm. Dozortsev does not
teach or suggest that the signature includes behaviour information.

The Examiner notes that Dozortsev does not teach generating a mask that defines
acceptable behaviour for the computer object, allowing the object to run when its behaviour is
permitied by the mask, and disallowing it to run when the actual monitored behaviour extends
beyond that permitted by the mask. See Office Action page 4. The Examiner argues that Lambert
discloses this by teaching defining rule sets for software and computing a restricted token that is
equivalent to the claimed mask. See Office Action page 4. Lambert teaches that the criteria on
which the rules are based include hash values, whether the file is digitally signed, file system or
network path, origin or source, ete. See Lambert page 6 par. [0053]. Examples of policies and
rules also appear in the table on page 10 par. [0082]. While Lambert discloses that other criteria
are feasible (see Lambert page 6 par. [0082]), all examples and discussions of criteria in Lambert
are directed to attributes of a program, rather than information about how the program behaves

when it 1s run. There is no teaching or suggestion of receiving behaviour information and using

o)

normal behaviour to define a mask. The Examiner also notes that this is the case on page 9 of the

Office Action. Additionally, Lambert teaches that an administrator classifies the software using

EASTAG32774 4 Trend Micro, Inc
y .
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Office Action dated February 15, 2011

the criteria and sets the rules for the token. See Lambert page 6 par. [0052}-[0054], This 1s
clearly manual, and not automatic generation of a mask.

Dozortsev in view of Lambert does not teach or suggest receiving behaviour information
about an object or automatically generating a mask in accordance with normal behaviour of the
object determined {rom the received data. Therefore, claims 1, 13, and 25 should be allowed.
Clairas 2-10, 14-22, 26-28. and 30 should be allowed for at least the reasons given with respect
to claims 1, 13, and 25.

On page 8 of the Office Action, claims 11, 23, and 29 stand rejected under 35 U1.S.C.
103(a) as being unpatentable over Dozorisev in view of Lambert and Barton et al. (U.S. Pub.
2005/0021994). Claim 11 depends on claim 7, claim 23 depends on claim 19, and claim 29
depends on claim 25. Therefore, claims 11, 23, and 29 should be allowed for at least the same
reasons as claims 7, 19, and 25. Furthermore, Barton fails to compensate for the deficiencies of
Dozortsev and Lambert with respect to claims 1-10, 13-22, 25-28, and 30. Barton is directed
towards malware scans of subsets of files known to be more likely to contain malware. See
Barton page 1 par. [00131. Barton does not teach or suggest receiving behaviour information
about an object or automatically generating a mask in accordance with normal behaviour of the
object determined from the received data.

On page 9 of the Office Action, claims 48-51 stand rejected under 35 U.S.C. 103{a) as
being unpatentable over Dozortsev in view of Lambert and Gales (U.S. Pub. 2003/0084323
Claims 48 and 50 have been cancelled. Claim 49 depends on claim 1 and claim 51 depends on
claim 13, so they should be allowed for at least the same reasons as claims 1 and 13.

Furthermore, Gales fails to compensate for the deficiencies of Dozortsev and Lambert with

Page 16 of 18
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repect to claims 1-10, 13-22, 25-28, and 30. The Examiner notes that Gales discloses monitoring
network traffic and usage patterns and automatically generating an activity profile based on the
montitored activity on page 3 par. [0022]. However, Gales is monitoring network activity, not the
behaviour of an object. Monittoring network activity could involve monitoring trafiic levels
and/or contents of packets, but it does not involve receiving mformation about the underlying
behaviour causing or caused by the traffic levels and/or packet contents. Therefore, Gales does
not teach or suggest suggest receiving behaviour information about an object or automatically
generating a mask in accordance with normal behaviour of the object determined from the
received data,

The Examiner argues that it would have been obvious to combine Dozortsev, Lambert,
and Gales. See Office Action page 10. "T he apphicants disagree, particularly with respect to
Gales. Computer security is a wide ranging field, and Gales deals with a fundamentally different
type of security from Dozortsev and Lambert, Dozortsev and Lambert are directed towards
identifying and/or blocking malware running on remote computers {i.e. objects already presen
on the computers). Gales is directed towards preventing network intrusion from outside sources
such as hackers, and monitors network traffic. See Gales page 2 par. [0013] (“intrusion detection
system”). The applicants suggest that while it may seem reasonable to combine Gales with
Dozortsev and Lambert in hindsight (given the present application), one of ordinary skill in the
relevant art would not have done so on the basis of the prior art. Furthermore, Gales teaches
against analysis of computer objects in favor of its own techniques of analyzing network traffic.

See Gales page 1 par. [0004]. Therefore, one of ordinary skill in the relevant art would not be

17 of 18

Pa

1]
[¢77

EAST4932771 4 .
e Trend Micro, Inc.

EX1007-287



Application No. 11/477,807
Office Action dated February 15, 2011

motivated to combine the teachings of Gales with those of Dozortsev and Lambert, which
discuss analyzing various non-behavioural aspects of computer objects.

The application has been amended to place the application condition for allowance. All
amendments are supported by the specification. An early notice of allowance is earnestly
solicited.

Please charge any shortage in the fees or credit any overpayment to Deposit Account No.

50-3266.

Respectfully submitted,

DLA PIPERLIRUS

Dale S. Lazar

Registration No. 28,872

Attorney for Applicant
DSL/NPfjce

PO Box 2758

Reston, VA 20195

(703) 773.4000 Telephone
{703) 773.5200 Fax
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Application No. 11/477_ 807
Office Action dated February 15, 2011

Amendments to the Claims:

This listing of claims will replace all prior versions, and listings, of claims in the
application. Currently amended claims are shown with additions underlined and deletions in
strikethrough-text except double brackets may be placed before and after the deleted characters

to show deletion of five or fewer characters.

1. (CURRENTLY AMENDED) A method of classifying a computer object as malware, the
method comprising:
at a base computer, receiving data about a computer object from each of plural remote

computers on which the object or similar objects are stored. the data including information about

the behaviour of the object running on one or more remote computers;

determining in the base computer whether the data about the computer object received
from the plural computers indicates that the computer object is malware;

classifying the computer object as malware when the data indicates that the computer
object is malware;

when the determining does not indicate that the computer object is malware, initially
classifying the computer object as not malware;

automatically gencrating a mask for the computer object that defines acceptable

behaviour for the computer object, wherein the mask is generated in accordance with normal

behaviour of the object determined from said received data;

running said object on at least one of the remote computers;

automatically monitoring operation of the object on the at least one of the rcmote
computers;

allowing the computer object to continue to run when behaviour of the computer object is

permitted by the mask;

Page 2 of 18
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disallowing thc computer object to run when the actual monitored behaviour of the
computer object extends beyond that permitted by the mask; and,
reclassifying the computer object as malware when the actual monitored behaviour

extends beyond that permitted by the mask.

2. (PREVIQUSLY PRESENTED) A method according to claim 1, wherein the data about
the computer object that is sent from the plural remote computers to the base computer includes
one or more of: executable instructions contained within or constituted by the object; the size of
the object; the current name of the object; the physical and folder location of the object on disk;
the original name of the object; the creation and modification dates of the object; vendor, product
and version and any other information stored within the object; the object header or header held
by the remote computer; and, events initiated by or involving the object when the object is

created, configured or runs on the respective remote computers.

3. (PREVIQUSLY PRESENTED) A method according to claim 1, wherein determining

identifies relationships between the object and other objects.

4. (ORIGINAL) A method according to claim 3, wherein if at least one other object to

which said object is related is classed as malware, then classifying said object as malware.

5. (ORIGINAL) A method according to claim 3, wherein said other objects include the

object or similar objects stored on at least some of the remote computers.

6. (ORIGINAL) A method according to claim 3, wherein said other objects include other

objects that arc parent objects or child objects or otherwise process-related objects to said object.

7. (ORIGINAL) A method according to claim 1, wherein the data is sent in the form of key
that is obtained by a hashing process carried out in respect of the objects on the respective

remote computers.

Page 3 of 18
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8. (ORIGINAL) A method according to claim 7, wherein the key has- at least one

component that represents executable instructions contained within or constituted by the object.

9. (ORIG'INAL) A method according to claim 7, wherein the key has at least one

component that represents data about said object.

10. (ORIGINAL) A method according to claim 9, wherein said data about said object
includes at least one of: the current name of the object; the physical and folder location of the
object on disk; the original name of the object; the creation and modification dates of the object;
vendor, product and version and any other information stored within the object; the object header
or header held by the remote computer; and, events initiated by or involving the object when the

object is created, configured or runs on the respective remote computers.

11.  (ORIGINAL) A method according to claim 7, wherein the key has at least one

component that represents the physical size of the object.
12, (CANCELLED)

13.  (CURRENTLY AMENDED) Apparatus for classifying a computer object as malware,
the apparatus comprising:

a base computer constructed and arranged to receive data about a computer object from
cach of plural remote computers on which the object or similar objects arc stored, the data

including information about the behaviour of the object running on one or more remote

computers;
the basc computer being constructed and arranged to determine whether the data about

the computer object received from said plural computers indicates that the computer object is
malware; and,

the base computer being constructed and arranged to classify the computer object as
malware when the basc computer determines that the [[date]] data indicates that the computer

object is malware,
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wherein the base computer is constructed and arranged to automatically generate a mask
for an object that is initially classed not as malware, said mask defining acceptable behaviour for

the object built in accordance with normal behaviour of the object determined from said received

data, wherein operation of the object is automatically monitored when the object is running on at
least one of the remotc computers, the object being allowed to continue to run when behaviour of
the object is permitted by the mask, the object not being permitted to run when the actual
monitored behaviour of the object extends beyond that permitted by the mask, and the object is
reclassified as malware when the actual monitored behaviour extends beyond that permitted by

the mask.

14. (PREVIOUSLY PRESENTED) Apparatus according to claim 13, the data includes one
or more of: executable instructions contained within or constituted by the object; the size of the
object; the current name of the object; the physical and folder location of the object on disk; the
original name of the object; the creation and modification dates of the object; vendor, product
and version and any other information stored within the object; the object header or header held
by the remote computer; and, events initiated by or involving the object when the object is

created, configured or runs on the respective remote computers.

15.  (PREVIOUSLY PRESENTED) Apparatus according to claim 13, whercin the base
computer is constructed and arranged so that the determining identifies relationships between the

object and other objects.

16. (ORIGINAL) Apparatus according to claim 15, the base computer is constructed and
arranged so that if at least one other object to which said object is related is classed as malware,

then said object is classified as malware.

17. (ORIGINAL) Apparatus according to claim 15, wherein the base computer is constructed
and arranged so that said other objects include the object or similar objects stored on at least

some of said remote computers.
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18. (ORIGINAL) Apparatus according to claim 15, wherein the base computer is constructed
and arranged so that said other objects include other objects that are parent objects or child

objects or otherwise process-related objects to said object.

19.  (ORIGINAL) Apparatus according to claim 13, wherein the base computer is constructed
and arranged so as to be able to process data that is sent in the form of key that is obtained by a

hashing process carried out in respect of the objects on said respective remote computers.

20. (ORIGINAL) Apparatus according to claim 19, wherein the key has at least onc

component that represents executable instructions contained within or constituted by the object.

21. (ORIGINAL) Apparatus according to claim 19, wherein the key has at least one

component that represents data about said object.

22. (ORIGINAL) Apparatus according to claim 21, wherein said data about said object
includes at least one of: the current name of the object; the physical and folder location of the
object on disk; the original name of the object; the creation and modification dates of the object;
vendor, product and version and any other information stored within the object; the object header
or header held by the remote computer; and, events initiated by or involving the object when the

object is created, configured or runs on the respective remote computers.

23. (ORIGINAL) Apparatus according to claim 19, wherein the key has at least one

component that represents the physical size of the object.

24, (CANCELLED)

25, (CURRENTLY AMENDED) A method of providing data about a computer object from
a remote computer to a base computer so that a comparison can be made at the basc computer

with similar data received from other remote computers, the method comprising:

Page 6 of 18

EASTW4932771.1

Trend Micro, Inc.
EX1007-299



Application No. 11/477,807
Office Action dated February 15, 2011

providing from a remote computer to a base computer data about a computer object that
is stored on the remote computer;

the data including information about the behaviour of the object running on one or more

remote computers and including one or more of: executable instructions contained within or

constituted by the object; the size of the object; the current name of the object; the physical and
folder location of the object on disk; the original name of the object; the creation and
modification dates of the object, vendor, product and version and any other. information stored
within the object; the object header or header held by the remote computer; and, events initiated
by or involving the object when the object is created, configured or runs on the respective remote
computers;

the data being sent in the form ot key that is obtained by a hashing process carried out in
respect of the object on the remote computer,

automatically generating a mask for the computer object, the mask defining acceptable

behaviour for the object built in accordance with normal behaviour of the object determined from

said received data;

executing the computer object at the remote computer;

automatically monitoring operation of the computer object at the remote computer
compared to the behaviour permitted by the mask;

allowing the object to continue to run when behaviour of the computer object is permitted
by the mask;

disallowing the object to run when the actual monitored behaviour of the object extends
beyond that permitted by the mask; and,

reclassifying the object as malware when the actual monitored behaviour extends beyond
hat permitted by the mask. wherein the base computer is arranged to receive information about
the behaviour of the object running on one or more remote computers, wherein the step of
generating a mask for that object comprises building the mask with the base computer in

accordance with normal behaviour of the object determined from said received information.

26. (ORIGINAL) A method according to claim 25, wherein the key has at least one

component that represents executable instructions contained within or constituted by the object.
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27. (ORIGINAL) A method according to claim 25, wherein the key has at least one

component that represents data about said object.

28. (ORIGINAL) A method according to claim 27, wherein said data about said object
includes at least one of: the current name of the object; the physical and folder location of the
object on disk; the original name of the object; the creation and modification dates of the object;
Vendor, product and version and any other information stored within the object; the object header
or header held by the remote computer; and, events initiated by or involving the object when the

object is created, configured or runs on the respective remote computers.

29. (ORIGINAL) A method according to claim 25, wherein the key has at least one

component that reprcsents the physical size of the object.

30.  (PREVIOUSLY PRESENTED) A storage medium storing a computer program

comprising program instructions for causing a computer to perform the method of claim 25.

31. (WITHDRAWN) A method of determining the protection that a remote computer has
from malware, the method comprising: |

receiving at a base computer details of all or selected security products operating at a
point in time on said remote computer;

receiving similar information from other remote computers connected to the base
computer; and,

identifying any malware processes that were not identified by said other remote

computers having that particular combination of security products.
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32. (WITHDRAWN) A method according to claim 31, comprising providing information to
the user of said remote computer that said remote computer may be susceptible to attack by said

malware proccsses on the basis of said identifying.

33. (WITHDRAWN) A method according to claim 31, wherein the details of all or selected

security products includes the name of the security products, versions, and loaded signature files.

34. (WITHDRAWN) Apparatus for determining the protection that a remote computer has
from malware, the apparatus comprising:

a base computer constructed and arranged to receive computer details of all or selected
security products operating at a point in time on said remote computer;

the base computer being constructed and arranged to receive similar information from
other remote computers connected to the base computer; and,

» the base computer being constructed and arranged to identify any malware processes that

werc not identified by said other remote computers having that particular combination of sccurity

products.

33. (WITHDRAWN) Apparatus according to claim 34, wherein the base computer is
constructed and arranged to provide information to the user of said remote computer that said
remote computer may be susceptible to attack by said malware processes on the basis of said

identifying.
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36. (WITHDRAWN) Apparatus according to claim 34, wherein the details of all or selected

security products includes the name of the security products, versions, and loaded signature files.

37. (WITHDRAWN) A method of classifving a computer object as malware or as safe,
wherein said computer object is a descendant or otherwise related object of a first computer
object, the method comprising:

classifying a first computer object as malware or as safe;

identifying in a key relating to said first computer object a compon-ent that uniquely
identifies the first computer object and that is inherited or otherwise present in the key of a
descendant or other rclated computer object of the first computer object; and,

classifying said computer object as malware or as safe as the case may be on the basis of

the unique identifier component being present in the key of said computer object.

38. (WITHDRAWN) A method according to claim 37, comprising monitoring activities of .
said first computer object and reclassifying the first computer object as malware in the case that
it was initially classified as safe and subsequently determined to be malware, the method further
comprising automatically classifying as malware any computer objeét that has a key in which

said unique ideritifier component is present.

39.  (WITHDRAWN) A computer program comprising program instructions for causing a

computer to perform the method of claim 38.

Page 10 of 18

EAST4932771.1

Trend Micro, Inc.
EX1007-303



Application No. 11/477.807
Office Action dated February 15, 2011

40. (WITHDRAWN) Apparatus for classifying a computer object as malware or as safe,
wherein said computer object is .a descendant or otherwise related object of a first computer
object, the apparatus comprising:

a computer constructed and arranged to classify a first computer object as malware or as
safe;

the computer being constructed and arranged to identify in a key relating to said first
computer object a component that uniquely identifics the first computer object and that is
inherited or otherwise present in the key of a descendant or other related computer object of the
first computer object; and,

the computer being constructed and arranged to classify said computer object as malware
or as safe as the case may be on the basis of the unique identifier component being present in the

key of said computer object.

41. (WITHDRAWN) Apparatus according to claim 40, wherein the computer is constructed
and arranged to monitor activities of said first computer object and reclassify the first computer
object as malware in the case that it was initially classified as safe and subsequently determined
to be malware, the computer further being constructed and arranged to automatically classify as
malware any computer object that has a key in which said unique identifier component is

present.

42. (WITHDRAWN) A mcthod of installing software on a computer, the method comprising:
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on initiation of installation of software on a computer, providing a computer-generated
prompt on the computer to a user to ascertain whether the user authorises the installation; and,

ceasing the installation if a user authorisation is not received, else:

receiving at the computer the user’s authorisation to proceed with the installation;

proceeding with the installation;

obtaining data about computer objects that are created or used during the installation;

storing said data at the local computer.

43. (WITHDRAWN) A method according to claim 42, wherein the locally stored data 1s
referred to during the installation to ensure that all objects created or used during the installation
arc part of the installation process, and, if it is found that objects created or used during the
installation are not part of the installation process, either or both of: (i) ceasing the installation

and (i1) providing a computer-generated prompt on the computer to the user accordingly.

44.  (WITHDRAWN) A method according to claim 42, comprising connecting the computer
to a community database that is connectable to a plurality of computers, and uploading the stored

data to the community database for comparison with similar data provided by other computers.

45,  (WITIHHDRAWN) A method according to claim 42, comprising downloading data about
trusted installers to the computer, said data about trusted installers being referred to during the
installation such that any objects relating to or created by the trusted installer are automatically

authorised to proceed.
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46. (WITHDRAWN) A method according to claim 45, wherein said data about trusted

.-

installers is referred to only for a predetermined time period following receipt at the computer of

the user’s authorisation to proceed with the installation.

47.  (WITHDRAWN) A computer program comprising program instructions for causing a

computer to perform the method of claim 42.

48.  (CANCELLED)

49. (PREVIOUSLY PRESENTED) A method according to claim 1, comprising if the
monitored behaviour of the object running on the remote computer exhibits non-permitted
behaviour that extends beyond that permitted by the mask, comparing at the base computer the
non-permitted behaviour with the behaviour of other objects and if said behaviour is known to be
not malicious for said other objects, allowing said behaviour for the object and modifying the

mask to allow that behaviour for that object in future.
50.  (CANCELLED)

51. (PREVIOUSLY PRESENTED) A method according to claim 13, wherein, it the
monitored behaviour of the object running on the remote computer exhibits non-permitted
behaviour that extends beyond that permitted by the mask, the base computer is arranged to
compare the non-permitted behaviour with the behaviour of other objects and if said behaviour is
known to be not malicious for said other objects the base computer is arranged to allow said

behaviour for the object and to modify the mask to allow that behaviour for that object in future.
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DETAILED ACTION
Continued Examination Under 37 CFR 1.114
1. A request for continued examination under 37 CFR 1.114, including the fee set
forth in 37 CFR 1.17(e), was filed in this application after final rejection. Since this
application is eligible for continued examination under 37 CFR 1.114, and the fee set
forth in 37 CFR 1.17(e) has been timely paid, the finality of the previous Office action
has been withdrawn pursuant to 37 CFR 1.114. Applicant's submission filed on January
28, 2011 has been entered.
2. Claims 31 — 47 are withdrawn from further consideration pursuant to 37 CFR
1.142(b) as being drawn to nonelected Species 2 and 3, there being no allowable
generic or linking claim. Election was made without traverse in the reply filed on April 9,
2010.
Response to Arguments
3. Applicant’s arguments, see Remarks, filed January 28, 2011, with respect to 101
have been fully considered and are persuasive. Based on applicant’s definition of a
storage medium in the specification, and applicant’s statement that a storage medium is
a manufacture, the storage medium is considered statutory since it does not include
transitory embodiments. The rejection of claim 30 under 101 has been withdrawn.
4. Applicant’s arguments, see Remarks, filed January 28, 2011, with respect to the
objection to the specification have been fully considered and are persuasive. The

objection to the specification has been withdrawn.
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5. Applicant's arguments with respect to generating the mask, and executing the
object on the remote computer as defined by the mask have been considered but are

moot in view of the new ground(s) of rejection.

6. The text of those sections of Title 35, U.S. Code not included in this action can

be found in a prior Office action.

Claim Rejections - 35 USC § 103

7. Claims 1 — 10, 13 — 22, 25 — 28, and 30 are rejected under 35 U.S.C. 103(a) as
being unpatentable over Dozortsev's US Publication 2003/0177394 A1 in view of
Lambert et al's US Publication 2002/0099952 A1.
8. Referring to claims 1 and 13, Dozortsev teaches:
a. At a base computer, receiving data about a computer object from each of
plural remote computers on which the object or similar objects are stored (page
5, paragraph 45). While Dozortsev does not explicitly state that the central
computer is connected to plural remote computers, Dozortsev does teach that
the central computer is connected to at least one client computer (page 4,
paragraph 34). The computer being connected to at least one computer fairly
suggests that it can be connected to a plurality of remote computers.
b. Determining in the base computer whether the data about the computer
object received from the plural computers indicates that the computer object is

malware (page 5, paragraph 45).

Trend Micro, Inc.
EX1007-310



Application/Control Number: 11/477,807 Page 4
Art Unit: 2432

C. Classifying the computer object as malware when the data indicates that

the computer object is malware (page 5, paragraph 45).

d. When the determining does not indicate that the computer object is

malware, initially classifying the computer object as not malware (page 5,

paragraphs 46-47).

e. Running the computer object on at least one of the remote computers

(page 5, paragraph 47).

f. Monitoring operation of said object and reclassifying the object as

malware when the actual monitored behavior is malicious (pages 5, paragraph

49, page 6, paragraph 50).
2. Dozortsev does not explicitly teach generating a mask that defines acceptable
behavior for the computer object, wherein only allowing the computer object to continue
to run when the behavior of the computer object is permitted by the mask, and
disallowing the computer object to run when the actual monitored behavior extends
beyond that permitted by the mask. However, Lambert teaches that various software or
suitable data structures are identified and classified with rule sets that automatically and
transparently determine the ability of the software to execute, including a default rule
that applies to any software file not classified under a specific rule (page 6, paragraph
52). Lambert goes on to teaches that the enforcement mechanism uses the security
information to compute a restricted token (page 11, paragraph 83). The restricted token
is equivalent to the claimed mask. The restricted token is then used to determine is a

request is allowed or denied (page 6, paragraph 48-49).
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3. Dozortsev and Lambert are from the same field of endeavor, malware detection.
At the time of invention, it would have been obvious to one of ordinary skill in the art to
modify the investigation of Dozortsev to include the restricted token of Lambert. The
suggestion for doing so would have been to identify/classify software along with a highly
flexible policy based infrastructure to enforce decisions about whether software can run,
and if so, how much the software will be restricted when it runs (page 2, paragraph 9).
4. Referring to claims 2 and 14, Dozortsev teaches that the data about the
computer object that is sent from the remote computer to the base computer and that is
used in the comparison includes executable instructions contained within or constituted
by the subject (page 3, paragraph 21).

5. Referring to claims 3 and 15, Dozortsev teaches comparing identifies
relationships between the object and other objects (page 3, paragraph 22).

6. Referring to claims 4 and 16, Dozortsev teaches wherein if at least one other
object to which said object is related is classified as malware, then classifying said
object as malware (page 3, paragraph 25).

7. Referring to claims 5 and 17, Dozortsev teaches the other objects include objects
stored on at least some of the remote computers (page 5, paragraphs 43-44).

8. Referring to claims 6 and 18, Dozortsev teaches that the other objects include
otherwise process related objects (page 5, paragraph 44).

9. Referring to claims 7 and 19, Dozortsev teaches that the data is sent in the form
of a key that is obtained by a hashing process carried out in respect of the objects on

the remote computer (page 3, paragraph 21).
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10.  Referring to claims 8 and 20, Dozortsev teaches that the key has one component
that represents executable instructions contained within or constituted by the object
(page 3, paragraph 21).
11.  Referring to claims 9 and 21, Dozortsev teaches that the key has at least one
component that represents data about said object (page 3, paragraph 21).
12.  Referring to claims 10, 22 and 28, Lambert teaches the data about the object
includes the physical and folder location of the object on disk (page 7, paragraph 58).
Dozortsev and Lambert are from the same field of endeavor, malware detection. At the
time of invention, it would have been obvious to one of ordinary skill in the art to modify
the signature of Dozortsev to include the full path name of Lambert. The suggestion for
doing so would have been so the administrator can generally restrict user files, yet set
the system files to fun normally, while being assured that the user or another program
cannot simply defeat this setup by placing unknown files in the system directory (page
7, paragraph 58)..
13.  Referring to claims 25 and 30, Dozortsev teaches:
g. Providing from a remote computer to a base computer data about a
computer object that is stored on the remote computer (page 5, paragraph 45).
h. The data including executable instructions contained within or constituted
by the object (page 3, paragraph 21).
I. The data being sent in the form of key that is obtained by a hashing
process carried out in respect of the object on the remote computer (page 3,

paragraph 21).
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- Executing the computer object at the remote computer (page 5, paragraph
47).
K. Monitoring operation of said object and reclassifying the object as

malware when the actual monitored behavior is malicious (pages 5, paragraph

49, page 6, paragraph 50).
14.  Dozortsev does not explicitly teach generating a mask that defines acceptable
behavior for the computer object, wherein only allowing the computer object to continue
to run when the behavior of the computer object is permitted by the mask, and
disallowing the computer object to run when the actual monitored behavior extends
beyond that permitted by the mask. However, Lambert teaches that various software or
suitable data structures are identified and classified with rule sets that automatically and
transparently determine the ability of the software to execute, including a default rule
that applies to any software file not classified under a specific rule (page 6, paragraph
52). Lambert goes on to teaches that the enforcement mechanism uses the security
information to compute a restricted token (page 11, paragraph 83). The restricted token
is equivalent to the claimed mask. The restricted token is then used to determine is a
request is allowed or denied (page 6, paragraph 48-49).
15.  Dozortsev and Lambert are from the same field of endeavor, malware detection.
At the time of invention, it would have been obvious to one of ordinary skill in the art to
modify the investigation of Dozortsev to include the restricted token of Lambert. The

suggestion for doing so would have been to identify/classify software along with a highly
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flexible policy based infrastructure to enforce decisions about whether software can run,
and if so, how much the software will be restricted when it runs (page 2, paragraph 9).
16.  Referring to claim 26, Dozortsev teaches that the key has one component that
represents executable instructions contained within or constituted by the object (page 3,
paragraph 21).
17.  Referring to claim 27, Dozortsev teaches that the key has at least one
component that represents data about said object (page 3, paragraph 21).
18.  Referring to claims 48 and 50, Lambert teaches
l. Receiving information about the behavior of the object running on at least
one of the remote computers (page 11, paragraph 83). The enforcement
mechanism receives the file information (page 11, paragraph 83). The file
information is equivalent to the information about the behavior of the object.
m. Wherein the generating of the mask for the object comprises building the
mask with the base computer in accordance with normal behavior of the object
determined from the received information (page 11, paragraph 83). The security

information is used to compute the restricted token (page 11, paragraph 83).

19.  Claims 11, 23, and 29 are rejected under 35 U.S.C. 103(a) as being
unpatentable over Dozortsev in view of Lambert as applied above, and further in view of
Barton et al's US Publication 2005/0021994 A1. Dozortsev in view of Lambert discloses
all the limitations of the parent claims. Dozortsev in view of Lambert does not explicitly

disclose the data about the object including the size of the object. However, Barton
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discloses indicating for the object the file name, size and location (pages 2-3, paragraph
39). Dozortsev in view of Lambert and Barton are analogous art because they are from
the same field of endeavor, malware detection. At the time of the invention, it would
have been obvious to one of ordinary skill in the art, having the teachings of Dozortsev
in view of Lambert and Barton before him or her, to modify the signature of Dozortsev in
view of Lambert to include the data size of Barton. The suggestion/motivation for doing
so would have been the characteristics are strongly indicative of a particular file being

one of the candidates (page 1, paragraph 14).

20. Claims 48 — 51 are rejected under 35 U.S.C. 103(a) as being unpatentable over
Dozortsev in view of Lambert as applied above, and further in view of Gales US
Publication 2003/0084323 A1.

21.  Referring to claims 48 and 50, Dozortsev in view of Lambert discloses all the
limitations of the parent claim. Dozortsev in view of Lambert does not explicitly disclose
receiving information about the behavior of the object running on the remote computer,
and generating the mask comprises building the mask with the base computer in
accordance with normal behavior of the object. However, Gales discloses monitoring
the network traffic and usage patters for a predetermined period of time, and then
automatically generating a activity profile based on the monitored activity (page 3,
paragraph 22). Dozortsev in view of Lambert and Gales are analogous art because they
are from the same field of endeavor, computer security. At the time of the invention, it

would have been obvious to one of ordinary skill in the art, having the teachings of

Trend Micro, Inc.
EX1007-316



Application/Control Number: 11/477,807 Page 10
Art Unit: 2432

Dozortsev in view of Lambert and Gales before him or her, to modify the system of
Dozortsev in view of Lambert to include the automatic profile generation of Gales. The
suggestion for doing so would have been to be able to determine whether future
network activity is acceptable or unacceptable (page 3, paragraph 18).

22.  Referring to claims 49, and 51, Dozortsev in view of Lambert does not explicitly
disclose if the object permits non-permitted behavior, comparing the non-permitted
behavior with the behavior of another object, and if the comparison indicates the non-
permitted behavior is known to be not malicious, allowing the non-permitted behavior
and updating the mask to allow the non-permitted behavior. However, Gales discloses
determining if a network event exceeds the activity profile (page 4, paragraph 29, step
214), if the event exceeds the profile then determining if the event is categorized in the
event library as acceptable or authorized (page 4, paragraph 30, step 218), and when
the event is acceptable or authorized, the activity profile is updated and the event is
executed (page 4, paragraph 31).

23. Dozortsev in view of Lambert and Gales are analogous art because they are
from the same field of endeavor, computer security. At the time of the invention, it would
have been obvious to one of ordinary skill in the art, having the teachings of Dozortsev
in view of Lambert and Gales before him or her, to modify the system of Dozortsev in
view of Lambert to include the updating the profile of Gales. The suggestion/motivation
for doing so would have been to continuously monitor and update networks usage and
activity patterns to determine whether network events may constitute unauthorized

usage or intrusion (page 4, paragraph 25).

Trend Micro, Inc.
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Conclusion

Any inquiry concerning this communication or earlier communications from the
examiner should be directed to Cordelia Zecher whose telephone number is (571)272-
7771. The examiner can normally be reached on Monday - Thursday 8:00 - 5:00 EST.

If attempts to reach the examiner by telephone are unsuccessful, the examiner’s
supervisor, Gilberto Barron can be reached on 571-272-3799. The fax phone number
for the organization where this application or proceeding is assigned is 571-273-8300.

Information regarding the status of an application may be obtained from the
Patent Application Information Retrieval (PAIR) system. Status information for
published applications may be obtained from either Private PAIR or Public PAIR.
Status information for unpublished applications is available through Private PAIR only.
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should
you have questions on access to the Private PAIR system, contact the Electronic
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a
USPTO Customer Service Representative or access to the automated information

system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000.

/C. 2./

Examiner, Art Unit 2432

/Gilberto Barron Jr./
Supervisory Patent Examiner, Art Unit 2432

Trend Micro, Inc.
EX1007-318



Application/Control No. Applicant(s)/Patent Under
Reexamination
11/477,807 MORRIS ET AL.
Notice of References Cited . .
Examiner Art Unit
Cordelia Zecher 2432 Page 1of 1
U.S. PATENT DOCUMENTS
* Document Number Date Name Classification
Country Code-Number-Kind Code MM-YYYY
* A | US-2002/0099952 07-2002 Lambert et al. 713/200
* B | US-2003/0084323 05-2003 Gales, George S. 713/200
c | US-
D | US-
E | US-
F | US-
G | US-
H | US-
| Us-
J | US-
K | US-
L | USs-
M | US-
FOREIGN PATENT DOCUMENTS
* Docum_ent Nur'[1l?er [?ate Country Name Classification
Country Code-Number-Kind Code MM-YYYY
N
o
P
Q
R
S
T
NON-PATENT DOCUMENTS
* Include as applicable: Author, Title Date, Publisher, Edition or Volume, Pertinent Pages)
u
\
W
X
*A copy of this reference is not being furnished with this Office action. (See MPEP § 707.05(a).)
Dates in MM-YYYY format are publication dates. Classifications may be US or foreign.
U.S. Patent and Trademark Office
PTO-892 (Rev. 01-2001) Notice of References Cited Part of Paper No. 20110209

Trend Micro, Inc.
EX1007-319



Index of Claims

Application/Control No.

11477807

Applicant(s)/Patent Under
Reexamination

MORRIS ET AL.

Examiner

Cordelia Zecher

Art Unit

2432

v Rejected -

Cancelled N

Non-Elected A Appeal

= Allowed =

Restricted |

Interference o) Objected

O Claims renumbered in the same order as presented by applicant

O cpa O T.D. O R.1.47

CLAIM

DATE

Final Original [04/28/2010]09/23/2010 [ 02/09/2011

1 v

v

v

Olo|N[lO|O|B|W|N

-
o

—_
—_

N AVENENENENENEN RN RN

N AVENENENENENEN RN RN

-
n

-
w

o
~

-
[4)]

-
o

—_
~

-
o]

N
o

N
=

N
N

n
w

NENENENENENENENENENENE

NENENENENENENENENENENR

n
i

N
4]

N
o

N
J

N
[o3]

N
©

w
o

NN RNANAE

w
g

w
N

w
()

w
I

w
4]

©
=44 b-4F-4F-4 P4 RN RN RN EN RN N RN RN AN AN AN AN AN AN AN AN AN AN ENENENENEN ENENEN EN RN BN

36

- -4 -4 4 4 N NN EN EN BV BN

U.S. Patent and Trademark Office

Part of Paper No. : 20110209

Trend Micro, Inc.

EX1007-320



Application/Control No. Applicant(s)/Patent Under
Reexamination
Index of Claims 11477807 MORRIS ET AL.
Examiner Art Unit
Cordelia Zecher 2432
v Rejected - Cancelled N | Non-Elected A Appeal
= Allowed + Restricted | Interference o) Objected
[0 cClaims renumbered in the same order as presented by applicant O cpa O T.D. O R.1.47
CLAIM DATE
Final Original [ 04/28/2010|09/23/2010(02/09/2011
37 N N
38 N N
39 N N
40 N N
41 N N
42 N N
43 N N
44 N N
45 N N
46 N N
47 N N
48 v
49 v
50 v
51 v

U.S. Patent and Trademark Office

Part of Paper No. : 20110209

Trend Micro, Inc.

EX1007-321



Receipt date: 01/28/2011 _ 11 4778@? - C}AU: 2432

) U.8. Patent and Trademark Omce Us. DEPARTMENT OF COMMERLE
Under the Paperwaerk Reduction Act of 1995, no persons are required to respond 1o a collection of information unless it containg 3 valid OMB contro! pumber,

Substitute for form 1440APTO ‘ Complete if Known
= . Bpplication Number 11/477 807 |
INFORMATION DISCLOSURE = R —— '
[efhemesiniihsiiuedi. e RN Filing Date tdune 30, 26086 ;

First Named inventor

STATEMENT BY APPLICANT : T

{Use as many sheets as necessary) ArtUnit 12432 B
Examiner Name ] C Zef‘f‘e{ ]
Sheet i1 __ifof 2 | Attorney Docke! Nurmber {;3390-;;0—0‘0"5003 """"
U. 8. PATENT DOCUMENTS
Exarminer fCieNe i1l DocurentNumber 1 puslication Date Name of Patentee or Applicant Pages, Columns, Lines, Where
Initals” | T L MM-BDYYYY of Cited Document Relsvant Passages of Relevant
Number Kind Goder - 3 " Fiques Appear
S -60/789,156 il i i
US 7.013.483 1B/1472006 [
US -2003/0023857 7302003 " TiHinchiife
US -2005/0027686 D73/2005 T
""""""""""""""""""""""" US 6,338,141 W1/812002 I Wells
Us -
Uus -
___________________________ Us -
UsS -
Us -
S | N | R | R
Us - l
Us -
Us -
Us - ‘
___________________________ us-
US -
Us - |
~ FOREIGN PATENT DOCUMENTS
| Examiner il Foreign Paterit Document 1 Publication Date _[IName of Patentee or | Eggea Cofumns Lines,
[ inials® 4 i MM-DD-YYYY  |iApplicant of Cited Document J
| Country Code™ Number® Kind Code” (if known)
il IWO 96/30829 H10/3/1996 I %\%DLECOMPUTER g
g‘ WO 99/15066 i 4/‘3_/1 999  [ISYMANTEC i
B T o TTHCORPORATION
§_ . HEP 1538341 A2 _18/1/2005 _ IMICROSOFT D .
B i TTHICORPORATION o T . o :
Examiner . e oo Date |
Signature - - Conaldgreq ji i !

'FXAMNFR Initial Jf reference con«xdered whether or nof cnaﬁon is in conformance wxm MPtP 608, Draw tine thraugh citation if no‘ in conformance ang not

of USPTO Batent (‘ocumants at www, uspio oov of MPEP JU‘ G4. Emer Oﬁ”ce that x\sued the document by the two- Jettﬂr code (\fv: Q_Stanc 3y 4 For
Japanese patent documenrs the md!car on of the year of the reign of the Fmpuror mu< orn,cede tne seriat numner of Lhe patent ooau*nent 3 Kind of

afk hare i

L‘ﬂghbh language Transiatyon is attached

This collection_cf information js required by 37 CFR 1.987 and 1.98. The information is reguired to obftain or retain a benefit by the public which is to file (and by
the USPTO. to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This colleclion js estimaiad o take 2 hours to
complete, including gathering, preparing, and submitting the completed appiication form to the USPTO. Time wiil vary cepending upon the individual case.
Any comments on the amount of tinie you require 1o complete this form and/or suggestions for reducing this burden, should be sent o the Chief Information OF
U.S. Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS )
TRISADDRESS, SEND 70: Commissioner for Patents, P.O. Box 1450, Aiexandna VA 223%13-1450,

[ I you need assistance in completing the form, call 1-800-PTCO-8199 and sefect option 2.

FASTMTISSST I ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THR@WGkHMIC.Z./

EX1007-322




Receipt date: 01/28/2011 11477807 - GAU: 2432

PTOISBI08a {08-03}

Appraved for use through 07/31/2006..0MB 0651-0031

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMNMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to 2 collection of information unless it coniains @ valid OMB control number.
Complete if Known A

Substitute for form 1449A/FPTO

Application Number 11/477.8G7

INFORMATION DISCLOSURE sl Pl
STATEMENT BY APPLICANT Pt IORRIS. Mo i o

Art Unit 2432
{Use as many sheeis as necessary) Examiner Name © Zechsr
£ 2 f Alttorney Docket Number -
Sheet 2 . 2 339000-000003

NON PATENT LITERATURE DOCUMENTS

Examiner Initiale® p include name of the auther {in CAPITAL LETTERS), iitle of the article {when "
Cite No. appropriate), title of the iterm (book, magazine, journal, serial, symposium, cataieg, etc), | T
date, page(s), volume-issue number(s), publisher, city and/or country where published.

image File Wrapper of U.8. Appl 11/894,2861 as of January 28, 2011

"GHOSTBUSTER 3", Mihai CHIRIAC, pagses 1-7, Prevx] September 2005

A. Stephan; "Defeating Polymorphism: Beyond Emuliation”; Virus
Bulletin Conference; Ociober 2005

gf;:gg;i ICordelia Zechet/ Date Considerad 02/08/2011

EXAMINER: Initial if reference considered, whather or not ¢itation is in conformance with MPEP 609. Draw fine through citation i not in conformance and not considered.
include copy of this form with next communication to applicant.

" Applicant's unique citation designation number {opticnal). 2 Applicant isto place a check mark here if English language Transiation is attached.

This collection of information is required by 37 CFR 1.87 and 1.98. The information is required to obtain or retain 2 benefit by the public which is tofite (and by the
USPTO to process) an application. Confidentiality is governed by 35 U.8.C. 122 and 37 CFR 1.14. This collection is estimated to take 2 howrs to complete,
including gathering, preparing, and submitting the completed application form 1o the USPTO:. Time will vary depending upon the individual case. Any comments on the

amount of time you require 10 complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.8: Patent and Trademark

Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-145¢0. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS! SEND TO:

Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

if you need assistance in completing the form, calf 1-800-PT0-973% and select option 2

FASTAATISOSTT AL REFERENCES CONSIDERED EXCEPT WHERE LINED THR@YGHmMIC.Z./

EX1007-323



EAST Search History

EAST Search History

EAST Search History (Prior Art)

‘Ref# Hits Search Query DBs Default Plurals {Time Stamp
Operator
i 4 ("20030023857" | US-PGPUB; {OR ON 2011/02/09
: "20050027686" | USPAT 08:21

"6338141" | "7013483").
5 PN.
L3 3433 726/23-25.ccls. US-PGPUB; iOR ON 2011/02/09
USPAT 08:35
il4 282 13and mask$3 US-PGPUB; OR ON 2011/02/09
USPAT 08:35
L5 35 3 and mask$3 and US-PGPUB; OR ON 2011/02/09
malware USPAT 08:35
L6 328 3 and control$3 with US-PGPUB; {OR ON 2011/02/09
environment USPAT 08:43
L7 65 3 and control$3 with US-PGPUB; {OR ON 2011/02/09
environment and malware {USPAT 08:43
L8 18 3 and defin$3 with US-PGPUB; {OR ON 2011/02/09
boundary and malware USPAT 08:45
L9 5 3 and access$3 with rights {US-PGPUB; {OR ON 2011/02/09
with object and malware  {USPAT 08:46
L10 2 "20020099952" US-PGPUB; OR ON 2011/02/09
USPAT 09:11
i1 24 (updat$3 or modif$4) with {US-PGPUB; {OR ON 2011/02/09
token and 3 USPAT 10:54
L12 37 ("20010049793" | US-PGPUB; 0OR ON 2011/02/09
"20030225698" | USPAT; 11:23

"20040068721" | USOCR

"20050203819" |

"20060031686" |

"4713753" | "4805222" |

"4926476" | "5367624" |

"5481700" | "5819091" |

"5915025" | "5958051" |

"5978484" | "5983349" |

"5991519" | "6295605" |

"6378069" | "6405202" |

"6775779" | "6931540" |

"6981281" | "7028180" |

"7051366" | "7076557").

PN. OR ("7350204").
5 URPN.
TRER 12 and (modif$4 or updat \US-PGPUB; {OR ON 2011/02/09
: $3) USPAT; 11:23

USOCR

Trend Micro, Inc.

file:///Cl/Documents%20and %20Settings/ckane/My%?20Docu...7807/EASTSearchHistory.11477807_AccessibleVersion.htm (1 of 3)2/9/2011 12:36:15 PM

EX1007-324



EAST Search History

L14 6232 automatic$4 with (updat US-PGPUB; OR ON 2011/02/09
: $3 or chang$3 or modif$4) USPAT; 11:35

: with access USOCR

5 29 3and 14 US-PGPUB; {OR ON 2011/02/09
USPAT; 11:35
USOCR

St 1 "20070016953" US-PGPUB; {OR ON 2010/01/07
USPAT 08:58

S2 1 ("20060026684").PN. US-PGPUB; {OR OFF 2010/04/28
USPAT 08:32

i3 i S2 and malware US-PGPUB; OR ON 2010/04/28
USPAT 08:33

iS4 11164 726/24.cdls. US-PGPUB; \OR ON 2010/04/28
USPAT 08:33

S5 2821 726/23-25.ccls. US-PGPUB; {OR ON 2010/04/28
USPAT 08:34

S6 6 (("6772346") or US-PGPUB; {OR OFF 2010/04/28
("6944772") or USPAT 09:18
("20040006704") or

("20040073810") or

("20050021994") or

("20040153644")).PN.

is7 1 ("20030177394").PN. US-PGPUB; {OR OFF 2010/04/28
USPAT 10:48

is8 0 central near database with (US-PGPUB; OR ON 2010/04/28
each with network USPAT 12:51

S 0 database with each with  {US-PGPUB; OR ON 2010/04/28
network USPAT 12:51

S10 115859 database with network US-PGPUB; {OR ON 2010/04/28
USPAT 12:52

S11 2632 central near database with {US-PGPUB; OR ON 2010/04/28
network USPAT 12:52

S12 30 central near database with US-PGPUB; 0OR ON 2010/04/28
network with separate USPAT 12:53

S13 17 central near database with {US-PGPUB; OR ON 2010/04/28
distribute with network USPAT 12:53

S14 1199 central near database with {US-PGPUB; {OR ON 2010/04/28
distribut$3 with network  {USPAT 12:54

St5 10 central near database with {US-PGPUB; 1OR ON 2010/04/28
distribute with network USPAT 12:54

: with known

S16 4 central near database with {US-PGPUB; OR ON 2010/04/28
distribut$3 with network ~ {USPAT 12:55

: with known

S17 240 database with distribut$3 {US-PGPUB; {OR ON 2010/04/28
: with network with known  {USPAT 12:55

Trend Micro, Inc.

file:///Cl/Documents%20and %20Settings/ckane/My%?20Docu...7807/EASTSearchHistory.11477807_AccessibleVersion.htm (2 of 3)2/9/2011 12:36:15 PM

EX1007-325



EAST Search History

24 \database with distribut$3  {US-PGPUB; {OR {ON 12010/04/28
‘ with network with known ~ {USPAT | 112:56
tand (virus or malware)

EAST Search History (I nterference)
< This search history is empty>

2/9/2011 12:35:56 PM
C:\ Documents and Settings\ ckane\ My Documents\ EAST\ Workspaces\ 11477807 .wsp

Trend Micro, Inc.

EX1007-326
file:///Cl/Documents%20and %20Settings/ckane/My%?20Docu...7807/EASTSearchHistory.11477807_AccessibleVersion.htm (3 of 3)2/9/2011 12:36:15 PM



Application/Control No. Applicant(s)/Patent Under
Reexamination
Search Notes 11477807 MORRIS ET AL.
H““H““ ‘“ ““ “ “H“‘ o |
Cordelia Zecher 2432
SEARCHED
Class Subclass Date Examiner
726 24 4/28/10 cz
SEARCH NOTES
Search Notes Date Examiner
Searched EAST (see attached) 2/9/11 cz
Inventor Search 4/28/10 cz
INTERFERENCE SEARCH
Class Subclass Date Examiner

U.S. Patent and Trademark Office

Part of Papdiénd 2V 1©e69 Inc.

EX1007-327



PTO/SB/30 {84:03)

Approved for use thirough 02/29/2008. OMB 0651-0031

1.8, Patent and YTrademark Office; 1.8, DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persous are required to vespond to.a coblection of information unless it coutains 3 valid OMB control nnmbier

REQUEST Application Number 11/477,807
FOR - ~
CONTINUED EXAMINATION Filing Date Fune 30, 2006
(RCE) TRANSMITTAL First Named Inventor MORRIS, Melvyn et al.
Address to: Art Unit 2432
Mait Stop RCE
Commissioner of Patents Examiner Name C. Zecher
P.O. Box 1430
Alexandria, VA 22313-1450 Attorney Docket Number | 339000-000003

This is 2 Request for Continued Examination (RCE)under 37 CFR 1.114 of the above-identified application.
Request for Continued Examination (RCE) practice under 37 CFR 1.114 does not apply to any utlity or plant application filed prior 1o June 8,
1998, or to any design application. See Instruction Sheet for RCEs (not to be submitted o the USPTO) on page 2. ‘

1. Submission required under 37 CFR 1.114 Note: If the RCE is proper, any previously filed
unentered amendments and amendments enclosed with the RCE will be entered in the order in
which they were filed unless applicant instructs otherwise. If applicant does not wish o have any
previously filed unentered amendment(s) entered, applicant must request non-entry of such
armendment(s).

a [ Previously submitted. If a final Office action is outstanding, any amendments filed after the final
Office action may be considered as a submission even if this box is not checked.
® [TConsider the arguments in the Appeal Brief or Reply Brief previously filed on
(i [Other
b HEnciosed
(i X Amendment/Reply {ii) B Information Disclosure Statement (IDS)
(i {1 Affidavit{s)Declarations (iv) { ] Cther

2. Miscellanecus

a {1 Suspension of action on the above-identified application is requested under 37 CFR 1.103(c)
for a period of _____ months. (Period of suspension shall not exceed 3 months; Fee under 37
CFR 1.17() required)

b {10ther

3. Fees The RCE fee under 37 CFR 1.17(e) is required by 37 CFR 1.114 when the RCE is filed.

a ] The Director is hereby authorizad to charge the following fees, any underpayment of fees, or
credit any overpayments, to Deposit Account No. 50-3266. | have enclosed a duplicate copy of this
sheet.
{ [[I RCE fee required under 37 CFR 1.17(e)
(i} {1 Extension of time fee (37 CFR 1.136 and 1.17)
(i) [ other
b 1 Check in the amount of enclosed
¢ £ Payment by credit card (Form PTO-2038 enclosed)
WARNING: information on this form may become public. Credit card information should not be included on this form. Frovide
credit card information and authorization on PTO-2038.

SIGNATURE OF APPLICANT, ATTORNEY, OR AGENT, REQUIRED

Signature Date January 28, 2011

Name {Print/Type) k \__B’:ale S. Lazar Registration No. | 28,872

This collection of infermation s required by 37 CFR L3114, The information is required to obtain or reigin a benefit by the public which is to fite {angd by the USPTO tp
process) au application. Confideattality is governed by 35 U.S.C: 122 and 37 CFR L.11 and 1.34. This cellection is estitnated fo take 12 minutes to complete; tneluding
gathering, preparing, aud submitting the completed application form to the USPTO. Time will vasy depending upan the individual case. Any comments on the ameunt of tine
you require o complete this form audfor suggestious for reducing this burden, should be sent to the Chicl Information Officer, U.S. Patent and Tradeuwrark Qffice, U.S.
Department of Commerce, P.O. Box 1450, Alesandris, VA 12313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THES ADDRESS, SEND TO: Mail
Step RCE, Commissioner for Patents, P.0O. Box 1450, Alexandria, VA 22313-1450,

I you need assistarce in completing the form, call 1-800-PTe1-9199 and sefect opiion 2.

Trend Micro, Inc.
EX1007-328



 PTOSBIZZ (10-04)
[ ) Approved for use through 73 L2006 OMRB 0651-0031]

Under the paperwork Reduction Act of 1995, no persons are required to sespond w a cojiection of information unless if displays a valid OMB control number

[PETITION FOR EXTENSION OF TIME UNDER 37 CFR 1.136(a) | Docket Number

FY 2005 339000-000003
{Fees pursuant fo me Consolidated Appropriations Act. 2005 (H.R. 4818).}

Application Number 11/477,807 Filed June 30, 2006

For METHODS AND APPARATUS FOR DEALING WITH MALWARE

Art Unit 2432 Examiner C. Zecher

application.

The requested extension and fee are as follows (check time period desired and enter the appropriate fee below):

Fee Fee Code
4 One Month (37 CFR 1.1 Ta)(1) $130 1251 130.00
. Two Month (37 CFR 1.1 7(a)(2)) $490 1252
i Three Month (37 CPR 1.1 7{a)(3)) $1,110 1253
D Four Month (37 CFR 1.1 7(a)(4)) $1730 1254
| Five Month (37 CFR 1.1 7{a)(5)) $2,350 1255

Applicant claims small entity status. See 37 CFR 1.27.

L

A check in the amount of the fee is enclosed.
Payment by credit card. Form PTO-2038 is attached.

The Director has aiready been authorized to charge fees in this application to a Deposit Account.

]

OOX

The Director is hereby authorized to charge ény fees which may ba required, or credit any
overpayment, to Deposit Account Number 50—3%56. } have enclosed a duplicate copy of this sheet.

f

WARNING: Information on this form may become public. Credit card information should not be included on fthis form, Provide
credif card information and authorization on PT(-2638,

I am the applicant/inventor.

3 [

assignee of record of the entire interest. See 37 CFR 3.71.
Statement under 37 CFR 3.73(b) is enclosed (Form PTO/SB/96),

attorney or agent of record. Registration Number 28.872

attorney or agent under 37 CFR 1.34.

X

Registration number if acting under 37 CFR 1.34 __

January 28 2011

; Signatutre Date
~ Dale S. Lazar 703-773-4149
Typed or printed name Telephone Number

INOTE: Signatures of all the jnventoss of assignees of record of the more interest or their sepresentative(s) are requited Submit muktipie forms if more than one signature |
o v g
its required, see below.

DXI Total of 1 forms are submitted

This collection of information is required by 37 CFR 1.136(a). The information is required to obtain or retain a benefit by he public which is to file (and by the USPTQ
to process) as application. Confidentiality is governad by 35 U.S. C. 122 and 37 CFR 1. 11 and 1.14. This collection is estimated to take 6 minutes o cowplete,
including gathering, mating, and subwitting the completed application form to the USPTO. Time will vary depending upon the Individual case, Any comments on the
amount of time you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chiet Information Officer, US Patent and Tradewark
Office. U.S. Department OF Commerce, P.O. Box 1430, Alexandria, V.4 22313-4150. DO NOT SEND FEES OR COMPLETED FORMS TQ THIS ADDRESS.
SEND TO: Commissicner for Patent. P.O. Bex 1450, Alexandria, D4 22233-1450.

If you need assistunes in compleving the form, call [-800-FT0O-919¢ and séteci aption 2 Amerivan L F0Micko. Inc.
ww USCourtkorms som 2

EX1007-329




DOCKET NO. 339600-0600003 PATENT

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

in Re Application of: MORRIS, Melvyn et al. Confirmation No. 4785

Application No. 11/477,807 Group Art Unit: 2432
Filed: June 30, 2006 Examiner: C. Zecher

For: METHODS AND APPARATUS FOR DEALING WITH MALWARE

AMENDMENT UNDER 37 C.F.R. 1.114

Assistant Commissioner for Patents January 28, 2011
PO Box 1450

Alexandria, VA 22313-1450

Dear Sir:

This is in response to the Final Rejection dated September 28, 2010, and having a period
for response set to expire on December 28, 2010. This submission is believed to be timely
because it is being submitted in conjunction with a Request for Continued Examination and a
petition for a one-month extension of time, together with the requisite fee for same, is submitted
herewith, thereby extending the period for response to January 28, 2011,

The following amendments and remarks are respectfully submitted. Reconsideration of

the claims is respectfully requested.

Amendments to the Claims begin on page 2 of this paper.

Remarks/Arguments begin on page 18 of this paper.

EASTM4024412.1 Trend Micro, Inc
y .
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Remarks/Arsuments

We appreciate Examiner Zecher time and helpfulness during the personal interview on
January 12, 2011.

Claims 1-11, 13-23, and 25-30 remain pending. Claims 12, 24, and 31-47 were
previously deleted or withdrawn, Claims 1, 13, 25, and 30 have been amended. Claims 48-51
have been added and are fully supported by the specification (for example, see the first paragraph
Qf page 36 for claims 48 and 50 and page 34 for claims 49 and 51}.

On page 3 of the Office Action, the disclosure stands objected to for not being divided
into the sections suggested by 37 CFR 1.77(b). The examiner correctly characterizes the
arrangement specified in 37 CFR. 1.77(b) as a set of “guidelines” of a “preferred” layout that is
“suggested” for the applicant’s use. Thus, the Office Action itself’ acknowledges that the
arrangement is discretionary on the part of the applicant. Also, 37 CFR 1.77(b) states that the
specification “‘should,” as opposed to “shall” or “must,” follow the arrangement disclosed
therein. This language clearly makes this arrangement optional, particularly when read in the
context of other sections of 37 CFR dealing with the specification (e.g. 37 CFR 1.71{a) “(t}he
specification must include a writien description of the invention...” and 37 CFR 1.75(a} “(tihe
specification must conclude with a claim...”). In this case, applicant declines the suggestion in the
Office Action.

On page 4 of the Office Action, claim 30 stands rejected under 35 U.S.C. 101 as being
directed to non-statutory subject matter. Claim 30 has been amended to be directed to a storage

medium, which is a manufacture and therefore statutory subject matter,

Page 18 of 23
EAST\44024412.
‘ ] Trend Micro, Inc.
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On page 5 of the Office Action, claims 1-9, 12-21, 24-27, and 30 stand rejected under 35
U.S.C. 103(a) as being unpatentable over Dozortsev (US Pub. 2003/0177394) in view of
Sheymov et al. {US Pub. 2001/0052014). Claims 1, 13, and 25 are independent claims, and
claims 2-9, 12, 14-21, 24, 26, 27, and 30 depend on either claim 1, 13, or 25. Claims 1, 13, and
25 have been amended to overcome this rejection.

Claim 1 has been amended to read, infer alia, “when the determining does not indicate
that the computer object is malware, initially classifying the computer object as not malware;
generating a mask for the computer object that defines acceptable behaviour for the computer
object; running the computer object on at least one of the remote computers; automatically
monitoring operation of the computer object on the at least one of the remote computers;
allowing the computer object to continue to run when behaviour of the computer object is
permitted by the mask; disallowing the computer object to run when the actual monitored
behaviour of the computer object extends beyond that permitted by the mask; and reclassifying
the computer object as malware when the actual monitored behaviour extends beyond that
permitted by the mask.” Claims 13 and 25 have been amended to include similar limitations.
Dozortsev and Sheymov fail to disclose at least these limitations.

In the method of claim 1, when an unknown object is encountered, an initial
determination may indicate that it is not known malware. In this event, the object is initially
classified as not malware, and a mask is generated for the object. The mask defines operational
bounds for the object. For example, if the unknown object purports to be a web browser, the
mask may define a set of bounds that correspond to normal operation for web browsers. The

unknown object may run on the remote computer, but only as long as its behaviour is permitted

Page 19 0of 23
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by the mask. Therefore, if the unknown object does not exhibit malevolent behaviour, it may
continue to run. If the unknown object attempts to exceed the bounds of the mask, this activity s
detected, the object is prevented from running, and the object is reclassified as malware. User
inconvenience is minimized because an object can run as long as no malevolent behaviour is
exhibited, even if the object is unknown. Also note that the behaviour of the object running on a

remote computer (rather than running in a sandbox environment on a central computet) is

automatically monitored (not monitored by a human operator).

The examiner notes that Dozortsev teaches that when code is not known malware, it may
continue to execute. See Office Action pages 3-4; Dozortsev par. 37-38. In Dorzotsev, when an
object is unknown, it is forwarded to a central computer to be examined. While this examination
takes place, a client computer may choose to allow the entire executable code to operate or
prevent the entire executable code from operating, depending on configuration. See Dozorisev
par. 37-38. However, the examination is carried out by execution of the code at the central
location. See Dozortsev par. 37-38. When the examinaiibn is complete, the results are sent to
the client computer and the code operation is allowed or terminated accordingly. See Dozortsev
par. 40-42. This is clearly different from the present invention, wherein an unknown object is

allowed to operate on the remote computer within limited bounds defined by a mask and is

automatically prevented from operating and classified as malware if #t tries to exceed those

bounds. The examiner cites paragraph 40 of Dozortsev to find a mask. See Office Action page
5. Paragraph 40 merely indicates that file investigation may utilize several listed methods at a

central location, making no mention of a behaviour-based mask or monitoring performance at a

Page 20 of 23
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remote computer. Dozortsev does not teach a behaviour-based mask at paragraph 40 or
elsewhere.

The method of analysis in Dozortsev is different from the present invention as well. File
investigation in Dozortsev may include executing the code in a sandbox environment. See
Dozortsev par. 40. All behaviour can safely be allowed to run in an isolated sandbox
environment on a central computer. Indeed, it is necessary for all behaviour to be fully exhibited
so that a human operator can observe it and determine whether 1t is malicious. In contrast, the
present invention establishes a behaviour-based mask. While the object is running on the remote
computer, any behaviour exceeding the Hmits of the mask is awmtomatically considered sufficient
to classify an unknown object as malware. As noted above, this classification can be made
automatically while the object is running on the remote computer. This further distinguishes the
present invention from Dozortsev,

Thus, Dozortsev does not disclose every element of claim 1 for at least three reasons.
Claim 1 requires running objects on a remote computer while behaviour is monitored. Dozortsev
teaches receiving an object at a central computer and investigating the object centrally. See
Dozortsev par. 38. Claim 1 requires monitoring objects for behaviour that exceeds the limits of a
behaviour-based mask while the object is running. Dozortsev does not disclose any behaviour-
based mask. Claim 1 requires monitoring the operation of objects running on a remote computer
automatically. Dozortsev teaches the use of a sandbox environment wherein behaviour of an
object can be observed by a human analyst. See Dozortsev par. 40.

The examiner cites Sheymov to teach having both centralized and distributed databases in

a network access monitoring method. See Office Action page 2; Sheymov par. 23. Sheymov

Page 21 of 23
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does not compensate for any of the deficiencies of Dozortsev discussed above. Specifically,
Sheymov does not discuss establishing a mask for an unknown object, running the object on a
remote computer, automatically monitoring the object, allowing the object to run if its operation
does not exceed the bounds of the mask, and preventing the object from running and
reclassifying it as malware if its operation exceeds the bounds of the mask. Because Dozortsev
and Sheymov fail to teach at least the limitations of claims 1, 13, and 25 discussed above, either
alone or in combination, claims 1-9, 12-21, 24-27, and 30 should be allowed.

On page 8§ of the Office Action, claims 10, 11, 22, 23, 28, and 29 stand rejected under 35
U.S.C. 103(a) as being unpatentable over Dozortsev in view of Sheymov and Barton et al. {(US
Pub. 2005/0021994). Barton is cited for disclosing the step of indicating the file name, size and
focation of an object. Barton fails to compensate for the deficiencies of Dozortsev and Sheymon
noted above in the analysis of claims 1, 13, and 25. Since claims 10, 11, 22, 23, 28, and 29
depend on either claim 1, 13, or 25, they are patentable for the reasons discussed above with

respect to claims 1, 13, and 25,

Page 22 of 23
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The application has been amended to place the application condition for allowance. All
amendments are supported by the specification. An early notice of allowance is carnestly
solicited.

Please charge any shortage in the fees or credit any overpayment to Deposit Acecount No.

50-3266.
Respectfully submaitted,
DLA PIPER LLP US

“Pale S. Lazar

Registration No. 28,872
Attorney for Applicant

DSE/NP/ce

PO Box 2758

Reston, VA 20195

(703) 773.4000 Telephone
(703) 773.5200 Fax
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Docket No.: 3390006000003

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

IN RE APPLICATION: Melvyn Morris Conf. No. 4785

SERIAL NUMBER: 11/477,807 Group: 2432

FILED: June 36, 2006 Examiner: C. Zecher

FOR: METHODS AND APPARATUS FOR DEALING WITH
MALWARE

INFORMATION DISCL.OSURE STATEMENT UNDER 37 CF.R. 1.97

Assistant Commissioner for Patents January 28, 2011
PO BOX 1450
ALEXANDRIA, VA 22313-1450

Sir:
Applicant(s} wish(es) to disclose the foellowing information.

REFERENCES

< Applicant(s) wish(es) to make of record the documents listed on the attached Form PTO-
1449, Copies of the listed documents are attached, where required, as are either
statements of relevancy or any readily available full or partial English transiations of any
non-English-language documents.

EXPLANATION OF RELEVANCE

The documents listed on the attached Form PTO 1449 were cited in related and
corresponding applications. English language abstracts and translations are provided for
the convenience of the Examiner where available.

RELATED CASES

X Attached is a list of Applicant’s{(s’) pending applications and 1ssued patents which may
be related to the present application. Copies of the documents, where reguired, are
attached along with Form PT0-1449.

EASTMIS07507.4

Trend Micro, Inc.
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CERTIFICATION
The undersigned certifies that

[1  each item of information contained in this Information Disclosure Statement was first
cited in any communication from a foreign or international patent office in a counterpart
foreign or international application for the first time (to the knowledge of the
undersigned, having made reasonable inguiry) not more than three months prior to the
filing of this statement (See 37 CFR 1.97(e)(1)).

] no item of information contained in this Information Disclosure Statement was cited in a
communication from a foreign or international patent office in a counterpart foreign or
international application, and, to the knowledge of the undersigned, having made
reasonable inquiry, was known to any individual designated in 37 C.F.R. 1.56(c) more
than three months prior to the filing of this statement. (See 37 CFR 1.97(e)2))

BASIS FOR CONSIDERATION

This Information Disclosure Statement is filed:

without fee and within three months of the filing date of the application.

without fee and within three months of the date of entry of the U.S. national stage.
without fee and before the mailing date of a first Office Action on the merits {to the
knowledge of the undersigned).

without fee and with the appropriate certification above.

without fee and with a new CPA application.

without fee and with a Request for Continued Examination.

with fee and before the mailing date of any Final Office Action, Notice of Allowance or
an action that otherwise closes prosecution (to the knowledge of the undersigned).

with fee, appropriate certification above, and before payment of the Issue Fee.

[ DOXOO OO0

[P

EASTVM1307507.1

Trend Micro, Inc.
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DEPOSIT ACCOUNT

Please charge any additional fees for the papers being filed herewith, or credit any
overpayment to Deposit Account No. 50-3266.

DSL/jece

P.O. Box 2758
Reston, VA 20163
Tel. 703.773.4000
Fax (703} 773-5260

EAST\1307307.1

Respectfully submitted,

DLAPIPER LEP US

N
P

L e i
b WY

Dale S.Lazar
Registration No. 28,872
Attorney for Applicant

Trend Micro, Inc.
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

IN RE APPLICATION: Melvyn Morris Conf. No. 4785

SERIAL NUMBER: 11/477,807 Group: 2432

FILED: June 30, 2006 Examiner: C. Zecher

FOR: METHODS AND APPARATUS FOR DEALING WITH
MALWARE

LIST OF RELATED CASES

Serial Number Publication Number Filing or Publication Date Status

11/694.,261 US 2008-0040710 February 14, 2008 Pending

The cases listed on this Notice of Related Cases include cases which may contain
information that is material to patentability, The listing of a case on this Notice should not be
taken as an indication or admission that any information contained therein is material. Prior art
for each case listed on this Notice may have been cited. The files corresponding to the listed
cases, which are available to the Examiner, may not have been examined fo ascertain the
materiality of any prior art therein. Accordingly, the Examiner is requested to review the file
for each case listed on this Notice in order to assess the materiality of such prior art.

Respectfully submitted,

DLA PIPER LLP US
"Dale S. Lazar
P.0. Box 2758
Reston, VA 20195 Reg. No. 28,872
Tel. 703.773.4000 Attorney of Record
Fax (703) 773-5200 Date: January 28, 2011
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belng emulated, and tanslating those instrucion sequences into the instruction sJ of the emulating processor. In » firs phase, frequently
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SOFTWARE EMULATION SYSTEM WITH DYNAMIC TRANSLATION QF
MULATED INSTRUCTIONS FOR INCREASED PROCESSING SPEED

ing present invention is directed to emulation systems which execute

1

software Instructions designed for a specific instruction set on a processor
which suppmts a different instruction set, and more particularly to the use of
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ation of instructions to increase emulation performance.

Seround of the Invention

nival processing unit {TPU) of a computer is designed to execute a
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particular set of software instructions, which form the basis for the computer's
operating system. Similarly, most applivation programs are designed o work
with specific operating systems. In the past, for example, many computers
igned for complex instruction set computing, and are identified as
CISC provessors. Accordingly, application programs designed to nun on these
computers consist of commands taken from the instruction set for their
provessors. More recently, there has been a move toward reduced insiruction
set computing, so-called RISC. Application programs which are designed for a
{IST class of processor will not normally run on a RISC-based processor. In
order to utilize these application programs on a RISC processor, it is necessary
for the RISC processor to emulate the operation of a CISC processor.

The instruction set of a typical processor defines a set of basic gperations
that van be performed on one or more operands. Software emulation that
funciionall }, implemenis the operation of a particular processor, for example a
CIBC processor, must be able to decode an instruction from the instruchon set
for the emulated processor and execute an equivalent sequence of instructions
from the instruction set of a different processor, e.g. a RISC processor, on which
the emulation is being performed.

in one of the more efficient approaches to software emulation, a jump
i50 known as a dispatch table, is employed to decode instructions in an
emjated processor’s instruction set. Generally speaking, an instruction being
emuiated provides an address to a location in a dispatch table. This entry in
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atch table contains a pointer to a sequence of equivalent instructions in
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traction set for the processor. This sequence of instructions forms a
semantic routine whose execution resulls in the desired emulation of the

instruction.
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(One characteristic of an emulation system which has a significant impact
on its overall performance is the considerable execution time overhsad which
the emulation system imposes. In particular, 2 good percentage of the time
required for emulation is spent in the dispatching operations. In general, each

3

instruction generated by an application program, in the instruction set for the
processor being emulated, causes the emulator to address the dispatch table,
which results in a fump to the corresponding semantic routine in the native,
or smulation, code. Thus, for each instruction in the emulated code, the
following se quence of actions occurs: {a) fetching the instruction to be

i d. {b} addressing the dispatch table, {¢) obtaining the pointer to the
native cc.«‘ s, {d} fetching the first instruction for the corresponding semantic
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reuting in the native code, and {e) executing the semantic routine.

It can be appreciated that the need to perform this sequence of operations
for svery instruction that is issued in the emulated code presents a substantial
{ processing overhead, which can significanily affect the overall
perfom“a e of the emulator. It is desirable, therefore, to decrease the
processing overhead that is required to emulate instructions, and thereby

improve the pverall performance of the emulator.

In accordance with the present invention, the processing overhead of an
emulating system is reduced by selecting frequently emulated instruction
sequences in the software being emulated and translating those instruction
sequences into the native instruction set of the emulating processor. The
dynamic translation process of the present invention is implemented in three
main phases. In the first phase, an identification is made of those code
sequences in the emulated so“tware that are freqaemiv repeated. This can be

counter values are analyzed, to identify code sequences which are emulated
v encugh to warrant dynamic translation. The program counter
values which are selected identify the starting point of emulated code
i the second phase, the selected code sequences are translated from the
instruction set of the emulated processor into the instruction set of the

envlating processor. For each emulated instruction in a selected code
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sequence, s equivalent code sequence in the native instruction set is obtained
from the emulator's set of semantic routines, by indexing into the dispatch
tabie with a binary code for the emulated instruction. The successively

retvieved code sequences are cumulatively stored in an instruction buffer, until

5 each instruction in the selected sequence has been translated.

In the final phase, the transiated sequence is executed in place of
entating the uniranslated sequence. This is done by assigning each newly
transiated code sequence an available operation code from the emulated
instruction set. The start of the untranslated instruction sequence is replaced

3

10 with the value of this operation code, and the address of the translated

instruction sequence is inserted in the dispatch table as the corresponding entry

by

for this operation code. From that point on, the emulation software

automatically executes the translated code sequence in lieu of emulating the

umxms§ated code sequence, resulting in a substantial improvement in the
15 tme required to perform the emulation.

As a further feature of the invention, the computation of gratuitous
values that are not employed during execution, such as flag values for
smulated condition code registers, can be eliminated to further optimize the
transiated code sequence. In the implementation of this feature, an analysis of

20 the emulated code sequence being translated is performed to identify any
emulated instructions in the sequence which unnecessarily modify emulated

condition flags. The modification of an emulated condition flag is unnecessary

whaen 2 subseguent emulated instruction in the sequence madzﬁes the same
flag and no intervening emulated instruction either refers to the flag value or
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non-sequential change to the emulated program counter value. For
each emulated instruction where these conditions are met, an alternative
uence, which does not include the instructions to compute the
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urmecessary COT d tion ﬁag values, is employed in the translation of that
st
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urther featurszs cf the invention, as well as the advantages offered
theveby, are explained in greater detail hereinafter with reference to specific
embodiments illustrated in the accompanying drawings.

Figure 1 iz a block diagram of the software components of an emulator

7
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Figure 2 is a block diagram similar to Figure 1, which depicts the
conventional transiation of a code block;

Figure 3 is another block diagram similar to Figure 1, depicting dynamic
transiation in accordance with the present invention; and

Figure 4 i3 a block diagram depicting the execution of a franslated code

o facilitate an understanding of the present irvvention, it is described
heretnatter with reference to its implementation in specific embodiments. In
particular, the features of the invention are described in the context of an
emuizator system in which the instruction set of a p*ocessor designed for

mstruction set for the CISC processor is .sdentzfzed as the emuiated ca@e“, and
the instruction set for the RISC processor is labeled the "native code”. Tt will be
appreciated, however, that the practical applications of the invention are not
{imited to this particular embodiment. Rather, the invention will find wiility

Generally speaking, an emulator is a software program that runs on a
compiter and euab‘ses the computer to behave as though it were a different
type of computer. In other words, it enables a computer of one type to function
ssor of another type. Depending upon the portions of the
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program that are being executad at any particular time, as well as the
architecture of the computer itself, various parts of the program may reside in
*pes of memory, including main memory, cache memory and/or
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e. In the following description, the term memory is
employed int a generic sense to refer to any and all types of memory in which

the emulator may reside. The particular forms of memory that are used for
ar implementation of the invention will be dependent upon

s
3
>
L[S (:5
i
rq
[
o
2
ool

choices made by the programumer, as well as the architecture of the computer
system in which the implementation takes place. For this reason, discussion of
specific registers and the like is omitted from the following discussion, so as
not o obscure an understanding of the basic principles of the invention.

The basic operations that are carried out in an emulator are ilustrated in
the block diagram of Figure 1. The blocks in this diagram represent different

4
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ttems of software that are stored in the memory of the computer which is
functoning as an emulator. Referring to Figure 1, an application program 10
consists of commands that are designed for the instruction set of the emulated
provessor, in this case the CISC processor. In Figure 1, the complete set of
instructions for the smulated processor are represented by a list 12, In practice,
the application program issues individual instructions for execution by the
computer's CPU, For example, the instructions might be issued in response fo
user inpus. A particular instruction to be emulated by the processor is

3

forwarded to a dispatcher 14. Associated with the dispatcher is a dispaich table
&, which contains pointers to sequences of instructions in the native code 18
that functicnally correspond to each of the emulated code instructions. In
response i information obtained from the dispatch table, the dispatcher 14
calls one or more corresponding instructions in the native cade. The
processor, in this case the RISC processor, executes the called instruction(s), and
thereby emulates the operation of the CISC processor. In the particular
example {lustrated in Figure 1, 2 single instruction issued by the application
pmgmm 1*3 results in the execution of three consecutive instructions i the
{represented by the shaded area 20). This set of three instructions
tive code which emulates the instructions in the emulated code s
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referred to a5 a "semantic routine”.

Pypicaily, instructions in the emulated code are not issued in some
random order. Rather, groups of sequentially stored instructions tend o be
repeatedly executed 1o perform an operation. In the context of the present
invention, the term "code block” is employed to denote a series of sequential
instructions in the emulated code which begins with the target of some norn-

i
with tr‘e s‘irst instruction in the sequence and are wholly contained within the
sequence. A “code block”, as defined herein, may contain conditional and
unronditional branch instructions.

Referring to Figure 2, an example of a code block is represented by the
shaded avea 22. In a conventional emulation process, the instructions in a code
blovk are individually translated each time they are encountered during the
emitlation process. As each instruction is fetched by the dispatcher 14, it

functions as an address to the dispaich table 16, The dispatcher 14 retrieves the
pointer i ed at the addressed portion of the table 16, and calls the

corresponding semantic routine to which the pointer refers, for execution. In
pecific example of Figure 2, the code block 22 consists of three instructions,
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exampls, the three instructions have th.e opcoaes ”GJG 2{}31 and 4e75. *hes:,
three instructions respectively result in three dispatch operations to separately
retrieve and execute three semantic routines for those opcodes, respectively.
his need o continually dispatch each instruction as it is issued by the
dication program presents a significant amount of processing overhead in
the overall operation of the emulator.

inn accordance with the present invention, this processing overhead can
be considerably reduced through dynamic translation of selected code blocks in
the emulated applivation programt. To implement this feature, the code blocks
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sre emulated frequently enough to warrant dynamic translation are first
idendified. This van be carried out by recording program counter values that
produce non-sequential changes in the sequence of instructions being
emulated. Whenever an instruction from the CISC code is emulated that
regulis i a nm«secuexxtial change to the program counter, the new program
counter value is recorded, for example by pushing its value onde a
programmatic s ack In essence, each recorded program counter value
represents the starting point of a new code block. Whenever there is a break in
the operation of the emulator, for example as the processor stops emulation to
service & special event or an interruption, the accumulated values are
ramoved from the stack and analyzed to idendify code blocks that are emulated
more than a defined number of times within a predetermined time window.
example, if a particular block is emulated more than 256 times within &
period of about 16 milliseconds, it may be selected. Any suitable approach can
oyed to selert the program counter values that identify the code blocks
which ocour with sufficient frequency. In the preferred embodiment of the
fmvention, as each recorded program counter value is removed from the stack,
its value is used as a hash index indo a table of frequency counts, and the
corresponding entry in the table is incremented by one. When the count is
incremented bevond a predetermined threshold value, the program counter
value corresponding to that table eniry is placed on a list of code blacks to be

- b 3
dynamically translated.

5

he selected values identify the starting points of emulated code

seguences, or code blocks, that are to be dynamically translated. Each code block
beging with an instruction that is the targ,et of & non- sequenhai chzmge in the

é

Trend Micro, Inc.
EX1007-350



IO BHIGRES POTAESGOITSS

t

;

[

Lt

tad
[$3

5

a code block has been selected for dynamic translation, each instruction in the
ed code block is transiated from the instruction set of the emulated
provessor into the native code. For each instruction in the code block, its
squivalent semantic routing is identified in the native code, using 1 "hea dispatch
table 16. Referring to Figure 3, as the first instruction in the code block, in this
example 2030, is translated, its corresponding semantic routine 2030 is stored in
a buffer 35, As the next instruction in the code block is translated, its semantic
routine 2031 is appended to the instructions stored in the buffer 26. This
process is repeated until each instruction in the selected code block has been

transiated and is corresponding semantic routine stored in the instruction

biocks, and (c he transiatio and storage of seiected code bﬁcc Ky in the bu:rter,
preferably takes place during the interruption of the emulation, i.e. prior to the
tme that the event which interrupted the emulation is serviced.

Unee the entive code block has been transiated in this manner, the
translated sequence is executed in place of emulating the individual
instructions of the untranslated sequence. To do so, the newly translated code
sequence is assigned an opcode from the instruction set of the emulated
DIOCESSOT. P@r exampie, the instruction set for the Motorola 68000 series of
microprocessors employs a 16-bit opeode. This presents the capability for over
&5 536 different possible opcodes that can be represented. Of this number, about
50,000 are actually employed for the instruction set, leaving a remainder of
about 15,000 unassigned operation codes that are available for other uses. In
the implementation of the present invention, each newly translated code
sequence that is stored in an instruction buffer 26 is assigned one of the
available operation codes from the emulated instruction set. The beginning
¢ of the ummm}ated instruction sequence 22 is overwritien with the
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vaiue of this new, unassigned operation code. Referring to the example of
Figure 4, the opcode 6001 is assumed to be one such unassigned, and hence
available, opeode, 1t is substituted for the opcode 2030 of the first instruction in
the code block 220 In the dispatch table 16, the address of the translated
imstruction sequence in the buffer 26 is inserted as the corresponding entry for
the new pperation vode. Subsequently, whenever the application program

issues the first instruction in the translated code block, the dispatcher 14 will

point (o the translated code sequence, which will be automatically executed by
the emulation software, in lien of emulating the untranslated code sequence.
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Consequently, ordy a single call to the dispatcher is made, rather than a
separate call for each instruction in the code block, resulting in a substantial
fmprovement in the time required to perform the emulation.

As a side-sffect of most instructions performed by a CISC class of

b,

processor, a vegister known as the Condition Code Register is modified to
reflact certain data conditions that resulted from the execution of that
instruction. These data conditions are typically referred to as flags. One of the
more Hme-consuming aspects of performing a software emulation is the

computation of new values for the flags contained in the emulated processor's
d

Condition Code Register. Often, the computation of new condition code flags

a par articular instruction is a gramzmus exercise, in the sense that
a subseguent instruction typically replaces the previous instruction’s condition
code flag values with its own.

re of the present invention, the performance of the emulator
can be further improved by eliminating the computation of gratuitous
condition code values under those conditions in which their elimination
resulis in semantically identical resulis in the emulation of the code block.
This feature of the invention can be implemented during the second phase of
wamic iranslation process, Le. while the instructions of the selected code
block are being translated. During this phase, the instructions in the emulated

code are aralyzed to identify those situations in which a subsequent

instruction, or set of instructions, modifies all of the condition code flags that

struction under analysis. If no intervening instructions refer to
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the condition code flags, or cause a potential non-sequential change in the
counter value, the computation of the condition code flags can be
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emmktaa in this situation, an allernative semantic routine, which does not
include computation of the condition code flag values, is employed for the
transiation of the instruction under analysis. The alternate semantic routine
for an emulated instruction can be stored immediately following the primary
semantic routine for that instruction. In the case of some CISC instructions,
imination of rondition code flag computations can reduce the number of
native instructions in the semantic routine by two-thirds, resuiting in
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nd code size savings.

From the foregoing, it can be seen that the present invention employs
dynamic translation to significantly improve the execution time of a software
emulator. The dynamic translation results in a single dispatch operation for
an entire code block of the emulated code, thereby significantly reducing the
dispaich pverhead associated with the emulation process. In the
&
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implementation of the invention, it is desirable to translate as many
instructions as possible in a code block. The longer the sequence of
instructions that ave dynamically translated, the greater the increase in the
esnulation speed. This increased performance is due to the elimination of
instruction decoding overhead, as well as increased locality within the target
processor's instruction caches. More particularly, the sequence of native
instructions that comprises a transiated code block will generally fit within the
available instruction cache memory of a RISC processor. When the translated
block contains frequently iterated loops of code, a large stream of instructions
will be executed directly out of cache memory at a2 much greater overall
imstruction theoughput. Conversely, if that same block were to be emulated,

there will Hkely be cache conflicts generated between the emulator’s dispatcher,

3

the dispateh table, and the semantic routines, and these delays will be

A

multiplied by the rrumber of loop iterations within the block.

it will be appreciated by those of ordinary skill in the art that the present
invention can be embodied in other specific forms without departing from the

spirit or essential characteristics thereof. The presently disclosed embodiments

are considered in all respects to be illustrative and not restrictive. The scope of
the invention is indicated b # pended claims, rather than the foregoing
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1 In a computer having a processor which executes instructions
from a fivst set of instructions, a method for emulating the operation of a

iifferent processor which executes a second set of instructions, comprising the

transiating each of the insiructions in said sequence into one or more
corresponding instructions in said first set of instructions;

transizted instructions as a group; and

{453
¥
%
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o
o

ing the group of stored instructions when an initial instruction in

: 5 issued during subsequent operation of the Compmer.
he method of claim 1 wherein each instruction in said second

3 ’i‘h method of claim 1 wherein said computer includes a
program counter which identifies instructions from said second set to be

executed, and whersin the step of identifying frequently called instructions

comprises the steps of detecting sach occurrence of 2 non-sequential change of

value in said program counter, and counting the number of times that each
nevesequential change of value is detected within a predetermined Hme

The method of claim 3 wherein said counting step comprises the
steps of loading a value associated with said non-sequential change in a stack
t detected ocourrence, emptying said stack in response to an

interruption in an smulation (}peraﬁcm and counting the number of

3. The u:thod of claim 1 further including the steps of analyzing
the instructions in said sequence to determine whether a given instruction
calculates values that are recalculated by a subsequent instruction in said
sequence and which are not utilized prmr to said recalculation, and transiating
said given instruction into a corresponding instruction in said first set which

3 o 3 B -, £l -
does not calculate said values.
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&. The method of claim 5 wherein said calculated values are
condition code flag values.
7. A software emulation system for emulating the operation of a
st p‘cncesmr which executes a first set of instructions by means of a different
5  processor which executes a second set of instructions, comprising:
a dispatcher for translating instructions issued from said first set of
nstructions indo one or more corresponding instructions in said second set of
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are repaateaiv called with a predetermined frequency;
a i‘mﬁer "«:b ch cumulatively stores instructions from said translated
instructions that respectively correspond to the instructions in ar identified

ausing the instructions stored in said buifer to be executed
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15 when an inital instruction in said sequence is issued.

8. The system of claim 7 wherein each instruction in said first set of
mstructions has an associated operation code, and wherein said causing means
aSSIFNS an operation csde to the instructions stored in said buffer, and

30 said iniHal irstruction
2. The system of claim 7 wherein said identifying means includes a

program courter which identifies instructions from said first set to be executed,
means for detecting each occurrence of a non-sequential change of value in
said program counter, and means for counting the number of times that sach

25 rnon-sequential change of value is detected within a predetermined time
period
10, The system of claim 7 further including means for analyzing the
instructions in sald sequence to determine whether a given instruction
calculates values that are recalculated by a subsequent instruction in said
' sequence and 3

which are not utilized prior to said recalculation, and means for
given instruction into a corresponding instruction in said first

8
set which does not calealate said values.
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DYNAMIC HEURISTIC METHOD FOR DETECTING COMPUTER VIRUSES

L BACKGROUND
A. Technical Field

This invention relates to computer antivirus software. More particularly, this invention
relates to software for detecting unknown computer viruses using emulation and artificial

intelligence.
B. Related Art

Computer virus detection technology may be divided into categories such as signature
scanning, integrity checking, and non-integrity-based unknown virus detection (also called

heuristics). This section discusses these categories of antivirus technology.

Signature scanning antivirus programs work by scanning files for signatures of known
viruses. A signature is a sequence of bytes that may be found in a virus program code, yet is
unlikely to be found elsewhere. To “extract” a signature, an antivirus researcher must analyze
the virus. Once this signature is determined, it is recorded in a database of virus signatures to be
used by an antivirus program. The antivirus program scans a target program (executable file,
boot record, or possibly document file with a macro) to detect the presence of a virus signature.
If a signature is found, then the target program is deemed infected. Otherwise, the target

program is considered uninfected.

A signature scanning antivirus program can identify particular virus strains for removal
and may have a low “false-positive” rate if properly implemented. However, only viruses
whose signatures have already been determined and stored in the signature database may be
detected using signature scanning. Moreover, the signature database must be updated frequently

to detect the latest viruses.

Integrity checking (called “inoculation” by the commercial Norton Anti-Virus product
from Symantec Corp.) is a technique in which “‘snapshots” or “fingerprints” are taken of
programs (executable files, boot records) on the computer under the assumption that all these

files are in an uninfected state. These fingerprints are typically taken after the computer has

Trend Micro, Inc.
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been scanned with a virus scanner that reasonably assures the computer is virus-free. These

fingerprints are then saved into a database for later integrity-based scans.

During subsequent integrity-based scans of the computer, the antivirus program verifies
that each previously fingerprinted program on the computer matches its fingerprint. Ifa
program does not match its fingerprint, then the antivirus program typically uses artificial
intelligence to determine if the modification is “virus-like” or merely a valid program update. If
the modification appears due to an infection by a virus, the antivirus program typically alerts the

user to the modification and gives the user the option to repair the damage, if possible.

Because integrity checking does not scan for virus signatures, it can be used to detect
new and (as yet) unknown virus strains. Integrity checking works because viruses must
generally make changes to their host program, and these changes can be detected if the database
of fingerprints of clean programs is properly created and maintained. However, integrity
checking does not work if the computer is not virus-free when the programs are fingerprinted.
A virus-infected program that is “inoculated” along with other clean programs would be a safe
haven from where the virus can infect other programs. Furthermore, when a change is detected
by integrity checking, it is often difficult for the antivirus program to determine if the change
was virus-induced or user-induced (e.g., the user may update a program by installing a new
version or copying an updated file). If this determination cannot be made by the antivirus
program, the user must be called upon to make this determination, and many users are not

knowledgeable enough to do so.

Non-integrity-based (also called “heuristic’”) unknown virus detection is used to detect
new and unknown viruses without any integrity information. A heuristic antivirus program
examines a target program (executable file, boot record, or possibly document file with a macro)
and analyzes its program code to determine if the code appears virus-like. If the target

program’s code appears virus-like, then the possible infection is reported to the user.

Heuristic virus detection can detect new and unknown viruses that have not yet been
analyzed by antivirus researchers since it does not use virus signatures. Because the heuristic
technique does not use integrity information, it does not require fingerprints of programs to be

taken and saved when the computer is in a known clean state.

Trend Micro, Inc.
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Heuristic virus detection can be classified as either static or dynamic. The primary
difference between these two detection schemes is that the dynamic method uses CPU

emulation while the static method does not.

1. Static Heuristic Detection

In static heuristic virus detection, the antivirus program searches the instructions of a
target program for sequences of instructions that perform operations typically used by viruses.
Unlike virus signatures, these sequences are not designed to be specific to a single virus.
Instead, they are meant to be as general as possible in order to detect the operation of many

different viruses.

For example, the following sequence X86 (Intel microprocessor) machine code

instructions may be used to open a file:

assembly language machine code
MOV DX, ??77? BA 7?7 7?
MOV AX, 3D02 B8 02 3D
INT 21 CD 21

where ?? indicates that the byte may vary in different viruses. Similarly, the following sequence

of X86 machine code instructions may be used to write to a file:

assembly language machine code
MOV DX, 7?7? BA 7?7 7?
MOV CX, 7772 B9 77 7?7
MOV AX, 4000 B8 00 40
INT 21 CDh 21

where again ?? indicates that the byte may vary in different viruses.

Static heuristic antivirus programs search for sequences of bytes like those shown above,

then makes an assessment of viral infection based on the sequences it found. For example, if the

Trend Micro, Inc.
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static heuristic antivirus program finds a file open operation, followed by file read and write
operations, and also finds a character (ASC11) string “VIRUS” in the program, it may report
that the file is infected by an unknown virus.

Some (self-decrypting) computer viruses have encrypted viral bodies. Sequences of
5  instructions that exhibit virus-like behavior are not identifiable while they are encrypted.
Therefore, some static heuristic detection programs precede the behavior searching phase with a

decryption phase which is typically performed using a CPU emulator.

Although static heuristic detection programs can be relatively fast, they may recognize
only some of the numerous different ways of performing various virus-like operations. For

10  example, a virus writer may re-order the instructions of the file open sequence above as follows:

assembly language machine code
MOV AX, 3D02 B8 02 3D
MOV DX, 77?? BA 7777
INT 21 CD 21.

15  As a further example, a virus written may more radically change the instructions for a file open

as follows:
assembly language machine code
MOV AX, 3E00 B8 00 3E
SUB AX, 0100 2D 00 01
20 MOV DX, 1234 BA 34 12
ADD AL, 02 04 02
INT 21 Cbh 21

Thus, the static heuristic detection program must look for a large number of different
ways each virus-like operation may be implemented in order to reliably detect virus-like
25  behavior. A data-base covering large number of possible permutations of these operations may
become unmanageable. This problem would be particularly acute if a virus writer wrote a

4
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“yirus generator” program which generated thousands of viruses at a time, permuting the order
of its sections of code, but not changing its effective behavior. Such a muititude of viruses

would be very difficult to deal with for static heuristic detection programs.

ii. Dynamic Heuristic Detection

In dynamic heuristic virus detection, the antivirus program emulates the target program
in a virtual environment and observes the emulated instructions for virus-like operations. As the
target program is emulated, its virus-like operations are identified and catalogued. From the
catalog of virus-like operations, the dynamic heuristic antivirus program can determine if the
target program looks like a virus. Naturally, if the virus has an encrypted viral body, this
emulation-based dynamic method can allow the virus to decrypt before observing its virus-like

operations (opening files, finding files, etc.).

Dynamic heuristic virus detection can detect many different permutations of a given
operation more easily than the static heuristic method. For example, consider the dynamic
heuristic detection of a file open operation. Any time an interrupt is called during the
emulation, the dynamic heuristic antivirus program checks the values in the registers. These
values specify the task that the target program wants the operating system to perform on its
behalf. As discussed above regarding static heuristics, a virus infecting the target program may
choose to put certain values in the registers in a great variety of ways. However, when the
interrupt is finally called, the registers must contain the certain values that correspond to the
desired operation. A dynamic heuristic antivirus program is only concerned with the values of

the registers at the time of the interrupt call.

While the dynamic heuristic technique is superior in detecting virus-like operations,
there are at least three problems to overcome in its implementation. The following is a

discussion of these three problems.

First, extensive emulation may be required before the virus-like operations occur. For
example, a virus may idle-loop 50,000 times before a file open operation. In that case, a very
large number of instructions would have to be emulated before the file open operation is

reached. This would greatly slow down the antivirus program.

Second, some viruses activate only when certain arbitrary conditions are met. For

example, consider the following pseudo-code of a virus:

Trend Micro, Inc.
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1. Find the first file in the current directory that has a “.com” extension (*.com).
2. If a file was found, go to Step 4.
3. Return control to the host program.

4. If the file is less than 1000 bytes long, go to Step 3.
5. If the file name does not end in “EL”, go to Step 3.

6. Open the file.

7. Read the first 3 bytes.

8. Seek to the end of the file.
9. Write virus bytes to the file.
10. etc.

If a dynamic heuristic antivirus program were to emulate a host program infected with
such a virus, it would encounter first in the virus Step 1 which instructs to find the first *.com
file in the current directory. Here, the antivirus program can simulate the DOS call and indicate

to the virus that a mock *.com program was found.

Subsequently, in Step 4, the emulator is instructed to return control from the virus to the
host program if the mock *.com program did not have a file size of at least 1000 bytes. How is

the antivirus program going to anticipate such an arbitrary condition?

Perhaps the antivirus program will be lucky and the mock *.com program had a file size
of at least 1000 bytes. Subsequently, in Step 5, the emulator is instructed to return control from
the virus to the host program if the file name does not end in “EL”. Once again, if this criterion
is not met (e.g., the file name is “FOO.COM,” ending in “OQ0™), the virus will immediately

terminate and return control to the host program.

Thus, a virus may be designed to be arbitrarily “picky” in its infection process and if any
one criterion (such as the date being the 5™ of the month) is not met, the virus will fail to execute
its infectious behavior. Consequently, a dynamic heuristic antivirus program will not observe

the infectious behavior and will not detect the virus.

Trend Micro, Inc.
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Third, while a “direct action” virus (such as the examples discussed above) infects other
programs as soon as an infected host program is launched, a “memory resident” virus installs
itself as a resident interrupt handler and remains dormant until the appropriate interrupt is called.
After installing itself as a resident interrupt handler, the memory resident virus returns control to

the host program.

A dynamic heuristic antivirus program begins emulation at the main entry-point of a
target program. However, the infectious viral code (the part of the virus that infects other
programs) of a memory resident virus is not reached via the main entry-point of its host
program. Instead, the infectious viral code is executed only when the interrupt into which the
virus is hooked is called, and such a call to the operating system may be made by a different

program other than the infected host program.

So, even if the dynamic heuristic antivirus program emulates the infected host program
for a very long time, the infectious viral code may not be reached, and thus the suspicious viral

operations may go undetected.

II. SUMMARY OF THE INVENTION

The above described problems are overcome by the present invention. The present
invention relates to a dynamic heuristic method for detecting computer viruses comprising three
phases: a decryption phase, an exploration phase, and an evaluation phase. A purpose of the
decryption phase is to emulate a sufficient number of instructions to allow an encrypted virus to
decrypt its viral body. A purpose of the exploration phase is to emulate at least once all
substantial sections of code within a region deemed likely to contain any virus present in the
target program. A purpose of the evaluation phase is to analyze any suspicious behavior
observed during the decryption and exploration phases to determine whether the target appears

to be infected.

III. BRIEF DESCRIPTION OF THE DRAWINGS

Figure 1 is a block diagram illustrating a structure of a computer platform which

includes a preferred embodiment of the present invention.

Fig. 2A is a high-level flow diagram of a first and conventional dynamic heuristic

method for detecting computer viruses.

Trend Micro, Inc.
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Fig. 2B is a high-level flow diagram of a second and preferred dynamic heuristic

method for detecting computer viruses according to the present invention.

Fig. 3 is a flow diagram of the decryption phase of the second method according to a

preferred embodiment of the invention.

Fig. 4A is a flow diagram of the ninth (analyze/record) procedure of the decryption

phase according to a preferred embodiment of this invention.

Fig. 4B is a flow diagram of the tenth (set virus proper) procedure of the decryption

phase according to a preferred embodiment of the present invention.

Fig. 5 is a flow diagram of the exploration phase of the second method according to a

preferred embodiment of the present invention.

Fig. 6 is a flow diagram of the first (set virtual CS:IP) procedure of the exploration

phase according to a preferred embodiment of the present invention.

Fig. 7A is a flow diagram of the fourth (fetch/emulate) procedure of the exploration

phase according to a preferred embodiment of the present invention.

Fig. 7B is a flow diagram of the fourth (process instruction) step of the fourth
procedure of the exploration phase according to a preferred embodiment of the present

invention.

Fig. 8 is a flow diagram of the evaluation phase of the second method according to a

preferred embodiment of the present invention.

IV. DESCRIPTION OF THE PREFERRED EMBODIMENTS

Figure 1 is a block diagram illustrating a structure of a computer platform which
includes a preferred embodiment of the present invention. The computer platform 100 includes
hardware devices 102 and a memory module 104 for storing programs and data.
Communications between the memory module 104 and the hardware devices 102 occurs

through a communication mechanism 106 (e.g., a bus).

Preferably, the hardware devices 102 include, but are not limited to: a central processing
unit (CPU) 108 (e.g., an Intel "x86" or a Motorola PowerPC processor) communicating with: a

storage device 110 (e.g., a hard disk drive) and an input/output (I/O) interface 112 (e.g., a small
g ‘

Trend Micro, Inc.
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computer system interface (SCSI) or a Personal Computer Memory Card International
Association (PCMCIA) interface). Communicating with the I/O interface 112 are: a storage
drive 114 (e.g., a floppy disk drive), which can read programs and data from a storage medium
116 (e.g., a floppy disk), and a network interface 118 (e.g., an ethernet card or a modem), which
communicates with a remote system 120 via a network 122 (e.g., a local area network, a wide
area network, an intranet, or the global public Internet). A target software program (or a target
data file) suspected of having a computer virus may be stored either on the storage medium 116

(A), the storage device 110 (B), or the remote system 120 (C).

Preferably, the programs and data stored in the memory module 104 include, but are not
limited to: an operating system (OS) 150, such as DOS, Windows 3.1, or Windows 95 from
Micorsoft (or even Windows NT from Microsoft, or OS/2 from IBM, or Macintosh OS from
Apple Computer, or a flavor of UNIX), an antivirus main module 151, a decryption module 152,
an exploration module 154, an evaluation module 156, a CPU emulator 158, and virtual memory

160.

A description of the operation of the decryption module 152, the exploration module

154, and the evaluation module 156 begins below in the discussion relating to Fig. 2B.

The CPU emulator 158 executes files in a fully contained virtual environment. The
virtual environment includes the virtual memory 160 which is effectively independent of the
memory of the host computer system. In this way, the CPU emulator 158 is effectively isolated
from the actual hardware devices 102 so that no harm can be done by a virus while a file is

being simulated.

Fig. 2A is a high-level flow diagram of a first and conventional dynamic heuristic
method 200 for detecting computer viruses. In the first method 200, a single phase 202
emulates the target program and monitors the emulation for virus-like operations. Such a prior
art method is described in U.S. Patent No. 5,398,196 which issued on March 14, 1995 to David
A. Chambers.

Fig. 2B is a high-level flow diagram of a second and preferred dynamic heuristic method
250 for detecting computer viruses according to the present invention. The second method 250
begins with a decryption phase 252 which involves emulation. A purpose of the decryption
phase 252 is to emulate a sufficient number of instructions to allow an encrypted virus to

decrypt its viral body. The decryption phase 252 is described below in relation to Fig. 3. When

9
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the decryption phase 252 is completed, the second method 250 continues with an exploration
phase 254 which also involves emulation. A purpose of the exploration phase 254 is to emulate
at least once all sections of code within a region likely to contain any virus present, said region
being referred to as the virus proper region. In contrast, the emulation phase 202 in Fig. 1 is not
so comprehensive as to emulate all sections of code in such a region. The exploration phase 254
is described below in relation to Fig. 5. Following the exploration phase 254, the second
method 250 continues with an evaluation phase 256. A purpose of the evaluation phase 256 is
to analyze any suspicious operations observed during the decryption and exploration phases 252
and 254 to determine whether or not the target program appears to be infected by a computer

virus. The evaluation phase 256 is described below in relation to Fig. 8.

Fig. 3 is a flow diagram of the decryption phase 252 according to a preferred
embodiment of the invention. When the antivirus main module 151 is set to scan a target
program (A, B, or C in Fig. 1) to determine heuristically whether or not the target program
contains virus-like code, the main module 151 begins the decryption phase 252 which includes

the following ten procedures 302, 304, 306, 308, 310, 312, 314, 316, 318, and 320..

In a first procedure 302, the decryption module 152 sets the virtual code
segment:instruction pointer (CS:IP) of the CPU emulator 158 to the entry-point address of the
target program. For example, if the target program is a *.com program, then the virtual IP would
be reset to point to the word at 100h in the code segment of the *.com program which is the
location of the first executable address of the program. As another example, if the target
program is an *.exe program, then the virtual CS would be set to the value of the word at 16h
and the virtual IP would be set to the value of the word at 18h in the EXE header as that virtual

CS:IP should point to the first executable address of the program.

In a second procedure 304, the decryption module 152 determines whether or not the
instruction at the virtual CS:IP was previously modified by another emulated instruction (i.e.,
whether or not the address of the instruction had been previously written over by a prior
emulated instruction). If the instruction at the virtual CS:IP was previously modified, this
indicates that a decryption routine of a self-decrypting virus appears to be finished decrypting
the viral body and is now trying to execute a decrypted instruction from the viral body.
Therefore, if the instruction at the virtual CS:IP was previously modified, then the decryption

phase 252 ends and the exploration phase 254 begins.

10
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If the instruction at the virtual CS:IP was not previously modified, then the decryption
module 152 performs an third procedure 306 of checking whether or not a first threshold
number of instructions have been emulated. The first threshold number of emulated instructions
is predetermined such that a typical encrypted viruses would have started to decrypt by the time
the first threshold number of instructions have been emulated. In a preferred embodiment, the
first threshold number of emulated instructions is three hundred eighty-four (384) instructions.
If the first threshold has not yet been reached, then the decryption module 152 continues the
emulation by going to a sixth procedure 312, described in more detail below, which fetches the

instruction at the CS:IP..

On the other hand, if the first threshold number has been reached, then the decryption
module 152 determines in a fourth procedure 308 whether a region of a certain minimum size or
larger appears to have been decrypted. Instructions appear to have been decrypted if they have
been overwritten. In a preferred embodiment, this certain minimum size is 24 bytes. This
certain minimum size of the region is only a fraction (one sixteenth in this case) of the first
threshold number of emulated instructions. If no such region appears to have been decrypted,
then under the assumption that any virus present is unlikely to be an encrypted virus, the

decryption phase 252 ends and the exploration phase 254 begins.

On the other hand, if such a region appears to have been decrypted, then emulation in the
decryption phase 252 continues to allow further decryption by fetching the instruction at the
virtual CS:IP in the sixth procedure 312 unless a second threshold number of emulated

instructions has been reached.

Checking for whether the second threshold has been reached is performed in a fifth
procedure 310. In a preferred embodiment, the second threshold is set to about thirty thoursand
(30,000) instructions. Once the second threshold number of emulated instructions has been
reached, then the decryption phase 252 ends and the exploration phase 254 begins. The purpose
of the second threshold is to limit the time taken to allow a virus to decrypt. If the second
threshold is reached, the exploration phase 254 begins under the assumption that a significant

region of the viral body has been decrypted and exploration of that region is warranted.

In the sixth procedure 312, the decryption module 152 causes the CPU emulator 158 to
fetch the instruction stored at the memory address indicated by the virtual CS:IP.

11
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In a seventh procedure 314, the decryption module 152 causes the CPU emulator 158 to
increment the virtual CS:IP so that it points to the next instruction in the target program (i.e., to

the instruction immediately following the one just fetched).

In a eighth procedure 316, the decryption module 152 causes the CPU emulator 158 to
emulate the just-fetched instruction. Because the just-fetched instruction is being emulated by
the CPU emulator 158 in a virtual environment, rather than being executed by the actual CPU
108 of the computer system 100, the computer system 100 and its files are protected from any

harm from the instruction being emulated.

In a ninth procedure 318, the decryption module 152 analyzes the just-emulated
instruction and records any ‘‘suspicious” operations indicated by the analysis. This

analysis/recording procedure 318 is described in further detail below in relation to Fig. 4A.

In a tenth procedure 320, the decryption module 152 sets the virus proper region. This
setting procedure 320 is described in further detail below in relation to Fig. 4B. Following the
tenth procedure 320, the decryption module 152 loops back to the second procedure 304.

An advantage of the decryption phase 252 described above is that the substantial
majority of self-decrypting viruses are allowed to decrypt much or all of their viral bodies, and
this is done without spending too much processing time per file. The decrypted portions of any

encrytped viral bodies can then be explored in the subsequent exploration phase 254.

Fig. 4A is a flow diagram which describes a process for the ninth procedure (the
analysis/recording procedure) 318 of the decryption phase 252 according to a preferred
embodiment of this invention. This analysis/recording procedure 318 begins after the CPU
emulator 158 emulates the just-fetched instruction in the eighth procedure 316 of the decryption
phase 252.

The ninth procedure 318 begins with a first step 402 in which the decryption module 152
determines whether or not the just-emulated instruction modifies the content stored at a (virtual)
memory address within the (virtual) address space of the target program. Such a modification is

indicative of decryption taking place.

If such a modification is performed by the just-emulated instruction, then the decryption
module 152 performs a second step 404 of recording that modification for future reference (such

a reference occurring in the second procedure 304 of the decryption phase 252) before
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performing a third step 406. Otherwise, if such a modification is not performed, then the

decryption module 152 goes straight from the first step 402 to the third step 406.

In the third step 406, the decryption module 152 determines whether or not any
suspicious operation from a predetermined list of suspicious operations is performed by the just-
emulated instruction. The predetermined list of suspicious operations include operations
characteristically performed by viruses but not typically performed by “legitimate” uninfected

programs.

In this embodiment, the list of suspicious operations includes, but is not limited to, the

following suspicious operations:
1. File opens (read-only, read-write, etc.);

2. File reads (sub-categories: 3-4 bytes, between 5 and 8 bytes, 12-14 bytes, 128 or
more bytes, etc. These values are chosen because of their particular significance in

certain computer viruses.);

3. File writes (sub-categories: 3-4 bytes, between 5 and 8 bytes, 12-14 bytes, 1Ch to
1Eh bytes, 128 or more bytes, etc.);

4. File seeks (to the top of the file, to the end of the file, etc.);
5. File get/set attribute;

6. File get/set date/time;

7. File find-first/find-next;

8. File delete;

9. File create;

10. File rename;

11. Change directory, get current directory, set current directory;

12. File get/set DTA,;
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13. Interrupt revectoring (interrupt 13 for disk services, interrupt 21 for DOS services,

interrupt 24 for error handling, etc.)

14. Modification of memory allocation (in particular, reads/writes to program segment

prefix);

15. Program execution;

16. Program residency self-check calls (typically used by viruses);

17. Read/write to master boot record (MBR) using BIOS disk services (typically used in

multipartite and dropper viruses);

18. In-memory modification of CS:100 in *.com programs (typically done in viruses

infecting *.com programs).

If it is determined that suspicious operation is being performed by the just-emulated

instruction, the suspicious operation is recorded by the decryption module 152 in a fourth step.

In the fifth step 410, the decryption module 152 determines whether or not the just-

emulated instruction comprises a branch point. In this specification, a branch point is an

instruction which conditionally or unconditionally transfers control to an instruction not

sequentially following the branch point instruction. Such a branch point indicates that while one

branch of instructions is taken, an alternate branch of instructions is not being taken.

As described above in the background scction with respect to the second problem of

prior dynamic heuristic antivirus methods, such untaken branches may contain infectious viral

code which activates only upon satisfaction of certain arbitrary conditions. For example,

consider the following section of assembly language instructions from a hypothetical virus:

180

185

188

210

MOV AX, [TargetHostProgramSize]
CMP AX,1000

JLE 210

HLT
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The above section of instructions checks to see if the potential host program that it has located
(the target host program) is greater than a minimum size (1000h bytes). If the potential host
program is bigger, then it will be considered for infection (i.e. the jump is not taken).
Otherwise, the potential host program is not considered for infection and the virus merely halts
(i.e. the jump is taken). Branch points such as this one are critical because if the virus does not
have its criteria for a host program satisfied, the infectious code may remain in an untaken

branch which is not explored by a prior art dynamic heuristic antivirus program.

In light of a need to eventually analyze such untaken branches, if the just-emulated
instruction comprises a branch point, then the decryption module 152 in a sixth step 412 stores
onto a queue the destination address of the untaken branch (i.e. the address of the first
instruction of the untaken branch) and the current state of the CPU emulator 158, before it ends
the ninth procedure 318 and begins the tenth procedure 320. The state of the CPU emulator 158
does not refer to the entire virtual CPU/memory state, which is prohibitively large, but rather to
a small subset of that state. This subset is sufficient to detect the majority of viruses of current
concern. In this embodiment, the state of the CPU emulator 158 includes, but is not limited to,
the virtual CS:IP, certain commonly used registers such as the AX, BX, CX, DX registers, and
several words at the top of the SS:SP stack.

If only the destination address of the untaken branch, but not the CPU emulator state,
were stored, then certain operations would go undetected when that branch of instructions was
later explored during the exploration phase 254. For example, consider the following

hypothetical section of code from a virus:
100 MOV AX,4200
103 MOV CX,0000
106 MOV DX,0000
109 INT 21 INT 21, AX=4200: SEEK TOP OF FILE
10B  JC 120
10D MOV AL,02 INT 21, AX=4202: SEEK TOP OF FILE

10E INT 21
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120 MOV AXFFFF
123 RET

If the above code were to execute in the emulator and seek instruction at offset 109 were to yield
a CARRY result (indicating a seek error), then the jump at offset 10B would be taken to the
instruction at offset 120. In that case, the untaken destination address saved upon the queue
would be 10D and the state of the CPU emulator 158 saved upon the queue would be CS:10D,
AX =4200, BX = 77?72, CX=DX=0, the top 8 words of the stack, etc. Later when that untaken
branch is explored, the instruction at offset 10D would change AX to 4202, and the instruction
at offset 10E would be a seek instruction which is a suspicious operation. However, if the state
of the CPU emulator 158 were not saved upon the queue, then the AX register might contain a
value such as the FFFF due to an instruction such as the one at offset 120. In that case, when
the untaken branch is explored, the instruction at offset 10D would change AX to FF02, and the

instruction at offset 10E would not accurately exhibit the operation of the viral code.

Otherwise, if the just-emulated instruction is not a branch point, then the decryption
module 152 ends the ninth procedure 318 and begins the tenth procedure 320. The tenth
procedure 320 is described in further detail below in relation to Fig. 4B.

Fig. 4B is a flow diagram of the tenth procedure 320 of the decryption phase 252
according to a preferred embodiment of the present invention. This tenth procedure 320

determines a relatively likely location of the virus in the target program.

In a first step 420, the decryption module 152 determines whether or not the virus proper
region has already been set (i.e., during a prior performance of either a third step 424 or a sixth
step 430 as discussed further below). If the region has already been set, then the tenth procedure
320 ends and the decryption module 152 loops back to the second procedure 304 of the
decryption phase 252.

Otherwise, in a second step 422 the decryption module 152 determines whether the
target program is an EXE file. Ifit is an EXE file, then the decryption module 152 in a third
step 424 sets the virus proper region to be the region from the start of the beginning code

segment (CS) to the end of file for the target program. Following the third step 424, the tenth
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procedure 320 ends and the decryption module 152 loops back to the second procedure 304 of
the decryption phase 252.

Otherwise, if the target program is not an EXE file, it is generally a COM file. For COM
files, the decryption module 152 in a fourth step 426 determines whether the number of
instructions of the target program which have been emulated is greater than n, wherenis a

predetermined number. In a preferred embodiment, n=10.

If the number of instructions emulated is greater than n, then the decryption module 152
in a fifth step 428 determines whether the current virtual CS:IP is within the beginning memory
segment of the target program. If the current virtual CS:IP is outside the beginning segment,
then the tenth procedure 320 ends and the decryption module 152 loops back to the second
procedure 304 of the decryption phase 252.

Otherwise, if the current virtual CS:IP is within the beginning segment, then in a sixth
step 430 the virus proper region is set based upon the current virtual CS:IP. In a preferred
embodiment, the region is set to include the 4k (4096) bytes centered about the current virtual
CS:IP. Subsequently, the tenth procedure 320 ends and the decryption module 152 loops back
to the second procedure 304 of the decryption phase 252.

Fig. 5 is a flow diagram of the exploration phase 254 of the second method according to
a preferred embodiment of the present invention. The exploration phase 254 is initiated by the
main module 151 after the decryption phase 252, unless the decryption module 152 had returned
that the target program appeared to be virus-free. Emulation during the exploration phase 254 is
limited to those instructions in the virus proper region. The exploration phase 254 includes the

following eight procedures 502, 504, 506, 508, 510, 512, 514, and 516.

In a first procedure 502, the exploration module 154 sets the virtual CS:IP of the CPU

emulator 158. The first procedure 502 is described in further detail below in relation to Fig. 6.

In a second procedure 504, the exploration module 154 determines whether the
instruction at the virtual CS:IP was already fetched during this exploration phase 504. If the
instruction at the virtual CS:TP was not already fetched in this exploration phase 504, then the
exploration module 154 determines in a third procedure 506 whether the virtual CS:IP is outside

the virus proper region.
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If the virtual CS:IP is determined in the third procedure not to be outside the virus proper
region, then the exploration module 154 in a fourth procedure 508 causes the CPU emulator 158
to fetch the instruction at the virtual CS:IP and emulate the fetched instruction. The fourth
procedure 508 is described in further detail below in relation to Figs. 7A and 7B. After the
fourth procedure 508, either the exploration module 154 loops back to the second procedure 504
(if a threshold number of instructions have not yet been emulated), or the exploration phase 254
terminates and the evaluation phase 256 begins (if the threshold number of instruction have been

emulated).

On the other hand, if the virtual CS:IP is determined in the third procedure 506 to be
outside of the virus proper region, then the exploration module 154 determines in a fifth
procedure 510 whether an untaken branch queue is empty. This fifth procedure 510 is also
reached if the exploration module determines in the second procedure 504 that the instruction at

the virtual CS:IP was already fetched during this exploration phase 254.

If the untaken branch queue is determined in the fifth procedure 510 not to be empty,
then the exploration module 154 in a sixth procedure 512 “dequeues” the next untaken branch
from the untaken branch queue. Dequeueing the next untaken branch includes setting the virtual
CS:IP to the stored destination address of the branch and setting the state of the CPU emulator
158 to the corresponding stored state (both being stored previously during the eighth substep
754 of the fourth step 708 of the fourth procedure 508, see Fig. 7B and the corresponding
description below). After the sixth procedure 512, the exploration module 154 loops back to the

second procedure 504.

On the other hand, if the untaken branch queue is determined in the fifth procedure 510
to be empty, then the exploration module 154 in a seventh procedure 514 determines whether
any unemulated section of code remains within the virus proper region. If such an unemulated
section of code remains within the virus proper region, then the exploration module 154 in an
eighth procedure 516 resets major virtual CPU registers (to zero) and set the virtual CS:IP to
point to the start of the unemulated section of code. After the eighth procedure 516, the
exploration module 154 loops back and performs the second procedure 504. On the other hand,
if no unemulated section of code remains within the virus proper region, then the exploration
phase 254 terminates and the evaluation phase 256 begins. In a preferred embodiment of the

present invention, an unemulated section of code will be emulated in the exploration phase 254
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even if the section is only one byte (i.e. one instruction) in size. However, this minimum size

may be made larger.

Fig. 6 is a flow diagram of the first procedure 502 of the exploration phase 254
according to a preferred embodiment of the present invention. If no decryption was observed
during the decryption phase 252, then the first procedure 502 resets the virtual CS:IP of the CPU
emulator 158 to begin the exploration phase 254.

The first procedure 502 begins with a first step 602 in which the exploration module 154
determines whether the decryption was observed during the decryption phase 252. In particular,
if the decryption module 152 determined in the sixth procedure 312 of the decryption phase 252
that the just-emulated instruction was previously modified, then the decryption is considered to

have been observed.

If decryption was observed in the first step 602, then the virtual CS:IP remains
unchanged so that emulation of the target program will continue from the instruction following
the last instruction emulated during the decryption phase 252. In this case, after the first step
602, the first procedure 502 of the exploration phase 254 ends and the second procedure 254
begins.

On the other hand, if decryption was not observed in the first step 602, then the
exploration module 154 in a second step 604 resets the virtual CS:IP to the entry-point address
of the target program.

After the virtual CS:IP is reset in the second step 604, the exploration modulc 154 in a
third step 606 re-establishes the virus proper region. This re-establishing of the virus proper
region may be implemented by incorporating a procedure similar to the procedure 320 shown in
Fig. 4B into a loop including procedures similar to the procedures 312, 314, and 316. After the
virus proper region is re-established in the third step 606, the first procedure 502 of the

exploration phase 254 ends and the second procedure 504 begins.

Fig. 7A is a flow diagram which describes a process for the fourth procedure 508 of the
exploration phase 254 according to a preferred embodiment of the present invention. The fourth
procedure 508 fetches and emulates the instruction at the virtual CS:IP if the virtual CS:IP was

determined 506 to be within the virus proper region.
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The fourth procedure 508 begins with a first step 702 in which the exploration module
154 updates a bitmap record of instructions fetched from the virus proper region. Such a bitmap
record comprises one bit per byte of the virus proper region. If the bit is zero, then the
corresponding instruction byte has not yet been fetched. On the other hand, if the bit is one,
then the corresponding instruction byte has already been fetched (and emulated). Thus, the bit
that corresponds to the instruction byte pointed to by the virtual CS:IP is set to one in this first
step 702. “Note that this first step 702 need not occur at the very beginning of the fourth
procedure 508 and in another embodiment may occur at another point in the fourth procedure

508.

Following the first step 702, the exploration module 154 in a second step 704 causes the
CPU emulator 158 to fetch the instruction stored at the virtual memory address pointed to by the
virtual CS:IP.

Following the second step 704, the exploration module 154 in a third step 706 causes the
CPU emulator 158 to increment the virtual CS:IP so that it points to the next instruction in the

target program (i.e., to the instruction immediately following the one just fetched).

Following the third step 706, the exploration module 154 in a fourth step 708 processes
the instruction before emulation occurs. This processing 708 exerts control over certain
instructions, such as interrupts and memory writes within the virus proper region, and records
the presence of these certain instructions for later use if necessary. This fourth step 708 is

described in more detail below in relation to Fig. 7B.

Following the fourth step 708, the exploration module 154 in a fifth step 710 determines
whether the just-fetched instruction comprises a suspicious operation not already recorded in the
fourth step 708. If such suspicious operation was observed, then the exploration module 154 in
a sixth step 712 records the suspicious operation. A list of such suspicious operations is
predetermined and was generated from an analysis to find viral behaviors or combinations
thereof that are very unlikely to be used in non-infected programs. A list of suspicious
operations was given above in relation to Fig. 4A. After the sixth step 712, or directly after the
fifth step 710 if no suspicious operation was observed, the exploration module 154 in a seventh

step 714 causes the CPU emulator 158 to emulate the just-fetched instruction.

After the seventh step 714, the exploration module 154 in an eighth step 716 determines

whether a threshold number of instructions have been emulated after the entry-point of the target
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program. In a preferred embodiment, the threshold number is set to the number of bytes in the
virus proper region. Since for an Intel X86 microprocessor an instruction is at minimum one
byte in length, this threshold number is equal to the maximum number of instructions in the
virus proper region. This threshold number ensures that the emulation does not continue much
beyond the number of instructions in the virus proper region. If the exploration module 154
determines that the number of instructions emulated since the entry-point has reached the
threshold number, then it terminates the exploration phase 254, and the main module 151 causes
the evaluation module 156 to begin the evaluation phase 256. On the other hand, if the number
of instructions emulated since the entry-point has not yet reached the threshold number, then the
exploration module 154 loops back to the second procedure 504 where it determines whether the

next instruction was already fetched during the exploration phase 254.

Fig. 7B is a flow diagram which describes a process for the fourth step 708 of the fourth
procedure 508 of the exploration phase 254 according to a preferred embodiment of the present

invention. This fourth step 708 processes the instruction prior to emulation.

The fourth step 708 begins with a first substep 740 in which the exploration module 154
determines whether or not the just-fetched instruction is a call to an interrupt vector. Ifitisa
call to an interrupt, then the exploration module 154 in a second substep 742 treats the interrupt
as a NOP (no operation) instruction but “fakes™ completion of the interrupt by changing
appropriate registers of the CPU emulator 158, popping appropriate values off of the stack, and
so on. In the second substep 742, the exploration module 154 also checks the appropriate
register to determine the nature of the actual instruction called via the interrupt, and the actual

instruction is recorded if it is deemed to be suspicious.

In a third substep 744, the exploration module 154 determines whether the just-fetched
instruction modifies (i.e. writes to) virtual memory within the virus proper region. Such a
memory write, for example, may indicates that the virus appears to be relocating its code, or that
the virus is storing data within the virus proper region. In this embodiment, such writes are
prevented. If the just-fetched instruction does write to memory within the virus proper region,
then the exploration module 154 in a fourth substep 746 redirects the memory write to a virtual
memory address in a different virtual segment, defining that virtual segment as segment S, and
records such a write to segment S. . As discussed below, subsequent data reads from that

memory address are redirected to segment S.
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The exploration module 154 implements such redirection of subsequent memory reads
via fifth and sixth substeps 748 and 750. In the fifth substep 748, the exploration module 154
determines whether the just-fetched instruction initiates a read of data from a location in the
virus proper region of memory that the target program previously attempted to modify. If it is
determined in the fifth substep 748 that the just-fetched instruction initiates such a memory read
of data, then the exploration module 154 in the sixth substep 750 redirects that memory read to
segment S. Note, in this embodiment, that fetches from the instruction stream are not to be

redirected.

In a seventh substep 752, the exploration module 154 determines whether the just-
fetched instruction comprises a branch point. A branch point is defined here as an instruction in

a computer program at which a jump occurs or may occur.

If it is determined in the seventh substep 752 that the just-fetched instruction does not
comprise a branch point, then the fourth step 708 in Fig. 7A ends and the exploration module
154 goes on to perform the fifth step 710. On the other hand, if it is determined in the seventh
substep 752 that the just-fetched instruction is a branch point, then the exploration module 154
in an eight substep 754 stores the current state of the CPU emulator 158 and the destination
(also called target) address of the (untaken) branch onto a queue of untaken branches.
Subsequently, the fourth step 708 in Fig. 7A ends and the exploration module 154 goes on to
perform the fifth step 710.

Fig. 8 is a flow diagram of the evaluation phase 256 which occurs after the exploration
phase 254 terminates according to a preferred embodiment of the present invention. The
evaluation phase 256 analyzes the suspicious operations observed and recorded during the
decryption and exploration phases 252 and 254 to determine whether or not the target program
appears to be infected by a computer virus. While this embodiment uses a particular approach to
evaluate whether or not the target program is likely to be infected, many other “expert system”

approaches may be used in the evaluation phase 256.

In this embodiment, the evaluation phase 256 begins with a first procedure 802 in which
the evaluation module 156 determines whether a so-called innocent operation was observed
during the decryption or exploration phases 252 or 254. In a preferred embodiment, innocent

operations include, but are not limited to:
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1. printing a character to a printer or displaying a character to a monitor or other

conspicuous output device;

2. aprogram termination instruction in the virus proper region that is directly reachable

from the entry point;

3. re-vectoring of the divide-by-zero error vector (viruses don’t generally need to do

division); and

4. calling from within the virus proper region to a function located far (more than four
kilobytes in a preferred embodiment) away from the current position in the file (since

this would indicate a routine larger than most viruses).

If any of the latter three innocent operations was observed, then the evaluation module
156 determines in a second procedure 804 whether or not specific highly suspicious operations
or features were observed. In a preferred embodiment, highly suspicious operations or features

include, but are not limited to, the following:

15

20

25

1. comparing a word in any register or memory location with “MZ” (such a comparison

may be used to determine the presence of an EXE header since “MZ” 1s an

identifying marker or tag or label of such a header);

a file write of the same or a suspiciously similar size in bytes as the distance in bytes
from the entry-point of the target program to the end-of-file of the target program (a
file write of such a size may be used in the process of appending the virus to the next

host program);

a seek to the end-of-file to determine file size followed by a file write of a jump
instruction whose jump distance is suspiciously similar to the file size (such a jump
instruction may be used by an appending virus to bypass the clean original body of

the next host program);

a file write of a number of bytes similar to the number of bytes in an EXE header
where the bytes written include “MZ” (such a file write may be used to writc a new

header to the next host program);
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5. having an EXE header in the body of an EXE file that is suspiciously similar to the
EXE header of the file (such a header may be used to substitute for the original
header of the next host program);

6. acommand to find executable (e.g., *.com or *.exe) files in a directory (such a

command may be used to find the next host program);

7. examination and modification of the (DOS) memory allocation scheme (not

uncommon in viruses, but rare in clean programs);

8. repeat move string operations that move approximately the same number of bytes as
the distance in bytes from the entry-point to the end-of-file of the target program
(string moves of such a total size may be used in the process of appending the virus

to the next host program); and

9. reading/writing to the program segment prefix (indicating a modification of the

memory allocation scheme in a backhand way).

If no such highly suspicious operation or combination of operations was observed or the
innocent operation was printing or displaying a character, then the evaluation module 156 in a
third procedure 806 returns a result to the anti-virus main module 151 that indicates that the

target program appears to be virus-free.

Otherwise, if any highly suspicious operation was observed 804 or if no mnocent
operation was observed 802, then the evaluation module 156 in a fourth procedure 808
calculates the extent to which various suspicious operations were observed during the
decryption 252 and/or exploration 254 phases. In a preferred embodiment, the fourth procedure
808 involves calculating for each of several suspicious “behaviors” a value based on the number
of occurrences of select suspicious operations indicative of the suspicious behavior, where the
number of occurrences is weighted depending on the operation’s indicativeness regarding the

behavior and where the calculated value is normalized so as not to exceed 100%.

In a preferred embodiment, suspicious behaviors include, but are not limited to, the

following:
1. encryption;

2. appending bytes onto a COM file;
24
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3.

4.

9.

appending bytes onto an EXE file;

opening/closing of a file in standard and non-standard ways;

hooking to a memory resident code or routing;

critical error handling (re-vectoring a critical error vector);

string moves or file writes that are suspiciously similar in size to the target file size;
finding a file or finding a first file in a directory; and

changing file date/time stamps or other file attributes.

Following the fourth procedure 808, the evaluation module 156 in a fifth procedure 810

determines for each of several types of viruses whether a measure of the suspicious behaviors

reaches or surpasses a threshold indicative of infection. In particular, each suspicious behavior

is assigned a weight that multiplies its normalized value to arrive at a contribution to the

measure. If the measure surpasses a predetermined threshold and every suspicious behavior

designated as mandatory for that type of virus is present, then infection by that type of virus is

indicated.

In a preferred embodiment, types of viruses include, but are not limited to, the following:

1.

memory resident viruses appending to COM files;
direct action viruses appending to COM files;
memory resident viruses prepending to COM files;
direct action viruses prepending to COM files;
memory resident viruses appending to EXE files;
direct action viruses appending to EXE files;
memory resident viruses in general; and

direct action viruses in general.
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If one (or possibly more) of the thresholds are reached, then in a sixth procedure 812 the
evaluation module 156 determines whether any highly suspicious combination of three or more
suspicious operations were detected. In a preferred embodiment, these highly suspicious
combinations are determined by analyzing various combinations with respect to the universe of
known computer viruses and selecting as highly suspicious those combinations which appear in
several (e.g., five) percent or more of the known viruses. Other ways of selecting the highly
suspicious combinations are possible. When a highly suspicious combination generates a false
positive by incorrectly identifying a clean program as infected, then that highly suspicious
combination may be removed from the list of highly suspicious combinations. Such a list
should be quite robust since more than one highly suspicious combination may be expected to

detect a typical virus.

If a highly suspicious combination is detected 814, then the evaluation module 156
performs the sixth procedure 812 of returning to the anti-virus main module 151 the type of
infection apparently present in the file. In particular, a label corresponding to the

combination(s) detected is returned.

Otherwise, if no highly suspicious combination is detected, then the evaluation module
156 performs the third procedure 806 of returning to the anti-virus main module 151 the result

that the file appears to be virus-free.

The above description is included to illustrate the operation of the preferred
embodiments and is not meant to limit the scope of the invention. From the above description,
many variations will be apparent to one skilled in the art that would yet be encompassed by the
spirit and scope of the invention. First, groups of blocks in Figs. 4A and 7B may be reordered
without changing the functionality of the embodiment. (For example, steps 402 and 404 may be
moved to be after steps 406 and 408. Or, steps 740 and 742 in Fig. 7B may be moved to be after
steps 748 and 750. And so on.) Second, the determination of when to end the decryption phase
252 may be done in alternate ways different from the way using two thresholds which is shown
in Fig. 3. Third, the determination of the virus proper region may be done in many alternate
ways different from the specific way which is shown in Fig. 4B. Fourth, the evaluation of
whether or not the file appears infected may be done in alternate ways different from the vector
approach of the evaluation phase 256 illustrated in Fig. 8. Fifth, different criteria, or
combinations of criteria, for suspicious operations and behaviors may be used in the evaluation

phase 256 that vary from the criteria given in the specification. These are only some of the
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variations that are rightly encompassed by the present invention. The scope of the invention is to

be limited only by the following claims. What is claimed is:
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CLAIMS
1. A method for detecting undesirable code in a digital file comprising:

determining a region of the digital file in which the undesirable code is likely to

be present; and

5 emulating at least once all substantial sections of code within the region in order

to fully explore the region during an exploration phase.

2. The method of claim 1, wherein the region includes an end portion of the digital file.
3. The method of claim 1, wherein the region includes a beginning portion of the digital
file.
10 4. The method of claim 1, further comprising:

pointing to an instruction to be emulated from a section of code;

determining whether during the exploration phase the instruction to be emulated

has already been emulated; and

if the instruction to be emulated has already been emulated during the

15 exploration phase, then not emulating the instruction to be emulated.
5. The method of claim 4, wherein the emulating further comprises:
determining whether the instruction to be emulated is outside of the region; and

if the instruction to be emulated is outside the region, then not emulating the

instruction to be emulated.
20 6. The method of claim 5, further comprising:
determining whether any untaken branch destination remains; and

if any untaken branch destination remains, then pointing to a next untaken branch
destination as the instruction to be emulated and setting a state of a CPU emulator to a

stored state which corresponds to the next untaken branch destination.
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The method of claim 6, further comprising:

if no untaken branch destinations remain, then determining whether any

unemulated section of code remains within the region; and

if any unemulated section of code remains within the region, then pointing to a
beginning instruction of an unemulated section of code as the instruction to be emulated

and resetting the state of the CPU emulator.
The method of claim 5, wherein emulating the instruction to be emulated comprises:

determining whether the instruction to be emulated performs a suspicious

operation; and

recording the suspicious operation if the instruction to be emulated performs the

suspicious operation.
The method of claim 5, wherein emulating the instruction to be emulated comprises:
determining whether the instruction to be emulated comprises an interrupt; and

if the instruction to be emulated comprises an interrupt, then faking completion

of the interrupt but not actually performing the interrupt.
The method of claim 5, wherein emulating the instruction to be emulated comprises:

determining whether the instruction to be emulated comprises a memory write to

a location within the region;

redirecting the memory write to a different segment S if the instruction to be

emulated comprises a memory write to a location within the region.

The method of claim 10, wherein emulating the instruction to be emulated further

comprises:

determining whether the instruction to be emulated comprises initiating a

memory read of data previously written by redirection to segment S; and

Trend Micro, Inc.
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12.

13.

14.

15.

16.

17.

18.

19.

redirecting the memory read of data to the segment S if the instruction to be
emulated comprises the memory read of data previously written by redirection to the

segment S.
The method of claim 5, wherein emulating the instruction to be emulated comprises:
determining whether the instruction to be emulated comprises a branch point;

storing an untaken destination address of the branch point and a CPU emulator

state if the instruction to be emulated comprises a branch point.
A method for detecting a computer virus in a target program comprising:

a first emulation of instructions of the target program to allow the computer virus

to decrypt a viral body; and

a second emulation of instructions of a region of the target program which is

likely to contain the viral body.

The method of claim 13, wherein the first emulation begins at an entry-point instruction

of the target program.

The method of claim 13, wherein the second emulation begins at an instruction

immediately following a last instruction emulated during the first emulation.

The method of claim 13, wherein during the first emulation the computer virus does not
decrypt the viral body because the viral body is not encrypted; and wherein the second

emulation begins at an entry-point instruction of the target program.

The method of claim 13, wherein whether the viral body has decrypted is determined by
identifying a contiguous section of bytes in memory which were overwritten during the

first emulation.

The method of claim 13, further comprising an evaluation of suspicious operations

observed during the first and second emulation.
The method of claim 18, wherein the evaluation of suspicious operations results in a
determination of whether the target program appears to be infected.

30

Trend Micro, Inc.
EX1007-392



10

15

20

25

20.

21.

22.

23.

24.

25.

26.

27.

28.

29.

30.
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A method for detecting undesirable code in a program comprising: a decryption phase,

an exploration phase; and an evaluation phase.

A method for detecting computer viruses in a target program comprising:
emulation of instructions of the target program;
evaluation of operations observed during the emulation; and

stopping the evaluation if an operation was observed which is rarely found in the

computer viruses.

The method of ciaim 21, wherein the operation comprises printing or displaying a

character.

The method of claim 21, wherein the operation comprises a program termination

instruction within a particular region of the program.

The method of claim 21, wherein the operation comprises a re-vectoring of an error

vector.

The method of claim 21, wherein the operation comprises calling from within a

particular region of the program a function far away from a present location.

The method of claim 21, wherein the stopping is avoided if a highly suspicious operation

is observed.

The method of claim 26, wherein the highly suspicious operation comprises comparing

contents of a register or memory location with an identifier of a file header.

The method of claim 26, wherein the highly suspicious operation comprises a file write
of similar size in bytes as a distance in bytes from an entry-point of the target program to

an end-of-file of the target program.

The method of claim 26, wherein the highly suspicious operation comprises a seek to an

end-of-file followed by a file write of a jump instruction.

The method of claim 29, wherein the seek determines a size in bytes and the jump

instruction has a jump distance of a similar size in bytes.
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The method of claim 26, wherein the highly suspicious operation comprises a file write
of a similar size as a size of a header, and the file write includes a tag that is

characteristic of the header.

The method of claim 26, wherein the highly suspicious operation comprises having a

header of an executable file within a body of the target program.

The method of claim 26, wherein the highly suspicious behavior comprises finding an

executable file in a directory.

The method of claim 26, wherein the highly suspicious behavior comprises examination

or modification of the memory allocation scheme.

The method of claim 26, wherein the highly suspicious behavior comprises one or more
move string operations that move approximately a same number of bytes as a distance in

bytes from an entry-point of the target program to an end-of-file of the target program.

A method for detecting undesirable code, such as a computer virus, trojan horse, or

worm, in a computer file comprising:

determining a region of the computer file which is likely to contain the

undesirable computer code; and
emulating substantially all code in the region.

A method for detecting undesirable code in digital code comprising:
determining a presence of a first feature in the digital code;
determining a presence of a second feature in the digital code;
determining a presence of a third feature in the digital code;

determining a logical value based upon a logical combination of the presence of

the first, second, and third features; and

indicating the presence of the undesirable code if the logical value is true.
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A method for detecting undesirable code in a target program including detecting a
presence of an operation comprising comparing contents of a register or memory

location with an identifier of a file header.

A method for detecting undesirable code in a target program including detecting a
presence of an operation comprising a file write of a similar size in bytes as a distance in

bytes from an entry-point of the target program to an end-of-file of the target program.

A method for detecting undesirable code in a target program including detecting a
presence of an operation comprising a seek to an end-of-file followed by a file write of a

jump instruction.

The method of claim 40, wherein the seek determines a size in bytes and the jump

instruction has a jump distance of a similar size in bytes.

A method for detecting undesirable code in a target program including detecting a
presence of an operation comprising a file write of a similar size as a size of a header,

and the file write includes a tag that is characteristic of the header.

A method for detecting undesirable code in a target program including detecting a
presence of an operation comprising having a header of an executable file within a body

of the target program.

A method for detecting undesirable code in a target program including detecting a

presence of an operation comprising finding an executable file in a directory.

A method for detecting undesirable code in a target program including detecting a
presence of an operation comprising examination or modification of the memory

allocation scheme.

A method for detecting undesirable code in a target program including detecting a
presence of an operation comprising one or more move string operations that move
approximately a same number of bytes as a distance in bytes from an entry-point of the

target program to an end-of-file of the target program.

33

Trend Micro, Inc.
EX1007-395



PCT/US98/17609

WO 99/15966

3 B | DI
Wa)SAS 00!
oc L
80DLd]U|
IOMION )< yomay [~ \@J
] 89DL13) U]
8l o/ 92IA9(]
9b0.40)S
oA
sboiojs [ Ndo
] _
5113 zip | 501 011
ERILET) R
8I0MpIDY 0} wsIupyIswW \
uonDIAUNWILLIOI 90/
SO
[
onL
[ 1 H
\ 4 A
\M\M@MQM\ 401 «\ Aowsaw Jojpoinwis ajnpow a|npow ajnpows uibw
JDNLIA Ndo uonpnipAs | \uonoioydxa | |uondfisap || snumanuo
%L mmL mm.L wm,L N,Q._ RL

EX1007-396

Trend Micro, Inc.



WO 99/15966

PCT/US98/17609
2/8
START
l 202
{
Emulation/
Monitoring
200
FIlG. 2A (Prior Art)
START
YJOZ
Set 312
virtual (
CS:IP to Fetch
entry point
l S‘J 14
Increment
CS:IP
overwritten
earlier? YJ 16
Emulate
r.3 18
= Anaize?
y Record
(Fig. 4A)
egion 2nd Set virus
of minimum n
; Threshold proper
sﬁfgc,f,’;‘t’:j? reached? (Fig. 4B)

252
FlG. 3

Trend Micro, Inc.

EX1007-397



WO 99/15966

FIG. 2B

from 316

3/8
START
l Y252

Decryption
phase

254
{

Exploration
phase

256
{

\

Evaluation
phase

PCT/US98/17609

250

404
Y

. Record
modification

f408

Record
operation

j.378

412
[

Store onto queue
state of CPU
emulator and

start address of

untaken branch

to 320

FiG. 4A

Trend Micro, Inc.
EX1007-398



WO 99/15966 PCT/US98/17609

4/8

from 318
l

420

region
already
set?

YES

424
422 [

Establish
region from
start of CS
to end file

430
|

Set region
around
CS:IP

\
320 Y
to 304

FIG. 4B

Trend Micro, Inc.
EX1007-399



PCT/US98/17609

WO 99/15966

G Old

5/8

wnﬂ 0}

vaw

(V2 “ol4) ainpsooid
paiojniu3,/4o3a4

06/

ON

905

sniin apisyno

ON

cJedoid
SnJIA Ul
apoo jo uoibas
pajojnwisun
Auy

1419

JMdwe
snanb youpbiq
uas0UN

zasoyd
uorno.iojdxa
ur payoyay Apoaijp
df-59 dISD DN 10
1PNHIA uonoNISu)

;48dousd

uotbas jo 1D}S
o1 dI-'SO 195
pup sis)sibs.
Jolow )asay

9164

S3A

youo.uq
uayojun
ananbag

L1564

(9 914)
206~ d-SJ [pnyiA 15S

262 woly

EX1007-400

Trend Micro, Inc.



WO 99/15966 PCT/US98/17609
, 6/8
from 252 f_ 502
|
o 604
) Reset virtual .
Decryption~\NO )
obs,eyreed? CS:P to entry—
point of target
YES )
- Re—establish |/~ °%°
virus proper
Y
to 504
FlG. 6
from 254

Innocent

operation?

Highly

calculate
extent
suspicious
behaviors
observed

Infection

Highly
suspicious
combination

YES

thresholds
surpassed?

810

suspicious
operations?

s?

FIG. 8

L256‘

Trend Micro, Inc.
EX1007-401



PCT/US98/17609

WO 99/15966

7/8

VZ Old 952 °}

809 H *

= Te e
% suoip.sado uononJsul SU01ONIISU . $0S
snolaidsns _~ON EN e j0 # ON 0}
0i/ J (A5
viL 91/
uonpsdo
p1023)
clL J
Jadosd
. . dl-SJ
8/ 9l dl-'SJ sndia ol
- %o.ﬁ:bmm.\ —  jonun e IPnpiA 30, | suononssu %\mm
$5820.4 JUBLWIBIOU uoRonQSul pajoinwia Jo /
Yored dowiiq 83opdn
80/ J 90, J ¥o/L J coL J

EX1007-402

Trend Micro, Inc.



WO 99/15966

PCT/US98/17609

8/8
4
740 742
from YES Fake completion
706 but treat
as NOP
NO
746
g [
to virus Redirect

proper

to segment S

previously
redirected
data?

750
),_

Redirect
to segment S

Branch
point?

/754
},

Store CPU
emulator state
and (untaken)

f708

destination
address
¥ , lo
710
FiG. 7B

Trend Micro, Inc.
EX1007-403



INTERNATIONAL SEARCH REPORT interna;

1 Appiication No

PCT/US 98/17609

. CLASSIFICATION OF S| OB(.)iECT MATTER

?PC 6 GO6F11

According to International Patent Classification (IPC) or to both national classification and IPC

B. FIELDS SEARCHED

IPC 6  GO6F

Minimum documentation searched (classification system followed by classification symbols)

Documentation searched other than minimum documentation to the extent that such documents are included in the fields searched

Electronic data base consulted during the international search (name of data base and, where practical, search terms used)

C. DOCUMENTS CONSIDERED TO BE RELEVANT

Category ° { Citation of document, with indication, where appropriate, of the relevant passages
gory

Relevant to claim No.

see column 14, line 5 - line 17

X CAREY STOVER NACHENBERG: "A New Technique 1-5,
For Detecting Polymorphic Computer 8-11,
Viruses” 13-20,36
1995 , UNIVERSITY OF CALIFORNIA , LOS
ANGELES XP000197628
see page 70, 1ine 1 - page 82, line 6
Y 6,7,12
X EP 0 636 977 A (DAVID ALAN CHAMBERS) 1
1 February 1995
see column 8, line 15 - column 12, line 58
Y 6,7,12
A 21-35,
38-46

-/

Further documents are listed in the continuation of box C.

Patent family members are listed in annex.

° Special categories of cited documents :

"A" document defining the general state of the art which is not
considered to be of particutar relevance

"E" earlier document but published on or after the international
filing date

"L" document which may throw doubts on priority claim(s) or
which is cited to establish the publication date of another
citation or other special reason (as specified)

"Q" document referring to an oral disclosure, use, exhibition or
other means

"P" document published prior to the international filing date but
later than the priority date claimed

“T" later document published after the intemational filing date
or priority date and not in conflict with the application but
cited to understand the principle or theory underlying the
invention

"X" document of particular relevancs; the claimed invention
cannot be considered novel or cannot be considered to
involve an inventive step when the document is taken alone

"Y* document of particular relevance; the claimed invention
cannot he considered to invoive an inventive step when the
document is combined with one or more other such docu-
metnts, ftUCh combination being obvious to a person skilled
in the art.

"&" document member of the same patant family

Date of the actual complstion of the intemationai search

12 January 1999

Date of mailing of the internationai search report

21/01/1999

Name and mailing address of the ISA

European Patent Offica, P.B. 5818 Patentlaan 2
NL - 2280 HV Rijswijk

Tel. (+31-70) 340-2040, Tx. 31 651 epo ni,

Fax: (+31-70) 340-3016

Authorized officer

Corremans, G

Fom PCT/tSA/210 (second sheet) (July 1992)

page 1 of 2

Trend Micro, Inc.

EX1007-404



INTERNATIONAL SEARCH REPORT

Interna | Application No

PCT/US 98/17609

C.(Continuation) DOCUMENTS CONSIDERED TO BE RELEVANT

Category °

Citation of document, with indication,where appropriate, of the relevant passages

Relevant to claim No.

WO 95 33237 A (QUANTUM LEAP INNOVATIONS
INC.) 7 December 1995
see page 12, line 23 - page 13, line 24

Form PCT/ISA/210 (continuation of second sheet) (July 1992)

page 2 of 2 Trend Micro, Inc.

EX1007-405



INTERNATIONAL SEARCH REPORT

Invormation on patent family members

Interne al Application No

PCT/US 98/17609

Patent document Publication Patent family Publication
cited in search report date member(s) date
EP 636977 A 01-02-1995 us 5398196 A 14-03-1995
WO 9533237 A 07-12-1995 CA 2191205 A 07-12-1995
EP 0769170 A 23-04-1997
JP 10501354 T 03-02-1998
us 5842002 A 24-11-1998

Fom PCT/ISA/210 (patent family annex) (July 1992)

Trend Micro, Inc.

EX1007-406



EP 1 536 341 A2

Europédisches Patentamt

European Patent Office

(19) g)

(12)

Office européen des brevets

(43) Date of publication:
01.06.2005 Bulletin 2005/22

(21) Application number: 04019312.0

(22) Date of filing: 13.08.2004

(11) EP 1 536 341 A2

EUROPEAN PATENT APPLICATION

(51) intc1.7: GO6F 12/10

(84) Designated Contracting States:
ATBEBG CHCY CZ DEDKEE ES FI FR GB GR
HU IEIT LI LU MC NL PL PT RO SE SISK TR
Designated Extension States:
AL HR LT LV MK

(80) Priority: 26.11.2003 US 723823

(71) Applicant: MICROSOFT CORPORATION
Redmond, Washington 98052 (US)

(72) Inventor: Cohen, Ernest S.
Redmond, WA 98052 (US)

(74) Representative: Griinecker, Kinkeldey,
Stockmair & Schwanhausser Anwaltssozietat
Maximilianstrasse 58
80538 Miinchen (DE)

(54)

(57)  Address translation control (ATC) limits the
mappings between virtual and physical addresses in or-
der to implement a memory access policy. Each proc-
essor in a multi-processor system maintains a transla-
tion lookaside buffer (TLB) that caches mappings to
speed translation of virtual addresses. Each processor
also maintains a counter. Each time a processor's TLB
is flushed, the processor's counter is incremented.
When a linkto a page is removed from an address trans-
lation map, the counter values for all of the processors
are recorded. When that page is accessed by a proces-
sor, the recorded counter values are compared with the
processor's current counter value to determine whether
the processor's TLB has been flushed since the link to
the page was removed from the map. An expensive TLB
flush operation is delayed until needed, but still occurs
early enough to prevent an invalid TLB entry from being
used to violate the access policy.

Lazy flushing of translation lookaside buffers

602
Page X made unavailable I

to LHS

|

604
Record counter value(s), f
associate counter

value(s) with page X

Time passes

v 606
Page X accessed by f

processor Y

608
610

Counter value greater
than stored counter

Currently on

No RHS?

Yes Yes , No

614 .
1‘ Go to RHS;
Access page ‘

flush TLB;
| return to LHS

IB‘IZ

End

FIG. 6

Printed by Jouve, 75001 PARIS (FR)

Trend Micro, Inc.
EX1007-407



1 EP 1 536 341 A2 2

Description
FIELD OF THE INVENTION

[0001] The present invention relates generally to the
field of memory management, and, more particularly, to
the flushing of address translation caches.

BACKGROUND OF THE INVENTION

[0002] Most computer systems provide a virtual ad-
dress mechanism, whereby virtual addresses are
mapped to physical addresses. When a request to ac-
cess a memory location is made using avirtual address,
the virtual address is translated into the corresponding
physical address of the target memory location to which
access is sought. A set of address translation tables de-
fines the mapping between virtual addresses and phys-
ical addresses. The ftranslation tables are normally
stored in memory, sc the translation of an address re-
quires a memory access in order to read the tables. This
memory access operation required to read the tables is
in addition to the access operation to be performed on
the target location. Thus, when virtual addressing is
used, the number of memory accesses performed by a
system may double relative to the number that would
take place if all access requests were made by physical
address. Some virtual addresses are multi-leveled in the
sense that they require the mapping to be dereferenced
in stages, which means that it may take two or more
memory accesses to perform an address translation
(thereby tripling or more the number of memory access-
es that are needed to carry out one underlying access
request).

[0003] In order to reduce the number of memory ac-
cesses that must take place to translate an address,
many virtual address systems employ a type of cache
called a translation lookaside buffer (TLB). Since mem-
ory pages that have been accessed recently are likely
to be accessed again in the near future, once the ad-
dress translation tables have been used to translate a
virtual page descriptor into a physical page location, the
correspondence between the virtual page and physical
page is cached inthe TLB. Every time an address trans-
lation needs to be performed, the TLB is checked to de-
termine whetherthe TLB contains a cached mapping for
the page on which the requested unit of memory is lo-
cated. If the relevant mapping has been cached in the
TLB, then the cache copy is used; otherwise, the ad-
dress is translated from the translation tables. Since ac-
cessing the TLB is faster than accessing the translation
tables in memory, use of a TLB speeds up performance
when successive memory accesses are located on the
same group of pages - which is normally the case.
[0004] TLBs create some additional issues when vir-
tual memory is used to provide memory protection.
Memory protection seeks to enforce a security policy
governing which software components can perform

20

25

30

35

40

45

50

55

which kinds of access (e.g. reading, writing) to which
physical memory pages; this protection can be enforced
by the virtual memory by controlling edits to the virtual-
to-physical address translation. (This control can be ex-
ercised either by the operating system that creates the
mappings or by an address translation control (ATC)
system that filters changes to such mappings.) Howev-
er, when an address translation is modified, old map-
pings may still exist in the TLB. Thus, when the address
translation tables are edited to revoke scme access right
to a page for some software component, the component
might retain access to the page untilthese old mappings
have been flushed from the TLBs. The usual way to do
this is to force any relevant TLBs to be flushed as part
of such an operation.

[0005] However, flushing a TLB is expensive, partic-
ularly on shared memory multiprocessors. Every proc-
essor that might contain a stale mapping violating the
new security policy has to be signaled to flush its TLB;
this signaling typically requires a relatively slow inter-
processor interrupt (IP1). In addition, the flush itself is
relatively expensive.

[0006] In view of the foregoing, there is a need for a
mechanism that overcomes the drawbacks of the prior
art.

SUMMARY OF THE INVENTION

[0007] The present invention provides a mechanism
that supports the lazy flushing of TLBs. For each TLB,
acounteris maintained, and everytimea TLB s flushed,
the counter is incremented. In a multi-processor system
where each processor maintains its own TLB, there may
be a separate counter for each processor, where the
counter for a specific processor is incremented when
that processor flushes its TLB. When a triggering event
occurs, the values of any relevant counters are recorded
after the triggering event has completed. A "triggering
event" is an event that affects the address translation
map, or the memory access policy under which the map
is constrained, in such a way that stale TLB entries could
result in violation of the policy; a relevant counter is the
counter of a TLB that might contain such stale entries.
For example, a given page of memory may be declared
off-limits under a policy, and all mappings to that page
may be removed from the address translation map; this
de-linking of the page from the map is an example of a
triggering event, and the counters for any TLBs that
might contain a mapping into the page are relevant. It
may be the case that a triggering eventis performed and
that substantial time passes before the effects or results
of that triggering event are actually used in the address
translation process. (For example, the mappings to a
given page of memory may change at a given point in
time, but millions of operations may take place before
any attempt is made to reuse the de-linked page.) When
the results of a triggering event are to be used, the
stored counter values are compared with the current
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counter values, in order to determine which (if any) rel-
evant TLBs might not have been flushed since the trig-
gering event. If any relevant TLBs have counter values
that match their recorded value, all such TLBs are
flushed in the conventional way.

[0008] It shouldbe notedthata TLB is safe -i.e., def-
initely free of stale TLB entries that could result in vio-
lation of the applicable access policy - if the counter val-
ue has changed, and the TLB is unsafe if the counter
value has not changed. Thus, it is safe to use any size
of counter, and to change the counter in an arbitrary way
(or even not change it al all) on a flush. Another possi-
bility is to use a real-time counter to timestamp the time
of the last flush; if clocks are synchronized to within
some time skew, the initiator of the flush can simply
record the time at which the translation was modified,
and assume completion of any flushes whose times-
tamps exceed the translation modification time by at
least the time skew.

[0009] In a system where high-assurance and non-
high-assurance environments (the "right side" and "left
side," respectively) exist side-by-side, and in which eve-
ry TLB flush requires a trip to the right side, the mecha-
nism of the present invention can be used to avoid un-
necessary trips to the right side. For example, each
change between the right side and the left side may re-
sult in a TLB flush, and the counter for each processor
may be incremented each time the processor moves
from the right side to the left side. In other words, since
the right side reliably performs (or verifies) the flushing
ofthe TLB, the counter reflects the last time that the TLB
could have contained entries that could be damaging to
the memory access control scheme. Each time a page
is made inaccessible to (or non-writeable by) the left
side, that page is essentially "timestamped" with the val-
ue of the counter(s). When that page is accessed by a
processor, itis determinedwhetherthe processor either:
(1) is currently in the right side, or (2) has reliably flushed
its TLB since the page's status changed. The latter de-
termination can be performed by ensuring that the proc-
essor's counter value is greater than the saved value for
that page.

[0010] Other features of the invention are described
below.

BRIEF DESCRIPTION OF THE DRAWINGS

[0011] The foregoing summary, as well as the follow-
ing detailed description of preferred embodiments, is
better understood when read in conjunction with the ap-
pended drawings. For the purpose of illustrating the in-
vention, there is shown in the drawings exemplary con-
structions of the invention; however, the invention is not
limited to the specific methods and instrumentalities dis-
closed. In the drawings:

[0012] FIG. 1 is a block diagram of an example com-
puting environment in which aspects of the invention
may be implemented;
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[0013] FIG. 2 is a block diagram of an example virtual
address system;

[0014] FIG. 3 is a block diagram of two environments
that co-exist on a machine, and a memory part of which
is curtained:;

[0015] FIG. 4 is ablock diagram showing a translation
lookaside buffer (TLB) being used in an address trans-
lation process;

[0016] FIG.5isablock diagram of a system that com-
prises plural processors, where each processor is as-
sociated with a TLB and a counter; and

[0017] FIG. 6 is a flow diagram of a process for lazy
flushing of a TLB in accordance with aspects of the in-
vention.

DETAILED DESCRIPTION OF ILLUSTRATIVE
EMBODIMENTS

Overview

[0018] Addresstranslation control (ATC) may be used
to implement a memory access policy by dynamically
controlling the mappings that are used to translate vir-
tual addresses to physical addresses. When a transla-
tion lookaside buffer (TLB) is used to cache mappings,
old mappings that are inconsistent with the current state
of the access policy may remain in the TLB, thereby ex-
posingthe memory to use that runs counterto the policy.
The TLB can be flushed, but flushing the TLB is an ex-
pensive operation, which is preferably not performed
more often than necessary. The present invention pro-
vides a mechanism for a lazy TLB flush, that allows a
flush of a TLB to be delayed until the flush is needed.
The mechanism is preferably used in a multi-processor
system in which each processor maintains its own TLB,
which can be flushed separately from the other proces-
sors' TLBs.

Example Computing Arrangement

[0019] FIG. 1 shows an exemplary computing envi-
ronment in which aspects of the invention may be im-
plemented. The computing system environment 100 is
only one example of a suitable computing environment
and is not intended to suggest any limitation as to the
scope of use or functionality of the invention. Neither
should the computing environment 100 be interpreted
as having any dependency or requirement relating to
any one or combination of components illustrated in the
exemplary operating environment 100.

[0020] The invention is operational with numerous
other general purpose or special purpose computing
system environments or configurations. Examples of
well known computing systems, environments, and/or
configurations that may be suitable for use with the in-
vention include, but are not limited to, personal comput-
ers, server computers, hand-held or laptop devices,
multiprocessor systems, microprocessor-based sys-

Trend Micro, Inc.
EX1007-409



5 EP 1 536 341 A2 6

tems, set top boxes, programmable consumer electron-
ics, network PCs, minicomputers, mainframe comput-
ers, embedded systems, distributed computing environ-
ments that include any of the above systems or devices,
and the like.

[0021] The invention may be described in the general
context of computer-executable instructions, such as
program modules, being executed by a computer. Gen-
erally, program modules include routines, programs, ob-
jects, components, data structures, etc. that perform
particular tasks or implement particular abstract data
types. The invention may also be practiced in distributed
computing environments where tasks are performed by
remote precessing devices that are linked through a
communications network or other data transmission
medium. In a distributed computing environment, pro-
gram modules and other data may be located in both
local and remote computer storage media including
memory storage devices.

[0022] With referenceto FIG. 1, an exemplary system
for implementing the invention includes a general pur-
pose computing device in the form of a computer 110.
Compoenents of computer 110 may include, but are not
limited to, a processing unit 120, a system memory 130,
and a system bus 121 that couples various system com-
ponents includingthe system memory to the processing
unit 120. The processing unit 120 may represent multi-
ple logical processing units such as those supported on
a multi-threaded processor. The system bus 121 may
be any of several types of bus structures including a
memory bus ormemory controller, a peripheral bus, and
a local bus using any of a variety of bus architectures.
By way of example, and not limitation, such architec-
tures include Industry Standard Architecture (ISA) bus,
Micro Channel Architecture (MCA) bus, Enhanced ISA
(EISA) bus, Video Electronics Standards Association
(VESA) local bus, and Peripheral Component Intercon-
nect (PCI) bus (also known as Mezzanine bus). The sys-
tem bus 121 may also be implemented as a point-to-
point connection, switching fabric, orthe like, amongthe
communicating devices.

[0023] Computer 110 typically includes a variety of
computer readable media. Computer readable media
can be any available media that can be accessed by
computer 110 and includes both volatile and nonvolatile
media, removable and non-removable media. By way
of example, and not limitation, computer readable media
may comptrise computer storage media and communi-
cation media. Computer storage media includes both
volatile and nonvolatile, removable and non-removable
media implemented in any method or technology for
storage of information such as computer readable in-
structions, data structures, program modules or other
data. Computer storage media includes, but is not lim-
ited to, RAM, ROM, EEPROM, flash memory or other
memory technology, CDROM, digital versatile disks
(DVD) or other optical disk storage, magnetic cassettes,
magnetic tape, magnetic disk storage or other magnetic
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storage devices, or any other medium which can be
used to store the desired information and which can ac-
cessedby computer 110. Communication media typical-
ly embodies computer readable instructions, data struc-
tures, program modules or other data in a modulated
data signal such as a carrier wave or other transport
mechanism and includes any information delivery me-
dia. The term "modulated data signal' means a signal
that has one or more of its characteristics set orchanged
in such a manner as to encode information in the signal.
By way of example, and not limitation, communication
media includes wired media such as a wired network or
direct-wired connection, and wireless media such as
acoustic, RF, infrared and other wireless media. Com-
binations of any of the above should also be included
within the scope of computer readable media.

[0024] The system memory 130 includes computer
storage media in the form of volatile and/or nonvolatile
memory such as read only memory (ROM) 131 and ran-
dom access memory (RAM) 132. A basic input/output
system 133 (BIOS), containing the basic routines that
help to transfer information between elements within
computer 110, such as during start-up, is typically stored
in-ROM 131. RAM 132 typically contains data and/or
program modules that are immediately accessible to
and/or presently being operated on by processing unit
120. By way of example, and not limitation, FIG. 1 illus-
trates operating system 134, application programs 135,
other program modules 136, and program data 137.
[0025] The computer 110 may also include other re-
movable/non-removable, volatile/nonvolatile computer
storage media. By way of example only, FIG. 1 illus-
trates a hard disk drive 140 that reads from or writes to
non-removable, nonvolatile magnetic media, a magnet-
ic disk drive 151 that reads from or writes to a remova-
ble, nonvolatile magnetic disk 152, and an optical disk
drive 155 that reads from or writes to a removable, non-
volatile optical disk 156, such as a CD ROM or other
optical media. Other removable/non-removable, vola-
tile/nonvolatile computer storage media that can be
used in the exemplary operating environment include,
but are not limited to, magnetic tape cassettes, flash
memory cards, digital versatile disks, digital video tape,
solid state RAM, solid state ROM, and the like. The hard
disk drive 141 is typically connected to the system bus
121 through a non-removable memory interface such
as interface 140, and magnetic disk drive 151 and opti-
cal disk drive 155 are typically connected to the system
bus 121 by a removable memory interface, such as in-
terface 150.

[0026] Thedrives and their associated computer stor-
age media discussed above and illustrated in FIG. 1,
provide storage of computer readable instructions, data
structures, program modules and other data for the
computer 110. In FIG. 1, for example, hard disk drive
141 is illustrated as storing operating system 144, ap-
plication programs 145, other program modules 1486,
and program data 147. Note that these components can
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either be the same as or different from operating system
134, application programs 135, other program modules
136, and program data 137. Operating system 144, ap-
plication programs 145, other program modules 1486,
and program data 147 are given different numbers here
to illustrate that, at a minimum, they are different copies.
A user may enter commands and information into the
computer 20 through input devices such as a keyboard
162 and pointing device 161, commonly referred to as
amouse, trackball ortouch pad. Otherinput devices (not
shown) may include a microphone, joystick, game pad,
satellite dish, scanner, orthe like. These and other input
devices are often connected to the processing unit 120
through a user input interface 160 that is coupled to the
system bus, but may be connected by other interface
and bus structures, such as a parallel port, game port
or a universal serial bus (USB). A monitor 191 or other
type of display device is also connected to the system
bus 121 via an interface, such as a video interface 190.
In addition to the monitor, computers may also include
other peripheral output devices such as speakers 197
and printer 196, which may be connected through an
output peripheral interface 195

[0027] The computer 110 may operate in a networked
environment using logical connections to one or more
remote computers, such as a remote computer180. The
remote computer 180 may be a personal computer, a
server, a router, a network PC, a peer device or other
common network node, and typically includes many or
all of the elements described above relative to the com-
puter 110, although only a memory storage device 181
has been illustrated in FIG. 1. The logical connections
depicted in FIG. 1 include a local area network (LAN)
171 and a wide area network (WAN) 173, but may also
include other networks. Such networking environments
are commonplace in offices, enterprise-wide computer
networks, intranets and the Internet.

[0028] When used in a LAN networking environment,
the computer 110 is connected to the LAN 171 through
a network interface or adapter 170. When used in a
WAN networking environment, the computer 110 typi-
cally includes a modem 172 or other means for estab-
lishing communications over the WAN 173, such as the
Internet. The modem 172, which may be internal or ex-
ternal, may be connected to the system bus 121 via the
user input interface 160, or other appropriate mecha-
nism. In a networked environment, program modules
depicted relative to the computer 110, or portions there-
of, may be stored in the remote memory storage device.
By way of example, and not limitation, FIG. 1 illustrates
remote application programs 185 as residing on mem-
ory device 181. It will be appreciated that the network
connections shown are exemplary and other means of
establishing a communications link between the com-
puters may be used.
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Example Virtual Address Scheme

[0029] FIG. 2 shows an example of a virtual address
system. The example depicted in FIG. 2 is a page-type
virtual address scheme, although it will be understood
that virtual addressing can be based on other models,
such as segmentation. The scheme shown in FIG. 2 is
a two-level address scheme, such as one of the virtual
addressing schemes available on the INTEL x86 proc-
essor. The scheme is "two-level" in the sense that one
must use two levels of indirection to translate a virtual
page identifier into a physical page, as described below.
[0030] Inthis paging scheme, page directory 202 con-
tains a set of entries. An example structure of an entry
is more particularly described below in connection with
FIG. 3, but, in essence, each entry identifies the physical
location (i.e., page frame number or "PFN") of a partic-
ular page table, such as page tables 204(1), 204(2), or
204(3). Each page table, in turn, contains a set of en-
tries, where each entry identifies the physical location
(again, the page frame number) a particular data page,
such as pages 206(1), 206(2), 206(3), or 206(4). Data
pages are defined-length contiguous portions of RAM
132. Data pages may store any type of data, and, it
should be noted that, in addition to storing ordinary data,
data pages are also used to store the contents of page
directory 202 and pages 204(1) through 204(3). Thus,
a given page could be a directory, a table, a data page,
or could play multiple roles as any combination of those
three structures.

[0031] The virtual address scheme depicted in FIG. 2
is a two-level virtual address scheme, since it is neces-
sary to go through both a page directory (level 1) and a
page table (level 2) in order to locate a particular page.
It will be appreciated by those of skill in the art that it is
possible to design a virtual address system with an ar-
bitrary number of levels, and the principles of the
present invention can be applied to all such virtual ad-
dress schemes. As is known in the art, the INTEL x86
processor supports virtual addresses having one, two,
orthree levels, and typically employs a "hybrid" scheme,
inwhich "small" pages (i.e., pages that are four kilobytes
in length) use two-level virtual addresses, while "large"
pages (i.e., pagesthat are four megabytes in length) use
one-level virtual addresses.

[0032] Inthe paging scheme of FIG. 2, any byte on a
page can be identified by a virtual address 210, com-
prising a page directory offset 211, a page table offset
212, and a page offset 213. Thus, in order to locate a
physical address, a memory management unit (MMU)
220 that performs the translation of addresses uses
page directory offset 211 to locate a particular entry in
page directory 202. For example, offset 211 may be
equal to zero, indicating that the zero-th entry in page
directory 202 should be consulted. This entry contains
the PFN at which a page table is stored, so MMU 220
uses this PFN to locate one of the page tables (e.g.,
page table 204(1)). MMU 220 then uses page table off-
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set 212 as an index into the identified page table, and
retrieve the entry found at that offset. The entry contains
the PFN of a data page (e.g., page 206(1)), so MMU
220 adds page offset 213 to the base address of the
identified page in order to locate a particular byte of
physical memory. MMU 220 may also be adapted to per-
form various other functions in addition to the mere
translation of addresses: e.g., MMU 220 may load the
page from disk if the page's entry in the table is marked
"not present"; MMU 220 may disallow write access if the
page is marked "read-only," etc.

[0033] Inthe virtual address scheme of FIG. 2, the lo-
cation (i.e., PFN) of the page directory itself is stored in
a storage location 201. MMU 220 uses the contents of
this storage location to locate the page directory 202
when it begins to translate virtual address 210. Thus,
there can be multiple page maps in existence, and a par-
ticular map can be selected for current use by setting
the contents of storage location 201 to contain the PFN
of a given map's page directory. In the example of an
INTEL x86 processor, storage location 201 corresponds
to the register named CRS3.

High Assurance Environment and Curtained Memory
through Address Translation Control

[0034] Itwill be appreciated that one feature of the vir-
tual address system described above is that it is possi-
ble forthere to be a physical address that is not mapped
into by any virtual address under a given address trans-
lation map. Thus, in a system such as the INTEL x86
processor where nearly all access requests are made
by virtual address, it is possible to make a portion of the
physical memory off-limits to a given source by ensuring
thatthe source's address translation map does not point
to the off-limits memory. Exerting control over an ad-
dress translation map to achieve such off-limits memory
is referred to as Address Translation Control (ATC). The
off-limits portion of memory is sometimes referred to as
"curtained memory," and ATC is one way to achieve a
curtained memory.

[0035] One use of acurtained memory is when a high-
assurance environment and a non-high-assurance en-
vironment co-exist on the same machine. The high-as-
surance environment can be provided with a curtained
memory that cannot be accessed by the non-high-as-
surance environment. The concept of a high-assurance
environment - and its relatienship to curtained memory
- is described below with reference to FIG. 3.

[0036] FIG. 3 shows two environments that co-exist
on the same machine: a high-assurance environment
360, and a non-high-assurance environment 350. For
convenience, these environments shall be referred to
as the right-hand-side (RHS) and left-hand-side (LHS)
respectively; RHS 360 is high-assurance, and LHS 350
is non-high-assurance. What it means for an environ-
ment to be "high-assurance" is that there is a high level
of assurance that functions performed in the environ-
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ment will be performed correctly. Thus, LHS 350 per-
forms various functions 306(1), 306(2), ... 306(n), and
RHS 360 performs various functions 308(1), 308(2), ...,
308(m). LHS 350 is associated with a specification 302
that describes how functions 306(1) through 306(n) are
supposed to behave. Likewise, RHS 360 is associated
with a specification 304 that describes how functions
308(1) through 308(m) are supposed to behave. Spec-
ifications 302 and 304 may or may not be written. For
example, LHS 350 may be a commercial operating sys-
tem that comes with a detailed written manual explain-
ing how its various services, drivers, system calls, etc.,
are supposedto behave. Or, there may simply be a gen-
eral understanding as to how a given environment is
supposed to behave, and this understanding may con-
stitute a specification.

[0037] Regardless of what form a specification takes,
it will be understood that nearly all software contains
bugs, backdoors (both known and undiscovered), logi-
cal errors, etc., that can cause the software to behave
in some unexpected manner. However, it is possible to
evaluate the level of assurance that a given piece of soft-
ware will behave in the expected manner -i.e., the level
of assurance that the software's behavior will actually
match that which is described in its specification. In the
example of FIG. 3, RHS 360 is "high-assurance" in the
sense that there is a relatively high level of assurance
that the functions 308(1) through 308(m), which RHS
360 is designed to perform, will actually be performed
in conformance with specification 304. Likewise, LHS
350 is "non-high-assurance" in the sense that there is a
relatively low level of assurance that LHS 350 will per-
form functions 306(1) through 306(n) in conformance
with specification 302. "Relatively high" and "relatively
low," in this context, mean that the level of assurance
that RHS 360 will behave according to specification 304
is higher than the level of assurance that LHS 350 will
behave according to specification 302.

[0038] Itis generally the case that a full-featured com-
mercial operating system, such as one of the MICRO-
SOFT WINDOWS operating systems, is a non-high-as-
surance envircnment. Such envircnments support an
open architecture in which device drivers, plug-ins, and
other types of extensions can be added freely, which
makes the behavior of such an operating system under
all imaginable circumstances difficult to verify. There-
fore, when some type of security is desired, it is useful
to run such afull-featured operating system side-by-side
with a high-assurance operating system. The high-as-
surance operating system is a small operating system
that provides a small number of features. Because the
functionality provided by the high-assurance operating
system is small, there are fewer variables that can affect
its operation, so its behavior is easier to verify to a high
degree of certainty.

[0039] In a preferred embodiment, a high-assurance
environment includes a curtained memory - i.e., a por-
tion of memory that is inaccessible to the non-high-as-
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surance environment. Thus, RHS 360 can store secret
data (e.g., cryptographic keys) in the curtained memory,
without the danger of that danger being read or written
by processes that run under LHS 350. For example,
specification 304 may provide that RHS 360 has the ca-
pability to protect information from outside tampering,
and the curtained memory allows RHS 360 to perform
this function. Moreover, the code that RHS 360 uses to
perform its various functions may be stored in the cur-
tained memory, in order to prevent processes running
under LHS 350 from overwriting this code with different
code (which might cause RHS 360 to behave outside of
its specification). FIG. 3 shows the curtained memory
312 that is available for use by RHS 360. Physical ad-
dress space 310 includes all of the physical memory lo-
cations available on a given computing device. Cur-
tained memory 312 is a subset of those locations. As
shown in FIG. 3, RHS 360 has access to all of physical
address space 310, but LHS 350 lacks access to the
portions of physical address space 310 that constitute
curtained memory 312. (It should be noted that, while
FIG. 3 shows the curtained and non-curtained porticns
of the address space as each being contiguous, there
is no requirement for such contiguousness. Moreover,
it is not necessary for RHS 360 to have access to the
entire physical address space, or for LHS 350 to have
access 1o every portion of the physical address space
that is outside of curtained memory 312.)

[0040] As noted above, there are certain systems
where nearly all memory access requests are made by
physical address. One way to implement curtained
memory 312 on such a system is to control the content
of the address translation maps in such a way that no
virtual addresses for curtained memory 312 are ex-
posed to LHS 350. (Where there is a potential for some
types of access requests identify their target by physical
address, access to curtained memory can be limited by
some auxiliary cooperating mechanism, such as an ex-
clusien vector that filters physical access requests from
direct memory access devices or from other sources.)
A number of algorithms are available to ensure that LHS
350 cannot use an address translation map that would
lead to curtained memory 312, but the central idea be-
hind these algorithms is: (1) when a processor is oper-
ating in LHS 350, ensure that any map loaded into CR3
(storage location 201, shown in FIG. 2) does not lead to
pages contained in curtained memory 312; and (2) for
any attempt to edit an active map in LHS 350, evaluate
the proposed edit to ensure that the edit will not result
in alink to a page of curtained memory 312.

[0041] The following is an example algorithm for im-
plementing curtained memory through ATC:

[0042] LetD1 be the setof pagesthatcanbe used as
page directories. Let D2 be the set of pages that can be
used as page tables. Let D be the union of D1 and D2
(i.e., D=D1 v D2). Each entry in a page directory or
page table that is marked "present"” (i.e., whose present
bitis set) is called a "link." A page in D2 is "write-active"
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if there is a small read-write link from some page in D1
to the D2 page in question. (A "small" link is a link from
a directory to a table - i.e., a link in a directory that will
ultimately lead to a small page. A "large" link is a link in
a directory that points to a large page.) It is assumed
that there is a policy that defines the pages to which
some entity is permitted read and/or write access.

[0043] The following invariants are maintained:

- CR3isinDf1;

- all D1 and D2 pages are readable under the rele-
vant policy;

- every smalllink from a D1 page points to a D2 page;

- links from D2 pages pointto a page that is readable
under the policy;

- every read-write link from a write-active D2 page
points to a page that is writeable under the policy
and that is naot in D;

- every small page contained in the large page target
of alarge link from a D1 page is readable under the
policy; if the link is read-write, then the small page
is also writable under the policy and is not in D.

[0044] If, for example, the pclicy defines curtained
memory 312 asbeing inaccessible, then maintainingthe
above invariants for all address translation tables that
are usable by LHS 350 will ensure that no access re-
questthat identifies its target by virtual address and aris-
es in LHS 350 can ever reach curtained memory 312.

Use of Translation Lookaside Buffers with ATC

[0045] ATranslation Lookaside Buffer (TLB) is essen-
tially a cache in which mapping data is stored. The basic
idea behind a TLB is that pages that have been recently
accessed are likely to be accessed again, so the recent-
ly used mappings from a given virtual page to the cor-
responding physical page are stored in the TLB. Com-
puting a mapping from an address translation table {(at
least in the most common two-level virtual address
scheme employed on an INTEL x86 processor) requires
two memory accesses: one access to the page directory
to find the location of the relevant page table, and then
a second access to the page table to find the relevant
data page. The actual target location to which access is
being sought can only be accessed after these two (oth-
er) memory accesses have been performed to find the
target data's physical location. A TLB reduces the need
for such additional memory accesses by providing fast
memory in which recently used mapping information is
maintained. Thus, for every address translation that
needs to be performed, the processor consults its TLB
first to determine whether the mapping data for a given
virtual page is cached in the TLB. The address transla-
tion table is consulted if the mapping data is not present
in the TLB.

[0046] FIG.4shows howaprocessorusesa TLB402.
Processor 120 executes a piece of code, and, during
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that execution, an instruction arises to read or write tar-
get location 406 of memory 400. The instruction does
not identify the physical address of target location 4086,
but rather specifies the virtual address of target location
406. Thus, processor 120 (or, in many cases, the mem-
ory management unit associated with processor 120)
must translate the virtual address into a physical ad-
dress. Processor 120 first looks in TLB 402 to determine
whether a mapping has been cached that can be used
in translating the virtual address (circled 1). If such a
mapping exists, then this mapping is used to translate
the address. If no such mapping exists, then the relevant
portions of address translation map 404 are read from
memory 400 (circled 2), and these map portions are
used to translate the virtual address. Regardless of how
the address is translated, the translated address is used
to access the physical target location 406 (circled 3).
The reason that a TLB provides efficiency is that it is
fasterto look up information in TLB 402 than it is to read
address translation map 404 in memory 400. Addition-
ally, in some designs the data stored in TLB 402 can
collapse the two-step translation process into one step:
i.e., using the address translation map requires reading
the page directory and page table in separate steps;
however, a single PD offset/PT offset combination could
be cached in TLB 402, thereby allowing a virtual page
to be identified by the PD/PT offset combinationin a sin-
gle step.

[0047] When using TLBs in an ATC system, the ATC
invariants are modified to take into account translations
available through the TLB. For example, in the previous-
ly described example ATC algorithm, the definition of a
link can be modified as follows: a link from one page to
another exists if it exists either in the physical memory
or if it is cached in some TLB. Although the contents of
the TLBs are not directly observable in mest architec-
tures (e.g. in xB6 processors), its contents can be
bounded because translations enter TLBs only through
memory. Using the invariants in the example algorithm,
the TLBs then have to be flushed on removing a page
from D1 or D2, giving up read or read-write access to a
page, and on writes or additions to D2 that change the
status of a page from write-active to write-inactive or
vice-versa.

[0048] However, there is substantial incentive to re-
duce TLB flushes even further, because flushing the
TLB is an expensive operation that slows performance.
First, the TLB only improves efficiency to the extent that
it is populated with useful mapping data, and flushing
the TLB eliminates this mapping data from the TLB. Sec-
ond, the actual flush itself may be expensive for the fol-
lowing reason: In the architecture described in FIG. 3,
the maintenance of curtained memory 312 depends on
the absence of counter-policy mappings. Since the ab-
sence of counter-policy mappings is, in a preferred em-
bodiment, an element of providing a high-assurance en-
vironment, control over the mappings must, itself, be
performed in a high-assurance environment. Thus, not
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only must control over the address translation map itself
be performedin a high-assurance environment, but also
the flushing of the TLB must be performed (or at least
verified) in a high-assurance environment. Therefore,
every TLB flush that is being relied upon as part of an
ATC system requires that the current environment be
changed from LHS 350 to RHS 360. The process of
changing context from one environment to another is,
itself, expensive, which increases the expense of a
flush. Therefore, it is desirable to avoid flushing the TLB
more often than necessary.

[0049] The presentinvention provides mechanism for
delaying and possibly avoiding some of these flushes.
The invention, in one embodiment, is based on two sub-
mechanisms. The first submechanism provides that op-
erations that do not modify the actual memory map (e.
g. adding a page to D2, or making the page inaccessible
to writes), can be conceptually delayed until their com-
pletion is required to permit some modification to mem-
ory. For example, the act of giving up read access to a
page (in the security policy) can be delayed until there
is the possibility of that page being modified (when. an-
other computational entity creating a read-write map-
ping to the page). The second submechanism uses
timestamps to track more precisely whether a particular
mapping to a page might exist in a particular TLB.
[0050] Inthe example algorithm presented earlier, de-
layable operations requiring flushes can be partitioned
into two classes: those requiring removal from the TLBs
any translations that allow a page to be read (giving up
read access 1o a page, or removing the page from either
D1 or D2), and those requiring removal from the TLBs
any translations that allow a page to be modified (re-
moving write accessto a page). Calling the former "read
flushing operations" and the latter "write flushing oper-
ations", these operations can be delayed as follows:

- read-flushing operations can be delayed until some
computational entity tries to create a read-write
mapping to the page, or until some device might be
able to modify the page through direct memory ac-
cess, or until the page is modified by the ATC algo-
rithm itself;

- write-flushing operations can be delayed until some
computational entity tries to create a read or read-
write mapping to the page, or until some device
might be able to modify the page through direct
memory access, or until the page is modified by the
ATC algorithm itself.

[0051] When performing a read-flushing operation, it
is only necessary to flush a TLB if it still potentially con-
tains a read mapping to the page in question. This can
only be the case if the TLB has not been flushed since
the last time that there was a read mapping to the page.
Similarly, when performing a write-flushing operation, it
is only necessary to flush a TLB if it has not been flushed
since there was last a read-write mapping to the page.
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[0052] To determine whethera TLB was flushed since
there was a read/read-write mapping to a page, we
maintain two timestamps for each page (its read times-
tamp and its write timestamp) and one timestamp for
each TLB (its flush timestamp). Whenever the last read/
read-write mapping to a page is removed, the current
time is recorded in its read/read-write timetamp. When-
ever the TLB is flushed, the current time is recorded in
its flush timestamp.

[0053] Time can be measured in several ways. In a
first example approach, the clock used fora TLB is just
the flush timestamp. Thus, the read and read-write
timestamp fora page is copied from the TLB flush times-
tamp. When the TLB is flushed, the flush timestamp is
changed (it is not important how). If the read/read-write
timestamp on a page differs from the flush timestamp,
the read/read-write mapping is guaranteed not to be in
the TLB. If by coincidence, the flush timestamp has
changed (perhaps several times) but happens to coin-
cide with the read/read-write timestamp (e.g. because
of counter wraparound), no harm is done; there will just
be an unnecessary flush.

[0054] In a second example approach, time is meas-
ured with real-time or virtual clocks. If the clocks used
to record the read/read-write timestamps and flush
timestamps are guaranteed to always agree within
some clock skew, the read/read-write mapping is guar-
anteed not to be in the TLB if the read/read-write times-
tamp precedes the flush timestamp by at least the clock
skew. One way to avoid clock skew entirely is to use a
global clock, a shared counter that is incremented when
any TLB is flushed; however, such a clock may become
a hotspot.

[0055] The first approach has the advantage that it
does not require synchronized clocks. However, if there
are a large number of TLBs to be considered, the first
approach requires a separate read/read-write times-
tamp for each TLB, whereas the second approach re-
quires only a single clock read. Moreover, it eliminates
memory contention over the clocks themselves. The two
appreaches can also be combined, and other mecha-
nisms (e.g. vector clocks) can also be employed.
[0056] The present invention provides a mechanism
that allows for lazy flushing of a TLB, so that explicit
flushes of a TLB are delayed until there is a potential
that LHS 350 is actually accessing a page using an old
TLB entry that no longer conforms to the address trans-
lation map. Essentially, when the last mapping to a page
is removed, the page is "timestamped," (As discussed
below, the "timestamps" may not actually contain the
time, but rather the value of sequential counters.) When
the page is subsequently accessed, a determination is
made as to whether to flush the TLB depending upon
whether the TLB has been flushed since the page was
timestamped.

[0057] In a mulli-processor computer system, as
shownin FIG. 5, each of processors 120(1) through 120
(n) maintains its own TLB 402(1 ) through 402(n). In oth-
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er words, processors 120(1) through 120(n) can each
access the same underlying address translation tables,
but they can separately cache the mappings from those
tables. Additionally, in one embodiment each processor
can operate in LHS 350 or RHS 360. In accordance with
the invention, a counter 502(1) through 502(n) is asso-
ciated with each of processors 120(1) through 120(n).
Each time that the environment on a processor changes
from RHS 360 to LHS 350, the counter associated with
that processor is incremented.

[0058] Whenever a page is made unavailable to LHS
350 (i.e., when the page is made unavailable to LHS
350 under the relevant access policy and is de-linked
from all mappings available to LHS 350), the page is
effectively "time-stamped" with the countervalues. (The
counters do not count "time" in the physical sense, but
can be viewed of as a type of timekeeping, since the
counters move forward in response to certain events as
they occur.) Thus, by comparing the stored counter val-
ues for a page with the current counter value for the
processor that is attempting to access the page, it can
be determined whether the processor has entered RHS
360 since the page was made unavailable to LHS 350.
(As explained above, entering RHS 360 causes the TLB
to be reliably flushed.) If the processor has not entered
RHS 360 since the page was de-linked, then the proc-
essorenters RHS 360 and flushes its TLB. If the attempt
to accessthe page arose in LHS 350, then the processor
returns to LHS 350 and attempts again to access the
page. If the processor has entered RHS 360 since the
page was de-linked (i.e., if the processor is currently in
RHS 360, or has, at some point after the page was de-
linked, entered RHS 360), then it is known that the TLB
was reliably flushed since the last time the page was
available to LHS 350, and thus the TLB cannot contain
any mapping to the page, so the TLB does not need to
be flushed at that time.

[0059] FIG. 6 is a flow diagram showing the process
by which a TLB is flushed following a page being made
unavailable to LHS 350. At the outset of the process
shown in FIG. 6, it is presumed that a given page (page
X) is available to be accessed from LHS 350 under an
applicable access policy. At some point, page X is made
unavailable to LHS 350 under the access policy, and the
address translation maps available to LHS 350 are ad-
justed as needed to ensure that page X is de-linked from
those maps (602). At the time that page X is de-linked,
the counter values for all of the processors on the ma-
chine are recorded, and this record is associated with
page X for later retrieval (604). The record preferably
contains the current counter value for each of the prec-
essors on the machine.

[0060] After page X is de-linked from maps available
to LHS 350, some amount of time may pass before page
X is actually accessed. At some point, however, an ac-
cess request for page X will originate from a particular
processor (processor Y) (606). The recorded counter
values associated with page are then retrieved, and the
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storedvalue for processorY is compared with processor
Y's current counter value. (The record will also contain
the stored counter values for other processors, but
these other values are disregarded in determining
whether processor Y needs to flush its TLB.) If proces-
sor Y's current counter value is greater than the stored
counter value, then access to the page is pemitted
(614) without further inquiry, since it must be the case
that processor Y entered RHS 360 and flushed its TLB
since page X was made unavailable to LHS 350. On the
other hand, if the stored counter value for processor Y
is the same as processor Y's current countervalue, then
RHS 380 has not been entered since page X was de-
linked, which means that processor Y's TLB may still
contain a mapping to page X.

[0061] If processor Y is running in RHS 360 (610),
then TLB can contain a mapping to page X without vio-
lation of the access policy, so access to page X is per-
mitted (614). If, however, processor Y is running in LHS
350 (and it is known from 608 that processor Y has not
flushed its TLB since page X was de-linked), there is a
possibility that the contents of processor Y's TLB would
expose, to LHS 350, a mapping to page X. Thus, proc-
essorY enters RHS 360 andflushes its TLB (612). After
the TLB is flushed, processor Y returns to LHS 350 and
the access request is reexecuted (614) (thereby requir-
ing re-translation of the requested address, with the
newly-empty TLB.)

[0062] It should be noted that making a page inacces-
sible to LHS 350 is not the only event that can trigger
the need to flush a TLB, and the mechanism of the
present invention can also be used to trigger TLB flush-
es that arise for other reasons. For example, removing
apagefrom one of the sets D1 or D2 (as defined above),
orrelinquishing read access (or write access) forapage,
may also give rise to the need for a TLB flush, since
these events may affect what mappings are legitimate
under the relevant policy. In such a case, the mecha-
nism of the present invention may be used in a manner
similar to that described above - e.g., the counter values
may be recorded when a page is removed from D1 or
D2, or when read (or write) access is relinquished, and
any subsequent attempt by a processor to access the
page may trigger acomparison between the processor's

counter value and the stored counter values for the
page.
[0063] It should be further noted that the mechanisms

of the presentinvention are not limited to the case where
a flush requires a trip to RHS 360 - or even to the case
where both LHS 350 and RHS 360 are available. In
greater generality, the mechanisms of the present in-
vention can be used in any case where there is a pos-
sibility that stale entries existin the TLB that are no long-
er reflective of the state of the map - e.g., in the case of

ordinary process isolation performed by an operating
system.
[0064] It is noted that the foregoing examples have

been provided merely for the purpose of explanation
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and are in no way to be construed as limiting of the
present invention. While the invention has been de-
scribed with reference to various embodiments, it is un-
derstood that the words which have been used herein
are words of description and illustration, rather than
words of limitations. Further, although the invention has
been described herein with reference to particular
means, materials and embodiments, the invention is not
intended to be limited to the particulars disclosed herein;
rather, the invention extends to all functionally equiva-
lent structures, methods and uses, such as are within
the scope of the appended claims. Those skilled in the
art, having the benefit of the teachings of this specifica-
tion, may effect numerous modificaticns thereto and
changes may be made without departing from the scope
and spirit of the invention in its aspects.

Claims

1. A method of clearing obsolete entries from a first
one of a plurality of mapping caches, each of the
plurality of mapping caches being associated with
a corresponding one of a plurality of processing
units of a computing device, each of the caches be-
ing used to translate virtual addresses to physical
addresses and storing mappings based on an ad-
dress translation map, the method comprising:

maintaining a counter;

updating said counter each time the first one of
the plurality of mapping caches is flushed;
recording said counter's value in response to a
change in the address translation map;
determining, based on a comparison of said
counter's value with the recorded counter val-
ue, that the first one of the plurality of mapping
caches has not definitely been flushed since
said change in the address translation map oc-
curred; and

flushing the first ene of the plurality of mapping
caches.

2. The method of claim 1, wherein said counter is one
of a plurality of counters, each counter being asso-
ciated with a corresponding cne of the mapping
caches.

3. Themethod of claim 2, wherein each of the plurality
of counters is updated when a counter's corre-
sponding mapping cache is flushed.

4. The method of claim 1, wherein the address trans-
lation map comprises links to pages of memory in-
cluding a first page, and wherein said change com-
prises placing the address translation map in a state
in which the address translation map does not con-
tain any links to said first page.
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The method of claim 1, wherein the address trans-
lation map defines portions of a memory that are
readable by an entity, said portions of said memory
including a first portion, and wherein said change
comprises placing the address translation map in a
state in which said first portion is not readable by
said entity.

The method of claim 1, wherein the address trans-
lation map defines portions of a memory that are
writeable by an entity, said portions of said memory
including a first portion, and wherein said change
comprises placing the address translation map in a
state in which said first portion is not writeable by
said entity.

The method of claim 1, wherein a policy defines per-
missible access to a memory, and wherein the
method further comprises:

controlling the content of the address transla-
tion map such that the address translation map
does not expose to an entity virtual address
mappings that would permit said entity to ac-
cess said memory in violation of said policy;

wherein said change comprises either a modifica-
tion to the map that places or maintains the map in
conformance with said policy, or a modification to
the map that limits said entity's write access to the
map.

The method of claim 7, wherein the address trans-
lation map comprises a link to a portion of said
memmory, wherein controlling the content of the ad-
dress translation map comprises making said por-
tion of said memory inaccessible to said entity, and
wherein said change comprises removing all links
to said portion of said memory from the address
translation map.

The method of claim 1, further comprising:

determining that an event has arisen that po-
tentially makes use of the state of the address
translation map prior to said change;

wherein flushing the first one of the plurality of map
caches is performed in response to the determina-
tion that said event has arisen.

The method of claim 9, wherein said event compris-
es a translation of a virtual address to a physical
address that is contained in a portion of memory
that was de-linked from the address translation map
by said change.

A system for managing the use of address mapping
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12.

13.

14.

15.

16.

17.

20
caches, the system comprising:

a plurality of processors, each of the proces-
sors having amapping cache and a counter as-
sociated therewith;

a memory that stores an address translation
map, each of the mapping caches storing map-
pings based on said address translation map,
there being a policy that governs access to said
memory, the contents of the address translation
map being controlled to prevent exposure of
mappings that permit access to said memory in
violation of said policy;

first logic that flushes afirst one of the mapping
caches and that increments a first one of the
counters when said first one of the mapping
caches is flushed;

second logic that records the current value of
said first counter in response to a change in
said address translation map or in a property
regarding said address translation map, the re-
corded counter value being stored in associa-
tion with said change;

third logic that compares the recorded counter
value with the current value of the first counter
and that causes said first one of the mapping
caches to be flushed if the comparison indi-
cates that said first one of the mapping caches
has not been flushed since the change.

The system of claim 11, wherein each of the proc-
essors is associated with said first one of the
counters, and wherein said first logic increments
said first one of the counters when any of the map-
ping caches is flushed.

The system of claim 11, wherein each of the map-
ping caches is associated with a different one of a
plurality of counters, and wherein said first logic in-
crements the counter corresponding to a given
mapping cache when the given mapping cache is
flushed.

The system of claim 11, wherein said change com-
prises placing said address translation map in a
state in which all links to a first page of said memory
are removed from said address translation map.

The system of claim 11, wherein said change com-
prises placing said address translation map in a
state in which there is no writeable link to a first page
of said memory.

The system of claim 11, wherein said third logic is
invoked in response to a detection that a result of

said change is to be used.

The system of claim 16, wherein said change com-
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prises placing said address translation map in a
state in which all links to a first page of said memory
are removed from said address translation map,
and wherein said detection is based on a virtual ad-
dress having been translated to a location on said
first page.

A computer-readable medium having encoded ther-
eon computer-executable instructions to perform a
method of managing the flushing of a translation
lookaside buffer thatcaches address mappings, the
method comprising:

receiving an access request that indicates a tar-
get location by virtual address;

translating said virtual address to obtain a
physical address of said target location;
comparing (1) a stored counter value associat-
ed with a page that comprises said target ad-
dress with (2) a current counter value;
determining based on the comparison between
said stored counter value and said current
counter value that the translation lookaside
buffer has not been flushed since an event af-
fecting a mapping of said page has been mod-
ified; and

flushing the translation lookaside buffer.

The computer-readable medium of claim 18, where-
in the address mappings are defined by an address
translation map staored in a memory, the translation
lookaside buffer caching mappings that are based
on said address translation map.

The computer-readable medium of claim 18, where-
in a policy defines accessibility of a memory to a
software entity, and wherein said event comprises
removing links to a page of said memory from an
address translation map on which said address
mappings are based, said page being inaccessible
to said software entity under said policy.

The computer-readable medium of claim 18, where-
in a policy defines accessibility of a memory to a
software entity, and wherein said event comprises
adjusting an address translation map to make map-
pings to a page non-writeable, wherein either: (1)
said policy defines said page as being non-writea-
ble by said software entity, or (2) said page stores
a portion of said address translation map.

The computer-readable medium of claim 18, where-
in an address translation control mechanism deter-
mines the membership of a set of pages of a mem-
ory that may be usedto store portions of an address
translation map, and wherein said event comprises
a change in membership of said set.
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23.

24

25.

26.

27.

28.
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A method of clearing obsolete entries from a first
one of a plurality of mapping caches, each of the
plurality of mapping caches being associated with
a corresponding one of a plurality of processing
units of a computing device, each of the caches be-
ing used to translate virtual addresses to physical
addresses and storing mappings based on an ad-
dress translation map, the method comprising:

maintaining an object based on which the se-
quential progression of events can be deter-
mined,;

recording said object's value in response to a
change to the address translation map that re-
moves one or more of, (1) read access, or (2)
read/write access, from a page;

in response to a request to access said page,
determining based on a comparison of said ab-
ject's current value with the recorded value that
the first one of the plurality of mapping caches
has been flushed since said change occurred;
and

if it cannot be determined with certainty based
on said comparison that the first one of the plu-
rality of mapping caches has been flushed
since said change occurred, then flushing the
first one of the plurality of mapping caches.

The method of claim 23, wherein said object com-
prises a clock.

The method of claim 23, wherein said object com-
prises a counter that is incremented each time the
first one of the plurality of mapping caches is
flushed.

The method of claim 23, wherein said object com-
prises a plurality of counters, each of the counters
corresponding to one of the plurality of mapping
caches, wherein each of the counters is increment-
ed when the counter's corresponding mapping
cache is flushed.

The methed of claim 23, wherein said change com-
prises removing read access to said page, and
wherein said access request comprises a request
to read said page.

The methed of claim 23, wherein said change com-
prises removing read/write access to said page,
and wherein said access request comprises a re-
quest to write said page.
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Amendments to the Claims:

This listing of claims will replace all prior versions, and listings, of claims in the
application. Currently amended claims are shown with additions underlined and deletions in
. strikethroughtext except double brackets may be placed before and after the deleted characters

to show deletion of five or fewer characters.

1. (CURRENTLY AMENDED) A method of classifying a computer object as malware, the
method. comprising:

at a base computer, receiving data about a computer object from each of plural remote
computers on which the object or similar objects are stored;

comparing determining in the base computer whether the data about the computer object

received from the plural computers indicates that the computer object is malware;

classifying the computer object as malware when the data indicates that the computer

object is malware en-the-basis-of said-comparisen;

when the determining does not indicate that the computer object is ast-knewn malware,

initially classifying [[an]] the computer object as not malware;
generating a mask for [[said]] the computer object that defines acceptable behaviour for
the computer object; and

running the computer object on at least one of the remote computers:
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automatically monitoring operation of the computer object on the at least one of the
remote computers,

allowing the computer object to continue to run when behavior of the computer object is

permitted by the mask;

disallowing the computer object to run when the actual monitored behaviour of the

computer object extends beyond that permitted by the mask; and

reclassifying the computer object as malware [[if]] when the actual monitored behaviour

extends beyond that permitted by the mask.

2. (CURRENTLY AMENDED) A method according to claim 1, wherein the data about the
computer object that is sent from the plural remote computers to the base computer and-that-is
used-in-the-cemparisen-includes one o‘r more of: executable instructions contained within or
constituted by the object; the size of the object; the current name of the object; the physical and
folder location of the object on disk; the original name of the object; the creation and
modification dates of the object; vendor, product and version and any other information stored
within the object; the object header or header held by the remote computer; and, events initiated
by or involving the object when the object is created, configured or runs on the respective remote

computers.
3. (CURRENTLY AMENDED) A method according to claim 1, wherein the eemparing

determining identifies relationships between the object and other objects.
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