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(57) ABSTRACT

An automated risk management system connected to a com-
puter network for use by a organization includes a server
connected to the network, the server having a memory con-
figured to store programming and data structures. The system
includes a processor connected to the server and memory that
is configured to execute the programming. The memory
includes process flowchart data indicative of a organization’s
process objectives and controls. The memory may include
regulatory data indicative of current regulations affecting the
organization and risk assessment data indicative of potential
risks, impacts, and likelihood of occurrence to the business.
The system includes programming that automatically ini-
tiates searches of the internet using current process, regula-
tory, or risk assessment data and stores the search results in
memory. Current data and search result data may be output to
prompt a comparison of the same and, thus, require efficient
management of potential risks.

IriusRisk
Ex. 1006 - Page 1



Patent Application Publication  Aug. 21, 2014 Sheet 1 of 7 US 2014/0236665 A1

Fig. 1

IriusRisk
Ex. 1006 - Page 2



Patent Application Publication  Aug. 21, 2014 Sheet 2 of 7 US 2014/0236665 A1

oy
L
)

v G
25

Proc;essod—-ﬂ‘lv\emory\ /-"

i

—Data STruéTuresl

e 242 ——Programming
24 ‘x
fle \
S L
AL
Fig. 2a
. 76
,’/(/N[
Memory
Process Database Regulation Datd
g o /
Y e
Risk Databaseg
34
~ “
[Auto-Search Dafd S8

Fig. 2b

IriusRisk
Ex. 1006 - Page 3



Patent Application Publication  Aug. 21, 2014 Sheet 3 of 7

G0
//
/6’
Avle_
¥
From . .
Fig. 4,5,6 " ?j):uiv' A

a

US 2014/0236665 Al

Build/Modify Process Yes .
Database Charts /~— ~ToFig. 4
No <
No Risk Yes .
Management To Fig. 5
- HE A
Sédféﬁ”"Us"i?fQ
uto Search A Time for \_Yes ol
Engine [ 7~_Search
O Seoﬁﬁ Usm%
Risk Impact |
No  Dafa |
Ly Store
{7 T
e 6E
Yes .
R.O.CK, To Fig. 6
- Te
_v{‘,'g\ !,"
/ Output Process
/ Charts
No ; .
. Oufput - @
Periodic Time for
S : Risk/Impaci— -
Evoluah{on Evaluation Data \
7L Bo
Output Search
Data
No
x/z:w
Schedule Control Tests
Fig. 3

IriusRisk
Ex. 1006 - Page 4



Patent Application Publication

From Fig. 3

Aug. 21,2014 Sheet 4 of 7

o

,,
@

™,

User Builds |

Process Flows

| i
Import Flowcharts

Assign Process Objeéhves
Based on Shape of
Flowchart Box

Produce Assessment Forms

To Fig. 3

for Each Process Objective

Fig. 4

US 2014/0236665 Al

IriusRisk

Ex. 1006 - Page 5



Patent Application Publication

Assessment

Assign

Cfea €

New

Aug. 21,2014 Sheet 5 of 7

US 2014/0236665 Al
-~ /[;’._f”
,/‘/
i
y o %
Input Risk, )
(NGme)

Mafrix

sy
]

- 7 ,@ }”

. Likelihood From
“t_High to Low

Input Possible

Input
__.[Pescription
~ |of Impact

Fig. 5

IriusRisk
Ex. 1006 - Page 6



Patent Application Publication  Aug. 21, 2014 Sheet 6 of 7 US 2014/0236665 A1

B From
200 Fig. 3

/
Search CFR for
New Regulations

Associated
Regulation

Create
Comparison
Report

Fig. 6

IriusRisk
Ex. 1006 - Page 7



Patent Application Publication

4

Letracincknary vent of arkiczvarlin
th i i

Aug. 21,2014 Sheet 7 of 7

4

AR g,

SR EANT e B RTINS )
Teau it B thv Fides hitiny

. o
i

resufiing in sezont v itk

72 R phivncd Satied ang
<UER BRI o g &

LERERSLC

bt R ouarie

A EinintieTs sotion or evant
Rt bsekhe vy fack Iz publiclied,
R (215 BT RRET S ST
g firm ey magrnivsi enpoct
Eugiamer T Short Exam el
(OORRPE, RO gl sred
Tralegnree

S stanygerd s

sir et that wanses
BRI e i
€T g QL

canpla

Wi e th

srester than & ol zop abons

eamitLars. Fklis
ustiy'y =

Hunssiving sistrebant v sg'min] s

17 proges
R TS 1Y

Lasi
RS 15 AT OIS

4877 hes wnataerGE it ot
RIGG3] A ation wrpressor

US 2014/0236665 Al

lank ferutysbed
firarg ISy A 3T
A imlet St

sl fapeczaind
manenls ben 3570

heprrecied previous

seticns impased by regalton Pl
meatin a3 one ol sareral talasiry Had
wRETnR

wipitkan

o -

OITERR] B e g Aty
Uil poomrenm: myav b simE
MR, WA rerma naterl

Hgaabioe wilileris? i witicheina
| marset sisaut the firn's

penntoea; ievtdived Incal ey,
"

e middiaicsesrrzan

Al ettt G

ks

el

3 et Mt Cause

R % s of QR
Qe O ramdalat

g of

bS] il imepack Ao Cusomers;

ATii T
siteenties! applisaticne o

impannd by reR Rk uhEe At SR

e

‘ 1S
SEIRRATy Bt TRt The
i ki follisy
Wb iy - 12 23k deatime gl

weiily techranat asowcts ofthi o e
el atiin sy ittt sesim imperled
é ¥

gy CRTEH AppliaTian s g o
et applicsiang or

Y Nl 2
ligzwing; pubiic trRixsm of (ndusny
nrantien ok e drganisinae
Tierwo

Hon

Tesletuly iminr avd frsynme .
deiizncts fpralmthat s ity
kvt

Fig. 7

G T
TEEAIE

Ersihng i

| sy pivicaiden: o prodes Gr
| spitcakions ar
JEBEESRRE TG T el lan
pe

Thresbins furecesied
Hzncetd by =460
LR R

ihraiens furccising
Seancls ay a5 K
LR

IriusRisk
Ex. 1006 - Page 8



US 2014/0236665 Al

AUTOMATED RISK MANAGEMENT SYSTEM
AND METHOD

BACKGROUND OF THE INVENTION

[0001] This invention relates generally to risk management
systems and, more particularly, to an automated risk manage-
ment system that not only documents an organization’s risk
management program but proactively provides consultation
by utilizing connection to the internet to determine improve-
ments to processes, learn lessons from risks experienced by
other organizations, and receive advance notice of new or
coming regulations.

[0002] Risk management refers generally to the identifica-
tion and assessment of events within an organization or
agency that may yield negative impacts and then to imple-
ment procedures for managing those risks. Risk management
frequently includes detailed flowcharts that identify specific
processes or procedures within an organization and which can
be regularly reviewed, updated based on past events, or used
for training purposes. Unfortunately, updates to process flow-
charts are often the result of'a negative occurrence that reveals
a risk that was not properly managed and which had a nega-
tive impact on the organization. Negative impacts may
include financial loss, litigation, embarrassment of the orga-
nization or individuals, or even death.

[0003] Although risk management methods and systems
are well known in the art, they almost always operate on
hindsight experience rather than by proactively or consis-
tently looking forward based on the newest information from
regulatory agencies or the experience of other similar orga-
nizations.

[0004] Therefore, it would be desirable to have an auto-
mated risk management system that not only documents pro-
cess flowcharts but that automatically searches the internet
for articles or other data related to those flowcharts for the risk
manager or committee to review. Further, it would be desir-
able to have an automated risk management system that
searches the internet for the latest industry regulations or
statutes based on known current regulations. In addition, it
would be desirable to have an automated risk management
system that is accessible online to a risk manager of an orga-
nization.

SUMMARY OF THE INVENTION

[0005] An automated risk management system connected
to a computer network for use by an organization according to
the present invention includes a server electrically connected
to the computer network, the server having a memory con-
figured to store programming and data structures. The system
includes a processor electrically connected to the server and
to the memory that is configured to execute the programming.
The memory includes process flowchart data indicative of an
organization’s process objectives and controls. The memory
may include regulatory data indicative of current regulations
affecting the organization. The memory may include risk
assessment data indicative of potential risks, impacts, and
likelihood of occurrence to the business.

[0006] The system includes programming that automati-
cally initiates searches of the internet using process, regula-
tory, or risk assessment data and stores the search results in
memory. Current data and search result data may be output to
prompt a comparison of the same and, thus, require manage-
ment of potential risks.

Aug. 21,2014

[0007] Therefore, a general object of this invention is to
provide an automated risk management system that not only
provides documentation of an organization’s risk manage-
ment processes and data but also provides automated consul-
tation from relevant industries or regulatory agencies.
[0008] Another object of this invention is to provide an
automated risk management system, as aforesaid, in which
the automatic consulting data is derived from automatic inter-
net searches based on current data stored in system relative to
a respective organization.

[0009] Still another object of this invention is to provide an
automated risk management system, as aforesaid, that
imports process flowcharts created in other software and then
automatically assigns predetermined objectives and controls
to the flowchart data.

[0010] Yet another object of this invention is to provide an
automatic risk management system, as aforesaid, that auto-
matically assigns significance, type, and design ratios to a
user input likelihood and impact risk assessment matrix.
[0011] A further object of this invention is to provide an
automated risk management system, as aforesaid, that auto-
matically searches the internet for articles and other data
regarding compliance breaches and control breaks from simi-
lar industries so as to recommend proactive improvement to
the organization’s processes and controls.

[0012] A still further object ofthis invention is to provide an
automated risk management system, as aforesaid, that brings
all results of the system’s components together at predeter-
mined times to “force” evaluation of risk management con-
trols and risks.

[0013] A still further object ofthis invention is to provide an
automated risk management system, as aforesaid, that auto-
matically searches relevant regulatory agencies or trade asso-
ciations at predetermined times for updated or upcoming
regulations that may impact the organization.

[0014] Other objects and advantages of the present inven-
tion will become apparent from the following description
taken in connection with the accompanying drawings,
wherein is set forth by way of illustration and example,
embodiments of this invention.

BRIEF DESCRIPTION OF THE DRAWINGS

[0015] FIG. 1 is an organizational block diagram of an
automated risk management system according to a preferred
embodiment of the present invention;

[0016] FIG. 2a is a block diagram of the electronic compo-
nents of the system of FIG. 1;

[0017] FIG. 25 is a block diagram of the memory compo-
nent shown in FIG. 2a;

[0018] FIGS. 3 to 6 are flowcharts illustrating the logic of
the software of the system of FIG. 1; and

[0019] FIG. 7 is an example of a risk assessment matrix
according to the present invention.

DESCRIPTION OF THE PREFERRED
EMBODIMENT

[0020] An automated risk management system according
to a preferred embodiment of the present invention will be
described in detail with reference to FIGS. 1 to 7 of the
accompanying drawings. The risk management system 10
includes a server computer 18 in electrical communication
with a wide area network such as the internet 12. Preferably,
the system 10 may be accessed by connection to the internet,
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such as by a business, government, or other organization that
is concerned with managing risk of liability and financial loss.
[0021] The server 12 is illustrated as a collection of its
components in FIG. 2a and includes a processor 20, a
memory 26, a data input 22, and a data output 24 as will be
described more fully below. The memory 26 includes data
structures 28 configured to store various types of data related
to risk management and to store programming 38. The pro-
cessor 20 is configured to execute the programming instruc-
tions. The memory 26 may include the following organization
but is not limited thereto: a process database 30, a risk data-
base 32, an auto-search data base 34 (which may also be
referred to a search result database), and a regulation database
36.Itis understood that reference to each database is a manner
of'showing the preferred organization or configuration of data
storage in and retrieval from memory 38 but all data may
appropriately be referred as merely “stored in memory” and
will be understood by those in the art of programming.
[0022] The risk management system 10 includes a method-
ology defined by its software. The memory 38 includes vari-
ous types of data that may be amended or edited by an autho-
rized user. The first step in the process, then, is to authenticate
any user attempting to access the system. The steps of authen-
ticating a user of the system 10 is well known, such as through
entry and verification of a username and password (not
shown).

[0023] A process according to the present invention
includes multiple “modes” or sub-processes (FIG. 1). One
process 100 carried out by the system 10 concerns creating or
modifying process flowcharts enables a user to import pro-
cess flowcharts and have process objectives automatically
assigned (FIG. 4). Another process 200 regards creating risk
assessment matrices and automatically calculating data for
consultation and evaluation (FIG. 5). Still another process
(beginning at step 58) initiates automatic internet searches
using data stored in either the process flow or risk assessment
processes (FIG. 3). Process 58 is unique in that multiple
searches may be built and initiated using a user’s stored data
with no overt action by the user and then the search results
may be later compared or evaluated by the user so as to
improve risk management. The process of search automation
includes another process 300 that initiates one or more
searches using regulatory data stored in memory 38 so as to
proactively determine if updated regulations exist that should
be considered. Still further, the system 10 includes steps
(beginning at step 72) that bring together the process flows,
the risk assessment results, the automatic search engine
results for a user to evaluate/consult together (FIG. 3).
[0024] The overall process 50 is initiated as shown in FIG.
3 under the control of process 50. At step 52, the processor 20,
under control of programming 38, determines if a user wants
to build or modify data from an existing database (i.e. create,
amend, or modify data in memory, such as to process flow-
charts, risk assessment data, regulatory data or the like). If so,
then the process 50 proceeds to the process 100 described in
FIG. 4. Otherwise, process 50 proceeds to step 56. At step 56,
the processor 20 determines if a user desires to input, modify,
or review risk assessment data and, if so, proceeds to initiate
process 200 illustrated in FIG. 5. Otherwise, the process 58
proceeds to step 58.

[0025] Process 100 illustrated in FIG. 4 will now be
described so that the remainder of process 58 is more clearly
understood. At step 102, a user is able to build a process
flowchart or multiple flowcharts. As are understood by per-
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sons involved in risk management processes, a risk manage-
ment flowchart utilizes symbols of various shapes to indicate
actions, determinations, or other elements of an activity or
evaluation so that respective personnel of an organization can
understand actions to be taken to successfully manage an
activity or avoid a negative outcome. Importantly, risk man-
agement or control flowcharts may be imported at step 104
from third party software such as that marketed as Microsoft
Office Visio®. The process 100 then proceeds to step 106.
The text and shape of each element of the flowchart are stored
in the process database 30 in memory 26. At step 106, the
processor 20 acts to automatically assign or associate prede-
termined objectives or controls according to the shapes of the
imported flowcharts. It is understood that the predetermined
data may have been stored previously in the process database
30 of the memory 26. This process data may later be retrieved
for use in initiating process searches over the internet 12 as
will be described later. The process 100 then proceeds to step
108 at which assessment forms or other documentation may
be generated or stored for each process objective. Process is
then received to step 52 of process 50 illustrated in FIG. 3.

[0026] Process 200 illustrated in FIG. 5 will now be
described so that the remainder of process 50 is understood
more clearly. At step 202, the processor 20 determines if a
user desires to create a new risk assessment and, if so, the
process 200 proceeds to step 204. Otherwise, the process 200
returns control to step 52 illustrated in FIG. 3. At step 204, the
processor 20 creates a risk matrix, such as the example shown
in FIG. 7, that may be filled out by the user using an input 22
such as by text entered by a user remotely and received
through the network 12. It is also possible that a user may
upload a risk assessment matrix or access an existing matrix.
At step 206, a particular risk event is identified and entered
and the process 200 proceeds to step 208. At step 208, a user
may indicate a level of likelihood of the risk occurring. The
process 200 proceeds to step 210. At step 210, the user may
input a description of potential impact if the risk is encoun-
tered. It is also contemplated that a user may enter or choose
quantitative indications of the degree of likelihood of each
risk in the matrix as well as the severity of harm if the risk
occurs. Capturing these values is important so as to determine
a risk score, design ratios, or the like as will be described
below.

[0027] The process 200 then proceeds to step 212 at which
the processor 20 determines if the user desires to add another
level of severity to the current risk. In other words, the user
may choose to indicate another possible impact and severity
level relative to same risk as previously entered. If so, the
process 200 returns to step 208; otherwise, control is passed
to step 214. At step 214, the processor determines if the user
desires to enter a completely new risk with its corresponding
impacts/likelihood data. If so, the process 200 returns to step
206 at which a new risk may be entered as described above.
Otherwise, the process 200 proceeds to step 216. At step 216,
the processor 20 automatically calculates statistics based on
the quantitative indications of likelihood and severity of
impact of each risk or the overall risk matrix. Each matrix,
associated data, and statistics are stored in the risk database
32 in memory 26. These statistics may be retrieved by another
aspect of the system 10 as will be described later. Process 200
then returns to step 202 to determine if another risk assess-
ment is desired. Ifnot, control is returned to step 52 of process
50 illustrated in FIG. 3.

IriusRisk
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[0028] Turning again to FIG. 3, if the processor 20 deter-
mines at step 52, that a user does not desire to build or modify
process or risk management data, the process 50 proceeds to
step 58. At step 58, the process 50 enters an Auto-Search
Engine module. The process 50 process proceeds to step 60.
At step 60, the process 50 determines if it is time for a search
to be initiated and, if so, the process 50 proceeds to step 62.
Otherwise, the process 50 proceeds to step 70. Specifically,
there may be programming instructions that require a search
to be initiated automatically at predetermined intervals, such
as weekly, monthly, or the like. At step 62, the processor 20
makes connection to an internet search engine, such as
Google®.

[0029] Further, the processor 62 may access memory 26
and submit terms from the process database 30 to the search
engine. It is understood that predetermined search engines
may be used rather than a general search engine, such as one
that allows searching only for published articles, trade papers,
predetermined blog sites, etc. The process 50 proceeds to step
64 sequentially or in parallel with step 62. Specifically, the
processor 20 may access the risk database 32 and submit
particular terms to the search engine. It is understood that a
user may have designated particular terms be used in auto-
matic searches and these designations were saved in particu-
lar memory addresses. After the internet searches at steps 62
and 64, the process 50 proceeds to step 66 at which the search
results may be immediately delivered to a risk manager or
stored to the search result database 34 at step 68. The process
50 then proceeds to step 70.

[0030] At step 70, the processor 20 determines if a user
desires to engage process 400 for “Regulatory Oversight and
Compliance Kit” (“ROCK”). If so, the process 50 transfers
control to process 300 which is illustrated in FIG. 6; other-
wise, the process 50 proceeds to step 72. The process 300 for
the ROCK module is related to providing comprehensive,
automated, and targeted regulatory risk management based
on selected industries and governing regulatory agencies. A
user is able to select the industry pertaining to his organiza-
tion at the time of setup of the system 10. Current regulatory
data governing that industry may be imported and stored in
the regulation database 36. With reference to FIG. 6, the
processor 20 initiates a search of respective regulatory rules
and guidelines at step 302, such as may be provided in the
Code of Federal Regulations (CFR) or other previously
selected source of appropriate governing regulations. The
process 300 then proceeds to step 304. At step 304, the pro-
cessor 20 determines if new regulations associated with the
existing regulatory framework have been found. More par-
ticularly, an internet search using current regulatory data may
be performed so as to find updates to current regulations. If so,
the processor 20 initiates a report comparing the old regula-
tions with the new ones; otherwise the process 300 returns to
step 52 of the process 50 illustrated in FIG. 3. After the
comparison report has been generated, the process 300
returns to step 52 illustrated in FIG. 3. It is understood that the
process 300 may include recommendations concerning a pro-
cess, controls, or other information concerning regulatory
updates.

[0031] Again with reference to FIG. 3, at step 72 a routine
is entered which data from the previous processes is brought
together for analysis.

[0032] It is understood that while certain forms of this
invention have been illustrated and described, it is not limited
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thereto except insofar as such limitations are included in the
following claims and allowable functional equivalents
thereof.
1. An automated risk management system connected to a
computer network for use by a organization, comprising:
a server electrically connected to the computer network,
said server having a memory configured to store pro-
gramming and data structures;
a processor situated in said server and electrically con-
nected said memory that is configured to execute said
programming;
wherein said memory includes process flowchart data
indicative of a organization’s process objectives and
controls;
wherein said memory includes search result data received
from automatic internet searches;
programming in said memory that, when executed by said
processor, causes said processor to:
automatically initiate at least one search to a search
engine over the computer network at a predetermined
time using said process flowchart data stored in said
memory; and

store a result of'said process flowchart data search in said
memory.

2. The automated risk management system as in claim 1,
comprising programming in said memory that, when
executed by said processor, causes said processor to allow a
user in communication with said computer network to access
said server after credential authentication.

3. The automated risk management system as in claim 1,
comprising programming in said memory that, when
executed by said processor, causes said processor to:

receive said flowchart data input by a user; and

store said process flowchart data in said memory.

4. The automated risk management system as in claim 3,
further comprising programming in said memory that, when
executed by said processor, causes said processor to auto-
matically associate predetermined objectives and process
controls to said flowchart data input by said user.

5. The automated risk management system as in claim 4,
comprising programming in said memory that, when
executed by said processor, causes said processor to:

receive current regulatory data input by a user, said regu-
latory data being indicative of current regulations affect-
ing the organization; and

store said current regulatory data in said memory.

6. The automated risk management system as in claim 1,
comprising programming in said memory that, when
executed by said processor, causes said processor to:

receive current regulatory data input by a user, said regu-
latory data being indicative of current regulations affect-
ing the organization; and

store said current regulatory data in said memory.

7. The automated risk management system as in claim 6,
comprising programming in said memory that, when
executed by said processor, causes said processor to:

automatically initiate at least one search to a search engine
over the computer network at a predetermined time
using said current regulatory data stored in said
memory; and

store a result of said current regulatory data search in said
memory.

8. The automated risk management system as in claim 5,

comprising:
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programming in said memory that, when executed by said
processor, causes said processor to:
automatically initiate at least one search to a search
engine over the computer network at a predetermined
time using said current regulatory data stored in said
memory; and
store a result of said current regulatory data search in
said memory.

9. The automated risk management system as in claim 1,
comprising programming in said memory that, when
executed by said processor, causes said processor to receive
risk assessment data input by a user and store said risk assess-
ment data in said memory.

10. The automated risk management system as in claim 9,
wherein said risk assessment data includes impact data and
likelihood of occurrence data; and

said automated risk management system including pro-

gramming in said memory that, when executed by said
processor, causes said processor to calculate signifi-
cance of risk ratios based on said impact data and like-
lihood of occurrence data.

11. The automated risk management system as in claim 9,
comprising programming in said memory that, when
executed by said processor, causes said processor to:

automatically initiate at least one search to a search engine

over the computer network at a predetermined time
using said risk assessment data stored in said memory;
and

store a result of said risk assessment data search in said

memory.

12. The automated risk management system as in claim 11,
wherein said memory includes a risk database configured to
store said risk assessment data.

13. The automated risk management system as in claim 7,
wherein said memory includes:

a process database configured to store said process flow-

chart data;

a search result database configured to store said result of

said process flowchart data search; and

a regulatory data configured to store said result of said

current regulatory data search.

14. The automated risk management system as in claim 7,
comprising programming in said memory that, when
executed by said processor, causes said processor to receive
risk assessment data input by a user and store said risk assess-
ment data in said memory, wherein said risk assessment data
includes impact data and likelihood of occurrence data;

wherein said automated risk management system includes

programming in said memory that, when executed by

said processor, causes said processor to:

calculate significance of risk ratios based on said impact
data and likelihood of occurrence data;

automatically initiate at least one search to a search
engine over the computer network at a predetermined
time using said risk assessment data stored in said
memory; and

store a result of said risk assessment data search in said
memory;

output said process flowchart data, said process flow-
chart data search result, said current regulatory data
result, and said risk assessment data search result.

15. An automated risk management system connected to a
computer network for use by a organization, comprising:
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a server electrically connected to the computer network,
said server having a memory configured to store pro-
gramming and data structures;
a processor in said sever and electrically connected to said
memory that is configured to execute said programming;
a regulatory database stored in said memory that includes
regulatory data being indicative of current regulations
affecting the organization;
a search result database located in said memory that
includes search data received from automatic internet
searches;
programming in said memory that, when executed by said
processor, causes said processor to:
automatically initiate at least one search to a search
engine over the computer network at a predetermined
time using said regulatory data stored in said regula-
tory database; and

store a result of said regulatory data search in said search
result database.

16. The automated risk management system as in claim 15,
comprising programming in said memory that, when
executed by said processor, causes said processor to:

receive current regulatory data input by a user and store
said input data in said regulatory database, said regula-
tory data being indicative of current regulations affect-
ing the organization; and

store said current regulatory data in said regulatory data-
base.

17. The automated risk management system as in claim 15,

comprising:
wherein said memory includes a process database having
process flowchart data indicative of a organization’s
process objectives and controls;
programming in said memory that, when executed by said
processor, causes said processor to:
automatically initiate at least one search to a search
engine over the computer network at a predetermined
time using said process flowchart data stored in said
process database; and

store a result of'said process flowchart data search in said
search result database.

18. The automated risk management system as in claim 17,
comprising programming in said memory that, when
executed by said processor, causes said processor to:

receive said flowchart data input by a user;

store said process flowchart data in said memory;

automatically associate predetermined objectives and pro-
cess controls to said flowchart data input by said user.

19. The automated risk management system as in claim 18,
causes said processor to receive risk assessment data input by
a user and store said risk assessment data in said memory.

20. The automated risk management system as in claim 15,
causes said processor to receive risk assessment data input by
a user and store said risk assessment data in said memory.

21. The automated risk management system as in claim 20,
wherein said risk assessment data includes impact data and
likelihood of occurrence data; and

said automated risk management system comprising pro-
gramming in said memory that, when executed by said
processor, causes said processor to calculate signifi-
cance of risk ratios based on said impact data and said
likelihood of occurrence data.
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22. The automated risk management system as in claim 21,
comprising programming in said memory that, when
executed by said processor, causes said processor to:

automatically initiate at least one search to a search engine

over the computer network at a predetermined time
using said risk assessment data stored in said memory;
and

store a result of said risk assessment data search in said

search result database.

23. The automated risk management system as in claim 15,
wherein said memory includes a risk database configured to
store said risk assessment data.

24. The automated risk management system as in claim 22,
comprising programming that when executed causes said
processor to output said current regulatory data search result
and said risk assessment data search result.

25. A method for automatically managing risk of a organi-
zation using a computer connected to the internet and having
an input, comprising:

providing an electronic memory having data structures

configured to store process flowchart data indicative of a
organization’s process objectives;

automatically initiating a search of the internet at a prede-

termined time using said flowchart data;

storing a result of said flowchart data search in said

memory; and

outputting said flowchart data search result and said flow-

chart data for comparison.

26. The method for automatically managing risk as in
claim 25, further comprising:

receiving said process flowchart data input by a user;

storing said input process flowchart data in said memory;

and

automatically associate predetermined objectives and con-

trols with said input process flowchart data.
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27. The method for automatically managing risk as in
claim 25, wherein said memory includes regulatory data
being indicative of current regulations affecting the organi-
zation.

28. The method for automatically managing risk as in
claim 25, comprising:

receive current regulatory data input by a user, said regu-

latory data being indicative of current regulations affect-
ing the organization;

storing said input regulatory data in said memory;

automatically initiating a search of the internet at a prede-

termined time using said current regulatory data;
storing a result of said current regulatory data search in said
memory; and

outputting said current regulatory data and said current

regulatory data search result so that a comparison is
selectively made.

29. The method for automatically managing risk as in
claim 25, wherein said memory includes data structures for
storing risk assessment data indicative of impact data and
likelihood of occurrence data;

said method for automatically managing risk includes:

receiving said risk assessment data input by a user;

storing said risk assessment data in said memory;

automatically initiating at least one search to a search
engine over the computer network at a predetermined
time using said risk assessment data stored in said
memory; and

storing aresult of said risk assessment data search in said
search result database.

30. The method for automatically managing risk as in
claim 29, comprising outputting said risk assessment data and
said risk assessment data search result so as to facilitate a
comparison thereof.
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