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OBJECTIVES AND BENEFITS
OF THREAT MODELING

DEFINING A RISK MITIGATION STRATEGY

“There are known unknowns; that is to say there are things that we now know we don’t
know.

But there are also unknown unknowns — there are things we do not know, we don’t

know.”
United States Secretary of Defense Donald Rumsfeld

In today’s digital economy, businesses provide valuable information and services
to their customers online. The value of this information might vary depending on dif-
ferent factors such as the sensitivity of the information content such an intellectual
property and confidential data. Since sensitive data flows through online channels and
between the customer web and mobile clients and the web applications that are man-
aged by the businesses, it is suitable target by value driven threat actors. Examples
include cyber-criminals seeking to steal confidential data from bank customers for
committing various crimes such as identify theft, stealing money from bank accounts,
account take over, money laundering, credit/debit card counterfeiting, and online
fraud. Fraudsters have an arsenal of cybercrime tools at their disposal for target-
ing online bank applications and bank customers. Online banking money movement
transactions such as transferring money between bank accounts, for example, are tar-
geted by fraudsters using banking malware. Personal customer details are targeted for
identity theft and to impersonate the real customers in online banking transactions.
Credit card data is targeted for online fraud such as for card-non-present transactions
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type of attacks that are used including the types of attack techniques, tools, tactics,
and procedures. The final aspect of threat analysis is the “what,” that is, what type of
assets and vulnerabilities are targeted.

Once assets, threats, attacks, and vulnerabilities have been analyzed, the next step
consists of determining the level of impact of the threats being analyzed on the com-
pany assets and to determine the level of risk. Besides impact, such level of risk
depends on factors of probability of the threat to be realized. The determination of
the level of risk based upon the factors of likelihood and impact is the main goal of
risk analysis. Once risks have been analyzed, the next step consists of deciding how
to manage this risk to keep it at a level that is considered acceptable by the busi-
ness/organization. At this stage, risk decisions are made on how to handle the risk
to make it acceptable by the business, examples include apply countermeasures, to
reduce the risk likelihood and impact, transferring the risk to another party, avoiding
the risk by either not exposing the asset to the threat or not implementing the appli-
cation feature that will increase exposure and do nothing, that is, to accept. the risk
based on the realization of compensating controls and measures.

Threat Intelligence

Knowing which threats might target the business’s digital assets and how a com-
promise of these assets might affect the business is essential for determining the
level of risk that the organization/business might face. Threat knowledge can be
gathered through threat intelligence sources. Threat intelligence sources can provide
businesses information on the types of threats targeting the business and the tools,
techniques, and procedures used by the threat actors to compromise the organization’s
assets. Example of these threat intelligence sources might be public open sources,
also referred as OSINT Open Source Intelligence, as well as nonpublic sources such
as Information Sharing Assurance Center (ISACS). Oftentimes, the threat intelli-
gence information might come from internal organizational sources such as reported
instances of internal security incidents from Security Incident Report Teams (SIRTs),
security events from monitoring-alert tools and last but not least fraud instances.

Threat intelligence is critical for the determination of the possible risk levels and
also for the implementation of an effective risk strategy. By looking at threat intelli-
gence, risk managers can proactively determine the level of alert and focus on mon-
itoring specific events to trigger measures and actions and be prepared to respond to
possible security incidents.

To proactively mitigate application threats, businesses can gather intelligence on
threat agents and analyze threat events to determine whether the business is under
the target of possible attacks. Threat intelligence helps business to build a threat
intelligence knowledge base and derive threat libraries to analyze how threats can
affect the application before the application is being attacked. After the threat and
the threat agents are analyzed in detail, the next step consists of understanding the
type of attacks and attack techniques that might be used by the threat agents and the
vulnerabilities that are potentially targeted by these threats so that these can be pri-
oritized for remediation. Often the answer to whether a digital asset is the target of
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asset (data classified as sensitive), the volume of such data, and the type of access
controls necessary to get these data. For example, a threat can be facilitated by differ-
ent factors, such as the availability of tools to the attacker and the knowledge required
for using them. Often the tools used by the attackers are the same of the tools used by
security testers to test a given asset for vulnerability such as an application vulnera-
bility scanner. For example, consider a tool that is used by a tester to scan a given web
application for identifying an instance of a common vulnerability such as cross-site
scripting. Once the web application is found vulnerable to such vulnerability, it is
flagged as issue in a report and this issue is remediated in compliance with the busi-
ness information security policy. If the organization does not fix such vulnerability
before the product/feature is deployed in production environments and released to
customers, an attacker can use a similar valnerability scanning tool to discover the
vulnerability and then seek to exploit it for his advantage such as for compromising
the web application and gather unauthorized access to sensitive customer data as well
as web application functionality that is only available to authenticated and authorized
users.

The secure testing of the applications and software, such as by conducting an eth-
ical hacking and source code analysis are important risk mitigation activities and
should be considered part of the application risk management process.

The Importance of Focus on the Emerging Threats

Identifying and fixing vulnerabilities before these can be exploited by possible attack-
ers should be one of the sound security principles that businesses and organizations
need to follow. Nevertheless, in today’s threat landscape that is characterized by
threat actors seeks not just to exploit known vulnerabilities but also nonpublicly dis-
closed vulnerabilities such as zero-days and design flaws that have been undetected
by vulnerability assessment processes, the standard security testing to identify and
fix common vulnerabilities is not enough.

Besides zero-days and design flaws, the other factor to consider by the businesses
is the emergence of sophisticated and targeted threats relying on cybercrime ware
tools. These are the tools that can be acquired by threat actors and are designed and
configured to attack specific targets, for example, online banking with malware. Once
the malware is configured to attack a specific target, it is delivered on the targeted
client machine through phishing and social engineering as well as drive by download.
Once the malware is installed on the target machine, it will be under the control of
the attacker and will seek to compromise the customer sensitive data and the business
transactions such as money transfers. Today cybercrime tools for attacking bank cus-
tomers can be acquired and rented from cyber-criminals whose main activity consists
of designing cybercrime tools for later selling or renting for profit.

Since cybercrime tools are developed in the economic underground with a sizable
on tools and people that is reinvested from the proceeds of sales of these tools to
the fraudsters and cyber-criminals who use them, there has been recently an increase
of sophistication of the features of these tools such as use of malware clients and
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command and control servers that use bot agents and web proxy for controlling the
traffic of stolen data.

The sophistication of these cybercrime tools today is of big concerns for certain
industry sectors such as banks and clients that are targeted but also other business
sectors that deal with sensitive and intellectual propriety data. The increased sophis-
tication of the cybercrime tools also goes hand in hand with the challenge for business
to react proactively to these threats and deploy controls that mitigate the risk. Because
of this lagging behind the threats, today’s cyber-ware tools such as malware and bot-
nets can bypass most of application and network security controls deployed by the
business such as firewalls, intrusion detection systems and multifactor authentication.
The effectiveness of cybercrime ware tools today is as such that the cybercrime tool
herders offer a money-back guarantee in case the fraudster is not satisfied because
missed the fraudulent proceeds from the use of this tools against the victims.

Threat Resilience and Application Security

Because of the increase sophistication of cyber threats such as malware, hacking,
data breaches, online fraud, identity theft, money theft, exploits of zero-days, and
denial of service attacks and others, there is a need today to engineer web applica-
tions and software that are designed, implemented, and tested to be resilient to these
types of cyberthreat. For this to occur, it is important that the different application
stakeholders in the organization such as the software development teams that include
application architects and software developers collaborate with application security
architects and penetration testers and provide the risk information such as reports
about application threats, vulnerabilities, and countermeasures that risk and informa-
tion security managers can use to make informed risk decisions and apply the risk
mitigation strategy that is best suited based upon the risk management process of the
organization. Fostering this collaboration among different users involved in securing
web application assets requires the adoption of a risk management process that is
beneficial to each of the user roles and responsibilities involved. Table 2.1 provides
an example of application security stakeholders, their role and responsibilities, and
the benefits such as the value added to application security/risk management that this
role can play for the organization/business.

Threat Analysis

After the value of the assets has been analyzed, the main factors for the analysis of
risks are to focus on the analysis of the threats and the attacks. At high level, the goal
of threat analysis is to analyze the “who” that is the threat agent, the “what” that are
the targets that reattacked such as the data assets and vulnerabilities and the “how”
that is how the threats are realized in attacks and specifically the types of attack tools,
attacking techniques, tactics, and procedures used by the threat agents.

Essential for the threat analysis is the knowledge of threats. For most organiza-
tions, businesses, and governments, the acquisition of threat knowledge relies on
sources of threat such as threat intelligence. Threat intelligence means different things
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TABLE 2.1 Application Security Roles, Responsibilities, and Benefits

Application Security User Role and Benefits
Stakeholder Responsibility
Application architects, Design and implement (e.g. Adherence to the application
software developers coding) new applications security standards and
as well as change the secure coding requirements

design and coding of an
existing application

Application security Conduct secure architecture Identify application
architects and pen risk analysis and threat vulnerabilities, determine
testers modeling assessments technical risks, and

recommend fixes or
countermeasures.

Risk and information Manage risks to the business Make decisions on fixing
security managers in compliance with vulnerabilities based upon

governance and risk risk and business criteria

management processes

to different types of organizations. For example, for government organizations, threat
intelligence can be a matter that concerns intelligence agencies, national security, and
the military. For businesses, such as private companies, threat intelligence gathering
can be considered a service to which the company subscribes to learn about potential
threat agents targeting their business assets. The threat intelligence information that is
captured can help the business determine to whether these threats can target the com-
pany’s business assets and how they can be attacked. This type of threat intelligence
information if properly disseminated to information security and risk management
can be used for proactively manage the security of applications and the risk of threat
agents targeting specific application assets before these threats are realized in attacks.
Threat intelligence could come from different sources and can be gathered by differ-
ent entities and disseminated through different channels.

Today there are several private threat intelligence services that provide this type
of threat intelligence gathering for companies. This type of service varies from threat
reports from public sources, such as publicly reported data breaches for similar
businesses and organizations, to classified information, such as information gathered
through secret services and law enforcement sources. From the risk awareness
perspective, threat intelligence shifts the perception of risk, helps reduce the appetite
for risk, and drives the risk mitigation strategy to take necessary preventive security
measures to manage risks.

Analyzing the potential threat scenarios that target the digital assets is critical for
the risk mitigation strategy, and particularly both “known” and “unknown” threats.
A threat is considered known when it has already occurred either directly or indi-
rectly (e.g. to a similar business and application), and it has been possible to ana-
lyze what the threat agents are, the attack tools and methodologies used, the type
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of vulnerabilities exploited, and the impacts to the company assets. For example, an
online banking application that allows customers to conduct financial transactions
online might become the target for fraud and data compromise by banking malware
threat agents. The analysis of the attacks used by the threat agents might include
information about the type of the banking malware used as well as the type of actions
taken to drop the malware on the targeted machine such as by using social engi-
neering tactics including phishing campaigns and infecting vulnerable websites for
drive-by-download infections. Once the malware is installed and has compromised
the target, it will attack the assets such as the user credentials using a key logger and
then attack the authenticated online session using a man-in-the-middle attack. With
the control of the user session, the threat agent will gather customer’s credit card
and bank accounts and conduct fraudulent transactions, such as transferring money
from the victim’s account to an account under the attacker’s control. The knowledge
of this attack scenario is critical to determine the type of preventive security mea-
sures that need to be implemented to mitigate the visk, for example, antimalware
software, device fingerprinting, multifactor authentication, and detective measures
such as fraud detection and event monitoring.

The unknown threats are not yet fully documented and analyzed but are hypothet-
ically possible. These types of threats are also referred as “emerging” threats. These
are threats for which not enough information is gathered to determine the “who,” the
“what,” and the “how.” Examples of emerging threats include threats that do not have
a history of associated events such as security incidents that can be used for learn-
ing about the threat actors, the targets and the tools, techniques, and tactics used.
The drive of such emerging threats can be business or political events as well as new
opportunities presented to the attackers such as the availability of new tools for con-
duct exploits, the availability of new channels such as social media, mobile chamnels,
and the emergence of new technology that represents an opportunity to attack such
as cloud computing, virtualized environments, mobile devices and so on.

From risk management perspective, it is important to be able to learn about emerg-
ing threats as well as known threats, identify the type of assets and vulnerabilities that
are targeted, and how these are targeted, that is, the type of attacks and attack tech-
niques used to determine the type of countermeasures that are effective in mitigating
the risks.

The analysis of the different threats and attacks potentially affecting an applica-
tion helps determine the likelihood of a threat scenario for the given application.
Specifically. this determines how different threats can be realized by a threat agent
using different attack techniques. In the case of malware attacking the application, for
example, the threat agent might seek first to compromise the application interfaces
with the user (e.g. the browser) and subsequently attack either the transmission media
(e.g. the online channel) or the servers where the data is stored (e.g. database). Once
the attack scenario has been analyzed and it has been determined that the application
is at risk, the next step of the risk mitigation strategy is to determine if similar digital
assets and businesses are also exposed and can be affected by either the same or sim-
ilar type of attacks. To conduct this type of analysis, it is important to look more in
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depth at the application architecture and specifically how the application processes
the data and the type of layered controls available to secure the data.

Analyzing risk at the architectural level to determine how a threat can affect an
application is one of the main steps of architectural risks analysis. The risk to an
application asset is determined by the chances (likelihood) of a threat agent to be
capable (skillful and resourceful) of exploiting vulnerabilities of the application and
of causing an impact (fraud, theft) to an asset.

Analyzing the Attacks

The relevance of a threat for the application asset depends on the likelihood of the
threat to occur and the potential negative impact. After it is found that a certain threat
can be relevant to the asset, the next step is to determine the impact that this might
pose to the assets. Since threats are realized through attacks, analyzing the differ-
ent attack scenarios allows an analyst to describe the various ways threat agents can
attack the application, analyze the attack vectors, and determine how these can exploit
vulnerabilities to cause an impact to the application assets.

To analyze these attack scenarios from the perspective of risk mitigation, it is
important to consider both the attacker and defender perspectives. From the defender
perspective, the classification of data drives the scope for specific security require-
ments to protect the data. For example, any data that can be used to uniquely identify
a customer, such as the customer demographic information that includes his name,
address, and date of birth, is considered confidential by the data owners and it is
mandatory that the confidentiality, integrity, and availability of such data are pro-
tected from unauthorized access and compromise. This is usually documented in the
company information security policy as a security requirement and is validated by
putting the application in the scope of security processes such as application security
reviews and vulnerability assessments.

From the defensive perspective, the scope of which assets need to be protected
depends on the intrinsic value of the asset and is different for different types of orga-
nizations. In the case of a financial organization, for example, data assets whose
business transactions such as payments and money movements are usually consid-
ered confidential and business sensitive information and need to be protected from
unauthorized access and compromise.

A company that produces Customer Off the Shelf (COTS) software most likely
will consider this software as proprietary and in some cases a trading secret whose
intellectual property needs to be protected. When the software is considered intellec-
tual property, the main threats against it might include spying, reverse engineering,
copying, and cloning. A company whose application allows customers to register and
subscribe to news and receive alerts on new products and services can be considered
low risk since the information that is handled and stored is mostly nonconfidential
and nonproprietary.

As the data are classified according to their intrinsic value, the web application’s
inherent risk depends on the data classification that the application uses for business.
The higher is the value of the data that is stored and handled by the application, the
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to affect the asset sought. Persistent attacks take advantage of the unlimited time
for trying different attack vectors to break into the application and affect the assets.
By persistently trying to attack an application with different attack vectors and tech-
nigues, eventually the threat agent will succeed in finding a new vulperability that can
be exploited to conduct the attack. Vulnerabilities that are identified for the first time
and for which there is no remediation (e.g. patch) available are considered by security
researchers zero-day vulnerabilities. When these are found, they represent a high risk
for the application because there is no known mitigation being implemented, tested,
and deployed, therefore, exposing the application to the potential attacks. For these
zero-day vulnerabilities, it 1s also not entirely known which threat agents will use
them since these were never exploited before.

Analyzing Vulnerabilities and Imipacts

One of the standard definitions of risk is that a risk is realized by a threat agent seeking
to exploit vulnerabilities with an attack to cause an impact to the targeted asset such
as data and functionality. Within this definition of risk, a vulnerability represent a
condition of realize the impact. When vulnerabilities are identified and fixed, the
risk is mitigated. In the case of web applications and software, the identification of
vulnerabilities is the main goal of vulnerability assessments such as pen testing and
source code analysis. Analyzing the exposure of vulnerabilities to potential threats
such as by using threat modeling is also essential to determine the risk severity of the
vulnerabilities in presence of threats. For example, the threat model can provide the
information to assess if vulnerabilities’ exposure to a threat agent is either external or
internal. If the exposure to the threat agent is external, this might represent a higher
risk to the asset rather than when the exposure is only internal.

For penetration testers, using a risk scoring method to assign the severity of the
risks of vulnerabilities such as CVSS allows to determine the risk level of the vulner-
ability. This can be done by considering factors such as exposure of the vulnerability
and the confidentiality, integrity and availability of the data that is exposed by the
vulnerability as well as other factors that depend on the threat environment and expo-
sure of the vulnerability to the threat agents. For example, a high-risk level can be
given to an SQL injection vulnerability that might be exploitable pre-authentication
to access a database that stores authentication credentials where a low-risk severity
level will be given to a vulnerability such as XSS that is only exploitable by injecting
scripts via internal files, and therefore exposed only to internal threat agents.

Besides the exposure of vulnerabilities to a threat agent, an important factor to
consider is determining the impact of vulnerabilities to the assets. The impact against
an asset might be factored in terms of impact to the security properties of an asset
such as the confidentiality, integrity, and availability of the asset in case it is compro-
mised. A data asset that represents value to the business, such as customers’ sensitive
data like bank and credit card accounts and PII, might cause a monetary impact to the
business if this data is compromised. In general, impacts to the assets can be both tan-
gible and nontangible: examples of tangible impacts include monetary losses because
of data loss and/or fraud, unlawful noncompliance, legal fees, and fines. Examples
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of nontangible impacts to the business are reputation loss, impact to the brand and
franchise, loss of trust in the company business, and any type of negative informa-
tion such as news of the data breach that will impact the shareholders’ trust in the
business.

In application risk analysis, quantifying risks by factoring the loss or compromise
of an asset is the next step after the technical risks have been assessed. That is, deter-
mining the risk of the assets’ confidentiality, integrity, and availability being exposed
by potential threats. For example, this is how a risk manager determines the possible
impact to the business caused by a threat agent targeting the application by exploiting
a system weakness and/or vulnerability. From the technical risk perspective, exploit-
ing a technical vulnerability might cause system failure, the loss or compromise of
the asset, and fraudulent use of the asset (fraudulent financial transaction). From the
business impact perspective, exploiting the vulnerability might cause a monetary loss
due to system failure, regulatory fines, and lawsuits because of data breaches, direct
and indirect costs for recovering from data breach incidents, and monetary losses due
to fraudulent transactions.

Table 2.2 shows some examples associating threats to applications with the tech-
nical impact (e.g. system failure, data compromise, vulnerability exploits) and with
business impacts (e.g. monetary losses and liabilities).

From the perspective of analyzing the threats targeting a web application, we
should analyze first the context that is the threat landscape that includes specific
threats to web applications as targets to understand how these threats could

TABLE 2.2 Example of Threats and the Technical and Business Impacts

Threat Technical Impact Business Impact

Malware infected PC taking  Loss of users’ authentication Money loss due to fraudulent

over online banking data allowing fraudsters to transactions by
credentials take over the account impersonating the logged
(impersonation) user to move money to

fraudulent accounts
through third-party
accounts (money mules)

External threat agent Unauthorized access to users’ Liabilities for loss of users’
exploiting application’s data including confidential PIL lawsuits for unlawful
SQL injection and P11, trading secrets, noncompliance, security
vulnerabilities and intellectual property incident recovery costs,

and revenue loss

Denial of service attack Unavailability of web server  Revenue loss due to loss
against the application due to exploit of and/or disruption of service

application and network denying customer access to
vulnerabilities and lack of services and goods.
redundancies to cope with Lawsuits from customers
traffic overloads and businesses and

TECOVery costs
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compromise the application assets. Application level threats at a minimum should
include threats to both the application data and the application functions. One
main subject to consider in this type of analysis is the application assets and how
they are managed by the application. If the data stored by the application includes
customer confidential data, for example, it is a potential target. When customer
confidential data is stolen, it could be used to impersonate the customer in a
fraudulent transaction.

Since the risk strategy seeks to minimize the residual risk to an acceptable level
for the business, mapping attacks to vulnerabilities is a critical step in application
threat modeling since it allows a risk manager to determine whether the exposure of
the vulnerability to an attack can lead to an exploit and increased risk.

Protecting the confidentiality, integrity, and availability of data assets is usually
addressed as a security requirement and depends on the classification of the data.
Regarding the determination of impact on data assets, an important factor to consider
is the classification of the data. Information disclosure of customer’s PII or business
sensitive information (e.g. bank accounts, credit card accounts) to unauthorized users,
for example, is more critical than exposure of data that is not deemed confidential and
is just classified as internal. The localization of the application assets in the physical
and logical architecture of the application whose classification is either sensitive or
confidential is critical to determine the exposure of these assets to potential attacks
and is one of the objectives of the architectural risk analysis.

Architectural risk analysis is a critical assessment for determining whether the
application’s security controls mitigate impacts, such as using encryption to protect
data confidentiality in storage and in transit between the end user and the application.
Part of the architectural risk analysis is also to determine the data entry points to the
application. The entry points’ risk can be ranked by considering the type of expo-
sure it provides to the threat agent (e.g. internal, external) as well as the likelihood
and potential impact to the data asset value (e.g. public, internal, confidential, and
restricted) whose data the entry point leads to.

An important factor of the risk mitigation strategy is whether one of the measures
recommended addresses process gaps, such as when failing to apply information
security requirements leads to a potential risk to the business. For example, failing
to protect confidential data can be considered as either a gap in the documentation
of a security requirement or in the application of the security requirement. Similar
examples include unenforced authentication and the need to know (e.g. minimum
privileges for the users).

The enforcement and validation of these information security requirements are
critical not only to mitigate threats and attacks but also to mitigate unlawful non-
compliance and audit risks. When security measures to mitigate such attacks are not
implemented as required by information security policies and standards, the business
faces a noncompliance risk.

For example, the countermeasure designs need to mitigate potential attacks to sat-
isfy at minimum, the security requirements in compliance with the organization’s
information security standards and policies. For this reason, the risks posed by design
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flaws identified by application threat modeling need to consider noncompliance risks
as well as business and technical risks.

To consider all possible impacts of exploitable vulnerabilities, we need to con-
sider design flaws identified through threat modeling, security bugs identified through
secure code reviews, and insecure configuration issues that can be identified with
application penetration tests. Some of the design flaws that lead to attack exposure can
only be identified by looking in depth at the application design that includes detailed
examples of session management vulnerabilities. Session management vulnerabil-
ities, for example, might inctude uncoordinated single logout between applications
that share the same session when the user logs in. When the user logs out of one of the
services used by the application, some sessions are left open for the user so that they
can be still reused. Such vulnerabilities have a HIGH impact to the business since
they might allow a session to be replayed so an attacker can gain access to the appli-
cation. However, the severity of such vulnerabilities is MEDIUM in the presence of
short-lived sessions and idle time outs.

Some application vulnerabilities that application threat modeling can identify
include identifying weak authentication controls such as weak authentication. The
attack agent targeting weak authentication might be a malicious user who installed
malware to capture data in transit between the victim’s browser and the application.
Without compensating controls such as a channel to protect the confidentiality
of the authentication data in transit, SSL, for example, the vulnerability in the
authentication being used by the site might expose authentication credentials to an
attacker. From the technical risk perspective, this could be a risk that can be classified
as HIGH considering both likelihood of the exploit (e.g. BASE64 credentials can be
decoded in transit such as in the case of HTTP basic authentication) and exposure
(the application is external facing to the Internet). The business impact of this
exploit can be rated HIGH since the exploit of the authentication weakness might
allow unauthorized access to the application and the application data, which might
include confidential data and PII. The impact for noncompliance audit risk is also
HIGH because the disclosure of confidential PII data is usually a violation of the
organization’s information security policies. Other potential negative impacts from
exploiting this vulnerability include reputational damage because of the requirement
enforced by local data breach notification laws to publicly disclose a data breach of
confidential PII, as well as potential fines and liabilities from regulators.

Estimating Risks and Impacts An information risk assessment consists of estimat-
ing the risk caused by a threat seeking to compromise the confidentiality, integrity,
and availability of the data in the presence of vulnerabilities. The estimation of the
level of risk is usually done using qualitative and quantitative risk calculation meth-
ods. Qualitative risk analysis factors the likelihood of the exploit of vulnerabilities
and the impact of the confidentiality integrity and availability of the asset. For a given
threat, the higher is the sensitivity of the data and the higher is the exposure to the data
caused by a vulnerability, the higher is the information security risk. It quantitative
risk analysis, the risk is quantified in terms of monetary losses that the business might
incur in case of either a loss of the asset (e.g. data) or loss of business service that
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process that asset (e.g. business transaction with the data). To determine the business
impact caused by the loss and compromise of an asset, is it important to first estimate
the value of the asset and calculate the likelihood of such asset being compromised
due to the exposure of the asset to a vulnerability by a given threat agent.

Determining the value of assets depends mostly on the value given by the business
in the context of the service that application provides using that asset. An application
that generates revenue for the company by selling goods online, for example, might
suffer a revenue loss when that application service is not available to the customer
because of a denial of service attack or other type of application vulnerability exploit.

Different types of threats expose different types of information, such as PII or
intellectual property, and that information loss may cause negative business impact.
For example, when a threat agent exploits a technical vulnerability, such as a design
flaw, coding bug, or misconfiguration, it causes a negative impact to the application
assets.

It is important to make a distinction between information security and business
impact: An information security risk is the risk that affects the security properties of
the data such as the confidentiality, integrity, and availability of the data. A business
impact is the economic impact caused by either the loss or the compromise of the
value of the data asset.

Sometimes the difference between information security risks and business impact
is subtle: information security risks are not per se associated with business impact
until asset values and negative impacts to the business due to the loss or damage of
the asset are also considered.

From the technical risk perspective, mitigating information security risks is a risk
management decision, while from the business risk perspective, mitigating the risk
of a business impact is a business decision. The essential steps of a risk mitigation
strategy need to consider both information security and business risk factors, which
can be done by following a two-step process:

1. Perform the technical risk analysis that focuses on the determination of technical
vulnerabilities and the analysis of their impact on the assets. Categorizing the
vulnerability or technical risk framework is critical to determine the impact from
a technical risk perspective. Since a technical risk is in essence a weakness in a
security control, it can simply be described as weakness in protecting the confi-
dentiality, integrity, and availability of the data. Such weakness can be 1dentified
as vulnerabilities in application controls, such as authentication, authorization,
encryption, session management, data validation, error and exception handling,
and auditing and logging.

Correlate the technical vulnerability with the asset value to determine in mon-
etary impact such as the cost to the business when the data compromised or
lost.

)

For an application risk mitigation strategy to be useful to the business, it is impor-
tant to monetize the loss that may result from an exploited vulnerability. A risk assess-
ment typically includes the evaluation of information security risks and the technical
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capture essential information about the business functionality of the application and
the basic business functions. Some of the application functions might be common
across different applications, such as user credential registration, user authentication,
and query data. Other application functions might be business specific, such as order-
ing a product or service, paying online bills, wiring money to a beneficiary account,
trading stocks, or betting for on an online auction.

Once the business context is understood, the next step is to understand the technical
context of the application. This might require gathering information about the appli-
cation design (architecture documents) and the various components of the technical
architecture, such as the client-browser, web and application servers, databases, and
backend mainframes, including the protected assets that store data such as customer
sensitive, bank, and credit card information.

Once the data assets of the application are identified and depicted in the applica-
tion architecture, to the risk analyst will analyze each application’s business function
and how the application security controls (authentication, authorization, encryption
etc.) provide the necessary security features to protect the data assets, specifically the
confidentiality, integrity, and availability of the data.

To determine the busiress impact, it is important to consider the business context
in which the application operates. This can be determined just by looking at high
level application assets and the application functionality that the application provides
based upon these assets.

The final stage consists of determining the business impacts to the business caused
by threat agents targeting the assets. For this type of risk analysis, it is important to
have a risk framework of threats, vulnerabilities and controls and to follow a method-
ology to evaluate the impact to the application assets of various potential threats
targeting the application. This can be done by following a risk-based threat modeling
methodology step by step including the execution of a predetermined set of activities
with expected outcomes such as artifacts.

From the perspective of managing application security risks, there are several types
of risk frameworks that can be used for analyzing risks and threats to applications,
some of which will be covered in this book, simply for comparative purposes. This
book also includes a new risk-based threat modeling methodology whose details are
initially introduced in Chapter 6. In this chapter, we will cover more breadth rather
than depth what the important areas that a threat analyst needs to cover for a pre-
liminary risk analysis of an application using threat modeling techniques. In order to
conduct a thorough analysis of the threats affecting an application, it is important to
commit to specific goals and follow a set of predefined activities step by step.

This type of risk assessment is in essence the assessment of the risk posed by appli-
cation technical issues. The main scope of this technical risk assessment is to analyze
how these design flaws and gaps might cause a security impact to the data assets, such
as causing a compromise of the confidentiality, integrity, and availability of the data
asset. Nevertheless, to determine the technical risks, it is important to qualify the like-
lihood and impact of the vulnerability. This type of technical risk analysis needs to
consider other factors besides likelihood and impact, such as the exposure to potential
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Identifying technical and business risks in a given application is a critical piece of
information for deciding which countermeasures should be implemented to mitigate
these risks. For example, the type of risk information that might help risk managers
make informed risk decisions includes the type of threats targeting the application,
the control gaps and vulnerabilities, and the countermeasures to mitigate such gaps
and vulnerabilities.

Once the application risks have been analyzed and the necessary security measures
have been identified, the next step is to communicate to the application develop-
ment teams how these security measures need to be designed and implemented. The
security measures to mitigate technical risks of the application are included in the
technical risk assessment that is done after threats are analyzed, application vulner-
abilities identified, and technical impact to the assets have been determined, such as
the impact to confidentiality, availability, and integrity of the data assets.

When technical risks posed by vulnerability exploits have been identified in a
threat model, the next step is to factor threats in the determination of the risk/severity
of these vulnerabilities. Since threats, attacks, and vulnerabilities are correlated in a
threat model, it is possible to determine risk severity by looking at their exposure to
the attacks visualized in the attack tree. Since an attack tree provides the information
about the step-by-step attack scenarios, it is possible to determine the exposure of
the assets to these attacks and factor the exposure in determining the risk probability.
Determining the factors of risk to assign a severity level to the vulnerability, such as
probability and impact, allows the business to decide which vulnerabilities should be
prioritized for risk mitigation and determine the risk strategy: higher risk vulnerabil-
ities remediated before medium risk vulnerabilities and medium risk vulnerabilities
before low-risk ones.

For a risk mitigation strategy to be consistent, it has to be the first and foremost
based upon the objective evaluation of risks. Objective evaluation means that risks
are identified and managed as a result of following a standard process rather than
best practices and improvised ad hoc processes. The results’ consistency depends on
following standard process, tools, and technology used and training and awareness.
Among these basic elements, probably the most important factor is the training and
the experience of the personnel involved in executing the risk strategy.

Specifically in analyzing threats to the application, the threat analyst’s experience
in identifying threats and vulnerabilities is one of the most critical factors and should
not be overlooked. Since threat modeling is not an assessment that can be automated
by using threat modeling tools alone and is very dependent on human knowledge, the
training of the threat/risk analyst who conducts the threat/risk analysis is the most
critical factor contributing to the overall quality of a threat model. Even if using
risk/threat modeling tools can help in the execution of the assessment, these are cer-
tainly not necessary for a good quality threat/risk model of the application. Ultimately
a threat analyst with several years of experience in application security and technical
risk assessment is probably the most important asset in conducting this type of anal-
ysis. Nevertheless, what is really important for a successful application risk strategy
is providing actionable tactical results that can be used by the development teams to
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data, protect the confidential and authentication data in storage and transit, validate
the application inputs and outputs, manage the user session securely, and audit and
log security events as well as requirements for the secure configuration and operation
of the application. Threat modeling can help improve security during this stage by
deriving security requirements for security controls as risk mitigation features. For
example, threat modeling determines the strength of the authentication required to
mitigate potential threats against assets when the value and the risks for these assets
are high. More specifically, when the analysis includes the possibility of different
attack vectors attacking the authentication control with brute force attacks, credentials
enumeration, data injection, session hijacking by exploiting potential vulnerabilities
such as not locking the account login, credentials harvesting through login error mes-
sages, SQL injection, session fixation helps derive and document a set of technical
security requirements that are more control specific and help in the design of a more
secure application and software.

Security requirements that are derived using a threat model and validated with
security tests also provide the business a certain level of assurance that the applica-
tion’s security has been tested to mitigate the risks from known threats and attacks. If,
for example, security requirements are derived using use and misuse cases, validating
these security requirements provides a reasonable assurance to the business that the
mitigation of the risks posed by these threats has been considered.

The drivers deriving application security requirements include applicable compli-
ance risks with privacy laws, regulations, and standards. Typically, compliance with
security requirements can be assessed using checklists that qualify which security
controls should be in scope and when and how they should be implemented. In the
case of financial applications, for example, the design of multifactor authentication
needs to comply with the FFIEC guidance for implementing multifactor authentica-
tion for authenticating high-risk transactions.

In the case of a design flaw such as authentication that is too weak to comply
with a regulatory requirement, application threat modeling can point architects to a
set of recommendations to fix the design flaw, including the type of recommended
countermeasures. Such countermeasures might include previously analyzed and
approved multifactor authentication (MFA) controls, such as knowledge-based
authentication, risk-based authentication, one-time passwords, soft and hardware
tokens, challenge/response questions/answers, biometrics.

At the architectural level, secure architecture requirements can be derived from
the documented application security standards and guidelines. These standards and
guidelines provide development teams direction on how to design and implement
secure application and software by covering all the critical aspects of secure applica-
tion design, such as protecting the authentication data in transit and storage, session
management, error logging and auditing, role base access controls, and configuration
management.

An application threat model performed specifically as a secure architecture risk
analysis also needs to validate the design’s compliance with the security requirements
set by the secure architecture guidelines. This validation can be done in a variety of
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Figure 2.1 Example of Use Case Diagram 1

methodologies such as Unified Modeling Language (UML) artifacts such as use
cases can be used to depict at high level how customers interact with the applica-
tion functions of an application. An example of such use case diagram for ATM
transactions is shown in Figure 2.1.

Other examples of design artifacts that can be leveraged for threat modeling
include sequence diagrams that show how data flows sequentially through the
different elements of the application architecture, architectural design diagrams
that show the different tiers of the architecture and the components and servers, as
well as network-physical architecture diagrams. When these design artifacts are
documented by following a template, they can be very useful for the security design
reviews and threat modeling since they capture essential information to identify
potential security issues, such as design flaws or missing security requirements.

One important value of threat modeling conducted during the architectural risk
analysis is that potential vulnerabilities, such as design flaws, can be correlated with
vulnerabilities found with other assessments in later phases of the SDLC such as cod-
ing, verification, and testing. One example of this correlation consists of identifying
whether design flaws found earlier in the SDLC with threat modeling result in reduced
security flaws found later (e.g. during coding) with manual secure code review. This
type of vulnerability data correlation helps to identify and address root causes earlier
in the SDLC with improved process efficiency and security defect management cost
reduction.

When applying threat modeling to architectural risk analysis, it is important to
adopt a methodology that is used consistently across the organization so that threat
modeling assessments can be compared across applications that are designed and
implemented by development units. Oftentimes though, application threat modeling
is conducted as an informal assessment, especially in the unfortunate cases when
the application architecture is not documented and the security analyst SME can
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only assess the potential risks and impacts to the application by capturing them on a
white board during an application development team meeting. This might be a useful
exercise and effective in recommending improvements to the security of the applica-
tions and software in scope, but the effectiveness might be limited to the knowledge
of the application brought to the table during the meeting as well as the experience
of the application security SME in conducting this type of analysis.

When a formal threat modeling methodology is followed, the assessment can be
conducted consistently by following the methodology step by step. Typically, the first
step is to gather the necessary documentation to conduct the analysis. Once the ini-
tial design documentation of the application is gathered, it is possible to estimate the
time necessary to conduct the assessment and plan the application threat modeling
activities. For example, this is the time that is required for the review of the docu-
mentation such as business requirements, the review and the analysis of the design
documents, architecture diagrams, use cases, sequence diagrams, and so on. Depend-
ing on how big the application is, this requires days or weeks to read the documents
and set up meetings with the application stakeholders necessary to gather information
and understand the application functionality and architecture more in depth.

As good approach toward the goal of improving the security of existing appli-
cations is to proceed gradually and plan a gradual, phased, and controlled adoption
of application threat modeling among the different application development teams.
Adopting a formalized, standard application threat modeling process might occur
over several months or even years in large software development organizations. Com-
panies that follow a standardized threat modeling process across the different teams
within the organization are more likely to produce consistent and reliable results than
companies that do not.

For increasing the changes of adoption of application threat modeling within an
organization, it is important to leverage existing software engineering processes, such
as security architecture design reviews. During these reviews, the security architect
will review the architecture design documents and analyze the physical and logi-
cal architecture diagrams to identify the main components of the architecture, such
as web and application servers and databases and to identify the data assets and the
interactions with the data flows. Once the various assets and components of the appli-
cation architecture have been identified, the next step is to enumerate possible threats
to each component to determine how they can be affected. This step in the application
threat modeling is often referred as architecture decomposition and involves decom-
posing the architecture into basic architectural elements such as assets, data flows and
components (web server, application server, and database server), and considering
how a predetermined list of threats such as STRIDE might affect these architectural
elements. The outcome of this architecture security review might lead to identifying
either errors or gaps in the design of security controls that are required to protect the
application asset from potential threats. A change in design to address the security
concerns has a substantial impact on the security of the application. For example,
after reviewing the architecture of an existing application, the analyst finds that the
communication channel between the application server and database storing authen-
tication data is not encrypted to protect the data from information disclosure and
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spoofing. Additionally, there is no mutual authentication that prevents repudiation of
the connection request to the database from an untrusted client. The information sent
is also not digitally signed to prevent tampering outside the transmission channel.
The security architect might request to roll out these changes to the application prior
to the next release to mitigate these risks.

A more comprehensive application threat modeling process might also include a
preliminary risk analysis of the application, the threat agents, the threat libraries used
to identify likelihood and impacts to the assets, attack tree analysis of the different
channels and assets that can be attacked, correlation of threats to existing vulner-
abilities identified in the application, determination of technical and business risk,
determination of security measures and prioritization of these based on a risk strategy
whose objective is to maximize protection by minimizing cost to the business.

For a threat modeling process to be executed consistently, a standard application
threat modeling methodology needs, at a minimum, to define the steps, the required
inputs, and the expected outputs (e.g. artifacts) that need to be produced during
each step. This will include, for example, architecture design documents that
describe at a high level the physical and logical architecture and the design of the
security controls. Conducting such a comprehensive application threat model can
be very time-consuming and resource-intensive, especially when it is performed
on new applications for the first time. On the other hand, the bulk of the effort is
only required for the first threat model since it will be used as a baseline and just
requires updating when new changes to the application are introduced, such as
when integrating the application with new application components or services, as
well as when changing the existing application data and components. Nevertheless,
adopting a comprehensive application threat modeling assessment can be considered
the ultimate goal for an organization and an application security investment that will
lead to savings in vulnerability defect management efforts.

From the defender perspective, protecting the application assets is usually not just
the task of one measure and one control but a set of measures and controls applied
at the different layers of the application architecture. Applying security design prin-
ciples such as defense in depth, security by simplicity of the mechanism, security as
the security of the weakest link and security as security by default configuration, for
example, is among the best practices that most application security practitioners can
follow. The same security design principles can be applied to assess the security of
the architecture during the secure architecture design reviews and threat modeling,
considering a set of possible threats to each layer of the application architecture and
assuming that when one layer is compromised, another layer would need to mitigate
the risks and the potential impacts. In analogy to a defense in-depth evaluation of
security controls, for example, a threat analyst needs to evaluate the potential expo-
sure to threats by adopting an attack in-depth approach to identify how attacks can be
mitigated at the different layers of the application architecture and to determine how
application layered controls can work together to provide the best defense in depth
for the application assets.

From the perspective of an attacker, trying to gain access to the application data, for
example, if an attack vector causes one security control to fail, such as by exploiting a
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vulnerability of the client browser, the risk to the data asset protected by the applica-
tion can still be mitigated by another control at the server layer, such as requiring the
user to authenticate outside with out of band authentication. This type of threat analy-
sis considers different threats to the different security controls and measures adopted
by the application to protect the data assets.

Information Security Reviews

From the information security team’s perspective, making sure that the company data
assets are protected is one of the main information security requirements. For appli-
cations, software, and data assets, information security policies can be validated by
asserting the security of the design against these requirements. Examples of such
security by design assertions include validating the presence of security controls using
a checklist and testing the application for vulnerabilities that need to be remediated
to satisfy the information security requirements.

A security issue identified using the checklist requires further validation and can
be assessed further during a meeting of the security analyst, application architect,
and product teams. When the issue is identified, it can be addressed by adding a
missing security requirement and/or a design change. When this type of validation of
security requirements is applied to the application architecture reviews, it is meant to
validate a negative requirement because of not having a security measure to comply
with the organization’s information security policy. If the checkmarks confirm that
the security measure is in place, no further action is required. This type of assessment,
even if useful as initial information gathering about the security of the application is
not as useful as to take actions to mitigate risks when such risks are identified as a
negative answer in the security checklist.

The scope of the checklist might include validating specific information secu-
rity requirements, such as authentication and authorization access coatrols, password
policies, user entitlements, protection of sensitive data, and auditing and logging.
Such validation of security requirements unfortunately does not always translate to
actionable security for the application. For example, validating the security of an
application by conducting an interview with the application stakeholders might iden-
tify a gap but might not determine the level or risk when this gap is exposed to a
specific threat.

With an information security assessment of the design of an application, the issue
is identified as violation of information security policy and the fix consists of imple-
menting a security control according to the specific requirements for security con-
trols to protect the confidentiality, integrity, and availability of the data as these are
documented in the information security requirements. The limitation of this type of
assessments is that the findings of secure design review do not translate into action-
able recommendation for mitigating the risk of the exploit of the security control gap
by a specific threat. In an application threal modeling assessment, fixing a design issue
in the application design comprise more specifically implementing a countermeasure
that goes beyond fixing the vulnerability that exposing the asset. Since security issues
in a threat model are typically identified by analyzing threats, trust boundaries, and
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data flow diagrams and are typically actionable by development teams that have an
understanding of the architecture design of the application.

When security issues are identified using a threat model that considers the impact
of threats and vulnerabilities to application assets, it would take the assessment of
the application against information security requirements a step further. Beyond the
basic compliance requirements and audit risks, a threat model covers the risks posed
by threats targeting the application assets. By scoping the application design for appli-
cation threat-model review, information security team could analyze the exposure of
the application to threats and determine the countermeasures that mitigate the expo-
sure to these threats.

From the risk management perspective, the strategic objective of threat modeling
is to minimize risks and the associated business impacts. One of the risk management
benefits of application threat modeling is helping information security professionals
to manage vulnerability risks by prioritizing the remediation of these vulnerabilities
according to their severity. Information security requirements can be set to manage
the risk of vulnerabilities found with threat modeling during design ahead of releasing
the application into the production environment. An example of information security
requirement for critical vulnerabilities is that all security critical design flaws identi-
fied with threat modeling would require a design change before allowing the project
to move to the implementation-coding phase and a security test to validate that such
design flaws are fixed before releasing the application into production.

After completing a threat model, information security teams can look at the
security flaws identified during threat modeling and, using architecture design
reviews, validate that the application’s design changed to remediate the security
design flaws such as through the introduction of new countermeasures. During the
validation phase, the effectiveness of such countermeasures to protect the application
from threats and attack vectors identified during threat modeling is tested by specific
security test cases. When the countermeasures successfully pass the security tests,
the business can be assured that the countermeasures work as expected to mitigate
threats and attacks identified during the threat modeling exercise.

Vulnerability Management

Threat models are very helpful in assessing the risk and exposure of vulnerabilities to
the application assets. Another important application security improvement consist
of the fact that security issues identified and fixed prior to the implementation and pen
tests could reduce the number of vulnerabilities that need to be fixed at later stage of
the SDLC such as during the validation phase of the SDLC. This will result in cost
savings for the defect management costs associated with vulnerability management.
From the defect management costs perspective, for example, using application threat
modeling to identify security issues during design is more cost-effective than identi-
fying and fixing them during coding or validation-test SDLC phases. Security issues
that have roots in design can be fixed during design and reduce the overall security
defect management costs. According to a study from IBM System Sciences Institute,
the cost of fixing a design flaw during design is 7 times cheaper than fixing with
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technical risks during design and require the third party to address these risks before
integration with the application. This is, for example, the case of an online banking
application that relies on both in-house and third-party financial transaction process-
ing systems and that can be accessed via different service delivery channels such as
web, IVRs, and mobile. Because of the interconnected nature of such applications
and systems, a threat to one of these application interfaces or channels can exploit
vulnerabilities in any of these integrated and interconnected systems and services.

In the case of enterprise software where several complex systems and services
are integrated, it is very important to define the scope of the application threat
modeling to make sure that all critical components are covered. In the case of an
e-commerce application, an online retailer might integrate the functionality to the
online catalog-warehouse, shopping cart, and shipping applications. A complete
application threat model would need to cover not only threats inherent to the appli-
cation, but also threats to external components and services that the e-commerce
application depends on, such as the credit card, payment services, and shipping
services.

Application Risk Assessments

From the risk mitigation perspective, application threat modeling helps reassess the
application against new threats and risks. As threats evolve, the exposure to these
threats needs to be reassessed. For doing so, it is necessary to tevisit the applica-
tion threat model whenever application risks need to be reassessed or whenever new
changes are introduced in the application that might pose new risks. From the business
perspective, the main concern is first to understand the potential business impacts,
and second, to determine if potential business impacts justify spending to introduce
a change in the application to implement a countermeasure. A threat model of the
application can help the business make such informed risk decisions to mitigate the
risks and, for example, to decide that when the risk exposure is low, the risk can
be accepted and that when risk level is high, the vulnerability needs to be fixed to
mitigate the risk.

From risk mitigation perspective, a sound risk management practice is to update
the application threat model every six months and each time the application design
changes. One main reason for updating the threat model is that application design
changes might expose the application assets to new threats. By updating the threat
model, it will be possible to determine if application changes expose the application
assets to new potential risks that require designing and implementing new counter-
measures. Independent of changing the application, if the threat landscape for the
application has changed and new threat agents and/or attacks need to be considered
because they were used to exploit similar applications, for example, the existing threat
model might need to be revisited.

From the security governance perspective, it is therefore important to consider
updating the threat model with a frequency that depends on the initial risk profile of
the application. The specific frequency that the application threat model needs to be
updated depends on different risk factors such as risk associated with the classification
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TABLE 2.4 Criteria for Application Threat Modeling Updates

Scope of Changes that Warrants an Application Threat Modeling Update

Application design to introduce new functionality, processes
Application components, libraries

User interfaces

Data

Data classification

Network appliances, hosts, servers, backend data bases
Network configuration, topology

Integration with third-party components

Design of authentication

Design of role-based access controls

Design of encryption to protect data in transit and/or storage
Introduction of new data filtering, ingress and egress
Communication channels and data flows

Session management controls

Error and exception handling

Auditing and logging

A larger percentage of software used by businesses and organizations today is
internally developed in support of business critical functions and processes. In the
financial industry, for example, most of the online banking applications, including
online trading applications, are developed by internal teams. Typically, internally
developed software is subjected to several types of testing before release, such as
integration testing and quality assurance testing. The internal software development
has also to adhere to the coding standards and the various software engineering activ-
ities that are part of the SDLC used by the software development teams within the
company. Internally developed applications are also required to be secure and prevent
exposing vulnerabilities to potential threats, especially when operating in environ-
ments at risk such as the public Internet. For applications whose functionality is
exposed through the public Internet, this requirement consists of testing the appli-
cation for potential vulnerabilities before it is deployed into production. This type of
vulnerability test consists of a web application penetration test performed during the
validation phase of the SDLC. Typically, when new vulnerabilities that expose the
application data and/or business transactions to high risks are identified, they need
to be remediated prior to releasing the application into production. Securing appli-
cations by testing for vulnerabilities after releasing the application in production is
not very efficient for several reasons: the engineering teams need to put off engi-
neering resources to fix vulnerabilities late in the life cycle, eventually impacting the
deadlines for the production release of the application. Another reason is cost. It is
very expensive to fix vulnerabilities later in the SDLC since sometimes design and
coding changes have to be reintroduced to fix the vulnerability and require redesign,
recoding, and reintegrating and rebuilding the application so it can be retested to
validate that the vulnerability has been remediated. A more efficient way to secure
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on several factors, such as the type of SDLC the development team uses (e.g. Agile,
Waterfall, RUP), in which phase of the SDLC threat modeling needs to be integrated,
and how it should be integrated as part of other secure software engineering activ-
ities such as security requirement engineering, secure design reviews, and secure
testing and validations. Another important aspect to consider is the integration of
these security engineering activities within the project workflows to establish which
software changes need to trigger revisiting or issuing a threat model, which technical
and business documentations are required to conduct the threat modeling activity, and
the expected outcome of the assessment (e.g. threat profile with threats, attacks and
vulnerabilities, risk profile),

The main prerequisite for the integration of the threat modeling activity in the
software development process is the alignment of software engineering and software
security objectives, essentially this means taking into consideration both security
and engineering team goals. For organizations that did not yet adopted a process to
integrate security in the SDLC also referred as S-SDLC process, integrating threat
modeling as part of information security reviews and secure software engineering
activities implies a lot of work to do up front to make it happen.

Typically the integration of security within existing SDLC activities, such as doc-
umenting functional requirements, designing application architecture, coding, inte-
grating components, and testing quality, requires following security requirements in
the SDLC methodology and engineering and security teams cooperating to make it
happen. Even before choosing a standard for the S-SDLC to implement, this being MS
SDL, Cigital-Touchpoints, or OWASP-CLASP, it is important to assess how mature
and capable the organization is in critical areas such as secure software engineer-
ing domains. This can be done by assessing the capabilities and maturity of the
secure software engineering practices using a standard maturity-capability models
yard-stick, such as Cigital-BSIMM or OWASP-SAMM (Software Assurance Matu-
rity Model), that helps to compare these practices against other organizations in the
same industry sectors.

Depending on the maturity and capability of the software development organiza-
tion, the size of the software development organization, and the resources allocated
in terms of hiring and training the security engineering workforce, software secu-
rity process, technologies and tools, the implementation of an S-SDLC process and
the integration of threat modeling with the S-SDLC activities might require years.
In essence, this is a task that requires following a “Software in the SDLC Strategy”
as well as planning and cooperation from security and engineering teams within the
same organizations.

Assuming that a strategy for adding threat modeling as part of S-SDLC process,
roll out threat modeling training, and develop and/or acquire threat modeling tools
has been approved by budget decision makers (executive management) of both the
information security and the engineering organizations, the next step is to plan a
roadmap and execution for the strategy. The successful execution of an S-SDLC strat-
egy depends on the business commitment to push it within the information security
and the engineering teams. Typically, the main obstacle to overcome at the beginning
are the common security requirement misconceptions, such as security engineering
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SDLC workflow activities and add additional security activities to be performed when
security teams are engaged to review and assess the security of applications and appli-
cation changes. For example, organizations that already have rolled out information
security reviews during the design phase of the project can leverage this checkpoint
to integrate also with security design review assessments, such as architectural risk
analysis and application threat modeling. A security checkpoint to test the application
for vulnerabilities prior to release in production can have a checkpoint for assigning
the risk of the available threat model/risk profile.

In essence, before we start considering adhering threat modeling to the SDLC, we
must consider adhering information security review processes to the SDLC. One of
the evaluation criteria is to determine how well information security review processes
allow security teams to validate compliance of development projects with information
security requirements. The assessment of the project scope against information secu-
rity requirements can also be leveraged to add additional security requirements that
are derived by a threat modeling activity such as use and misuse cases. For example,
by considering the potential threats, risk likelihood, and impacts of these threats to
the application assets due to changes and new features introduced to the application,
it would be possible to validate if new security requirements need to be documented
in the new project to mitigate these risks. Later on during the design phase, modeling
threats to the application is a critical activity to determine if there is any risk of these
threats being realized by exploiting design flaws in the application architecture. A
model of potential threats, the vulnerabilities that these threats might exploit, and the
security controls that mitigate their risks can be used to derive a set of security test
cases ,such as use and abuse test cases or a battery of attack library tests.

Security test cases that are derived can later be validated via security tests to assess
the security of the application against possible threats to the application and appli-
cation assets. For example, information security policies define the security require-
ments to protect the confidentiality, integrity, and availability of company data based
on the type of data classification (e.g. confidential, PII, restricted, sensitive, internal).
The security requirement to protect the assets that are dictated by the information
security policy applies also to the application security, as these can be considered
an asset since the application handles the data by storing it for a user’s later con-
sumption. Based on the data classification, for example, the decision whether to
encrypt the data is not made based upon threat modeling assessments, but upon docu-
menting security requirements based on the application threat modeling and use and
misuse cases and enforcing them through security governance and application secu-
rity assessments, such as security design reviews/architectural risk analysis, manual
secure code reviews, static source code analysis, manual security tests, and vulnera-
bility assessments.

For a start, to determine the threats to the application and the business, we need
to include a step that characterizes the business context in which the application
functions, the type of data stored by the application, and the type of processing the
application applies to the data. If the application business requirements for the appli-
cation are already documented, the next step is to derive the security requirements for
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the application. Application security requirements can be derived from the informa-
tion security policies and the applicable technology standards depending on the type
of the application and the environment in which the application is meant to operate.
Deriving security requirements can only be done after capturing business and techni-
cal requirements for the application. The engineering team can follow to design and
build an application with security controls that are effective in mitigating potential
threats based on these security requirements. Using threat modeling to derive secu-
rity requirements is often referred to as security requirement engineering by security
practitioners.

Application security requirements can be documented in different forms: “posi-
tive” or “negative” requirements. Positive requirements highlight the expected out-
come of the requirement as described in the expected functionality, the requirement
could state that the user is required to be authenticated to the application; the authen-
tication will validate the user’s credentials, username, and password. As a positive
outcome, it allows the user to log into the application and access the application func-
tions. In essence, a positive security requirement describes how a security control is
expected to provide a security function, such as authentication and authorization.

Negative security requirements describe how the security control should react to
unintended use of the control, such as when a malicious user tries to abuse the control
functionality. An example of a negative requirement for a security control is to include
a description of how the control would need to function to mitigate a threat. For
example, the authentication will lock an account after more than six failed attempts
to log in to prevent a malicious user from using brute force on the authentication.

In any application, a use case describes at high level the application functionality
from the user perspective and helps derive the application’s functional requirements.
A use case describes either visually or textually who are actors using the applica-
tion (e.g. users or external systems), the user’s goals (e.g. query data), and the steps
required to achieve such goals (e.g. log into the application, input data, process query,
retrieve data).

In simple terms, to create a use case, the user of the application is considered
the actor and the application function is considered the interaction of the actor with
the application. The result of the user’s action is also described in the use case as the
actor’s goal.

Typically, applications that are designed by following formal design method-
ologies such as the UML include use cases as artifacts for deriving the application
functional requirements. Application use cases also describe the application’s func-
tionality from the security perspective as these requirements prescribe the security
controls of the application, such as user authentication, authorization, encryption,
data filtering, user session management, and audit and logging.

A prerequisite of the application threat analysis is therefore being able to capture
technical and business data about the application. At a minimum, the threat analyst
needs to be able to look at the application documentation, such as business and func-
tional requirement documents as well as design documents. Without the application
functional requirements, use cases help describe the main functional characteristics
of the application and to describe how the user interacts with the application and the
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application data. From the business perspective, it is important that a threat analysts
first and foremost understands the business context in which the application operates,
such as the data assets that the application ought to protect, the different user roles of
the application, the type of user interfaces, the type of data that is stored and trans-
mitted, the type of functions supported, and the type of data processes supported (e.g.
query data, send data, use service). It is therefore important to understand the business
context of the application specifically from the perspective of the application value
as the application functionality is considered an asset for the business as well as for
the consumer of the application.

Considering the application as well as the monetary value associated to that data as
an asset is a critical factor for the threat analysis, specifically for determining the busi-
ness impact to the organization in case the data asset is either compromised or lost.

Besides considering the data as an asset, it is also important to consider the appli-
cation itself as an asset for the type of service and functionality that is provided to the
customer by using the application. When considering the application functions as an
asset, from the defender perspective, it is important to determine which application
functions represent the higher risk of being targeted by an attacker. For example, in
a financial type of application such as online banking, any movement of money can
be considered a high-risk transaction that needs to be protected from an attacker with
additional authentication such as multifactor authentication. In any given application,
functions that require higher privileges than user privileges such as administrator priv-
ileges to create and delete users of an application can also be considered of higher
risk than normal user functions.

Since an attacker will seek to compromise the application data by abusing the
application functionality with different types of attack vectors, a threat analysis that
simulates these types of attacks is extremely useful to determine whether the appli-
cation business logic can be abused. This type of threat analysis consists of analyzing
how the application can be abused by an attacker by deriving the use and abuse cases
of the application.

The goal of an abuse case is to describe the possible application abuses, such as
the various malicious actions that are undertaken by a threat actor to try to steal con-
fidential data from an application.

An abuse case describes the application abuses visually or textually through a
sequence of steps that a malicious actor will follow to reach his goals. Since this
type of analysis is also referred as use and misuse cases, it is important to qualify
the difference between misuse and abuse. A misuse case describes the misuse of the
application controls by incorrect use of the application, such as by error or an act
of user negligence. An abuse case is meant to describe the application abuse, for
example, when a malicious actor abuses the application with malicious intent for
stealing data, steal money, and/or disrupt a service. For the sake of the terminology
used in this book, we will refer to either misuse case or abuse case interchangeably
since the same type of methodology will be used.

A use and misuse case represents the first artifact of threat analysis and can be used
to derive nonfunctional requirements. Nonfunctional requirements help engineering
teams build applications that are more resilient to malicious attacks since they are
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of the SDLC. In the case of secure coding, this means performing static source code
analysis during coding. In threat modeling, this means not only performing archi-
tecture risk assessments during the design phase of the SDLC, but also using threat
modeling to derive security requirements and use and abuse cases that can be later
used to test the security of the application.

One of the main values of integrating threat modeling as part of the SDLC,
besides improving process efficiency and reducing the costs of fixing vulnerabilities,
is proactive risk mitigation. For example, as the threat scenarios evolve, the security
requirements need to evolve too to control the risk posed by these evolving threats.
Application software that is developed today can only be secure if it is being built
based upon security requirements that are derived based on today’s threat and attack
scenarios as well as newly discovered vulnerabilities.

In essence, this means that the application security requirements need to be derived
using a new threat model specifically derived for each application users, data, envi-
ronment, and business functionality. By using application threat modeling to derive
these security requirements, security teams can understand how the application can be
attacked (by adopting the adversary perspective) and determine which assets may be
targeted by the attackers to make sure that the security measures that are implemented
can be effective in mitigating these attacks.

A threat modeling exercise conducted during the imitation phase of the SDLC,
such as to derive the security requirements of an application, also represents a great
opportunity for knowledge transfer from security teams to business teams. For
example, when the results of the threat model are communicated to the business
analysis in the form of security requirements, it can be an opportunity to discuss the
potential risks that the application might be exposed to and to proactively mitigate
risks instead of waiting for vulnerabilities to be identified when it is too late or very
costly to be remediated.

The value of integrating threat modeling as part of the SDLC in terms of proactive
risk mitigation can be one of the main selling points for adopting threat modeling
within a given software development organization. Nevertheless, before any organi-
zations starts to roll out threat modeling as part of the SDLC, they need to consider the
potential impact to existing processes, people, and technologies and plan the amount
of resources needed accordingly. Since it might not be feasible to apply threat mod-
eling to each software product being either a web application or software service
produced by the company because of the limited resources in place, it is worth it
to apply a risk scope criteria to consider in scope for the assessment only the appli-
cations that are considered high risk for the organization and the customers. As the
execution of the application threat modeling process matures within the organization,
it might be allowed to extend to cover all applications and software products being
developed. The ultimate goal is to execute threat modeling as a security assessment
and security engineering activity that is consistently performed by different devel-
opment and security teams within the organization using common threat modeling
methodology, processes, and tools.
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security controls including authorization, data validation, session management, error
handling, and auditing and logging.

In summary, for providing value to an organization, an application threat model
should at least fulfill a few minimum requirements:

Clearly define the scope and the objectives.

Provide general documentation of the threat modeling methodology and process
including SDLC checkpoints, assessment scope, application changes event trig-
gers, prerequisites, and deliverables.

Provide a threat profile of the application that allows business to make informed
decisions based on information about threats, threat agents, attacks, vulnerabil-
ities, assets, impacts, countermeasures, and residual risks.

Be actionable for fixing issues and vulnerabilities by identifying origins and root
causes.

Provide a technical and business risk assessment of impact on assets based on
technical and business impacts.

Provide a set of different options for security measures that can be selected by
the business for fixing vulnerabilities based on risk prioritizing and measuring
effectiveness to mitigate risks.

If application threat modeling is one of the application security assessments per-
formed by security teams or SMEs within the organization, it is important to doc-
ument the scope of the engagement and the specific requirements for engaging the
security team with the threat modeling service.

The goals of application threat modeling will also vary greatly depending on the
type of organization. Organizations that produce commercial off-the-shelf software
(COTS), for example, might use threat modeling to minimize both security and pri-
vacy risks for the client using the software as well as to reduce the costs of fixing
security defects. Several ISV (Independent Software Vendors) have adopted threat
modeling as part of the SDLC and significantly reduced the number of security bul-
letins to address vulnerabilities in newly delivered software.

In the case of organizations producing their own software and integrating
-third-party software in support of business services to customers (non-COTS
products and non-ISV companies), the main objective of threat modeling is to
reduce application security risks to acceptable minimum levels for the business by
protecting both the business and the customers. Examples include organizations that
use and develop their own enterprise-wide software such as financial organizations,
government organizations, health care, telecommunications, production, logistics,
online retailers, and sales-marketing companies.

After a vulnerability assessment of the application is complete and vulnerabilities
have been identified, the next step is to decide which ones need to be remediated. One
possible approach is to rate these vulnerabilities according to the likelihood of being
exploited and the potential impact on the application assets. Assigning likelihood and
impact to a vulnerability allows a security expert to determine the risk severity and

IriusRisk
Ex. 1011 - Page 43



104 OBJECTIVES AND BENEFITS OF THREATL MODELING

prioritize it for remediation based on a qualitative risk scale such as high, medium,
and low.

The business perspective of security should be considered when new security fea-
tures need to be implemented to mitigate vulnerabilities identified by an application
security assessment. For the business team, security is not the usually the primary con-
cern unless security impacts customer’s usability of the application, the application’s
performance, and the ability to perform business functions and transactions. The main
concerns, rather, include implementing new features and products that can generate
revenue for the organization, time to market the new product/application/software,
and commitment to the deadlines for the product release. From the business perspec-
tive, a change to the application due to a security requirement of the costs and time
that needs to be spent fixing application vulnerabilities is a detriment to the business
since it might delay time to market of the product, introduce security features at the
expense of product usability, and incur additional costs for allocating resources to
the design, development, and tests of security features and application changes to fix
security issues.

Therefore, before an application threat modeling initiative is promoted to the orga-
nization, it is important to consider the business perspective and be prepared for push
backs with sales pitches. One of the pitches for selling application threat modeling to
the business, for example, is cost reduction by saving time and freeing up resources
dedicated to fixing vulnerabilities identified with other assessments such as penetra-
tion tests. As a matter of fact, when security issues are identified and fixed during
design, it requires less effort for the development teams to fix vulnerabilities during
validation since a smaller number of vulnerabilities will be left to be fixed later dur-
ing the validation phase, prior to delivering the application/product to customers. As
the security assessments are moved toward the end of the SDLC such as by analyz-
ing threats during the requirement phase to derive security requirements and by using
threat models to identify security design flaws, it would be less costly for the business
to build security into the application and products. By emphasizing the cost reduc-
tions in fixing vulnerabilities and the efficiencies that can be obtained by rolling out
application threat modeling as a proactive application security assessment, it is easier
for the promoters of application threat modeling to make their cases to the business
stakeholders.

IDENTIFYING APPLICATION VULNERABILITIES AND DESIGN FLAWS

“Measure what is measurable, and make measurable what is not so0.”
Galileo Galilei

One important risk mitigation strategy for any software development organization
is to identify and remediate potential vulnerabilities prior to releasing the applica-
tion to the customers. Typically identifying potential vulnerabilities in software and
applications involves the execution of both manual and automated security tests.
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Automated security tests consist of running vulnerability scanners to scan the appli-
cation as well as the source code. After security issues are identified with a scanning
tool, they need to be validated manually to determine possible false positives. After
security issues are validated, the next step is to assign a risk severity value to the vul-
nerability. A standard risk scoring method such as CVSS can be used for assigning
arisk score. By assigning a risk severity to each of the identified vulnerabilities, it is
possible to prioritize them for remediation and mitigate any potential risks of these
vulnerabilities being exploited to attack the application and the application assets.

Effectiveness of Automated Security Testing

From the security team perspective, applications are considered secure and ready for
release commercially in production when the security has been tested and vulnera-
bilities have been remediated. Nevertheless, when these security tests consist only
of automated security tests, to the security team might have a false sense of security
since other types of vulnerabilities might not be found yet with manual tests because
of the limited vulnerability coverage of security tools.

The type of security issues that can be identified with automated testing, such as
Static Application Security Tools (SAST) and Dynamic Application Security Tools
(DAST), are called Low Hanging Fruits (LHF). The security testing using an SAST
tool is considered static since it does not require for the application to run, but just to
compile source code to conduct the taint analysis and data flow analysis. The security
testing using a DAST tool can identify issues in the application and is dynamic since
needs the application to execute in order to conduct the assessment.

An LHF type of vulnerability is a common macroscopic vulnerability and there-
fore within the reach of identification by an automated security tool. For example, a
tool can test and identify a cross-site scripting type of vulnerability without any inside
knowledge of how the application is designed and/or coded. Note that “not requir-
ing particular knowledge of the application” to identify the issue does not mean the
following:

Some of the instances of the vulnerabilities are false negatives (not an issue) and
require a security tester to validate them with his knowledge of the application.

Several other instances of the same type of XSS vulnerabilities are missed by the
tool, also referred as false positives (did not find that instance/issue).

Several other instances of the same type of XSS vulnerabilities can only be found
with a human-based and comprehensive testing, considering the combination
of all possible attack vectors, some of which are not part of the tool arsenal, as
an attacker will do in weeks of trial and error analysis.

Fixing the XSS vulnerabilities will just require following the general recommen-
dations of the tool without understanding the application architecture and the security
options available to mitigate the risk of the vulnerability (e.g. output encoding, input
filtering at different layers of the architecture).
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In essence, a vulnerability assessment, even when relying on automation/tools,
requires human knowledge to assess the validity of the vulnerability findings. A com-
prehensive application security assessment needs to include manual and automated
security testing as well to consider the exposure of these vulnerabilities to different
types of attack vectors to determine probability and impact of these vulnerabilities.

Manual penetration testing and code reviews help identify a class of vulnerabilities
that is usually not covered by security tools. These are omissions of security controls,
flaws in design, and logical coding errors. Logical coding errors can be identified by a
source code analyst with previous knowledge of the business logic of the application.
Design flaws can be identified by a security architect armed with knowledge of the
application security requirements.

Examples of design flaws that can be identified with manual source code reviews
might include the following:

e Unencrypted passwords in storage such as when establishing a connection
between application server and database.

e Unencrypted confidential data in storage and transit.

e Missing server side validation for potential malicious input.

e Unenforced authorization/role base access controls according to security poli-
cies and user access control matrix.

e Insecure exception handling in the source code.

e Not logging security events.

e Not implementing session logout and time outs.

To comprehensively test applications and software for these types of vulnerabili-
ties, automated security tests must be augmented with manual tests, such as manual
penetration testing, manual source code analysis, and manual security reviews of the
application’s design (architectural risk analysis and threat modeling).

Specifically, in the case of security design flaws, it is important to look at the
possible causes in the design at the architectural application leve] so that they can be
identified during design reviews. By looking at the possible causes of security design
flaws, we can better understand where these design flaws might originate and what
that type of vulnerability might represent for the application. Examples of security
design flaws that are frequently identified during security design reviews include

e Not documenting a security requirement.

e Failing to design and/or implement a security control (e.g. authentication,
authorization, encryption, auditing and logging).

e Leaving a gap in the design and/or implementation of a security control.

e Designing and/or implementing a security control that can be subverted and/or
bypassed by a threat agent to conduct a business attack against the application.

e Not designing encryption to protect confidential data and exposing the data to
information gathering threats.
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e Documented secure application standards.

e Documented design of the application to review.

o Secure code reviews of the application source code.

Skill and experience of the security analysts.

Cooperation of development teams to allow information gathering and sharing
with the application security teams.

One of the prerequisites for security design reviews is gathering the technical
documentation such as architecture design documents and technical and functional
specifications of the application. This information gathering can also occur by con-
ducting white board exercises with the lead application architects. To conduct the
design reviews, it is necessary to refer to architecture design guidelines and standards,
since these documents constitute the basis for validating the application security
requirements.

The identification of potential security design flaws is facilitated by the under-
standing of the application logical and business context of the application more in
depth. The business context can be understood by learning about the business objec-
tives and requirements and the type of functionality that the application provides in
support of the business objectives. Understanding the business and local context of the
application is essential for determining potential business logic flaws that by might
be exploited by a threat agent trying to attack the application. For example, assum-
ing that the application executes online purchases by processing credit card data, it
is important to understand the payment processing business logic and the controls
including security controls such as authorizations and validation of payment data.

After a review of the business requirements, the threat modeling analysts focuses
on the review of the technical and functional requirements and the design of the
application architecture. One important aspect of understanding the application archi-
tecture is the decomposition of the architecture in its basic components such as user
interfaces, servers, data assets, and data flows. This step is critical for threat modeling
and secure architecture review process.

After the various components of the application architecture have been identified,
the nest step of the threat modeling exercise is to determine the exposure of poten-
tial threats targeting these components. First and foremost, it is important to consider
the potential threat scenarios. Depending on the type of application (e.g. intranet or
Internet), the type of service provided to the application’s user (e.g. money trans-
ters, payments, filing tax forms, health records, trading secrets on products), and
the classification of the data being accessed (e.g. public, confidential, restricted, top
secret-classified), as well as other factors that constitute the risk profile of the appli-
cation, it might be targeted by certain threat agents (e.g. fraudsters, malicious users,
or corporate and country sponsored spies) and attacks (e.g. social engineering, phish-
ing, PC infection with malware through drive by download, or exploiting application
vulnerabilities and weaknesses in security controls).

To conduct a manual review of the data flows, it is important to document sequence
diagrams and data flow diagrams that describe the various interactions of the users
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At the architectural level, a threat analysis can be conducted by analyzing the
exposure of potential vulnerabilities to different threats to the components of the
application architecture identified in the data flows diagram.

The most important components to review for potential exposure of vulnerabili-
ties to threats are the data assets, such as database storing confidential information
and authentication data such as passwords. When these data assets are identified in
a data flow diagram, it is possible to determine the data flows to query these data
assets and how the data is potentially exposed while transmitted through the various
components of the application architecture. When the potential exposure of an asset
to a threat is identified, the next step is to analyze the risk of the vulnerability and
the likelihood and the potential impact of that threat exploiting the vulnerability. The
exposure of a threat by vulnerability might depend on the type of vulnerability, such
as a security design flaw from a weak security control or not applying the security
control all together.

Using Threat Libraries

An example of a threat library that can be used to identify the exposure to threats by
potential vulnerabilities in application components is the STRIDE (Spoofing, Tam-
pering, Repudiation, Information Disclosure, Denial of Service, and Elevation of
Privilege) threat library. STRIDE can be used against the various components of a
data flow diagram such as client, servers, backend mainframes, and databases, and the
data flows in between to identify potential exposure to STRIDE type of threats. This
type of analysis is also referred as STRIDE per element and is part of the Microsoft
TM methodology.

A STRIDE per element analysis can help identify the likelihood of threats based
upon the exposure of that component of certain vulnerabilities:

Spoofing the user ID to impersonate a legitimate user by exploiting a session
hijacking vulnerability to pose as a legitimate user.

Tampering with a file during transmission to change its contents because of no
digital signature.

Repudiation of sending a file from an untrusted connection because of not imple-
menting mutual authentication among servers.

Information disclosure of the contents of the file because of unencryption.

Denial of service on a web server because of not limiting the size of the HTTP
requests processed by the web server.

Elevation of privilege to access other user’s data because of failing to enforce a
role base access control on the server to restrict access to the data based upon
user’s session and user’s role.

By taking the attacker perspective, it is possible to determine the potential expo-
sure of the application components to potential threats due to design flaws in the
application architecture. Determining these design flaws might be facilitated by using
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threat modeling as well as by the positive confirmation of the application architecture
adhering to the security requirements and the application security standards.

From the threat modeling perspective, it is important to analyze how the data flows
across the application components and validates the security controls at each com-
ponent, starting from the various point of data entry through crossing boundaries to
access the servers to reach the data assets. A trust boundary defines the boundary of
trust that needs to be asserted as authentication and authorization checks for the data
to move across a component, such as a web server, application server, or database
server. By visualizing the different trust boundaries within an application, it is pos-
sible to determine whether basic security controls, such as user authentication and
authorization, are enforced before the user is allowed to access the data under such a
component’s control. Another important aspect of the trust boundary is whether the
connection among servers enforces nonrepudiation with mutual authentication (e.g.
client to web before the data can flow across these tiers).

An important factor to consider for identifying design flaws is to characterize the
goals of potential threat agents targeting the application assets. One possible goal
might be to steal PII for identity theft. One possible threat scenario might include
attacking the application to get the PII data by exploiting vulnerabilities in security
controls to protect the confidentiality, integrity, and availability of such data. There-
fore, a good place to start the threat analysis is to identify where PII data is stored,
how it is accessed, and the security controls in place to protect the confidentiality,
integrity, and availability.

Another approach to determine the vulnerability exposure to threats is to analyze
at a design level how a vulnerability might be exploited at the different layers of the
application architecture. Assuming, for example, that there is a known SQL injec-
tion vulnerability, we would like to determine how the risk of a threat exploiting this
vulnerability can be mitigated by applying different security measures at the design
level. These security measures might include for example:

e Input filtering in the web server using a Web Server API such as NSAPI or
ISAPL

o Input filtering in the application server using a servlet filter.

e SQL prepared statements for accessing the database, such as before serving the
query to the database.

Because we can tie threats to vulnerabilities and vulnerabilities to the components
of the application architecture, we can ultimately determine how to best apply defense
in depth to mitigate the risk of the SQL injection vulnerability. For example, we could
mitigate this risk by implementing countermeasure at all layers of the application
architecture such as web server, application server, and data access components. The
follow-up of this type of threat modeling/architectural risk analysis consists of doc-
umenting the design of input validation filter, such as NSAPI, to block SQL attack
vectors as well as to enforce the secure coding requirement (o use parameterized
queries and/or store procedures for the application server components used to access
the data assets. For complete assurance that security requirements for mitigating SQL
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injection vulnerabilities are followed, validate that SQL injection vulnerabilities pre-
viously identified and fixed with a design and code change can be closed by retesting
the application. In essence, these security measures can be designed and security
tested thanks to threat modeling during design reviews. The different types of options
to mitigate the vulnerabilities both at design and source code level provides engineer-
ing teams with several risk mitigation options to choose from. These security measure
options can be applied at the different tiers of the application architecture (e.g. web
server, application server, or database) in adherence to the defense in depth security
principle.

Remediating Vulnerabilities and Design Flaws

Once application security design flaws are identified, the next step is to properly report
any issues by highlighting the risk and the corrective actions for fixing them. The cor-
rective actions are usually referred to by security professionals as recommendations
for fixing the vulnerabilities and are part of vulnerability assessment reports.

In the case of issues identified during security design reviews of the application
architecture, these recommendations should be included as part of the threat model-
ing and architectural risk analysis reports. Possible recommendations might be doc-
umenting a missing security requirement, changing the design to meet a missing
security requirement, or fixing a design flaw. The information of how a security
issue should be remediated is usually part of the recommendation for each issue and
included in the vulnerability assessment report along with the type of the vulnerability
and the risk severity. For a finding to be considered actionable toward remediation by
the development team, is it important that the recommendation is clear and detailed
enough so it can be documented in the corrective action plan. The recommendation
would also need to include what the most probable cause of the vulnerability can be:

o Missing security requirements.

e Design flaw (e.g. gap in design of a security control).

e Coding error (e.g. security bug).

e Misconfiguration (e.g. misconfiguration of security control).

Classifying the root cause of a security issue can fall in any of these categories
and help the development team address it with a design, source code, or configuration
change. Classification of vulnerability root causes is also critical for managing vulner-
abilities identified across different assessments such as security requirements reviews,
application threat modeling/secure architecture reviews, source code analysis/secure
code reviews, and application penetration testing/ethical hacking. Examples of vul-
nerability root causes might include gaps in requirements, errors in source code, flaws
in design, and application misconfigurations.

A security issues categorization that includes root cases allows security profession-
als to quickly decide where to fix the vulnerability, such as by changing/adding secu-
rity requirements, redesigning the application, fixing the security bug in the source
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Root cause analysis

The tree is apparent
and represents the
symptom.

The roots are not
apparent and
represent the cause.

Figure 2.4 Root Causes versus Symptoms

and/or gaps (missing designs of security controls). Examples of the design flaws that
can be identified include not implementing a security control, such as authentication,
and storing sensitive information such as passwords in unencrypted form.

By combining the vulnerability assessments of architectural risk analysis, manual
and automated source code analysis, and manual and automated dynamic testing, it
1s possible to cover different type of vulnerabilities and to correlate them to identify
the causes of the vulnerabilities. For this reason, an overall application vulnerability
report that aggregates the different types of vulnerabilities that are identified by other
security assessment helps a risk manager determine the most effective risk mitigation
measures to fix the root causes of vulnerabilities.

For example, security flaws identified with application threat modeling can be cor-
related to vulnerabilities found in secure code reviews and penetration tests to deter-
mine if these are the instances of the same root cause, such as a design flaw identified
with threat modeling. A design flaw identified by threat modeling could be correlated
to the same design flaws identified with a manual source code review. Reporting
security issues by correlating them in one report helps risk managers focus on the
corrective actions that address the root cause of the issue instead of the symptoms.

In general, to get the benefit of correlating vulnerabilities to identify the root
causes, it is important to plan the threat modeling assessment ahead of manual secure
code reviews. A threat model can be used to drive the secure code analysis toward
the review of the source code of those components whose design flaws were previ-
ously identified in the threat model. The approach to use threat modeling for sim-
plifying source code reviews is also referred as depth-first secure review instead of
breadth-first for manual secure code reviews.

In general, the goal of vulnerability reporting is mitigation of the technical
risks caused by vulnerabilities identified in the vulnerability assessments. The risk
manager’s main goal is to fix vulnerabilities depending on the level of risk based
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on the factors of likelihood and potential impacts to the application assets. Any
vulnerabilities of high risk are typically prioritized for mitigation over vulnerabilities
with medium and low risks. Once vulnerabilities are prioritized for risk mitigation,
the development team must determine how to fix them and document the design
and code changes in a corrective action plan. For this reason, it is critical that
the recommendation included in the vulnerability assessment is clear and detailed
enough to allow the development team to implement the fix. Vulnerabilities that are
marked as fixed when it is reassessed through a retest that is no longer present. In the
case of automated vulperability scanning, vulnerabilities should be considered fixed
when it is no longer reported by the tool as a finding. In the case of vulnerabilities
that are identified with manual testing such as penetration testing, the validation
consists of validating that the security test case is negative. For issues that are
identified in the source code through either a manual or automated code review,
the test consists of either reviewing the source code manually to validate that the
offending source code is cleared, or by retesting it with the static code analysis tool.

In the case of security design flaws that are identified through threat modeling and
architectural risk analysis, the report needs to clearly articulate the risks posed by
the design flaw as well as the recommendation to mitigate the risk. Since the fix of a
design flaw typically involves a change in the design, it has to be articulated in terms
of architectural changes of the application that can be understood by the application
architects. The recommendation can also refer to secure architecture guidelines and
standards that can be followed to implement the fix.

Ideally, the organization’s security architecture guidelines should include a set of
security requirements derived from compliance and regulations as well as recom-
mended technologies and frameworks for designing application security controls. A
reference to these guidelines should be part of the recommendations as applicable to
each case of design flaws being reported.

Similar to vulnerabilities identified by other type of application assessments, such
as source code analysis and penetration testing, design flaws identified through the
threat modeling exercise can be classified based on their risk severity. The qualitative
risk ranking model used for assigning the risk severity to vulnerabilities identified by
other assessments such as penetration testing and source code analysis can also be
used for ranking risk of design flaws identified with the threat modeling/architectural
risk analysis. One way to rank the severity of a threat-vulnerability is to use DREAD
factors (damage potential, reproducibility, exposure, affected users, and discoverabil-
ity). A qualitative risk ranking of HIGH, MEDIUM, or LOW based on the scoring
method, such as CVSS, as well as calculating risk factors, such as likelihood and
exposure, also allows risk managers to prioritize fixing these design flaws according
to their risk.

An important factor to consider for determining the risk mitigation strategy is the
business impact of the design flaw. Design flaws that pose an impact to the business,
such as monetary losses when exploited by fraudsters, help build the rationale for
risk mitigation to the business that ultimately has to allocate the budget to either
implement the fix or to acquire the security technology, process, and tool to mitigate
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the risk. Reporting the business impact of the design flaw is therefore critical for
empowering the business in making the informed risk mitigation decisions.

The recommendations issued in the threat modeling report need to consider the
different levels of security knowledge and responsibility, including business, infor-
mation and risk managers, and development teams. Ultimately, the real benefit of
application threat modeling is that it empowers development, business, and security
professionals to make informed decisions on how to manage application security risks
throughout the software and application life cycles.

Another important factor to consider in vulnerability reporting is that the same
application will be reassessed for vulnerabilities during its lifetime. This will include
the vulnerability assessment in compliance with standard processes requiring security
control effectiveness to be reassessed over certain time periods (e.g. every 6 or 12
months) or because of new application design and code changes.

As new types of assessments are rolled out for the organization, such as application
threat modeling, it is important to be able to produce evidence to the business that
threat modeling assessments are a factor of proactive risk mitigation and reduction of
the overall risk to the business. One measure of proactive risk mitigation effectiveness
is to correlate vulnerabilities that are identified earlier in the SDLC, such as during
the design phase, due to adopting threat modeling as factor to a lower number of
security defects identified later by other assessments such as source code analysis
and penetration tests.

Another factor for proactive risk mitigation is classifying security issues by root
causes, which is critical to correlate the vulnerabilities found by other assessment. A
vulnerability classification that includes a categorization of the vulnerabilities by root
causes, such as a design flaw in security controls including authentication, authoriza-
tion, encryption, and session management for example, helps eliminate these issues
before they are implemented and tested with source code analysis and penetration
testing tools. The improved efficiency in managing the security issues attributed to
threat modeling can also be shown in the vulnerability metrics when the number of
vulnerabilities decreases over the lifetime of the different releases of the same appli-
cation/software products. Typically, these positive trends in vulnerability and risk
management are a factor of security activity, better training of the security team, and
tools and technologies introduced to improve the security of the applications that are
built and security tested.

The training provided to the security team and development workforce is proba-
bly one of the most critical factors in producing applications with less vulnerabilities
to fix ahead of releasing the application in production. This is the case of applica-
tions that are designed and implemented by following security design principles and
a security engineering process. Ultimately the threat modeling metrics, including the
reports of the design flaws identified by threat modeling, need to take into account
what is actionable to improve the security of the application both from the tactical risk
perspective (e.g. fixing issues) as well as the strategic risk perspective (e.g. process
improvements). From the tactical perspective, actionable security metrics include
identifying the root causes of design flaws as well as pointed recommendations and
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security requirements is to protect the confidentiality, integrity, and availability of
data assets as well as of the functions that process such data. Protection of confi-
dentiality, integrity, and availability typically requires implementing security controls
such as encryption, digital signatures, and authentication and authorization. From the
defensive perspective, these security controls include both preventive and detective
defenses to protect the company assets, data, and application functions from poten-
tial attacks against these assets. Implementing these security controls is often driven
by the enforcement of information security policies that define which data assets and
functions need to be protected and the protection levels that are required.

The need to protect company assets is driven by other factors besides compli-
ance with information security policies. Protection is also driven by enabling business
with customers through establishing trust with the consumers of these assets, such as
clients and customers and the service providers of these assets. This establishment
of trust between consumers and providers of data assets and services depends on dif-
ferent factors such as evidence that security controls are implemented, evidence of
security reviews and vulnerability assessments, and security certification/assurance
from third parties that measures are in place to protect the data.

Examples of security measures include preventive and detective controls whose
function is to either prevent or detect attacks against the application. Some defensive
measures are user authentication and authorization to restrict access to the application
assets to authenticated and authorized users, encryption to protect the confidentiality
of these assets when they are stored and transmitted, as well as auditing and logging to
identify “a posteriori” who gained access to the application assets. Enforcing security
policies to protect the application assets is typically based on a defensive perspective
of security, not an attacker perspective.

From the attacker perspective, application defenses might constitute a deterrent
to prevent attacks against both the application and the application assets. A deterrent
security measure costs too much for an attacker to break. For example, an attacker
must have specific knowledge to exploit certain type of vulnerabilities. Another
important aspect of this is the cost for an attacker to run an exploit. When the cost
of breaking a security control becomes affordable for an attacker to exploit, then
the security control only gives you a false sense of security. An example of this
is cryptography. In 1998, it took the Electronic Frontier Foundation $250,000 to
develop a machine to crack the DES encryption algorithm. Today a DES encryption
can be broken by an affordable FPGA high-performance computer in a relatively
short time (four or five days). DES is no longer considered a secure algorithm by US
federal standards.

As the cost for acquiring tools to break into application security controls becomes
cheaper, the deterrent effect of the security defenses becomes less important for an
attacker. In some cases, the costs to conduct an attack compared to the possible
rewards for an attacker, such as monetary gains of several million dollars, can jus-
tify the attacker’s cost in cybercrime tools. A further justification might come by
the reasonable low risks of being caught by law enforcement because these attacks
can be conducted in complete anonymity using malware dropping services, attack
proxies, and command and control centers hosted in different countries. In some
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web server, application server, database servers, middleware, mainframes), can be
compromised by using specific attack tools and attack techniques.

When considering the threat of targeted attacks, it is therefore important to con-
sider all the factors of threat analysis that is the “who” the “what” and the “how” in
essence who the threat agents are, what are the assets being targeted and how different
attack vectors that can be used against a given application and its asset as a target.

By a general definition, a threat can be defined as a possible negative event whose
occurrence might cause a negative impact to the application. The analysis of the
potential threats targeting the application needs to take into consideration several
characteristics of a threat, such as whether the threat is caused by an external or an
internal agent, the type of threat agent (human and not), the likelihood of the threat to
be realized (assuming possible points for attacking the application), and the degree
of knowledge of attack techniques and tools required to conduct the attack.

For a threat analysis to be consistent and accurate, it is important to follow a
threat analysis process step by step. Initially it is important to identify the possible
threats and threat agents that could potentially target an application and the appli-
cation assets. It is therefore important to identify the application’s assets, such as
the data that is stored and processed by the application as well as the application
functions. Once the application assets and functions are identified, the next step is to
determine their probability of being targeted. For example, an internal only applica-
tion whose data is not confidential is less likely to be the target of an attack from an
external threat agent seeking to steal confidential information. To conduct the threat
analysis in objective manner, it is important to analyze the threat likelihood as well as
the potential impact using a threat library. With a threat library, it is possible to enu-
merate all possible threats and the potential targeted asset types and choose the ones
whose characteristics of threat agents and targeted assets match the assets (data and
business functions) of the application. By matching the characteristics of the applica-
tion asset to the potential threats affecting them, it is possible to put together a threat
profile for the application.

If a web application is already operational, the theoretical threat profile can also
be augmented by considering historical data of security incidents, such as security
incidents that have targeted the application or applications that have a similar inher-
ent risk profile (e.g. similar data, functions, and exposure to threats). One example
of a data source that can be used for building the threat profile for the application
includes the history of data breaches and fraud committed against the same or similar
applications.

After building a threat profile for the application, the next step is to analyze the
attacks. Attacks are different from threats. A threat represents a potential negative
event whose risk be analyzed by considering the likelihood and impact to a certain
target. At a high level, a threat describes a potential negative event in terms of threat
agents and targeted assets. An attack is the action undertaken by the threat agent to
realize a threat. An attack can be described in terms of attack techniques and tools
and can be analyzed in terms of the different steps that a threat agent takes to cause a
negative impact to an asset. For example, the threat can be described as a distributed
denial of service against an Internet application from a threat agent classified as an
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activist group targeting similar applications in the past (online banking application).
The attack involves using a compromised group of hosts to direct a high volume of
network traffic and HITP requests toward the website to exploit the servers process-
ing resources and causing an impact on the availability of the website to customers.

Identifying how threats can be realized through the exploit of potential weaknesses
in the application is one of the goals of an attack analysis. Vulnerabilities are con-
sidered valid independent of the threat and attack vector used to exploit them. The
information provided by the threat analysis and the determination of the attacks is
critical to determine how the vulnerabilities can be exploited, the assets that can be
affected, and the potential impact on them. Vulnerabilities are not necessarily caused
by flaws introduced during design, bugs during the coding of the application, mis-
configurations of security controls, or missing a security test, but can be the cause of
the lack of all these security controls and measures.

Identifying any gaps in the requirement of deploying certain security controls, such
as missing authentication or input validation, represents a vulnerability for the asset
that the security control is supposed to protect. A vulnerability such as security control
gaps and/or control weaknesses represents an opportunity for conducting a certain
attack. The type of attacks and attack techniques that exploit gaps and weaknesses
in security controls have negative effects on the data assets and functions that these
security controls are designed to protect.

The description of the attack includes the type of threat, the vulnerabilities that
are exploited, and the asset impacted, and allows the qualification of the risk of the
attack, such as the probability and the technical impact. In essence, attack analysis is
a prerequisite for an assessment of the business risks faced by an application. For a
security tester whose job is to identify vulnerabilities, exploiting the vulnerability is
not required to assess the technical risk of the vulnerability. For a risk manager who
needs to decide whether the vulnerability represents a risk to the business instead,
qualifying how the application assets can be compromised by an attack such as an
external or internal threat agent, the type of attack tools, and knowledge of attack
techniques required to conduct the attacks is critical to make a decision on the overall
risk of the vulnerability and decide what to do about it.

Some attack vectors that can be used for vulnerability exploits are used by security
testers on applications. Often these attack vectors are embedded in security testing
tools and are used to positively assert the exposure of the vulnerability by simulating
the attack as a real attacker would do, but in a test environment and with test data to
avoid any potential impact to either the application or the application assets. Identify-
ing these vulnerabilities is limited to a black box analysis by using attack vectors and
observing how the application reacts to them. A more comprehensive security test
for vulnerabilities in an application also requires understanding the business logic of
the application, how the application is designed, and the availability of source code to
conduct a secure code review and identify potential security issues in the source code.

Often vulnerabilities originate prior to dynamic security testing. For example,
vulnerabilities might be introduced as design errors and can be identified and fixed
through reviewing the application architecture during the design phase prior to black
box testing the application.

IriusRisk
Ex. 1011 - Page 62



ANALYZING APPLICATION SECURITY RISKS 123

Other type of vulnerabilities might originate during the coding of the application
as coding errors, or during integration with vulnerable libraries and components and
during configuration. Vulnerabilities in the source code are not necessarily identified
by applying attack vectors, but by examining applications for vulnerability conditions
in the source code statically, without running the application. An example of static
vulnerability identification techniques include static tainting, which is correlating a
potential attack source to a place where the vulnerability can be exploited, referred to
as the sink. The source of an attack in static tainting analysis does not qualify the type
of threat agent that can be used for the attack, but the type of potential attack vectors
that can be used. The threat agent can be internal or external and can be remotely
controlled malicious software or a malicious user. Without specifically determining
what the possible threat agents are and the attack vectors that these might use to the
exploit the vulnerability identified in the source code, it is rather difficult to determine
the risk of the vulnerability. This is where threat and attack analysis helps. By using
a threat model that correlates the vulnerability with different threat agents and attack
vectors, it is possible to determine the likelihood of the exploit and the technical risks
of that vulnerability in terms of probability and asset impacted. Once the technical
risk is calculated, the next step is to determine the business impact based on the asset
value and make the final business decision of what to do about the risks. In case the
risk is high and needs to be mitigated, the next step is to determine which and where
security controls need to be applied. By using a threat model that includes a threat
and attack analysis, it is possible to determine the type of threats and the different
layers of the application architecture that can be attacked to exploit the vulnerability
and negatively impact the asset. Through the threat and attack analysis, it is possible
to determine which attack techniques the threat agents can use to cause a negative
impact to the application assets and determine where and which security controls
should be put in place to prevent and detect these attacks before any vulnerability is
exploited.

Threat and attack analysis is a critical element of any threat modeling exercise and
is essential to determine the risks and decide how to deal with the risks. Using infor-
mation from the analysis and exercise, risk managers make informed risk decisions
on whether to mitigate, transfer, or accept the risk. The effectiveness of such threat
and attack analyses depends on the analyst’s technical and business knowledge of
the application and also on adopting a risk framework and a step-by-step process to
conduct the analysis so that it can produce objective, consistent, and reliable results.

Analyzing Threat Agents and Threat Scenarios

The NIST special publication 800-30 Rev a, Risk Management Guide for Information
Technology Systems, defines a threat as “the potential for a particular threat-source
to successfully exercise a particular vulnerability.” Characterizing threats is essential
for analyzing risks. A threat, either human or nonhuman, is a condition of a possible
adverse event that might negatively impact an asset. A threat can be characterized by
different factors, such as the type of a threat, the threat source (e.g. the threat agents),
and the targets (e.g. application assets).
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From the threat agent perspective, an application could become a target when an
attack provides a return on investment to the attacker, such as a financial, political, or
strategic reward.

The first question that a threat analyst ought to consider is which type of threat
agents might attack the application based on the functionality and data assets that the
application stores and processes. It is therefore essential to capture the application
business context: the type of application functions, the type of application function-
ality that is provided to the users, and the type of assets that are stored and processed
in order to provide such functionality. After capturing the business context and hav-
ing identified the application assets, the next step is to identify the possible threats
agents targeting the application.

For example, a website that provides online services for a given organization, pri-
vate or public, that is considered hostile by a certain group of hacktivists, could be
targeted by attacks to disrupt or to take down the website hosting the application, such
as denial of service attacks.

Another example is an Internet web application of a financial institution that
provides financial services, such as online banking, whose data processed, includes
customers’ confidential information such as bank accounts and credit card data.
Fraudsters might attack the application to take over the customers’ accounts for fraud-
ulent transactions, such as moving money from the bank into fraudulent accounts,
as well as to gain unauthorized access to the customers’ confidential information.

Identifying the threat agents is critical to the definition of a threat scenario that
has the application as a potential target and includes the threat agents, their possible
motives, and the likely targets that include both the application functions and the
application assets. Different threat scenarios can be derived depending on the business
context of the application. Some basic examples of threat scenarios are:

A business critical web application that provides online banking services for cus-
tomers. Threat agents that have targeted this type of application in the past include
script kiddies, hackers and crackers, fraudsters, carders, and organized cybercriminal
gangs and groups. The type of attacks include exploiting application vulnerabilities
to cause denial of service, defacing web pages, and compromising customers’ confi-
dential information for identity theft and fraud.

A site that provides services to citizens to renew a driver’s license or pay car
registration fees. Past attacks include actors that steal confidential PII for identify
theft such as names, addresses, date of birth, and driving license numbers. Other
attacks pursued by these threat agents in the past include exploiting application vul-
nerabilities to cause denial of service, defacing web pages, as well as compromising
customer’s confidential information for identity theft and fraud

A company website that provides R&D department users access to classified trad-
ing secrets and restricts access only to authorized employees. This type of application
needs to consider insider and outsider threats for industrial espionage and unautho-
rized access to confidential and restricted information for financial and business gains.

An intranet workforce web application only accessible to company employees so
they can access their salary statements and PIL This type of application needs to
consider the risk posed by insider threats, such disgruntled and terminated employees
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absence of a security control is identified, a design flaw whose potential exploitation
from an attack vector could negatively impact the application and the data.

A threat framework can also provide mapping between the threats, the vulnera-
bilities that can be exploited by these threats, and the security measures that can be
adopted to mitigate the risk posed by these threats.

Analyzing how a threat can exploit one or more vulnerabilities to realize the threat
agent goals consists of identifying the different type of attacks that can be used to
realize these threats. A threat framework can include a predefined set of threats and
attack libraries that can be used to specifically attack the several components of the
application.

Threats of sniffing/network eavesdropping, for example, might be realized through
man-in-the-middle attacks. MiTM attacks work by compromising the client through
socially engineering the victim to accept a spoofed certificate that allows the attacker
to capture any data traffic in transit between the client and the server. Threats of
information disclosure affecting the data in storage and in transit might exploit weak
authentication to access the data and weak encryption to protect the confidentiality of
the data. Information disclosure threats might exploit input validation vulnerabilities
by attacking the application with buffer overflows, cross-site scripting, SQL, LDAP
and XML injection attacks, format string attacks, HTTP redirection, and response
splitting attacks.

When conducting a threat analysis of the threats affecting different components
of the application architecture, using a threat modeling tool that incorporates threat
frameworks, such as STRIDE, and automates threats generation based on the infor-
mation of the application components can be very useful. A threat modeling tool
might include a visualization tool to capture the architecture logical diagrams depict-
ing the different components of the application architecture such as user interfaces,
data interfaces among components, and the different components such as web servers,
application servers, databases, mainframes, and middleware components. Such visu-
alization tools can be used to decompose the application into the different components
and help identify the threats that affect each component. The characterization of
the application architecture in components also helps identify the data flows, data
interfaces, and trust boundaries that need to enforce authentication and authorization
controls for the application users.

A threat modeling tool, such as the MS threat modeling tool, drives the threat
assessment from the perspective of protecting each element of the application archi-
tecture from possible exploit of vulnerabilities that might result on a compromise
of the data as an asset whose confidentiality, integrity, and availability need to be
protected. By considering the threats, the vulnerabilities, and the impact to the data
assets, the threat modeling tool facilitates the threat analysis by taking into consider-
ation both the attacker and the defender perspectives.

Analysis of Attacks and Exploits of Vulnerabilities

An attack can be defined as the realization of the goals of a threat. An attack describes
how a potential negative event is realized by describing how the source might use
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different types of attack tools and techniques that exploit previously known applica-
tion vulnerabilities to cause a negative impact to the application assets that include
both application functions and application data. An opportunistic attack might exploit
commnon application weaknesses in the security controls, such as vulnerabilities in
authentication and authorization, protection of confidential data, as well as gaps in
detective controls such as auditing and logging and secure event monitoring.

A targeted attack will seek to identify first what defenses are in place by trying
different attack techniques and by changing the attack vectors until the defenses can
be bypassed. By comparison with opportunistic attacks, targeted attacks are more
time-consuming for an attacker and require the attacker to adjust the attack to the
defenses in place to try to bypass them and gain access to the application. Behind
targeted attacks, there are typically motivated threat agents whose time and effort are
justified by the financial gains and high return on investment of the time and resources
spent attacking the application.

The extent to which a threat can be realized through an attack depends on different
factors, such as the probability of success of the attack due to exploiting known vul-
nerabilities as well as the potential gains that might justify a threat agent acquiring
knowledge of new attack techniques and investing in more powerful attack tools. It
is important to look at these factors more in depth to analyze the possibility of an
attack’s success. Some factors that influence the success if conducting an attack are:

o Public information about the organization and press information that exposes it
as potential target by motivated attackers.

e Public events that might facilitate the attacks such as company holidays or
increased online shopping during holidays.

e Easiness of conducting the attack due to availability of attacking scripts and
limited knowledge needed to run them.

e Knowledge and experience of the attacker/threat agents.

e Availability of information on how to conduct the attack (e.g. information
shared among threat agents).

e Availability of tools for exploiting the application vulnerabilities.

o Availability of tools specifically designed to attack the application (e.g. banking
malware).

e Reproducibility of the attack techniques to exploit a known vulnerability.

e Reliance on manual and automatic methods to conduct the attacks.

e Level of skills required to conduct the attack.

e Costs of tools and resources necessary for the attack, such as free attacking tools
or tools that attackers can afford.

e Exposure of the application (e.g. attack surface) to the attacker.

o Exposure of the application vulnerabilities that can be either necessary or useful
to conduct the attack.

e Public information about the application vulnerabilities and exploits.
e Not yet published vulnerabilities (e.g. zero-day).
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o Public information about the application’s inner workings such as source code,
patents, technology stack and so on, which might facilitate discovering vulner-
abilities and conducting the attack.

One methodology that helps analyze how a threat can be realized through different
attacks is to use attack trees. An attack tree allow risk professionals to analyze differ-
ent attacks by starting from the attacker’s main goal and walking through the branches
of the attack tree to determine the different ways the attacker’s goal can be realized.
Each branch of the attack tree represents possible opportunities for the attacks to be
realized. Examples of these opportunities include the availability of vulnerabilities to
be exploited, the availability of attacking tools, and knowledge of attack techniques
that the attacker might have or need to acquire. In essence, each of the attack tree
paths represents a possibility for an attacker to attack the target.

Once all attack paths are explored with an attack tree, it is also possible to deter-
mine which one among these attack paths an attacker would most likely pursue. The
most likely attacks are the ones that have a high return on investment; the ones that
minimize the cost in time and resources for the attacker goal while maximizing his
gains. The top of the attack tree represents the attacker’s main goal. By walking the
attack tree from the root to the different nodes of the branches, it is possible to ana-
lyze all the different attack scenarios, explore the different attack paths, and validate
the opportunities for an attacker to achieve his goals.

From the defensive perspective, understanding all possible avenues for an attacker
to pursuit allows risk managers to identify the security measures that can be put in
place to prevent these attacks. A very simple example is the condition of a vulnerabil-
ity exploit necessary to pursue a certain attack path. Remediating that vulnerability
will represent a lost opportunity for an attacker and will stop his attack at that node of
the attack tree where the condition of the vulnerability is necessary to move further
toward the attacker’s goal.

The first step in analyzing an attack tree is to qualify what the possible goals of
an attacker are. There are different types of attackers or threat agents, and each threat
agent might have one or more goals to achieve by attacking the asset, application
data, and application functions.

It is important to identify first and foremost which threat agents’ goals would make
them most likely to target the application. These agents pose the greatest risk to the
application. If the goal of a threat agent is to commit fraud with credit card data,
for example, one option for the threat agent is to attack either the credit card holder
or a website that gives the credit card holder access to credit data information and
transactions, such as requesting a credit card balance, linking the credit card to a bank
account, and transferring money from that bank account to pay off the credit card.

Since attacking the credit card holder is much less expensive for an attacker than
trying to attack the credit card web application, he will attack him first. An easy social
engineering attacks directed toward a credit card holder is to use phishing e-mails with
malicious links or malicious e-mail attachments that install malware on the credit card
holder’s PC to capture any website credentials with a key logger. Besides phishing, the
attacker might try to use tools that exploit vulnerable web servers to install malicious
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Vulnerabilities in authorization controls, for example, can be exploited by an
attacker to elevate privileges through session hijacking. The threat model can
visualize the several trust boundaries that can be bypassed or broken to gain access
privileges to the application components and data assets.

For a threat model to be effective, all potential attack scenarios and attacker goals
must be considered. Depending on the data and functional assets of the application,
this will include any data assets, such as the customer’s sensitive and confidential
data, the user credentials, and the business functions-services offered to the customers
through the application.

By identifying potential vulnerabilities in security controls and mapping these to
the threat agents, attack vectors, and malware tools that can be used against the appli-
cation, it is possible to determine the risk posed by the application vulnerabilities
and prioritize them for remediation based on the risk that they pose. At this point of
the threat analysis, a threat model can be used in conjunction with other vulnerabil-
ity assessments, such as penetration testing and source code analysis, to assess the
likelthood and business impact that exploiting these vulnerabilities might cause.

Identifying all possible threats and vulnerability scenarios can be a daunting task
for a threat analyst, since in the real attack scenario an attacker might try a combina-
tion of several attacks that exploit all possible vulnerabilities in the application. From
a defensive perspective, it is more important to focus on the most critical threats, such
as the ones that are most likely to be realized and cause the most business impact.

In the case of attackers targeting a web application, for example, it is important
to focus on characterizing the main threats and how these threats can be realized by
the different attack vectors by exploiting vulnerabilities. An example of attacks and
possible vulnerability exploits is provided in Table 2.5.

Mapping threat agents to attacks and attacks to vulnerabilities that these threat
agents can exploit allows a threat analyst to get a better understanding of how potential
threats to the application and the data can be realized through exploiting application
vulnerabilities as well as weaknesses in security measures and controls at the high
level.

Another factor to consider in attack analysis is identifying the attack surface. The
attack surface represents the extent to which a target is exposed to potential attacks,
such as through different entry points, either internal or external. An application that
can be accessed through different interfaces, both web and mobile, has a larger attack
surface than a web-only access.

Entry points and access levels are also important factors to consider. The data entry
points identified with a data flow diagram and document on the level of authentica-
tion and authorization required to access the data for different users is a very critical
factor to determine the exposure of a given application to attacks. Entry points can
also be qualified as high risk when they are exposed to external users whose access
to the application is allowed from both visitors and customers from untrusted client
browsers and desktops. Entry points are considered medium risk when they are only
accessible to internal users whose client browsers and desktops can be trusted, since
they are subjected to more restrictive security controls such as patching, event moni-
toring, intrusion detection, and prevention systems.
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access to application assets represents an opportunity for exploit and could lead to a
negative impact for the organization whose responsibility is to protect that data. It
is important to look at each opportunity an attacker has to attack the application as
a potential risk. The mitigation of the impact of this risk consists of removing the
opportunity by protecting that application functionality and the data with a security
control, removing the vulnerability, removing the functionality and the data, or mak-
ing it difficult and expensive for an attacker to attack the application and the data by
strengthening the security controls around it (e.g. adding MFA).

It is important to analyze the different layers of defense in an application and
to analyze the different data interfaces and user interfaces and the possibility that
these might be attacked by a threat agent. Assuming, for example, that an external
threat agent’s goal is to gather confidential data stored in an application database, he
will consider different possible attacks. If the application is found to be vulnerable
to SQL injection, the attacker would try to exploit this vulnerability first. If it does
not appear that an application can be attacked pre-authentication with SQL injection
vulnerabilities, the attacker will try to exploit other vulnerabilities, such as XSS to
run scripts on the browser and steal user session cookies as well as run key loggers
and proxies to entice the use to accept spoofed SSL certificates to spoof the channel
with MiTM attacks.

The likelihood of the attack’s success to exploit post-authentication vulnerabil-
ities is usually much lower than pre-authentication. Nevertheless, there are other
vulnerabilities that can exploited by attacking the client directly, such as browser vul-
nerabilities and social engineering attacks such as orchestrated phishing campaigns
whose objective is to infect the client host and steal web application credentials to
log into the application. Since multiple application layers can be attacked by a threat
agent, data asset protection from potential impacts ought to employ multiple layers
of protection according to “defense in depth™ principles.

A threat modeling exercise that visualizes the different layers of the application
architecture by decomposing it to architectural tiers that include front end interfaces,
middle tier web servers, application servers, and backend tiers that include the data
assets stored in databases and main frames, allows the threat modeler to validate if
defense in depth principles are followed when designing the application architecture.
After trust boundaries are identified and authentication and nonrepudiation controls
are assessed at each tier of the application architecture, the next step in the threat
analysis is to determine how the other components of the architecture, such as the data
connectivity among servers and the processes themselves, are exposed to potential
threats. The simplest way to look at threats impacting data flows and processes is
to consider threats that impact data and process security attributes, such as the data
confidentiality, integrity, and availability.

Once the likelihood and impact to the confidentiality, integrity, and availability of
the data are evaluated, it is possible to qualify the risk as a factor of probability and
impact. The evaluation depends on the technical risk model used to calculate the risk.
One technical risk model that can be used to rank the technical risk of vulnerabilities
is the industry standard MITRE CVSS model. This model makes it possible to rank
the risks of vulnerabilities by assessing several intrinsic and nonintrinsic factors (e.g.
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change of risk over time or environment factors); the basic factors of exploitability
and impact.

According to CVSS, the intrinsic risk of vulnerability can be assessed for the fol-
lowing factors of exploitability:

e The vulnerability could be exploited remotely.
e Any pre-authentication condition required to attack.
e The complexity of the attack to exploit the vulnerability.

The following factors can be used to assess the impact of a given vulnerability:

e Exposure to confidential data.
e Possibility of damaging the data integrity.
e Possibility of impacting the data availability.

Analyzing the application architecture and exposure of the architectural com-
ponents to potential threats can also be used to determine the CVSS factors of
exploitability (likelihood) and impact and rate any vulnerability that is identified in
a threat model. The information captured in a threat model, for example, can help
determine whether vulnerabilities in an application are exposed to attack from a
remote threat agent and if this threat agent has access to the vulnerabilities pre- or
post-authentication.

The impact of the vulnerability can also be assessed by identifying any exposure
of the confidentiality, integrity, and availability of the data due to presence of the
vulnerability. For example, with a threat model that includes a data flow analysis, it is
possible to analyze the flow of data from a threat agent attacking an external interface
to the data storage component that can be impacted. If the data storage element stores
confidential data, the vulnerability might have an impact on the data confidentiality
and integrity.

By analyzing the data flow, it is also possible to determine if the vulnerability
exposes the confidentiality and integrity of the data in transit. For example, assume
that sensitive data can be transmitted between the user’s browser and the web server.
If the data is not protected with encryption during transmission, data confidentiality
and integrity is exposed to spoofing, tampering, and information disclosure threats
by a remote agent. Furthermore, if the connectivity between the web server and the
application server is not authenticated and protected, attacks against authentication
data might be exposed to repudiation threats post-authentication.

In case a vulnerability is found post-authentication, the probability of a threat agent
exploiting it is diminished because the threat agent has to exploit weaknesses in the
authentication first in order to gain access to the vulnerability and trying to exploit
it. In the absence of a pre-authentication vulnerability, it is more difficult but not
impossible for the threat agent to exploit it.

The easier attack for the threat agent at this point would be to try social engineering
user to select a malicious link or malicious attachment in an e-mail whose end result
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would install malware on the client, such as a key logger to capture online credentials.
Since the application users are among the weakest links in any security control, the
threat agent would likely attack them first. This type of attack would also be facilitated
by vulnerabilities that can be used to attack the client, such as XSS, XFS, and CSRF.

The least likely attack, but not as difficult, would be brute forcing the password
to access a web application. In any case, the presence of another vulnerability
that can be exploited pre-authentication would increase the probability of any
post-authentication vulnerability. For example, a post-authentication SQL injec-
tion vulnerability can be rated as a MEDIUM risk when it is only exploitable
post-authentication. However, in the presence of vulnerabilities that have collateral
damage, such as weak authentication, the exploitability risk of a post-authentication
vulnerability, such as SQL injection, should be increased from MEDIUM to HIGH.
Examples of weak authentication vulnerabilities include using weak passwords
policies (length of the password is too short or the format is nonalphanumeric),
laws in the design of the authentication such as no rules to lock the user account
for failed login attempts, too informative error messages when validating usernames
and passwords, and usernames cached in memory and cookies or temporary files.

A threat model can also provide information to rate the complexity of an attack and
help quantify the attack complexity risk factor. Typically, attack complexity analysis
is best conducted using attack trees. Through attack tree analysis, it is possible to
analyze the different avenues of attacks and exploits of vulnerabilities and also when
an attack might be easy to exploit, such as when vulnerabilities are known and the
type of tools and knowledge of the attack techniques are not difficult to obtain.

Using the CVSS model to determine the risk severity of the vulnerability, it is
possible to assess the technical impact that vulnerabilities might cause to the confi-
dentiality, integrity and availability of the data. The information provided by a threat
model helps assess the factors of probability, such as exposure of the vulnerability
to a threat agent, and impact: whether the vulnerability might be exploited to impact
a data asset whose confidentiality, integrity, and availability need to be protected.
Furthermore, when the technical risks due to vulnerabilities are qualified as HIGH,
MEDIUM, and LOW risks, the next step is to associate the potential business impacts
of such vulnerability exploits. A standard methodology to quantify the business risks
is the quantitative risk analysis. This analysis calculates the value of the asset that
can be lost in a single event, such as a security incident, whose cause is the exploit
of a vulnerability factored by the frequency of this security incident measures on the
yearly basis.

Based on an exploited vulnerability’s economic impact to the organization, it is
possible to make informed risk decisions, whether to accept the risk, mitigate the risk
by applying a countermeasure, or transfer the risk to an external entity. Since the risk
of the vulnerability exploit is monetized, it is possible to make decisions on whether
to mitigate the risks by factoring the cost of the security measures and the potential
economic impacts in case the vulnerability could be exploited. An investment in secu-
rity measures, such as the remediation costs for fixing the vulnerability, is justifiable
when the cost of the security measures is a fraction of the costs that the business will
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incur if the vulnerability were exploited. That cost is calculated based on quantitative
risk analysis.

It is common sense, for example, not to spend on security measures per year to
mitigate the vulnerability more than the possible cconomic loss that the vulnerability
is estimated to produce in a given year. The challenge of this approach is not how
much to spend, but (o produce a reliable estimate of how much the organization should
value an asset in case an incident causes the loss of the asset. The value of the asset
needs to be estimated by considering both direct costs and indirect costs that are
difficult to estimate. Direct costs associated with an asset either lost or compromised
in a security incident vary. Typically, security incident direct costs include the cost for
responding to and recovering from the security incident (incident response costs), the
costs for fixing the vulnerability that caused the incident, and the costs for replacing
the asset that is lost (account numbers). Indirect costs are associated with tangible
expenses, such as legal costs in case third parties take legal actions because of the
incident, regulatory fines and audit costs, loss of future revenues due to loss of existing
customers, clients, and investors as they react to the incident, as well as intangible
loss, such as company reputation. In case the security measures cost too much, the
business could consider transferring the risk to a third party that is willing to provide
service based on taking a liability of a potential loss as well as by signing cyber
insurance with a legal entity willing to insure the organization for the potential losses.
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