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Introduction

The process of threat modeling is not new. In truth, the concept of threat mod-
eling did not originate in any book. The threat modeling methodclogy pre-
sented here and elsewhere is 4 process thart attackers, security researchers, and
others tend to follow inadvertently and have followed for some time. This is the
strength of the approach this book advocates: it models the thought processes
of an adversary who is attempting to achieve a set of goals with respect to a
defined system.

A system can be attacked only if it has entry points—that is, transition
points between the system in question and other systems that data or com-
mands traverse. Furthermore, an adversary will attack a system only if that sys-
tem has one or more assets of value. Based on these two ideas, threat modeling
seeks to enumerate the goals an adversary has when attacking a system, inves-
tigate those goals for mitigation, and remedy them. In doing so, development
teams begin creating a security specification for a system.

The term threat denotes an adversary’s goal. Other texts might use this
term to describe the adversary himself. Or they might use the term to describe
the capability of an adversary to attack a system. In this book, however, threats
refer to goals, and the sum of all goals for a system is considered the system’s
threat profile. In addition, the term vulnerability denotes a set of conditions that
must occur or be true for a threat to be realized. This fits quite well with using
threat trees to investigate threats to a system.

More Info Chapter 2 presents a more thorough list of the key threat
madeling terms used in this book.

The Threat Modeling Process

This book presents a process that is certainly more formalized than what most
atiackers adhere to. Attackers do not take the time to enumerate all system
assets, nor do they collect all the background information this book recom-
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xl  Inoduction

mends. At the same time, the process could be even more formal than
described in this book. The goal of this book is to describe a thought process,
or methodology, that can be applied to any development environment—from
the most casual to the most rigorous.

This book does not prescribe the use of Unified Modeling Language

(UML) or any other formalized modeling as part of its methodology for a couple
of reasons:

B Not all development environments are the same, and not all devei-
opers use or are familiar with UML. The same is true for other mod-
eling techniques. Instead of limiting the methodology to specific
technologies, this book presents a process that can be integrated into
any environment.

B This methodology is intended to be customized; however, develop-
ment teams need to adhere to its principles. Could development
teams rewrite the process using UML? Certainly. Teams could also
express the process in terms of other standards. For example, in
Chapter 4, even the preferred data flow model—darta flow diagrams
(DFDs)—is interchangeable with other techniques.

Who Should Read This Book?

A number of members of project development teams can benefit from the
methodology presented in this book:

B  Security process managers (SPMs) The most important audi-
ence for this book is comprised of the SPMs of a development
project. An SPM has the responsibility of applying the threat model-
ing methodology to the development environment. In addition, the
SPM must drive the application security life cycle, educating other
team members about the security process.

B Program managers These managers must “own” individual threat
model documents and efforts, ensuring that they are scheduled and
completed effectively for the system to benefit from them.

B Architects and developers Solution architects and developers
will use the information in this book to guide them through the pro-
cess of developing and understanding threats to the system so that
they can create secure systems.
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Introduction

Software testers Testers, who play an important role in threat
modeling, provide a critical eye to analyzing the security of the sys-
tem, Testers must verify or disprove the security of the system, and
they participate in threat models, reviews, and penetration tests.

What Will Development Teams Gain from This Book?

This book is not intended to be a list of common threats and vulnerabilities.
Rather, it describes the process of threat modeling so that development teams
can apply what they have learned to creating more secure systems, Every devel-
opment environment has unique properties and characteristics. Teams reading
this book are encouraged to customize the threat modeling methodology to suit
their particular environments,
After reading this book, members of the development team will be able to:

Understand the adversary’s view of a system and how it differs from
an architect's or developer’s view

Describe the threat profile for a system by using the data flow
approach

Find weaknesses in system architecture and implementation by using
investigation techniques, such as threat trees and threat model-
directed code reviews

Provide a more credible characterization of the security of a system
that has been threat modeled

Use threat modeling to verify the security of and increase the resil-
ience of software systems

Xiii

Development team members who want to skim this book for an overview
should look at Chapter 2, which describes the overall threat modeling process.
Chapters 3 and 5 will also be valuable to those looking for shortcuts because
they describe entry points, assets, and the threat profile. Chapter 4 describes
bounding the threat model discussion. The rest of the chapters, which flesh out
the threat modeling process, will be most important for a project’s security pro-
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