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stage 4: Risk Analysis
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1f we had our hgnds tied behind our backs (we don’t) and could d i

software security—threat modeling, better security code revi 0 l<;nly one thing to improve
would do t i eviews, or better security testing—w
sl th(;e:trea[ ;Il?_dehng every day of the week. The reason is simple: whenu:eri)erSr::g 3
desiy‘n s n};of eling OCC'UTS earl)f in the project lifecycle and can be used to find secuntc i
: g es 19- ore code-: is committed. This can lead to significant cost savings because g
ol i:e resolved early in the development lifecycle. Derived from numerous studies and
researc ‘sources, Table 9-1—from Steve McConnell's Code Complete (McConnell 2004)—show
the relative cost of fixing defects in code. ’

Table 9-1 Relative Cost of Removing Software Defects

Defects Defects Defects Def
ects
Defect Foupd Found Found Defects Found
Introductnon During During During Found After
Point Requirements Architecture  Construction During Test _ Release
Requirements 1 3 5-10 10 10-100
Architecture None 1 10 15 25-100
Construction None None 1 10 10-25

The idea behind threat modeling is simply to understand the potential security threats to the
system, determine risk, and establish appropriate mitigations. Threat modeling also helps
businesses manage software risk, creates awareness of security dependencies and assump-
tions, and provides the ability to translate technical risk to business impact (and vice versa).

Over the last two years, Microsoft has extensively researched how to improve threat modeling

and has garnered feedback from the Microsoft Trustworthy Computing Academic Advisory
d others in the software and security industries

Board (TCAAB 2003), Microsoft employees, an

and academia.
101
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Part1l: The Security Development Lifecycle Process \

Note The meaning of the word threat is much debated. In this book,
an attacker's objective. To some, the threat is the attacker or adversary,

a threat jg
as the threat agent. These definitions are used in the Common Criteria,

eﬁn
we refer t this ::t‘as
1

The threat-modeling processes documented in Writing Secure Code, Secong Editi

and LeBlanc 2003) and then explained further in Threat Modeling (Swiderskj alon Howa,d
2004) have received some valid criticism; most notably, they require 1o much:d Sn.yder
expertise, and they're subjective (Torr 2005). €Curity

The updated method described in this chapter addresses both these issyes by provi
more streamlined and coherent process. Note that threat modeling is not 4 OViding ,

: A tatic py,

Microsoft, we are constantly learning how make the technique easier, more approashoiessv L
s a

frankly, more beneficial. le, anq

The benefits of threat modeling are numerous. Notably, threat modeling

m  Contributes to the risk management process because threats to software 4

= ; nd infr
ture are risks to the user and environment deploying the software. A5t

Uncovers threats to the system before the system is committed to code.

Revalidates the architecture and design by having the development team 80 over th
design again. .

Forces development staff to look at the design from a different viewpoint—ha of secy

rity and privacy. To understand the most at-risk components, development staff focuses
on components with a high attack probability.

Helps clarify the selection of appropriate countermeasures for the application and
environment.

Contributes to the Attack Surface Reduction (ASR) process for the software. (See
Chapter 7, “Stage 2: Define and Follow Design Best Practices.™)

Helps guide the code review process.

Guides the penetration testing process.

We'll discuss all of these throughout the rest of this chapter. But before we do, we want o
explain something very important about threat models. At Microsoft, we have found thata
good set of threat models is a sign of a “security healthy” team. Good threat models mean the
team has thought through the security and privacy issues in depth. Contrast this with a group
that has poor or incomplete threat models, and this might indicate the team has not spent
enough time thinking through the threats to the system. It does not mean the code is poor

quality; it might very well be rock-solid, but the team still might need help understanding the
threats.

IriusRisk ‘
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‘ DFDs). a list of assets that require protection: threats o the
rfﬂanrmhdbyﬂsk;md.wtbnﬂly.ahsdnmmns.kknmbadgmmdmbrm@

includes the '

8 Usescenarios Deployment configurations and broad customer uses

8 External dependencies Products, components, or services the application or system
relies on

§ Security assumptions Assumptions you make about the security services offered by
other components

8 External security notes Information useful to your product’s end user or administrator
to operate the system securely

We'll explain these subjects in further detail shortly.

AN
# — Note In the “classic’ Microsoft threat-modeling process, internal security information (also
o called internal security notes) can also be tracked. Such tracking is infrequently done, so in the
interests of brevity, we won't discuss internal security notes in this chapter.

Once the threat model is complete, the document should be placed under normal document
control policy. At this point, the threat model is treated like any other specification or design
document, and it should be revisited often and updated as needed.

g Important A threat model should be updated for evolving threats perhaps every six
months, A threat model that is more than a year old is probably woefully out of date because

of ongoing security research. For example, in mid-September 2005, researchers at the Univer-

sity of California, Berkeley, found a way to analyze keyboard clicks to determine in real time

what a user types (UC Berkeley 2005). To some people, this is not a big deal, but to others it

z might very well be a serious system threat. Prior to September 2005, this potential threat was

known
!, un ;
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104 Partll: The Security Development Lifecycle Process \

What to Model

Large software products are composed of smaller modules, and modelin,

The test of this chapt

ng 0

p\CSﬁ

A Sm: X
often more efficient than modeling the entire product. However, this “PP\'Dac\?\\\:;;“Q ey @ The threatm
the system once the system is fully composed. After all, a System can be secyge ata Sty gy o Migatont
but the interaction between two components can cause insecurity if YOUr secury, Cro \evg, —
tions about other components in the system are incorrect. Y assupy, a ‘

A 2 2 a Using 2 \
As a start, consider the trust boundaries of your application, and mode| all the ¢q
inside that trust boundary. Next, look outside the boundaries 1o determine what \‘s“vﬁ\'\tng N ‘
of your application. If the answer is “nothing,” you have successfully boup, ded “\;ta\\y Pan, 1“e -‘h‘ea
your DFD. We'll discuss trust or privilege boundaries shortly. SCope of S
of the elen
Note This chapter uses the example of an e-commerce application nameq Pet Sh
a Vertigo Software created Pet Shop 4.0 for Microsoft Corporation to demonstrate M_“;\;-‘ AQ. 1. Def
NET development best practices (Pet Shop 2006). Osoft 5
% e
Building the Threat Model 4.
A common question we hear is, “Who builds the threat model?” The \hrea\-mode\'mg Droces &
is owned by a person in the design group, for example, an architect, PrOgram manager o “; 6
lyst. The person who has the most security background is probably the most appropriae
choice for this role. Other engineering disciplines such as software development, user ey, -
tion, and testing are also involved to provide important design information byt they do ngy
drive the process; that is left to designers. Threat modeling is part of the design Process
after all.
{ g 1
At a high level, the model-building process follows these steps: 3 1D

B Prepare System designers take the lead in preparing, with input from the development
team, to build the DFDs. The resulting artifact is sent to other team members for TeViRw
before the core threat-modeling analysis process begins.

Analyze Al threats are uncovered through the analysis process and are added (o the
threat model document. At this stage, you include more people in the process. However,
try to keep the number of attendees manageable—if you include more than ten PROpIR,

you'll probably model too much. Also remember that at this stage you should discuss
only threats, not mitigations.

Determine mitigations More of the product team is involved in identifying mingatons. \
This step is performed once the threat model is basically complete. The team consides

the model to determine the appropriate remedies to the threats. No doubt there wil%
feedback from people not involved in the earlier analysis stage, this is W be expected |

IriusRisk
Ex. 1014 - Page 6



| Chapter 9: Stage 4: Risk Analysis 105
The rest of this chapter describes the threat-modeling
ing [opiCSI

m The threat-modeling process

Process in detail. We'll cover the follow-

m Mitigation techniques
m Using a threat model to aid code review
]

Using a threat model to aid testing

The Threat-Modeling Process
Although the high-leyel §teps invo?ved in creating a threat model may seem numerous, man
of the elements require little security expertise and are virtually rote. The steps are as f‘ollow)slz

Define use scenarios.

Gather a list of external dependencies.

Define security assumptions.

Create external security notes.

Create one or more DFDs of the application being modeled.

Determine threat types.

Identify the threats to the system.

Determine risk.

© ® NS v R W N

Plan mitigations.

1. Define Use Scenarios

At this stage of the process, the team needs to determine which key threat scenarios are within
scope. For example, if you create a mobile or small device, you'll probably want to cover the
stolen-device scenario. However, you may determine that the device stores no sensitive data
whatsoever, so the risk associated with a stolen device is low. In this situation, you should
explicitly state the reasoning behind your decision. If you don't, someone years from now is
bound to ask why you did not cover the stolen-device scenario! If you later decide to store sen-

sitive data on the device, you'll need to revisit the model.

You should also consider the insider-threat scenario—should your product protect against
y? I[ so, the threats you need to consider will be quite dif-

attackers who work for your compan
| threat agents. Never lose track of who you

ferent from those that you can expect from externa
are up against.
ted, scenarios such as the type of customer

Also include other common, but not security-rela he :
d solely for administration purposes

you expect to use your software. An application designe

IriusRisk
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106 Part Il: The Security Development Lifecycle Process

(for example, a disk analysis tool) has a different threat profile than 5

Product
W : t
accessed by anonymous users (for example, a Web or e-mail server, hay i

nm‘ln]\'.

@]

2. Gather a List of External Dependencies

Caution Do not confuse use scenarios with UML Use Cases; the termsg sound <
they are not the same. Similar, but

Your application is not self-sufficient: it runs on operating systems and mj
Web server, or high-level application framework. It's important that you
other code your application depends on. For example, the Internet-based pet st

tion, Pet Shop 4.0, might depend on the following: OTe applic,.

ght use 5 da
tab
documeny 5 ‘h: .

m A Web-based client using Microsoft Internet Explorer 6.0 or later and FireFox | 5
Jor
B Microsoft Windows Server 2003 and Solaris 10 servers lae

m On the server only, Microsoft SQL Server 2005 (on Windows Server 2003) anq
10g (on Solaris 10) Oracl

On the server only, Microsoft Message Queue 2.0

Microsoft NET Framework 2.0 and common language runtime 2.0 (server only)

You should also consider the default system-hardening configuration. For example, in h
case of Windows Server 2003, you might require only the default hardened versior; of Lh:

operating system to run. Or perhaps you might need to loosen some of the security setin <in
the system. If you do this, you must inform your users. ;

3. Define Security Assumptions

This is a critically important section because if you make inaccurate security assumptions abou
the environment in which the application resides, your application might be rendered utterly
insecure. For example, if your application stores encryption keys, a design requirement mxgh
be that you rely on the underlying operating system to protect the keys, so the assumptions
that the operating system will protect the keys correctly. Let’s analyze this assumption: in the
case of Microsoft Windows XP and later, this might be true if you store the keys using the dan
protection AP (DPAPI). However, in the case of Linux (as of the 2.6 kernel), there is no such
service, so the assumption is incorrect, and you shouldn't store encryption keys in plaintext
unless you have other viable defenses. For the record, most files holding sensitive dataare
stored in Linux by using a permission that allows access to only the most trusted user, the rodt
account. But this storage option might not be enough; you might want to allow only a speclic
user access to his or her sensitive data, not the administrator and not the root account

But trying to restrict access to only valid users and not administrators is interesting we hat
defined some external security notes about the role of the root account.

IriusRisk
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. Chapter 9: Stage 4: Risk Analysis 107
4, Create External Security Notes

Users and other application designers whe
rity notes to understand your application’s
security when using your application

inter i
S éCl with your product can use external secu-
rity boundaries and how they can maintain

The prior section mentions that sensitive fjles inLi

llows only root t . ¢
thata y oaccess them. This means that root, like the administrator and SYSTEM

counts in Windows, is all-
ac : ll-powerful and can usually read or manipulate any file or setting i
the operating system. Your users should know this y r setting in

nux are often protected by a permission

In some scenarios, this might not be (h :

e case if you are using SEL hi
ndatory access control or, i : g SELinux, which can enforce
i Y ol or, in the case of tampering rather than disclosure, Microsoft Win-

dOWS‘V‘Sta }‘:”[hl “Sj mandatory integrity control might sulffice. These are both examples of
security technologies and dependencies that you assume behave as advertised

As you can see, there is a tight relationship among external security notes, security assump-

nons,.and depem_iencxes. The following Pet Shop example shows how external dependencies,
security assumptions, and external security information might relate

Pet Shop 4.0 External Dependencies

We expect a?ld rely on the following components within the system. You should also outline
specific version numbers.

m Client

0 Clients running Internet Explorer 6.0 or later or FireFox 1.5 or later.

m Servers

QO Windows Server 2003 SP1

o

Microsoft Internet Information Services (11S) 6.0 (Web server computers)

Microsoft ASP.NET 2.0 and .NET Framework 2.0 (Web server computers)

0o O

Microsoft SQL Server 2000, Microsoft SQL Server 2005, or Oracle 10g (database
server computers)

o Windows Server 2003 Terminal Services (all servers)
Microsoft Message Queue 2.0 (Web server computers)

Microsoft Distributed Transaction Coordinator (MSDTC) (all computers)

Pet Shop 4.0 Security Assumptions
Security assumptions are the guarantees you expect from the external dependencies:

B No sensitive data is deliberately persisted on the client, but sensitive data is sent over
SSL/TLS connections, and some browsers might locally cache data sent over these
connections.

IriusRisk
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108 Part Il: The Security Development Lifecycle Process

m  Web service security configuration is held in Web.config files and can be

Pet Shop 4.0 External Security Information

The threat model must explain security-relevant information that end users could employ to
secure their systems or, in some cases, understand the security ramifications of enabling
certain functionality. Here's the list of external security information for our running example |

for non-administrators
The database server holds authentication information.

DPAPI is used on the server (o protect sensitive connection strings and ep
a YPllf)nk
N

The database server adequately protects authentication data by usip,
authorization technology and, potentially, encryption.

11S 6.0 and ASP.NET enforce authentication correctly.

v dalaba& Sery,

) ; m
only by valid administrators. This rule is enforced through operating sysye

m ag
control lists (ACLs). Cesy
The server application setup program correctly configures the ACL for the Wej f

conf
file. i}

Only valid admins administer any server by using Terminal Services or
accessing the server when needed.

3“‘P‘Jlaxgd

PhYSlcal]-/

Only valid admins have physical access to the Web and database servers,

Browsing the Internet, reading e-mail messages, and using peer-to-peer or instan
messaging applications on the servers is expressly prohibited.

Databases are configured to use their native authentication Pprotocols rather than
operating system authentication protocols. For example, SQL Server yses Standarg
authentication and not Windows authentication. This is done for two main Teasons
First, most users are Internet-based users, not Windows users. The second fmon@
performance—native authentication schemes are faster.

The connection information for each database is stored in the application’s Web coniy
file and protected by using the Protected Configuration option, which uses Dpap;

Admins can change any setting in the system, including the Web service.

The only ports open are TCP/3389 (for administration accessible only to other admir
istration computers), TCP/80 (for HTTP traffic accessible from the Internet), TCP/443
(for HTTPS traffic accessible from the Internet), TCP/1433 and TCP/1521 (for database
access that is accessible only by the Web server and by administration computers), and
TCP/3372 (for MSDTC, which is accessible by all computers involved in order-processing

transactions—these are usually just the Web server computers and database server \
computers).

IriusRisk et
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Chapter 9: Stage 4: Risk Analysis 109

etwork diagrar
The n gram in Figure 9-1 shows the port rclalmnshlp among computers in the

application.
Web Server Dgtabase
TCP/1433 ey
’1) TCP/1521
Internet " g i TCP/3372
TCP/80
ol TCP/443
TCP/3389 TCP/3389

Administrator computer
Figure 9-1 Port usage in the Pet Shop 4.0 application.

What Is Modeled and What Do You Depend On?

What follows is a best practice that can help uncover the boundary between something you
control and can threat-model and something you can’t control but depend on, which might
have security assumptions. This will probably be iterative because you need to understand
where to interface with components you don’t control. Let’s say you're building a Web appli-
cation that sits on top of some Web class helper libraries you wrote, which in turn use a frame-
work library, which sits on top of a Web server, which sits on top of a TCP/IP stack, which sits
on top of a network driver, which sits on top of a network card. Figure 9-2 schematically rep-
resents this scenario. When you put a line just below whatever you control, everything above
the line should be in your threat model, and everything below it is something you depend on.

SampleApp Web Service
Threat Model this
SampleCorp
Web Service Library
ASPNET 2.0 .NET Framework 2.0
Depend on this.
IS 6 Are there security
assumptions?
TCP/IP Stack
Network Driver
NIC

Figure 9-2 Drawing the line between what you threat-model and what you depend on.
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5. Create One Of Mo

The Security pevelopment Lifecycie rive==- | | .
re DFDs of the Application Being Modejeq

plication. It's critical that you get this ri
modeling process is wrong. We won',

part II:

ting DFDs for the ap ght becay

explain lht

The next stage is cred f the threat-
‘s W the rest ot the : i

if the DFD 15 V.‘r:rrlegz;l detail here because there is plenty of good literature availp), On the

DFD process n

807, Sauter 2002, Drewry 2005, Ambler 2000, DFD 2006, Yourgop 300
subject (Kozar 1774 ve you a good overview of the process. .
However, wWe

he highest-level DFD is the context diagram, Whléh Sh}? i o Systhlm i developmenl at
Th i gter and the external entities that interact 'wuh the system. The conte)ft diagram helps
.- Cend rstand who interacts with your code. Figure 9-3 PLCSERhE ey diagram
you unde

or PQ[
Shop 4.0.

1 cover enough 10 8

!
: View files and
; logging data

Request

Petshop
Customer
(1.0)

Response

Request

Anonymous
User (2.0)

Figure 9-3 Context diagram for Pet Shop 4.0.
The shapes listed in Table 9-2 are used when building DFDs.
Table 9-2 DFD Element Types

Shape DFD Element Type Description

<double circle>  Complex process (also A logical representation of a process that
called a multiprocess) performs many distinct operations. Examples
include a service or daemon, an assembly, 3
Win32 .exe file that hosts many dynamic-link
libraries (DLLs).

A logical representation of a process that
performs one discrete task. Some DFD refe-
ences use a rounded rectangle to represent
a process.

B

<circle> Process

IriusRisk
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Chapter 9. $
© Mage 4: g
, DFD Element Types Risk Analysig 1

e
V DFD Element Type Descripti
n

V External entity (also OMeone or somett et
Someone or something that drive
S your applica-

le>
Lrectand interactor) tion but th
at your application cannot contrg|
rol,

Example i
S include s
ystem user
_g_vimi ,31‘9 ?}fernal Pfocesse: asynchronoys

——————

R

?ara"el = Data store tF)’:rsistent data storag; STJCP;;S
50::: [;cFngd also include cached informati
v references use an apen-endedlon;
o rectangle to represent a dat
Data flow Means by which data m o
- lesylw ich data moves around tge‘sys}é;rv‘
- g include networking communications
red memory, and function calls :

ﬁ’ﬁ‘a&j‘(j‘étai-’

e H
<arrowed line>

_——es Privilege bounda ' 2 —_on

<dotted line> ry Specific to threat modeling, privilege boundaries

(also trust boundary) delineate data moving fr'og; gwﬂvzl:%?g:o:m;arz
Tusta

vice versfa. Examples are machine-to-machine
boundaries, process boundaries (where, for ex-
ample, a low-privilege user communica'tes with
a high-privilege process), and the line between
kernel-mode and user-mode code.

/"
As you can see in the context diagram in Figure 9-3, one central complex process is the entire

pet Shop 4.0 application itself. The only external entry points are to anonymous users, Pet
Shop customers, and administrators. i

IR
Value of Privilege or Trust Boundaries

ation points in the application that show where data moves

lege. These boundaries can help pinpoint areas in the

lyzed for correctness, but they can also be the site of
senttoa

Trust boundaries are demarc
from lower privilege to higher privi
application where data must be ana
sensitive data leaks. For example, an anonymous user creates a request that is
higher-privilege process for consumption. Because the data moves from low privilege to
2 higher privilege, the request must be vetted for correctness. Any code on a boundary

like this must be human-reviewed for correctness. This is especially true if the trust delta
is large. For example, an a h code running as admin, rooL,

or system constitutes a ver tung
with the same code constitutes a su

nonymous user interacting wit
y large privilege delta, whereas an administrator interac

bstantially lower privilege delta.

rom high to low privilege must not leak sen-

But there is more to this. Because data moving f en
you must analyze the data traveling from the high-privi

and the like do not leak enough toaid an atmckeL_j

sitive, private, or confidential data,
lege process to make sure error messages

re numbered, and each

gure 9-3a
stoadata

bs and possibly noun
form. For some data flows,
his nomenclature is fine

Notice how all the components of the context diagram in Fi

data flow is associated with a verb or verb/noun. Adding ver
flow helps provide context for the tasks you expect the user to per
you can use create, read, update, and delete (CRUD) nomenclature. T

IriusRisk ’
Ex. 1014 - Page 13




112

PartIl: The Security Development Lifecycle Process

describe whal is being manipulated.

for most data flows, but it's not very descriptive because you often need 1o nclude

The next step is to look at the context diagram, drill down into the complex pro
create the next diagram, which is called the level-0 DFD. The context diagram for
has only one complex process: element 4.0. Figure 9-4 shows the \evel-0 DFp
application when you drill inside the Pet Shop 4.0 complex process

«Q
<
)
8
©
=)
3
8
o
—
]
vy
=]

Create, Read,
Update
Web App Config 4.1

Figure 9-4 The level-0 DFD for Pet Shop 4.0.

IriusRisk
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Chapter 9: Stage 4: Risk Analysis 113

As you can see, it's a little more complex when you drill down. You'll also notice one more

complex process in the llcvcl-O DFD: the order-processing process (4.7). We need to drill
Jown into that, too, until there are no complex processes left. In the interests of clarity, we

reduce the number of data flows from the administrator to the various data stores she man-
ages. Figure 9-5 shows the level-1 DFD for order processing,

3.0

Admin

~m -0 0
oo 3 32
0 = 2 ® $ e
®o o L g v
x 0 x o =
g g g g £g
r §t i3
23 G52 58
=) o =
.- ~
®g |~ -
© $ ™ o
= & D < 2 g
 ————— -
<t o 3~ 3=
M S a ()
p (Y]
AT g g
SR £ ‘—j o
x B W X
. e v - 3':
2:) & 30 - = 0
© ] =] 3 £%
o o a2 B m'E‘
v] ‘6 bg o ;,h
P o e 9 EE
3l 88§ 8 |88
al g o B 5™
&6 -

u.c
20
8%
~—~ o o
~o L.E %
oo Q> [ -4
35 B g
€ a O 0o v
w o “U ®
U o D w 2
—
e g > O o o vc
o = @ 88
G" o o =
o 5 w2
E
Q 5‘:
= 9 °E
= o O 0
N % -
T
A ok
S 2 g
-~ y
 — e < 3“
'g v 2 38
< = ° Y,
© - | el
g m

Read

Web app 4.2

e 40.
Figure 9-5 The level-1 DFD for order processing within PetShop

e ————————————
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Partll: The Security Development Lifecycle Process

At this level, we can see that the Pet Shop 4.0 application handles both synchronoys -
chronous requests. Asynchronous orders generally allow [or greater application lhmugha;
In this application, throughput increases by up to 30 percent. In the Pe[. Shop 4.0 aPPhca(pu'
asynchronous orders are not fulfilled immediately; rather, they are fulfilleq by an exlernallon‘
application that is not covered by this threat model.

Note that the numbering system for each of the DFD elements is a hierarchica] doy
tion. Element 4.0 in the original context diagram (Figure 9-3) contains elemen;s 4 | throy
4.9 in the level-0 DFD, and element 4.7 contains elements 4.7.1 through 4.7.19 gh

ed Nota.

Important The original Pet Shop 4.0 application did not include an audit-log facility; we
added it (4.7.9 and 4.7.10) and made a design-change request to the Pet Shop authors,
Programs such as online e-commerce applications need auditing facilities beyond those
offered by the Web server and the database engines because many of the orderin
are lost to the Web and database servers that see only HTTP requests and databa:

9 semantics
€ queries,

6. Determine Threat Types

Microsoft uses a threat taxonomy called STRIDE to identify various threat types. STRIDE con
siders threats from the attacker’s perspective. Another common taxonomy is CIA, described
below, which defines desirable security properties. STRIDE is more complete than Cl4 i that

CIA does not address common security issues today, such as authentication. The properties of
CIA are as follows:

B Confidentiality Ensures that information is not accessed by unauthorized users

B Integrity Ensures that information is not altered by unauthorized users in a way tha s
undetectable by authorized users

B Availability Ensures that principals (users or computers) have appropriate access to
resources

The following sections describe the components of STRIDE.
Spoofing Identity
Spooling threats allow an attacker to pose as something or somebody else, such as another

user pretending to be Bill Gates, a server pretending to be Microsoft.com, or even code posing
as NtdlLdll

Tampering

Tampering threats involve malicious modification of data or code. The data or code being
manipulated could be at rest or ephemeral “on-the-wire” data.

IriusRisk
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Repudiation

An auackef makes a['repudlauon thrgal by denying to have performed an action that other par
ties can neither confirm nor contradict. For example, a user makes a repudiation threat par-
eatw

: e he
he performs an illegal operation in a system that can't trace the prohibited operation n

Non-repudiation is a system’s ability to counter repudiation threats. For example, in a com
mercial system, if a user signs for a purchased item upon receipt, the vendor can I;iler use the

signed receipt as evidence that the user received the item. As you can imagine, non-repudia-
tion is important for e-commerce applications. :

An important caveat you should understand about repudiation is that only humans repudiate
(Ellison 2000). However, computers and software can gather evidence that can be used to
counter the claims of the repudiating party.

Information Disclosure

Information disclosure threats involve the exposure of information to individuals who are not
supposed to have access to it. Examples of this type of threat include a user’s ability to read
a file that she was not granted access to and an intruder’s ability to read data in transit
between computers.

Caution Information disclosure threats, if left unmitigated, can become privacy violations if
the disclosed data is confidential or personally identifiable information (PIl).

Denial of Service

Denial-of-service (DoS) attacks deny or degrade service to valid users—for example, by making
a Web server temporarily unavailable or unusable. You must protect against certain types of
DoS threats simply to improve system availability and reliability.

Elevation of Privilege

Elevation-of-privilege (EoP) threats often occur when a user gains. increa;ed capability, oflcn
as an anonymous user who takes advantage of a coding bug to gain admin or root capablhty.
One of the many examples of this threat is a series of defects in the open-sourccvverilzn-con-
wol software—Concurrent Versions System, or €V S—on Linux (CERT 2003), which led o a
compromise of the kernel source code (Silicon 2003).

because it does not apply only to anonymous

EoPism . d e
ore subtle than as previously describe |
3 : from an anonymous (0 a valid user is an EoP,

or low-trust users. For example, the ability t0 80
asis moving from user to admin.
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. : if a flaw in the Java or NET runtime gr, ,
ist in code; for example, i ‘ Brants a yp;,
EoP l;rea(s :lszre:\lission than normal, that too is an EoP threat. Java Web Start Untrusteg
:[ C(;'c(;trir:)ergvilege Escalation (CVE-2005-1974) is an example of this threat. Likewise, ry,
ppPh

i ile code in a We ' = ‘
;;:e%;’(?allzﬁfa Chrome Ul DOM Property Override Privilege Escalation (CVE-2005-1] 60)

is an example of this kind of EoP, as is the URL Decoding Zone Spoofing Vulnerability iy
Internet Explorer (CVE-2005-0054).

7. Identify Threats to the System

Once the DFD is done, you need to list all the DFD elements (also Qf[en referred to as assers)
because you need to protect these elements from attack. Table 9-3 lists all the elements in the
preceding DFD diagrams. Note that you don'tinclude complex processes; rather, you include
the processes, data stores, and data flows inside the complex process. However, you do model
data flows in and out of a complex process.

Table 9-3 DFD Elements Within the Pet Shop 4.0 Application

b browser with more capability than the code should have s 4, Eop-

DFD Element Type DFD Item Numbers

External Entities Pet Shop customer (1.0)

Anonymous user (2.0)

Administrator (3.0)
Processes Web application (4.2)
User profile (4.5)
Membership (4.6)
Order processor (4.7.1)
Synchronous order processor (4.7.2)
Asynchronous order processor (4.7.3)
Data access component (4.7.4)
Queuing component (4.7.5)
Auditing engine (4.7.9)
Web application configuration data (4.1)
Web pages (4.3)
User profile data (4.8)
Membership data (4.9)
Orders data (4.7.6)
Inventory data 4.7.7)
Asynch orders data (4.7.8)
Audit-log data (4.7.10)

Data Stores

IriusRisk
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Table 9-3 DFD Elements Within the Pet Shop 4.0 Application

"DFD Element Type DFD Item Numbers
Data Flows (partial Anonymous user request (2.0>4.2)
list for brevity)

Anonymous user response (4.2-2.0)

Pet Shop customer request (1.0>4.2)

Pet Shop customer response (4.2->1.0)

Web application reading configuration data (4.1>4.2)
Web pages read by Web application (4.354.2)

Admin creating or updating Web application configuration
data (3.02>4.1)

Admin reading Web application configuration data (4.1->3.0)
Admin creating, updating, or deleting Web pages (3.0->4.3)
Admin reading Web pages (4.3->3.0)

Web application creating or updating an order (4.2>4.7.1)
Web application reading an order (4.7.1->4.2)

Now we have a list of all the DED elements or assets within the application. Note that nearly
all of the data flows are bidirectional. You should think of them as being separate for the
time being,

You can apply a process called reduction to reduce the number of entities you will 'analyze.
In short, if you have two or more DED elements of the same type (for example, tm') or mlore
processes) behind the same trust boundary, you can model the elements as one gnmx, asﬂ ong
as the elements were written in or are using the same technology and are handling sim lzxr '
data. In other words, when you analyze the threats to one of thg elefm;ms, lhatS i:;ee a:‘na(:l sis
applies to the other element also. You can se¢ the blggest benfefu of this pr?hce[her 4 re):i =
reduce data flows, which tend to be numerous. The first conmderau:l)n is “n:e ot
the bidirectional flows. For example, the anonymous uset request and respo . :

4.22.0) can be collapsed because:

B The data flows use the same technology (HTTP over TCP).

i 4.2).
® They share the same process and external entity (2.0 and 4.2)

r direction is public and anonymous.
mer request and response (1.02>4.2

hat the data flows carry authentication informauor\;,/tcl;o,
7 der information. You can also reduce the We
o ication configuration data

ulating order information

B The data content in eithe

- custo
The same reduction process applies 0 2 Pet Shop

and 4.2->1.0). The only differenceist k
and the user can place orders and look u |

3), Web app
Pages used for configuration (4.3 3.0 ?nd, 3l0_>4dir3g i
(4.193.0 and 3.0>4.1), and Web application rea

(425471 and 4.7.194.2). G B
: sses, 4.7. b
The synchronous and asynchronous order-processing proce e same trust boundary,

ithin
ata t es, are w
reduced because they handle exactly the same data typ

L ——————
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and are written in the same language (C#). The same applies to the data-access (4.74) ang
queuing (4.7.5) components and the orders (4.7.6) and asynchronous orders (4.7.8) dar o

So now, after reduction, the abbreviated list of DFD elements looks like that in Table 9.4

Table 9-4 Reduced DFD Elements Within Pet Shop 4.0
DFD Element Type DFD Item Number
External Entities Pet Shop customer (1.0)
Anonymous user (2.0)
Administrator (3.0)
Processes Web application (4.2)
User profile (4.5)
Membership (4.6)
Order processor (4.7.1)
Sync/Async order processors (4.7.2 and 4.7.3)

Data-access or queuing components (4.7.4 and 4.7.5)
Auditing engine (4.7.9)

Data Stores Web application configuration data (4.1)
Web pages (4.3)
Use profile data (4.8)
Membership data (4.9)
Order and async orders data (4.7.6 and 4.7.8)
Inventory data 4.7.7)
Audit-log data (4.7.10)

Data Flows (partial list)y ~ Web application reading configuration data (4.1>4.2)
Web pages read by Web application (4.324.2)
Anonymous user request/response (2.04.22.0)
Pet Shop customer request/response (1.0>4.2-1.0)

Admin reading, creatin , updati s nfiquration dat2
(3.094.153) 9. updating Web application config

Admin reading, creating, updating, deleting Web pages (3.0243230
Web application reading, creating, updating an order (4.2-)£’-_1_'2ﬂ

@ ::::s. s\/\‘/)zlf':zve: Ireadx defined STR]DE, but to save you time, here's what the acronym
- 5P 9. tampering, repudiation, information disclosure, DoS, and EoP. Remembe"

STRIDE looks at threats from an attacker's perspective

nts 0

) i :
lhr;c“es:l:)e h[zl”of I?FD elemems' IS complete, you can apply STRIDE to each of the eleme
e e R i o RO R it e DTS T e types in Table %
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Table 9-5 Mapping STRIDE to DFD Element Types

ED Element Type S T - ' = :
External Entity X X

Data Flow X x -

Data Store X + X -

Process X X X X x -

In essence, everything in the DFD is subject to attack, and the nature of the potential attack

is determined by the DFD element type. For example, a data flow is subject to tampering
information disclosure, and DoS attacks. .

Note Most, but not all, DoS attacks against data stores and data flows are against a process
at one end of the data flow or the process serving the data store.

Note the dagger mark (1) at the intersection of the data store row and the repudiation column.
If the data store contains logging or audit data, repudiation is a potential threat because if the
data is maliciously manipulated in any way, an attacker could cover his or her tracks, ora
criminal could renege on a transaction. Of all the data stores in the DFDs, only one, the audit
data store (4.7.10), is of concern from a repudiation perspective. The audit data store is
important because it holds process-ordering audit information such as the following:

B Transaction date and time

® Pet Shop customer ID

B Pet Shop customer IP address
|

Order transaction 1D

The order transaction 1D can then be used to cross-reference with the actual order in the
ordering system.

The term spoofing is often misused in the context of security; many spogfing Lhrgats are m fact
tampering threats. Replacing a file with a bogus file or changing bytes ina ﬁlg is [amperull(g‘
Areal example of process spoofing would be spoofing a Web server. Ordinarily, .the attacker
does not have direct access to the Web server software serving Web pages for say, M:aoso ft.com,
but the attacker might be able to spoof the site, perhaps using cache or Domain I\gme hSrystem
(DNS) poisoning. However, one could argue that these attacks are really tan:ipe)r?ﬁ [se:::t '
against a data store (the user’s cache, a proxy’s cache, or the DNS §erver recor. s. 5 Oi = y
of the appropriate caches and servers could be treated as a secu'nty agss;ng:gpyand e
assuming that all the appropriate caches and infrastructure servers (DNS, ]

are performing correctly.

: id domain name, such
Avariant of spoofing is typosquatting, in which an g C:ale; anvcihj vc\i/eb page that looks
as MicrosOft.com (note the zero instead of the letter 0) and then bu

. ol - k.
like valid Microsoft content. This is a very low-tech attac

e ———————————————
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i i ight in fact be a security assum
times a perceived threat migi
meor:;: ass;r::fed Webpsite could manifest itself as a corrupted or tamp
or example,
file on a user’s computer.

ption violatign
ered-with hoﬂs

In Table 9-6, we combine the list of DFD elements with the STRIDE mappings to arrie ofehe
of threats to‘ the system being modeled. To do this, we gather the elements from Tab, 94
and then determine the threats to which each is susceptible by using Table 9-5,

Table 9-6 Determining Threats for DFD Elements Within Pet Shop 4.0

DFD Element Type Threat Types (STRIDE) DFD Item Numbers \'
External entities SR (1.0), (2.0), (3.0

STRIDE (4.2), (4.5), (4.6), (4.7.1), (4.7.2 and
g 4.7.3), (474 and 4.7.5), (4.7.9)
Data stores T(R)ID (4.1),(4.3),(4.8),(4.9), (4.7.6 and 4.78),

(4.7.7), (4.7.10 repudiation)

Data flows (partial list TID (4.124.2), (43>4.2), (20242520,
for brevity)

(1.0>4.2->1.0), 3.0>4.1>30),
(3.0>4.3-3.0), (42471542

Notice the parentheses around the letter R in the data stores row: a data store might be subject
to repudiation threats if the data held in the store is logging or auditing data. In our Pet Shop
example, data store 4.7.10 is subject to repudiation threats because it stores auditing data.

Table 9-7 gives us a complete list of

potential threats to the system by showing the information
from Table 9-6 a different way.

Table 9-7 Threats to the System

Threat Type (STRIDE) DFD Item Numbers

Spoofing External entities: (1.0), (2.0), 3.0)
Processes: (4.2), (4.5), (4.6), (4.7.1), (4.7.2 and 4.7.3), (474 and
47.5), (4.7.9)

Tampering Processes: (4.2), (4.5), (4.6), (4.7.1), (4.7.2 and 4.7.3), (4.7.4 and
47.5), (4.7.9)

Data stores: (4.1), (4.3), (4.8), (4.9), (4.7.6 and 4.7.8), (4.7.7), (47:10)

Data flows: (4.154.2), (4.394.2), 2.04.2520), (10242210

(3.0>4.1530), (3.024.3530), (4.2>4.7.1>4.2)

External entities: (1.0), (2.0), (3.0)

Data flow: (4.7.10)

Processes: (4.2
9)

Repudiation

Information disclosure

). (4.5), (46), (4.7.1), (4.7.2 and 47.3), (474 and
47.5), (a7.

10)
Datastores: (4.1), (4.3), (4.8), (4.9), (4.7.6 and 4.7.8), 47.7). (47

10)
Data flows: (4.194.2), (4354.2), (20542520), (102422
(304.1330), (3.054333.0) (4.24.7.1>4.2)
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sable 97 Threats to the System

@STR\DE) DFD Item Numbers
DoS Processes: (4.2), (45), (4.
475), (479 ) (46).(47.1), 472 and 473), (474 and

Datastores:(4.1),(43), (48), (49), (47.6 and 478),(41.7),(4.7.10)

Data flows: (4.194 2), (43>
(41942), (43342), 20942520 (1
(30941930), 30943330) (42-)4.7.1-)4.;')( i

EoP Processes: (4.2), (4.5), (4.6
475),(479) ) (46),(47.1), (47.2and 47.3), (47.4 and

—

Now that we have this list, it's time 10 look at the potential risk of each threat

3 Determine Risk

Historically, security specialists have used numeric calculations to determine risk. The prob-

lem with using numbers is they can be very subjective. For example, Microsoft often used
DREAD ratings (Damage potential, Reproducibility, Exploitability, Affected users, Discover-
ability) o calculate risk, and sometimes people used a calculation like this one:

Risk = Chance of Attack x Damage Potential

Simply put, the problem is determining the chance of attack. You can't predict the future, so you
have no idea, other than a guess, what the chance of attack really is. We're not saying security
risk calculation using numbers is useless—it's not-but it's very hard to be consistent and accu-
rate (especially as team members move around), so use numeric calculations with caution.

Microsoft has created a bug bar that defines the characteristics of a threat and, thereby, the
level of risk. Rather than use numbers, the risk rankings are derived in part from the Microsoft
Security Response Center (MSRC) security bulletin rankings. We will use the term “risk level”
10 indicate overall risk: risk level 1 is highest and risk level 4 is the lowest. The characteristics
of a threat include:

\ m Server application (for example, an e-mail server) versus client application (for example,
a word processor).
m Local versus remote accessibility.
| Accessibility to anonymous Versus authenticated users.
® Accessibility to authenticated users versus administrators.
', ®  On by default versus off by default.

! B The degree of user interaction required.
i ; - is personally identifi-
\ ® In the case of an information disclosure threat, whether the datais p y
able information (P11) or is sensitive data.

s i ice or is
\ W In the case of a DoS attack, whether the application cantimues SEVIce
tional once an attack stops.

nonfunc-

.
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illustrate an abbreviated set of trees outlining the core elemenys
t Lifecycle (SDL) bug bar document.

Spoofing

Figures 9-6 through 9-10
the Security Developmen

Client

Server

[ | Ee |

Present bogus

Pose as specific

Pose as random

Present bogus

iy e relied-upon trust e Present bogus
principal when | | principal when decision Ul | [ " ?::;,‘,’:,;’,', Ul to aide other
using :eCUI"tY el :gzglmy used in common | |“*¢ 2 cl i attacks
protoco pro scenarios Risk level 4
: i Risk level 3
Risk level 2 Risk level 3 Risk level 2

Figure 9-6 Spoofing threats risk ranking.

I .

Server

Permanent

Temporary Permanent Temporary
Modification Modification l\;pﬁifcat:ozn [Modicasian
isk leve Risk level 4
s )
Common or Common or
1 Def:::ult Scenario — Default Scenario
Risk level 2 ) Bl Risk level 3 )
g TR, 4 )
- Spec.iﬂc Scenario Specific Scenario
Risk level 3 Risk level 4
NN J G J

Figure 9-7  Tampering threats risk ranking.

In Figure 9-8, target means the ability to disclose selected dat

: eted
attack is one that perhaps yields random heap data. b
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Information
Disclosure

¢

Untargetedq

Targete ( Targeted Untargeted

‘ ’ j il L g ] [ Risk level 4
Read any data W Phone Home |

FJ—W

Risk level 2 —  With no opt-in
S8 L Risk level 2 i)
Read from known W ( : )
Locations Pr'lvate Data
Risk level 3 f Risk level 2
e i)

Private Data | | | Read from OS W
Risk level 2 | Risk level 2
Figure 9-8 Information disclosure threats risk ranking.
Denial of
Service
Client

Server

o

Eermantgnt permanent DoS Temg:srary
thenticated orruption Risk level 3 :
Anshyinolis A Risk level 2 Risk level 4

Permanent DoS w
Risk level 2

Temporary DoS 1
with amplification
Risk level 2

Temporary DoS Authenticated
Risk level 3 Risk level 2
et

Figure 9-9 DoS threats risk ranking.

e ————— e
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lification means the attack leads to an increase in denie Service

In Figure 9-9, with amp ' 5 .
g d computer begins to attack all computers on the subner, g i 2

For example, an attacke
TCP/IP smurf attack.

Elevation of
Privilege

0 [ ]

( Local :
L Local J RemoteJ [Risk level 2 ] - ,

By f 3 No User
Authenticated | | | Anonymouse 1 Interaction
Risk level 2 Risk level 1 | Risk level 1
J -
() [ )
Authenticated = User Interaction
| Risk level 2 Risk level 2

Figure 9-10 EoP threats risk ranking.

Note that there are no risk rankings for repudiation threats. The threats remain unranked for
various reasons—most notably because Microsoft has issued no security bulletins relating to
repudiation. In general, the feeling is that any such errors follow the tampering risk rankings.

By the end of the risk-identification stage, you should have ranked your threats by risk, from
high to low. Obviously, you should address the highest-risk items first. Risk level 1 or 2 threats
must always be remedied during the development phase. Risk level 3 threats should be fixed

before the product becomes a release candidate, and risk level 4 threats should be fixed if
time permits.

9. Plan Mitigations

Often referred to as countermeasures

or defenses, mitigations reduce or eliminate the risk of
a threat. You have only a small set of

mitigation strategies available to you:
Do nothing,

Remove the feature.
Turn off the feature.

Warn the user.

Counter the threat with technology.
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. ) K at each option in etail.
denied service o o

*subnet, as i, the po Nothing

or Jow-Tisk threats, doing nothing could be a valid strategy. However, you might find i
Wonhwhilc to update your external-security notes to reflect such 1hrea;g; ight find it

gemove the Feature

Removing @ feature is the only way to reduce the risk to zero. We have done this numerous
imes at Microsoft when threat models indicate that the risk is too great or the mitigations are
untenable. In those cases, the best course of action is to not build the feature in the first place
Obviously, this is a balancing act between user features and potential security risks :

Turn Off the Feature

7 Turning off a feature is less drastic than removing a feature and should be used only to
reduce risk further. Building a threat-ridden feature and then simply turning it off by
default is unacceptable. Consider this only as a defense-in-depth strategy.

Warn the User

For some threats, you should warn the user. However, be aware that most users, especially
non-technical users, make poor trust decisions. Beware of threat models that are rife with
user-warning mitigations.

for g mitig;

¢ Counter the Threat with Technology

most common mitigation strategy. Use a technology

Countering threats with technology is the
Ive specific issues. To determine what mitigations to

such as authentication or encryption to so

use, consider threat types. Table 9-8 outlines high-level mitigation strategies by threat type.
Table 9-8 Mitigation Techniques Based on STRIDE Threat Type
Threat Type Mitigation Technique
Spoofing Authentication
Tampering Integrity
Repudiation Non-repudiation services
Information disclosure Confidentiality
DoS Availability
EoP Authorization

For each of the mitigation techniques, you can us¢ one or more technologies. Table 9-9 gives

some examples.
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Table 9-9 Mitigation Technologies

cess

Mitigation Technique

Mitigation Technology

Authentication

Authenticate principals:

Basic authentication

Digest authentication

Cookie authentication

Windows authentication (NTLM)

Kerberos authentication

PKI systems such as SSL/TLS and certificates
IPSec

Digitally signed packets

Authenticate code or data:

Digital signatures
Message authentication codes
Hashes

Integrity

Windows Vista Mandatory Integrity Controls
ACLs

Digital signatures

Message authentication codes

Non-repudiation services

Strong authentication
Secure auditing and logging
Digital signatures

Secure time-stamps

Trusted third parties

Confidentiality

ACLs
Encryption

Availability

ACLs

Filtering
Quota
Authorization

Authorization

ACLs

Group or role membership
Privilege ownership
Permissions

igation is beyond the scope of this book, but muc

A complete list of mitigation mechanisms and best practices for choosing the appropriate M

h literature on the topic exists (Viega and

McGraw 2001, Ferguson and Schneier 2003, Howard and LeBlanc 2003).
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The next step in countering threats is 1o take all (he threat

mitigation techniques, and then determine an appropria

127

S fro'm the threat model, look up the
. te mitigation technology.
Table 9-10 provides a list of some “interesting” assets fro
m the Pet Shop 4.0 exam
; ple. The list

is highly abbreviated and is intended only to gi _
" deling process give an example of the final stages of the threat-

Table 9-10 Abbreviated List of Interesting Threats to Pet Shop 4.0

I
Threat T
Example Asset Asset Type Su Bility Example Threat
sceptibil '

m_)l,o) Data flow from Pet Shop user TID — -

to Web application and back I
47.10 Audit log data store T(R)ID i
271 Order processor process TRIDE STRIDE

Now let’s look at the potential mitigations.

(1.0>4.2>1.0) Data Flow from Pet Shop User to Web Application
and Back

Data flows are subject to tampering, information disclosure, and DoS attacks. We'll focus on
the information disclosure threat because the data flow from the Pet Shop user to the Web
application and back could contain potentially sensitive data such as the user name and pass-

word and credit card information. The mitigation technique for such threats is confidentiality,
and in this case, we can use SSL/TLS because

m High-level protocols are always a preferred way to mitigate threats because they are well
proven and easy to implement.

B SSL/TLS solves the confidentiality problem through encryption.
B SSL/TLS solves the tampering threat by using Message Authentication Codes (MACs).

B SSL/TLS solves the spoofing threat to the Web application (4.2) by providing authent-
cation services.

(4.7.10) Audit Log Data Store

Data stores are subject to tampering, information disclosure, Dos, and, potentially, repudia-
tion attacks. In this audit log example, we're going to look at the tampering threat because this
could lead to repudiation issues. 1f an attacker can tamper with the datalog store, he can cover
his tracks or repudiate his transactions.

Tampering threats are mitigated with integrity technologies such as ACLs, hashes, dlgual.
signatures, or MACs. You should use a good ACL on the log file that 3110"”5 only the logging
process and trusted users to manipulate the file. Then you should use a sxgnature or message
authentication code on the file as well, depending on your business requirements.

=== —————
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(4.7.1) Order Processor Process

Ily. -esses are susceptible to spoofing, tampering, information disclosure
sl P‘Lme'[hc tampering threat for the processor process can be myiy
lE\?cp :“:;c:ng threat is mitigated for the audit log, ““f—'- use an‘AEL and
wre. In the case of a process, you'll probably use a 5‘%“3‘;“&' these ar .
protect code. The two mitigations for the EoP threat are first to auth,

orize only valig Wserg
access the code, and second to always run the code by using the lowest-possih Pn‘n\t%tn

We finally have a list of mitigations we can build into the design of the Pey S
tion. Table 9-11 summarizes our defenses.
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Table 9-11 Defenses Used in Portions of Pet Shop 4.0
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471 Order processor process Tand E ACL, MAC, and edund
Process privilege
Role of Threat Trees
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LThese will prompt you to ask other relevant questions about the design of the system.

If you are familiar with other texts that cover threat modeling, you may notice that thireay
trees are not covered in this chapter. This is by design. Threat trees, although very usefy),
require a lot of security expertise to build and use correctly. One of the most frequent
criticisms we face about the earlier threat-modeling process is the level of Security exper-
tise required to build a good threat model. Analysis revealed that the key weakness was
building the threat trees. So rather than expecting non-security experts o build accw-
rate and consistent trees, we have removed them and replaced them with threat tree par
terns. These trees illustrate common attack patterns and allow the application desigpers

to think about other conditions in the system. You'll find a complete list of threat wees
in Chapter 22, “Threat Tree Patterns.”

Alfter you build your threat model, you can consult the trees to determing other conditions
to consider. For example, if you have a spoofing threat against a user, you can consult the
“Spoofing Threats Against External Entities and Processes” tree and look at the leal nodes.

Using a Threat Model to Aid Code Review

One of the deliverables from the
This is really what the contex
Shop 4.0, shown ear

threat-modeling process is a ist of RTATY POInts 10 the syse
L diagram shows. \f you look at the context diagram for P2t

ier in Figure 9-3 (on page 110), you see three main entry points @ the
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bugs, 1t IMPX l atyou review all code that is remotely and an

before reviewing other code. Simply look at the data flow di N e s e
clements are accessible in this manner agram to determine which

using a Threat Model to Aid Testing

D w.e.havc? Tneﬁlioned‘ specific threat types (spoofing and tampering,

specific mitigation techniques. These techniques can also be 3(lgckedg‘D0r example) have
buﬂd att?cks or perform penetration testing by looking at the relevaﬁl t:‘t:rml.ne how best to
defined in ChaP[FY 2.2, and considering the leaf nodes of each tree. These realfs ":le e
you not only design insight but also attack insight. Refer to Chap(ér 22 for r?xor::i:fsoizlalgi:s

Key Success Factors and Metrics

What.makes a good threat model? For quite some time at Microsoft, we struggled with this
question because determining a good threat model is rather subjective. The conundrum was
a little like judge Potter Stewart’s famous comment about the definition of pornography
(Stewart 1964): “But I know it when I see it.” Eventually, during the development of Windows
Vista, we had so many threat models to evaluate that we started to use metrics to separate the
good from the not-so-good threat models. We eventually adopted the version of the metrics
shown in Table 9-12.

At a minimum, threat models should be rated “OK” and components that are to be penetra-
tion tested should be “Good” or better.

Table 9-12 Threat-Model Quality Guidelines

Rating Comments

No threat model (0) B No threat model is in place—this is simply not acceptable because
it indicates that no threats are being considered.

Not acceptable (1) B Threat model is clearly out of date if:

O Current design is significantly different from that defined in
the threat model.

m -Or-
O Date in document shows that it is older than 12 months.

oK (2) B A data flow diagram or a list of the following exists:
O Assets (processes, data stores, data flows, external entities)

Q  Users

Q Trust boundaries (machine to machine, user to ‘kemel and
vice versa, high privilege to low privilege and vice versa)

t one threat is detailed for each software asset.

m Atleas
evel 1, 2, and 3 threats.

Mitigations are provided for all risk |

m Model is current.
L ——
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130 Part Il: The Security Development Lifecycle Process

Table 9-12 Threat-Model Quality Guidelines

Rating Comments :
Good (3) m Threat model meets all definitions of “Ok~ threat Models
00 : :
m Anonymous, authenticated, local, and remote ysers are 3|
on the DFD. Show
m AllS, T, 1, and E threats have been identified ang classifieq as o
mitigated or accepted. S Cithe
Excellent (4) B Threat model meets all definitions of

“Good” threat Models.
m All STRIDE threats have been identified and have mhigation;
external security notes, or dependencies acknowledged

B Mitigations have been identified for each threat.

B External security notes include a plan to Create custo;
documents (from the external security notes) that ey
use the technology safely and what the tradeoffs ar,

mer-fac

Plain how ¢
e.

Summary

Threat modeling is critically important to hel
nerstone to understanding how your produc
process is also a great way to determine the
team because security-savvy teams are mor
[ore, tend to build better threat models.

ping build secure software because it is the cor-
t could be attacked and how to defend it. The

overall security health of a software developmen;
e in tune with the threats to their code and, there-

By following the updated threat-modeling process, you can systematically uncover threats o
the application, rank the risk of each t

hreat, and determine appropriate mitigations. Threat
modeling can also help you perform code reviews and build penetration tests.
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