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One of the significant advantages to using FAIR is that
its ontology and analysis process help you to identify
and clarify your assumptions. That way, when someone
questions your results, you are in a position to explain
the assumptions underlying the analysis.

Terminology

Our second point is that from any group going through
the Bald Tire scenario, we will typically get several
different descriptions of what constitutes the threat,
vulnerability, and risk within the scenario. We've heard

the frayed rope described as threat, vulnerability, and
risk. We have also heard the cliff and rocks described as
threat and risk.

The simple fact is that much of the risk profession (in-
cluding the operational risk discipline) has not adopted
standard definitions for these terms. Compare this to
other professions. Physicists do not confuse terms like
mass, weight, and velocity, and financial professionals
do not confuse debit and credit—even in informal dis-
cussions—because to do so significantly increases the
opportunity for confusion and misunderstanding. It
also makes it tough to normalize data. This is important
to keep in mind when we're trying to communicate to
those outside our profession—particularly to executives
who are very familiar with the fundamental concepts
of risk—where the misuse of terms and concepts can
damage our credibility as professionals and reduce the
effectiveness of our message. After all, our goal is not to
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create a secret risk language that only we can talk about
—effectively isolating ourselves from other risk profes-
sionals.

TALKING ABOUT RISK

Go to your local bookstore or library and pick up two
different books on risk by two different authors. There
is a very good chance that you will find that they have
used foundational terminology differently from one
another. For that matter, there's a decent chance that
each author uses fundamental risk terminelogy incon-
sistently within his or her own book.

So, what are the threat, vulnerability, and risk com-
ponents within the Bald Tire scenario? The definitions
themselves are described in Chapter 3, but within this
scenario:

» The threat is the earth and the force of gravity that it
applies to the tire and rope.

- The frayed rope introduces some amount of vulnerabil-
ity, but is NOT a vulnerability itself. Huh? Vulnerabil-
ity (in FAIR) is a probability statement. In other words,
it is the probability that a threat event (e.g., the force of
gravity on the tire and rope) will become a loss event
(e.g., the rope breaks). In FAIR, we use the term vul-
nerability in a way that answers the question, “How
vulnerable are we?” In answer to that question, a FAIR
practitioner may answer something like, “between 30
and 45%." Simply stated, the rope represents a control,
and its frayed condition simply increases the proba-
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bility of a loss event. If this still doesn't entirely make
sense to you, it will later as we get into the framework
in more detail.

- What about risk? Which part of the scenario represents
risk? Well, the fact is, there isn't a single component
within the scenario that we can point to and say, “Here
is the risk.” Risk is not a thing. We can't see it, touch
it, or measure it directly. Similar to speed, which is de-
rived from distance divided by time, risk is a derived

value that represents loss exposure. It's derived from

the combination of factors described in FAIR's ontol-

OgV.

Having made an issue of terminology, the following
paragraphs introduce and briefly discuss some basic
definitions.

Threat

A reasonable definition for threat is anything (e.g., ob-
ject, substance, human, etc.) that is capable of acting in
a manner that can result in harm. A tornado is a threat,
as 1s someone driving a car, as is a hacker. The key con-
sideration is that threats are the actors (ak.a., "agents"”)
that can cause a loss event to occur. This is in contrast
to some common usage, where conditions may be re-
ferred to as threats. For example, someone might refer
to a puddle of water on the floor as a “threat,” when in
fact it is not. It is passive, inanimate, and not an actor
in any meaningful way. A person stepping on it is the
threat actor. The water simply increases the probability
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