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Chapter 2 Why Threat Modeling?

Threat Modeling Terminology

Before discussing the threat modeling process, certain terms should be defined.
These will be explored in more detail in subsequent chapters:

Asset An abstract or concrete resource that a system must protect
from misuse by an adversary.

Attack path A sequence of conditions in a threat tree that must be
met for an attack goal (threat) to be achieved. A valid attack path
(one with no mitigated conditions) is a vulnerability.

Condition A single action or weakness that must be present in an
attack path for a threat to be unmitigated and therefore exploitable
as a vulnerability.

DREAD A ranking of the risk associated with a condition or vulner-
ability: Damage potential, Reproducibility, Exploitability, Affected
users, and Discoverability.

Entry point An interface that the system has with the outside
world—that is, the transition point between some functionality con-
trolled by the system and that which is outside its control.

External dependency A dependency on another system that the
security of the system being modeled must abide by to prevent
potential vulnerabilities.

External entity A system, user, or other component that exists
outside the system being modeled but can interact with that system
via one or more entry points.

Penetration test A test of the implementation of a system that
attempts various attack paths, to either prove or disprove the mitiga-
tion of one or more threats.

Risk A characterization of the danger of a vulnerability or condition.

Security strength The effectiveness of the system at mitigating a
threat.

Security weakness An insufficient mitigation of a threat to the sys-
tem, usually resulting in a vulnerability.

STRIDE A classification system that describes the effect of a threat:
Spoofing, Tampering, Repudiation, Denial of service, and Elevation
of privilege—in other words, what an adversary will attain if the
threat is exploited as a vulnerability.
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B  System A collection of functionality that can span one or more
components (functional areas). A system exposes certain functional-
ity to external entities (interactors outside of the control of the Sys-
tem) and must protect one or more assets.

B Threat The adversary’s goals, or what an adversary might try to do
to a system. (The collection of all threats against a system is its threat
profile.) Threats to a system always exist, regardless of mitigation.

B  Threat model A document that provides background information
on a system, the system’s threat profile, and an analysis of the current
system against that threat profile.

B Threat profile A characterization of all attack goals that an adver-
sary has for a system. A threat profile explains what the adversary
might try to do with or to the system’s assets. Simply put, it is a list
of threats.

B Threat tree An analysis tool that describes the attack paths for a
particular threat. A threat tree is comprised of hierarchical conditions
and allows the threat’s mitigation (or lack thereof) to be character-
ized. The root of the threat tree is the threat that it corresponds to.

B Trustlevel A characterization of an external entity, often based on
how it is authenticated and what privileges it has. Trust levels can be
associated with entry points. In this case, the trust level would
describe the minimum trust that an external entity should have to
interface with the entry point. Trust levels can also be associated
with protected resources, in which case a trust level would describe
the minimum trust that an external entity should have to influence
the resource.

B Usescenario How the system is intended (or not intended) to be
used.

B Vulnerability A security flaw in the system that represents a valid
way for an adversary to realize a threat. A threat that has an unmiti-
gated attack path from the path’s leaf conditions in a threat tree to
the root threat results in a vulnerability.

Purpose and Objectives

Threat modeling is, in essence, the act of creating a security design specification
and later testing that design. Thus, threat modeling is integral to the develop-
ment of any secure system. If performed thoroughly and to a standard method-
ology, threat modeling can improve the built-in security of a system as well as






