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Comparison of ’366 Claims Against Keenan Provisional 

10,713,366 “Systems and 

methods for automated 

threat model generation 

from third party diagram 

files” 

The ’366 Patent is Anticipated by US Patent Application No. 

62/487,370 (“Keenan Provisional”) 

1[p]. A threat modeling 

method, comprising: 

 

  

Keenan Provisional discloses this claim limitation.  For example, 

Keenan Provisional discloses: 

 

  
 

p. 1. 

 

 
 

p. 1. 
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Figure 4.4. 

 

 
Figure 6.3. 

 

1[a]. providing one or 

more databases, the one or 

more databases 

comprising: 

Keenan Provisional discloses this claim limitation.  For example, 

Keenan Provisional discloses: 

 

 
p. 1. 
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1[b]. a plurality of threat 

model components stored 

therein; and 

a plurality of threats stored 

therein, wherein each of 

the threats is associated 

with at least one of the 

threat model components 

through the one or more 

databases; 

 

 

Keenan Provisional discloses this claim limitation.  For example, 

Keenan Provisional discloses: 

 

  
 

p. 1. 

 

 
 

p. 1. 
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Figure 4.4. 

 

 
Figure 6.3. 

 
1[c]. providing one or 

more mapping files 

communicatively coupled 

with the one or more 

databases, 

Keenan Provisional discloses this claim limitation.  For example, 

Keenan Provisional discloses: 

 

 
p. 3. 
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pp. 26-27. 

  

 
p. 32. 

 

 
Figure 2.1. 

 

1[d]. the one or more 

mapping files correlating 

the threat model 

components with visual 

diagram components of a 

third party software 

application (hereinafter 

Keenan Provisional discloses this claim limitation.  For example, 

Keenan Provisional discloses: 

 

 
p. 3. 
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“third party diagram 

components”); and 

 

 

 

 
pp. 26-27. 

  

 
p. 32. 

 

 
Figure 2.1. 

 

1[e]. in response to 

receiving one or more user 

inputs, using one or more 

user interfaces displayed 

on one or more computing 

devices communicatively 

Keenan Provisional discloses this claim limitation.  For example, 

Keenan Provisional discloses: 
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coupled with the one or 

more databases: 

 

 
pp. 1-2. 
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pp. 12-14. 
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Figure 3.1. 

 

 
Figure 3.2. 

 

1[f] using the one or more 

computing devices, reading 

a data file generated by the 

third party software 

application, the data file 

comprising a subset of the 

third party diagram 

components, the data file 

defining one or more 

relationships between the 

subset of third party 

diagram components; 

 

Keenan Provisional discloses this claim limitation.  For example, 

Keenan Provisional discloses: 

 

 
p. 3. 

 

 
pp. 26-27. 
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p. 32. 

 

 
Figure 2.1. 

 

1[g]. determining using the 

one or more computing 

devices, for the subset of 

third party diagram 

components, correlated 

threat model components 

as defined in the one or 

more mapping files; 

 

Keenan Provisional discloses this claim limitation.  For example, 

Keenan Provisional discloses: 

 

 
p. 3. 

 

 
pp. 26-27. 

  

IPR2023-00656 - IriusRisk
Ex. 1021 - Page 11



 

12 
 
ACTIVE\1608329096.1 

 
p. 32. 

 

 
Figure 2.1. 

 

1[h]. displaying on the one 

or more user interfaces a 

relational diagram of one 

of a system, an application, 

and a process, using visual 

representations of the 

threat model components 

correlated with the subset 

of third party diagram 

components, the relational 

diagram defining a threat 

model; and 

 

 

Keenan Provisional discloses this claim limitation.  For example, 

Keenan Provisional discloses: 
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pp. 1-2. 
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pp. 12-14. 
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Figure 3.1. 

 

 
Figure 3.2. 

 

1[i]. generating, using the 

one or more computing 

devices, and displaying, on 

the one or more user 

interfaces, a threat report 

displaying each threat that 

is associated through the 

one or more databases with 

one of the threat model 

components included in the 

threat model. 

Keenan Provisional discloses this claim limitation. For example, 

Keenan Provisional discloses: 
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pp. 30-31. 

 

 
Figure 2.1. 
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2. The method of claim 1, 

wherein the one or more 

mapping files are not 

stored in the one or more 

databases but are stored on 

the one or more computing 

devices.  

Keenan Provisional discloses this claim limitation.  For example, 

Keenan Provisional discloses: 

 

 
p. 3. 

 

 
pp. 26-27. 

  

 
p. 32. 

 

 
Figure 2.1. 
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3. The method of claim 1, 

wherein the one or more 

mapping files comprise 

one or more tables stored 

within the one or more 

databases. 

Keenan Provisional discloses this claim limitation.  For example, 

Keenan Provisional discloses: 

 

 
p. 3. 

 

 
pp. 26-27. 

  

 
p. 32. 
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Figure 2.1. 

 

4. The method of claim 1, 

wherein the data file 

comprises one of a VSD 

file, a VSDX file, a TMT 

file, an XML file, a JSON 

file, a PNG file, and a 

JPEG file. 

Keenan Provisional discloses this claim limitation.  For example, 

Keenan Provisional discloses: 

 

 
p. 3. 

 

 
pp. 26-27. 

  

 
p. 32. 
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Figure 2.1. 

 

5. The method of claim 1, 

wherein determining, for 

the subset of third party 

diagram components, 

correlated threat model 

components, comprises 

first determining whether a 

user-defined name for one 

of the subset of third party 

diagram components has a 

match in the one or more 

mapping files and, if no 

match is found, then 

determining whether a 

default title for the third 

party diagram component, 

as defined by the third 

party software application, 

has a match in the one or 

more mapping files. 

Keenan Provisional discloses, or at least renders obvious, this 

claim limitation.  For example, Keenan Provisional discloses: 
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pp. 3-5. 

 

 
Figure 5.2. 

 

6. The method of claim 5, 

further comprising, if no 

match is found for the 

default title, matching the 

third party diagram 

component with a 

placeholder component and 

displaying the placeholder 

component on the 

relational diagram to 

indicate that no match was 

found. 

Keenan discloses, or at least renders obvious, this claim 

limitation.  For example, Keenan discloses: 

 

 
p. 28. 
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Figure 5.1. 

 

 
Figure 5.2. 

 

7. The method of claim 1, 

further comprising 

determining, for the one or 

more relationships defined 

by the data file, correlated 

threat model components 

Keenan Provisional discloses this claim limitation.  For example, 

Keenan Provisional discloses: 
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as defined in the one or 

more mapping files. 

p. 3. 

 

 
pp. 26-27. 

  

 
p. 32. 

 

 
Figure 2.1. 

 

8[p]. A threat modeling 

system, comprising: 

one or more computing 

devices communicatively 

coupled with one or more 

See Elements 1[p]-1[a] and 1[e].   

 

See also: 
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databases, the one or more 

databases comprising: 

 

 
Figure 2.1. 

 

8[a]. a plurality of threat 

model components stored 

therein; and 

a plurality of threats stored 

therein, wherein each of 

the threats is associated 

with at least one of the 

threat model components 

through the one or more 

databases; 

 

See Element 1[b].  

 

8[b]. one or more mapping 

files communicatively 

coupled with the one or 

more databases, the one or 

more mapping files 

correlating the threat model 

components with visual 

diagram components of a 

third party software 

application (hereinafter 

“third party diagram 

components”); 

 

See Elements 1[c] and 1[d]. 

8[c]. an import interface 

displayed on one of the one 

or more computing 

See Elements 1[e] and 1[f]. 

 

See also: 
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devices, the import 

interface configured to, in 

response to receiving user 

input, initiate reading of a 

data file by one of the one 

or more computing 

devices, the data file 

generated by the third party 

software application, the 

data file comprising a 

subset of the third party 

diagram components, the 

data file defining one or 

more relationships between 

the subset of third party 

diagram components; 

 

 

 
p. 3. 

 

 
pp. 26-27. 

  

 
p. 32. 

 

 
Figure 2.1. 

 

8[d]. an interface 

configured to, in response 

See Elements 1[e], 1[g], 8[c]. 
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to receiving user input, 

initiate a determination of 

which threat model 

components are correlated 

with the subset of third 

party diagram components 

in the one or more 

mapping files; 

 

8[e] a diagram interface, 

displayed on the one or 

more computing devices, 

displaying a relational 

diagram of one of a 

system, an application, and 

a process, using visual 

representations of the 

threat model components 

correlated with the subset 

of third party diagram 

components, the relational 

diagram defining a threat 

model; and 

 

See Element 1[h]. 

 

See also:  

 

 
p. 2. 

 

 

 
pp. 12-13. 
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Figure 3.2. 

 

8[f]. a threat report 

interface, displayed on the 

one or more computing 

devices, including a threat 

report displaying each 

threat that is associated 

through the one or more 

databases with one of the 

threat model components 

included in the threat 

model. 

See Element 1[i].  

 

See also:  

 

 
Figure 2.1. 

 

9. The system of claim 8, 

wherein the one or more 

mapping files are not 

stored in the one or more 

See Claim 2.  
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databases but are stored on 

the one or more computing 

devices. 

10. The system of claim 8, 

wherein the one or more 

mapping files comprise 

one or more tables stored 

within the one or more 

databases. 

See Claim 3. 

11. The system of claim 8, 

wherein the data file 

comprises one of a VSD 

file, a VSDX file, a TMT 

File, an XML file, a JSON 

file, a PNG file, and a 

JPEG file. 

See Claim 4.  

12. The system of claim 8, 

wherein the one or more 

mapping files includes a 

file correlating user-

defined names of the third 

party diagram components 

with the threat model 

components. 

Keenan Provisional discloses this claim limitation.  For example, 

Keenan Provisional discloses: 

 

 
p. 3. 

 

 
pp. 26-27. 

  

 
p. 32. 
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Figure 2.1. 

 

13. The system of claim 8, 

wherein the one or more 

mapping files includes a 

file correlating default 

titles of the third party 

diagram components with 

the threat model 

components. 

Keenan Provisional discloses this claim limitation.  For example, 

Keenan Provisional discloses: 

 

 
p. 3. 

 

 
pp. 26-27. 

  

 
p. 32. 
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Figure 2.1. 

 

14. The system of claim 8, 

wherein, for each of the 

subset of third party 

diagram components for 

which no correlated threat 

model component is found 

in the one or more 

mapping files, the diagram 

interface displays a 

placeholder component 

indicative of a match not 

being found. 

See Claim 6. 

15. The system of claim 8, 

further comprising one or 

more mapping interfaces 

displayed on the one or 

more computing devices 

and configured to, in 

response to receiving user 

input, modify the one or 

more mapping files. 

Keenan Provisional discloses, or at least renders obvious, this 

claim limitation.  For example, Keenan Provisional discloses: 

 

See Element 1[e].  

 

See also: 

 

 
p. 3. 
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pp. 26-27. 

  

 
p. 32. 

 

 
Figure 2.1. 

 

16[p]. A threat modeling 

system, comprising: 

one or more computing 

devices communicatively 

coupled with one or more 

databases, the one or more 

databases comprising: 

See Elements 1[p]-1[a], 1[e], and 8[p]. 
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16[a]. a plurality of threat 

model components stored 

therein; and 

a plurality of threats stored 

therein, wherein each of 

the threats is associated 

with at least one of the 

threat model components 

through the one or more 

databases; 

 

See Element 1[a] and 8[a]. 

16[b]. one or more 

mapping files 

communicatively coupled 

with the one or more 

databases, the one or more 

mapping files correlating 

the threat model 

components with visual 

diagram components of a 

third party software 

application (hereinafter 

“third party diagram 

components”); 

 

See Elements 1[c], 1[d] and 8[b].  

16[c]. an import interface 

displayed on one of the one 

or more computing 

devices, the import 

interface configured to, in 

response to receiving user 

input, initiate reading of a 

data file by the one or more 

computing devices, the 

data file comprising a 

subset of the third party 

diagram components, the 

data file defining one or 

more relationships between 

the subset of third party 

diagram components; 

 

See Element 8[c].  

16[d]. an interface 

configured to, in response 

to receiving user input, 

See Element 1[g] and 8[d].  
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initiate a determination of 

which threat model 

components are correlated 

with the subset of third 

party diagram components 

in the one or more 

mapping files; 

 

16[e]. a diagram interface, 

displayed on the one or 

more computing devices, 

displaying a relational 

diagram of a computing 

network, using visual 

representations of the 

threat model components 

correlated with the subset 

of third party diagram 

components, the relational 

diagram defining a threat 

model; and 

 

See Element 1[h] and 8[e].  

16[f]. a threat report 

interface, displayed on the 

one or more computing 

devices, including a threat 

report displaying each 

threat that is associated 

through the one or more 

databases with one of the 

threat model components 

included in the threat 

model. 

See Element 1[i] and 8[f].  

17. The system of claim 

16, wherein the one or 

more mapping files are not 

stored in the one or more 

databases but are stored on 

the one or more computing 

devices. 

See Claim 2. 

18. The system of claim 

16, wherein the one or 

more mapping files 

comprise one or more 

tables stored within the one 

or more databases. 

See Claim 3. 
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19. The system of claim 

16, wherein the one or 

more mapping files 

includes a file correlating 

user-defined names of the 

third party diagram 

components with the threat 

model components. 

See Claim 12. 

20. The system of claim 

16, wherein the one or 

more mapping files 

includes a file correlating 

default titles of the third 

party diagram components 

with the threat model 

components. 

See Claim 13.  
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