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Overview

Technology Overview
ThreatModeler’s U.S. Patent No. 10,713,366 (the 366 patent)
Claim Construction
Grounds:
* Ground 1:
« Keenan Anticipates Claims 1-20
Ground 2:
« Zheng in View of Baker and Jones Renders Obvious Claims 1-4, 7-11,15-18
Ground 3:
« The References of Ground 2 in Further View of Galliano Render Obvious Claims 2, 9, and 17
Ground 4:
« The References of Ground 2 in Further View of Keenan Render Obvious Claims 1-20
Ground 5:

« The References of Ground 2 in Further View of the Knowledge of a POSITA Renders Obvious Claims
2,5-6,9,12-14,17,and 19-20
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The ’366 Patent
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Background: Threat Model

Threat modeling is a
process by which
potential threats to a
system are identified.
Petition at 4.

The Petition provides an
example of a threat
model showing potential
threats to a physical
branch of a bank:

Petition at 5.
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Petition at 6-8.

The ’366 Patent

The alleged invention of the 366 patent is the
ability to create diagrams in a “third party
software application” such as Microsoft Visio and
to import those diagrams into the threat model.
‘366 Patent at 24:26-29.
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CLAIM ELEMENT

1[p]

1[a]

1[b]

1[c]

1[d]

1[e]

1[f]

1[q]

1[h]

1[i]

366 Patent Challenged Claim 1

CLAIM

“A threat modeling method, comprising:”

“providing one or more databases, the one or more databases comprising:”

“a plurality of threat model components stored therein; and a plurality of threats stored therein, wherein each of the threats is associated with at least
one of the threat model components through the one or more databases;”

“providing one or more mapping files communicatively coupled with the one or more databases,”

“the one or more mapping files correlating the threat model components with visual diagram components of a third party software application

(hereinafter “third party diagram components”); and”

“in response to receiving one or more user inputs, using one or more user interfaces displayed on one or more computing devices communicatively
coupled with the one or more databases:”

“using the one or more computing devices, reading a data file generated by the third party software application, the data file comprising a subset of
the third party diagram components, the data file defining one or more relationships between the subset of third party diagram components;”

“determining using the one or more computing devices, for the subset of third party diagram components, correlated threat model components as
defined in the one or more mapping files;”

“displaying on the one or more user interfaces a relational diagram of one of a system, an application, and a process, using visual representations of
the threat model components correlated with the subset of third party diagram components, the relational diagram defining a threat model; and”

“generating, using the one or more computing devices, and displaying, on the one or more user interfaces, a threat report displaying each threat that
is associated through the one or more databases with one of the threat model components included in the threat model.”

the remaining independent claims (8 and 16) are commensurate in scope with claim 1 (see Institution Decision at 23-24)
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366 Patent Challenged Claim 2-7,12-13, and 15

CLAIM ELEMENT

CLAIM

“The method of claim 1, wherein the one or more mapping files are not stored in the one or more databases but are stored on the one or
more computing devices.”

“The method of claim 1, wherein the one or more mapping files comprise one or more tables stored within the one or more databases.”
“The method of claim 1, wherein the data file comprises one of a VSD file, a VSDX file, a TMT file, an XML file, a JSON file, a PNG file, and a
JPEG file.”

“The method of claim 1, wherein determining, for the subset of third party diagram components, correlated threat model components,
comprises first determining whether a user-defined name for one of the subset of third party diagram components has a match in the
one or more mapping files and, if no match is found, then determining whether a default title for the third party diagram component, as
defined by the third party software application, has a match in the one or more mapping files.”

“The method of claim 5, further comprising, if no match is found for the default title, matching the third party diagram component with a
placeholder component and displaying the placeholder component on the relational diagram to indicate that no match was found.”

“The method of claim 1, further comprising determining, for the one or more relationships defined by the data file, correlated threat
model components as defined in the one or more mapping files.”

“The system of claim 8, wherein the one or more mapping files includes a file correlating user-defined names of the third party diagram
components with the threat model components.”

“The system of claim 8, wherein the one or more mapping files includes a file correlating default titles of the third party diagram
components with the threat model components.”

“The system of claim 8, further comprising one or more mapping interfaces displayed on the one or more computing devices and
configured to, in response to receiving user input, modify the one or more mapping files.”

the remaining dependent claims (9-11, 14, and 17-20) are commensurate in scope with the claims above.
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Claim Construction
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Claim Construction

CLAIMTERM  PETITIONER’S DEFINITION PATENT OWNER’S DEFINITION

) ) +« an “undesirable event that may X “one or more potential events that, if
Threat happen.” they occur, can cause adverse effects to

a target system.”

. v “afile or other representation that X “a file or one or more tables that
“Mapping File”  correlates data from a source to a correlate threat model components with
target.” visual diagram components of a third
party software application.”

Institution Decision at 12; POR at 18-25, 28-29; Reply at 3-5; Sur-Reply at 2-4
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Claim Construction

“Threat”

3 , +« an “undesirable event that may X “one or more potential events that, if
Threat happen.” they occur, can cause adverse effects
to a target system.”

IriusRisk - IPR2023-00656
Ex. 1025 - Page 10



CLAIM
ELEMENT

1[p]
1[a]

1[b]

1[c]

1[d]

1[e]

1[f]

1[q]

1[h]

y , « an “undesirable event that may X “one or more potential events that, if
Threat happen.” they occur, can cause adverse effects
to a target system.”

CLAIM

“A threat modeling method, comprising:”
“providing one or more databases, the one or more databases comprising:”

“a plurality of threat model components stored therein; and a plurality of threats stored therein, wherein each of
the threats is associated with at least one of the threat model components through the one or more databases;”

“providing one or more mapping files communicatively coupled with the one or more databases,”

“the one or more mapping files correlating the threat model components with visual diagram components of a
third party software application (hereinafter “third party diagram components”); and”

“in response to receiving one or more user inputs, using one or more user interfaces displayed on one or more
computing devices communicatively coupled with the one or more databases:”

“using the one or more computing devices, reading a data file generated by the third party software application,
the data file comprising a subset of the third party diagram components, the data file defining one or more
relationships between the subset of third party diagram components;”

“determining using the one or more computing devices, for the subset of third party diagram components,
correlated threat model components as defined in the one or more mapping files;”

“displaying on the one or more user interfaces a relational diagram of one of a system, an application, and a
process, using visual representations of the threat model components correlated with the subset of third party
diagram components, the relational diagram defining a threat model; and”

“generating, using the one or more computing devices, and displaying, on the one or more user interfaces, a
threat report displaying each threat that is associated through the one or more databases with one of the threat
model components included in the threat model.”

“the remaining independent claims (8 and 16) are commensurate in scope with claim 1”

- The parties’
definitions are
essentially the same.

- The asserted
references (Keenan,
Zheng) disclose
threats under either
parties’ definition.
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Claim Construction

“Mapping File”

" : ., “afile or other representation
Mapping File” that correlates data from a source
to a target.”

X “a file or one or more tables that
correlate threat model components
with visual diagram components of a
third party software application.”

12
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5 ) - « “afile or other representation X “a file or one or more tables
Mapping File” tnhat correlates data from a source
to a target.”

CLAIM CLAIM
ELEMENT

1[p] “A threat modeling method, comprising:”
1[a] “providing one or more databases, the one or more databases comprising:”

“a plurality of threat model components stored therein; and a plurality of threats stored therein, wherein each of

1[b] the threats is associated with at least one of the threat model components through the one or more databases;”

1[cl “providing one or more mapping files communicatively coupled with the one or more databases,”

“the one or more mapping files
1[d] (hereinafter “third party diagram components”); and”

“in response to receiving one or more user inputs, using one or more user interfaces displayed on one or more

1lel computing devices communicatively coupled with the one or more databases:”

Reply at 5-7

- PO’s definition imports

claim language, which is
improper.

- See Robotic Vision Sys., Inc.

v. View Eng’g, Inc.,189 F.3d
1370,1376 (Fed. Cir. 1999)
(rejecting a construction
on the ground that it
“would necessarily be
redundant and would add
no additional limitations.”)
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Petitioner’s Expert: Robert Hurlbut

Robert Hurlbut is a long-time software developer, software architect, and application
security / threat modeling leader, working to help developers, software architects,
project managers, and others on project teams to understand more about secure
software design and architecture through threat modeling and other secure application
initiatives. He is a strong advocate for creating, building, and sustaining Threat
Modeling Programs in organizations as well as creating, building, and sustaining
Security Champion Programs.

New since May, 2023:

Ph.D. in Space Cybersecurity student @ Capitol Technology University with a focus on
Threat Modeling and Secure Software Design, Architecture, and Development for New
Space Systems.

Robert Hurlbut is the Co-author of the Threat Modeling Manifesto (2020):

Robert Hurlbut is the Co-author of the Threat Modeling Capabilities Model (2024)
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. _ “a file or other representation X “a file or one or more tables that
“Mapping File” that correlates data from a source correlate threat model components
to a target.” with visual diagram components of a
third party software application.”

. PO did not act as its own
lexicographer.

. The term must be construed
according to its plain and ordinary
meaning.

. A mappingfile is a term of art

EX-2002, 26:22-24
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5 . . “a file or other representation X “a file or one or more tables that
Mapping File” that correlates data from a source correlate threat model components

to a target.” with visual diagram components of a
third party software application.”

. A mapping file is a term of art

. A POSITA would understand that a
mapping file is “a file or other
representation that correlates
data from a source to a target.”

EX-2002, 26:22-27:6
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5 . . “a file or other representation X “a file or one or more tables that
Mapping File” that correlates data from a source correlate threat model components

to a target.” with visual diagram components of a
third party software application.”

. A mapping file is a term of art

. A POSITA would understand that a
mapping file is “a file or other
representation that correlates
data from a source to a target.”

EX-2002, 27:20-25
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Ground 1

Claims 1-20 Anticipated by Keenan
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Overview: Keenan Discloses Claims 1-20

Overview:
- Keenan is Prior Art:

- Keenan is supported by its provisional

- The’366 is not entitled to its priority

date
Keenan Discloses Threats:

- Keenan discloses the nature of a threat

- Keenan does identify specific threats

- Keenan’s risk analysis includes threats
- Keenan Discloses Dependent Claims
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Overview: Keenan Discloses Claims 1-20

Overview:
- Keenan is Prior Art:
- Keenan is supported by its provisional
- The’366 is not entitled to its priority
date
Keenan Discloses Threats:
- Keenan discloses the nature of a threat
- Keenan does identify specific threats
- Keenan’s risk analysis includes threats
- Keenan Discloses Dependent Claims
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Keenan is Prior Art

- PO’s Sur-Reply does not dispute that Keenan is supported by its provisional.
- Petitioner was entitled to raise this argument in reply.

 Innovative Growers Equip., Inc. v. Pipp Mobile Storage Sys., Inc., No. IPR2022-00893, 2023 WL
7107846, at *18 (P.T.A.B. Oct. 27, 2023)

Petition at 10; POR 47-49; Reply at 7-10; Sur-Reply at 5-8
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Keenan is Prior Art

Innovative Growers Equip., Inc. v. Pipp Mobile Storage Sys., Inc., No. IPR2022-00893, 2023 WL
7107846, at *18 (P.T.A.B. Oct. 27, 2023)

Dynamic Drinkware, LLC v. Nat'l Graphics, Inc., 800 F.3d 1375, 1381 (Fed. Cir. 2015)

Petition at 10; POR 47-49; Reply at 7-10; Sur-Reply at 5-8
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Overview: Keenan Discloses Claims 1-20

Overview:
- Keenan is Prior Art:

- Keenan is supported by its provisional

- The’366 is not entitled to its priority

date
Keenan Discloses Threats:

- Keenan discloses the nature of a threat

- Keenan does identify specific threats

- Keenan’s risk analysis includes threats
- Keenan Discloses Dependent Claims
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Keenan is Prior Art

 PO’s Sur-Reply does not dispute that the 366 Patent is not entitled to its priority date.

» Petitioner was entitled to raise this argument in reply

» United Therapeutics Corp. v. Liquidia Techs., Inc., 2023 WL 8794633, at *3 (Fed. Cir. Dec. 20,
2023)

Petition at 10; POR 47-49; Reply at 10-12; Sur-Reply at 8-9
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Overview: Keenan Discloses Claims 1-20

Overview:
- Keenan is Prior Art:

- Keenan is supported by its provisional

- The’366 is not entitled to its priority

date
Keenan Discloses Threats:

- Keenan discloses the nature of a threat

- Keenan does identify specific threats

- Keenan’s risk analysis includes threats
- Keenan Discloses Dependent Claims
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Keenan Discloses Independent Claims 1, 8,16

 The only dispute for the independent claims is whether Keenan discloses threats

* Keenan discloses using color to
cateqgorize risk based on the type of
risk (i.e., cyber, environmental,
accidental). These “types of risk”
stem from the underlying threat—i.e.,
cyber threats, environmental threats,
and accidental threats.

* Thereis no requirementin the claims
of the 366 patent that a specific
threat must be identified.

* PO presents no evidence to the
contrary. EX-1004, 16:40- 51

Petition, 23-24, 28; EX-1003, 1179, 82; Institution Decision at 18-19
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Keenan Discloses Independent Claims 1, 8,16

The only dispute for the independent claims is whether Keenan discloses threats

Keenan discloses using color to
cateqgorize risk based on the type of
risk (i.e., cyber, environmental,
accidental). These “types of risk”
stem from the underlying threat—i.e.,
cyber threats, environmental threats,
and accidental threats.

There is no requirement in the claims
of the 366 patent that a specific
threat must be identified.

PO presents no evidence to the Petition at 23-24, 28

contrary.

Petition at 23-24, 28; EX-1003, 919179, 82; Reply at 12-18; Institution Decision at 18-19
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Keenan Discloses Independent Claims 1, 8,16

* Givenrisk, a POSITA knows that threats underlie
that risk.

* Thereis no requirement in the claims of the
366 patent that a specific threat must be
identified.

EX-2002, 61:8-21

Petition at 23-24, 28; EX-1003, 119179, 82; Reply at 12-18; Institution Decision at 9
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Overview: Keenan Discloses Claims 1-20

Overview:
- Keenan is Prior Art:

- Keenan is supported by its provisional

- The’366 is not entitled to its priority

date
Keenan Discloses Threats:

- Keenan discloses the nature of a threat

- Keenan does identify specific threats

- Keenan’s risk analysis includes threats
- Keenan Discloses Dependent Claims
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Keenan Discloses Claims 1-20

Keenan does identify specific threats

For example, Keenan discloses an example of
a model named “European Windstorm Model.”
EX-1004,9:42-47.

A POSITA would understand that natural
disasters are threats that could be included in
a threat model.

PQO’s Sur-Reply does not address this
argument

EX-1015, 53:1-10, 84:3-20.

Petition at 23-24, 28; EX-1003, 19179, 82; Reply at 12-18; EX-1004, 9:42-47
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Overview: Keenan Discloses Claims 1-20

Overview:
- Keenan is Prior Art:

- Keenan is supported by its provisional

- The’366 is not entitled to its priority

date
Keenan Discloses Threats:

- Keenan discloses the nature of a threat

- Keenan does identify specific threats

- Keenan’s risk analysis includes threats
- Keenan Discloses Dependent Claims
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Keenan’s Risk Analysis Includes Threats

* Thereis no dispute that a POSITA would
understand that “a risk analysis requires some
form of threat analysis.”

* The definition of “risk” that PO’s expert Dr.
Nielson applied in his report is “the potential
impact on a system due to a threat that occurs
coupled with the likelihood that a threat will
occur.” EX-1015, 61:8-62:12 (“likelihood times
impact is the way I’'ve been using ‘risk,” both in
my career and in this patent.”)

Petition at 23-24, 28; EX-1003, 911179, 82; Reply at 12-18

Q And how do you perform a risk analysis?

EX-1015, 9:22-10:7.
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The Definition of “Risk” Includes Threats

» Both parties experts agree that the definition of “risk” is “the potential impact on a system due
to a threat that occurs coupled with the likelihood that a threat will occur.”

EX-2002, 24:11-20 EX-1015, 61:8-62:12

IriusRisk - IPR2023-00656
Ex. 1025 - Page 33




Dr. Nielson Attempted to Change His Definition

EX-1015, 88:9-13

EX-1015, 61:8-62:12
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Overview: Keenan Discloses Claims 1-20

Overview:
- Keenan is Prior Art:

- Keenan is supported by its provisional

- The’366 is not entitled to its priority

date
Keenan Discloses Threats:

- Keenan discloses the nature of a threat

- Keenan does identify specific threats

- Keenan’s risk analysis includes threats
- Keenan Discloses Dependent Claims
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Keenan Discloses Dependent Claims 2-3, 9-10, 17-18

» Claims 2, 9, and 17 require that the mapping file is stored on “the one or more computing
devices.”

EX-1004, 21:27-33; EX-1003, 91109; Petition, 41-42.
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Keenan Discloses Dependent Claims 2-3, 9-10, 17-18

* For Claims 3,10, and 18 PO does not address that Petition’s argument that Keenan teaches a
“characteristics table” with “Flow Objects” that allow a user to make connections on the screen
of the GUI. Petition, 42; POR, 41-44.,
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Keenan Discloses Dependent Claim 5

« PO wholly ignores the Petition’s argument that “a POSITA would further understand that
Keenan discloses a system that checks for default titles or user-defined name matches in either
order.” Petition, 43-44
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Keenan Discloses Dependent Claims 6 and 14

* PO again ignores the Petition’s actual arguments
* (1) that “[a] POSITA would understand that Keenan’s system creates a placeholder
component where no exact match is found for the third party component object the user
adds to Keenan’s IOE, and then displays that placeholder in the IOE, indicating no match was
found”; and
* (2) that a POSITA would understand Keenan’s disclosure of temporary topology in memory
discloses this claims. Petition, 45-47.
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Ground 2: Zheng in Combination With Baker and
Jones Render the Challenged Claims Obvious
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Zheng In Combination With Baker Discloses Claims

Overview:

. Zheng Discloses a Mapping File

. It would have been obvious to
combine Zheng and Baker
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Ex. 1025 - Page 41




Zheng Discloses a Mapping File

* Zheng’s disclosure goes beyond mere
cartography. Zheng’s cartographic mapping is
within the base layer only:

« EX-1005, 3:28-31 (“by utilizing a
visualization approach like cartography,
application architecture can be
represented.”).

« EX-1005, 3:66-4:2 (“the multilayered
structure 200 includes four different
overlaying layers, with the base layer 202
representing at least a portion of a
company's application architecture.”).

EX-1015,128:14-21
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Zheng Discloses a Mapping File

» Layers are linked or mapped together to provide additional details that overlay on the
architecture of the base layer—and this linkage goes far beyond simple cartography.

EX-1005, Fig. 3

Petition, 63 (citing, e.q., 5:18-24); EX1003, 9160 (discussing threat
modeling layer’s visualizations).
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Zheng Discloses a Mapping File

» Zheng discloses the use of a mapping file for
interactions between the layers.

» Zheng discloses that a database table may be
used to store data for each layer and for each
possible combination and interaction of the
layers. EX-1005, 8:25-38

« The’366 patent explicitly acknowledges that a
database table is a type of mapping file. EX-
1001, 38:33-42 (where “one or more tables of
the database are used for the mapping file(s),
each table is, for the purposes of this
disclosure, a “file.”).

EX-1005, 8:25-38
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It would have been obvious to combine Zheng and Baker
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It would have been obvious to combine Zheng and Baker

» Baker’s system also discloses a mapping file.
Baker discloses using shapes to represent
components of its native system. EX-1006,
9[0025] (“As are understood by persons involved
in risk management processes, a risk management
flowchart utilizes symbols of various shapes to
indicate actions, determinations, or other
elements of an activity or evaluation”).

Baker then discloses importing third party visual
diagram components (i.e., Visio shapes and
flowcharts) into its system, which are used in place
of Baker’s native shapes and formats. /d. (“At step
106, the processor 20 acts to automatically assign
or associate predetermined objectives or controls
according to the shapes of the imported
flowcharts.”).

EX-1001, 2:47-54
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Ground 3: The References of Ground 2 In Further
View of Galliano

47
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Galliano Discloses Claim 2
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Ground 4: The References of Ground 2 In Further
View of Keenan

49
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Keenan Discloses Default Names and Titles

* Claims 5-6,12-14, and 19-20 describe the use of
certain names and titles for third-party
components in the threat model.

» These claims are rendered obvious by the

references of Ground 2 in further view of Keenan.

EX-1003, 9191221-223. As shown in Ground 1,
Keenan expressly discloses the use of certain
names and titles for third-party elements as
recited in these claims.

EX-1003, 99 221-23.
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Ground 5: The References of Ground 2 In View of
the Knowledge of a POSITA
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A POSITA’s Knowledge

A POSITA would have understood that
mapping files can be stored in a database or in
a computing device without using a database
as specified in claims 2, 9, and 17.

A POSITA would have understood that third-
party components can be named or titled in a
certain way as specified in claims 5, 6, 12-14,

and 19-20 as a matter of mere design choice.
EX-1003, 9226.

EX-1003, 919 224-27.
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Thank you
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