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the monitoring system of the previous example determines that a new domain is involved in
illegitimate activity (such as phishing, cybersquatting, etc.), that determination may be used
as data to calculate and/or update one or more trust scores for the entity operating the domain
and/or any associated entities (which could include enabling parties, affiliated entities, and
the like).

[0117] An identity tracking system, such as the systems disclosed in the Online
Identity Tracking Application, may be integrated, incorporated and/or operated in
conjunction as well. For instance, in the examples above, an identity tracking system may be
used to identify an entity registering and/or operating a new domain, and/or any associated
entities (which, again, could include enabling parties, affiliated entities, etc.), and/or to

provide data for the development and/or update of a trust score for the entity.

[0118] Merely by way of example, if a new domain is registered (and/or ownership or
other information for a domain is modified), the registration record may be parsed for
pertinent information (which can be any information that may be used to identify an entity
associated with the domain registration, such as corporate name, contact name, address,
telephone number, contact email address, etc.), and such information may be used as input to
an identity tracking system. The identity tracking system, then, may search for such
information and/or related information in an identity tracking database (as disclosed in the
Online Identity Tracking Application, for example). Such information thus may be used to
identify records related to one or more entities associated with the new domain (including
without limitation the owner of the domain, any associated and/or affiliated parties, enabling

parties, etc.).

[0119] The identity tracking system may also be used for additional diagnostic
purposes. In a particular case, for example, if the new domain name registration is for a
domain name similar to the name of a client of the trust provider (which may indicate that the
new domain might be used for cybersquatting, phishing and/or some other unsavory activity),
the identity tracking system can search the identified records for any records indicating
ownership of (and/or any other association with) any other similar domains (such as domain
names related and/or similar to the customer’s brand name(s), domain name(s) and/or
trademark(s); the customer’s industry; other companies in the customer’s industry; etc.),

which may indicate that an entity associated with the new domain registration is engaging in
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a practice of acquiring such domains, a possible indicator that the entity is engaging in

(and/or plans to engage in) one or more illegitimate activities.

[0120] This indication may be used in several ways. First, a notification may be
provided to an operator of the identity tracking system, the trust evaluation system and/or
another that further investigation and/or monitoring may be appropriate. Alternatively and/or
in addition, such monitoring and/or investigation may be undertaken automatically (using, for
example, one or more of the systems described in the Anti-Fraud Applications). In particular
embodiments, an event may be created in an event manager (described in detail in the Anti-
Fraud Applications), allowing for the initiation, tracking and/or management of any

appropriate fraud detection and/or prevention processes.

[0121] Second, one or more trust scores of any associated entities may be updated,
using, for example, methods described above. Alternatively and/or in addition, one or more
records may be updated in the identity tracking system to indicate an association and/or
correlation between the owner of the new domain (as well as any affiliated parties, enabling
parties, etc.) and entities identified by the identity tracking system as associates of those

entities.

[0122] There are additional applications of embodiments of the present invention as
well. Merely by way of example, implementations might include the use of a toolbar, plug-
in, and/or the like that could be integrated and/or used with a client application (including
without limitation those client applications discussed above, such as web browsers, electronic
mail clients, instant messaging and/or internet chat clients, and the like). As mentioned
above, a toolbar might be configured (using a policy manager and/or other software
component) to obtain trust scores for entities with whom a user communicates using the
client application. Alternatively and/or in addition, a toolbar (and/or any other software
component, such as a firewall application, client application, etc.) might be configured to
implement whitelists, blacklists and/or greylists, which might be based on trust scores for
various listed entities. In a particular set of embodiments, a toolbar (and/or another
component) might be configured to receive a list of entities compiled by a trust server, root
server and/or any other of the systems described above, based on the trust scores of those
entities. Entities scored with a 1, for example, might be added to a whitelist, while entities

scored with a 4 or 5 might be added to a blacklist. Such toolbars and components can also be
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used to provide filtering by preference and/or interest, based on interest scores assigned to

various entities and/or communications.

[0123] In one aspect, one or more greylist(s) might be implemented as well, which
could include entities scored with a 3 and/or entities associated (perhaps to a degree specified
by a user, administrator and/or a trust provider) with entities scored with a 4 or a 5. Merely
by way of example, if an entity is scored with a 5 (meaning the entity is relatively
untrustworthy), any closely-associated entities (which might be defined to mean any entities
with the same telephone number, contact email address, etc.) are added to a greylist. (Of
course, based on the disclosure herein, one skilled in the art will appreciate that a variety of
criteria may be used to defined the degree of association that will cause an entity to be placed
on a greylist.) In another set of embodiments, the scoring system might be unnecessary.
Merely by way of example, if an entity is known (e.g., by a trust provider) to have engaged in
fraud, that entity might be added to a blacklist, and/or any entities associated (to whatever

degree is deemed appropriate) with that entity might be added to a greylist.

[0124] In a particular set of embodiments, a plurality of greylists may be supported.
Merely by way of example, a first greylist might comprise entities known to be associated
with blacklisted entities, as discussed above. A second greylist might comprise entities
suspected (but perhaps not known) to en;gage in illegitimate activities and/or unwanted
communications. Further, there may be a plurality of blacklists, whitelists and/or greylists
corresponding to various behavior characteristics and/or categories of activities, including
without limitation those categories and/or characteristics discussed above. Merely by way of
example, there may be a first list (and/or set of lists--black, white and/or grey) related to
entities’ likelihood to transmit spam, a second list (and/or set of lists) related to entities’
likelihood to be purveyors of pornography, a third list (and/or set of lists) related to entities’
likelihood to be engaged in legitimate online commerce, etc. These lists may be used by a
user, administrator, etc. to customize the behavior of one or more client applications with

respect to entities on the various lists.

[0125] The toolbar (or other component) then, might be configured to automatically
allow access to communications (e.g., email messages, web pages, etc.) with whitelisted
entities, automatically block access to communications with blacklisted entities, and/or to
take some other action with respect to communications with greylisted entities. Other

actions, including those discussed above, such as warning, quarantining, etc. are possible as
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well. If desired, a policy manager (and/or filtering engine) might be used to define the
behavior of a toolbar (or other component) with respect to each type of entity. In some cases,
a user might be given the ability to modify the blacklist, whitelist and/or greylist (e.g., by
adding or removing entries manually, and/or by selecting an option--from a toolbar button,
context menu, and/or the like--when viewing a communication from a given entity, to add
that entity to a blacklist, whitelist or greylist) and/or to modify the application’s behavior
with respect to each type of list. In other cases, the lists (and/or the application’s behavior)

might be administratively controlled by a local administrator, a trust provider, etc.

[0126] In accordance with particular embodiments, the toolbar (or other component)
might be fed updates automatically from a central location (e.g., a trust evaluation system)
and/or through a distributed network of caching servers, etc. Updates might be automated at
the client and/or the server(s), and/or might be performed on demand as requested by the
client. A variety of updating schemes (such as for operating system updates, virus definition
updates, etc.) are known in the art, and any of these updating schemes may be used as

appropriate in accordance with various embodiments.

[0127] In the foregoing description, for the purposes of illustration, methods were
described in a particular order. It should be appreciated that in alternate embodiments, the
methods may be performed in a different order than that described. Additionally, the
methods may include fewer, additional, or different blocks than those described. It should
also be appreciated that the methods described above may be performed by hardware
components or may be embodied in sequences of machine-executable instructions, which
may be used to cause a machine, such as a general-purpose or special-purpose processor or
logic circuits programmed with the instructions to perform the methods. These machine-
executable instructions may be stored on one or more machine readable mediums, such as
CD-ROMs or other type of optical disks, floppy diskettes, ROMs, RAMs, EPROMS,
EEPROMs, magnetic or optical cards, flash memory, or other types of machine-readable
mediums suitable for storing electronic instructions. Alternatively, the methods may be

performed by a combination of hardware and software.

[0128] In conclusion, the present invention provides novel solutions for evaluating
the trustworthiness of various online entities, and for distributing and/or using such
information. While detailed descriptions of one or more embodiments of the invention have

been given above, various alternatives, modifications, and equivalents will be apparent to
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those skilled in the art without varying from the spirit of the invention. Moreover, except
where clearly inappropriate or otherwise expressly noted, it should be assumed that the
features, devices and/or components of different embodiments can be substituted and/or
combined. Thus, the above description should not be taken as limiting the scope of the

invention, which is defined by the appended claims.
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WHAT IS CLAIMED IS:

1. A method comprising:

receiving, at a computer, a trust score score evaluating a trustworthiness of an
online entity;

consulting, with the computer, at least one trust policy; and

determining an action to take based at least in part on the trust policy and the
trust score; and

taking the action with respect to a communication associated with the online

entity.

2. The method of claim 1, wherein determining the action to take

comprises comparing the trust score to one or more values associated with the trust policy.

3. The method of claim 1, wherein the trust score is one of a plurality of

trust scores for the online entity.

4, The method of claim 3, wherein the plurality of trust scores comprises
one or more scores selected from a group consisting of: a trust score evaluating the likelihood
of the online entity to engage in fraudulent behavior, a trust score evaluating the likelihood of
the online entity to transmit unwanted communications, a trust score evaluating the likelihood
of the online entity to engage in cybersquatting, and a trust score evaluating the likelihood of

the online entity to engage in trademark abuse.

5. The method of claim 3, wherein the trust score is a first trust score of
the plurality of trust scores, the first trust score evaluating the trustworthiness of the online
entity in a first category of behavior, the method further comprising:

receiving, at the computer, a second trust score of the plurality of trust scores

evaluating the trustworthiness of the online entity in a second category of behavior.

6. The method of claim 1, wherein the action comprises blocking the
communication. »
7. The method of claim 6, wherein blocking the communication

comprises blocking a communication received from the online entity.
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8. The method of claim 6, wherein blocking the communication

comprises blocking a communication addressed to the online entity.

9. The method of claim 1, wherein the action comprises quarantining the
communication.
10. The method of claim 9, further comprising transmitting a notification

indicating the communication was quarantined.

11. The method of claim 1, wherein the action comprises allowing the
communication.
12. The method of claim 1, wherein the action comprises transmitting a

warning to a recipient of the communication.

13. The method of claim 1, wherein the communication comprises a

communication received from the online entity.

14. The method of claim 1, wherein the online entity is an intended recipient

of the communication.

15. The method of claim 1, wherein the computer is a client computer.
16. The method of claim 1, wherein the computer is a border device.
17. A trust authentication system comprising:

a data store including one or more trust policies; and

a first software component on a computer, configured to monitor
communications associated with one or more client applications for a communication with an
online entity;

a second software component on the computer, configured to obtain one or
more trust scores associated with an online entity; and

a third software component on the computer, configured to take an action with
respect to the communication with the online entity, based on at least one of the one or more

trust scores associated with the online entity and at least one of the one or more trust policies.
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18. The trust authentication system of claim 17, wherein the first, second
and third software components execute on a border device separate from a client computer

executing the one or more client applications.

19. The trust authentication system of claim 17, wherein the first, second
and third software components execute on a client computer executing the one or more client

applications.

20. The trust authentication system of claim 17, wherein the first and

second software components are incorporated within a monitoring agent.

21. The trust authentication system of claim 17, wherein the third software

component comprises a policy agent.

22. The trust authentication system of claim 17, wherein at least one of the

software components is integrated within at least one of the one or more client applications.

23. The trust authentication system of claim 17, wherein at least one of the

software components is integrated within an operating system of the computer.

24. The trust authentication system of claim 17, wherein the first, second
and third software components are integrated within an application program separate from the

one or more client applications.

25. The trust authentication system of claim 17, wherein at least one of the
software components is incorporated within a software program configured to operate in

conjunction with at least one of the one or more client applications.

26. The trust authentication system of claim 25, wherein the software

program is selected from the group consisting of: a toolbar, a plug-in, and an extension.

27. The trust authentication system of claim 17, further comprising a
quarantine area to store quarantined communications, wherein the action comprises

quarantining the communication in the quarantine area.

28. A trust authentication system comprising a processor and instructions

executable by the processor to:
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monttor communications associated with one or more client applications Ior a
communication with an online entity;

obtain one or more trust scores associated with an online entity; and

take an action with respect to the communication with the online entity, based

on at least one of the one or more trust scores associated with the online entity.

29. A trust authentication system comprising a processor and instructions
executable by the processor to:

monitor a plurality of communications associated with a plurality of client
computers;

identify an online entity other than one of the client computers, thé online
entity being associated with one of the plurality of communications;

obtain one or more trust scores associated with the online entity; and

take an action with respect to the one of the plurality of communications,

based on at least one of the one or more trust scores associated with the online entity.

30. The trust authentication system of claim 29, wherein the processor is

incorporated within a border device.

31. A software program embodied on a computer readable medium, the
software program comprising instructions executable by a computer to:

receive a trust score evaluating a trust of an online entiy;

based on the trust score, take an action with respect to a communication

associated with the online entity.

32. A software program embodied on a computer readable medium, the
software program comprising instructions executable by a computer to: |

monitor communications associated with one or more client applications for a
communication with an online entity;

obtain one or more trust scores associated with an online entity;

consult at least one trust policy; and

take an action with respect to the communication with the online entity, based

on at least one of the one or more trust scores associated with the online entity.
33. A software program embodied on a computer readable medium, the

software program comprising instructions executable by a computer to:
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monitor a plurality ol communications assoclated Wit a plurality of cuent
computers;

identify an online entity other than one of the client computers, the online
entity being associated with one of the plurality of communications;

obtain one or more trust scores associated with the online entity; and

take an action with respect to the one of the plurality of communications,

based on at least one of the one or more trust scores associated with the online entity.

34. A system comprising:

means for monitoring communications associated with one or more client
applications for a communication with an online entity;

means for obtaining one or more trust scores associated with an online entity;

means for consulting at least one trust policy; and

means for taking an action with respect to the communication with the online
entity, based on at least one of the one or more trust scores associated with the online entity

and the at least one trust policy.
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in communication with the threat servers (62) and arranged to re -
ceive said data about objects from the threat servers (62) to main-
tain a master database (71, 72, 73) of data received about objects
from all of the threat servers (62).
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METHODS AND APPARATUS
FOR DEALING WITH MALWARE

This application claims the benefit of priority to US application serial no.
61/443095, filed February 15th, 2011, the content of which is hereby incorporated by

reference.

The present invention relates generally to methods and apparatus for dealing with

malware.

In aspects, the present invention relates to a method and computer program for
connecting a remote computer to one of a plurality of servers, a method and computer
program for providing protection against malware, methods and apparatus for classifying
a computer object as malware, a method of operating a security program on a computer,

and a computer program for fighting malware.

The term "malware" is used herein to refer generally to any executable computer
file or, more generally "object", that is or contains malicious code, and thus includes

viruses, Trojans, worms, spyware, adware, etc. and the like.

A typical anti-malware product, such as virus scanning software, scans objects or
the results of an algorithm applied to the object or part thereof to look for signatures in
the object that are known to be indicative of the presence of malware. Generally, the
method of dealing with malware is that when new types of malware are released, for
example via the Internet, these are eventually detected. Once new items of malware
have been detected, then the service providers in the field generate signatures that
attempt to deal with these and these signatures are then released as updates to their anti-

malware programs. Heuristic methods have also been employed.

These systems work well for protecting against known malicious objects.
However, since they rely on signature files being generated and/or updated, there is

inevitably a delay between a new piece of malware coming into existence or being
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released and the signatures for identifying that malware being generated or updated and
supplied to users. Thus, users are at risk from new malware for a certain period of time

which might be up to a week or even more.

More recently, so-called “cloud” based techniques have been developed for
fighting malware/viruses. In this technique, protection is provided by signatures that are
stored in the cloud, i.e. in a central server to which the remote computers are connected.
Thus, a remote computer can be given protection as soon as a new malware object is
spotted and its signature stored in the central server, so that the remote computer is
protected from it without the need to wait for the latest signatures to be downloaded and
installed on the remote computer. This technique can also give the advantage of moving
the processing burden from the remote computer to the central server. However, this
technique is limited by sending only signature information or very basic information
about an object to the central server. Therefore, in order to analyse whether or not an
unknown object is malware, a copy of that object is normally sent to the central server
where it is investigated by a human analyst. This is a time consuming and laborious task
introducing considerable delay in classifying malware as safe or unsafe. Also, given the
considerable volume of new objects that can be seen daily across a community, it is
unrealistic to have a skilled human analyst investigate each new object thoroughly.
Accordingly, malevolent objects may escape investigation and detection for considerable
periods of time during which time they can carry out their malevolent activity in the

community.

We refer in the following to our previous application US-A-2007/0016953,
published 18th January 2007, entitled “METHODS AND APPARATUS FOR
DEALING WITH MALWARE?”, the entire contents of which are hereby incorporated by
reference. In this document, various new and advantageous cloud-based strategies for
fighting malware are disclosed. In particular a cloud based approach is outlined where
the central server receives information about objects and their behaviour on remote
computers throughout the community and builds a picture of objects and their behaviour

seen throughout the community. This information is used to make comparisons with this
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data across the community in developing and applying various heuristics and or rules to

determine whether a newly seen object is malevolent or not.

This approach to fighting malware involves communicating, storing and
managing vast amounts of data at the central server which is a challenging problem in
itself. It is also challenging to develop new schemes for more accurately and more
efficiently detecting malware given the vast amount of data collected about objects seen
in the community and the constantly evolving strategies used by malware writers to
evade detection. It is also desirable to improve the processes for analysing the data to

make the best use of the time and specialised skills of the human malware analysts.

Malware is also becoming increasingly adept at self-defence by interfering with
the operation of security programs installed on a computer. This is another problem that

security software must contend with.

The present disclosure builds on the techniques disclosed in our previous
application US-A-2007/0016953 to address these and other problems, as will become

apparent in view of the following disclosure.

According to a first aspect of the present invention, there is provided a method of
classifying a computer object as malware, the method comprising:

at a base computer, receiving data about a computer object from each of plural
remote computers on which the object or similar objects are stored and or processed;

wherein the base computer comprises plural threat servers arranged to receive
said data from the plural remote computers and apply rules and or heuristics against that
data in real time to determine whether or not said object is malware and to communicate
said determination to the remote computers;

said base computer further comprising at least one central server in
communication with the threat servers and arranged to receive said data about objects
from the threat servers to maintain a master database of data received about objects from

all of the threat servers.
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In the preferred embodiments, the threat servers make real time decisions as to
whether or not an object is benign or malevolent based on the details of that object sent
from the remote computers. Each threat server is connected to a database which contains
entries for all of the objects known to the base computer and a classification of whether
the object is safe or unsafe. The database may also store rules for deciding whether
unknown objects are safe or unsafe based on the information received from the remote
computer. The central server provides a master database of all data received about all
objects. This can be used by human analysts or computer analysis in investigating

malware threats.

Preferably, at least one threat server comprises at least one database for holding
information received from remote computers to which it is attached, the method
comprising: storing said data in at least one database at the threat server; and, at
intervals, storing the contents of the database in storage together with a timestamp and
the database. The intervals may be predetermined or dynamically set. This data
structure has many advantages in providing secure, scalable, reliable updating of the
data. This scheme reduces workload and traffic in the network by a significant factor
compared with a conventional scheme where typically each piece of data on being
received by a threat server would immediately be propagated to all other threat servers in

the system that are to hold the data.

Preferably, the method comprises creating a backup central server by receiving at
a central server all of the timestamped blocks of data and incorporating them into its
database. Thus, backup servers can be quickly created with the current data set without
interfering with the operation of current "live" servers. The live servers do not need to

go off-line and can continue to function as the backup servers are created.

In an embodiment, the method comprises: taking a central server off-line for a
period of time such that it does not receive updates of data from the threat servers during
that period of time; after the period of time has elapsed, updating the database of the
central server with timestamped blocks of data from the storage that have a timestamp

later than the time when the central server went off-line; and, bringing the central server
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back on line. This allows a central server to be taken offline, e.g. for maintenance or
software updates, and updated quickly and simply so to have current data. No other

server has to be taken off line or otherwise affected by this process.

In an embodiment, the method comprises rolling back the database of a central
server to a point of time in the past; and, updating the database of the central server with
timestamped blocks of data from storage that have a timestamp later than said past point
of time; and, bringing the central server back on line. Thus, if the database is corrupted
for any reason, the database can be rolled back to a point before the corruption happened.
The database can then be updated with the missing data. Again, no other server is taken

offline or otherwise affected by this process.

Preferably, the central server has databases including any one or more of’ a)
object signatures and metadata about that object; b) object behaviour; and, ¢) information
about what objects are present on what remote computers. This allows the base
computer to build up a full picture of the activities of objects and their attributes and
behaviour across the community, allowing deep analysis to be performed to identify

malware and trends and shifts in the data.

In a preferred embodiment, said threat and central servers are implemented using
cloud computing. This allows "elastic" computing, such that the system administrators
can create, launch, and terminate server instances as needed, paying only for what
computing resources are used, and allows control over the geographical location of

instances which allows for latency optimization and high levels of redundancy.

Preferably the method comprises: maintaining at a threat server, a list of objects
previously seen at that threat server and forwarded to the central server; and, if an object
has not been seen before, sending the data about that object to the central server, and if
an object has been seen before, increasing the count for that object instead of sending the

data. This reduces significantly the network traffic and load on the network and servers.
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According to a second aspect of the present invention, there is provided apparatus
for classifying a computer object as malware, the apparatus comprising:

a base computer arranged to receive data about a computer object from each of
plural remote computers on which the object or similar objects are stored and or
processed;

wherein the base computer comprises plural threat servers arranged to receive
said data from the plural remote computers and apply rules and or heuristics against that
data in real time to determine whether or not said object is malware and to communicate
said determination to the remote computers;

said base computer further comprising at least one central server in
communication with the threat servers and arranged to receive said data about objects
from the threat servers to maintain a master database of data received about objects from

all of the threat servers.

According to a third aspect of the present invention, there is provided a method of
classifying a computer object as malware, the method comprising:

at a base computer, receiving data about a computer object from each of plural
remote computers on which the object or similar objects are stored and or processed;

counting the number of times in a given time period objects having one or more
common attributes or behaviours that have been seen by the remote computers;

comparing the counted number with the expected number based on past
observations; and,

if the comparison exceeds some predetermined threshold, flagging the objects as

unsafe or as suspicious.

As will be appreciated, the amount of data received from an agent program
running on remote computers can be vast and therefore suited to being processed by
computer. It would be impractical to have human operators look at all of this data to
determine malware. This aspect allows greater focus to be placed on researching these
outliers. Processes can be readily developed that can use this outlier information to
automatically group, identify or prioritise research effort and even make malware

determinations. Where automated rules are used to identify malware, this information
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can be used to automatically heighten sensitivity of these rules when applied to objects in

the group that has been identified as an outlier.

The attribute of the object may be one or any combination of: the file name, the
file type, the file location, vendor information contained in the file, the file size, registry
keys relating to that file, or any other system derived data, or event data relating to the

object.

According to a fourth aspect of the present invention, there is provided apparatus
for classifying a computer object as malware, the apparatus comprising a base computer
arranged to receive data about a computer object from each of plural remote computers
on which the object or similar objects are stored and or processed; the base computer
being arranged to:

count the number of times in a given time period objects having one or more
common attributes or behaviours that have been seen by the remote computers;

compare the counted number with the expected number based on past
observations; and,

if the comparison exceeds some predetermined threshold, flag the objects as

unsafe or as suspicious.

According to a fifth aspect of the present invention, there is provided a method of
classifying a computer object as malware, the method comprising:

at a base computer, receiving data about a computer object from each of plural
remote computers on which the object or similar objects are stored and or processed,

storing said data in a database; and,

presenting the user with a display of information relating to a group of plural
objects and various attributes of those objects, the display being arranged such that
commonality is shown between objects, wherein the group of objects displayed

correspond to a user query of the database.

Thus, by being able to query and analyse the collective view of an object, i.e. its

metadata and behaviours, across all remote computers that have seen it, a more informed
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view can be derived, whether by human or computer, of the object. In addition it is
possible to cross-group objects based on any of their criteria, i.e. metadata and

behaviour.

The users employed in grouping objects according to this scheme need not be
skilled malware analysts. The users need only basic training in use of the tool and in
grouping objects by running queries and looking for commonality. The final analysis of
objects covered by the query can be taken by a skilled malware analyst. A key
advantage of this system is that the computer is doing the work in processing the raw
data which is too large of a task to be practical for a human operator to complete. The
human operators grouping the data need not be skilled, which reduces costs for the
business. This reduces costs and leaves the skilled malware analysts to concentrate on
queries that are found to be good candidates for further investigation. Thus, the skill of
these operators is most effectively deployed in using their experience to identify

malware.

In an embodiment, the information is displayed in tabular form with rows of the
table corresponding to objects and columns of the table corresponding to attributes of the
objects. Nonetheless, other forms of display can be used e.g. graphs, charts, 3D-

visualiztions etc.

Preferably, at least one attribute of the objects is presented to the user pictorially
such that objects with common attributes are given the same pictorial representation. In
a preferred embodiment, the pictorial representation comprises symbols having different
shapes and/or colours. This allows the user to spot commonality in the attribute at a
glance. This works well for attributes where commonality is important and the actual

value of the attribute is relatively unimportant.

Preferably, the method comprises: identifying commonality in one or more
attributes between objects; and, refining the query in accordance with said identified
commonality. By refining the query according to discovered commonality the user can

quickly and simply investigate malware. The data grouped the queries can be flagged for
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further investigation by a human analyst or be immediately flagged as benign or

malevolent.

Preferably the method comprises creating a rule from a user query if it is

determined that the query is deterministic in identifying malware.

In a preferred embodiment, the method comprises monitoring user groupings of
objects along with any and all user actions taken such as classifying the objects of the
group as being safe or unsafe; automatically applying said groupings and actions in
generating new rules for classifying objects as malware. Thus, by tracking these actions
it is possible for the server to learn from human analysts how to identify and determine
objects automatically. The application can preferably remember queries that have been
run by users. If the same query is being run repeatedly by a user and returning malware
objects, or if a researcher consistently takes the action of determining the objects to be
malware, then the system can automatically identify this condition and create a rule of

the criteria and the action to determined matching objects as malicious.

Preferably, the method comprises applying the rule to an object at the base
computer and or sending the rule to a remote computer and applying the rule to an object
at the remote computer to classify the object as safe or unsafe. Thus, protection can be
given in real time against previously unseen objects by applying the rules to the objects.
Agent software running at the remote computer can apply the rules against objects for
example in the event that contact with the base computer is lost allowing the agent
software to carry on providing protection against new malware objects even when the

base computer is “offline”.

Preferably, the method comprises storing the classification of an object as safe or
unsafe according to the rule in the database at the base computer. This information can

taken into account in evaluating the performance of rules and in formulating new rules.

In a preferred embodiment, the method comprises receiving information from a

remote computer that an object classified as malware by said rule is believed not to be
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malware; and, amending or deleting the rule in accordance with said information. This
allows feedback on the performance of the rule to the central server which can be taken
into account in amending or deleting the rule if necessary and which may be taken into

account in determining future rules.

According to a sixth aspect of the present invention, there is provided apparatus
for classifying a computer object as malware, comprising a base computer arranged to
receive data about a computer object from each of plural remote computers on which the
object or similar objects are stored and or processed; the base computer being arranged
to:

store said data in a database; and,

present the user with a display of information relating to a group of plural objects
and various attributes of those objects, the display being arranged such that commonality
is shown between objects, wherein the group of objects displayed correspond to a user

query of the database.

According to a seventh aspect of the present invention, there is provided a
method of operating a security program on a computer, comprising operating the security
program to impersonate or use operating system functions in monitoring objects running

on the computer, said monitoring being to determine whether the objects are malware.

This allows the program to resist attacks from malevolent objects. The program
may perform operations by impersonating the system's context when it is necessary to
rely on standard system calls, or circumventing any system calls by accessing data at the
raw level as it is stored on disk. In doing so, the malware cannot react by killing the
process as the process is the operating system. To kill the operating system would also

prevent the malware from operating.

According to an eight aspect of the present invention, there is provided a
computer program for fighting malware, the computer program comprising program

instructions which when run on a computer cause the computer to monitor objects
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running on the computer to determine whether the objects are malware or not, the

monitoring being such that the program impersonates or uses operating system functions.

According to a ninth aspect of the present invention, there is provided a method
of operating a security program on a computer, comprising:

loading a first component of the security program on the computer;

dynamically creating a second component of the security program on the
computer having different attributes from the first component and which will
automatically load in the event that the first component fails to load due to malevolent

activity.

Preferably, the second component would have identical functionality but would
be modified so as to appear different by name and form. In this scenario should the
primary executable fail to load, most likely due to being killed by malware, the second
component would be loaded to perform its function. If the primary executable loads
successfully, the secondary executable would simply terminate to avoid conflict by

identifying the presence of the primary executable.

Preferably the second component is arranged to remove its own digital signature.

According to a tenth aspect of the present invention, there is provided a computer
program for fighting malware, the computer program comprising program instructions
which when run on a computer program cause the computer to load a first component of
the security program on the computer; and to dynamically create a second component of
the security program on the computer having different attributes from the first
component and which will automatically load in the event that the first component fails

to load due to malevolent activity.

According to an eleventh aspect of the present invention, there is provided a

computer program as described above recorded on a carrier.
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According to a twelfth aspect of the present invention, there is provided a method
of connecting a remote computer to one of a plurality of servers, the method comprising:

installing an agent program on the remote computer; the agent program
having an algorithm for allocating the remote computer to a server determined by the
time when the agent program was installed; and,

connecting the agent program to the allocated server.

The preferred embodiment provides a simple, pseudo random way of
dynamically mapping remote computers to servers, which shares the load evenly
between servers, even if several thousand remote computers are being installed
simultaneously. This compares with some prior art schemes where dedicated hardware

is used to share the load between servers.

Preferably the algorithm allocates the remote computer to a server determined
also by the proximity of the remote computer to the servers. By allocating based on

location, latency can be minimised.

Preferably the method comprises connecting the remote computer to the server
using a DNS distribution network. This provides a convenient way of mapping server

names to physical addresses of servers.

Preferably the agent program has a secondary algorithm to determine a secondary
server for the remote computer in case the originally allocated server is inaccessible.
This provides useful back up in case, for example, the originally allocated server is not
operable, or if malware interferes with the mechanism, e.g. a DNS network, used to map
servers to physical addresses. Preferably, the method comprises connecting the remote
computer to a different server in accordance with information received by the agent
program from the originally allocated server. These techniques allow more flexibility

and centralised control to reallocate remote computers to servers.

According to a thirteenth aspect of the invention, there is provided a computer

program comprising program instructions for:
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allocating the remote computer to one of a plurality of servers determined by the
time when the program was installed on the remote computer; and,

connecting the agent program to the allocated server.

According to a fourteenth aspect of the present invention, there is provided a
computer program as described above recorded on a carrier. The carrier can be any

physical medium, e.g. disk, USB storage, hard drive, optical media, etc.

According to a fifteenth aspect of the present invention, there is provided a
method of providing protection against malware, the method comprising:

executing an agent program on a remote computer connected to a network, the
agent program being configured to communicate with a base computer via the network,
the agent program including a firewall arranged to block communications between the
remote computer and entities on the network in accordance with predetermined rules;
and,

configuring the firewall in accordance with rules received from the base

computer.

The configurable firewall of the preferred embodiment can therefore leverage the
rules and knowledge developed about malevolent objects and network URLSs held at the
base computer to provide a next line of defence in fighting malware by disabling the
communications of the malware. In known firewalls, typically the user must manually

configure the firewall.

Preferably, the method comprises: receiving at the remote computer from the
base computer information that an object on the remote computer and or an entity on the
network is unsafe; and, including a rule at the remote computer so that intended network
communications involving the unsafe object and or unsafe entity are blocked by the
firewall. The firewall can thus be configured to stop communications between a
malevolent object on the remote computer trying to communicate with an entity on the
network, such as a third party server, or stop communications between any object on the

remote computer and a network location known to be associated with malevolent
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activity, such as a URL operated by known criminals. This can be used to prevent, for

example, criminals stealing personal data, passwords, etc.

Preferably the method comprises: receiving at the remote computer from the
base computer information that an object on the remote computer and or an entity on the
network is unsafe; asking permission from the user of the remote computer for details of
intended network communications involving the unsafe object and or unsafe entity to be
shared with a third party; and, intercepting intended network communications involving
the unsafe object and or the unsafe entity and sharing them with a third party. This
addresses the fact that in the prior art most of the effort in tackling cyber crime
concentrates on stopping the effects of the malware, rather than identifying and trying to
stop the criminals behind the malware. One difficulty is that it is illegal for the anti-
malware or even the police to hack into the criminal’s servers to find the criminal’s data.
Indeed, it a known ruse for the criminals to use so-called “botnets”, which are “zombie
networks" of legitimate users’ computers which have been infected by malware and are
thereby under the control of the criminals. The preferred embodiment keeps a record of
communications involving malware, so the authorities can see what data was being
stolen by the criminals. For legal reasons, the user's consent is obtained before sending
any data to third parties. This can be implemented in various ways: 1) always ask (for
every applicable detection), 2) obtain blanket permission per malware type, and 3) obtain

blanket permission regardless of malware type.

According to a sixteenth aspect of the present invention, there is provided a
computer program for providing protection against malware comprising program
instructions which when executed on a remote computer connected to a network:

communicate with a base computer via the network, the computer program
including a firewall arranged to block communications between the remote computer and
entities on the network in accordance with predetermined rules; and,

configuring the firewall in accordance with rules received from the base

computer.

As will become apparent in view of the following disclosure, the features of any
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embodiment described above can be combined with any of the features of any other

embodiment of any aspect of the invention as described above.

Embodiments of the present invention will now be described by way of example

with reference to the accompanying drawings, in which:

Figure 1 shows schematically apparatus in which an embodiment of the present

invention may be implemented,

Figure 2 is a flowchart showing schematically the operation of an example of a

method according to an embodiment of the present invention;

Figure 3 shows a more detailed view of an example of a base computer 3

according to an embodiment of the present invention;

Figure 4 shows an example where web servers are located in different

geographical locations;

Figure 5 shows schematically the apparatus of Figure 3 in more detail and in
particular the way in which data can be moved from the FX layer to the ENZO layer in

an embodiment;

Figure 6 shows schematically an example in which a new instance of an ENZO

server is created in accordance with an embodiment of the invention,;

Figure 7 shows schematically an example of apparatus by which an ENZO server
shares out its workload between plural servers in accordance with an embodiment of the

invention;

Figure 8 is a chart showing an example of a scheme for analysing data about

objects according to an embodiment of the present invention,
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Figure 9 show shows schematically an example of a scheme for processing data

about objects according to an embodiment of the invention,;

Figures 10 to 13 show graphical user interfaces of an example of a computer

program for researching objects according to an embodiment of the present invention;

Figure 14 shows an example of an agent program on a remote computer

according to an embodiment of the present invention; and,

Figure 15 shows the hierarchy on a computer system.

OVERVIEW

Referring to Figure 1, a computer network is generally shown as being based
around a distributed network such as the Internet 1. The present invention may however
be implemented across or use other types of network, such as a LAN. Plural local or
"remote" computers 2 are connected via the Internet 1 to a "central" or "base" computer
3. The computers 2 may each be variously a personal computer, a server of any type, a
PDA, mobile phone, an interactive television, or any other device capable of loading and
operating computer objects. An object in this sense may be a computer file, part of a file
or a sub-program, macro, web page or any other piece of code to be operated by or on
the computer, or any other event whether executed, emulated, simulated or interpreted.
An object 4 is shown schematically in the figure and may for example be downloaded to
a remote computer 2 via the Internet 1 as shown by lines 5 or applied directly as shown
by line 6. The object 4 may reside in computer RAM, on the hard disk drive of the
computer, on removable storage connected to the computer, such as a USB pen drive, an

email attachment, etc.

In one preferred embodiment, the base computer 3 is in communication with a
database 7 with which the remote computers 2 can interact when the remote computers 2

run an object 4 to determine whether the object 4 is safe or unsafe. The community
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database 7 is populated, over time, with information relating to each object run on all of
the connected remote computers 2. As will be discussed further below, data
representative of each object 4 preferably takes the form of a so-called signature or key

relating to the object, its attributes and behaviour.

Referring now to Figure 2, at the start point 21, a computer object 4 such as a
process is run at a remote computer 2. At step 22, by operation of a local "agent"
program or software running on the remote computer 2, the operation of the process is
hooked so that the agent program can search a local database stored at the remote
computer 2 to search for a signature or key representing that particular process, its
related objects and/or the event. If the local signature is present, it will indicate either
that the process is considered to be safe or will indicate that that process is considered
unsafe. An unsafe process might be one that has been found to be malware or to have
unforeseen or known unsafe or malevolent results arising from its running. If the
signature indicates that the process is safe, then that process or event is allowed by the
local agent program on the remote computer 2 to run at step 23. If the signature

indicates that the process is not safe, then the process or event is stopped at step 24.

Tt will be understood that there may be more than two states than "safe" or "not-
safe" and choices may be given to the user. For example, if an object is considered
locally to be not safe, the user may be presented with an option to allow the related
process to run nevertheless. It is also possible for different states to be presented to each
remote computer 2. The state can be varied by the base computer to take account of the

location, status or ownership of the remote computer or timeframe.

Furthermore, the agent software at the remote computer 2 may be arranged to
receive rules or heuristics from the base computer 3 for classifying objects as safe or
unsafe. If the object is unknown locally, the agent software may apply the rules or
heuristics to the details of the object to try to classify the object as safe or unsafe. If a
classification is made, details of the object and classification are passed to the base
computer 3 to be stored in the community database 7. This means that the agent

software is capable of providing protection against previously unseen objects even if it is
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“offline”, e.g. it is unable to connect to the base computer for any reason. This

mechanism is described in more detail later in the disclosure.

If the object is still not classified locally, then details of the object are passed over
the Internet 1 or other network to the base computer 3 for storing in the community
database 7 and preferably for further analysis at the base computer 3. In that case, the
community database 7 is then searched at step 25 for a signature for that object that has
already been stored in the community database 7. The community database 7 is supplied
with signatures representative of objects, such as programs or processes, run by each
monitored remote computer 2. In a typical implementation in the field, there may be
several thousands or even millions of remote computers 2 connected or connectable to
the base computer 3 and so any objects that are newly released upon the Internet 1 or that
otherwise are found on any of these remote computers 2 will soon be found and

signatures created and sent to the base computer 3 by the respective remote computers 2.

When the community database 7 is searched for the signature of the object that
was not previously known at the remote computer 2 concerned, then if the signature is
found and indicates that that object is safe, then a copy of the signature or at least a
message that the object is safe is sent to the local database of the remote computer 2
concerned at step 26 to populate the local database. In this way, the remote computer 2
has this information immediately to hand the next time the object 4 is encountered. A
separate message is also passed back to the remote computer 2 to allow the object to run

in the current instance.

If the signature is found in the community database 7 and this indicates for some
reason that the object is unsafe, then again the signature is copied back to the local
database and marked "unsafe" at step 27, and/or a message is sent to the remote
computer 2 so that running of the object is stopped (or it is not allowed to run) and/or the

user given an informed choice whether to run it or not.

If after the entire community database 7 has been searched the object is still

unknown, then it is assumed that this is an entirely new object which has never been seen
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before in the field. A signature is therefore created representative of the object at step

28, or a signature sent by the remote computer 2 is used for this purpose.

At this point, rules or heuristics may be applied by the base computer 3 to the
details of the object to try to classify the object as safe or unsafe. If a classification is
made, the signature is marked as safe or unsafe accordingly in the community database
7. The signature is copied to the local database of the remote computer 2 that first ran

the object. This mechanism is described in more detail later in the disclosure.

If the object is still not classified, the signature may be initially marked as bad or
unsafe in the community database 7 at step 29. The signature is copied to the local
database of the remote computer 2 that first ran the object at step 30. A message may
then be passed to the remote computer 2 to instruct the remote computer 2 not to run the
object or alternatively the user may be given informed consent as to whether to allow the
object to run or not. In addition, a copy of the object itself may be requested at step 31

by the community database 7 from the remote computer 2.

If the user at the remote computer 2 chooses to run a process that is considered
unsafe because it is too new, then that process may be monitored by the remote computer
2 and/or community database 7 and, if no ill effect occurs or is exhibited after a period of
time of n days for example, it may then be considered to be safe. Alternatively, the
community database 7 may keep a log of each instance of the process which is found by
the many remote computers 2 forming part of the network and after a particular number
of instances have been recorded, possibly with another particular number of instances or
the process being allowed to run and running safely, the signature in the community
database 7 may then be marked as safe rather than unsafe. Many other variations of

monitoring safety may be done within this concept.

The database 7 may further include a behaviour mask for the object 4 that sets out
the parameters of the object’s performance and operation. If an object is allowed to run
on a remote computer 2, even if the initial signature search 22 indicates that the object is

safe, then operation of that object may be monitored within the parameters of the mask.
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Any behaviour that extends beyond that permitted by the mask is identified and can be

used to continually assess whether the object continues to be safe or not.

The details of an object 4 that are passed to the base computer 3 are preferably in
the form of a signature or "key" that uniquely identifies the object 4. This is mainly to
keep the data storage and transmission requirements as minimal as possible. This key

may be formed by a hashing function operating on the object at the remote computer 2.

The key in the preferred embodiment is specially arranged to have at least three
severable components, a first of said components representing executable instructions
contained within or constituted by the object, a second of said components representing
data about said object, and a third of said components representing the physical size of
the object. The data about the object in the second component may be any or all of the
other forms of identity such as the file’s name, its physical and folder location on disk,
its original file name, its creation and modification dates, resource information such as
vendor, product and version, and any other information stored within the object, its file
header or header held by the remote computer 2 about it; and, events initiated by or
involving the object when the object is created, configured or runs on the respective
remote computers. In general, the information provided in the key may include at least

one of these elements or any two or more of these elements in any combination.

In one preferred embodiment, a checksum is created for all executable files, such
as (but not limited to) .exe and .dll files, which are of the type PE (Portable Executable
file as defined by Microsoft). Three types of checksums are generated depending on the

nature of the file:

Type 1: five different sections of the file are check summed. These include the
import table, a section at the beginning and a section at the end of the code section, and a
section at the beginning and a section at the end of the entire file. This type applies to

the vast majority of files that are analysed;

Type 2: for old DOS or 16 bit executable files, the entire file is check summed;
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Type 3: for files over a certain predefined size, the file is sampled into chunks
which are then check summed. For files less than a certain predefined size, the whole

file is check summed.

For the check summing process, in principle any technique is possible. The MD5
(Message-Digest algorithm 5) is a widely-used cryptographic hash function that may be

used for this purpose.

This allows a core checksum to be generated by viewing only the executable
elements of the checksum and making a comparison between two executables that share

common executable code.

For the type 1 checksum mentioned above, three signature processes may be
used. The first defines the entire file and will change with almost any change to the
file’s content. In particular, the first defines a representative sampling of the contents of
the program in that if any fundamental change is made to the program, the checksum will
change, but trivial changes can be identified as such, allowing correlation back to the
original program body. The second attempts to define only the processing instructions of
the process which changes much less. The third utilises the file’s size, which massively
reduces the potential of collisions for objects of differing sizes. By tracking the
occurrences of all signatures individually appearing with different counterparts, it is
possible to identify processes that have been changed or have been created from a
common point but that have been edited to perform new, possibly malevolent

functionality.

As well as checksum data, metadata about the object is preferably captured and
sent to the base computer 3. Amongst other types, the types of metadata captured and

sent to the base computer 3 might be:

"Events": these define the actions or behaviours of an object acting upon another

object or some other entity. The event has three principal components: the key of the
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object performing the act (the "Actor"), the act being performed (the "Event Type"), and
the key of the object or identity of another entity upon which the act is being performed
(the "Victim"). For example, the event data might capture the identity, e.g. the IP
address or URL, of a network entity with which an object is communicating, another
program acting on the object or being acted on by the object, a database or IP registry
entry being written to by the object, etc. While simple, this structure allows a limitless
series of behaviours and relationships to be defined. Examples of the three components

of an event might be:

Actor Event Type Victim

Object 1 Creates Program Object 2
Object 1 Sends data IP Address 3
Object 1 Deletes Program Object 4
Object 1 Executes Object 2
Object 2 Creates registry key Object 4

"Identities": these define the attributes of an object. They include items such as
the file’s name, its physical location on the disk or in memory, its logical location on the
disk within the file system (its path), the file’s header details which include when the file
was created, when it was last accessed, when it was last modified, the information stored
as the vendor, the product it is part of and the version number of the file and it contents,

its original file name, and its file size.

"Genesisactor": the key of an object that is not the direct Actor of an event but
which is the ultimate parent of the event being performed. For example in the case of a
software installation, this would be the key of the object that the user or system first

executed and that initiated the software installation process, e.g. Setup.exe.

"Ancillary data": many events may require ancillary data, for example an event
such as that used to record the creation of a registry run key. In this situation the "event"

would identify the Actor object creating the registry run key, the event type itself (e.g.
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"regrunkey"), and the Victim or subject of the registry run key. The ancillary data in this

case would define the run key entry itself; the Hive, Key name and Value.

"Event Checksums": because the event data can be quite large extending to
several hundred bytes of information for a single event, its identities for the Actor and
Victim and any ancillary data, the system allows for this data itself to be summarised by
the Event Checksums. Two event checksums are used utilising a variety of algorithms,
such as CRC and Adler. The checksums are of the core data for an event. This allows
the remote computer 2 to send the checksums of the data to the central computer 3 which
may already have the data relating to those checksums stored. In this case, it does not
require further information from the remote computer 2. Only if the central computer 3
has never received the checksums will it request the associated data from the remote
computer 2. This affords a considerable improvement in performance for both the

remote and central computers 2,3 allowing much more effective scaling.

Thus, the metadata derived from the remote computers 2 can be used at the
community database 7 to define the behaviour of a process across the community. As
mentioned, the data may include at least one of the elements mentioned above (file size,
location, etc.) or two or three or four or five or six or all seven (or more elements not
specifically mentioned here). The data stored in the community database 7 provides an
extensive corollary of an object’s creation, configuration, execution, behaviour, identities
and relationships to other objects or entities that either act upon it or are acted upon by it.
This may be used accordingly to model, test and create new automated rules and
heuristics for use in the community database 7 and as rules that may be added to those
held and used in the local database of the remote computers 2 to identify and determine
the response of the remote computers 2 to new or unknown processes and process

activity.

Moreover, it is possible to monitor a process along with any optional sub-
processes as a homogenous entity and then compare the activities of the top level process
throughout the community and deduce that certain, potentially malevolent practices only

occur when one or more specific sub-processes are also loaded. This allows effective
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monitoring (without unnecessary blocking) of programs, such as Internet Explorer or
other browsers, whose functionality may be easily altered by downloadable optional
code that users acquire from the Internet, which is of course the principal source of

malevolent code today.

DISTRIBUTED ARCHITECTURE

The system as described so far is generally as described in our previous
application US-A-2007/0016953. There now follows a description of new, advantageous
schemes in operating such a system. It will be appreciated that in the description in
relation to Figures 1 and 2 the central computer and the community database are
presented for convenience as single entities. As will be apparent from the following
discussion, the base computer 3 can be comprised of multiple computers and servers, etc.
and the community database 7 can be made up multiple databases and storage distributed

around this central system.

Figure 3 shows a preferred example of an arrangement for the base computer 3.
The remote computer 2 has an agent program 10 which generally includes the same
functionality as the agent program described above in relation to Figures 1 and 2. In
short, the agent program 10 the monitors objects on that computer 2 and their behaviour
and communicates with the base computer 3 to send details of new objects and behaviour
found on the remote computer 2 and to receive determinations of whether the objects are
safe or not. The agent program 10 optionally communicates with a local database 11
which holds a local copy of signatures relating to the objects found on the remote

computer 2.

The agent program 10 can be comparatively small compared with other
commercially available anti-malware software. The download size for the agent
program 10 can be less than 1 MB and occupy about 3 MB of memory when running,
using more memory only to temporarily hold an image of a file(s) being scanned. In

comparison, other anti-malware packages will typically have a download of 50 MB and
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occupy 50 MB to 200 MB of computer memory whilst scanning files. Thus, the
preferred architecture can occupy less that 2% of system resources compared with other

products.

This is achieved primarily by the preferred agent program 10 being developed in
a low-level language, having direct access to system resources such as the video display,
disk, memory, the network(s), and without the incorporation of many standard code or
dynamic linked libraries to perform these functions. Memory usage is optimised by
storing data in the local database structure that provides the ability to refer to objects by a
unique identifier rather than requiring full filenames or signatures. All unnecessary
dynamic link libraries are unloaded from the process immediately as they are identified
as no longer being used, and background threads are merged to reduce CPU usage. A
small, efficient agent can be deployed more quickly and can used alongside other
programs, including other security programs, with less load on or impact on the
computer’s performance. This approach also has the advantage of having less surface

area for attack by malware making it inherently more secure.

The agent program 10 communicates with the base computer 3 over the Internet 1

via the Internet’s Domain Name Resolution System (DNS) 50.

The base computer 3 has a first layer comprising one or more servers 61, which
in this example are web servers. In the present disclosure, the web servers 61 are
referred to as "FX servers" or “threat servers” and the first layer is referred to as the "FX
layer". However, it will be appreciated that any type of suitable server may be used
according to need. The remote computers 2 are allocated to one of the web servers 61 as

explained in more detail below.

The FX layer 60 makes real time decisions as to whether or not an object is
benign or malevolent based on the details of that object sent from the remote computer 2.
Each web server 61 of the FX layer 60 is connected to a database 62 which contains
entries for all of the objects known to the base computer 3 and a classification of whether

the object is safe or unsafe. The database 62 also stores rules for deciding whether
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unknown objects are safe or unsafe based on the information received from the remote
computer 2. The web server 61 first searches the database 62 for matching signatures to
determine if the object is safe or unsafe or unknown. As described above, the signature
can be a function of the hashes (checksum data) derived from file itself, event data
involving the object and or metadata about the object in any combination. If the object is
unknown, the web server 61 then determines if any of the rules classify the object as
unsafe. The web server 61 then communicates back to the remote computer 2 whether
the object is safe and can be allowed to run, unsafe and is to be prevented from running,
or unknown in which case the object can be allowed to run or not according to user

preference.

Thus, the FX layer 60 reacts in real time to threats to determine whether or not

malware should be allowed to run on a remote computer 2.

Sitting behind the FX layer 60 is a second layer (called the "ENZO layer" 70
herein). Information about objects received by the FX layer 60 from the remote
computers 2 is sent to the ENZO layer 70 such that a master record is maintained at the
ENZO layer 70 of all data received from all remote computers 2. This process is

described in more detail below.

The ENZO layer 70 has one or more servers 74 (referred to as “central servers”
or “ENZO servers” in this disclosure) connected to one or more "master" databases
which aggregate all of the information received from all web servers 61 from all remote
computers 2. The databases may comprise any combination of the following three

databases and in the preferred embodiment has all three.

1) An object database 71, which has entries containing object signatures (e.g. their MD5
checksums) and including metadata received about objects, e.g. file name, file location,

or any other metadata collected by the system as described above.

2) A behaviour database 72 for capturing details of the behaviour of objects observed on

a remote computer 2. This database 72 is populated by the event data sent from the
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remote computers 2 and allows a picture to be built up of the behaviour and relationships

an object has across the community.

3) A computer-object database 73 which associates remote computers 2 in the
community with objects observed on those remote computers 2 by associating objects
with identification codes sent from the remote computer 2 during object detail
transmission. Preferably the computer is identified by at least the following three
identifiers sent from the remote computer: one which relates to the physical system, one
which relates to the operating system instance and one which relates to the logged on

user.

As will be appreciated, in a community having for example 10 million or more
remote computers 2, each having on average hundreds to thousands of objects, each
having a large number of behaviours and associations with other objects, the amount of

data held in the databases 71,72,73 is enormous.

The ENZO servers 74 can query the databases 71,72,73 and are operable, either
by automation or by input from a human analyst or both, in monitoring object behaviour
across the community and in investigating objects and developing rules for spotting
malware. These rules are fed back to the FX layer 60 and or the agent program 10
running on remote computers 10 and, as discussed elsewhere in this document, are used
by the web servers 61 or the agent program 10 in real time to stop malware from running
on remote computers 2. The performance of those rules in accurately stopping malware
on the remote computers 2 is fed back to the ENZO layer 70 and can be used to refine

the rules. The techniques used are described further in the following disclosure.

In a preferred embodiment, some or all of the servers 61,74 and databases
62,71,72,73 of the FX and ENZO layers 60,70 are implemented using cloud computing.
Cloud computing is a means of providing location-independent computing, whereby
shared servers provide resources, software, and data to computers and other devices on
demand. Generally, cloud computing customers do not own the physical infrastructure,

instead avoiding capital expenditure by renting usage from a third-party provider. Cloud
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computing users avoid capital expenditure on hardware, software, and services when
they pay a provider only for what they use. New resources can quickly be put on line.

This provides a large degree of flexibility for the user.

An example of cloud computing is the Amazon Elastic Compute Cloud (EC2)
which is a central part of the Amazon.com cloud computing platform, Amazon Web
Services (AWS). Another example is the Windows Azure Platform which is a Microsoft
cloud platform that enables customers to deploy applications and data into the cloud.
EC2 is used in the present example to provide cloud computing. Nonetheless, it will be
appreciated that, in principle, any suitable cloud architecture could be used to implement
the base computer 3. Alternatively conventional data centres could be used to implement
the base computer 3, or a mixture of conventional data centres and cloud based

architecture could be used.

EC2 allows users to rent virtual computers on which to run their own computer
applications. EC2 allows scalable deployment of applications by providing a web
service through which a user can boot an Amazon Machine Image to create a virtual

machine, which Amazon calls an "instance", containing any software desired.

A user can create, launch, and terminate server instances as needed, paying by the
hour for active servers, allowing the provision of "elastic" computing. EC2 provides
users with control over the geographical location of instances which allows for latency
optimization and high levels of redundancy. For example, to minimize downtime, a user
can set up server instances in multiple zones which are insulated from each other for
most causes of failure such that one backs up the other. In this way, the cloud provides
complete control of a user’s computing resources and its configuration, i.e. the operating
system and software packages installed on the resource. Amazon EC2 allows the user to
select a configuration of memory, CPU, instance storage, and the boot partition size that
is optimal for the operating system and application. EC2 reduces the time required to
obtain and boot new server instances to minutes, allowing the user to quickly scale

capacity, both up and down, their computing requirements change.
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EC2 maintains a number of data centres in different geographical regions,
including: US East Coast, US West Coast, EU (Ireland), and Asia Pacific (APAC)
(Singapore). As shown by Figure 4, in a preferred embodiment, the servers and
databases of the base computer 3 are implemented in plural of these geographical

locations 80.

The important question therefore arises of how to allocate remote computers 2 to
a particular instance of web server 61 in the FX layer 60. Important considerations in
this decision are to minimise latency and to share the load evenly across the web servers.
Ideally, the load on resources would be shared approximately equally across all instances
of web servers in order to avoid web servers being under utilised and to minimise the
number of web servers required. It is also desirable to implement a simple solution
which does not add significantly to the speed or size of the agent program 10 on the

remote computers, or place an overhead on the base computer 3.

1) In a preferred embodiment, the agent program 10 uses the geographical location
of the remote computer 2 in allocating the remote computer 2 to a web server 61, i.e.
based on its proximity to a geographical region 80 of the cloud. The location of the
remote computer can be determined by any convenient means, such as examining the IP
address of the remote computer 2 against a database of known location ranges, or
performing a network route analysis to determine the number of "hops" required to reach
the destination server. This functionality can be performed by the agent program 10
running on the remote computer 2 when it is first installed on the computer 2. By

allocating based on location, latency can be minimised.

2) In a preferred embodiment, the agent program 10 generates a random number
based on the date and time of its installation seeded with unique identifiers of the remote
computer to decide to which web server 61 it should be mapped. This provides a simple,
pseudo random way of mapping remote computers 2 to web servers 61 which shares the
load evenly between web servers 61 even if several thousand remote computers are being

installed simultaneously.
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3) The DNS distribution layer then maps the URL to the physical data centre. The
Domain Name System (DNS) is a hierarchical naming system built on a distributed
database for computers, services, or any resource connected to the Internet or a private
network. It associates various information with domain names assigned to each of the
participating entities. The DNS distribution network 50 allows load balancing to plural
servers 61 making up the FX layer 60.

Any combination of these techniques can be used by the agent program 10 to
allocate a remote computer 2 to a web server 61. Preferably, all three are used in

combination.

The agent program 10 preferably has a secondary algorithm to re-map the remote
computer 2 to different URL in case the primary URL is unavailable for any reason, e.g.
if the servers go down. Also, in the event that malware has been able to disable the DNS
mechanism then the agent program 10 can make direct contact with the FX servers 61 by

referring directly to a series of direct IP addresses reserved for this purpose.

Optionally, the agent program 10 is arranged so that it can reassign the remote
computer 2 to a different server 61 by receiving feedback/instruction from the server 61
the computer is already connected to. This can be used to add central control to the

allocation of agent program 10 to servers 61, which adds more flexibility to the system.

Thus, this scheme allows a simple, agent managed way of dynamically load
balancing between servers and providing resiliency, whilst dealing with geographical
location. In known prior art arrangements, specialised hardware load balancers are
employed in the network to divide load to other servers, or else agents are manually

allocated to web servers 61 when the agent program 10 is installed.

Using a cloud-based distributed architecture for the base computer 3 presents
challenges in trying to maintain integrity of data across the servers and in managing the
update of data across the many servers. As will be clear from the foregoing, the web

servers 61 in a typical implementation will be dealing with huge amounts of data. There
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will be large amounts of commonality in the data which can be used for determining
rules on what objects are malware. However, it is impractical to store all data on all web
servers 61 on all regions. This presents a problem in determining whether or not the data

is common in real time.

To address these issues, a preferred embodiment adopts the following scheme.
Each web server 61 in the FX layer 60 examines an incoming packet of data from a
remote computer 2 about an object seen on that remote computer 2. The agent program
10 generates a checksum of the data packet and sends it to the web server 61. The web
server 61 has a database 62 of objects that have previously been seen and which have
already been sent to the ENZO server 74. The web server 61 checks its database 62 for
the checksum of the incoming data. If the checksum is found, then the data has already
been seen by the ENZO server 74. In this case, the web server 61 just increases the
count associated with that checksum in its database of the number of times that data has
been seen to assist in determining the popularity of a piece of software or the frequency
of the occurrence of a specific event. This information can then be forwarded to the
ENZO server 74. If the checksum is not found in the FX database 62, then the web
server requests the full data packet from the remote computer and then forwards this to
the ENZO server 74. The ENZO server 74 then stores this data in the appropriate
databases 71,72,73. Thus, the ENZO layer 70 keeps a master list in the object database
71 of all data objects, their metadata and behaviour seen on all of the remote computers
2. This master list is propagated back to all of the web servers 61 in all of the
geographical locations 80. Thus, all web servers 61 are updated with information about

which objects have been seen by the community.

This scheme has been found to reduce workload and traffic in the network by a
factor of about 50 compared with a conventional scheme where typically each piece of
data on being received by a web server would immediately be propagated to all other

servers in the system.
Tt is desirable that the data held in the master databases 71,72,73 in the ENZO

layer 70 provide scalability, accessibility and resilience to the data for users. It will be

Trend Micro, Inc.
EX1006-283



10

15

20

25

30

WO 2012/110501 PCT/EP2012/052497

-32-

appreciated that if just one live ENZO server 74 is used, then if that server becomes
inaccessible, all live data is lost. For this reason, it is preferred to have at least one
ENZO server 74 in each region 80 of the cloud to provide redundancy. This means that
the web servers 61 are not all directly linked to the same ENZO server 74, but rather the
web servers 61 are only linked to the ENZO server 74 in their own region 80. This

creates a need for an extensible method of providing data to multiple database servers.

Figure 5 shows schematically a scheme of updating data from a web server 61 to
an ENZO server 74. Each web server 61 has two temporary databases 63a,63b linked to
it. At an initial starting point, one database 63a is part full 63b (active) and the other is
empty (inactive). As information about objects is received from a remote computer 2 by
the web server 61, it posts the information into the active database 63a. This information
will be checksum information received from the remote computers 2 about objects or
events seen on the remote computer. If the checksum is previously unseen at the web
server, the associated data about that object or event is posted to the database along with

its checksum.

Once the active database 63a reaches a predetermined size or some other
predetermined criteria is met, the contents of the active database 63a are put into long
term storage 66 together with a time stamp of the point in time when this happens.
While this is occurring, the inactive database 63b is made active and starts to fill with
new data as it arrives, and the formerly active database 63a is cleared and made inactive.
Again, when this database is full, then the process of time stamping and moving the
contents of the database to long term storage is repeated and the databases are swapped
over. In the preferred embodiment, the FX layer 60 has a S3 sub-layer 65 which is
responsible for managing input/output to the long term storage 66. S3 (Simple Storage
Service) is an online storage web service offered by Amazon Web Services. S3isan
Amazon service for the storage of high volume data in a secure and non volatile
environment through a simple web services interface. S3 is used to store the history of
the FX server data being sent from the FX servers to the ENZO servers. When a block
of data is put into long term storage 66, the S3 layer 66 also forwards this data to the

ENZO server 74 or servers so that the ENZO server can update its databases. All FX
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servers feed all ENZO servers via the S3 storage service.

The databases 63a,63b may be emptied into long term storage 66 for example
every few minutes or even every few seconds. However, as will be appreciated, the
actual time period used can be selected according to the load and size of the databases
and may be chosen dynamically based on for example the load on the database or the

size of the data.

Thus, the S3 layer 65 holds all of the data received by all of the web servers 61 in

the community. This has a number of advantages as illustrated by Figure 6.

Firstly, this can be used to allow the master ENZO databases 71,72,73 to be
rebuilt for example in the event that an ENZO server 74 develops a problem. Also, if the
data held by an ENZO server 74 is corrupted somehow, for example by a problem in a
software upgrade on the ENZO server 74, it is possible to roll back the databases at the
ENZO server 74 to a point before the corruption occurred. By using the timestamps
associated with the blocks of data in the S3 layer 65, the ENZO server 74 can request the
data blocks in long term storage 66 at the S3 layer 65 to be resent to the ENZO server 74

so the server's databases 71,72,73 can be brought up to date.

Furthermore, using this scheme, the ENZO servers 74 in multiple regions 80 can
create backup databases of the ENZO databases by receiving the data from the S3 layer.
This can be done without affecting the live ENZO databases 74, so these can carry on

functioning seamlessly.

The alternative would be to post to databases at a single ENZO server which is
designated the master server and to propagate the data from the master server to other
servers in the community. However, this in effect creates one “live” server and one or
more backups. The live server therefore does most of the work, e.g. pre-processing data
received from the agents, updating the databases and analysing the data for threats,
whilst the backup servers are under utilised. Thus, the live server must be more powerful

than the backup servers. This tends to be wasteful and inefficient of resources. In
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comparison, the preferred embodiment, shares the workload around the servers equally.

It is also desirable for operators, human malware analysts, etc, to have a copy of
the data from a live server for research, etc. Image servers may be created in the same
way as the live servers and the backup servers. The user of the system can take the
image server offline when he needs to take an image for offline use. Once the image is
taken, the image database can be brought up to date using the blocks of data from the S3

layer.

Cloud computing can recreate instances of web servers very quickly, e.g. in a
matter of minutes. Cloud computing is therefore advantageous in implementations
where the volume of transactions grows (or shrinks). In this situation, a new server
instance can be quickly created to handle the new load. However, it is necessary to take
an image of a live server to create the image. This is disruptive to the processes running
on that instance during imaging. It is therefore clearly not acceptable to take a live
server out of commission for this period. Therefore a special dedicated image server is
maintained behind the ENZO server which is updated in a similar way to the live and
backup servers. In this case, the image server is taken off-line and imaged. This process
might take for example 30 minutes. During this time, the image server is not receiving
updates from the S3 server and therefore becomes out of date. However, since the exact
time when the server went off line is known, it can be updated by requesting data blocks
from the S3 server with a timestamp later than when it went off line. Thus, an image can
be taken of an updated server for offline use etc and brought back up to date without

affecting the running of the system.

It is also desirable to be able to scale out the architecture of the ENZO layer 70.
For example, a live server 74 may be running out of processing power due to the increase
in traffic it is seeing from web servers 61 or agents 10. For example, more remote
computers 2 may be connected to the system, or a common software package may be
updated leading to a large volume of new data being sent to the ENZO layer 70. In this
situation, a second or further live server instance can be created in the ENZO layer 70 in

order to scale out horizontally (as opposed to adding more CPU/RAM to an existing
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server). As described above, it is relatively straightforward to create an image of an
ENZO server 74 in a cloud computing environment. As can be seen from Figure 7, the
data on each server 74 is divided into a plurality of sections. In this case the data on the
server 74 is divided into eight sections 0-7. Each section does a share of the processing
on that server. When the server is divided, various sections are allocated to each server.
So, for example, in the example of Figure 7, the original server L1 processes data 0-3,
and the newly created server L2 processes data 4-7. Each server then handles pre-
processing and storing its own data. For the purposes of analysing the data, the data
from these multiple severs 74 is preferably aggregated by the servers so that the human
analyst is working on the complete set of data when investigating malware (as described
in more detail below). Of course, the data can be divided in different ways among the

servers according to need.

So, instead of holding a single database and then having to dissect it if it is
required to distribute the load across multiple servers, in the preferred embodiment the
database is already dissected making it is much easier to make a transition to further

distribution of the database workload across multiple servers.

The number of data sections is preferably selected to be eight, because this is
enough to give reasonable flexibility and ability to expand. However, it is rare that a
business needs to expand by more than 800% at any time. Nonetheless, other plural

numbers of data sections can be used as appropriate.

This architecture allows vast amounts of data to be managed across multiple
locations and servers. The architecture can be scaled and servers copied without
incurring extra work or affecting the running of the system. The data can be exchanged
across servers that can change dynamically.

USING TREND DATA

Malware evolves at a significant pace. Historically, malware used a single
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infection (module or program) to infect many computers. As this allowed malware
researchers to quickly become aware of the infection, signatures could be quickly
deployed to identify and block the threat. In the last decade, malware authors have made
their threats contain many varied modules which shared a common purpose. To detect
and block these threats is a much greater challenge for malware research and to creating
and distributing signatures to identify and block all of the variations, any one of which
could infect one or more computers. Due to the varied and distributed nature of these

modern threats malware researchers are often late in identifying that a threat even exists.

By collecting hashes, signatures and statistics of new programs and modules
correlated by path and file details, and aggregating this information at a central location,
it is possible to use a method of analysis that will allow faster identification of new

threats.

On any given day the amount of new commercial programs and modules that are
created can be considered almost constant. This data can be measured against any of the
metadata or event data collected about the object. In one example, the data is measured
against the Path (Folder) location of new files created. The data can also be measured
against their filenames, and file types (e.g. .exe, .dll, .drv, etc.) along with details such as
vendor, product and version information, registry keys, or any other system derived data
forwarded to base computer. Any combination of these factors is possible. In whichever
way it is chosen to group the data, by establishing a baseline for the pattern and

distribution of this data across the groups it is possible to quickly identify outliers.

Figure 8 shows an example of collected data over a time period grouped
according to folders in the file system compared with the established normal distribution
(base line). If the number of new programs in the windows system32 subfolder is
normally x in any given time period t (e.g. in a given day) and in a particular time period
t1 under consideration it is 1.4x (or exceeds some other predetermined ratio) then it
indicates an abnormal increase in the number of new files which signifies possible
malware activity. This identification allows greater focus to be placed on researching

these outliers. Processes can be readily developed that can use this outlier information to
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automatically group, identify or prioritise research effort and even make malware
determinations. Where automated rules are used to identify malware, this information
can be used to automatically heighten sensitivity of these rules when applied to objects in

the group that has been identified as an outlier.

Another example of this technique is to focus on a filename and compare the
number of new objects (as represented by its hash) that utilize that name, or the number
of new objects all of which have new names. This is contrary to the general principles of
most commercial software which needs consistency to enable manageability of their
products. Most commercial applications have only a few names and each file name has
only a few variants as each new release is made available. In contrast, some malware
has thousands of variants using the same, similar or similarly structured name and which
are observed by the community utilising the related names within a very short window of

time (seconds-weeks).

In principle, any length of time for the window can be selected. In practice, this
is likely to be of the order of every 15 minutes, or every few hours, or a day, rather than

longer periods like every week.

In a preferred embodiment, techniques are provided to provide context for
researchers. In detecting malware, human analysts and computer automated analysis
have different strengths and are often used together to some degree to harness the
capabilities of both. Computers are good at applying rules to and processing large
amounts of data. In the present application, the amount of data received from agent
program 10 running on remote computers 2 is vast and therefore suited to being
processed by computer. It would be impractical to have human operators to look at all of
this data to determine malware. On the other hand, experienced human analysts are
highly adept at spotting malware given the appropriately focussed data about that object
and similar objects and their context. Often a human analyst can “intuitively” spot
malware, in a way that is difficult to reduce to a set of rules and teach to a machine. For
example, kernel32.dll is a file associated with the Windows (RTM) operating system. A

malware program may be called something similar, e.g. kernel64.dll, which would
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immediately be apparent to a user as being suspicious, but which it would be difficult to

teach a machine to spot.

The pattern may be obvious in retrospect when an analyst is presented with the
relevant data. However, this is a rear view mirror approach. The problem is finding the
relevant data in the vast amount of data being received at the base computer 3 so that the
analyst can focus his/her time on the important data. As illustrated by Figure 9, what is
needed is some what of distilling the raw data 100 into groups of related data 101 to
provide a focussed starting point for a malware researcher to investigate and take

necessary action 102 to flag objects bad or safe 103 accordingly.

As will be appreciated, a single object on a remote computer 2 across the
community can have a high degree of associations with other objects on remote
computers 2. Some tools currently exist which can map links between entities to create a
network of associations. However, when used for a malware object and its associations
with other objects, these will result in a diagram that is so dense and complicated that it
is practically useless for the purpose of allowing a human analyst to identify malware.
The problem is sifting this data so useful features are extracted for the analyst so that he

can quickly focus on the likely candidates for being malware.

A preferred embodiment, illustrated by Figures 10 to 13, provides a software
program running on the ENZO server 74 and giving the user a visual based tool for
running queries against the databases. A query language such as TSQL may be used for
example to query the database based on the user's input. As mentioned in the foregoing,
the ENZO layer 70 has a complete record of the properties and activities of all objects
seen on all remote computers 2 in their databases. Figure 10 shows an example of an on
screen display and user interface including a table 105 in which the rows represent the
objects (determined by their signatures) that match the results of the current query. The
user interface provides tools for creating new queries 106, for displaying current and
recent queries 107 and for sorting the data displayed in the table for the current query
108. Clearly there may be more results than will fit on one screen. There may therefore

be more than one page of results to which the user can navigate through appropriate
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controls 109 provided by the user interface.

The table 105 has a plurality of columns of data representing information about
the objects. The information may include any of the data collected about an object, its
metadata or its behaviour, sent to the base computer 3 by the remote computers 2. This
may include any of the following for example: the name of the file, and the location
(path) of the file, the country where the object was first encountered, the identity of the
remote computer that encountered the object, its operating system and version number,
details of the web browser and any other security products installed on the computer, the
creator of the file, the icon associated with the file, etc. The information may include
metadata about the file, such as the author or the size of the object or information relating
to executable instructions in the object. The data may contain “actor” and “victim”
information and details of its registry key. The information may include information
about whether or not the object has been identified as safe or unsafe at the remote

computer 2 or at the FX server 61.

The information displayed may contain counts of how often a particular attribute
is present among all the objects returned by the query or across the community. In
addition, the information may contain less easily understood information. As discussed
above, the information collected about an object can include checksums of parts of the
executable, e.g. the first 500 bytes of the executable part of the file. In many cases, the
actual value of the checksum or other data is of little or no interest to the user.
Therefore, preferably some or all of this information is presented to the user in a
graphical way, utilising colour, shape and or different symbols, which makes spotting

patterns in the data more intuitive and speedy for the user.

Preferably, at least one column of data is presented according to the following
scheme:-
1) if the value is unique in that column between the rows of data representing
objects then the numeral “1” is presented.
2) if the value is replicated between the rows of data on the screen, or between all

the rows of data matching that query, then a coloured symbol (e.g. a green triangle or a
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red letter “P” in a blue square, etc.) is allocated for that value and displayed in that
column for all rows that share that value. Thus, without needing to know what the
symbols represent, the user can see at a glance which rows on the screen have

commonality of an attribute.

This provides a starting point for running further queries. For example, the user
can quickly see commonality between objects which look interesting. As explained
elsewhere in this document, a typical trait of malware is that the objects use a large
number of file names, file locations, similar file sizes, similar code portions, etc. The
program allows a user to refine a query by for example clicking on columns in the table
and using the query creating tools 106 to add a particular attribute value to the predicate

of the query, or to start a new query with this column value in the predicate, etc.

The ultimate aim of this process is for the user to find a query that returns the
maximum number of rows with commonality. By this process, the user identifies a set of
criteria made up of hashes and other metadata definitions that can be used to accurately
identify similar objects that share criteria. For example, Figure 11 shows a user query
that returns rows with a high degree of commonality representing objects that have
commonality. The software also preferably allows the user to bring up a screen of
statistics for the objects that have been returned from the query. In particular, as shown
by Figure 12, the interface can display to the user the number of objects returned by the
query that are known to the database as being malware, the number known as being not
malware, and the number where it is not yet known whether or not the object is malware
(represented in Figure 12 by differently shaded/coloured bars). Other data about the
results of a query or objects having a certain attribute selected by the user can be shown
in graphical form, e.g. a bar graph, or a pie diagram as shown in Figure 13. The user can
take this information into account as well as information shown in the table 105 when
deciding whether or not the results of the query determine malware. The user can then
take the appropriate action, such as tagging the objects returned by the query as malware,
not malware, or suspicious and requiring further investigation. Thus, by being able to
query and analyse the collective view of an object, i.e. its metadata and behaviours,

across all agents 10 that have seen it, a more informed view can be derived, whether by
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human or computer, of the object. In addition it is possible to cross-group objects based

on any of their criteria, i.e. metadata and behaviour.

To take an example, it might be a previously identified trait of certain types of
malware that the malevolent object is located in the “recycle bin” of the operating
system. This gives a starting point for the user to run a query to find all objects, or all
objects encountered during a user specified time frame, that are located in the recycle bin
by looking at their “path” attribute. This would display rows to the user corresponding
to the different objects found (e.g. each row corresponding to a different MD35 signature).
The user can then drill down through the rows by selecting interesting attributes by
clicking on a value in a column. For example, the user may choose objects whose
attributes show that the object’s icon is the same as the icon used the “Notepad” program
(which comes with Microsoft Windows (RTM) operating systems), but which are not
Microsoft originating programs. The system preferably allows the user to apply Boolean
operators in refining the query. The system allows the user to bring up statistics of how
well the query cover objects that are known by the system to be malevolent or benign to

give the user more information about useful the query is in classifying objects.

The users employed in grouping objects according to this scheme need not be
highly skilled malware analysts. The users need only basic training in use of the tool and
in grouping objects by running queries and looking for commonality. The final analysis
of objects covered by the query can be taken by a skilled malware analyst. The
advantage of this system is that the computer is doing the work in processing the raw
data which is too large of a task to be practical for a human operator to complete. The
human operators grouping the data need not be skilled, which reduces costs for the
business. This reduces costs and leaves the skilled malware analysts to concentrate on
queries that are found to be good candidates for further investigation. Thus, the skill of
these operators is most effectively deployed in using their experience to identify

malware.

Referring to Figure 9, if at stage 103 the user decides that a query (Q5) is

deterministic in classifying the objects returned by a query as safe or unsafe, then the
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rule can be passed back to the web servers 61 and or the agent program 10 at the remote
computers 2 and used in real time in deciding whether new objects seen at the web

servers 61 or remote computer 2 are safe or unsafe.

If a new object that has not been seen before by the community is received by a
remote computer 2 or a web server 61 and is deemed by one of the rules run by the
remote computer 2 or web server 61 to be unsafe, the object can be stopped from running
on the remote computer 2 in real time, or the user of the remote computer 2 can be
warned and given the option of continuing or not. Furthermore, the remote computer 2
(via the web server 61 to which it is assigned) or the web server 61 can report to the
ENZO server 74 that a new object has been determined to be safe or unsafe by the rule.
The ENZO server 74 can update its master database with this finding and this finding can
be communicated to other remote computers 2 and or web servers 61 and used to update
their databases that objects with that signature are unsafe and should be blocked in the

future, or safe and should be allowed to run.

Alternatively, the rule can be used by human analyst at the ENZO layer to
monitor suspicious objects. Objects covered by the rule can be displayed to a human
analyst and the analyst can then decide for each object in turn whether it is malevolent or
benign, and mark the object accordingly. These determinations for each object are sent
back to the web servers 62 and or agent software 10 and used to decide whether or not
the object is allowed to run when encountered at the remote computers in real time. This
method does not react as quickly to new threats, compared with applying the rules in real
time at the web servers 62 and or agent software 10. However, it may be preferred in
cases where it is desired to keep the number of “false positives” low, and or where a rule
is found to be good at identifying suspicious objects which need further investigation

before a firm determination can be made that they are malware.

Furthermore, this action can be semi automated. The application can monitor the
groupings along with any and all actions taken such as groups being determined as
malicious or as benign. By tracking these actions it is possible for the ENZO server 74

to learn from human analysts how to identify and determine objects automatically. The
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application can preferably remember queries that have been run by users. If the same
query is being run repeatedly by a user and returning malware objects, or if a researcher
consistently takes the action of determining the objects to be malware, then the system
can automatically identify this condition and create a rule of the criteria and the action to
determined matching objects as malicious. This rule can be sent to the FX server layer
60 to enable real time actions to be made to catch objects that match the rule and
determine them as malicious. The identity of these rules and of malware grouping
applied by the rules can then be fed back to both the agent and the ENZO server 74. In
this way the FX server 61 is performing an action sanctioned and distributed by the
ENZO server 74, on its behalf. Similarly, these same processes can be applied to benign
groups of objects resulting in rules that determine such objects as "good" which can be
propagated back to the FX layer 60 in the same way for the rules for "bad" objects.
Thus, the ENZO layer 70 allows the user to easily identify these groupings. The ENZO
layer can then monitor the groupings along with any and all actions taken such as groups
being determined as malicious or as benign. By tracking these actions it is possible for
the ENZO layer 70 to learn from humans how to identify and determine objects

automatically.

The ENZO layer 70 can also monitor trends and bring information to the human
analysts' attention, such as the evolution in the behaviour of a previously known good
program. For example, a legitimate version of the game Solitaire will be observed by the
ENZO servers 74 to have a particular behaviour profile from the actions performed by
that program on remote computers over a period of time. If after a period of time that
program starts exhibiting new, suspicious behaviour, such as trying to install a driver or

accessing a web server in another country, this can be flagged for investigation.

Furthermore, preferably the agent program 10 at the remote computer provides an
interface that allows the user to report “false positives” to the system, i.e. where an
object has been flagged as malware which the user believes to be legitimate software.
The system is arranged to feedback this information to the ENZO server 74. At this
point, the system can determine that the rule is no longer reliably deterministic in finding

malware and can disable the rule. Alternatively the system can flag the rule for manual
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review and or modification by a human analyst. Alternatively, it can be decided that the
rule is generally useful despite the false positive and that the false positive is an outlier.
The conflicting benign object can then be specifically excluded from the rule at the FX

layer 70 by placing it on a white list.

It should be noted that rules can be prioritised (applied in order by priority) and
can be established to only apply against objects having a specific determination, location,
popularity, age or any other criteria known by or derived by the database. For example,
if a first rule determines the object originates from Microsoft, then it may be decided not
to apply any further rules. In contrast, if a first rule determines that an object is

suspicious, then it may be decided to apply further rules as appropriate.

Thus, the preferred software application running on an ENZO server 74 provides
powerful object behaviour monitoring and assessment. The software allows the user to
obtain a thorough understanding of an object's behaviour on a remote computer and the
contextual environment in which it is observed, in part through providing powerful data
visualisation techniques. The software enables large research teams to work
collaboratively and incrementally and leverages human research skills and experience

through expert system automation.

CONFIGURABLE FIREWALL

It is desirable to stop malware before a computer becomes infected, e.g. when the
infected file is received by email, downloaded, or when it is installed or run for the first

time.

A well known example of a malware program is the “Zeus” Trojan. This
program runs in the background on an infected computer and steals login details as they
are entered on screen by a user by monitoring the user’s keystrokes. This information is
then sent to the criminal’s servers where it can be used to take control of the infected

computer. An instant message is sent to the criminal over the network when the malware
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program detects logon information being entered on an online banking website, so the
criminal receives this information in near real time. The Trojan can then take remote
control of the user’s computer using the Virtual Network Connection protocol, a protocol
that allows a remote user to access and take control of a computer remotely. The

criminal can then steal money from the victim’s bank account.

While most anti-malware software attempts to stop the malware from infecting a
host computer or stopping communications with the malware as soon as possible, not
much attention has been shown to finding and prosecuting the criminals responsible.

One difficulty is that it is illegal for the anti-malware or even the police to hack into the
criminal’s servers to find the criminal’s data. Indeed, it a known ruse for the criminals to
use so-called “botnets”, which are “zombie networks" of legitimate users’ computers

which have been infected by malware and are thereby under the control of the criminals.

The preferred embodiment as illustrated by Figure 14 implements a firewall 95
with the agent program 10 at the remote computer 2. A firewall per se is well known.
However, normally firewalls are configured by rules input by the user to govern what
programs have permission to access the network for incoming/outgoing traffic. The
preferred embodiment additionally takes rules from the base computer 3 to limit which
objects on the remote computer 2 can communicate across the firewall and with which
entities 96,97 on the network. For example, information can be sent from the base
computer 3 to the firewall 95 that known active URLs of Zeus servers 97 are blocked
from exchanging messages from all objects on the remote computer 2. Thus, the firewall

95 can implement a rule blocking communications with the criminal's servers.

This provides a valuable second line of defence against malware. It is generally
desirable to stop malware at the point of infection by preventing the malware from
infecting a computer. The next line of defence is to stop the malware communicating.
The configurable firewall 95 can therefore leverage the rules and knowledge developed
about malevolent objects and network URLSs held at the base computer 3 to provide a

next line of defence in fighting malware.
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Furthermore, in a preferred embodiment, the agent program 10 can be used to
contact the authorities 98, e.g. a law enforcement agency, if malevolent internet traffic is
detected. The IP traffic between the infected computer 2 and the criminal’s server 97
can be intercepted by the firewall 95, stored and sent to the authorities' server 98, so the
authorities can see what information the criminals were stealing through the malware.
This information can be sent to the authorities' servers 98 in encrypted form for added
security. In the preferred embodiment, checksums are made and stored of the data that
sent to the authorities' servers 98, as there are very strict processes in place for forensic

data handling and evidence retention that should be observed.

Legal constraints will mean in most instances it is necessary to obtain permission
from the user of the infected computer 2 before this information is captured and sent to a
third party. In this situation, the agent program 10 will open a dialogue with the user to
obtain permission before proceeding. In some instances, the user may be happy to give
blanket permission for data to be sent whenever a malware program or a particular class
of malware program is detected on his computer 2, so it will not be necessary to obtain

specific permission every time malevolent objects or communication is detected.

SELF DEFENCE

Malware has evolved to the state where it will attack, disable or otherwise

destroy security products installed on a computer.

There are two principle vectors which need to be considered.

A first approach is to target the methods used by malware to identify security
products. In this specific case the malware will use behaviour monitoring of processes
running on the remote computer that view, observe, record, examine or otherwise
interfere any aspect of the malware code. Examples might be a malware entity watching
for processes or tasks which look at the registry keys the malware has used to configure,

control or record its operation. As will be appreciated, malware is by its nature
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surreptitious. From the malware’s point of view, no processes on the remote computer
should be monitoring or interacting with the malware object, since the existence of the
malware object on the local computer should be unknown. If any processes are
monitoring the malware, it is therefore likely to be security software or a system
monitoring tool or a system tool being used by the user of the computer 2 to rid the

computer 2 of the infection.

Thus, by finding processes that are doing this, the malware process can find the
identity of the process and its location or locations on disk. This identification then
allows it the ability to delete, disable or interfere with the process or processes it has
identified as potential threats. In most cases these will indeed be security programs or

system monitoring tools, both which it might consider threats.

A preferred embodiment of the present invention guards against this possible
interference by malware programs by preventing the behavioural detection of a security
program when examining the malware. This is achieved by hiding behind,
masquerading as and or leveraging core operating system components to examine the
malware's state and components. In particular, the agent program 10 performs
operations by impersonating the system's context when it is necessary to rely on standard
system calls, or circumventing any system calls by accessing data at the raw level as it is
stored on disk. For example, the agent program 10 can directly impersonate the kernel of
the operating system when calling the ZwTerminateProcess function to terminates a
malevolent process. In doing so, the malware cannot trace the call back to the agent
program. The malware considers this behaviour as normal, as it expects the operating
system to interact with it (e.g. it is necessary for the operating system to be able to
terminate the process when the computer is shut down), and so the malware does not
attempt to terminate the agent program process. Furthermore, the malware cannot react
by killing the process as the process is only identifiable as the operating system itself.

To kill the operating system would also prevent the malware from operating.

Figure 15 shows a hierarchy of control on a computer system 2 going from the

kernel level 92 at the lowest level, the operating system level 91, and a web browser
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running 92 on the operating system 91. A second consideration is that, for malware to
assert maximum control over the operation of the computer, it will often attempt to
install a driver, possibly a kernel mode driver, which has complete control over processes
and actions performed. A type of malware commonly known as a “rootkit” operates in
this way and can, among other things, be used to conceal other malware, notably
password-stealing key loggers and computer viruses. In certain cases the malware will
load a malicious driver and use this to disable security applications and drivers from
starting when Windows starts. In particular, the malware may have a list of drivers or

program components that it knows correspond to security products.

To prevent malware from using this approach to disabling security applications
the agent program 10 dynamically creates a second or backup driver or component 94
which loads as a backup of main component 93 during installation or bootup in the event
that the main components 93 are inaccessible (as shown by Figure 14). It would have
identical functionality but would be modified so as to appear different by name and form.
This can be randomised, so that the malware cannot learn to identify the security
program. In this scenario should the primary component fail to load, most likely due to
being killed by malware, the second driver 94 would be loaded to perform its function.
If the primary component 93 loads successfully, the secondary component 94 would
simply terminate to avoid conflict by identifying the presence of the primary component
93. By randomising the filenames and checksums of the installed objects comprising the
agent program 10, the agent program 10 is able to evade heuristic detection by active

threats that would attempt to terminate or remove critical agent components.

Later versions of Microsoft’s Windows operating system provide enhanced
security by requiring system and low level drivers to be signed. This policy, called the
kernel mode code signing policy, disallows any unauthorized or malicious driver to be
loaded. Some malware creations modify the master boot record to nullify driver
certification checks. The malware executed by an infected master boot record bypasses
driver signing policy by changing the boot options of Microsoft boot programs that will

allow an unsigned driver to load.
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So, in these conditions the secondary driver or component could remove its own
digital signature to evade detection by the malware. This means it would fail to load
unless the master boot record had been modified to disable driver verification. So it
represents no threat to an uninfected system and would never load unless the system was

infected and the master boot record was modified.

Embodiments of the present invention have been described with particular
reference to the examples illustrated. However, it will be appreciated that variations and
modifications may be made to the examples described within the scope of the present

invention.
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CLAIMS

1. A method of classifying a computer object as malware, the method comprising:

at a base computer, receiving data about a computer object from each of plural
remote computers on which the object or similar objects are stored and or processed;

wherein the base computer comprises plural threat servers arranged to receive
said data from the plural remote computers and apply rules and or heuristics against that
data in real time to determine whether or not said object is malware and to communicate
said determination to the remote computers;

said base computer further comprising at least one central server in
communication with the threat servers and arranged to receive said data about objects
from the threat servers to maintain a master database of data received about objects from

all of the threat servers.

2. A method according to claim 1, wherein at least one threat server comprises at
least one database for holding information received from remote computers to which it is
attached, the method comprising;:

storing said data in at least one database at the threat server; and,

at intervals, storing the contents of the database in storage together with a

timestamp and clearing the database.

3. A method according to claim 2, comprising creating a backup central server by
receiving at a central server all of the timestamped blocks of data and incorporating them

into its database.

4, A method according to claim 2 or claim 3, comprising:

taking a central server off-line for a period of time such that it does not receive
updates of data from the threat servers during that period of time;

after the period of time has elapsed, updating the database of the central server
with timestamped blocks of data from the storage that have a timestamp later than the

time when the central server went off-line; and,
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bringing the central server back on line.

5. A method according to claim 2 or claim 3, comprising rolling back the database
of a central server to a point of time in the past; and,

updating the database of the central server with timestamped blocks of data from
storage that have a timestamp later than said past point of time; and,

bringing the central server back on line.

6. A method according to any of claims 2 to 5, wherein the central server has

databases including any one or more of:

a) object signatures and metadata about that object;

b) object behaviour; and,

c) information about what objects are present on what remote computers.

7. A method according to any of claims 1 to 6, wherein said threat and central

servers are implemented using cloud computing.

8. A method according to any of claims 1 to 7, comprising:

maintaining at a threat server, a list of objects previously seen at that threat server
and forwarded to the central server; and,

if an object has not been seen before, sending the data about that object to the
central server,

and if an object has been seen before, increasing the count for that object instead

of sending the data.

9. Apparatus for classifying a computer object as malware, the apparatus
comprising:

a base computer arranged to receive data about a computer object from each of
plural remote computers on which the object or similar objects are stored and or
processed;

wherein the base computer comprises plural threat servers arranged to receive

said data from the plural remote computers and apply rules and or heuristics against that
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data in real time to determine whether or not said object is malware and to communicate
said determination to the remote computers;

said base computer further comprising at least one central server in
communication with the threat servers and arranged to receive said data about objects
from the servers to maintain a master database of data received about objects from all of

the threat servers.

10. Apparatus according to claim 9, comprising at least one database, the threat
servers being arranged to store said data information received from remote computer in
the database;

the apparatus comprising storage, the threat servers being arranged to, at
intervals, store the contents of the database in storage together with a timestamp and

clearing the database.

11. Apparatus according to claim 10, comprising a backup central server having a
database, the database of the backup central server being populated by receiving at the
backup central server all of the timestamped blocks of data from the storage and

incorporating them into the database.

12. Apparatus according to claim 10 or claim 11, wherein, in the event that a central
server is taken off-line for a period of time such that it does not receive updates of data
from the threat servers during that period of time, the central server is arranged to, after
the period of time has elapsed, update its database with timestamped blocks of data from
the storage that have a timestamp later than the time when the central server went off-

line.

13. Apparatus according to claim 10 or claim 11, wherein, in the event that the
database of a central server is rolled back to a point of time in the past, the central server
is arranged to update its database with timestamped blocks of data from storage that have

a timestamp later than said past point of time.
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14. Apparatus according to any of claims 9 to 13, wherein the central server has
databases including any one or more of:
a) object signatures and metadata about that object;
b) object behaviour; and,
c) information about what objects are present on what remote computers.
15. Apparatus according to any of claims 9 to 14, wherein the threat and central

servers are implemented using cloud computing.

16. Apparatus according to any of claims 9 to 14, wherein a threat server is arranged
to maintain a list of objects previously seen at that threat server and forwarded to the
central server; and,

if an object has not been seen before, the threat server is arranged to send the data
about that object to the central server,

and if an object has been seen before, the threat server is arranged to increase the

count for that object instead of sending the data.

17. A method of classifying a computer object as malware, the method comprising;:
at a base computer, receiving data about a computer object from each of plural
remote computers on which the object or similar objects are stored and or processed;
counting the number of times in a given time period objects having one or more
common attributes or behaviours that have been seen by the remote computers;
comparing the counted number with the expected number based on past
observations; and,
if the comparison exceeds some predetermined threshold, flagging the objects as

unsafe or as suspicious.

18. A method according to claim 17, wherein the attribute of the object is one or any
combination of: the file name, the file type, the file location, vendor information
contained in the file, the file size, registry keys relating to that file, or any other system

derived data, or event data relating to the object.
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19. Apparatus for classifying a computer object as malware, the apparatus
comprising a base computer arranged to receive data about a computer object from each
of plural remote computers on which the object or similar objects are stored and or
processed; the base computer being arranged to:

count the number of times in a given time period objects having one or more
common attributes or behaviours that have been seen by the remote computers;

compare the counted number with the expected number based on past
observations; and,

if the comparison exceeds some predetermined threshold, flag the objects as

unsafe or as suspicious.

20. Apparatus according to claim 19, wherein the attribute of the object is one or any
combination of’ the file name, the file type, the file location, vendor information
contained in the file, the file size, registry keys relating to that file, or any other system

derived data, or event data relating to the object.

21. A method of classifying a computer object as malware, the method comprising:
at a base computer, receiving data about a computer object from each of plural
remote computers on which the object or similar objects are stored and or processed;
storing said data in a database; and,
presenting the user with a display of information relating to a group of plural
objects and various attributes of those objects, the display being arranged such that
commonality is shown between objects, wherein the group of objects displayed

correspond to a user query of the database.

22, A method according to claim 21, wherein the information is displayed in tabular
form with rows of the table corresponding to objects and columns of the table

corresponding to attributes of the objects.

23. A method according to claim 21 or claim 22, wherein at least one attribute of the
objects is presented to the user pictorially such that objects with common attributes are

given the same pictorial representation.
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24, A method according to claim 23, wherein the pictorial representation comprises

symbols having different shapes and/or colours.

25. A method according to any of claims 21 to 24, comprising;
identifying commonality in one or more attributes between objects; and,

refining the query in accordance with said identified commonality.

26. A method according to any of claims 21 to 25, comprising creating a rule from a

user query if it is determined that the query is deterministic in identifying malware.

27. A method according to any of claims 21 to 26, comprising:
monitoring user groupings of objects along with any and all user actions taken
such as classifying the objects of the group as being safe or unsafe; and,
automatically applying said groupings and actions in generating new rules for

classifying objects as malware.

28. A method according to claim 26 or claim 27, comprising applying the rule to an
object at the base computer and or sending the rule to a remote computer and applying

the rule to an object at the remote computer to classify the object as safe or unsafe.

29. A method according to claim 28, comprising storing the classification of an

object as safe or unsafe according to the rule in the database at the base computer.

30. A method according to any of claims 26 to 29, comprising;:
receiving information from a remote computer that an object classified as
malware by said rule is believed not to be malware; and,

amending or deleting the rule in accordance with said information.

31. Apparatus for classifying a computer object as malware, comprising a base

computer arranged to receive data about a computer object from each of plural remote
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computers on which the object or similar objects are stored and or processed; the base
computer being arranged to:

store said data in a database; and,

present the user with a display of information relating to a group of plural objects
and various attributes of those objects, the display being arranged such that commonality
is shown between objects, wherein the group of objects displayed correspond to a user

query of the database.

32. Apparatus according to claim 31, wherein the base computer is arranged to
display the information in tabular form with rows of the table corresponding to objects

and columns of the table corresponding to attributes of the objects.

33. Apparatus according to claim 31 or claim 32, wherein at least one attribute of the
objects is displayed pictorially such that objects with common attributes are given the

same pictorial representation.

34. Apparatus according to claim 33, wherein the pictorial representation comprises

symbols having different shapes and/or colours.

35. Apparatus according to any of claims 31 to 34, wherein the base computer is
arranged to:
identify commonality in one or more attributes between objects; and,

refine the query in accordance with said identified commonality.

36. Apparatus according to any of claims 31 to 35, wherein the base computer is
arranged to allow the user to create a rule from a user query if it is determined that the

query is deterministic in identifying malware.

37. Apparatus according to any of claims 31 to 36, wherein the base computer is
arranged to monitor user groupings of objects along with any and all user actions taken

such as classifying the objects of the group as being safe or unsafe; and to automatically
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apply said groupings and actions in generating new rules for classifying objects as

malware.

38. Apparatus according to claim 36 or claim 37, wherein the base computer is
arranged to apply the rule to an object at the base computer to classify the object as safe
or unsafe, and or arranged to send the rule to a remote computer such that the remote

computer can apply the rule to an object at the remote computer.

39. A method according to claim 38, wherein the base computer is arranged to store
the classification of an object as safe or unsafe according to the rule in the database at the

base computer.

40. Apparatus according to any of claims 36 to 39, wherein the base computer is
arranged to receive information from a remote computer that an object classified as
malware by said rule is believed not to be malware; and to amend or delete the rule in

accordance with said information.

41. A method of operating a security program on a computer, comprising operating
the security program to impersonate or use operating system functions in monitoring
objects running on the computer, said monitoring being to determine whether the objects

are malware.

42, A computer program for fighting malware, the computer program comprising
program instructions which when run on a computer program cause the computer to
monitor objects running on the computer to determine whether the objects are malware
or not, the monitoring being such that the program impersonates or uses operating

system functions.

43. A method of operating a security program on a computer, comprising:
loading a first component of the security program on the computer;
dynamically creating a second component of the security program on the

computer having different attributes from the first component and which will
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automatically load in the event that the first component fails to load due to malevolent

activity.

44, A method according to claim 43, wherein the second component is arranged to

remove its own digital signature.

45. A computer program for fighting malware, the computer program comprising
program instructions which when run on a computer program cause the computer to load
a first component of the security program on the computer; and to dynamically create a
second component of the security program on the computer having different attributes
from the first component and which will automatically load in the event that the first

component fails to load due to malevolent activity.

46. A computer program according to claim 45, wherein the second component is

arranged to remove its own digital signature.

47. A computer program according to claim 42, 45 or 46 recorded on a carrier.

48. A method of connecting a remote computer to one of a plurality of servers, the
method comprising:

installing an agent program on the remote computer; the agent program
having an algorithm for allocating the remote computer to a server determined by the
time when the agent program was installed; and,

connecting the agent program to the allocated server.

49, A method according to claim 48, wherein the algorithm allocates the remote
computer to a server determined also by the proximity of the remote computer to the

Servers.

50. A method according to claim 48 or claim 49, comprising connecting the remote
computer to a different server in accordance with information received by the agent

program from the originally allocated server.
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51. A method according to any of claims 48 to 50, wherein the agent program has a
secondary algorithm to determine a secondary server for the remote computer in case the

originally allocated server is inaccessible.

52. A computer program comprising program instructions for:
allocating the remote computer to one of a plurality of servers determined by the
time when the program was installed on the remote computer; and,

connecting the agent program to the allocated server.

53. A computer program according to claim 52, wherein the computer program
allocates the remote computer to a server determined also by the proximity of the remote

computer to the servers.

54. A computer program according to claim 52 or claim 53, wherein the computer
program is arranged to connect the remote computer to a different server in accordance

with information received by the agent program from the originally allocated server.

55. A computer program according to any of claims 52 to 54, wherein the program
determines a secondary server for the remote computer to connect to in case the

originally assigned is inaccessible.

56. A computer program according to any of claims 52 to 55 recorded on a carrier.

57. A method of providing protection against malware, the method comprising:
executing an agent program on a remote computer connected to a network, the
agent program being configured to communicate with a base computer via the network,
the agent program including a firewall arranged to block communications between the
remote computer and entities on the network in accordance with predetermined rules;
and,

configuring the firewall in accordance with rules received from the base

computer.
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58. A method according to claim 57, comprising:

receiving at the remote computer from the base computer information that an
object on the remote computer and or an entity on the network is unsafe; and,

including a rule at the remote computer so that intended network communications

involving the unsafe object and or unsafe entity are blocked by the firewall.

59. A method according to claim 57 or claim 58, comprising;:

receiving at the remote computer from the base computer information that an
object on the remote computer and or an entity on the network is unsafe;

asking permission from the user of the remote computer for details of intended
network communications involving the unsafe object and or unsafe entity to be shared
with a third party; and,

intercepting intended network communications involving the unsafe object and or

the unsafe entity and sharing them with a third party.

60. A computer program for providing protection against malware comprising
program instructions which when executed on a remote computer connected to a
network:

communicate with a base computer via the network, the computer program
including a firewall arranged to block communications between the remote computer and
entities on the network in accordance with predetermined rules; and,

configuring the firewall in accordance with rules received from the base

computer.

61. A computer program according to claim 60, comprising:

receiving at the remote computer from the base computer information that an
object on the remote computer and or an entity on the network is unsafe; and,

including a rule at the remote computer so that intended network communications

involving the unsafe object and or unsafe entity are blocked by the firewall.

62. A computer program according to claim 60 or claim 61, comprising:
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receiving at the remote computer from the base computer information that an
object on the remote computer and or an entity on the network is unsafe;

asking permission from the user of the remote computer for details of intended
network communications involving the unsafe object and or unsafe entity to be shared
with a third party; and,

intercepting intended network communications involving the unsafe object and or

the unsafe entity and sharing them with a third party.
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Box No. Il Observations where certain claims were found unsearchable (Continuation of item 2 of first sheet)

This international search report has not been established in respect of certain claims under Article 17(2)(a) for the following reasons:

1. I:I Claims Nos.:
because they relate to subject matter not required to be searched by this Authority, namely:

2. I:I Claims Nos.:
because they relate to parts of the international application that do not comply with the prescribed requirements to such
an extent that no meaningful international search can be carried out, specifically:

3. |:| Claims Nos.:
because they are dependent claims and are not drafted in accordance with the second and third sentences of Rule 6.4(a).

Box No. lll Observations where unity of invention is lacking (Continuation of item 3 of first sheet)

This International Searching Authority found multiple inventions in this international application, as follows:

see additional sheet

—_

As all required additional search fees were timely paid by the applicant, this international search report covers all searchable
claims.

2. As all searchable claims could be searched without effort justifying an additional fees, this Authority did not invite payment of
additional fees.

3. As only some of the required additional search fees were timely paid by the applicant, this international search report covers
only those claims for which fees were paid, specifically claims Nos.:

4. No required additional search fees were timely paid by the applicant. Consequently, this international search report is
restricted to the invention first mentioned in the claims; it is covered by claims Nos.:

Remark on Protest The additional search fees were accompanied by the applicant's protest and, where applicable, the

payment of a protest fee.

The additional search fees were accompanied by the applicant's protest but the applicable protest
fee was not paid within the time limit specified in the invitation.

m No protest accompanied the payment of additional search fees.
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FURTHER INFORMATION CONTINUED FROM PCT/ISA/ 210

This International Searching Authority found multiple (groups of)
inventions in this international application, as follows:

1. claims: 1-25, 31-35

Classifying a computer object as malware

2. claims: 21, 26-31, 36-40

Identifying malware based on rules

3. claims: 41, 42

Monitoring objects running on a computer

4, claims: 43-47

Operating security program on computer

5. claims: 48-56

Connecting remote computer to a server

6. claims: 57-62

Protecting network against malware
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International Patent Classification (8th edition unless older edition indicated)
See relevant information in Form PCT/ISA/237

Applicant
WEBROOT INC.

1.  This international preliminary report on patentability (Chapter I) is issued by the International Bureau on behalf of the
International Searching Authority under Rule 44 bis.1(a).
2. This REPORT consists of a total of 8 sheets, including this cover sheet.

In the attached sheets, any reference to the written opinion of the International Searching Authority should be read as a
reference to the international preliminary report on patentability (Chapter I) instead.

3. This report contains indications relating to the following items:

Box No. 1 Basis of the report

Box No. II Priority

Box No. III Non-cstablishment of opinion with regard to novelty, inventive step and industrial
applicability

Box No. IV Lack of unity of invention

Box No. V Reasoned statement under Article 35(2) with regard to novelty, inventive step or

industrial applicability; citations and explanations supporting such statement

00 XO OOX

Box No. VI Certain documents cited
Box No. VIT Certain deflects in the international application
Box No. VIII Certain observations on the international application
4. 'lhe International Bureau will communicate this report to designated Offices in accordance with Rules 44bis.3(c) and 93bis.1

but not, except where the applicant makes an express request under Article 23(2), before the expiration of 30 months from
the priority date (Rule 44bis .2).

Date of issuance of this report
03 November 2015 (03.11.2015)

Authorized officer

The International Bureau of WIPO
34, chemin des Colombettes

1211 Geneva 20, Swilzerland Agnes WIttmann_Reng

Facsimile No. +41 22 338 82 70 e-mail: ptO6.pct@wipo.int
Form PCT/IB/373 (January 2004)
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SUITE 1200
DENVER, CO 80202

PCT

WRITTEN OPINION OF THE
INTERNATIONAL SEARCHING AUTHORITY

(PCT Rule 43bis.1)

Date of mailing
(day/month/year)

29 SEP 2014

Applicant’s or agent’s file reference

6890-103-PCT

FOR FURTHER ACTION
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International application No.
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International filing date (day/month/year)
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Priority date (day/month/year)
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International Patent Classification (IPC) or both national classification and IPC

Applicant WEBROOT INC.

Box No. 11 Priority

D00 XOOOKX

2. FURTHERACTION

1. This opinion contains indications relating to the following items:

Box No. | Basis of the opinion

Box No. III  Non-establishment of opinion with regard to novelty, inventive step and industrial applicability
Box No. IV Lack of unity of invention

Box No. V Reasoned statement under Rule 4%bis. 1(a)(i) with regard to novelty, inventive step or industrial applicability;
citations and explanations supporting such statement

Box No. VI Certain documents cited
Box No. VII Certain defects in the international application

Box No. VIII Certain observations on the international application

If a demand for international preliminary examination is made, this opinion will be considered to be a written opinion of the
International Preliminary Examining Authority (“IPEA”) except that this does not apply where the applicant chooses an Authority
other than this one to be the IPEA and the chosen IPEA has notified the International Bureau under Rule 66.1 bis(b) that written
opinions of this International Searching Authority will not be so considered.

If this opinion is, as provided above, considered to be a written opinion of the IPEA, the applicant is invited to submit to tk IPEA
a written reply together, where appropriate, with amendments, before the expiration of 3 months from the date of mailing of Fom
PCT/ISA/220 or before the expiration of 22 months from the priority date, whichever expires later.

For further options, see Form PCT/ISA/220.
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Commissioner for Patents
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Date of completion of this opinion
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Authorized officer:
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WRITTEN OPINION OF THE International application No.

INTERNATIONAL SEARCHING AUTHORITY

PCT/US2014/036832
Box No. I Basis of this opinion
1. With regard to the language, this opinion has been established on the basis of:
[XI the international application in the language in which it was filed.
D a translation of the international application into which is the language of a

translation furnished for the purposes of international search (Rules 12.3(a) and 23.1(b)).

2. D This opinion has been established taking into account the rectification of an obvious mistake authorized by or notified
to this Authority under Rule 91 (Rule 43bis.1(a))

3. With regard to any nucleotide and/or amino acid sequence disclosed in the international application, this opinion has been
established on the basis of a sequence listing filed or furnished:

a. (means)
D on paper

D in electronic form

b. (lime)
in the international application as filed
D together with the international application in electronic form

D subsequently to this Authority for the purposes of search

4. [:] In addition, in the case that more than one version or copy of a sequence listing has been filed or furnished, the required
statecments that the information in the subsequent or additional copies is identical to that in the application as filed or
does not go beyond the application as filed, as appropriate, were furnished.

5. Additional comments:

Form PCT/ISA/237 (Box No. 1) (July 2011)
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WRITTEN OPINION OF THE International application No.

INTERNATIONAL SEARCHING AUTHORITY PCT/US2014/036832

Box No. V Reasoned statement under Rule 43bis.1(a)(i) with regard to novelty, inventive step or industrial applicability;
citations and explanations supporting such statement

1. Statement

Novelty (N) Claims 5-7, 14-16, 19-20 YES
Claims 1-4, 8-13, 17-18 NO

Inventive step (IS) Claims None YES
Claims 1-20 NO

Industrial applicability (IA) Claims 1-20 YES
Claims None NO

2. Citations and explanations:

Claims 1-4, 8-13 and 17-18 lack novelty under PCT Article 33(2) as being anticipated by Morris et al. (hereinafter Morris).

Regarding claim 1, Morris teaches a method (abstract) comprising: gathering one or more events defining an action of a first object acting
on a target (para [0056] discloses an agent program running on a remote computer searches a local database for information related to
events, where, as further disclosed in para [0056], events define the actions or behaviors of an object acting upon another object. The
event includes the key of the object performing the act [claimed first object] and the identity of another object which the act is being
performed on [claimed target]); generating a contextual state for at least one of the one or more events by correlating the at least one
event to an originating object (para [0055], discloses generating metadata [claimed contextual state], where, as further disclosed in para
[0058), the metadata includes Genesisactor information which includes the parent of the object being performed [claimed originating
object]. For example in the case of a software installation, this would be the key of the object that the user or system first executed and
that initiated the software installation process, e.g. Setup.exe), the contextual state including an indication of the originating object of the
first object (para [0058), the metadata includes Genesisactor information which includes the parent of the object being performed [claimed
originating object of the first object]) and an indication of at least one of a device on which the first object is executed and a user
associated with the first object (para [0119] discloses metadata may include operating system of the remote computer that encountered
the object [claimed indication of a device] and author of the object [claimed user associated with the first object]); obtaining a global
perspective for the at least one event by obtaining information associated with one or more of the first object and the originating object
(para [0125], a collective view of the object, i.e. its meta data and behaviors, across all agents that have seen it, provides an informed view
[thus, a collective view [claimed global perspective] of the object is established by allowing agents to analyze and share obtained metadata
relating to objects]. Further, as disclosed in para [0056] and [0058], the metadata information may include inforrmation of the object
performing the act [claimed first object], the event type and the parent object [claimed originating object]), the information including at least
one of age (pare [0134), objects having a specific determination, location, popularity, age or any other criteria known by or derived by the
database), popularity (para [0134]), a determination as to whether the first object is malware (para [0015], determine whether or not the
object is malware), a determination as to whether the originating object is malware (determine whether or not the object is malware. Also
see para [0058]); and Internet Protocol (IP) Address or Uniform Resource Locator (URL) information (para [0056], the |P address or URLY);
assembling an event line including details associated with the at least one event, the details including information uniquely identifying each
of the first object (para [0046), the details of an object that are passed to the base computer may be in the form of a signature or "key" that
uniquely identifies the object), the action of the first object (para [0055]-0056), metadata details captured and sent include events, which
define the actions or behaviors of an object), the target (para [0056), victim), and the originating object (para [0058), parent object); and
transmitting the assembled event line (para [0046], The details of an object that are passed [claimed transmitting] to the base computer.
Further, as disclosed in para [0055], metadata details are passed [claimed transmitting] to the base computer.).

Regarding claim 2, Morris teaches wherein the information associated with the one or more of the first object and the originating object is
obtained from a community database (para [0061], community database of metadata information); and wherein the event line is
transmitted to an end recipient (para [0125}, collected metadata can be retrieved by a human [claimed end recipient]).

Regarding claim 3, Morris teaches obtaining an event priority based on one or more of the generated context and the global perspective
for the at least one event (para [0061] discloses generating rules using metadata (claimed context] received from remote computers,
where as further disclosed in para [0056], the metadata includes event information. Further, as disclosed in para [0134], rules may be
prioritized and applied against objects with specific metadata [the prioritized rules are based on specific metadata [ctaimed context], which
include event information, thus a specific event an associated priority]), wherein the event line further includes the event priority for the at
least one event (para [0134] discloses associating a prioritized rule with metadata information, where, as further disclosed in para [0056],
the metadata information includes event information. Further, as disclosed in para [0061], the database creates stores and transmits
details of the rules [claimed event line] to be applied by the remote computers [thus, the database maintains details [claimed event line] of
the prioritized rules associated with the monitored events]).

Regarding claim 4, Morris teaches wherein the at least one event includes information uniquely identifying the object performing the action
(para [0056], the event includes information of the object performing the act), information uniquely identifying the action being performed
(para [0056], the event includes information of the act being performed), and information uniquely identifying the target upon which the act
is being performed (para [0056], the event includes the object or identity of another entity upon which the act is being performed).

Regarding claim 8, Morris teaches a computer readable storage medium comprising processor executable 20 instructions operable to
perform the method of claim 1 (para [0156]-[0157]).

Form PCT/ISA/237 (Box No. V) (July 2011)
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Supplemental Box

In case the space in any of the preceding boxes is not sufficient.

Continuation of’

Regarding claims 9 and 17, Morris teaches a system for providing forensic visibility into a system (para [0142], forensic data handling),
comprising: a device including: a communication interface; a processor; data storage; and a sensor agent stored on the data storage that
is executable by the processor (para [0018], agent program [claimed sensor agent] installed on a remote computer [claimed device]. Also
see para [0156]), wherein the sensor agent is operable to: (para [0056] discloses an agent program running on a remote computer
searches a local database for information related to events, where, as further disclosed in para [0056], events define the actions or
behaviors of an object acting upon another object. The event includes the key of the object performing the act [claimed first object] and the
identity of another object which the act is being performed on [claimed target]); generating a contextual state for at least one of the one or
more events by correlating the at least one event to an originating object (para [0055], discloses generating metadata [claimed contextual
state], where, as further disclosed in para [0058), the metadata includes Genesisactor information which includes the parent of the object
being performed [claimed originating object]. For example in the case of a software installation, this would be the key of the object that the
user or system first executed and that initiated the software installation process, e.g. Setup.exe), the contextual state including an
indication of the originating object of the first object (para [0058], the metadata includes Genesisactor information which includes the parent
of the object being performed [claimed originating object of the first object]) and an indication of at least one of a device on which the first
object is executed and a user associated with the first object (para [0119] discloses metadata may include operating system of the remote
computer that encountered the object [claimed indication of a device] and author of the object [claimed user associated with the first
object]); obtaining a global perspective for the at least one event by obtaining information associated with one or more of the first object
and the originating object (para [0125], a collective view of the object, i.e. its meta data and behaviors, across all agents that have seen it,
provides an informed view [thus, a collective view [claimed global perspective] of the object is established by allowing agents to analyze
and share obtained metadata relating to objects]. Further, as disclosed in para [0056] and [0058], the metadata information may include
information of the object performing the act [claimed first object], the event type and the parent object [claimed originating object]), the
information including at least one of age (pare [0134), objects having a specific determination, location, popularity, age or any other criteria
known by or derived by the database), popularity (para [0134]), a determination as to whether the first object is malware (para [0015],
determine whether or not the object is malware), a determination as to whether the originating object is malware (determine whether or not
the object is malware. Also see para [0058)); and Internet Protocol (IP) Address or Uniform Resource Locator (URL) information (para
[0056], the IP address or URL); assembling an event line including details associated with the at least one event, the details including
information uniquely identifying each of the first object (para [0046], the details of an object that are passed to the base computer may be
in the form of a signature or "key" that uniquely identifies the object), the action of the first object (para [0055]-0056]}, metadata details
captured and sent include events, which define the actions or behaviors of an object), the target (para [0056], victim), and the originating
object (para [0058], parent object); and transmitting the assembled event line utilizing the communication interface (para [0046], The
details of an object that are passed [claimed transmitting] to the base computer. Further, as disclosed in para [0055], metadata details are
passed [claimed transmitting] to the base computer, where, as further disclosed in para [0061), the metadata information is derived from
the remote computers [thus, the remote computers, which includes the agent program, will send the metadata information through an
associated interface]. Also see para [0014])).

Regarding claim 10, Morris teaches wherein the at least one of the one or more events is executed by the processor (para [0156]).

Regarding claim 11, Morris teaches a global perspective information server (para [0073], ENZO central servers that aggregate all of the
collected data); and an end recipient device (para [0125], human access collected data), wherein the information associated with the one
or more of the first object and the originating object is obtained from the global perspective information server (para [0091] discloses the
ENZO server propagates metadata information to remote computers, where, as further disclosed in para [0056] and [0058], the metadata
information may include information of the object performing the act [claimed first object] and the parent object [claimed originating object] )
and the sensor agent transmits the event line to the end recipient (para [0055], metadata details are passed [claimed transmitting] to the
base computer, where, as further disclosed in para [0061), the metadata information is derived from the remote computers [thus, the
remote computers, which includes the agent program, will send the metadata information through an associated interface]. Also see para

[0014)).

Regarding claim 12, Morris teaches wherein the sensor agent is further operable to: cache the one or more events (para [0035], a local
agent [claimed sensor agent] of a remote computer searches a local database stored at the remote computer. Further, as disclosed in para
[0039], the local database copies the signature information from a community database for retrieval [thus, the information is cached locally
for faster retrieval]); and asynchronously consolidate and normalize the one or more events (para [0093], the agent program on the remote
computer coordinates with the ENZO server to update metadata information about which objects have been seen by the community so as
not to store duplicated metadata, where, as further disclosed in para [0056], the metadata includes event information. Further, as disclosed
in para [0093], this process is initiated when the remote computers and the associated agents receive a data packet [thus, each remote
computer will initiate the coordination with the ENZO server dynamically and not in a synchronized operation]).

Regarding claim 13, Morris teaches wherein the at least one event includes information uniquely identifying the object performing the
action (para [0056], the event includes information of the object performing the act), information uniquely identifying the action being
performed (para [0056], the event includes information of the act being performed), and information uniquely identifying the target upon
which the act is being performed (para [0056], the event includes the object or identity of another entity upon which the act is being
performed).
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Regarding claim 18, Morris teaches a global perspective information server (para [0073), ENZO central servers that aggregate all of the
collected data) including: a processor ([0156]); a communication interface (para [0093] discloses the ENZO server communicates with
remote computers [thus, the server will have an associated interface]; data storage (para [0093], ENZO server stores metadata
information. Also see para [0073]); and a global perspective module, wherein the global perspective module is operable to: receive the
event line from the device (para [0073] discloses aggregate all of the information received from all remote computers [thus, the server will
have a global perspective of all metadata information]. Also see para [0074]-{0076] and [0093]); obtain a global perspective for the at least
one event by obtaining information associated with one or more of the first object and the originating object (para [0093] discloses the
ENZO server stores all metadata information, where, as further disclosed in para [0056] and [0058], the metadata information may include
information of the object performing the act [claimed first object] and the parent object [claimed originating object]), the information
including at least one of age (pare [0134), objects having a specific determination, location, popularity, age or any other criteria known by
or derived by the database), popularity (para [0134]), a determination as to whether the first object is malware (para [0015], determine
whether or not the object is malware), a determination as to whether the originating object is malware (determine whether or not the object
is malware. Also see para [0058]); and Internet Protocol (IP) Address or Uniform Resource Locator (URL) information (para [0056], the IP
address or URL); assemble a second event line including details associated with the at least one event (para [0093] discloses the ENZO
server maintains a master list [claimed second event line] of all metadata information and propagates the list to all remote computers), the
details including information uniquely identifying each of the first object (para [0056], metadata information includes events related to
objects performing the act), the action of the first object (para [0056] discloses metadata information includes the act being performed), the
target (para [0056] discloses metadata information includes the victim), and the originating object (para [0058], metadata information
includes parent object); and transmit the assembled second event line utilizing the communication interface to an end recipient (para
{0093] discloses the ENZO server maintains a master list [claimed second event line] of all metadata information and propagates the list to
all remote computers).

Claims 7, 16 and 19 lack an inventive step under PCT Article 33(3) as being obvious over Morris.

Regarding claim 7, Morris teaches heuristically displaying information identifying the first object performing the action (para [0125]
discloses displaying the collected information regarding the monitored objects, where, as further disclosed in para [0061], the collected
information in the database include rules and heuristics), information identifying the action being performed (para {0056]), information
identifying the target upon which the act is being performed (para [0056]}, and the global perspective according to one or more of a
location associated with the first object (para [0125] discloses obtaining a collective view of an object including its metadata and behaviors,
where, as further disclosed in para [0057], the metadata includes location information. Also see para [0119]); at least one characteristic of
an outbound connection associated with the first object (para [0056], a network entity with which an object is communicating); a executable
file (para [0111], The data can also be measured against their filenames, and file types (e.g. .exe) [claimed executable file]. Also see para
[00581); an age of the first object (para [0044] discloses monitoring a process [claimed object] for a period of n days [claimed age] to
determine whether the process is safe. Also see para [0132]); and connections associated with the first object (para [0056], a network
entity with which an object is communicating).

Morris does not teach identifying dropped files and a number of concurrent connections. However, configuring management of data and
data connections has been a practice well known in the art and the specifics (identifying dropped files and a number of concurrent
connections) would have been a matter of design choice. Therefore it would have been obvious to one of ordinary skill in the art at the time
of the invention to incorporate identifying dropped files and a number of concurrent connections in the invention of Morris. The motivation
do so would have been to enhance the detection of security attacks by collecting and displaying security related information (Morris, para
[0125]).

Regarding claim 16, Morris teaches heuristically displaying information identifying the first object performing the action (para [0125]
discloses displaying the collected information regarding the monitored objects, where, as further disclosed in para [0061], the collected
information in the database include rules and heuristics), information identifying the action being performed (para [0056]), information
identifying the target upon which the act is being performed (para [0056]), and the global perspective according to one or more of a
location associated with the first object (para [0125] discloses obtaining a collective view of an object including its metadata and behaviors,
where, as further disclosed in para [0057], the metadata includes location information. Also see para [0119]); at least one characteristic of
an outbound connection associated with the first object (para [0056], a network entity with which an object is communicating); a executable
file (para [0111], The data can also be measured against their filenames, and file types (e.g. .exe) [claimed executable file). Also see para
[0058]); an age of the first abject (para [0044] discloses monitoring a process [claimed object] for a period of n days [claimed age] to
determine whether the process is safe. Also see para [0132]); and connections associated with the first object (para [0056), a network
entity with which an object is communicating).

Morris does not teach identifying dropped files and a number of concurrent connections. However, configuring management of data and
data connections has been a practice well known in the art and the specifics (identifying dropped files and a number of concurrent
connections) would have been a matter of design choice. Therefore it would have been obvious to one of ordinary skill in the art at the time
of the invention to incorporate identifying dropped files and a number of concurrent connections in the invention of Morris. The motivation
do so would have been to enhance the detection of security attacks by collecting and displaying security related information (Morris, para
[0125)).
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Regarding claim 19, Morris teaches wherein the end recipient heuristically displays information identifying the first object performing the
action (para [0125] discloses displaying the collected information regarding the monitored objects, where, as further disclosed in para
[0061], the collected information in the database include rules and heuristics), information identifying the action being performed (para
[0056]), information identifying the target upon which the act is being performed (para [0056]), and the global perspective according to one
or more of a location associated with the first object (para [0125] discloses obtaining a collective view of an object including its metadata
and behaviors, where, as further disclosed in para [0057], the metadata includes location information. Also see para [0119]); at least one
characteristic of an outbound connection associated with the first object (para [0056], a network entity with which an object is
communicating); a executable file (para [0111], The data can also be measured against their filenames, and file types (e.g. .exe) [claimed
executable file]. Also see para [0058]); an age of the first object (para [0044] discloses monitoring a process [claimed object] for a period of
n days [claimed age] to determine whether the process is safe. Also see para [0132)); and connections associated with the first object
(para [0056], a network entity with which an object is communicating).

Morris does not teach identifying dropped files and a number of concurrent connections. However, configuring management of data and
data connections has been a practice well known in the art and the specifics (identifying dropped files and a number of concurrent
connections) would have been a matter of design choice. Therefore it would have been obvious to one of ordinary skill in the art at the time
of the invention to incorporate identifying dropped files and a number of concurrent connections in the invention of Morris. The motivation
do so would have been to enhance the detection of security attacks by collecting and displaying security related information (Morris, para
[0125]).

Claims 5-6 and 14-15 lack an inventive step under PCT Article 33(3) as being obvious over Morris in view of Crosby et al (hereinafter
Crosby).

Regarding claim 5, Morris teaches determining whether [information] for the at least one event has been cached (para [0035], search a
local database stored at the remote computer to search for a signature or key representing that particular process, its related objects
and/or the event. Further, as disclosed in para {0039}, the local database copies the signature information from a community database for
retrieval [thus, the information is cached locally for faster retrieval]); when the [information] for the at least one event has been cached,
obtaining [information] for the at least one event based on the cached information (para [0035], If the local signature is present, it will
indicate either that the process is considered to be safe or wili indicate that that process is considered unsafe [claimed obtaining
information based on the stored information]);

and when the [information] for the at least one event has not been cached, obtaining [information] for the at ieast one event from a
community database (para [0039], when a local signature is not found, a community database is searched and used to retrieve the
required signature information which is sent to the local computer).

Morris does not teach caching a global perspective. However, Crosby, in analogous art, teaches monitoring security attacks (abstract).
Crosby further teaches caching a global perspective (para [0042] discloses a locally storing global beliefs [claimed global perspective]
regarding the security state of the system. Also see para [0023] and [0025]). Therefore it would have been obvious to one of ordinary skill
in the art at the time of the invention to use the teachings of Crosby to incorporate caching a global perspective in the invention of Morris in
order to enhance detection of security attacks (Crosby, para [0042]). .

Regarding claim 6, Morris teaches obtaining [information] for the at least one event from a community database (para [0039]).

Morris does not teach determining whether the cached global perspective for the at least one event has expired; and when the global
perspective for the at least one event has expired, obtaining a global perspective for the at least one event from a database.

However Crosby, in analogous art, teaches determining whether the cached global perspective for the at least one event has expired (para
[0043] discloses whether global beliefs are older than a maximum age value [claimed expired]); and when the global perspective for the at
least one event has expired (para [0043}, determine whether global belief has exceeded maximum age. Also see para [0023]).
Furthermore, configuring management of data has been a practice well known in the art and the specifics (obtaining a global perspective
from a database when the global perspective has expired) would have been a matter of design choice. Therefore it would have been
obvious to one of ordinary skill in the art at the time of the invention to use the teachings of Crosby to incorporate retrieval of information
from a database when the information has expired in the invention of Morris in order to enhance the detection of new security attacks
(Crosby, para [0043]).

Regarding claim 14, Morris teaches determining whether [information] for the at least one event has been cached (para [0035], search a
local database stored at the remote computer to search for a signature or key representing that particular process, its related objects
and/or the event. Further, as disclosed in para [0039], the local database copies the signature information from a community database for
retrieval [thus, the information is cached locally for faster retrieval]);

when the [information] for the at least one event has been cached, obtaining [information] for the at least one event based on the cached
information (para [0035], if the local signature is present, it will indicate either that the process is considered to be safe or will indicate that
that process is considered unsafe [claimed obtaining information based on the stored information]);

and when the [information] for the at least one event has not been cached, obtaining [information] for the at least one event from a
community database (para [0039], when a local signature is not found, a community database is searched and used to retrieve the
required signature information which is sent to the local computer).

Morris does not teach caching a global perspective. However, Crosby, in analogous art, teaches monitoring security attacks (abstract).
Crosby further teaches caching a global perspective (para [0042] discloses a locally storing global beliefs [claimed global perspective]
regarding the security state of the system. Also see para {0023] and [0025]). Therefore it would have been obvious to one of ordinary skill
in the art at the time of the invention to use the teachings of Crosby to incorporate caching a glabal perspective in the invention of Morris in
order to enhance detection of security attacks (Crosby, para [0042]).
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Regarding claim 15, Morris teaches obtaining [information] for the at least one event from a community database (para [0039]).

Morris does not teach determining whether the cached global perspective for the at least one event has expired; and when the global
perspective for the at least one event has expired, obtaining a global perspective for the at least one event from a database.

However Crosby, in analogous art, teaches determining whether the cached global perspective for the at least one event has expired (para
[0043) discloses whether global beliefs are older than a maximum age value [claimed expired]); and when the global perspective for the at
least one event has expired (para [0043], determine whether global belief has exceeded maximum age. Also see para [0023]).
Furthermore, configuring management of data has been a practice well known in the art and the specifics (obtaining a global perspective
from a database when the global perspective has expired) would have been a matter of design choice. Therefore it would have been
obvious to one of ordinary skill in the art at the time of the invention to use the teachings of Crosby to incorporate retrieval of information
from a database when the information has expired in the invention of Morris in order to enhance the detection of new security attacks

(Crosby, para [0043]).
Claims 20 lack an inventive step under PCT Article 33(3) as being obvious over Morris in view of Fanton et al. (hereinafter Fanton)

Regarding claim 20, Morris teaches a bridge (para [0035), local database) including: a processor (para [0156]); a communication interface
(para [0065], the agent program communicates with the local database [thus, the local database will have an associated interface to
communicate]; and a cached event store (para [0065], local database holds a local copy [claimed cache]of signatures relating to the
objects found on the remote computer), wherein the cached event store is operable to: receive a first request for [information] for the at
least one event (para [0035], the local database is searched for signature or key representing a process, its related objects and/or event);
receive a second request for a [information] for another event (para [0035] discloses searching a local database to determine whether a
monitored object is safe or unsafe [thus, for each new monitored object received at the remote computer, a local database will be searched
for associated information regarding the object and its related events]), obtain a first [information] for the at least one event by obtaining
information associated with one or more of the first object and the originating object (para [0034]-[0035] discloses searching a local
database for metadata information, where, as further disclosed in para {0056] and [0058], the metadata information may include
information of the object performing the act [claimed first object] and the parent object [claimed originating object}), the information
including at least one of pare [0134], objects having a specific determination, location, popularity, age or any other criteria known by or
derived by the database), popularity (para [0134]), a determination as to whether the first object is malware (para [0015], determine
whether or not the object is malware), a determination as to whether the originating object is malware (determine whether or not the object
is malware. Also see para [0058)); and Internet Protocol (IP) Address or Uniform Resource Locator (URL) information (para [0056], the IP
address or URL.); obtain a second [information] for the another event (para [0035] discloses searching a local database to determine
whether a monitored object is safe or unsafe [thus, for each new monitored object received at the remote computer, a local database will
be searched for associated information regarding the object and its related events]); provide the first [information] to the device (para
[0035)).

Morris does not teach receive a request for global perspective, a second request for a global perspective from ancther device, provide the
first global perspective to the first device and the second global perspective to the another device. However, Fanton, in analogous art,
teaches protecting a computer system from attack (para [0022]). Fanton further teaches receive a request for global perspective, a second
request for a global perspective from another device, provide the first global perspective to the first device and the second giobal
perspective to the another device (para [0009] discloses generating and searching [claimed request] a global white list [claimed global
perspective] to determine if a program is safe to run, where, as further disclosed in para [0039], the global white list may be maintained in a
server for an enterprise network to provide a group wide policy [thus, a first and second end user of the enterprise will search a global
white list stored on the server to receive a determination on the end user device to run the program}). Therefore it would have been
obvious to one of ordinary skill in the art at the time of the invention to use the teachings of Fanton to incorporate send global perspective
information to a first and second device in the invention of Morris in order to enhance the security of enterprise networks (Fanton, para

[0039]).

Claims 1-20 meet the criteria set out in PCT Article 33(4), and thus have industrial applicability because the subject matter claimed can be
made or used in industry.
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Box No. V Reasoned statement under Rule 43bis.1(a)(i) with regard to novelty, inventive step or industrial applicability;
citations and explanations supporting such statement

1. Statement

Novelty (N) Claims 5-7, 14-16, 19-20 YES
Claims 1-4, 8-13, 17-18 NO

Inventive step (IS) Claims None YES
Claims 1-20 NO

Industrial applicability (IA) Claims 1-20 YES
Claims None NO

2. Citations and explanations:

Claims 1-4, 8-13 and 17-18 lack novelty under PCT Article 33(2) as being anticipated by Morris et al. (hereinafter Morris).

Regarding claim 1, Morris teaches a method (abstract) comprising: gathering one or more events defining an action of a first object acting
on a target (para [0056] discloses an agent program running on a remote computer searches a local database for information related to
events, where, as further disclosed in para [0056], events define the actions or behaviors of an object acting upon another object. The
event includes the key of the object performing the act [claimed first object] and the identity of another object which the act is being
performed on [claimed target]); generating a contextual state for at least one of the one or more events by correlating the at least one
event to an originating object (para [0055], discloses generating metadata [claimed contextual state], where, as further disclosed in para
[0058), the metadata includes Genesisactor information which includes the parent of the object being performed [claimed originating
object]. For example in the case of a software installation, this would be the key of the object that the user or system first executed and
that initiated the software installation process, e.g. Setup.exe), the contextual state including an indication of the originating object of the
first object (para [0058), the metadata includes Genesisactor information which includes the parent of the object being performed [claimed
originating object of the first object]) and an indication of at least one of a device on which the first object is executed and a user
associated with the first object (para [0119] discloses metadata may include operating system of the remote computer that encountered
the object [claimed indication of a device] and author of the object [claimed user associated with the first object]); obtaining a global
perspective for the at least one event by obtaining information associated with one or more of the first object and the originating object
(para [0125], a collective view of the object, i.e. its meta data and behaviors, across all agents that have seen it, provides an informed view
[thus, a collective view [claimed global perspective] of the object is established by allowing agents to analyze and share obtained metadata
relating to objects]. Further, as disclosed in para [0056] and [0058], the metadata information may include inforrmation of the object
performing the act [claimed first object], the event type and the parent object [claimed originating object]), the information including at least
one of age (pare [0134), objects having a specific determination, location, popularity, age or any other criteria known by or derived by the
database), popularity (para [0134]), a determination as to whether the first object is malware (para [0015], determine whether or not the
object is malware), a determination as to whether the originating object is malware (determine whether or not the object is malware. Also
see para [0058]); and Internet Protocol (IP) Address or Uniform Resource Locator (URL) information (para [0056], the |P address or URLY);
assembling an event line including details associated with the at least one event, the details including information uniquely identifying each
of the first object (para [0046), the details of an object that are passed to the base computer may be in the form of a signature or "key" that
uniquely identifies the object), the action of the first object (para [0055]-0056), metadata details captured and sent include events, which
define the actions or behaviors of an object), the target (para [0056), victim), and the originating object (para [0058), parent object); and
transmitting the assembled event line (para [0046], The details of an object that are passed [claimed transmitting] to the base computer.
Further, as disclosed in para [0055], metadata details are passed [claimed transmitting] to the base computer.).

Regarding claim 2, Morris teaches wherein the information associated with the one or more of the first object and the originating object is
obtained from a community database (para [0061], community database of metadata information); and wherein the event line is
transmitted to an end recipient (para [0125}, collected metadata can be retrieved by a human [claimed end recipient]).

Regarding claim 3, Morris teaches obtaining an event priority based on one or more of the generated context and the global perspective
for the at least one event (para [0061] discloses generating rules using metadata (claimed context] received from remote computers,
where as further disclosed in para [0056], the metadata includes event information. Further, as disclosed in para [0134], rules may be
prioritized and applied against objects with specific metadata [the prioritized rules are based on specific metadata [ctaimed context], which
include event information, thus a specific event an associated priority]), wherein the event line further includes the event priority for the at
least one event (para [0134] discloses associating a prioritized rule with metadata information, where, as further disclosed in para [0056],
the metadata information includes event information. Further, as disclosed in para [0061], the database creates stores and transmits
details of the rules [claimed event line] to be applied by the remote computers [thus, the database maintains details [claimed event line] of
the prioritized rules associated with the monitored events]).

Regarding claim 4, Morris teaches wherein the at least one event includes information uniquely identifying the object performing the action
(para [0056], the event includes information of the object performing the act), information uniquely identifying the action being performed
(para [0056], the event includes information of the act being performed), and information uniquely identifying the target upon which the act
is being performed (para [0056], the event includes the object or identity of another entity upon which the act is being performed).

Regarding claim 8, Morris teaches a computer readable storage medium comprising processor executable 20 instructions operable to
perform the method of claim 1 (para [0156]-[0157]).
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Regarding claims 9 and 17, Morris teaches a system for providing forensic visibility into a system (para [0142], forensic data handling),
comprising: a device including: a communication interface; a processor; data storage; and a sensor agent stored on the data storage that
is executable by the processor (para [0018], agent program [claimed sensor agent] installed on a remote computer [claimed device]. Also
see para [0156]), wherein the sensor agent is operable to: (para [0056] discloses an agent program running on a remote computer
searches a local database for information related to events, where, as further disclosed in para [0056], events define the actions or
behaviors of an object acting upon another object. The event includes the key of the object performing the act [claimed first object] and the
identity of another object which the act is being performed on [claimed target]); generating a contextual state for at least one of the one or
more events by correlating the at least one event to an originating object (para [0055], discloses generating metadata [claimed contextual
state], where, as further disclosed in para [0058), the metadata includes Genesisactor information which includes the parent of the object
being performed [claimed originating object]. For example in the case of a software installation, this would be the key of the object that the
user or system first executed and that initiated the software installation process, e.g. Setup.exe), the contextual state including an
indication of the originating object of the first object (para [0058], the metadata includes Genesisactor information which includes the parent
of the object being performed [claimed originating object of the first object]) and an indication of at least one of a device on which the first
object is executed and a user associated with the first object (para [0119] discloses metadata may include operating system of the remote
computer that encountered the object [claimed indication of a device] and author of the object [claimed user associated with the first
object]); obtaining a global perspective for the at least one event by obtaining information associated with one or more of the first object
and the originating object (para [0125], a collective view of the object, i.e. its meta data and behaviors, across all agents that have seen it,
provides an informed view [thus, a collective view [claimed global perspective] of the object is established by allowing agents to analyze
and share obtained metadata relating to objects]. Further, as disclosed in para [0056] and [0058], the metadata information may include
information of the object performing the act [claimed first object], the event type and the parent object [claimed originating object]), the
information including at least one of age (pare [0134), objects having a specific determination, location, popularity, age or any other criteria
known by or derived by the database), popularity (para [0134]), a determination as to whether the first object is malware (para [0015],
determine whether or not the object is malware), a determination as to whether the originating object is malware (determine whether or not
the object is malware. Also see para [0058)); and Internet Protocol (IP) Address or Uniform Resource Locator (URL) information (para
[0056], the IP address or URL); assembling an event line including details associated with the at least one event, the details including
information uniquely identifying each of the first object (para [0046], the details of an object that are passed to the base computer may be
in the form of a signature or "key" that uniquely identifies the object), the action of the first object (para [0055]-0056]}, metadata details
captured and sent include events, which define the actions or behaviors of an object), the target (para [0056], victim), and the originating
object (para [0058], parent object); and transmitting the assembled event line utilizing the communication interface (para [0046], The
details of an object that are passed [claimed transmitting] to the base computer. Further, as disclosed in para [0055], metadata details are
passed [claimed transmitting] to the base computer, where, as further disclosed in para [0061), the metadata information is derived from
the remote computers [thus, the remote computers, which includes the agent program, will send the metadata information through an
associated interface]. Also see para [0014])).

Regarding claim 10, Morris teaches wherein the at least one of the one or more events is executed by the processor (para [0156]).

Regarding claim 11, Morris teaches a global perspective information server (para [0073], ENZO central servers that aggregate all of the
collected data); and an end recipient device (para [0125], human access collected data), wherein the information associated with the one
or more of the first object and the originating object is obtained from the global perspective information server (para [0091] discloses the
ENZO server propagates metadata information to remote computers, where, as further disclosed in para [0056] and [0058], the metadata
information may include information of the object performing the act [claimed first object] and the parent object [claimed originating object] )
and the sensor agent transmits the event line to the end recipient (para [0055], metadata details are passed [claimed transmitting] to the
base computer, where, as further disclosed in para [0061), the metadata information is derived from the remote computers [thus, the
remote computers, which includes the agent program, will send the metadata information through an associated interface]. Also see para

[0014)).

Regarding claim 12, Morris teaches wherein the sensor agent is further operable to: cache the one or more events (para [0035], a local
agent [claimed sensor agent] of a remote computer searches a local database stored at the remote computer. Further, as disclosed in para
[0039], the local database copies the signature information from a community database for retrieval [thus, the information is cached locally
for faster retrieval]); and asynchronously consolidate and normalize the one or more events (para [0093], the agent program on the remote
computer coordinates with the ENZO server to update metadata information about which objects have been seen by the community so as
not to store duplicated metadata, where, as further disclosed in para [0056], the metadata includes event information. Further, as disclosed
in para [0093], this process is initiated when the remote computers and the associated agents receive a data packet [thus, each remote
computer will initiate the coordination with the ENZO server dynamically and not in a synchronized operation]).

Regarding claim 13, Morris teaches wherein the at least one event includes information uniquely identifying the object performing the
action (para [0056], the event includes information of the object performing the act), information uniquely identifying the action being
performed (para [0056], the event includes information of the act being performed), and information uniquely identifying the target upon
which the act is being performed (para [0056], the event includes the object or identity of another entity upon which the act is being
performed).
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Regarding claim 18, Morris teaches a global perspective information server (para [0073), ENZO central servers that aggregate all of the
collected data) including: a processor ([0156]); a communication interface (para [0093] discloses the ENZO server communicates with
remote computers [thus, the server will have an associated interface]; data storage (para [0093], ENZO server stores metadata
information. Also see para [0073]); and a global perspective module, wherein the global perspective module is operable to: receive the
event line from the device (para [0073] discloses aggregate all of the information received from all remote computers [thus, the server will
have a global perspective of all metadata information]. Also see para [0074]-{0076] and [0093]); obtain a global perspective for the at least
one event by obtaining information associated with one or more of the first object and the originating object (para [0093] discloses the
ENZO server stores all metadata information, where, as further disclosed in para [0056] and [0058], the metadata information may include
information of the object performing the act [claimed first object] and the parent object [claimed originating object]), the information
including at least one of age (pare [0134), objects having a specific determination, location, popularity, age or any other criteria known by
or derived by the database), popularity (para [0134]), a determination as to whether the first object is malware (para [0015], determine
whether or not the object is malware), a determination as to whether the originating object is malware (determine whether or not the object
is malware. Also see para [0058]); and Internet Protocol (IP) Address or Uniform Resource Locator (URL) information (para [0056], the IP
address or URL); assemble a second event line including details associated with the at least one event (para [0093] discloses the ENZO
server maintains a master list [claimed second event line] of all metadata information and propagates the list to all remote computers), the
details including information uniquely identifying each of the first object (para [0056], metadata information includes events related to
objects performing the act), the action of the first object (para [0056] discloses metadata information includes the act being performed), the
target (para [0056] discloses metadata information includes the victim), and the originating object (para [0058], metadata information
includes parent object); and transmit the assembled second event line utilizing the communication interface to an end recipient (para
{0093] discloses the ENZO server maintains a master list [claimed second event line] of all metadata information and propagates the list to
all remote computers).

Claims 7, 16 and 19 lack an inventive step under PCT Article 33(3) as being obvious over Morris.

Regarding claim 7, Morris teaches heuristically displaying information identifying the first object performing the action (para [0125]
discloses displaying the collected information regarding the monitored objects, where, as further disclosed in para [0061], the collected
information in the database include rules and heuristics), information identifying the action being performed (para {0056]), information
identifying the target upon which the act is being performed (para [0056]}, and the global perspective according to one or more of a
location associated with the first object (para [0125] discloses obtaining a collective view of an object including its metadata and behaviors,
where, as further disclosed in para [0057], the metadata includes location information. Also see para [0119]); at least one characteristic of
an outbound connection associated with the first object (para [0056], a network entity with which an object is communicating); a executable
file (para [0111], The data can also be measured against their filenames, and file types (e.g. .exe) [claimed executable file]. Also see para
[00581); an age of the first object (para [0044] discloses monitoring a process [claimed object] for a period of n days [claimed age] to
determine whether the process is safe. Also see para [0132]); and connections associated with the first object (para [0056], a network
entity with which an object is communicating).

Morris does not teach identifying dropped files and a number of concurrent connections. However, configuring management of data and
data connections has been a practice well known in the art and the specifics (identifying dropped files and a number of concurrent
connections) would have been a matter of design choice. Therefore it would have been obvious to one of ordinary skill in the art at the time
of the invention to incorporate identifying dropped files and a number of concurrent connections in the invention of Morris. The motivation
do so would have been to enhance the detection of security attacks by collecting and displaying security related information (Morris, para
[0125]).

Regarding claim 16, Morris teaches heuristically displaying information identifying the first object performing the action (para [0125]
discloses displaying the collected information regarding the monitored objects, where, as further disclosed in para [0061], the collected
information in the database include rules and heuristics), information identifying the action being performed (para [0056]), information
identifying the target upon which the act is being performed (para [0056]), and the global perspective according to one or more of a
location associated with the first object (para [0125] discloses obtaining a collective view of an object including its metadata and behaviors,
where, as further disclosed in para [0057], the metadata includes location information. Also see para [0119]); at least one characteristic of
an outbound connection associated with the first object (para [0056], a network entity with which an object is communicating); a executable
file (para [0111], The data can also be measured against their filenames, and file types (e.g. .exe) [claimed executable file). Also see para
[0058]); an age of the first abject (para [0044] discloses monitoring a process [claimed object] for a period of n days [claimed age] to
determine whether the process is safe. Also see para [0132]); and connections associated with the first object (para [0056), a network
entity with which an object is communicating).

Morris does not teach identifying dropped files and a number of concurrent connections. However, configuring management of data and
data connections has been a practice well known in the art and the specifics (identifying dropped files and a number of concurrent
connections) would have been a matter of design choice. Therefore it would have been obvious to one of ordinary skill in the art at the time
of the invention to incorporate identifying dropped files and a number of concurrent connections in the invention of Morris. The motivation
do so would have been to enhance the detection of security attacks by collecting and displaying security related information (Morris, para
[0125)).
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Regarding claim 19, Morris teaches wherein the end recipient heuristically displays information identifying the first object performing the
action (para [0125] discloses displaying the collected information regarding the monitored objects, where, as further disclosed in para
[0061], the collected information in the database include rules and heuristics), information identifying the action being performed (para
[0056]), information identifying the target upon which the act is being performed (para [0056]), and the global perspective according to one
or more of a location associated with the first object (para [0125] discloses obtaining a collective view of an object including its metadata
and behaviors, where, as further disclosed in para [0057], the metadata includes location information. Also see para [0119]); at least one
characteristic of an outbound connection associated with the first object (para [0056], a network entity with which an object is
communicating); a executable file (para [0111], The data can also be measured against their filenames, and file types (e.g. .exe) [claimed
executable file]. Also see para [0058]); an age of the first object (para [0044] discloses monitoring a process [claimed object] for a period of
n days [claimed age] to determine whether the process is safe. Also see para [0132)); and connections associated with the first object
(para [0056], a network entity with which an object is communicating).

Morris does not teach identifying dropped files and a number of concurrent connections. However, configuring management of data and
data connections has been a practice well known in the art and the specifics (identifying dropped files and a number of concurrent
connections) would have been a matter of design choice. Therefore it would have been obvious to one of ordinary skill in the art at the time
of the invention to incorporate identifying dropped files and a number of concurrent connections in the invention of Morris. The motivation
do so would have been to enhance the detection of security attacks by collecting and displaying security related information (Morris, para
[0125]).

Claims 5-6 and 14-15 lack an inventive step under PCT Article 33(3) as being obvious over Morris in view of Crosby et al (hereinafter
Crosby).

Regarding claim 5, Morris teaches determining whether [information] for the at least one event has been cached (para [0035], search a
local database stored at the remote computer to search for a signature or key representing that particular process, its related objects
and/or the event. Further, as disclosed in para {0039}, the local database copies the signature information from a community database for
retrieval [thus, the information is cached locally for faster retrieval]); when the [information] for the at least one event has been cached,
obtaining [information] for the at least one event based on the cached information (para [0035], If the local signature is present, it will
indicate either that the process is considered to be safe or wili indicate that that process is considered unsafe [claimed obtaining
information based on the stored information]);

and when the [information] for the at least one event has not been cached, obtaining [information] for the at ieast one event from a
community database (para [0039], when a local signature is not found, a community database is searched and used to retrieve the
required signature information which is sent to the local computer).

Morris does not teach caching a global perspective. However, Crosby, in analogous art, teaches monitoring security attacks (abstract).
Crosby further teaches caching a global perspective (para [0042] discloses a locally storing global beliefs [claimed global perspective]
regarding the security state of the system. Also see para [0023] and [0025]). Therefore it would have been obvious to one of ordinary skill
in the art at the time of the invention to use the teachings of Crosby to incorporate caching a global perspective in the invention of Morris in
order to enhance detection of security attacks (Crosby, para [0042]). .

Regarding claim 6, Morris teaches obtaining [information] for the at least one event from a community database (para [0039]).

Morris does not teach determining whether the cached global perspective for the at least one event has expired; and when the global
perspective for the at least one event has expired, obtaining a global perspective for the at least one event from a database.

However Crosby, in analogous art, teaches determining whether the cached global perspective for the at least one event has expired (para
[0043] discloses whether global beliefs are older than a maximum age value [claimed expired]); and when the global perspective for the at
least one event has expired (para [0043}, determine whether global belief has exceeded maximum age. Also see para [0023]).
Furthermore, configuring management of data has been a practice well known in the art and the specifics (obtaining a global perspective
from a database when the global perspective has expired) would have been a matter of design choice. Therefore it would have been
obvious to one of ordinary skill in the art at the time of the invention to use the teachings of Crosby to incorporate retrieval of information
from a database when the information has expired in the invention of Morris in order to enhance the detection of new security attacks
(Crosby, para [0043]).

Regarding claim 14, Morris teaches determining whether [information] for the at least one event has been cached (para [0035], search a
local database stored at the remote computer to search for a signature or key representing that particular process, its related objects
and/or the event. Further, as disclosed in para [0039], the local database copies the signature information from a community database for
retrieval [thus, the information is cached locally for faster retrieval]);

when the [information] for the at least one event has been cached, obtaining [information] for the at least one event based on the cached
information (para [0035], if the local signature is present, it will indicate either that the process is considered to be safe or will indicate that
that process is considered unsafe [claimed obtaining information based on the stored information]);

and when the [information] for the at least one event has not been cached, obtaining [information] for the at least one event from a
community database (para [0039], when a local signature is not found, a community database is searched and used to retrieve the
required signature information which is sent to the local computer).

Morris does not teach caching a global perspective. However, Crosby, in analogous art, teaches monitoring security attacks (abstract).
Crosby further teaches caching a global perspective (para [0042] discloses a locally storing global beliefs [claimed global perspective]
regarding the security state of the system. Also see para {0023] and [0025]). Therefore it would have been obvious to one of ordinary skill
in the art at the time of the invention to use the teachings of Crosby to incorporate caching a glabal perspective in the invention of Morris in
order to enhance detection of security attacks (Crosby, para [0042]).
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Regarding claim 15, Morris teaches obtaining [information] for the at least one event from a community database (para [0039]).

Morris does not teach determining whether the cached global perspective for the at least one event has expired; and when the global
perspective for the at least one event has expired, obtaining a global perspective for the at least one event from a database.

However Crosby, in analogous art, teaches determining whether the cached global perspective for the at least one event has expired (para
[0043) discloses whether global beliefs are older than a maximum age value [claimed expired]); and when the global perspective for the at
least one event has expired (para [0043], determine whether global belief has exceeded maximum age. Also see para [0023]).
Furthermore, configuring management of data has been a practice well known in the art and the specifics (obtaining a global perspective
from a database when the global perspective has expired) would have been a matter of design choice. Therefore it would have been
obvious to one of ordinary skill in the art at the time of the invention to use the teachings of Crosby to incorporate retrieval of information
from a database when the information has expired in the invention of Morris in order to enhance the detection of new security attacks

(Crosby, para [0043]).
Claims 20 lack an inventive step under PCT Article 33(3) as being obvious over Morris in view of Fanton et al. (hereinafter Fanton)

Regarding claim 20, Morris teaches a bridge (para [0035), local database) including: a processor (para [0156]); a communication interface
(para [0065], the agent program communicates with the local database [thus, the local database will have an associated interface to
communicate]; and a cached event store (para [0065], local database holds a local copy [claimed cache]of signatures relating to the
objects found on the remote computer), wherein the cached event store is operable to: receive a first request for [information] for the at
least one event (para [0035], the local database is searched for signature or key representing a process, its related objects and/or event);
receive a second request for a [information] for another event (para [0035] discloses searching a local database to determine whether a
monitored object is safe or unsafe [thus, for each new monitored object received at the remote computer, a local database will be searched
for associated information regarding the object and its related events]), obtain a first [information] for the at least one event by obtaining
information associated with one or more of the first object and the originating object (para [0034]-[0035] discloses searching a local
database for metadata information, where, as further disclosed in para {0056] and [0058], the metadata information may include
information of the object performing the act [claimed first object] and the parent object [claimed originating object}), the information
including at least one of pare [0134], objects having a specific determination, location, popularity, age or any other criteria known by or
derived by the database), popularity (para [0134]), a determination as to whether the first object is malware (para [0015], determine
whether or not the object is malware), a determination as to whether the originating object is malware (determine whether or not the object
is malware. Also see para [0058)); and Internet Protocol (IP) Address or Uniform Resource Locator (URL) information (para [0056], the IP
address or URL.); obtain a second [information] for the another event (para [0035] discloses searching a local database to determine
whether a monitored object is safe or unsafe [thus, for each new monitored object received at the remote computer, a local database will
be searched for associated information regarding the object and its related events]); provide the first [information] to the device (para
[0035)).

Morris does not teach receive a request for global perspective, a second request for a global perspective from ancther device, provide the
first global perspective to the first device and the second global perspective to the another device. However, Fanton, in analogous art,
teaches protecting a computer system from attack (para [0022]). Fanton further teaches receive a request for global perspective, a second
request for a global perspective from another device, provide the first global perspective to the first device and the second giobal
perspective to the another device (para [0009] discloses generating and searching [claimed request] a global white list [claimed global
perspective] to determine if a program is safe to run, where, as further disclosed in para [0039], the global white list may be maintained in a
server for an enterprise network to provide a group wide policy [thus, a first and second end user of the enterprise will search a global
white list stored on the server to receive a determination on the end user device to run the program}). Therefore it would have been
obvious to one of ordinary skill in the art at the time of the invention to use the teachings of Fanton to incorporate send global perspective
information to a first and second device in the invention of Morris in order to enhance the security of enterprise networks (Fanton, para

[0039]).

Claims 1-20 meet the criteria set out in PCT Article 33(4), and thus have industrial applicability because the subject matter claimed can be
made or used in industry.
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1. The present application, filed on or after March 16, 2013, is being examined

under the first inventor to file provisions of the AlA.

DETAILED ACTION

Double Patenting Rejections

2. The nonstatutory double patenting rejection is based on a judicially created doctrine
grounded in public policy (a policy reflected in the statute) so as to prevent the unjustified or
improper timewise extension of the “right to exclude” granted by a patent and to prevent
possible harassment by multiple assignees. A nonstatutory obviousness-type double patenting
rejection is appropriate where the conflicting claims are not identical, but at least one examined
application claim is not patentably distinct from the reference claim(s) because the examined
application claim is either anticipated by, or would have been obvious over, the reference
claim(s). See, e.g., In re Berg, 140 F.3d 1428, 46 USPQ2d 1226 (Fed. Cir. 1998); In re
Goodman, 11 F.3d 1046, 29 USPQ2d 2010 (Fed. Cir. 1993); In re Longi, 759 F.2d 887, 225
USPQ 645 (Fed. Cir. 1985); In re Van Ornum, 686 F.2d 937, 214 USPQ 761 (CCPA 1982); In re
Vogel, 422 F.2d 438, 164 USPQ 619 (CCPA 1970); and In re Thorington, 418 F.2d 528, 163
USPQ 644 (CCPA 1969).

3. A timely filed terminal disclaimer in compliance with 37 CFR 1.321(c) or 1.321(d) may be
used to overcome an actual or provisional rejection based on a nonstatutory double patenting

ground provided the conflicting application or patent either is shown to be commonly owned with
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this application, or claims an invention made as a result of activities undertaken within the scope

of a joint research agreement.

4. Effective January 1, 1994, a registered attorney or agent of record may sign a terminal

disclaimer. A terminal disclaimer signed by the assignee must fully comply with 37 CFR 3.73(b).

5. Claims 1-20 are rejected on the ground of nonstatutory double patenting as being
unpatentable over claims 1-19 of U.S. Patent No. 9578045. Although the claims at issue are not
identical, they are not patentably distinct from each other because Claims of patent application
contain every element of claims above instant application or vice versa, and as such they

anticipate or anticipated by Instant Application.

Claim Rejections - 35USC § 112

6. The following is a quotation of 35 U.S.C. 112(b):

(b) CONCLUSION.—The specification shall conclude with one or more claims particularly
pointing out and distinctly claiming the subject matter which the inventor or a joint inventor
regards as the invention.

The following is a quotation of 35 U.S.C. 112 (pre-AlA), second paragraph:
The specification shall conclude with one or more claims particularly pointing out and distinctly
claiming the subject matter which the applicant regards as his invention.

7. Claims 5, 11 and 14 are rejected under 35 U.S.C. 112(b) or 35 U.S.C. 112 (pre-
AlA), second paragraph, as being indefinite for failing to particularly point out and
distinctly claim the subject matter which the inventor or a joint inventor, or for pre-AlA

the applicant regards as the invention.

Trend Micro, Inc.
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8. Claims 5 and 14 recite "...when the global perspective for the at least one event

has been cached, obtaining a global perspective for the at least one event...”. There is

insufficient antecedent basis for these limitations. Appropriate correction is required.

9. Claim 11 recites “...an end recipient device, wherein the information associated

with...and the sensor agent transmits the event line to the end recipient'. There is

insufficient antecedent basis for these limitations. Appropriate correction is required.

Claim Rejections - 35 USC § 101

10. Claim 8 recites "...a computer readable storage medium...". It appears that the medium
recited in the claim 8 is not described in the specification as including a tangible medium in a
manner which enables it to act as a computer component to realize the computer program’s
functionality. Therefore, when the claim is interpreted broadly as transmission medium or signal,
the claim appear to be non-statutory because it is not tangibly embodied in a manner so as to
be. Examiner suggests to Applicant to amend the claim to include “...at least one non transitory
storage medium...” in the claim language. Therefore, the claim 8 is rejected under 35 U.S.C.
101 as being directed to non-statutory subject matter.

Claim Rejections -35USC § 112

11.  The following is a quotation of 35 U.S.C. 112(d):

(d) REFERENCE IN DEPENDENT FORMS.—Subject to subsection (e), a claim in dependent
form shall contain a reference to a claim previously set forth and then specify a further
limitation of the subject matter claimed. A claim in dependent form shall be construed to
incorporate by reference all the limitations of the claim to which it refers.

The following is a quotation of 35 U.S.C. 112 (pre-AlA), fourth paragraph:

Trend Micro, Inc.
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Subject to the [fifth paragraph of 35 U.S.C. 112 (pre-AlA)], a claim in dependent form shall
contain a reference to a claim previously set forth and then specify a further limitation of the
subject matter claimed. A claim in dependent form shall be construed to incorporate by
reference all the limitations of the claim to which it refers.

12.  Claim 8 is rejected under 35 U.S.C. 112(d) or pre-AlA 35 U.S.C. 112, 4th
paragraph, as being of improper dependent form for failing to further limit the subject
matter of the claim upon which it depends, or for failing to include all the limitations of
the claim upon which it depends. For example, the dependent claim 8, would not
conceivably be infringed by anything which would not also infringe the basic claim.
Applicant may cancel the claim(s), amend the claim(s) to place the claim(s) in proper
dependent form, rewrite the claim(s) in independent form, or present a sufficient

showing that the dependent claim(s) complies with the statutory requirements.

Claim Rejections - 35 USC § 103
13.  The following is a quotation of 35 U.S.C. 103 which forms the basis for all

obviousness rejections set forth in this Office action:

A patent for a claimed invention may not be obtained, notwithstanding that the claimed
invention is not identically disclosed as set forth in section 102, if the differences between the
claimed invention and the prior art are such that the claimed invention as a whole would have
been obvious before the effective filing date of the claimed invention to a person having
ordinary skill in the art to which the claimed invention pertains. Patentability shall not be
negated by the manner in which the invention was made.

14.  Claims 1-20 are rejected under 35 U.S.C. 103 as being unpatentable over Kumar

et al (Pub. No. US 2013/0298244) in view of Capalik (Pub. No. US 2008/0016570).

As per claim 1, Kumar discloses a method comprising:
gathering one or more events defining an action of a first object acting on a target

Trend Micro, Inc.
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(...receiving temporal events generated by the trust broker that measure the integrity of the
system at last scan, and endpoint events from the endpoint trust agent...see par. 114);
generating a contextual state for at least one of the one or more events by correlating the
at least one event to an originating object, the contextual state including an indication of
the originating object of the first object and an indication of at least one of a device on
which the first object is executed and a user associated with the first object (...the system
event correlator can be configured to map the events to a cell in the risk correlation matrix
grid....and to evaluate threats by category...see par. 114, 116);

obtaining a global perspective for the at least one event by obtaining information
associated with one or more of the first object and the originating object, the information
including at least one of age, popularity, a determination as to whether the first object is
malware, a determination as to whether the originating object is malware; and Internet
Protocol (IP) Address or Uniform Resource Locator (URL) information (...risk correlation
matrix illustrates that for each device uniquely identified by a machine identifier (e.g. a virtual
machine universally unique identifier, IP address...by mapping alerts to a behavior model
threats may be classified...see par. 131). Kumar does not explicitly disclose assembling an
event line including details associated with the at least one event, the details including
information uniquely identifying each of the first object, the action of the first object, the target,
and the originating object; and transmitting the assembled event line. However Capalik disclose
assembling an event line including details associated with the at least one event, the
details including information uniquely identifying each of the first object, the action of
the first object, the target, and the originating object; and transmitting the assembled
event line (...when an attacker connects to a network port and begins interacting with a
virtualized decoy operating system, the introspection module monitors and captures information
from the connection, including port numbers, data streams, file uploads, keystrokes, malicious
payloads...the captured information containing attack-identifying information, is then sent from
the introspection module to the processing module...see par. 48-51). Therefore one ordinary
skill in the art would have found it obvious before the effective filling date of the claimed
invention to use Capalik in Kumar for including the above limitations because one ordinary skill
in the art would recognize it would further enhance detecting intrusion and hence further
improving the protection of computer networks, see Capalik, par. 2-3.

As per claim 9, Kumar discloses system for providing forensic visibility into a system,
comprising: a device including:

a communication interface; a processor; data storage; and a sensor agent stored on the
data storage that is executable by the processor, wherein the sensor agent is operable
to:

gather one or more events defining an action of a first object acting on a target
(...receiving temporal events generated by the trust broker that measure the integrity of the
system at last scan, and endpoint events from the endpoint trust agent...see par. 114);
generate a contextual state for at least one of the one or more events by correlating the
at least one event to an originating object, the contextual state including an indication of
the originating object of the first object and an indication of at least one of a device on
which the first object is executed and a user associated with the first object (...the system
event correlator can be configured to map the events to a cell in the risk correlation matrix

Trend Micro, Inc.
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grid....and to evaluate threats by category...see par. 114, 116);

obtain a global perspective for the at least one event by obtaining information associated
with one or more of the first object and the originating object, the information including
at least one of age, popularity, a determination as to whether the first object is malware, a
determination as to whether the originating object is malware; and Internet Protocol (IP)
Address or Uniform Resource Locator (URL) information (...risk correlation matrix
illustrates that for each device uniquely identified by a machine identifier (e.g. a virtual machine
universally unique identifier, IP address...by mapping alerts to a behavior model threats may be
classified...see par. 131). Kumar does not explicitly disclose assemble an event line including
details associated with the at least one event, the details including information uniquely
identifying each of the first object, the action of the first object, the target, and the originating
object; and transmit the assembled event line utilizing the communication interface. However
Capalik disclose assemble an event line including details associated with the at least one
event, the details including information uniquely identifying each of the first object, the
action of the first object, the target, and the originating object; and transmit the
assembled event line utilizing the communication interface (...when an attacker connects
to a network port and begins interacting with a virtualized decoy operating system, the
introspection module monitors and captures information from the connection, including port
numbers, data streams, file uploads, keystrokes, malicious payloads...the captured information
containing attack-identifying information, is then sent from the introspection module to the
processing module...see par. 48-51). Therefore one ordinary skill in the art would have found it
obvious before the effective filling date of the claimed invention to use Capalik in Kumar for
including the above limitations because one ordinary skill in the art would recognize it would
further enhance detecting intrusion and hence further improving the protection of computer
networks, see Capalik, par. 2-3.

As per claim 17, Kumar discloses system for providing forensic visibility into a system,
comprising: a device including: a communication interface; a processor; data storage;
and a sensor agent stored on the data storage that is executable by the processor,
wherein the sensor agent is operable to: gather one or more events defining an action of
a first object acting on a target (...receiving temporal events generated by the trust broker that
measure the integrity of the system at last scan, and endpoint events from the endpoint trust
agent...see par. 114);

generate a contextual state for at least one of the one or more events by correlating the
at least one event to an originating object, the contextual state including an indication of
the originating object of the first object and an indication of at least one of a device on
which the first object is executed and a user associated with the first object (...the system
event correlator can be configured to map the events to a cell in the risk correlation matrix
grid....and to evaluate threats by category...see par. 114, 116). Kumar does not explicitly
disclose assemble an event line including details associated with the at least one event, the
details including information uniquely identifying each of the first object, the action of the first
object, the target, and the originating object; and transmit the assembled event line utilizing the
communication interface. However Capalik disclose assemble an event line including details
associated with the at least one event, the details including information uniquely
identifying each of the first object, the action of the first object, the target, and the
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originating object; and transmit the assembled event line utilizing the communication
interface (...when an attacker connects to a network port and begins interacting with a
virtualized decoy operating system, the introspection module monitors and captures information
from the connection, including port numbers, data streams, file uploads, keystrokes, malicious
payloads...the captured information containing attack-identifying information, is then sent from
the introspection module to the processing module...see par. 48-51). Therefore one ordinary
skill in the art would have found it obvious before the effective filling date of the claimed
invention to use Capalik in Kumar for including the above limitations because one ordinary skill
in the art would recognize it would further enhance detecting intrusion and hence further
improving the protection of computer networks, see Capalik, par. 2-3.

As per claim 2, the combination of Kumar and Capalik discloses wherein the information
associated with the one or more of the first object and the originating object is obtained from a
community database; and wherein the event line is transmitted to an end recipient (Kumar: see par.
140-141).

As per claim 3, the combination of Kumar and Capalik discloses obtaining an event priority based
on one or more of the generated context and the global perspective for the at least one event,
wherein the event line further includes the event priority for the at least one event (Kumar: see par.
159).

As per claim 4, the combination of Kumar and Capalik discloses wherein the at least one event
includes information uniquely identifying the object performing the action, information uniquely
identifying the action being performed, and information uniquely identifying the target upon which
the act is being performed (Kumar: see par. 131).

As per claim 5, the combination of Kumar and Capalik discloses determining whether a global
perspective for the at least one event has been cached; when the global perspective for the at
least one event has been cached, obtaining a global perspective for the at least one event based
on the cached global perspective; and when the global perspective for the at least one event has
not been cached, obtaining a global perspective for the at least one event from a community
database (Kumar: see par. 169, 174).

As per claim 6, the combination of Kumar and Capalik discloses determining whether the cached
global perspective for the at least one event has expired; and when the global perspective for the
at least one event has expired, obtaining a global perspective for the at least one event from a
community database (Kumar: see par. 68, 83).

As per claim 7, the combination of Kumar and Capalik discloses heuristically displaying
information identifying the first object performing the action, information identifying the action
being performed, information identifying the target upon which the act is being performed, and
the global perspective according to one or more of a location associated with the first object; at
least one characteristic of an outbound connection associated with the first object; a dropped
executable file; an age of the first object; and a number of concurrent connections associated

Trend Micro, Inc.
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with the first object (Kumar: see par. 131, 169, 171).

Claim 8 is reject under the same grounds of rejections as in claim 1.

As per claim 10, the combination of Kumar and Capalik discloses wherein the at least one of the
one or more events is executed by the processor (Kumar: see par. 169, 171).

As per claim 11, the combination of Kumar and Capalik discloses a global perspective information
server; and an end recipient device, wherein the information associated with the one or more of
the first object and the originating object is obtained from the global perspective information
server and the sensor agent transmits the event line to the end recipient (Kumar: see par. 140-141).

As per claim 12, the combination of Kumar and Capalik discloses wherein the sensor agent is
further operable to: cache the one or more events; and asynchronously consolidate and normalize
the one or more events (Kumar: see par. 307).

As per claim 13, the combination of Kumar and Capalik discloses whetrein the at least one event
includes information uniquely identifying the object performing the action, information uniquely
identifying the action being performed, and information uniquely identifying the target upon which
the act is being performed (Kumar: see par. 131).

As per claim 14, the combination of Kumar and Capalik discloses wherein the sensor agent is
further operable to: determine whether a global perspective for the at least one event has been
cached; when the global perspective for the at least one event has been cached, obtain a global
perspective for the at least one event based on the cached global perspective; and when the
global perspective for the at least one event has not been cached, obtain a global perspective for
the at least one event from a community database (Kumar: see par. 169, 174).

As per claim 15, the combination of Kumar and Capalik discloses wherein the sensor agent is
further operable to: determine whether the cached global perspective for the at least one event
has expired; and when the global perspective for the at least one event has expired, obtain a
global perspective for the at least one event from a community database (Kumar: see par. 68, 83).

As per claim 16, the combination of Kumar and Capalik discloses whetrein the end recipient
heuristically displays information identifying the first object performing the action, information
identifying the action being performed, information identifying the target upon which the act is
being performed, and the global perspective according to one or more of a location associated
with the first object; at least one characteristic of an outbound connection associated with the
first object; a dropped executable file; an age of the first object; and a number of concurrent
connections associated with the first object (Kumar: see par. 131, 169, 171).

As per claim 18, the combination of Kumar and Capalik discloses a global perspective information
server including: a processor; a communication interface; data storage; and a global perspective
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module, wherein the global perspective module is operable to: receive the event line from the
device (Kumar: the system event correlator can be configured to map the events to a cell in the risk
correlation matrix grid....and to evaluate threats by category...see par. 114, 116); obtain a global
perspective for the at least one event by obtaining information associated with one or more of the
first object and the originating object, the information including at least one of age, popularity, a
determination as to whether the first object is malware, a determination as to whether the
originating object is malware; and Internet Protocol (IP) Address or Uniform Resource Locator
(URL) information (Kumar: risk correlation matrix illustrates that for each device uniquely identified by a
machine identifier (e.g. a virtual machine universally unique identifier, IP address...by mapping alerts to a
behavior model threats may be classified...see par. 131); assemble a second event line including
details associated with the at least one event, the details including information uniquely
identifying each of the first object, the action of the first object, the target, and the originating
object; and transmit the assembled second event line utilizing the communication interface to an
end recipient (Capalik: when an attacker connects to a network port and begins interacting with a
virtualized decoy operating system, the introspection module monitors and captures information
from the connection, including port numbers, data streams, file uploads, keystrokes, malicious
payloads...the captured information containing attack-identifying information, is then sent from
the introspection module to the processing module...see par. 48-51).

As per claim 19, the combination of Kumar and Capalik discloses whetrein the end recipient
heuristically displays information identifying the first object performing the action, information
identifying the action being performed, information identifying the target upon which the act is
being performed, and the global perspective according to one or more of a location associated
with the first object; at least one characteristic of an outbound connection associated with the
first object; a dropped executable file; an age of the first object; and a humber of concurrent
connections associated with the first object (Kumar: see par. 131, 169, 171).

As per claim 20, the combination of Kumar and Capalik discloses a bridge including: a
processor; a communication interface; and a cached event store, wherein the cached
event store is operable to: receive a first request for a global perspective for the at least
one event; receive a second request for a global perspective for another event,

the second request originating from another device; obtain a first global perspective for
the at least one event by obtaining information associated with one or more of the first
object and the originating object, the information including at least one of age,
popularity, a determination as to whether the first object is malware, a determination as
to whether the originating object is malware; and Internet Protocol (IP) Address or
Uniform Resource Locator (URL) information; obtain a second global perspective for the
another event; provide the first global perspective to the device; and provide the second
global perspective to the another device (Capalik: see par. 45).

Conclusion
15.  The prior art made of record and not relied upon is considered pertinent to

applicant's disclosure (see PTO-form 892).
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Dear Commissioner:

Prior to commencement of prosecution, please amend the above-identified application as
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ABSTRACT

Methods and systems for providing forensic visibility into systems and networks
are provided. More particularly, a sensor agent may receive events defining an action of
a first object acting on a target. The object, the event, and the target are then correlated to
at least one originating object such that an audit trail for each individual event is created.
A global perspective indicating an age, popularity, a determination as to whether the
object may be malware, and IP/URL information associated with the event may then be
applied to at least one of the object, the event, the target, and the originating object. A
priority may then be determined and assigned to the event based on at least the global
perspective.  An event line containing event information is then transmitted to an end

recipient where the information may be heuristically displayed.
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What is claimed is;

1. A method comprising:

gathering one or more events defining an action of a first object acting on a target;

generating a contextual state for at least one of the one or more events by
correlating the at least one event to an originating object, the contextual state including an
indication of the originating object of the first object and an indication of at least one of a
device on which the first object is executed and a user associated with the first object;

obtaining a global perspective for the at least one event by obtaining information
associated with one or more of the first object and the originating object, the information
including at least one of age, popularity, a determination as to whether the first object is
malware, a determination as to whether the originating object is malware; and Internet
Protocol (IP) Address or Uniform Resource Locator (URL) information;

assembling an event line including details associated with the at least one event,
the details including information uniquely identifying each of the first object, the action
of the first object, the target, and the originating object; and

transmitting the assembled event line.

2. The method of claim 1, wherein the information associated with the one or
more of the first object and the originating object is obtained from a community database;
and

wherein the event line is transmitted to an end recipient.

3. The method of claim 1, further comprising:
obtaining an event priority based on one or more of the generated context and the
global perspective for the at least one event, wherein the event line further includes the

event priority for the at least one event.

4, The method of claim 1, wherein the at least one cvent includes

information uniquely identifying the object performing the action, information uniquely

38

Trend Micro, Inc.

EX1006-399



10

15

20

25

identifying the action being performed, and information uniquely identifying the target

upon which the act is being performed.

5. The method of claim 4, further comprising:

determining whether a global perspective for the at least one event has been
cached;

when the global perspective for the at least one event has been cached, obtaining a
global perspective for the at least one event based on the cached global perspective; and

when the global perspective for the at least one event has not been cached,

obtaining a global perspective for the at least one event from a community database.

6. The method of claim 5, further comprising:

determining whether the cached global perspective for the at least one event has
expired; and

when the global perspective for the at least one event has expired, obtaining a

global perspective for the at least one event from a community database.

7. The method of claim 4, further comprising:

heuristically displaying information identifying the first object performing the
action, information identifying the action being performed, information identifying the
target upon which the act is being performed, and the global perspective according to one
or more of a location associated with the first object; at least one characteristic of an
outbound connection associated with the first object; a dropped executable file; an age of

the first object; and a number of concurrent connections associated with the first object.

8. A computer readable storage medium comprising processor executable

instructions operable to perform the method of claim 1.
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9. A system for providing forensic visibility into a system, comprising:
a device including:
a communication interface;
a processor;
data storage; and
a sensor agent stored on the data storage that is executable by the
processor, wherein the sensor agent is operable to:
gather one or more events defining an action of a first object acting
on a target;
generate a contextual state for at least one of the one or more
events by correlating the at least one event to an originating object, the contextual state
including an indication of the originating object of the first object and an indication of at
least one of a device on which the first object is executed and a user associated with the
first object;
obtain a global perspective for the at least one event by obtaining
information associated with one or more of the first object and the originating object, the
information including at least one of age, popularity, a determination as to whether the
first object is malware, a determination as to whether the originating object is malware;
and Internet Protocol (IP) Address or Uniform Resource Locator (URL) information;
assemble an event line including details associated with the at least
one event, the details including information uniquely identifying each of the first object,
the action of the first object, the target, and the originating object; and
transmit the assembled event line utilizing the communication

interface.

10.  The system of claim 9, wherein the at least one of the one or more events

is executed by the processor.

1. The system of claim 9, further comprising:

a global perspective information server; and
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an end recipient device, wherein the information associated with the one or more
of the first object and the originating object is obtained from the global perspective

information server and the sensor agent transmits the event line to the end recipient.

12. The system of claim 8, wherein the sensor agent is further operable to:
cache the one or more events; and

asynchronously consolidate and normalize the one or more events.

13. The system of claim 9, wherein the at least one event includes information
uniquely identifying the object performing the action, information uniquely identifying
the action being performed, and information uniquely identifying the target upon which

the act is being performed.

14. The system of claim 13, wherein the sensor agent is further operable to:
determine whether a global perspective for the at least one event has been cached;
when the global perspective for the at least one event has been cached, obtain a
global perspective for the at least one event based on the cached global perspective; and
when the global perspective for the at least one event has not been cached, obtain

a global perspective for the at least one event from a community database.

15. The system of claim 14, wherein the sensor agent is further operable to:

determine whether the cached global perspective for the at least one event has
expired; and

when the global perspective for the at least one event has expired, obtain a global

perspective for the at least one event from a community database.

16.  The system of claim 13, wherein the end recipient heuristically displays
information identifying the first object performing the action, information identifying the
action being performed, information identifying the target upon which the act is being
performed, and the global perspective according to one or more of a location associated

with the first object; at least one characteristic of an outbound connection associated with
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concurrent connections associated with the first object.
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17. A system for providing forensic visibility into a system, comprising:
a device including:
a communication interface;
a processor;
data storage; and
a sensor agent stored on the data storage that is executable by the
processor, wherein the sensor agent is operable to:
gather one or more events defining an action of a first object acting
on a target;
generate a contextual state for at least one of the one or more
events by correlating the at least one event to an originating object, the contextual state
including an indication of the originating object of the first object and an indication of at
least one of a device on which the first object is executed and a user associated with the
first object;
assemble an event line including details associated with the at least
one event, the details including information uniquely identifying each of the first object,
the action of the first object, the target, and the originating object; and
transmit the assembled event line utilizing the communication

interface.

18. The system of claim 17, further comprising a global perspective
information server including:
a processor;
a communication interface;
data storage; and
a global perspective module, wherein the global perspective module is operable
to:
receive the event line from the device;
obtain a global perspective for the at least one event by obtaining
information associated with one or more of the first object and the originating object, the

information including at least one of age, popularity, a determination as to whether the
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first object is malware, a determination as to whether the originating object is malware;
and Internet Protocol (IP) Address or Uniform Resource Locator (URL) information;
assemble a second event line including details associated with the at least
one event, the details including information uniquely identifying each of the first object,
the action of the first object, the target, and the originating object; and
transmit the assembled second event line utilizing the communication

interface to an end recipient.

19.  The system of claim 18, wherein the end recipient heuristically displays
information identifying the first object performing the action, information identifying the
action being performed, information identifying the target upon which the act is being
performed, and the global perspective according to one or more of a location associated
with the first object; at least one characteristic of an outbound connection associated with
the first object; a dropped executable file; an age of the first object; and a number of

concurrent connections associated with the first object.

20.  The system of claim 17, further comprising a bridge including:
a processor;
a communication interface; and
a cached event store, wherein the cached event store is operable to:
receive a first request for a global perspective for the at least one event;
receive a second request for a global perspective for another event, the
second request originating from another device;
obtain a first global perspective for the at least one event by obtaining
information associated with one or more of the first object and the originating object, the
information including at least one of age, popularity, a determination as to whether the
first object is malware, a determination as to whether the originating object is malware;
and Internet Protocol (IP) Address or Uniform Resource Locator (URL) information;
obtain a second global perspective for the another event;
provide the first global perspective to the device; and

provide the second global perspective to the another device.

44

Trend Micro, Inc.
EX1006-405



10

15

20

25

30

Attorney Docket No.:

METHOD AND APPARATUS FOR PROVIDING FORENSIC VISIBILITY INTO
SYSTEMS AND NETWORKS

CROSS-REFERENCE TO RELATED APPLICATIONS
This application claims the benefit of U.S. Provisional Patent Application Serial
No. 61/819,470, filed May 3, 2013, the entire disclosure of which is hereby incorporated

herein by reference.

FIELD
Methods and apparatuses for providing forensic visibility are described. More
particularly, methods and systems for providing forensic visibility into client systems

having full audit trails are described.

BACKGROUND

Network forensics generally relates to the capture, recording, and analysis of
network events in order to discover the source of security attacks or other problem
incidents. Network forensic systems generally utilize one of two approaches: the “catch
it as you can approach” and the” stop, look, and listen approach.” “Catch it as you can”
systems immediately write the packets to a disk file, buffering in memory as necessary,
and perform analysis in batches. "Stop, look and listen" systems analyze the packets in
memory, perform rudimentary data analysis and reduction, and write selected results to
disk or to a database over the network.

However, existing network forensic tools, such as network sniffers and packet
capturing tools, passively collect information about network traffic. Such tools may be
able to detect and capture information associated with communication sessions, such as
hostnames, ports, protocols, IP addresses, etc.; however, such tools tend to receive
network events outside of a host or system. That is, a network forensic tool, such as a
network sniffer, may reside at a network edge and may receive network events
concerning the network from one or more hosts or systems. Accordingly, network edge
devices have no ability to establish any sort of context from within the host or system that

is generating the event. Therefore, devices residing at a network edge may monitor,
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record, and or analyze network traffic between the host and the device, but information
that may be useful within the host is not obtained.

For example, Figure 1 generally illustrates a comparative example including
computing devices 104 and 108 in communication with a network edge device 116. The
network edge device 116 may be commonly referred to as a “sniffer” which may
monitor, capture, and analyze network traffic between the network edge device 116 and
the computing devices 104 and 108. The network edge device 116 may further be in
communication with a communication network 124, such as the internet. Accordingly,
the network edge device 116 may monitor, capture, and analyze network traffic between
the computing devices 104 and 108 and between the computing devices 104/108 and the
communication network 124.

However, as previously mentioned, the network edge device 116 has no ability to
monitor, capture, and/or analyze what is occurring within each of the computing device
104 and 108. In at least one comparative example, computing device 108 may contain or
otherwise be infected with one or more pieces of malware. The term "malware" is used
herein to refer generally to any executable computer file or, more generally "object", that
is or contains malicious code, and thus includes viruses, Trojans, worms, spyware,
adware, ctc. and the like. Indeed, the network edge device 116 may be able to monitor,
capture, and analyze communication traffic including the information, both encrypted and
unencrypted, source and destination ports, source and destination IP address, and
protocols utilized by the computing device 108, but the network edge device cannot
provide details regarding files modified, registry entries changed, and/or new processes
that are created. Accordingly, the network edge device 116 has no way of knowing to
what extent the virus may have impacted the computing device 108, what additional files
may have become infected, or what processes and/or objects operating are linked to the
virus. What is needed therefore, is a solution that eliminates the guesswork and allows

for end-to-end visibility of every event within a system and/or within a network.

SUMMARY
It is, therefore, one aspect of the present disclosure to provide a system and

method whereby events occurring within a computing device are captured and additional
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context and a global perspective is provided for each capture event. For example, a
sensor agent may provide visibility into occurrences across an environment, such as a
networked environment, to ensure that an administrator is aware of any system changes
and data communication in and out of computing devices residing on the network. In this
implementation, six components, or modules, may be utilized in the event gathering and
processing: low level system filters, a local aggregator and interpreter, a context analyzer,
a global perspective module, an event priority module, and an event distributor may be
utilized to provide forensic visibility into one or more computing devices of a
communication network.

The system filters may be built upon the same or similar technology related to
behavior monitoring and collection, as discussed in U.S. Application Serial No.
13/372,375 filed February 13, 2012, “Methods and Apparatus for Dealing with Malware”
(US-2012-0260340-A1), which is incorporated herein by reference in its entirety for all
that it teaches and for all purposes. These filters intercept system events in a manner such
that the operation of the system filter does not impact system performance, a key aspect
of this solution. Events at this level tend to be very raw and generally not individually
useful — on an average system, tens of millions of events take place every minute and the
noise ratio can prevent forensic solutions from being able to provide sufficient value to
the end consumer of their data due to the inability to quickly find important events. A
product which impacts system performance will have considerably diminished value to
an administrator and can negatively affect the results of an analysis undertaken. For
example, a system filter that requires a majority of the available computing and system
resources may render one or more communication devices unable to perform its primary
function and may steer a real-time forensics analysis to an irrelevant analysis of events;
irrelevant because such event analysis of information may be based on old and outdated
event information. In some embodiments, events are gathered and timestamped
accurately and sequentially, establishing a chronological order of system events for
consumption at a higher level.

In at least one embodiment, the second component, the local aggregator and
interpreter, receives events from the low level system filters, collecting them in batches

from the queues in which they are inserted in real-time, and transmits these events to a
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local service process where the events are held for further analysis. At this stage,
intelligent caching may be invoked to drop events which are duplicates of recent events,
and some data normalization may be performed to ensure consistency. Caching may be
implemented sparingly but in critical areas to ensure redundant events are not continually
reported — many applications perform thousands of the same events (network access to
the same destination IP address, for example) and transmitting these events into an
external log source would create a significant amount of unnecessary noise and potential
performance degradation. The cache may integrate a “time to live” concept to prevent
applications from hiding their traffic within their noise. The caches may automatically
roll over to ensure sufficient space is always available without requiring exorbitant
amounts of memory.

In addition, data normalization takes items such as kernel filenames, usermode
filenames, process objects, registry objects, and other system structures and normalizes
them into a standard format which is easy more easily consumed by automated parsers.
Consolidating and normalizing data at this stage allows the data to be handled much more
quickly at the higher levels to avoid reprocessing data and potentially missing events just
because they were referred to slightly differently (\Device\HarddiskVolume1\Windows\
file.exe instead of C:\Windows\file.exe for example). In some embodiments, an aspect of
this subsystem provides the ability to process events asynchronously. The subsequent
modules which will execute over the data can potentially take a considerable amount of
time to complete but delaying the response for each event at this phase would result in a
significant system slowdown. Instead, events are intelligently queued in multiple layers
to minimize the number of individual threads but still ensure each event is given
sufficient time to be independently processed. Because of this structure, there is no
performance difference if an event takes one millisecond to be processed or one hour for
the full series of routines to complete.

In at least some embodiments, the context analyzer is utilized to ensure that a
user, such as a network administrator, is provided the deepest view of the most important
data but still has access to the full range of data if they wish to see it. The analysis starts
by correlating events to objects (their originating processes, devices, and users), and

creating an audit trail for each individual event. This allows an administrator to
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forensically track back any event which occurs to what triggered it. As previously
discussed, conventional products in this space receive events outside of the system (for
example, as a network edge device) and therefore have no ability to establish context
within the system. The present solution eliminates the guesswork and allows for end-to-
end visibility of every event from the bottom of the stack to the top. As contextual state is
established, it is cached and aggregated to be quickly queried in subsequent lookups
further reducing latency and improving the responsiveness of the system.

After the contextual analysis completes, the sensor agent attempts to establish a
global perspective for each event by calling the cloud database using an infrastructure
similar to the infrastructure discussed in U.S. Application Serial No. 13/372,375 filed
February 13, 2012, “Methods and Apparatus for Dealing with Malware” (US-2012-
0260340-A1), but with an additional layer capable of responding in a highly scalable
manner which avoids the overhead generally associated with the complex rule processing
within the overall database. This response includes information related to the age,
popularity, and determination of an object — whether it is known good, bad, or unknown.
This data may then be normalized and appended to each relevant portion of the event
line. Further lookups are performed for network activity, assessing the reputation and
category of each website and IP address as they are contacted.

The event priority module may contain priority logic, or one or more rule sets, to
associate a priority to one or more events. The event priority module may utilize
information from the local aggregator and interpreter, the context analysis module, and
the global perspective module, to determine, or otherwise assign, a priority to an event;
such a priority may be based on a rule set. The rule set may be provided by an
administration system, backend system, end recipient 220, or other component of a
forensic system.

The event distributor may then batch and transmit the events to the end recipient
after the global perspective has been applied. In some embodiments, the event distributor
may batch and transmit the events to the end recipient after the even priority has been
determined. In one implementation, a syslog protocol may be used to send each event as
a line of log data to be processed by an end consumer — usually a display/query engine.

The transmission of events requires an additional layer of asynchronous processing as the
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response time from the recipient cannot be allowed to slow down the higher level global
perspective and contextual analysis work which is ongoing in other threads. Therefore, a
transmission engine of the event distributor may build the final event line, packages it
together with information about the host itself, and then send it directly into a separate
queue where it will then be sent shortly after (usually a few seconds) while maintaining
the pre-set timestamp of precisely when the event took place even if it is sent several
seconds later.

The recipient of the event, whether hosted on a third party platform or using other
proprietary software, may then display single events and/or perform wider analysis on
groups of events, producing dashboard views and graphs to aid the administrator in
identifying events that are most pertinent to their current investigation.

In accordance with at least one embodiment of the present disclosure, a method is
provided, the method comprising gathering one or more events defining an action of a
first object acting on a target; generating a contextual state for at least one of the one or
more events by correlating the at least one event to an originating object, the contextual
state including an indication of the originating object of the first object and an indication
of at least one of a device on which the first object is executed and a user associated with
the first object; obtaining a global perspective for the at least one event by obtaining
information associated with one or more of the first object and the originating object, the
information including at least one of age, popularity, a determination as to whether the
first object is malware, a determination as to whether the originating object is malware;
and Internet Protocol (IP) Address or Uniform Resource Locator (URL) information;
assembling an event line including details associated with the at least one event, the
details including information uniquely identifying each of the first object, the action of
the first object, the target, and the originating object; and transmitting the assembled
event line.

In accordance with further embodiments of the present disclosure, a system is
provided, the system comprising a device including a communication interface; a
processor; data storage; and a sensor agent stored on the data storage that is executable by
the processor, wherein the sensor agent is operable to: gather one or more events defining

an action of a first object acting on a target; generate a contextual state for at least one of
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the one or more events by correlating the at least one event to an originating object, the
contextual state including an indication of the originating object of the first object and an
indication of at least one of a device on which the first object is executed and a user
associated with the first object; obtain a global perspective for the at least one event by
obtaining information associated with one or more of the first object and the originating
object, the information including at least one of age, popularity, a determination as to
whether the first object is malware, a determination as to whether the originating object is
malware; and Internet Protocol (IP) Address or Uniform Resource Locator (URL)
information; assemble an event line including details associated with the at least one
event, the details including information uniquely identifying each of the first object, the
action of the first object, the target, and the originating object; and transmit the assembled
event line utilizing the communication interface.

In accordance with further embodiments of the present disclosure, a system is
provided, the system comprising a device including a communication interface; a
processor; data storage; and a sensor agent stored on the data storage that is executable by
the processor, wherein the sensor agent is operable to: gather one or more events defining
an action of a first object acting on a target; generate a contextual state for at least one of
the one or more events by correlating the at least one event to an originating object, the
contextual state including an indication of the originating object of the first object and an
indication of at least one of a device on which the first object is executed and a user
associated with the first object; assemble an event line including details associated with
the at least one event, the details including information uniquely identifying each of the
first object, the action of the first object, the target, and the originating object; and
transmit the assembled event line utilizing the communication interface.

In accordance with at least one embodiment of the present disclosure, a method is
provided, the method comprising obtaining an event line from one or more computing
systems; parsing the event line to retrieve event information for at least one event,
wherein the event information includes an event type, a contextual state for the event, a
global perspective for the event, and a priority for the event; and displaying the event

information for the at least one event to a display device.
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In accordance with further embodiments of the present disclosure, a system is
provided, the system comprising a device including a communication interface; a
processor; data storage; a display device; and a parser stored on the data storage that is
executable by the processor, wherein the parser is operable to: obtain an event line from
one or more computing systems utilizing the communication interface; parse the event
line to retricve event information for at least one event, wherein the event information
includes an event type, a contextual state for the event, a global perspective for the event,
and a priority for the event; wherein the processor is operable to cause the event
information for the at least one event to be displayed at a display device.

Additional features and advantages of embodiments of the present invention will
become more readily apparent from the following description, particularly when taken

together with the accompanying drawings.

BRIEF DESCRIPTION OF THE DRAWINGS

Figure 1 illustrates a comparative example of a communication network, edge
device, and one or more computing devices;

Figure 2 depicts a communication network including one or more computing
systems, global perspective information server, and one or more end recipients in
accordance with an exemplary embodiment of the present disclosure;

Figure 3 illustrates a block diagram depicting details of a computing system and a
bridge in accordance with an exemplary embodiment of the present disclosure;

Figure 4 illustrates a block diagram depicting details of a global perspective
information server and an end recipient in accordance with an exemplary embodiment of
the present disclosure;

Figures 5A-C illustrates exemplary events, events having an applied contextual
state, and events having an applied global perspective in accordance with an exemplary
embodiment of the present disclosure;

Figure 6 illustrates a flow chart depicting details of at least one embodiment in
accordance with an exemplary embodiment of the present disclosure;

Figure 7 illustrates a flow chart depicting operational details of a system filter in

accordance with an exemplary embodiment of the present disclosure;
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Figure 8 illustrates a flow chart depicting operational details of a local aggregator
and interpreter in accordance with an exemplary embodiment of the present disclosure;

Figure 9 illustrates a flow chart depicting operational details of a context analyzer
in accordance with an exemplary embodiment of the present disclosure;

Figure 10 illustrates a flow chart depicting operational details of a global
perspective unit and/or global perspective module in accordance with an exemplary
embodiment of the present disclosure;

Figure 11 illustrates a flow chart depicting operational details of an event priority
generation unit in accordance with an exemplary embodiment of the present disclosure;

Figure 12 depicts a first data structure employed in accordance with at least some
embodiments of the present disclosure; and

Figure 13 depicts one or more dashboards in accordance with at least some

embodiments of the present disclosure.

DETAILED DESCRIPTION

Figure 1 depicts aspects of a system 200 for providing forensic visibility into one
or more computing devices 204, 208, and 212 in accordance with at least one
embodiment of the present disclosure. In general, the system 200 includes one or more
computing device 204, each of which are interconnected to a global perspective
information server 216 and end recipient 220 by one or more communication networks
212. The computing device 204 may comprise a general purpose computer, such as but
not limited to a laptop or desktop personal computer 204B, a tablet computer, a smart
phone 204 A, or other device capable of communications over a communication network
212 and capable of presenting content to an associated user. The computing device 204
may also comprise a processing unit that is interconnected to an affiliated input/output
device.

The communication network 212 may include one or more networks capable of
supporting communications between nodes of the system 200, including but not limited
to a computing devices 204A-C, the global perspective information server 216 and the
end recipient 220. Examples of communication networks 212 include the Internet or any

wide area network (WAN), local area network (LAN), or networks in various
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combinations. Other examples of communication networks 212 in accordance with
embodiments of the present disclosure include wireless networks, cable networks,
satellite networks, and digital subscriber line (DSL) networks. In addition, different
communication networks 212 may share a common physical infrastructure, for at least
some portion of the physical network. For instance, a computing device 204 may be
interconnected to a communication network 212 comprising the Internet and to a separate
communication network between the computing device 204 and an end recipient 220.

The computing device 204 includes and/or executes a sensor agent 208 in
connection with the presentation of content to the user. In accordance with at least one
embodiment of the present disclosure, six components, or modules, may be utilized by
the sensor agent 208 to gather and process events. The sensor agent 208 may include, but
is not limited to, low level system filters, a local aggregator and interpreter, a context
analyzer, a global perspective module, an event priority module, and an event distributor.
Of course, and as can be appreciated by those skilled in the art, all six modules may not
be required by the sensor agent 208. In at least one embodiment, the sensor agent may
comprise fewer than six modules. That is, at least some functionality of the one or more
modules may be provided by another device, such as a global perspective information
server 216 for example. Moreover, it should be understood that the sensor agent 208 may
include varying combination of modules. For example, the sensor agent 208 may include
two of the six modules, three of the six modules, four of the six modules, or five of the
six modules.

The system filters may intercept system events in a manner such that they do not
impact system performance. Events may define those actions or behaviors of an object
acting upon another object or some other entity. An object in this sense may be a
computer file, part of a file or a sub-program, macro, web page or any other piece of code
to be operated by or on the computer, or any other event whether executed, emulated,
simulated or interpreted. Events may include, but are not limited to file activity, registry
events, code events, network/internet events, process/thread events, window/GDI events,
input events to name a few. An event may have three principal components: information
and/or details describing the object performing the act (the "Actor"), information and/or

details describing the act being performed (the "Event Type"), and information and/or
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details describing the object or identity of another entity upon which the act is being
performed (the "Victim" or “Target”). For example, the event data might capture the
identity, e.g. the IP address or URL, of a network entity with which an object is
communicating, another program acting on the object or being acted on by the object, a
database or IP registry entry being written to by the object, etc. While simple, this
structure allows a limitless series of behaviors and relationships to be defined. Examples
of the three components of an event might include, but are not limited to, those illustrated

in Table 1.

Table 1:
Actor Event Type Victim
Object 1 Creates Program Object 2
Object 1 Sends data IP Address 3
Object 1 Deletes Program Object 4
Object 1 Executes Object 2
Object 2 Creates registry key Object 4

Moreover, in some embodiments, the Actor, Event Type, and/or Victim may be
represented in the form of a so-called signature or key relating to the object key. Key
generation is mainly to keep the data storage and transmission requirements as minimal
as possible. The keys for each object may be formed by a hashing function operating on
the object at the computing system 204. Accordingly, an event may include the three
principal components as a key of the object performing the act (the "Actor"), a key of the
act being performed (the "Event Type"), and the key of the object or identity of another
entity upon which the act is being performed (the "Victim" or “Target”). Additionally,
events at this level tend to be very raw and generally not individually useful — on an
average system, tens of millions of events take place every minute and the noise ratio can
prevent forensic solutions from being able to provide sufficient value to the end
consumer of their data due to the inability to quickly find important events. Accordingly,
in some embodiments, events are gathered and time stamped accurately and sequentially,
establishing a chronological order of system events for consumption at a higher level.

The second component, the local aggregator and interpreter, receives events from

the low level system filters in batches from the queues in which they are inserted in real-
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time, and transmits them to the local service process where they are held for further
analysis. In accordance with at least some embodiments of the present disclosure, the
events may be cached and normalized such that kernel filenames, user mode filenames,
process objects, registry objects, and other system structures are converted into a standard
format for ease of consumption by one or more automated parsers. Following the
aggregation and interpretation of the events, the context analyzer creates, or obtains, a
contextual state by correlating events to objects and creating an audit trail for each
individual event. In some instances, the sensor agent 208 of the computing device 204
may determine if contextual state information is available locally within a cache. If the
contextual state information is not available locally, the sensor agent 208 of the
computing device may obtain such contextual state information from a source of
contextual state information accessible to the sensor agent 208.

Contextual state information may include, but is not limited to, originating
processes, devices, and users. Additionally, contextual state information may include
GenesisActor information and ancillary data. GenesisActor information may contain the
object that is not the direct Actor of an event but which is the ultimate parent of the event
being performed. For example in the case of a software installation, the GenesisActor
would be the object that the user or system first executed and that initiated the software
installation process, e.g. Setup.exe. Ancillary data may include data associated with the
event type, actor and victim. For example, an event such as that used to record the
creation of a registry run key may identify the Actor object as creating a registry run key,
the event type itself (e.g. "regrunkey"), and the Victim or subject of the registry run key.
The ancillary data in this case would define the run key entry itself; the Hive, Key name
and Value. As a contextual state is established for each event, the contextual state may
be cached and aggregated to be quickly queried in subsequent lookups further reducing
latency and improving the responsiveness of the computing device 204. Contextual state
information may be provided by the sensor agent 208 and/or a source of contextual state
information accessible to the sensor agent 208. For example, the global perspective
information server 216, in some embodiments, may be able to provide contextual state
information to the sensor agent 208 for one or more events. Moreover, such contextual

state information may be provided from one or more other computing devices 204.
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After the contextual analysis completes, the sensor agent 208 establishes a global
perspective for each event by calling on the global perspective information server 224.
For example, the sensor agent 208 of the computing device 204 may determine if global
perspective information is available locally within a cache. If the global perspective
information is not available locally, the sensor agent 208 of the computing device 204
may issue a global perspective request 224 utilizing the communication network 212 and
destined for the global perspective information server 216. The global perspective
information server 216 may respond with global prospective information 228 and such
information may be provided to the sensor agent 208 associated with the computing
device 204.

The global perspective information 228 may include information related to the
age, popularity, and determination of an object of the event — whether it is known good,
bad, or unknown. The global perspective information may be retrieved or otherwise
obtained for each object of an event and any objects provided as a part of a contextual
information state. In some instances, the reputation and category of each website and IP
address are obtained as they are contacted. Such information may then be normalized.

The event priority module may contain priority logic, or one or more rule sets, to
associate a priority to one or more events. The event priority module may utilize
information from the local aggregator and interpreter, the context analysis module, and
the global perspective module, to determine, or otherwise assign, a priority to an event;
such a priority may be based on a rule set. The rule set may be provided by an
administration system, backend system, end recipient 220, or other component of a
forensic system. For example, a rule set may determine that an event meeting certain
conditions be assigned a priority according to a scale of severity. For instance, a rule set
may specify that an event having a specific actor, victim, and/or origination process
together with a global perspective indicating a specified age, popularity, malware
determination, and/or IP/URL reputation be assigned an event priority representative of a
potential risk assigned to the computing device 204 and/or network. Accordingly, when
the event line containing event priority information is received at an end recipient 220,
the end recipient 220 may be able to more easily identify events, and/or instances of

malware, that require more immediate attention.
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An event distributor of the sensor agent 208 may then create an event line
comprising information from the event, information from the contextual state,
information from the global perspective, and information from regarding the priority of
the event. Alternatively, or in addition, an event distributor of the global perspective
information server 216 may create an event line comprising information from the event,
information from the contextual state, and information from the global perspective.

Accordingly, once the event distributor of the sensor agent 208 and/or the event
distributor of the global perspective information server 216 create the event line for at
least one event, the event line 244A-B may be sent to an end recipient 220 from the
computing device 204 and/or the global perspective information server 216. The event
distributor may batch and transmit the events to the end recipient 220 after the global
perspective has been applied. In at least one implementation, the syslog protocol is
utilized to send each event as a line of log data to be processed by an end consume such
as a display/query engine like the product “splunk”.

Alternatively, or in addition, some embodiments of the present disclosure may
feature an optional bridge 222 which may be a dedicated device residing locally on a
network. The bridge 222 may aggregate communications to and from one or more
computing system 204 such that information to and from sensor agent 208 is cached at
the bridge 222, optimizing global perspective requests and other communications. That
is, the bridge may be shared across some or all devices in a network. In some
embodiments, the bridge 222 may act as a local cache or data store for caching requests
to the global perspective information server 216 and event lines directed to the end
recipient 220. Additionally, the bridge 222 may perform selective or intelligent caching
of global perspective information such that subsequent lookups or requests of global
perspectives may be served from the local cache of the bridge 222.

Figure 3 illustrates additional aspects of a system 200 in accordance with
embodiments of the present invention, and in particular illustrates additional features and
components of a computing device 204 and a bridge 222. The computing device 204
may comprise a general purpose computer, tablet computer, smart phone, or other device
or federated group of devices capable of supporting communications over a

communication network 212. The computing device 204 may include a processor 316,
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memory 304, one or more user input devices 308, such as a keyboard and a pointing
device, and one or more user output devices 312, such as a display, speaker, and/or
printer. Alternatively, or in addition, the user input 308 and the user output 312 may be
combined into one device, such as a touch screen display. Computing device 204 may
further include a communication interface 328 for communicating with another
computing device 204, a global perspective information server 216, an end recipient 220,
and/or the communication network 212.

Processor 316 is provided to execute instructions contained within memory 304
and/or storage 320. As such, the functionality of the computing device is typically stored
in memory 304 and/or storage 320 in the form of instructions and carried out by the
processor 304 executing such instructions. Accordingly, the processor 316 may be
implemented as any suitable type of microprocessor or similar type of processing chip.
One example of the processor 304 may include any general-purpose programmable
processor, digital signal processor (DSP) or controller for executing application
programming contained within memory 304 and/or storage 320. Alternatively, or in
addition, the processor 316, memory 304, and/or storage 320, may be replaced or
augmented with an application specific integrated circuit (ASIC), a programmable logic
device (PLD), or a field programmable gate array (FPGA).

The memory 304 generally comprises software routines facilitating, in operation,
pre-determined functionality of the computing device 204. The memory 304 may be
implemented using various types of electronic memory generally including at least one
array of non-volatile memory cells (e.g., Erasable Programmable Read Only Memory
(EPROM) cells or FLASH memory cells, etc.). The memory 304 may also include at
least one array of dynamic random access memory (DRAM) cells. The content of the
DRAM cells may be pre-programmed and write-protected thereafter, whereas other
portions of the memory may selectively be modified or erased. The memory 304 may be
used for either permanent data storage and/or temporary data storage.

The data storage 320 may generally include storage for programs and data. For
example, data storage 320 may provide storage for a sensor agent 208 including the
system filters 340, the local aggregator and interpreter 344, the context analyzer 348, the

global perspective module 352, the event distributor 356, and/or the general operating
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system and other programs and data 324. Additionally, the data storage 320 may also
include an event store 328, such as a database, for storing and/or caching event
information, context information, global perspective information, and/or event lines. One
or more components of the computing device 204 may communicate with one another
utilizing a bus 336. Alternatively, or in addition, the sensor agent 208 may be provided
separate and apart from data storage 320. That is, the sensor agent 208, including the
system filters 340, the local aggregator and interpreter 344, the context analyzer 348, the
global perspective module 352, the event priority generation unit 358, and the event
distributor 356 may be implemented using a processor, such as a microprocessor 304.
Accordingly, the microprocessor 304 may be specifically programmed to carry out one or
more functions of the sensor agent 208. For example, the processor 304 may execute
instructions associated with the sensor agent 208, including the system filters 340, the
local aggregator and interpreter 344, the context analyzer 348, the global perspective
module 352, the event priority generation unit 358, and the event distributor contained
within memory 304 and/or storage 320. Alternatively, or in addition, the sensor agent
208, including the system filters 340, the local aggregator and interpreter 344, the context
analyzer 348, the global perspective module 352, the event priority generation unit 358,
and the event distributor 356 may share the processor 304.

The system filters 340 intercept system events in a manner such that they do not
impact system performance. In some embodiments, events are gathered and time
stamped accurately and sequentially such that a chronological order of system events is
maintained and may be provided for consumption at a higher level. As one example, the
time stamp may correspond to the time at which the event took place. Such a timestamp
may be added to the event and/or maintained at an event line. Moreover, the system
events may then be sorted according to event type and/or processing resources such that
the system events are inserted, or stored, in a queue in real-time.

The local aggregator and interpreter receives events from the system filters 340,
and collects the received events into batches from the queues in which they are inserted
in real-time. The batches of events are then transmitted to a local service process where
the events are held for further analysis. Such events may be held, or otherwise stored,

within an event store 328. At this stage, intelligent caching may be invoked to drop
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events which are duplicates of recent events, and some data normalization may be
performed to ensure consistency. Caching may be implemented sparingly but in critical
areas to ensure redundant events are not continually reported — many applications
perform thousands of the same events (network access to the same destination IP address,
for example) and transmitting these events into an external log source would create a
significant amount of unnecessary noise and potential performance degradation. The
cache may integrate a “time to live” concept to prevent applications from hiding their
traffic within their noise. For example, events meeting predefined criteria may be
dropped from the real-time system event queues. In some embodiments, if the predefined
criteria include determining if a system event is the same or otherwise matches a previous
system event, then the event may be dropped. Additionally, if a duplicate event occurs
within a specified time, the event may be dropped from the queue. Alternatively, or in
addition, if the duplicate system event occurs within a specified period of time, the
duplicate system event may be modified to reflect that the duplicate system event is the
same as a previously occurring system event. Accordingly, the later occurring duplicate
system event may receive all contextual state information and global perspective
information without requiring all of the determinations and/or lookups of such
information. However, a time-to-live (TTL) functionality may be implemented on a
cache basis to ensure that cached events, or previous events having context and/or a
global perspective, are current. Accordingly, not all previous events having contextual
information may be available to provide contextual information to a current event. As
another option, the later occurring duplicate system event may be modified in a manner
such that when the later occurring duplicate system event is interpreted by the end
recipient 220, the end recipient 220 may determine that the system event information may
be the same as a previously parsed system event line. Accordingly, a full event line for
the duplicate system event is not generated and/or transmitted saving bandwidth and
information processing resources. Further, the caches may automatically roll over to
ensure sufficient space is always available without requiring exorbitant amounts of
memory.

The local aggregator and interpreter 344 may additionally perform data

normalization on items such as kernel filenames, user mode filenames, process objects,

17

Trend Micro, Inc.

EX1006-422



10

15

20

25

30

registry objects, and other system structures and normalizes them into a standard format
which is easy more easily consumed by automated parsers. Consolidating and
normalizing data at this stage allows the data to be handled much more quickly at the
higher levels to avoid reprocessing data and potentially missing events just because they
were referred to slightly differently (\Device\HarddiskVolumel\Windows\file.exe instead
of C:\Windows\file.exe for example). In some embodiments, an aspect of this subsystem
provides the ability to process events asynchronously. The subsequent modules which
will execute over the data may potentially take a considerable amount of time to complete
but delaying the response for each event at this phase would result in a significant system
slowdown. Instead, events are intelligently queued in multiple layers to minimize the
number of individual threads but still ensure each event is given sufficient time to be
independently processed. Because of this structure, there is little to no performance
difference if an event takes one millisecond to be processed or one hour for the full series
of routines to complete.

The context analyzer 348 ensures that a user at the end recipient 220 is provided
with the deepest view of the most important data but still has access to the full range of
data if they wish to see it. Accordingly, the context analyzer 348 correlates objects within
system events to additional objects known to exist. For example, the context analyzer
348 may correlate an actor, victim, and/or event type to one or more originating
processes, devices, and users. Such a correlation creates an audit trail for each individual
cvent. As will be described later, this audit trail allows an administrator, at an end
recipient 220 for example, to forensically track back any event which occurs to what
triggered it. Accordingly, this additional information, including the originating processes,
devices, and user, allows a contextual state to be established for each event. As each
contextual state is established, the contextual state may be cached and aggregated to be
quickly queried in subsequent lookups further reducing latency and improving the
performance of the system.

After the context analyzer completes, the sensor agent 208 may attempt to
establish a global perspective for each event by calling the cloud database utilizing an
infrastructure similar to the infrastructure discussed in U.S. Application Serial No.

13/372,375 filed February 13, 2012, “Methods and Apparatus for Dealing with Malware”
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(US-2012-0260340-A1, but with an additional layer capable of responding in a highly
scalable manner which avoids the overhead generally associated with the complex rule
processing within the overall database. Such an additional layer may be named SkyMDS5.
The response from the SkyMDS5 layer may include information related to the age,
popularity, and determination of an object — whether it is known good, bad, or unknown.
This data may then be normalized and appended to each relevant portion of the event
line. Further lookups are performed for network activity, assessing the reputation and
category of each website and IP address as they are contacted.

In addition, similar to the contextual analyzer, the global perspective unit may
first determine whether or not global perspective information for the particular system
event is available locally. For example, global perspective information may be cached or
otherwise stored in the storage data 320. In addition, a TTL approach may be
additionally utilized to reduce the amount of traffic, or calls, to the global perspective
information server 216, by the global perspective unit 352 of the sensor agent 208.
Accordingly, contextual state information may only be available locally for a specified
period of time and/or specified number of system events.

The event priority module 358 may contain priority logic, or one or more rule
sets, to associate a priority to one or more events. The event priority module may utilize
information from the local aggregator and interpreter 344, the context analysis module
348, and the global perspective module 352, to determine, or otherwise assign, a priority
to an event; such a priority may be based on a rule set. The rule set may be provided by
an administration system, backend system, end recipient 220, or other component of a
forensic system. For example, a rule set may determine that an event meeting certain
conditions be assigned a priority according to a scale of severity. Such an event priority
may then be added to an existing event line or data structure.

The event distributor 356 may batch and transmit the events to the end recipient
220 after the global perspective has been applied. Alternatively, or in addition, the event
distributor 356 may batch and transmit the events to the end recipient 220 after an event
priority has been determined for the event. In one implementation, the syslog protocol is
used to send each event as a line of log data to be processed by an end recipient 220. The

transmission of events requires an additional layer of asynchronous processing as the

19

Trend Micro, Inc.

EX1006-424



10

15

20

25

30

response time from the recipient cannot be allowed to slow down the higher level global
perspective and contextual analysis work which is ongoing in other threads. Therefore, a
transmission engine of the event distribute 356 builds the final event line, packages the
event line together with information about the host itself, and then sends it directly into a
separate queue where it will then be sent shortly after (usually a few seconds) while
maintaining the pre-set timestamp of precisely when the event took place even if it is sent
several seconds later. The separate queue may be a queue located in the storage data 320
and more specifically in the event store 328.

The bridge 222 may comprise a general purpose computer and/or server or other
device or federated group of devices capable of supporting communications over a
communication network 212. The bridge 222 may include a processor 382, memory 362,
one or more user input devices 366, such as a keyboard and a pointing device, and one or
more user output devices 378, such as a display, speaker, and/or printer. The bridge 222
may further include a communication interface 386 for communicating with another
computing device 204, an end recipient 220, a global perspective information server 216,
and/or the communication network 212. Processor 382 and memory 362 may be the same
or similar as that which was described with respect to processor 316 and memory 304
respectively.

The data storage 370 may generally include storage for programs and data. For
example, data storage 370 may provide storage for a cached event store 394 and/or the
general operating system and other programs and data 374. Optionally, as indicated by
the dashed line, the cached event store 394 may be separate and apart from the data
storage 370. That is, the cached event store 394 functions independently and/or in
cooperation with memory 362 and processor 382.

The bridge 222 may be a dedicated device residing locally on a network. The
bridge 222 may aggregate communications to and from one or more computing system
204 such that information to and from sensor agent 208 is cached and stored at the cached
event store 394, optimizing global perspective requests and other communications.
Additionally, the bridge 222 may perform selective or intelligent caching of global

perspective information such that subsequent lookups or requests of global perspectives
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may be served from the cached event data store 394. One or more components of the
bridge 222 may communicate with one another utilizing a bus 390.

Figure 4 illustrates additional aspects of a system 200 in accordance with
embodiments of the present invention, and in particular illustrates additional features and
components of a global perspective information server 216 and an end recipient 220. The
global perspective information server 216 may comprise a general purpose computer
and/or server or other device or federated group of devices capable of supporting
communications over a communication network 212. The global perspective information
server 216 may include a processor 464, memory 452, one or more user input devices
456, such as a keyboard and a pointing device, and one or more user output devices 460,
such as a display, speaker, and/or printer. The global perspective information server 216
may further include a communication interface 468 for communicating with another
computing device 204, an end recipient 220, and/or the communication network 212.
Processor 464 and memory 452 may be the same or similar as that which was described
with respect to processor 316 and memory 304 respectively.

The data storage 488 may generally include storage for programs and data. For
example, data storage 488 may provide storage for a global perspective module 476, data
store 486, and/or the general operating system and other programs and data 484.
Optionally, each of the global perspective module 476, the data store 486, and/or the
event distributor 492 may be separate and apart from the data storage 488. That is, as
indicated by the dashed line, each of the global perspective module 476, the data store
486, and/or the event distributor 492 functions independently and/or in cooperation with
memory 452 and processor 464.

The global perspective module 476 provides global perspective information at the
request of a sensor agent 208. For example, and as previously described, the sensor agent
208 may transmit a global perspective request 224 to the global perspective information
server 216 requesting global perspective information for one or more system events
having a contextual state. Accordingly, the global perspective module 476 may provide
the global prospective information 228 to the global perspective unit 352 of the
computing system 204. In addition, in some embodiments the event distributor

functionality may reside at the global perspective information server 216. Accordingly,
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in such an embodiment, the global perspective module 476 may receive event
information having contextual state information. In such an instance, the global
perspective module 476 may provide the global perspective information and store the
system event, contextual information, and global perspective information in data store
486. The event distributor 492 may then assemble the event line information, queue the
event line for transmission, and transmit the event line to the end recipient 220. The
event distributor 492 may function and/or operate in a manner similar to or the same as
the event distributor 356 of the sensor agent 208. One or more components of the global
perspective information server 216 may communicate with one another utilizing a bus
472.

The end recipient 220 may comprise a general purpose computer and/or server or
other device or federated group of devices capable of supporting communications over a
communication network 212. The end recipient 220 may include a processor 416,
memory 404, one or more user input devices 408, such as a keyboard and a pointing
device, and one or more user output devices 412, such as a display, speaker, and/or
printer. The end recipient 220 may further include a communication interface 428 for
communicating with another computing device 204, a global perspective information
server 216, and/or the communication network 212. Processor 416 and memory 404 may
be the same or similar as that which was described with respect to processor 316 and
memory 304 respectively.

The end recipient 220 may further include data storage 420 which may include
storage for programs and data. For example, data storage 420 may provide storage for an
event line parser 440, a user interface generator 444, a global information store 448,
and/or the general operating system and other programs and data 420. Optionally, as
indicated by the dashed line, each of the event line parser 440, the user interface
generator 444, and the global information store 448 may be provided separate and apart
from the data storage 436 where each of the event line parser 440, a user interface
generator 444, and the global information store 448 functions independently and/or in
cooperation with memory 404 and processor 416. One or more components of the end

recipient 220 may communicate with one another utilizing a bus 432.
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The event line parser 440 may parse an incoming event line 244A-B and store the
event lines, either parsed or whole, at the global information store 448. Accordingly, the
end recipient 220 may utilize the parsed event line to generate an user interface utilizing
the user interface generator 444. The generated user interface may then be displayed to a
user at an user output device 412. The user interface generator 444 may create one or
more dashboards that provide information to a user of the end recipient 220.
Accordingly, dashboards may display correlated events collected by a sensor agent 204.
Such correlated events may comprise File System/Disk activity, network activity, and
registry activity on the endpoint along with the global community data and IP and domain
reputation data to provide a complete point of view of the computing system 204 activity
and further provide a full meaning to every single reported event. Accordingly, spotting
and highlighting behaviours in the event data from computing systems 204 may
potentially assist in finding and determining whether such activity is malicious or not.

Moreover, there may exist multiple dashboards each of which provide a specific
heuristic that targets a specific potential malicious behaviour. For example, a first
dashboard generally looks for executables that have been found and executed from
specific critical paths in the computing system 204; those paths that are known to host
malware executables (browser's cache, temporary files folder, system32 folder, auto start
folder and so on). The dashboard may filter those files determined as good, unknown and
bad from global community information. For unknown files, the dashboard may show
their popularity at the global community, i.e. on how many computing systems 204 they
have been seen - and if they establish outbound internet connections. If such files connect
to the Internet, the dashboard may trace down and identify the specific connection and
geo-locate the destination address on a world map.

In another embodiment, a separate dashboard may analyze outbound connections
from the analyzed endpoints. Accordingly, this dashboard may filter out and highlight
connections to high-risk countries, i.e. those countries known to host malicious servers,
and retrieve software that actually established the suspicious connections. The dashboard
may also provide another point of view; that is, the dashboard may highlight all
connections to specific IPs and domains that have been set up recently (e.g. in the last 60

days). All connections may be shown on a map view and the contacted IPs and domains
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are crosschecked with a database to determine their reputation and website category (if
known).

As another example, a dashboard may highlight potential exploits detected on the
endpoint by monitoring the most common software usually installed on an average
computing system 204 and targeted by exploit attacks. The dashboard may generally
identify software like Java, Adobe Acrobat, Microsoft Office, Flash Player and monitor if
such software is dropping executable files on the system. Accordingly, if the software
behaves in this manner, such a behaviour should be considered a suspicious behaviour, as
software should not be dropping any executable files on the system. If such an occurrence
is detected, the dashboard may analyze the dropped executable for its popularity in the
global community and then identify potential outbound connections established by the
just-dropped executable. If an outbound connection is found, the dashboard retrieves the
destination IP and renders, or draws, the location of the IP address on a map view, such
as a world map.

As another example, a separate dashboard may highlight those new processes
created on the monitored computing systems 204 that are undetermined and have only
been recently seen in the global community. For every process, a lifetime scheme is
assembled which allows the administrator to understand when the undetermined file
firstly landed on the endpoint and for how long time it has been active on the system.
This dashboard may further provide specific events triggered by the suspicious process
while active on the system.

As another example, a dashboard may highlight system processes that have been
found to establish concurrent connections to different IPs in less than a specific
timeframe and/or threshold, such as one second. If found, the system processes may be
suspect and deemed to host malicious code; such malicious code having been injected
into the website. For every established connection, the dashboard may trace and identify
the contacted country and the specific IP/domain. As another example, a dashboard may
be generated by the user interface generator 448 such the dashboard monitors activities
on remote storage services like Dropbox, showing the filename and size of the files being

saved on a remote server. The dashboard may further monitor and identify sensitive or
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classified company data that may be in the process of being stolen or placed (i.e. saved,
stored, etc.) on a non-approved storage location.

Figures 5A-5C illustrate additional aspects of a system 200 in accordance with
embodiments of the present invention, and in particular illustrates event capturing, the
application of contextual state, and the application of a global perspective to such
captured events. For example, events 508A-520A are representative events that may
have been captured by one or more system filters 340 of a sensor agent 204. The system
events 504A-520A may include an Event ID, an Event Type, an Actor and a Victim.
Although not illustrated, a timestamp may also be included in the event. As previously
described, the actor and the victim may comprise objects. For example, in the system
event 520A, an event type of Registry Edit is captured where Object 2 is modifying
Object 3; accordingly, Object 3 may be the registry hive, a specific registry entry, and/or
a specified registry value. Moreover each of the Event ID, Event Type, Actor, and
Victim may be hashed resulting in a key that uniquely identifies the data.

As illustrated in Figure 5B, a contextual analysis may be applied to the captured
events 504B-520B. Accordingly, a context 520B comprising an origination proceess,
Device, User, and in some instances, a GenesisActor may further supplement or enhance
the Event ID, Event Type, Actor, and Victim. Although illustrated as including an
originating process, GenesisActor, device, and user, the contextual information forming
the contextual state 520B may include more or less information and in varying
combinations. Moreover, as illustrated in Figure 5B, the originating process or object
may determined based on a previous event that initiated or otherwise created the current
process and/or object. Additionally, as illustrated in Figure 5B, the GenesisActor is
determined based on a chain of previous events. For example, the Actor of Object 1 for
system event 504B of Event Type “executes” operates on Filename 1. Object 1
subsequently creates a process Object 2 in 508B which is further utilized in both 516B
and 520B. Accordingly, as the Object 1 initiated subsequent events, Object 1 may be
determined to be the GenesisActor for 520B, 516B, 512B, and 508B.

As illustrated in Figure 5C, a global perspective is applied to event 520C. The
global perspective may comprise information for each object in the event and/or the

contextual state 524. For example, a global perspective may be obtained for Object 2,
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Object 3, and Object 1 as illustrated. Accordingly, a global perspective 528 indicating
the age of Object 2, the popularity of Object 2, the determination of Object 2, and/or
additional IP/URL information of Object 2 may be provided. Similar global perspective
information 532, 536 may be obtained for Object 3 and Object 1 respectfully.
Accordingly, an event line may be assembled utilizing the event information, contextual
state, and global perspective information. In addition, the global perspective may provide
additional information pertaining to an IP/URL address. For example, such information
may include a categorylD of the IP/URL, a confidence of such a categorylD, a
reputation, geolocation information such as which country the IP/URL is associated with,
and/or a threat history associated with the IP/URL.

Referring now to Figure 6, a method 600 for providing forensic visibility into a
system is provided in accordance with embodiments of the present disclosure. Method
600 is in embodiments, performed by a device, such as the sensor agent 204 and/or the
end recipient 220. More specifically, one or more hardware and software components
may be involved in performing method 600. In one embodiment, one or more of the
previously described units perform one or more of the steps of method 600. The method
600 may be executed as a set of computer-executable instructions executed by a
computer system and encoded or stored on a computer-readable medium. Hereinafter,
the method 600 shall be explained with reference to systems, components, units,
software, etc. described with Figures 1-5C.

Method 600 may continuously flow in a loop, flow according to a timed event, or
flow according to a change in an operating or status parameter. Method 600 is initiated at
step 604 where events of a computing system 204 may be initiated. At step 608, such an
event may be detected. As previously discussed, the events, which may comprise system
events, may be detected by one or more system filters 340 of a sensor agent 208. The
sensor agent 208 may be comparatively small compared with other commercially
available forensic tools and anti-malware software. This may be achieved by the sensor
agent 204 being developed in a low-level language, having direct access to system
resources such as the video display, disk, memory, the network(s), and without the
incorporation of many standard code or dynamic linked libraries to perform these

functions. Memory usage may be optimized by storing data in a local database structure
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that provides the ability to refer to objects by a unique identifier rather than requiring full
filenames or signatures. All unnecessary dynamic link libraries are unloaded from the
process immediately as they are identified as no longer being used, and background
threads are merged to reduce CPU usage. A small, efficient sensor agent 204 may be
deployed more quickly and may be used alongside other programs, including other
security programs, with less load on or impact on the computer’s performance. This
approach also has the advantage of having less surface area for attack by malware making
it inherently more secure.

Method 600 then proceeds to step 612 where the local aggregator and interpreter
344 receives events from the low level system filters 340, collecting them in batches from
the queues in which they are inserted in real-time. As previously discussed, intelligent
caching may be invoked to drop events which are duplicates of recent events. Further,
some data normalization may be performed at step 612 to ensure consistency. Further
still, caching may be implemented sparingly but in critical areas to ensure redundant
events are not continually reported. Method 600 then proceeds to step 616 where a
contextual state may be applied by a context analyzer 348 to the event information.
Accordingly, the context analyzer correlates events to objects such that an audit trail for
each individual event is created. As a contextual state is established, it is cached and
aggregated to be quickly queried in subsequent lookups further reducing latency and
improving the responsiveness of the system. Once a contextual state is applied, method
600 then proceeds to step 620 where a global perspective is applied for each event and/or
cach object of the event and contextual state. Accordingly, information related to the
age, popularity, and determination of an object — whether it is known good, bad, or
unknown is obtained. In addition, as previously mentioned, the global perspective may
contain information pertaining specifically to an IP/URL address. For example, the
global perspective may include information relating network activity and an assessment
of the reputation and category of each website and IP address as they are contacted. This
data may then be normalized. Method 600 then proceeds to step 622 where an event
priority may be applied to the event. As previously discussed, the event priority may be
obtained utilizing a rule set and applying such a rule set to aggregated event information,

contextual state information, and global perspective information. Accordingly, method
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600 then proceeds to step 624 where such data is appended to each relevant portion of an
event line.

Method 600 may then proceed to step 628 where the event distributor 356 may
transmit the event line 244 to the end recipient 220. The event distributor may first
assemble the information and transmit the batched information after the global
perspective has been applied. Once at the end recipient, the method 600 may then parse
the event line at step 632 to filter out one or more events. Accordingly, the events may
be stored in the data store 480. Method 600 may then display the parsed event line at one
or more dashboards in accordance with step 636. Method 600 then ends at step 640.

Referring now to Figure 7, additional details regarding step 608 of method 600 is
provided in method 700. Method 700 is in embodiments, performed by a device, such as
the sensor agent 204 and/or the system filter 340. More specifically, one or more
hardware and software components may be involved in performing method 700. In one
embodiment, one or more of the previously described units perform one or more of the
steps of method 700. The method 700 may be executed as a set of computer-executable
instructions executed by a computer system and encoded or stored on a computer-
readable medium. Hereinafter, the method 700 shall be explained with reference to
systems, components, units, software, etc. described with Figures 1-6.

Method 700 may continuously flow in a loop, flow according to a timed event, or
flow according to a change in an operating or status parameter. Method 700 is initiated at
step 704 where events of a computing system 204 may be initiated. At step 708, such an
event may be detected. As previously discussed, the events, which may comprise system
events, may be detected by one or more system filters 340 of a sensor agent 208.
Accordingly, at step 712, an event record may be created. The event record may be the
same or similar to that which was described with respect to Figure SA. Accordingly, the
event record may include an Event ID, and Event Type, an Actor, and a Victim.
Moreover, in some embodiments, instead of creating a separate event record and a
separate event line, a single event line for each event may be utilized. That is, the event
record may be the event line. Accordingly, at step 716 the event line and/or the event
record may be time stamped and stored. At step 720, method 700 may then determine

which queue the event record or event line, should be assigned. In some embodiments,
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the event record/event line may be assigned to a specified queue based on the event type.
Alternatively, or in addition, the event record/event line may be assigned to a specified
queue based on the needed resources and the available resources. Method 700 then ends
at step 724.

Referring now to Figure 8, additional details regarding step 612 of method 600 is
provided in method 800. Method 800 is in embodiments, performed by a device, such as
the sensor agent 204 and/or the local aggregator and interpreter 344. More specifically,
one or more hardware and software components may be involved in performing method
800. In one embodiment, one or more of the previously described units perform one or
more of the steps of method 800. The method 800 may be executed as a set of computer-
executable instructions executed by a computer system and encoded or stored on a
computer-readable medium. Hereinafter, the method 800 shall be explained with
reference to systems, components, units, software, etc. described with Figures 1-7.

Method 800 may continuously flow in a loop, flow according to a timed event, or
flow according to a change in an operating or status parameter. Method 800 is initiated at
step 804. Method 800 then proceeds to step 808 where batches of event records/event
lines are received form one or more previously described queues. For each event, method
800 proceeds to determine if the event record/event line meets a predefined criteria. For
example, if the current event record/event line matches or is otherwise the same as a
previous event record/event line, method 800 may proceed to step 824 where the current
event record/event line may be dropped. Alternatively, or in addition, the dropped event
record/event line may be modified such that either the contextual analyzer 348 and/or the
global perspective unit 352 may be able to determine a contextual state and global
perspective based on a previously captured event record/event line. Alternatively, or in
addition, the dropped event record/event line may be modified to refer to a previously
captured event record/event line such that upon parsing by the end recipient 220, the
current event line/event record is provided meaning from a previously parsed event
record/event line

Accordingly, method 800 may then proceed to step 816 where the information
may be normalized. The normalization may be implemented with a database which takes

complete path names and translates them to representatives paths. So, for example, the

29

Trend Micro, Inc.

EX1006-434



10

15

20

25

30

Windowsl\file.exe would end up normalized to %windir%\file.exe, allowing rules to be
created for any full path. Similar logic is utilized for paths like %appdata% which would
have unique elements per-user and would be difficult to manage if not normalized.
Accordingly, once the information in the event record/event line is normalized, method
800 may proceed to step 820 where the events may be intelligently queued. For instance,
each event record/event line may be placed in a queue according to an event type.
Method 800 may then end at step 828.

Referring now to Figure 9, additional details regarding step 616 of method 600 is
provided in method 900. Method 900 is in embodiments, performed by a device, such as
the sensor agent 204 and/or the context analyzer 348. More specifically, one or more
hardware and software components may be involved in performing method 900. In one
embodiment, one or more of the previously described units perform one or more of the
steps of method 900. The method 900 may be executed as a set of computer-executable
instructions executed by a computer system and encoded or stored on a computer-
readable medium. Hereinafter, the method 900 shall be explained with reference to
systems, components, units, software, etc. described with Figures 1-8.

Method 900 may continuously flow in a loop, flow according to a timed event, or
flow according to a change in an operating or status parameter. Method 900 is initiated at
step 904. Method 900 then proceeds to step 908 where event records/event lines are
received. Method 900 then proceeds to step 912 where objects of the event record/event
line are correlated to objects in a contextual state. For example, and as illustrated in at
least Figure 5B, a contextual state may include originating processes, devices, and users.
Accordingly, once objects of the event record/event line have been correlated, method
900 proceeds to step 916 where the event record/event line includes an established
contextual state. In some embodiments consistent with the present disclosure, the
contextual state may already be cached and may be obtained based on the event
record/event line information. As one example, based on the event type, actor, and
victim, it may be possible to recover a contextual state that includes an originating
process, the device, and the user. However, not all cached instances of cached contextual

state will suffice as different users may utilize a computing device 204.
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Method 900 then proceeds to step 920 where the contextual state may be cached
and made accessible for later access. In accordance with at least one embodiment, the
event line may be partially assembled where the partially assembled event line may
include various combinations of the event type, the actor object, the victim object, and
the origination process. Accordingly, the partially assembled event line may later be
passed to a global perspective information server. As such, method 900 ends at step 928.

Referring now to Figure 10, additional details regarding step 620 of method 600 is
provided in method 1000. Method 1000 is in embodiments, performed by a device, such
as the sensor agent 204 and/or the global perspective unit 352, the global perspective
module 476, and/or the global perspective information server 216. More specifically, one
or more hardware and software components may be involved in performing method
1000. In one embodiment, one or more of the previously described units perform one or
more of the steps of method 1000. The method 1000 may be executed as a set of
computer-executable instructions executed by a computer system and encoded or stored
on a computer-readable medium. Hereinafter, the method 1000 shall be explained with
reference to systems, components, units, software, etc. described with Figures 1-9.

Method 1000 may continuously flow in a loop, flow according to a timed event,
or flow according to a change in an operating or status parameter. Method 1000 is
initiated at step 1004. Method 1000 then proceeds to step 1008 where method 1000
determines whether event record/event line information is cached. Such a determination
may be based upon whether the event information, such as the event type, the actor,
and/or the victim, match a predetermined criteria. For instance, not all event types may
be cached. In one embodiment, global perspective information caching will cache a
specific number of event types occurring within a specified time period. In other
instances, all global perspective information for all events may be cached. Accordingly,
if it is determined that global perspective information is not cached, method 1000
proceeds to step 1016 where the global perspective information server may be contacted.
Accordingly, such a request may provide the global perspective information server 216
with information in an event record and/or a partially assembled event line. Accordingly,

the global perspective information or a particular event may be retrieved. The retrieved
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global perspective information may then be stored at step 1024. For example, such
information may be stored in event store 328.

Otherwise, if global perspective information is cached for an event record/event
line, the method 1000 may proceed to step 1012 were method 1000 may determine
whether a time-to-live (TTL) has been exceeded. In some instances, the cached
information may expire based on the frequency of occurrence for a particular event. For
example, if an event occurs with a high frequency, the global perspective unit 352 may
determine that for efficiency reasons, either resources and/or bandwidth, caching for a
particular event would be beneficial to improving the overall efficiency of the sensor
agent 208 and/or computing device 204. Accordingly, the method 1000 then proceeds to
step 1020 where the global perspective for the event is retrieved based on the cached
entry. Otherwise, if the occurrence of the same event happens at a reduced frequency
such that it would not be beneficial to cache global perspective information, it might be
more beneficial to directly lookup and retrieve such information directly from the global
perspective information server 216. Accordingly, the method 1000 proceeds to step 1016
where global perspective information is received from the global perspective information
server. In some instances, the cache of global perspective events may expire according to
a predetermined time. At step 1024, method 1000 may proceeds to step 1028 where
method 1000 ends.

Referring now to Figure 11, additional details regarding step 624 of method 600 is
provided in method 1100. Method 1100 is in embodiments, performed by a device, such
as the sensor agent 204. More specifically, one or more hardware and software
components may be involved in performing method 1100. In one embodiment, one or
more of the previously described units perform one or more of the steps of method 1100.
The method 1100 may be executed as a set of computer-executable instructions executed
by a computer system and encoded or stored on a computer-readable medium.
Hereinafter, the method 1100 shall be explained with reference to systems, components,
units, software, etc. described with Figures 1-10.

Method 1100 may continuously flow in a loop, flow according to a timed event,
or flow according to a change in an operating or status parameter. Method 1100 is

initiated at step 1104. Method 1100 then proceeds to step 1108 where a priority rule set
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is retrieved. The priority rule set may be retrieved directly from an administration system
and/or may be received locally from a storage location associated with the sensor agent
208 and/or the data storage 320. The priority rule set may have one or more predefined
criteria for assigning a priority level to an event. The priority level may represent a
perceived severity or risk in which such an event poses. Method 1100 then proceeds to
step 1112 where an event priority, or level, is assigned to the event.

In at least one embodiment, the priority level may be derived from aggregated and
interpreted event information from the local aggregator and interpreter 344, context
analyzer 348, and global perspective unit 352. Accordingly, an event having a specified
Actor, Victim, Target, originating process, or the like together with a global perspective
indicating that at least one of the Actor, Victim, Target, origination process has been
determined to be malware may result in a rule set that assigns a priority level to the event
indicating that such the event should be immediately brought to the attention of an
administrator. Accordingly, the event may be said to have a “high” priority or be a
“high” priority event. Method 1100 may then end at step 1116.With reference to Figure
12, details of a data structure 1200 will be described in accordance with embodiments of
the present disclosure. In some embodiments, the data structure 1200 may be used as an
event line and may contain details specific to an event, context, and global perspective.
For example, an event line 1204 may generally include, without limitation, event
information 1208, a time stamp 1212, context state information 126, global perspective
information 1220, and a priority level 1222, where the priority may be a value that ranges
between a low and a high number. In some embodiments, the event field 1208 may
further include Event ID information 1224, Event Type information 1228, Actor 1232,
and Victim information 1236. In some embodiments, the context state 1216 may include,
without limitation, Originating Process 1240 information, Device information 1244, User
information 1248, dependent data such as, but not limited to additional meta data and/or
ancillary data describing or containing detailed information about one or more objects
1252, and object info 1256. In addition, the global perspective field may include, but is
not limited to an age 1260, popularity 1264, malware determination 1268, and/or IP/URL
information 1272, where IP/URL information may include, but is not limited to a

categorylD of the IP/URL, a confidence of such a categorylD, a reputation, geolocation
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information such as which country the IP/URL is associated with, and/or a threat history
associated with the IP/URL. Of course, additional relevant information may be included
in the event line 1204 depending on the event.

Figure 13 generally illustrates exemplary user interfaces, or dashboards 1304,
1332, and 1336, which may be displayed at an end recipient 220 to a user at an user
output device 412. The user interface generator 444 may create the one or more
dashboards 1304, 1332, and 1336 to provide information from an event to a user of the
end recipient 220. Accordingly, the dashboards 1304, 1332, and 1336 may display
correlated events collected by a sensor agent 204. Such correlated events may comprise
File Systenm/Disk activity 1308, network activity 1312, and registry activity 1316 on the
endpoint along with the global community data and IP and domain reputation data 1324
to provide a complete point of view of the computing system 204 activity and further
provide a full meaning to every single reported event, including at least one of an
originating process, an Event Type, a Target, a Victim, and a Actor. Accordingly,
spotting and highlighting behaviours in the event data from computing systems 204 may
potentially assist in finding and determining whether such activity is malicious or not.

Moreover, there may exist multiple dashboards 1304, 1332, and 1336 each of
which provide a specific heuristic that targets a specific potential malicious behaviour.
For example, a first dashboard 1326 generally looks for executables that have been found
and executed from specific critical paths in the computing system 204; those paths that
are known to host malware executables (browser's cache, temporary files folder,
system32 folder, auto start folder and so on). The dashboard 1326 may filter those files
determined as good, unknown and bad from global community information. For
unknown files, the dashboard may show their popularity at the global community, i.e. on
how many computing systems 204 they have been seen - and if they establish outbound
internet connections. If such files connect to the Internet, the dashboard 1332 may trace
down and identify the specific connection and geo-locate the destination address on a
world map.

In another embodiment, a separate dashboard 1336 may analyze outbound
connections from the analyzed endpoints. Accordingly, this dashboard may filter out and

highlight connections to high-risk countries, i.e. those countries known to host malicious
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servers, and retrieve software that actually established the suspicious connections. The
dashboard 1336 may also provide another point of view; that is, the dashboard 1336 may
highlight all connections to specific IPs and domains that have been set up recently (e.g.
in the last 60 days). All connections may be shown on a map view and the contacted IPs
and domains are crosschecked with a database to determine their reputation and website
category (if known).

As another example, a dashboard 1340 may highlight potential exploits detected
on the endpoint by monitoring the most common software usually installed on an average
computing system 204 and targeted by exploit attacks. The dashboard 1340 may
generally identify software like Java, Adobe Acrobat, Microsoft Office, Flash Player and
monitor if such software is dropping executable files on the system. Accordingly, if the
software behaves in this manner, such a behaviour should be considered a suspicious
behaviour, as software should not be dropping any executable files on the system. If such
an occurrence is detected, the dashboard 1340 may analyze the dropped executable for its
popularity in the global community and then identify potential outbound connections
established by the just-dropped executable. If an outbound connection is found, the
dashboard 1340 retricves the destination IP and renders, or draws, the location of the IP
address on a map view, such as a world map.

As another example, a separate dashboard 1344 may highlight those new
processes created on the monitored computing systems 204 that are undetermined and
have only been recently seen in the global community. For every process, a lifetime
scheme 1is assembled which allows the administrator to understand when the
undetermined file firstly landed on the endpoint and for how long time it has been active
on the system. This dashboard 1344 may further provide specific events triggered by the
suspicious process while active on the system.

As another example, a dashboard 1348 may highlight system processes that have
been found to establish concurrent connections to different IPs in less than a specific
timeframe and/or threshold, such as one second. If found, the system processes may be
suspect and deemed to host malicious code; such malicious code having been injected
into the website. For every established connection, the dashboard may trace and identify

the contacted country and the specific [P/domain. As another example, a dashboard 1348
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may be generated by the user interface generator 448 such the dashboard monitors
activities on remote storage services like Dropbox, showing the filename and size of the
files being saved on a remote server. The dashboard 1348 may further monitor and
identify sensitive or classified company data that may be in the process of being stolen or
placed (i.e. saved, stored, etc.) on a non-approved storage location.

In the foregoing description, for the purposes of illustration, methods were
described in a particular order. It should be appreciated that in alternate embodiments,
the methods may be performed in a different order than that described. It should also be
appreciated that the methods described above may be performed by hardware
components or may be embodied in sequences of machine-executable instructions, which
may be used to cause a machine, such as a general-purpose or special-purpose processor
or logic circuits programmed with the instructions to perform the methods. These
machine-executable instructions may be stored on one or more machine readable
mediums, such as CD-ROMs or other type of optical disks, floppy diskettes, ROMs,
RAMs, EPROMs, EEPROMs, magnetic or optical cards, flash memory, or other types of
machine-readable mediums suitable for storing electronic instructions. Alternatively, the
methods may be performed by a combination of hardware and software.

Furthermore, embodiments may be implemented by hardware, software,
firmware, middleware, microcode, hardware description languages, or any combination
thereof. When implemented in software, firmware, middleware or microcode, the
program code or code segments to perform the necessary tasks may be stored in a
machine readable medium such as storage medium. A processor(s) may perform the
necessary tasks. A code segment may represent a procedure, a function, a subprogram, a
program, a routine, a subroutine, a module, a software package, a class, or any
combination of instructions, data structures, or program statements. A code segment may
be coupled to another code segment or a hardware circuit by passing and/or receiving
information, data, arguments, parameters, or memory contents. Information, arguments,
parameters, data, etc. may be passed, forwarded, or transmitted via any suitable means
including memory sharing, message passing, token passing, network transmission, etc.

The foregoing discussion of the invention has been presented for purposes of

illustration and description. Further, the description is not intended to limit the invention
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to the form disclosed herein. Consequently, variations and modifications commensurate
with the above teachings, within the skill or knowledge of the relevant art, are within the
scope of the present invention. The embodiments described hereinabove are further
intended to explain the best mode presently known of practicing the invention and to
enable others skilled in the art to utilize the invention in such or in other embodiments
and with various modifications required by the particular application or use of the
invention. It is intended that the appended claims be construed to include alternative

embodiments to the extent permitted by the prior art.
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DECCLARAT ON {37 CFR 1.63) FORUTILITY OR DES%GN APPLICATION USING AN
APPLICATION DATA SHEET {37 CFR 1.76}
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PTOMAIASD {06-12)

Approved far use threugh 01/34/2014. OMB 0631-0032

U.5. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERGE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB contro| number.

DECLARATION (37 CFR 1.63) FCR UTILITY OR DESIGN APPLICATION USING AN
APPLICATION DATA SHEET (37 CFR 1.76)

Titte of | METHOD AND APPARATUS FOR PROVIDING FORENSIC VISIBILITY INTO
Invention | SYSTEMS AND NETWORKS

As the below named inventor, | hereby declare that:

This declaration N~
is directed to- The attached application, or

|:| United States application or PCT international application number

filed on

The above-identified application was made or autherized to be made by me.

| believe that [ am the original inventor or an original joint inventor of a claimed invention in the application.

| hereby acknowledge that any willful false statement made in this declaration is punishable under 18 U.S.C. 1001
by fine or imprisonment of not more than five (5) years, or both.

WARNING:

Petitioner/applicant is cauticned to avoid submitting personal information in documents filed in a patent application that may
contribute to identity theft. Personal information such as social security numbers, bank account numbers, or credit card numbers
(ather than a check or cradit card authorization form PTO-2038 submitted for payment purpeses) is never required by the USPTO
fo support a petition or an application. If this type of personal information is included in documents submitted to the USPTO,
petitioners/applicants should consider redacting such personal infermation from the documents before submitting them to the
USPTO. Petitioner/applicant is advised that the record of a patent applicaticn is available to the public after publication of the
application (unless a non-publication request in compliance with 37 GFR 1.213(a) is made in the application) or issuance of a
patent. Furthermore, the record from an abandoned application may alsc be available to the public if the application is
refarenced in a published application or an issued patent (see 37 CFR 1.14). Checks and credit card authorization forms
PTO-2038 submitted for payment purposes are not retained in the application file and therefore are not publicly available.

LEGAL NAME OF INVENTOR

Inventor: JE_:I/QQU‘?S Etienne Erasmus Date (Optional) : ¢S 0S5 - \LT
Signatgfé: f“'//
i

Note: An application data sheet (PTQ/SB/14 or equivalent), including naming the entire inventive entity, must accompany this form or must have
been previously fiied. Use an additional PTO/AIA/Q 1 form for each additional inventor.

This collection of information ts required by 35 1J.S.C. 115 and 37 CFR 1.63. The information is required to obtain or retain a benefit by the public which is to file (and
by the USPTO to process) an application. Confidentiality is governad hy 35 U.S.C. 122 and 37 CFR 1.11 and 1.14. This collection is estimated to take 1 minute to
complete, incliding gathering, preparing, and submitting the compieted application form to the USPTO. Time will vary depending upen the individual cass. Any
camiments on Lhe amount of time you require to complete this form and/or suggestions for reducing this burden, shouid be sent to the Chief Information Officer, U.S.
Fatent and Traderark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SFNN FEES OR COMPLETED FORMS TO
THS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

If you need assistance in completing the form, call 1-800-PTO-9189 and sefect option 2.

Trend Micro, Inc.
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PTO/AIAIGT {0812)

Approved for use thraugh §4/21/2014. OMB 0851-0032

U5 Patent and Trademark Office; U3, BEFARTMENT OF COMMERCE

tnder the Paperwork Reduction Act of 19935, ne persons are required o respond to & collection of information unkess § displays a valid OMB contrel number.

4 DECLARATION (37 OFR 1.83) FOR UTILITY OR DESIGN APPLICATION USING AN
APPLICATION DATA SHEET 37 CFR 1.78)

tie of | METHOD AND APPARATUS FOR PROVIDING FORENSIC VISIBILITY INTO
Invention | BYSTEME AND NETWORKS

As the below named inventor, | hereby declars that:

This daclaration ; o
is directod to: The atached application, or

D United States application or PFOT international application number

fited on

The above-dentified applcation was made of suthorized 1 be made by me.

| balieve that | am the original inventor or an originagl joint inventor of a daimad invantion in the application.

| hereby acknowledge that any willful false statement made in this declaration is punishable under 18 U.5.C. 1004
oy fine or npriscnmant of not more than five (8) years, or both,

YARNING:

Peiitiorerapphicant is cautionad to avoid submitting personal information in documents filed in a patent! application that may
contribute to identity thefl. Personal information such as soclal sscurily numbers, bank ascount muambars, or credit card numbers
{other than a check or credit card authorization form FTO-2038 submifled for payment purposes) is never required by the USPTO
o support 2 pelition or an application. I this iype of personal information is included in dosuments submitted to the USFTO,
petitioners/applicants should consider redacing such personal information from the documents before submiting them o the
USPTO. Petitionsrapplicant is advised that the record of a palent application is available {o the public after publication of the
application {uniess a non-publication reguest in compliance with 37 OFR 1.213(a} is mads in the appiication) orissuanca of a
patertt. Furthermors, the record from an abandoned application may also be available to the public if the application is
raferenced in a8 published appfication of an issued patent {ses 37 CFR 1.14). Chacks and credit card authorization forms
PTG-2038 submitted for payvment purposes are ool retained in the application file and therefors are not publisly avaiiable.

LEGAL NAME OF INVENTOR

inveniorn Date {Optional)

1 L
Michae! Leidesgorft| S5y

N
: \
. 1SN AN
Signatum Y - ’I\\ \
b i

MNote: &n application data shaet (PTC/SRM4 or equivalent), Inchuding naming the entire inverdive entity, must sccompany this form or must have
been previously fled. Use an additional PTO/AIAGT form for 2ach additional inventor,

This collaction of information is requirad by 35 U.5.C. 118 and 37 OFR 1.82 The information is requirad to obiain o retain 3 benafit by the public which is 1o file {and
by the USRTO o process) an application. Cordidentiality is govemed by 35 U.3.0. 122 and 37 OFR 9,11 and 1.74. This collection is estimated w take 1 minuie io
compiete, including gathering, preparing, and submitting the complated application form {0 the USPTO. Time will vary depending upon the individus! rase. Any
camments on the smount of Sme yas reguire to complele tis form andfor suggestions for reducing this burden, showld be sant to the Chief Information Giffesr, U.S.
Patent and Trademark Office, U5 Depariment of Commerce, PO, Sox 1480, Alexandria, VA 22313-1450. D0 NOY SEND FEES OR COMPLETED FORMS TO
THIS ADDRESS. SERD TO: Commissioner for Patents, P.O. Box 1458, Alexandelz, VA 223131454,

i yuu niged assistance in completing the form, call 1-B00-PT(-8188 sng setect oplion 2,

Trend Micro, Inc.
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PTO/AIA/GT (06-12)
Approved for use through 01/31/2014. .OMB 0651-0032
U.S. Patent and Tradémark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1895, no persons are required o respond {o a collection of information unless it displays a valid OMB control number.

DECLARATION (37 CFR 1.63) FOR UTILITY OR DESIGN APPLICATION USING AN

APPLICATION DATA SHEET (37 CFR 1.76)

Title of | METHOD AND APPARATUS FOR PROVIDING FORENSIC VISIBILITY INTO
Invention | SYSTEMS AND NETWORKS

As the below named inventor, | hereby declare that:

This declaration it
is directed to: D The attached application, or

D United States application or PCT international application number

filed on

The above-identified application was made or authorized to be made by me.

1 believe that | am the original inventor or an original joint inventor of a claimed invention in the application.

| hereby acknowledge that any wiliful false statement made in this declaration is punishable under 18 U.8.C. 1001
by fine or imprisonment of not more than five (5) years, or both.

WARNING:

Petitioner/applicant is cautioned o avoid submitting personal information in documents filed in a patent application that may
contribute to identity theft. Personal information such as social security numbers, bank account numbers, or credit card numbers
(other than a check or credit card authorization form PTO-2038 submitted for payment purposes) is never required by the USPTO
to support a petition or an application. {f this type of personal information is included in documents submitted to the USPTO,
petitioners/applicants should consider redacting such personal information from the documents before submitting them fo the
USPTO. Petitioner/applicant is advised that the record of a patent application is available to the public after publication of the
application (unless a non-publication request in compiiance with 37 CFR 1.213(a) is made in the application) or issuance of a
patent. Furthermore, the record from an abandoned application may also be available to the public if the application is
referenced in a published application or an issued patent (see 37 CFR 1.14). Checks and credit card authorization forms
PTO-2038 submitted for payment purposes are not retained in the application file and therefore are not publicly available.

LEGAL NAME OF INVENTOR

Chad Edward Bacher Date (Optional) : 5://9,’// 7

Inventor:
p i,

Signature: W
AN

Note: An application data sheet (PTO/SB/14 or equivalent), including naming the entire inventive entity, must accompany this form or must have
been previously filed. Use an additional PTO/AIAO1 form for each additional inventor.

e
N e e e ——

This collection of information is required by 35 U.5.C. 115 and 37 CFR 1.63. The information is required to obtain or retain a benefit by the public which is fo file (and
by the USPTO to process) an application, Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1,11 and 1.14. This collection is estimated to take 1 minute to
complete, including gathering, preparing, and submitting the completed-application form to the USPTO. Time will vary depending upon the individual case. Any
comments on the amount of time you require 1o complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S.
Patentand Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO
THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

Hyou need assistance in completing the form, call 1-800-PT0-9139 and select option 2.

Trend Micro, Inc.
EX1006-465



Preliminary Amendment dated February 20, 2017

REMARKS

Applicants respectfully request entry of the above amendments in this application prior to
examination. This Preliminary Amendment is being submitted to include amendments to the
specification. In this Preliminary Amendment, the Specification is being amended to update the
priority paragraph. These amendments do not add new matter. Accordingly, Applicants
respectfully request that this Preliminary Amendment be entered prior to examination.

It is believed that no additional filing fees are due with this submission. In the event that
additional fees are required, the undersigned hereby authorizes the charge of any fees created by
the filing of this document or any deficiency of fees submitted herewith to be charged to deposit
account no. 13-2725.

Respectfully submitted,

Dated: February 20, 2017 /Andrew T. Pouzeshi/
Andrew T. Pouzeshi, Reg. No. 67,672
Merchant & Gould P.C.
P.O. Box 2903

PATEN%T?ADggKZME Minneapolis, MN 55402-0903

(303) 357-1639
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Preliminary Amendment dated February 20, 2017

Amendments to the Specification:

Please amend the first paragraph of the Specification entitled “CROSS-REFERENCE TO
RELATED APPLICATION as follows:

CROSS-REFERNCE TO RELATED APPLICATIONS
This application is a continuation application of U.S. Patent Application Serial No.
14/270,069, filed May 5, 2014, which application claims the benefit of U.S. Provisional Patent
Application Serial No. 61/819,470, filed May 3, 2013, the entire disclosures of which [[is]] are

hereby incorporated herein by reference in their entireties.
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Doc Code: PA.
Document Description: Power of Attorney

PTO/AIA/82A (07-13)

Approved for use through 11/30/2014. OMB 0651-0051
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.

TRANSMITTAL FOR POWER OF ATTORNEY TO ONE OR MORE

REGISTERED PRACTITIONERS

NOTE: This form is to be submitted with the Power of Attorney by Applicant form (PTO/AIA/82B) to identify the application to which the
Power of Attorney is directed, in accordance with 37 CFR 1.5, unless the application number and filing date are identified in the Power of
Attorney by Applicant form. If neither form PTO/AIA/82A nor form PTO/AIA82B identifies the application to which the Power of Attorney is

directed, the Power of Attorney will not be recognized in the application.

Application Number 15/437,275

Filing Date February 20, 2017

First Named Inventor Joseph Jaroch

Title METHOD AND APPARATUS FOR PROVIDING ORENSIC VISIBILITY

INTO SYSTEMS AND NETWORKS

Art Unit Not yet assigned

Examiner Name Not yet assigned

Attorney Docket Number [04584.0021USC1

SIGNATURE of Applicant or Patent Practitioner

Signature /Andrew T PouzeShl/

Date (Optional)

02/20/2017

Name Andrew T. Pouzeshi

Registration
Number

67672

Title (if Applicant is a Attorney of Record
juristic entity)

Applicant Name (if Applicant is a juristic entity) Web ro Ot I n C

more than one applicant, use multiple forms.

NOTE: This form must be signed in accordance with 37 CFR 1.33. See 37 CFR 1.4(d) for signature requirements and certifications. If

*Total of forms are submitted.

This collection of information is required by 37 CFR 1.131, 1.32, and 1.33. The information is required to obtain or retain a benefit by
the public which is to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR
1.11 and 1.14. This collection is estimated to take 3 minutes to complete, including gathering, preparing, and submitting the completed
application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you require
to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and
Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR
COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

If you need assistance in completing the form, call 1-800-PT0-9199 and select option 2.
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Roc Code: PA..

o PTOSAIAIBZE (67-13)
Document Description: Power of Attomey Approved for use thiough 19/30/2014, OMB 0551-0051

U.5. Patent and Trademark Office U.S. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1885, no persons are required fo respond to & collection of information unless it displays a valid OME control number

POWER OF ATTORNEY BY APPLICANT

I hereby revoke all previous powers of attorney given in the application identified in either the attached transmittal letter or
the boxes below,

Agpplication Number Filing Date

{Note: The boxes above may be left blank if information is provided on form PTO/AIAMBZAL)

i hereby appoint the Patent Practitioner(s) associated with the following Customer Number as my/our attorney(s} or agent(s), and
to transact all business in the United States Patent and Trademark Office conneclad therewith for the application referenced in
the attached transmittal letter (form PTO/AIABZA) or identified above: { ““““““ i

D { hereby appoint Practitioner{s) named in the attached list (form PTO/AIABZC) as my/our atiorney{s) or agent(s), and to transact
alf business in the United Slates Patent and Trademark Office connected therewith for the patent application referenced in the
attachad transmittal latter form PTO/AIA/G2A) or identified above. (Note: Complete form PTO/AIAMB2C )

Please recognize or change the correspondence address for the application identified in the attached transmittal
lstter or the boxes above to:

OR
Firm or
individual Name

Address

City | State ! Zip
Country
Telephona i Email !

{ am the Applicant (if the Applicant is a juristic entity, list the Applicant name in the box):

WEBROOT INC.

{3 inventor or Joint Inventor {tithe not required below}

E_:_E Legal Representative of & Deceased or Legally incapacitated Inventor {title not required below)

Assignee or Person to Whom the Inventor is Under an Obligation to Assign {provide signer's title if applicant is a juristic antity}

E::E Person Who Otherwise Shows Sufficient Proprietary Interest {2.9., a petition under 37 CFR 1.46{b)2) was graniad in the
application or is concurrently being fled with this document} (provide signer's title if applicant is a juristic entity}
SIGNATURE of Applicant for Patent

The undersigned (whose title is supplied below) is authorized to act on behalf of the applicant {e.g., where the applicant is 3 juristic entity).

Signature e s i | Date (Optioral) | M, 2, geyssy
Name R@an Howe i
Title Associate General Counssl

NOTE: Signature - This form must be signed by the applicant in accordance with 37 CFR 1,33, See 37 CFR 1.4 for signature requirements
and certifications. if more than one applicant, use multiple forms.

BTD'EaE of forms are submitied,

R
This collection of information s required by 37 CFR 4,131, 1.32, and 1.33. The information is required 1o obitain or retaih 8 benefit by the public which is to ?‘TE& {and by the
USPTO to process) an application. Confidentislity is governed by 35 1.8.0. 122 and 37 CFR 1.11 and 1.14. This collectinnis estimated fo take 3 minutes to complete,
including gathedng, preparning. and subrstting the completed application furm 1o the USPTO. Time will vary depending upon the Individuasl case. Any commesits on the amount
of ime you require to complete this form andior suggestions for reducing this burden, should be sent to the Chief information Officer, 1.8, Patent and Trademark Oifice. U.S:
Depariment of Commerce, P.Q. Box 1450, Alexandria, VA 22313-14580. DO NOT SEND FEESOR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Connnisalones
for Patents, P.O. Box 1450, Alexandria, VA 233131480,

if you need assistance in completing the form, call 1-800-FTC-9199 and sefect option 2.
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