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o.7  Exponential Attacks—Viruses and Worms

Exponential attacks use programs to spread themselves, multiplying their numbers quickly. When

t}}e programs travel by themselves, they are worms. When they attach to other Programs, they are
viruses. The mathematics ' that import;ant Th
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Denial-of-Service Attacks

Hello! Hello! Are you there? Hello!

you hear me Joef) I Ca"ed you up (O Say hello. 1 said hello. Can

Oh, no. I can not hear your call. I can not hear your call at all. This i1s not good and |
know why. A mouse has cut the wire. Good-by!

One Fish, Two Fish, Red Fish, Blue Fish
—DR. SEUSS

We've discussed a wide variety of popular attacks on Internet hosts. These attacks rely on such
things as protocol weaknesses, programming bugs in servers, and even inappropnately helptul
humans. Denial-of-Service (DOS) attacks are a different beast. They are the simple overuse of
a service—straining software, hardware, or network links beyond their intended capacity. The
intent is to shut down or degrade the quality of a service, and that is generally a modest goal

These attacks are different because they are obvious, not subtle. Shutting down a service
should be easy to detect. Though the attack is usually easy to spot, the source of the attack may
not be. They often involve generated packets with spoofed, random (and useless) return ad}h‘esses;
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