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7 ABSTRACT

An improved method and system for providing path-level
access control to a structured document in a collection stored
in a database, where the structured document includes a
plurality of nodes is disclosed. The method includes the
steps of providing an access control policy for the collection,
where the access control policy comprises a plurality of
access control rules, generating a path for each node of the
plurality of nodes in the document, and generating for each
path associated with a node a corresponding value expres-
sion based on at least one access control rule of the plurality

poration of access control rules. According to the method and system
of the present invention, the corresponding value expression
(21) Appl. No.: 10/651,691 is utilized during access control evaluation to determine
whether a user is allowed to access a node in the structured
(22) Filed: Aug. 29, 2003 document.
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METHOD AND SYSTEM FOR PROVIDING
PATH-LEVEL ACCESS CONTROL FOR
STRUCTURED DOCUMENTS STORED IN A
DATABASE

FIELD OF THE INVENTION

[0001] The present invention relates generally to computer
implemented database systems and, more particularly, to a
method and system for providing path-level access control
for structured documents stored in a database system.

BACKGROUND OF THE INVENTION

[0002] Structured documents are documents which have
nested structures. Documents written in Extensible Markup
Language (XML ) are structured documents. XML is quickly
becoming the standard format for delivering information
over the Internet because it allows the user to design a
customized markup language for many classes of structure
documents. For example, a business can easily model com-
plex structures such as purchase orders in XML form and
send them for further processing to its business partners.
XML supports user-defined tabs for better description of
nested document structures and associated semantics, and
encourages the separation of document content from
browser presentation.

[0003] As more and more businesses present and
exchange data in XML documents, database management
systems (DBMS) have been developed to store, query and
retrieve these documents which are typically stored on direct
access storage devices (DASD), such as magnetic or optical
disk drives for semi-permanent. Some DBMSs, known as
relational databases, store and query the documents utilizing
relational techniques, while other DBMSs, known as native
databases, store the documents in their native formats. XML
documents are typically grouped into a collection of similar
or related documents. Thus, for example, a group of pur-
chase orders can form a collection.

[0004] Once a collection of documents is stored in the
database, relational or native, it is potentially available to
large numbers of users. Therefore, data security becomes a
crucial concern. In particular, the DBMS must be able to
control, i.e., deny or grant, access to the data by the user. In
a conventional relational DBMS where the data is stored in
rows and columns in tables, security is generally directed to
the table level, i.e., access to a table is controlled. While this
may be sufficient for relational data, it is inadequate for
controlling access to a collection of XML documents
because an XML document stored in the database contains
information that is much more diverse than data stored in
rows in tables.

[0005] Access control for XML documents is fine-grained,
that is, access to each node in an XML document is
controlled. The term “node” is used in the DOM-sense,
which is a standard XML construct well known to those
skilled in the art. In that construct, the XML document is
represented by a plurality of nodes that form a hierarchical
node tree. Each node of the XML document is identified by
a path that defines a hierarchical relationship between the
node and its parent node(s). Thus, fine-grained access con-
trol to the nodes of an XML document is referred to as
path-level access control.
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[0006] For example, if an administrator wanted to limit
access to a “salary” node in all documents in a collection
“all_employees,” the administrator would generate the fol-
lowing statement:

[0007] Deny read access on “/employee/salary” in col-
lection “all_employees” to group non-managers

[0008] This statement would deny access to all salary
nodes with path “/employee/salary” in all documents in
collection “all_employees.” This type of statement is
referred to as an access control rule. A set of access control
rules directed to a collection of documents is referred to as
an access control policy.

[0009] While it is possible to perform path-level access
control evaluation by utilizing access control rules, such
evaluation is relatively expensive because the DBMS must
evaluate each access control rule to determine whether a
user should be granted or denied access to data in a node.
This process becomes prohibitive when the number of
access control rules in a policy increases. Nevertheless, the
alternative, i.e., coarse-grained access control or table level
access control, is unacceptable.

[0010] Accordingly, a need exists for an improved method
and system for providing path-level access control for
structured documents stored in a database. The method and
system should be integrated (or capable of being integrated)
with an existing database system in order to use the existing
resources of the database system. The present invention
addresses such a need.

SUMMARY OF THE INVENTION

[0011] The present invention is directed to an improved
method and system for providing path-level access control
to a structured document in a collection stored in a database,
where the structured document comprises a plurality of
nodes. The method includes providing an access control
policy for the collection, where the access control policy
comprises a plurality of access control rules, generating a
path for each node of the plurality of nodes in the document,
and generating for each path associated with a node a
corresponding value expression based on at least one of the
plurality of access control rules. According to the method
and system of the present invention, the corresponding value
expression is utilized during access control evaluation to
determine whether a user is allowed to access a node in the
structured document.

[0012] Through the aspects of the present invention, an
Access Control mechanism in the DBMS receives the access
control policy for the structured document in the collection
and generates for each of the paths associated with the nodes
in the document a value expression. The value expression is
an executable statement which describes the access control
rule for that path, i.e., who is granted or denied access to data
in that path. Because the value expression is easier to
process than the access control policy, access control evalu-
ation and processing is more efficient and faster.

BRIEF DESCRIPTION OF THE DRAWINGS

[0013] FIG. 1 is a block diagram of an exemplary com-
puter environment for use with the present invention.

[0014] FIG. 2 is a block diagram of the Access Control
mechanism according to the preferred embodiment of the
present invention.
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[0015] FIG. 3 is a flowchart illustrating a process for
providing path-level access control to structured documents
stored in a database according to a preferred embodiment of
the present invention.

[0016] FIG. 4 is a flowchart illustrating a process for
generating value expressions according to a preferred
embodiment of the present invention.

[0017] FIG. 5 illustrates a condition table according to a
preferred embodiment of the present invention.

[0018] FIG. 6 illustrates a path table according to a
preferred embodiment of the present invention.

[0019] FIG. 7 is a flowchart illustrating a process for
utilizing value expressions during access control evaluation
according to a preferred embodiment of the present inven-
tion.

DETAILED DESCRIPTION

[0020] The present invention relates generally to computer
implemented database systems and, more particularly, to an
improved method and system for providing path-level
access control for structured documents stored in a database.
The following description is presented to enable one of
ordinary skill in the art to make and use the invention and is
provided in the context of a patent application and its
requirements. Various modifications to the preferred
embodiment and the generic principles and features
described herein will be readily apparent to those skilled in
the art. For example, the following discussion is presented in
the context of a DB2® database environment available from
IBM® Corporation. It should be understood that the present
invention is not limited to DB2 and may be implemented
with other database management systems. Thus, the present
invention is to be accorded the widest scope consistent with
the principles and features described herein.

[0021] According to a preferred embodiment of the
present invention, a structured document is parsed into a
plurality of nodes that form a node tree. Each node is then
associated with a path that describes the node’s hierarchical
relationship to its parent node(s). A translator receives an
access control policy for the structured document that com-
prises at least one access control rule, and generates for each
path a corresponding value expression based on the access
control policy. The value expression is a simple statement
granting or denying access to the node associated with the
path. In a preferred embodiment, the value expressions for
the structured document are compiled resulting in a set of
mini-plans that can be efficiently executed at runtime by the
DBMS.

[0022] When a user issues a query on a certain node in the
structured document, the DBMS navigates to the certain
node and evaluates the corresponding value expression, as
opposed to the access control rule(s) in the access control
policy, to determine whether the user is authorized to access
the certain node. Because the value expression is less
complex than the access control rule(s), evaluation by the
DBMS is more efficient and faster. Moreover, according to
another preferred embodiment of the present invention,
access control is evaluated during runtime, as opposed to
compile time, thereby allowing an administrator to change
the access control policy at runtime without having to
recompile the query.
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[0023] To describe further the present invention, please
refer to FIG. 1, which is an exemplary computer environ-
ment for use with the present invention. In FIG. 1, a typical
distributed computer system utilizes a network 103 to con-
nect client computers 102 executing client applications to a
server computer 104 executing software and other computer
programs, and to connect the server computer 104 to data
sources 106. These systems are coupled to one another by
various networks, including LANs, WANSs, and the Internet.
Each client computer 102 and the server computer 104
additionally comprise an operating system and one or more
computer programs (not shown).

[0024] The server computer 104 uses a data store interface
(not shown) for connecting to the data sources 106. The data
store interface may be connected to a database management
system (DBMS) 105, which supports access to the data store
106. The DBMS 105 can be a relational database manage-
ment system (RDBMS), such as the DB2® system devel-
oped by IBM Corporation, or it also can be a native XML
database system. The interface and DBMS 105 may be
located at the server computer 104 or may be located on one
or more separate machines. The data sources 106 may be
geographically distributed.

[0025] The DBMS 105 and the instructions derived there-
from are all comprised of instructions which, when read and
executed by the server computer 104 cause the server
computer 104 to perform the steps necessary to implement
and/or use the present invention. While the preferred
embodiment of the present invention is implemented in the
DB2® product offered by IBM Corporation, those skilled in
the art will recognize that the present invention has appli-
cation to any DBMS, whether or not the DBMS 105 is
relational or native. Moreover, those skilled in the art will
recognize that the exemplary environment illustrated in
FIG. 1is not intended to limit the present invention, and that
alternative environments may be used without departing
from the scope of the present invention.

[0026] According to the preferred embodiment of the
present invention, the DBMS 105 includes access control
policies 107 that are authored by an administrator 108 or
some other authorized personnel. Each access control policy
107 describes the security rules pertaining to data stored in
the database. The DBMS 105 also comprises an Access
Control mechanism 200 that provides path-level access
control to structured documents stored on disk. Storing data
“on disk” refers to storing data persistently, for example, in
the data store 106.

[0027] FIG. 2 is a block diagram of the Access Control
mechanism 200 according to the preferred embodiment of
the present invention. The Access Control mechanism 200
comprises a path table generator 202, a translator 300 and a
path table 204. Each component will be described in further
detail in conjunction with FIG. 3.

[0028] FIG. 3 is a flowchart illustrating a method for
providing path-level access control to structured documents
stored in the database according to a preferred embodiment
of the present invention. In step 304, the Access Control
mechanism 200 receives or retrieves an access control
policy 107 pertaining to a collection of structured docu-
ments. In a preferred embodiment, the Access Control
mechanism 200 receives the control policy 107 immediately
after the administrator 108 has written and validated it. In
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another preferred embodiment, the control policy 107 can be
stored in a repository in the DBMS 105, and retrieved by the
Access Control mechanism 200 at a time after authorship.

[0029] The access control policy 107 for the collection
comprises a plurality of access control rules. Each access
control rule typically defines a subject to which the rule
applies, an action and a path. The subject can be a user’s
name or a group of users. The action can be, but is not
limited to, a read, an update, a create or a delete action. The
path identifies the node to which the rule applies. For
example, the following access control rule:

[0030] </bib/book/title, {Murata}, +read>

[0031] provides that the user Murata is allowed to read
information at the title element node described by the path
“/bib/book/title.” The access control rule can also include
predicates such that access to a particular node can be
data-dependent. The access control rules are presumably
syntactically correct and logically valid when they are
received by the Access Control mechanism 200. Alterna-
tively, the Access Control mechanism 200 can be configured
to evaluate the access control policy 107 and validate it.

[0032] Referring again to FIG. 3, once the access control
policy 107 has been received by the Access Control mecha-
nism 200, the path generator 202 generates a path for each
node in a node tree representing a structured document in the
collection in step 306. As stated above, it is well known to
those skilled in the art that a structured document can be
represented as a plurality of nodes forming a hierarchical
node tree. Thus, for example, suppose a structured docu-
ment, S1, is as follows:

<Questionnaire>
<Name> Alice </Name>
<Questions>
<Q1> Yes </Q1>
<Q2> No </Q2>
</Questions>
<Questionnaire>

[0033] The node tree would comprise the following ele-
ment nodes:

Questionnaire=-=------ |

[0034] The path to element node Q1 is:
[0035] /Questionnaire/Questions/Q1

[0036] Referring again to FIG. 3, once the paths have
been generated, the access control policy 107 and paths are
passed to the translator 300, where in step 308, a value
expression for each path is generated. In a preferred embodi-
ment, the value expression for a path is an executable
statement regarding who, if anyone, has access to the node
associated with the path. The value expression represents a
combination of all access control rules that affect the node.
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The process by which the translator 300 generates the value
expressions is illustrated in FIG. 4.

[0037] Referring now to FIG. 4, the process begins by
normalizing each of the access control rules that make up the
access control policy 107 in step 402. In a preferred embodi-
ment, each access control rule is transformed into a normal-
ized rule format that includes a head, a path expression, and
a condition. The head indicates whether an action is granted
or denied, the path expression describes the path associated
with the node, and the condition indicates to whom the rule
applies and under what circumstances. For example, the
following access control rule:

[0038] </bib/book|@title=“security”],
Admin, +read>

GROUP

[0039]

[0040] (grant_read, ‘/bib/book’, equal(8Group, Admin)
& xpath(/bib/book| @title=“security”])

is transformed into:

[0041] The above format is called a normalized rule. After
this step is finished, a set of normalized access control rules
is generated.

[0042] Next, in step 404, the translator 300 generates and
populates a condition table. FIG. 5 illustrates a condition
table 500 according to a preferred embodiment of the
present invention. The condition table 500 comprises a
ConditionID column 502 and a Condition Expression col-
umn 504. The Condition Expression column 504 contains
the third argument of each normalized rule, i.e., the condi-
tion, while the ConditionID column 502 contains an iden-
tifier associated with the condition. The translator 300
replaces the third argument of each normalized rule with the
ConditionID corresponding to the condition to form a modi-
fied normalized rule.

[0043] Referring again to FIG. 4, after the condition table
has been generated, the translator 300 propagates each
modified normalized rule through each path generated by the
path generator 202 (in step 306 of FIG. 3) in step 406.
Propagation refers to how an access control rule associated
with a particular node affects access to ancestor and descen-
dant nodes. In general, propagation has two modes: up and
down. Propagation-up refers to when an access control rule
associated with a particular node propagates upward toward
its ancestor nodes, while propagation-down refers to when
an access control rule propagates downward toward its
descendant nodes. Whether an access control rule propa-
gates up or down depends on a set of propagation rules. The
following table illustrates a set of propagation rules accord-
ing a preferred embodiment of the present invention:

TABLE 1

Action Effect Mode  Semantics

Read Grant  Down  Rule specified to any node propagates down.
Up Every GRANT for read-access propagates up
to all ancestor elements (but not including
the attributes and text nodes of these
ancestor elements).
Deny  Down  Rule specified to any node propagates down.
Up No propagation
Update Grant Down  Every GRANT for update-access propagates
down to all the attributes and text nodes.

Exhibit 1005
Cisco Systems, Inc. v. Lionra Technologies Ltd.
Page 000010



US 2005/0076030 Al

TABLE 1-continued

Action Effect Mode  Semantics
Up No propagation
Deny Down  No propagation
Up No propagation
Create  Grant  Down  No propagation
Up No propagation
Deny Down  No propagation
Up No propagation
Delete  Grant  Down  No propagation
Up No propagation
Deny Down  No propagation
Up No propagation

[0044] The propagation rules above are illustrative and not
exclusive. Those skilled in the art recognize that different
propagation rules can be implemented, and that the method
and system of the present invention is not limited thereby.

[0045] Instep 406, for each modified normalized rule, the
translator 300 applies the propagation rules and identifies
each path that is affected by the modified normalized rule.
For example, if the modified normalized rule associated with
anode is a “GRANT read” to user A, the modified normal-
ized rule propagates up and down from the node. User A has
“read” access to all descendant nodes and to all ancestor
element nodes. Thus, the translator 300 identifies the paths
associated with the descendant and ancestor element nodes
as being accessible by user A. If more than one modified
normalized rule affects a particular path, those rules are
combined for the path in step 406.

[0046] Next, in step 408, the translator 300 optimizes the
rules by minimizing repeated value expressions in the out-
put. In a preferred embodiment, reference notations and
supplemental value expressions are used to optimize the
rules. For the reference notation, the translator 300 compares
the ConditionlD specified for a path associated with a node
to the ConditionID of the path associated with its parent
node. If the ConditionIDs are identical, then the Condi-
tionID in the child node is replaced with “ref(1, . . . /)”
indicating that the condition for the child node is identical to
the condition of the parent node and therefore, there is no
need to reevaluate the value expression for the child. In the
case of a sibling reference, “ref(2, . . . /sibling-node)” is used
to express the reference while “ . . . /sibling-node” is the
relative path.

[0047] A supplemental value expression is an additional
value expression associated with a path that describes the
access rule for any descendant path that exists or may exist
in the future. For example, if user B has read access on path
“a/b,” then according to the propagation rules presented in
Table 1, user B has read access to any descendant path
associated with a node (descendant path/node) under “a/b.”
A descendant path/node may exist (ic., a path and value
expression has been generated for the descendent node) or it
may not yet exist because, for example, a document con-
taining this path has not yet been added to the collection and
processed by the Access Control mechanism 200. In this
case, the translator 300 generates a supplemental value
expression for path “a/b” that indicates that user B has read
access to any descendent path/node. Thus, if and when a new
descendant path/node is introduced, there is no need to
generate a value expression for the new path.
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[0048] Those skilled in the art will readily appreciate that
utilizing reference notations and supplemental value expres-
sions are but two ways to optimize the rules. Other tech-
niques can be utilized to further optimize the rules.

[0049] After optimization, a value expression generator
302 transforms each modified normalized access control rule
into a value expression for the path, via step 410. In a
preferred embodiment, the value expression generator 302
does two things: a syntactical conversion and an addition of
a “Ip” notation. For the syntactical conversion, each condi-
tion expression is transformed into syntax defined as XPath
step qualifier. For example, a condition expression:

[0050] equal($Group, Admin) & xpath(/bib/book
[@year=2000])

[0051] is transformed into:

[0052] [$Group=‘Admin’ and @year=2000] for the
path “/bib/book”.

[0053] For the “!p” notation, the value expression genera-
tor 304 generates “!p” notation wherever the reference
notation is specified. For example, if ref(1, . . . /) is specified
at “/bib/book/title”, then the value expression is extended to
“if !p then [ref(1, . . . /)]”. When compiled and executed, the
“Ip” notation indicates to the DBMS 105 that the value
expression for that path is the same as that for the path of the
parent node and therefore, the DBMS 105 does not need to
reevaluate the value expression if access to the parent has
already been granted. After step 410 is finished, a value
expression is generated for each path.

[0054] The above described value expression generation
process can further be described through the following
simple example. Suppose the following XML document is
representative of a collection:

<bib ver="1.0">
<book year=1994">
<title>TCP/IP Illustrated </title>
<author>Alice </author>
</book>
<book year="2002">
<title>Advanced Programming in the Java environment</title>
</book>
</bib>

[0055] and the following rules make up the access control
policy for the collection:

Rule 1: </bib, {Murata}, +read>

Rule 2: </bib/@ver, {Seki}, +read>

Rule 3: </bib/book, {Hada}, -read>

Rule 4: </bib/bookititle, {Tozawa}, +read>
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[0056] Rule Normalization (Step 402)

[0057] Here, rules 1-4 are transformed into normalized
rules. Each normalized rule includes a head, a path expres-
sion and a condition. The normalized rules are as follows:

Rule 1 : (grant_read, /bib, equal($User, Murata))

Rule 2 : (grant_read, /bib/@ver, equal ($User, Seki))

Rule 3 : (deny_read, /bib/book, equal($User, Hada))

Rule 4 : (grant_read, /bib/bookftitle, equal($User, Tozawa))

[0058] Condition Table Generation (Step 404)

[0059] Next, the translator 300 generates and populates
the following condition table:

ConditionID Condition Expression
C1 equal($User, Murata)
C2 equal($User, Seki)
c3 equal($User, Hada)
C4 equal($User, Tozawa)

[0060] The translator 300 then converts the normalized
rules into the following modified normalized rules:

Rule 1 : (grant_read, /bib, C1)

Rule 2 : (grant_read, /bib/@ver, C2)
Rule 3 : (deny__read, /bib/book, C3)
Rule 4 : (grant_read, /bib/book/title, C4)

[0061] Rule Propagation and Combination (Step 406):

[0062] Here, each rule is propagated through each path in
the node tree (generated by the path generator 202 in step
306 of FIG. 3) according to the propagation rules in Table
1 above. The output of the propagation of the rule through
a path is a statement indicating whether a user is granted or
denied access to the path, and in turn, to the node. Thus,
when each rule is propagated through each path making up
the representative document, the resulting evaluation can be
presented as follows:

Rule 1 (grant_read, /bib, C1)

/bib 1 C1
/bib/@ver 1 Cl1
/bib/text( ) :Cl
/bib/book : C1
/bib/book/text( ) :Cl
/bib/book/@year : C1
/bib/book/title : C1

/bib/book/title/text( ) : C1
Rule 2 (grant_read, /bib/@ver, C2)

/bib 1 Cl, 2
/bib/@ver :C1,C2
/bib/text( ) :Cl
/bib/book :Cl1

/bib/book/text( ) :Cl
/bib/book/@year :Cl1
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-continued

/bib/book/title :C1
/bib/book/title/text( ) : C1
Rule 3 (deny__read, /bib/book, C3)

/bib :C1,C2
/bib/@ver :C1,C2
/bib/text( ) :C1
/bib/book : C1, {C3}
/bib/book/text( ) : C1, {C3}
/bib/book/@year : C1, {C3}
/bib/book/title : C1, {C3}

/bib/book/title/text( ) : C1, {C3}
Rule 4 (grant_read, /bib/bookititle, C4)

/bib :C1,C2,C4
/bib/@ver :C1

/oib/text( ) 1 Cl1,C2
/oib/book : C1, C4, {C3}
/oib/book/text( ) : C1, {C3}
/oib/book/@year : C1, {C3}
/bib/book/title : C1, C4, {C3}

/foib/book/title/text( ) : C1, C4, {C3}

Note: { } indicates that a condition inside the parenthesis implies negative
permission.

[0063] Optimization (Step 408)

[0064] Here, reference notations are used to minimize
repetitive outputs.

Joib :c1jczlca
/bib/@ver :C1

/bib/text( ) 1 Cllc2
/bib/book : (Cl|ca)&!C3
/bib/book/text( ) : C1&!C3
/bib/book/@year : C1&!C3
/bib/bookititle cref(d, /)

/bib/bookititle/text( ) : ref(1, ../../)

[0065] Value Expression Generation (Step 410)

[0066] Here, each output statement is transformed into a
value expression based on the condition expression in the
condition table. A value expression is created for each path.

/bib : [$User="Murata’ or $User="Seki’ or
$User="Tozawa’]

/bib/@ver : [$User="Murata’]
/bib/text( ) : [$User="Murata’ or $User="Seki’]
/bib/book : [($User="Murata’ or $User="Tozawa’) and

not($User="Hada’)]
: [$User="Murata’ and not($User="Hada’)]
/bib/book/@year : [$User="Murata’ and not($User="Hada’)]
/bib/book/title +if !p then [ref(1, ../)]
/bib/book/title/text( ) : if !p then [ref(1, ../../)]

/bib/book/text( )

[0067] Referring again to FIG. 3, after the value expres-
sions have been generated, the Access Control mechanism
200 stores the paths and corresponding value expressions in
the path table 204 in step 310. FIG. 6 illustrates a path table
600 for the collection of documents and the access control
policy according to the example described above. As is
shown, the table 600 comprises a path column 602 and a
value expression column 604. The path column 602 contains
the path to each node in the structured document and the
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value expression column 604 contains the value expression.
In a preferred embodiment of the present invention, the
value expressions are compiled before they are stored in the
path table 204. The result is a set of mini-plans that can be
efficiently executed by the DBMS 105 at runtime to perform
access control checking.

[0068] To describe further how the value expressions are
utilized by the DBMS 105 during access control evaluation
at runtime, please refer now to FIG. 7, which is a flowchart
illustrating a process 700 for utilizing value expressions
according to a preferred embodiment of the present inven-
tion. The process begins in step 702 when a user requests
access, €.g., to read, to a node in a structured document in
a collection. The request is typically in the form of a query
that is written in Xquery or any other query language
appropriate for querying structured documents. Typically,
the DBMS 105 compiles the query during compile time and
then executes the compiled query during run time. The
DBMS 105 returns the structured document(s), or portions
thereof, satisfying the query.

[0069] According to a preferred embodiment of the
present invention, during the execution of the query (during
run time), the DBMS 105 performs an access control check
to determine whether the user is authorized to access the
requested node. The DBMS 105 does this by accessing the
path table 204 in the Access Control mechanism 200 and
evaluating the value expression corresponding to the path
for the requested node in step 704. If the value expression
indicates that access is granted to the user (step 706), the
DBMS 105 returns the document with the requested data
viewable to the user in step 708. If, however, access is
denied, the DBMS 105 returns the document with the
requested data hidden from the user in step 710. In step 712,
a next requested node is evaluated and steps 704 to 710 are
repeated.

[0070] According to the preferred embodiment of the
present invention, the Access Control mechanism 200 of the
present invention controls how the structured document
appears to the user when it is returned in a result set. The
data to which the user is granted access is displayed,
whereas that to which the user is denied access is hidden.
Thus, path-level access control prevents the user from
gaining access to portions of a document. For example,
consider the representative document used in the example
above and the access control rules (Rules 1-4) associated
therewith. A request from user Hada to read the document
(/bib) would result in the following output:

[0071] <bib ver=“1.0">

[0072] </bib>.
[0073] The paths “/bib/book,”*/bib/book/text( ),”/bib/
book/@year,”*/bib/book/title” and “/bib/book/title/text( )”
are hidden from user Hada because Rule 3 denies Hada read
access to the path “/bib/book.”

[0074] Through the aspects of the present invention, path-
level access control to a structured document in a collection
is improved by transforming an access control policy for the
collection into a set of value expressions. According to the
preferred embodiment of the present invention, one value
expression is generated for each path associated with a node
in the structured document. The value expression is a simple
statement indicating who, if anyone, has access to the node
associated with the path.

Apr. 7, 2005

[0075] Thus, during access control evaluation, the DBMS
105 checks the value expression corresponding to the
requested node/path, as opposed to evaluating the access
control policy.

[0076] By evaluating value expressions instead of the
access control policy, access control evaluation is more
efficient and fast. Moreover, because access control evalu-
ation is performed during run time, as opposed to compile
time, changes to security can be implemented without
recompiling the query. In addition, by performing access
control evaluation during run time, the DBMS 105 is able to
hide data in a document. Although the present invention has
been described in accordance with the embodiments shown,
one of ordinary skill in the art will readily recognize that
there could be variations to the embodiments and those
variations would be within the spirit and scope of the present
invention. Accordingly, many modifications may be made
by one of ordinary skill in the art without departing from the
spirit and scope of the appended claims.

What is claimed is:

1. A method for providing path-level access control to a
structured document in a collection stored in a database,
wherein the structured document comprises a plurality of
nodes, comprising the steps of:

a) providing an access control policy for the collection,
wherein the access control policy comprises a plurality
of access control rules;

b) generating a path for each node of the plurality of nodes
in the document; and

¢) generating for each path associated with a node a
corresponding value expression based on at least one
access control rule of the plurality of access control
rules,

wherein the corresponding value expression is utilized
during access control evaluation to determine whether
a user is allowed to access a node in the structured
document.

2. The method of claim 1, wherein the value expression is
an executable statement indicating who is granted or denied
access to the corresponding path associated with the node.

3. The method of claim 1 further comprising:

(d) storing each path and the corresponding value expres-
sion in a table.
4. The method of claim 3 further comprising:

(e) compiling each value expression prior to storing step
().
5. The method of claim 4 further comprising:

(f) receiving a query from a user, wherein the query
requests access to a node in the document;

(g) executing the query;

(h) evaluating the value expression corresponding to the
path associated with the requested node;

(i) displaying data associated with the requested node if
the value expression grants access to the user; and

(§) hiding data associated with the requested node if the
value expression denies access to the user.
6. The method of claim 5, wherein the evaluating step (h)
is performed during a run time.
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7. The method of claim 1, wherein generating step (c)
further comprises:

(c1) normalizing each of the access control rules into a
format comprising a head, a path and a condition,
wherein the condition indicates who is granted or
denied access to the path and under what circum-
stances;

(c2) propagating each of the plurality of access control
rules through each path such that access to each path is
defined by at least one access control rule; and

(c3) transforming each of the at least one access control
rules affecting each path into a statement indicating
who is granted and denied access to the path.

8. The method of claim 3, further comprising:

(e) replacing the value expression for a path associated
with a node with a reference notation if the value
expression is identical to that for a path associated with
the node’s parent, thereby eliminating repeated value
expressions in the table.

9. The method of claim 1, wherein the providing step (a)

comprises:

(al) writing the plurality of access control rules; and

(a2) validating the plurality of access control rules such
that the resulting rules are syntactically and logically
valid.

10. The method of claim 1, wherein the structured docu-

ment is written in Extensible Markup Language.

11. A computer readable medium containing program-
ming instructions for providing path-level access control to
a structured document in a collection stored in a database,
wherein the structured document comprises a plurality of
nodes, instructions for:

a) providing an access control policy for the collection,
wherein the access control policy comprises a plurality
of access control rules;

b) generating a path for each node of the plurality of nodes
in the document; and

¢) generating for each path associated with a node a
corresponding value expression based on at least one
access control rule of the plurality of access control
rules,

wherein the corresponding value expression is utilized
during access control evaluation to determine whether
a user is allowed to access a node in the structured
document.

12. The computer readable medium of claim 11, wherein
the value expression is an executable statement indicating
who is granted or denied access to the corresponding path
associated with the node.

13. The computer readable medium of claim 11 further
comprising:

(d) storing each path and the corresponding value expres-

sion in a table.

14. The computer readable medium of claim 13 further
comprising:

(e) compiling each value expression prior to storing

instruction (d).
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15. The computer readable medium of claim 14 further
comprising:

(f) receiving a query from a user, wherein the query
requests access to a node in the document;

(g) executing the query;

(h) evaluating the value expression corresponding to the
path associated with the requested node;

(i) displaying data associated with the requested node if
the value expression grants access to the user; and

(j) hiding data associated with the requested node if the
value expression denies access to the user.
16. The computer readable medium of claim 15, wherein
the evaluating instruction (h) is performed during a run time.
17. The computer readable medium of claim 1, wherein
generating instruction (c) further comprises:

(c1) normalizing each of the access control rules into a
format comprising a head, a path and a condition,
wherein the condition indicates who is granted or
denied access to the path;

(c2) propagating each of the plurality of access control
rules through each path such that access to each path is
defined by at least one access control rule; and

(c3) transforming each of the at least one access control
rules associated with each path into a statement indi-
cating who is granted and denied access to the path.

18. The computer readable medium of claim 13, further

comprising:

(e) replacing the value expression for a path associated
with a node with a reference notation if the value
expression is identical to that for a path associated with
the node’s parent, thereby eliminating repeated value
expressions in the table.

19. The computer readable medium of claim 11, wherein

the providing instruction (a) comprises:

(al) writing the plurality of access control rules; and

(a2) validating the plurality of access control rules such
that the resulting rules are syntactically and logically
valid.

20. The computer readable medium of claim 11, wherein
the structured document is written in Extensible Markup
Language.

21. A system for providing path-level access control to a
structured document in a collection stored in a database,
wherein the structured document comprises a plurality of
nodes, comprising:

a database management system in a computer system;

an access control policy for the collection, wherein the
access control policy comprises a plurality of access
control rules; and

an Access Control mechanism in the database manage-
ment system for generating a path for each node of the
plurality of nodes in the document, and for generating
for each path associated with a node a corresponding
value expression based on at least one access control
rule of the plurality of access control rules,

wherein the database management system utilizes the
corresponding value expression during access control
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evaluation to determine whether a user is allowed to
access a node in the structured document.

22. The system of claim 21, wherein the value expression
is an executable statement indicating who is granted or
denied access to the corresponding path associated with the
node.

23. The system of claim 21 wherein the Access Control
mechanism is configured to store each path and the corre-
sponding value expression in a table.

24. The system of claim 23 further comprising a compiler
for compiling each value expression prior to storing in the
table.

25. The system of claim 24 wherein the database man-
agement system is configured to receive a query from a user,
wherein the query requests access to a node in the document,
to execute the query, to evaluate the value expression
corresponding to the path associated with the requested
node, to display data associated with the requested node if
the value expression grants access to the user, and to hide
data associated with the requested node if the value expres-
sion denies access to the user.

26. The system of claim 25, wherein access control
evaluation is performed during a run time.

27. The system of claim 21, wherein the access control
mechanism comprises:

a translator for normalizing each of the access control
rules into a format comprising a head, a path and a
condition, wherein the condition indicates who is
granted or denied access to the path, and for propagat-
ing each of the plurality of access control rules through
each path such that access to each path is defined by at
least one access control rule; and

a value expression generator for transforming each of the
at least one access control rules associated with each
path into a statement indicating who is granted and
denied access to the path.

28. The system of claim 21, wherein the access control

rules are syntactically and logically valid.

29. The system of claim 21, wherein the structured
document is written in Extensible Markup Language.

30. A method for providing path-level access control to a
structured document in a collection stored in a database,
wherein the structured document comprises a plurality of
nodes, comprising the steps of:

a) providing an access control policy for the collection,
wherein the access control policy comprises a plurality
of access control rules;

b) generating a path for each node of the plurality of nodes
in the document;

¢) generating for each path associated with a node a
corresponding value expression based on at least one
access control rule of the plurality of access control
rules, wherein the value expression is an executable
statement indicating who is granted or denied access to
the corresponding path associated with the node; and

(d) storing each path and the corresponding value expres-
sion in a table;

wherein the corresponding value expression is utilized
during access control evaluation to determine whether
a user is allowed to access a node in the structured
document.

Apr. 7, 2005

31. The method of claim 30 further comprising:

(e) receiving a query from a user, wherein the query
requests access to a node in the document;

(f) executing the query;

(g) evaluating the value expression corresponding to the
path associated with the requested node during a run
time;

(h) displaying data associated with the requested node if
the value expression grants access to the user; and

(1) hiding data associated with the requested node if the
value expression denies access to the user.
32. The method of claim 30, wherein generating step (c)
further comprises:

(c1) normalizing each of the access control rules into a
format comprising a head, a path and a condition,
wherein the condition indicates who is granted or
denied access to the path and under what circum-
stances;

(c2) propagating each of the plurality of access control
rules through each path such that access to each path is
defined by at least one access control rule; and

(c3) transforming each of the at least one access control
rules affecting each path into a statement indicating
who is granted and denied access to the path.

33. A computer readable medium containing program-
ming instructions for providing path-level access control to
a structured document in a collection stored in a database,
wherein the structured document comprises a plurality of
nodes, the programming instructions for:

a) providing an access control policy for the collection,
wherein the access control policy comprises a plurality
of access control rules;

b) generating a path for each node of the plurality of nodes
in the document;

c) generating for each path associated with a node a
corresponding value expression based on at least one
access control rule of the plurality of access control
rules, wherein the value expression is an executable
statement indicating who is granted or denied access to
the corresponding path associated with the node; and

(d) storing each path and the corresponding value expres-
sion in a table;

wherein the corresponding value expression is utilized
during access control evaluation to determine whether
a user is allowed to access a node in the structured
document.
34. The computer readable medium of claim 33 further
comprising:

(e) receiving a query from a user, wherein the query
requests access to a node in the document;
(f) executing the query;

(g) evaluating the value expression corresponding to the
path associated with the requested node during a run
time;

(h) displaying data associated with the requested node if
the value expression grants access to the user; and
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(i) hiding data associated with the requested node if the
value expression denies access to the user.
35. The computer readable medium of claim 33, wherein
generating instruction (c) further comprises:

(c1) normalizing each of the access control rules into a
format comprising a head, a path and a condition,
wherein the condition indicates who is granted or
denied access to the path and under what circum-
stances;

(c2) propagating each of the plurality of access control
rules through each path such that access to each path is
defined by at least one access control rule; and

(c3) transforming each of the at least one access control
rules affecting each path into a statement indicating
who is granted and denied access to the path.

36. A method for providing path-level access control to a
structured document in a collection stored in a database,
wherein the structured document comprises a plurality of
nodes, comprising the steps of:

a) providing an access control policy for the collection,
wherein the access control policy comprises a plurality
of access control rules;

b) generating a path for each node of the plurality of nodes
in the document;

¢) generating for each path associated with a node a
corresponding value expression based on at least one
access control rule of the plurality of access control
rules, wherein the generating step comprising:

(c1) normalizing each of the access control rules into a
format comprising a head, a path and a condition,
wherein the condition indicates who is granted or
denied access to the path and under what circum-
stances;

(c2) propagating each of the plurality of access control
rules through each path such that access to each path
is defined by at least one access control rule; and

(c3) transforming each of the at least one access control
rules affecting each path into a statement indicating
who is granted and denied access to the path; and

Apr. 7, 2005

(d) storing each path and the corresponding value expres-
sion in a table;

wherein the corresponding value expression is utilized
during access control evaluation to determine whether
a user is allowed to access a node in the structured
document.

37. A computer readable medium containing program-
ming instructions for providing path-level access control to
a structured document in a collection stored in a database,
wherein the structured document comprises a plurality of
nodes, the programming instructions for:

a) providing an access control policy for the collection,
wherein the access control policy comprises a plurality
of access control rules;

b) generating a path for each node of the plurality of nodes
in the document;

¢) generating for each path associated with a node a
corresponding value expression based on at least one
access control rule of the plurality of access control
rules, wherein the generating step comprising:

(c1) normalizing each of the access control rules into a
format comprising a head, a path and a condition,
wherein the condition indicates who is granted or
denied access to the path and under what circum-
stances;

(c2) propagating each of the plurality of access control
rules through each path such that access to each path
is defined by at least one access control rule; and

(c3) transforming each of the at least one access control
rules affecting each path into a statement indicating
who is granted and denied access to the path; and

(d) storing each path and the corresponding value expres-
sion in a table;

wherein the corresponding value expression is utilized
during access control evaluation to determine whether
a user is allowed to access a node in the structured
document.
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