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(57) ABSTRACT 

The invention manages access to data items in a database 
that are arranged into a hierarchy of nodes. One or more 
acceSS entries are associated with the hierarchy of nodes to 
asSociate a user property with an access level. Access to the 
data items is managed by matching one or more particular 
user properties associated with a user requesting the acceSS 
to a user property in an acceSS entry. 
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METHOD, SYSTEM, AND PROGRAM PRODUCT 
FOR MANAGING ACCESS TO DATA TEMS IN A 

DATABASE 

BACKGROUND OF THE INVENTION 

0001) 1. Field of the Invention 
0002. In general, the invention provides a method, sys 
tem, and program product for managing access to data items 
in a database. Specifically, the invention manages access to 
data items arranged into a hierarchy of nodes based on 
access entries associated with the hierarchy of nodes and one 
or more user properties of an accessing user. 
0003 2. Background Art 
0004. It is often desirable to maintain various types of 
data in a hierarchical Structure. For example, a catalog of 
products can be represented in a hierarchy (i.e., clothes/men/ 
winter/gloves, etc.). Further, a relational database manage 
ment system (RDBMS) is often desired to manage the data. 
AS a result, Several Solutions have been proposed for main 
taining data in a hierarchical Structure within a relational 
database. 

0005. In multi-user environments, users may be granted 
varied access rights to acceSS/modify data in the hierarchical 
Structure. For example, one user may have rights to read or 
modify data, while another user may only be able to read 
data. In existing Systems, acceSS control is generally per 
formed at a system level by the operating system. However, 
it is often desirable to perform access control at an appli 
cation level, based on a user identification or other user 
property. Managing acceSS control at this level allows appli 
cations to fine-tune the acceSS-control Scheme to their needs. 
However, current application-level implementations require 
the inclusion of operation-specific data filtering capability at 
various locations in the application that perform operations 
on the data Stored in the relational database. 

0006. As a result, there exists a need for a simplified 
method, System, and program product that efficiently man 
ages access to data in a relational database above the System 
level. 

SUMMARY OF THE INVENTION 

0007. In general, the invention provides a method, sys 
tem, and program product for managing access to data items 
in a database. Specifically, the invention allows access to 
data items arranged into a hierarchy of nodes to be managed 
based on a user property. In a typical embodiment, one or 
more acceSS entries are associated with the hierarchy of 
nodes. Each access entry associates a user property with an 
access level. The user property employed can be any way of 
uniquely identifying a set (e.g., one or more) of users. For 
example, the user property can be a Specific directory 
expression/path in a hierarchy in which the user(s) are listed, 
a group designation of the user(s), an attribute of the user(s), 
etc. In any event, the user property is associated with an 
access level that defines the allowed access to data for that 
user. When an authorized user accesses an application that 
processes or otherwise provides access to the data, the user 
is matched with his/her particular user property (e.g., based 
on log-in information). Upon being matched, the particular 
user property and one or more access entries are used to 
manage access to the data items. For example, the acceSS 
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entries are used to construct efficient SQL queries that return 
only accessible data items to the application. Thus, the 
invention provides a more flexible, and efficient implemen 
tation of managing access to data items arranged into a 
hierarchy of nodes. 
0008 A first aspect of the invention provides a method 
for managing access to data items, comprising: providing a 
relational database having data items arranged into a hier 
archy of nodes, associating at least one acceSS entry with the 
hierarchy of nodes, wherein each of the at least one access 
entry associates a user property with an access level; and 
managing access to the data items based on the at least one 
acceSS entry and a property associated with a user requesting 
the access. 

0009. A second aspect of the invention provides method 
for managing access to data items, comprising: providing a 
relational database having data items arranged into a hier 
archy of nodes, asSociating acceSS entries with the hierarchy 
of nodes, wherein each of the acceSS entries is based on a 
user property and an acceSS level; receiving a request to 
access at least one of the data items from a requesting user; 
generating a query to return only data items that the request 
ing user has been granted access, and processing the query 
using the access entries and a user property associated with 
the requesting user. 
0010) A third aspect of the invention provides a system 
for managing access to data items, comprising an access 
System for processing a request to acceSS the data items, 
wherein the data items are arranged into a hierarchy of nodes 
within a relational database, wherein acceSS entries are 
asSociated with the hierarchy of nodes, wherein each of the 
acceSS entries associates a user property with an acceSS level, 
and wherein the request is filtered by matching a property 
asSociated with a user making the request with a user 
property in one of the acceSS entries. 
0011. A fourth aspect of the invention provides a program 
product Stored on a recordable medium for managing acceSS 
to data items, which when executed, comprises program 
code for processing a request to access the data items, 
wherein the data items are arranged into a hierarchy of nodes 
within a relational database, wherein acceSS entries are 
asSociated with the hierarchy of nodes, wherein each of the 
acceSS entries associates a user property with an acceSS level, 
and wherein the request is processed by matching a property 
asSociated with a user making the request with a user 
property in one of the acceSS entries. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0012. These and other features of this invention will be 
more readily understood from the following detailed 
description of the various aspects of the invention taken in 
conjunction with the accompanying drawings in which: 
0013 FIG. 1 depicts an illustrative example of a hierar 
chy of nodes; 
0014 FIG. 2 depicts an illustrative hierarchical directory 
Structure, 

0015 FIG.3 depicts an illustrative system implementing 
the invention; 
0016 FIG. 4 depicts a detailed embodiment of the access 
system of FIG. 3 according to one embodiment of the 
invention; and 
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0017 FIG. 5 depicts the system of FIG. 3 implemented 
in a computing environment. 
0.018. The drawings are merely schematic representa 
tions, not intended to portray Specific parameters of the 
invention. The drawings are intended to depict only typical 
embodiments of the invention, and therefore should not be 
considered as limiting the Scope of the invention. In the 
drawings, like numbering represents like elements. 

DETAILED DESCRIPTION OF THE 
INVENTION 

0019. In general, the invention provides a method, sys 
tem, and program product for managing access to data items 
in a database. Specifically, the invention allows efficiently 
processed access to data items arranged into a hierarchy of 
nodes to be managed based on a user property. In a typical 
embodiment, one or more acceSS entries are associated with 
the hierarchy of nodes. Each access entry associates a user 
property with an access level. The user property employed 
can be any way of uniquely identifying a set (e.g., one or 
more) of users. For example, the user property can be a 
Specific directory expression/path in a hierarchy in which the 
user(s) are listed, a group designation of the user(s), an 
attribute of the user(s), etc. In any event, the user property 
is associated with an access level that defines the allowed 
access to data for that user. When an authorized user 
accesses an application that processes or otherwise provides 
access to the data, the user is matched with his/her particular 
user property (e.g., based on log-in information). Upon 
being matched, the particular user property and one or more 
access entries are used to manage access to the data items. 
Specifically, under the present invention, SQL queries are 
generated to efficiently return only data items meeting the 
Specified acceSS level for the requesting user, without Sub 
Sequent filtering to discard inaccessible data items. Thus, the 
invention provides a more flexible, and efficient implemen 
tation of managing access to data items arranged into a 
hierarchy of nodes. 

0020 Referring now to FIG. 1, an illustrative example of 
a hierarchy of nodes 10 is depicted. A typical hierarchy of 
nodes includes a “root node” that is the initial (or top) node 
of the hierarchy. The root node has one or more “child 
nodes” that are located at the level immediately below the 
root node. The root node is called the “parent node' of the 
child nodes. A set of nodes that share the same parent node 
are called “sibling nodes.” Further levels of the hierarchy 
can be obtained by adding child nodes at the lowest level of 
the hierarchy, as is well understood in the art. To access a 
node, the hierarchy can be traversed by Starting with the root 
node and following child nodes until the desired node is 
located. The nodes that are followed are called "edge nodes' 
and comprise the “path' to the desired node. 

0021 Hierarchy of nodes 10 includes a root node 12 at 
the “top” of the hierarchy. Root node 12 can be used to 
combine a plurality of individual hierarchies into a single 
hierarchy by making the top node (or root node) of each 
individual hierarchy a child node of root node 12. In this 
example, hierarchy of nodes 10 shows academic course 
offerings for two divisions of an organization, ACME and 
ZETA. All ACME course offerings are categorized accord 
ing to a hierarchy of nodes 15 under ACME node 14. 
Similarly, all ZETA course offerings are categorized accord 
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ing to a hierarchy of nodes 17 under ZETA node 16. Root 
node 12 is the parent node of both ACME node 14 and ZETA 
node 16. 

0022. Most data items are typically associated with a 
node at the lowest level of the hierarchy of nodes 10. For 
example, all data items representing courses on the Standard 
query language (SQL) would be associated with SQL node 
20. To locate one or more of the SOL courses, root node 12 
would first be accessed and ACME node 14 would be 
located. Then the IT COURSES node 13 would be accessed, 
and SQL node 20 located. SQL node 20 would include one 
or more child nodes for courses related to SQL, allowing the 
data item representing the particular course to be located. To 
this extent, it is understood that any node in hierarchy of 
nodes 10 can have one or more data items associated with it. 

0023. While hierarchy of nodes 10 is useful in catego 
rizing data items So that they can be efficiently located and 
retrieved, it is often desirable to manage access to Some or 
all of the data items. For example, a user belonging to the 
ACME division of the corporation should only have access 
to data items that are located within ACME hierarchy 15. 
Similarly, a user belonging to the ZETA division should only 
have access to data items located within ZETA hierarchy 17. 
Still yet, users belonging to a particular division may also be 
granted various levels of access (i.e., read only, read/write, 
etc.) and/or may only have access to certain portions of their 
division's hierarchy. 
0024. To manage access to the data items, one or more 
acceSS entries 22A-E are associated with hierarchy of nodes 
10. Each access entry 22A-E associates a user property with 
an access level as discussed further below. The user property 
can be any property associated with a set of userS Such as a 
path/directory, a group designation, a user attribute, etc., and 
is Stored as a property String in each access entry 22A-E. For 
example, the user property could comprise the Specific 
path/directory expression that corresponds to a user's exact 
directory path and name (e.g., /EMP/ACME/JONES), or it 
could contain an expression that corresponds to a node in the 
directory tree (e.g., /EMP/ACME) that is the parent direc 
tory for a group of users that includes the user. 
0025 FIG. 2 depicts an illustrative hierarchical directory 
structure 24 for users in an organization. An EMP directory 
25 is the parent directory for all users. Beneath EMP 
directory 25, ACME directory 26 and ZETA directory 27 are 
provided for two groups within the organization. Personal 
directories 28 for users within the ACME division are 
located under ACME directory 26, and personal directories 
29 for users within the ZETA division are located under 
ZETA directory 27. When a user is initially identified to a 
computing System, (i.e., the user logs onto the System using 
a user name and password), the appropriate personal direc 
tory 28, 29 and/or parent directory 26, 27 can be associated 
with the user. 

0026 Referring to both FIGS. 1 and 2, access entries 
22A-E can use hierarchical directory Structure 24 to manage 
access to data items within hierarchy of nodes 10. As shown 
in FIG. 1, access entries 22A-E are each defined and 
associated with a node within hierarchy of nodes 10. To 
reduce the number of access entries 22A-E that are required, 
acceSS entries 22A-E can be associated with edge nodes 
rather than each data item. In this case, it is understood that 
the same acceSS level is granted for all nodes and data items 
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located within the Subtree having the associated node as its 
root. For example, acceSS entry 22A is associated with 
ACME node 14. As such, the access and permissions of all 
ACME users are defined. In the current embodiment, each 
access entry 22A-E includes a property String that is based 
on a user property, and an acceSS level that defines the type 
of acceSS allowed for a group of users defined by the 
property String. While the discussion is limited to using 
property Strings to match user properties with access levels, 
it is understood that this is only illustrative, and any System 
or method of matching user properties with acceSS levels is 
covered by the invention. 
0.027 Access entries 22A-E are used to grant access to 
data items located within the hierarchy of nodes by limiting 
access to those data items that the user has a Sufficient acceSS 
level to process. For example, access entry 22A associates 
the property string “/EMP/ACME/*” (that is based on a 
parent directory for a group of users) with a “read only 
access level (i.e., “PERM=R”). A wildcard character of “*” 
is used at the end of the String to indicate that any content 
can follow, and a match will be provided. As a result, any 
users with a personal directory under ACME directory 26 
(i.e., JONES and SMITH), can only read data items located 
within ACME hierarchy 15. Access entry 22B is also asso 
ciated with ACME node 14. Access entry 22B associates the 
property string “/EMP/ACME/JONES' with a “read/write” 
access level (i.e., “PERM=RW). As a result, a single user 
(JONES) is allowed to read/write all data items located in 
ACME hierarchy 15. As further shown, access entry 22C 
allows user SMITH to read/write data items located under 
HR COURSES node 18. This precludes SMITH from being 
able to write to any other courses located outside the Subtree 
having HR COURSES node 18 as its root node. In the 
current example, “write' access typically allows a user to 
add, modify, or delete data items. However, it is understood 
that various access levels can be implemented for allowing 
a user to perform Some or all of the operations. Because user 
JONES is part of ACME division, he/she matches the user 
property of both access entries 22A and 22B. To determine 
which acceSS level is applied, any rule can be implemented. 
For example, access entries 22A, 22B can be assigned a 
certain priority, an acceSS entry 22 including the most 
characters can be used, a matching String that includes no 
wild cards can be used, the acceSS levels can be combined, 
etc. 

0028. Access entries 22A-E and hierarchy of nodes 10 
provide the ability to generate SQL queries that only return 
data items to which a requesting user was granted access. AS 
a result, additional filtering of inaccessible data items in the 
application is not necessary. For example, an application can 
request all HR courses. When the requesting user has a 
personal directory under ACME directory 26, the data items 
located under HR COURSES node 18 are returned. Simi 
larly, when the requesting user has a personal directory 
under ZETA directory 27, the data items located under HR 
COURSES node 19 are returned. Therefore, the application 
does not perform any Subsequent filtering of inaccessible 
data items. 

0029 FIG. 3 depicts an illustrative embodiment of a 
System 30 for managing access to data items arranged into 
a hierarchy of nodes such as hierarchy of nodes 10 of FIG. 
1. In system 30, user 32 accesses application 34, which 
processes or otherwise provides access to the data items. 
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Before granting access to application 34, authentication 
system 36 will first “authenticate” user32. Under the present 
invention, any process for authenticating user 32 now 
known or later developed can be implemented. For example, 
user 32 could provide a user name and password that are 
authenticated by authentication System 36. In another 
embodiment, using the identification of user32, authentica 
tion System 36 could communicate with property access 
system 38 to obtain one or more particular user properties 40 
for user 32. User properties 40 can include a “group 
Specific' property or a "personal” property associated with 
user32. For example, user properties 40 could contain the 
Specific path/directory expression that corresponds to user 
32's exact directory path and name (e.g., /EMP/ACME/ 
JONES), or it could contain an expression that corresponds 
to a node in the directory tree (e.g., /EMP/ACME) that is the 
parent directory for a group of users to which user 32 
belongs. To this extent, users of a System can be defined in 
a hierarchical form as shown in FIG. 2. Only a limited 
number of users in the hierarchy may be granted access to 
application 34. Further, an anonymous user (i.e., guest user, 
unidentified user) may attempt to access an application 34 
that requires a user identification. In either case, if user 32 
does not have privilege to access application 34, application 
34 can be terminated with or without providing an error 
message to user 32. 
0030. Once user 32 is authenticated, application 34 
allows user 32 to access data items Stored in relational 
database 46. When user 32 requests data items and/or 
attempts to perform an operation on data items, application 
34 will “call” access system 42 to request that the operation 
be performed. Access System 42 determines the appropriate 
acceSS level of user 32 and either performs the operation, or 
generates an error. When the operation is performed, access 
System 42 can return one or more data items to application 
34. AS shown, access System 42 contains or has access to 
relational database 46. Relational database 46 includes data 
items arranged into the hierarchy of nodes. AS described 
above, one or more nodes have access entries associated 
there with, and each access entry includes a property String 
and a corresponding acceSS level. Access to data items and 
operations on the data items for user 32 will be allowed 
based on one or more particular user properties associated 
with user32, and the acceSS entries. AS explained above, the 
property String for each acceSS entry is based on one or more 
user properties. Typical user properties upon which the 
property String can be based include, for example, a path/ 
directory expression corresponding to a position of user(s) 
within a hierarchy, an attribute of user(s) (e.g., user age, 
country), a group or department designation for user(s), a 
privilege level of user(s), etc. For example, if user32 is user 
JONES, referred to in FIGS. 1 and 2, a property string based 
on a path/directory expression of user 32 could include any 
of: “/EMP/ACME/JONES', “/EMP/*”, “/EMP/ACME/*”. 
Under the present invention, the property String can be based 
on a Single user property, a set of user properties, or a Subset 
of a plurality of user properties. For example, the property 
String can comprise a logical expression Such as "Dept= 
ACME and Country=USA". 
0031. In a typical embodiment, definition system 48 
defines and stores (i.e., in relational database 46) the access 
entries. AS explained above, each access entry is used to 
determine the appropriate acceSS level for user 32 to access 
data items processed by application 34. The access level can 
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be stored in any format desired. For example, an access entry 
can include a boolean value that determines whether a user 
is granted write access. Definition system 48 builds a 
property String by accessing user properties 40 (e.g., via 
property access System 38). Specifically, to build a property 
String, definition System 48 obtains one or more user prop 
erties 40 from property access system 38, which can provide 
the user properties as Strings. Definition System 48 may then 
modify the returned user properties 40 to create a desired 
property String. For example, a portion of a user property 
may be removed and replaced with a wildcard (“*”) indi 
cating that any value can be provided. It is understood that 
any Symbol, character, or System can be used to implement 
wildcard functionality. Those skilled in the art will recognize 
that regular expressions or other methods of Syntactic 
matching can easily be applied to the processing of property 
Strings. Alternatively, definition System 48 can define prop 
erty Strings without accessing user properties 40. In any 
event, the property String Serves to associate an access level 
with one or more particular user properties. 
0032. As discussed above, one or more particular user 
properties associated with user 32 can be obtained by 
authentication System 36. Once obtained, the user properties 
can be passed to access System 42 to determine the appro 
priate access level of user32. Specifically, acceSS System 42 
obtains the access entries (e.g., 22A-E) associated with the 
hierarchy of nodes and determines the acceSS level of user32 
based on the one or more access entries that are matched 
with user32. Access system 42 then calls evaluation system 
44 and provides the properties associated with user 32 as 
well as all the access entries associated with the hierarchy of 
nodes for application 34. 
0.033 Although evaluation system 44 can obtain user 
properties for user 32 from access System 42, evaluation 
system 44 may call property access system 38 itself to obtain 
the user properties for user 32 (e.g., determine group mem 
bership). To this extent, property access System 38 typically 
includes a generic interface for Setting and retrieving user 
properties 40. In general, user properties 40 is intended to 
represent any manner of Storing properties for one or more 
users. For example, user properties can be Stored in a 
plurality of formats and/or a plurality of locations Such as a 
System directory and a user registry. AS Such, an acceSS 
component (not shown) for each format/location can be used 
to provide a generic interface to property access System 38 
for reading and writing user properties. Property acceSS 
System 38 also allows other Systems to obtain user properties 
40 without knowledge of the format/location in which a 
particular user property is Stored. For example, user prop 
erties 40 can be communicated to/from property acceSS 
system 38 as strings. Property access system 38 can perform 
any required format conversions between the Stored value 
and the value communicated to/from the various Systems. In 
another embodiment, other Systems can obtain user proper 
ties 40 by accessing user properties 40 directly, without 
using property acceSS System 38. 

0034. In any event, evaluation system 44 matches one or 
more access entries with user32 based on the particular user 
properties associated with user 32 and the property Strings 
included in each acceSS entry. In a typical embodiment, for 
each access entry, evaluation System 44 determines whether 
the user properties of user 32 match the property String. Any 
means for determining a match now known or later devel 

Jun. 24, 2004 

oped can be used. For example, a property based on an exact 
directory of user 32 may be “/EMP/ACME/JONES”. Fur 
ther, a property String in an access entry may be "/EMP/ 
ACME/*'. In this case, evaluation system 44 would deter 
mine that a match exists, and return the acceSS entry. More 
complex property Strings may also be included in an access 
entry. For example, Similar to a user property for user32, a 
property String of an access entry may be a logical expres 
sion such as “Dept=ACME and Country=USA'. Further, a 
property String may include an expression that is derived 
from one or more user properties. For example, a property 
String may comprise “isManager' that returns a match if 
user 32 is a manager. To determine if user32 is a manager, 
Several user properties may be required. 
0035) In any event, once evaluation system 44 has deter 
mined the appropriate matching access entry(s) for user32, 
evaluation System 44 returns the access entry(s) to access 
System 42. In a typical embodiment, access System 42 
maintains the Set of acceSS entries and asSociated nodes that 
evaluation System 44 determined match the user properties 
of user 32. Based on the access level in an access entry, 
acceSS System 42 filterS data items provided to and/or 
processed by application 34 in response to a request gener 
ated by application 34. In the case that a plurality of matches 
are found, the best match is provided, as discussed further 
below. If no match is found, a default access level can be 
provided. In any event, as will be further described below, 
once an access entry for user32 is identified, it can be Stored 
in a localized memory (e.g., a cache). This prevents the 
acceSS entry from having to be re-identified and retrieved 
from relational database 46 when application 34 generates 
further requests for data items/operations on data items. 
0036 Referring now to FIG. 4, a detailed embodiment of 
acceSS System 142 is shown. AS depicted, acceSS System 142 
includes a domain controller 152, an acceSS control manager 
154, an object manager 156, an instruction cache 158, and 
a hierarchy manager 160. Application 134 Sends requests for 
operations to be performed on data items to domain con 
troller 152. Domain controller 152 communicates with 
acceSS control manager 154 and object manager 156 to 
implement the appropriate access level(s) for user 32 and 
filter the data items returned to application 134. 
0037 Application 134 can call access system 142 to 
perform initialization during the initialization of application 
134 (i.e., when it is initially accessed, after user32 has been 
authenticated, etc.) or access System 142 can perform ini 
tialization when a first data operation request (i.e., read, 
write, add, delete, etc.) is provided from application 134. 
During initialization, domain controller 152 calls access 
control manager 154 to generate a list of acceSS entries and 
their associated nodes for user32. Access control manager 
154 calls instruction cache 158 which in turn retrieves all 
acceSS entries and their associated nodes from relational 
database 146 and returns them to access control manager 
154. Instruction cache 158 can cache the access entries and 
nodes So that relational database 146 does not need to be 
accessed should user32 Stop running application 134, and a 
new user can be authenticated. In any event, instruction 
cache 158 provides a list of all possible access entries and 
their associated nodes to acceSS control manager 154, which 
then passes the list of access entries to evaluation System 144 
to determine a Set of access entries for user32. AS discussed 
above, application 134 may also provide acceSS System 142 
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with one or more user properties associated with user32 that 
can also be provided to evaluation System 144. Alternatively, 
evaluation System 144 can itself retrieve any required user 
properties. Evaluation System 144 then returns a list of 
access entries for user 32 to acceSS control manager 154 
based on the particular user properties and the property 
String contained in each access entry. Access control man 
ager 154 then caches the list of acceSS entries and asSociated 
nodes for user 32 or provides them to instruction cache 158 
for caching. In any event, access entries do not need to be 
retrieved from relational database 146 and evaluation system 
144 does not need to be consulted further. However, it is 
understood that updates to either cached list (all access 
entries or access entries for user 32) can be made periodi 
cally or based on an update to the access entries Stored in 
relational database 146 being performed. 
0.038 For each operation request, domain controller 152 
obtains a list of nodes available to user 32 from access 
control manager 154. In addition to the list of access entries 
and associated nodes, access control manager 154 consults 
hierarchy manager 160 to generate the list of nodes available 
to user32. Given a node, hierarchy manager 160 navigates 
the hierarchical Structure to determine each node in the path 
to the given node, and/or any nodes within a Subtree having 
the given node at its root. Depending on the operation 
requested, hierarchy manager 160 provides all nodes that 
fulfill the request to access control manager 154. AcceSS 
control manager 154 then forwards the list of nodes to 
domain controller 152. 

0039. Using the list of nodes available to user32, domain 
controller 152 determines if user 32 has a Sufficient access 
level to perform the requested data operation. Should user32 
have a Sufficient acceSS level to perform the requested data 
operation, domain controller 152 generates a custom com 
mand based on the operation and the nodes for which user 
32 has permission. Once domain controller 152 generates 
the custom command, the custom command is provided to 
object manager 156 which performs the command on the 
data items in relational database 146, and returns the result 
to domain controller 152. For a read operation, object 
manager 156 would return all the data items that were 
obtained from relational database 146. For a write operation 
(i.e., update, add, delete, etc.), object manager 156 would 
return whether the operation was Successful. In either case, 
an error code may also be returned. 
0040 AS examples, the operation of two typical requests 
are now discussed with reference to FIG. 1 in conjunction 
with FIG. 4. In a typical scenario, user 32 may browse 
information in hierarchy of nodes 10, which results in 
application 134 requesting data items from relational data 
base 146. For example, application 134 may initially gen 
erate a command (SQL) to request all of the child nodes of 
root node 12 (i.e., SELECT <ald FROM <table> WHERE 
<parent=root node>). Later in browsing, more specific data 
items may be requested, or a single data item may be 
requested (i.e., SELECT <ald FROM <table> WHERE 
<parent=SQL node>). In either case, domain controller 152 
will call access control manager 154 to obtain the list of 
nodes that user 32 can access. The list of nodes can be 
returned, for example, as a custom limitation to the opera 
tion requested by application 134. ASSuming, for example, 
that user SMITH has been authenticated as user 32, access 
control manager 154 will obtain access entry 22A that is 
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asSociated with node 14 and acceSS entry 22C that is 
associated with node 18 from instruction cache 158. Hier 
archy manager 160 can be consulted to determine that node 
14 is the parent node of node 18. Since the requested data 
operation is a read operation and node 18 is a child node of 
node 14, node 14 can be used to limit the nodes returned. 
0041. In one embodiment, access control manager 154 
generates and returns one or more Select Statements that are 
combined and used to access data items available to user32 
using the standard (SQL) operations INTERSECT and 
UNION. When SMITH is the user, the select statement 
could comprise: SELECT <key> FROM <table> INTER 
SECT (SELECT <key> FROM <tree> WHERE <node in 
ACME subtree>). Alternatively, the nodes associated with 
both access entries 22A and 22C can be used to filter the 
nodes returned. In this case, the UNION operation would 
also be used, and access control manager 154 could return: 
SELECT <key> FROM <table> INTERSECT (SELECT 
<key> FROM <tree> WHERE <node in ACME subtree> 
UNION SELECT <key> FROM <tree> WHERE <node in 
HR COURSES subtree>). Domain controller 152 could then 
generate a custom command that uses an INTERSECT 
operation to filter the data items returned to application 134 
to those available to user32. The resulting custom command 
could comprise, for example: SELECT <ald FROM <table> 
WHERE <parent=root node> INTERSECT (SELECT <ald 
FROM <table> WHERE <ACME node in pathd). Once the 
custom command is generated, object manager 156 is called 
to retrieve data items associated with the nodes. In an 
alternative embodiment, access control manager 154 could 
generate and perform the custom command to obtain a list 
of object identifiers for the filtered data items, and return the 
list of object identifiers to domain controller 152. Domain 
controller 152 can then forward the list of object identifiers 
to object manager 156 to obtain a data item for each object 
identifier. 

0042 Another common data operation comprises 
requesting to retrieve, modify, or add a specific data item. AS 
previously discussed, access control manager obtains the 
acceSS entries and associated nodes from instruction cache 
158, and uses hierarchy manager 160 to determine if user32 
has the required access level. Hierarchy manager 160 can be 
used to obtain the list of nodes in the path from the requested 
node to the root node of the tree. Instruction cache 158 can 
return the list of nodes that are associated with an access 
entry having a Sufficient acceSS level. Access control man 
ager 154 can then compare the two lists to determine if there 
is any node in both lists (i.e., whether any node in the 
accessible set of nodes intersects the path). If there is, user 
32 is granted access, if not, user 32 does not have the 
requested access. For example, application 134 may request 
to add a new SQL course or modify the title of an existing 
SQL course. As a result, it must be determined if user32 has 
Sufficient privilege to perform a write operation under SQL 
node 20. As with the case above, domain controller 152 
would receive the requested operation (e.g., INSERT INTO 
<table> <new course having SQL node as parent>) from 
application 134 and forward it to acceSS control manager 
154 to determine if user 32 has a Sufficient access level to 
perform the operation. ASSuming user 32 is JONES, acceSS 
entry 22B would be used since the requested operation is a 
write operation. The requested node is SQL node 20, and 
therefore hierarchy manager 160 would determine if ACME 
node 14 is in the path for SQL node 20. Since it is, access 
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control manager would return SQL node 20 or its identifier 
to domain controller 152. Domain controller 152 would then 
call object manager 156 to perform the requested operation. 

0043. As discussed above, access entries 22A-E can be 
used to grant access to data items located below an associ 
ated node in hierarchy of nodes 10. Access entries 22A-E 
can also be used to deny access to data items located below 
an associated node. For example, an access entry can be 
associated with IT COURSES node 13 that denies access to 
all ACME users that are not within the IT division. As a 
result, although access entry 22A initially grants access to all 
data items under ACME node 14 for all ACME users, non-IT 
ACME users would be denied access to data items under IT 
COURSES node 13. 

0044 Similarly, while access entries 22A-E grant access 
to all data items located below an associated node in 
hierarchy of nodes 10, access entries 22A-E can grant acceSS 
only to data items having a particular relationship with an 
asSociated node. For example, acceSS entry 22B could limit 
the write access granted to user JONES to data items under 
the immediate children of ACME node 14. As a result, user 
JONES would not be able to write to data items located, for 
example, under SQL node 20. Alternatively, acceSS entry 
22B could grant write access to all grandchild nodes of the 
associated node. In this case, user JONES could write to data 
items located under SQL node 20, for example, but not write 
to data items located under IT COURSES node 13. 

004.5 FIG.5 depicts one embodiment of a system 130 for 
managing access to data items implemented in a computing 
environment. System 130 includes a computer system 70 
that generally comprises a central processing unit (CPU) 72, 
memory 74, input/output (I/O) interface 76, bus 78, I/O 
devices 80 and database 82. User 32 communicates with 
computer system 70 using one or more I/O devices 80 or by 
communicating with user System 84, which in turn commu 
nicates with computer system 70. It is understood that 
although not shown, user System 84 typically contains 
components (e.g., CPU, memory, etc.) similar to computer 
system 70. Such components have not been separately 
depicted and described for brevity purposes. In addition, it 
is understood that computer system 70 and user system 84 
comprise any type of device capable of accepting input, 
providing output, and/or communicating with another 
device. 

0.046 User system 84 communicates with computer sys 
tem 70 via one or more direct hardwired connections (e.g., 
Serial port), or via an addressable connection in a client 
Server (or server-server) environment, which may utilize any 
combination of wireline and/or wireleSS transmission meth 
ods. In the case of the latter, the Server and client may be 
connected via the Internet, a wide area network (WAN), a 
local area network (LAN), a virtual private network (VPN), 
or other private network. The Server and client may utilize 
conventional network connectivity, Such as Token Ring, 
Ethernet, WiFi or other conventional communications stan 
dards. Where the client communicates with the server via the 
Internet, connectivity could be provided by conventional 
TCP/IP sockets-based protocol. In this instance, the client 
would utilize an Internet Service provider to establish con 
nectivity to the server. 
0047 Computer system 70 can comprise any general 
purpose or specific-use System utilizing Standard operating 
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System Software, which is designed to drive the operation of 
the particular hardware and which is compatible with other 
system components and I/O controllers. CPU 72 may com 
prise a Single processing unit, multiple processing units 
capable of parallel operation, or be distributed acroSS one or 
more processing units in one or more locations, e.g., on a 
client and Server. Memory 74 may comprise any known type 
of data Storage and/or transmission media, including mag 
netic media, optical media, random access memory (RAM), 
read-only memory (ROM), a data cache, a data object, etc. 
Moreover, similar to CPU 72, memory 74 may reside at a 
Single physical location, comprising one or more types of 
data Storage, or be distributed acroSS a plurality of physical 
Systems in various forms. 

0048 I/O interface 76 may comprise any system for 
exchanging information with one or more I/O devices 80, 
including an I/O port (serial, parallel, ethernet, keyboard, 
mouse, etc.), a universal Serial bus (USB) port, expansion 
bus, integrated drive electronics (IDE), etc. I/O devices 80 
may comprise any known type of input/output device 
capable of communicating with I/O interface 76 with or 
without additional devices (i.e., expansion cards), including 
a network System, a modem, Speakers, a monitor (cathode 
ray tube (CRT), liquid-crystal display (LCD), etc.), hand 
held device, keyboard, mouse, voice recognition System, 
Speech output System, Scanner, printer, facsimile, pager, 
Storage devices, etc. BuS 78 provides a communication link 
between each of the components in computer system 70 and 
likewise may comprise any known type of transmission link, 
including electrical, optical, wireless, etc. In addition, 
although not shown, additional components, Such as cache 
memory, communication Systems, System Software, etc., 
may be incorporated into computer system 70. 

0049 Database 82 may provide storage for information 
necessary to carry out the present invention as described 
above. AS Such, database 82 may include one or more 
Storage devices, Such as a magnetic disk drive or an optical 
disk drive. Further, database 82 can include data distributed 
acroSS, for example, a LAN, a WAN or a storage area 
network (SAN) (not shown). Database 82 may also be 
configured in Such a way that one of ordinary skill in the art 
may interpret it to include one or more Storage devices. 

0050 Shown in memory 74 as computer program code is 
acceSS program 86, application 34, user properties 40, and 
acceSS entries 47. AcceSS program 86 is shown including 
authentication System 36, property access System 38, access 
system 42, evaluation system 44, and definition system 48. 
Each System shown performs the same functionality as 
described above with reference to FIG. 3. For example, 
authentication system 36 will determine whether user 32 is 
authorized to access application 34. AS discussed above, 
application 34 uses acceSS program 86 to manage the access 
of data items in relational database 82. Further, user prop 
erties 40 and access entries 47 are shown cached in memory 
74 as discussed above. It is understood that access program 
86 can be implemented including additional Systems or 
without Some of the Systems shown. For example, definition 
System 48 can be implemented as a separate program that is 
loaded onto a Separate computer System accessed by an 
administrator. Further, Some or all of the Systems of access 
program 86 can be implemented as part of a relational 
database management system (RDBMS). 
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0051. It is understood that the invention can be realized 
in hardware, Software, or a combination of hardware and 
Software. Any kind of computer/server System(s)—or other 
apparatus adapted for carrying out the methods described 
herein-is Suited. A typical combination of hardware and 
Software could be a general purpose computer System with 
a computer program that, when loaded and executed, con 
trols computer system 70 and/or user system 84 such that it 
carries out the methods described herein. Alternatively, a 
Specific use computer, containing Specialized hardware for 
carrying out one or more of the functional tasks of the 
invention could be utilized. The invention can also be 
embedded in a computer program product, which comprises 
all the features enabling the implementation of the methods 
described herein, and which—when loaded in a computer 
System—is able to carry out these methods. Computer 
program, Software program, program, or Software, in the 
present context mean any expression, in any language, code 
or notation, of a set of instructions intended to cause a 
System having an information processing capability to per 
form a particular function either directly or after either or 
both of the following: (a) conversion to another language, 
code or notation; and/or (b) reproduction in a different 
material form. 

0.052 The foregoing description of the preferred embodi 
ments of this invention has been presented for purposes of 
illustration and description. It is not intended to be exhaus 
tive or to limit the invention to the precise form disclosed, 
and obviously, many modifications and variations are pos 
Sible. Such modifications and variations that may be appar 
ent to a perSon Skilled in the art are intended to be included 
within the Scope of this invention as defined by the accom 
panying claims. 

What is claimed: 
1. A method for managing access to data items, compris 

ing: 

providing a relational database having data items arranged 
into a hierarchy of nodes; 

asSociating at least one access entry with the hierarchy of 
nodes, wherein each of the at least one access entry 
asSociates a user property with an acceSS level; and 

managing access to the data items based on the at least 
one access entry and a user property associated with a 
user requesting the access. 

2. The method of claim 1, further comprising caching the 
access entries for Subsequent access management. 

3. The method of claim 1, further comprising receiving a 
request to access at least one of the data items. 

4. The method of claim 3, wherein the managing Step 
comprises: 

obtaining a set of the data items based on the request; and 
processing the obtained data items based on the acceSS 

entries. 
5. The method of claim 3, further comprising: 
identifying a user making the request; and 
asSociating the user with a particular user property, 

wherein managing access to the data items is further 
based on matching the particular user property with a 
user property in one of the at least one acceSS entry. 
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6. The method of claim 5, wherein the particular user 
property is based on at least one of a directory expression, 
a group designation, and a user attribute. 

7. The method of claim 5, wherein the particular user 
property is provided from at least one of: a System directory 
and a user registry. 

8. The method of claim 1, wherein the user property for 
the at least one access entry is based on least one of a 
directory expression, a group designation, and a user 
attribute. 

9. The method of claim 1, further comprising authenti 
cating the user when access to the data items is first 
requested. 

10. The method of claim 1, further comprising: 
defining a property String for an access entry, wherein the 

property String is based on a user property; 

defining an acceSS level for the acceSS entry; and 
Storing the access entry in the relational database. 
11. A method for managing access to data items, com 

prising: 

providing a relational database having data items arranged 
into a hierarchy of nodes; 

asSociating acceSS entries with the hierarchy of nodes, 
wherein each of the acceSS entries is based on a user 
property and an access level; 

receiving a request to acceSS at least one of the data items 
from a requesting user; 

generating a query to return only data items that the 
requesting user has been granted access, and 

processing the query using the acceSS entries and a user 
property associated with the requesting user. 

12. The method of claim 11, further comprising caching 
the access entries for Subsequent processing. 

13. The method of claim 11, wherein the processing Step 
comprises: 

obtaining a set of the data items based on the request; and 

processing the obtained data items based on the access 
entries and the user property associated with the user. 

14. The method of claim 11, further comprising: 
identifying a user; and 
asSociating the user with a particular user property, 

wherein processing the request is further based on 
matching the particular user property with a user prop 
erty in one of the access entries. 

15. The method of claim 14, wherein the particular user 
property is based on at least one of a directory expression, 
a group designation, and a user attribute. 

16. The method of claim 14, wherein the particular user 
property is provided from at least one of: a System directory 
and a user registry. 

17. The method of claim 11, wherein the user property for 
each of the acceSS entries is based on least one of a directory 
expression, a group designation, and a user attribute. 

18. The method of claim 11, further comprising authen 
ticating the requesting user when access to the data items is 
first requested. 
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19. The method of claim 11, further comprising: 
defining a property String for an access entry, wherein the 

property String is based on a user property; 
defining an acceSS level for the access entry; and 
Storing the access entry in the relational database. 
20. A System for managing access to data items, compris 

ing an acceSS System for processing a request to access the 
data items, wherein the data items are arranged into a 
hierarchy of nodes within a relational database, wherein 
access entries are associated with the hierarchy of nodes, 
wherein each of the acceSS entries associates a user property 
with an access level, and wherein the request is filtered by 
matching a user property associated with a user making the 
request with a user property in one of the access entries. 

21. The system of claim 20, further comprising a defini 
tion System for defining the access entries and associating 
the access entries with the hierarchy of nodes. 

22. The System of claim 20, further comprising an authen 
tication System for authenticating a user when the user 
requests access to the data items. 

23. The system of claim 20, further comprising an evalu 
ation System for matching at least one of the access entries 
with the user based on a particular user property of the user. 

24. The system of claim 23, wherein the particular user 
property is based on at least one of a directory expression, 
a group designation, and a user attribute. 

25. The system of claim 20, wherein the user property of 
each of the access entries is based on at least one of: a path, 
a group designation, and a user attribute. 

26. The system of claim 20, wherein the access system 
further receives a request to acceSS at least one of the data 
items, obtains a set of the data items based on the request, 
and filters access to the obtained data items based on the 
access entries and the user property associated with the user. 
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27. A program product Stored on a recordable medium for 
managing access to data items, which when executed, com 
prises program code for processing a request to access the 
data items, wherein the data items are arranged into a 
hierarchy of nodes within a relational database, wherein 
acceSS entries are associated with the hierarchy of nodes, 
wherein each of the acceSS entries associates a user property 
with an access level, and wherein the request is filtered by 
matching a user property associated with a user making the 
request with a user property in one of the access entries. 

28. The program product of claim 27, further comprising 
program code for defining the access entries and associating 
the access entries with the hierarchy of nodes. 

29. The program product of claim 27, further comprising 
program code for authenticating the user when the user 
requests access to the data items. 

30. The program product of claim 27, further comprising 
program code for matching at least one of the access entries 
with the user based on a particular user property of the user. 

31. The program product of claim 30, wherein the par 
ticular user property is based on at least one of: a directory 
expression, a group designation, and a user attribute. 

32. The program product of claim 27, wherein the user 
property of each of the acceSS entries is based on at least one 
of a path, a group designation, and a user attribute. 

33. The program product of claim 27, wherein the pro 
gram code for processing further receives a request to acceSS 
at least one of the data items, obtains a set of the data items 
based on the request, and filters access to the obtained data 
items based on the access entries and the user property 
asSociated with the user. 
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