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OPC Internal Block Diagram

Notation:
PDA=Packet DMA Agent, forwards packets to host or connected entity via DMA.
SDD=Streaming Data Director. The SDD transfers packets to Streaming IO (e.g. GMII,
PL-3, etc).
PCA= PSM Config Agent module enables host access to some of the OLM registers, and
it contains a few configuration registers itself. Also, the PSM can access the OPB and the
BCB RAMs (allowing host access).

FIG. 10
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SYSTEM AND METHOD FORA SECURE VO
INTERFA(:E

Rl:I.A1 I ID APPI,I('A'I'ION

This application is a non-provisional application claiming
benefit under 35 U.S.C. scc. 119(e) of 1 I.S. Provisional Appli-
cauon Ser. No. 60/507,976, liled Oct. 2. 2003 (utlcd SYS-
'I'I JM AND Ml 71 I IOI ) IIOR A Sl JGURI i I/O IN'I'I'.RJIAGI: by
.John M. Davis et al; which is incorporated by reference
herein

FIELD OF THE INVENTION

1hc prese'Ilt lllvclltlotl mlutcs 111 gener'al to data conllnillll-
cations. and particularly to secure cryptographic conununi-
cations. and more particularly to a secure input/output (I/O)
interface system lhr a computing device suCh as, lhr cxamplc,
B host computer conununicating usuig uiterne1 protocol (IP)
ililta pBCI I:JS or OthCI'rltagrallls.

BACKGROUND OF THE INVENTION

1'Orated internal computer networks are typically protected
from un-trusted external computer networks by ronrers or
other gateway systems that provide different types of firewall
functionality. Secunty processing performed by related sys-
tems nuiy also provide additioiial protection. For exmnplc, a
computer in the intcmal network may establish a virtual pn-
vate netv ork (VPN) session with a computer in the external
netivork 'I'he host processor of the computer or a dedicated
security pmcessor coupled to the router or other gateway
system typically performs the security processing necessary
to support the VPN. In addition. a dedicated nenvork proces-
sor may bc coupled to Ihc secunty processor BIIIVor Ihe host
processor to handle network packci proccssuig I'uncuons.

Network interface cards (NIC) often provide a computer* s

physical connection to Its trusted internal network. More
specifically, a NIC connrxts a personal computer, scrvcr or
workstation to u local arcs network (LAN) and has two pn-
mary uiterfaces. the network interface and the host bus inter-
face NI('s are typically low:-cost ASI('-based products
desi ned for simple buffenng and data transfer

It Is dcsircd that conununicauons to Imd from a trusted
computer be sccurc mid that communication speeds be
improved. Howcvcr. providuig lirewall, network processing
and security functionahties in different systems, v hich are
often made by different nianufacturers, provides increased
opportunities for snooping or other techniques that may per-
mit an unautlmrized person to gain access to ongoing com-
Ilunlicat toils or to dlscovcI kcv or otllc'I sccurltv daIB w hell it
is cxduingcd bctwccn subsystems. For example, il'ertmn
SCCilrltv hlllCtiolls BSSOCIIIICd w Itll SCCUrlllg CollllllillllCBIIOIIS
over a Nl('re handled by the computer'1 host processor
andior by other coniputers on the internal network, then the
communications may be more easily attacl ed or othenvise
accessed or interfered v ith by an unauthorized person, who
may aitempt to exploit caster snooping access or other vul-
nerabilitics prcscrttcxJ by thc proccssuig of security functions
by a host processor or another scn cr on thc network.

The use of different systems to perform different portions
of security and netv ork processing also requires addiriorml
proCCSsillg illld IlltCrfBCCS lol CoordillBIlllg COIIllliillllCatlollS
processing between the systems. Such adihtional proccssurg
and interfaces increase proccssuig demands, which linuts
comnnmication speed and increases the size of the chips and
systems necessan to implement secure communications

As a spccilic example, when using a scpamte secunty
pmcessor and I/O card connected to a backplane bus of a host,
input encrypted data is typically transferred using direct
meniory access (DMA) from the I/O card. under control of
the host. to memory coupled to the host. Then. the data is
trmisferred by DMA front the memory via the host to the
security processor. Aficr thc data is dccrypted, and possibly a

public kcy gmicrs ted, the data is I ra us fcrrcd by DMA lbom the
security processor to memory again via the host Iiinally. the

I B decrypted data is transferred by I )MA from the memory to the
I/O card for output to another destination This lar e munber
of ILsta transfers creates a bottleneck on the backplane bus,
which includes multiple data transactions. many interrupts,
Slid llcavy Ilsagc of mctilorv to stoic thc datB.

Thc use ol'secure conunurucatrorts ui broadband networks
v ill mcreasingiy require high-speed security and network
pmcessing. Iiurther. the use of portable devices that securely
connect to nenvorks ivill require snialler chip and system
sizes that can meet security and networkin processin

Ic demands whiie at the same time retaining easy portability. In
ligh1 ol thc forcgouig. there Is a general aced lor a sccurc I/O
interface system and method that improve tlm security of
cmnniunications to and fmm tnisted hardware, improve com-
nninication speed. reduce the nuniber of different systems
required for secure communications, and reduce the extent of
the bottleneck on the backpLane bus

l3RII JF i)ES( RIPJ JON OI'111: I)I(AWIN(JS

ic The invention is pointed out with particularity in the
appended claims. However. for a more complete understand-
ing ol'he prcscnt invention. rcfcrencc Is now made to thc
follow ing ligurcs. v hcrcui hke refbrcncc numbers refer to
Sllllllal ltCIIIS tilrouglloilt thc figures

is lii(i I illustrates a siniplified functional block diagram of
a system architecture suitable for use in implementing
embodiments of a security processing system and method in
accordance with an embodiment of the present invention;

FICi 2 Illustrates a lngh-les cl simplilied funcuonal block
Sc illilgtillll ol B sccilrltv ptociwsiir ill Bccordallcc witll Bll

embodiment ol'hc present invenuou,
lil(i 3 illustrates a more-detailed functional block diagram

of a netsvork intrusion detection system used in a portion of
the security processor of FJG. 2 in accordance with an

B- embodiment of the present invention„
FICi 4 iliustrates a simplified floiv diagnm of packet flow

iu the security processor of FIG. 2:
FICi 5 illustrates a data rcprcscntauou convention used

herein;
lii(i 6 is a block diag/BIB illustrating the (IDMA block,

v hich incorporates an EDMA block„ in accordance with an
embodiment of the present invention,

FICi. 7 is a block diapam illustrating the EDMA block in
accordance with an cmbodimmit ol'he present invention,

FICi 8 is a block diagrmn illustrating thc ER block in
accordance with an embodiment of the present invention;

Iil(i 9 is a block diagram illustrating the OP('nterfaces in
accordance with an embodiment of the present invention:

FICi 10 is an internal block diagram illustmsting the OPC in
ic accordance with an enibodiment of the present invention:

Iil(i I I is a block diagram illustrating the relationship of
the ER block to the cryptographic core and niemory in accor-
dance with an embodiment of the present invention; and

FICi 12 is a blocl diagram illustraung the relationship
ss bctwrxn thc ER block. the EDIVLA block, thc cryptograpluc

core, and memory in accordance with an embodinient of the
present i mention
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11&c exemplilicat&on sc& mi& hcrcu& illustrates m& embod&-
ment of the invention in one form. and such exe&npli ficat&on & s
not intended to be constn&ed as limiting in any manner

DETAILED DESCRIPTION OF THE DRAWINGS

'lhe following description and the drawings illustrate spe-
cific en&bodiments of the invention sufficiently to enable
those skilled in the a&t to practice it. Other embodimenrs may
incorporate stn&ctural. logical, electrical. process and other &0

cluu&gcs. Examples merely typ&fy poss&blc varmnons Ind&-

1 u)UBI ciin&pi&Beam &Iud liulclions B&e opt&onal Unless cxphc-
illy required, and thc sequence of opcrauons may vary. Por-
tions and features of some enibodiments may be included in
or substituted for those of others. The scope of the invention
encon&passes the full ambit of the claims and ail avaiLable
equivalents.

11&c prcsen& invent&on &s dcscnbcd and clmmed herc&n pn-
manly w &Ih rcfi rance Io the processing of "packels". How-
ever. Bs us&xi here&n, &t &s u&&cndcd Iha& lhc Iem& "packet" or Iii
*'packets" have the meaning and scope of the more generic
tenn "datagran& 'r "datagranis"

In one embodiment. the present invention provide~. among
other things, a system and method for connecting a tnisted
p&ccc off&lulu drc, 9 Uch &is, for ca Iu&pic, II pi & iona) con&piller,
scrvcn roil&cr, pc&sons) d&gi&al BssisIBUI (PDA), cell&liar
phone. network-cnablcd dev&cc or ofi&er computin or cum-
nnmication device, to a network using an I/O interface or
system that provides imp n&ved security fora)i or substantially
all conununications received and sent by the trusted hard- 10

&vere. The secure I/O system preferably may perfom& all
s ceil&&tv dni! Bc&work pro& ca s&ng nt'cassarv to

utah& &BU&

si cU&c

conuuun&ca&ious by the Irdrdw are w&th other dcv&ces on u&ter-

nal or external networks. Ahcmatively, &t may perlbrm thc
netivork secunty process&ng essential to be segregated fron& 1!
other pmcessing to ensure safe (i e., protected) and efficient
system or device operation. For example, the secure I/O sys-
tem permits estab)i shin a VPN with a computer on nn exter-
nal nc&work. The VPN may be cs&abh shed usmg, lbr cx unple,
thc s&andard IPScc internet protocol sccuri&y, as dcscribcd &n do
'*Rcqucs& for Conuncnt" (RFC) 2401, 2402 and 2406. which
are incorponsted herein by reference

1'he secure I/O systen& of the present invention permits
performing all or substantially all network processing func-
tiom and ofi'-loads all or substantially all security functions d-

associated with network address translation (NAT), rhe pro-
! iding of a lircwall. u&&rusion dc&ecfioidpro&ect&on syslmn
func&&onal&ty, trallic proxying, m&d encryp&ion lrom a hosl or
netivork processor onto a single system or card. for example
a NI('his card may be inserted into each of the servers and
other con&puters connected on an internal network.

11&c sccunty process&ng pcrlbm&ed by Ihc secure I/O sys-
Icni Iv'paul)is'lay'lc)Udc c&&ciyption, dccryp&&0&1, s&gulag
and verification of packets at. for example, ] 00 megsb&ts per
second full duplex and greater speeds For example, the 1

secure I/O system of the present invention may provide wire
speed performance. for example. of about 2-3 gigabits per
second lirew all and VPN tluoughpu&. Thc secure I/O sys&em
UUI)'unpl&fv Ihc ih:ploy'meal ol sccUI&&v so)Ufions On Open
pla&fonna and apphances. sc

The elements that implement the various embodiments of
the present invention are described below. in some cases at an
arcluu:ctural level. Many clcments nuiy bc coniigurcd using
wc)i-known structures Tlm funcuonaluy and proccsscs
he&cut arc dcscnbed &0 such a manner to enable one ol'urd&- si
nary skill in the art to &n&plement the hmctionality and pro-
cesses ivithin the architecture

Flti I &llustratcs d s&mplilied funct&onal block d&agram of
a system architecture suitable for use m &n&plen&enting a secu-
rity processing system m&d method in accordance with an
embodiment of the present invention. Architecture 100
includes security processing system 102 comprisin security
processor 104, which may consolidate the pmcessing of dis-
crelc or consolida&cd sccuriiy funcuous and mau&&au& Ihe
rela&ionships and in&cgn&y ol'Ihc stored secun&y con&cx& and
other information in memories 106. 108, and 110 Memories
106, )U8 and l)U are coupled to security pmcessor 104
Memories 106. 108 and 110 store, for exmnp le. cryptographic
keys and other data used in security functions by security
processor 104, and also store security assoc&ations and con-
ncc&ion en&r&cs Usia) in n&du&til h&&ng BIU)I&pic sec UU I)'t'ss&0us
with other compu&crs. Memor&es 106, 108 aud 110 also may
be used to buifer inbound or outbound ILS&a packets awaiting
security processing by security processor 104 Memory 108

may be used to support classification processing by security
processor 104.

Security processing system 102 is preferably contained
w&thin cryptographic boundary 112 and provides a sixurc I/O
iulcrface fi&r compuling Or conm&urucauous hardware as
described above. ( ryptographic boundary 112 preferably
cmnplies with Fedeml Infonuation Processing )tandards
Publication (li)PS PUB) 140-2 titled ")ecurity Requirements
for Crypto rapluc Modules". issued May 25, 2001. by
National Institute of Standards and Teclmology (NIST),
wh&ch &s incorpora&cd by refbrcncc herein.

Security proccssu&g system 102 may bc coup)cd to u&ternal
network 116 by I/O inter face 1 14 and to external nenvork 120

by I/O interface 118. Interfaces 114 and I Pg n&ay perform
physical (PHY) layer processing to convert a digital bit
stream to or from an analog or photon&c signa) for transmis-
sion oi er a physical mediun& such as. for example. copper
w&rc pa&rs, co-ax&al cable. liber or a&r Intcrfaccs 114 and 118
are, for cxamplc, streaming data u&&crlhccs such as a Packc&-
Over-SONET Physical-Layer Thrix (POS/PHY3) type
streaming interface. although 10,'100 megabit (Mb) I ithen&et,
I (i&oabit ((ib) I ithernet. (fl'OPIA. I/X SPI-4 and other inter-
face types may be suitable. By routing all or substantially all
I/O to and from host processor 130 and/or internal network
116 tlnough sixunty process&ng system 102, hos&processor
130 and intcmal nctworl 116 are substanually protectod
agains& unm&thonzcd dcciss or other security breaches, pro-
tecting the security information integnty, and pmv&ding pro-
cessmg and storage efficiency from information consolida-
non.

IP data packets are received from and transmitted to exter-
nal uetw ork 120 and u&terna I nc&w ork 116 over &n&crib c as 114
and 118. In other cmbodimen&s, sccunty processu&g system
102 may u&cludc a number of add&tiouul u&&crib ccs to u&tcmal
or external nenvorks. Security processor 104 performs, ti&r

example, routing of data packets from external network 120
to appropriate destinations in internal netv orl 116 and
handles IPSec processing fi&r both inbound and outbound data
packets. Sccunty processor 104 prcfcrably handles all ne&-

work ilnd scciul lv proccs sulg f& Inc&&ons for Ihe ilala packcm &0

prov&dc thc most secure I/O u&&erface. However, u& altcnmiivc
embodiments, certain selected nenvorking and/or security
functions may be handled by other processors such av, fi&r

exmnple, host processor 130. Examples ofnetwork and secu-
rity processing systems and method~, and related communi-
cat&ous in&crlaces and pro&ocols, sui&able for unplemcnta&&on
iu and with security processing sys&cm 102 are dcscribcd in
U.S. patent appl&canon Ser. No. 09/880,70) (cn&&IItx)
"Ml I IT IODAND SYS1'I!M I'OR I ll(rl

I-Spl:Ill )

PRO('IISS-
IN(i IPSI iC Sl iCURI'I'Y PR(yl'(X'OI. PA(UKI!TS" filed by
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Lee P Noeluulg ct al on Juu. 13. 2001, w luch is now U S. Pat.
No 7,1')4.766. issued on Mar. 20, 2007) and Ser. No. 10/160,
330 (entitled "SYS'I I I M AN I ) M I I'11 IOIJ I IO8 MANA(iIN(i
Sli(:URI I'Y PA(:K)71 PRO('IISSIN(i" filed by I.ee P Noe-
hring et al. on May 30, 2002), which applications are incor-
pomated by reference herein.

Security proces sing system 102 may process packets dcliv-
crcd from internal or cxtcrual Bc)works 116 or 120 or from
host processor 130. System 102 may, fiir example, handle
thousands of separate Ipgec tunnels at various packet sixes
fmm 64 bytes and higher at a throughput of„ for example,
about 300 Mb per second or greater. System 102 may handle
trattsport or tunnel mode IPSec.

Other computing devices may be coupled to external net-
w orl 120. For cxtunple, user dcviccs 122 mid 124 may cor-
rcspond to devices that may establish sccurc communication
sessions v ith host pm cessor 130 or another device on internal
netivork 116. I.lser device 124 may be pmtected using a
secure IIO interface 126. which may be a hardware systent
similar to secunty processing system 102. User device 122
may use only its host processor and sofhvare to process secure
commumcauons through cxtemal Bc(work 120.

Security processor 104 may liandle both so-called Ihst path
and slow path processulg funcuons. Fast path functions
include rime-sensitive processing such as, fiir example,
packet classitication. modification and forwarding. and slow
path functions include, for example, system management and
akann functions and time-insensitive packet processing func-
thnts such as mute calcuhation, unknown address resolution,

I ii
flic%all IUlc ulautigculcut, aud loUthlg nable IUBll'Igculcut.
Packet classiiicauon generally ulvolves matching uflbmla-
tion fmm an inconling packet to a table ofconnection entries
(ivhich may include state and context elements, and relations
to encryption associations) stored in, for example. memory
106 or 108.

Security processing system 102 may be implemented. for
example, as a stand-alone system box or as a card such as, for
cxtiulple, a NIC, that count cls Io B slot ill lhc luiilhi rbiiBrd of
a host systmu. Sixunty processulg system 102 may be so
coupled to host processor 130 using host bridge or interface
128 I inst processor 130 may be coupled to hard drive 132,
digital content input device 134, and authentication input
device 136. Hard drive 132 may store, for example. a softv are
apphcauon that conununlcatcs with lhc applicalion progrmn
interface (API) ol'ccunty processing sysicm 102. Security
processor 104 may send secunty-related ul forms uon and data
as requested to host pmcessor 130. and inay switch its I/O
ports as requested by host pmcessor 130

Host bridge 128 may couple security processor ro host sc
processor 130 of for example, a pcrsorml computer. server or
other compu1ul or conunuruca (tons device. Host budge 128
may be. for exanlple, a peripheral component interconnect
(P('I) interface, and in one embodiment. may be a 32 bit, 66
Mila P('I interface

Authenucauou ulput device 136 msy bc. Ior cx unplc, a

physical kcy or token, a smart card, or a biometric idcntilics-
uon sensor. Authcnucatlon input dcvicc 136 may ciriblc thc
,'lirfllctrtlc;Itl oil of a lisct';Ittcnlptlllg to Becca s hits t processor
130 Authentication input device 136 may be directly io
attached. for example, to a senal, network, or EEPROM inter-
face of host processor 130 using a physically segregated or
covcrcd Iransmlsslon chtnulcl. Aulhentlcatlon ulpul device
136 may Imt as a mechanism Ibr cnablulg or modil'ym the
funcuons of sixunty processor 104, or as an information- Ss

loading mechanism, used for example in loading keys. uncov-
ering keys. or modifying ndes tiir device operation

Digital content ulput dci icc 134 may be, for cxtunple, s
CD-ROM. portable stomage device. or keyboard and provides
digilal ikita such as program code or sixunty data Io bust
pmcessor 130

Sccunty processor 104 may provnle the first inspection of
incoming data from external nenvork 120 to determine. for
example, If the data is cncryp teal or in plain text lorm, and the

type of security procession required. as may be determined by
reiuhng thc header or other content of Incomulg dani packets,
and to sct up a scxurc clumncl or process to handle the data, as
may bc rcx)nested for a scxunty policy.

Security processing aystenl 102 may include a unique iden-
tification (ID) number stored on a chip containing security
processor 104 or stored in encrypted form in, for example,
memory 110. Security processing system 102 may pcrhinn
protected kcy generation in hardw are, mid protected keys are
preferably never output fmm secunty processor 104 in plain
text form

Security proces sin system 102 may also serve as a trusted
hardware device to authenticate another hardware sccunty
token coiulcctcd on. Ibr example. a conunou Bc(work. Secu-
rity processing systenl 102 may be authenticated using
mithentication input device 136 and may pmvide the crypto-
graphic processing for such mithentication Security process-
ing system 102 may conuuuni cate veri bc ation or other infor-
mation regarding the authentication status ofinput device 136
to host processor 130.

By performing all or most security and networking pni-
cessin for I/O comnninications to host processor 130 in
security processing system 102„a lar e pmportion. for
example, of greater than about 60/90 percent of VPN and
firewall I/O data loops may be handled in security processing
system 102 witlxiut intcri mr(ion by host processor 130. In
addition, all or most sccuuty mid networkexccptlonproccss-
ing may be handled by security pmcessing system 102

Security Processor
FICi 2 illus)ra(ca a lngh-les cl simplilied funcuonal block

ilulgliilu of sccUlltv proccssol 104 lll Bccoldallcc with Bu

embodinlent of the present invention In other embodiments
of the present im ention, other security processor configum-
tions may be used in the system architecture of FILI. 1. Secu-
rity processor 104 is preferably. though not necessarily,
for aux! Uu ii shlglc chip.

Streaming interface 200 may be coupled for input and
output to physical I/O interfaces 114 and 118 and supports
fast path data flow to security processor 104 I Inst interface
206 may be coupled to physical host brid e 128 and supports
slow path data flow and system nlanagement by host proces-
sor 130. Host intcrlhce 206 may bc coupled to DMA ulterfacc
204 Both streaming interface 200 und DMA interface 204
may be coupled to switchina system 208 Although only a
single streaining and DMA interface are illustrated, more
than one inter face of each type nlay be used Iior example, in
one embodiment. streaming interface 200 may comprise
three 10/100 Ethernet interfaces. and DM 6 interface 204 may
comprise two DMA ultcrfaces. Sw itcluug system 208 maybe
used to provide a switclung mechanism to route packets and
data to and fmm any ofthe IIO interfaces of security processor
104 and local data bus 210

Local data bus 210 may be coupled to DMA interface 204
and operate under control of local bus controller 222. Local
memory ulterlhcc 202 may bc coupled to local data bus 210
and may couple scxuntv processor 104 to mmnorics 106, 108,
and 110, which are typically provided on one or more sepa-
mate chips although operating portions of inenlories 106, 108
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and/or 110 may be prov&dcd on-chip w&th security processor
(04 In ntherenibodin&ents. n&ore than one local data bus 210
may be used

I,ocal memory interface 202, and l)MA interface 204 may
be used„ for example, by packet engines 228 to access memo-
ries 106 and 108 for classification processing and by control
processor 212 fi&r access&ng Iirmware 214. Memory 106 may
be. for cxamplc, a DDR SDRAIvi, and mmnory 108 may be,
for example. an SRAM Memory 106 may be made available
to contml processor 212 for operating system and code stor- &n

age (fi&r example, for firewall and internet key exchange
(IKE) functionality. rout&ng and netv'ork address translnrion
(NAT) infomintion, and firev.all table entries). Memory 106
may bc made available to packet engine 228 for access to
spccilic Iirew all uiformat&ou. and stored sccunty policics and
associations Meniory 106 may be made available to crypto-
graphic core 232 to store security associatinn and key infor-
mation Memory 106 may also be &nade accessible via host
interface 206 to host processor 130. Alternatively. a portion or
all ofthe secuhty association data may be stored in a memory, io
for cx;miple an SRAM (uol shown), on-clup in security pro-
cessor 104.

Memory 108 may be n&ade available to ix&th control pro-
cessor 212 and each packet engine 228 Manx&ry 108 ntay be
used to aid in rapid lookups supporting packet engine 228 in
classification and forwarding decisions. Memory 110 may be,
for exaniple. flash memory to provide non-volatile storage,
for cxmnple. Ibr boot memory imd ccrlam I cy storage. Thc
boot code used to load Iirmware for cxccul&on by security
pmcessnr 104 may optionally be authenticated using a &o

mechanisni internal to security processor 104 prior to its
operation.

Switching system 208 may provide a flexible I/O system
that allows packet pmcessing engines or packer engines 228
to conunu&ucate lugh-speed dale with several d&ffcrenl types &i

ol'mlerfaccs including, for example. strcannng interface 200
and d&rect nu:mory access (DMA) uilerlace 204. A non-lim-
iting exmnple of a switching system and method that are
suitable for use with the present invention is described in ().S.
patent application Ser. No. 10/172.814 (entitled FLEXIBLE so
I/O INTERFACE AND METHOD FOR PROVIDINCi A
COMMON INTERFACE TO A PROCESSING CORE, Iiled
by Sw aroop Adusum&ll& cl al. on Jun. 12. 2002, which is now
U.S. Pat. No. 7,072,996, issued on Jul. 4, 2006), which is
hereby incorporated by reference Alternatively, switching
systeni 208 may be &niplemented using cnnventional
siv itches. Sii itching system 208 may provide a conunon bus
interface to packet en ines 228.

Morc specdically, sw&tching sysiem 208 may arb&trate
betw emu suc unu&gaud DMA &ntcrfaces to provnle a conunon o

inlcrfacc Ibr packet eug&nes 228 lo penn&l communication of
differing types ofdata overs plurality of bus types that &mple-
nient different bus protocols and/or standards ')he use of
switching system 208 with DMA interface 204 mny pemiit
packets and other data to be routed usi&ig direct memory &s

access among control processor 212, each ol'packet engines
228. and external memory such as mcmorws 106 and 108. In
onc cmbodimenl, indiv&dual packets may bc routed w&tlun
security processing systeni 102 using DMA

Switch)a system 208 may select the I/O pnrt or interface, io
including host interface 206, to use for data packers based on
the results ofcryptogmph&c or other security or nenvork pro-
cissu&g. For example. packets class&lied li&r Ibrv,arduig to
another destuiat&on after a security op eral&on (such as cncryp-
hon or ncw coru&ect&on vahdation) could be d&rected to the si
pmper egress port, while packet data requiring host inspec-
tion (such as I Ki . messages, or exception or initial packets fi&r

lira&vali classdicat&on) could bc rcd&rcctcd lo DMA utter(ace
2U4 In contmast to prior systems tint rely on external bus
interfaces to re-direct packet tratiic to vai) ing packet process-
ing dev&ces. the present inven&ion may permit simplifyingn&'ollapsingthe schema and protocols used, for example. in
firewall. routing. NAT and IPSec processing with the result
that lookups. transforms, and other appl&cat&on acuvily are
more cflic&enl. Poor systems typ&cally rcqu&rc context label-
ing or other data envelopment or taggn&g to nianage packet
workflnw among varying processing devices

Switching system Z08 may also include the ability to per-
form packet spannin . Spannin enemlly refers to a capa-
bility in maruging network data flow that duplicates a
selcctcd traflic flow tluough m& addiu one 1 port for analys&s by
a lraliic analyzer or &ntrus&on dclcct&ou system. Thc tenn
"spannmg*'ncludes ivi &hin its meaning, but is not necessarily
linuted to, fiuictionality associa&ed w&th the use of switched
port analysis (nften desiunated by the acronyni "SPAN" )

Un)&ke the all-or-nothing port duplication capabilities of typi-
cal existing network switches having a SPAN capability. the
spaiuung function of sw&&clung system 208 may sclccuvely
ident&fy flows of traflic and (hen stream duphcate packem or
other datagra&ns via l)MA interface 2U4 to contn&l processor
212 nr to, fi&r example. ano&her integral M I PS or associated
cmitrol processor (not shoivn) that may be included in secu-
rity processor 104.

Typ&cal data traific that will not be spanned (i.e.. non-
spanned lraflic) flov's from onc ol'packet eng&ncs 228 lo, Ibr
example, an output packet cacic (OPC) Thc OPC is an inter-
mediate buffer to switching system 2(03 for outgoing packet
traffic that will leave security processor 104 through DMA
interface 204 or streaming interface 20U. )1(i 9 is a block
diag nn illustrating the OPC interfaces.

At the OPC. this outgoing packet trafhc may be placed on
an active list (for cx mip1c. a 0 st ol 64-byte memory structures
remding u& lhc OPC) for lransmiss&ou out ol'uiterfacc 204 or
200 (for example. a PDlVLA or CiMII intcrfacc) The OPC may
be miplemented. fnr example. as an embedded n&en&ory struc-
hire or in external memory and niay be coupled behveen a
pncl et engine 2ZU and one of the external interfaces of secu-
rity processor 104. The use of the spanning feature is prefer-
ably con(igurablc a&xl may bc selected by the system or opcm-
tor. Tlus fcalurc is prcfi:rably &mplcmenlcd prunanly usu&g
thc OPC. FIG. 10 is an inlenml block ihagram illustrating thc
OP(L

More specifically, the OPC may include an output packet
buffer (OPB) menu&ry (e.g., a RAM) for bu(fering output
data. and a buffer control block (BCB). The BCB is typically
a scl ofpou&lars stored m memory (hat each rcfi:r to memury
locations of the output dale. Thc BCB may ma&nuiin meuidaia
si&cll iis, fo& cxiiulplc, slat(-oi-packi:t, cull-ol-packci, i:&ion

sequence munber, pointer to next )3('l3 in chain. and other
metadata. 'I'he l3C(3 is preferably used to manage the active
lists and the free list for the linked-list allocation scheme.
When logically dictated during the operat&on of security pro-
cessor 104 such as, I'or exiunple, in the case ol' live-tuplc
match result I)urn a loot up eng&nc, a NIDS cngu&c match to
packet type, or part&euler TCP slate, or some ollmr pa&lcm
v ithin a datagram that is of in&crest to the system operator, a
control bit nr tiag (sometimes referred to as a "SPAN bit'*

herein) may be set or some other notificat&on may be sent by
packet engine 228 to notify the BCB for packet data that is
transitu&g thc OPB mmuory, includ&ng thc output dcv&ce or
interface llmt w&ll bc used. When a packet thai will nol be
spanned (&.e., a "non-sp;m peel et") is s(ores) &n thc OPC, a
"DON) I" ting, for example. is set to zero for each such non-
span packet, mid each non-span packet may be queued fi&r
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cglcss ollt through tin tipproplldtc'. lntciiacc (l.c.. slrcauiing
interface 2UU or DMA interface 204)

After the memory pomted to by the 13CI3 is drained (1 e.,
data is read or outputted out of that location into another
location). the BCB "DONE" flag may be set to allov. the
memory to be overwritten. Alternatively, anorher method
may be used to move output bulpcr dutd from tlm '*acIive list"
to Ihe "frcc list". When a sprouted packet is sent to Ihc OPC
fmm packet engine 228. a separate bit may be set (this sepa-
rate bit is referred to herein as a ")VAN" bit) 'I he SPAN bit
ntay be used to initiate alteration of the behavior of the OVC.
The packet may be streamed out through the original targeted
egress interface (e.g., streaming interface 200 or darn inter-
face 204). but bcforc relcasutg thc data memory arcs poutted
Io by Ihc BCB. the data may bc draincx) out via a dcstgnatcx(
interface. for exaniple DMA interface 204 to control proces-
sor 212 or to host processor 130. After such a packet is
successfully duphcated using DMA interface 204, the 13CB

may be set to free the memory to be overwritten as descnbed
above.

In an alternate cmbodimcnt, thc BCB or some other
memory control mechanism could maui(sin 1m active hst and
a free list and place the active data blocks of OVI3 memory
(i e . re-ntap the pointers) fnsm the active list to the free list
when the packet rhta is streanied out When the SPAN bit is
set, the data would first be streamed to the altemare interface
(such as. fi&r example. DMA intefface 204) in addition to its
pnmary target output intcrlbce pnor Io moving Ihe data
blocks Io the Ibce list. After spanned data has been dramcd to
control processor 212 or host pm cessor 130„ the spanned data
is available to other pmcessors or systems for any desired
subsequent actions such as, for example, logginu, analysis for
intrusion detection, or tmsnscription.

The foregoing appmach may be patticuiar)y useful for
network intrusiou detection lunctions. When oim of the
delinixl actions lor a ceruiin packet Irdflic type is Io lo the
packet, the above approach pemuts security processor 104 to
act substantially as an ut-line tap, which perntits selectively
duplicatin streanis of data that may be of interest based on
specific pre-selected critena When NIDS 302 returns a
potential signature match to one of packet engines 228. and
that packet engine 228 is able to veufy Ilmt Ihc potenual
sigruiturc match is a true positive match, parke1 engute 228
may sct Ihc SPAN bit for the(packet so that it is duplicated Io
control processor 212 and/or host processor 130 as discussed
abm e I'his verification may, for example, be based on the
protocol of the packet or other appropriate criteria. Control
processor 212 and/or host processor 130, as is applicable,
may Ihmt run further analysis on Ihe packe1 or Ihe packet
stream. and/or may lorward it Io a cenIralizcd IDS collcmIor
for cntcrprisc intrusion dc(ection.

Alternatively, the packet or packet streain mav be re-di-
rected or duplicated to host processor 130 for further process-
ing. Such processing may include, for example. upper-layer
cross-packet analysis„packet nomtalization. data mangling,
or other operations. Thc packet may bc Ihrwarded out tluough
the appropnate utterfacc (e.g.. strcmmng interface 200 or
DItrLA later lilcc 204) after such post-dual)'sls oi piist-ploccss-
111g.

Packet engines 228 niay each be interposed betv een a
cryptographic core 232 and the switching system 208 as
shosvn in FIG. 2. Pacl et engines 228 may each comprise
nncroproccssors customized for packet opcranons such as,
for cx;mtplc, packet processing mtd classilication. Examples
ol'packet mtgincs suitable for usc with thc present utvention
are described in detail in U.S patent application Ser No.
09,'880.701 (entitled "METI IOD AND SYS1'EIM ISOR

HIGH-SPEED PROCESSING IPSEC SECURITY PROTO-
('OI, VACKlilg" filed by I.ee V Noehring et al. on.lun
2001), which is incorporated by reference herein. Iiach
packet engine 228 may. for example, process packets needing,
initial NAT processin and firewali table entry setup, process
packets corresponding to existing NAT and firewall tables,
and pmccss IPSec packets.

More spccilically. each packet engine 228 nuiy pcrfiinn
hash table lookups to a

fireival 

connection table entry, which
I o may contain state in fomtation. a rule to be applied to a packet,

optional security association inforntation. routing informa-
tion (for exampie. for M;AC overLay). Snd any application
level gateway (ALCI) packet man ling to be done

For outbound IPSec treflie, each pucket mtgutc 228 may
provide a pointer Io sccuuty association data for an IP packck
load a security association database entry into a local buffer
located on or off-chip, construct and add an outer IV header
and IPSec header, perform lifetime checks, and update an
associated security association iLstabase (SAD) entry (for

zo exmnple, the sequence nuntber and byte count).
For inbound IPSec Iraflic, ctmh packet miguie 228 may

locate an associated SAD entry by using a security pohcy
index (SVI) number from the IVSec header or by an )AD
address provided by the classification of the destination
address, protocol and SVI. In order to use the SVI number,
IKE firmvvare Z14 may define the inbound SPI number from
the API provided for security processor 104 durin security
association establisluncnt. Packet engutc 228 may then load
thc SAD entry into a local buffer, pcrlhmi anu-replay checks

so and lifetime checks. and then update the SAD entry I iach
cryptographic core 232 may remove tunnel IV headers, ESV
orAI I headers, and I (SP trailers. Ihe packet may then option-
ally be redirected throu h packet engine 228 for a firewall
connection table lookup.

Ss Packet engutes 228 ut FIG. 2 reprcscnt one or morc packet
engines tlmt may be provided ut parallel in six unty processor
104 Tlm optional prcsencc of addiuonal packet engines 228
is indicated in I'Ki. 2 by ellipsis 229.

Input and output buffers 236 and 240 niay be provided to
do couple each packet engine 228 to switching system 208.

Bulfers 236 and 240 may be„ for example, FIFO buffers. In
ouc mnbodimcnt, cuch of output buffi rs 240 may read contml
data prcltcudcd Io Ihc data payload as au in-band instruction
se1 Ilmt detcrmutes Ute distribution direction or interface of
the packet by sv, itching system 2U8 Input and output buffers
236 and 240 may each have a size of. for example, 16-32
kilobytes (KB). An alternative is to have a direct control
interface provided to couple each packet engine 228 to
swiIclung system 208. for ouI-of band signal utg of Ihc packet

o data distribution direction. Roughly stuting thc Ihrcgoutg in
another way, instrucuons nuiy bc scut cithcr Ibom a packet
engine 228 to switching system 208 either in-band. as
prepended control word~, or out-of-band, via a discrete con-
trol chmutel.

s. Packet engines 228 ntay be interconnected at the packet
lcvcl for piisslng 11 packet and dssocltltcd colltcxt illlolnldtlon
to other functional blocks or Io each other for spccilic pro-
cessing In parallel operanon. the individual packet cngutes
228 may each independently process discrete packets and

io forward the packets to other devices, such as cryptognsphic
processing cores or switches. Tsvo or more microprocessors
could. for example, be serialized to perform discrete func-
tional tasks as the packet trmtsi ts from onc I'unctional block Io
another Packet engines 228. in couluuctiou with crypto-

ss graphic cores 232 imd under the conunon control of control
pmcessor 21Z, ntay pertiirm. for exantple, firewal1 lookup and
statistics, Ipgec and secure sockets layer (S)I ) processing„



LJS 7,685,436 B2

quahty of service (QOS), traflic mano cment. and publm kcy
pmcessin . Packet engines 228 may be proaranunable
through registers (not shown), which Inay be configured by an
external driver or Initiahzation program I iach packet engine
228 may perform any needed datagmlm modification poor to
sending a packet out from security processor 104 For
example, packet engine 228 may wnte a MAC destutation
address to a packet as it streams oui ul processor 104.

In one embodinient. all incoming packets to security pro-
cessor 104 nlay be Initially processed by one of packet
engines 228 I:lch packet enpne 228 may classify the packet
based upon a lookup table result and then may apply a variety
ofoperations including. for example. forwarding with neces-
sary transform parameters to cryptograpluc core 232, or for-

wardingg

to control processor 212 fiir dpphcauon level pro-
cessing Such operations may further include overwriting
portions ofthe packet with new data such as, for example, the
media access control (MA( ) header for fom arding and the I P

header for NAT, and may also include dropping the packet. or
passing the packet tltrough security processor 104 to an egress
intcrfdcc. such as, for example, strcannng ultcrface 200,
Iirichailgcd.

('ryptoaraphic cores 232 may provide security processing
to perform. for example, IPSec and/or SSI, processing l sich
crypto raphic core 232 nlay pmvide high-speed fixed func-
tion encryption and authentication hash processing, for packet
data. Each cryptographic core 232 may receive instructions
dnd key address information aflixixl to a packet fiir applying
dppropnate transforms. Examples ofcryptogmphic cores 232
suitable for use with the present invention are described in the
fillloiving U S patent applications, all ofwhich are incorpo-
rated herein by reference Ser. No. 10/144.004 (entitled
"SINGLE-PASS CRYPTOCiRAPHIC PROCESSOR AND
METHOD" filed by Satish N. Anand et al. on May 13, 2002,
winch is now U.S. Pat. No. 7,266.703. Issued on Sep. 4,
2007): Ser. No. 10/144,332 (enutled "SECURITY ASSO-
CIATION DATA CACHE AND STRUCTURE" liled by
Satish N. Anand et al on May 13, 2002); Ser No. 10I144,1')5
(entitled "APPARA'I'IJS AND Mli'I'IJOI) FOR A JIASJI
PROCESSINCT'YSTEM US]NCT MULTIPLE HASH
STORACIE AREAS'* bled by Satich N. At)and on May 13,
2002, winch is uow U S. Pat. No. 7 213,148, issued on May I,
2007); and Scr. No. 10/144,197 (cntitlcd *'APPARATUS
AND METHOD FOR A HASH PROCESSING SYSTEM
USIN(i IN'ill(IRAI'I:D Ml!SSAGJ'. DI(rl'Si'ND
SIICURII IIASII AR('II( l1!("I'URJ',S" filed by Satish N.
Anand on May 13. 2002)

It should be noted that each crypto raphic core 232 is
preferably accessible only tluough a corrcspondm packet
cnginc 228. Altcmutivcly, several packet engulcs 228 may
access a single cryptographic core in a round robui or other
arbitrated flow mechanism Accordingly, all or substantially
all packet and data flow may return to the corresponding
packet engme 228 from crypto raphic core 232 prior to out-
put from security processor 104. Also, in a preferred embodi-
meni according to thc present invention, all I/O data to sccu-
wty processor 104 transits onc of cryptographic cures 232
w'hcthct or not thc ild to ucix! I cncrvptlolt/ilccrvptiiiu or other
security processing After exiting cryptographic core 232, a
packer may be assigned its distribution directions (for
example, to a destination of one of sevemll streaming inter-
faces 200 or control processor 212) by packet engine 228 for
disu ibution through sw itcluug system 208.

Streaming interface 200, switchulg system 208, packet
cngincs 228 and cryptograpluc cores 232 may provide list
path data floiv for security processing systein 102. This fast
path data flow may provide both fireivall and vimial private

network (VPN) functioitality along with network uiirusion
detection functionality as described further below. ('Ontml
pmcecsor 212 and firmwar 214 may provide all or substan-
tially all control for these

fireival .

VPN and network intrusion
functions.

Initial packets for a data fklw may transit from packet
engine 228 and cryptographic core 232 to control processor
212 for an Initial classilicntion. Control processor 212 may
perform firewall, NAT, and routing classification for the

in packet, and further nlay create a connection table and hash
entry in memory 106 filr use by packet engine 228 on subse-
quent packets in the data floiv. Tlus may include the building
of more than one connection table entry. depending on the
application. Examples of tlus include premnpuvcly construct-
ing inbound and outbound mttncs, as well as a data channel
entry for certain protocols ('ontml processor 212 may also
tugger IKII processing as a result of the classihcation of the
initial packet

The connection table entries above provide a mechanism
Io that allows the acceleration of security operations, such as

lircw all or NAT decision processing for packets. Coiuicc (ion
cntilcs univ hdvc II rchituulshlp (for cxaniplc, ouc-to-onc oi
many-to-one) to IPSec SAI) entnes in support of Ipgec
openltions as a result of classification

('ontrol processor 212 nlay provide control plane open-
tions for security processing system 102 and may run an
embedded operating system or simple tasl scheduler to
handle complex packet dpphcations such as, for example.
Iirevvall and uttnision detixuon system apphcations, a TCP/

io IP stack mcluding routing hinctions, and support applications
such as IKE and user interfaces filr configuration, filr
example, from host pmcessor 130. 'I'he use ofcontrol proces-
sor 212 in the foregoing manner may permit the complete
containment of all key eneration. public I ey and symmetric

lc key encryption and decryption processing witlun thc hard-
ware of scmunty processing system 102 mid within crypto-
graphic boundary 112. Conuol processor 212 allows thc flex-
ibihty of general purpose processing for non-real-tiine,
demand-driven or OS-based applications to be executed

do Modulo/expo engine 216 may be coupled to local data bus
210 to proc ide processing for streaming and modular expo-
ncntiation. Control processor 212 may provide pubhc kcy
macro acceleration by providulg prc-processing for modulo/
expo engine 216, wluch would permit host processor 130 to
requect high-level public key acceleration calls that are
handled coinpletely by security pmcessing system 102
Modulo/expo engine 216 may be made accessible to control
processor Z12 and also host processor 130 The interconnec-
tivity ofopcrauons tluit may be provtdcxJ by control processor

o 212. spccilicdlly thc providuig ofkey managcmcnt functions,
nlodtilo. cxpii engine opcrdtlou dud locill access to cucrvptctb
pmtected memory, allows security processor lt)4 to keep all
unprotected cryptogmphic keys and operations within the
boundary of security processor 104 In other embodiments. a

I. dedicated key managentent processor (not shown), wlfich
maybe coupledto local databus 210, andassociatedlirmworc
may bc intcgratcd and made accessible to modulo/expo
mtguic 216 in Ixhhtion to or cvcn in tlm absence of contml
pmcecsor Z12

io liirnuvare 214 may be executed by control pmcessor 212
and may provide operating system soflware and other sofl-
v are to provide IKE and other functions and additional func-
tions known to one ol'skill ul the art. Control processor 212
may bc. for example, a gcncral purpose processor such as d

sc 32-bit RISC processor. Other types ol'processors may also be
used. Other sofnvtme stored as part of firn)ware 214 may be
used to penuit control processor 212 to provide VPN, fire-
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w all, ulu u sion detccuon/prcvcnt ion, and SSL protocol com-
munications, virus protection. digital rifrdtts management,
content Iillcnu . access control, vcnfyulg of applicallon
integrity, and management ofpublic key infrastructure (PKI)
exchanges.

Additional sofiv are stored as part of fimtivare 214 may
pi nuit d v: i ilc 1 du i I)'f0 its a ad lvs is I it ac lions 1 ac lit dnl, lot
exmnple, packet analysis. pattern matching, or other data
arui lysis. Statistics may bc gcncra1 cxf by such functions and/or

ill
other hlnctionc and the results communicated to host proces-
sor 130 or another device (not shown) for central data collec-
tion of activity on devices coupled to internal netwoi'k 116.

Firmware 214 may include control plane sofiv, are 01st runs
on control processor 212 The control plane sofnvare may
communicate with the data plane sofiware usillg a set of
application pmgram interfaces (APIs) and a message-based
protocol. The data plane soflware may include forwarding
software responsible I'or perl'ormulg lugh-speci p mkel pro-
cessing that handles the data plane steady-state portion of
nctworkulg apphcduons. such as, lilr example, IP packet for-
warding protocols 'I he fiulctionalitiec provided by security
processing system 102 may be chan ed and/or updated by
updating firmivare 214 Such updating may be done. for
cxmnplc, as new industry or govcnuncnt security suindards
dre dcvelopcd or modified. Also, Ihe rcsourccs devoted Io
each of Ihe cecunty and networking pa)ceasing hulctions may
be customized for each host computing device or by the
location of a device on a network. for example a location at
either a gateway or at an edge of the network. Ill

Security processor 104 may ulcludc rmldom niunbcr gen-
erator (RNG) 218 aud timers. universal asyncluonous
receiver,'transmitter (OAR I'), and general purpose I/O 2213

coupled to local data bus 210 RN(i 218 may be a true digital
random-nunlber generator RN(i 218 may be made available
to control processor 212 and also to host processor 130.
Tmlers 220 may operate most operations ul thc core ol'ecu-
rity processor 104 mid may run. for cxmnp le, at a frcqu cncy of
about 160 MHz. A scltaratc rcfi rcnce clock (not shove n) may do
be coupled to control pmcessor 212. ivhich may be bridged to
the security processor 104 core, and run, for example, at about
250 MHz.

Security processor 104 optionally may ulcl u dc anli-I mnpcr
sv'sti nl 224. Anu-Iainpcr s)'steal ls conti tilled by control pro-
cessor 212 and may mclude detection circuits for voltage,
temperature and physical probing fonna of tampering. More
cpecihcally, anti-tamper system 224 may comprise hardv are
tamper circuits and firnnvare routines to checl the integnty or
health of stored flash content. The firmwar routines may cn
check the gcncral ultcgnty or lmd 1th of the flash content using,
for cx;mlplc, both DES-MAC orAES-MAC sccunty methods
or other hachin and authentication techniques Anti-tanlper
systenl 224 nlay be implemented as a network of detection
circuits tied to a fail-safe fault collector (not slxlwn).

Trmlsldtor 226, wluch may be. Iilr example, a ste dno ra-
phy translator or another memory obluscation device or
mlcrypuon translator, such as an cncryplion filter, may
optionally be coupled to local memory interface 202 to use
knoivn steganographic or encryption tecluliques, as appli- io
cable to the type ofdevice 226 uced. in the writin and reading
of security keys and other data to and from memories 106. 108
and/or 110 For example, an cncrypiion kcy of, lbr cxiunple,
abou1112 bits may bc dmtnbutcd ul an SRAM mmnory 108 in
a data block size of; for example, about IOO,OOO bits and only sc
be retrievable from nlemory I 08 us i no a translation elgorithnl
implemented in sofhvare in translator 226

Encrypted Memory System
A hardware encryption path may be included between

local data bus 210 and a menlory controller block in security
pmcecsnr 104 'Ibis path may consist of iwo main compo-
nents: (i) an encryption DiVLcc block (ED') that may be a
v rite-only path between a local host and off-chip memory
(e g., memory 106) Ibr securely storing SA (security associa-
tion) kcyulg matcnuh;md (ii) ml '*ER" block that may bc a
read path from the nlem cry co nt nl ller block to the block from
which a calling fiinction is originating (for example a cryp-
tographic function running in cryptographic core 232 that
uses SA keys for IPSec processin ). The hardware encryption
path ns described herein may in eneml be usehd with any
ofllchip memory, ulcludmg for example. memory 106. 108.
or 11 0. FIG. 12 is a block diagram i flu stra uug the relationship
in this enlbodinlent betiveen the I IR block, the I:DMA block,
cryptographic core 23Z, and nlemory 1'he division of
menlory access shown could be physical (block connection)
or logical (access to targeted address ranges that are
encrypted). The EDMA block may consist of several blocks
iucludulg anAES cncrypuon block (e.g., 18-round AES wlfll
a 64-bit block size), an address expansion block, a control
block, and a configuration block 'I he I:DM A may sit between
DMA mterface 204 and an "AI II3 master block'* (see ll(iS. 6
and 7), which is coupled to the nlemory contmller block (ac
discussed in more detail below). As discussed in more detail
belov and as illustrated in the hgures. the AHB may be an
iuterrml AMBA host for thc chip AMBA refers to thc
Advanced Microcontroller Bus Architecture.

'I'he EDMA block monitors signals front. for example,
I )MA interface Z04 to determine if the current write request
from DMA interface 204 to Ihe AIII3 master block is. filr
exmnple, for an IPSec SA, and/or SSL SA. or for a transfer
v hich does not contain any SA ducts. This distinction may be
controlled by tcco conuol bits ln a control word assoctaicxf
with DMA intcrlhce 204 and used for each trmlslbr. If Ihe
trans fi r is I'or an IPScc SA, the EDMA logic may hold off the
request going to the A I I f3 master block until the AI IS block is
ready e.g, when the initial I 0 rounds of AI 'S processing are
complete). TheAES block inay use the SA source address and
an lnternaliy generated key (K) to complete the mitial 10
rounds. On complct ion of'Ihe 10 rounds, 64-bits, for example.
ofCipher Text 0 (CTO) w ill bc produced, and thew mtc rcxfu cat
will be allowml to pass to the AHB master block. The AHB
master block will assert its read sigttal and the first 8 bytes of
data (a Basic ('onunand (yord [II('WJ. which is control data
not needing confidentiality protection) will be allowed to
trmlsfer as cleartext. On each of the remaining transferc, the
AES block will step onc round of Ihc AES algontluu pcr each
transfi:r, and Ihc data w 111 bc XOR'cd with CT„(CW... 8) Io
produce a value EDlVLAC[DSIS„] (n=O... 8) fora total tr msfi r
of 80-bytes, of ivhich 72 bytes are encrypted. The IIDMA
preferably will not encl)pt any transfer where the source
address equals the destination address.

The ER block may provide a path from memory 106 (e.g.,
ofllchip SA DDR) to cryptographic core 232 for dccDptulg
SA's tlm1 arc loca tcxf w lthul memory 106 Thc ER block may
consist of scvcral blocks including an AES mlcryption block
(e g, I g-round, 64-bit Al:S). an address expansion block. a
venable Ill FO, a control block, and a configuration block 'I he
ER block may be located between the callin functional block
(e g., cryptographic core 232 or another block) and memory
106 The ER block may bc read-only, or lt mny bc read-write,
if accessary Io, for example. copy back state lnl'ormatlon.
FIG. 11 is a block ifngram illustrating the ref au ouslup ul tlus
embodinlent of the I iR block to the cryptographic core and
nlcfnory
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lllc ER block may monitor thc calhng functional block's
request siguials to memory 106. Ifthe request is a read. rhe ER
block will hold off thc completion of ihe read by dc-assn«ing
its ready sianal ("JiR rdy") to a memory arbiteruntil the AJ'IS

block is ready (i.e, when thc uutml 10 munds ol'hc AES
algorithm are coniplete) 'I'he memory arbiter (e.g . a RAM
arbiter) brokers access requests from the requesters of
memory (e g . a M I PS processor. one of packet engines 228,
or cryptogmphic core 232) Signal ER rdy may be transmit-

1 I itcd to thc mmnory controller (scc the "CRA" block ui FIG.
12) from the EDMA or the ER control element.

1'he Al!S block may use the SA source address provided
front the interface to cryptographic core 232 and the K key to
complete the initial 10 rounds of thc AES algontlun. On
conlpletion of the 10 rounds. 64-bits of Cipher Text 0 (('TO)
will bc produced and thc ready signal (ER rdy) may be
asserted allowing the read request to pass to the memory
arbiter. Thc nu:mory arbiter will esse« iis data ready signal
and the hrst 8-bytes of data (the 13('VV) v;ill be allowed to lc
transfer in the clear. On each of the remaining tmnsfers. the
Al!S block lvill step one round of the (if-bit AEIS algorithnl
per trmisfer. and the data will be XOR'ed with ("l„(n 0
8) to produce values E la(Data 3 (nW... 8) filr a rotnl transfer
of80 bytes, ofwhich 72 bytes are decrypted. More generally,
thc ER block may decrypt or encrypt to arbitrary oil'sets pcr
each read or wuie request, intermuigling dale slored in the
clear with data stored in an encl)3«cxJ lomi so as to make a
clear text delivery to the callmg functional block.

Now discussing an encrypted hardware path accordin to lti

the present invention in more detail, an encrypted memory
system may bc nuplemcutcd as a multi-block systmn tasked
w iih ihe selective encrypuon ol memory structures io prutcct
data that nlay reside in off-chip memory (e g.. memory 106,
106. or 110, as mentioned above) from use by an)thing other ls

than the intended block and/or logic that resides in the systenl
itself. It is particularly useful in encryption devices and apph-
cations such as with the IP Security protocol where one
wishes to achieve FIPS 140-2 level 2 or snnilar levels of

40protccuon for data and process contcnm.
1'he specitic embodinient of the present invention dis-

cussed here preferably has two primary blocks. First. the
EDMA block may provide logic and a protected path from,
for example, a host gmieral purpose DMA interlbcc to thc
memory controller. This is thc path over winch tlm mlcrypted
data may be wnttcn to memory. The utility of thc EDMA
block is to provide a method of inserting data into menlory,
encryptin it enroute. Second, the JJR block inay provide a
fast decryption path for data read from external memory. The,„
ER block is accessible only to trusted requestor blocks within
thc clup, making retncval aud decrypuon ofcertmn protcctcd
memory data discnmuiatory, based on purposel'ul hardware
design. An encryption kcy K may be usccl lilr encryption and
decryption ofthe externally stored data K is prefensbly inter- i.
nally generated at mitialization and not visible nor accessible
outside the system.

Data Rcprcscutation Conventions
11(i 5 illustrates the data representation convention used

herein for purposes of explanation Other conventions maybe co

used in different embodiments. Throughout the description
herein, all data vectors and one-dimensional data strucnlres
arc rcprcsentcd with thc Most Sigiulicant B«(MSb) in the
lcfimosi position aud tlm Least Sigiulicant Bit (LSb) in the
rightmost position. All two-dimensional data structures are ss
represented with the MSb in the upper leftmost position and
the I,Sb in the lower rightmost position

16
EDMA Block (GDIVLA to Off-Clup Memory)
'I'he ill)MA block may pmvide a write-only path between

a local host or other data generating device and the off-chip
menlory for securely storing protected information, such as
SA keyui material. It may consist of several blocks that
include an N round B block AES encrypt (where B is the
wnlth of thc memory ulicrface). address expansion, control,
and conliguration. An AES algontlmi of 128-bit kcy size is
typically used thougJi other key sizes may be used with the
appropriate adjustment in key expansion rounds. I.ikewise,
some other streamin or block cipher nlay be used in an
alternate implementation. The EDIvLA block sits between the
interface from the data path and the bus to the memory con-
troller In onc implemcniauon tlu: EDMA may be located
bctw imn the "GDMA" block and the "AHB" block (scc FIGS.
6-8) I'he (il)MA (general purpose l)MA) block nlay inter-
face the internal orextemal host totheAIII3 1heA1113 master
is the mechanism for the functional block (e g., the (il)MA
block or packet DMA (PDMA)) to take control of the bus for
signalling and data transmission Alternatively, in a multi-
path Qarallehung) design. the EDMA block could be locatcxJ
bctwimn ihc GDMA Slici0 (gda scltcc0) aud thc GDIVLA
nniltiplexer (mux) as illustrated in ill(i 6.

I'he EDMA block monitors the incoming data bus (e.g,
(il)MA signals) to determine if the current wnte request is
protected data or a transfer which does not contain any pro-
tected data. Tins distinction may be controlled by signaling,
for example, iwo control bits ul a GDMA contml word for
each translbr. Thc signaling may also dctermuic whcthcr or
not there is an offset to the beginniim ofencryptiim, allolving,
a block-sized multiple of clear text to precede the encrypted
data in a single transaction lf the transfer is to be encl)pted,
for instance for an IPSec Szk, the EDMA logic will hold off
the request going to the AHB Master until the AES is ready,
that is when the iniual 10 rounds of'AES are complctc, and ihe
blockmultiplecleartcxtolfsetisreachcd,ifitcxists. ThcAES
block will usc the uiconnng

data 's

Source Address (M) and K
key to complete the initial 10 rounds. On completion ofthe 10
rounds, 13 bits of('ipher 'I ex t 0 (("I 0) wi 1 I be produced aod the
write request will be allowed to pass to the AHB Master. The
AHB Master (in this example) will assert its read signal and
thc first 8-bytes ol'data will be allow cd to transfer. On each of
thc rmnaining transfers the AES block will step oue round of
thc AES algonthm pcr transfi:r mid the chits will bc XOR'od
v ith ( 1'n (n 0. i) to pmduce Eccji)stan) for a total transfer
of nxg bytes beino encrypted. 'I'he Jil)MA block will not
encrypt any transfer where the source address equals the
destination address. A nlore detailed blocl diagram is illus-
trated in FI( L 7. The sections below descubc each of these
blocks in morc detail.

RND„„,
I'he RNI)„„, value will be initialized during the boot-up

sequence as a 64-bit (or block size) random or pseudo-win-
dom number and then written to the EDMA RND„„, register.
The RND,„„ lvill be XOR'd with the cipher text XOR data
and then bc sent to ihc EDIVLA mux. proviihng additional mix
protection to nutig sic thc w eaknc as of **to 000 or FF F" w n tea
to ntcntoty.

Al '5 64 I incryption I ilock
'I'he

A I .8 block preferably uses a reduced block size, 64-bit
blockAES (128-bit key) algoritlun as defined in the Appendix
to this appiication (AES(i4 Speci«cation). Although the
embodiment of the prcscnt invcntiou is discussed in thc con-
text of this specific AES algonilun. onc of skill in the a«w ill
recognize ilia( other nlgoriiluns (c g., other(ha«AES) may be
used in other embodiments Although in the Appendix the
munber of rounds tilr the Al ig algorithm is defined as 10. tilr
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the EDIyeft( or ER blocks the AES64 may bc exlmided to
support an 1 0+ n round cipher. as determined by the size o f the
encrypted data transaction. I 'or more detail, see the fnllowing
table

ylt

miutd!
totutd I

miutd!
totutd I

S tttt By'tcs
Slut'tRo
MO.Coiunut
AddKcv

t Ittttl It

t tutd n
t Ittttl It

t tutd n

sul&Bytes
s'h itRoas
(No M xColumn On Last Round l

AddKey

lite output of rounds II fluough n will protlucc CTu
tluough CT„which will be used to XOR with the eight byte
blocks (for a 64-bit memory width) of the data transaction
being written to off-chip nleniory An initial, block multiple
a mo un I ofdata may be allowed to pass in the clear prior to the
active encryption, based on any offset proymnmed into the
Il'almactlon sipla)ltlg.

EDMA Address Expansion Block
1'he address expansion block takes nin-bits of address data

together with some amount of K data and pmduces block-
sizcd bits of address expansion data Iiyr input to the AES
block. The address expansion block may use S-Box and
E-Box functions to accomphsh Ihe expansion. (hough other
substitution or cxpaimion algonlhms nuiy be used as long as
Ihey uilroducc suflicimil vanabilily. Thc address is lypmally
expanded through the Ii-13ox or some other expansinn func-
tion Some mixing hits are selected from K and run tllrough a
nunlber of S-Box*a or some other substitution function to
produce data that will be XOR'd with the expanded address
aced Ibom thc E-Box. Thc output Irom the XOR is lien
appcndcd Io Ihc address (or dale that is address depmidant) to
forms blocl -sized amount ofoutput (ax da(a[B:0]). In more
detail. in formula fiirnl

ax data(B t.il — (sdnty EDMA atnenorrlm, fil

X,(IB-at, Ol)

ER Block (Cryptographic Core to/from Security Associa-
tion (SA) Memory)

The ER block (e..„ for a four-chiumel slice) provides a
read-only (c.g., IPScc) path from ofl-clop memory to the
funcuonal block or dcvicc readuig the memory. for cxiunple,
in the case where cryptographic core 232 would need to
decrypt SA's that are located within off-chip inemnry. It may
consist of several blocks that include an n-round. B-bit AES
encrypt. address expansion, variable FIFO. control. and con-
fi umtion. The ER block may be located between the
memory-consuming function (e.g.. cryplograpluc core 232)
dnd off-chip memory as illustrated ui morc detail in FIG. 8.
Multiple function blocks or devices may have their ov n or a
slmred l(R block to memory.

'lhe I IR block nlonitors the calling block's request signals
to the off-clup memory. I f the request is a read. Ihe ER block
will hold off the completion of the read by de-asserting its
ready signal (ER rdy) to a memory arbiter until Ihe AES
block is ready (i.c.. when the iiulml 10 rounds ofAES64 are
complete). The AES block will use thc memory Source
Address provided front the cryptograph(c core interface and
the K key to complete the initial 10 rounds of Al IS64 On

completion of the 10 rounds. 64 bile of Cipher Text 0 (CTO)
v ill be prnduced and the ready signal (IIR rdy) yvill be
asserted allowing the read request to pass to the memory
arbiter. 'I'he memory Arbiter yvill assert its data ready signal
and the data will be allowed to transfer. I fan offset is included
in the request signa). then a block multiple of data may pre-
cede lhc decryptcd mfornuilion in thc clear. On each of Ihe
remauung transli:rs the AES block will step ouc round of Ihe
Al:S algoritlun per transfer and the data tvil1 be X OR'ed yvith

ln ('I'(n 0.. 8)topmduceliln[l)stan] foratotaltransferof
8xn bytes being decrypted

Host Configuration Interface (I/F)
A host configuration interface provides read/write access

to local collliguralioil tilltl sldlus registers.
RND„„,
'I'he RNI)„„, value will be initialized during the boot-up

sequence as a 64-bit (or block size) random or pseudo-ran-
doni number and then be yvritten to the I:DMA RNI)so, reg;
ister. The RND,„„yvill be XOR*d with the cipher text XOR

zo data and then be sent to the EDMA mux. pmvidin additional
nux protection to nutigdic the weakness of "lo 000 or FFF"
wnles lo memory.

Al ig I incryption 13lock
I'heAI!8 binck prefensbly uses a reduced-block size, (i4-bit

Al:S algorithm as defined in the Appendix to this application
(AES Specification). Although the discussion in the Appen-
dix defines the number of rounds as 10. for the ER block the
AES block ts able Io suppon a 10+u round ciphers whcrc n
rcprcscnts thc number of bus width blocks ol'emory Io bc

io retrieved
I tR Address Expansion i3lock
'I'he ER address expansion block may be implemented in

the same way as the EDMA address expansion block.
Network Intrusion Detection System

is FICi 3 illustrates a morc-detailed I'unctional block diagram
of a network intrusion dc(ection systmu lha( may be used in a
portion of sccunly processor 104 in accordance with an
embodinient of the present invention. Iil(i 3 illustrates. tiir
example, three packet ermines 228 in parallel and each con-

do nected to a cryptographic core 232.
Network intrusion detection system (NIDS) 302 has taps

303 that may couple to thc input/output ol'ach of packet
miguic 228 and cryplograpluc core 232 pair. Signature data-
btme 304 ts a delincd scl ol'atterns stored in on author
off-chip memory NIBS 302 attempts to nlatch parts of the
data stream (fnr example. the header. payload. or trailer)
a ainst the stored set ofpatterns.

According to the present invention. by passin all I/O
traffic lo host processor 130 and/or uitemal network 116

o tluough secunty proccssmg system 102, aud including NIDS
302 within system 102, undesirable intrusions may be
detected in-line v, ith such I/O tmflic, such as, for example, it
passes through an NI(1 liy being in-line in this manner,
intrusions identified by NIDS 302 may be stopped in the I/O

o. traffic floyv and any further related improper intnision pre-
vmilixl ffom passing to host processor 130 and/or uilemal
network 116.

Each computer or computing dcvicc (not shown) con-
nected, tiir example. to internal network (16 may be protected

to by security processing system 102, such as. for example,
using nn NIC containing security processing system 102 for
all VO traffic for each device. Each such distributed NIC mny
conumuucale wi(h a cmilral scrvcr (not shown) conncclcd lo
iulcnml network 116 to ncmumtlatc pcrfomiaucc. sccunty,

ds network processing and other dani rclalcd to acuvilics
reported by each such security processing system 102 Addi-
tionally, such accumulated data tuay be processed and/or
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analyzed by the ceu&ral scrvcr and then nev, or modified
control signals sent to all, ore selected portion„of the security
pmcessin systems IU2 of each device on internal network
116

Having a tap on each of the input and output paths to each
cryptographic core 232 permits the capture ofclear text pack-
c&s ciiher befiire or al'tcr eucDphon, dcpcntiu&g on whe&hcr
thc packets are u&bound or ou&bound. Thus, signa&ure ma&ch-

ing may be done on clear text data NIBS 302 may flap a
packet as bavin a potential signature match to a pattern in in

signature database 304 'I'he flagged packet may either be
dropped (and the flow of subsequent packets in the same data
flow stopped) or continue to its next destination. with a lo-
gmg rcpo&t to host processor 130 in ci&her case uid&catm thc
sta&us ol &hc packe& Also, &n addinon &o bcmg scut to»s ncx&

destination. the flapped packet may be redirected or dupli-
cated and receive further sloe path pn&ceasing by contml
pmcessor 212 1 he logging report may be used to form an
audit trail for collective or heuristic analysis and future packet
inspection by a centrahzed into&sion detection system or &o

other process or dcv&cc Il' packet has been idcnfificxl as
undesirable. &ntrus&ou prevent&on may bc provided by drop-
pin related future packets &n packet engines 228

NIBS 3U2 may be coupled to a separate control channel
305 coupled hack to one or more, and preferably all, ofpacket
engines 228. Control channel 305 is a special path to send
packets that have been flagged by NIDS 302 to the control
plane on local datu bus 210 (and then op&ionally on to hos&

processor 130) for logg&ng or other athmmstrauve tasks,
inc)odin, for example. prov&duig data for use by a network &o

a&hninistrator in managing and improving netv ork intnision
detection and prevent&on by security processing, system 102.

Flaggin ofa packet or a packet data structure may be done
by setting a bit flag in a control word corresponding to the
packer By cxamu»ng tlus bn flag for a packe&. control pro- 3&

cissor 212 may d&rcc& the packet (o a cer(ain loca»on for
logg&ng. Results I'rom packc& ciassilication pcrformcd by
each packet engine 228 (for example, to determine that the
packet is nenvork file system (NI'S) tratfic) may be used to
select from one of many ndes sets or sifniature sets in signa- so
n&re database 304.

Bascxi on compansous &o the sclec&cd rules or s&gna&urc

sc&s. conuol charu&el 305 may uid&cate onc or morc (ypcs of
iniual po&en&ial &n&rus&ou v&olations assoc&atc&1 v»h a packe&.
After indicating flapped packets to one or more of packet
engines 228 through control cham&el 305. each packet enguie
228 may further classify the packet by comparison to the one
or more types of other potential intrusion violations prov&ded
for the packet by con(rol cha&uicl 305, and use mfiinna&ion
from prior classilicut&on proccssuig li&r thc p mket by the o

packc( cnguic 228 to narrow or climuia(e thc sct ofpotcnhal
into&sion v&olations

Packet/Data I 'low
FI(k 4 dlustmtes a simplified flow d)a(&ran& of typical

packet or data flow for one embodiment of security process- ss
ing system 102. Each packet cnguic 228 may compnsc a

peel et processor aud a class&iieet&on cnguic. Circles 404 and
406 generally correspond (o (hc liuicuonahty prov&dcd by thc

classification

e ine and the packet processor, and such func-
tionality is referred to herein as classification engine 404 and to
packet processor 406.

Cka as ification engine 404 may provide lookup and

dec &

sion
logic for. among other things, secuuty policy da&abase (SPD)
lookup. Iircwall connect&on table lookup, NAT uible lookup,
routing, m&d 1&mi&cxt apphcation level gatev;ay (ALO) rule si
application and data mangling Any or all of the foregoiag
classihcation engine functions may be subsumed in a single

conn&mt&on &able en&ry. Once mi initial data flow & s defined. the
foregoing classification engine fiuictions niay be made inte-
gral to the data flo&v

Packet flow through security processing system 102 typi-
cally be ins when a packet enters switching system 208 via
one of streaming interfaces 200 or DMA interfaces 204. Each
packet may be u&scr&cxI uno m& ac&ivc 1&s& wan&ng for &he ncx&

ava&lablc packc& cng&nc 228. Thc same ucuvc list may bc an
insert&on path for control processor 212 to direct packet tratfiic
into a packet engine 228 Re ardiess ofdestmat&on, whether,
for example, it is to stremning interface 200. host interface
206. control processor 212. or a loop through a pacl et en ine
228. all packet data prefembly flows to a packet engine 228
and then &o a corresponding cryptograph&c core 232. Taggu&g
of the packe& upon ingress (o the packet miguic 228 may
deternnne the egress path from cryptngraphic core 232 More
speciflcally. the incomina and outgo&ng packets may be pro-
vided w&th a tao upon ingress to one ofpacket engines 228 and
the tag may be used to detemiine the egress path upon exit
from the corresponding cryptograph)c core 232.

Classification hash loot up data and a detailcx) co&uicchon
flow table and sec uri& y policy/association da (a may be s(ored,
for example, in memory 106. Upon receiving a packet, packet
engine 228 may find a match in the corn&ection table, fetch the
cminectinn infi&rmation (includuig SAD information as
appropnate), and apply the appropriate n&les and transii&nns.
This may inciude fo&warding the peel et to control processor
212 If no match is Ibund u& the connccuou &able, then thc
packet &s preferably forwarded &o control processor 212.

Outbnund packets may be buffered after tmnsit through
packet engine 228 and cflpto raphic core 232 for sending out
to streaming interface 20U or to host interface 206 Outlx&und
packets may have made a single tnp tluough packet engine
228 and core 232, may Imve made a second trip throu/&
packet cnginc 228 and core 232 af(cr poor proccssuig by
control processor 212. or may have mades second &rip

tluuugh packet engine 228 for lircwall &nspcct&on foliowuig
decryption in cryptographic core 232

Init&al packets needing class&fication to create a NAf
looimp table entry and/or fire&vali connect&on table entry may
be fonvarded to control processor 212 for processing. then
back &o class&lice&ion cngmc 404, and then to packet proces-
sor 406 poor &o ou(pu( Ibom s&xunty processor 104 (unless
dropped in accordanci: with thc lircwall rules &n cffi:ct). If
such initial packets also need IPSec process&ng. they may be
fo&warded to packet engine 228 after init&al processing by
control processor 212, then back to an egress interface.

For packets that are already in an existing &kata flow, for
example, already having co&u&ection table m&tries or NAT
global mappuig u& exis(m&cc. a successful lookup may resul&

iu a dircc& forward&ng to packet processor 406 for modilica-
tion, and then classification by classihcation engine 404 tbr
egress from security processor (U4 Outbound Ipgec packets
in an existing flow transit to packet engine 228 and crypto-
gmphic core 232 after egress classification and firewall
packet processing. Inbound IPSec puckets u& an cx&stuig flow
arc Iorwardcd to peel et cngmc 228 aud cryfnograpluc core
232, &hen to thc classification cnginc 404 m&d packet proces-
sor 406 for SPD validation, muting, and optionally. firewall
and NAI'mcessing prior to egress

Appi&NI)IX

Au APPENDIX is u&eluded at (hc cnd ol'ius apphcat&on,
wh&ch &s incorporat&xi by rel'crencc &n I'ull hcrcui. The
APPIINDIX describes the Al!864 algouthm referenced
above/I'he APPI!NOIX presents &nfi&rniation regarding a spe-
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elite iilgotllhni and Is nol alii:nil&xi !0 bc'. hnuung ul anv way'.
Other implenientatio ns of the present invention may be made. APPENDIX-continued

('N('I d Jg ION

Appi(NI&IX

(ALS64 Spec ficat onl
RFF The 1«lndacl Block Cipher (Inan Danncn sud Vui ent Riimenl
I&it&0

Tlus p &per d&ncubcs acodcbnnk alfonthui dcuotedAES64 AES64 Inc(i 10
. &Mm«dflomA! S(fun« lv:II dl«inh li. p I .: «6 d

bio k sir o(64b ts slttiu rt Abq s I fm d fmbt k. s I'I 8,
19,: 6 6 bi&,aa fih up i,i ms:q ply q ally lli: bl 1

of64bts, thih p sebi c«p& f&h Shflfl
usnsf'mit on s nce tlus be omes snmen hit tuv al ter the AES64

we f ma bytes pe& mw. sluftRow() has been char&gad to cperate nn
n bblesw thn i row uisteadof bytes These iu tyo(AES64&estson
the widcl acccptcd scwuitv ot'AES
For AES64. c specify thc folln u&8. paranietcrs.

ill blncksize 64 bits (8 bytes i

121 key Icu th 128 bits H 6 bvtcs)

&4! I.M'n(I.I I u i (ud B ki
40

Tlumuhout th s note as well as the sc n&nptui, n snurce ode an
y.&luce are v cued ss byte sequen es

Bio k BYTE*a=(ati.ila .a7t
Ke, BYTE*k = (kq kl k2 kit)
Expuidcd kcy BYTE "W = I 0 I 87)

Blocl alucs &ncludc uipnt, ourput. and &ntcrmet«tc ciphci. REF
typicall refers to all nf thcsc alucs as "state.'am

tlus nntstion thc round keys brcak &ir as

Round I ( 8 9 l(i 11 I' 14 1&l
I«mnd 2 I 16 17 18 19 2&i 21 -- 2 I

Round 1 i 4 6 27 28 9 1(i »ll
Round 1& (y7 &73 e74 w7S w76 w77w78 y&79)

Rnund 14 (&80 &81 wsg e83 w84w8S w86 n87)
The R und 1 key s the 'pieadd" key BecmisetheAES64 blo ks ze s

small rek&tmc to thc ke& lenmh. the first t o r &uids:uc t tuany
lust thc uipnt kcy 1& c lil = ko) for &=(X,I
In REF. thc b:&sic truisfnuiiations (KcyAdd B tenth. Sh&ERo

tnp to button.ind left ro i ght thnt s, an uiput b te stimg
a(s) = ari a! s2 a3 .i4 ay .i6 a7

orrespnnds t the state marnx
ail a4

Alrl(4l = ii a&

a2 s6
a3 ai

60

lly the fore ning descriptiim, an improved secure I/O inter-
face systeni and method have been described. The system and
met)a&d may improve the security of conmtunications to and
from trusted hardware, improve communication speed,
rrxiuce thc number of diifi:rent syslems required Ibr sccurclii
conuuuntcanonb, and rcducc thc extcnl of lhc boulcnimk on
the backplane bus

11&a foregoin dcscnpuon ol spec&tie mnboduncnls reveals
thc gcncrdl irdturc ol'thc uivennon sullicienlly lhal olhcrs can,
by applying current knowledge, readily modify and/or adapt
it for various applications without departing from the generic
concept. Therefore, such adaptations and modifications are
iyithin the meaning and mnge of equivalents of the disclosed
mubodimcnts. illa phraseology or lernunology employed
hcrmn is lor Ihc purpose of dcscnpuon and not ol limila lion.
Accorduigly. tlm Invent&on embraces all such altemativcs,
modifications, equivalents and variations as fall within the
spirit and scope of the appended claims

'Ih K &uld;ndnyt S birunlirms pm:t m a&b I:I bi& s, vm
b« I s»b 6 ntmms f«iib i pt«s it:tm qodlv II Ih
St )IRo;mlM ( Immi: »limni; I fit rli I r fih si I

mitt x. n th Sh tiRow u msfmnung rnws and M xColumn rrinsfonnuig
olumns lri the sour e ode. the mapp ne from byre st& uig to state

m.iti x s ac ornpl shed throu@& ndeymg
AI II!I = al4* +il

Tlus ma) seem b&cl srds uidcx i r& fere to olurnn md uidcx
I

tn
io — but tlus corresponds ducctl to thc sy tli:&t tlic C langu:igc
st'oi'es &it»111-dirac&is&cital &&1'&I& &ocr.

Keys arid Kc ache tule

.11'S64us sth ALSL ) y*h dul (. 6 am'b rl RI I'n &8

!k=4) 'Il»pail i . Idb)is( gAIS64 q yxb I s 1ky
for rhe pre add and 8 bvtes of kev for ea h round, foi a total of
ll '8 = 88 b)S s Ea h mund nf the le, s heduler produces 16 hives of
key The routuie nm64Ke&S hed() a tuallv omputes 96 b,tee of
eypmi die& nsi.rounds andthen npesrhehrst88bytes nto
tlic output &nay C'nnipmine the pseudo odc ui REF to acs64Kcyqclicdi i

vali ptnbably lead to annie nnfusinn sm c REF dcscnbes &t in tcmis
nf oM opcr&tions. I ut thcsc ps am su byte nncatcd sn thc
tririslation &s fairlv stiaightf r:ud usmg tlic cquivalcuce

idp'0)==6)i«s i4*1 (4*+1) i4'i+21 (4*+ )

('o p n ntt.ualim .

'&s ot dal'o Al'864 'ni 1'of&!i w I ti'a&sf i I'l is s

AES 1«)ruael n th the ex ept na f ShdiRow() In whar follows. ea 8
ti anat'mat on produces an e Htt! yre output state (b(i b7) by

K«y-ydlto Xoak &.I i,l i&!i&hi. hl k

bi&' at&) ts"i +i I fm i=o
chere r der&ores rhe rniuid number
Subst tur on Apply the AES S I. m fiui t on to i.it.i bytes

b(ft = Sl ei)! I i=(i,7
Irn Substitution — Apply Sm box function to data b&tcs

b»! =urn Ia( )I (o»=0,
M xCohuna Vutnx mult pl (rhe sr.ire s a 4 2 byte metr».l

I t&64 (!201(i& 01 .0,4
11 hs = ilt &12 &&3 01 ai: I d)1(2&6)
ba b6 01 01 02 03 &- a6
b'I b7 O'I Ol (il (&2 a3,i7

Or
ml(&12 ao'! m I((on 11 mul(01&O) m l(OI, 3)

bi = niul(cl.au) multi)2 al) nmlin3,s2) rnul(u l,&3 i

b =rnul(014&&) mul&01 all rnul(i,y ) mul(0'I a3)
b'I =rnul(0'14&&) mul&01 all rnul(i l,y I mul(02a3)
ha= m l(0244) m l(tis; I m l(014 6) ol(01., 7)
by=m l(0144) m l(ti2& I m l(0 46) ol(01.,7)
b6=mul((il.a4) naili(&I ay) &m&1((!Rs6) rnul(i!3,&7)
b7 = muh0't44) rta&l(tn nil mul(u I.a6) rnul((&2,a7)

chere mulix v! s mult pl cit nn nfx snd y ui OF(2S61

bD64 uEOBDD09 aua4
bl 6 = D9DEOB&!D al:& o a&OF( 6)

b b6 OD &&0 i!E uB .i a6
I
' (i!it!I)i!9(tl aq &7

St f)R M litl«df'ais& I nbbl aloft s byt sl ft

bo lbq ai!H auL a4H a4L rntatc left 0 nibbles
bl b = alL asH.isL a&H i tits lefr I n bbles
b b6 a6H a6L a2H a L rorsre lefl rubbles
b'7 .71 asu&11,7H ot t I fi)nbbl y

he&sub)tc &Die ntt n os the lu h lo nibbles (ai!H:&DL)

Irn SluflRn — The et mnus thnie, &»tate rig&& uistcad nf lcfl
bti b4 ai&H sOLa4H aqL rotare r gtt(i n bbles
11 65 = . SI: &u. Il: u I.i«nrli I nbbl .

12 GG &(H: 61.: eu. 21. mt:t ifht'bl s

bs b7 asL &7H a I. asH rntatc nght 3 nibbles
Roiu d Fua 1 nn

'Ih mumlfln tons&i ALS64m a ili w n &I 8 I mmpl,
Irut&al Icy at( iprcadt ah&whitman
Foi r=l .9

Substaut on
Sh til«
M&«('ol mn
KcvAdditmn
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APPENDIX-continued APPENDIX-continued

,I to(hlh,ll! ounrl

shiA)u
Ke,Adi t n

and t decrypr,
Irur il( ddball»wuid

Ke,Add r n

Iir SlufiRo
Iii 'i(haut)II10)i

For(=9.. I

KCYAdd(t(oli

In Shi(IP.

F nal I e, add tati ps otTulureruus)
An Example

incr, pt on
Input A123456,89(bcdcf
Kcy Oi!Al()203vklv!Gf)7()809ilavbflc(xdvef)f
Ke spans(on dsor(tiun 116 by(cs pcr pi sl
pass 0 ofn!Ii!203 04()5A6A7 Atl09vavt) vcf)docvf

I d6: 74ft(L. f7 I:«I.. 678fl d6 17Gf'hw

h6m 8)h 648(bdll h 96. fx) 6830h f
66ff744 12 2*ohf6*59() bfl)469blnl

thw4 47(7f7h 9 I I fn f96* Sb Idu(tldl'6
Pass 5 .ia( es a99t9deb (Of3af(7 adf6 2aa
Expanded ke, b, (ound
Rnund 0 Ot r I(i O'I 040(0607 (preadd)
Round I 08(!Ai(b Accdceof
Rwuid '6xa 4t'dd2at72(ti
Rnund ." dx(6 Sfl d6ab76fc
Rwuid 4 b692cff!b 643dbdf1
Rnund 5 bc9bc(00 683Ab3fe
)tound 6 b6t1744 12 - 9hl'u»nd

7 6 90 hl'f)469bfdl
)tound 8 47t7t7b '!

Iu»nd 9 f!6 12h I'dc tulfd
Round lt) leans'le8 .i99)'!deb
** nputfll 't4(67 89abcdef
** u h renedf I 24764 8daecbes
"'ioiuid I suh c9'ta043 ydc41 Sb
'" roiuid I shftd 7c'tclfb4 d49a039
"'oiuid I nin cd 1195bbd6 Ixvd((47c
'" roiuid I aAtcd I 99cb1dd f4AVOa73
'" roiuid 'ub d(dcc8cl bf63678t'*

round shfld d4e667fc bt(dc818
d2 119 6 1()y I '! Ill'

2: I I 6 IT 97fl) 20 I

** round 9 sub 8d458 59fefi!02
** round 9 shftd 84tfl!22 (9ed(8 0

ucd 9m 6 axu 88. «b (1641
'" roiuid 9 aAtcd isc8da" 6 Ibbbc9c"
'" roiuid 10 nih Oa9b5705 atTclcll
** round if shftd Oabtle to ntc!(7( I

d 10; I I I Gtbbdflt f)656: b:

Output 36lbhdt8065caba
Deciypr n Key tuidexptuidedkey dent .iltoen ryptonaboce
Inpur 61 ldfSA6(6uib.i

np I tulh"771. 477fb
'" roiuid lv utdcd Aabflctv afc95751
inote no tu 4 6(x Cohuno first mund)
** round lf»nvshfl Oyb(70( aftclel I

dto msub:I tllrub th 5 ! I
d 9: I I 6 axu 88. «b(f)641

"'oiuid 9 imnin. 2tl4ff922 59(d(8 0

roil)Id 9 uivslift 8614(8 (9fef9f)2
** round 9 uivsub eel9(e94 l(0 696a

'" roiuid 'Atcd 19(6c305 t29c2 I 1f
'" roiuid 'min(x ddc667fc bf3dc818
**round uivshfld4de 8 I bf63678f

d2 i .oh in! Ildl tnt)00 I
» d I: it d 1 1'! ll rl6 flt(XI047

" 'oiuid I ui 'nin. 7 ':c1 fb( yd49a039

omd I m atdl o9u(u 51 nitvb
u di »sub t)I 47648d,«*b S.

h)t n p AI 34(67 svah I I
Output vl 14 6789abcdef

u)

What is ciaimed is:
I(i I A eaculty proc(ssor lo process incoming packclb and

oulgoing packelb. Ihe security processor composing.
a switching system to send the out oing packet( and

receive the incoming packets;
a packet cnglnc, coupled lo thc sw ltclung system, to handle

cia(sification pmcessing for the incoming packets
received by the packet engine fm m the switching system
and the out oing packets sent by the packet engine to the
switching systenl. wherein the packet engine Is one of a
plurahty of packet cngulcs and substanuaily all of thc
inconung packets and outgoulg packets to the secunty
processor trlmsil one of the pluruhty of packet cngulcs.
and wherein the incoming packets and outgoing packets
are provided with a tag upon ingress to one of the plu-
rality ofpacket en ines and the tag determine( an egress
path within the security processor upon exit from a cor-
responding cryplograpluc core,

a cryptographic core, coupled to the packet engine and
receiving the incoming packets fmm the switching sys-
tem via the packet engine and communicating the out-
going packets to the switching system via the packet
migulc, to provide encryption and decryption p roc casulg
for packets rcccucd from and sent to the packet cnunc,
wherein the packet mlgine is uitcrposcd between Ihe
switching systenl and Ihe cryptographic core:

0 siylature database; and
an mtm(ion detection system coupled between the crypto-

yaphic core and the packet en ine and responsive to at
least one packet matchin a siylature stored in the sig;
nature database.

40 2 Thc sccunly processor of claim I whcrcui the packet
eagine is further 0 pe(able to handle (ecunty context manage-
ment pmcessing for the incominu and outgoing packets.

3 The security processor of claim 1 further comprising:
a local data bus coupled Io the (witching system: and
0 moduio engine coupled to the local data bus
4 Thc sccunly processor of claim 3 whcrcui the packet

eagine, the cryptographic core. and the nlodulo engine are
fonued on a single chip

5 The security processor of claim 4 I'urther compnsing 0

control processor, coupled to the local data bub, for cxcb7)tton
handhng of thc rnconung mid outgoing packetb.

6 The security processor of claim 4 further comprisin a
key m magement engine coupled to the local data bus.

7 1'he security pmces(or of clainl 4 wherein the security
processor handles substantially all security processin for the
incoming and out oin packets.

8 The security processor of claun 7 v herein the (ecurity
processor further handles substantially all network process-

(r! ing for the incoming and outgoing packets.
9 The security processor of claim 1 wherein the crypto-

gmphic core is one of a plurality of cryptographic cores
coupled onc-lo-onc to the plurality of packet cuguleb and
sllbSII)ntlally'll t)l lhf: ulConllng find Olltgoulg tydckcts 10 lhC

6( scclu111'ploccssol lrdnslld corrcspondulg one oflhcplllrdhlv
of cryptographic cores after tran(tting one of the plurality of
packet engines
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10. 111e secunty processor of claim 1 whereut the packet
engine is further operable to add at least one nf an lp header
or a MA('ddress to the outgoing packets

1 1. 1he security processor of cksim 1 wherein the packet
engine is further operable to remove an IP header from the
incoming packets

12. The sccunty processor of claim 1, wherem die at least
one paclet malclung thc sigimlure stored m tlm sigimlure
database contprises a plain text packet

13. A security processing system comprising I it

(a) a security processor coniprising
a sivitching system to send outgoing pockets and to

receive incoming packets;
a packet miguic, coupled to Ihe swilclung system, lo

fatidic classllicatlou pioccssiil liir thc htconuiig I

packets received by the packet engine from the

siv it ching sy s tent and the outgoing packets sent by the
packet engine to the switching systein, ivherein the
packet engine is one of a plurality of packet engines
and substantially all of the incoming packets nnd out- 10

goiiig packcm to lllc sccUI1tv pliiccssiir liailsit oin: of
Ihc plurahty ol'acket engines. Bnd wherein the
incoming and outgoing packets are provided ivith a
tag upnn ingress to one of the plurality of packet
engines and the tag determines an egress path ivithin
the security processor upon exit thorn a corresponding
cryptographic core:

a cryptograpluc core, coupiixi lo lhc packcl cnginc and
receivin thc incoming packets fmm thc switclung
system via the packet engine and communicating the so

nutgoing packets to the switching system via the
packet engine. to pnivide encryption and decryption
processin for packets received from and sent to the
packet engine. wherein the packet engine is inter-
posed bctwimn the switching system mtd Ihe cryplo- Is
graphic core,

B sigiraturc database, and
an intrusion detection system coupled betv een the cryp-

tographic core and the packet engine and responsive

26
to at least onc pacl et matching a signature stored in
the signature database: and

a local data bus coupled to the switching system; and
(b) a memory coupled to thc local data bus.
14. The security processing system of claim 13 further

comprising a modulo engine coupled to the local data bus.
15. Tire sccunly procissing system ol claim 14 further

comprising a key nimtagement engine coupled to the local
data bus

16. Thc sicunty processing system of cl sun 13 wherein thc
memory and Ihc sccunty processor are w illun llm same cryp-
tograpluc boundary.

17. The security processing system ofclaim 13 wherein the
security processor is fomied on a sin le chip.

18. 'Ihe security processing system of claint 13 further
coluprlsillg'

memory interface coupled to the local data bus, wherein
tile uiiiuory Is coiiplcd ui thc local dalB bUs Usiilg lhc
IIICuiory iiltCIfiICC, Bild

a translator coupled to the memory interface to perform
translation of data rcccivcd by thc memory utterfacc
flout thc Iuculorv.

19. Thc simunty processing system of cl sun 18 whcrcui Ihe
Ir iilsl ltorpclliinus sti gaiiogiaphic tl'tiilsl ltlou oflie liicivcd
ilala

20. Thc sicunty processing system of cl sun 18 wherein thc
translator perlhrms mtcrypuon translauon ol'hc rcceivcd
data

21. Thc simunty processing system of cl sun 13 whcrcui Ihe
security processor is opcrablc to (i) exccutc boot code to load
firntware fnr execution by the security processor and (ii)
mithenticate the boot code usin a mechanism internal to the
security processor prior to operation of the security processor.

22 I he security processiim systent of claint 13, wherein
the at least one packet matchiim the signature stored in the
signature database comprises a plain text packet.




