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SYSTEMAND METHOD FOR INTRUDER 
TRACKING USING ADVANCED 

CORRELATION IN ANETWORK SECURITY 
SYSTEM 

TECHNICAL FIELD OF THE INVENTION 

This invention relates to intrusion detection systems and 
more specifically to a system and method for intruder 
tracking using advanced correlation in a network security 
system. 

BACKGROUND OF THE INVENTION 

Intrusion detection systems are used by an enterprise to 
detect and identify unauthorized or unwanted use (com 
monly called an attack) of the enterprise’s computer net 
work, which normally comprises a large number of nodes 
and network operations centers. In general, these enterprise 
intrusion detection systems receive data using sensors or 
other intrusion detection devices. The system typically cor 
relates the incoming data with stored data according to rules 
designed to detect specific patterns in network traffic, audit 
trails, and other data sources to detect attacks on the enter 
prise’s computer network. The system does not, however, 
determine the likely identity of attackers. In addition, the 
correlation of data typically requires numerous, time-con 
Suming operations. 

SUMMARY OF THE INVENTION 

In accordance with the present invention, the disadvan 
tages and problems associated with traditional intruder 
tracking for network security systems have been Substan 
tially reduced or eliminated. 

In one embodiment of the present invention, a method for 
correlating event information comprises receiving event 
information for a plurality of detected events, the event 
information for a particular detected event comprising a 
plurality of attributes associated with that detected event. 
The method continues by assigning a plurality of attribute 
values to each detected event, the attribute values of each 
detected event defining a point in n-dimensional space. The 
method continues by storing the event information for each 
detected event in accordance with the attribute values 
assigned to that detected event. The method continues by 
receiving a target event comprising a plurality of attributes 
wherein the attributes of the target event are associated with 
attribute values and the attribute values of the target event 
define a target point in n-dimensional space. The method 
continues by receiving a plurality of proximity limits that 
define a portion of n-dimensional space Surrounding the 
target point. The method concludes by identifying a plurality 
of detected events wherein the points defined by the attribute 
values of the identified detected events are within the portion 
of n-dimensional space defined by the proximity limits. 
The invention has several important technical advantages. 

Various embodiments of the invention may have none, 
Some, or all of these advantages. One advantage is that the 
present invention reduces the number of operations required 
to correlate detected events with stored events, resulting in 
faster correlations. In addition, the present invention enables 
an intrusion detection system to determine the likely identity 
of attackers. By identifying attackers, an operator of an 
intrusion detection system is better able to respond to 
attacks, preempt future attacks, and gather evidence against 
attackers. 
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2 
Other technical advantages of the present invention will 

be readily apparent to one skilled in the art from the 
description and the appended claims. 

BRIEF DESCRIPTION OF THE DRAWINGS 

For a more complete understanding of the present inven 
tion and its advantages, reference is now made to the 
following description, taken in conjunction with the accom 
panying drawings, in which: 

FIG. 1 illustrates an intrusion detection system according 
to one embodiment of the present invention; 

FIG. 2 illustrates a flow of operation among various 
components of the system illustrated in FIG. 1; 

FIG.3 illustrates a table of event information according to 
one embodiment of the present invention; 

FIG. 4 illustrates stored event information according to 
one embodiment of the present invention; 

FIG. 5 illustrates a flow chart for correlating event infor 
mation according to one embodiment of the present inven 
tion; 

FIG. 6 illustrates an alternative architecture for the intru 
sion detection system according to one embodiment of the 
present invention; 

FIG. 7 illustrates a flow of operation among various 
components of the system illustrated in FIG. 6; 

FIG. 8 illustrates a flow of operation among various 
components of the system illustrated in FIG. 6; 

FIG. 9 illustrates stored event information according to 
one embodiment of the present invention; and 

FIG. 10 illustrates a flow chart for correlating event 
information according to one embodiment of the present 
invention. 

DETAILED DESCRIPTION OF THE 
INVENTION 

FIG. 1 illustrates an intrusion detection system 10 dis 
tributed across an enterprise system according to one 
embodiment of the present invention. Intrusion detection 
system 10 comprises a plurality of sensors 20, one or more 
manager servers 30, global server 40, and console 50. These 
elements of system 10 may be communicatively coupled 
using an internal network 70. In general, system 10 performs 
data collection using sensors 20. The data is correlated by 
manager servers 30 and/or global server 40 in accordance 
with rules designed to detect attacks on the enterprise 
system. By correlating the data with profiles of attackers, 
system 10 determines the likely identity of attackers of the 
enterprise system. By identifying attackers, an operator of 
system 10 is better able to respond to attacks, preempt future 
attacks, and gather evidence against attackers. 
The “enterprise' may comprise any business, govern 

ment, military, organization, or other entity that has multiple 
network channels or ports to a network 100. Network 100 
may include any Suitable portions of an external network 
and/or an internal network. In this regard, intrusion detection 
system 10 monitors network communications on both exter 
nal and internal links. For example, an enterprise may 
include three ports for external network communications 
including email, internet, and dialup. In this example, intru 
sion detection system 10 monitors network communications 
on the three external ports. Based upon data received in 
these input streams, system 10 attempts to detect, locate, or 
block an attack on the enterprise. An 'attack may be any 
malicious, destructive, or Suspicious activity communicated 
from a source external and/or internal to the portion of the 
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enterprise protected by system 10. Attacks may include 
viruses, Trojan horses, worms, or any other piece of code or 
data that represents at least a portion of an unwanted attempt 
to access the protected portion of the enterprise. 

Internal network 70 may include one or more intranets, 
local area networks (LANs), metropolitan area networks 
(MANs), wide area networks (WANs), or any other suitable 
enterprise network. Internal network 70 may, for example, 
communicate Internet Protocol (IP) packets, frame relay 
frames, Asynchronous Transfer Mode (ATM) cells, and/or 
other Suitable messages between network addresses. 
According to particular embodiments, messages between the 
levels may be in one or more formats including Intrusion 
Detection Message Exchange Format (IDMEF), binary for 
mat, and/or other appropriate format. 

Network 100 represents any network not protected by 
intrusion detection system 10. Accordingly, network 100 
communicably couples System 10 with other computer sys 
tems. Network 100 may, for example, communicate Internet 
Protocol (IP) packets, frame relay frames, Asynchronous 
Transfer Mode (ATM) cells, and/or other suitable informa 
tion between network addresses. Network 100 may include 
one or more intranets, local area networks (LANs), metro 
politan area networks (MANs), wide area networks (WANs). 
all or a portion of the Internet, and/or any other communi 
cation system or systems at one or more locations. An 
external client system (not shown) may be any computer, 
enterprise or non-enterprise, which is trying to access the 
portion of internal network 70 protected by intrusion detec 
tion system 10. As used in this document, the term “com 
puter is intended to encompass a personal computer, server, 
mainframe, terminal, workstation, network computer, kiosk, 
wireless data port, wireless telephone, personal digital assis 
tant (PDA), one or more processors within these or other 
devices, or any other Suitable processing device. 

Each sensor 20 is located at a network port that receives 
TCP/IP packets or other similar network communications 
from network 100. These packets and similar network 
communications received by sensors 20 are referred to as 
detected events 110. The data that makes up detected events 
110 is referred to as event information. A detected event 110 
may be an attack—that is, an unauthorized or unwanted use 
of the enterprise's computer network. Generally, sensor 20 
processes detected events 110 to detect the presence of an 
attack. Sensor 20 outputs at least detected events 110, and 
according to certain embodiments, sensor 20 may generate 
an alert (not shown) upon detecting an attack. Sensor 20 may 
output the alert as part of a particular detected event 110 or 
as a distinct message. 

Sensor 20 may use any suitable detection technique to 
process and output detected events 110 and appropriate 
alerts. For example, sensor 20 may use algorithms, signa 
tures, scripts, or any suitable detection or comparison tech 
nique to process packet headers, packet payloads, and/or any 
other data. Sensor 20 may include any suitable combination 
of hardware, software, or firmware to receive detected 
events 110 from sources via network 100, process detected 
events 110, and communicate detected events 110 and alerts 
to higher levels. For example, sensor 20 may comprise a 
computer, server, lower-level intrusion detection system, 
firewall, or any module written in any appropriate computer 
language Such as, for example, C, C++, Java, Perl, and 
others. It will be understood that while sensor 20 is illus 
trated as a single multi-tasked module, the features and 
functionality performed by this sensor 20 may be performed 
by multiple modules such as for example, a sensor module 
and a packet flow generation module. Additionally, to help 
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4 
ensure that each port is properly monitored, each sensor 20 
may be associated with a redundant slave sensor which is 
operable to assume substantially all of the functionality of 
sensor 20 in the event of any failure of sensor 20. 
Manager server 30 represents any hardware or software 

module that controls or monitors one or more servant nodes, 
Such as sensor 20. In one example, each manager server 30 
includes a correlation engine 140 and a ruleset 152 for 
receiving and correlating detected events 110 from sensors 
20. Generally, through correlating and aggregating detected 
events 110, manager server 30 is capable of detecting an 
attack or potential attack spread among sensors 20. Manager 
server 30 is operable to dynamically respond to such a 
threat. For example, upon detecting an attack or potential 
attack, manager server 30 may disable certain network ports 
or restrict access to internal network 70. 

According to certain embodiments, manager server 30 
comprises a general-purpose personal computer (PC), a 
Macintosh, a workstation, a Unix-based computer, a server 
computer, or any suitable processing device. Manager server 
30 may include any hardware, software, firmware, or com 
bination thereof operable to receive and appropriately pro 
cess detected events 110 and alerts (not shown) received 
from sensors 20. Manager server 30 outputs at least detected 
events 110. Manager server 30 is further operable to output 
alerts received from sensors 20 and/or alerts generated by 
manager server 30. According to certain embodiments, alerts 
received from sensors 20 or generated by manager server 30 
may be combined with the event information of detected 
events 110. To make system 10 more robust, each manager 
server 30 may be associated with a redundant manager 
server which is operable to assume substantially all of the 
functionality of manager server 30 in the event of a failure 
of the associated manager server 30. Although FIG. 1 
provides one example of manager server 30 that may be used 
with the invention, system 10 can be implemented using 
computers other than servers, as well as a server pool. 

Global server 40 represents any hardware, software, firm 
ware, or combination thereof operable to process, control, 
and monitor system 10 at the highest logical level. Global 
server 40 may comprise a general-purpose personal com 
puter (PC), a workstation, a Unix-based computer, a server 
computer, or any other Suitable processing device. Although 
FIG. 1 provides one example of global server 40 that may be 
used with the invention, system 10 can be implemented 
using computers other than servers, as well as a serverpool. 

According to certain embodiments, global server 40 com 
prises a correlation engine 140. Correlation engine 140 is 
operable to correlate detected events 110 to detect an attack 
occurring upon or within the enterprise. Correlation engine 
140 is further operable to correlate detected events 110 with 
attacker profiles 224 (illustrated in FIG. 2) to identify the 
Source of an attack. Correlation engine 140 may be any 
Software or logic operable to process multiple communica 
tions from servant nodes and may use any Suitable detection 
or comparison technique to process packet headers, packet 
payloads, and/or any other data. Correlation engine 140 may 
be written in any appropriate computer language Such as, for 
example, C, C++, Java, Perl, and others. It will be under 
stood by those skilled in the art that correlation engine 140 
may reside locally in manager server 30, global server 40, 
remotely on another computer server, or distributed across 
servers. It will be further understood that while correlation 
engine 140 is illustrated as a single module, the features and 
functionalities performed by this module may be performed 
by multiple modules. 
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In certain embodiments, correlation engine 140 is com 
municatively connected to a memory module 150. Memory 
module 150 stores detected events 110 received by sensors 
20 for later processing, retrieval, or searches. Memory 
module 150 may include any memory or database module 
and may take the form of volatile or non-volatile memory 
comprising, without limitation, magnetic media, optical 
media, random access memory (RAM), read-only memory 
(ROM), removable media, or any other suitable local or 
remote memory component. Correlation engine 140 is oper 
able to process event information of detected events 110 
stored in memory module 150 to detect the presence of a 
Substantially long-term or multi-staged attack that had pre 
viously gone undetected by sensors 20 and manager servers 
3O. 

According to certain embodiments, memory module 150 
comprises a ruleset 152. Ruleset 152 comprises instructions, 
algorithms, or any other directives used by correlation 
engine 140 to process, correlate, aggregate, and/or filter 
event information of detected events 110. Ruleset 152 is 
discussed in further detail below with respect to FIG. 2. 
Although FIG. 1 illustrates ruleset 152 and memory module 
150 as residing internally to global server 40, ruleset 152 and 
memory module 150 may reside externally or at any other 
location or locations accessible by global server 40 or other 
components of system 10. 

Console 50 represents any computer that may comprise 
input devices, output devices, mass storage media, proces 
sors, memory, or other components for receiving, process 
ing, storing, and/or communicating information. Intrusion 
detection system 10 may communicate the event informa 
tion of detected events 110 to console 50 so that a user, such 
as an operator (not shown), may view and process the event 
information of detected events 110. Console 50 may be, 
alternatively or additionally, linked to one or more manager 
servers 30 and/or global servers 40 without departing from 
the scope of this disclosure. It will be understood that there 
may be any number of consoles 50 used in system 10. 

Console 50 may include a graphical user interface (GUI) 
52 that tailors and filters the data presented to the user. 
Generally, GUI 52 provides the operator of console 50 with 
an efficient and user-friendly presentation of event informa 
tion of detected events 110. GUI 52 may open a secure shell 
(SSH) tunnel to provide additional secure communications 
between console 50 and the other portions of system 10. 
GUI 52 may comprise a plurality of displays having inter 
active fields, pull-down lists, and buttons operated by an 
operator. In one example, GUI 52 presents the relevant event 
information of each detected event 110 to the operator and 
conceals the remaining information in order to reduce visual 
clutter. Then, upon receiving a request from the operator, 
GUI 52 expands the visual representation of event informa 
tion to display packet headers and payloads to the operator. 
GUI 52 may include multiple levels of abstraction including 
groupings and boundaries. It should be understood that the 
term graphical user interface may be used in the singular or 
in the plural to describe one or more graphical user inter 
faces and each of the displays of a particular graphical user 
interface. 

FIG. 2 illustrates a flow of operation among various 
components of system 10 illustrated in FIG.1. Global server 
40 receives detected events 110, such as from manager 
servers 30. Each detected event 110 comprises a plurality of 
characteristics Such as, for example, time, source IP address, 
and destination IP address. These characteristics are referred 
to as attributes 410 (illustrated in FIG.3). Correlation engine 
140 processes each detected event 110 according to 
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6 
attributes 410 of that detected event 110. In particular, 
correlation engine 140 assigns attribute values 420 (illus 
trated in FIG. 3) to each detected event 110 according to the 
particular attributes 410 of that detected event 110. A par 
ticular attribute value 420 is a numerical value that corre 
sponds to a particular attribute 410 of detected event 110. 
Correlation engine 140 uses rules stored in ruleset 152 to 
determine which attribute values 420 to assign to a particular 
detected event 110. 
An example illustrates certain embodiments of the present 

invention. Global server 40 receives detected event 110a, 
which occurred at 5:25 p.m. and originated from source IP 
address 205.252.48.163. One attribute 410a of detected 
event 110a is time—5:25 p.m. Another attribute 410b of 
detected event 110a is source IP address 205.252.48.163. 
In the present example, ruleset 152 comprises a rule to 
assign to each detected event 110 an attribute value 420a 
equal to the decimal time of that detected event 110. Based 
on this rule, correlation engine 140 assigns to detected event 
110a attribute value 420a of 17.42—the decimal form of 
5:25 p.m. Ruleset 152 also comprises a rule to assign to each 
detected event 110 an attribute value 420b equal to the base 
ten form of the source IP address of that detected event 110. 
Based on this rule, correlation engine 140 assigns to detected 
event 110a attribute value 420b of 3455856803–the base 
ten form of 205.252.48.163. 

It will be understood that correlation engine 140 may 
assign any number of attribute values 420 to a particular 
detected event 110. In particular, correlation engine 140 may 
assign attributes values 420 that correspond to attributes 410 
Such as, for example, type of device that generated detected 
event 110, payload of detected event 110, type of code in 
detected event 110, day of week of detected event 110, or 
any other suitable attribute 410 of detected event 110. 

According to certain embodiments, correlation engine 
140 stores each detected event 110 in detected event storage 
158 according to attribute values 420 of that detected event 
110. Detected event storage 158 refers to a portion or 
portions of memory module 150 used to store detected 
events 110 according to attribute values 420 assigned by 
correlation engine 140. Although FIG. 2 depicts detected 
event storage 158 as a portion of memory module 150, 
detected event storage 158 may reside externally to memory 
module 150 or at any other location or locations accessible 
by global server 40 or other components of system 10. 
Referring briefly to FIG. 4, attribute values 420 of each 
detected event 110 define a point 360 in n-dimensional space 
in detected event storage 158. In the preceding example, 
correlation engine 140 assigned to detected event 110a 
attribute value 420a of 17.42—corresponding to decimal 
time of detected event 110a–and attribute value 420b of 
3455.856803—corresponding to base ten source IP address 
of detected event 110a. In an n-dimensional space with a 
first axis 345a representing decimal time and a second axis 
345b representing base ten source IP address, attribute 
values 420a and 420b of detected event 110a define a point 
360a at coordinates 17.42 and 3455.856803, respectively. 
Because correlation engine 140 may assign any number of 
attribute values 420 to detected events 110, there may be any 
number of axes 345 in n-dimensional space, each axis 345 
corresponding to a particular class of attribute values 420 of 
detected events 110. 

Referring back to FIG. 2, correlation engine 140 is 
operable to correlate detected events 110 in detected event 
storage 158 to detect an attack occurring upon or within the 
enterprise. Correlation engine 140 is further operable to 
determine the likely identity of an attacker. According to 
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certain embodiments, correlation engine 140 correlates 
detected events 110 using a target event 364 and proximity 
limits 370. Target event 364 is an event selected or defined 
by operator 60 to serve as the basis for correlating detected 
events 110 in detected event storage 158. Target event 364 
comprises one or more attributes 410 such as, for example, 
time, source IP address, and destination IP address. Accord 
ing to certain embodiments, operator 60 selects a particular 
detected event 110 displayed on GUI 52 to serve as target 
event 364. In other embodiments, operator 60 may arbi 
trarily define target event 364 by inputting into console 50 
attributes 410 of target event 364. Correlation engine 140 
assigns to target event 364 attribute values 420 correspond 
ing to attributes 410 of target event 364. Correlation engine 
140 determines attribute values 420 of target event 364 
based on rules stored in ruleset 152. 
An example illustrates certain embodiments of the present 

invention. Global server 40 receives detected event 110d. 
which occurred at 5:20 p.m. and originated from source IP 
address 205.252.48.166. Detected event 110d comprises a 
section of code indicating that detected event 110d is an 
attack. GUI 52 displays detected event 110d to operator 60. 
While investigating this attack, operator 60 wants to deter 
mine whether any other detected events 110 in detected 
event storage 158 are similar to detected event 110d. 
Accordingly, operator 60 uses console 50 to select detected 
event 110d to be target event 364. Console 50 sends target 
event 364 to global server 40. Correlation engine 140 
processes target event 364 by assigning attribute values 420 
to target event 364 in accordance with ruleset 152. In the 
present example, ruleset 152 comprises a rule to assign 
attribute value 420a equal to the decimal time of target event 
364. Accordingly, correlation engine 140 assigns to target 
event 364 attribute value 420a of 17.33. Ruleset 152 also 
comprises a rule to assign to target event 364 attribute value 
420b equal to base ten source IP address. Accordingly, 
correlation engine 140 assigns to target event 364 attribute 
value 420b of 3455.856806. 

Operator 60 may select a particular detected event 110d to 
be target event 364 for various reasons. For example, 
operator 60 may want a particular detected event 110 to 
serve as target event 364 because the particular detected 
event 110 is an attack on internal network 70. By correlating 
other detected events 110 stored in detected event storage 
158 with the attack that is, target event 364 system 10 
may identify certain detected events 110 in detected event 
storage 158 that are similar to the attack. By identifying 
other detected events 110 in detected event storage 158 that 
are similar to the attack, operator 60 may be better able to 
identify the attacker and thereby preempt future attacks. 

In some embodiments, it is not necessary for operator 60 
to select a particular detected event 110 to be target event 
364. Operator 60 may arbitrarily define target event 364. For 
example, operator 60 may know from an external source that 
an attacker typically attacks around 3:00 p.m. using Source 
IP address 205.252.48.166. Operator 60 may use this infor 
mation to arbitrarily define attributes 410 of target event 
364. Accordingly, operator 60 may input into console 50 
3:00 p.m. as the time of target event 364 and 205.252.48.166 
as the source IP address of target event 364. Console 50 then 
sends target event 364 to global server 40. 

Referring briefly to FIG. 4, attribute values 420 of target 
event 364 define target point 362 in n-dimensional space. 
Target point 362 is the base point used by correlation engine 
140 in correlating detected events 110 in detected event 
storage 158. Attribute values 420 of detected events 110 in 
detected event storage 158 define points 360 in n-dimen 
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8 
sional space. According to certain embodiments, the simi 
larity between target event 364 and detected event 110 in 
detected event storage 158 corresponds to the distance 
between target point 362 and point 360 defined by attribute 
values 420 of detected event 110. 

In addition to using target event 364, correlation engine 
140 uses proximity limits 370 to correlate detected events 
110 in detected event storage 158. Proximity limits 370 are 
numerical values corresponding to particular attributes 410 
of target event 364. Proximity limits 370 define a portion of 
n-dimensional space Surrounding target point 362. Referring 
back to FIG. 2, once operator 60 inputs target event 364 into 
console 50, GUI 52 requests operator 60 to input proximity 
limits 370. Once operator 60 inputs proximity limits 370 into 
console 50, console 50 sends proximity limits 50 to global 
server 40. Correlation engine 140 receives target event 364 
and proximity limits 370 and assigns attribute values 420 to 
target event 364 and proximity limits 370 based on ruleset 
152. Attribute values 420 of target event 364 define target 
point 362 in n-dimensional space. Generally, correlation 
engine 140 uses proximity limits 370 to identify a portion of 
n-dimensional space Surrounding target point 362. Proxim 
ity limits 370 define the boundaries of that portion of 
n-dimensional space Surrounding target point 362. Correla 
tion engine 140 then identifies certain points 360 that are 
within that portion of n-dimensional space defined by proX 
imity limits 370. These points 360 identified by correlation 
engine 140 correspond to certain detected events 110 
referred to as identified detected events 222. Generally, 
identified detected events 222 are similar to target event 364 
because identified detected events 222 correspond to points 
360 that are within the range of attribute values 420 defined 
by proximity limits 370. 
An example illustrates certain embodiments of the present 

invention. Sensors 20 receive three detected events 110a, 
110b, and 110c. Referring to FIG. 3, event 110a occurred at 
5:25 p.m. and originated from source IP address 
205.252.48.163. Event 110b occurred at 2:02 p.m. and 
originated from source IP address 205.252.48.240. Event 
110c occurred at 5:10 p.m. and originated from source IP 
address 205.252.48.168. Ruleset 152 comprises a rule to 
assign attribute value 420a equal to the decimal time of 
detected event 110. Accordingly, correlation engine 140 
assigns to detected events 110a, 110b, and 110c attribute 
values 420a of 17.42, 14.03, and 17.17, respectively. Ruleset 
152 comprises another rule to assign attribute value 420b 
equal to the base ten source IP address of detected event 110. 
Accordingly, correlation engine 140 assigns to detected 
events 110a, 110b, and 110C attribute values 420b of 
3455.856803, 3455.856880, and 3455.856808, respectively. 
Correlation engine 140 stores detected events 110a, 110b, 
and 110c in detected event storage 158 in accordance with 
attribute values 420 assigned by correlation engine 140. 

In the present example, operator 60 learns from an exter 
nal source that an attack on internal network 70 occurred at 
5:20 p.m. from source IP addresses 205.252.48.166. Opera 
tor 60 wants to determine whether there are detected events 
110 in detected event storage 158 that are similar to that 
attack. Accordingly, operator 60 inputs that attack into 
console 50 as target event 364. In particular, operator 60 
inputs 5:20 p.m. as the time of target event 364 and 
205.252.48.166 as the source IP address of target event 364. 
Console 50 sends target event 364 to global server 40. Based 
on a rule in ruleset 152, correlation engine 140 assigns to 
target event 364 attribute value 420a of 17.33—the decimal 
form of 5:20 p.m. Based on another rule in ruleset 152, 
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correlation engine 140 assigns to target event 364 attribute 
value 420b of 3455.856806 the base ten source IP address 
of target event 364. 

In the present example, operator 60 specifically wants to 
identify detected events 110 in detected event storage 158 
that originated within forty-five minutes and twenty IP 
address units of target event 364. Accordingly, operator 60 
inputs into console 50 proximity limit 370a of forty-five 
minutes and proximity limit 370b of twenty address units. 
Console 50 sends proximity limits 370 to global server 40. 
Based on a rule in ruleset 152, correlation engine 140 
assigns to proximity limit 370a attribute value 420a of 
0.75—the decimal form of forty-five minutes. Based on 
another rule in ruleset 152, correlation engine 140 assigns to 
proximity limit 370b attribute value 420b of 20 the base 
ten form of twenty address units. 

In the present example, attribute values 420 of target 
event 364 define target point 362 in n-dimensional space. 
Target point 362 has coordinates of 17.33 and 3455.856806. 
Based on target point 362 and proximity limits 370, corre 
lation engine 140 identifies those detected events 110 in 
detected event storage 158 within proximity limits 370 of 
target point 362. In particular, correlation engine 140 iden 
tifies a portion of n-dimensional space Surrounding target 
point 362 defined by decimal time of 17.33 and base ten 
Source IP address of 3455.856806. The boundaries of that 
portion of n-dimensional space are defined by proximity 
limits 370 that is, within 0.75 hours of 17.33 and within 
twenty units of 3455.856806. 

Referring to FIG. 4, first axis 345a corresponds to 
attribute value 420a of decimal time. Second axis 345b 
corresponds to attribute value 420b of base ten source IP 
address. Attribute values 420 of detected event 110a define 
point 360a in n-dimensional space at coordinates 17.42 and 
3455.856803, respectively. Attribute values 420 of detected 
event 110b define point 360b in n-dimensional space at 
coordinates 14.03 and 3455.856880, respectively. Attribute 
values 420 of detected event 110c define point 360c in 
n-dimensional space at coordinates 17.17 and 3455.856808, 
respectively. Attribute values 420 of target event 364 define 
a target point 362 in n-dimensional space at 17.33 and 
3455.856806, respectively. The similarity between target 
event 364 and detected events 110 corresponds to the 
distance between target point 362 and points 360 defined by 
attribute values 420 of detected events 110. 

In the present example, proximity limits 370—0.75 deci 
mal time and twenty IP address units—define a portion of 
n-dimensional space Surrounding target point 362. Correla 
tion engine 140 identifies points 360 within the portion of 
n-dimensional space defined by proximity limits 370. In the 
present example, points 360a and 360c corresponding to 
detected events 110a and 110c, respectively—are within 
proximity limits 370 of target point 362. Point 360b corre 
sponding to detected event 110b, however, is not within 
proximity limits 370 of target point 362. Accordingly, cor 
relation engine 140 identifies points 360a and 360b cor 
responding to detected events 110a and 110C as within 
proximity limits 370 of target point 362. Global server 40 
sends to console 50 detected events 110a and 110C as 
identified detected events 222. GUI 52 displays identified 
detected events 222 to operator 60. Operator 60 thus learns 
which detected events 110 in detected event storage 158 are 
within proximity limits 370 of target event 364. By identi 
fying detected events 110 that are similar to the attack 
represented by target event 364, operator 60 may be better 
able to prevent future attacks. 
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Referring back to FIG. 2, the present invention is operable 

to determine the likely identity of an attacker by correlating 
identified detected events 222 with one or more existing 
attacker profiles 224a stored in profile set 156. If identified 
detected events 222 do not correlate with one or more 
existing attacker profiles 224a, correlation engine 140 is 
operable to generate a new attacker profile 224b based on the 
event information of identified detected events 222. Each 
existing attacker profile 224a comprises a plurality of char 
acteristics of an attacker of an enterprise’s computer net 
work. In certain embodiments, existing attacker profile 224a 
includes name and background information Such as, for 
example, last known residence or last known employer. For 
example, a particular existing attacker profile 224a may 
correspond to an individual who typically launches attacks 
between 5:00 p.m. and 5:30 p.m. using external computers 
with IP addresses between 205.252.48.160 and 
205.252.48.200. These characteristics are included in exist 
ing attacker profile 224.a for this individual. By determining 
the identity of an attacker, operator 60 may be able to 
preempt future attacks. 

According to certain embodiments, memory module 150 
comprises profile set 156. Profile set 156 refers to one or 
more portions of memory module 150 used for storing 
attacker profiles 224. According to certain embodiments, 
correlation engine 140 identifies one or more existing 
attacker profiles 224a in profile set 156 that have charac 
teristics that match or are similar to attributes 410 of 
identified detected events 222. Generally, correlation engine 
140 determines identified detected events 222 by identifying 
detected events 110 in detected event storage 158 corre 
sponding to points 360 that are within proximity limits 370 
of target point 362. Correlation engine 140 then correlates 
identified detected events 222 with one or more existing 
attacker profiles 224a in profile set 156. In particular, 
correlation engine 140 may identify the particular existing 
attacker profile 224a in profile set 156 that most closely 
matches identified detected events 222. Global server 40 
sends the identified existing attacker profile 224a to console 
50 as identified attacker profile 230. GUI 52 displays iden 
tified attacker profile 230 to operator 60. Operator 60 thus 
learns the likely identity of the individual or organization 
that caused identified detected events 222. 

According to certain embodiments, global server 40 com 
prises probability module 170. Probability module 170 
comprises one or more Bayesian or neural networks. Prob 
ability module 170 may comprise processors, memory, 
logic, algorithms, directives, or data for implementing sta 
tistical methods for calculating conditional or other prob 
abilities. In certain embodiments, correlation engine 140 
uses probability module 170 to correlate identified detected 
events 222 with existing attacker profiles 224a in profile set 
156. Probability module 170 may be combined with corre 
lation engine 140 or may be located at any other location or 
locations accessible by global server 40 or other components 
of system 10. 
An example illustrates certain embodiments of the present 

invention. Referring briefly to FIG.4, correlation engine 140 
determines identified detected events 222. Identified 
detected events 222 comprise detected event 110a and 
detected event 110c. As illustrated in FIG. 3, detected event 
110a occurred at 5:25 p.m. and originated from source IP 
address 205.252.48.163. Detected event 110C occurred at 
5:10 p.m. and originated from source IP address 
205.252.48.168. Using probability module 170, correlation 
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engine 140 attempts to correlate identified detected events 
222 with one or more existing attacker profiles 224a stored 
in profile set 156. 

In the present example, profile set 156 comprises several 
existing attacker profiles 224.a for known attackers of enter 
prise computer networks. Existing attacker profile 224a, in 
profile set 156 is for an attacker who typically attacks 
between 5:00 p.m. and 5:30 p.m. from source IP addresses 
between 205.252.48.160 and 205.252.48.200. Existing 
attacker profile 224a in profile set 156 is for an attacker who 
typically attacks between 2:00 p.m. and 4:00 p.m. from 
Source IP addresses between 190.165.20.100 and 
190.165.20.200. Because detected events 110a and 110C in 
identified detected events 222 both occurred between 5:00 
p.m. and 5:30 p.m. and originated from Source IP addresses 
between 205.252.48.160 and 205.252.48.200, existing 
attacker profile 224a, most closely matches identified 
detected events 222. Accordingly, correlation engine 140 
correlates identified detected events 222 with existing 
attacker profile 224a. Global server 40 sends existing 
attacker profile 224a, to console 50 as identified attacker 
profile 230. GUI 52 displays to operator 60 existing attacker 
profile 224a, which comprises the name and certain back 
ground information of an individual known to attack enter 
prise computer networks. Operator 60 thus learns the likely 
identity of the individual who caused detected events 110a 
and 110C in identified detected events 222. By knowing the 
identity of this individual, operator 60 may be better able to 
preempt future attacks. Operator 60 may take steps such as, 
for example, blocking access from certain IP addresses or 
reporting this individual to law enforcement authorities. 

According to certain embodiments, correlation engine 
140 may be unable to correlate identified detected events 
222 with one or more existing attacker profiles 224a in 
profile set 156. In particular, there may be no existing 
attacker profile 224a in profile set 156 that matches 
attributes 410 of identified detected events 222. If identified 
detected events 222 do not correlate with a particular 
existing attacker profile 224a, correlation engine 140 is 
operable to generate new attacker profile 224b based on 
attributes 410 of identified detected events 222. Correlation 
engine 140 is further operable to store new attacker profile 
224b in profile set 156. 
An example illustrates certain embodiments of the present 

invention. Correlation engine 140 determines identified 
detected events 222 comprising detected event 110a and 
detected event 110c. As illustrated in FIG. 3, detected event 
110a occurred at 5:25 p.m. and originated from source IP 
address 205.252.48.163. Detected event 110C occurred at 
5:10 p.m. and originated from source IP address 
205.252.48.166. Using probability module 170, correlation 
engine 140 attempts to correlate identified detected events 
222 with one or more existing attacker profiles 224a stored 
in profile set 156. In the present example, profile set 156 
does not comprise a particular existing attacker profile 224a 
that matches attributes 410 of identified detected events 222. 
Correlation engine 140 is therefore unable to correlate 
identified detected events 222 with any existing attacker 
profiles 224a. Consequently, correlation engine 140 gener 
ates new attacker profile 224b based on attributes 410 of 
identified detected events 222. In the present example, 
correlation engine 140 generates a new attacker profile 224b 
of an attacker who typically attacks between 5:00 p.m. and 
5:30 p.m. and who typically uses source IP addresses 
between 205.252.48.160 and 205.252.48.170. Correlation 
engine 140 stores new attacker profile 224b in profile set 
156. In addition, global server 40 sends new attacker profile 
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224b to console 50 as identified attacker profile 230. GUI 52 
displays new attacker profile 224b to operator 60. According 
to certain embodiments, GUI 52 may display to operator 60 
that the identity of the attacker associated with new attacker 
profile 224b is unknown. However, operator 60 may track 
the unknown attacker associated with new attacker profile 
224b by monitoring those detected events 110 thereafter 
received by sensors 20 that match new attacker profile 224b. 
According to certain embodiments, if operator 60 later 
learns the identify of the attacker associated with new 
attacker profile 224b, operator 60 may request console 50 to 
recall new attacker profile 224b. Operator 60 may then input 
into console 50 the name and background information of 
that attacker associated with new attacker profile 224b. 
Global server 40 may store in profile set 156 the name and 
background information of that attacker in association with 
new attacker profile 224b. 
The present invention may be implemented in various 

enterprise computer networks. In particular, System 10 may 
be a military information system Such as, for example, a 
military information system used to track Supply levels of 
several battalions. In the present example, operator 60 is a 
military supply officer. Global server 40 receives detected 
event 110e, which occurred at 5:25 p.m. and originated from 
a UNIX-based computer. Ruleset 152 comprises a rule to 
assign attribute value 420a equal to the decimal time of 
detected event 110. Accordingly, correlation engine 140 
assigns detected event 110e attribute value 420c of 17.42. 
Ruleset 152 also comprises a rule to assign attribute value 
420d of three to detected events 110 that originate from 
UNIX-based computers. Correlation engine 140 therefore 
assigns attribute value 420d of three to detected event 110e. 
Correlation engine 140 stores detected event 110e in 
detected event storage 158 in accordance with the attribute 
values 420 of detected event 110e. 

In the present example, an enemy attacker attempts to 
hack into system 10 to obtain sensitive information about 
supply levels tracked by system 10. System 10 detects this 
attack as detected event 110?, which occurred at 5:20 p.m. 
and originated from a UNIX-based computer. Detected 
event 110f contains a segment of code signifying that 
detected event 110f is an attack. Operator 60 of system 10 
wants to determine whether any detected events 110 in 
detected event storage 158 may be related to this attack. In 
particular, operator 60 wants to identify detected events 110 
in detected event storage 158 that occurred within forty-five 
minutes of 5:20 p.m. and that originated from UNIX-based 
computers. Accordingly, operator 60 selects detected event 
110f as target event 364. Console 50 sends target event 364 
to global server 40. Operator 60 enters “forty-five minutes' 
into console 50 as proximity limit 370a. Operator 60 enters 
“Unix-based computer into console 50 as proximity limit 
37Od. 

In the present example, correlation engine 140 assigns 
attribute values 420 to target event 364 based on rules in 
ruleset 152. Accordingly, correlation engine 140 also assigns 
target event 364 attribute value 420a of 17.33—the decimal 
form of 5:20 p.m. Correlation engine 140 assigns target 
event 364 attribute value 420d of three because target event 
364 originated from a UNIX-based computer. Based on 
rules in ruleset 152, correlation engine 140 also assigns 
attribute values 420 to proximity limits 370. Proximity limit 
370a corresponding to forty-five minutes is assigned an 
attribute value 420a of 0.75. Proximity limit 370d corre 
sponding to the type of computer is assigned an attribute 
value 420d of three. 
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In the present example, correlation engine 140 identifies 
detected events 110 in detected event storage 158 that 
correspond to points 360 that are within proximity limits 370 
of target point 362. In particular, correlation engine 140 
identifies first detected event 110e that occurred at 5:25 p.m. 5 
and that originated from a UNIX-based computer. In the 
present example, detected event 110e occurred within forty 
five minutes of target event 364 and originated from a 
UNIX-based computer. Correlation engine 140 identifies 
detected event 110e as identified detected event 222. Cor- 10 
relation engine 140 then attempts to correlate identified 
detected event 222 with one or more existing attacker 
profiles 224a in profile set 156. In the present example, 
profile set 156 comprises an existing attacker profile 224a 
for an attacker known to typically attack between 5:00 p.m. 15 
and 5:30 p.m. from UNIX-based computers. Because exist 
ing attacker profile 224a matches attributes 410 of identi 
fied detected event 222, correlation engine 140 correlates 
identified detected event 222 with existing attacker profile 
224a. Global server 40 sends existing attacker profile 224a 20 
to console 50 as identified attacker profile 230. GUI 52 
displays existing attacker profile 224a to operator 60. 
Operator 60 thus learns the identity of the individual or 
organization that likely caused identified detected event 222. 
The foregoing example illustrates a military information 25 

system that incorporates the present invention to detect an 
attack on a system and to correlate event information 
regarding the attack. The present invention may also be used 
to detect and correlate events other than attacks. For 
example, system 10 may be configured to detect and corre- 30 
late information regarding Supply levels of military units, 
movements of troops, maintenance of vehicles, conditions of 
weapons, or any other Suitable type of event or information. 

The present invention has several important technical 
advantages. Various embodiments of the invention may have 35 
none, some, or all of these advantages. According to certain 
embodiments, the present invention reduces the number of 
operations required to correlate certain detected events 110 
with other detected events 110 in detected event storage 158, 
thus resulting in faster correlations. According to certain 40 
embodiments, the present invention enables correlation of 
detected events 110 with the identity of an attacker. By 
identifying the attacker, operator 60 is better able to respond 
to an attack, preempt future attacks, and gather evidence 
against the attacker. 45 

FIG. 5 illustrates a flow of operation according to one 
embodiment of the present invention. The method begins at 
step 502 where intrusion detection system 10 receives 
detected events 110. Each detected event 110 comprises a 
plurality of attributes 410 such as, for example, time, source 50 
IP address, and destination IP address. At step 504, corre 
lation engine 140 assigns attribute values 420 to detected 
events 110 based on rules in ruleset 152. Attribute values 
420 of each detected event 110 define a point 360 in 
n-dimensional space. At step 506, correlation engine 140 55 
stores detected events 110 in detected event storage 158 
according to attribute values 420 assigned by correlation 
engine 140. At step 508, correlation engine 140 receives 
target event 364. Target event 364 comprises a plurality of 
attributes 410 such as, for example, time, source IP address, 60 
and destination IP address. At step 510, correlation engine 
140 assigns to target event 364 attribute values 420 based on 
rules in ruleset 152. Attribute values 420 of target event 364 
define target point 362 in n-dimensional space. At step 512, 
correlation engine 140 receives proximity limits 370. ProX- 65 
imity limits 370 define a portion of n-dimensional space 
Surrounding target point 362. At step 514, correlation engine 
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140 assigns attribute values 420 to proximity limits 370. At 
step 516, correlation engine 140 identifies those particular 
detected events 110 in detected event storage 158 corre 
sponding to points 360 that are within proximity limits 370 
of target point 362. Those particular detected events 110 
identified by correlation engine 140 are referred to as 
identified detected events 222. At step 518, correlation 
engine 140 attempts to correlate identified detected events 
222 with at least one existing attacker profile 224a in profile 
set 156. Existing attacker profile 224a comprises character 
istics of a known attacker of enterprise computer networks. 
If correlation engine 140 is able to correlate identified 
detected events 222 with at least one existing attacker profile 
224a, GUI 52 displays that existing attacker profile 224a to 
operator 60 at step 522. If correlation engine 140 is unable 
to correlate identified detected events 222 with at least one 
existing attacker profile 224a, correlation engine 140 gen 
erates new attacker profile 224b at step 520. New attacker 
profile 224b, which is based on identified detected events 
222, is stored with identified detected events 222 in profile 
set 156 at step 518. At step 522, system 10 displays existing 
attacker profile 224a or new attacker profile 224b to operator 
60. 
The preceding examples illustrate system 10 as a central 

ized intrusion detection system 10 that is, sensors 20 and 
manager servers 30 send detected events 110 to a centralized 
global server 40 via a common internal network 70. Global 
server 40 then processes detected events 110 and provides 
operator 60 with a global view of the state of system 10. 
Certain intrusion detection systems 10, however, are de 
centralized—that is, there is no global server 40. The present 
invention is operable to protect an enterprise with such a 
de-centralized architecture. 

FIG. 6 illustrates an alternative architecture for intrusion 
detection system 10. According to certain embodiments, 
intrusion detection system 10 comprises a plurality of net 
work nodes 610. According to certain embodiments, net 
work node 610 represents any computer that may comprise 
input devices, output devices, mass storage media, proces 
sors, memory, or other components for receiving, process 
ing, storing, and/or communicating information. Network 
node 610 may comprise a general-purpose personal com 
puter (PC), a Macintosh, a workstation, a Unix-based com 
puter, a server computer, or any Suitable processing device. 
Generally, network node 610 is capable of detecting an 
attack from network 100 and dynamically responding to 
Such a threat. For example, upon detecting an attack or 
potential attack, network node 610 may disable certain 
network ports. Each network node 610 comprises sensor 20, 
correlation engine 140, memory module 150, and console 
SO. 

Sensor 20 comprises the functionality of sensors 20 
described with respect to FIG. 1. Each sensor 20 is located 
at a network port that receives TCP/IP packets or other 
similar network communications from network 100. These 
packets and similar network communications received by 
sensor 20 are referred to as detected events 110. Generally, 
sensor 20 processes detected events 110 to detect the pres 
ence of an attack. Sensor 20 outputs at least the event 
information of detected events 110. According to certain 
embodiments, sensor 20 may generate an alert (not shown) 
upon detecting an attack. Network 100 represents any net 
work not protected by intrusion detection system 10. 
Accordingly, network 100 communicably couples system 10 
with other computer systems. 

Sensor 20 is communicatively connected to correlation 
engine 140. Generally, correlation engine 140 is operable to 
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correlate detected events 110 to detect an attack occurring 
upon or within the enterprise. Correlation engine 140 may 
include any hardware, software, firmware, or combination 
thereof operable to receive and appropriately process 
detected events 110 and corresponding alerts (not shown) 
from sensor 20. Correlation engine 140 may be any software 
or logic operable to process multiple communications from 
servant nodes and may use any suitable detection or com 
parison technique to process packet headers, packet pay 
loads, and/or any other data. Correlation engine 140 may be 
written in any appropriate computer language such as, for 
example, C, C++, Java, Perl, and others. It will be under 
stood by those skilled in the art that correlation engine 140 
may reside locally in network node 610, remotely on another 
computer server, or distributed across servers. It will be 
further understood that while correlation engine 140 is 
illustrated as a single module, the features and functional 
ities performed by this module may be performed by mul 
tiple modules. 

In certain embodiments, correlation engine 140 is com 
municatively connected to memory module 150. Memory 
module 150 stores detected events 110 received by sensors 
20 for later processing, retrieval, or searches. Memory 
module 150 may include any memory or database module 
and may take the form of volatile or non-volatile memory 
comprising, without limitation, magnetic media, optical 
media, random access memory (RAM), read-only memory 
(ROM), removable media, or any other suitable local or 
remote memory component. Correlation engine 140 is oper 
able to process event information of detected events 110 
stored in memory module 150 to detect the presence of a 
substantially long-term or multi-staged attack that had pre 
viously gone undetected. 

According to certain embodiments, memory module 150 
comprises a ruleset 152. Ruleset 152 comprises instructions, 
algorithms, or any other directives used by correlation 
engine 140 to process, correlate, aggregate, and/or filter 
event information of detected events 110. Ruleset 152 is 
discussed in further detail below with respect to FIG. 7. 
Although FIG. 6 illustrates ruleset 152 and memory module 
150 as residing internally to network node 610, ruleset 152 
and memory module 150 may reside externally or at any 
other location or locations accessible by network node 610 
or other components of system 10. 

Correlation engine 140 is communicatively connected to 
console 50. Console 50 represents any computer that may 
comprise input devices, output devices, mass storage media, 
processors, memory, or other components for receiving, 
processing, storing, and/or communicating information. 
Correlation engine 140 may communicate the event infor 
mation of detected events 110 to console 50 so that a user, 
Such as an operator 60, may view and process the event 
information of detected events 110. 

Console 50 may include a graphical user interface (GUI) 
52 that tailors and filters the data presented to operator 60. 
Generally, GUI 52 provides operator 60 of console 50 with 
an efficient and user-friendly presentation of event informa 
tion of detected events 110. GUI 52 may open a secure shell 
(SSH) tunnel to provide additional secure communications 
between console 50 and the other portions of system 10. 
GUI 52 may comprise a plurality of displays having inter 
active fields, pull-down lists, and buttons operated by opera 
tor 60. In one example, GUI 52 presents the relevant event 
information of each detected event 110 to operator 60 and 
conceals the remaining information in order to reduce visual 
clutter. Then, upon receiving a request from operator 60, 
GUI 52 expands the visual representation of event informa 
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tion to display packet headers and payloads to operator 60. 
GUI 52 may include multiple levels of abstraction including 
groupings and boundaries. It should be understood that the 
term graphical user interface may be used in the singular or 
in the plural to describe one or more graphical user inter 
faces and each of the displays of a particular graphical user 
interface. 
Network nodes 610 are communicatively coupled by 

internal network 70. Internal network 70 may include one or 
more intranets, local area networks (LANs), metropolitan 
area networks (MANs), wide area networks (WANs), or any 
other suitable enterprise network. Internal network 70 may, 
for example, communicate Internet Protocol (IP) packets, 
frame relay frames, Asynchronous Transfer Mode (ATM) 
cells, and/or other Suitable messages between network 
addresses. According to particular embodiments, messages 
between network nodes 610 may be in one or more formats 
including Intrusion Detection Message Exchange Format 
(IDMEF), binary format, and/or other appropriate format. 
According to certain embodiments, internal network 70 
represents a bandwidth constrained network connection 
Such as, for example, a radio wave link or laser link. 

FIG. 7 illustrates a flow of operation among various 
components of system 10 illustrated in FIG. 6. Sensor 20 of 
network node 610 receives detected event 110. Sensor 20 
sends detected event 110 to correlation engine 140. Detected 
event 110 comprises a plurality of attributes 410 such as, for 
example, time, Source IP address, and destination IP address. 
Based on rules in ruleset 152, correlation engine 140 assigns 
attribute values 420 to detected event 110. Correlation 
engine 140 then stores detected event 110 in detected event 
storage 158 according to attribute values 420. Detected 
event storage 158 refers to a portion or portions of memory 
module 150 used to store detected events 110 according to 
attribute values 420. 
An example illustrates certain embodiments of the present 

invention. Network node 610 receives detected event 110a, 
which occurred at 5:25 p.m. and originated from source IP 
address 205.252.48.163. Time and source IP address are 
attributes 410 of detected event 110a. Ruleset 152 comprises 
a rule to assign attribute value 420a equal to the decimal 
time of detected event 110. Accordingly, correlation engine 
140 assigns to detected event 110a attribute value 420a of 
17.42—the decimal form of 5:25 p.m. Ruleset 152 com 
prises another rule to assign attribute value 420b equal to the 
base ten source IP address of detected event 110. Accord 
ingly, correlation engine 140 assigns to detected event 110a 
attribute value 420b of 345585603 the base ten represen 
tation of 205.252.48.163. Correlation engine 140 may store 
detected event 110a in detected event storage 158 in accor 
dance with attribute values 420 assigned by correlation 
engine 140. 

According to certain embodiments, correlation engine 
140 is operable to generate an n-dimensional graph 340 
based on detected events 110 in detected event storage 158. 
N-dimensional graph 340 is a graph of points 360 corre 
sponding to detected events 110 in detected event storage 
158. Each point 360 is defined by attribute values 420 of a 
particular detected event 110. Correlation engine 140 is 
operable to store n-dimensional graph 340 in memory mod 
ule 150. 
An example illustrates certain embodiments of the present 

invention. Sensors 20 receive three detected events 110a, 
110b, and 110c. Referring to FIG. 3, event 110a occurred at 
5:25 p.m. and has a source IP address of 205.252.48.163 and 
a destination IP address of 192.187.23.220. Event 110b 
occurred at 2:02 p.m. and has a source IP address of 
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205.252.48.240 and a destination IP address of 
192.187.23.206. Event 110c occurred at 5:10 p.m. and has a 
Source IP address of 205.252.48.168 and a destination IP 
address of 192.187.23.102. Ruleset 152 comprises a rule to 
assign attribute value 420a equal to the decimal time of 
detected event 110. Accordingly, correlation engine 140 
assigns to detected events 110a, 110b, and 110c attribute 
values 420a of 17.42, 14.03, and 17.17, respectively. Ruleset 
152 comprises another rule to assign attribute value 420b 
equal to the base ten source IP address of detected event 110. 
Accordingly, correlation engine 140 assigns to detected 
events 110a, 110b, and 110C attribute values 420b of 
3455.856803, 3455.856880, and 3455.856808, respectively. 
Ruleset 152 comprises a third rule to assign attribute value 
420c equal to the base ten destination IP address of detected 
event 110. Accordingly, correlation engine 140 assigns to 
detected events 110a, 110b, and 110c attribute values 420c 
of 3233486812, 3233486798, and 32334.86694, respec 
tively. Correlation engine 140 stores detected events 110a, 
110b, and 110c in detected event storage 158 in accordance 
with attribute values 420 assigned by correlation engine 140. 

In the present example, correlation engine 140 generates 
n-dimensional graph 340 based on detected events 110 in 
detected event storage 158. First axis 345a corresponds to 
decimal time, second axis 345b corresponds to base ten 
source IP address, and third axis 345c corresponds to base 
ten destination IP address. Each detected event 110 corre 
sponds to a particular point 360 defined by attribute values 
420 of that detected event 110. In the present example, 
attribute values 420 of detected event 110a define point 360a 
with coordinates of 17.42, 3455.856803, and 3233486812. 
Attribute values 420 of detected event 110b define point 
360b with coordinates of 14.03, 3455.856880, and 
3233486,798. Attribute values 420 of detected event 110C 
define point 360c with coordinates of 17.17, 3455.856808, 
and 32334.86694. Correlation engine 140 stores n-dimen 
sional graph 340 comprising points 360a, 360b, and 360c in 
memory module 150. Because correlation engine 140 may 
assign any number of attribute values 420 to detected events 
110, there may be any number of axes 345 in n-dimensional 
graph 340, each axis 345 corresponding to a particular class 
of attribute values 420 of detected events 110. 

According to certain embodiments, correlation engine 
140 is operable to use any suitable lossy or lossless com 
pression technique to compress and/or decompress n-dimen 
sional graph 340. In particular, correlation engine 140 may 
define points 360 in n-dimensional graph 340 by using less 
than all of attribute values 420 of detected events 110 
corresponding to points 360. An example illustrates certain 
embodiments of the present invention. In the preceding 
example, network node 610 received three detected events 
110a, 110b, and 110c. Correlation engine 140 assigned to 
these detected events a plurality of attribute values 420 as 
illustrated in FIG. 3. Attribute value 420a corresponds to 
decimal time, attribute value 420b corresponds to base ten 
source IP address, and attribute value 420c corresponds to 
base ten destination IP address. Correlation engine 140 
stored detected events 110a, 110b, and 110C in detected 
event storage 158 in accordance with attribute values 420 
assigned by correlation engine 140. In the present example, 
correlation engine 140 generates n-dimensional graph 340 
using only attribute values 420a and 420b of detected events 
110. Thus, points 360 of n-dimensional graph 340 are 
defined by attribute values 420a and 420b but not 420c of 
detected events 110. By using less than all of attribute values 
420 of detected events 110 to generate n-dimensional graph 
340, correlation engine 140 compresses the amount of 
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information represented by points 360 in n-dimensional 
graph 340. Such a compressed n-dimensional graph 340 
may not require as much bandwidth for transmission as does 
an n-dimensional graph 340 comprising points 360 defined 
by all of attribute values 420 of detected events 110. 

In a de-centralized system 10 comprising multiple net 
work nodes 610, operator 60 of a particular network node 
610 may want to review the event information of detected 
events 110 received by other network nodes 610 in system 
10. By reviewing the event information of detected events 
110 received by other network nodes 610, a particular 
operator 60 may obtain a more complete view of the state of 
system 10. According to certain embodiments, the present 
invention facilitates a more complete view of the state of 
system 10. 

FIG. 8 illustrates a flow of operation among various 
components depicted in FIGS. 6 and 7. According to certain 
embodiments, system 10 comprises network nodes 610p, 
610g, 610r, and 610s. Sensor 20 of each network node 610 
receives detected events 110. Detected events 110 received 
by one network node 610 may differ from detected events 
110 received by another network node 610. Each detected 
event 110 comprises a plurality of attributes 410 such as, for 
example, time, Source IP address, and destination IP address. 
Sensor 20 sends detected events 110 to correlation engine 
140. Based on ruleset 152, correlation engine 140 assigns 
attribute values 420 to each detected event 110 according to 
attributes 410 of detected events 110. Attribute values 420 of 
each detected event 110 define a point 360 in n-dimensional 
space. Correlation engine 140 stores detected events 110 in 
detected event storage 158 according to attribute values 420 
of detected events 110. In addition, correlation engine 140 
generates n-dimensional graph 340 comprising points 360 
defined by attribute values 420 of detected events 110. 
Correlation engine 140 stores n-dimensional graph 340 in 
memory module 150. According to certain embodiments, a 
particular network node 610 may receive n-dimensional 
graph 340 from another network node 610 via internal 
network 70. According to certain embodiments, internal 
network 70 may be a bandwidth constrained network con 
nection Such as, for example, a radio wave link or laser link 
between network nodes 610. 
An example illustrates certain embodiments of the present 

invention. System 10 comprises network nodes 610p, 610g, 
610r, and 610s. Network nodes 610 are communicatively 
connected via internal network 70. Network nodes 610p, 
610q, 610r, and 610s receive detected events 110p, 110g, 
110r, and 110s, respectively. Sensor 20p in network node 
610p sends detected events 110p to correlation engine 140p. 
Correlation engine 140p assigns detected events 110p 
attribute values 420 in accordance with attributes 410 of 
detected events 110p. Correlation engine 140p stores 
detected events 110p in detected event storage 158p in 
accordance with attribute values 420 assigned by correlation 
engine 140p. Correlation engines 140q, 140r, and 140s 
similarly process and store detected events 110g, 110r, and 
110s, respectively. Network node 610p generates n-dimen 
sional graph 340p comprising points 360p defined by 
attribute values 420 of detected events 110p. Network node 
610p stores n-dimensional graph 340p in memory module 
150p. Network nodes 610q, 610r, and 610s each generate 
and store respective n-dimensional graphs 340 comprising 
points 360 corresponding to detected events 110g, 110r, and 
110s, respectively. 

In the present example, operator 60p of network node 
610p wants to obtain a complete view of the state of system 
10. In particular, operator 60p wants to determine whether 
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detected events 110 received by other network nodes 610 are 
related to detected events 110p received by network node 
610p. Accordingly, operator 60p decides to review detected 
events 110 received by other network nodes 610. Operator 
60p inputs into console 50p a graph request 380. Graph 
request 380 is a signal or message to network nodes 610 to 
send their respective n-dimensional graphs to the particular 
network node 610 sending graph request 380. In the present 
example, network node 610p sends graph request 380 to 
network nodes 610q and 610r. Network node 610r in turn 
sends graph request 380 to network node 610s. 
Upon receiving graph request 380, network node 610s 

sends n-dimensional graph 340s to network node 610r via 
internal network 70. Network node 610r receives n-dimen 
sional graph 340s from network node 610s and stores 
n-dimensional graph 340s in memory module 150r. Corre 
lation engine 140r in network node 610r then sends n-di 
mensional graphs 340r and 340s to network node 610p. 
Network node 610p receives n-dimensional graphs 340r and 
340s from network node 610r and stores n-dimensional 
graphs 340r and 340s in memory module 150p. 

In the present example, network node 610q also sends 
n-dimensional graph 340q to network node 610p via internal 
network 70. Network node 610p receives n-dimensional 
graph 340q from network node 610q and stores n-dimen 
sional graph 340q in memory module 150p. According to 
certain embodiments GUI 52p in network node 610p dis 
plays n-dimensional graphs 340p, 340q, 340r, and 340s to 
operator 60p of network node 610p. Thus, operator 60p 
obtains a more complete view of the state of system 10. 

According to certain embodiments, correlation engine 
140 is operable to combine n-dimensional graphs 340 
received from various network nodes 610 into a global 
n-dimensional graph 300. Global n-dimensional graph 300 
is a graph comprising points 360 of a plurality of individual 
n-dimensional graphs 340 generated by network nodes 610. 
Points 360 of n-dimensional graphs 340 are defined by 
attribute values 420 of detected events 110 assigned by 
correlation engines 140 based on attributes 410 of detected 
events 110. Accordingly, the location of a particular point 
360 in global n-dimensional graph 300 signifies attributes 
410 of detected event 110 corresponding to that point 360. 

Referring to the preceding example, correlation engine 
140p of network node 610p generates global n-dimensional 
graph 300 by combining n-dimensional graph 340p with 
n-dimensional graphs 340q, 340r, and 340s in memory 
module 150p. Global n-dimensional graph 300 comprises 
points 360p, 360q, 360r, and 360s from n-dimensional 
graphs 340p, 3404,340r, and 340s. Points 360p, 3604,360r. 
and 360s in global n-dimensional graph 300 are defined by 
attribute values 420 of detected events 110p, 110g, 110r, and 
110s. Attribute values 420 of detected events 110p, 110g, 
110r, and 110s correspond to attributes 410 of detected 
events 110p, 110g, 110r, and 110s. 

Correlation engine 140 is operable to process global 
n-dimensional graph 300 to detect attacks or potential 
attacks spread among network nodes 610. Correlation 
engine 140 may use any suitable algorithms, mathematical 
formulas, Gaussian distribution functions, or comparison 
techniques for Scanning global n-dimensional graph 300 to 
detect patterns or clusters 310 of points 360 in global 
n-dimensional graph 300. A cluster 310 of points 360 refers 
to a concentrated grouping of points 360 in global n-dimen 
sional graph 300. According to certain embodiments, clus 
ters 310 of points 360 in global n-dimensional graph 300 
may represent an attack spread among network nodes 610. 
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FIG. 9 illustrates a cluster 310 of points 360 in global 

n-dimensional graph 300. The axes 345 of global n-dimen 
sional graph 300 correspond to attribute values 420 of 
detected events 110. The location of a particular point 360 in 
global n-dimensional graph 300 is defined by attribute 
values 420 of detected event 110 corresponding to that 
particular point 360. 
An example illustrates certain embodiments of the present 

invention. First axis 345a corresponds to decimal time of 
detected events 110. Second axis 345b corresponds to base 
ten source IP address of detected events 110. Third axis 345c 
corresponds to base ten destination IP address of detected 
events 110. Global n-dimensional graph 300 is a combina 
tion of n-dimensional graphs 340p, 340q, 340r, and 340s 
generated by network nodes 610p, 610q, 610r, and 610s, 
respectively. Points 360p are defined by attribute values 420 
of detected events 110p received by network node 610p. 
Points 360q are defined by attribute values 420 of detected 
events 110q received by network node 610g. Points 360 rare 
defined by attribute values 420 of detected events 110r 
received by network node 610r. Points 360s are defined by 
attribute values 420 of detected events 110s received by 
network node 610s. 

In the present example, correlation engine 140p in net 
work node 610p processes global n-dimensional graph 300 
to detect clusters 310 or patterns that may signify attacks 
spread among network nodes 610. In particular, correlation 
engine 140p detects cluster 310 of points 360 in global 
n-dimensional graph 300. Cluster 310 comprises three 
points 360p from n-dimensional graph 340p, two points 
360q from n-dimensional graph 340q, two points 360r from 
n-dimensional graph 340r, and three points 360s from 
n-dimensional graph 340s. Points 360 in cluster 310 are 
close together, signifying that points 360 in cluster 310 have 
similar attribute values 420 for decimal time, base ten source 
IP address, and base ten destination IP address. Accordingly, 
cluster 310 may suggest that an attacker is attacking multiple 
network nodes 610 from similar source IP addresses and 
using similar destination IP addresses. Cluster 310 may also 
Suggest an unusual level of activity occurring at a certain 
time of day. Cluster 310 of points 360 may not have been 
apparent in an individual n-dimensional graph 340 used to 
generate global n-dimensional graph 300. Cluster 310 may 
have only become apparent by combining n-dimensional 
graphs 340 into global n-dimensional graph 300. 

In certain embodiments, correlation engine 140 is oper 
able to distinguish among points 360 in global n-dimen 
sional graph 300 by using “dimming techniques. “Dim 
ming” refers to prioritizing points 360 in global 
n-dimensional graph 300 based on which network node 610 
originally received which detected events 110. According to 
certain embodiments, dimming may comprise reducing the 
visibility of certain points 360 in global n-dimensional graph 
300. In particular, correlation engine 140 may dim points 
360 in global n-dimensional graph 300 according to the 
remoteness of the particular network nodes 610 that origi 
nally received detected events 110 corresponding to points 
360. Referring back to FIG. 8, network node 610g and 
network node 610r are directly connected to network node 
610p via internal network 70. Accordingly, network nodes 
610q and 610r are each one level removed from network 
node 610p. Network node 610s, however, is not directly 
connected to network node 610p but is directly connected to 
network node 610r. Network node 610s is therefore two 
levels removed from network node 610p. 
An example illustrates certain embodiments of the present 

invention. Ruleset 152p in network node 610p may com 
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prise a rule to dim by 50 percent those points 360 in global 
n-dimensional graph 300 that correspond to detected events 
110 which were received from network 100 by any network 
node 610 that is two levels removed from network node 610. 
Ruleset 152p in network node 610p may also comprise a rule 
to dim by 25 percent those points 360 in global n-dimen 
sional graph 300 that correspond to detected events 110 
which were received from network 100 by any network node 
610 that is one level removed from network node 610. In the 
present example, network node 610s is two levels removed 
from network node 610p. Based on ruleset 152p, correlation 
engine 140p in network node 610p may dim by 50 percent 
points 360s in global n-dimensional graph 300 that corre 
spond to detected events 110s received from network 100 by 
network node 610s. In the present example, network nodes 
610q and 610r are one level removed from network node 
610p. Based on the rules in ruleset 152p, correlation engine 
140p in network node 610p may dim by 25 percent points 
360q and 360r in global n-dimensional graph 300 that 
correspond to detected events 110g and 110r received from 
network 100 by network nodes 610q and 610r. 

According to certain embodiments, correlation engine 
140 may generate alerts upon detecting a suspicious cluster 
310 or pattern of points 360 in global n-dimensional graph 
300. The severity of the alert may depend upon the visibility 
of points 360 in cluster 310 or pattern of points 360 in global 
n-dimensional graph 300. Referring to the preceding 
example, ruleset 152p in network node 610p may include a 
rule to generate an alert of high severity if all of points 360 
in cluster 310 in global n-dimensional graph 300 have a 
visibility between 75 percent and 100 percent. Ruleset 152 
may also include a rule to generate an alert of medium 
severity if all of points 360 in cluster 310 in global n-di 
mensional graph 300 have a visibility between 100 percent 
and 50 percent. Referring to FIG. 9, three points 360s in 
cluster 310 in global n-dimensional graph 300 correspond to 
detected events 110s received from network 100 by network 
node 610s. Network node 610s is two levels removed from 
network node 610p. Based on ruleset 152p, correlation 
engine 140p dims points 360s in global n-dimensional graph 
300 by 50 percent. Two points 360g in cluster 310 corre 
spond to detected events 110q received from network 100 by 
network node 610q. Because network nodes 610q is one 
level removed from network node 610p, correlation engine 
140p dims points 360q in global n-dimensional graph 300 by 
25 percent. Accordingly points 360q have a visibility of 75 
percent. Two points 360r in cluster 310 correspond to 
detected events 110r received from network 100 by network 
node 610r. Because network nodes 610r is one level 
removed from network node 610p, correlation engine 140p 
dims points 360r in global n-dimensional graph 300 by 25 
percent. Accordingly points 360r also have a visibility of 75 
percent. Thus, in the present example, points 360 in cluster 
310 in global n-dimensional graph 300 have a visibility 
between 50 percent and 100 percent. Accordingly, correla 
tion engine 140p in network node 610p generates an alert of 
medium severity. According to certain embodiments, opera 
tor 60p is able to analyze the severity of a threat based on the 
severity of an alert. In particular, operator 60p may be most 
concerned with network nodes 610 that are directly con 
nected to network node 610p. 
The present invention may be implemented in various 

enterprise computer networks. In particular, System 10 may 
be a military information system. Network nodes 610 in 
system 10 may represent wireless terminals carried by 
various platoons in the field of battle. Internal network 70 
may represent radio wave links between network nodes 610. 
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An attacker may be attacking network nodes 610 of a first 
and second platoon. In the present example, network node 
610p corresponding to the first platoon receives detected 
events 110p. Correlation engine 140p in network node 610p 
assigns attribute values 420 to detected events 110p. Cor 
relation engine 140p stores detected events 110p in detected 
event storage 158p in memory module 150p. Correlation 
engine 140p also generates n-dimensional graph 340p com 
prising points 360p defined by attribute values 420 assigned 
to detected events 110p by correlation engine 140p. Corre 
lation engine 140p stores n-dimensional graph 340p in 
memory module 150p. 

In the present example, network node 610g corresponding 
to the second platoon receives detected events 110q. Cor 
relation engine 140q in network node 610q assigns attribute 
values 420 to detected events 110q. Correlation engine 140g 
stores detected events 110q in detected event storage 158q in 
memory module 150g. Correlation engine 140g generates 
n-dimensional graph 340g comprising points 360g defined 
by attribute values 420 assigned to detected events 110q by 
correlation engine 140q. Correlation engine 140g stores 
n-dimensional graph 340q in memory module 150g in 
network node 610q. 

Operator 60p of network node 610p establishes a radio 
wave link between network node 610p and network node 
610g. In order to obtain a more complete view of the state 
of system 10, operator 60p sends graph request 380 to 
network node 610g. In response, network node 610q sends 
n-dimensional graph 340q to network node 610p. Correla 
tion engine 140p in network node 610p combines n-dimen 
sional graph 340 and n-dimensional graph 340q into global 
n-dimensional graph 300. Global n-dimensional graph 300 
comprises points 360 corresponding to detected events 110p 
and detected events 110q. 

In the present example, correlation engine 140p in net 
work node 610p processes global n-dimensional graph 300 
to detect attacks or potential attacks spread among network 
nodes 610. In the present example, correlation engine 140p 
detects cluster 310 of points 360 in global n-dimensional 
graph 300. Correlation engine 140p generates a correspond 
ing alert. GUI 52p in network node 610p displays the alert 
corresponding to cluster 310 in global n-dimensional graph 
300 to operator 60p. Operator 60p thus learns of the attack 
on both network node 610p and network node 610q. 
The foregoing example illustrates a military information 

system that incorporates the present invention to detect an 
attack on a system and to correlate event information 
regarding the attack. The present invention may also be used 
to detect and correlate events other than attacks. For 
example, system 10 may be configured to detect and corre 
late information regarding Supply levels of military units, 
movements of troops, maintenance of vehicles, conditions of 
weapons, or any other Suitable type of event or information. 
The present invention has several important technical 

advantages. Various embodiments of the invention may have 
none, some, or all of these advantages. One advantage is that 
the present invention enables intrusion detection system 10 
to correlate detected events 110 received by multiple sensors 
20 communicatively connected in a low bandwidth internal 
network 70. The present invention enables network nodes 
610 to compress and transmit event information of detected 
events 110 as n-dimensional graphs 340 while preserving the 
usefulness of the event information for detecting attacks on 
the enterprise. In addition, the present invention reduces the 
amount of event information of detected events 110 that 
system 10 requires to be transmitted between network nodes 
610. 
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FIG. 10 illustrates a flow of operation according to a 
method of the present invention. At step 902, first network 
node 610p receives first detected events 110p from network 
100. At step 904, correlation engine 140p in first network 
node 610p assigns attribute values 420 to first detected 
events 110p based on ruleset 152p. At step 906, correlation 
engine 140p in first network node 610p stores first detected 
events 110p in detected event storage 158p in accordance 
with attribute values 420 assigned by correlation engine 
140p. At step 908, correlation engine 140p generates first 
n-dimensional graph 340p comprising points 360p defined 
by attribute values 420 assigned to first detected events 110p 
by correlation engine 140p. Correlation engine 140p stores 
first n-dimensional graph 340p in memory module 150p. At 
step 910, network node 610p receives second n-dimensional 
graph 340q comprising points 360q corresponding to second 
detected events 110q received by second network node 
610q. At step 912, correlation engine 140p in first network 
node 610p combines first n-dimensional graph 340p and 
second n-dimensional graph 340q into global n-dimensional 
graph 300. Global n-dimensional graph 300 comprises 
points 360 corresponding to first detected events 110p and 
second detected events 110q. At step 914, correlation engine 
140p in first network node 610p processes global n-dimen 
sional graph 300 to detect clusters 310 or patterns signifying 
attacks or potential attacks spread among network nodes 
610. At step 916, correlation engine 140p generates an alert 
upon detecting a cluster 310 or pattern in global n-dimen 
sional graph 300 signifying an attack or potential attack. At 
step 918, GUI 52p in first network node 610p displays the 
alert corresponding to cluster 310 in global n-dimensional 
graph 300 to operator 60p. 

Although the present invention has been described in 
detail, it should be understood that various changes, Substi 
tutions and alterations can be made hereto without departing 
from the scope of the invention as defined by the appended 
claims. 

What is claimed is: 
1. A method for correlating event information, compris 

ing: 
receiving event information for a plurality of detected 

events wherein: 
the event information for a particular detected event 

comprises a plurality of attributes associated with the 
particular detected event; and 

the particular detected event is associated with at least 
one data packet in an enterprise network; 

assigning a plurality of attribute values to each detected 
event, the attribute values of each detected event defin 
ing a point in n-dimensional space; 

storing the event information for each detected event in 
accordance with the attribute values assigned to that 
detected event; 

receiving a target event comprising a plurality of 
attributes wherein: 
the target event is associated with at least one data 

packet that threatens the enterprise network; 
the attributes of the target event are associated with 

attribute values; and 
the attribute values of the target event define a target 

point in n-dimensional space; 
receiving a plurality of proximity limits that define a 

portion of n-dimensional space Surrounding the target 
point; and 

identifying a plurality of detected events wherein the 
points defined by the attribute values of the identified 
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detected events are within the portion of n-dimensional 
space defined by the proximity limits. 

2. The method of claim 1, further comprising: 
correlating the event information of the identified detected 

events with at least one attacker profile, the at least one 
attacker profile comprising a plurality of characteristics 
of an attacker of an enterprise network; 

storing the event information of the identified detected 
events with the at least one attacker profile; and 

displaying to an operator the at least one attacker profile. 
3. The method of claim 2, further comprising generating 

a new attacker profile if the event information of the 
identified detected events does not correlate with at least one 
attacker profile, the new attacker profile based at least in part 
on the event information of the identified detected events. 

4. The method of claim 2, wherein the correlation is 
performed using at least one Bayesian network or at least 
one neural network. 

5. The method of claim 1, wherein the event information 
is received by a plurality of sensors operable to receive data 
associated with potential attacks on at least one enterprise 
network. 

6. The method of claim 1, wherein: 
each attribute value of a particular detected event corre 

sponds to a particular attribute value of the target event; 
and 

each proximity limit corresponds to a particular attribute 
value of the target event. 

7. The method of claim 1, wherein: 
a first attribute of the detected event is a source IP address; 
a second attribute of the detected event is a destination IP 

address; and 
a third attribute of the detected event is a time of detec 

tion. 
8. The method of claim 1, wherein: 
a first axis of the n-dimensional space corresponds to 

source IP addresses of the plurality of detected events: 
and 

a second axis of the n-dimensional space corresponds to 
destination IP addresses of the plurality of detected 
eVentS. 

9. The method of claim 1, wherein the target event is at 
least one of the following: 

a computer virus; 
a trojan horse; 
a computer worm; and 
at least a portion of malicious computer code. 
10. The method of claim 1, wherein the target event and 

the attribute values associated with the target event are 
received from an operator. 

11. The method of claim 1, wherein the plurality of 
proximity limits are received from an operator. 

12. A system for correlating event information, compris 
ing: 

at least one sensor operable to receive event information 
for a plurality of detected events wherein: 
the event information for a particular detected event 

comprises a plurality of attributes associated with the 
particular detected event; and 

the particular detected event is associated with at least 
one data packet in an enterprise network; 

at least one processor operable to: 
assign a plurality of attribute values to each detected 

event, the attribute values of each detected event 
defining a point in n-dimensional space; 

receive a target event comprising a plurality of 
attributes wherein: 
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the target event is associated with at least one data 
packet that threatens the enterprise network; 

the attributes of the target event are associated with 
attribute values; and 

the attribute values of the target event define a target 
point in n-dimensional space; 

receive a plurality of proximity limits that define a 
portion of n-dimensional space Surrounding the tar 
get point; and 

identify a plurality of detected events wherein the 
points defined by the attribute values of the identified 
detected events are within the portion of n-dimen 
sional space defined by the proximity limits; and 

at least one memory module operable to store the event 
information for each detected event in accordance with 
the attribute values assigned to that detected event. 

13. The system of claim 12, further comprising a graphi 
cal user interface and wherein: 

the processor is further operable to correlate the event 
information of the identified detected events with at 
least one attacker profile, the at least one attacker 
profile comprising a plurality of characteristics of an 
attacker of an enterprise network; 

the memory module is further operable to store the event 
information of the identified detected events with the at 
least one attacker profile; and 

the graphical user interface is operable to display to an 
operator the at least one attacker profile. 

14. The system of claim 13, wherein the processor is 
further operable to generate a new attacker profile if the 
event information of the identified detected events does not 
correlate with at least one attacker profile, the new attacker 
profile based at least in part on the event information of the 
identified detected events. 

15. The system of claim 13, wherein the processor is 
operable to perform the correlation using at least one Baye 
sian network or at least one neural network. 

16. The system of claim 12, wherein: 
each attribute value of a particular detected event corre 

sponds to a particular attribute value of the target event; 
and 

each proximity limit corresponds to a particular attribute 
value of the target event. 

17. The system of claim 12, wherein: 
a first attribute of the detected event is a source IP address; 
a second attribute of the detected event is a destination IP 

address; and 
a third attribute of the detected event is a time of detec 

tion. 
18. The system of claim 12, wherein: 
a first axis of the n-dimensional space corresponds to 

source IP addresses of the plurality of detected events: 
and 

a second axis of the n-dimensional space corresponds to 
destination IP addresses of the plurality of detected 
eVentS. 

19. The system of claim 12, wherein the target event is an 
attack on at least one enterprise network, the attack detected 
by an intrusion detection system the target event is at least 
one of the following: 

a computer virus; 
a trojan horse; 
a computer worm; and 
at least a portion of malicious computer code. 
20. The system of claim 12, wherein the target event and 

the attribute values associated with the target event are 
received from an operator. 
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21. The system of claim 12, wherein the plurality of 

proximity limits are received from an operator. 
22. An apparatus for correlating event information, com 

prising: 
at least one processor operable to: 

receive event information for a plurality of detected 
events wherein: 
the event information for a particular detected event 

comprises a plurality of attributes associated with 
the particular detected event; and 

the particular detected event is associated with at 
least one data packet in an enterprise network; 

assign a plurality of attribute values to each detected 
event, the attribute values of each detected event 
defining a point in n-dimensional space; 

receive a target event comprising a plurality of 
attributes wherein: 
the target event is associated with at least one data 

packet that threatens the enterprise network; 
the attributes of the target event are associated with 

attribute values; and 
the attribute values of the target event define a target 

point in n-dimensional space; 
receive a plurality of proximity limits that define a 

portion of n-dimensional space Surrounding the tar 
get point; and 

identify a plurality of detected events wherein the 
points defined by the attribute values of the identified 
detected events are within the portion of n-dimen 
sional space defined by the proximity limits; and 

at least one memory module operable to store the event 
information for each detected event in accordance with 
the attribute values assigned to that detected event. 

23. The apparatus of claim 22, further comprising a 
graphical user interface and wherein: 

the processor is further operable to correlate the event 
information of the identified detected events with at 
least one attacker profile, the at least one attacker 
profile comprising a plurality of characteristics of an 
attacker of an enterprise network; 

the memory module is further operable to store the event 
information of the identified detected events with the at 
least one attacker profile; and 

the graphical user interface is operable to display to an 
operator the at least one attacker profile. 

24. The apparatus of claim 23, wherein the processor is 
further operable to generate a new attacker profile if the 
event information of the identified detected events does not 
correlate with at least one attacker profile, the new attacker 
profile based at least in part on the event information of the 
identified detected events. 

25. The apparatus of claim 23, wherein the processor is 
operable to perform the correlation using at least one Baye 
sian network or at least one neural network. 

26. The apparatus of claim 22, wherein: 
each attribute value of a particular detected event corre 

sponds to a particular attribute value of the target event; 
and 

each proximity limit corresponds to a particular attribute 
value of the target event. 

27. The apparatus of claim 22, wherein: 
a first attribute of the detected event is a source IP address; 
a second attribute of the detected event is a destination IP 

address; and 
a third attribute of the detected event is a time of detec 

tion. 
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28. The apparatus of claim 22, wherein: a computer worm; and 
a first axis of the n-dimensional space corresponds to at least a portion of malicious computer code. 

source IP addresses of the plurality of detected events: 30. The apparatus of claim 22, wherein the target event and 
a second axis of the n-dimensional space corresponds to 5 and the attribute values associated with the target event are 

destination IP addresses of the plurality of detected received from an operator. 
eVentS. 

29. The apparatus of claim 22, wherein the target event is 31. The apparatus of claim 22, wherein the plurality of 
at least one of the following: proximity limits are received from an operator. 

a computer virus; 10 
a trojan horse; k . . . . 
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DATED : April 1, 2008 
INVENTOR(S) : Troy Dean Rockwood 

It is certified that error appears in the above-identified patent and that said Letters Patent is 
hereby corrected as shown below: 

Column 11: 
Line 6, after “attacker profile delete “224a and insert -- 244a --. 

Line 17, after “attacker profile delete “224a and insert -- 244a --. 

Line 20, after “attacker profile delete “224a and insert -- 244a --. 

Line 21, after “attacker profile delete “224a and insert -- 244a --. 

Line 23, after “profile delete “224a and insert -- 244a --. 

Column 25: 
Line 54, after “The system of claim 12, wherein delete “the target event is an attack on 
at least one enterprise network, the attack detected by an intrusion detection system. 
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