United States Patent

US007352280B1

(12) (10) Patent No.: US 7,352,280 B1
Rockwood 45) Date of Patent: Apr. 1,2008
(54) SYSTEM AND METHOD FOR INTRUDER 2003/0154399 Al 82003 Zuk et al. ...ocvevverrerrennne 726/11
TRACKING USING ADVANCED 2003/0177383 Al 9/2003 Ofek et al. ...cocevvevveennne 726/14
CORRELATION IN A NETWORK SECURITY 2004/0015719 Al 172004 Teeetal ..ocooooovnvenenneee 726/23
SYSTEM 2004/0024855 Al 2/2004 Tsai et al. ...... o 709/223
2004/0103211 Al 5/2004 Jackson et al. ... 709/244
. 2004/0172557 Al 9/2004 Nakae et al. .........c....... 726/22
(75)  Inventor: gg”é[})s‘;a“ Rockwood, Thousand Oaks, 2004/0193943 Al 9/2004 Angelino et al. .............. 714/4
OTHER PUBLICATIONS
(73) Assignee: Raytheon Company, Waltham, MA . .
(US) Pending U.S. Appl. No. 10/407,513, entitled “Vertically Extensible
Intrusion Detection System and Method”, inventors Jon-Michael C.
(*) Notice: Subject to any disclaimer, the term of this Brook, et al., 44 pages plus 7 pages of drawings, filed Apr. 4, 2003.
patent is extended or adjusted under 35 (Continued)
U.S.C. 154(b) by 218 days. . . .
Primary Examiner—Van T. Trieu
(21) Appl. No.: 11/219,595 (74) Attorney, Agent, or Firm—Baker Botts L.L.P.
(22) Filed: Sep. 1, 2005 (57 ABSTRACT
(51) Int. CL A method for correlating event information comprises
GO8B 19/00 (2006.01) receiving event information for a plurality of detected events
(52) US.Cl 340/521: 340/522: 709/238 wherein the event information for a particular detected event
S P U ’ ’ comprises a plurality of attributes associated with that
(58)  Field of Clgzsol/ﬁsczaztu;g 4Se52:‘r6ch94.5...9..é.i......3 43;1306/53(1)5 detected event. The method continues by assigning a plu-
342/96 17’5. 3’45/4i9. 7513/1563' 709/,238’ rality of attribute values to each detected event, the attribute
’ ’ ’ ’ 700/24 5’ values of each detected event defining a point in n-dimen-
g lication file f et h hist sional space. The method continues by storing the event
ce application ftle for compiete search hstory. information for each detected event in accordance with the
(56) References Cited attribute values assigned to that detected event. The method
continues by receiving a target event comprising a plurality
U.S. PATENT DOCUMENTS of attributes wherein the attributes of the target event are
5020411 A *  6/1991 ROWAN +oveverreresrrerrnnns 89/1.11 associated with attribute values and the attribute values of
i the target event define a target point in n-dimensional space.
5,991,881 A 11/1999 Conklin et al. . ... 726/22 g getp P
6,226,589 Bl * 5/2001 Maeda et al. ............... 701/207 The method continues by receiving a plurality of proximity
6,404,380 B2* 6/2002 Poore, Jr. .cevvrrvivnnnin. 342/96 limits that define a portion of n-dimensional space surround-
6,744,396 B2*  6/2004 Stone et al. ... ... 342/36 ing the target point. The method concludes by identifying a
6,954,775 Bl 10/2005 Shanklin et al. - 718/105 plurality of detected events wherein the points defined by the
;’?25’222 g} lg; 5882 girk o g ;52; %g attribute values of the identified detected events are within
7130611 B2* 10/2006 Ki;?l(r)a :tr :lt T 5574040 the portion of n-dimensional space defined by the proximity
7,146,421 B2 12/2006 Syvanne ................. 700226 ~ limits.
7,185,368 B2 2/2007 Copeland, IIT .. ... 726/25
2003/0145226 Al 7/2003 Bruton et al. ................. 726/22 31 Claims, 7 Drawing Sheets
502~ RECEIVE EVENT INFORMATION

WITH ATTRIBUTE VALUES

1
506\1 STORE EVENT INFORMATION IN

]
504~ ASSIGN ATTRIBUTE VALUES TO EVENTS |
|

5DB\| RECEIVE TARGET EVENT

510~ ASSIGN ATTRIBUTE VALUES TO TARGET EVENT |

512~] RECEIVE PROXIMITY LIMITS ]

514~ ASSIGN ATTRIBUTE VALUES TO PROXIMITY LIMITS |

OF SPACE DEFINED BY PROXIMITY LIMITS

/! IDENTIFY DETECTED EVENTS WITHIN PORTION |
516

ATTEMPT

EXISTING ATTACKER
PROFILE?

IF UNABLE TO CORRELATE JDENTIFIED
520 DETECTED EVENTS WITH EXISTING ATTACKER
PROFILE, GENERATE NEW ATTACKER PROFILE

522 DISPLAY ATTACKER PROFILE T0 OPERATOR |

Trend Micro, Inc
EX1004-1



US 7,352,280 B1
Page 2

OTHER PUBLICATIONS

Pending U.S. Appl. No. 10/407,700, entitled “Dyrnamic Rule Gen-
eration for an Enterprise Instrusion Detection System”, inventors
Jon-Michael C. Brook, 38 pages plus 7 pages of drawings, filed Apr.
4, 2003.

Pending U.S. Appl. No. 10/407,030, entitled “Graphical User
Interface for an Enterprise Intrusion Detection System”, inventors
Jon-Michael C. Brook, et al., 34 pages plus 7 pages of drawings,
filed Apr. 4, 2003.

Patent Pending Application (serial no. not yet assigned), entitled
“System and Method for Active Data Collection in a Network
Security System”, inventor Troy D. Rockwood, 23 pages plus 2
pages of drawings, filed Jul. 6, 2005.

New Patent Application (serial no. not yet assigned), entitled
System and Method for Collaborative Information Security Corre-
lation in Low Bandwidth Environments, inventor Troy D.
Rockwood, 44 pages plus 7 pages of drawings, filed Sep. 1, 2005.
New Patent Application (serial No. not yet assigned), entitled
“System and Method for Interactive Correlation Rule Design in a
Network Security System”, inventor Troy D. Rockwood, 31 pages
plus 4 pages of drawings, filed Sep. 1, 2005.

Li et al., “Multi-Tier Intrusion Detection System,” pp. 1-11, 2000.
Wu et al, “JiNao: Design and Implementation of a Scalable
Intrusion Detection System for the OSPF Routing Protocol,” pp.
0-23, Feb. 24, 1999.

Dasgupta; “Experiments with Random Projection,” Proc. 16th Con-
ference Uncertainity in Artificial Intelligence (UAI), 9 pages, 2000.
Cisco Systems, Inc., “NetRanger User Guide 2.2.1,” Chapters 1-9
and Appendices A-C, 2000.

Jou et al., “Design and Implementation of a Scalable Intrusion
Detection System for the Protection of Network Infrastructure,”
DARPA Information Survivability Conference and Exposition
(DISCEX), 15 pages, Jan. 2000.

Boeckman, “Getting Closer to Policy-Based Intrusion Detection,”
Information Security Bulletin, pp. 13-20, May 2000.

Jansen et al., “Mobile Agents in Intrusion Detection and Response,”
National Institute for Standards and Technology, 12 pages, Jun.
2000.

Northcutt et al., “Network Intrusion Detection: An Analyst’s Hand-
book,” 2° Ed., 19 pages, Sep. 2000.

Phung, “Intrusion Detection FAQ; Data Mining in Intrusion Detec-
tion,” SANS.org, 3 pages, Oct. 24, 2000.

Power, “CSI Roundtable: Experts Discuss Present and Future
Intrusion Detection Systems,” Computer Security Journal vol. XIV,
#1, 15 pages, 2001.

Bace et al., “Intrusion Detection Systems,” NIST Special Publica-
tion on Intrusion Detection System, 51 pages, Feb. 2001.
“Stick—A Potential Denial of Service Against IDS Systems,”
Internet Security Systems Security Alert, 2 pages, Mar. 14, 2001.
Arnold, “Kernel Based Anomaly Detection,” Intrusion Detection
Systems, Machine Learning Group, Columbia University, 2 pages,
Apr. 26, 2001.

Wang et al., “SITAR: A Scalable Intrusion-Tolerant Architecture for
Distributed Services,” IEEE Workshop on Information Assurance
and Security, pp. 38-45, Jun. 5-6, 2001.

Intrusion.com, Inc., “Network Intrusion Detection System,”
SecureNet Series, 6 pages, Jul. 2001.

Raghudharan, “Intrusion Detection Systems: Beyond the first line of
defense,” Network Magazine, 7 pages, Sep. 2001.

Yocom et al., “Intrusion Detection Products Grow Up,” Network
World, pp. 1-10/12, Oct. 8, 2001.

Symantec, “Symantec™ ManHunt: Reducing the Risk of Compro-
mise,” Enterprise Security Technology, 4 pages, 2002.

ISS Corporation, “ISS RealSecure© Protection System,” 5 pages,
Apr. 1, 2003.

Curry et al., “Intrusion Detection Message Exchange Format Data
Model and Extensible Markup Language (XML) Document Type
Definition,” Intrusion Detection Working Group, 116 pages, Jan. 30,
2003.

Jiang et al., “Compressing N-Dimensional Data”, U.S. Appl. No.
11/559,786, 31 pages, 3 pages of drawings, filed Nov. 14, 2006.
Gersho et al., “Vector Quantization and Signal Compression,”
Kluwar Academic Publishers, 737 pages, 1992.

* cited by examiner

Trend Micro, Inc

EX1004-2



U.S. Patent Apr. 1, 2008 Sheet 1 of 7 US 7,352,280 B1

~ [~ 7 o
: b
()
QD ~ |
3 \
[ ]
3 3 3
o
2= 2= =
= = o = oC
<& <o o <o o
= = = 2 = =
— T h aul
o o 7 o
| ') =

——I/ZO
|

— ~20
— 20
—\-20
—

_I\_ 20

N -
= At /'Lf_ the
e

NETWORK}

100

Trend Micro, Inc
EX1004-3



Sheet 2 of 7

US 7,352,280 B1

U.S. Patent Apr. 1, 2008
40
\ FIG. 2
110 GLOBAL SERVER
r‘}g
| | m
11§ _ﬂ _ﬂ 22§b
S, T3
LY | 222 2243
] >
D\224a1
158 D\224a2
D\224a3
152 D\224b
156
S —— ™

Trend Micro, Inc
EX1004-4



US 7,352,280 B1

Sheet 3 of 7

Apr. 1, 2008

U.S. Patent

v OId

SIXV-N
G fAA" JAWAL
/ 80'8I _ 1AL 8G'9lL E0PlL
- _ L L L 98/9G5855¥E
— €089G8G5YE
- 908958551E
L 80896855+¢
~-(GYE
— 928968646 ¢E
g - 0889G68GGtHE
¢ ]
A q09¢
851
0¢ 0¢ G0 0¢ 0¢ SALINNIW S¥ | SUNI ALIWIXOHd l\omm
¢0298¥vEECE | 9089G8GGHE €elL OLL'EZ’/BLZBL | 9918V ¢G2'G0C | ‘IN'd 02'S IN3IAT 1394VL -\vwm
76998bEECE | BOBIGRSSYE JAWAS c0L'eC/81 2oL | 8918725260 'WAOLG IN3IAT Q3103134 T-2011
86/98YEECCE | 0889G8GGYE €o'vlL 90¢'ec’/8l'gel [ 028V ¢GCG0C| 'W'd 202 |IN3A3 Q310313d T~qo011
21898YLECE | €0B9GBGSGHE vl 022'€2’/8L'26L 1 €91'8F'¢GC' 602 | 'IN'dG2'G | AINIAT @3L0313d T~e0LL
INTIA INTVA ANIVA
JNgILY | 3ngkly | anewy| N8HLY | 3inaiklly ) 3inaikly
4 4 4 N N b }
202y q0ct B0CY 01y a0ty B0LY £ DIH

EX1004-5

Trend Micro, Inc



U.S. Patent

Apr. 1, 2008 Sh

eet 4 of 7 US 7,352,280 B1

FIG. 5
(_START )

\

i

502~ RECEIVE EVENT INFORMATION

\ J
504~  ASSIGN ATTRIBUTE VALUES TO EVENTS

Y
506~ STORE EVENT INFORMATION IN

ACCORDANGE WITH ATTRIBUTE VALUES

508~ RECEIVE TARGET EVENT
510~ ASSIGN ATTRIBUTE VALUES TO TARGET EVENT

 J
512~ RECEIVE PROXIMITY LIMITS
514~ ASSIGN ATTRIBUTE VALUES TO PROXIMITY LIMITS

IDENTIFY DETECTED EVENTS WITHIN PORTION
516~"]  OF SPACE DEFINED BY PROXIMITY LIMITS
ATTEMPT
TO CORRELATE JES
IDENTIFIED DETECTED EVENTS WITH
EXISTING ATTACKER
PROFILE?
518
IF UNABLE TO CORRELATE IDENTIFIED
500—| DETECTED EVENTS WITH EXISTING ATTACKER
PROFILE, GENERATE NEW ATTACKER PROFILE

V‘
597  DISPLAY ATTACKER PROFILE TO OPERATOR

\ J

( END )

Trend Micro, Inc
EX1004-6



U.S. Patent Apr. 1, 2008 Sheet 5 of 7 US 7,352,280 B1

FIG. 6 100%”\\ 2

110~
FIG. 7 “Lq f)o
20~ =110
|
R
1581 r;j/340
| ]
| B
3401 ==
1527
150

Trend Micro, Inc
EX1004-7



US 7,352,280 B1

Sheet 6 of 7

Apr. 1, 2008

U.S. Patent

dog
moﬁw 1049 8 ‘DIA
A T — I Y
$8GL  sz§lL 1251 dggi dgG1 bgglL  bzgi
08¢ 08¢ 08¢
e O e B B N O e T e I B R e
mwvm e moﬁm _mvm 1 oo/m Qwvm — _omvm
1 T 1 |
|| L_ o L
7 ) / .. N )
. * [} wovm L] * L] “ hovm qum “ ¢
. . SObE
L L
(\\\ (‘\\\
W_ S0z ﬂ 102 doz ﬂ boz ﬂ
Sov L _k_ 10v1 _.A v._ doyt v,_ boy 1
r N r r
mo:\__.m_ _o:\*rm_ ao:\__.m. co:\__.m_

EX1004-8

Trend Micro, Inc



U.S. Patent Apr. 1, 2008 Sheet 7 of 7 US 7,352,280 B1

360g 310 300
FIG. 9 y 2 »
345b~4
360s 360s
. 360r | &
360p £ 360r
/. *
360r 345c
} ~
NAXS g
FIG. 10
902~ RECEIVE FIRST DETECTED EVENTS
¥
904~ ASSIGN ATTRIBUE VALUES TO
FIRST DETECTED EVENTS
!
906~ STORE FIRST DETECTED EVENTS
ACCORDING TO ATTRIBUTE VALUES
!
908~ GENERATE FIRST n-DIMENSIONAL GRAPH
¥
910~ ReCEIVE SECOND n-DIMENSIONAL GRAPH
¥

COMBINE FIRST AND SECOND n-DIMENSIONAL
912 "] GRAPHS INTO GLOBAL n-DIMENSIONAL GRAPH

!

PROCESS GLOBAL n-DIMENSIONAL GRAPH TO
914-"| DETECT CLUSTERS OR PATTERNS OF POINTS

!

IF CLUSTER OR PATTERN OF POINTS
916 IS DETECTED, GENERATE ALERT

'

918" DISPLAY ALERT TO OPERATOR

END

Trend Micro, Inc
EX1004-9



US 7,352,280 Bl

1

SYSTEM AND METHOD FOR INTRUDER
TRACKING USING ADVANCED
CORRELATION IN A NETWORK SECURITY
SYSTEM

TECHNICAL FIELD OF THE INVENTION

This invention relates to intrusion detection systems and
more specifically to a system and method for intruder
tracking using advanced correlation in a network security
system.

BACKGROUND OF THE INVENTION

Intrusion detection systems are used by an enterprise to
detect and identify unauthorized or unwanted use (com-
monly called an attack) of the enterprise’s computer net-
work, which normally comprises a large number of nodes
and network operations centers. In general, these enterprise
intrusion detection systems receive data using sensors or
other intrusion detection devices. The system typically cor-
relates the incoming data with stored data according to rules
designed to detect specific patterns in network traffic, audit
trails, and other data sources to detect attacks on the enter-
prise’s computer network. The system does not, however,
determine the likely identity of attackers. In addition, the
correlation of data typically requires numerous, time-con-
suming operations.

SUMMARY OF THE INVENTION

In accordance with the present invention, the disadvan-
tages and problems associated with traditional intruder
tracking for network security systems have been substan-
tially reduced or eliminated.

In one embodiment of the present invention, a method for
correlating event information comprises receiving event
information for a plurality of detected events, the event
information for a particular detected event comprising a
plurality of attributes associated with that detected event.
The method continues by assigning a plurality of attribute
values to each detected event, the attribute values of each
detected event defining a point in n-dimensional space. The
method continues by storing the event information for each
detected event in accordance with the attribute values
assigned to that detected event. The method continues by
receiving a target event comprising a plurality of attributes
wherein the attributes of the target event are associated with
attribute values and the attribute values of the target event
define a target point in n-dimensional space. The method
continues by receiving a plurality of proximity limits that
define a portion of n-dimensional space surrounding the
target point. The method concludes by identifying a plurality
of detected events wherein the points defined by the attribute
values of the identified detected events are within the portion
of n-dimensional space defined by the proximity limits.

The invention has several important technical advantages.
Various embodiments of the invention may have none,
some, or all of these advantages. One advantage is that the
present invention reduces the number of operations required
to correlate detected events with stored events, resulting in
faster correlations. In addition, the present invention enables
an intrusion detection system to determine the likely identity
of attackers. By identifying attackers, an operator of an
intrusion detection system is better able to respond to
attacks, preempt future attacks, and gather evidence against
attackers.
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Other technical advantages of the present invention will
be readily apparent to one skilled in the art from the
description and the appended claims.

BRIEF DESCRIPTION OF THE DRAWINGS

For a more complete understanding of the present inven-
tion and its advantages, reference is now made to the
following description, taken in conjunction with the accom-
panying drawings, in which:

FIG. 1 illustrates an intrusion detection system according
to one embodiment of the present invention;

FIG. 2 illustrates a flow of operation among various
components of the system illustrated in FIG. 1;

FIG. 3 illustrates a table of event information according to
one embodiment of the present invention;

FIG. 4 illustrates stored event information according to
one embodiment of the present invention;

FIG. 5 illustrates a flow chart for correlating event infor-
mation according to one embodiment of the present inven-
tion;

FIG. 6 illustrates an alternative architecture for the intru-
sion detection system according to one embodiment of the
present invention;

FIG. 7 illustrates a flow of operation among various
components of the system illustrated in FIG. 6;

FIG. 8 illustrates a flow of operation among various
components of the system illustrated in FIG. 6;

FIG. 9 illustrates stored event information according to
one embodiment of the present invention; and

FIG. 10 illustrates a flow chart for correlating event
information according to one embodiment of the present
invention.

DETAILED DESCRIPTION OF THE
INVENTION

FIG. 1 illustrates an intrusion detection system 10 dis-
tributed across an enterprise system according to one
embodiment of the present invention. Intrusion detection
system 10 comprises a plurality of sensors 20, one or more
manager servers 30, global server 40, and console 50. These
elements of system 10 may be communicatively coupled
using an internal network 70. In general, system 10 performs
data collection using sensors 20. The data is correlated by
manager servers 30 and/or global server 40 in accordance
with rules designed to detect attacks on the enterprise
system. By correlating the data with profiles of attackers,
system 10 determines the likely identity of attackers of the
enterprise system. By identifying attackers, an operator of
system 10 is better able to respond to attacks, preempt future
attacks, and gather evidence against attackers.

The “enterprise” may comprise any business, govern-
ment, military, organization, or other entity that has multiple
network channels or ports to a network 100. Network 100
may include any suitable portions of an external network
and/or an internal network. In this regard, intrusion detection
system 10 monitors network communications on both exter-
nal and internal links. For example, an enterprise may
include three ports for external network communications
including email, internet, and dialup. In this example, intru-
sion detection system 10 monitors network communications
on the three external ports. Based upon data received in
these input streams, system 10 attempts to detect, locate, or
block an attack on the enterprise. An “attack” may be any
malicious, destructive, or suspicious activity communicated
from a source external and/or internal to the portion of the
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enterprise protected by system 10. Attacks may include
viruses, Trojan horses, worms, or any other piece of code or
data that represents at least a portion of an unwanted attempt
to access the protected portion of the enterprise.

Internal network 70 may include one or more intranets,
local area networks (LANs), metropolitan area networks
(MANSs), wide area networks (WANSs), or any other suitable
enterprise network. Internal network 70 may, for example,
communicate Internet Protocol (IP) packets, frame relay
frames, Asynchronous Transfer Mode (ATM) cells, and/or
other suitable messages between network addresses.
According to particular embodiments, messages between the
levels may be in one or more formats including Intrusion
Detection Message Exchange Format (IDMEF), binary for-
mat, and/or other appropriate format.

Network 100 represents any network not protected by
intrusion detection system 10. Accordingly, network 100
communicably couples system 10 with other computer sys-
tems. Network 100 may, for example, communicate Internet
Protocol (IP) packets, frame relay frames, Asynchronous
Transfer Mode (ATM) cells, and/or other suitable informa-
tion between network addresses. Network 100 may include
one or more intranets, local area networks (LANs), metro-
politan area networks (MANs), wide area networks (WANSs),
all or a portion of the Internet, and/or any other communi-
cation system or systems at one or more locations. An
external client system (not shown) may be any computer,
enterprise or non-enterprise, which is trying to access the
portion of internal network 70 protected by intrusion detec-
tion system 10. As used in this document, the term “com-
puter” is intended to encompass a personal computer, server,
mainframe, terminal, workstation, network computer, kiosk,
wireless data port, wireless telephone, personal digital assis-
tant (PDA), one or more processors within these or other
devices, or any other suitable processing device.

Each sensor 20 is located at a network port that receives
TCP/IP packets or other similar network communications
from network 100. These packets and similar network
communications received by sensors 20 are referred to as
detected events 110. The data that makes up detected events
110 is referred to as event information. A detected event 110
may be an attack—that is, an unauthorized or unwanted use
of the enterprise’s computer network. Generally, sensor 20
processes detected events 110 to detect the presence of an
attack. Sensor 20 outputs at least detected events 110, and
according to certain embodiments, sensor 20 may generate
an alert (not shown) upon detecting an attack. Sensor 20 may
output the alert as part of a particular detected event 110 or
as a distinct message.

Sensor 20 may use any suitable detection technique to
process and output detected events 110 and appropriate
alerts. For example, sensor 20 may use algorithms, signa-
tures, scripts, or any suitable detection or comparison tech-
nique to process packet headers, packet payloads, and/or any
other data. Sensor 20 may include any suitable combination
of hardware, software, or firmware to receive detected
events 110 from sources via network 100, process detected
events 110, and communicate detected events 110 and alerts
to higher levels. For example, sensor 20 may comprise a
computer, server, lower-level intrusion detection system,
firewall, or any module written in any appropriate computer
language such as, for example, C, C++, Java, Perl, and
others. It will be understood that while sensor 20 is illus-
trated as a single multi-tasked module, the features and
functionality performed by this sensor 20 may be performed
by multiple modules such as for example, a sensor module
and a packet flow generation module. Additionally, to help
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ensure that each port is properly monitored, each sensor 20
may be associated with a redundant slave sensor which is
operable to assume substantially all of the functionality of
sensor 20 in the event of any failure of sensor 20.

Manager server 30 represents any hardware or software
module that controls or monitors one or more servant nodes,
such as sensor 20. In one example, each manager server 30
includes a correlation engine 140 and a ruleset 152 for
receiving and correlating detected events 110 from sensors
20. Generally, through correlating and aggregating detected
events 110, manager server 30 is capable of detecting an
attack or potential attack spread among sensors 20. Manager
server 30 is operable to dynamically respond to such a
threat. For example, upon detecting an attack or potential
attack, manager server 30 may disable certain network ports
or restrict access to internal network 70.

According to certain embodiments, manager server 30
comprises a general-purpose personal computer (PC), a
Macintosh, a workstation, a Unix-based computer, a server
computer, or any suitable processing device. Manager server
30 may include any hardware, software, firmware, or com-
bination thereof operable to receive and appropriately pro-
cess detected events 110 and alerts (not shown) received
from sensors 20. Manager server 30 outputs at least detected
events 110. Manager server 30 is further operable to output
alerts received from sensors 20 and/or alerts generated by
manager server 30. According to certain embodiments, alerts
received from sensors 20 or generated by manager server 30
may be combined with the event information of detected
events 110. To make system 10 more robust, each manager
server 30 may be associated with a redundant manager
server which is operable to assume substantially all of the
functionality of manager server 30 in the event of a failure
of the associated manager server 30. Although FIG. 1
provides one example of manager server 30 that may be used
with the invention, system 10 can be implemented using
computers other than servers, as well as a server pool.

Global server 40 represents any hardware, software, firm-
ware, or combination thereof operable to process, control,
and monitor system 10 at the highest logical level. Global
server 40 may comprise a general-purpose personal com-
puter (PC), a workstation, a Unix-based computer, a server
computer, or any other suitable processing device. Although
FIG. 1 provides one example of global server 40 that may be
used with the invention, system 10 can be implemented
using computers other than servers, as well as a server pool.

According to certain embodiments, global server 40 com-
prises a correlation engine 140. Correlation engine 140 is
operable to correlate detected events 110 to detect an attack
occurring upon or within the enterprise. Correlation engine
140 is further operable to correlate detected events 110 with
attacker profiles 224 (illustrated in FIG. 2) to identify the
source of an attack. Correlation engine 140 may be any
software or logic operable to process multiple communica-
tions from servant nodes and may use any suitable detection
or comparison technique to process packet headers, packet
payloads, and/or any other data. Correlation engine 140 may
be written in any appropriate computer language such as, for
example, C, C++, Java, Perl, and others. It will be under-
stood by those skilled in the art that correlation engine 140
may reside locally in manager server 30, global server 40,
remotely on another computer server, or distributed across
servers. It will be further understood that while correlation
engine 140 is illustrated as a single module, the features and
functionalities performed by this module may be performed
by multiple modules.
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In certain embodiments, correlation engine 140 is com-
municatively connected to a memory module 150. Memory
module 150 stores detected events 110 received by sensors
20 for later processing, retrieval, or searches. Memory
module 150 may include any memory or database module
and may take the form of volatile or non-volatile memory
comprising, without limitation, magnetic media, optical
media, random access memory (RAM), read-only memory
(ROM), removable media, or any other suitable local or
remote memory component. Correlation engine 140 is oper-
able to process event information of detected events 110
stored in memory module 150 to detect the presence of a
substantially long-term or multi-staged attack that had pre-
viously gone undetected by sensors 20 and manager servers
30.

According to certain embodiments, memory module 150
comprises a ruleset 152. Ruleset 152 comprises instructions,
algorithms, or any other directives used by correlation
engine 140 to process, correlate, aggregate, and/or filter
event information of detected events 110. Ruleset 152 is
discussed in further detail below with respect to FIG. 2.
Although FIG. 1 illustrates ruleset 152 and memory module
150 as residing internally to global server 40, ruleset 152 and
memory module 150 may reside externally or at any other
location or locations accessible by global server 40 or other
components of system 10.

Console 50 represents any computer that may comprise
input devices, output devices, mass storage media, proces-
sors, memory, or other components for receiving, process-
ing, storing, and/or communicating information. Intrusion
detection system 10 may communicate the event informa-
tion of detected events 110 to console 50 so that a user, such
as an operator (not shown), may view and process the event
information of detected events 110. Console 50 may be,
alternatively or additionally, linked to one or more manager
servers 30 and/or global servers 40 without departing from
the scope of this disclosure. It will be understood that there
may be any number of consoles 50 used in system 10.

Console 50 may include a graphical user interface (GUI)
52 that tailors and filters the data presented to the user.
Generally, GUI 52 provides the operator of console 50 with
an efficient and user-friendly presentation of event informa-
tion of detected events 110. GUI 52 may open a secure shell
(SSH) tunnel to provide additional secure communications
between console 50 and the other portions of system 10.
GUI 52 may comprise a plurality of displays having inter-
active fields, pull-down lists, and buttons operated by an
operator. In one example, GUI 52 presents the relevant event
information of each detected event 110 to the operator and
conceals the remaining information in order to reduce visual
clutter. Then, upon receiving a request from the operator,
GUI 52 expands the visual representation of event informa-
tion to display packet headers and payloads to the operator.
GUI 52 may include multiple levels of abstraction including
groupings and boundaries. It should be understood that the
term graphical user interface may be used in the singular or
in the plural to describe one or more graphical user inter-
faces and each of the displays of a particular graphical user
interface.

FIG. 2 illustrates a flow of operation among various
components of system 10 illustrated in FIG. 1. Global server
40 receives detected events 110, such as from manager
servers 30. Each detected event 110 comprises a plurality of
characteristics such as, for example, time, source IP address,
and destination IP address. These characteristics are referred
to as attributes 410 (illustrated in FIG. 3). Correlation engine
140 processes each detected event 110 according to
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attributes 410 of that detected event 110. In particular,
correlation engine 140 assigns attribute values 420 (illus-
trated in FIG. 3) to each detected event 110 according to the
particular attributes 410 of that detected event 110. A par-
ticular attribute value 420 is a numerical value that corre-
sponds to a particular attribute 410 of detected event 110.
Correlation engine 140 uses rules stored in ruleset 152 to
determine which attribute values 420 to assign to a particular
detected event 110.

An example illustrates certain embodiments of the present
invention. Global server 40 receives detected event 110a,
which occurred at 5:25 p.m. and originated from source IP
address 205.252.48.163. One attribute 410a of detected
event 110a is time—5:25 p.m. Another attribute 4105 of
detected event 110a is source IP address—205.252.48.163.
In the present example, ruleset 152 comprises a rule to
assign to each detected event 110 an attribute value 420a
equal to the decimal time of that detected event 110. Based
on this rule, correlation engine 140 assigns to detected event
110a attribute value 420a of 17.42—the decimal form of
5:25 p.m. Ruleset 152 also comprises a rule to assign to each
detected event 110 an attribute value 4205 equal to the base
ten form of the source IP address of that detected event 110.
Based on this rule, correlation engine 140 assigns to detected
event 110qa attribute value 4205 of 3455856803—the base
ten form of 205.252.48.163.

It will be understood that correlation engine 140 may
assign any number of attribute values 420 to a particular
detected event 110. In particular, correlation engine 140 may
assign attributes values 420 that correspond to attributes 410
such as, for example, type of device that generated detected
event 110, payload of detected event 110, type of code in
detected event 110, day of week of detected event 110, or
any other suitable attribute 410 of detected event 110.

According to certain embodiments, correlation engine
140 stores each detected event 110 in detected event storage
158 according to attribute values 420 of that detected event
110. Detected event storage 158 refers to a portion or
portions of memory module 150 used to store detected
events 110 according to attribute values 420 assigned by
correlation engine 140. Although FIG. 2 depicts detected
event storage 158 as a portion of memory module 150,
detected event storage 158 may reside externally to memory
module 150 or at any other location or locations accessible
by global server 40 or other components of system 10.
Referring briefly to FIG. 4, attribute values 420 of each
detected event 110 define a point 360 in n-dimensional space
in detected event storage 158. In the preceding example,
correlation engine 140 assigned to detected event 110a
attribute value 420a of 17.42——corresponding to decimal
time of detected event 110¢—and attribute value 4205 of
3455856803——corresponding to base ten source IP address
of detected event 110a. In an n-dimensional space with a
first axis 345a representing decimal time and a second axis
345b representing base ten source IP address, attribute
values 420a and 4205 of detected event 110a define a point
360a at coordinates 17.42 and 3455856803, respectively.
Because correlation engine 140 may assign any number of
attribute values 420 to detected events 110, there may be any
number of axes 345 in n-dimensional space, each axis 345
corresponding to a particular class of attribute values 420 of
detected events 110.

Referring back to FIG. 2, correlation engine 140 is
operable to correlate detected events 110 in detected event
storage 158 to detect an attack occurring upon or within the
enterprise. Correlation engine 140 is further operable to
determine the likely identity of an attacker. According to
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certain embodiments, correlation engine 140 correlates
detected events 110 using a target event 364 and proximity
limits 370. Target event 364 is an event selected or defined
by operator 60 to serve as the basis for correlating detected
events 110 in detected event storage 158. Target event 364
comprises one or more attributes 410 such as, for example,
time, source IP address, and destination IP address. Accord-
ing to certain embodiments, operator 60 selects a particular
detected event 110 displayed on GUI 52 to serve as target
event 364. In other embodiments, operator 60 may arbi-
trarily define target event 364 by inputting into console 50
attributes 410 of target event 364. Correlation engine 140
assigns to target event 364 attribute values 420 correspond-
ing to attributes 410 of target event 364. Correlation engine
140 determines attribute values 420 of target event 364
based on rules stored in ruleset 152.

An example illustrates certain embodiments of the present
invention. Global server 40 receives detected event 1104,
which occurred at 5:20 p.m. and originated from source IP
address 205.252.48.166. Detected event 1104 comprises a
section of code indicating that detected event 1104 is an
attack. GUI 52 displays detected event 1104 to operator 60.
While investigating this attack, operator 60 wants to deter-
mine whether any other detected events 110 in detected
event storage 158 are similar to detected event 110d.
Accordingly, operator 60 uses console 50 to select detected
event 1104 to be target event 364. Console 50 sends target
event 364 to global server 40. Correlation engine 140
processes target event 364 by assigning attribute values 420
to target event 364 in accordance with ruleset 152. In the
present example, ruleset 152 comprises a rule to assign
attribute value 420qa equal to the decimal time of target event
364. Accordingly, correlation engine 140 assigns to target
event 364 attribute value 420a of 17.33. Ruleset 152 also
comprises a rule to assign to target event 364 attribute value
4206 equal to base ten source IP address. Accordingly,
correlation engine 140 assigns to target event 364 attribute
value 4205 of 3455856806.

Operator 60 may select a particular detected event 1104 to
be target event 364 for various reasons. For example,
operator 60 may want a particular detected event 110 to
serve as target event 364 because the particular detected
event 110 is an attack on internal network 70. By correlating
other detected events 110 stored in detected event storage
158 with the attack—that is, target event 364—system 10
may identify certain detected events 110 in detected event
storage 158 that are similar to the attack. By identifying
other detected events 110 in detected event storage 158 that
are similar to the attack, operator 60 may be better able to
identify the attacker and thereby preempt future attacks.

In some embodiments, it is not necessary for operator 60
to select a particular detected event 110 to be target event
364. Operator 60 may arbitrarily define target event 364. For
example, operator 60 may know from an external source that
an attacker typically attacks around 3:00 p.m. using source
1P address 205.252.48.166. Operator 60 may use this infor-
mation to arbitrarily define attributes 410 of target event
364. Accordingly, operator 60 may input into console 50
3:00 p.m. as the time of target event 364 and 205.252.48.166
as the source IP address of target event 364. Console 50 then
sends target event 364 to global server 40.

Referring briefly to FIG. 4, attribute values 420 of target
event 364 define target point 362 in n-dimensional space.
Target point 362 is the base point used by correlation engine
140 in correlating detected events 110 in detected event
storage 158. Attribute values 420 of detected events 110 in
detected event storage 158 define points 360 in n-dimen-
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sional space. According to certain embodiments, the simi-
larity between target event 364 and detected event 110 in
detected event storage 158 corresponds to the distance
between target point 362 and point 360 defined by attribute
values 420 of detected event 110.

In addition to using target event 364, correlation engine
140 uses proximity limits 370 to correlate detected events
110 in detected event storage 158. Proximity limits 370 are
numerical values corresponding to particular attributes 410
of target event 364. Proximity limits 370 define a portion of
n-dimensional space surrounding target point 362. Referring
back to FIG. 2, once operator 60 inputs target event 364 into
console 50, GUI 52 requests operator 60 to input proximity
limits 370. Once operator 60 inputs proximity limits 370 into
console 50, console 50 sends proximity limits 50 to global
server 40. Correlation engine 140 receives target event 364
and proximity limits 370 and assigns attribute values 420 to
target event 364 and proximity limits 370 based on ruleset
152. Attribute values 420 of target event 364 define target
point 362 in n-dimensional space. Generally, correlation
engine 140 uses proximity limits 370 to identify a portion of
n-dimensional space surrounding target point 362. Proxim-
ity limits 370 define the boundaries of that portion of
n-dimensional space surrounding target point 362. Correla-
tion engine 140 then identifies certain points 360 that are
within that portion of n-dimensional space defined by prox-
imity limits 370. These points 360 identified by correlation
engine 140 correspond to certain detected events 110
referred to as identified detected events 222. Generally,
identified detected events 222 are similar to target event 364
because identified detected events 222 correspond to points
360 that are within the range of attribute values 420 defined
by proximity limits 370.

An example illustrates certain embodiments of the present
invention. Sensors 20 receive three detected events 110a,
1105, and 110c¢. Referring to FIG. 3, event 110a occurred at
5:25 p.m. and originated from source IP address
205.252.48.163. Event 1105 occurred at 2:02 p.m. and
originated from source IP address 205.252.48.240. Event
110c¢ occurred at 5:10 p.m. and originated from source IP
address 205.252.48.168. Ruleset 152 comprises a rule to
assign attribute value 420a equal to the decimal time of
detected event 110. Accordingly, correlation engine 140
assigns to detected events 110a, 1105, and 110c¢ attribute
values 420a 0f 17.42, 14.03, and 17.17, respectively. Ruleset
152 comprises another rule to assign attribute value 4206
equal to the base ten source IP address of detected event 110.
Accordingly, correlation engine 140 assigns to detected
events 110a, 1105, and 110¢ attribute values 4205 of
3455856803, 3455856880, and 3455856808, respectively.
Correlation engine 140 stores detected events 110a, 1105,
and 110c in detected event storage 158 in accordance with
attribute values 420 assigned by correlation engine 140.

In the present example, operator 60 learns from an exter-
nal source that an attack on internal network 70 occurred at
5:20 p.m. from source IP addresses 205.252.48.166. Opera-
tor 60 wants to determine whether there are detected events
110 in detected event storage 158 that are similar to that
attack. Accordingly, operator 60 inputs that attack into
console 50 as target event 364. In particular, operator 60
inputs 5:20 p.m. as the time of target event 364 and
205.252.48.166 as the source IP address of target event 364.
Console 50 sends target event 364 to global server 40. Based
on a rule in ruleset 152, correlation engine 140 assigns to
target event 364 attribute value 420a of 17.33—the decimal
form of 5:20 p.m. Based on another rule in ruleset 152,
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correlation engine 140 assigns to target event 364 attribute
value 4205 of 3455856806—the base ten source IP address
of target event 364.

In the present example, operator 60 specifically wants to
identify detected events 110 in detected event storage 158
that originated within forty-five minutes and twenty IP
address units of target event 364. Accordingly, operator 60
inputs into console 50 proximity limit 370a of forty-five
minutes and proximity limit 3705 of twenty address units.
Console 50 sends proximity limits 370 to global server 40.
Based on a rule in ruleset 152, correlation engine 140
assigns to proximity limit 370a attribute value 420a of
0.75—the decimal form of forty-five minutes. Based on
another rule in ruleset 152, correlation engine 140 assigns to
proximity limit 3705 attribute value 4206 of 20—the base
ten form of twenty address units.

In the present example, attribute values 420 of target
event 364 define target point 362 in n-dimensional space.
Target point 362 has coordinates of 17.33 and 3455856806.
Based on target point 362 and proximity limits 370, corre-
lation engine 140 identifies those detected events 110 in
detected event storage 158 within proximity limits 370 of
target point 362. In particular, correlation engine 140 iden-
tifies a portion of n-dimensional space surrounding target
point 362 defined by decimal time of 17.33 and base ten
source [P address of 3455856806. The boundaries of that
portion of n-dimensional space are defined by proximity
limits 370—that is, within 0.75 hours of 17.33 and within
twenty units of 3455856806.

Referring to FIG. 4, first axis 345a corresponds to
attribute value 420a of decimal time. Second axis 345b
corresponds to attribute value 4205 of base ten source IP
address. Attribute values 420 of detected event 110a define
point 360a in n-dimensional space at coordinates 17.42 and
3455856803, respectively. Attribute values 420 of detected
event 1106 define point 3605 in n-dimensional space at
coordinates 14.03 and 3455856880, respectively. Attribute
values 420 of detected event 110¢ define point 360c in
n-dimensional space at coordinates 17.17 and 3455856808,
respectively. Attribute values 420 of target event 364 define
a target point 362 in n-dimensional space at 17.33 and
3455856806, respectively. The similarity between target
event 364 and detected events 110 corresponds to the
distance between target point 362 and points 360 defined by
attribute values 420 of detected events 110.

In the present example, proximity limits 370—0.75 deci-
mal time and twenty IP address units—define a portion of
n-dimensional space surrounding target point 362. Correla-
tion engine 140 identifies points 360 within the portion of
n-dimensional space defined by proximity limits 370. In the
present example, points 360a and 360c—corresponding to
detected events 110a and 110c¢, respectively—are within
proximity limits 370 of target point 362. Point 3605 corre-
sponding to detected event 1105, however, is not within
proximity limits 370 of target point 362. Accordingly, cor-
relation engine 140 identifies points 360a and 3606—cor-
responding to detected events 110a and 110c—as within
proximity limits 370 of target point 362. Global server 40
sends to console 50 detected events 110a and 110c as
identified detected events 222. GUI 52 displays identified
detected events 222 to operator 60. Operator 60 thus learns
which detected events 110 in detected event storage 158 are
within proximity limits 370 of target event 364. By identi-
fying detected events 110 that are similar to the attack
represented by target event 364, operator 60 may be better
able to prevent future attacks.
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Referring back to FIG. 2, the present invention is operable
to determine the likely identity of an attacker by correlating
identified detected events 222 with one or more existing
attacker profiles 224a stored in profile set 156. If identified
detected events 222 do not correlate with one or more
existing attacker profiles 224a, correlation engine 140 is
operable to generate a new attacker profile 2245 based on the
event information of identified detected events 222. Each
existing attacker profile 224a comprises a plurality of char-
acteristics of an attacker of an enterprise’s computer net-
work. In certain embodiments, existing attacker profile 224a
includes name and background information such as, for
example, last known residence or last known employer. For
example, a particular existing attacker profile 224a may
correspond to an individual who typically launches attacks
between 5:00 p.m. and 5:30 p.m. using external computers
with IP  addresses between 205.252.48.160 and
205.252.48.200. These characteristics are included in exist-
ing attacker profile 224a for this individual. By determining
the identity of an attacker, operator 60 may be able to
preempt future attacks.

According to certain embodiments, memory module 150
comprises profile set 156. Profile set 156 refers to one or
more portions of memory module 150 used for storing
attacker profiles 224. According to certain embodiments,
correlation engine 140 identifies one or more existing
attacker profiles 224a in profile set 156 that have charac-
teristics that match or are similar to attributes 410 of
identified detected events 222. Generally, correlation engine
140 determines identified detected events 222 by identifying
detected events 110 in detected event storage 158 corre-
sponding to points 360 that are within proximity limits 370
of target point 362. Correlation engine 140 then correlates
identified detected events 222 with one or more existing
attacker profiles 224a in profile set 156. In particular,
correlation engine 140 may identify the particular existing
attacker profile 2244 in profile set 156 that most closely
matches identified detected events 222. Global server 40
sends the identified existing attacker profile 224a to console
50 as identified attacker profile 230. GUI 52 displays iden-
tified attacker profile 230 to operator 60. Operator 60 thus
learns the likely identity of the individual or organization
that caused identified detected events 222.

According to certain embodiments, global server 40 com-
prises probability module 170. Probability module 170
comprises one or more Bayesian or neural networks. Prob-
ability module 170 may comprise processors, memory,
logic, algorithms, directives, or data for implementing sta-
tistical methods for calculating conditional or other prob-
abilities. In certain embodiments, correlation engine 140
uses probability module 170 to correlate identified detected
events 222 with existing attacker profiles 224q in profile set
156. Probability module 170 may be combined with corre-
lation engine 140 or may be located at any other location or
locations accessible by global server 40 or other components
of system 10.

An example illustrates certain embodiments of the present
invention. Referring briefly to FIG. 4, correlation engine 140
determines identified detected events 222. Identified
detected events 222 comprise detected event 110a and
detected event 110c. As illustrated in FIG. 3, detected event
110a occurred at 5:25 p.m. and originated from source IP
address 205.252.48.163. Detected event 110c¢ occurred at
5:10 p.m. and originated from source IP address
205.252.48.168. Using probability module 170, correlation
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engine 140 attempts to correlate identified detected events
222 with one or more existing attacker profiles 224a stored
in profile set 156.

In the present example, profile set 156 comprises several
existing attacker profiles 224a for known attackers of enter-
prise computer networks. Existing attacker profile 224aq, in
profile set 156 is for an attacker who typically attacks
between 5:00 p.m. and 5:30 p.m. from source IP addresses
between 205.252.48.160 and 205.252.48.200. Existing
attacker profile 224a, in profile set 156 is for an attacker who
typically attacks between 2:00 p.m. and 4:00 p.m. from
source IP addresses between 190.165.20.100 and
190.165.20.200. Because detected events 1104 and 110c¢ in
identified detected events 222 both occurred between 5:00
p-m. and 5:30 p.m. and originated from source IP addresses
between 205.252.48.160 and 205.252.48.200, existing
attacker profile 2244, most closely matches identified
detected events 222. Accordingly, correlation engine 140
correlates identified detected events 222 with existing
attacker profile 224a. Global server 40 sends existing
attacker profile 224a, to console 50 as identified attacker
profile 230. GUI 52 displays to operator 60 existing attacker
profile 224a, which comprises the name and certain back-
ground information of an individual known to attack enter-
prise computer networks. Operator 60 thus learns the likely
identity of the individual who caused detected events 110a
and 110c¢ in identified detected events 222. By knowing the
identity of this individual, operator 60 may be better able to
preempt future attacks. Operator 60 may take steps such as,
for example, blocking access from certain IP addresses or
reporting this individual to law enforcement authorities.

According to certain embodiments, correlation engine
140 may be unable to correlate identified detected events
222 with one or more existing attacker profiles 224a in
profile set 156. In particular, there may be no existing
attacker profile 224a in profile set 156 that matches
attributes 410 of identified detected events 222. If identified
detected events 222 do not correlate with a particular
existing attacker profile 224qa, correlation engine 140 is
operable to generate new attacker profile 2245 based on
attributes 410 of identified detected events 222. Correlation
engine 140 is further operable to store new attacker profile
224b in profile set 156.

An example illustrates certain embodiments of the present
invention. Correlation engine 140 determines identified
detected events 222 comprising detected event 110a and
detected event 110c. As illustrated in FIG. 3, detected event
110a occurred at 5:25 p.m. and originated from source IP
address 205.252.48.163. Detected event 110c¢ occurred at
5:10 p.m. and originated from source IP address
205.252.48.166. Using probability module 170, correlation
engine 140 attempts to correlate identified detected events
222 with one or more existing attacker profiles 224a stored
in profile set 156. In the present example, profile set 156
does not comprise a particular existing attacker profile 224a
that matches attributes 410 of identified detected events 222.
Correlation engine 140 is therefore unable to correlate
identified detected events 222 with any existing attacker
profiles 224a. Consequently, correlation engine 140 gener-
ates new attacker profile 2245 based on attributes 410 of
identified detected events 222. In the present example,
correlation engine 140 generates a new attacker profile 2245
of an attacker who typically attacks between 5:00 p.m. and
5:30 p.m. and who typically uses source IP addresses
between 205.252.48.160 and 205.252.48.170. Correlation
engine 140 stores new attacker profile 2245 in profile set
156. In addition, global server 40 sends new attacker profile
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224b to console 50 as identified attacker profile 230. GUI 52
displays new attacker profile 2245 to operator 60. According
to certain embodiments, GUI 52 may display to operator 60
that the identity of the attacker associated with new attacker
profile 2245 is unknown. However, operator 60 may track
the unknown attacker associated with new attacker profile
2245 by monitoring those detected events 110 thereafter
received by sensors 20 that match new attacker profile 2245.
According to certain embodiments, if operator 60 later
learns the identify of the attacker associated with new
attacker profile 2245, operator 60 may request console 50 to
recall new attacker profile 2245. Operator 60 may then input
into console 50 the name and background information of
that attacker associated with new attacker profile 224b.
Global server 40 may store in profile set 156 the name and
background information of that attacker in association with
new attacker profile 2245.

The present invention may be implemented in various
enterprise computer networks. In particular, system 10 may
be a military information system such as, for example, a
military information system used to track supply levels of
several battalions. In the present example, operator 60 is a
military supply officer. Global server 40 receives detected
event 110e, which occurred at 5:25 p.m. and originated from
a UNIX-based computer. Ruleset 152 comprises a rule to
assign attribute value 420a equal to the decimal time of
detected event 110. Accordingly, correlation engine 140
assigns detected event 110e attribute value 420c¢ of 17.42.
Ruleset 152 also comprises a rule to assign attribute value
420d of three to detected events 110 that originate from
UNIX-based computers. Correlation engine 140 therefore
assigns attribute value 4204 of three to detected event 110e.
Correlation engine 140 stores detected event 110e in
detected event storage 158 in accordance with the attribute
values 420 of detected event 110e.

In the present example, an enemy attacker attempts to
hack into system 10 to obtain sensitive information about
supply levels tracked by system 10. System 10 detects this
attack as detected event 110/, which occurred at 5:20 p.m.
and originated from a UNIX-based computer. Detected
event 110f contains a segment of code signifying that
detected event 110f'is an attack. Operator 60 of system 10
wants to determine whether any detected events 110 in
detected event storage 158 may be related to this attack. In
particular, operator 60 wants to identify detected events 110
in detected event storage 158 that occurred within forty-five
minutes of 5:20 p.m. and that originated from UNIX-based
computers. Accordingly, operator 60 selects detected event
1101 as target event 364. Console 50 sends target event 364
to global server 40. Operator 60 enters “forty-five minutes”
into console 50 as proximity limit 370a. Operator 60 enters
“Unix-based computer” into console 50 as proximity limit
370d.

In the present example, correlation engine 140 assigns
attribute values 420 to target event 364 based on rules in
ruleset 152. Accordingly, correlation engine 140 also assigns
target event 364 attribute value 420a of 17.33—the decimal
form of 5:20 p.m. Correlation engine 140 assigns target
event 364 attribute value 4204 of three because target event
364 originated from a UNIX-based computer. Based on
rules in ruleset 152, correlation engine 140 also assigns
attribute values 420 to proximity limits 370. Proximity limit
370a corresponding to forty-five minutes is assigned an
attribute value 420a of 0.75. Proximity limit 3704 corre-
sponding to the type of computer is assigned an attribute
value 4204 of three.
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In the present example, correlation engine 140 identifies
detected events 110 in detected event storage 158 that
correspond to points 360 that are within proximity limits 370
of target point 362. In particular, correlation engine 140
identifies first detected event 110e that occurred at 5:25 p.m.
and that originated from a UNIX-based computer. In the
present example, detected event 110e occurred within forty-
five minutes of target event 364 and originated from a
UNIX-based computer. Correlation engine 140 identifies
detected event 110e as identified detected event 222. Cor-
relation engine 140 then attempts to correlate identified
detected event 222 with one or more existing attacker
profiles 224a in profile set 156. In the present example,
profile set 156 comprises an existing attacker profile 224a,
for an attacker known to typically attack between 5:00 p.m.
and 5:30 p.m. from UNIX-based computers. Because exist-
ing attacker profile 224a; matches attributes 410 of identi-
fied detected event 222, correlation engine 140 correlates
identified detected event 222 with existing attacker profile
224a;. Global server 40 sends existing attacker profile 2244
to console 50 as identified attacker profile 230. GUI 52
displays existing attacker profile 224a; to operator 60.
Operator 60 thus learns the identity of the individual or
organization that likely caused identified detected event 222.

The foregoing example illustrates a military information
system that incorporates the present invention to detect an
attack on a system and to correlate event information
regarding the attack. The present invention may also be used
to detect and correlate events other than attacks. For
example, system 10 may be configured to detect and corre-
late information regarding supply levels of military units,
movements of troops, maintenance of vehicles, conditions of
weapons, or any other suitable type of event or information.

The present invention has several important technical
advantages. Various embodiments of the invention may have
none, some, or all of these advantages. According to certain
embodiments, the present invention reduces the number of
operations required to correlate certain detected events 110
with other detected events 110 in detected event storage 158,
thus resulting in faster correlations. According to certain
embodiments, the present invention enables correlation of
detected events 110 with the identity of an attacker. By
identifying the attacker, operator 60 is better able to respond
to an attack, preempt future attacks, and gather evidence
against the attacker.

FIG. 5 illustrates a flow of operation according to one
embodiment of the present invention. The method begins at
step 502 where intrusion detection system 10 receives
detected events 110. Each detected event 110 comprises a
plurality of attributes 410 such as, for example, time, source
1P address, and destination IP address. At step 504, corre-
lation engine 140 assigns attribute values 420 to detected
events 110 based on rules in ruleset 152. Attribute values
420 of each detected event 110 define a point 360 in
n-dimensional space. At step 506, correlation engine 140
stores detected events 110 in detected event storage 158
according to attribute values 420 assigned by correlation
engine 140. At step 508, correlation engine 140 receives
target event 364. Target event 364 comprises a plurality of
attributes 410 such as, for example, time, source IP address,
and destination IP address. At step 510, correlation engine
140 assigns to target event 364 attribute values 420 based on
rules in ruleset 152. Attribute values 420 of target event 364
define target point 362 in n-dimensional space. At step 512,
correlation engine 140 receives proximity limits 370. Prox-
imity limits 370 define a portion of n-dimensional space
surrounding target point 362. At step 514, correlation engine

20

25

30

35

40

45

50

55

60

65

14

140 assigns attribute values 420 to proximity limits 370. At
step 516, correlation engine 140 identifies those particular
detected events 110 in detected event storage 158 corre-
sponding to points 360 that are within proximity limits 370
of target point 362. Those particular detected events 110
identified by correlation engine 140 are referred to as
identified detected events 222. At step 518, correlation
engine 140 attempts to correlate identified detected events
222 with at least one existing attacker profile 2244 in profile
set 156. Existing attacker profile 224a comprises character-
istics of a known attacker of enterprise computer networks.
If correlation engine 140 is able to correlate identified
detected events 222 with at least one existing attacker profile
224a, GUI 52 displays that existing attacker profile 224a to
operator 60 at step 522. If correlation engine 140 is unable
to correlate identified detected events 222 with at least one
existing attacker profile 224a, correlation engine 140 gen-
erates new attacker profile 2245 at step 520. New attacker
profile 2245, which is based on identified detected events
222, is stored with identified detected events 222 in profile
set 156 at step 518. At step 522, system 10 displays existing
attacker profile 224q or new attacker profile 2245 to operator
60.

The preceding examples illustrate system 10 as a central-
ized intrusion detection system 10—that is, sensors 20 and
manager servers 30 send detected events 110 to a centralized
global server 40 via a common internal network 70. Global
server 40 then processes detected events 110 and provides
operator 60 with a global view of the state of system 10.
Certain intrusion detection systems 10, however, are de-
centralized—that is, there is no global server 40. The present
invention is operable to protect an enterprise with such a
de-centralized architecture.

FIG. 6 illustrates an alternative architecture for intrusion
detection system 10. According to certain embodiments,
intrusion detection system 10 comprises a plurality of net-
work nodes 610. According to certain embodiments, net-
work node 610 represents any computer that may comprise
input devices, output devices, mass storage media, proces-
sors, memory, or other components for receiving, process-
ing, storing, and/or communicating information. Network
node 610 may comprise a general-purpose personal com-
puter (PC), a Macintosh, a workstation, a Unix-based com-
puter, a server computer, or any suitable processing device.
Generally, network node 610 is capable of detecting an
attack from network 100 and dynamically responding to
such a threat. For example, upon detecting an attack or
potential attack, network node 610 may disable certain
network ports. Each network node 610 comprises sensor 20,
correlation engine 140, memory module 150, and console
50.

Sensor 20 comprises the functionality of sensors 20
described with respect to FIG. 1. Each sensor 20 is located
at a network port that receives TCP/IP packets or other
similar network communications from network 100. These
packets and similar network communications received by
sensor 20 are referred to as detected events 110. Generally,
sensor 20 processes detected events 110 to detect the pres-
ence of an attack. Sensor 20 outputs at least the event
information of detected events 110. According to certain
embodiments, sensor 20 may generate an alert (not shown)
upon detecting an attack. Network 100 represents any net-
work not protected by intrusion detection system 10.
Accordingly, network 100 communicably couples system 10
with other computer systems.

Sensor 20 is communicatively connected to correlation
engine 140. Generally, correlation engine 140 is operable to
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correlate detected events 110 to detect an attack occurring
upon or within the enterprise. Correlation engine 140 may
include any hardware, software, firmware, or combination
thereof operable to receive and appropriately process
detected events 110 and corresponding alerts (not shown)
from sensor 20. Correlation engine 140 may be any software
or logic operable to process multiple communications from
servant nodes and may use any suitable detection or com-
parison technique to process packet headers, packet pay-
loads, and/or any other data. Correlation engine 140 may be
written in any appropriate computer language such as, for
example, C, C++, Java, Perl, and others. It will be under-
stood by those skilled in the art that correlation engine 140
may reside locally in network node 610, remotely on another
computer server, or distributed across servers. It will be
further understood that while correlation engine 140 is
illustrated as a single module, the features and functional-
ities performed by this module may be performed by mul-
tiple modules.

In certain embodiments, correlation engine 140 is com-
municatively connected to memory module 150. Memory
module 150 stores detected events 110 received by sensors
20 for later processing, retrieval, or searches. Memory
module 150 may include any memory or database module
and may take the form of volatile or non-volatile memory
comprising, without limitation, magnetic media, optical
media, random access memory (RAM), read-only memory
(ROM), removable media, or any other suitable local or
remote memory component. Correlation engine 140 is oper-
able to process event information of detected events 110
stored in memory module 150 to detect the presence of a
substantially long-term or multi-staged attack that had pre-
viously gone undetected.

According to certain embodiments, memory module 150
comprises a ruleset 152. Ruleset 152 comprises instructions,
algorithms, or any other directives used by correlation
engine 140 to process, correlate, aggregate, and/or filter
event information of detected events 110. Ruleset 152 is
discussed in further detail below with respect to FIG. 7.
Although FIG. 6 illustrates ruleset 152 and memory module
150 as residing internally to network node 610, ruleset 152
and memory module 150 may reside externally or at any
other location or locations accessible by network node 610
or other components of system 10.

Correlation engine 140 is communicatively connected to
console 50. Console 50 represents any computer that may
comprise input devices, output devices, mass storage media,
processors, memory, or other components for receiving,
processing, storing, and/or communicating information.
Correlation engine 140 may communicate the event infor-
mation of detected events 110 to console 50 so that a user,
such as an operator 60, may view and process the event
information of detected events 110.

Console 50 may include a graphical user interface (GUI)
52 that tailors and filters the data presented to operator 60.
Generally, GUI 52 provides operator 60 of console 50 with
an efficient and user-friendly presentation of event informa-
tion of detected events 110. GUI 52 may open a secure shell
(SSH) tunnel to provide additional secure communications
between console 50 and the other portions of system 10.
GUI 52 may comprise a plurality of displays having inter-
active fields, pull-down lists, and buttons operated by opera-
tor 60. In one example, GUI 52 presents the relevant event
information of each detected event 110 to operator 60 and
conceals the remaining information in order to reduce visual
clutter. Then, upon receiving a request from operator 60,
GUI 52 expands the visual representation of event informa-

20

25

30

35

40

45

50

55

60

65

16

tion to display packet headers and payloads to operator 60.
GUI 52 may include multiple levels of abstraction including
groupings and boundaries. It should be understood that the
term graphical user interface may be used in the singular or
in the plural to describe one or more graphical user inter-
faces and each of the displays of a particular graphical user
interface.

Network nodes 610 are communicatively coupled by
internal network 70. Internal network 70 may include one or
more intranets, local area networks (LANSs), metropolitan
area networks (MANs), wide area networks (WANS), or any
other suitable enterprise network. Internal network 70 may,
for example, communicate Internet Protocol (IP) packets,
frame relay frames, Asynchronous Transfer Mode (ATM)
cells, and/or other suitable messages between network
addresses. According to particular embodiments, messages
between network nodes 610 may be in one or more formats
including Intrusion Detection Message Exchange Format
(IDMEF), binary format, and/or other appropriate format.
According to certain embodiments, internal network 70
represents a bandwidth constrained network connection
such as, for example, a radio wave link or laser link.

FIG. 7 illustrates a flow of operation among various
components of system 10 illustrated in FIG. 6. Sensor 20 of
network node 610 receives detected event 110. Sensor 20
sends detected event 110 to correlation engine 140. Detected
event 110 comprises a plurality of attributes 410 such as, for
example, time, source IP address, and destination IP address.
Based on rules in ruleset 152, correlation engine 140 assigns
attribute values 420 to detected event 110. Correlation
engine 140 then stores detected event 110 in detected event
storage 158 according to attribute values 420. Detected
event storage 158 refers to a portion or portions of memory
module 150 used to store detected events 110 according to
attribute values 420.

An example illustrates certain embodiments of the present
invention. Network node 610 receives detected event 110a,
which occurred at 5:25 p.m. and originated from source IP
address 205.252.48.163. Time and source IP address are
attributes 410 of detected event 110a. Ruleset 152 comprises
a rule to assign attribute value 420a equal to the decimal
time of detected event 110. Accordingly, correlation engine
140 assigns to detected event 110q attribute value 420a of
17.42—the decimal form of 5:25 p.m. Ruleset 152 com-
prises another rule to assign attribute value 42056 equal to the
base ten source IP address of detected event 110. Accord-
ingly, correlation engine 140 assigns to detected event 110a
attribute value 42056 of 345585603—the base ten represen-
tation of 205.252.48.163. Correlation engine 140 may store
detected event 110qa in detected event storage 158 in accor-
dance with attribute values 420 assigned by correlation
engine 140.

According to certain embodiments, correlation engine
140 is operable to generate an n-dimensional graph 340
based on detected events 110 in detected event storage 158.
N-dimensional graph 340 is a graph of points 360 corre-
sponding to detected events 110 in detected event storage
158. Each point 360 is defined by attribute values 420 of a
particular detected event 110. Correlation engine 140 is
operable to store n-dimensional graph 340 in memory mod-
ule 150.

An example illustrates certain embodiments of the present
invention. Sensors 20 receive three detected events 110a,
1105, and 110c¢. Referring to FIG. 3, event 110a occurred at
5:25 p.m. and has a source IP address of 205.252.48.163 and
a destination IP address of 192.187.23.220. Event 1105
occurred at 2:02 p.m. and has a source IP address of
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205.252.48.240 and a destination IP address of
192.187.23.206. Event 110c¢ occurred at 5:10 p.m. and has a
source [P address of 205.252.48.168 and a destination IP
address of 192.187.23.102. Ruleset 152 comprises a rule to
assign attribute value 420a equal to the decimal time of
detected event 110. Accordingly, correlation engine 140
assigns to detected events 110a, 1105, and 110c¢ attribute
values 420a 0f 17.42, 14.03, and 17.17, respectively. Ruleset
152 comprises another rule to assign attribute value 4205
equal to the base ten source IP address of detected event 110.
Accordingly, correlation engine 140 assigns to detected
events 110a, 1105, and 110¢ attribute values 4205 of
3455856803, 3455856880, and 3455856808, respectively.
Ruleset 152 comprises a third rule to assign attribute value
420c¢ equal to the base ten destination IP address of detected
event 110. Accordingly, correlation engine 140 assigns to
detected events 110a, 1105, and 110c¢ attribute values 420c¢
of 3233486812, 3233486798, and 3233486694, respec-
tively. Correlation engine 140 stores detected events 110a,
1105, and 110c¢ in detected event storage 158 in accordance
with attribute values 420 assigned by correlation engine 140.

In the present example, correlation engine 140 generates
n-dimensional graph 340 based on detected events 110 in
detected event storage 158. First axis 345a corresponds to
decimal time, second axis 3456 corresponds to base ten
source [P address, and third axis 345¢ corresponds to base
ten destination IP address. Each detected event 110 corre-
sponds to a particular point 360 defined by attribute values
420 of that detected event 110. In the present example,
attribute values 420 of detected event 1104 define point 360a
with coordinates of 17.42, 3455856803, and 3233486812.
Attribute values 420 of detected event 1105 define point
3600 with coordinates of 14.03, 3455856880, and
3233486798. Attribute values 420 of detected event 110c¢
define point 360c¢ with coordinates of 17.17, 3455856808,
and 3233486694. Correlation engine 140 stores n-dimen-
sional graph 340 comprising points 3604, 3605, and 360c¢ in
memory module 150. Because correlation engine 140 may
assign any number of attribute values 420 to detected events
110, there may be any number of axes 345 in n-dimensional
graph 340, each axis 345 corresponding to a particular class
of attribute values 420 of detected events 110.

According to certain embodiments, correlation engine
140 is operable to use any suitable lossy or lossless com-
pression technique to compress and/or decompress n-dimen-
sional graph 340. In particular, correlation engine 140 may
define points 360 in n-dimensional graph 340 by using less
than all of attribute values 420 of detected events 110
corresponding to points 360. An example illustrates certain
embodiments of the present invention. In the preceding
example, network node 610 received three detected events
1104, 1105, and 110c. Correlation engine 140 assigned to
these detected events a plurality of attribute values 420 as
illustrated in FIG. 3. Attribute value 420a corresponds to
decimal time, attribute value 42056 corresponds to base ten
source IP address, and attribute value 420c¢ corresponds to
base ten destination IP address. Correlation engine 140
stored detected events 110aq, 1105, and 110c¢ in detected
event storage 158 in accordance with attribute values 420
assigned by correlation engine 140. In the present example,
correlation engine 140 generates n-dimensional graph 340
using only attribute values 420a and 4205 of detected events
110. Thus, points 360 of n-dimensional graph 340 are
defined by attribute values 420a and 4205 but not 420c¢ of
detected events 110. By using less than all of attribute values
420 of detected events 110 to generate n-dimensional graph
340, correlation engine 140 compresses the amount of
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information represented by points 360 in n-dimensional
graph 340. Such a compressed n-dimensional graph 340
may not require as much bandwidth for transmission as does
an n-dimensional graph 340 comprising points 360 defined
by all of attribute values 420 of detected events 110.

In a de-centralized system 10 comprising multiple net-
work nodes 610, operator 60 of a particular network node
610 may want to review the event information of detected
events 110 received by other network nodes 610 in system
10. By reviewing the event information of detected events
110 received by other network nodes 610, a particular
operator 60 may obtain a more complete view of the state of
system 10. According to certain embodiments, the present
invention facilitates a more complete view of the state of
system 10.

FIG. 8 illustrates a flow of operation among various
components depicted in FIGS. 6 and 7. According to certain
embodiments, system 10 comprises network nodes 610p,
610g, 6107, and 610s. Sensor 20 of each network node 610
receives detected events 110. Detected events 110 received
by one network node 610 may differ from detected events
110 received by another network node 610. Each detected
event 110 comprises a plurality of attributes 410 such as, for
example, time, source IP address, and destination IP address.
Sensor 20 sends detected events 110 to correlation engine
140. Based on ruleset 152, correlation engine 140 assigns
attribute values 420 to each detected event 110 according to
attributes 410 of detected events 110. Attribute values 420 of
each detected event 110 define a point 360 in n-dimensional
space. Correlation engine 140 stores detected events 110 in
detected event storage 158 according to attribute values 420
of detected events 110. In addition, correlation engine 140
generates n-dimensional graph 340 comprising points 360
defined by attribute values 420 of detected events 110.
Correlation engine 140 stores n-dimensional graph 340 in
memory module 150. According to certain embodiments, a
particular network node 610 may receive n-dimensional
graph 340 from another network node 610 via internal
network 70. According to certain embodiments, internal
network 70 may be a bandwidth constrained network con-
nection such as, for example, a radio wave link or laser link
between network nodes 610.

An example illustrates certain embodiments of the present
invention. System 10 comprises network nodes 610p, 6104,
6107, and 610s. Network nodes 610 are communicatively
connected via internal network 70. Network nodes 610p,
610g, 6107, and 610s receive detected events 110p, 110g¢,
1107, and 110s, respectively. Sensor 20p in network node
610p sends detected events 110p to correlation engine 140p.
Correlation engine 140p assigns detected events 110p
attribute values 420 in accordance with attributes 410 of
detected events 110p. Correlation engine 140p stores
detected events 110p in detected event storage 158p in
accordance with attribute values 420 assigned by correlation
engine 140p. Correlation engines 140g, 1407, and 140s
similarly process and store detected events 110¢, 1107, and
110s, respectively. Network node 610p generates n-dimen-
sional graph 340p comprising points 360p defined by
attribute values 420 of detected events 110p. Network node
610p stores n-dimensional graph 340p in memory module
150p. Network nodes 610g, 6107, and 610s each generate
and store respective n-dimensional graphs 340 comprising
points 360 corresponding to detected events 110¢, 1107, and
110s, respectively.

In the present example, operator 60p of network node
610p wants to obtain a complete view of the state of system
10. In particular, operator 60p wants to determine whether
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detected events 110 received by other network nodes 610 are
related to detected events 110p received by network node
610p. Accordingly, operator 60p decides to review detected
events 110 received by other network nodes 610. Operator
60p inputs into console 50p a graph request 380. Graph
request 380 is a signal or message to network nodes 610 to
send their respective n-dimensional graphs to the particular
network node 610 sending graph request 380. In the present
example, network node 610p sends graph request 380 to
network nodes 610g and 610r. Network node 6107 in turn
sends graph request 380 to network node 610s.

Upon receiving graph request 380, network node 610s
sends n-dimensional graph 340s to network node 610~ via
internal network 70. Network node 6107 receives n-dimen-
sional graph 340s from network node 610s and stores
n-dimensional graph 340s in memory module 1507. Corre-
lation engine 1407 in network node 6107 then sends n-di-
mensional graphs 3407 and 340s to network node 610p.
Network node 610p receives n-dimensional graphs 3407 and
340s from network node 6107 and stores n-dimensional
graphs 3407 and 340s in memory module 150p.

In the present example, network node 610g also sends
n-dimensional graph 3404 to network node 610p via internal
network 70. Network node 610p receives n-dimensional
graph 340¢g from network node 610g and stores n-dimen-
sional graph 340g in memory module 150p. According to
certain embodiments GUI 52p in network node 610p dis-
plays n-dimensional graphs 340p, 340¢, 3407, and 340s to
operator 60p of network node 610p. Thus, operator 60p
obtains a more complete view of the state of system 10.

According to certain embodiments, correlation engine
140 is operable to combine n-dimensional graphs 340
received from various network nodes 610 into a global
n-dimensional graph 300. Global n-dimensional graph 300
is a graph comprising points 360 of a plurality of individual
n-dimensional graphs 340 generated by network nodes 610.
Points 360 of n-dimensional graphs 340 are defined by
attribute values 420 of detected events 110 assigned by
correlation engines 140 based on attributes 410 of detected
events 110. Accordingly, the location of a particular point
360 in global n-dimensional graph 300 signifies attributes
410 of detected event 110 corresponding to that point 360.

Referring to the preceding example, correlation engine
140p of network node 610p generates global n-dimensional
graph 300 by combining n-dimensional graph 340p with
n-dimensional graphs 340g, 3407, and 340s in memory
module 150p. Global n-dimensional graph 300 comprises
points 360p, 360g, 3607, and 360s from n-dimensional
graphs 340p, 3404, 3407, and 340s. Points 360p, 3604, 3607,
and 360s in global n-dimensional graph 300 are defined by
attribute values 420 of detected events 110p, 110¢, 1107, and
110s. Attribute values 420 of detected events 110p, 110q,
1107, and 110s correspond to attributes 410 of detected
events 110p, 110g, 1107, and 110s.

Correlation engine 140 is operable to process global
n-dimensional graph 300 to detect attacks or potential
attacks spread among network nodes 610. Correlation
engine 140 may use any suitable algorithms, mathematical
formulas, Gaussian distribution functions, or comparison
techniques for scanning global n-dimensional graph 300 to
detect patterns or clusters 310 of points 360 in global
n-dimensional graph 300. A cluster 310 of points 360 refers
to a concentrated grouping of points 360 in global n-dimen-
sional graph 300. According to certain embodiments, clus-
ters 310 of points 360 in global n-dimensional graph 300
may represent an attack spread among network nodes 610.
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FIG. 9 illustrates a cluster 310 of points 360 in global
n-dimensional graph 300. The axes 345 of global n-dimen-
sional graph 300 correspond to attribute values 420 of
detected events 110. The location of a particular point 360 in
global n-dimensional graph 300 is defined by attribute
values 420 of detected event 110 corresponding to that
particular point 360.

An example illustrates certain embodiments of the present
invention. First axis 345a corresponds to decimal time of
detected events 110. Second axis 3455 corresponds to base
ten source IP address of detected events 110. Third axis 345¢
corresponds to base ten destination IP address of detected
events 110. Global n-dimensional graph 300 is a combina-
tion of n-dimensional graphs 340p, 340g, 3407, and 340s
generated by network nodes 610p, 610g, 6107, and 610s,
respectively. Points 360p are defined by attribute values 420
of detected events 110p received by network node 610p.
Points 360q are defined by attribute values 420 of detected
events 110q received by network node 6104. Points 3607 are
defined by attribute values 420 of detected events 1107
received by network node 610r. Points 360s are defined by
attribute values 420 of detected events 110s received by
network node 610s.

In the present example, correlation engine 140p in net-
work node 610p processes global n-dimensional graph 300
to detect clusters 310 or patterns that may signify attacks
spread among network nodes 610. In particular, correlation
engine 140p detects cluster 310 of points 360 in global
n-dimensional graph 300. Cluster 310 comprises three
points 360p from n-dimensional graph 340p, two points
360¢ from n-dimensional graph 340g, two points 3607 from
n-dimensional graph 3407, and three points 360s from
n-dimensional graph 340s. Points 360 in cluster 310 are
close together, signifying that points 360 in cluster 310 have
similar attribute values 420 for decimal time, base ten source
IP address, and base ten destination IP address. Accordingly,
cluster 310 may suggest that an attacker is attacking multiple
network nodes 610 from similar source IP addresses and
using similar destination IP addresses. Cluster 310 may also
suggest an unusual level of activity occurring at a certain
time of day. Cluster 310 of points 360 may not have been
apparent in an individual n-dimensional graph 340 used to
generate global n-dimensional graph 300. Cluster 310 may
have only become apparent by combining n-dimensional
graphs 340 into global n-dimensional graph 300.

In certain embodiments, correlation engine 140 is oper-
able to distinguish among points 360 in global n-dimen-
sional graph 300 by using “dimming” techniques. “Dim-
ming” refers to prioritizing points 360 in global
n-dimensional graph 300 based on which network node 610
originally received which detected events 110. According to
certain embodiments, dimming may comprise reducing the
visibility of certain points 360 in global n-dimensional graph
300. In particular, correlation engine 140 may dim points
360 in global n-dimensional graph 300 according to the
remoteness of the particular network nodes 610 that origi-
nally received detected events 110 corresponding to points
360. Referring back to FIG. 8, network node 610g and
network node 6107 are directly connected to network node
610p via internal network 70. Accordingly, network nodes
610g and 6107 are each one level removed from network
node 610p. Network node 610s, however, is not directly
connected to network node 610p but is directly connected to
network node 610r. Network node 610s is therefore two
levels removed from network node 610p.

An example illustrates certain embodiments of the present
invention. Ruleset 152p in network node 610p may com-
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prise a rule to dim by 50 percent those points 360 in global
n-dimensional graph 300 that correspond to detected events
110 which were received from network 100 by any network
node 610 that is two levels removed from network node 610.
Ruleset 152p in network node 610p may also comprise a rule
to dim by 25 percent those points 360 in global n-dimen-
sional graph 300 that correspond to detected events 110
which were received from network 100 by any network node
610 that is one level removed from network node 610. In the
present example, network node 610s is two levels removed
from network node 610p. Based on ruleset 152p, correlation
engine 140p in network node 610p may dim by 50 percent
points 360s in global n-dimensional graph 300 that corre-
spond to detected events 110s received from network 100 by
network node 610s. In the present example, network nodes
610g and 6107 are one level removed from network node
610p. Based on the rules in ruleset 152p, correlation engine
140p in network node 610p may dim by 25 percent points
360g and 3607 in global n-dimensional graph 300 that
correspond to detected events 110¢ and 1107 received from
network 100 by network nodes 610¢ and 610~

According to certain embodiments, correlation engine
140 may generate alerts upon detecting a suspicious cluster
310 or pattern of points 360 in global n-dimensional graph
300. The severity of the alert may depend upon the visibility
of points 360 in cluster 310 or pattern of points 360 in global
n-dimensional graph 300. Referring to the preceding
example, ruleset 152p in network node 610p may include a
rule to generate an alert of high severity if all of points 360
in cluster 310 in global n-dimensional graph 300 have a
visibility between 75 percent and 100 percent. Ruleset 152
may also include a rule to generate an alert of medium
severity if all of points 360 in cluster 310 in global n-di-
mensional graph 300 have a visibility between 100 percent
and 50 percent. Referring to FIG. 9, three points 360s in
cluster 310 in global n-dimensional graph 300 correspond to
detected events 110s received from network 100 by network
node 610s. Network node 610s is two levels removed from
network node 610p. Based on ruleset 152p, correlation
engine 140p dims points 360s in global n-dimensional graph
300 by 50 percent. Two points 360g in cluster 310 corre-
spond to detected events 110¢ received from network 100 by
network node 610g. Because network nodes 6104 is one
level removed from network node 610p, correlation engine
140p dims points 3604 in global n-dimensional graph 300 by
25 percent. Accordingly points 360g have a visibility of 75
percent. Two points 3607 in cluster 310 correspond to
detected events 1107 received from network 100 by network
node 610r. Because network nodes 610r is one level
removed from network node 610p, correlation engine 140p
dims points 3607 in global n-dimensional graph 300 by 25
percent. Accordingly points 3607 also have a visibility of 75
percent. Thus, in the present example, points 360 in cluster
310 in global n-dimensional graph 300 have a visibility
between 50 percent and 100 percent. Accordingly, correla-
tion engine 140p in network node 610p generates an alert of
medium severity. According to certain embodiments, opera-
tor 60p is able to analyze the severity of a threat based on the
severity of an alert. In particular, operator 60p may be most
concerned with network nodes 610 that are directly con-
nected to network node 610p.

The present invention may be implemented in various
enterprise computer networks. In particular, system 10 may
be a military information system. Network nodes 610 in
system 10 may represent wireless terminals carried by
various platoons in the field of battle. Internal network 70
may represent radio wave links between network nodes 610.
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An attacker may be attacking network nodes 610 of a first
and second platoon. In the present example, network node
610p corresponding to the first platoon receives detected
events 110p. Correlation engine 140p in network node 610p
assigns attribute values 420 to detected events 110p. Cor-
relation engine 140p stores detected events 110p in detected
event storage 158p in memory module 150p. Correlation
engine 140p also generates n-dimensional graph 340p com-
prising points 360p defined by attribute values 420 assigned
to detected events 110p by correlation engine 140p. Corre-
lation engine 140p stores n-dimensional graph 340p in
memory module 150p.

In the present example, network node 610q corresponding
to the second platoon receives detected events 110g. Cor-
relation engine 140q in network node 610g assigns attribute
values 420 to detected events 110g. Correlation engine 140g
stores detected events 110qg in detected event storage 1584 in
memory module 150g. Correlation engine 140¢ generates
n-dimensional graph 340g comprising points 360g defined
by attribute values 420 assigned to detected events 110g by
correlation engine 140q. Correlation engine 140g stores
n-dimensional graph 340g in memory module 150¢ in
network node 610q.

Operator 60p of network node 610p establishes a radio
wave link between network node 610p and network node
610g. In order to obtain a more complete view of the state
of system 10, operator 60p sends graph request 380 to
network node 610g. In response, network node 610g sends
n-dimensional graph 340q to network node 610p. Correla-
tion engine 140p in network node 610p combines n-dimen-
sional graph 340 and n-dimensional graph 340q into global
n-dimensional graph 300. Global n-dimensional graph 300
comprises points 360 corresponding to detected events 110p
and detected events 110q.

In the present example, correlation engine 140p in net-
work node 610p processes global n-dimensional graph 300
to detect attacks or potential attacks spread among network
nodes 610. In the present example, correlation engine 140p
detects cluster 310 of points 360 in global n-dimensional
graph 300. Correlation engine 140p generates a correspond-
ing alert. GUI 52p in network node 610p displays the alert
corresponding to cluster 310 in global n-dimensional graph
300 to operator 60p. Operator 60p thus learns of the attack
on both network node 610p and network node 6104.

The foregoing example illustrates a military information
system that incorporates the present invention to detect an
attack on a system and to correlate event information
regarding the attack. The present invention may also be used
to detect and correlate events other than attacks. For
example, system 10 may be configured to detect and corre-
late information regarding supply levels of military units,
movements of troops, maintenance of vehicles, conditions of
weapons, or any other suitable type of event or information.

The present invention has several important technical
advantages. Various embodiments of the invention may have
none, some, or all of these advantages. One advantage is that
the present invention enables intrusion detection system 10
to correlate detected events 110 received by multiple sensors
20 communicatively connected in a low bandwidth internal
network 70. The present invention enables network nodes
610 to compress and transmit event information of detected
events 110 as n-dimensional graphs 340 while preserving the
usefulness of the event information for detecting attacks on
the enterprise. In addition, the present invention reduces the
amount of event information of detected events 110 that
system 10 requires to be transmitted between network nodes
610.
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FIG. 10 illustrates a flow of operation according to a
method of the present invention. At step 902, first network
node 610p receives first detected events 110p from network
100. At step 904, correlation engine 140p in first network
node 610p assigns attribute values 420 to first detected
events 110p based on ruleset 152p. At step 906, correlation
engine 140p in first network node 610p stores first detected
events 110p in detected event storage 158p in accordance
with attribute values 420 assigned by correlation engine
140p. At step 908, correlation engine 140p generates first
n-dimensional graph 340p comprising points 360p defined
by attribute values 420 assigned to first detected events 110p
by correlation engine 140p. Correlation engine 140p stores
first n-dimensional graph 340p in memory module 150p. At
step 910, network node 610p receives second n-dimensional
graph 340¢g comprising points 3604 corresponding to second
detected events 110g received by second network node
610g. At step 912, correlation engine 140p in first network
node 610p combines first n-dimensional graph 340p and
second n-dimensional graph 3404 into global n-dimensional
graph 300. Global n-dimensional graph 300 comprises
points 360 corresponding to first detected events 110p and
second detected events 110¢. At step 914, correlation engine
140p in first network node 610p processes global n-dimen-
sional graph 300 to detect clusters 310 or patterns signifying
attacks or potential attacks spread among network nodes
610. At step 916, correlation engine 140p generates an alert
upon detecting a cluster 310 or pattern in global n-dimen-
sional graph 300 signifying an attack or potential attack. At
step 918, GUI 52p in first network node 610p displays the
alert corresponding to cluster 310 in global n-dimensional
graph 300 to operator 60p.

Although the present invention has been described in
detail, it should be understood that various changes, substi-
tutions and alterations can be made hereto without departing
from the scope of the invention as defined by the appended
claims.

What is claimed is:
1. A method for correlating event information, compris-
ing:
receiving event information for a plurality of detected
events wherein:
the event information for a particular detected event
comprises a plurality of attributes associated with the
particular detected event; and
the particular detected event is associated with at least
one data packet in an enterprise network;
assigning a plurality of attribute values to each detected
event, the attribute values of each detected event defin-
ing a point in n-dimensional space;
storing the event information for each detected event in
accordance with the attribute values assigned to that
detected event;
receiving a target event comprising a plurality of
attributes wherein:
the target event is associated with at least one data
packet that threatens the enterprise network;
the attributes of the target event are associated with
attribute values; and
the attribute values of the target event define a target
point in n-dimensional space;
receiving a plurality of proximity limits that define a
portion of n-dimensional space surrounding the target
point; and
identifying a plurality of detected events wherein the
points defined by the attribute values of the identified
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detected events are within the portion of n-dimensional
space defined by the proximity limits.

2. The method of claim 1, further comprising:

correlating the event information of the identified detected
events with at least one attacker profile, the at least one
attacker profile comprising a plurality of characteristics
of an attacker of an enterprise network;

storing the event information of the identified detected
events with the at least one attacker profile; and

displaying to an operator the at least one attacker profile.

3. The method of claim 2, further comprising generating
a new attacker profile if the event information of the
identified detected events does not correlate with at least one
attacker profile, the new attacker profile based at least in part
on the event information of the identified detected events.

4. The method of claim 2, wherein the correlation is
performed using at least one Bayesian network or at least
one neural network.

5. The method of claim 1, wherein the event information
is received by a plurality of sensors operable to receive data
associated with potential attacks on at least one enterprise
network.

6. The method of claim 1, wherein:

each attribute value of a particular detected event corre-
sponds to a particular attribute value of the target event;
and

each proximity limit corresponds to a particular attribute
value of the target event.

7. The method of claim 1, wherein:

a first attribute of the detected event is a source IP address;

a second attribute of the detected event is a destination IP
address; and

a third attribute of the detected event is a time of detec-
tion.

8. The method of claim 1, wherein:

a first axis of the n-dimensional space corresponds to
source IP addresses of the plurality of detected events;
and

a second axis of the n-dimensional space corresponds to
destination IP addresses of the plurality of detected
events.

9. The method of claim 1, wherein the target event is at

least one of the following:
a computer virus;
a trojan horse;
a computer worm; and
at least a portion of malicious computer code.
10. The method of claim 1, wherein the target event and
the attribute values associated with the target event are
received from an operator.
11. The method of claim 1, wherein the plurality of
proximity limits are received from an operator.
12. A system for correlating event information, compris-
ing:
at least one sensor operable to receive event information
for a plurality of detected events wherein:
the event information for a particular detected event
comprises a plurality of attributes associated with the
particular detected event; and

the particular detected event is associated with at least
one data packet in an enterprise network;
at least one processor operable to:
assign a plurality of attribute values to each detected
event, the attribute values of each detected event
defining a point in n-dimensional space;

receive a target event comprising a plurality of
attributes wherein:
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the target event is associated with at least one data
packet that threatens the enterprise network;
the attributes of the target event are associated with
attribute values; and
the attribute values of the target event define a target
point in n-dimensional space;
receive a plurality of proximity limits that define a
portion of n-dimensional space surrounding the tar-
get point; and
identify a plurality of detected events wherein the
points defined by the attribute values of the identified
detected events are within the portion of n-dimen-
sional space defined by the proximity limits; and
at least one memory module operable to store the event
information for each detected event in accordance with
the attribute values assigned to that detected event.

13. The system of claim 12, further comprising a graphi-
cal user interface and wherein:

the processor is further operable to correlate the event
information of the identified detected events with at
least one attacker profile, the at least one attacker
profile comprising a plurality of characteristics of an
attacker of an enterprise network;

the memory module is further operable to store the event
information of the identified detected events with the at
least one attacker profile; and

the graphical user interface is operable to display to an
operator the at least one attacker profile.

14. The system of claim 13, wherein the processor is
further operable to generate a new attacker profile if the
event information of the identified detected events does not
correlate with at least one attacker profile, the new attacker
profile based at least in part on the event information of the
identified detected events.

15. The system of claim 13, wherein the processor is
operable to perform the correlation using at least one Baye-
sian network or at least one neural network.

16. The system of claim 12, wherein:

each attribute value of a particular detected event corre-
sponds to a particular attribute value of the target event;
and

each proximity limit corresponds to a particular attribute
value of the target event.

17. The system of claim 12, wherein:

a first attribute of the detected event is a source IP address;

a second attribute of the detected event is a destination IP
address; and

a third attribute of the detected event is a time of detec-
tion.

18. The system of claim 12, wherein:

a first axis of the n-dimensional space corresponds to
source IP addresses of the plurality of detected events;
and

a second axis of the n-dimensional space corresponds to
destination IP addresses of the plurality of detected
events.

19. The system of claim 12, wherein the target event is an
attack on at least one enterprise network, the attack detected
by an intrusion detection system the target event is at least
one of the following:

a computer virus;

a trojan horse;

a computer worm; and

at least a portion of malicious computer code.

20. The system of claim 12, wherein the target event and
the attribute values associated with the target event are
received from an operator.
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21. The system of claim 12, wherein the plurality of
proximity limits are received from an operator.
22. An apparatus for correlating event information, com-
prising:
5 at least one processor operable to:
receive event information for a plurality of detected
events wherein:
the event information for a particular detected event
comprises a plurality of attributes associated with
the particular detected event; and
the particular detected event is associated with at
least one data packet in an enterprise network;
assign a plurality of attribute values to each detected
event, the attribute values of each detected event
defining a point in n-dimensional space;
receive a target event comprising a plurality of
attributes wherein:
the target event is associated with at least one data
packet that threatens the enterprise network;
the attributes of the target event are associated with
attribute values; and
the attribute values of the target event define a target
point in n-dimensional space;
receive a plurality of proximity limits that define a
portion of n-dimensional space surrounding the tar-
get point; and
identify a plurality of detected events wherein the
points defined by the attribute values of the identified
detected events are within the portion of n-dimen-
sional space defined by the proximity limits; and
at least one memory module operable to store the event
information for each detected event in accordance with
the attribute values assigned to that detected event.

23. The apparatus of claim 22, further comprising a
graphical user interface and wherein:

the processor is further operable to correlate the event

information of the identified detected events with at
least one attacker profile, the at least one attacker
profile comprising a plurality of characteristics of an
attacker of an enterprise network;

the memory module is further operable to store the event

information of the identified detected events with the at
least one attacker profile; and

the graphical user interface is operable to display to an

operator the at least one attacker profile.

24. The apparatus of claim 23, wherein the processor is
further operable to generate a new attacker profile if the
event information of the identified detected events does not
correlate with at least one attacker profile, the new attacker
profile based at least in part on the event information of the
identified detected events.

25. The apparatus of claim 23, wherein the processor is
operable to perform the correlation using at least one Baye-
sian network or at least one neural network.

26. The apparatus of claim 22, wherein:

each attribute value of a particular detected event corre-

sponds to a particular attribute value of the target event;
and

each proximity limit corresponds to a particular attribute

value of the target event.

27. The apparatus of claim 22, wherein:

a first attribute of the detected event is a source IP address;

a second attribute of the detected event is a destination IP

address; and

a third attribute of the detected event is a time of detec-

tion.
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28. The apparatus of claim 22, wherein: a computer worm; and
a first axis of the n-dimensional space corresponds to

! at least a portion of malicious computer code.
source IP addresses of the plurality of detected events;

30. The apparatus of claim 22, wherein the target event

and

a second axis of the n-dimensional space corresponds to s and the attribute values associated with the target event are
destination IP addresses of the plurality of detected received from an operator.
events. . . .

29. The apparatus of claim 22, wherein the target event is 31. The apparatus of glalm 22, wherein the plurality of

at least one of the following: proximity limits are received from an operator.
a computer virus; 10
a trojan horse; I T S
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Line 6, after “attacker profile” delete “224a” and insert -- 244a; --.
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Line 21, after “attacker profile” delete “224a” and insert -- 244a; --.
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Line 54, after “The system of claim 12, wherein” delete “the target event is an attack on
at least one enterprise network, the attack detected by an intrusion detection system”.
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