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RESTORATION OF FILE DAMAGE CAUSED 
BY MALWARE 

TECHNICAL FIELD 

0001. The invention concerns in general the technical field 
of malware monitoring in computer devices. Especially the 
invention concerns a restoration of a damage caused by a 
malware infection. 

BACKGROUND 

0002 Malicious software, also known as malware, refers 
to any software designed to infiltrate or damage a computer 
system without the owners informed consent. Malware may 
include multiple types of software. Such as computer viruses, 
worms, trojan horses, rootkits, adware, spyware, ransomware 
and any other malicious and unwanted Software. 
0003. Once malicious software gains access to a computer 
system, it takes various actions resulting in a variety of unde 
sirable results depending on the type of malware. For 
example, malicious software code corrupts application soft 
ware code, resulting in abnormal termination of the applica 
tion, and/or may cause degradation of system performance. 
The user of an infected device may incorrectly assume that 
poor performance is a result of software flaws or hardware 
problems, taking inappropriate remedial action, when the 
actual cause is a malware infection of which the user is 
unaware. Thus, it is desirable that malicious software can be 
removed from the computer system. 
0004. In order to remove malware from the computer sys 
tem, the malware needs to be detected. Depending on the type 
of malware the detection of malware may be challenging as 
the malware authors design their software to be difficult to 
detect, often employing technology that deliberately hides 
the presence of malware on a system, i.e. the malware appli 
cation may not appear on the operating system tables that list 
currently running processes. 
0005. Further, a complete and permanent removal of mali 
cious code may turn out to be difficult. For example, mali 
cious code may store a copy of itself in the memory of a 
computer. Upon termination or removal of malicious code 
components, the stored copy of the malicious code restores 
and/or recreates the removed malicious code components. 
Alternatively or in addition, malicious code may have been 
associated with a valid process executing on a computer sys 
tem. Attempts to eliminate the malicious code may result in 
an abnormal termination of the valid process and thus failure 
in an operation of a software program or a system. 
0006 Whilst malware has long been a problem in personal 
computers (PCs) it is now becoming an issue in mobile tele 
communications technology. As the use of mobile telecom 
munications technology spreads and its applications become 
more diverse, security threats to mobile devices and the data 
they hold are becoming more common. 
0007. One type of malware is so called ransomware. Ran 
Somware is malware that takes a computer as hostage in order 
to force the user to give money to the author of the malware. 
If the ransom is paid, the operation of the computer is 
restored. Ransomware typically accesses the system as a con 
ventional virus or worm i.e. through an application coupled to 
a network or through an email attachment, for example. The 
operation of ransomware can be described in the following 
way: a) the ransomware accesses a computer device and is 
executed therein, b) the computer device is taken as hostage, 
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which shows as untypical behaviour of the computer and/or 
data in the computer, c) the user gets a prompt that in order to 
restore the operation of the computer and/or data back to 
normal, the user shall pay ransoms in some way, d) if the user 
carries out the required actions e.g. pays the ransoms, the user 
gets instructions for restoring the computer (e.g. a code to be 
inputted to the ransomware program for restoration). 
0008. The ransomware can take the computer or files as 
hostage in multiple ways. The operation may start when boot 
ing the system. The result can be that the user cannot execute 
programs other than the ones required to pay the ransom or to 
give instructions with respect to the payment of the ransom. 
Alternatively, the ransomware can terminate non-essential 
programs that may be running or make them operate in an 
incorrect way. In addition to System and application related 
files the ransomware may take so called user files as hostage. 
With the term user file shall be understood any file, which has 
some relationship with the user(s) of a computer device. Such 
files are e.g. documents, pictures and movies, which have 
importance to the user, but not directly to the operating sys 
tem or the computer applications. 
0009. The ransomware may alter the files in many ways, 
e.g. by hiding the files (non-visible), modifying the access 
rights of the files, locking the files, encrypting the files, mov 
ing the files to another (hidden) location in the file system, 
mixing up the names or any possible combination of these. 
Moreover, the ransomware may focus its operation to certain 
types of files only, such as pdf files. 
0010 All in all, from a user's perspective it is essential to 
deactivate the malware from the computer system as soon as 
possible. Luckily, anti-virus software are developed to detect 
and deactivate malware. In order to detect a malware program 
the anti-virus Software must have some way of identifying it 
amongst all the other files present on a computer device. 
Some known methods are signature-based detection, detec 
tion based on heuristic methods and rootkit detection. When 
the malware is detected, the detected piece of software is 
deactivated by e.g. removing it from the computer system in 
order to restore the operation of the computer. This applies 
also to malware of ransomware type. Typically, ransomware 
is quite easy to detect with the methods mentioned above and 
easy to deactivate as such. 
0011. However, the drawback of the current situation is 
that even if the ransomware is detected and deactivated it does 
not solve all the problems faced by a user. Namely, there is no 
mechanism to restore the files, which are infected i.e. altered 
by the ransomware. 

SUMMARY 

0012 Various aspects of examples of the invention are set 
out in the claims. 
0013 An objective of the invention is to present a method, 
a computer device, a server and a computer program product 
for monitoring malware and take actions in response to a 
detection of malware. A further objective of the invention is to 
restore data infected by the malware detected. 
0014. According to a first aspect of the present invention 
the objectives of the invention are achieved by a method of 
detecting a malware infection in a computer system and in 
response to the detection, deactivating the malware and ana 
lyzing the damages in files in the computer system caused by 
the malware. Furthermore, if damages in files are detected, 
the method comprises a step of initiating a restoration of the 
damage in the file. 
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0015. According to some further aspect of the invention 
the objectives of the invention are achieved by a method of 
basing the detection of damage in a file to reviewing alter 
ations in access rights and/or modifications of a predeter 
mined type to the file. 
0016 Some aspects of the invention relate to defining an 
access time of the malware in the system and based on that 
focusing the detection of alterations of files according to a 
time window between a time of access of the malware in the 
computer device system and a time of deactivation of the 
malware. 
0017. Some aspects of the invention relate to a method of 
detecting the at least partly altered file based on a predeter 
mined file type targeted by a detected malware. 
0018. Some aspects of the invention relate to a method of 
detecting the at least partly altered file based on a comparison 
of a file to a corresponding backup file. 
0019. According to some further aspects of the invention 
the restoration of the altered file is based on a detection of at 
least one of the following: a modification to access rights of 
the file, a modification of a predetermined type to the file. 
0020. Furthermore, some aspects of the current invention 
relate to a method, wherein the restoration of the altered file is 
accomplished by replacing the detected modified altered file 
with a corresponding backup file. 
0021. The objectives of the invention are also met with a 
computer device, a server and a computer program product 
according to the invention comprising means and instructions 
for implementing the method as described. 
0022. A method according to the invention is character 
ized by the steps recited in the characterizing part of the 
independent claim directed to a method. 
0023. A device according to the invention is characterized 
by the features recited in the characterizing part of the inde 
pendent claim directed to a device. 
0024. A server according to the invention is characterized 
by the features recited in the characterizing part of the inde 
pendent claim directed to a system. 
0025. A computer program product according to the 
invention is characterized by the features recited in the char 
acterizing part of the independent claim directed to a com 
puter program product. 
0026. The exemplary embodiments of the invention pre 
sented in this patent application are not to be interpreted to 
pose limitations to the applicability of the appended claims. 
The verb “to comprise' is used in this patent application as an 
open limitation that does not exclude the existence of also 
unrecited features. The features recited in depending claims 
are mutually freely combinable unless otherwise explicitly 
stated. 

0027. The novel features which are considered as charac 
teristic of the invention are set forth in particular in the 
appended claims. The invention itself, however, both as to its 
construction and its method of operation, together with addi 
tional objects and advantages thereof, will be best understood 
from the following description of specific embodiments when 
read in connection with the accompanying drawings. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0028. For a more complete understanding of example 
embodiments of the present invention, reference is now made 
to the following descriptions taken in connection with the 
accompanying drawings in which: 
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0029 FIG. 1 illustrates a flow chart of the method accord 
ing to an embodiment of the invention; 
0030 FIG. 2 illustrates an example of a data structure 
according to an embodiment of the invention, and; 
0031 FIG.3 illustrates a computer system according to an 
embodiment of the invention. 

DETAILED DESCRIPTION OF THE DRAWINGS 

0032. In order to improve security in computer devices 
and at least partially overcome some of the drawbacks 
described above, a new method relating to restoration of a file 
damage caused by a malware in a computer system is 
described here. The computer system is protected with mal 
ware detection Software, which is run by means of processing 
resources of the computer device or alternatively with a cloud 
antivirus model, which means that there is only a lightweight 
agent software on the computer device while the majority of 
the data detection and processing is carried out in a network 
infrastructure. 
0033 FIG. 1 illustrates a flow chart of a method according 
to an embodiment of the invention on a fundamental level. 
Malware detection software is configured to monitor 101 the 
system when executed in processing resources of a device. 
The aim of the monitoring 101 is to find harmful processes 
and/or files belonging to the malware involved in the harmful 
process. A detection of a malware occurs in a computer device 
102. The detection can be based for example on a scanning of 
ingoing and outgoing data traffic to and from the device. 
Alternatively, the detection can be based on a continuous 
scanning of processes in the computer device. Further, the 
detection can be based on a scanning of files stored in the 
computer device. 
0034. The detection of malicious software in the computer 
system causes an initiation of a deactivation of the malware 
103 by deriving deactivation instructions of the malware from 
a database coupled to the malware detection software either 
directly in the computer device or indirectly from a server in 
a network. 
0035. According to another embodiment of the invention 
the detection of malicious Software in the computer system 
causes the malware detection software to identify the type of 
the malware. This may comprise a step of identifying the 
malware as ransomware. This can be achieved by identifying 
the detection name derived by the malware detection software 
or the information may be derived from a server. According to 
a further embodiment of the invention the detection of the 
malware as ransomware can be carried out during the file 
alteration analysis described later if needed. 
0036. The deactivation of the ransomware 103 is initiated 
in the computer device. Typical method for deactivating the 
malware is to remove i.e. delete at least part of the software 
code belonging to the malware. Alternatively or in addition, 
the deactivation of malware 103 is carried out by isolating at 
least part of the software in Such a manner that it cannot cause 
the negative effects on the system and/or files therein. The 
isolation can be implemented by detecting the ransomware 
related programs and/or processes executed by the processing 
means of the computer device and deactivating the operation 
of those. Furthermore, the malware detection software is pref 
erably configured to prevent the re-activation of the detected 
items after deactivation. 
0037. If the deactivation of the malware 103 carried out by 
the computer device is not successful, the computer device 
can be configured to request Support from a network element. 

Trend Micro, Inc. 
EX1009-6



US 2013/OO67576 A1 

The computer device may, for instance, send information 
available on the malware to the network element, or request 
the network element to accomplish the deactivation. In the 
worst case the malware cannot be deactivated. In Such a 
situation the malware detection software may be configured 
to shut down the computer device to prevent further damages 
to the system and data. 
0038. In order to return the system to operate in a similar 
manner as it was operating before the infection by a ransom 
ware there is a need to detect files in the computer system, 
which are affected by the ransomware ifany. For example, the 
detection can be implemented by means of file Scanning i.e. 
the malware detection Software is configured to scan files 
and/or file locations in the device. The detection is started in 
response to a Successful deactivation of the malware e.g. 
ransomware. The detection of infected files 104 may be based 
on predetermined alterations occurred in a file. The descrip 
tion of predetermined alterations can be stored in a memory 
accessible by the malware detection software. The malware 
detection Software is configured to compare the predeter 
mined alterations to files and based on the comparison to 
detect the infected files. For example, if it is recognized that a 
certain file is hidden (e.g. visibility flag set to invisible), the 
malware detection Software may recognize the infection by 
the flag status mentioned. 
0039. Alterations typical to the ransomware can be 
broadly divided into two groups: modifications to access 
rights and modifications to the files in general. An example of 
alteration in access rights is that the malware modifies, e.g. 
limits access rights of user(s) of the computer device to a file 
thus making it inaccessible the user(s) or making a file invis 
ible to a user i.e. causing inaccessibility to the file or moving 
files to another (hidden) location in the file system. Such an 
alteration can be detected by carrying out a so called sanity 
check to predetermined files. The sanity check means that 
there are some predetermined assumptions set to e.g. group of 
files and it is checked if the assumption is true or not. An 
example in practice can be that it is assumed that all user files, 
e.g. photos, in the computer shall be visible to a user, and this 
assumption is checked. If some file is not visible, then it can 
be suspected that the file has faced an alteration caused by a 
malware. 

0040 Some examples of the modifications to the files 
made by a malware are locking files, encrypting files, mixing 
up the names and obfuscation of files. Such modifications can 
be detected by e.g. reviewing file extensions and by doing a 
file format sanity check. An example in practise is that if some 
file has a certain file format extension, but the file structure 
check does not match the extension, it can be suspected that 
the file is infected. Malware may also alter the file with any 
combination of the modifications mentioned above. Accord 
ing to an embodiment of the invention the search for infected 
files is primarily focused on files comprising alterations as 
mentioned above. According to another embodiment of the 
invention the malware detection Software may access data 
comprising information on predetermined alterations typical 
to a specific malware. In Such a case the malware detection 
Software may focus the detection to only a certain type of 
alterations typical to the malware detected. Furthermore, 
another further approach to detect the infected files is to 
access data, which contains information on the target files of 
a specific ransomware. Such information may be stored in the 
memory of a computer device or in a network element. As a 
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consequence, the malware detection Software may have direct 
information on the files, which shall be examined for the 
infection. 

0041 According to a certain embodiment of the invention, 
if the malware detection software is incapable of detecting the 
alteration of a file, the computer device may request the 
detection from a server residing in a network. The server may 
accomplish the analysis of the file with the information stored 
in the server and return information to the computer device. 
Alternatively, the server may access to the computer device 
and detect alterations remotely. 
0042. If a file comprising alterations originating from a 
ransomware infection is detected 104, the malware detection 
software is configured to initiate a restoration of the infected 
files by accessing instructions to restore the file 105 to a state 
before infection. The instructions can be stored and be avail 
able in a database coupled to the malware detection software 
in a computer device or in a server residing in a network. For 
example, in a situation when the computer device is incapable 
of restoring a file, the computer device may be configured to 
request Support from a server in network in restoration. The 
request may comprise a step of sending a file to the server 
where the restoration is accomplished. The restored file is 
returned to the computer device. 
0043. Next, examples of the restoration according to some 
embodiments of the invention are disclosed. If access rights 
of a file are modified, the restoration of the rights can be 
carried out e.g. by setting the access rights, such as a flag 
indicating the visibility of a file, according to default settings 
of the operating system and/or by resetting access rights to a 
file according to user information stored in the computer 
system and/or by killing any locking process of a file by 
means of operations executable by the malware detection 
software. In context of file modifications instructions for res 
toration can be derived from a database coupled to the com 
puter system or from a server. Alternatively or in addition, the 
malware detection Software may be configured to use reverse 
operations to Some commonly known tricks used in obfusca 
tion of files in order to restore the files. Known obfuscation 
tricks are e.g. performing a Boolean operation XOR with a bit 
pattern, e.g. 0xFF or 0xAA to a file, XOR or ADD first byte 
with the next one and then continuing byte by byte so that 
every byte is altered in the file data. Moreover, the malware 
detection Software may be configured to apply some decryp 
tion algorithms to the file suspected of infection if it is rec 
ognized as being encrypted. In general, the malware detection 
Software is configured to restore the system by applying every 
de-obfuscation instruction set stored in the database and/or 
server until either all known de-obfuscation methods have 
been used, or infected file has been restored. 
0044) Further aspects of the method according to some 
embodiments of the invention are now discussed by referring 
to FIG. 2. FIG. 2 illustrates an example of the data structure in 
e.g. a database utilized in the present invention. More specifi 
cally, the malware detection Software may have access to the 
illustrated database and data there. The data item may com 
prise, for example, information categorized according to the 
type of malware MW1, MW2, . . . , MWN. Each type of 
malware is further divided to different subtypes. For example, 
malware type MW1 refers to ransomware-type malware. 
Under Such a type there can be multiple Subtypes to ransom 
ware R1, R2, . . . , RN. This simply means that there are 
multiple malwares, which can be categorized to be as ran 
Somware. Next, the data record may comprise information on 
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target files of the ransomware in question. As an example, the 
ransomware R1 may target Filetype1 files. Correspondingly, 
ransomware R2 targets only Filetype2 and ransomware RN 
may target FiletypeN in the computer device. The file types 
can refer to a certain type of file, such as pdf, or to different 
categories of files, such as user files. Further, the data record 
may comprise information on the alterations Mod1, Mod2, . 
... ModN that are executed to target files by the ransomware. 
Finally, the data record may contain instructions Inst1. Inst2. 
. . . . InstN for restoring infected files. Similar kind of data 
record can be established to other types of malware, as is 
schematically illustrated with MW2 and MWN. 
0045. In some embodiments of the invention the method 
does not require information on the target file types for a 
ransomware, but merely analyzes each of the files in the 
computer device by utilizing the information on the alter 
ations to find the infected files in the system as discussed in 
the context of FIG. 1. 

0046 According to an embodiment of the invention the 
method further comprises a step of analyzing the time of the 
infection i.e. when the ransomware has accessed the system 
and executed the infection. The defined time of infection can 
be utilized in detection of the files infected. For example, 
according to some embodiment of the invention the malware 
detection Software is configured to analyze only files which 
are altered since the time of infection. According to some 
other embodiments of the invention only files with an alter 
ation between the time of infection and time of deactivation of 
the ransomware are analyzed. The files matching the time 
window are analyzed and predefined alteration types are com 
pared to the alteration occurred in a file. If the comparison 
indicates a ransomware infection, the instructions for resto 
ration are retrieved from storage. An advantage of the analysis 
focused only on files altered since the infection is that it 
reduces the number of files to be analyzed and thus saves 
computing resources of the computer device. 
0047 According to a further embodiment of the invention 
the detection and analysis of infected files is based on a 
comparison of a file Suspected of an infection to an earlier 
copy of the file. The search for suspected files can e.g. be 
based on the analysis of the time of infection as described 
above. The copies of the files in the computer device can be 
found in storage. Such as a memory, if Such copies are taken 
and stored in advance. According to Some embodiment of the 
invention the copies of the files are stored in a network and are 
retrievable if needed according a predetermined backup pro 
cess and schedule. By means of the comparison the infected 
files can be determined and the computer device executing the 
malware detection Software, or any other entity accomplish 
ing the analysis and having necessary means for that, may 
define the type of alteration. The malware detection software 
may be configured to formulate instructions for restoring the 
altered files, especially if the alteration is a simple mathemati 
cal operation recognizable by the malware detection soft 
ware. According to Some other embodiment of the invention 
the definition of the type of alteration may be accomplished in 
a network element configured to perform Such analysis. Fur 
ther, the network element may be configured to formulate 
instructions for restoring the altered files. If the network ele 
ment is able to formulate the instructions, the instructions can 
be delivered to the computer device for utilization. According 
to a still further embodiment of the invention the infected files 
can be replaced with the files from a network element main 
taining the backup files of a computer device. According to an 
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additional embodiment of the invention the infected files to be 
replaced with the backup files are stored for security in case 
Something goes wrong with the replacement. 
0048. According to some embodiment of the invention a 
file may be isolated from the system if the comparison of the 
alteration to the file does not match predetermined alteration 
type relating to ransomware. Such as modifications of access 
rights and/or modification of the file. The isolation shall be 
understood as broadly comprising different types of method 
to prevent the system from accessing and/or using the file, for 
example. 
0049 FIG.3 illustrates a computer system according to an 
embodiment of the invention. The computer device 301 in the 
system is implemented as a combination of computer hard 
ware and software. The device comprises a processor 302, a 
memory 303 and transceiver 308. The memory 303 is config 
ured to store computer program code relating to the function 
ing of the computer device 301 and especially software files 
for executing the method according to the invention when 
implemented in the processor 302. More specifically, the 
memory 303 contains software code 304 for detecting the 
malware when executed in the processor. Further, the 
memory 303 contains software code 305 for detecting 
infected i.e. altered files when executed in the processor 302 
and any infection related information, Such as a time of infec 
tion. The detection of the altered files may be based on at least 
one of the following: a modification to access rights of the file, 
a modification of a predetermined type to the file. The 
memory 303 also contains software code 306 for causing the 
computer to initiate the restoration of the altered files detected 
by means of software code 305 when executed in the proces 
sor 302. For example, the restoration may comprise a step of 
defining a reverse operation to the detected alteration in the 
file. Further, the memory 303 contains data 307 to be utilized 
when executing software code 304,305,306 in the processor 
302 of the computer device 301. The data 307 may comprise 
information on malware, ransomware, instructions to be used 
in deactivation of malware, information on target files, infor 
mation on alterations to files and instructions to be used in 
restoration, for instance. The software code elements 304, 
305,306 and data 307 may form at least part of the malware 
detection software. Alternatively, any of the mentioned ele 
ments and data may be a separate item from the malware 
detection software, but exploitable by malware detection 
Software if needed. The computer device also comprises a 
transceiver 308 for communicating with a network element, 
Such as server 320 containing information relating to the 
operation of the malware detection software, over a network 
310, such as Internet or a LAN (Local Area Network). 
0050. The server 320 comprises at least a transceiver 321 
and a database 322. The transceiver 321 is configured to 
communicate with the computer device 301 over the network 
310. The database 322 comprises information at least on 
malware, ransomware, instructions to be used in deactivation 
of malware, information on target files of a ransomware if 
any, information on alterations to files by a ransomware and 
instructions to be used in a restoration of a file. 
0051 Optionally, the server 320 may also comprise a pro 
cessor with necessary memory means 323 to execute at least 
partly similar tasks as the computer device 301. In such a 
case, Some of the tasks relating to detection of the malware 
and/or ransomware, deactivation of malware and/or ransom 
ware, detection of infected files and restoration of the infected 
files may be carried out in the server. For example, in a so 

Trend Micro, Inc. 
EX1009-8



US 2013/OO67576 A1 

called cloud computing model the computer device 301 may 
comprise only a lightweight agent software for executing 
basic operations of malware monitoring while the majority of 
the data detection, analysis and restoration is carried out in a 
server 320 residing in a network infrastructure by executing 
computer program code in a processor of the server 320. A 
computer device 301 may perform a preliminary recognition 
of a malware in the device. If a preliminary recognition indi 
cates that there can be an infection, the lightweight agent 
Software may open an access for a pre-agreed network ele 
ment and request for full scanning. In Such a case the network 
element performs the malware scanning by performing cal 
culations relating to the analysis remotely in the network. If 
the scanning indicates a ransomware infection in the com 
puter device, it can request at least some files to be delivered 
to the server for further analysis, such as detection of alter 
ations in the files and restoration of them. The restored files 
are returned to the computer device. The operation as 
described above requires that the malware cannot prevent the 
operation of the malware detection software. This is typically 
the case due to the fact that malware detection software is 
configured to operate in all circumstances and thus enables 
any communication with the server 320. 
0052 According to another embodiment of the invention 
the computer device 301 may detect and deactivate the ran 
somware in the device, but may request the server 320 to 
detect an alteration in a file caused by the malware of a 
predetermined type. The computer device 301 is configured 
to transmitat least one file to the server 320 for detection. The 
server is configured to utilize information stored in the server 
in the detection and initiate a restoration of the altered file in 
response to the detection of the alteration. The server 320 is 
further configured to utilize information stored in the memory 
for restoration. Finally, the server 320 is configured to trans 
mit the restored file to the computer device 301. 
0053 As already indicated, the server 320 has an impor 
tant role in maintaining up-to-date information with respect 
to malware and especially to ransomware. The information 
may comprise at least information on malware, ransomware, 
instructions to be used in deactivation of malware, informa 
tion on target files of a ransomware if any, information on 
alterations to files by a ransomware and instructions to be 
used in a restoration of a file. The computer device 301 may 
download up-to-date information into its database in a 
memory to be used locally. The information stored in the 
server 320 is maintained by an administrator of the server. 
The administrator is typically the provider of malware detec 
tion software. The server 320 is provided with necessary 
input/output means for maintenance purposes. 
0054 The server 320 can also be configured to receive a 
backup of the files by means of communication with the 
computer device 301. The server 320 stores the backup files 
and is configured to enable the utilization of the backup files 
as already described above. 
0055. The computer device 301 and the server 320 may 
contain multiple processors 302 and multiple memories 303 
and/or databases 322 to implement the current invention. In 
an embodiment of the invention the computer device may 
comprise two processors 302. The first processor is config 
ured to execute only processes relating to the malware detec 
tion software and the other processor takes care of the other 
processes in the computer device. Correspondingly, separate 
memories may be arranged to store information relating to the 
operation of the malware detection software and to any other 
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information. According to an embodiment of the invention 
the processor and memory dedicated to the malware detection 
software are isolated from any other operation of the device. 
By means of such a solution the security level may further be 
increased due to the fact that a malware cannot easily access 
a processor and/or a memory dedicated to malware detection 
software. 
0056. Even if the piece of software discussed here is 
named as malware detection software it does not give any 
indication of the tasks of the software. As described here, in 
addition to detection, the piece of software may also comprise 
other tasks Such as deactivating the detected malware, detect 
ing infected files in the system and restoring the infected files, 
for instance. Thus, the term malware detection software shall 
not be interpreted narrowly in this context. 
0057 The computer device refers to any device, which 
comprises elements and/or functionalities that may be Vul 
nerable to a malware, especially to a ransomware. Such 
devices are at least personal computers (PC), laptops, tablet 
computers and other portable devices, such as mobile phones. 
In some cases the computer device according to the invention 
can be understood as a combination of devices coupled to 
each other having a vulnerability to malware and protected by 
malware detection software. 
0058 Moreover, the term database used here shall be 
understood broadly. The database is data storage with a pre 
determined structure comprising information as referred in 
the description above. The data can be stored in a memory of 
the computer device or on the server or in any combination of 
these. 
0059 Although specific embodiments have been illus 
trated and described herein, it will be appreciated by those of 
ordinary skill in the art that any arrangement which is con 
templated to fill the same purpose may be substituted for the 
specific embodiment shown. This application is intended to 
cover any adaptations or variations of the present invention. 
Thus, it is to be appreciated that this invention is limited by the 
claims and the equivalents thereof only. 
0060. If desired, the different functions discussed herein 
may be performed in a different order and/or concurrently 
with each other. Furthermore, if desired, one or more of the 
above-described functions may be optional or may be com 
bined. 
0061 Although various aspects of the invention are set out 
in the independent claims, other aspects of the invention 
comprise other combinations of features from the described 
embodiments and/or the dependent claims with the features 
of the independent claims, and not solely the combinations 
explicitly set out in the claims. 
0062. It is also noted herein that while the above describes 
example embodiments of the invention, these descriptions 
should not be viewed in a limiting sense. Rather, there are 
several variations and modifications which may be made 
without departing from the scope of the present invention as 
defined in the appended claims. 
What is claimed is: 
1. A method comprising: 
detecting a malware in a computer system and in response 

to the detection of the malware in the computer system 
initiating a deactivation of malware; 

detecting a file altered by the malware in response to a 
Successful deactivation of the malware; and 

initiating a restoration of the altered file in response to the 
detection of the file altered by the malware. 
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2. The method of claim 1, wherein the detection of the file 
altered by a malware is at least partly based on at least one of 
the following: a modification to access rights of the file, a 
modification of a predetermined type to the file. 

3. The method of claim 1, the method further comprising 
defining a time of access of the malware in the computer 
system. 

4. The method of claim 3, wherein the file altered by a 
malware is detected among files altered between a time of 
access of the malware in the computer system and a time of 
deactivation. 

5. The method of claim 1, wherein the detection of the file 
altered is at least partly based on a predetermined file type 
targeted by the detected malware. 

6. The method of claim 1, wherein the detection of the file 
altered is at least partly based on a comparison of a file to a 
corresponding backup file. 

7. The method of claim 1, wherein the restoration of the 
altered file is based on a detection of at least one of the 
following: a modification to access rights of the file a modi 
fication of a predetermined type to the file. 

8. The method of claim 1, wherein the restoration of the 
altered file is accomplished by replacing the detected altered 
file with a corresponding backup file. 

9. The method of claim 1, wherein the restoration of the file 
is based on a reverse operation to the detected alteration in the 
file. 

10. The method of claim9, wherein the reverse operation is 
at least one of the following: making the file visible by reset 
ting the flag indicating hidden status, resetting access rights to 
a file according to user information stored in the computer 
system, killing a locking process of a file, decrypting a file, 
applying a predetermined de-obfuscation algorithm in resto 
ration of a file. 

11. A computer device, comprising: 
at least one processor, and 
at least one memory including computer program code, 
the at least one memory and the computer program code 

configured to, with the at least one processor, cause the 
computer device to perform at least the following: 
detect a malware and in response to the detection of the 

malware in the computer device initiating a deactiva 
tion the malware; 

detect a file altered by the malware in response to a 
Successful deactivation of the malware; and 

initiate a restoration of the altered file in response to the 
detection of the file altered by the malware. 
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12. The computer device of claim 11, further comprising an 
updatable database comprising information relating to at least 
the malware configured to alter a file stored in the computer 
device. 

13. The computer device of claim 12, wherein the updat 
able database comprises information on at least one of the 
following: instructions for deactivating the malware, infor 
mation on target files of the malware, information on alter 
ations executed by the malware, instructions for restoring the 
altered file. 

14. The computer device of claim 12, wherein the infor 
mation in the database is updated by utilizing a transceiver of 
the computer device for communication with a server resid 
ing in a network. 

15. A server, comprising: 
at least one processor, and 
at least one memory including computer program code, 
the at least one memory and the computer program code 

configured to, with the at least one processor, cause the 
server to perform at least the following: 
receive a request to detect an alteration in a file caused by 

the malware transmitted to the server by a computer 
device; 

detect an alteration in a file by utilizing information 
stored in the server; 

initiate a restoration of the altered file in response to the 
detection of the alteration; 

transmit a restored file to the computer device. 
16. The server of claim 15, wherein the restoration of the 

altered file comprises at least utilization of information stored 
in the memory of the server. 

17. A computer program product comprising a computer 
readable medium bearing computer program code embodied 
therein for use with a computer, the computer program code 
comprising: 

code for detecting a malware and in response to the detec 
tion of the malware in the computer device initiating a 
deactivation the malware; 

code for detecting a file altered by the malware in response 
to a successful deactivation of the malware; and 

code for initiating a restoration of the altered file in 
response to the detection of the file altered by the mal 
Wa. 

18. The computer program product of claim 17, the com 
puter program code further comprising: code for detecting an 
altered file based on at least one of the following: a modifi 
cation to access rights of the file, a modification of a prede 
termined type to the file. 

19. The computer program product of claim 17, the com 
puter program code further comprising: code for defining a 
reverse operation to the detected alteration in the file. 
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