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PREFACE

OBJECTIVE

Communication networks have entered an era of fundamental change where
market and regulatory forces have finally caught up with the relentless advance
of technology, as evidenced by the following:

o The explosive growth of multimedia personal computing and the World Wide
Web, demonstrating the value of network-based services.

e The deregulation of the telecommunications industry opening the door to new
access network technologies (digital cellular systems, cable modems, high-speed
DSL modems, direct broadcast satellite systems, satellite constellation net-
works, broadband wireless cable) that will cause telecommunications infra-
structure to migrate towards a flexible packet-based backbone network
technology.

» The explosion in available bandwidth due to optical transmission technology
and the entry of new national and global backbone service providers.

e The emergence of the Internet suite of protocols as the primary means for
providing ubiquitous connectivity across the emerging network of networks.

o The predominance of data traffic over voice traffic dictating that future net-
works will be designed for data, and that telephone voice service must even-
tually operate—possibly solely—over the Internet.

Thus, the main architectural elements of the network of networks that will
emerge in the next ten years are becoming more evident. The purpose of this
book is to introduce electrical engineering, computer engineering, and computer
science students to fundamental network architecture concepts and to their
application in these emerging networks.

TARGET COURSES

The book is designed for introductory one-semester or one-year courses in com-
munication networks in the upper-level undergraduate and first-year graduate
programs. The second half of the book can be used in more advanced courses
that deal with the details of current network architectures. The book can also be
used by engineering and computer professionals seeking an introduction to net-
working.

As prerequisites the book assumes a general knowledge of computer systems
and programming, and elementary calculus. In certain parts of the text, knowl-
edge of elementary probability is useful but not essential.

vii
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viii Preface
APPROACH AND CONTENT

Networks are extremely complex systems consisting of many components whose
operation depends on many processes. To understand networks it is essential
that students be exposed to the big picture of networks that allows them to see
how the various parts of the network fit into one whole. We have designed the
book so that students are presented with this big picture at the beginning of the
book. The students then have a context in which to place the various topics as
they progress through the book.

The book attempts to provide a balanced view of all important elements of
networking. This is a very big challenge in the typical one-semester introductory
course which has very limited time available. We have organized the book so that
all the relevant topics can be covered at some minimum essential level of detail.
Additional material is provided that allows the instructor to cover certain topics
in greater depth.

The book is organized into four sections: the first section provides the big
picture; the second section develops fundamental concepts; the third section
deals with advanced topics and detailed network architectures; and in the fourth
section two appendices provide important supporting material.

Big Picture First: Networks, Services, and Layered Architectures

This section begins in Chapter 1 with a discussion of network-based applications
that the student is familiar with (World Wide Web, e-mail, telephone call, and
home video entertainment). These examples are used to emphasize that modern
networks must be designed to support a wide range of applications. We then
discuss the evolution of telegraph, telephone, and computer networks, up to the
present Internet. This historical discussion is used to identify the essential func-
tions that are common to all networks. We show how there is usually more than
one way to carry out a function, for example, connectionless versus circuit-
switched transfer of information, and that the specific structure of a network
is determined by a combination of technological, market, and regulatory factors
at a given point in time.

The view of the network as a provider of services to applications is developed
in Chapter 2. We consider the e-mail and Web browsing applications, and we
explain the application layer protocols that support these, namely HTTP, SMTP,
and DNS. We also explain how these protocols in turn make use of the com-
munication services provided by TCP and UDP. Together these examples moti-
vate the notion of layering, leading naturally to a discussion of the OSI reference
model. A detailed example is used to show how Ethernet, PPP, IP, TCP, and
UDP work together to support the application layer protocols. The key notions
of addressing and encapsulation are developed in this example. Chapter 2 con-
cludes with two optional sections: an introduction to sockets and an introduction
to additional application layer protocols and to several TCP/IP utilities. We ‘
believe that the student will be familiar with some of the application layer topics, |
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and so Chapter 2 can serve as a bridge to the less visible topics relating to the
internal operation of a network. Sockets and TCP/IP utilities provide the basis
for very useful and practical exercises and experiments that provide students with
some ‘“‘hands on” networking experience.

Fundamental Network Architecture Concepts

The second section develops the fundamental concepts of network architecture,
proceeding from the physical layer to the network layer. We complement the
discussion of fundamental concepts with sections that explore trends in network
architecture.

Chapter 3 deals with digital transmission including error detetection. We
identify the bit rate requirements that applications impose on the network,
and then we examine the transmission capabilities of existing and emerging net-
works. We introduce the relationship between bandwidth, bit rate, and signal-to-
noise ratio, and then develop the basic digital transmission techniques, using
modem standards as examples. The properties of various media (copper wires,
coaxial cable, radio, optical fiber) and their possible role in emerging access
networks are then discussed. This chapter contains more material than can be
covered in the introductory course, so it is written to allow the instructor to pick
and choose what sections to cover.

Chapter 4 discusses digital transmission systems and the telephone network.
The first few sections deal with properties of current and emerging optical net-
works. The digital multiplexing hierarchy and the SONET standard are intro-
duced. We develop the fault recovery features of SONET rings and we emphasize
the capability of SONET optical networks to create arbitrary logical topologies
under software control. We then introduce wavelength division multiplexing and
explain how WDM optical networks share the flexible network configuration
features of SONET. The design of circuit switches for traditional telephone
networks and for future optical networks is discussed next. The latter sections
deal with telephone networks, with a focus on the signaling system that enables
telephone service and associated enhanced services, €.g., caller ID, 800-call. We
consider the telephone network and the layered architecture of its signaling
system. We discuss the frequency reuse concept and its application in telephone
and satellite cellular networks.

Chapter 5 is the usual place to discuss data link controls. Instead of dealing
immediately with this topic, we first introduce the notions of peer-to-peer pro-
tocols and service models. ARQ protocols that provide reliable transfer service
are developed in detail as specific examples of peer-to-peer protocols. The
detailed discussion gives the student an appreciation of what is involved in
implementing a protocol. The end-to-end and hop-by-hop approaches to deploy-
ing peer-to-peer protocols are compared, and additional examples of peer-to-
peer protocols are introduced for flow control and for timing recovery. We also
preview the reliable stream service provided by TCP. The details of HDLC and
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PPP data link standards are then presented. Finally we discuss the sharing of a
data link by multiple packet flows and introduce the notion of multiplexing gain.

Chapter 6 deals with the transfer information across shared media, using
LANS and wireless networks as specific examples. We begin with an introduction
to broadcast networks and to approaches to sharing a medium. We explain the
Function of LANSs and their placement in the OSI reference model. We consider
random access as well as scheduling approaches to transferring packets across a
shared medium. We examine the impact of delay-bandwidth product on perfor-
mance, and we show why this dictates the evolution of Ethernet from a shared
medium access technique to a switched technique. In addition to token ring and
FDDI LANS, we also present a full discussion of the TEEE 802.11 wireless LAN
standard. We also discuss FDMA, TDMA, and CDMA channelization
approaches to sharing media and we show their application in various existing
cellular radio networks. We have taken great care to make the difficult topic of
CDMA accessible to the student.

Chapter 7 deals with packet switching networks. To provide a context for the
chapter we begin by presenting an end-to-end view of packet transfer across the
Internet. We then develop the notions of datagram and virtual-circuit packet
switching, using 1P and ATM as examples. We introduce basic design
approaches to packet switches and routers. Shortest-path algorithms and the
link state and distance vector approaches to selecting routes in a network are
presented next. ATM and the concept of label switching are introduced, and the
relationship between Quality-of-Service and traffic shaping, scheduling and call
admission control is developed. The chapter includes a discussion of TCP and
ATM congestion control.

Key Architectures and Advanced Topics

The third section shows how the fundamental networking concepts are embodied
in two key network architectures, ATM and TCP/IP. The section also deals with
the interworking of ATM and TCP/IP, as well as with enhancements to TCP/IP
to provide secure and more responsive communications.

Chapter 8 presents a detailed discussion of TCP/IP protocols. We examine
the structure of the IP layer and the details of IP addressing, routing, and
fragmentation and reassembly. We discuss the motivation and present the fea-
tures of IPv6. We introduce UDP, and examine in detail how TCP provides
reliable stream service and flow control end-to-end across a connectionless
packet network. RIP, OSPF, and BGP are introduced as protocols for synthesiz-
ing routing tables in the Internet. Multicast routing is also introduced.

Chapter 9 deals with the architecture of ATM networks. The ATM layer is
explained, and Quality-of-Service and the ATM network service categories are
presented. The various types of ATM adaptation layer protocols are discussed ‘
next. ATM signaling and PNNI routing are introduced. ‘

Chapter 10 deals with the interworking of IP and ATM and with proposed ‘
enhancements to IP. We consider the various approaches for operating IP over |

|
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ATM networks. We then introduce Multiprotocol Label Switching which is the
most promising example for operating IP over ATM and other link layer pro-
tocols. Finally we introduce RSVP, Integrated Services IP, and Differentiated
Services IP which together provide mechanisms for providing Quality-of-Service
over IP.

Chapter 11 provides an introduction to network security protocols. The
various categories of threats that can arise in a network are used to identify
various types of security requirements. Secret key and public key cryptography
are introduced and their application to providing security is discussed. We
develop protocols that provide security across insecure networks and we intro-
duce protocols for establishing security associations and for managing keys.
These general protocols are then related to the IP security protocols and to
transport layer security protocols.

Chapter 12 deals with multimedia information and networking. We begin
with an introduction to the properties of image, audio, and video signals. We
discuss the various compression schemes that are applied to obtain efficient
digital representations, and we describe the relevant compression standards.
We then introduce the RTP protocol for transmitting real-time information
across the Internet. Finally, we close the loop in the discussion of “plain old
telephone service” by reviewing the various signaling protocols that are being
developed to support multimedia communications in general, and IP telephony
in particular, over the Internet.

The book ends with an Epilogue that discusses trends in network architec-
ture and identifies several areas that are likely to influence the development of
future networks.

Appendices

Appendix A deals with network performance models. Network performance is
an integral part of network design and operation. In the text we use quantitative
examples to illustrate the tradeoffs involved in various situations. We believe that
an intuition for performance issues can be developed without delving into the
underlying mathematics. Delay and loss performance results are introduced in
the sections that deal with multiplexing, trunking, and medium access control. In
these sections, the dynamics of the given problem are described and the key
performance results are presented. The purpose of Appendix A is to develop
the analysis of the performance models that are cited in the text. These analyses
may be incorporated into more advanced courses on communication networks.

Appendix B provides an introduction to network management. The basic
functions and structure of a network management system are introduced as well
as the Simple Network Management Protocol (SNMP). We present the rules for
describing management information, as well as the collection of objects, called
Management Information Base, that are managed by SNMP. We also introduce
remote monitoring (RMON) which offers extensive network diagnostic, plan-
ning, and performance information.
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HOW TO USE THIS BOOK

The book was designed to support a variety of introductory courses on computer
and communication networks. By appropriate choice of sections, the instructor
can make adjustments to provide a desired focus or to account for the back-
ground of the students. Chapter 1 to Chapter 8 contain the core material (and
more) that is covered in the typical introductory course on computer networks.
For example, at the University of Toronto a 40 lecture-hour introductory under-
graduate course in computer networks covers the following: Chapter 1 (all);
Chapter 2 (all) including a series of lab exercises using sockets; Chapter 3 (sec-
tions 3.1, 3.2, 3.5, 3.6, 3.8.1 to 3.8.5); Chapter 4 (sections 4.1 to 4.3); Chapter 5
(all); Chapter 6 (sections 6.1 to 6.4, 6.6.1, 6.6.2); Chapter 7 (all); and Chapter 8
(sections 8.1 to 8.5). For courses that spend more time on the material in Chapter
8 or later, the material from Chapters 3 and 4 can be dropped altogether. The
book contains enough material for a two-semester course sequence that provides
an introductory course on computer networks followed by a course on emerging
network protocols.

PEDAGOGICAL ELEMENTS

The book contains the following pedagogical elements:

o Numerous Figures. Network diagrams, time diagrams, performance graphs,
state transition diagrams are essential to effectively convey concepts in net-
working. The 574 figures in the book are based on a set of Microsoft
PowerPoint® course presentations that depend heavily on visual representa-
tion of concepts. A set of these presentation charts is available to instructors.
Numerous Examples. The discussion of fundamental concepts is accompanied
with examples illustrating the use of the concept in practice. Numerical exam-
ples are included in the text wherever possible.

Text Boxes. Commentaries in text boxes are used to discuss network trends
and interesting developments, to speculate about future developments, and to
motivate new topics.

Problems. The authors firmly believe that learning must involve problem sol-
ving. The book contains 589 problems. Each chapter includes problems with a
range of difficulties from simple application of concepts to exploring, develop-
ing or elaborating various concepts and issues. Quantitative problems range
from simple calculations to brief case studies exploring various aspects of
certain algorithms, techniques, or networks. Simple programming exercises
involving sockets and TCP/IP utilities are included where appropriate.

An Instructor’s Solutions Manual is available from McGraw-Hill.

Chapter Introductions. Each chapter includes an introduction previewing the
material covered in the chapter and in the context of the “big picture”.

Ex. 1015.12



——T

Preface Xiii

o Chapter Summaries and Checklist of Important Terms. Each chapter includes a
summary that reiterates the most important concepts. A checklist of important
terms will aid the student in reviewing the material.

o References. Each chapter includes a list of references. Given the introductory
nature of the text, references concentrate on pointing to more advanced mate-
rials. Reference to appropriate Internet Engineering Taskforce (IETF) RFCs
and research papers is made where appropriate, especially with more recent
topics.

o A web site. The following Web site contains links to the on-line version of the
solutions manual, the Powerpoint slides*, author information, and other
related information: www.mhhe.com/leon-garcia.
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CHAPTER 3

Digital Transmission Fundamentals

In Chapter 1 we saw that the development of the early network architectures was
motivated by very specific applications. Telegraphy was developed specifically
for the transfer of text messages. We saw that Morse and Baudot pioneered the
use of binary representations for the transfer of text and that digital transmission
systems were developed for the transfer of the resulting binary information
streams. Later telephony was developed for the transfer of analog voice informa-
tion. The invention of Pulse Code Modulation (PCM) paved the way for voice to
be transmitted over digital transmission networks. In the same way that the
Morse and Baudot codes standardized the transfer of text, PCM standardized
the transfer of voice in terms of 0s and 1s. We are currently undergoing another
major transition from analog to digital transmission technology, namely, the
transition from analog television systems to entirely digital television systems.
When this transition is complete, all major forms of information will be repre-
sented in digital form. This change will open the way for the deployment of
digital networks that can transfer the information for all the major types of
information services.

Digital transmission is the core technology that enables the integration of
services in a network. In this chapter we present the fundamental concepts con-
cerning digital transmission. The chapter is organized into the following sections:

1. Digital representation of information. The basic properties of text, image,
voice, audio and video information are presented. These information types
can be viewed as flows that traverse the network. We examine the types of
information flows that are generated by the various types of information, and
we consider the requirements that they place on the networks that carry them.

2. Why digital transmission? We explain the advantages of digital transmission
over analog transmission. We develop the basic abstraction of a transmission
link as a pipe that transfers bits for the data link layer. We present the key
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96 CHAPTER 3 Digital Transmission Fundamentals

parameters that determine the transmission capacity of a physical medium.
We also indicate where various media are used in digital transmission systems.
This section is a summary of the following two sections.’

3. Characterization of communication channels. We discuss communication chan-
nels in terms of their ability to transmit pulse and sinusoidal signals. We
introduce the concept of bandwidth as a measure of a channel’s ability to
transmit pulse information.

4. Fundamental limits of digital transmission. We discuss binary and multilevel
digital transmission systems, and we develop fundamental limits on the bit
rate that can be obtained over a channel.

5. Line coding. We introduce various formats for transmission binary informa-
tion and discuss the criteria for selecting an appropriate line code.

6. Modems and digital modulation. We discuss digital transmission systems that
use sinusoidal signals, and we explain existing telephone modem standards.

7. Properties of transmission media. We discuss copper wire, radio, and optical
fiber systems and their role in access and backbone digital networks.
Examples from various physical layer standards are provided.

8. Error detection and correction. We present coding techniques that can be used
to detect and correct errors that may occur during digital transmission. These
coding techniques form the basis for protocols that provide reliable transfer of
information.

3.1 DIGITAL REPRESENTATION OF
INFORMATION

Networks are driven by the applications they support and must therefore be
designed to accommodate the requirements imposed by the information types
used in the applications. These information types include text, speech, audio,
data, images, and video. In this section we are concerned with (1) the properties
of these information types and (2) the requirements that the digital representa-
tion of these information types impose on the network. We are concerned in
particular with the volume of binary information that needs to be transferred for
each information type. The remainder of the chapter is concerned with tech-
niques for carrying out the transfer of such information over various types of
communications systems.

It is useful at this point to identify which layers in the OSI reference model
we are dealing with. This section examines the information in its original form in
the application. The application generates blocks or streams of information that
all the layers in the protocol stack must handle. The remainder of the chapter

"This arrangement allows sections 3.3 and 3.4 to be skipped in courses that are under tight time con-
straints. Nevertheless, we believe that the remaining sections make the topic of digital transmission quite
accessible, so we encourage all students to read the remainder of the chapter independently.

T
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3.1 Digital Representation of Information 97

deals with the physical layer, which handles the transfer of raw bits. A useful
analogy is to view the information generated by the application as a flow that
needs to be carried by the network. The digital transmission systems at the
physical layer are the pipes that carry the information flows.

3.1.1 Binary Representations of Different Information Types

Information can be categorized into two broad categories: information that
occurs naturally in the form of a single block and stream information that is
produced continuously by a source of information. Table 3.1 gives examples of
block-oriented information, which include data files, black-and-white documents,
and pictures. Table 3.2 gives examples of stream information such as audio and
video.

The most common examples of block information are files that contain text,
numerical, or graphical information. We routinely deal with these types of infor-
mation when we send e-mail and when we retrieve documents. These blocks of
information can range from a few bytes to several hundred kilobytes and occa-
sionally several megabytes. The normal form in which these files occur can
contain a fair amount of statistical redundancy. For example, certain characters
and patterns such as e and the, occur very frequently. Data compression utilities
such as compress, zip, and other variations exploit these redundancies to encode
the original information into files that require less disk storage space.’> Some
modem standards also apply these data compression schemes to the information
prior to transmission. The compression ratio is defined as the ratio of the number
of bits in the original file to the number of bits in the compressed file. Typically

Information Data compression  Format Uncompressed Compressed Applications
type technique (compression ratio)
Text files Compress, zip, ASCII Kbytes to Mbytes  (2-6) Disk storage,
and variations modem
transmission
Scanned CCITT Group 3 A4 page @ 256 Kbytes 15-54 Kbytes (1-D) Facsimile
black-and- facsimile standard 200 x 200 5-35 Kbytes (2-D) transmission,
white pixels/inch (5-50) document
documents and options storage
Color images JPEG 8-x-10 inch 38.4 Mbytes 1.2-8 Mbytes Image
photo (5-30) storage or
scanned @ transmission
400 pixels/
inch

TABLE 3.1 Block-oriented information

The details of the data compression techniques discussed in this section are found in Chapter 12.

:_ —
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the compression ratio for these types of information is two or more, thus provid-
ing an apparent doubling or more of the transmission speed or storage capacity.

A facsimile system scans a black-and-white document into an array of dots
that are either white or black. The CCITT Group 3 facsimile standards provide
for resolutions of 200, 300, or 400 dots per horizontal inch and 100, 200, or 400
vertical lines per inch. For example, standard A4 page at 200 x 100 pixels/inch
(slightly bigger than 8.5 x 11 inches) produces 256 kilobytes prior to compres-
sion. At a speed of 28.8 kbps, such an uncompressed page would require more
than 1 minute to transmit. Existing fax compression algorithms can reduce this
transmission time typically by a factor of 8 to 16.

An individual color image produces a huge number of bits. A pixel is defined
as a single dot in a digitized image. For example, an 8-x-10-inch picture scanned
at a resolution of 400 x 400 pixels per square inch yields 400 x 400 x 8 x 10=
12.8 million pixels; see Table 3.1. A color image is decomposed into red, green
and blue subimages as shown in Figure 3.1. Normally eight bits are used to
represent each of the red, green, and blue color components, resulting in a
total of 12.8 megapixels x 3 bytes/pixel = 38.4 megabytes. At a speed of
28.8 kbps, this image would require about 3 hours to transmit! Clearly, data
compression methods are required to reduce these transmission times.

The Graphics Interchange Format (GIF) takes image data, in binary form,
and applies lossless data compression. Lossless data compression schemes pro-
duce a compressed file from which the original data can be recovered exactly.
(Facsimile and file compression utilities also use lossless data compression.)
However, lossless data compression schemes are limited in the compression
rates they can achieve. For this reason, GIF is used mainly for simple images
such as line drawings and images containing simple geometrical shapes. On the
other hand, lossy data compression schems produce a compressed file from which
only an approximation 10 the original information can be recovered. Much higher
compression schemes are possible. In the case of images, lossy compression is
acceptable as long as there is little or no visible degradation in image quality. The
Joint Photographic Experts Group (JPEG) standard provides a lossy compres-
sion algorithm that can be adjusted to balance image quality versus file size. For
example, JPEG can typically produce a high-quality reproduction with a com-
pression ratio of about 15. Combined with the fastest telephone modems, say

-— W
\ Red Green Blue
Color
H : = component component component
image . 2 -
image image image

Total bits before compression =3 X H X W pixels X B bits/pixel =3 HWB

FIGURE 3.1 Color image had three components
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56 kbps, this compression ratio reduces the transmission time of the image in
Table 3.1 to several minutes. Clearly in the case of images, we either make do
with lower resolution and/or lower quality images or we procure higher speed
communications.

Analog information such as voice, music, or video occurs in a steady stream.
Table 3.2 lists the properties of this type of information. In the case of a voice or
music signal, the sound, which consists of variations in air pressure, is converted
into a voltage that varies continuously with time.

The first step in digitizing such a signal is to sample the values of the signal
every T seconds as shown in Figure 3.2a. Clearly, the value of T that is used
depends on how fast the signal varies with time. For example, for a PCM tele-
phone-quality voice, the signal is sampled at a rate of 8000 samples/second, that
is, T = 1/8000 = 125 microseconds as shown in Figure 3.2a. The precision of the
sample measurements determines the bit rate as well as the quality of the approx-
imation. For example, Figure 3.2b shows how each of the signal samples can be
approximated by one of the eight levels. Each level can then be represented by a
three-bit number. In the case of telephone systems, the samples are represented
by 8 bits in resolution, resulting in a bit rate of 8000 samples/second x 8 bits/
sample = 64 kbps. The bit rate can be reduced by reducing the resolution, but
doing so results in a less accurate reproduction of the original signal.

e T e e = I T S T, T e =y

Information Compression Format Uncompressed Compressed Applications
type technique
Voice PCM 4 kHz voice 64 kbps 64 kbps Digital
telephony
Voice ADPCM 4 kHz voice 64 kbps 32 kbps Digital
(+ silence detection) (16 kbps) telephony,
voice mail
Voice Residual-excited 4 kHz voice 64 kbps 8-16 kbps Digital
linear prediction cellular
telephony
Audio MPEG audio MP3  16-24 kHz 512-748 kbps 32-384 kbps MPEG
compression audio audio
Video H.261 coding 176 x 144 or  2-36.5 Mbps 64 kbps—1.544 Video
352 x 288 Mbps conferencing
frames @
10-30 frames/
second
Video MPEG-2 720 x 480 249 Mbps 2-6 Mbps Full-motion
frames broadcast
@ 30 frames/ video
second
Video MPEG-2 1920 x 1080 1.6 Gbps 19-38 Mbps High-
frames @ 30 definition
frames/second television

TABLE 3.2 Properties of analog and video information
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(a) Original waveform and the sample values

(b) Original waveform and the quantized values

FIGURE 3.2 Sampling of a speech signal

The high cost of transmission in certain situations, for example, undersea
cable, satellite, and wireless systems, has led to the development of more complex
algorithms for reducing the bit rate while maintaining a telephone-quality voice
signal. Differential PCM (DPCM) encodes the difference between successive
samples. Adaptive DPCM (ADPCM) adapts to variations in voice-signal level.
Linear predictive methods adapt to the type of sound. These systems can reduce
the bit rate of telephone-quality voice to the range 8 to 32 kbps. Despite the fact
that they are “lossy,” these schemes achieve compression and high quality due to
the imperceptibility of the approximation €rrors that are introduced.

Mousic signals vary much more rapidly than voice signals do. Thus, for
example, audio compact disc (CD) systems sample the music signals at 44 kilo-
samples/second at resolution of 16 bits. For a stereo music system the resultis a
bit rate of 44,000 samples/second x 16 bits/sample x 2 channels = 1.4 megabits/
second. One hour of music will then produce 317 Mbytes of information. The
subband coding technique used in the MPEG audio standard can reduce this bit
rate by a factor of 14 kbps to about 100 kbps.

Video signals (“moving pictures” or “flicks”") can be viewed as a succession
of pictures that is fast enough to give the human eye the appearance of contin-
wous motion. If there is very little motion, such as a close-up view of a face in a
videoconference, then the system needs to transmit only the differences between
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3.1 Digital Representation of Information 101

successive pictures. Typical videoconferencing systems operate with frames
of 176 x 144 pixels at 10 to 36 frames/second as shown in Figure 3.3a. The
color of each pixel is initially represented by 24 bits, that is, 8 bits per color
component. When compressed, these videoconferencing signals produce bit rates
in the range of several hundred kilobits/second as shown in Table 3.2.

Broadcast television requires greater resolution (720 x 480 pixels per frame)
than video conferencing requires, as shown in Figure 3.3b, and can contain a
high degree of motion. The MPEG-2 coding system can achieve a reduction from
the uncompressed bit rate of 249 Mbps to the range of 2 to 6 Mbps. The recently
approved Advanced Television Systems Committee (ATSC) U.S. standard for
high-definition television applies the MPEG-2 coding system in a system that
operates with more detailed 1920 x 1080 pixel frames at 30 frames/second as
shown in Figure 3.3c. The 16:9 aspect ratio of the frame gives a more theaterlike
experience; ordinary television has a 4:3 aspect ratio. The uncompressed bit rate
is 1.6 gigabits/second. The MPEG-2 coding can reduce this to 19 to 38 Mbps,
which can be supported by digital transmission over terrestrial broadcast and
cable television systems.

3.1.2 Network Requirements of Different Information Types

In the preceding discussion we focused primarily on the amount of information
required to represent different types of information, that is, bits per file for
blocks of information and bits per second for streams of information. To handle
a particular type of information, a network or transmission system must be
capable of transferring the associated volume of information. The various types

176
(a) QCIF videoconferencing 7 @ 30 frames/second =
760,000 pixels/second
-—720—
B v 4; 0 @ 30 frames/second =
i 10.4 x 10° pixels/second
1920
(c) HDTV T
@ 30 frames/second =
lofo 67 x 10° pixels/second

FIGURE 3.3 Video image pixel rates

Ex. 1015.30



e

102 caapTER 3 Digital Transmission Fundamentals

of information also impose additional requirements on the network or transmis-
sion system. The accuracy of the information delivered and the timeliness of the
delivery are of particular interest.

This chapter shows that digital transmission sysiems have some small, but
nonzero, rate at which they introduce errors into the delivered information.
Different types of information have different degrees of tolerance to such trans-
mission errors. For example, data files in general cannot tolerate any errors. The
transfer of data files therefore involves the use of error-detection schemes that
identify transmissions that contain errors and initiate error-recovery procedures.
Other types of information, such as facsimile, can tolerate some erTors.
Typically, as the compression ratio of a scheme increases, the importance of
the information conveyed by every bit in the compressed sequence increases
accordingly. Thus errors introduced in the compressed sequence can lead to
high or even catastrophic distortion. For example, PCM speech, which is not
highly compressed, can tolerate fairly high bit error rates. On the other hand,
highly compressed speech, for example, using residual-excited linear predictive
coding, will be quite vulnerable to errors and therefore necessitates the use of
error-correction coding. Error-detection and -correction schemes are discussed in
the last section of this chapter.

Certain applications have timeliness requirements associated with the de-
livery of information. For example, a request for a block of information may
involve a presentation deadline. The network may therefore be required to deli-
ver the block within a certain maximum delay. The time to deliver a block of L
bits of information includes the propagation delay as well as the block transmis-
sion time: 7pqp + L/R. The propagation delay fprep = d/c where d is that distance
that the information has (o travel and ¢ is the speed of light in the transmission
medium. Clearly. the designer cannot change the speed of light, but the distance
that the information has Lo travel can be controlled through the placement of the
file servers. The time to transmit the file can be reduced by increasing the trans-
mission bit rate R.

Stream information can be viewed as a sequence of blocks of information as
shown in Figure 3.4a. An application may impose a maximum delay on every
block of information within the stream. For example, real-time communications
between people requires a maximum delay of about 750 ms to ensure interac-
tivity close to that of normal conversation.

As a stream of blocks traverses the network, the spacing between the infor-
mation blocks can be altered. Jitter is defined as the variation in the delay I
between consecutive blocks. Figure 3.4b shows that variable delays incurred !|
while traversing a network can introduce jitter through “bunching up.” In
stream applications the decoder that plays back the information must be fed a
steady stream of information blocks for the system to operate correctly.
Typically, the decoder assumes that all blocks will arrive within some maximum
delay, and it plays back the information within such a delay, as shown in Figure |
3 4c. The receiver uses a buffer to hold blocks of information until their playback 1
time. The jitter is a mcasure of how much the blocks of information will tend to \
bunch up and hence of the buffer size that will be required to hold the blocks.

—
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(a) Original sequence
[0 2] (51 [ [51 €] = [ [5

(b) Jitter due to variable delay

OE  FEE BEFE 6

©
i Playout delay !—I-I |T| [Tl I—4—| l_s—l |_6—l

FIGURE 3.4 Temporal impairments for stream information

In the remainder of this chapter we are concerned only with the bit rate and
the transmission error properties of digital transmission systems. We also con-
sider the problem of dealing with transmission errors. In Chapter 5 we return to
the discussion of the adaptation techniques that can be used to help an applica-
tion deal with the various types of impairments incurred during transfer through
a network.

3.2 WHY DIGITAL COMMUNICATIONS??

A transmission system makes use of a physical transmission medium or channel
that allows the propagation of energy in the form of pulses or variations in
voltage, current, or light intensity as shown in Figure 3.5. In analog communica-
tions the objective is to transmit a waveform, which is a function that varies
continuously with time, as shown in Figure 3.6a. For example, the electrical
signal coming out of a microphone corresponds to the variation in air pressure
corresponding to sound. This function of time must be reproduced exactly at the
output of the analog communication system. In practice, communications chan-
nels do not satisfy this condition, so some degree of distortion is unavoidable.
In digital transmission the objective is to transmit a given symbol that is
selected from some finite set of possibilities. For example, in binary digital

Transmitter Receiver

FIGURE 3.5 General transmission system

>This séction summarizes the main results of sections 3.3 and 3.4, allowing these two sections to be skipped
if necessary.
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(a) Analog transmission: all details must be reproduced FIGURE 3.6 Analog versus digital
accurately transmission

Sent Received /\/\
V[\/V\

- e.g., AM, FM, TV transmission

(b) Digital transmission: only discrete levels need to be
reproduced

Sent Received

- e.g., digital telephone, CD audio

transmission the obijective is to transmit either a 0 or a 1. This can be done, for
instance, by transmitting positive voltage for a certain period of time to convey a
1 or a negative voltage to convey a 0, as shown in Figure 3.6b. The task of the
receiver is to determine the input symbol with high probability. The positive or
negative pulses that were transmitted for the given symbols can undergo a great
degree of distortion. Where signaling uses positive or negative voltages, the
system will operate correctly as long as the receiver can determine whether the
original voltage was positive or negative.

The cost advantages of digital transmission over analog transmission become
apparent when transmitting over a long distance. Consider, for example, a sys-
tem that involves transmission over a pair of copper wires. As the length of the
pair of wires increases, the signal at the output is attenuated and the original
shape of the signal is increasingly distorted. In addition, interference from extra-
neous sources, such as radiation from car ignitions and power lines, as well as
noise inherent in electronic systems result in the addition of random noise to the
transmitted signal. To transmit over long distances, it is necessary to introduce
repeaters periodically to regenerate the signal, as shown in Figure 3.7. Such
signal regeneration is fundamentally different for analog and digitial transmis-
sions.

In an analog communication system, the task of the repeater is to regenerate
a signal that resembles as closely as possible the signal at the input of the repeater
segment. Figure 3.8 shows the basic functions carried out by the repeater. The

Transmission segment

FIGURE 3.7 Typical long-distance link
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Attenuated and distorted

. Recovered signal
signal ]
+

- +
residual noise

noise

Repeater

FIGURE 3.8 An analog repeater

input to the repeater is an attenuated and distorted version of the original trans-
mitted signal plus the random noise added in the segment. First the repeater
deals with the attenuation by amplifying the received signal. To do so the repeat-
er multiplies the signal by a factor that is the reciprocal of the attenuation a. The
resulting signal is still distorted by the channel.

The repeater next uses a device called an equalizer in an attempt to eliminate
the distortion. You will see in the next section that the source of the distortion in
the signal shape has two primary causes. The first cause is that different fre-
quency components of the signal are attenuated differently.* In general, high-
frequency components are attenuated more than low-frequency components.
The equalizer compensates for this situation by amplifying different frequency
components by different amounts. The second cause is that different frequency
components of a signal are delayed by different amounts as they propagate
through the channel. The equalizer attempts to provide differential delays to
realign the frequency components. In practice it is very difficult to carry out
the two functions of the equalizer. For the sake of argument, suppose that the
equalization is perfect. The output of the repeater then consists of the original
signal plus the noise.

In the case of analog signals, the repeater is limited in what it can do to deal
with noise. If it is known that the original signal does not have components
outside a certain frequency band, then the repeater can remove noise compo-
nents that are outside the signal band. However, the noise within the signal band
cannot be reduced and consequently the signal that is finally recovered by the
repeater will contain some noise. The repeater then proceeds to send the recov-
ered signal over the next transmission segment.

The effect on signal quality after multiple analog repeaters is similar to that
in repeated recordings using analog audiocassette tapes or VCR tapes. The first
time a signal is recorded, a certain amount of noise, which is audible as hiss, is
introduced. Each additional recording adds more noise. After a large number of
recordings, the signal quality degrades considerably.’ A similar effect occurs in
the transmission of analog signals over multiple repeater segments.

*Periodic signals can be represented as a sum of sinusoidal signals using Fourier series. Each sinusoidal
signal has a distinct frequency. We refer to the sinusoidal signals as the “frequency components” of the
original signal. (Fourier series are reviewed in Appendix 3B.)

SDigital recording techniques will be introduced in consumer products in the near future, and so this
example will become obsolete! Another example involves noting the degradation in image quality as a
photocopy of a photocopy is made.
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Next consider the same copper wire transmission system for digital commu-
nications. Suppose that a string of Os and 1s is conveyed by a sequence of positive
and negative voltages. As the length of the pair of wires increases, the pulses are
increasingly distorted and more noise is added. A digital repeater is required as
shown in Figure 3.7. The sole objective of the repeater is to determine with high
probability the original binary stream. The repeater also uses an equalizer to
compensate for the distortion introduced by the channel. However, the repeater
does not need to completely regenerate the original shape of the transmitted
signal. It only needs to determine whether the original pulse was positive or
negative. To do so, the repeater is organized in the manner shown in Figure 3.9.

A timing recovery circuit keeps track of the intervals that define each pulse.
The decision circuit then samples the signal at the midpoint of each interval to
determine the polarity of the pulse. In a property designed system, in the absence
of noise, the original symbol would be recovered every time, and consequently
the binary stream would be regenerated exactly over any number of repeaters
and hence over arbitrarily long distances. However, noise is unavoidable, which
implies that errors will occur from time to time. An error occurs when the noise
signal is sufficiently large to change the polarity of the original signal at t
sampling point. Digital transmission systems are designed for very low bit
error rates, for example, 10‘7, 10~°, or even 1072, which corresponds to one
error in every trillion bits!

The impact on signal quality in multiple digital repeaters is similar to the
digital recording of music where the signal is stored as a file of binary informa-
tion. We can copy the file digitally any number of times with extremely small
probabilities of errors being introduced in the process. In effect, the quality of the
sound is unaffected by the number of times the file is copied.

The preceding discussion shows that digital transmission has superior per-
formance over analog transmission. Digital repeaters eliminate the accumulation
of noise that takes place in analog systems and provide for long-distance trans-
mission that is nearly independent of distance. Digital transmission systems can
operate with lower signal levels or with greater distances between repeaters than
analog systems can. This factor translates into lower overall system cost and was
the original motivation for the introduction of digital transmission.

Over time, other benefits of digital transmission have become more promi-
nent. Networks based on digital transmission are capable of handling any type of
information that can be represented in digital form. Thus digital networks are

\

Amplifier Decision circuit | I
] 'ul;ji'zer andsignal ——
= regenerator

A

Timing
recovery

FIGURE 3.9 A digital repeater
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suitable for handling many types of services. Digital transmission also allows
networks to exploit the advances in digital computer technology to increase not
only the volume of information that can be transmitted but also the types of
processing that can be carried out within the network, that is, error correction,
data encryption, and the various types of network protocol processing that are
the subject of this book.

3.2.1 Basic Properties of Digital Transmission Systems

The purpose of a digital transmission system is to transfer a sequence of Os and 1s
from a transmitter (on the left end) to a receiver (on the right) as shown in Figure
3.10. We are particularly interested in the bit rate or transmission speed as
measured in bits/second. The bit rate R can be viewed as the cross-section of
the information pipe that connects the transmitter to the receiver.

The transmission system uses pulses or sinusoids to transmit binary informa-
tion over a physical transmission medium. A fundamental question in digital
transmission is how fast can bits be transmitted reliably over a given medium.
This capability is clearly affected by several factors including:

« The amount of energy put into transmitting each signal.

« The distance that the signal has to traverse (because the energy is dissipated and
dispersed as it travels along the medium).

o The amount of noise that the receiver needs to contend with.

o The bandwidth of the transmission medium, which we explain below.

A transmission channel can be characterized by its effect on tones of various
frequencies. A (sinusoidal) tone of a given frequency f is applied at the input,
and the tone at the output of the channel is measured. The ability of the channel
to transfer a tone of the frequency f is given by the amplitude-response function
A(f), which is defined as the ratio of the amplitude of the output tone divided by
the amplitude of the input tone. Figure 3.11 shows the typical amplitude-
response functions of a low-pass channel and its idealized counterpart. The
bandwidth of a channel is defined as the range of frequencies that is passed by
a channel. Our first major result in the following sections will be to show that the
rate at which pulses can be transmitted over a channel is proportional to the
bandwidth. In essence, we will show that if a channel has bandwidth W, then the
narrowest pulse that can be transmitted over the channel has width t = 1/2W
seconds. Thus the fastest rate at which pulses can be transmitted into the channel is
given by the Nyquist rate: r,,,, = 2W pulses/second.

d meters

o110101... ()8 ) o110101...

FIGURE 3.10 A digital transmission system
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(a) Low-pass and idealized low-pass channel

A A(f)]
1 1
—=f 0 W =f
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(b) Maximum pulse transmissiom rate is 217 pulses/ second

t Channel /\ /\ —= !
V

FIGURE 3.11 Typical amplitude-response functions

We can transmit binary information by sending a pulse with amplitude +4
to send a 1 bit and —A4 to send a 0 bit. Each pulse transmits oné bit of informa-
tion, so this system then has a bit rate of 2W pulses/second * 1 bit/pulse =
2W bps. We can increase the bit rate by sending pulses with more levels. For
example, if pulses can take on amplitudes from the set (—4,—A/3,+A/3, +A) to
transmit the pairs of bits {00, 01, 10, 11}, then each pulse conveys two bits of
information and the bit rate is 4W bps. In general, if we use M = 2" levels, say,
(-4, —(M —3)A/(M — 1), 0o M~ 3)A/(M — 1), +4}, then the bit rate will
be 2Wm bps. Thus, if we use multilevel transmission pulses that can take on M =
2" amplitude levels, we can transmit at a bit rate of 2ZWm bits/second:

R = 2W pulses/second * m bits/pulse = 2Wm bits/second

In the absence of noise, the bit rate can be increased without limit by increasing
the number of signal levels M. However, noise is an impairment encountered in
all communication channels. Noise consists of extraneous signals that are added
to the desired signal at the input to the receiver. Figure 3.12 gives two examples
where the desired signal is a square wave and where noise is added to the signal.
In the first example the amplitude of the noise is less than that of the desired
signal, and so the desired signal is discernable even after the noise has been
added. In the second example the noise amplitude is greater than that of the
desired signal, which is now more difficult to discern. The signal-to-noise ratio
(SNR), defined in Figure 3,12, measures the relative amplitudes of the desired
signal and the noise. The SNR is usually stated in decibels (dB). Returning to
multilevel transmission, suppose We increase the number of levels while keeping
the maximum signal levels £4 fixed. Each increase in number of signal levels
requires 2 reduction in the spacing between levels. At some point these reduc-
tions will imply significant increases in the probability of detection errors as the
noise will be more likely to convert the transmitted signal level into other signal
levels. Thus the presence of noise limits the reliability with which the receiver can
correctly determine the information that was transmitted.

Ex. 1015.37



3.2 Why Digital Communications? 109
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FIGURE 3.12 Signal-to-noise ratio

The channel capacity of a transmission system is the maximum rate at which
bits can be transferred reliably. We have seen above that the bit rate and relia-
bility of a transmission system are affected by the channel bandwidth, the signal
energy or power, and the noise power. Shannon derived an expression for chan-
nel capacity. He also showed that reliable communication is not possible at rates
above this capacity. The Shannon channel capacity is given by the following
formula:

C = Wlog,(1 + SNR)bits/second

As an example, consider telephone modem speeds. A modem operating over
a telephone line has a maximum useful bandwidth of about 3400 Hz. If we
assume an SNR of 40 dB, which is slightly over the maximum possible in a
telephone line, Shannon’s formula gives a channel capacity of 44.8 kbps. The
V.90 modems that were introduced in 1998 operate at a rate of 56 kbps, well in
excess of the Shannon bound! How can this be? The explanation is given on the
next page.

Table 3.3 shows the bit rates that are provided by current digital transmis-
sion systems over various media. Twisted pairs present a wide set of options in
telephone access networks and in Ethernet LANs. Cable television modems
provide high speed transmission over coaxial cable. Wireless links also provide
some options in access networks and LANs. Optijcal fiber transmission provides
the high bandwidths required in backbone networks. Dense wavelength division
multiplexing systems will provide huge bandwidths and will profoundly affect
network design. \

S T —

Ex. 1015.38



110 cHAPTER 3 Digital Transniission Fundamentals

analog-to-digital conversion when
the telephone network. This step it
noise. At the maximum allowable signa
SNR of 39 dB, so the 56 kbps is not attainable in the inbound direction, and
hence the inbound operation is at 33.6 kbps. In the direction from the Internet
server provider (ISP) to the user. the signal from t
$0 it does not need to undergo analog-to-digital conversion. Hence the quan-
tization noise is not introduced, a higher SNR is possible. and speeds
approaching 56 kbps can be achieved from the network to the user.

SHANNON CHANNEL CAPACITY AND THE 56KBPS MODEM

The Shannon channel capacity for a telephone channel gives 4 maximum
possible bit rate of 44.8 kbps at 40 dB SNR. How is it that the V.90 modems
achieve rates of 56 kbps? In fact. a look at the fine print shows that the bit rate
is 33.6 kbps inbound into the network. The modem signal must undergo an
it is converted to PCM at the entrance Lo
stroduces the PCM approximation error or
| level. we have a maximum possible

he ISP is already digital and

Digital transmission system Bit rate Observations

Telephone twisted pair 33.6 kbps 4 kHz telephone channel

Ethernet over twisted pair 10 Mbps 100 meters over unshielded twisted
pair

Fast Ethernet over twisted pair 100 Mbps 100 meters using several arrangements

Cable modem
ADSL over twisted pair

Radio LAN in 2.4 GHz band
Digital radio in 28 GHz band
Optical fiber transmission system
Optical fiber transmission system

500 kbps to 4 Mbps
64-640 kbps inbound
1.536-6.144 Mbps
outbound

2 Mbps

1.5-45 Mbps

2.4-9.6 Gbps

1600 Gbps and higher

of unshielded twisted pair

Shared CATV return channel

Uses higher frequency band and
coexists with conventional analog
telephone signal, which occupies 0—4
kHz band

IEEE 802.11 wireless LAN

5 km multipoint radio link
Transmission using one wavelength
Multiple simultaneous wavelengths
using wavelength division
multiplexing

TABLE 3.3 Bit rates of digital transmission systems

3.3 CHARACTERIZATION OF COMMUNICATION

CHANNELS

A communication channel is a system consisting of a physical medium and
associated electronic and/or optical equipment that can be used for the transmis-
sion of information. Commonly used physical media are copper wires, coaxial
cable, radio, and optical fiber. Communications channels can be used for the

transmission of either digital o

r analog information. Digital transmission

involves the transmission of a sequence of pulses that is determined by a corre-

et
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sponding digital sequence, typically a series of binary 0s and 1s. Analog trans-
mission involves the transmission of waveforms that correspond to some analog
signal, for example, audio from a microphone or video from a television camera.
Communication channels can be characterized in two principal ways: frequency
domain and time domain.

3.3.1 Frequency Domain Characterization

Figure 3.13 shows the approach used in characterizing a channel in the frequency
domain. A sinusoidal signal x(f) = cos(2nff) that oscillates at a frequency of f
cycles/second (Hertz) is applied to a channel. The channel output y(¢) usually
consists of a sinusoidal signal of the same frequency but of different amplitude
and phase:®

W)= A(f) cos2rft + o(f)) = A(f) cos2nf (¢ — (f))). (D

The channel is characterized by its effects on the input sinusoidal signal. The
first effect involves an attenuation of the sinusoidal signal. This effect is char-
acteized by the amplitude-response function 4(f), which is the ratio of the output
amplitude to the input amplitude of the sinusoids at frequency f. The second
effect is a phase shift ¢(f) in the output sinusoid relative to the input sinusoid. In
general, both the amplitude response and the phase shift depend on the fre-
quency f of the sinusoid. You will see later that for various communication
channels the attenuation increases with /. Equation 1 also shows that the output
¥(#) can be viewed as the input attenuated by A(f) and delayed by (/).

The frequency-domain characterization of a channel involves varying the
frequency f of the input sinusoid to evaluate A(f) and ¢(f). Figure 3.14
shows the amplitude-response and phase-shift functions for a “low pass” chan-
nel. In this channel very low frequencies are passed, but very high frequencies are
essentially eliminated. In addition, frequency components at low frequencies are
not phase shifted, but very high frequencies are shifted by 90 degrees.

A, cos 2nft Ay, cos 2rft+o(f))
t —» Channel |9 %'
Aﬂllf
A=

FIGURE 3.13 Channel characterization—frequency domain

®The statement applies to channels that are “linear.” For such channels the output signal corresponding to
a sum of input signals, say, x;(f) + x,(#), is equal to the sum of the outputs that would have been obtained
for each individual input; that is, y(2) = y,(£) + y,(0).

[ ——
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FIGURE 3.14 Example of amplitude-response function and phase-shift function

The attenuation of a signal is defined as the reduction or loss in signal power

as it is transferred across a system. The attenuation is usually expressed in dB:
attenuation = 10log, Lin
Pous

The power in a sinusoidal signal of amplitude is A%/2. Therefore, the
attenuation in the channel in Figure 3.13 is given by Py T
Azgn/A%ut = 1/A2(j)

The amplitude-response function 4(f) can be viewed as specifying a window
of frequencies that the channel will pass. The bandwidth W of a channel mea-
sures the width of the window of frequencies that are passed by the channel.
Figure 3.11 shows two typical amplitude-response functions. The low-pass chan-
nel passes low-frequency components and increasingly attenuates higher fre-
quency components. In principle this channel has infinite bandwidth, since
every frequency is passed to some degree. However, for practical purposes,
signals above the specified frequency are considered negligible. We can define
such a frequency as the bandwidth and approximate the amplitude-response
function by the idealized low-pass function in Figure 3.11a. Another typical
amplitude-response function is a “band pass” channel that passes frequencies
in the range /) to f; instead of low frequencies (see Figure 3.27). The bandwidth
for such a channel is W =f; — fi.

Communication systems make use of electronic circuits to modify the fre-
quency components of an input signal. When circuits are used in this manner,
they are called filters. Communication systems usually involve a tandem arrange-
ment of a transmitter filter, a communication channel, and a receiver filter. The
overall tandem arrangement can be represented by an overall amplitude-
response function A(f) and a phase-shift function ¢(f). The transmitter and
receiver filters are designed to give the overall system the desired amplitude-
response and delay properties. For example, devices called loading coils were
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added to telephone wire pairs to provide a flat amplitude-response function in
the frequency range where telephone voice signals occur. Unfortunately, these
coils also introduced a much higher attenuation at the higher frequencies, greatly
reducing the bandwidth of the overall system.

Let us now consider the impact of communication channels on other signals.
The effect of a channel on an arbitrary input signal can also be determined from
A(f) and ¢(f) as follows. Many signals can be represented as the sum of
sinusoidal signals:

x(f) =) ay cos(2rfy1).

For example, periodic functions have the preceding form with Je = kfy where 1 is
the fundamental frequency.

Now suppose that a periodic signal x(z) is applied to a channel with a
channel characterized by A(f) and ¢(f). The channel attenuates the sinusoidal
component at frequency kfy by A(kf,), and it also phase shifts the component by
@(kfo). The output signal of the channel, which we assume to be linear, will
therefore be

y(O) =) ar A(kfy) cos2rkfyt + p(ify)).

This expression shows how the channel distorts the input signal. In general, the
amplitude-response function varies with frequency, and so the channel alters the
relative weighting of the frequency components. In addition, the different fre-
quency components will be delayed by different amounts, altering the relative
alignment between the components. Not surprisingly, then, the shape of the
output y(¢) generally differs from x(#). Note that the output signal will have its
frequencies restricted to the range where the amplitude-response function is
nonzero. Thus the bandwidth of the output signal is necessarily less than that
of the channel. Note also that if A(f) is equal to a constant, say, C, and if
@(f) = 2nft,, over the range of frequencies where a signal x(#) has nonnegligible
components, then the output y(¢) will be equal to the input signal scaled by the
factor C and delayed by ¢, seconds.

Example—Effect of a channel on the shape of the output signal

Suppose that binary information is transmitted at a rate of 8 kilobits/second. A
binary 1 is transmitted by sending a rectangular pulse of amplitude 1 and of
duration 0.125 milliseconds, and a 0 by sending a pulse of amplitude —1.
Consider the signal x;(¢) in Figure 3.15 that corresponds to the repetition of
the pattern 10000001 over and over again. This periodic signal can be expressed
as a sum of sinusoids as follows using Fourier series:

x3(8) =—0.5+ (%) {sin(% cos(21000¢) + sin (24—”>

cos(2r2000¢) + sin (%”) cos(273000¢) + . . }
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1 0000001 FIGURE 3.15 Signals corresponding to
l_\ 7 _l repeated octet patterns
— ¢

“«——1m§ ——

Suppose that the signal is passed through a communication channel that has
A(f)=1and ¢(f) =0 for f in the range 0 to W. Figures 3.16a, b, and ¢ show
the output (the solid line) of the communication channel for values of W
(1.5 kHz, 2.5 kHz, and 4.5 kHz) that pass the frequencies only to the first,
second, and fourth harmonic, respectively. As the bandwidth of the channel
increases, more of the harmonics are passed and the output of the channel
more closely approximates the input. This example shows how the bandwidth
of the channel affects the ability to transmit digital information in the form of

pulses. Clearly, as bandwidth is decreased, the precision with which the pulses can
be identified is reduced.

(a) 1 barmonic
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(b) 2 harmonics

(c) 4 harmonics

1.5

1 P, NP "i . .........
0.5 | i

0 i : | :

025 0375 05 0625 075 0.875 1

-05 °-1?-5
-1 o—
-

FIGURE 3.16 Output of low-pass communication channels
for input signal in Figure 3.15
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3.3.2 Time Domain Characterization

Figure 3.17 considers the time domain characterization of a communication
channel. A very narrow pulse is applied to the channel at time ¢ = 0. The energy
associated with the pulse appears at the output of the channel as a signal i(f)
some propagation time later. The propagation speed, of course, cannot exceed
the speed of light in the given medium. The signal A(s) is called the impulse
response of the channel. Invariably the output pulse A(r) is spread out in time.
The width of the pulse is an indicator of how quickly the output follows the input
and hence of how fast pulses can be transmitted over the channel. In digital
transmission we are interested in maximizing the number of pulses transmitted
per second in order to maximize the rate at which information can be trans-
mitted. Equivalently, we are interested in minimizing the time 7 between con-
secutive input pulses. This minimum spacing is determined by the degree of
interference between pulses at the output of the channel.

Suppose that we place transmitter and receiver filters around a communica-
tion channel and suppose as well that we are interested in using the frequencies in
the range 0 to W Hz. Furthermore, suppose that the filters can be selected so that
the overall system is an idealized low-pass channel; that is, 4(f) =1, and
@(f) = 2nft,. It can be shown that the impulse response of the system is given by

h(t) = s(t — t4)
which is a delayed version of

sin(2r W)
t) =—;
SO ==

Figure 3.18 shows s(¢). It can be seen that this function is equal to 1 at =0
and that it has zero crossings at nonzero integer multiples of 7 = 1/2W. Note
that the pulse is mostly confined to the interval from —T to T, so it is approxi-
mately 27 = 2/2W = 1/W seconds wide. Thus we see that as the bandwidth W
increases, the width of the pulse s(t) decreases, suggesting that pulses can be input
into the system more closely spaced, that is, at a higher rate. The next section
shows that the signal s(z) plays an important role in the design of digital trans-
mission systems.

Recall that A(f) is the response to a narrow pulse at time ¢ = 0, so we see that
our ideal system has the strange property that its output h(f) = s(¢ — ¢,) antici-
pates the input that will be applied and begins appearing at the output before
time ¢ = 0. In practice, this idealized filter cannot be realized; however, delayed
and slightly modified versions of s(¢) are approximated and implemented in real
systems.

h(f) FIGURE 3.17 Channel
’ | characterization—time domain
t —3¥| Channel P !

0 ly
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s(f) = sinQu W) 2nWt

FIGURE 3.18 Signaling pulse with zero intersymbol interference

3.4 FUNDAMENTAL LIMITS IN DIGITAL
TRANSMISSION

In this section we consider baseband transmission, which is the transmission of
digital information over a low-pass communication channel. The quality of a
digital transmission system is determined by the transmission rate or bit rate at
which information bits can be transmitted reliably. Thus the quality is measured
in terms of two parameters: transmission speed, or bit rate, in bits per second and
the bit error rate, the fraction of bits that are received in error. We will see that
these two parameters are determined by the bandwidth of the communication
channel and by the SNR, which we will define formally later in the section.

Figure 3.19 shows the simplest way to transmit a binary information
sequence. Every T seconds the transmitter accepts a binary information bit
and transmits a pulse with amplitude +4 if the information bit is a 1 and
with —A if the information bit is a 0. In the examples in section 3.3, we saw
how a channel distorts an input signal and limits the ability to correctly detect
the polarity of a pulse. In this section we show how the problem of channel
distortion is addressed and how the pulse transmission rate is maximized at the
same time. In particular, in Figure 3.19 each pulse at the input results in a pulse
at the output. We also show how the pulses that arrive at the receiver can be
packed as closely as possible if they are shaped appropriately by the transmitter
and receiver filters.

3.4.1 The Nyquist Signaling Rate

Let p(?) be the basic pulse that appears at the receiver after it has been sent over
the combined transmitter filter, communication channel, and receiver filter. The
first pulse is transmitted, centered at ¢ = 0. If the input bit was 1, then +4p(?)
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FIGURE 3.19 Digital baseband signal and baseband transmission system

should be received; if the input was 0, then —Ap(f) should be received instead.
For simplicity, we assume that the propagation delay is zero. To determine what
was sent at the transmitter, the receiver samples the signal it receives at t = 0. If
the sample is positive, the receiver decides that a 1 was sent; if the sample is
negative, the receiver decides that a 0 was sent.

Every T seconds the transmitter sends an additional information bit by
transmitting another pulse with the appropriate polarity. For example, the
second bit is sent at time ¢ = T and will be either +Ap(t — T) or —Ap(t — T),
depending on the information bit. The receiver samples its signal at t = T to
determine the corresponding input. However, the pulses are sent as part of a
sequence, and so the total signal r(¢) that appears at the receiver is the sum of
all the inputs:

() =) Aup(t — KT)
k

According to this expression, when the receiver samples the signal at ¢ =0, it
measures

r(0) = 4op(0) + Y _ Axp(—kT)
k0

In other words, the receiver must contend with intersymbol interference from
all the other transmitted pulses. What a mess! Note, however, that all the terms
in the summation disappear if we use a pulse that has zero crossings at ¢ = kT for
nonzero integer values k. The pulse s(¢) introduced in section 3.3.2 and shown in
Figure 3.18 satisfies this property. This pulse is an example of the class of Nyquist
pulses that have the property of providing zero intersymbol interference at
the times ¢#=kT at the receiver. Figure 3.20a shows the three pulses
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(a) Three separate pulses for sequence 110 FIGURE 3.20 System response to
binary input 110

corresponding to the sequence 110, before they are added. Figure 3.20b shows
the signal that results when the three pulses are combined. It can be seen that the
combined signal has the correct values at =0, 1, and 2.

The above transmission system sends a bit every T seconds, where T =1/2
W and W is the bandwidth of the overall system in Figure 3.19. For example, if
W = 4 kHz, then pulses would be sent every 7 =1 /8000 = 125 microseconds,
which corresponds to a rate of 8000 pulses/second. A it is sent with every pulse,
so the bit rate is 8000 bits/second. The Nyquist Signaling Rate is defined by

Fmax = 2Wpulses/second

The Nyquist rate 1y, is the maximum signaling rate that is achievable through an
ideal low-pass channel with no intersymbol interference.

We already noted that the ideal low-pass system in Figure 3.11 cannot be
implemented in practice. Nyquist also found other pulses that have zero inter-
symbol interference but that require some additional bandwidth. Figure 3.21
shows the amplitude-response function for one such pulse. Here a transition
region with odd symmetry about f = W is introduced. The more gradual roll-
off of these systems makes the appropriate transmitter and receiver filters simpler
to attain in practice.

The operation of the baseband transmission systems in this section depends
critically on having the receiver synchronized precisely to intervals of duration 7.
Additional processing of the received signal is carried by the receiver to obtain
this synchronization. If the receiver loses synchronization, then it will start sam-
pling the signal at time instants that do contain intersymbol interference. The use
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FIGURE 3.21 Raised cosine transfer
function
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of pulses corresponding to the system in Figure 3.21 provides some tolerance to
small errors in sampling time.

3.4.2 The Shannon Channel Capacity

Up to this point we have been assuming that the input pulses can have only two
values, 0 or 1. This restriction can be relaxed, and the pulses can be allowed to
assume a greater number of values. Consider multilevel transmission where bin-
ary information is transmitted in a system that uses one of 2™ distinct levels in
each input pulse. The binary information sequence can be broken into groups of
m bits. Proceeding as before, each 7" seconds the transmitter accepts a group of m
bits. These m bits determine a unique amplitude of the pulse that is to be input
into the system. As long as the signaling rate does not exceed the Nyquist rate
2W, the interference between pulses will still be zero, and by measuring the
output at the right time instant we will be able to determine the input.-Thus if
we suppose that we transmit 2 pulses/second over a channel that has band-
width W and if the number of amplitude values is 2, then the bit rate R of the
system is

R = 2W pulses/second * m bits/pulse = 2Wm bits/second

In principle we can attain arbitrarily high bit rates by increasing the number
of levels 2. However, we cannot do so in practice because of the limitations on
the accuracy with which measurements can be made and also the presence of
random noise. The random noise implies that the value of the overall response at
time ¢ = kT will be the sum of the input amplitude plus some random noise. This
noise can cause the measurement system to make an incorrect decision. To keep
the probability of decision errors small, we must maintain some minimum spacing
between amplitude values as shown in Figure 3.22. Here four signal levels are
shown next to the typical noise. In the case of four levels, the noise is not likely to
cause errors. Figure 3.22 also shows a case with eight signal levels. It can be seen
that if the spacing between levels becomes too small, then the noise signals can
cause the receiver to make the wrong decision.

We can make the discussion more precise by considering the statistics of the
noise signal. Figure 3.23 shows the Gaussian probability density function, which
is frequently a good model for the noise amplitudes. The density function gives
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FIGURE 3.22 Effect of noise
—  ——  — on transmission errors as
number of levels is increased
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ce of the noise amplitudes. It can be seen that
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for the Gaussian density, the amplitudes are centered around zero. The average
2 where o is the standard deviation.

power of this noise signal is given by o
Consider how errors occur in multilevel transmission. 1f we have maximum

amplitudes +4 and M levels, then the separation between adjacent levels is
5 =2A4/(M —1). When an interior signal level is transmitted, an error occurs
if the noise causes the received signal to be closer to one of the other signal levels.
This situation occurs if the noise amplitude is greater than 8/2 or less than —3/2.
Thus the probability of error for an interior signal level is given by

B ra T
2 2 2
P, = RNt R f — e x =2 f e dx
¢ f A 2mo N 2no V2w
oo 572 520

-22(z)

The expression on the right-hand side is evaluated using tables or analytic
aproximations [Leon-Garcia, 1994, chapter 3]. Figure 3.24 shows how P, varies
with §/20 = A/(M — 1)o. For larger values of separation §/20, large decreases in
the probability of error are possible with small increases in 8/2¢. However, as the
number of signal levels M is increased, 8/20 is decreased, leading to large
increases in the probability of error. We conclude that the bit rate cannot be
increased to arbitrarily high values by increasing M without incurring signifi-
cantly higher bit error rates.

We have now seen that two parameters affect the performance of a digital
transmission system: bandwidth and SNR. Shannon addressed the question of

determining the maximum achievable bit rate at which reliable communication is

FIGURE 3.23 Gaussian
probability density function
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FIGURE 3.24 Probability of error for an interior signal level

possible over an ideal channel of bandwidth W and of a given SNR. The phrase
reliable communication means that it is possible to achieve arbitrarily small error
probabilities by using sufficiently complex coding. Shannon derived the channel
capacity for such a channel under the condition that the noise has a Gaussian
distribution. This channel capacity is given by the following formula:

C = Wlog,(1 + SNR) bits/second

Shannon showed that the probability of error can be made arbitrarily small
only if the transmission rate R is less than channel capacity C. Therefore, the
channel capacity is the maximum possible transmission rate over a system with
given parameters.

SHANNON CHANNEL CAPACITY OF TELEPHONE CHANNEL

Consider a telephone channel with W = 3.4 kHz and SNR = 10,000. The
channel capacity is then

C = 3400 logy(1 + 10000) = 44,800 bits/second

The following identities are useful here: logox = Inx/In2 = log;ox/log;g2. We
note that the SNR is usually stated in dB. Thus if SNR = 10,000, then in dB
the SNR is

10 log;o SNR dB = 10 log;o 10000 = 40 dB

The above result gives a bound to the achievable bit rate over ordinary analog
telephone lines.
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3.5 LINE CODING

Line coding is the method used for converting a binary information sequence into
a digital signal in a digital communications system. The selection of a line coding
technique involves several considerations. In the previous sections, we focused on
maximizing the bit rate over channels that have limited bandwidths. Maximizing
bit rate is the main concern in digital transmission when bandwidth is at a
premium. However, in other situations, such as in LANSs, other concerns are
also of interest. For example, another important design consideration is the ease
with which the bit timing information can be recovered from the digital signal.
Also, some line coding methods have built-in error detecting capabilities, and
other methods have better immunity to noise and interference. Finally, the com-
plexity and the cost of the line code implementations are always factors in the
selection for a given application.

Figure 3.25 shows various line codes that are used in practice. The figure
shows the digital signals that are produced by the line codes for the binary
sequence 101011100. The simplest scheme is the unipolar nonreturn-to-zero
(NRZ) encoding in which a binary 1 is transmitted by sending a +4 voltage
level, and a 0 is transmitted by sending a 0 voltage. If binary Os and 1s both
occur with probability 1/2, then the average transmitted power for this line code
is (1 J2)A% + l(1/2)02 = A*/2. The polar NRZ encoding method that maps a bin-
ary 1 to +4/2 and binary 0 to —A/2 is more efficient than unipolar NRZ in

) \ ; :
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FIGURE 3.25 Line coding methods
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terms of average transmitted power. Its average power is given by
(1/2)(H+A4/2)* + (1/2)(—A/2)* = A?/4.

The spectrum that results from applying a given line code is of interest. We
usually assume that the binary information is equally likely to be 0 or 1 and that
they are statistically independent of each other, much as if they were produced by
a sequence of independent coin flips. The unipolar and the polar NRZ encoding
methods have the same frequency components because they produce essentially
the same variations in a signal as a function of time. Strings of consecutive Os and
consecutive 1s lead to periods where the signal remains constant. These strings of
0s and 1s occur frequently enough to produce a spectrum that has its compo-
nents concentrated at the lower frequencies as shown in Figure 3.26. This situa-
tion presents a problem when the communications channel does not pass low
frequencies. For example, most telephone transmission systems do not pass the
frequencies below about 200 Hz.

The bipolar encoding method was developed to produce a spectrum that is
more amenable to channels that do not pass low frequencies. In this method
binary Os are mapped into 0 voltage, thus making no contribution to the digital
signals; consecutive s are alternately mapped into +4/2 and —4/2. Thus a
string of consecutive 1s will produce a square wave with the frequency
1/2T Hz. As a result, the spectrum for the bipolar code has its frequency content
centered around the frequency 1/27 Hz and has small content at low frequencies
as shown in Figure 3.26.

Timing recovery is an important consideration in the selection of a line code.
The timing-recovery circuit in the receiver monitors the transitions at the edge of
the bit intervals to determine the boundary between bits. Long strings of 0s and

Power density
°© o o
kS =N o -

S
[}

FIGURE 3.26 Spectra for different line codes

"The formulas for the spectra produced by the line codes in Figure 3.26 can be found in [Smith 1985, pp.
198-203].
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1s in the binary and the polar binary encodings can cause the timing circuit to
lose synchronization because of the absence of transitions. In the bipolar encod-
ing long strings of 1s result in a square wave that has strong timing content;
however, long strings of Os still pose a problem. To address this problem, the
bipolar line codes used in telephone transmission systems place a limit on the
maximum number of 0s that may be encoded into the digital signal. Whenever a
string of N consecutive Os occurs, the string is encoded into a special binary
sequence that contains 0s and 1s. To alert the receiver that a substitution has
been made, the sequence is encoded so that the mapping in the bipolar line code
is violated; that is, two consecutive 1s do not alternate in polarity.

A problem with polar coding is that a systematic error in polarity can cause
all 0s to be detected as 1s and all 1s as 0s.® The problem can be avoided by
mapping the binary information into transitions at the beginning of each interval.
A binary 1 is transmitted by enforcing a transition at the beginning of a bit time,
and a 0 by having no transition. The signal level within the actual bit time
remains constant. Figure 3.25 shows an example of how differential encoding,
or NRZ inverted, carries out this mapping. Starting at a given level, the sequence
of bits determines the subsequent transitions at the beginning of each interval.
Note that differential encoding will lead to the same spectrum as binary and
polar encoding. However, errors in differential encoding tend to occur in pairs.
An error in one bit time will provide the wrong reference for the next time, thus
leading to an additional error in the next bit.

Example—Ethernet and Token-Ring Line Coding

Bipolar coding has been used in long-distance transmission where bandwidth
efficiency is important. In LANSs, where the distances are short, bandwidth effi-
ciency is much less important than cost per station. The Manchester encodings
shown in Figure 3.25 are used in Ethernet and token-ring LAN standards. In
Manchester encoding a binary 1 is denoted by a transition from 4/2 to —A/2 in
the middle of the bit time interval, and a binary 0 by a transition from —4/2 to
A/2. The presence of a transition in the middle of every bit interval makes timing
recovery particularly easy and also results in small content at low frequencies.
However, the pulse rate is essentially double that of binary encoding, and this
factor results in a spectrum with significantly larger bandwidth as shown in
Figure 3.26. Differential Manchester encoding, which is used in token-ring net-
works, retains the transition in the middle of every bit time, but the binary
sequence is mapped into the presence or absence of transitions in the beginning
of the bit intervals. In this type of encoding, a binary 0 is marked by a transition
at the beginning of an interval, whereas a 1 is marked by the absence of a
transition.

8This polarity inversion occurs when the polar-encoded stream is fed into a phase modulation system such
as the one discussed in section 3.6.
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Note that the Manchester encoding can be viewed as the transmission of two
pulses for each binary bit. A binary 1 is mapped into the binary pair of 10, and
the corresponding polar encoding for these two bits is transmitted: A binary 0 is
mapped into 01. The Manchester code is an example of a mBnB code (where m is
1 and # is 2) in which m information bits are mapped into # > m encoded bits.
The encoded bits are selected so that they provide enough pulses for timing
recovery and limit the number of pulses of the same level. For example, the
optical fiber transmission system in the Fiber Distributed Data Interface
(FDDI) LAN uses a 4B5B line code.

3.6 MODEMS AND DIGITAL MODULATION

In section 3.4 we considered digital transmission over channels that are low pass
in nature. We now consider band-pass channels that do not pass the lower
frequencies and instead pass power in some frequency range from f; to f5, as
shown in Figure 3.27. We assume that the bandwidth of the channel is W =
/> — f1 and discuss the use of modulation to transmit digital information over this
type of channel. The basic function of the modulation is to produce a signal that
contains the information sequence and that occupies frequencies in the range
passed by the channel. A modem is a device that carries out this basic function. In
this section we first consider the principles of digital modulation, and then we
show how these principles are applied in telephone modem standards.

Let f, be the frequency in the center of the band-pass channel in Figure 3.27;
that is, f. = (f; +/2)/2. The sinusoidal signal cos(27f.f) has all of its power
located precisely at frequency f,. The various types of modulation schemes
involve imbedding the binary information sequence into the transmitted signal
by varying, or modulating, some attribute of the sinusoidal signal. In amplitude
shift keying (ASK) the sinusoidal signal is turned on and off according to the
information sequence as shown in Figure 3.28a. The demodulator for an ASK
system needs only to determine the presence or absence of a sinusoid in a given
time interval. In frequency shift keying (FSK), shown in Figure 3.28b, the fre-
quency of the sinusoid is varied according to the information. If the information
bit is a 0, the sinusoid has frequency f; = f, — ¢, and if it is a 1, the sinusoid has a
frequency f; =f, +¢e. The demodulator for an FSK system must be able to
determine which of two possible frequencies is present at a given time. In

FIGURE 3.27 Digital modulation
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FIGURE 3.28 Amplitude, frequency, and phase modulation techniques
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phase shift keying (PSK), the phase of the sinusoid is altered according to the
information sequence. In Figure 3.28c a binary 1 is transmitted by cos(27nf,1),
and a binary 0 is transmitted by cos(2zf.t+ m). Because cos(2nf.t+ m) =
— cos(2ntf.t), we note that this PSK scheme is equivalent to multiplying the
sinusoidal signal by + 1 when the information is a 1 and by —1 when the infor-
mation bit is a 0. Thus the demodulator for a PSK system must be able to
determine the phase of the received sinusoid with respect to some reference
phase. In the remainder of this section, we concentrate on phase modulation
techniques.

Consider the problem of transmitting a binary information sequence over an
ideal band-pass channel using PSK. We are interested in developing modulation
techniques that can achieve pulse rates that are comparable to that achieved by
Nyquist signaling over low-pass channels. In Figure 3.29¢ we show the waveform
Y(f) that results when a binary 1 is transmitted using a cosine wave with ampli-
tude +4, and a binary 0 is transmitted using a cosine wave with amplitude —A4.
The corresponding modulator is shown in Figure 3.30a. Every T seconds the
modulator accepts a new binary information symbol and adjusts the amplitude
A, accordingly. In effect, as shown in Figure 3.29¢, the modulator transmits a
T-second segment of the signal as follows:

+A cos(2rf,t) if the information symbol is a 1.

—A cos(2nf,t) if the information symbol is a 0.
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FIGURE 3.29 Modulating a signal

Note that the modulated signal is no longer a pure sinusoid, since the overall
transmitted signal contains glitches between the T-second intervals, but its pri-
mary oscillations are still around the center frequency f,; therefore, we expect
that the power of the signal wil be centered about £, and hence located in the
range of frequencies that are passed by the band-pass channel.

By monitoring the polarity of the signal over the intervals of T seconds, a
receiver can recover the original information sequence. Let us see more precisely
how this recovery may be accomplished. As shown in Figure 3.30b suppose we

(a) Modulate cos(27f.¢) by multiplying it by 4, for (k-1)T < ¢ < kT:

Ay Y(t) = Ay cos(27f1)

cos(2mf.f)

(b) Demodulate (recover) 4, by multiplying by 2 cos(27z£.#) and low-pass filtering:

Low-pass
Y(t) = 4y cos(2nf 1) filter with —— X;(9)
cutoff W Hz

2 cos(2
cos@ath 24; cos?(2mft) = 4, {1 + cos(2m2f,1)}

FIGURE 3.30 Modulator and demodulator
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multiply the modulated signal Y;(£) by 2 cos(2nf.1). The resulting signal is +24
cos (2nf.t) if the original information symbol is a 1 or —2A cos*(2nf.1) if the
original information symbol is 0. Because 2cos*(2af.) =+ cos(4mf,1)), we see
that the resulting signals are as shown in Figure 3.29d. By smoothing out the
oscillatory part with a so-called low-pass filter, we can easily determine the
original baseband signal X;(r) and the A, and subsequently the original binary
sequence.

When we developed the Nyquist signal result in section 3.4.1, we found that
for a low-pass channel of bandwidth W Hz the maximum signaling rate is 2
pulses/second. It can be shown that the system we have just described can trans-
mit only W pulses/seconds over a band-pass channel that has bandwidth W
Consequently, the time per bit is given by T =1/ w. Thus this scheme attains
only half the signaling rate of the low-pass case. Next we show how we can
recover this factor of 2 by using Quadrature Amplitude Modulation.

Suppose we have an original information stream that is generating symbols
at a rate of 2 symbols per second. In Quadrature Amplitude Modulation
(QAM) we split the original information stream into two sequences that consist
of the odd and even symbols, say, B, and Ay, respectively, as shown in Figure
3.31. Each sequence now has the rate W symbols per second. Suppose we take
the even sequence Ay and produce 2 modulated signal by multiplying it by
cos(2nf,0); that is, Y, (1) = Ay, cos(2nf,1) for a T-second interval. As before, this
modulated signal will be located within the band of the band-pass channel. Now
suppose that we take the odd sequence By, and produce another modulated signal
by multiplying it by sin(27f.1); that is, ¥, (1) = By sin(2nf,) fora T-second inter-
val. This modulated signal also has its power located within the band of the
band-pass channel. We finally obtain a composite modulated signal by adding
Y;(1) and Y, (1), as shown in Figure 3.31.

Y() = Yi(H)+ Y, (1) = Ak cos(2nf,t) + B sin(27f, 1).

This equation shows that we have generated what amounts to a two-dimen-
sional modulation scheme. The first component Ay is called the in-phase compo-
nent; the second component By is called the quadrature-phase component.

We now transmit the sum of these two modulated signals over the band-pass
channel. The composite sinusoidal signal Y(r) will be passed without distortion
by the linear band-pass channel. We now need to demonstrate how the original
information symbols can be recovered from Y(r). We will see that our ability to
do so depends on the following properties of cosines and sines:

2cos?Qaf.t) =1+ cos(4xf,f)

2 sin?(2rf,f) = 1 — sin(4nfel)
2 cos(2nf,t) sin(2nf.f) =0 + sin(47f,f)

91n the remainder of this section, we continue to use the term pulse for the signal that is transmitted in a
T-second interval.
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Modulate cos(27tf.f) and sin(27f,7) by multiplying them by 4, FIGURE 3.31 QAM modulator
and By, respectively, for (k-1)T <t <kT:

A —-?—— () =4, cos(2nj;t)\

cos(2af1) @— ro

B, ——?—» Y,(0)=B; sin(2nj2t)/

sin(27f.f)

These properties allow us to recover the original symbols as shown in Figure
3.32. By multiplying Y () by 2 cos(27xf,t) and then low-pass filtering the resulting
signal, we obtain the sequence A,. Note that the cross-product term B.(7)sin
(47f,1) is removed by the low-pass filter. Similarly, the sequence By is recovered by
multiplying Y () by 2 sin(27f,£) and low-pass filtering the output. Thus QAM is a
two-dimensional system that achieves an effective signaling rate of 2W pulses per
second over the band-pass channel of W Hz. This result matches the performance
of the Nyquist signaling procedure that we developed in section 3.4.

The two-dimensional nature of the above signaling scheme can be used to
plot the various combinations of levels that are allowed in a given signaling
interval of T seconds. (Note: It is important to keep in mind that 7= 1/W in
this discussion). In the case considered so far, the term multiplying the cosine
function can assume the value +4 or —4; the term multiplying the sine function
can also assume that value +4 or —A4. In total, four combinations of these values
can occur. These are shown as the four points in the two-dimensional plane in
Figure 3.33. At any given T-second interval, only one of the four points in this
signal constellation can be in use. It is therefore clear that in every T-second
interval we are transmitting two bits of information. As in the case of baseband

Low-pass
Y@ filter with ——4,
cutoff /2 Hz

2 cos(2mf1)

2 cos?(27f, 1) + 2B, cos (2f,)sin(2af.2)
=4y {1+ cos(4mf,H)} + B, {0+ sin(4nf.0)}

Low-pass
filterwith [—— B,
cutoff H/2 Hz

2 sin(2
sin2ath) 2By sin?(2xf,f) + 24;, cos (2mf.H)sin(27f 1)
=By {1—cos(4nfH)} + 4, {0+ sin(4xf.0)}

FIGURE 3.32 QAM demodulator
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2-D signal By 2-D signal

4 “levels”/pulse 16 “levels”/pulse
2 bits/pulse 4 bits/pulse
2W bits per second 4W bits per second

FIGURE 3.33 Signal constellations

signaling, we can increase the number of bits that can be transmitted per 7-
second interval by increasing the number of levels that are used. Figure 3.33
shows a 16-point constellation that results when the terms multiplying the cosine
and sine functions are allowed to assume four possible levels. In this case only
one of the 16 points in the constellation is in use in any given T-second interval,
and hence four bits of information are transmitted at every such interval.

Another way of viewing QAM is as the simultaneous modulation of the
amplitude and phase of a carrier signal, since

Ay, cos(2nf,t) + By sin(2xnf.t) = (43 + BYHYY? cos(2nf,t + tan™! B/ Ay)

Each signal constellation point can then be seen as determining a specific
amplitude and phase.

Many signal constellations that are used in practice have nonrectangular
arrays of signal points such as those shown in Figure 3.34. To produce this
type of signaling, we need to modify the above encoding scheme only slightly.
Suppose that the constellation has 2™ points. Each T-second interval, the trans-
mitter accepts m information bits, identifies the constellation point assigned to
these bits, and then transmits cosine and sine signals with the amplitudes that
correspond to the constellation point.

The presence of noise in transmission systems implies that the pair of recov-
ered values for the cosine and sine components will differ somewhat from the
transmitted values. This pair of values will therefore specify a point in the plane

By, FIGURE 3.34 Other signal
constellations
—B — 4 r
4 “levels”/pulse 16 “levels”/pulse
2 bits/pulse 4 bits/pulse
2 W bits per second 4W bits per second
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that deviates from the transmitted constellation point. The task of the receiver is
to take the received pair of values and identify the closest constellation point.

3.6.1 Signal Constellations and Telephone Modem Standards

Signal constellation diagrams of the type shown in Figure 3.33 and F igure 3.34
are used in the various signaling standards that have been adopted for use over
telephone lines. For the purposes of data communications, most telephone chan-
nels have a usable bandwidth in the range f; = 500 Hz to /> =2900 Hz. This
implies W = 2400 and hence a signaling rate of 1 /T = W = 2400 pulses/second.
Table 3.4 lists some of the parameters that specify the ITU V.32bis and V.34bis
modem standards that are in current use. Each standard can operate at a number
of speeds that depend on the quality of the channel available. Both standards
operate at a rate of 2400 pulses/second, and the actual bit rate is determined by
which constellation is used. The QAM 4 systems uses four constellation points
and hence two bits/pulse, giving a bit rate of 4800 bps.

Trellis modulation systems are more complex in that they combine error-
correction coding with the modulation. In trellis modulation the number of
constellation points is 2!, At every T-second interval, the trellis coding algo-
rithm accepts m bits and generates m + 1 bits that specify the constellation point
that is to be used. In effect, only 2 out of the 2"*! possible constellation points
are valid during any given interval. This extra degree of redundancy improves the
robustness of the modulation scheme with respect to errors. In Table 3.4, the
trellis 32 system has 2° constellation points out of which 16 are valid at any given
time; thus the bit rate is 4 x 2400 = 9600 bps. Similarly, the trellis 128 system
gives a bit rate of 6 x 2400 =14,400 bps.

The V.34bis standard can operate at rates of 2400, 2743, 2800, 3000, 3200, or
3429 pulses/second. The modem precedes communications with an initial phase
during which the channel is probed to determine the usable bandwidth in the
given telephone connection. The modem then selects a pulse rate. For each of
these pulse rates, a number of possible trellis encoding schemes are defined. Each
encoding scheme selects a constellation that consists of a subset of points from a
superconstellation of 860 points. A range of bit rates are possible, including
2400, 4800, 9600, 14,400, 19,200 and 28,800, 31,200 and 33,600 bps.

V.32bis Modulation Pulse rate

14,000 bps Trellis 128 2400 pulses/second

9600 bps Trellis 32 2400 pulses/second

4800 bps QAM 4 2400 pulses/second
V.34bis

2400-33,600 bps Trellis 960 2400-3429 pulses/second

TABLE 3.4 Modem standards

i
Ex. 1015.60



1

132 cHAPTER 3 Digital Transmission Fundamentals

It is instructive to consider how close the V.34bis modem comes to the
maximum possible transmission rate predicted by Shannon’s formula. Suppose
we have a maximum useful bandwidth of 3400 Hz and assume a maximum SNR
of 40 dB, which is a bit over the maximum possible in a telephone line.
Shannon’s formula then gives a maximum possible bit rate of 44,880 bits/second.
It is clear then that the V.34bis modem is coming close to achieving the Shannon
bound. In 1997 a new class of modems, the ITU-T V.90 standard, was intro-
duced that tout a bit rate of 56,000 bits/second, well in excess of the Shannon
bound! As indicated at the beginning of this chapter, the 56 kbps speed is
attained only under particular conditions that do not correspond to the normal
telephone channel."

BEEEEEEP, CHIRP, CHIRP, KTWANG, KTWANG, shhhhh,
SHHHHHH

What are the calling and answering V.34 modems up to when they make these
noises? They are carrying out the handshaking that is required to set up
communication. V.34 handshaking has four phases:

Phase I: Because the modems don’t know anything about each other’s char-
acteristics. they begin by communicating using simple, low-speed, 300 bps
FSK. They exchange information about the available modulation modes,
the standards they support, the type of error correction that is to be used,
and whether the connection is cellular.

Phase 2: The modems perform probing of the telephone line by transmitting
tones with specified phases and frequencies that are spaced 150 Hz apart and
that cover the range from 150 Hz to 3750 Hz. The tones are sent at two
distinct signal levels (amplitudes). The probing allows the modems to deter-
mine the bandwidth and distortion of the telephone line. The modems then
select their carrier frequency and signal level. At the end of this phase, the
modems exchange information about their carrier frequency, transmit power,
symbol rate, and maximum data rate.

Phase 3: The receiver equalizer starts its adaptation to the channel. The echo
canceler is started. The function of the echo canceler is to suppress its mod-
em’s transmission signal so that the modem can hear the arriving signal.

Phase 4: The modems exchange information about the specific modem para-
meters that are to be used, for example, signal constellation, trellis encoding,
and other encoding parameters.

The modems are now ready to work for you!

19Indeed, when we discuss transmission medium in section 3.7, we show that much higher bit rates are
attainable over twisted-wire pairs.
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Modem standards have also been developed for providing error control as
well as data compression capabilities. The V.42bis standard specifies the Link
Access Procedure for Modems (LAPM) for providing error control. LAPM is
based on the HDLC data link control, which is discussed in Chapter 5. V.42bis
also specifies the use of the Lempel-Ziv data compression scheme for the com-
pression of information prior to transmission. This scheme can usually provide
compression ratios of two or more, thus providing an apparent modem speedup
of two or more. The data compression scheme is explained in Chapter 12.

In this section we have considered only telephone modem applications.
Digital modulation techniques are also used extensively in other digital transmis-
sion systems such as digital cellular telephony and terrestrial and satellite com-
munications. These systems are discussed further in the next section.

3.7 PROPERTIES OF MEDIA AND DIGITAL
TRANSMISSION SYSTEMS

For transmission to occur, we must have a transmission medium that conveys
the energy of a signal from a sender to a receiver. A communication system
places transmitter and receiver equipment on either end of a transmission med-
ium to form a communications channel. In previous sections we discussed how
communications channels are characterized in general. In this section we discuss
the properties of the transmission media that are used in modern communication
networks.

We found that the capability of a channel to carry information reliably is
determined by several properties. First, the manner in which the medium trans-
fers signals at various frequencies (that is, the amplitude-response function A(f)
and the phase-shift function ¢(f)) determines the extent to which the input pulses
are distorted. The transmitter and receiver equipment must be designed to
remove enough distortion to make reliable detection of the pulses possible.
Second, the transmitted signal is attenuated as it propagates through the medium
and noise is also introduced in the medium and in the receiver. These phenomena
determine the SNR at the receiver and hence the probability of bit errors. In
discussing specific transmission media, we are therefore interested in the follow-
ing characteristics:

¢ The amplitude-response function 4(f) and the phase-shift function ¢(f) of the
medium and the associated bandwidth as a function of distance.
» The susceptibility of the medium to noise and interference from other sources.

A typical communications system transmits information by modulating a
sinusoidal signal of frequency f; that is inserted into a guided medium or
radiated through an antenna. The sinusoidal variations of the modulated signal
propagate in a medium at a speed of v meters/second, where
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and where ¢ =3 X 10® meters/second is the speed of light in a vacuum and ¢ is
the dielectric constant of the medium. In free space, € = l,ande>1 otherwise.
The wavelength A of the signal is given by the length in space spanned by one
period of the sinusoid:

A = v/fy meters

As shown in Figure 3.35, a 100 MHz carrier signal, which corresponds to
FM broadcast radio, has a wavelength of 3 meters, whereas a 3 GHz carrier
signal has a wavelength of 10 cm. Infrared light covers the range from 10'% to
101‘; Hz, and the visible light used in optical fiber occupies the range 10" to
10" Hz.

The speed of light cis a maximum limit for propagation speed in free space
and cannot be exceeded. Thus if a pulse of energy enters a communications
channel of distance d at time ¢ = 0, then none of the energy can appear at the
output before time = d/c as shown in Figure 3.36. Note that in copper wire the
speed of light is 2.3 X 10° meters/second, and in optical fiber systems the speed of
light v is approximately 2 x 10® meters/second.

The two basic types of media are wired media, in which the signal energy is
contained and guided within a solid medium, and wireless media, in which the
signal energy propagates in the form of unguided electromagnetic signals.
Copper pair wires, coaxial cable, and optical fiber are examples of wired
media. Radio and infrared light are examples of wireless media.

Wired and wireless media differ in a fundamental way. In its most basic
form, wired media provide communications from point to point. By intercon-
necting wires at various repeater or switching points, wired media lead to well-
defined discrete network topologies. Since the energy is confined within the
medium, additional transmission capacity can be procured by adding more
wires. Unguided media, on the other hand, can achieve only limited direction-
ality and can be transmitted, as in the case of broadcast radio, in all directions

Frequency (Hz)
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FIGURE 3.35 Electromagnetic spectrum

Ex. 1015.63



3.7 Properties of Media and Digital Transmission Systems 135

LA

t=dlc

-——dmeters ——————— &
N — S S

s

FIGURE 3.36 Propagation delay of a pulse over the communication channel

making the medium broadcast in nature. This condition leads to a network
topology that is continuous in nature. In addition, all users within receiving
range of each other must share the frequency band that is available and can
thus interfere with each other. Unlike wired media, the radio spectrum is finite,
and it is not possible to procure additional capacity. A given frequency band can
be reused only in a sufficiently distant geographical area. To maximize its utility,
the radio spectrum is closely regulated by government agencies.

Another difference between wired and wireless media is that wired media
require establishing a right-of-way through the land that is traversed by the
cable. This process is complicated, costly, and time-consuming. On the other
hand, systems that use wireless media do not require the right-of-way and can
be deployed by procuring only the sites where the antennas are located. Wireless
systems can therefore be deployed more quickly and at lower cost.

Finally, we note that for wired media the attenuation has an exponential
dependence on distance; that is, the attenuation at a given frequency is of the
form 10* where the constant & depends-on-the specific frequency and d is that
distance. The attenuation for wired media in dB is then o

attenuation for wired media = kd dB

That is, the attenuation in dB increases linearly with the distance. For wire-
less media the attenuation is proportional to d” where 7 is the path loss exponent.
For free space n = 2, and for environments where obstructions are present n > 2.
The attenuation for wireless media in dB is then

attenuation for wireless media is proportional to nlog,yd dB

and so the attenuation in dB only increases logarithmically with the distance.
Thus in general the signal level in wireless systems can be maintained over much
longer distances than in wired systems.

3.7.1 Twisted Pair

The simplest guided transmission medium consists of two parallel insulated
conducting (e.g., copper) wires. The signal is transmitted through one wire
while a ground reference is transmitted through the other. This two-wire system
is susceptible to crosstalk and noise. Crosstalk refers to the picking up of elec-
trical signals from other adjacent wires. Because the wires are unshielded, there is

4
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also a tendency to pick up noise, or interference, from other electromagnetic
sources such as broadcast radio. The receiver detects the information signal by
the voltage difference between the ground reference signal and the information
signal. If either one is greatly altered by interference or crosstalk, then the chance
of error is increased. For this reason parallel two-wire lines are limited to short
distances.

A twisted pair consists of two wires that are twisted together to reduce the
susceptibility to interference. The close proximity of the wires means that any
interference will be picked up by both and so the difference between the pair of
wires should be largely unaffected by the interference. Twisting also helps to
reduce (but not climinate) the crosstalk interference when multiple pairs are
placed within one cable. Much of the wire in the telephone system is twisted-
pair wire. For example, it is used between the customer and the central office,
also called the subscriber loop, and often between central offices, called the trunk
plant. Because multiple pairs are bundled together within one telephone cable,
the amount of crosstalk is still significant, especially at higher frequencies.

A twisted pair can pass a relatively wide range of frequencies. The attenua-
tion for twisted pair, measured in decibels/mile, can range from a 1 to 4 dB/mile
at 1 kHz to 10 to 20 dB/mile at 500 kHz, depending on the gauge (diameter) of
the wire as shown in Figure 3.37. Thus the bandwidth of twisted pair decreases
with distance. Table 3.5 shows practical limits on data rates that can be achieved
in a unidirectional link over a 24-gauge (0.016-inch-diameter wire) twisted pair
for various distances.
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FIGURE 3.37 Attenuation versus frequency for twisted pair [after
Smith 1985]
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Standard , Data rate y . Distance
T-1 1.544 Mbps 18,000 feet, 5.5 km
DS2 6.312 Mbps 12,000 feet, 3.7 km
1/4 STS-1 12.960 Mbps 4500 feet, 1.4 km
1/2 STS-1 25.920 Mbps 3000 feet, 0.9 km
STS-1 51.840 Mbps 1000 feet, 300 m

TABLE 3.5 Data rates of 24-gauge twisted pair

The first digital transmission system used twisted pair and was used in the
trunk portion of the telephone network. This T-1 carrier system achieved a
transmission rate of 1.544 Mbps and could carry 24 voice channels. The T-1
carrier system used baseband pulse transmission with bipolar encoding. The T-1
carrier system is discussed further in Chapter 4 in the context of the telephone
network. Twisted pair in the trunk portion of the telephone network is being
replaced by optical fibers. However, twisted pair constitutes the bulk of the
access network that connects users to the telephone office, and as such, is crucial
to the evolution of future digital networks. In the remainder of this section, we
discuss how new systems are being introduced to provide high-speed digital
communications in the access network.

Originally, in optimizing for the transmission of speech, the telephone com-
pany elected to transmit frequencies within the range of 0 to 4 kHz. Limiting the
frequencies at 4 kHz reduced the crosstalk that resulted between different cable
pairs at the higher frequencies and provided the desired voice quality. Within the
subscriber loop portion, loading coils were added to further improve voice trans-
mission within the 3 kHz band by providing a flatter transfer function. This
loading occurred in lines longer than 5 kilometers. While improving the quality
of the speech signal, the loading coils also increased the attenuation at the higher
frequencies and hence reduced the bandwidth of the system. Thus the choice of a
4 kHz bandwidth for the voice channel and the application of loading coils, not
the inherent bandwidth of twisted pair, are the factors that limit digital transmis-
sion over telephone lines to approximately 40 kbps.

Application—Digital Subscriber Loops

Several digital transmission schemes were developed in the 1970s to provide
access to Integrated Services Digital Network (ISDN) using the twisted pair
(without loading coils) in the subscriber loop network. These schemes provide
for two Bearer (B) 64 kbps channels and one data (D) 16 kbps channel from the
user to the telephone network. These services were never deployed on a wide
scale.

To handle the recent demand from consumers for higher speed data trans-
mission, the telephone companies plan to introduce a new technology called
asymmetric digital subscriber line (ADSL). The objective of this technology is
to use existing twisted-pair lines to provide the higher bit rates that are possible
with unloaded twisted pair. The frequency spectrum is divided into two regions.
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The lower frequencies are used for conventional analog telephone signals. The
region above is used for bidirectional digital transmission. The system is asym-
metric in that the user can transmit upstream into the network at speeds ranging
from 64 kbps to 640 kbps but can receive information from the network at
speeds from 1.536 Mbps to 6.144 Mbps, depending on the distance from the
telephone central office. This asymmetry in upstream/downstream transmission
rates is said to match the needs of current applications such as upstream requests
and downstream page transfers in the World Wide Web application.

The ITU-T G.992.1 standard for ADSL uses the Discrete Multitone (DMT)
system that divides the available bandwidth into a large number of small sub-
channels. The binary information is distributed among the subchannels, each of
which uses QAM. DMT can adapt to line conditions by avoiding subchannels
with poor SNR. ITU-T has also approved standard G.992.2 as a “lite” version
that provides access speeds of up to 512 kbps from the user and download speeds
of up 1.5 Mbps. The latter is the simpler and less expensive standard because it
does not require a “splitter” to separate telephone voice signals from the data
signal and can instead be plugged directly into the PC by the user as is customary
for most voiceband modems.

Application—Local Area Networks

Twisted pair is installed during the construction of most office buildings. The
wires that terminate at the wall plate in each office are connected to wiring
closets that are placed at various locations in the building. Consequently, twisted
pair is a good candidate for use in local area computer networks where the
maximum distance between a computer and a network device is in the order
of 100 meters. As a transmission medium, however, high-speed tranmission over
twisted pairs poses serious challenges. Several categories of twisted-pair cable
have been defined for use in LANs. Category 3 unshielded twisted pair (UTP)
corresponds to ordinary voice-grade twisted pair and can be used at speeds up to
16 Mbps. Category 5 UTP is intended for use at speeds up to 100 Mbps.
Category 5 twisted pairs are twisted more tightly than are those in category 3,
resulting in much better crosstalk immunity and signal quality. Shielded twisted
pair involves providing a metallic braid or sheath to cover each twisted pair. It
provides better performance than UTP but is more expensive and more difficult
to use.

10BASE-T ETHERNET LAN .

The most widely deployed version of Ethernet LAN uses the 10BASE-T physical
layer. The designation 10BASE-T denotes /0 Mbps operation using baseband
transmission over twisted-pair wire. The NIC card in each computer is connected
to a hub in a star topology as shown in Figure 3.38. Two category 3 UTP cables
provide the connection between computer and hub. The transmissions use
Manchester line coding, and the cables are limited to a maximum distance of
100 meters.
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ST NN FIGURE 3.38 Ethernet hub
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100BASE-T ETHERNET LAN

The 100BASE-T Ethernet LAN is also known as Fast Ethenet. As indicated by
the designation, 100BASE-T Ethernet operates at a speed of 100 Mbps using
twisted-pair wire. The computers are connected to a hub or a switch in a star
topology, and the distance of the twisted pairs is limited to 100 meters. Operating
100 Mbps on UTP is challenging, and so three options for doing so were devel-
oped, one for category 3 UTP, one for shielded twisted pair, and one for category
5 UTP. One problem with extending the 10BASE-T transmission format is that
Manchester line coding is inefficient in its use of bandwidth. Recall from the
section on line coding that Manchester coding pulses vary at twice the informa-
tion rate, so the use of Manchester coding would have required operation at 200
Mpulses/second. Another problem is that higher pulse rates result in more elec-
tromagnetic interference. For this reason, new and more efficient line codes were
used in the new standards.

In the 100BASE-T4 format, four category 3 twisted-pair wires are used. At
any given time three pairs are used to jointly provide 100 Mbps in a given
direction; that is, each pair provides 33 1/3 Mbps. The fourth pair is used for
collision detection. The transmission uses ternary signaling in which the trans-
mitted pulses can take on three levels, +A4, 0, or —A4. The line code maps a group
of eight bits into a corresponding group of six ternary symbols that are trans-
mitted over the three parallel channels over two pulse intervals, or equivalently
four bits into three ternary symbols/pulse interval. This mapping is possible
because 2* =16 < 3% = 27. The transmitter on each pair sends 25 Mpulses/
second, which gives a bit rate of 25 Mp/s x 4 bits/3 pulses = 33 1/3 Mbps
as required. As an option, four category 5 twisted pairs can be used instead
category 3 twisted pairs.

In the 100BASE-TX format, two category 5 twisted pairs are used to connect
to the hub. Transmission is full duplex with each pair transmitting in one of the
directions at a pulse rate of 125 Mpulses/second. The line code used takes a
group of four bits and maps it into five binary pulses, giving a bit rate of 125

—J
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Mpulses/second x 4 bits/pulse = 100 Mbps. An option allows two pairs of
shielded twisted wire to be used instead of the category 5 pairs.

3.7.2 Coaxial Cable

In coaxial cable a solid center conductor is located coaxially within a cylindrical
outer conductor. The two conductors are separated by a solid dielectric material,
and the outer conductor is covered with a plastic sheath as shown in Figure 3.39.
The coaxial arrangement of the two conductors provides much better immunity
to interference and crosstalk than twisted pair does. By comparing Figure 3.40
with Figure 3.37, we can see that coaxial cable can provide much higher band-
widths (hundreds of MHz) than twisted pair (a few MHz). For example, existing
cable television systems use a bandwidth of 500 MHz.

Coaxial cable was initially deployed in the backbone of analog telephone
networks where a single cable could be used to carry in excess of 10,000 simul-
taneous analog voice circuits. Digital transmission systems using coaxial cable
were also deployed in the telephone network in the 1970s. These systems operate
in the range of 8.448 Mbps to 564.992 Mbps. However, the deployment of
coaxial cable transmission systems in the backbone of the telephone network
was discontinued because of the much higher bandwidth and lower cost of
optical fiber transmission systems.

Application—Cable Television Distribution

The widest use of coaxial cable is for distribution of television signals in cable TV
systems. Existing coaxial cable systems use the frequency range from 54 MHz to
500 MHz. A National Television Standards Committee (NTSC) analog televi-
sion signal occupies a 6 MHz band, and a phase alternation by line (PAL) analo g
television signal occupies 8 MHz, so 50 to 70 channels can be accommodated.'

Existing cable television systems are arranged in a tree-and-branch topology as
shown in Figure 3.41. The master television signal originates at a head end office,

FIGURE 3.39 Coaxial cable
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HUhe NTSC and PAL formats are two standards for analog television. The NTSC format is used in North
America and Japan, and the PAL format is used in Europe.
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and unidirectional analog amplifiers maintain the signal level. The signal is split
along different branches until all subscribers are reached. Because all the infor-
mation flows from the head end to the subscribers, cable television systems were |
designed to be unidirectional.

Application—Cable Modem

The coaxial cable network has a huge bandwidth flowing from the network to the
user. For example, a single analog television channel will provide approximately
6 MHz of bandwidth. If QAM modulation is used with a 64-point constellation,
then a bit rate of 6 Mpulses/second X 6 bits/pulse = 36 Mbps is possible.
However, the coaxial network was not designed to provide communications
from the user to the network. Figure 3.42 shows how coaxial cable networks
are being modified to provide upstream communications through the introduc-
tion of bidirectional split-band amplifiers that allow information to flow in both
directions.

Figure 3.43a shows the existing cable spectrum that uses the band from
54 MHz to 500 MHz for the distribution of analog television signals. Figure
3.43b shows the proposed spectrum for hybrid fiber-coaxial systems. The band
from 550 MHz to 750 MHz would be used to carry new digital video and data
signals as well as downstream telephone signals. In North America channels are
6 MHz wide, so these downstream channels can support bit rates in the range of
36 Mbps. The band from 5 MHz to 42 MHz, which was originally intended for

Upstream fiber Fiber Fiber
Head Fiber Fiber ———

sod Downstream fiber aods node

Coaxial
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FIGURE 3.42 Topology of hybrid fiber-coaxial systems
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FIGURE 3.43 Frequency allocation in cable TV systems

pay-per-view signaling, would be converted for cable modem upstream signals as
well as for cable telephony. This lower band is subject to much worse interference
and noise than the downstream channels. Using channels of approximately
2 MHz, upstream transmission rates from 500 kbps to 4 Mbps could be pro-
vided. As in the case of ADSL, we see that the upstream/downstream transmis-
sion rates are asymmetric.

Both the upstream and downstream channels need to be shared among sub-
scribers in the feeder line. The arrangement is similar to that of a local area
network in that the cable modems from the various users must communicate
with a cable modem termination system (CMTS) at the operator’s end of the
cable. The cable modems must listen for packets destined to them on an assigned
downstream channel. They must also contend to obtain time slots to transmit
their information in an assigned channel in the upstream direction.

Application—Ethernet LAN

The original design of the Ethernet LAN %ed coaxial cable for the shared
medium (see Figure 1.17a.) Coaxial cable was selected because it provided
high bandwidth, offered good noise immunity, and led to a cost-effective trans-
ceiver design. The original standard specified 10Base5, which uses thick (10 mm)
coaxial cable operating at a data rate of /0 Mbps, using baseband transmission
and with a maximum segment length of 500 meters. The transmission uses
Manchester coding. This cabling system required the use of a transceiver to
attach the NIC card to the coaxial cable. The thick coaxial cable Ethernet was
typically deployed along the ceilings in building hallways, and a connection from
a workstation in an office would tap onto the cable. Thick coaxial cable is
awkward to handle and install. The 10Base2 standard uses thin (5 mm) coaxial

-
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cable operating 10 Mbps and with a maximum segment of 185 meters. The
cheaper and easier to handle thin coaxial cable makes use of T-shaped connec-
tors. 10Base5 and 10Base2 segments can be combined through the use of a '
repeater that forwards the signals from one segment to the other. ]

3.7.3 Optical Fiber

The deployment of digital transmission systems using twisted pair and coaxial
cable systems established the trend toward digitization of the telephone network
during the 1960s and 1970s. These new digital systems provided significant eco-
nomic advantages over previous analog systems. Optical fiber transmission 8ys-
tems, which wer¢ introduced in the 1970s, offered even greater advantages over
copper-based digital transmission systems and resulted in a dramatic acceleration
of the pace toward digitization of the network. Figure 1.9 of Chapter 1 showed
that optical fiber systems represented an acceleration in the long-term rate of
improvement in transmission capacity.

The typical T-1 or coaxial transmission system requires repeaters about every
2 km. Optical fiber systems, on the other hand, have maximum repeater spacings
in the order of tens to hundreds of kilometers. The introduction of optical fiber
systems has therefore resulted in great reductions in the cost of digital transmis-
sion. Optical fiber systems have also allowed dramatic reductions in the space
required to house the cables. A single fiber strand is much thinner than twisted
pair or coaxial cable. Because a single optical fiber can carry much higher trans-
mission rates than copper systems, a single cable of optical fibers can replace
many cables of copper wires. In addition, optical fibers do not radiate significant
energy and do not pick up interference from external sources. Thus compared to
electrical transmission, optical fibers are more secure from tapping and are also
immune to interference and crosstalk.

Optical fiber consists of a very fine cylinder of glass (core) surrounded by a
concentric layer of glass (cladding) as shown in Figure 3.44. The information
itself is transmitted through the core in the form a fluctuating beam of light. The
core has a slightly higher optical density (index of refraction) than the cladding.
The ratio of the indices of refraction of the two glasses defines a critical angle 6.
When a ray of light from the core approaches the cladding at an angle less than
8,, the ray is completely reflected back into the core. In this manner the ray of
light is guided within the fiber.

The attenuation in the fiber can be kept low by controlling the impurities
that are present in the glass. When it was invented in 1970, optical fiber had a
loss of 20 dB per kilometer. Within 10 years systems with a loss of 0.2 dB/km
had become available. Figure 3.45 shows that minimum attenuation of optical
fiber varies with the wavelength of the signal. It can be seen that the systems that
operate at wavelengths of 850 nanometer (nm), 1300 nm, and 1550 nm occupy
regions of low attenuation. The attenuation peaks are due to residual water
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(a) Geometry of optical fiber FIGURE 3.44 Transmission of light
waves in optical fiber

vapor in the glass fiber. Early optical fiber transmission systems operated in the
850 nm region at bit rates in the tens of megabits per second and used relatively
inexpensive light emitting diodes (LEDs) as the light source. Second- and third-
generation systems use laser sources and operate in the 1300 nm and 1500 nm
region achieving gigabits/second bit rates.

A multimode fiber has an input ray of light reach the receiver over multiple
paths, as shown in Figure 3.46a. Here the first ray arrives in a direct path, and
the second ray arrives through a reflected path. The difference in delay between
the two paths causes the rays to interfere with each other. The amount of
interference depends on the duration of a pulse relative to the delays of the
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FIGURE 3.45 Attenuation versus wavelength for optical fiber
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(a) Multimode fiber: multiple rays follow different paths

FIGURE 3.46 Single-mode and multimode optical fiber

paths. The presence of multiple paths limits the maximum bit rates that are
achievable using multimode fiber. By making the core of the fiber much nar-
rower, it is possible to restrict propagation to the single direct path. These single-
mode fibers can achieve speeds of many gigabits/second over hundreds of kilo-
meters.

Figure 3.47 shows an optical fiber (ransmission system. The transmitter
consists of a light source that can be modulated according to an electrical
input signal to produce a beam of light that is inserted into the fiber. Typically
the binary information sequence is mapped into a sequence of on/off light pulses
at some particular wavelength. An optical detector at the receiver end of the
system converts the received optical signal into an electrical signal from which
the original information can be detected.

The region around 1300 nm contains a band with attenuation less than
0.5 dB/km. This region has a bandwidth of 25 terahertz. One terahertz is
10'? Hz, that is, 1 million MHz! The region around 1550 nm has another
band with attenuation as low as 0.2 dB/km [Mukherjee 1997]. This region has
a bandwidth of about 25 THz. Clearly, existing optical transmission systems do
not come close to utilizing this bandwidth.

Wavelength-division multiplexing (WDM) is one approach for attempting to
exploit more of the available bandwidth. In WDM multiple wavelengths are used

Optical
source

Electrical
signal

Electrical
signal

FIGURE 3.47 Optical transmission system
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to simultaneously carry several information streams over the same fiber. WDM
is a form of multiplexing and is covered in Chapter 4. Early WDM systems
handled 16 wavelengths each transmitting 2.5 Gbps for a total of 40 Gbps.
These systems could span distances in excess of 300 km. Dense WDM systems
can provide 160 wavelengths, each operating at 10 Gbps for a total of
1600 Gbps.

As the light pulses propagate through the fiber, the pulses become spread
out. This dispersion limits the minimum time between consecutive pulses and
hence the bit rate. A special pulse shape, called a soliton, that retains its shape as
it propagates through the fiber has been discovered. Experiments have demon-
strated that solitons can achieve speeds of 80 Gbps over distances of 10,000 km.
Early field trials have demonstrated soliton transmission at 10 Gbps over
200 km. Soliton-based systems promise extremely high-speed repeaterless digital
transmission systems.

Application—Network Backbone

Optical fiber transmission systems are widely deployed in the backbone of net-
works. In Chapter 4 we present the digital multiplexing hierarchy that has been
developed for electrical and optical digital transmission systems. Current optical
fiber transmissions sytems provide transmission rates from 45 Mbps to 9.6 Gbps
using single wavelength transmission and 40 Gbps to 1600 Gbps using WDM.
Opitical fiber systems are very cost-effective in the backbone of networks because
the cost is spread over a large number of users. Optical fiber transmissions
systems provide the facilities for long-distance telephone communications.
Repeaterless optical fiber transmission systems are also used to interconnect
telephone offices in metropolitan areas.

The cost of installing optical fiber in the subscriber portion of the network
remains higher than the cost of using the existing installed base of twisted pair
and coaxial cable. Fiber-to-the-home proposals that would provide huge band-
widths to the user remain too expensive. Fiber-to-curb proposals attempt to
reduce this cost by installing fiber to a point that is sufficiently close to the
subscriber that twisted pair or coaxial cable can provide high data rates to the
user.

Application—Local Area Networks

Optical fiber is used as the physical layer of several LAN standards. The
10BASE-FP Ethernet physical layer standard uses optical fiber operating with
an 850 nm source. The transmission system uses Manchester coding and inten-
sity-light modulation and allows distances up to 2 km. The Fiber Distributed
Data Interface (FDDI) ring-topology LAN uses optical fiber transmission at a
speed of 100 Mbps, using LED light sources at 1300 nm with repeater spacings
of up to 2 km. The binary information is encoded using a 4B5B code followed by
NRZ inverted line coding. The 100BASE-FX Fast Ethernet physical layer stan-
dard uses two fibers, one for send and one for receive. The maximum distance is
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limited to 100 meters. The transmission format is the same as that of FDDI with
slight modifications.

Optical fiber is the preferred medium for Gigabit Ethernet. As has become
the practice in the development of physical layer standards, the 1000BASE-X
standards are based on the preexisting fiber channel standard. The pulse trans-
mission rate is 1.25 gigapulses/ second, and an 8B10B code is used to provide the
| Gbps transmission rate. There are two variations of the 1000BASE-X stan-
dard. The 1000BASE-SX uses a “shortwave’’ light source, nominally 850 nm, :
and multimode fiber. The distance limit is 550 meters. The 1000BASE-LX uses a
“|ongwave” light source, nominally at 1300 nm, single mode or multimode fiber.

For multimode fiber the distance limit is 550 meters, and for single mode fiber the
distance is 5 km.

37.4 Radio Transmission

Radio encompasses the electromagnetic spectrum in the range of 3 kHz to
300 GHz. In radio communications the signal is transmitted into the air or
space, using an antenna that radiates energy at some carrier frequency. For
example, in QAM modulation the information sequence determines a point in
the signal constellation that specifies the amplitude and phase of the cosine wave
that is transmitted. Depending on the frequency and the antenna, this energy can
propagate in either a unidirectional or omnidirectional fashion. In the unidirec-
tional case a properly aligned antenna receives the modulated signal, and an
associated receiver in the direction of the transmission recovers the original
information. In the omnidirectional case any receiver with an antenna in the
area of coverage can pick up the signal.

Radio communication systems are subject to a variety of transmission
impairments. We indicated earlier that the attenuation in radio links varies
logarithmically with the distance. Attenuation for radio systems also increases
with rainfall. Radio systems are subject 10 multipath fading and interference.
Multipath fading refers to the interference that results at 2 receiver when two or
more versions of the same signal arrive at slightly different times. If the arriving
signals differ in polarity, then they will cancel each other. Multipath fading can
result in wide fluctuations in the amplitude and phase of the received signal.
Interference refers to energy that appears at the receiver from sOUICES other
than the transmitter. Interference can be generated by other users of the same
frequency band or by equipment that inadvertently transmits energy outside its
pand and into the bands of adjacent channels. Interference can seriously affect
the performance of radio systems, and for this reason regulatory bodies apply
strict requirements on the emission properties of electronic equipment.

Figure 3.48 gives the range of various frequency bands and their applica-
tions. The frequency bands are classified according to wavelengths. Thus the low
frequency (LF) band spans the range 30 kHz to 300 kHz, which corresponds to a
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FIGURE 3.48 Radio spectra

wavelength of 1 km to 10 km, whereas the extremely high frequency (EHF) band
occupies the range from 30 to 300 GHz corresponding to wavelengths of 1 milli-
meter to 1 centimeter. Note that the progression of frequency bands in the
logarithmic frequency scale have increasingly larger bandwidths, for example,
the “band” from 10!! to 10'> Hz has a bandwidth of 0.9 x 10'? Hz, whereas the
band from 10° to 10° Hz has a bandwidth of 0.9 x 10° Hz.

The propagation properties of radio waves vary with the frequency. Radio
waves at the VLF, LF, and MF bands follow the surface of the earth in the form
of ground waves. VLF waves can be detected at distances up to about 1000 km,
and MF waves, for example, AM radio, at much shorter distances. Radio waves
in the HF band are reflected by the ionosphere and can be used for long-distance
communications. These waves are detectable only within certain specific dis-
tances from the transmitter. Finally, radio waves in the VHF band and higher
are not reflected back by the ionosphere and are detectable only within line-of-
sight.

In general, radio frequencies below 1 GHz are more suitable for omnidirec-
tional applications, such as those shown in Table 3.6. For example, paging
systems (“beepers’) are an omnidirectional application that provides one-way
communications. A high-power transmission system is used to reach simple, low-
power pocket-size receivers in some geographic area. The purpose of the system
is to alert the owner that someone wishes to communicate with him or her. The

System Description Distance

Paging Short message 10s of kilometers
Cordless telephone Analog/digital voice 10s of meters
Cellular telephone Analog/digital voice and data kilometers
Personal Communication Services Digital voice and data 100s of meters
Wireless LAN High-speed data 100 meters

TABLE 3.6 Examples of omnidirectional systems

= e e . — —— — —— = = ——————— —————— 1§
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system may consist of a single high-powered antenna, or a network of intercon-
nected antennas, or be a nationwide satellite-based transmission system. These
systems deliver the calling party’s telephone number and short text messages.
Paging systems have operated in a number of frequency bands. Most systems
currently use the 930 to 932 MHz band. )

Cordless telephones are an example of an omnidirectional application that

provides two-way communications. Here a simple base station connects to a

telephone outlet and relays signaling and voice information to a cordless
phone. This technology allows the user to move around in an area of a few
tens of meters while talking on the phone. The first generation of cordless phones
used analog radio technology and subsequent generations have used digital
technology.

Application—Cellular Communications

Analog cellular telephone systems were introduced in 1979 in Japan. This system
provided for 600 two-way channels in the 800 MHz band. In Europe the Nordic
Mobile Telephone system was developed in 1981 in the 450 MHz band. The U.S.
Advanced Mobile Phone System (AMPS) was deployed in 1983 in a frequency
band of 50 MHz in the 800 MHz region. This band is divided into 30 kHz
+ channels that can each carry a single FM-modulated analog voice signal.

Analog cellular phones quickly reached their capacity in large metropolitan
areas because of the popularity of cellular phone service. Several digital cellular
telephone systems based on digital transmission have been introduced. In 1991
Interim Standard IS-54 in the United States allowed for the replacement of a
30 kHz channel with a digital channel that can support three users. This digital
channel uses differential QAM modulation in place of the analog GM modula-
tion. A cellular standard based on code division multiple access (CDMA) was
also standardized as IS-95. This system, based on direct sequence spread spec-
trum transmission, can handle more users than earlier systems could. In Europe
the Global System for Mobile (GSM) standard was developed to provide for
a pan-European digital cellular system in the 900 MHz band. These cellular
systems are discussed further in Chapter 6.

In 1995 personal communication services (PCS) licenses were auctioned in
the U.S. for spectrum in the 1800/1900 MHz region. PCS is intended to extend
digital cellular technology to a broader community of users by using low-power
transmitters that cover small areas, “microcells.” PCS thus combines aspects of
conventional cellular telephone service with aspects of cordless telephones. The
first large deployment of PCS is in the Japanese Personal Handiphone system
that operates in the 1800/1900 band. This system is now very popular. In Europe
the GSM standard has been adapted to the 1800/1900 band.

Application—Wireless LANs

Wireless LANs are another application of omnidirectional wireless communica-
tions. The objective here is to provide high-speed communications among a
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number of computers located in relatively close proximity. Most standardization
efforts in the United States have focused in the Industrial/Scientific/Medical
(ISM) bands, which span 902 to 928 MHz, 2400 to 2483.5 MHz, and 5725
to 5850 MHz, respectively. Unlike other frequency bands, the ISM band is
designated for unlicensed operation so each user must cope with the inter-
ference from other users. In Europe, the high-performance radio LAN
(HIPERPLAN) standard was developed to provide high-speed (20 Mbps) opera-
tion in the 5.15 to 5.30 GHz band. In 1996 the Federal Communications
Commission (FCC) in the United States announced its intention to make
350 MHz of spectrum in the 5.15 to 5.35 GHz and 5.725 to 5.825 GHz bands
available for unlicensed use in LAN applications. These developments are sig-
nificant because these systems will provide high-speed communications to the
increasing base of portable computers. This new spectrum allocation will also
enable the development of ad hoc digital radio networks in residential and other
environments.

Application—Point-to-Point and Point-to-Multipoint Radio Systems

Highly directional antennas can be built for microwave frequencies that cover
the range from 2 to 40 GHz. For this reason point-to-point wireless systems use
microwave frequencies and were a major component of the telecommunication
infrastructure introduced several years ago. Digital microwave transmission sys-
tems have been deployed to provide long-distance communications. These sys-
tems typically use QAM modulation with fairly large signal constellations and
can provide transmission rates in excess of 100 Mbps. The logarithmic, rather
than linear, attenuation gave microwave radio systems an advantage over coaxial
cable systems by requiring repeater spacings in the tens of kilometers. In addi-
tion, microwave systems did not have to deal with right-of-way issues.
Microwave transmission systems can also be used to provide inexpensive digital
links between buildings.

Microwave frequencies in the 28 GHz band have also been licensed for
point-to-multipoint “wireless cable” systems. In these systems microwave radio
beams from a telephone central office would send 50 Mbps directional signals to
subscribers within a 5 km range. Reflectors would be used to direct these beams
so that all subscribers can be reached. These signals could contain digital video
and telephone as well as high-speed data. Subscribers would also be provided
with transmitters that would allow them to send information upstream into the
network. The providers of this service have about 1 GHz in total bandwidth
available.

Application—Satellite Communications

Early satellite communications systems can be viewed as microwave systems with
a single repeater in the sky. A (geostationary) satellite is placed at an altitude of
about 36,000 km above the equator where its orbit is stationary relative to the
rotation of the earth. A modulated microwave radio signal is beamed to the
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satellite on an uplink carrier frequency. A transponder in the satellite receives the
uplink signal, regenerates it, and beams it down back to earth on a downlink
carrier frequency. A satellite typically contains 12 to 20 transponders so it can
handle a number of simultaneous transmissions. Each transponder typically
handles about 50 Mbps. Satellites operate in the 4/6, 11/14, and 20/30 GHz
bands, where the first number indicates the downlink frequency and the second
number the uplink frequency.

Geostationary satellite systems have been used to provide point-to-point
digital communications to carry telephone traffic between two points. Satellite
systems have an advantage over fiber systems in situations where communica-
tions needs to be established quickly or where deploying the infrastructure is too
costly. Satellite systems are inherently broadcast in nature, so they are also used
to simultaneously beam television, and other signals, to a large number of users.
Satellite systems are also used to reach mobile users who roam wide geographical
areas.

Constellations of low-earth orbit satellites (LEOS) are being planned for
deployment. These include the Iridium and Teledesic systems. The satellites
are not stationary with respect to the earth, but they rotate in such a way that
there is continuous coverage of the carth. The component satellites are inter-
connected by high-speed links forming a network in the sky.

3.7.5 Infrared Light

Infrared light is a communication medium whose properties differ significantly
from radio frequencies. Infrared light does not penetrate walls, so an inherent
property is that it is easily contained within a room. This factor can be desirable
from the point of view of reducing interference and enabling reuse of the fre-
quency band in different rooms. Infrared communications systems operate in the
region from 850 nm to 900 nm where receivers with good sensitivity are avail-
able. Infrared light systems have a very large potential bandwidth that is not yet
exploited by existing systems. A serious problem is that the sun generates radia-
tion in the infrared band, which can be a cause of severe interference. The
infrared band is being investigated for use in the development of very high
speed wireless LANS.

Application—IrDA Links

The Infrared Data Association (IrDA) was formed to promote the development
of infrared light communication systems. A number of standards have been
developed under its auspices. The IrDA-C standard provides bidirectional com-
munications for cordless devices such as keyboards, mice, joysticks, and hand-
held computers. This standard operates at a bit rate of 75 kbps at distances of up
to 8 meters. The IrDA-D standard provides for data rates from 115 kb/s to
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4 Mb/s over a distance of 1 meter. It was designed as a wireless alternative to
connecting devices, such as a laptop to a printer.

3.8 ERROR DETECTION AND CORRECTION

In most communication channels a certain level of noise and interference is
unavoidable. Even after the design of the digital transmission system has been
optimized, bit errors in transmission will occur with some small but nonzero
probability. For example, typical bit error rates for systems that use copper
wires are in the order of 107, that is, one in a million. Modern optical fiber
systems have bit error rates of 107° or less. In contrast, wireless transmission
systems Can experience error rates as high as 10~ or worse. The acceptability of
a given level of bit error rate depends on the particular application. For example,
certain types of digital speech transmission are tolerant to fairly high bit error
rates. Other types of applications such as electronic funds transfer require essen-
tially error-free transmission. In this section we introduce error-control techni-
ques for improving the error-rate performance that is delivered to an application
in situations where the inherent error rate of a digital transmission system is
unacceptable.

There are two basic approaches to error control. The first approach involves
the detection of errors and an hutomatic retransmission request (ARQ)' when
errors are detected. This approach presupposes the availability of a return chan-
nel over which the retransmission request can be made. For example, ARQ is
widely used in computer communication-systems that use telephone lines. The
second approach&_knmdww#volves the detection of errors
followed by processing that attempts to correct the errors. FEC is appropriate
when a return channel is not available, retransmission requests are not easily
accommodated, or a large amount of data is sent and retransmission to correct a
few errors is very inefficient. For example, FEC is used in satellite and deep-space
communications. A recent application is in audio CD recordings where FEC is
used to provide tremendous robustness to errors so that clear sound reproduc-
tion is possible even in the presence of smudges and scratches on the disk surface.
Error detection is the first step in both ARQ and FEC. The difference between
ARQ and FEC is that ARQ “wastes” bandwidth by using retransmissions,
whereas FEC requires additional redundancy in the transmitted information
and incurs significant processing complexity in performing the error correction.

In this section we discuss parity check codes, the Internet checksum, and
polynomial codes that are used in error detection. We also present methods for
assessing the effectiveness of these codes in several error environments. These
results are used in Chapter 5, in the discussion of ARQ protocols. An optional
section on linear codes gives a more complete introduction to error detection and
correction.
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3.8.1 Error Detection

In this section we discuss the idea of error detection in general terms, using the
single parity check code as an example throughout the discussion. The basic idea
in performing error detection is very simple. As illustrated in Figure 3.49, the
information produced by an application is encoded so that the stream that is
input into the communication channel satisfies a specific pattern or condition.
The receiver checks the stream coming out of the communication channel to see
whether the pattern is satisfied. If it is not, the receiver can be certain that an
error has occurred and therefore sets an alarm to alert the user. This certainty
stems from the fact that no such pattern would have been transmitted by the
encoder. e

The simplest code is the single parity check @hal takes k information bits
and appends a singlﬁlmzck bit to Torm a codeword. The parity check ensures that
the total number of 1s in the codeword is even; that is, the codeword has even
parity.12 The check bit in this case is called a parity bit. This error-detection code
is used in ASCII where characters are represented by seven bits and the eighth bit
consists of a parity bit. This code is an example of the so-called linear codes
because the parity bit is calculated as the modulo 2 sum of the information bits:

bk+1 = b1 -+ bz 4+ ... + bk modulo 2 (2)

where by, by, ..., b are the information bits.

Recall that in modulo 2 arithmetic0 + 0 = 0,0+1=11+0=1, and
1 + 1 = 0. Thus, if the information bits contain an even number of 1s, then the
parity bit will be 0; and if they contain an odd number, then the parity bit will be
1. Consequently, the above rule will assign the parity bit a value that will produce
a codeword that always contains an even number of 1s. This pattern defines the
single parity check code.

If 2 codeword undergoes a single error during transmission, then the corre-
sponding binary block at the output of the channel will contain an odd number
of 1s and the error will be detected. More generally, if the codeword undergoes
an odd number of errors, the corresponding output block will also contain an
odd number of 1s. Therefore, the single parity bit allows us to detect all error
patterns that introduce an odd number of errors. On the other hand, the single
parity bit will fail to detect any error patterns that introduce an even number of
errors, since the resulting binary vector will have even parity. Nonetheless, the

All inputs to channel Channel
satisfy pattern/condition output
: Deliver user
,User . —» Encoder 1 Patle_r_n | information or
information checking
set error alarm

FIGURE 3.49 General error-detection system

12G0me systems use odd parity by defining the check bit to be the binary complement of equation 2.
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single parity bit provides a remarkable amount of error-detection capability,
since the addition of a single check bit results in making half of all possible
error patterns detectable, regardless of the value of k.

Figure 3.50 shows an alternative way of looking at the operation of this
example. At the transmitter a checksum is calculated from the information
bits and transmitted along with the information. At the receiver, the checksum
is recalculated, based on the received information. The received and recalculated
checksums are compared, and the error alarm is set if they disagree.

This simple example can be used to present two fundamental observations
about error detection. The first observation is that error detection requires redun-
dancy in that the amount of information that is transmitted is over and above the
required minimum. For a single parity check code of length k£ + 1, k bits are
information bits, and one bit is the parity bit. Therefore, the fraction 1/(k + 1) of
the transmitted bits is redundant.

The second fundamental observation is that every error-detection technique
will fail to detect some errors. In particular, an error-detection technique will
always fail to detect transmission errors that convert a valid codeword into
another valid codeword. For the single parity check code, an even number of
transmission errors will always convert a valid codeword to another valid code-
word.

The objective in selecting an error-detection code is to select the codewords
that reduce the likelihood of the transmission channel converting one valid code-
word into another. To visualize how this is done, suppose we depict the set of all
possible binary blocks as the space shown in Figure 3.51, with codewords shown
by xs in the space and noncodewords by o0s. To minimize the probability of error-
detection failure, we want the codewords to be selected so that they are spaced as
far away from each other as possible. Thus the code in Figure 3.51a is a poor
code because the codewords are close to each other. On the other hand, the code
in Figure 3.51b is good because the distance between codewords is maximized.
The effectiveness of a code clearly depends on the types of errors that are intro-
duced by the channel. We next consider how the effectiveness is evaluated for the
example of the single parity check code. T

Information bits Received information bits

.

Recalculate
check bits

:

A

Calculate | | |
check bits IR Received oinpere Information
bits bits accepted if
check bits
match

FIGURE 3.50 Error-detection system using check bits
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(a) A code with poor distance properties (b) A code with good distance properties

x codewords © non-codewords

FIGURE 3.51 Distance properties of codes

EFFECTIVENESS OF ERROR-DETECTION CODES
The effectiveness of an error-detection code is measured by the probability that

the system fails to detect an error. To calculate this probability of error-detection

failure, we need to know the probabilities with which various errors occur. These

he particular properties of the given communication

probabilities depend on t
channel. We will consider three models of error channels: the random error

vector model, the random bit error model, and burst errors.

Suppose we transmit a codeword that has 7 bits. Define the error vector ¢ =
(e1,€25---»€n) where ¢; = 1 if an error occurs in the ith transmitted bit ande; =0
otherwise. In one extreme case, the random error vector model, all 2" possible
error vectors are equally likely to occur. In this channel model the probability of
e does not depend on the number of errors it contains. Thus the error vector
1,0,...,0) has the same probability of occurrence as the error vector
(1,1,...,1). The single parity check code will fail when the error vector has
an even number of 1s. Thus for the random error vector channel model, the
probability of error detection failure is 1/2.

Now consider the random pit error model
pendently of each other. Satellite communica
type of channel. Let p be the probability of an error in a single-bit transmission.
The probability of an error vector that has j errors is p'(1 — p)', since each of
the j errors OCCUIS with probability p and each of the n — j correct transmissions
occurs with probability 1 —p-. By rewriting this probability we obtain:

where the bit errors occur inde-
tions provide an example of this

w(©)
R ) ®

where the weight w(e) is defined as the number of 1s in e. For any useful com-
munication channel, the probability of bit error is much smaller than 1, and s0
p<1/2and p/(1—=p) <l This implies that for the random bit error channel the

probability of e decreases as the number or errors (1s) increases; that is, an error

pattern with a given number of bit errors is more likely than an error pattern

with a larger number of bit errors.
mitted codeword into binary blocks that are clustered aroun:

Therefore this channel tends to map a trans-
d the codeword.
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The single parity check code will fail if the error pattern has an even number
of 1s. Therefore, in the random bit error model:

Plerror detection failure] = Plundetectable error pattern]
= Plerror [Ette{ns with even number of 1s]

LY g n=2 () 40—yt
~(2)p(1 p) (4);?(1 p)

where the number of terms in the sum extends up to the maximum possible even
number of errors. In the preceding equation we have used the fact that the
number of distinct binary n-tuples with j ones and n — j zeros is given by

(n) ol
i) M=)

In any useful communication system, the probability of a single-bit error

p is much smaller than 1. We can then use the follow1 2g approx1matlon
P =pY = p'l —pj) ~zp For example, if p =10~ then p°(1 — ~ 1078
and p'(1 —p)"* ~ 107'%. Thus the probability of detection failure is determmed
by the first term in equation 4. For example, Suppose 1 = 32 and p = 10~*. Then
the probability of error-detection failure is 5 x 107¢, a reduction of nearly two

orders of magnitude.

We see then that a wide gap exists in the performance achieved by the two
preceding channel models. Many communication channels combine aspects of
these two channels in that errors occur in bursts. Periods of low error-rate
transmission are interspersed with periods in which clusters of errors occur.
The periods of low error rate are similar to the random bit error model, and
the periods of error bursts are similar to the random error vector model. The
probability of error-detection failure for the single parity check code will be
between those of the two channel models. In general, measurement studies are
required to characterize the statistics of burst occurrence in specific channels.

4)

3.8.2 Two-Dimensional Parity Checks

A simple method to improve the error-detection capability of a single parity
check code is to arrange the information bits in columns of k bits, as shown in
Figure 3.52. The last bit in each column is the check bit for the information bits
in the column. Note that in effect the last column is a “check codeword™ over thew-
previous m columns. The right-most bit in each row is the check bit of the other
bits in the row. The resulting encoded matrix of bits satisfies the pattern that all
rows have even parity and all.columns have even pamy

If one, two, or three errors occur anywhere in the matrix of bits during
transmission, then at least one row or parity check will fail, as shown in
Figure 3.53. However, some patterns with four errors are not detectable, as
shown in the figure.
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: _. | FIGURE 3.52 Two-dimensional parity check code

040\
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olo iLastrow consists of
Y| check bit for each row
1o \'S
(iR

arity check code is another example of a linear code.
ilities can be identified visually, but
codes are discussed in a

The two-dimensional p
1t has the property that error-detecting capab
it does not have particularly good performance. Better
later (optional) section on linear codes.

3.8.3 Internet Checksum

Several Internet protocols (&.2., P, TCP, UDP) use check bits to detect errors.
With TP a checksum is calculated for the contents of the header and included in a
special field. Because the checksum must be recalculated at every router, the

algorithm for the checksum was selected for its ease of implementation in soft-
ware rather than for the strength of its error-detecting capabilities.

The algorithm assumes that the header consists of a certain number, say, L,
of 16-bit words, by, by Do - by plus a checksum by . These L words corre-
spond to the “information” in the terminology in

troduced in the previous
sections. The 16-bit checksum by corresponds to the parity bits and is calcu-
lated as follows:

100100
o@@o 0 0|1 <
1001 0{0 Twoerors

1@o 1 1|0~

Four errors

Arrows indicate failed check bits

FIGURE 3.53 Detectable and undetectable error
patterns for two-dimensional code
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1. Elaéch 16-bit word is treated as an integer, and the L words are added modulo
2° -1

Xx=by+b; +by+...4+b;_; modulo 2'¢ — 1
2. The checksum then consists of the negative value of x:
b, = —x
3. The checksum by is then inserted in a dedicated field in the header.

The contents of all headers, including the checksum field, must then satisfy the
following pattern:

0=by+b,+by+...+b,_; +b; modulo 2'¢ ~ 1

Each router can then check for errors in the header by calculating the preceding
equation for each received header.

As an example, consider two-bit words with L = 2. There are 16 possible
combinations for by, b; and the corresponding checksum b,. For example if by =
00 and b; =01, then in modulo 3 arithmetic we have by +b; =0+1=1. In
modulo 3 arithmetic, —1 = 2, so b, = 2. The header then satisfies by + b, + b, =
0+ 142 =0 modulo 3, as required. Note that a sequence of errors will not be
detectable if it causes the sum of integers corresponding to the transmitted by, by,
b, to change by a multiple of 3. For example, if we transmit (0, 1, 2) as above but
receive (1, 3, 2), then the receiver will calculate 1+ 3 + 2 = 0 modulo 3, so the
errors will not be detected.

The actual Internet algorithm for calculating the checksum is described in
terms of 1s complement arithmetic. In this arithmetic, addition of integers cor-
responds to modulo 2'% — 1 addition, and the negative of the integer correspond-
ing to the 16-bit word b is found by taking its Is complement; that is, every 0 is
converted to a 1 and vice versa. This process leads to the peculiar situation where
there are two representations for b, (0,0,...,0) and (1,1,..., 1), which in turn
results in additional redundancy in the context of error detection. Given these
properties of 1s complement arithmetic, step 1 above then corresponds to simply
adding the 16-bit integers by +b; + by + ... + b, _; using regular 32-bit addition.
The modulo 2'® — 1 reduction is done by taking the 16 higher-order bits in the
sum, shifting them down by 16 positions, and adding them back to the sum. Step
2 produces the negative of the resulting sum by taking the 1s complement. Figure
3.54 shows a C function for calculating the Internet checksum adapted from
[RFC 1071].

Table 3.7 shows the 16 possible codewords that result when the algorithm is
applied to two-bit words with L = 2, From the table we can determine the error-
detecting capability of this code. The minimum distance of the code is 2; that is,
at least two bits are required to change one codeword into another. For example
the first two codewords are 000011 (003) and 000110 (012), which differ in the
fourth and sixth bit. In general, error patterns that cause the words by + b, +
by +...+by_; +b, to change by a total of a multiple of 2'* — 1 will not be
detected.
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\insigned short sksum(tnsigned short *addr, int count)

1

/* Compute Internet checksum for “count” bytes
* peginning at location “addr”.
=y
register long sum = 0z
while (count > 1) {
/* This is the ipner loop*/
sum += Taddrtti
count -=2;

I

/* ndd lefr-over byte, 1f any .
if ( eount >'0 )
sum 4= *addr;

/* Eold 32-bit sum tO 16 bits */
while (sum >>16)
sum = (sum & Qnffff) + [(sum >> 16) i

return ~sumi

FIGURE 3.54 C language program for computing Internet
checksum

=
i

bg by

2
0 0 3
0 1 2
0 2 1
0 3 0
i 0 2
1 1 1
1 2 0
1 3 2
2 0 1
2 1 0
2 2 2
2 3 1
3 0 0
3 1 2
3 2 1
3 3 0

- e ————

TABLE 3.7 Resulting codewords
when L =2
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3.8.4 Polynomial Codes

We now introduce the class of polynomial codes that are used extensively in error
detection and correction. Polynomial codes are readily implemented using shift-
register circuits and therefore are the most widely implemented error-control
codes. Polynomial codes involve generating check bits in the form of a cyclic
redundancy check (CRC). For this reason they are also known as CRC codes.

In polynomial codes the information symbols, the codewords, and the error
vectors are represented by polynomials with binary coefficients. The k informa-
tion bits (i_;, kx_s, ..., 11, iy) are used to form the information polynomial of
degree k — 1:

k=2

i(X)=ik_1Xk_l +ik_2)C ++11x+10

The encoding process takes i(x) and produces a codeword polynomial b(x)
that contains the information bits and additional check bits and that satisfies a
certain pattern. To detect errors, the receiver checks to see whether the pattern is
satisfied. Before we explain this process, we need to review polynomial arith-
metic.

The polynomial code uses polynomial arithmetic to calculate the codeword
corresponding to the information polynomial. Figure 3.55 gives examples of
polynomial addition, multiplication, and division using binary coefficients.
Note that with binary arithmetic, we have x’ + x/ = (1 + 1)x/ = 0. Note in
particular that when the division is completed the remainder r(x) will have a
degree smaller than the degree of the divisor polynomial. In the example the
divisor polynomial has degree 3, so the division process continues until the
remainder term has degree 2 or less.

A polynomial code is specified by its generator polynomial g(x). Here we
assume that we are dealing with a code in which codewords have n bits, of
which k are information bits and # — k are check bits. We refer to this type of

Addition: G+ D+ +) =X+ A+ D+ x5+ 1=x"+x +1

Multiplication: (x+ D) +x+ )=+ +x+x2+x+1=x+1

Division: @ £ = g(x) Quotient
f +x+1 x5+ Dividend
6 4
Divisor i X +'X3
R
; el
S M
17 x*+ 2+x

@5 = r(x)Remainder

FIGURE 3.55 Polynomial arithmetic
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code as an (n, k) code. The generator polynomial for such a code has degreen —k
and has the form

g(x) = X gn4k—1xn—k_1 +.otgx T+l

where gy—k—1+ 8n-k-2: - - -+ §1 are binary numbers. In the following we will intro-
duce an example that corresponds to a (7.4) code with generator polynomial
a(x) =x +x+1

The calculation of the cyclic redundancy check bits is described in Figure
3.56. First the information polynomial is multiplied by X'

xn—ki(x) = ik_lx"—l + ik_zxn—Z 4.+ ilxn——k+1 + ioxn—k

If you imagine that the k information bits are in the lower k positions in a \ |
register of length n, the multiplication moves the information bits to the k high-
est-order positions, since the highest term of i(x) can have degree n— 1. This
situation is shown in the example in Figure 3.57. The information polynomial is
i(x) = X+ +2, so the first step yields Y =%+ x°. After three shifts to the
left, the contents of the shift register are (1,1 .0,0,0,0,0).

Step 2 involves dividing ¥""i(x) by g(x) to obtain the remainder r(x). The
terms involved in division are related by the following expression:

¥ Ki(x) = g(x)g(x) + 1(x)

The remainder polynomial r(x) grovides the CRCs. In the example in Figure
3.57, we have X + X = g(.\')(.\"‘ + x + x) + x; that is, r(x) =x. In the figure we
also show a more compact way of doing the division without explicitly writing
the powers of x.

The final step in the encoding procedure obtains the binary codeword b(x) by
adding the remainder r(x) from xR

b(x) = x"Nix) + r(x).

Because the divisor g(x) had degree 7 — k, the remainder r(x) can have
maximum degree 1 — k — 1 or lower. Therefore #(x) has at most = e terms.
In terms of the previously introduced register of length n, r(x) can occupy the
lower 1 — k positions. Recall that the upper k positions were occupied by the

Steps:
1. Multiply i(x) by x"* (puts zeros in (n-k) low-order positions).

.. ¥ -k :
2. Divide x"i(x) by g(x)' Cuotient /Rema'mder

Pkix) = g 40y =1

3. Add remainder r(x) t0 X" i(x)
(puts check bits in the n-k low-order positions).

bx)= i () + ()< Transmitted codeword

FIGURE 3.56 Encoding procedure
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Generator polynomial: g(x) = x> +x + 1
Information: (1,1,0,0) — i(x) = x> + x°
Encoding: x%i(x) = x5 + x°

B+ +x 1110
PHx+i )x6+x5 10115 1100000
S+ A 1011
©xitd 1110
©°+ O+ 1011
e+ 2 1010
x4 x2+x 1011
010
Transmitted codeword: S

b(x) =x0+5 +x
= £=(1,1,0,0,0,1,0)

FIGURE 3.57 Example of CRC encoding

information bits. We thus see that this encoding process introduces a binary
polynomial in which the & higher-order terms are the information bits and in
which the n — k lower-order terms are the cyclic redundancy check bits. In the
example in Figure 3.57, the division of x*i(x) by g(x) gives the remainder poly-
nomial #(x) = x. The codeword polynomial is then x°®+ x° + x, which corre-
sponds to the binary codeword (1,1,0,0,0,1,0). Note how the first four
positions contain the original four information bits and how the lower three
positions contains the CRC bits.

In Figure 3.55 we showed that in normal division dividing 122 by 35 yields a
quotient of 3 and a remainder of 17. This result implies that 122 = 3(35) + 17.
Note that by subtracting the remainder 17 from both sides, we obtain 122 — 17 =
3(35) so that 122 — 17 is evenly divisible by 35. Similarly, the codeword poly-
nomial b(x) is divisible by g(x) because

b(x) = x"*i(x) + r(x) = g(x)q(x) + r(x) + r(x) = g(x)q(x)

where we have used the fact that in modulo 2 arithmetic r(x) + r(x) = 0. This
equation implies that all codewords are multiples of the generator polynomial
g(x). This is the pattern that must be checked by the receiver. The receiver
can check to see whether the pattern is satisfied by dividing the received poly-
nomial by g(x). If the remainder is nonzero, then an error has been detected.

The familiar algorithm that is taught in elementary school for carrying out
“longhand” division can be used to derive a feedback shift-register circuit that
implements division. The feedback taps in this circuit are determined by the
coefficients of the generator polynomial. Figure 3.58 shows the division circuit
for the generated polynomial g(x) = x> + x + 1. The figure also shows the states
of the registers as the algorithm implements the same division that was carried
out in the previous encoding example.
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Encoder for g(x) =x> +x+1

g =1

Reg2 I——-

Clock Input Reg 0 Regl Reg2

0 - 0 0 0

1 1=1i 1 0 0

2 154, 1 1 0

3 0=4 0 1 1

4 0=iy 1 1 1

5 0 1 0 1

6 0 1 0 0

7 0 0 1 0
Check bits: rg="0 rn=1 r,=0

—rx)=x

FIGURE 3.58 Shift-register circuit for generated polynomial

The same division circuit that was used by the encoder can be used by the
receiver to determine whether the received polynomial is a valid codeword poly-
nomial.

3.8.5 Standardized Polynomial Codes

Table 3.8 gives generator polynomials that have been endorsed in a number of
standards. The CRC-12 and CRC-16 polynomials were introduced as part of the
IBM bisync protocol for controlling errors in a communication line. The
CCITT-16 polynomial is used in the HDLC standard and in XMODEM. The
CCITT-32 is used in IEEE 802 LAN standards and in Department of Defense
protocols, as well as in the CCITT V.42 modem standard. Finally CRC-8 and
CRC-10 have recently been recommended for use in ATM networks. In the
problem section we explore properties and implementations of these generator

polynomials.

Name Polynomial Used in
CRC-8 B +x+1 ATM header error check
CRC-10 D a1 ATM AAL CRC
CRC-12 B e Bisync
=+ D)E+P+D)
CRC-16 M+ x Fx+1 Bisync
=+ DEP+x+1)
CCITT-16 KO x4 x4+ 1 HDLC, XMODEM, V.41
CCITT-32 B B a2 xS x4t X IEEE 802, DoD, V.42, AALS

B R A 2 L

TABLE 3.8 Standard generator polynomials
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3.8.6 Error-Detecting Capability of a Polynomial Code

We now determine the set of channel errors that a_polynomial code cannot

detect. In Figure 3.59 we show an additive error model for the polynomial
codes. The channel can be viewed as adding, in modulo 2 arithmetic, an error
polynomial, which has 1s where errors occur, to the input codeword to produce
the received polynomial R(x):

R(x) = b(x) + e(x).

At the receiver, R(x) is divided by g(x) to obtain the remainder that is defined
as the syndrome polynomial s(x). If s(x) = 0, then R(x) is a valid codeword and is
delivered to the user. If s(x) # 0, then an alarm is set, alerting the user to the
detected error. Because

R(x) = b(x) + e(x) = g(x)q(x) + e(x)

we see that if an error polynomial e(x) is divisible by g(x), then the error pattern
will be undetectable.

The design of a polynomial code for error detection involves first identifying
the error polynomials we want to be able to detect and then synthesizing a
generator polynomial g(x) that will not divide the given error polynomials.
Figures 3.60 and Figure 3.61 show the conditions required of g(x) to detect
various classes of error polynomials.

Flrst consider single errors. The error polynomial is then of the form
e(x) = x'. Because g(x) has at least two nonzero terms, it is easily shown that
when multiplied by any quotient polynomial the product will also have at least
two nonzero terms. Thus single errors cannot be expressed as a multiple of g(x),
and hence all single errors are detectable.

An efror polynomlal that has double errors will have the form e(x) = x' +
x/ =x (1 + x’~")-where j > i. From the discussion for single errors, g(x) cannot
divide x'. Thus e(x) will be divisible by g(x) only if g(x) divides (1 + x/7"). Since i
can assume values from 0 to n — 2, we are interested in having 1+ x™ not be
divisible by g(x) for m assuming values from 1 to the maximum possible code-
word length for which the polynomial will be used. The class of primitive poly-
nomials has the property that if a polynomial has degree N, then the smallest
value of m for which 1+ x™ is d1v1s1b1e by the polynormal is 2 — L [Lin 1983].
Thus if g(x) is selected to be a pEim N
it will de_tecb double errors as long as the total codeword length does not
excech” — 1.8everal of the generator polynomials used in practice are of the
forni g(x j \(l + x)p(x) where p(x) is a ?rlrmtlve polynomial. For example the
CRC-16 polynomial is g(x) = (1 + x)(x* +x+1) where p(x) = x" + x+ 1l is a

(Transmitter) b(x) R(x) (Receiver) FIGURE 3.59 Additive error model for
polynomial codes

e(x) Error pattern

Ex. 1015.94



1

166 CHAPTER 3 Digital Transmission Fundamentals

1. Single errors: e(x)=x" 0<i<n-l
If g(x) has more than one term, it cannot divide e(x).

2. Double errors: ey=x'+x/ 0<igj<n-l
=x'(1 +x7)
If g(x) is primitive, it will not divide (1 +x/) for j-i < PRI,

3. Odd number of errors: e(1)=1 if number of errors is odd.
If g(x) has (x + 1) as a factor, then g(1) = 0 and all codewords have an
even number of 1s.

FIGURE 3.60 Generator polynomials for detecting errors—
part 1

primitive polynomial. Thus this g(x) will detect all double errors as long as the
codeword length does not exceed 25 — 1 =32,767.

Now suppose that we are interested in being able to detect all odd numbers
of errors. If we can ensure that all code polynomials have an even number of 1s,
then we will achieve this error-detection capability. If we evaluate the codeword
polynomial b(x) at x =1, we then obtain the sum of the binary coefficients of
b(x). If b(1) = 0 for all codeword polynomials, then x + 1 must be a factor of all
b(x) and hence g(x) must contain x + 1 as a factor. For this reason g(x) is usually
chosen so that it has x+ 1 as a factor.

Finally consider the detection of a burst of errors of length L. As shown in
Figure 3.61, the error polynomial has the form x'd(x). If the error burst involves
d consecutive bits, then the degree of d(x)is L — 1. Reasoning as before, e(x) will
be a multiple of g(x) only if d(x) is divisible by g(x). Now if the degree of d(x) is
less than that of g(x), then it will not be possible to divide d(x) by g(x). We
conclude that if g(x) has degree n — k, then all bursts of length n — k or less will
be detected. .

ith

position 2
4. Error bursts of length b: 0000110+ +- 00011011|00 - -+ 0
Error pattern d (x)

e(x)=x' d(x) where deg(d(x)) =L-1 -
g(x) has degree n-k;
g(x) cannot divide d(x) if deg(g(x)) > deg(d(x))

« L= (n-k) or less: all will be detected

o L= (n-k+ 1) degld(x)) = deg(g(x))
i.e d(x) = g(x) is the only undetectable error patterm,
fraction of bursts that are undetectable = 1252

« [ > (n-k+ 1): fraction of bursts that are undetectable = 12s

FIGURE 3.61 Generator polynomials for detecting
errors—part 2
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If the burst error has length L = n — k + 1, that is, degree of d(x) = degree of
g(x), then d(x) is divisible by g(x) only if d(x) = g(x). From Figure 3.61 d(x)
must have 1 in its lowest-order term and in its highest-order term, so it matches
g(x) in these two coefficients. For d(x) to equal g(x), it must also match g(x) in
the n — k — 1 coefficients that are between the lowest- and highest-order terms.
Only one of the 2" %! such patterns will match g(x). Therefore, the proportion
of bursts of length L = n — k + 1 that is undetectable is 1/2"*~!. Finally, it can
be shown that in the case of L >n—k+1 the fraction of bursts that is
undetectable is 1/2"7*.

€3.8.7 Linear Codes"

We now introduce the class of linear codes that are used extensively for error
detection and correction. A binary linear code is specified by two parameters: k

and n. The linear code takes groups of k information bits, by, by, ..., by, and
produces a binary codeword b that consists of » bits, by, by, ..., b,. The n —k
check bits by, ..., b,, are determined by n — k linear equations:

bk+1 = a11b1 + aubz + ...+ alkbk
by = ayby + aypby + ... 4 ayby

©)

by = b1 + aurppbr + - - - + au_iybi

The coefficients in the preceding equations are binary numbers, and the
addition is modulo 2. We say that b;_; checks the information bit &; if a; is 1.
Therefore by_; is given by the modulo 2 sum of the information bits that it
checks, and thus the redundancy in general linear.codes is determined by parity
check sums on subsets of the information bits. Note that when all of the infor-
mation bits are 0, then all of the check bits will be 0. Thus the n-tuple 0 with all
zeros is always one of the codewords of a linear code. Many linear codes can be
defined by selecting different coefficients [g;;]. Coding books contain catalogs of
good codes that can be selected for various applications.

In linear codes the redundancy is provided by the n — k check bits. Thus if
the transmission channel has a bit rate of R bits/seconds, then k of every n
transmitted bits are information bits, so the rate at which user information
flows through the channel is R ¢, = (k/n)R bits/second.

As an example consider the (7,4) linear Hamming code in"which the first four
bits of the codeword b consist of the four information bits b,, b,, b3, and b, and
the three check bits bs, bg, and b, are given by

BSection titles preceded by 4 provide additional details and are not essential for subsequent sections.
14We require the set of linear equations to be linearly independent; that is, no equation can be written as a
linear combination of the other equations.

—_
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bszbl +b3+b4
bg = by + by +by
by = +by+by+bs

©)

We have arranged the preceding equations so that it is clear which informa-
tion bits are being checked by which check bits, that is, bs checks information
bits by, by, and by. These equations allow us to determine the codeword for any
block of information bits. For example, if the four information bits are (0,1,1,0),
then the codeword is given by (0, 1, 1, 0, 0+1+0,0+1+0,0+1+0,1+1 +0) =
0,1,1,0, 1, 1, 0). Table 3.9 shows the set of 16 codewords that are assigned to

the 16 possible information blocks.

Linear codes provide a very simple method for detecting errors. Before con-
sidering the general case, we illustrate the method using the Hamming code
(Table 9). Suppose that in equation 6 we add bs to both sides of the first equa-
tion, by to both sides of the second equation, and b; to both sides of the third

equation. We then obtain

0=b5+b5=b1 +b3+b4+b5
0=b6+b6:b1+b2 +b4 +b6

0=b;+b;= +b2+b3+b4 + by

T

where we have used the fact that in modulo 2 arithmetic any number plus itself is
always zero. The preceding equations state the conditions that must be satisfied
by every codeword. Thus if 1 =(r),re 3. 74, 155 Yo ry) is the output of the trans-
mission channel, then r is a codeword only if its components satisfy these equa-

Information Codeword Weight
b] b2 b3 b4 bl bz b3 b4 b5 b6 b7 W@
0000 000O0O0TOO 0
000 1 0001111 4
0010 0010101 3
0011 0011010 3
0100 0100011 3
01 01 0101100 3
0110 0110110 4
01 11 0111001 4

1 000 1000110 3

1 0 01 1001001 3

1 010 1010011 4

1 011 1011100 4
1100 11001601 4
1101 1101010 4
1110 1110000 3
11 11 1111111 7

TABLE 3.9 Hamming (7,4) code

—
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tions. If we write the equations in matrix form, we obtain a more compact
representation for the conditions that all codewords must meet.

0 1011100 7| &5
0| =]1101010 || b, | = Hp' =
0 0111001 || &5

[

In the matrix H is defined as the 3x7 matrix and &' is the codeword arranged as a
column vector. (Above we had previously defined b as row vector.)

By following the same procedure we have used in this example, we find that
the condition that all codewords must meet is given by the matrix equation:

Hb' =0 @)

where 0 is a column vector with n — k components all equal to zero, b’ is the
codeword arranged as a column vector, and check matrix H has dimension n — k
rows by # columns and is given by

an apn v Ay 10...0
an ay M. ayy 01...0

H= ;
a(n_k)l a(,,_k)2 . a(,,_k)k 00...1

Errors introduced in a binary channel can be modeled by the additive process
shown in Figure 3.62a. The output of the binary channel can be viewed as the
modulo 2 addition of an error bit e to the binary input b. If the error bit equals 0,
then the output of the channel will correspond to the input of the channel and no
transmission error occurs; if the error bit equals 1, then the output will differ
from the input and a transmission error occurs. Now consider the effect of the
binary channel on a transmitted codeword. As shown in Figure 3.62b, the

(a) Single bit input FIGURE 3.62 Additive error channel

(Transmitter) b r (Receiver)

e Error pattern

(b) Vector input

(Transmitter) & r (Receiver)

¢ Error pattern
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channel can be viewed as having a vector input that consists of the n bits that
correspond to the codeword. The output of the channel r is given by the modulo
2 sum of the codeword b and an error vector ¢ that has 1s in the components
where an error occurs and Os elsewhere:

r=b+e

The error-detection system that uses a linear code checks the output of a
binary channel r to see whether r is 2 valid codeword. The system does this by
checking to see whether r satisfies equation 7. The result of this calculation is an
(n — k) x 1 column vector called the syndrome:

If s =0, then r is a valid codeword; therefore, the system assumes that no
errors have occurred and delivers r to the user. If s # 0, then r is not a valid
codeword and the error-detection system sets an alarm indicating that errors
have occurred in transmission. In an ARQ system a retransmission is requested
in response to the alarm. In an FEC system the alarm would initiate a processing
based on the syndrome that would attempt to identify which bits were in error
and then proceed to correct them.

The error-detection system fails when s = 0 but the output of the channel is
not equal to the input of the channel; that is, e is nonzero. In terms of equation 8
we have

0=s=Hr=H({b+e)=Hb+He=0+He=He )

where the fourth equality results from the linearity property of matrix multi-
plication and the fifth equality uses equation 7. The equality He = 0 implies that
when s = 0 the error pattern e satisfies equation 7 and hence must be a code-
word. This implies that error detection using linear codes fails when the error
vector is a codeword that transforms the input codeword b into a different
codeword r = b+ e. Thus the set of all undetectable error vectors is the set of
all nonzero codewords, and the probability of detection failure is the probability
that the error vector equals any of the nonzero codewords.

In Figure 3.63 we show an example of the syndrome calculation using the
(7,4) Hamming code for error vectors that contain single, double, and triple
errors. We see from the example that if a single error occurred in the jth position,
then the syndrome will be equal to the jth column of the H matrix. Since all the
columns of H are nonzero, it follows that the syndrome will always be nonzero
when the error vector contains a single error. Thus all single errors are detect-
able. The second example shows that if the error vector contains an error in
location i and an error in location j, then the syndrome is equal to the sum of the
ith and jth columns of H. We note that for the Hamming (7.4) code all columns
are distinct. Thus the syndrome will be nonzero, and all error vectors with two
errors are detectable. The third example shows an error vector that contains
three errors. The syndrome for this particular error vector is zero. Thus we
find that this Hamming code can detect all single and double errors but fails
to detect some triple errors.
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Single error detected

Double error detected

i

£

1011100 ][
s=He=|1 01010||0]= Triple error not detected

01110010

..‘-q:

0]

FIGURE 3.63 Syndrome calculation

A general class of Hamming codes can be defined with H matrices that
satisfy the properties identified in the preceding example. Note that in the
Hamming (7,4) code each of the 23 — 1 possible nonzero binary triplets appears
once and only once as a column of the H matrix. This condition enables the code
to detect all single and double errors. Let m be an integer greater than or equal to
2. We can then construct an H matrix that has as its columns the 2 — 1 possible
nonzero binary m-tuples. This H matrix corresponds to a linear code with code-
words of length n = 2™ — 1 and with n — k = m check bits. The codes that have
this H matrix are called Hamming codes, and they are all capable of detecting all
error vectors that have single and double errors. In the examples, we have been
using the m = 3 Hamming code.

PERFORMANCE OF LINEAR CODES

In Figure 3.51 we showed qualitatively that we can minimize the probability of
error-detection failure by spacing codewords apart in the sense that it is unlikely
for errors to convert one codeword into another. In this section we show that the
error-detection performance of a code is determined by the distances between
codewords.
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The Hamming distance d(b,, b,) between the binary vectors b, and b, is
defined as the number of components in which they differ. Thus the Hamming
distance between two vectors increases as the number of bits in which they differ
increases. Consider the modulo 2 sum of two binary n-tuples b, + b;. The com-
ponents of this sum will equal one when the corresponding components in b; and
b, differ, and they will be zero otherwise. Clearly, this result is equal to the
number of 1s in b; + by, s0

d(by, by) = w(b; +by) (10)

where w is the weight function introduced earlier. The extent to which error
vectors with few errors are more likely than error vectors with many errors
suggests that we should design linear codes that have codewords that are far
apart in the sense of Hamming distance.

Define the minimum distance d,,;, of a code as follows:

d,in = distance between two closest distinct codewords

For any given linear code, the pair of closest codewords is the most vulner-
able to transmission error, so d,,;, can be used as a worst-case type of measure.
From equation 9 we have that if b; and b, are codewords, then by + b, is also a
codeword. To find d,,;,,, we need to find the pair of distinct codewords b; and b,
that minimize d(b;, b,). By equation 10, this is equivalent to finding the nonzero
codeword with the smallest weight. Thus :

dyin = weight of the nonzero codeword with the smallest number of 1s

From Table 3.9 in section 3.8.7, we see the Hamming (7,4) code has dp,;, = 3.

If we start changing the bits in a codeword one at a time until another
codeword is obtained, then we will need to change at least dyy;, bits before
we obtain another codeword. This situation implies that all error vectors with
d,m — 1 or fewer errors are detectable. We say that a code is 7-error detecting if
dpin > t+ 1.

Finally, let us consider the probability of error-detection failure for a general
linear code. In the case of the random error vector channel model, all 2" possible
error patterns are equally probable. A linear (n, k) code fails to detect only the
2k _ 1 error vectors that correspond to nonzero codewords. We can state then
that the probability of error-detection failure for the random error vector channel
model is (2 — 1)]2" ~ 1/2"*. Furthermore, we can decrease the probability of
detection failure by increasing the number of parity bits # — k.

Consider now the random bit error channel model. The probability of detec-
tion failure is given by

—
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P[detection failure] = P[e is a nonzero codeword]}

= > (1-pep®

nonzero codewords b

imax

> N(A-p)p”

W—dmm
A Ny _pinin forp«1

min

The second summation adds the probability of all nonzero codewords. The
third summation combines all codewords of the same weight, so N,, is the total
number of codewords that have weight w. The approximation results from the
fact that the summation is dominated by the leading term when p is very small.

Consider the (7,4) Hamming code as an example once agam For the random
error vector model, the probability of error-detection failure is 1/2° = 1/8. On
the other hand, for the random b1t error channel the probability of error-detec-
tion failure is approxlmately 7p>, since d,,;, = 3 and seven codewords have thls
weight. If p = 107*, then the probability of error detection failure is 7 x 10712
Compared to the s1ng1e parity check code, the Hamming code yields a tremen-
dous improvement in error-detection capability.

€3.8.8 Error Correction

In FEC the detection of transmission errors is followed by processing to deter-
mine the most likely error locations. Assume that an error has been detected so
s # 0. Equation 11 describes how an FEC system attempts to carry out the
correction,

s=Hr=Hb+e =Hb+He=0+ He=He. (11

The receiver uses equation 11 to find the value of the syndrome to diagnose
the most likely error pattern. If H were an invertible matrix, then we could
readily find the error vector from e = Hls. Unfortunately, H is not invertible.
Equation 11 consists of » — k equations in n unknowns, e}, e,, ..., e,. Because
we have fewer equations than unknowns, the system is undcrdetermmed and
equation 11 has more than one solution. In fact, it can be shown that 2* binary n-
tuples satisfy equanon 11. Thus for any given nonzero s, equation 11 allows us to
identify the 2* possible error vectors that could have produced s. The error-
correction system cannot proceed unless it has information about the probabil-
ities with which different error patterns can occur. The error-correction system
uses such information to identify the most likely error pattern from the set of
possible error patterns.

We provide a simple example to show how error correction is carried out.
Suppose we are using the Hamming (7,4) code. Assume that the received vector is
r =(0,0,1,0,0,0,1). The syndrome calculation gives s = (1,0 ,0)°. Because the fifth
column of H is (1,0,0), one of the error vectors that gives this syndrome is
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(0,0,0,0,1,0,0). Note from equation 11 that if we add a codeword to this error
vector, we obtain another vector that gives the syndrome (1,0,0)". The 2k =16
possible error vectors are obtained by adding the 16 codewords to (0,0,0,0,1,0,0)
and are listed in Table 3.10. The error-correction system must now select the
error vector in this set that is most likely to have been introduced by the channel.
Almost all error-correction systems simply select the error vector with the small-
est number of 1s. Note that this error vector also corresponds to the most likely
error vector for the random bit error channel model. For this example the error
correction system selects ¢ = (0,0,0,0,1,0,0) and then outputs the codeword r +
e= (0,0,1,0,1,0,1) from which the user extracts the information bits, 0010.
Algorithms have been developed that allow the calculation of the most likely
error vector from the syndrome. Alternatively, the calculations can be carried
out once, and then a table can be set up that contains the error vector that is to
be used for correction for each possible syndrome. The error-correction system
then carries out a table lookup each time a nonzero syndrome is found.

The error-correction system is forced to select only one error vector out of
the 2* possible error vectors that could have produced the given syndrome. Thus
the error-correction system will successfully recover the transmitted codeword
only if the error vector is the most likely error vector in the set. When the error
vector is one of the other 2* possible error vectors, the error-correction system
will perform corrections in the wrong locations and actually introduce more
errors! In the preceding example, assuming a random bit error channel model,
the probability of the most likely error vector is p(1 — p)® = p for the error vector
of weight 1 the probability of the other error vectors is approximately 3p*(1 —
p)’ for the three error vectors of weight 2 and for where we have neglected the
remainder of the error patterns. Thus when the error-correction system detects

Error vectors Weight

e e e ey es e 1z} w(e)
0 0 0 0 1 0 0 1
0 0 0 1 0 1 1 3
0 0 1 0 0 0 1 2
0 0 1 1 1 1 0 4
0 1 0 0 1 1 1 4
0 1 0 1 0 0 0 2
0 1 1 0 0 1 0 3
0 1 1 1 1 0 1 5
1 0 0 0 0 1 0 2
Il 0 0 1 1 0 1 4
1 0 1 0 1 1 1 5
/| 0 1 1 0 0 0 3
1 1 0 0 0 0 1 3
1 1 0 1 1 1 0 5
I 1 1 0 1 0 0 4
| 1 1 1 0 1 1 6

TABLE 3.10 Error vectors corresponding to syndrome (1, 0, 0)

A

Ex. 1015.103



3.8 Error Detection and Correction 175

an error the system’s attempt to correct the error fails with probability

3p*(1 —p)’
p(1=p)° +3p*(1 = p)’

Figure 3.64 summarizes the four outcomes that can arise from the error-
correction process. We begin with the error vector that is revealed through its
syndrome. If the s =0, then the received vector r is accepted as correct and
delivered to the user. Two outcomes lead to s =0: the first corresponds to
when no errors occur in transmission and has probability (1 —p)’ ~ 1 — 7p;
the second corresponds to when the error vector is undetectable and has prob-
ability 7p>. If s # 0, the system attempts to perform error correctlon This situa-
tion occurs with probablhty 1-Ps=0]=1—{1-Tp+ ?p } = 7p. Two further
outcomes are possible in the s # 0 case: the third outcome is when the error
vector is correctable and has conditional probability (1 — 3p); the fourth is
when the error vector is not correctable and has conditional probability 3p.
From the figure we see that the probablhty that the error-correction system
fails to correct an error pattern is 21p%. To summarize, the first and third out-
comes yield correct user information. The second and fourth outcomes result in
the delivery of incorrect information to the user. Through this example we have
demonstrated the analysis required to determine the effectiveness of any error-
correction system.

The minimum distance of a code is useful in specifying its error-correcting
capability. In Figure 3.65 we consider a code with d,; = 5, and we show two
codewords that are separated by the minimum distance. If we start by changing
the bits in b;, one bit at a time until we obtain b,, we find four z-tuples between
the two codewords. We can imagine drawing a sphere of radius 2 around each
codeword. The sphere around b, will contain two of the n-tuples, and the sphere
around b, will contain the other n-tuples.

Note that because all pairs of codewords are separated by at least distance
d,im» We can draw a sphere of radius 2 around every single codeword, and these
spheres will all be nonoverlapping. This geometrical view gives us another way of
looking at error correction. We can imagine that the error-correction system
takes the vector r and looks up which sphere it belongs to; the system then

%31)

=Hr-H
87 T FIGURE 3.64 Summary of error-
A correction process outcomes
s=0 s#0
1-3p 3p

No errors in Undetectable Correctable Uncorrectable
transmission €ITors errors erTors

(1-p)’ 7p* 7p(1-3p) 21p?
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by

by

[ g

Set of all n-tuples
within distance ¢

Set of all n-tuples
within distance £

Ifdpy=20+1, nonoverlapping spheres of radius 1 can
be drawn around each codeword; £ =2 in the figure

FIGURE 3.65 Partitioning of n-tuples into disjoint spheres

generates the codeword that is at the center of the sphere. Note that if the error
vector introduced by the channel has two or fewer errors, then the error-correc-
tion system will always produce the correct codeword. Conversely, if the number
of errors is more than two, the error-correction system will produce an incorrect
codeword.

The discussion of Figure 3.65 can be generalized as follows. Given a linear
code with d, = 26+ 1, it s possible to draw nonoverlapping spheres of radius ¢
around all the codewords. Hence the error-correction system is guaranteed to
operate correctly whenever the number of errors is smaller than ¢. For this reason
we say that a code is f-error correcting if d;, = 26+ 1.

The Hamming codes introduced above all have d,;, = 3. Consequently, they
are all single-error correcting. The Hamming codes use m = n — k bits of redun-
dancy and are capable of correcting single errors. An interesting question is, If
we use n — k = 2m bits in a code of length n = 2™ _ 1, can we correct all double
errors? Similarly, if we use n — k = 3m, can we correct triple errors? The answer
is yes in some cases and leads to the classes of BCH and Reed-Solomon codes
[Lin 1983].

In this book we have presented only linear codes that operate on non-
overlapping blocks of information. These block codes include the classes of
Hamming codes, BCH codes, and Reed-Solomon codes that have been studied
extensively and are in wide use. These codes provide a range of choice in terms of
n, k, and d,,;, that allows a system designer to select a code for a given applica-
tion. Convolutional codes are another important class of error-correcting codes.
These codes operate on overlapping blocks of information and are also in wide
use.

Finally, we consider the problem of error correction in channels that intro-
duce bursts of errors. The codes discussed up to this point correct error vectors
that contain (d,, — 1)/2 or fewer errors. These codes can also be used in chan-
nels with burst errors if combined with interleaving. The user information is

—
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L codewords
written vertically
in array; then
transmitted row
by row

A long error
burst produces
errors in two
adjacent rows

FIGURE 3.66 Interleaving

encoded using the given linear code, and the codewords are written as columns in
an array as shown in Figure 3.66. The array is transmitted over the communica-
tion channels row by row. The interleaver depth L is selected so that the errors
associated with a burst are distributed over many codewords. The error-correc-
tion system will be effective if the number of errors in each codeword is within its
error-correcting capability. For example, if the linear code can correct up to two
errors, then interleaving makes it possible to correct any burst of length less than
2B

SUMMARY

2

Binary information, “bits,” are at the heart of modern communications. All
information can be represented as blocks or streams of bits. Modern commu-
nication networks are designed to carry bits and therefore can handle any type of
information. ~

We began this chapter with a discussion of the basic properties of common
types of information such as text, image, voice, audio, and video. We discussed
the amount of information that is required to represent them in terms of bits or
bits/second. We also discussed requirements that applications impose on the
network when they involve these types of information.

We described the difference between digital and analog communication and
explained why digital communication has prevailed. We then considered the
design of digital transmission systems. The characterization of communication
channels in terms of their response to sinusoidal signals and to pulse signals was
introduced. The notion of bandwidth of a channel was also introduced.
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We first considered baseband digital transmission systems. We showed how
the bandwidth of a channel determines the maximum rate at which pulses can be
transmitted with zero intersymbol interference. This is the Nyquist signaling rate. '
We then showed the offect of SNR on the reliability of transmissions and devel- \
oped the notion of channel capacity as the maximum reliable transmission rate |

that can be achieved over 2 channel. |
Next we explained how modems use sinusoidal signals to transmit binary {
information over bandpass channels. The notion of a signal constellation was
introduced and used to explain the operation of telephone modem standards. :
The properties of different types of transmission media were discussed next. |
We first considered twisted-pair cable, coaxial cable, and optical fiber, which are '
used in “wired” transmission. We then discussed radio and infrared light, which
are used in wireless transmission. Important physical layer standards were used
as examples where the various types of media are used.
Finally, we presented coding techniques that are used in error control. Basic
error-detection schemes that are used in many network standards were intro-
duced first. An optional section then discussed error-correction schemes that are
used when a return channel is not available.

CHECKLIST OF IMPORTANT TERMS

amplitude-response codeword
amplitude shift keying (ASK) compression ratio
asymmetric digital subscriber line cyclic redundancy check (CRC)

(ADSL) data compression
attenuation delay
automatic retransmission request differential encoding

(ARQ) digital information
bandwidth digital transmission
baseband transmission equalizer
ebinary linear code error control
bipolar encoding forward error correction (FEC)
bit error rate frequency shift keying (FSK)
bit rate generator polynomial
block-oriented information oHamming code
burst error o Hamming distance
cable modem impulse response
channel information polynomial
channel capacity in-phase component
check bit einterleaving
echeck matrix jitter
checksum line coding
coaxial cable loading coils
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lossless data compression

lossy data compression

Manchester encoding

eminimum distance

modem

multilevel transmission

multimode fiber

nonreturn-to-zero (NRZ) encoding

NRZ inverted

Nyquist signaling rate

optical fiber

path loss exponent

phase shift

phase shift keying (PSK)

physical transmission medium

polynomial code

pulse code modulation (PCM)

quadrature amplitude modulation
(QAM)
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quadrature-phase component

random bit error channel model

random error vector model

redundancy

signal constellation

signal-to-noise ratio (SNR)

single parity check code

single-mode fiber

esyndrome

syndrome polynomial

e t-error detecting

transmission error

transmission medium

trellis modulation

twisted pair

unshielded twisted pair (UTP)

wavelength

wavelength division multiplexing
(WDM)
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PROBLEMS

10.

. Suppose the size of an uncompressed text file is 1 megabyte.

a. How long does it take to download the file over a 32 kilobit/second modem?

b. How long does it take to download the file over a 1 megabit/second modem?

c. Suppose data compression is applied to the text file. How much do the transmission
times in parts (a) and (b) change?

. A scanner has a resolution of 600 x 600 pixels/square inch. How many bits are produced

by an 8-inch-x-10-inch image if scanning uses 8 bits/pixel? 24 bits/pixel?

. Suppose a computer monitor has a screen resolution of 1200 x 800 pixels. How many bits

are required if each pixel uses 256 colors? 65,536 colors?

. Explain the difference between facsimile, GIF, and JPEG coding. Give an example of an

image that is appropriate to each of these three methods.

. A digital transmission system has a bit rate of 45 Megabits/second. How many PCM voice

calls can be carried by the system?

. Suppose a storage device has a capacity of 1 gigabyte. How many 1-minute songs can the

device hold using conventional CD format? using MP3 coding?

. How many high-quality audio channels can be transmitted using an HDTV channel?

. How many HDTV channels can be transmitted simultancously over the optical fiber

transmission systems in Table 3.3?

. Comment on the properties of the sequence of frame images and the associated bit rates in

the following examples:

a. A children’s cartoon program.

b. A music video.

c. A tennis game; a basketball game.

d. A documentary on famous paintings.

Suppose that at a given time of the day, in a city with a population of 1 million, 1% of the

people are on the phone.

a. What is the total bit rate generated by all these people if each voice call is encoded using
PCM?

b. What is the total bit rate if all of the telephones are replaced by H.261 videoconferenc-
ing terminals?

S
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Consider an analog repeater system in which the signal has power o2 and each stage adds
noise with power o2. For simplicity assume that each repeater recovers the original signal
without distortion but that the noise accumulates. Find the SNR after # repeater links.
Write the expression in decibels: SNR dB = 10 log;oSNR.

Suppose that a link between two telephone offices has 50 repeaters. Suppose that the
probability that a repeater fails during a year is 0.01 and that repeaters fail independently
of each other.

a. What is the probability that the link does not fail at all during one year?

b. Repeat (a) with 10 repeaters; with 1 repeater.

Suppose that a signal has twice the power as a noise signal that is added to it. Find the
SNR in decibels. Repeat if the signal has 10 times the noise power? 2" times the noise
power? 10¥ times the noise power?

A square periodic signal is represented as the following sum of sinusoids:

0=23" CD skt D
g0 =22 107 +1cos( T

a. Suppose that the signal is applied to an ideal low-pass filter with bandwidth 15 Hz. Plot
the output from the low-pass filter and compare to the original signal. Repeat for 5 Hz;
for 3 Hz. What happens as W increases?

b. Suppose that the signal is applied to a bandpass filter that passes frequencies from 5 to
9 Hz. Plot the output from the filter and compare to the original signal.

Suppose that the 8 kbps periodic signal in Figure 3.15 is transmitted over a system that has
an attenuation function equal to one for all frequencies and a phase function that is equal
to —90° for all frequencies. Plot the signal that comes out of this system. Does it differ in
shape from the input signal?

A 10 kHz baseband channel is used by a digital transmission system. Ideal pulses are sent
at the Nyquist rate, and the pulses can take 16 levels. What is the bit rate of the system?

Suppose a baseband transmission system is constrained to a maximum signal level of +1
volt and that the additive noise that appears in the receiver is uniformly distributed
between [—1/16, 1/16]. How many levels of pulses can this transmission system use before
the noise starts introducing errors?

‘What is the maximum reliable bit rate possible over a telephone channel with the follow-
ing parameters:

a. W=24kHz SNR = 20dB
b. W =24kHz SNR = 40 dB
c. W=30kHz SNR = 20 dB

d. W=3.0kHz SNR = 40 dB

Suppose we wish to transmit at a rate of 64 kbps over a 3 kHz telephone channel. What is
the minimum SNR required to accomplish this?
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Suppose that a low-pass communications system has a 1 MHz bandwidth. What bit rate is
attainable using 8-level pulses? What is the Shannon capacity of this channel if the SNR is
20 dB? 40 dB?

Most digital transmission systems are “self-clocking” in that they derive the bit synchro-

nization from the signal itself. To do this, the systems use the transitions between positive

and negative voltage levels. These transitions help define the boundaries of the bit inter-
vals.

a. The nonreturn-to-zero (NRZ) signaling method transmits a 0 with a +1 voltage of
duration T, and a 1 with a —1 voltage of duration T'. Plot the signal for the sequence 7
consecutive 1s followed by 7 consecutive 0s. Explain why this code has a synchroniza-
tion problem.

b. In differential coding the sequence of 0s and 1s induces changes in the polarity of the
signal: a binary O results in no change in polarity, and a binary 1 resultsin a change in
polarity. Repeat part (a). Does this scheme have a synchronization problem?

¢. The Manchester signaling method transmits a 0 as a +1 voltage for T/2 seconds
followed by a —1 for T/2 seconds; a 1 is transmitted as a —1 voltage for T/2 seconds
followed by a +1 for T/2 seconds. Repeat part () and explain how the synchroniza-
tion problem has been addressed. What is the cost in bandwidth in going from NRZ to
Manchester coding?

Consider a baseband transmission channel with a bandwidth of 10 MHz. Which bit rates
can be supported by the bipolar line code and by the Manchester line code?

The impulse response in a T-1 copper-wire transmission system has the idealized form
where the initial pulse is of amplitude 1 and duration 1 and the afterpulse is of amplitude
—0.1 and of duration 10.

a. Let 8(f) be the narrow input pulse in Figure 3.18a. Suppose we use the following
signaling method: Every second, the transmitter accepts an information bit; if the
information bit is 0, then —&(f) is transmitted, and if the information bit is 1, then
&(f) is transmitted. Plot the output of the channel for the sequence 1111000. Explain
why the system is said to have “dc” or baseline wander.

b. The T-1 transmission system uses bipolar signaling in the following fashion: If the
information bit is a 0, then the input to the system is 0*8(z); if the information bit is
a 1, then the input is 8(z) for an even occurrence of a 1 and —&(¢) for an odd occurrence
of a 1. Plot the output of the channel for the sequence 1111000. Explain how this
signaling solves the “dc” or baseline wander problem.

The raised cosine transfer function, shown in Figure 3.21, has a corresponding impulse
response given by

__sin(xt/T) cos(rat/T)
PO =T 1= /1

a. Plot the response of the information sequence 1010 for « = Lia=1

b. Compare this plot to the response, using the pulse in Figure 3.17.

Suppose a CATV system uses coaxial cable to carry 100 channels, each of 6 MHz band-
width. Suppose that QAM modulation is used.
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a. What is the bit rate/channel if a four-point constellation is used? eight-point constella-
tion?

b. Suppose a digital TV signal requires 4 Mbps. How many digital TV signals can each
channel handle for the two cases in part (a)?

Explain how ASK was used in radio telegraphy. Compare the use of ASK to transmit
Morse code with the use of ASK to transmit text using binary information.

Suppose that a modem can transmit eight distinct tones at distinct frequencies. Every T'
seconds the modem transmits an arbitrary combination of tones (that is, some are present,
and some are not present).

a. What bit rate can be transmitted using this modem?

b. Is there a relationship between T' and the frequency of the signals?

A phase modulation system transmits the modulated signal A cos(27f,t+ ¢) where the
phase ¢ is determined by the two information bits that are accepted every T-second
interval:

for 00 ¢ = 0; for 01 ¢ = n/2; for 10 ¢ = x; for 11 ¢ = 3x/2.
a. Plot the signal constellation for this modulation scheme.
b. Explain how an eight-point phase modulation scheme would operate.

Suppose that the receiver in a QAM system is not perfectly synchronized to the carrier of
the received signal; that is, the receiver multiplies the received signal by 2 cos(2nf .t + ¢)
and by 2sin(2x/f,t + ¢) where ¢ is a small phase error. What is the output of the de-
modulator?

In differential phase modulation the binary information determines the change in the

phase of the carrier signal cos(2nf,t). For example, if the information bits are 00, the

phase change is 0; if 01, it is r/2; for 10, it is s; and for 11, it is 37/2.

a. Plot the modulated waveform that results from the binary sequence 01100011.
Compare it to the waveform that would be produced by ordinary phase modulation
as described in problem 28. .

b. Explain how differential phase modulation can be demodulated.

A new broadcast service is to transmit digital music using the FM radio band. Stereo
audio signals are to be transmitted using a digital modem over the FM band. The speci-
fications for the system are the following: Each audio signal is sampled at a rate of 40
kilosamples/second and quantized using 16 bits; the FM band provides a transmission
bandwidth of 200 kiloHertz.

a. What is the total bit rate produced by each stereo audio signal?

b. How many points are required in the signal constellation of the digital modem to

accommodate the stereo audio signal?

A twisted-wire pair has an attenuation of 0.7 dB/kilometer at 1 kHz.

a. How long can a link be if an attenuation of 20 dB can be tolerated?

b. A twisted pair with loading coils has an attenuation of 0.2 dB/kilometer at 1 kHz. How
long can the link be if an attenuation of 20 dB can be tolerated?
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33. Use Figure 3.37 and Figure 3.40 to explain why the bandwidth of twisted-wire pairs and
coaxial cable decreases with distance.

34. Calculate the bandwidth of the range of light covering the range from 1200 nm to
1400 nm. Repeat for 1400 nm to 1600 nm. Keep in mind that the speed of light in fiber
is approximately 2 x 10® m/sec.

35. Compare the attenuation in a 100 km link for optical fibers operating at 850 nm, 1300 nm,
and 1550 nm.

36. A satellite is stationed approximately 36,000 km above the equator. What is the attenua-
tion due to distance for the microwave radio signal?

37. Suppose a transmission channel operates at 3 Mbps and has a bit error rate of 1072, Bit
errors occur at random and independent of each other. Suppose that the following code is
used. To transmit a 1, the codeword 111 is sent; to transmit a 0, the codeword 000 is sent.
The receiver takes the three received bits and decides which bit was sent by taking the
majority vote of the three bits. Find the probability that the receiver makes a decoding
error.

38. An early code used in radio transmission involved codewords that consist of binary bits
and contain the same number of 1s. Thus the two-out-of-five code only transmits blocks of
five bits in which two bits are 1 and the others 0.

a. List the valid codewords.

b. Suppose that the code is used to transmit blocks of binary bits. How many bits can be
transmitted per codeword?

¢. What pattern does the receiver check to detect errors?

d. What is the minimum number of bit errors that cause a detection failure?

39, Find the probability of error-detection failure for the code in problem 38 for the following
channels:
a. The random error vector channel.
b. The random bit error channel.

40. Suppose that two check bits are added to a group of 2n information bits. The first check
bit is the parity check of the first » bits, and the second check bit is the parity check of the
second # bits.

a. Characterize the error patterns that can be detected by this code.

b. Find the error-detection failure probability in terms of the error-detection probability
of the single parity check code.

¢. Does it help to add a third parity check bit that is the sum of all the information bits?

41. Let g(x) = x> + x + 1. Consider the information sequence 1001.
a. Find the codeword corresponding to the preceding information sequence.
b. Suppose that the codeword has a transmission error in the first bit. What does the
receiver obtain when it does its error checking?

42. ATM uses an eight-bit CRC on the information contained in the header. The header has
six fields:
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First 4 bits: GFC field —
Next 8 bits: VPI field —
Next 16 bits: VCI field
Next 3 bits: Type field —_
Next 1 bit: CLP field
Next 8 bits: CRC

a. The CRC is calculated using the following generator polynomial: x* + x* + x + 1. Find
the CRC bits if the GFC, VPI, Type, and CLP fields are all zero and the VCI field is
00000000 00001111. Assume the GFC bits correspond to the highest-order bits in the
polynomial.

b. Can this code detect single errors? Explain why.

c. Draw the shift register division circuit for this generator polynomial.

Suppose a header consists of four 16-bit words: (11111111 11111111, 11111111 60000000,
11110000 11110000, 11000000 11000000). Find the Internet checksum for this code.

. Let g;(x) = x + 1 and let g,(x) = x> + x* + 1. Consider the information bits (1,1,0,1,1,0).

a. Find the codeword corresponding to these information bits if g(x) is used as the
generating polynomial.

b. Find the codeword corresponding to these information bits if g,(x) is used as the
generating polynomial.

c. Can g,(x) detect single errors? double errors? triple errors? If not, give an example of an
error pattern that cannot be detected.

d. Find the codeword corresponding to these information bits if g(x) = g;(x)g,(x) is used
as the generating polynomial. Comment on the error-detecting capabilities of g(x).

Take any binary polynomial of degree 7 that has an even number of nonzero coefficients.
Show by longhand division that the polynomial is divisible by x + 1.

A repetition code is an (n, 1) code in which the » — 1 parity bits are repetitions of the
information bit. Is the repetition code a linear code? What is the minimum distance of the
code?

A transmitter takes K groups of k information bits and appends a single parity bit to each
group. The transmitter then appends a block parity check word in which the jth bit in the
check word is the modulo 2 sum of the jth components in the K codewords.

a. Explain why this code is a (K + 1)(k + 1), Kk) linear code.

b. Write the codeword as a (k+ 1) row by (K + 1) column array in which the first K
columns are the codewords and the last column is the block parity check. Use this
array to show how the code can detect all single, double, and triple errors. Give an
example of a quadruple error that cannot be detected.

¢. Find the minimum distance of the code. Can it correct all single errors? If so, show how
the decoding can be done.

d. Find the probability of error-detection failure for the random bit error channel.

Consider the m = 4 Hamming code.

a. What is n, and what is k for this code?

b. Find the parity check matrix for this code.

c. Give the set of liniear equations for computing the check bits in terms of the informa-
tion bits.
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49.

50.

51.

52.

53.

54.
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d. Write a program to find the set of all codewords. Do you notice anything peculiar
about the weights of the codewords?

Show that an easy way to find the minimum distance is to find the minimum number of
columns of H whose sum gives the zero vector.

Suppose we take the (7,4) Hamming code and obtain an (8,4) code by adding an overall
parity check bit.

a. Find the H matrix for this code.

b. What is the minimum distance?

¢. Does the extra check bit increase the error-correction capability? the error-detection

capability?

A (7,3) linear code has check bits given by

b4=b1+b2
b3=b1 +b3
bg = by +bs

b7 = bl + b2 + b3
. Find the H matrix.
. Find the minimum distance.
¢. Find the set of all codewords. Do you notice anything peculiar about the set of code-

words.

(o al ]

An error-detecting code takes k information bits and generates a codeword with 2k + 1
encoded bits as follows:
The first k bits consist of the information bits.
The next k bits repeat the information bits.
The next bit is the XOR of the first & bits.
. Find the check matrix for this code.
. What is the minimum distance of this code?
¢. Suppose the code is used on a channel that introduces independent random bit errors
with probability 1073, Estimate the probability that the code fails to detect an erro-
neous transmission.

o'

A (6,3) linear code has check bits given by

by=b+b,
b5=b1 +b3
bg = by +bs

. Find the check matrix for this code.
. What is the minimum distance of this code?
¢. Find the set of all codewords.

o'

(Appendix 3A). Consider an asynchronous transmission system that transfers a sequence
of N bits between a start bit and a stop bit. What is the maximum value of N if the receiver
clock frequency is within 1 percent of the transmitter clock frequency?

=
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