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1
RATING HYPERMEDIA FOR
OBJECTIONABLE CONTENT

CROSS-REFERENCE TO RELATED
APPLICATIONS

2

AltaVista™, a well-known search engine, has developed
a Family Filter™ in cooperation with SurfWatch™, a com-
pany that pioneered the concept of filtering objectionable
content on the Web. The filter can be applied to either audio,

5 image, and video, or to all content, including text. When the
This application is related to copending patent filter .is tqrncd on, documents that were pre\{iou§ly classified
application, “Automatic Rating and Filtering of Data Files 5 objectionable are prevented from appearing in the search
for Objectionable Content,” filed Aug. 16, 1999, application rf.:sulls. Objectionable content falls into one of five catego-
Ser. No. 09/374,644 which is herein incorporated by refer- ries: Drugs/ Algohol/Tot?acco, Gan‘{bh’ng, Hate Speech,
HiGE. 10 Sexually Explicit, and Violence. A significant drawback to
the Family Filter™ is its lack of flexibility and user input in
FIELD OF THE INVENTION blocking access to sites. For example, some parents may
. . . want to protect their children from exposure to hate speech,
Lhis INVETHion FelaFes generally ta. methiods for rating but not from other types of offensive material. Different
hypermedia for ObJCCtIOI'lab.lC G GaN. el parllcularl}{, 1t 15 users also have different standards for objectionable content
relgtes o mc':thod.s for rating a search result page using within each category. The Family Filter™ has no means for
rafings pfunits wilhin: the; page. accommodating the broad variety of user requirements.
BACKGROUND ART There is a need, therefore, for a method for rating
. . . automatically-generated documents that allows for user
The astronomical growth of lhe Work? Wide Web in the 5 flexibility in the definition of objectionable content.
last decade has put a wide variety of information at the
fingertips of anyone with access to a computer connected to OBJECTS AND ADVANTAGES
the internet. In particular, parents and teachers have found
the internet to be a rich educational tool for children, Accordingly, it is a primary object of the present invention
allowing them to conduct research that would in the past 5 to provide a method for rating a search result page for
have either been impossible or taken far too long to be objectionable content.
feasible. In addition to valuable information, however, chil- It is a further object of the invention to provide a method
dren also have access to offensive or inappropriate that allows for user flexibility in defining objectionable
information, including violence, pornography, and hate- content.
motivated speech. Because the World Wide Web is inher- 30 1( is an additional object of the invention to provide a
ently a forum for unrestricted cont.ent.from any: SOurce; method that can be used for documents containing text,
censoring material that some find objectionable is an unac- audio, or image files.
ceptable solution. The browser determines whether or not to It is another obiect of th i tion t d
: . - ject of the present invention to provide an
d1§ple}y a document by applying a set of user-spemﬁf:d automatic rating method that works with existing manual
criteria. For example, the browser may have access to a list 35 . o i .
i ; . . rating methods and therefore requires minimal system
of excluded sites or included sites, provided by a commer- chitiees
cial service or a parent or educator. Users can also choose to =
receive documents only through a Web proxy server, which SUMMARY
compares the requested document with an exclusion or
inclusion list before sending it to the client computer. 490  These objects and advantages are attained by a computer-
Another method, developed by the Recreational Software implemented method for providing rated hypermedia
Advisory Council (RSAC), provides a detailed rating sys- content, in which the rating represents the degree to which
tem; ratings are stored by the author or content provider in the content is objectionable. The method includes four steps:
a specific format with a document’s meta-information. Cur- generating raw hypermedia content from a set of units,
rent Web browsers can extract the ratings and compare them 45 obtaining content rating vectors associated with each unit,
with user-specified content levels to determine whether or deriving a composite content rating vector for the raw
not to display the document. The user can also set the hypermedia content from the content rating vectors, and
browser not to display pages without a rating. storing the composite content rating vector in the raw
One problem with all of the currently-existing solutions is hypermedia content to produce the rated hypermedia con-
that they cannot keep up with the rate at which Web pages so tent. The units contain data from a set of external data files,
are being added or modified. Currently, both rating sites and ~ and the content rating vectors represent the degrees to which
adding sites to exclusion lists require human labor that is the external data files are objectionable. For example, the
subjective and time consuming. Even if it were possible to units might contain a brief extract from and hyperlink to the
evaluate every new site, there is still no way to apply present ~ eXternal data file. The content rating vectors may be
methods to dynamically created documents, for example, 55 obtained directly from the external files, for example, in the
search result pages. Search engines receive a user query, files” meta-information, or they may be generated automati-
search an index to find applicable documents, and create a cally. Th? exterpal data files may be of any type, including
search result page listing a number of the located documents. text, audio, or image.
The search result page typically includes a title and short Also included in the present invention is a method for
abstract or extract, along with the Uniform Resource Locator 60 providing a rated search result page to a client machine.
(URL), for each retrieved document. The search result page First, a raw secarch result page is generated by a search
itself might have objectionable content in the document engine in response to a search query from the client
summary information, or it might contain hyperlinks to sites machine. The raw search result page consists of a set of units
with objectionable content. One way to address this problem with associated content rating vectors, which represent
is for browsers not to display search result pages at all. 65 degrees of objectionable content. Content rating vectors are

Without search engines, though, internet research is signifi-
cantly limited.

obtained and used in deriving a composite content rating
vector for the raw search result page. The composite content
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rating vector is stored in the raw search result page to
produce the rated search result page, and the rated search
result page is transmitted over a computer network to the
client machine.

4

matching user query 12, a simple keyword search. Each
search result contains summary information 22, which may
include a title and short abstract or extract from the related
Web site, an underlined, hyperlinked portion 24, which

Preferably, the units represent data files or Web pages. For 5 causes the browser to display the related site when clicked,
¥t P - pag and the Uniform Resource Locator (URL) 26 of the related

example, a unit may include a title, summary, first few . ; ;
ds. or URL for a Web page matchine the search quer site. Most search engines allow the user to choose to search
:FS . d,l il be of p«% incl c% ot c? Y- audio, image, or video, and the resulting search results
e aaC ¢s can be of any type, ml(): e mc% eth’ alé.lo’ ?r contain links to Web pages containing the located audio,
;rnage.h (ci)nler%ltl ran.rflghvecﬁors el;re obtaine Tn er dlrecLy 4 image, or video files. Search result page 10 usually contains
rom the aﬁtla ©s, 1 L eZI, a\;iel c;:n prg'vml.ls ytr)?llte » 0T by other information not relevant to the present invention,
aCutolma[tlc t'y ratm[g L elh ata llies orlodJectlonf e g?rgi?' including advertising and other links. In general, the search
dotn ;rll rating }Z.ec lgrs an Iepresent Kegrees 1o 'wiieh the result set contains more sites than fit on one page, and the

ata liles are objectionable. user must request subsequent pages.

The composite content rating vector comprises a set of 15 Search result page 10 clearly shows the problem moti-
zoz)[;l%(i);lenclz’rrlanodneer‘lqlzho?ihm;ngz?;nisri?;wiicflﬁ? a(s::cl;f:ei: vating the present invention. Suppose a child is interested in

P Fomi % ” PO p s gh - learning about the animated Disney deer character, Bambi,
ated with the units. In one embodiment, each component o but does not know that Bambi is a woman’s name commonly
the composite content rating vector is equal to the maximum used in pornography. Of the results on search result page 10,
value of the corresponding components of the content rating 5 Tesults 14 and 16 might be of interest. Search result 18,
Zefto{lﬁ. This is especially useful when the units represent however, contains sexually explicit photographs; search

ata files. . ; b

result 20 is an urban hunting parody, which may not be

The composite content rating vector can be extracted and appropriate for younger users. While not shown in FIG. 1,
read by the client machine. For example, the composite the summary material for these search results may itself
content rating vector stored in a search result page can be 55 contain inappropriate language or images. A parent might
read by a Web browser at a client computer. Depending on want to block access not only to the search result sites, but
preset user limit values defining objectionable content, the also to the summary information contained on search result
browser displays the search result page, or displays a mes- page 10.
sage indicating why the search result page cannot be viewed. The present invention solves the above problem with a

3p computer-implemented method for providing an
BRIEF DESCRIPTION OF THE FIGURES automatically-generated rated search result page, containing

FIG. 1 is a schematic diagram of a search result page as a rating for ob]ectlon‘able C.()[{[SHt. The rating can then. be
known in the prior art. geaddby a browser using existing !echnol(t)lgyhto detcrmmﬁ:,

FIG. 2 is a block diagram of a method of the present a‘se on preseln user contejm setiings, whether or no't the
Hvention for rling ssamh resulf pages 35 search .resull page will be shown to the user. A key feature

X . : . of the invention is that the rating method is automatic, and
l:lllGd 3flls312(1} b210ck diagram of one embodiment of the can be easily integrated into the search engine’s current
method o 2. :
] ) ) procedures for generating search result pages.

FIG. 4 is a block diagram of a method for automatically Apreferred embodiment of the invention is shown in FIG.
rating data files. 40 2. Arated search result page (SRP) 44 will be created from

FIG. 5 is a schematic diagram of a method for deriving a araw search result page 30 containing a set of units 32. First,
composite content rating vector from content rating vectors. raw search result page 30 is generated from a search query

FIG. 6 is a block diagram of a system architecture for ~ (not shown). In step 34, content rating vectors (CRVs) 36
implementing a rating method. associated w1.lh units 32 are obtained. CRVs 36. represent

FIG. 7 is a block diagram of an alternate system archi- %5 degrees of objectionable content. Next, a composite content

. . . rating vector (CCRV) 40 is derived from CRVs 36 in step 38.
tecture for implementing a rating method. - :

FIG. 8 i h e di £ 2 Web L si In step 42, CCRV 40 is stored in raw search result page 30
" " 1; a schematic diagram ol a Web portal site as to produce rated search result page 44, formed from and

nown in ‘the prior art; containing units 32. Finally, rated SRP 44 is transmitted over

DETAILED DESCRIPTION 50 a computer network to the client machine that submitted the
search query.

Although the following detailed description contains Preferably, units 32 represent data files, and CRVs 36
many specifics for the purposes of illustration, anyone of represent degrees to which the data files are objectionable.
ordinary skill in the art will appreciate that many variations For example, search result 14 in SRP 10 of FIG. 1 is a unit
and alterations to the following details are within the scope ss that represents the Bambi Fan Club Web site. It might also
of the invention. Accordingly, the following preferred represent an audio or image file contained in a different Web
embodiment of the invention is set forth without any loss of site. FIG. 3 shows an embodiment of the method in which
generality to, and without imposing limitations upon, the the units represent data files. The steps of FIG. 3 occur
claimed invention. within a search engine 48. Upon receiving a search query 50,

FIG. 1 shows a search result page 10 as known in the prior 60 search engine 48 performs a search (step 52) of its index 53.
art. To obtain a search result page, a user accesses a search Index 53 contains Web site meta-information, including
engine Web site through a browser at a client computer and name, keywords, URL, content rating vectors, and other
enters a query. The search engine automatically generates relevant information. Index creation is discussed in more
the search result page in response to the user query. Search detail below. Search engine 48 locates entries in index 53 for
result page 10 contains a user query 12 (“Bambi,” in the 65 data files 54, 56, and 58 that match search query 50 to create

example of FIG. 1) and search results 14, 16, 18, and 20.
Search results 14, 16, 18, and 20 represent Web sites

a search result set 60, which can be used to generate a raw
search result page (not shown). Data files 54, 56, and 58
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have content rating vectors 59 (shown as “<>" in FIG. 3) that
represent degrees to which the data files are objectionable.
Data files 54, 56, and 58 can be any type of file, including
text, audio, image, video, or a combination of types.

6

file that can be converted into semantic units, provided that
an appropriate rating repository can be created. Data files
containing multiple types of data, for example, audio and
video; can receive separate CRVs for each data type, which

In step 61, search engine 48 derives a CCRV 62 from 5 may then be combined. Using this automatic method, the
CRVs 59. Any suitable method may be used to derive CCRV §earch cngine~ can then create a CRV for every en.try'in its
62; a preferred method will be discussed below. In step 64,  index. When it implements the method of FIG. 3, it simply
search engine 48 produces a rated search result page 66 from ~ obtains the CRV from its index.
search result set 60 and CCRV 62. Rated SRP 66 contains Any content rating scheme may be used for defining
CCRV 62 and units 68a, 68b, and 68c. Each unit represents 10 content rating vectors, depending upon the type of informa-
a data file; for example, unit 68a represents data file 54. tion or objectionable content the user wishes to be alerted of.
CRVs 59 are associated with units 68, but do not rate the The preferred embodiment uses the RSAC on the Internet
units themselves. Finally, search engine 48 transmits rated (RSAC) system developed by the Recreational Software
SRP 66 to a client machine 69 over a computer network. Advisory Council (RSAC) and available at the RSAC Web

A key element of search engine 48 is its index 53. '° site at hitp://www.rsac.org. The RSACI system provides
Associated with search engine 48 is a computer that con- content ratings on a scale of zero to four in four categories:
tinually “crawls” the Web, searching for new or modified nudity, sex, violence, and language. The system produces
Web sites to add to index 53. For each indexed Web site, the ratings tags that are compliant with the Platform for Internet
computer stores various pieces of meta-information, for _ Content Selection (PICS) tag system already in place, and
example, title, summary information, keywords, and URL. 2 that can easily be incorporated into existing HTML docu-
For the present invention, the computer also stores a page’s ments. In a preferred embodiment of the present invention,
content rating vector. In some cases, a Web site to be indexed ~ the CCRV is stored in the search result page by inserting the
already contains a CRV that was stored by the site’s creator, PICS tag into the HTML document header information.
and the computer simply extracts that CRV to add to the FIG. 5 shows one embodiment of a composite content
index. In this case, the CRV is obtained from the data file 2° rating vector (CCRV) 92, in this case an RSACi content
itself. rating vector. CCRV 92 contains a set of components 94, 96,

In most cases, Web sites do not contain CRVs, and the 98, and 100. Each category of the RSACI system is a
computer creating the index must generate a CRV for the site ~ component of CCRV 92: component 94 rates nudity, com-
automatically. An automatic rating method for text files is ,  ponent 96 rates sex, component 98 rates violence, and
illustrated in FIG. 4. Raw data file 70 is parsed in step 72 into component 100 rates language. CCRV 92 is derived from
semantic units 74, which may be words, phrases, or other ~ content rating vectors (CRVs) 90a through 90f associated
text groupings. Parsing text data into words or phrases is a  With units of an SRP. Preferably, each component of CCRV
well-known technique. In step 76, unit content rating vectors 92 is derived from corresponding components Of.CRVS 90.
(UCRVs) 80 are assigned to semantic units 74 using rating 55 For examp.le, language component 100 is derived from
repository 78. Rating repository 78 contains entries and corresponding language components 102 of CRVs 90.
associated content rating vectors. The entries are semantic FIG. 5 also illustrates one method for deriving a CCRV
units similar to semantic units 74 into which raw data file 70 from CRVs for the units. This is the preferred method for the
has been parsed. Each entry in the repository may have embodiment of FIG. 3, in which the units represent data files
numerous associated content rating vectors for different ,, or Web pages. CRVs 90 represent degrees of objectionable
contexts in which the word is used, determined by surround- content of Web pages referred to in an SRP containing
ing words in the text. The index-creation computer searches CCRV 92. Each component of CCRV 92 is equal to the
for entries in rating repository 78 equivalent to semantic maximum value of corresponding components of CRVs 90.
units 74, and then assigns UCRVs 80 accordingly. Any For example, the maximum value of corresponding lan-
system may be used for assigning UCRVs to the semantic 45 8uage components 102 is 3, which occurs in CRV 90d, and
units; the system chosen determines the types of semantic so language component 100 is 3. Remaining components 94,
units, the rating repository, and the method for assigning 96, and 98 are calculated independently in a similar manner.
UCRVs. This method gives the entire search result page the rating of

Next, a CRV 84 is derived for raw data file 70 in step 82. the “worst” search result in each category. Even if only one
Any suitable method for deriving CRV 84 may be used. For 5, result exceeds the user’s browser content settings, a child
example, CRV 84 might be a weighted average of UCRVs should not be able to see the page. The objectionable content
80 or might take into account the fraction of UCRVs with a  ©f one result cannot be mitigated by the presence of other
specific value. CRV 84 may then be stored in raw data file harmless results.

70 in step 86 to produce a modified data file 88 containing The embodiment of the present invention for rating search
CRV 84. Alternately, CRV 84 is not stored in raw data file ss5 result pages may be implemented in a distributed computer
70, but only in the search engine index. system in various ways. FIG. 6 is a block diagram showing

CRVs can also be generated automatically for non-text one potential embodiment. A user of a client browser 130
data files. For audio‘ﬁles, tice recognition software is gsed sends a search query 132 to a search engine 134. Upon
to generate a text file, which can, be treated as described receiving search query 132, search engine 134 performs a
above. ‘Slm{larly, IMAge processing s.oftware. canbe used 10 60 ooy of index 137 in step 136 to generate a raw search
recognize discrete objects within regions of image files. The -sult page 138, Search eneine 134 deri CCRV 144 £
discrete objects are the semantic units. A rating repository Tesuit page - Search engine crives a or
for image files contains discrete objects that can be recog- raw search result page 138 and stores it to Produce rated
nized by the image processing software and associated search result page 142 in step 140. Search engine 134 sends
ratings. UCRVs are assigned to regions of the image, and 65 rated SRP 142 to client browser 130, which uses CCRV 144

then a CRV is derived for the entire image file. In fact, a
content rating vector can be generated for any type of data

to determine whether or not to display SRP 142 to the user.
In step 146, client browser 130 compares CCRV 144 with
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preset user limit values 148. If one component of CCRV 144
is greater than the corresponding preset user limit value 148,
client browser 130 does not display SRP 142 (step 150).
Alternately (step 152), it does display SRP 142.

8
files, all of which have known content. Rather than manually
rating the entire composite page, which would be possible,
the user can have a computer automatically rate the com-
pleted page based on the individual ratings for the units.

S

In an alternate embodiment shown in FIG. 7, the decision It will be clear to one skilled in the art that the above
to display the search result page is made by the search embodiments may be altered in many ways without depart-
engine rather than by the browser. In this case, client ing from the scope of the invention. For example, in addition
browser 160 sends both search query 162 and preset user 19 to deriving a composite content rating vector, the search
limit values 164 to search engine 165. As before, search engine might also remove objectionable search results, if it
engine 165 performs a search (step 166) of index 168 to has the preset usr limit values. The search engine may also
create raw search result page 170. It then derives a CCRV be able to obtain the preset user limit values without having
176, which it stores to produce a rated search result page 174 |5 them sent by the user with a search query. Accordingly, the
in step 172. In step 178, search engine 165 determines scope of the invention should be determined by the follow-
whether or not to send rated SRP 174 to client browser 160 ing claims and their legal equivalents.
by comparing CCRV 176 with preset user limit values 164. What is claimed is:

If one component of CCRV 176 is too high (step 180), s 1. A computer-implemented method for providing an
search engine 165 does not send SRP 174, instead sending automatically rated search result page to a client machine,
an explanation of why it cannot send the page. Alternately said method comprising the steps of:
(step 182), it does send SRP 174, and client browser 160 . .

. i N . a) automatically generating a raw search result page from
displays the page (step 184), because its rating is necessarily c oy . P

.. 25 a search query of said client machine, wherein said raw
below preset user limit values 164. ¥ :
search result page comprises a set of units;

The present invention also includes a method for provid- b) obtaining content rating vectors associated with said
ing rated hypermedia content. Raw hypermedia content is units, wherein said content rating vectors represent
generated from a set of units, and the units contain data from 5, degrees of objectionable content;
external data files of any type, including text, audio, image, ¢) deriving a composite content rating vector for said raw
or a combination. Each unit contains content from a unique search result page from said content rating vectors;
external data file. As used here, the term “external” refers to d) storing said composite content rating vector in said raw
being external to the hypermedia content only. The external i search result page to produce said rated search result
files may be stored in the same computer as the hypermedia page; and
content, or on a different computer. Content rating vectors e) transmitting said rated search result page over a com-
are associated with the external data files and represent puter network to said client machine.
degrees to which the external data files are objectionable. A 2. The computer-implemented method of claim 1,
CCRV may be derived for the raw hypermedia content from 40 wherein said units represent data files, and said content
the CRVs as described above for search result pages. The rating vectors represent degrees to which said data files are
derived CCRV is stored in the raw hypermedia content to ~ Objectionable.
produce rated hypermedia content. 3. The computer-implemented method of claim 2,

) 45 wherein said data files are selected from the group consisting

FI?. 8 sil;;;vs olne examplil of hypermedull)contejn, a VZVEB of text, audio, and image files.

ortal site as known in the prior art. Web portal site . :
P b 1_ : f—p ! p pr s I; y ! , 4. The computer-implemented method of claim 2,
g.at Crs 10 'ormat'lon. rom and contains hyperlinks lO‘Ot er wherein said content rating vectors are obtained from said
sites, and is periodically updated to reflect changes in the data files
5 5 . 50 .
hyper.hnked sites. A u§er ha.s set up site 200 to gather ne\x.fs 5, The compuicr-implementcd method of claim 2,
headlines 202, a movie review 204, the weekly top music . . - .
X X . 7. wherein said content rating vectors are obtained by auto-
single 206, and other information 208. In addition to text . . . - -
; X . matically rating said data files for objectionable content.
data, site 200 also has an image file 210, an audio file 212, R .
R e X ; X 3 6. The computer-implemented method of claim 1,
and a video file 214. Each individual piece, including links 55 L . . .
R . wherein said composite content rating vector comprises a set
to other Web sites, has a content rating vector, or can be . . .
. ) of components, wherein each component in said set of
automatically rated to produce a content rating vector. The . . .
X N i . A components is derived from corresponding components of
derived composite content rating vector is stored in portal . .
e 200. 1t i ite Tikelv that video file 214 and audio fil said content rating vectors.
stte 209, 1 1S quite lkely that video Tie and audo e gy 7. The computer-implemented method of claim 6,
212 will have some objectionable content, and the derived . . . .
. wherein each component of said composite content rating
CCRYV reflects this. . . . .
vector is equal to a maximum value of said corresponding

In the example of FIG. 8, the user specifies what infor- components of said content rating vectors.

mation and links will appear on the site, but does not know .5 8. A computer-implemented method for providing auto-

the exact content of the site until it is created. Alternately, a
user can create a document by combining text with various

matically rated hypermedia content, said method comprising
the steps of:
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a) automatically generating raw hypermedia content from
a set of units, wherein said units contain data from a set
of external data files;

b) obtaining content rating vectors associated with said
external data files, wherein said content rating vectors
represent degrees to which said external data files are
objectionable;

¢) deriving a composite content rating vector for said raw
hypermedia content from said content rating vectors;
and

d) storing said composite content rating vector in said raw
hypermedia content to produce said rated hypermedia
content.

9. The computer-implemented method of claim 8,

wherein said external data files are files selected from the
group consisting of text, audio, and image.

15
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10. The computer-implemented method of claim 8,
wherein said content rating vectors are obtained from said
external data files.

11. The computer-implemented method of claim 8,
wherein said content rating vectors are obtained by auto-
matically rating said external data files for objectionable
content.

12. The computer-implemented method of claim 8,
wherein said composite content rating vector comprises a set
of components, wherein each component in said set of
components is derived from corresponding components of
said content rating vectors.

13. The computer-implemented method of claim 12,
wherein each component of said composite content rating
vector is equal to a maximum value of said corresponding
components of said content rating vectors.
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