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SYSTEM & METHOD OF MODIFYING 
RANKING FOR INTERNET ACCESSIBLE 

DOCUMENTS 

RELATED APPLICATION DATA 

0001. The present application claims the benefit under 35 
U.S.C. 119(e) of the priority date of Provisional Application 
Ser. No. 60/826,019 filed Sep. 18, 2006 which is hereby 
incorporated by reference herein. 

FIELD OF THE INVENTION 

0002 The present invention relates to generally to elec 
tronically searching sets of documents and more particularly 
to influencing search engine result rankings of documents, 
especially by authors of Such documents. 

BACKGROUND 

0003. Where information is stored in highly structured 
forms, searching follows well-defined rules. For example, if 
information about customers is stored in an orders database 
with each unique customer assigned a unique customer 
number and each unique item assigned a part number, 
identifying all of the customers who ordered a particular 
item can be found by issuing a command to a database 
manager of the form “table-orders with item-ID-item 1 
output customer-ID. However, where information is not as 
structured, searching is doable, but is more complex. 
Searching is essential where the user cannot be expected to 
review the entire set of information looking for what is of 
interest. 
0004 For example, the information might be in the form 
of unstructured documents. There are many well-known 
techniques for searching a corpus of documents, where a 
corpus is some defined set of units of information each 
referred to as a "document'. A common approach is to index 
the corpus to arrive at a reverse index indicating where each 
word (with “stop words often omitted) is stored with a list 
of which documents (and possibly locations in those docu 
ments) contain the word. A search engine then accepts 
queries from users (which can be human users using an input 
device or might be a computer or automated process Sup 
plying the queries), consults the index and returns a result set 
comprising one or more "hits’, wherein a hit is a document 
in the corpus that is deemed responsive to the query. The 
result set might comprise the documents themselves, Sum 
maries of the documents, and/or references or pointers (such 
as URLs) to the documents. 
0005 Of course, an ideal search engine only returns 
documents that are in fact responsive to the query, but a 
search engine cannot always be perfect and thus may return 
hits that the search engine deems are responsive to the query 
(i.e., match the request represented by the query), but are 
not, in the user's opinion, responsive. In some instances, the 
search engine returns a result set that is exactly responsive. 
For example, where the query is a Boolean expression 
“world AND facts BUT NOT weather” and the index is fully 
up-to-date, a search engine can return exactly the result set 
of all documents having the words “world' and “facts” that 
do not also have the word “weather in them. Unfortunately, 
search engines that are limited to strict Boolean queries are 
not that useful where there are large numbers of documents, 
created in an uncontrolled fashion without a “clean up' 
process in advance of indexing. Furthermore, users often 

Mar. 20, 2008 

prefer to provide less structured queries, leaving the search 
engine to compute possible intents and alter search results 
accordingly. As just one example, if there were a document 
labeled “world fact” and did not mention weather, the 
above-mentioned search engine would miss that document, 
as it was only looking for the exact string “facts'. 
0006. In the general case, searching involves receiving a 
search query, which might be a string of text or a more 
structured data object, possibly adding in modifiers from 
context, such as user demographics, time of day or previous 
queries, determining from that query object a set of docu 
ments from a corpus of documents that are deemed to match 
the query and returning a result set (or part of a result set if 
the set is too large). 
0007. One heavily searched corpus is the collection of 
documents stored on servers accessible through the Internet 
(a global internetwork of networks) and/or similar networks. 
The documents might be accessible via a variety of proto 
cols (HTTP, FTP, etc.) in a variety of forms (images, HTML, 
text, structured documents, etc.). This particular corpus 
presents several difficulties. For one, the number of docu 
ments is not known, as there is no central authority that 
tracks the number of servers and the documents stored on 
those servers. For another, those documents are constantly 
changing. Yet another difficulty is that there are a large 
number of documents. With so many documents available, 
a typical result set is larger than would be of interest to a 
typical user. For example, in response to the query “recent 
sports scores', a search engine with a respectable index 
would return a results set of several hundreds of thousands 
of hits. Thus, a typical result set can be assumed to be too 
large for its entirety to be of use to the user. 
0008. A user cannot be expected to review hundreds of 
thousands of documents in response to a search query. As a 
result, the typical search engine will return only a small set 
(e.g., four, ten, a page full, one hundred, etc.) of results and 
provide the user the ability to examine more hits than just the 
initial set, such as by pressing a button or scrolling down. 
Since users may except to find an acceptable hit in the first 
page of search results, it is good for a search engine to be 
able to rank the hits and present the hits deemed most 
relevant first. The result set might also be filtered using filter 
criteria so that some documents that would otherwise be part 
of the result set are eliminated. 

0009. With ranking done before display of a result set, the 
ranking ensures that the higher rated documents are pre 
sented first. This process leads to the question of what 
constitutes a high ranking. Naturally, if someone has set up 
pages for an e-commerce site and hopes to bring in large 
amounts of traffic, they would consider that their pages are 
the highest rated or should be the highest rated, regardless of 
searcher intent. By contrast, searchers who are not searching 
in order to make a purchase transaction would actually 
consider Such pages to be quite irrelevant and would want 
those pages ranked lower. Thus, different entities have 
different views of how documents in a result set are ranked. 

0010 Some businesses known as “search engine opti 
mizers” or SEOs offer a service wherein they advise their 
customers how to increase the rankings of the customer's 
web pages, to increase visibility of those pages among 
searchers in hopes of increasing traffic and therefore sales. 
Some less than honorable SEOs might advise the use of web 
spam techniques, wherein false or misleading information is 
placed in the path of a search engine's crawler that would 
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fool the search engine into thinking that the customers web 
pages are more important than they really are, in hopes of 
being ranked higher. One approach to up-ranking pages is to 
add irrelevant words to invisible portions of a web page to 
ensnare more search queries. Another approach is to create 
a large number of dummy pages (often collectively referred 
to as a “web spam farm') that all mention a target page in 
hopes that a search engine, noting all of those mentions, will 
up rank the target page. 
0011. In the face of the techniques, and since the typical 
patron of a search engine wants results unbiased by the 
efforts of SEOs and those who would artificially increase 
their rankings, search engine operators try to counter those 
efforts. Some have set up automated systems to detect this 
artificial inflation of rankings (sometimes referred to as 
“web spam'). Search engine operators do have manual 
intervention, for example, if someone complains that some 
one is generating web spam or that their own pages are being 
unfairly down ranked, but the operators have limited capac 
ity and often are not focused on these requests. 
0012. The corpus used in these examples is the set of 
documents available over the Internet, a subset of which are 
hyperlinked documents collectively referred to as the 
“World Wide Web” or just the “Web”. Where the documents 
are pages of the Web, typically formatted as HTML docu 
ments, they might also be referred to as pages or Web pages. 
0013 Matching, such as to bring a page into a result set, 

is according to operating rules of the search engine. For 
example, where the search engine allows for fuZZy searches, 
a query for pages containing “world' and "soccer and 
“scores” and 2006 might include pages that do not strictly 
contain all of those words. Other search engines might only 
return pages that have all of those words or synonyms of 
those words. 
0014 Some limited attempts to solve this problem have 
been mentioned in the prior art. For instance in a blog found 
at www(dot)nicklewis(dot).org/node/335 titled Nick Lewis. 
The Blog the author speculates that certain content was 
added intentionally in posting by a third party for the 
purpose of causing a search engine (Google) to punish the 
rank rating for the page. An online article entitled “Compa 
nies subvert search results to squelch criticism' available at 
www(dot)or(dot).org/or/stories/050601 glaser? contains a 
similar description of Such behavior, including instances 
where positive pages are created to try and boost rankings. 
In this example the author, because he had direct control 
over the content of the blog, was able to directly remove the 
offending materials and avoid the search engine "downgrad 
ing. 
0.015 Nonetheless there is a need to better overcome the 
shortcomings of the prior art. 

SUMMARY OF THE INVENTION 

0016. An object of the present invention, therefore, is to 
reduce the aforementioned limitations of the prior art. 

DESCRIPTION OF THE DRAWINGS 

0017 FIG. 1 illustrates a page modification process 
implemented in accordance with an exemplary embodiment 
of the present invention. 

DETAILED DESCRIPTION 

00.18 Embodiments of the present invention can be used 
to down rank target pages out of existence or effectively out 
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of existence when their authors want those pages to become 
less prevalent by, in effect, causing search engines to treat 
those pages as web spam even though the pages are not. 
Since the typical search engine's web spam filter (which 
might operate by down ranking web spam pages or filtering 
them out of results altogether) is an automated process, 
authors can have their obsolete pages down ranked or 
filtered without having to rely on a search engine operators 
manual procedures or the cooperation of a web site content 
manager (i.e., such as a social networking site operator, a 
blogger, etc.). 
0019. There are many reasons why an author would want 
pages to "disappear.” The web pages might be obsolete. 
They may refer to products no longer offered by the author. 
This is often the case where a programmer creates a pro 
gram, creates web pages to sell copies of the program to 
others, and then decides to stop maintaining the program and 
stop offering it for sale. However, if those web pages remain 
in search engine results, the programmer might continue to 
get calls about the program when the programmer does not 
want to be involved anymore. A web author can simply 
delete the desired pages from the author's web site or 
presence, but often search engines will maintain copies of 
the pages in their caches and/or continue to reference a 
deleted page in its index. It will be apparent to those skilled 
in the art that other “stale' business information (such as 
terminated phone numbers, old addresses, discontinued 
products, etc.) can be deemphasized and retired in this 
fashion. 

0020. Another reason to remove a page from results 
pages is if the author has changed positions on an issue or 
does not have the same ideas as when his or her pages were 
created. For example, if the author at one time took a 
particular position on a political issue but over time changed 
to the opposing position, the author would not want pages 
representing the author's earlier views to persist. This can be 
of particular interest to job-seekers. If, for example, a job 
seeker had posted embarrassing web pages of the job 
seeker's past and much later applies for a job with an 
employer known to search for job seekers' web pages, the 
employer might get the wrong impression of the job seeker 
from outdated, possibly unflattering web pages. 
0021 Possibly another reason to want to down rank 
pages is because the page contains personal information 
unwittingly posted that a person wants removed. For 
example, if a user's e-mail address was unintentionally 
posted on a web page such that it could lead to an increase 
in e-mail spam driven by spammers who harvest e-mail 
addresses from web pages, the user would want Such pages 
to be made unavailable to spam crawlers. 
0022. Often it is difficult to obtain search engine operator 
or other web site manager cooperation. The search engine 
operator may simply be slow or unwilling to remove a target 
page from its index. In some cases, the search engine 
operator might have onerous requirements for proving a 
requester's right to have a page removed from their index. 
Also, many search indices have an inherent lag between 
when something changes and it is reflected in the index. 
0023 These difficulties can be overcome with embodi 
ments of the down ranking system and methods described 
herein. Such tools would allow individuals and businesses to 
selectively target and remove potentially offensive personal 
or other content accessible over the Internet. This is appli 
cable to other networks and corpuses, but is especially useful 
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with the Internet because almost anyone can add content to 
the collection of documents available over the Internet and 
almost anyone can access and/or search for Such documents. 
0024 Search engines often have automated web spam 
detections. Examples are described in Fetterly et al., “Spam, 
Damn Spam, and Statistics—Using Statistical Analysis to 
Locate Spam Web Pages'. Seventh International Workshop 
on the Web and Databases (WebDB 2004), Jun. 17-18, 2004, 
Paris, France (currently available at http://research (dot)mi 
crosoft(dot).com/users/najork/webdb2004.pdf), Metaxas et 
al., “Web Spam, Propaganda and Trust', AIRWeb2005, May 
10, 2005, Chiba, Japan (currently available at http://airweb 
(dot)cse(dot).Lehigh (dot)edu/2005/metaxas.pdf), Ntoulas et 
al., “Detecting Spam Web Pages through Content Analysis’, 
WWW 2006, May 23-26, 2006, Edinburgh, Scotland (cur 
rently available at http://research (dot)Microsoft(dot).com/ 
research/sv/sv-pubs/www2006.pdf). These systems gener 
ally work by examining a variety of factors, including the 
actual content of web pages, their linking behavior, or their 
rate of change, to name a few. Other techniques are also 
known. 
0025. Some systems are further specialized for finding 
larger collections of spam pages which are used to artifi 
cially boost the rating of a target page with outbound links. 
See, e.g., Wu et al., “Identifying Link Farm Spam Pages', 
Proceedings of the 14th International WWW Conference 
(2005) (currently available at http://www(dot)cse(dot).Le 
high (dot)edu/-brian/pubs/2005/www/link-farm-spam.pdf) 
and EP Application No. 1 517 250 by Najorc entitled 
“Improved Systems and Methods for Ranking Documents 
Based Upon Structurally Interrelated Information' to name 
a few. Generally, these systems work by examining linking 
behavior exhibited by a target set of pages and if their 
linking exceeds a certain threshold, the entire collection is 
identified as a “link farm' or "spam farm.’ 
0026. In embodiments of the present invention, pages are 
eliminated from view by intentionally imbuing them with 
spam characteristics so that the conventional search engines 
will identify/treat them as spam, and thus compute? down 
grade their relevance in response to a query. In other words, 
if a majority of web pages which match the content “Mary 
Smith' and contain a photograph are earmarked or classified 
as spam, the search engines are unlikely to retrieve Such 
pages and associated content in response to a query. 
0027. In this respect, therefore, a down ranking system as 
described herein attempts to convince the search engine, in 
an automated fashion using existing features and side effects 
of the search engine, that the pages in question are untrust 
worthy, undesirable, and therefore should not be indexed in 
the first place or retrieved in response to a query. Thus, the 
combination of known spam content/sites and very accurate 
classification schemes of search engines can be exploited to 
the advantage of persons wishing to modify/reduce the 
visibility of certain target content/pages. 
0028 FIG. 1 illustrates an example of a web page modi 
fication process 100 employed in the present invention that 
is adapted for modifying a ranking of a target page. 
0029. At step 110, the target page, term or content is 
identified. In the latter case, a search can be conducted at 
step 120 to locate and identify a set of target pages which 
contain the terms/content to be neutralized or downgraded. 
0030. During step 120 a nominal search engine ranking is 
determined for the page or term/content. This can be done in 
any conventional fashion, including simply by performing 

Mar. 20, 2008 

queries directed to the target pages/content, and monitoring 
search results including placement of Such pages within 
retrieved results, highlighting of offending content, etc. Note 
that in some instances a search engine operator provides 
tools for estimating or determining the actual perceived 
ranking value of a particular page to a search engine, and this 
value can also be measured as well if desired. 
0031. At step 140 the ranking of the page(s) are adjusted 
using a variety of conventional techniques. As noted above, 
the identity of link farms are well-known; thus, an operation 
150a can be performed to provide a significant number of 
inbound links to the page in question from one or more of 
Such spam farms. Note that as the invention becomes more 
prevalent in use some link farm operators may in fact 
promote aspects of their operations as page “black holes' or 
'page sinks' for the purpose of fooling search engines. In 
Some instances it may be more desirable for an entity to 
develop and cultivate a set of dedicated black holes or page 
sinks of its own, to reduce costs, improve control, greater 
convenience, etc. 
0032. Other options of course, include adding spam con 
tent links at other sites (such as at blogs and the like) at 150b 
so that the search engine will detect the same and downgrade 
the page for this reason as well. 
0033 Moreover if the user still has access to the page in 
question, there are other things he/she can do, including 
severing “good links as shown in 150d. By removing 
inbound/outbound links at the page, the search engines again 
typically will reduce a relevance of such page. Similarly at 
150c, a user can sometimes directly include spam in a page, 
or make it spam-like by frequent content changes, to trigger 
a negative reaction by a search engine. Another option 
would be to add or change outbound links to other known 
spam pages as shown in 150f on a frequent basis. 
0034. Again, any known trigger or signature used by 
search engines to identify a page as spam can be employed 
in the present invention, and those skilled in the art will 
appreciate that such systems will evolve over time to iden 
tify spam in new ways not contemplated to date. 
0035. At step 160 the ranking of the page is estimated 
and/or measured again, in a manner similar to that explained 
above during step 130. One side effect, of course, is that the 
actual ranking of a page or pages may in fact go up for 
awhile until the search engines identify and classify the page 
as spam. Nonetheless given the increasing rate of indexing 
of Such systems, it is likely that improvements can be seen 
in a matter of a few weeks. The invention can be combined 
with other conventional techniques as well to neutralize 
offending/target web pages. 
0036. At step 170 the system determines if the page has 
been reduced below a threshold target. The latter for 
example may be as simple as determining whether the pages 
shows up in a first entry screen of search results directed to 
specific key words, terms or content. Alternatively as noted 
earlier the pageranking or other visible metric may be 
examined to see if it is below the desired value (i.e. on a 
scale of 0-10). Other examples will be apparent to skilled 
artisans. The process is repeated until each page in the 
identified page set is treated effectively to make it as 
spam-like as feasible. 
0037. It will be appreciated that the types of systems 
which can embody the present invention can include a 
variety of conventional hardware platforms known in the art, 
including data processing equipment and computers with a 
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wide range of computing/storage resources and capabilities. 
Accordingly, the details of Such Software and hardware 
implementations are not material except as discussed herein 
with reference to specific aspects of the invention, and they 
will vary significantly from application to application based 
on a desired performance. 
0038 Finally, while not explicitly shown or described 
herein, the details of the various software routines, execut 
able code, etc., required to effectuate the functionality dis 
cussed above are not material to the present invention, and 
may be implemented in any number of ways known to those 
skilled in the art based on the present description. 
0039. Other benefits will be apparent to those skilled in 
the art. 
0040. It will be understood by those skilled in the art that 
the above is merely an example of an ad delivery system/ 
method and that countless variations on the above can be 
implemented in accordance with the present teachings. A 
number of other conventional steps that would be included 
in a commercial application have been omitted, as well, to 
better emphasize the present teachings. 

What is claimed is: 
1. A method for causing a search engine to down rank a 

target page designated by a first party, wherein the search 
engine is not managed or operated by the first party and 
wherein the search engine includes logic to identify a result 
set of pages selected from a corpus of pages that are deemed 
responsive to an input query and includes logic to rank at 
least some of the result pages of the result set, wherein the 
ranking is used perform one or more of ordering presenta 
tion of Some of the pages of the result set and filtering out 
Some of the pages of the result set, the method comprising: 

identifying a target page to be down ranked; 
taking an action to make the target page less accessible 

than it was before taking the action; and 
modifying at least one of a related page and a related 

server to make the target page appear to a search engine 
to be web spam. 

2. The method of claim 1, wherein taking an action 
comprises deleting the target page from a server that served 
that target page. 

3. The method of claim 1, wherein taking an action 
comprises setting permissions for the target page one a 
server that served that target page to one or more of a 
permission that prohibits serving the page to requestors and 
a permission that prohibits a search engine from indexing 
the page. 

4. The method of claim 1, wherein modifying comprises 
creating additional pages on the related server wherein each 
of the additional pages links to the target pages and wherein 
the additional pages are substantially similar enough that a 
search engine that tests for artificial similarity would deem 
those additional pages to be similar enough to constitute web 
Spam. 

5. The method of claim 1, wherein said method is imple 
mented as one or more software routines executing on a 
SeVe. 

6. A method of modifying search results of a search 
engine comprising: 

(a) identifying a first target page, wherein said first target 
page has a first ranking used by the search engine in 
responding to queries directed to a target term; 

(b) identifying one or more spam pages; 
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(c) causing said one or more spam pages to create links to 
said first target page; 

(d) repeating any of steps (b) and/or (c) until said first 
ranking used by the search engine is reduced below a 
target threshold. 

7. The method of claim 1, wherein prior to step (b) a first 
query directed to said target term causes the search engine 
to present a set of top N results which includes said first 
target page, and after step (d) said first target page does not 
appear within said set of top N results. 

8. The method of claim 6 wherein said target term is a 
proper name. 

9. The method of claim 6, wherein said spam pages are 
determined automatically by a search engine spam filter 
routine. 

10. The method of claim 6, further including a step: 
repeating steps (a) to (d) for a set of second target pages 
which appear in a set of search results presented by the 
search engine in response to a query to said target term. 

11. The method of claim 6 further including a step: 
generating a set of spam pages to be used during step (c). 

12. A method of modifying search results of a search 
engine comprising: 

(a) identifying a first target page, wherein said first target 
page has a first ranking used by the search engine in 
responding to queries directed to a target term; 

(b) altering said first target page to render it into a page 
classifiable as spam by said search engine; 

(c) repeating step (b) as needed until said first ranking 
used by the search engine is reduced below a target 
threshold. 

13. The method of claim 6, wherein step (b) includes 
adding Substantive content material to said first target page. 

14. The method of claim 6 wherein step (b) includes 
removing links from said first target page known to enhance 
a page ranking. 

15. The method of claim 6 wherein step (b) includes 
adding links to said first target page known to reduce a page 
ranking. 

16. The method of claim 12 further including a step: 
generating a set of spam pages to be linked to by the first 
target page. 

17. A method of modifying search results of a search 
engine comprising: 

(a) selecting a first search engine; 
(b) automatically determining a first set of one or more 
spam pages classified by the first search engine as 
Spam, 

(c) identifying a first target page, wherein said first target 
page has a first ranking used by the search engine in 
responding to queries directed to a target term; 

(d) automatically causing said first target page to be 
associated with said one or more spam pages over a first 
time period so as to cause a change in said first ranking 
for said target term which exceeds a target threshold. 

18. The method of claim 17 further including a step: 
ranking said first set of one or more spam pages so as to 
determine a most effective ranking sink for said first target 
page for said target term. 

19. The method of claim 17 further including a step: 
determining said first target page by identifying one or more 

American Airlines/Hilton, Ex. 1022, p.6 
American Airlines/Hilton v. R2 Solutions 

IPR2023-00690



US 2008/007 1773 A1 Mar. 20, 2008 

pages containing multi-media data including image data 20. The method of claim 19 wherein said one or more 
associated with at least one of an individual, a company, pages include Social networking site web pages. 
and/or a product. k . . . . 
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