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Attorney Docket No.: 6890-106-PROV

SYSTEM FOR DETECTING AND BLOCKING SOFTWARE EXPLOITS

FIELD
Methods and systems to prevent software exploits from installing malicious

software into a computer system are provided.

SUMMARY
A custom DLL is loaded into the memory space of every monitored process. This
component intercepts the following operating system APIs: NtAllocateVirtualMemory,
NtProtectVirtualMemory, NrCreateProcess, NtCreateProcessEX, LdrLoadDII.
When unidentified code tries to allocate/mark a new executable page of memory
which is not related to any valid process module, the custom component monitors these
newly allocated memory regions and prevents any attempted execution of

NtCreateProcess/NtCreateProcessEX/LdrLoadDIl APIs.

DETAILED DESCRIPTION

Introduction

Embodiments of the present disclosure provide a SafeSide anti-exploit
technology. This technology is to prevent exploit code from being executed. The main
idea behind the technology is to monitor process control flow in order to detect any
suspicious behavior. Unlike other technologies, SafeSide doesn’t try to prevent that an
exploit starts its own code, but rather it prevents that the exploit execute its shellcode.
That is, suppose that the exploit was able to hijack the normal code flow execution of the
process toward a zone of memory where the exploit code stands. The exploit may try to
launch e.g. a new process by invoking the CreateProcess API. By analyzing the
characteristics of the memory space where the function was called, SafeSide can
determine whether an exploit attempted to execute its own code or if it’s the normal
behavior of the application code.

The action of calling a system API like “CreateProcess”, from a low level
perspective, involves the presence of a particular set of assembly instruction, such as

CALL, inside the process memory. Once the CALL instruction is reached, the code flow

Trend Micro, Inc.
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of the program starts to follow a chain of functions which will lead to the lowest level
user mode function, NtCreateProcess, before transitioning to Kernel Mode. In order to
reach the goal of starting a new process, the complete execution stack starting from the
shellcode down to NtCreateProcess has to be executed.

The solution is to hook the lowest level user mode function (NtCreateProcess) and
then walking up the call stack until the first function of the chain is reached. Once
reached, the address from where the call sequence has started is located and the
characteristics of that particular memory region is retrieved via VirtualQuery system API.
Generally, a non-malicious call always starts from a range of pages marked as

MEM _IMAGE which is a zone of memory containing module execution code.

Cache

SafeSide cache is a component of the technology, and is implemented as a linked
list of nodes. A new node may be added any time the system services routines
NtAllocateVirtualMemory or NtProtectVirtualMemory are invoked.
SafeSide intercepts routines call using Microsoft Detours hooking library.

Each node entry stores specific data about a memory region monitored, and it has

the following structure:

typedef struct MEM CACHE_ENTRY {

BOOL used;

DWORD tickTime; // node time stamp
DWORD address; // starting address
DWORD size; // size of address space

DWORD oldProtection; // memory protection before ...
DWORD newProtection; // memory protection after ...

y MEM CACHE ENTRY, *PMEM CACHE ENTRY;

Trend Micro, Inc.
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NtAllocateVirtualMemory

This routine is invoked in order to reserve, commit, or both, a region of pages
within the user-mode virtual address space of the process. A new node is created if the
memory is allocated as PAGE_ EXECUTE _READWRITE in a non MEM_IMAGE

region.

NtProtectVirtualMemory

This routine is invoked in order to change the protection on a region of committed
pages of the virtual address space of the process. A new node is created if the memory
protection of a non MEM_IMAGE region is changed to
PAGE EXECUTE READWRITE.

Monitored Functions

The following functions are hooked and monitored:

- NtCreateProcess
- NtCreateProcessEx

- LdrLoadDll

These functions are the most common used by any exploit which attempts to start
a new process or to load a malicious DLL into the process memory. Anytime one of these
functions is invoked, a stack walk is made through the call chain (as explained in the

introduction) in order to get the address from where the call has started from.

Trend Micro, Inc.
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Fig. 1 - SafeSide hooking logic

Stack Walk
Each time one of the functions listed before is invoked, the first step is to get the
value of the EBP register. EBP contains the address of the stack frame for the called

function. On 32bit processes the stack frame has the following structure:

typedef struct STACK ENTRY {

_STACK_ENTRY* precFp;
DWORD retAddr;

} STACK_ENTRY, *PSTACK ENTRY;

Trend Micro, Inc.
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The precFp is a pointer to the previous STACK _ENTRY structure of the callee
function. The retAddr is the address where the control flow must continue after the called
function has completed.

The unique concept is to go back through the stack entry chain until the initial
caller’s stack frame is reached.

A list of conditions must be satisfied for each stack entry found during the stack walk:

both, precFp and retAddr, must be valid accessible addresses (verified via system

APIs VirtualQuery() and TestVirtualMemoryAccess()).

if these addresses are valid, then the previous 10 bytes before the retAddr address
are parsed, searching for a CALL assembly instruction. Every time a CALL
instruction is executed, a new stack frame is created and the return address is
always set with the value of the address of the instruction following the CALL op-

code.

The address’s first call address is the one present in the last valid stack entry.

Trend Micro, Inc.
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Fig. 2 - Stack Walk flow chart

Address Control

Once the address of the first caller function is reached, the following checks are

made:

1. If the address is relative to a memory region which is not marked as executable
(flags PAGE_EXECUTE, PAGE_EXECUTE READ,
PAGE _EXECUTE READWRITE or PAGE EXECUTE WRITECOPY), then
the call is suspicious. This check is almost like to the Data Execution Prevention

(DEP) feature.

2. If the address is found in a cache entry, then the call is suspicious. Every entry
present in the cache structure represents a part of memory that has been recently
allocated with the flag EXECUTE, thus a potential piece of memory that could

host malicious code. If SafeSide intercepts a call to NtCreateProcess /

Trend Micro, Inc.
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NtCreateProcessEx / LdrLoadDIl from one of such entries, it automatically marks

this behavior as suspicious and potentially malicious

If the page region was allocated as executable AND the address is not in any
cache entry, then the address is suspicious. The reason is that the cache monitors
all memory allocations, and if the address is not in cache it means that the exploit
was able to allocate memory bypassing the NtVirtualAllocateMemory API (for
instance by directly calling the kernel functions through SYSENTER/INT 2E).
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Fig. 3 - SafeSide security checks
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What is claimed is:

1. A method for detecting and blocking software exploits, comprising:

monitoring a memory space of a process;

detecting an attempt by unidentifiable code to allocate a new executable page of
memory;

monitoring the allocated new executable page of memory;

determining an address of a first caller function;

marking behavior as suspicious if at least one of: 1) the address of the first caller
is from a region that is not marked as executable; 2) the address of the first caller is found
in a cache entry; or 3) the page of memory was allocated as executable and the address of

the first caller is not found in any cache entry.

Trend Micro, Inc.
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ABSTRACT
This system is designed to protect, using a generic approach, any process
executed by the operating system from being exploited through source code
vulnerabilities. The system hooks specific system APIs to correctly profile execution
behavior, specifically looking for attempts from unknown code in memory to allocate
chunks of memory for code execution and execute new processes/load deferred code

from there.
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Address 2

City Sassoferrato (AN) | State/Province |
Postal Code 60041 | Country i IT

Remove
Inventor 3

Legal Name
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Application Data Sheet 37 CFR 1.76 —
Application Number

Title of Invention SYSTEM FOR DETECTING AND BLOCKING SOFTWARE EXPLOITS

Prefix| Given Name Middle Name Family Name Suffix
Benedetto Voltattorni
Residence Information (Select One) () US Residency  (8) Non US Residency () Active US Military Service
City  |s.Benedetto del Tronto (AP} Country of Residence i IT

Mailing Address of Inventor:

Address 1 Via Capriotti 1
Address 2
City S. Benedetto del Tronto (AP) | State/Province |
Postal Code | 63074 | Country i IT

All Inventors Must Be Listed - Additional Inventor Information blocks may be
generated within this form by selecting the Add button.

Add

Correspondence Information:

Enter either Customer Number or complete the Correspondence Information section below.
For further information see 37 CFR 1.33(a).

[ ] An Address is being provided for the correspondence Information of this application.

Customer Number 22442

Email Address srlaw@sheridanross.com | AddEmail | [Remove Email

Application Information:

Title of the Invention SYSTEM FOR DETECTING AND BLOCKING SOFTWARE EXPLOITS
Attorney Docket Number| 6890-106-PRCV Small Entity Status Claimed

Application Type Provisional
Subject Matter Utility
Total Number of Drawing Sheets (if any) 0 Suggested Figure for Publication (if any)

Filing By Reference:

Only complete this section when filing an application by reference under 35 U.S.C. 111(c} and 37 CFR 1.57{a). Do not complete this section if
application papers including a specification and any drawings are being filed. Any domestic benefit or foreign priority information must be
provided in the appropriate section(s) below (i.e., “Domestic Benefit/National Stage Information” and “Foreign Priority Information”).

For the purposes of a filing date under 37 CFR 1.53(b), the description and any drawings of the present application are replaced by this
reference to the previously filed application, subject to conditions and requirements of 37 CFR 1.57(a).

Application number of the previcusly Filing date (YYYY-MM-DD) Intellectual Property Authority or Country i
filed application
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Application Number

Title of Invention SYSTEM FOR DETECTING AND BLOCKING SOFTWARE EXPLOITS

Publication Information:
[ ] Reguest Early Publication (Fee required at time of Request 37 CFR 1.219)

Request Not to Publish. | hereby request that the attached application not be published under

[] 35U.S.C.122(b) and certify that the invention disclosed in the attached application has not and will not be the
subject of an application filed in another country, or under a multilateral international agreement, that requires
publication at eighteen months after filing.

Representative Information:

Representative information should be provided for all practitioners having a power of attorney in the application. Providing
this information in the Application Data Sheet does not constitute a power of attorney in the application (see 37 CFR 1.32).

Either enter Customer Number or complete the Representative Name section below. If both sections are completed the customer
Number will be used for the Representative Information during processing.

Please Select COne: (e) Customer Number (O US Patent Practitioner (O Limited Recognition (37 CFR 11.9)
Customer Number 22442

Domestic Benefit/National Stage Information:

This section allows for the applicant to either claim benefit under 35 U.S.C. 119(g), 120, 121, or 365(c) or indicate National Stage
entry from a PCT application. Providing this information in the application data sheet constitutes the specific reference required
by 35 U.S.C. 119(e) or 120, and 37 CFR 1.78.

When referring to the current application, please leave the application number blank.

Prior Application Status
Application Number Continuity Type Prior Application Number Filing Date (YYYY-MM-DD)

Additional Domestic Benefit/National Stage Data may be generated within this form
by selecting the Add button.

Foreign Priority Information:

This section allows for the applicant to claim priority to a foreign application. Providing this information in the application data sheet
constitutes the claim for priority as required by 35 U.S.C. 119(b) and 37 CFR 1.55(d). When priority is claimed to a foreign application
that is eligible for retrieval under the priority document exchange program (PDX) lthe information will be used by the Office to
automatically attempt retrieval pursuant to 37 CFR 1.55(h){1) and {2). Under the PDX program, applicant bears the ultimate
responsibility for ensuring that a copy of the foreign application is received by the Office from the participating foreign intellectual
property office, or a certified copy of the foreign priority application is filed, within the time period specified in 37 CFR 1.55(g)(1).

[ Remove |

Application Number Country i Filing Date (YYYY-MM-DD) Access Codei (if applicable)
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Application Number

Title of Invention SYSTEM FOR DETECTING AND BLOCKING SOFTWARE EXPLOITS

Additional Foreign Priority Data may be generated within this form by selecting the
Add button. Add

Statement under 37 CFR 1.55 or 1.78 for AIA (First Inventor to File) Transition
Applications

This application (1) claims priority tc or the benefit of an application filed before March 16, 2013 and (2) also

contains, or contained at any time, a claim to a claimed invention that has an effective filing date on or after March
[] 16, 2013.

NOTE: By providing this statement under 37 CFR 1.55 cr 1.78, this application, with a filing date on or after March

16, 2013, will be examined under the first inventor to file provisions of the AlA.

Authorization to Permit Access:

[ ] Authorization to Permit Access to the Instant Application by the Participating Offices

If checked, the undersigned hereby grants the USPTO authority to provide the European Patent Office (EPO),

the Japan Patent Office (JPQ)}, the Korean Intellectual Froperty Office {KIPQ), the World Intellectual Property Office {WIPO),
and any other intellectual property offices in which a foreign application claiming priority to the instant patent application

is filed access to the instant patent application. See 37 CFR 1.14(c) and (h). This box should not be checked if the applicant
does not wish the EPQ, JPO, KIPO, WIPO, or other intellectual property office in which a foreign application claiming priority
to the instant patent application is filed to have access to the instant patent application.

In accordance with 37 CFR 1.14(h){3), access will be provided to a copy of the instant patent application with respect

to: 1) the instant patent application-as-filed; 2) any foreign application to which the instant patent application

claims priority under 35 U.8.C. 119(a)-{d) if a copy of the foreign application that satisfies the cettified copy requirement of
37 CFR 1.55 has been filed in the instant patent application; and 3) any U.S. application-as-filed from which benefit is
sought in the instant patent application.

In accordance with 37 CFR 1.14(c}, access may be provided to information concerning the date of filing this Authorization.

Applicant Information:

Providing assignment information in this section does not substitute for compliance with any requirement of part 3 of Title 37 of CFR
to have an assignment recorded by the Office.

Trend Micro, Inc.
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Application Number

Title of Invention SYSTEM FOR DETECTING AND BLOCKING SOFTWARE EXPLOITS

Applicant 1

If the applicant is the inventor (or the remaining joint inventor or inventors under 37 CFR 1.45), this section should not be completed.
The information to be provided in this section is the name and address of the legal representative who is the applicant under 37 CFR
1.43; or the name and address of the assignee, person to whom the inventor is under an obligation to assign the invention, or person
who otherwise shows sufficient proprietary interest in the matter who is the applicant under 37 CFR 1.46. If the applicant is an
applicant under 37 CFR 1.46 {assignhee, person to whom the inventor is obligated to assign, or person who otherwise shows sufficient
proprietary interest) together with one or more joint inventors, then the joint inventor or inventors who are also the applicant should he

identified in this section.

(&) Assignee (O Legal Representative under 35 U.S.C. 117 (O Joint Inventor

O Person to whom the inventor is obligated to assign. O Person who shows sufficient proprietary interest

If applicant is the legal representative, indicate the authority to file the patent application, the inventor is:

Name of the Deceased or Legally Incapacitated Inventaor :

If the Applicant is an Organization check here.

Organization Name Webroot Inc.

Mailing Address Information:

Address 1 385 Interlocken Crescent, Suite 800

Address 2

City Broomfield State/Province CO
Country il us Postal Code 80021
Phone Number Fax Number

Email Address

Additional Applicant Data may be generated within this form by selecting the Add button. Add

Assignee Information including Non-Applicant Assignee Information:

Providing assignment information in this section does not subsitute for compliance with any requirement of part 3 of Title 37 of CFR to
have an assignment recorded by the Office.

Assignee 1

Complete this section if assignee information, including non-applicant assignee information, is desired to be included on the patent
application publication . An assignee-applicant identified in the "Applicant Information” section will appear on the patent application
publication as an applicant. For an assignee-applicant, complete this section only if identification as an assignee is also desired on the
patent application publication.

Remove

If the Assignee or Non-Applicant Assighee is an Organization check here. ]

Trend Micro, Inc.
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Application Number

Title of Invention SYSTEM FOR DETECTING AND BLOCKING SOFTWARE EXPLOITS

Prefix Given Name Middle Name Family Name Suffix

Mailing Address Information For Assignee including Non-Applicant Assignee:

Address 1

Address 2

City State/Province
Country i Postal Code
Phone Number Fax Number

Email Address

Additional Assignee or Non-Applicant Assignee Data may be generated within this form by
selecting the Add button.

Signature:

NOTE: This form must be signed in accordance with 37 CFR 1.33. See 37 CFR 1.4 for signature requirements and
certifications

Signature |/Bradley M. Knepper/ Date (YYYY-MM-DD)| 2014-01-27
First Name | Bradley Last Name Knepper Registration Number | 44189
Additional Signature may be generated within this form by selecting the Add button. Add

This collection of information is required by 37 CFR 1.76. The information is required to obtain or retain a benefit by the public which
is to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This
collection is estimated to take 23 minutes to complete, including gathering, preparing, and submitting the completed application data
sheet form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you require to
complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and
Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR
COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the attached form related to
a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be advised that: (1) the general authority for the collection
of this information is 35 U.5.C. 2(b)(2); (2) furnishing of the information sclicited is voluntary; and (3) the principal purpose for which the information is
used by the U.S. Patent and Trademark Office is to process and/or examine your submission related to a patent application or patent. If you do not
furnish the requested information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may
result in termination of proceedings or abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1.

The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act (5 U.S5.C. 552)
and the Privacy Act (& U.S.C. 552a). Records from this system of records may be disclosed to the Department of Justice to determine
whether the Freedom of Information Act requires disclosure of these records.

A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a court, magistrate, or
administrative tribunal, including disclosures to opposing counsel in the course of settlement negotiations.

A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a request involving an
individual, to whom the record pertains, when the individual has requested assistance from the Member with respect to the subject matter of
the record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for the information in
order to perform a contract. Recipients of information shall be required to comply with the requirements of the Privacy Act of 1974, as
amended, pursuant to 5 U.S.C. 552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in this system of records may be disclosed,
as a routine use, to the International Bureau of the World Intellectual Property Organization, pursuant to the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of National Security
review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U_.S.C. 218(c)).

A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or his/her designee,
during an inspection of records conducted by GSA as part of that agency's responsibility to recommend improvements in records
management practices and programs, under authority of 44 U.5.C. 2904 and 2906. Such disclosure shall be made in accordance with the
GS8A regulations governing inspection of records for this purpose, and any other relevant (i.e., GSA or Commerce) directive. Such
disclosure shall not be used to make determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after either publication of the application pursuant
to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record may be disclosed, subject to the limitations of 37
CFR 1.14, as a routine use, to the public if the record was filed in an application which became abandoned or in which the proceedings were
terminated and which application is referenced by either a published application, an application open to public inspections or an issued
patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law enforcement agency, if the
USPTO becomes aware of a violation or potential violation of law or regulation.

Trend Micro, Inc|
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This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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