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Attorney Docket No.: 6890-106-PROV 

SYSTEM FOR DETECTING AND BLOCKING SOFTWARE EXPLOITS 

FIELD 

Methods and systems to prevent software exploits from installing malicious 

software into a computer system are provided. 

SUMMARY 

A custom DLL is loaded into the memory space of every monitored process. This 

component intercepts the following operating system APis: NtAllocateVirtualMemory, 

NtProtectVirtualMemory, NrCreateProcess, NtCreateProcessEX, LdrLoadDll. 

When unidentified code tries to allocate/mark a new executable page of memory 

which is not related to any valid process module, the custom component monitors these 

newly allocated memory regions and prevents any attempted execution of 

NtCreateProcess/NtCreateProcessEX/LdrLoadDll APis. 

DETAILED DESCRIPTION 

Introduction 

Embodiments of the present disclosure provide a SafeSide anti-exploit 

technology. This technology is to prevent exploit code from being executed. The main 

idea behind the technology is to monitor process control flow in order to detect any 

suspicious behavior. Unlike other technologies, SafeSide doesn't try to prevent that an 

exploit starts its own code, but rather it prevents that the exploit execute its shellcode. 

That is, suppose that the exploit was able to hijack the normal code flow execution of the 

process toward a zone of memory where the exploit code stands. The exploit may try to 

launch e.g. a new process by invoking the CreateProcess APL By analyzing the 

characteristics of the memory space where the function was called, Safe Side can 

determine whether an exploit attempted to execute its own code or if it's the normal 

behavior of the application code. 

The action of calling a system API like "CreateProcess", from a low level 

perspective, involves the presence of a particular set of assembly instruction, such as 

CALL, inside the process memory. Once the CALL instruction is reached, the code flow 

Trend Micro, Inc. 
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of the program starts to follow a chain of functions which will lead to the lowest level 

user mode function, NtCreateProcess, before transitioning to Kernel Mode. In order to 

reach the goal of starting a new process, the complete execution stack starting from the 

shellcode down to NtCreateProcess has to be executed. 

The solution is to hook the lowest level user mode function (NtCreateProcess) and 

then walking up the call stack until the first function of the chain is reached. Once 

reached, the address from where the call sequence has started is located and the 

characteristics of that particular memory region is retrieved via Virtual Query system APL 

Generally, a non-malicious call always starts from a range of pages marked as 

MEM_IMAGE which is a zone of memory containing module execution code. 

Cache 

SafeSide cache is a component of the technology, and is implemented as a linked 

list of nodes. A new node may be added any time the system services routines 

NtAllocate VirtualMemory or NtProtectVirtualMemory are invoked. 

SafeSide intercepts routines call using Microsoft Detours hooking library. 

Each node entry stores specific data about a memory region monitored, and it has 

the following structure: 

typedef struct _ MEM _CACHE_ ENTRY { 

BOOLused; 

DWORD tickTime; // node time stamp 

DWORD address; // starting address 

DWORD size; // size of address space 

DWORD oldProtection; // memory protection before 

DWORD new Protection; // memory protection after ... 

} MEM _CACHE_ ENTRY, *PMEM _CACHE_ ENTRY; 

2 
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NtAllocate VirtualMemory 

This routine is invoked in order to reserve, commit, or both, a region of pages 

within the user-mode virtual address space of the process. A new node is created if the 

memory is allocated as PAGE_EXECUTE_READWRITE in a non MEM_IMAGE 

region. 

NtProtect VirtualM emory 

This routine is invoked in order to change the protection on a region of committed 

pages of the virtual address space of the process. A new node is created if the memory 

protection of a non MEM _ IMAGE region is changed to 

PAGE EXECUTE READWRITE. 
- -

Monitored Functions 

The following functions are hooked and monitored: 

- NtCreateProcess 

- NtCreateProcessEx 

- LdrLoadDll 

These functions are the most common used by any exploit which attempts to start 

a new process or to load a malicious DLL into the process memory. Anytime one of these 

functions is invoked, a stack walk is made through the call chain ( as explained in the 

introduction) in order to get the address from where the call has started from. 

3 
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□ -·-- □ __ !Ii& .. ,,,1101,.- _ --_______ -- ---□ 

Fig. 1 - Saf eSide hooking logic 

Stack Walk 

Each time one of the functions listed before is invoked, the first step is to get the 

value of the EBP register. EBP contains the address of the stack frame for the called 

function. On 32bit processes the stack frame has the following structure: 

typedef struct _STACK_ ENTRY { 

_STACK_ENTRY* precFp; 

DWORD retAddr; 

} STACK_ENTRY, *PSTACK_ENTRY; 

4 
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The precFp is a pointer to the previous STACK_ENTRY structure of the callee 

function. The retAddr is the address where the control flow must continue after the called 

function has completed. 

The unique concept is to go back through the stack_ entry chain until the initial 

caller's stack frame is reached. 

A list of conditions must be satisfied for each stack entry found during the stack walk: 

both, precFp and retAddr, must be valid accessible addresses (verified via system 

APis VirtualQuery() and TestVirtualMemoryAccess()). 

if these addresses are valid, then the previous 10 bytes before the retAddr address 

are parsed, searching for a CALL assembly instruction. Every time a CALL 

instruction is executed, a new stack frame is created and the return address is 

always set with the value of the address of the instruction following the CALL op­

code. 

The address's first call address is the one present in the last valid stack entry. 

5 
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~~ l~~srg1~1m­
~~~1 ~~~~ 

I 

Fig. 2 - Stack Walk flow chart 

Once the address of the first caller function is reached, the following checks are 

made: 

1. If the address is relative to a memory region which is not marked as executable 

(flags PAGE_ EXECUTE, PAGE_ EXECUTE_ READ, 

PAGE_ EXECUTE_ READWRITE or PAGE_ EXECUTE_ WRITECOPY), then 

the call is suspicious. This check is almost like to the Data Execution Prevention 

(DEP) feature. 

2. If the address is found in a cache entry, then the call is suspicious. Every entry 

present in the cache structure represents a part of memory that has been recently 

allocated with the flag EXECUTE, thus a potential piece of memory that could 

host malicious code. If SafeSide intercepts a call to NtCreateProcess / 

6 
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NtCreateProcessEx / LdrLoadDll from one of such entries, it automatically marks 

this behavior as suspicious and potentially malicious 

3. If the page region was allocated as executable AND the address is not in any 

cache entry, then the address is suspicious. The reason is that the cache monitors 

all memory allocations, and if the address is not in cache it means that the exploit 

was able to allocate memory bypassing the NtVirtualAllocateMemory API (for 

instance by directly calling the kernel functions through SYSENTER/INT 2E). 

~~'! ~ ~¼..~ ~~~' 
~ 

k-Ol..~~~~~ ~ ~ 
~~~oot~! 

Fig. 3 - SafeSide security checks 
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What is claimed is: 

1. A method for detecting and blocking software exploits, comprising: 

monitoring a memory space of a process; 

detecting an attempt by unidentifiable code to allocate a new executable page of 

memory; 

monitoring the allocated new executable page of memory; 

determining an address of a first caller function; 

marking behavior as suspicious if at least one of: 1) the address of the first caller 

is from a region that is not marked as executable; 2) the address of the first caller is found 

in a cache entry; or 3) the page of memory was allocated as executable and the address of 

the first caller is not found in any cache entry. 
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ABSTRACT 

This system is designed to protect, using a generic approach, any process 

executed by the operating system from being exploited through source code 

vulnerabilities. The system hooks specific system APis to correctly profile execution 

behavior, specifically looking for attempts from unknown code in memory to allocate 

chunks of memory for code execution and execute new processes/load deferred code 

from there. 
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