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(57) ABSTRACT 

Described are techniques used for automatic detection of 
malicious code by Verifying that an application executes in 
accordance with a model defined using calls to a predeter 
mined Set of targets, Such as external routines. A model is 
constructed using a Static analysis of a binary form of the 
application, and is comprised of a list of calls to targets, their 
invocation and target locations, and possibly other call 
related information. When the application is executed, 
dynamic analysis is used to intercept calls to targets and 
verify them against the model. The verification may involve 
comparing the invocation and target location, as well as 
other call-related information, available at the time of call 
interception to the corresponding information identified by 
Static analysis. A failed Verification determines that the 
application includes malicious code. AS an option, once 
detected, the malicious code may be allowed to execute to 
gather information about its behavior. 
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TECHNIQUE FOR DETECTING EXECUTABLE 
MALICIOUS CODE USINGA COMBINATION OF 

STATIC AND DYNAMIC ANALYSES 

STATEMENT OF GOVERNMENT INTEREST 

0001. The invention was made with Government support 
under contract No. F19628-00-C-0002 by the Department of 
the Air Force. The Government has certain rights in the 
invention. 

BACKGROUND 

0002) 1. Technical Field 
0003. This application generally relates to computer sys 
tems, and more particularly to a computer program that 
executes in a computer System. 
0004 2. Description of Related Art 
0005 Computer systems may be used in performing a 
variety of different tasks and operations. AS known in the art, 
a computer System may execute machine instructions to 
perform a task or operation. A Software application is an 
example of a machine executable program that includes 
machine instructions which are loaded into memory and 
executed by a processor in the computer System. A computer 
System may execute machine instructions referred to herein 
as malicious code (MC). MC may be characterized as 
machine instructions which, when executed, perform an 
unauthorized function or task that may be destructive, dis 
ruptive, or otherwise cause problems within the computer 
System upon which it is executed. Examples of MC include, 
for example, a computer virus, a worm, a trojan application, 
and the like. 

0006 MC can take any one or more of a variety of 
different forms. For example, MC may be injected into a 
Software application. Injection may be characterized as a 
proceSS by which MC is copied into the address Space of an 
application or process in memory without modifying the 
binary of the application on disk. For example, MC may be 
injected into an application's address Space by exploiting a 
buffer overflow vulnerability contained in the application. It 
should be noted that injection techniques, and other types of 
MC, are known in the art and described, for example, in the 
Virus Bulletin (http://www.virusbtn.com) and in “Attacking 
Malicious Code: A report to the InfoSec Research Council.” 
by G. McGraw and G. Morrisett (IEEE Software, pp. 33-41, 
2000. (http://www.cigital.com/~gem/malcode.pdf). 
0007 MC may also be embedded within a software 
application on disk in which case the MC appears as part of 
the application's code. Embedded MC may be classified as 
Simple, dynamically generated, or obfuscated. Dynamically 
generated MC may be characterized as MC that is generated 
during application execution. For example, the MC may be 
in a compressed form included as part of the Software 
application. When the Software application is executed, the 
MC is decompressed and then executed. Obfuscated MC 
may be characterized as MC which tries to disguise the 
actual operation or task in an attempt to hide its malicious 
intention. Obfuscated MC may, for example, perform com 
pleX address calculations when computing a target address 
of an execution transfer instruction at run time. Simple MC 
may be characterized as MC that is embedded, but which is 
not one included in the other foregoing categories. Simple 
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MC may be characterized as code that appears as “straight 
forward” or typical compiler-generated code. 
0008. There is a wide variety of known approaches used 
in detecting the foregoing types of MC. The approaches may 
be placed into two general categories referred to herein as 
misuse detection approaches and anomaly detection 
approaches. Misuse detection approaches generally look for 
known indications of MC Such as, for example, known Static 
code patterns, Such as Signatures of Simple MC, or known 
run time behavior, Such as execution of a particular Series of 
instructions. Anomaly detection approaches use a model or 
definition of what is expected or normal with respect to a 
particular application and then look for deviations from this 
model. 

0009 Existing techniques based on the foregoing 
approaches used in MC detection have drawbacks. One 
problem is that existing misuse detection techniques are 
based only on the known Static features and/or dynamic 
behaviors of existing MC. These techniques may miss, for 
example, Slight variations of known MC and new, previ 
ously unseen, instances of MC. Another problem relates to 
models, and techniques for generating them, that may be 
used in connection with anomaly detection approaches. 
Approaches in which humans generate and construct a 
model of an application may be inappropriate and imprac 
tical because they are time consuming and may be error 
prone due to the level of detail that may be required to have 
an accurate and usable model. Some existing anomaly 
detection techniques create models of normal behavior of a 
particular application based on observing Sequences of SyS 
tem calls executed at run time as part of a learning phase. 
When the learning phase is completed, anomaly detection 
may be performed by continuing to monitor the applica 
tion's executions looking for run time deviations from the 
learned behavior. With Such techniques, false positives may 
result, for example, due to the limited amount of behavior 
observed during a learning phase. Unlearned behavior of an 
application observed during an anomaly detection phase, but 
not during the learning phase, results in false positives. 
Thus, from the conception of the model, there are antici 
pated failures. Additionally, Statistical based models con 
Structed from Statistical measurements of Static features 
and/or dynamic behavior of an application may be used. 
Statistical models generally include a detection threshold 
which adjusts the amount of false positives and/or false 
negatives. Finally, models can be constructed by Static 
analysis of Software applications but Such approaches have 
not been practical. Some of these models are too "heavy 
weight' having excessive details about possible applica 
tions behaviors so that they are not applicable to real-world 
Software applications, and/or cannot be constructed, and/or 
used within acceptable overhead limits. In contrast, other 
existing models are too "light weight' having not enough 
detail so MC can easily bypass detection. Similar problems 
may apply to the models constructed by methods other than 
Static analysis, Such as by observing application's behavior. 

0010 Thus, it may be desirable to have an efficient 
technique for MC detection that is applicable to real-world 
Software applications and is able to accurately detect known 
and unknown MC prior to executing the MC. It may be 
especially desirable to have Such techniques for detecting 
challenging classes of MC, Such as injected, dynamically 
generated, and obfuscated. Additionally, it may be desirable 
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that the technique be able to, in addition to detecting 
presence of MC, identify which code portions within the 
applications correspond to the MC. It may also be desirable 
that the technique be useful in analysis MC, for example, to 
gather information about MC. 

SUMMARY OF THE INVENTION 

0011. In accordance with one aspect of the invention is a 
method for detecting malicious code comprising: perform 
ing Static analysis of an application prior to execution of the 
application identifying any invocations of at least one pre 
determined target routine, determining, prior to executing 
Said at least one predetermined target routine during execu 
tion of the application, whether a run time invocation of the 
at least one predetermined target routine has been identified 
by Said Static analysis as being invoked from a predeter 
mined location in Said application; and if the run time 
invocation of the at least one predetermined target routine 
has not been identified from a predetermined location by 
Said Static analysis, determining that the application includes 
malicious code. 

0012. In accordance with another aspect of the invention 
is a method for detecting malicious code comprising: deter 
mining, prior to executing at least one predetermined target 
routine during execution of the application, whether a run 
time invocation of the at least one predetermined target 
routine is identified by a model as being invoked from a 
predetermined location in Said application, Said model iden 
tifying locations within said application from which invo 
cations of the at least one predetermined target routine 
occur; and if the run time invocation of the at least one 
predetermined target routine has not been identified from a 
predetermined location by Said model, determining that the 
application includes malicious code. 
0013 In accordance with yet another aspect of the inven 
tion is a method for detecting malicious code comprising: 
obtaining Static analysis information of an application iden 
tifying any invocations of at least one predetermined target 
routine; determining, prior to executing Said at least one 
predetermined target routine during execution of the appli 
cation, whether a run time invocation of the at least one 
predetermined target routine has been identified by Said 
Static analysis information as being invoked from a prede 
termined location in Said application; and if the run time 
invocation of the at least one predetermined target routine 
has not been identified from a predetermined location by 
Said Static analysis information, determining that the appli 
cation includes malicious code. 

0.014. In accordance with another aspect of the invention 
is a computer program product that detects malicious code 
comprising: executable code that performs Static analysis of 
an application prior to execution of the application identi 
fying any invocations of at least one predetermined target 
routine; executable code that determines, prior to executing 
Said at least one predetermined target routine during execu 
tion of the application, whether a run time invocation of the 
at least one predetermined target routine has been identified 
by Said Static analysis as being invoked from a predeter 
mined location in Said application; and executable code that, 
if the run time invocation of the at least one predetermined 
target routine has not been identified from a predetermined 
location by Said Static analysis, determines that the applica 
tion includes malicious code. 
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0015. In accordance with another aspect of the invention 
is a computer program product that detects malicious code 
comprising: executable code that determines, prior to 
executing at least one predetermined target routine during 
execution of the application, whether a run time invocation 
of the at least one predetermined target routine is identified 
by a model as being invoked from a predetermined location 
in Said application, Said model identifying locations within 
Said application from which invocations of the at least one 
predetermined target routine occur; and executable code 
that, if the run time invocation of the at least one predeter 
mined target routine has not been identified from a prede 
termined location by Said model, determines that the appli 
cation includes malicious code. 

0016. In accordance with yet another aspect of the inven 
tion is a computer program product that detects malicious 
code comprising: executable code that obtains Static analysis 
information of an application identifying any invocations of 
at least one predetermined target routine, executable code 
that determines, prior to executing Said at least one prede 
termined target routine during execution of the application, 
whether a run time invocation of the at least one predeter 
mined target routine has been identified by Said Static 
analysis information as being invoked from a predetermined 
location in Said application; and executable code that, if the 
run time invocation of the at least one predetermined target 
routine has not been identified from a predetermined loca 
tion by Said Static analysis information, determines that the 
application includes malicious code. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0017 Features and advantages of the present invention 
will become more apparent from the following detailed 
description of exemplary embodiments thereof taken in 
conjunction with the accompanying drawings in which: 

0018 FIG. 1 is an example of an embodiment of a 
computer System according to the present invention; 

0019 FIG. 2 is an example of an embodiment of a data 
storage system of the computer system of FIG. 1; 

0020 FIG. 3 is an example of an embodiment of com 
ponents that may be included in a host System of the 
computer system of FIG. 1; 

0021 FIG. 4A is an example of an embodiment of 
components that may be included in a host computer of FIG. 
1; 

0022 FIG. 4B is a flowchart of processing steps that may 
be performed in an embodiment using the components of 
FIG. 4A. 

0023 FIG. 5 is an example of routines that may be 
invoked in an embodiment of the dynamic analyzer of FIG. 
4A, 

0024 FIG. 6 is an example of a representation of the 
address Space of an application and associated libraries 
loaded into memory, possibly in a Suspended State; 

0025 FIG. 7 is an example of a logical flow of control 
between functions at run time to intercept calls to the 
predetermined functions or routines being monitored as part 
of dynamic analysis, 
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0026 FIG. 8 is a flowchart of method steps of one 
embodiment for instrumenting functions or routines, 
0027 FIG. 9 is a flowchart of method steps of one 
embodiment Summarizing run time processing related to 
monitoring as performed by the dynamic analyzer, and 
0028 FIGS. 10, 11 and 12 are examples of embodiments 
of data Structures that may be used in Storing the target 
locations and corresponding invocation locations. 

DETAILED DESCRIPTION OF 

EMBODIMENT(S) 
0029 Referring now to FIG. 1, shown is an example of 
an embodiment of a computer System according to the 
present invention. The computer System 10 includes a data 
Storage System 12 connected to host Systems 14-a-14n 
through communication medium 18. In this embodiment of 
the computer system 10, the N hosts 14a-14n may access the 
data Storage System 12, for example, in performing input/ 
output (I/O) operations or data requests. The communication 
medium 18 may be any one of a variety of networks or other 
type of communication connections as known to those 
skilled in the art. The communication medium 18 may be a 
network connection, bus, and/or other type of data link, Such 
as a hardwire, wireleSS, or other connection known in the art. 
For example, the communication medium 18 may be the 
Internet, an intranet, network or other connection(s) by 
which the host Systems 14a-14n may acceSS and communi 
cate with the data Storage System 12, and may also commu 
nicate with others included in the computer system 10. 
0030 Each of the host systems 14a-14n and the data 
Storage System 12 included in the computer System 10 may 
be connected to the communication medium 18 by any one 
of a variety of connections as may be provided and Sup 
ported in accordance with the type of communication 
medium 18. 

0031. It should be noted that the particulars of the hard 
ware and Software included in each of the host Systems 
14a-14n, as well as those components that may be included 
in the data Storage System 12, are described herein in more 
detail, and may vary with each particular embodiment. Each 
of the host computers 14a-14n may all be located at the same 
physical Site, or, alternatively, may also be located in dif 
ferent physical locations. Examples of the communication 
medium that may be used to provide the different types of 
connections between the host computer Systems and the data 
Storage System of the computer System 10 may use a variety 
of different communication protocols such as SCSI, 
ESCON, Fibre Channel, or GIGE (Gigabit Ethernet), and 
the like. Some or all of the connections by which the hosts 
and data Storage System 12 may be connected to the com 
munication medium 18 may pass through other communi 
cation devices, Such as a Connectrix or other Switching 
equipment that may exist Such as a phone line, a repeater, a 
multiplexer or even a Satellite. 
0.032 Each of the host computer systems may perform 
different types of data operations in accordance with differ 
ent types of tasks. In the embodiment of FIG. 1, any one of 
the host computers 14a-14n may issue a data request to the 
data Storage System 12 to perform a data operation, Such as 
a read or a write operation. 
0.033 Referring now to FIG. 2, shown is an example of 
an embodiment of a data Storage System 12 that may be 
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included in the computer system 10 of FIG. 1. The data 
Storage System 12 in this example may include a plurality of 
data storage devices 30a through 30n. The data storage 
devices 30a through 30n may communicate with compo 
nents external to the data Storage System 12 using commu 
nication medium 32. Each of the data Storage devices may 
be accessible to the hosts 14a through 14n using an interface 
connection between the communication medium 18 previ 
ously described in connection with the computer system 10 
and the communication medium 32. It should be noted that 
a communication medium 32 may be any one of a variety of 
different types of connections and interfaces used to facili 
tate communication between communication medium 18 
and each of the data storage devices 30a through 30n. 
0034. The data storage system 12 may include any num 
ber and type of data Storage devices. For example, the data 
Storage System may include a single device, Such as a disk 
drive, as well as a plurality of devices in a more complex 
configuration, Such as with a Storage area network and the 
like. Data may be Stored, for example, on magnetic, optical, 
or Silicon-based media. The particular arrangement and 
configuration of a data Storage System may vary in accor 
dance with the parameters and requirements associated with 
each embodiment. 

0035). Each of the data storage devices 30a through 30n 
may be characterized as a resource included in an embodi 
ment of the computer System 10 to provide Storage Services 
for the host computer systems 14a through 14n. The devices 
30a through 30n may be accessed using any one of a variety 
of different techniques. In one embodiment, the host Systems 
may access the data Storage devices 30a through 30n using 
logical device names or logical Volumes. The logical Vol 
umes may or may not correspond to the actual data Storage 
devices. For example, one or more logical Volumes may 
reside on a single physical data Storage device Such as 30a. 
Data in a single data Storage device may be accessed by one 
or more hosts allowing the hosts to share data residing 
therein. 

0036 Referring now to FIG. 3, shown is an example of 
an embodiment of a host or user system 14a. It should be 
noted that although a particular configuration of a host 
system is described herein, other host systems 14b-14n may 
also be similarly configured. Additionally, it should be noted 
that each host System 14a-14n may have any one of a variety 
of different configurations including different hardware and/ 
or software components. Included in this embodiment of the 
host system 14a is a processor 80, a memory, 84, one or 
more I/O devices 86 and one or more data storage devices 
82 that may be accessed locally within the particular host 
System. Each of the foregoing may communicate using a bus 
or other communication medium 90. Each of the foregoing 
components may be any one or more of a variety of different 
types in accordance with the particular host System 14a. 
0037 Each of the processors included in the host com 
puter Systems 14-a-14n may be any one of a variety of 
commercially available Single or multi-processor System, 
Such as embedded Xscale processor, an Intel-compatible X86 
processor, an IBM mainframe or other type of commercially 
available processor, able to Support incoming traffic in 
accordance with each particular embodiment and applica 
tion. 

0038 Computer instructions may be executed by the 
processor 80 to perform a variety of different operations. As 
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known in the art, executable code may be produced, for 
example, using a linker, a language processor, and other 
tools that may vary in accordance with each embodiment. 
Computer instructions and data may also be Stored on a data 
storage device 82, ROM, or other form of media or storage. 
The instructions may be loaded into memory 84 and 
executed by processor 80 to perform a particular task. 
0039. In one embodiment, an operating system, such as 
the Windows operating system by Microsoft Corporation, 
may reside and be executed on one or more of the host 
computer Systems included in the computer System 10 of 
FIG. 1. 

0040. Referring now to FIG. 4A, shown is an example of 
an embodiment of components that may reside and be 
executed on one or more of the host computer Systems 
included in the computer system 10 of FIG. 1. The com 
ponents 100 in this embodiment include an application 
executable 102, one or more libraries, Such as dynamic link 
libraries (DLLs) 114, a malicious code (MC) detection 
system 110, the list of targets and invocation locations 106, 
a list of target functions whose invocations are to be iden 
tified by Static analysis 111, and a list of target functions 
whose invocations are to be monitored by dynamic analysis 
112. The MC detection system 110 includes a static analyzer 
104 and a dynamic analyzer 108. The application executable 
102 may be characterized as a binary file or machine 
executable program as may be produced, for example, by 
compiling and linking. In order to execute the application 
executable 102 from this point, the application executable 
may be loaded in memory, for example, as by a loader. 
Subsequently, the instructions of the application executable 
102 may be executed by one or more processors of the host 
computer. 

0041. It should be noted that a DLL as used herein refers 
to a particular type of library as used in the Windows 
operating system by Microsoft Corporation. Other embodi 
ments may use other terms and names in describing other 
libraries that vary with the particular software of the 
embodiment. Also, as used herein, the terms functions and 
routines are used interchangeably. 
0042. In this embodiment, prior to executing the appli 
cation executable 102, an analysis may be performed by the 
Static analyzer 104 to examine and identify calls or invoca 
tions made from the application executable 102 to a prede 
termined Set of target functions or routines. An embodiment 
may also identify additional information about these func 
tions, Such as, for example, particular locations within the 
application from which the calls to these functions are made, 
parameter number and type information for each call, the 
values that Some of these parameters take at run-time, and 
the like. For example, in one embodiment, it may be 
determined that the target function calls to be identified are 
those that are external to the application 102, Such as those 
calls that are made to System functions. These functions may 
represent the set of Win32 Application Programming Inter 
faces (APIs) as known to those of ordinary skill in the art in 
connection with the Windows operating system by 
Microsoft Corporation. 
0.043 Static analysis processing as described herein may 
be characterized as identifying information about code by 
Static examination of code without execution. Part of the 
Static analysis processing described herein identifies, within 
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the binary code of an application, the calls that are made to 
a Set of predetermined target functions, and information 
related to these calls. The calls identified do not include 
those whose target addresses are computed at run time. 
Rather, the calls identified are those which may be deter 
mined by examining the binary code for known instructions 
making calls where the Static analyzer is able to identify the 
target functions being called as one of those of interest. 

0044) The list of target functions whose invocations are 
to be identified by static analysis 111 may be optionally 
Specified in an embodiment. The particular target function(s) 
whose invocations are to be identified by the Static analyzer 
may also be embedded within the Static analyzer in an 
embodiment. Further, in a case when target functions are 
external to the application executable, an embodiment may 
identify all external function calls, a Subset of external 
function calls, Such as the Win32 API calls, or another 
predetermined Set. For example, an embodiment may choose 
to identify calls or invocations made from the application 
executable corresponding to the interface between the appli 
cation and the operating System. In other words, the Static 
analyzer 104 may perform an analysis of the application to 
determine what calls are made from the application to a 
defined Set of one or more operating System functions. 

0045 An embodiment may examine the application 
executable 102 using any one of a variety of different 
techniques to look for any calls to one or more predeter 
mined functions or routines. The Static analyzer 104 may 
examine the binary code of the application executable 102 to 
look for predetermined call instructions, or other type of 
transfer instructions associated with calls to target functions. 
One embodiment uses the IDA Pro Disassembler by 
DataRescue (http://www.datarescue.com/idabase?) and Perl 
Scripts in performing the Static analysis of the application 
executable 102 to obtain the list of targets and invocation 
locations 106 associated with the invocations of the Win32 
API functions, which is described in more detail elsewhere 
herein. 

0046) The particular type of target calls and their form 
may vary in accordance with each embodiment. For 
example, in one embodiment, the binary representation of 
the application executable 102 may include a jump instruc 
tion, a call instruction, or other types of instructions trans 
ferring control from the application as may be the case for 
various routines being monitored. 

0047. It should be noted that the particular format of the 
instructions included in the application executable 102 may 
vary in accordance with each embodiment. Static analyzer 
104 may have a list or other data structure of one or more 
instructions signifying a target call that may be included in 
the application executable 102. In this embodiment, the 
static analyzer 104 searches the binary file 102 for machine 
dependant instructions which vary in accordance with the 
particular instruction Set as well as the particular file format 
of the application executable 102. For example, in one 
embodiment, the application executable 102 may have a 
Win32 portable executable (PE) binary file format. As 
known to those of ordinary skill in the art, the Win32 PE 
binary file may be characterized as an extension of the 
Common Object File Format (COFF). Static analyzer 104 is 
able to identify the call instructions and other instructions 
that may be included in application executable 102 that may 
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vary with the particular instructions as well as the format of 
the different application executable file types 102 that may 
be analyzed. 
0.048. An embodiment of the static analyzer 104 may also 
look for one or more different types of calls including, for 
example, direct calls and indirect calls. In one embodiment, 
the calls determined by the static analyzer 104 are the Win32 
APIs which are predetermined subset of externally called 
functions or routines. External calls that are detected by the 
Static analyzer may, for example, have the form of a direct 
call instruction, Such as CALL XXX, where XXX is the API 
being invoked as defined in the import address table of the 
PE binary file. Indirect calls may also be identified during 
Static analysis. In one embodiment, an indirect call may be 
of the form: 

0049) MOV REGn, A.; Move/load the address of 
APIA to REGn 

0050 
0051 CALL REGn; Invoke the API A or, 
0.052 GetProcAddress (APIA); Get the address of 
API A and store in register eax 

. . . ; Instructions that do not modify REGn 

0053 . . . ; Instructions that do not modify eax 
0054) MOV REGn, eax; Store the address of API A 
in REGn 

0055 . . . ; Instructions that do not modify REGn 
0056 Call REGn; Invoke API A 

0057 The foregoing are just some examples of the forms 
of direct and indirect calls or invocations that an embodi 
ment may identify, for one example operating System and 
one example hardware platform. To facilitate Such identifi 
cations, an embodiment may employ forward and/or back 
ward Slicing Static analysis techniques. 
0.058 An embodiment of a static analyzer 104 may look 
for any one or more of the foregoing calls being analyzed by 
this System in accordance with the types of calls and 
asSociated formats that are Supported by the application 
executable and associated instruction Sets. 

0059. As part of static analysis, an embodiment of the 
Static analyzer may also identify additional information 
about the identified calls, Such as about their parameter 
number, typing, and run-time values, as well as about their 
return addresses. This additional information may be used in 
the run time verification processing performed by the 
dynamic analyzer, described elsewhere herein. It should be 
noted that, as known to those of ordinary skill in the art, 
arguments may obtain their values at run time. AS Such, 
Static analysis may not be able to identify all parameter 
attributes or the same attribute(s) for each parameter. An 
embodiment of the Static analyzer may perform whatever 
degree of parameter analysis is possible in accordance with 
the particular parameters being analyzed. This parameter 
information and other types of information may be Stored 
with the corresponding target function call in the list of 
targets and invocation locations 106. 
0060. As an output, the static analyzer 104 produces a list 
of targets and invocation locations 106, as related to the 
identified function calls. As described elsewhere herein, the 
analyzer 104 may also output associated parameter infor 
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mation and other information used in the later run time 
verification. The list 106 includes a list of invocation loca 
tions within the application executable 102 from where calls 
to particular target functions are made. Additionally, asso 
ciated with each of these invocation locations is a reference 
to the target function. For example, if the application execut 
able 102 includes an invocation of a routine A from offset or 
address 10 in the main program, the list 106 includes an 
invocation location corresponding to offset 10 within the 
main program associated with a call to the external routine 
named A. 

0061. In addition to analyzing an application executable, 
the static analyzer 104 may analyze some or all libraries that 
may include routines or functions which are directly or 
indirectly invoked from the application executable 102. In 
other words, the application may include an external call to 
a function in a first library. This function may invoke another 
function in a different library. The static analyzer 104 may 
be used to perform Static analysis on both of these libraries. 

0062) An embodiment may determine libraries or DLLs 
upon which to perform Static analysis using any one or more 
of a variety of different techniques described herein. In one 
embodiment, the Static analyzer may examine a portion of 
the application executable, Such as the import address table, 
which indicates the libraries used. Additionally, libraries 
may be loaded dynamically during execution of the appli 
cation using, for example, the LoadLibrary routine. The 
Static analyzer may also examine the parameters of the 
LoadLibrary routine to determine additional libraries requir 
ing Static analysis. The foregoing may be used to perform 
Static analysis on those libraries upon which the application 
is dependent. An embodiment may also perform Static 
analysis on libraries Specified in other ways. For example, 
Static analysis may be performed on a Select group of 
libraries that may be used by the application and possibly 
others. The libraries may be included in a particular direc 
tory, location on a device, and the like. An embodiment may 
also not perform all the needed Static analysis of all libraries 
used by an application prior to executing the application. In 
this instance, Static analysis, or a form of local Static 
analysis, may be performed dynamically during execution of 
the application. This may not be the preferred processing 
mode. The dynamic Static analysis or performing of a form 
of Static analysis during execution of the application is 
described elsewhere herein in more detail. 

0063 Although a static analyzer 104 has been used in 
connection with obtaining a list of targets and invocation 
locations 106, and any associated Static analysis information 
Such as parameter information, any one of a variety of 
techniques may be used in obtaining this list, prior to 
actually loading and executing the application executable 
102 as described elsewhere herein in more detail. An 
embodiment may also determine the list, or Some portion of 
it, at Some point after the application executable 102 is 
produced, but prior to invocation of the application for 
execution. Also, as mentioned elsewhere herein, this may be 
done during execution of the application as described in 
more detail elsewhere herein. Additionally, an embodiment 
may produce a list of targets and invocation locations, or 
Some portion of it, using other tools and/or manual tech 
niques than as described herein. For example, the list 
asSociated with a particular application may be obtained 
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from a remote host or data Storage System, or may be 
distributed together with the particular application. 
0064. As described herein, the static analyzer performs 
Static analysis of the application executable 102 and possibly 
one or more libraries 114 to identify calls to target functions. 
At a later point in time during execution of the application, 
as part of dynamic analysis, calls made to target functions by 
the application and/or its libraries are monitored. AS part of 
this monitoring, Verification can be done, which may rely on 
the Static analysis information obtained as part of Static 
analysis. 

0065. The techniques described herein can be used to 
distinguish between normal or expected behavior of code 
and the behavior produced by MC. The technique described 
herein creates an application model using the information 
obtained from the static analyzer 104. It then uses this 
model, defined in terms of the invocation and target loca 
tions of function calls and optionally other call information 
Such as parameter information identified prior to execution, 
to verify the run time behavior of the application executable 
102. If the run time behavior deviates from the application 
model, it is determined that the application executable has 
executed MC. 

0.066 Dynamic analysis may be characterized as analysis 
performed of the run time behavior of code. Dynamic 
analysis techniques are described herein and used in con 
nection with performing run time monitoring and Verifica 
tion processing for the purpose of detecting and analyzing 
MC. 

0067. As described in more detail elsewhere herein, the 
dynamic analyzer 108 facilitates execution of the application 
executable 102 and performs run time validation of the 
application's run time behavior characterized by the target 
function calls being monitored. Normal behavior, or non 
MC behavior, is associated with particular target function 
calls identified by the static analyzer 104. Normal behavior 
may be characterized by the use of the target function calls 
whose locations were identified during the pre-processing 
step by the static analyzer 104. Validation may be performed 
at run time by actually executing the application executable 
102 to ensure that the target function calls that are made at 
run time match the information obtained by the static 
analyzer 104 using the invocation location and target loca 
tion pairs. If there are any deviations detected during the 
execution of the application executable 102, it is determined 
that the application executable 102 includes MC. 
0068. It should be noted that an embodiment may detect 
MC in accordance with one or more levels of run time 
Verification. For example, in one embodiment, a first level of 
run time verification may be performed of the target function 
calls being monitored using only the invocation and target 
location information. An embodiment may also perform a 
Second level of run time verification using the invocation 
and target location information as well as other run time 
information also identified by Static analysis, Such as the 
parameter information. An embodiment may also use inter 
face options, command line options or other techniques in 
connection with Specifying any Such different levels that 
may be included in an embodiment for MC detection as well 
as MC analysis, which is described elsewhere herein. An 
embodiment may also choose different levels of verification 
while monitoring and Verifying a particular application 
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execution, depending on various considerations, Such as the 
type of the application and the type of target function calls, 
as well as performance and any other considerations. Alter 
natively, an embodiment may not provide Such leveling 
options. 
0069. It should be noted that the predetermined set of 
functions or routines whose invocations are to be monitored 
by dynamic analysis may be included in an optionally 
Specified list of target functions whose invocations are to be 
monitored 112. Techniques are described elsewhere herein 
in connection with identifying functions to be monitored. 
0070 An embodiment of the static analyzer 104, in 
addition to performing its primary tasks described elsewhere 
herein, may also output a portion of the list of target 
functions to be monitored. As the static analyzer 104 iden 
tifies a call to a particular target function in the application 
102, the static analyzer 104 may also add the function to the 
list 112 of target functions whose invocations are to be 
monitored at run time. In one embodiment, the list 112 may 
be a Superset of those identified by the static analyzer. Other 
embodiments may use other techniques described elsewhere 
herein in connection with determining the list 112, or 
portions thereof. 
0071 Additionally, the target functions whose invoca 
tions are to be monitored, may also be specified using 
different techniques than as a list 112, which is an explicit 
input to the dynamic analyzer 108. For example, the par 
ticular target functions, whose invocations are being moni 
tored, or a portion of these functions, may be embedded 
within the dynamic analyzer itself rather than being an 
explicit input. An embodiment may also choose to monitor 
all API calls made by an application. 
0072. It should be noted that one or more of the compo 
nents included in FIG. 4A may also be stored in the data 
storage system. The dynamic analyzer 108 and the static 
analyzer 104 may be executed on any one of a variety of 
different computer processor or processors of a host System, 
for example, as described elsewhere herein in more detail. 
The foregoing dynamic analyzer 108 and static analyzer 104 
may also be produced using any one of a variety of different 
techniqueS or a combination thereof. For example, in one 
embodiment, one or both of these may be generated using a 
programming language, Such as the C++ programming lan 
guage and a compiler, or other translator on a Windows 2000 
operating System with an Intel-based processor. The data and 
the components included in 100 are described in more detail 
in following paragraphs and in connection with other fig 
UCS. 

0073) Referring now to FIG. 4B, shown is a flowchart 
120 of processing Steps that may be performed in an 
embodiment using the components of 100 of FIG. 4A. The 
target functions are assumed to be external to the applica 
tion. At Step 122, the Static analysis information, Such as list 
of target locations and invocation locations is obtained as 
described elsewhere herein, for example, in connection with 
FIG. 4A. At step 124, the application being monitored and 
asSociated libraries are loaded into memory. However, the 
instructions of the application are not yet executed. The 
application State at this point may be characterized as 
suspended after it is loaded into memory. It should be noted 
that not all libraries may be loaded at this point Since 
additional libraries may be loaded at run time, for example, 
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using the LoadLibrary function. At Step 126, the associated 
libraries, Such as all operating System DLLS, are instru 
mented to intercept calls to a predetermined Set of target 
functions at run time. The particular libraries instrumented 
may be determined, for example, in accordance with the list 
of external functions whose invocations are to be monitored 
112, the external dependencies of the application 102, or 
other techniques. At Step 128, the instrumented application 
and associated libraries are executed. AS described in more 
detail in following paragraphs, the instrumentation facili 
tates monitoring of the application's executions as pertain 
ing to the invocations of the external target functions. 

0.074. It should be noted that in order to monitor external 
calls, an embodiment may instrument a set of DLLS or 
libraries that is a SuperSet of those actually used by the 
application. This may be performed in order to detect MC 
that uses routines that are not used by the application itself. 
For example, in one embodiment all calls to operating 
System routines are being monitored. AS part of the instru 
menting process, all DLLS that include operating System 
routines may be instrumented independent of what DLLs the 
application is dependent or may use. 

0075 Generally, the instrumentation technique described 
in one embodiment herein modifies the memory loaded copy 
of the application and associated libraries to execute addi 
tional monitoring code. An embodiment may also utilize 
other techniques in connection with instrumentation. For 
example, an embodiment may rewrite instrumented DLLS 
onto a Storage device, Such as a disk, rather than modify 
memory loaded versions of the DLLS. These may not require 
creating the proceSS in a Suspended State Since instrumen 
tation may be performed before invocation of the applica 
tion. In other words, one or more DLLs may be instrumented 
in which an instrumented version of the DLL may be stored 
on a storage device. This instrumentation may be performed, 
for example, when pre-processing is performed as described 
elsewhere herein in connection with Static analysis, or either 
before or after that. The one or more DLLs that are instru 
mented and Stored on disk may be determined based on 
particular DLL characteristics and/or usage characteristics. 
For example, an embodiment may instrument only Security 
critical DLLS on disk. 

0076 Referring now to FIG. 5, shown is an example of 
a pseudo code-like description of routines that may be 
included in the dynamic analyzer 108. In this example, the 
dynamic analyzer 108 includes a call to CreateProcessEx, a 
routine that creates a process loading the application and 
DLLS into memory placing the application in a Suspended 
execution State. After executing the CreateProceSSEX rou 
tine, the application 102 has been loaded, but it has not yet 
begun execution. CreateProceSSEX performs the processing 
of step 124 of FIG. 4B. Control then returns to the dynamic 
analyzer 108 where the routine InstrumentSystem DLL is 
invoked. The routine InstrumentSystem DLL is described in 
more details in the following paragraphs and performs 
processing Steps in connection with instrumenting code in 
order to monitor the application at run time, as described in 
connection with step 126 of FIG. 4B. After completion of 
the routine InstrumentSystem DLL, the application and 
memory loaded libraries executing in the application's 
address Space have been instrumented and control proceeds 
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with execution of the application with the ResumeProcess 
routine, as described in connection with step 128 of FIG. 
4B. 

0077. In one embodiment, the InstrumentSystemDLL 
routine may be a thread that instruments all the operating 
system libraries, such as those associated with the Win32 
APIs. As described elsewhere herein, an embodiment may 
use other techniques, Such as analyzing the import address 
table and the like to determine which libraries are used by 
the application, and then instrument those libraries. By 
analyzing operating System libraries, routines which per 
form dynamic loading of other libraries, Such as LoadLi 
brary and GetProcAddress, are also instrumented. Thus, at 
run time, if a call is made to LoadLibrary, for example, to 
load some library 114 at run time, this call is intercepted. If 
the embodiment has not previously instrumented this library, 
instrumentation may be dynamically performed at run time 
after the library is loaded but before any function exported 
by this library is executed. Additionally, any libraries used 
by this library that have not been instrumented may be 
instrumented at run time as well. 

0078 If at run-time, a call is made to a routine being 
monitored from a library or an application component for 
which Static analysis has not been performed during the 
pre-processing Step, Static analysis may also be performed at 
run time. This Static analysis may be of the complete library, 
or a portion of the library. In one embodiment, local static 
analysis may be performed for the call which is intercepted 
due to the instrumentation. Once the call is trapped or 
intercepted, the location from which the call instance has 
been made is determined. This location may be determined, 
for example, by examining the run time Stack to obtain the 
return address of the caller. Using this address, an embodi 
ment may examine, using the disk copy of the binary of the 
caller, the instruction prior to the return which should 
identify the intercepted call. It should be noted that an 
embodiment may examine the disk copy of the binary of the 
caller Since certain types of MC, Such as dynamically 
generated, may have mutated Such that the binary in memory 
and the binary on disk are different. An embodiment may use 
the memory copy of the caller rather than the disk copy to 
detect, for example, an improper invocation if the MC is 
obfuscated MC. However, if the memory copy is used, an 
embodiment may not be able to detect certain types and 
occurrences of MC which are, for example, dynamically 
generated or injected at run-time. Similarly, at run time, an 
embodiment may also determine parameter and other infor 
mation about a call by examining the disk copy of the binary 
of the routine and compare that to the run time information 
for the particular run time invocation. An embodiment may 
use caching techniques when performing local Static analy 
sis to reuse the results of the Static analysis performed during 
run time on Subsequent calls to the same target routine from 
the same location within the application or its libraries. 

0079. In the example described herein, Win32 API func 
tions are instrumented for the purpose of being intercepted 
although an embodiment may monitor or intercept any one 
or more different functions or routines. Any one of a wide 
variety of different techniques may be used in connection 
with instrumenting the application 102 and any necessary 
libraries. In one embodiment, the Detours package as pro 
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vided by Microsoft Research may be used in connection 
with instrumenting Win32 functions for use on Intel x86 
machines. 

0080 Referring now to FIG. 6, shown is an example of 
a representation of the run time user address space 150 of the 
application 102. In this example, the application executable 
may be located in the first portion of its address Space. 
Additionally loaded in the address Space of the application 
is the kernel32 DLL and the Wrappers DLL. The kernel32 
DLL in this example may include target functions or rou 
tines being invoked from the application executable. The 
kernel32 DLL is included as a library or DLL with the 
underlying Microsoft Windows operating system which, in 
this example, includes a portion of the Win32 API functions. 
AS used herein in this embodiment, WrapperS is a library, 
Such as a DLL, that may be produced using the Detours 
package described elsewhere herein, used in intercepting 
arbitrary Win32 API calls. As described elsewhere herein, 
the WrapperS DLL includes user-Supplied code Segments in 
wrapper or Stub functions. The wrapper or Stub functions 
may be built using functionality included in the Detours 
package. The user-Supplied code Segments may include, for 
example, pre-monitoring and post-monitoring code and 
other run time monitoring and/or verification code as 
described elsewhere herein. Additionally, one or more other 
DLLS or libraries may be used by the application Such as, for 
example, a customized library that may be loaded initially 
and/or dynamically during execution of the application. 

0081. It should be noted that the particular components, 
for example, one or more libraries, Shared objects, and the 
like, loaded into the address Space may vary in accordance 
with the target routines used by the application. These may 
be identified, for example, as DLLS imported by the appli 
cation. Additionally, the application may also cause a library 
to be dynamically loaded during execution, for example, by 
using LoadLibrary routine. 

0082) Referring now to FIG. 7, shown is the logical flow 
of control in one embodiment when an external target 
function, Such as a Win32 API function, is invoked at run 
time from the application using a call instruction. The 
external call is intercepted using the instrumentation tech 
niques described herein. Representation 200 traces through 
the flow of control that occurs during execution of the 
application 102, for example, as described in connection 
with step 128 of FIG. 4B. The representation 200 includes 
a Source function of application.exe, a target function within 
the kernel32 DLL that is invoked from the Source function, 
a stub function or wrapper function and a trampoline func 
tion. Source function in this example is located in the 
application.exe and is the function from which the target 
function is invoked. The wrapper function is used in con 
nection with performing run time monitoring and Verifica 
tion of the intercepted call to the target function and uses the 
trampoline function as an auxiliary function. 

0083) What will now be described is the flow of control 
represented in connection with the arrows between each of 
the different functions in the representation 200. Beginning 
with the Source function of the application's binary, a call is 
made to the target function API A from the invocation 
address LOC A. This is indicated by arrow 202 to signify a 
transfer of control from the application.exe to the target 
function APIA within the kernel32 DLL. The first instruc 

May 19, 2005 

tion of the target function API Aincludes a transfer or jump 
instruction to the wrapper or Stub function as described 
elsewhere herein. This transfer is indicated by arrow 204. 
0084. Within the pre-monitoring portion of the wrapper 
function, the intercepted call is verified. AS used herein, the 
pre-monitoring code portion refers to that portion of code 
included in the wrapper or Stub function executed prior to 
the execution of the body of the intercepted routine or 
function. Post-monitoring code refers to that code portion 
which is executed after the routine is executed. 

0085. The verification process of the pre-monitoring code 
may include examining the list of target and invocation 
locations 106 previously obtained during Static analysis to 
verify that this call instance has been identified in the 
pre-processing Step described elsewhere herein. In the event 
that the call is verified as being on the list 106, execution of 
the intercepted routine may proceed. Otherwise, the verified 
call processing code portion of the pre-monitoring portion 
may determine that this is an MC Segment and may perform 
MC processing without executing the routine called. 
0086 A possible embodiment may identify the location 
of a call invocation by its return address. The return address 
is typically the next address following the call instruction, 
and can typically be found on the run-time Stack at the time 
the call is intercepted. AS part of Verification processing 
done by the dynamic analyzer, an embodiment may use the 
return address to determine the location of the previous 
instruction and to verify that this instruction corresponds to, 
for example, a call or other expected instruction. It should be 
noted that in one possible embodiment, call locations may be 
defined as the locations that follow the call instructions, or 
as addresses of the instructions to which these calls are 
designed to return. The address of the location in this 
instance may be determined at run time by examining the 
return address included in the run time Stack. Once deter 
mined, this location may be verified against the locations 
identified as part of Static analysis. 
0087. It should also be noted that the pre-monitoring code 
may perform other types of Verification. For example, addi 
tional verification processing may be performed in an 
embodiment. One embodiment may use additional Static 
analysis information, Such as parameter information associ 
ated with this call instance. Verifying the parameter infor 
mation, including type and value of Some parameters, may 
also be part of the call verification processing included in the 
pre-monitoring code. 

0088 Continuing with FIG. 7, after the call has been 
Verified by the pre-monitoring code, the trampoline routine 
corresponding to APIA is invoked as indicated by arrow 
206. The trampoline function executes previously saved 
instructions of API A. The previously saved instructions 
were the first instructions of the routine API A and were 
previously replaced with a jump instruction transferring 
control to the wrapper or Stub function. Part of instrumenting 
DLLs in the embodiment includes dynamically modifying 
their memory loaded processes prior to this run time illus 
tration 200 in which the instruction or instructions of the API 
of the target function are replaced with a jump instruction or 
other transfer instruction transferring control to the wrapper 
function. Prior to writing over the first instruction(s) of the 
target function, the first instruction(s) of the target function 
are copied or preserved in a Save area which is included in 
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the trampoline function. These first instructions are executed 
as part of the trampoline function after the pre-monitoring 
code has been executed and is indicated by the control 
transfer 206 to the trampoline function. Subsequently, con 
trol transferS back to the target function to continue execu 
tion of the target function body as indicated by arrow 208. 
When the target function has completed execution, control 
transferS to the wrapper function post-monitoring code as 
indicated by arrow 210. The post-monitoring code may be 
characterized as performing monitoring of the return of the 
target function. Additional verification and processing may 
be performed by the post-monitoring code, Such as related to 
the return function value, other portions of the run time 
Stack, function call chains, and the like. After post-monitor 
ing code, the control transferS back 212 to the Source 
function, to the location that follows location LOC A from 
which function APIA was invoked. 
0089 FIG. 7 illustrates what happens at run time after 
instrumentation of the application and any associated librar 
ies has been performed. What will now be described is one 
embodiment of the instrumentation process that happens 
prior to execution of the application, for example, as may be 
performed by the InstrumentSystem DLL routine included in 
the dynamic analyzer 108 previously described in connec 
tion with FIG. 5. 

0090 Referring now to FIG.8, shown is the flowchart of 
Steps of one embodiment that may be performed in connec 
tion with instrumenting the application and libraries dynami 
cally when the application is loaded into memory with its 
libraries or DLLs. The steps described herein may be used 
in connection with instrumenting the binary form of the 
libraries that may be used by the application 102, all 
operating System libraries or DLLS, or any other Set of 
libraries that may be determined as described elsewhere 
herein. These may optionally be stored in the list 112 of 
FIG. 4A. At step 302, a temporary variable, current target is 
assigned the first target routine. The processing described in 
flowchart 300 iterates over the list of targets included in the 
list 112 and performs processing in connection with each 
one until all of the targets have been processed. At step 304, 
a determination is made as to whether all of the targets have 
been processed. If so, control proceeds to step 306, where 
instrumentation Stops. At Step 304, if a determination is 
made that processing of all targets is not complete, control 
proceeds to step 308 where the first instruction(s) of the 
current target are Stored in the trampoline Save area associ 
ated with the current target. At step 310, the first instruction 
or instructions just Saved from the current target are replaced 
by instructions which transfer control to the stub or wrapper 
for the current call. It should be noted that the number of 
instructions saved at step 308 may vary in accordance with 
the particular instruction representation, calling Standard, 
and other factors of each particular embodiment. At Step 
312, another instruction is added to the current target tram 
poline, following the Saved first instructions, which transfers 
control to the current target plus Some offset values where 
the offset is the address of the next instruction following the 
one replaced at step 310. At step 314, the current target is 
advanced to the next target in the list 112 and processing 
continues until, at Step 304, it is determined that all targets 
have been processed. It should be noted that steps 308 and 
312 produce the trampoline function as described previously 
in connection with FIG. 7. Step 310 processing overwrites 
the first instruction(s) of the target API as loaded into 
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memory of the application's user address Space with a jump 
instruction. Step 310 processing causes a transfer of control 
to the wrapper function as represented by arrow 204 previ 
ously described in connection with FIG. 7. 

0091. The instrumentation processing described in con 
nection with flowchart 300 may be performed, for example, 
by code included in the Detours package by Microsoft 
Research (http://research.microsoft.com/sn/detourS/) which 
replaces the first few instructions of the target function with 
an unconditional jump to a user provided wrapper or Stub 
function. Instructions from the target function may be pre 
served in the trampoline function as described herein. The 
trampoline function in this example includes: 1) instructions 
that are removed from the target function, and 2) an uncon 
ditional branch to the remainder of the target function. 

0092. It should be noted that as described herein, the code 
of the target function is modified in memory rather than on 
a Storage device. This technique performs instrumentation of 
libraries as used by a one execution of an application while 
the original copies of the libraries are not modified. It should 
be noted as described herein, the trampolines may be created 
either statically or dynamically. Whether static or dynamic 
trampolines are used, for example, may vary in accordance 
with instrumentation tools used Such as, for example, the 
Detours package which provides for use of Static trampo 
lines when the target function is available as the link Symbol 
at link time. Otherwise, when the target function is not 
available at link time, a dynamic trampoline may be used 
with the Detours package. The Detours package provides for 
functionality that may be used in connection with creating 
both of these types of trampolines. 

0093. In the foregoing description, instrumentation may 
be selectively performed on those functions or routines an 
embodiment wishes to monitor at run time. For example, in 
the embodiment just described, all Win32 APIs and associ 
ated invocations are monitored. Every invocation of a Win32 
API may be intercepted in the foregoing instrumentation 
technique. When one of the Win32 API calls is intercepted, 
this particular instance or invocation is checked against the 
list of previously obtained target and invocation locations 
106 in order to see if the observed run time behavior matches 
that which is expected in connection with the previously 
performed Static analysis. 

0094) Referring now to FIG. 9, shown is a flowchart 400 
of Steps of one embodiment Summarizing the run time 
processing previously described in connection with illustra 
tion 200 of FIG. 7. Flowchart 400 Summarizes the process 
ing Steps that may be performed in an embodiment as part 
of dynamic analysis in connection with an MC detection 
system 100 during application execution. At step 402, a call 
to a target routine being monitored is intercepted. At Step 
404, a determination is made as to whether the current call 
Verification is Successful in connection with the current call 
being intercepted. AS described elsewhere herein, this call 
Verification may be performed by the pre-monitoring code 
within the Stub or wrapper function associated with the 
current target routine. If it is determined that the call 
Verification processing is Successful, control proceeds to 
step 410 to continue execution of the target routine. Other 
wise, if current call verification is not Successful, control 
proceeds to step 406 where a determination is made that MC 
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has been detected and related processing may be performed. 
Related processing may include, for example, obtaining run 
time information Such as: 

0095) 1) identifying the invocation location when 
the detection was made because the target function 
itself is not found on the list 106 produced by static 
analysis, 

0.096 2) obtaining call-related information Such as 9. 
parameter information; and 

0097 3) obtaining additional run time information 
about the context of the invocation Such as may be 
available in connection with a run time Stack and 
other data Structures that may vary with each 
embodiment. 

0098. The particular type of information that may be 
obtained and where it is Stored may vary in accordance with 
each embodiment and is dependent on the System hardware 
and/or Software. 

0099. At step 408, a determination is made as to whether 
MC analysis is being performed. In connection with an 
embodiment using the techniques described herein, MC 
detection as well as analysis may be performed. In other 
words, the pre-monitoring and post-monitoring code 
included in the wrapper or Stub function may operate in a 
detection mode as well as an analysis mode. In the detection 
mode, the pre-monitoring and post-monitoring code may 
function as a detector which, upon detecting MC, such as 
with a failed call verification in the pre-monitoring code, 
may stop application execution and cause an error message 
and other processing Steps to be taken. Upon detecting MC, 
an embodiment may return to the calling application with a 
return value corresponding to a function-specific error code. 
An embodiment may also signal a function-specific excep 
tion. Alternatively, the pre-monitoring and post-monitoring 
code may take into account that the Software may run in a 
second mode as referred to herein as analysis mode. The MC 
analysis mode may be used, for example, by a Security 
analyst to characterize or gain information about MC behav 
ior. Accordingly, at Step 408, if the pre-monitoring code 
determines that analysis is being performed, control may 
proceed to step 410 where the execution may continue with 
the target routine. In other words, the call made by MC is 
detected but is allowed to continue execution in order to gain 
further information about MC behavior. 

0100. At step 410, control is transferred to the target 
routine. Control is returned to the post-monitoring process at 
Step 412, included in the wrapper or Stub function as 
described elsewhere herein. At this point, determination is 
again made as to whether MC analysis is being performed, 
Such as may be indicated by a boolean flag Set by the 
pre-monitoring code or other technique. If So, additional 
data may be obtained about the MC behavior such as, for 
example, return values from the function just called and 
other types of run time information Such as may be available 
from the stack or other run time context information. If MC 
analysis is not being performed, control may proceed by 
returning to the application at Step 418. 
0101. It should be noted that an embodiment may per 
form MC detection alone, MC analysis alone, or include a 
Switch which provides for Switching between an MC detec 
tion mode and an MC analysis mode as described herein. 
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0102 Referring now to FIG. 10, shown is an example of 
one embodiment of a data structure that may be used to Store 
the target location and corresponding invocation location 
pairs 106. In this embodiment, the structure 500 includes an 
array of target locations. Each target location has an asso 
ciated linked list of associated invocation locations. Since 
each target location may be invoked Zero or more times, the 
asSociated linked list may have Zero or more entries. The 
target locations may be Stored in a Sorted order, Such as, for 
example, in Sorted order based on Symbol name of the 
asSociated API or target routine. 
0.103 Referring now to FIG. 11, shown is an example of 
another embodiment of a data Structure that may be used to 
Store the target location and corresponding invocation loca 
tion pairs 106. In this embodiment, the structure 550 
includes a linked list of entries in which each entry corre 
sponds to one of the target location and corresponding 
invocation location pairs. The entries may be stored in a 
Sorted order, Such as in order of increasing invocation 
locations in each programming or code Segment. 
0104 Referring now to FIG. 12, shown is an example of 
another embodiment of a data Structure that may be used to 
Store target location and corresponding invocation location 
pairs 106. In the data structure 600, each entry is stored in 
accordance with the return address, to which the target 
function returns after being called from the invocation 
location. In one embodiment, the return address is the 
location that follows the invocation location. Also, in one 
embodiment, this return address may be found at the top of 
the run time Stack at the time an embodiment intercepts a 
call to the target function as described elsewhere herein. 
Using this return location, an embodiment may perform run 
time verification processing of the call as described else 
where herein. An embodiment may also examine a copy of 
the application binary as Stored on a data Storage device 
and/or in memory, as well as use the information found on 
the run-time Stack, heap, and other locations to perform 
Verification processing. 
0105. It should be noted that the foregoing data structures 
of FIGS. 10, 11, and 12 are only representative data struc 
tures that may be included in an embodiment to Store the 
information of the list 106 as described herein. Additionally, 
other Static information, Such as parameter information, may 
also be stored in this data Structure or in another data 
Structure(s). In one embodiment using one of the foregoing 
data structure 500, 550 or 600, the list 106 may be stored in 
memory when a localized version of the foregoing Static 
analysis is dynamically performed in response to target 
function calls being intercepted. The data Structures may 
also be optimized according to different considerations, Such 
as their run-time performance and Space characteristics. 
0106 An embodiment may store the results of static 
analysis in a file or other Storage container. The data from the 
file or other Storage container may be read, upon invocation 
of the application, and Stored in memory in a data structure 
used, for example, when performing the call verification 
processing of the pre-monitoring code described herein. The 
data from the file may be read for each of multiple invoca 
tion instances of the application. 
0107 The static analysis data processing may be per 
formed, for example, using automated and/or manual tech 
niques when there are modifications to the application Such 
as may result from recompilation and relinking. 
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0108. It should be noted that the application may involve 
multiple executable components. For example, an applica 
tion may make calls to System libraries as well as custom 
ized libraries of routines developed for use with a particular 
application. One embodiment may be designed to handle 
Such applications. Additionally, an embodiment may handle 
DLL relocation issues, which may occur when, for example, 
two or more DLLS want to be loaded into the same proceSS 
address range. This may be done by using locations that are 
relative to the base addresses of the DLLs. The particular 
details releated to these issues may vary with each embodi 
ment. 

0109. In one embodiment, each target location and invo 
cation location may be represented by a symbolic name 
and/or offset that may vary in accordance with how each 
may be represented in an embodiment. For example, the 
invocation location may be represented by an offset within 
the invoking module or routine. The target location may be 
represented by a symbolic name and offset where the Sym 
bolic name corresponds to the name of the target function or 
routine being invoked. In one embodiment, when the target 
functions are external, this symbolic name may be included 
in an imported Symbol table of the application being 
invoked. The imported symbol table may also include the 
address of the externally defined function. 
0110. The foregoing techniques may be used in connec 
tion with the detection tool to monitor executions of appli 
cations included in various directories. The foregoing detec 
tion techniques may also monitor the run time behavior of 
only particular applications. The application may be 
executed, and also have MC detection and/or analysis per 
formed, as a result of a normal user invocation in performing 
an operation. For example, a user may be executing a word 
processing application in connection with editing a docu 
ment and MC detection and/or analysis may be performed. 
0111. It should also be noted that in connection with 
using the foregoing techniques as a detection tool, the 
detection tool may run as a background process, for 
example, Scanning a file System for different executables that 
may be Stored on particular devices or located in particular 
directories within the system. The detection tool may 
execute, for example, as a background task, use the forego 
ing techniques and invoke and execute one or more of the 
executables in order to possibly detect MC contained in 
these executables. This may also be done as an emulation or 
Simulation of the execution, or in what is known to those 
skilled in the art as a virtual environment, Such as VMWare. 
0112 An application may be executed using the tech 
niques described herein at a variety of different times. The 
application may be executed during normal usage, when 
purposefully testing it for the presence of MC, or when 
analyzing the MC embedded within the application. An 
execution of the application may also be emulated or simu 
lated. 

0113 Any one of a variety of different techniques such as 
described herein may be used in connection with obtaining 
a list of particular target routines whose invocations are to be 
monitored 112 An entire file system, or libraries located in 
a certain disk location, directory, and the like, may be 
pre-processed to obtain a list of routines or functions to be 
monitored. Particular routines or functions to be monitored 
may also be obtained by observing those that are actually 
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being invoked when applications execute. These may 
include particular System routines, Such as what Win32 
APIs. The list of routines monitored may be a Superset of 
those invoked by applications and the foregoing may be 
used in the determination of what to include in the list 112. 
The foregoing techniques may also be used in determining 
which DLLS may be instrumented as part of a preprocessing 
Step prior to executing the application. Similarly, the fore 
going techniques may be used in determining which routines 
to include in the list of target functions whose invocations 
are to be identified by static analysis 111. 
0114. It should be noted that the foregoing techniques are 
applied in particular to binary machine executable codes. 
However, the foregoing techniques may be characterized as 
extensible and generally applicable for use with any one of 
a variety of different types of binary and machine-executable 
programs, as well as Script programs, command program, 
and the like. The foregoing techniques may be used and 
applied in connection with detecting and analyzing calls to 
target functions or Services made by MC from programs in 
which control is transferred from one point to another. Such 
a program can be analyzed using Static analysis to create a 
model comprised of the identified calls, their locations 
within the program, and other call-related information. 
Then, the executions of the forgoing program can be moni 
tored to intercept the calls to target functions and Services 
occurring at run-time and to Verify that these calls, the 
locations from which they occur, and other call-related 
information match those identified by Static analysis. Imple 
menting the monitoring and interception StepS may involve 
the instrumentation of the program itself and/or the pro 
gram's processor or interpreter. In case of a bytecode 
program, a program processor may be what is known in the 
art as a “virtual machine'; in case of a Script or command 
program, the program processor may be referred to, respec 
tively, as a “Script processor or “command processor'. 
0.115. In connection with the binary code, the foregoing 
techniques may be used in connection with detecting MC 
where the MC is characterized as injected code by detecting 
calls from invocation locations not previously identified 
during the Static analysis phase. The foregoing techniques 
may be used in connection with detecting MC for dynami 
cally generated embedded MC because there is a difference 
between the binary code that was analyzed prior to execu 
tion and the binary code which is executed. Dynamically 
generated embedded MC that is executed may be the result 
of a mutated or modified form of the binary code analyzed 
prior to execution. In connection with MC detection of 
obfuscated MC, the target address, for example, may be a 
run time computed address to a target location whose 
location has not been identified prior to execution. AS 
another example, obfuscated MC may, for example, perform 
String manipulation to form a name of an API or a target 
routine which, again, may not be identified by the Static 
analysis described herein. Simple MC may be detected by 
the foregoing techniques if the MC is embedded into an 
application's code after the pre-processing Step of Static 
analysis has been performed. In Such situations, the simple 
MC may include invocations to APIs from the locations that 
were not identified by Static analysis. Accordingly, in Such 
Situations, the foregoing techniques would detect the Simple 
MC. It should be noted that using the foregoing technique to 
detect simple MC that is embedded into the application after 
it has been Statically analyzed has its limitations and short 
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comings. On the other hand, detecting unauthorized modi 
fications, including those by Simple MC, to the application 
after it has been Statically analyzed can be accomplished by 
Simpler and more efficient techniques, Such as by hashing 
the application files using the MD5 hash functions, as used 
by Tripwire. An embodiment may use Such techniques. 
0116. The foregoing technique works because most non 
malicious applications do not generate or inject code at 
run-time, nor do they obfuscate it. Those that do are limited 
to particular types of non-malicious code and the foregoing 
technique can be tailored in a variety of ways to deal with 
these. For example, legitimate uses of obfuscation and 
dynamic code generation can be cleared in advance per 
application either locally per installation by application user 
or a System administrator, or globally by Software manufac 
turer, a trusted third-party, or a site administrator, or by any 
other means. This would result in including the locations 
from which the legitimately obfuscated or dynamically 
generated calls are made into the model. In addition, the 
technique can be made to recognize and handle certain 
legitimate uses of dynamic code generation, Such as in Stack 
trampolines, which facilitate the use of nested functions, 
just-in-time compilers, which create native machine code 
from byte-code; and executable decompressors, which at run 
time decompress previously compressed executable code 
loaded from disk. 

0117 The foregoing techniques may be used in connec 
tion with creation of tools to assist analysts in dissecting and 
understanding different types of MCS. Currently, analysts 
may use general purpose dissemblers and debuggerS for this 
purpose. The foregoing techniques may be used, as an 
alternative or in addition to existing techniques and tools, in 
reducing the time-frame required to understand and gather 
information about a particular portion of MC since the 
foregoing techniques, for example, may be used in identi 
fying the exact portions of a particular executable that are 
malicious as well as gathering run time context information 
about the execution of the MC. For example, the foregoing 
may be used in obtaining a run time trace of the dynamic call 
chain associated with MC. 

0118. It should be noted that although the foregoing 
description instruments libraries, Such as DLLS, other bodies 
of code, Such as different types of libraries (memory loaded, 
rom- or flash-resident, and disk), Shared objects, and even 
the application or other customized routine used by the 
particular application, may also be instrumented and used in 
connection with the techniques described herein. 
0119 While the invention has been disclosed in connec 
tion with preferred embodiments shown and described in 
detail, their modifications and improvements thereon will 
become readily apparent to those skilled in the art. Accord 
ingly, the Spirit and Scope of the present invention should be 
limited only by the following claims. 
What is claimed is: 

1. A method for detecting malicious code comprising: 
performing Static analysis of an application prior to 

execution of the application identifying any invoca 
tions of at least one predetermined target routine, 

determining, prior to executing Said at least one prede 
termined target routine during execution of the appli 
cation, whether a run time invocation of the at least one 
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predetermined target routine has been identified by Said 
Static analysis as being invoked from a predetermined 
location in Said application; and 

if the run time invocation of the at least one predetermined 
target routine has not been identified from a predeter 
mined location by Said Static analysis, determining that 
the application includes malicious code. 

2. The method of claim 1, wherein Said target routines are 
external to the Said application, and the method further 
comprising: 

instrumenting a binary form of a library Such that all 
invocations of a predetermined set of one or more 
external routines included in Said library are inter 
cepted; and 

intercepting an invocation instance of one of Said external 
routines. 

3. The method of claim 2, wherein said predetermined set 
includes a portion of System functions. 

4. The method of claim 1, further comprising, performing, 
prior to executing Said application: 

determining an invocation location within Said applica 
tion from which a call to Said at least one predetermined 
target routine is made; and 

determining a target location associated with Said invo 
cation location, Said target location corresponding to 
Said at least one predetermined target routine to which 
said call is being made. 

5. The method of claim 4, further comprising: 
using Said invocation location and Said associated target 

location to determine, during execution of Said appli 
cation, whether an intercepted call to target routine has 
been identified by Said Static analysis. 

6. The method of claim 1, wherein static analysis is 
performed after beginning execution of instructions of Said 
application and prior to execution of Said at least one 
predetermined routine. 

7. The method of claim 1, wherein said static analysis is 
performed as a preprocessing Step prior to at least one of: 
invoking Said application and executing a first instruction of 
Said application. 

8. The method of claim 7, wherein a single static analysis 
is performed producing Static analysis results used in con 
nection with a plurality of Subsequent executions of Said 
application. 

9. The method of claim 1, wherein said target routines are 
external to the Said application, further comprising: 

loading Said application into memory Such that Said 
application is in a Suspended execution State, 

instrumenting a library used by Said application Such that 
invocations of a predetermined set of one or more 
external routines defined in Said library are intercepted; 
and 

executing Said application and intercepting an invocation 
instance of one of Said predetermined Set of external 
routines. 

10. The method of claim 1 further comprising: 
prior to executing a target routine, intercepting a call to 

the target routine and verifying that the call to the target 
routine has been identified by Said Static analysis. 
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11. The method of claim 10, further comprising: 
intercepting control after completing execution of Said 

target routine. 
12. The method of claim 10, further comprising: 
determining that the application includes malicious code. 
13. The method of claim 12, further comprising: 
halting execution of Said application upon determining 

that Said application includes malicious code. 
14. The method of claim 11, further comprising: 
determining that the application includes malicious code; 
determining if malicious code analysis is being per 

formed; 
if malicious code analysis is being performed: 

executing the intercepted target routine that failed 
Verification; and 

intercepting control after Said target routine has com 
pleted executing. 

15. The method of claim 5, wherein said static analysis 
includes obtaining parameter information associated with 
target routine calls made from Said application, and the 
method comprising: 

using Said parameter information in Verifying an inter 
cepted target routine call by comparing Said parameter 
information of Said Static analysis to other parameter 
information of Said intercepted target routine call 
wherein Said verifying is used in determining whether 
Said application includes malicious code. 

16. The method of claim 1, further comprising: 
determining which target routines are executed by one or 

more other applications, and 
intercepting any invocations of Said target routines during 

execution of Said application. 
17. The method of claim 9, wherein further comprising, 

performing after Said loading prior to executing Said appli 
cation: 

copying, for each of Said one or more external routines, a 
first Set of one or more instructions to a Save area 
corresponding to Said each external routine; and 

modifying a memory copy of each of Said one or more 
external routines to transfer control to a wrapper rou 
tine corresponding to Said each external routine prior to 
executing any instructions of Said each external routine 
and after all instructions of Said each external routine 
have been executed. 

18. The method of claim 10, further comprising: 
obtaining run time context information about Said target 

routine including at least one of run time call chain 
information before executing an intercepted target rou 
tine, run time call chain information after executing an 
intercepted target routine, run time Stack information, 
and return parameter information. 

19. The method of claim 12, further comprising, if mali 
cious code analysis is not being performed, performing at 
least one of the following: returning a return value corre 
sponding to a predetermined error code, and transferring run 
time control to routine-Specific condition handler. 
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20. The method of claim 2, wherein said instrumentation 
is performed as a preprocessing Step prior to executing an 
instruction of Said application. 

21. The method of claim 2, wherein said instrumentation 
is performed dynamically after beginning execution of 
instructions of Said application. 

22. The method of claim 2, wherein Said instrumenting 
produces an instrumented version of Said binary form and 
Said instrumented version is Stored on a storage device. 

23. The method of claim 2, wherein said instrumenting 
produces an instrumented version of Said binary form and 
Said instrumented version is Stored in memory. 

24. The method of claim 5, further comprising, for 
determining Said invocation location: 

obtaining a return address from a run time Stack, Said 
return address identifying an address of Said application 
to which control is returned after completion of a call 
to a target routine, 

using Said return address to determine another location in 
Said application of a previous instruction immediately 
prior to Said return address, 

determining whether contents of Said other location 
includes an expected transfer instruction; and 

if Said contents does not include an expected transfer 
instruction, determining that Said application includes 
malicious code. 

25. The method of claim 24, further comprising: 
determining, using information obtained from Static 

analysis of Said application, whether other locations of 
Said application include at least one element of 
expected information associated with the expected 
transfer instruction; and 

if Said contents does not include Said at least one element 
of expected information, determining that Said appli 
cation includes malicious code. 

26. The method of claim 24, wherein said information of 
Said other location is obtained from a copy of Said applica 
tion Stored on a storage device. 

27. The method of claim 24, wherein said information of 
Said other location is obtained from a copy of Said applica 
tion Stored in a memory. 

28. The method of claim 1, wherein said application is one 
of bytecode form, Script language form, and command 
language form, and the method further comprises: 

instrumenting one of: a processor of Said application and 
Said application Such that all invocations of a prede 
termined Set of one or more target routines invoked by 
Said application are intercepted; and 

intercepting an invocation instance of one of Said target 
routines. 

29. The method of claim 14, further comprising, if mali 
cious code analysis is being performed: 

obtaining run time context information about Said mali 
cious code including at least one of return parameter 
information, run time call chain information before 
executing an intercepted target routine, run-time chain 
after executing an intercepted target routine and run 
time Stack information. 
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30. The method of claim 7, wherein the results of said 
Static analysis are Stored on at least one of a Storage device 
and a memory. 

31. The method of claim 1, wherein the said static analysis 
is performed on a host on which the application is executed. 

32. The method of claim 1, wherein said static analysis is 
performed on a first host and Static analysis results are made 
available to a Second host on which Said application is 
executed. 

33. The method of claim 1, wherein the results of said 
Static analysis are distributed together with the Said appli 
cation. 

34. The method of claim 1, wherein said target routines 
are external to the Said application, and the method further 
comprising: 

using an instrumented version of a binary form of a library 
Such that all invocations of a predetermined set of one 
or more external routines included in Said library are 
intercepted; and 

intercepting an invocation instance of one of Said external 
routines. 

35. The method of claim 34, wherein said instrumented 
version of said binary form obtained from at least one of: a 
data Storage System and a host other than a host on which 
Said application is executed, and Said instrumented version 
is Stored on a storage device. 

36. A method for detecting malicious code comprising: 
determining, prior to executing at least one predetermined 

target routine during execution of the application, 
whether a run time invocation of the at least one 
predetermined target routine is identified by a model as 
being invoked from a predetermined location in Said 
application, Said model identifying locations within 
Said application from which invocations of the at least 
one predetermined target routine occur; and 

if the run time invocation of the at least one predetermined 
target routine has not been identified from a predeter 
mined location by Said model, determining that the 
application includes malicious code. 

37. A method for detecting malicious code comprising: 
obtaining Static analysis information of an application 

identifying any invocations of at least one predeter 
mined target routine; 

determining, prior to executing Said at least one prede 
termined target routine during execution of the appli 
cation, whether a run time invocation of the at least one 
predetermined target routine has been identified by Said 
Static analysis information as being invoked from a 
predetermined location in Said application; and 

if the run time invocation of the at least one predetermined 
target routine has not been identified from a predeter 
mined location by Said Static analysis information, 
determining that the application includes malicious 
code. 

38. A computer program product that detects malicious 
code comprising: 

executable code that performs Static analysis of an appli 
cation prior to execution of the application identifying 
any invocations of at least one predetermined target 
routine; 
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executable code that determines, prior to executing Said at 
least one predetermined target routine during execution 
of the application, whether a run time invocation of the 
at least one predetermined target routine has been 
identified by Said Static analysis as being invoked from 
a predetermined location in Said application; and 

executable code that, if the run time invocation of the at 
least one predetermined target routine has not been 
identified from a predetermined location by Said Static 
analysis, determines that the application includes mali 
cious code. 

39. The computer program product of claim 38, wherein 
Said target routines are external to the Said application, the 
computer program product further comprising: 

executable code that instruments a binary form of a 
library Such that all invocations of a predetermined Set 
of one or more external routines included in Said library 
are intercepted; and 

executable code that intercepts an invocation instance of 
one of Said external routines. 

40. The computer program product of claim 39, wherein 
Said predetermined Set includes a portion of System func 
tions. 

41. The computer program product of claim 38, further 
comprising, executable code that, prior to executing Said 
application: 

determines an invocation location within Said application 
from which a call to said at least one predetermined 
target routine is made; and 

determines a target location associated with Said invoca 
tion location, Said target location corresponding to Said 
at least one predetermined target routine to which Said 
call is being made. 

42. The computer program product of claim 41, further 
comprising: 

executable code that uses said invocation location and 
Said associated target location to determine, during 
execution of Said application, whether an intercepted 
call to target routine has been identified by Said Static 
analysis. 

43. The computer program product of claim 38, wherein 
Static analysis is performed after beginning execution of 
instructions of Said application and prior to execution of Said 
at least one predetermined routine. 

44. The computer program product of claim 38, wherein 
Said Static analysis is performed as a preprocessing Step prior 
to at least one of invoking Said application and executing a 
first instruction of Said application. 

45. The computer program product of claim 44, wherein 
a single Static analysis is performed producing Static analysis 
results used in connection with a plurality of Subsequent 
executions of Said application. 

46. The computer program product of claim 38, wherein 
Said target routines are external to the Said application, the 
computer program product further comprising: 

executable code that loads Said application into memory 
Such that Said application is in a Suspended execution 
State, 

executable code that instruments a library used by Said 
application Such that invocations of a predetermined Set 
of one or more external routines defined in Said library 
are intercepted; and 
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executable code that executes Said application and inter 
cepting an invocation instance of one of Said predeter 
mined set of external routines. 

47. The computer program product of claim 38, further 
comprising: 

executable code that, prior to executing a target routine, 
intercepts a call to the target routine and Verifies that the 
call to the target routine has been identified by Said 
Static analysis. 

48. The computer program product of claim 47, further 
comprising: 

executable code that intercepts control after completing 
execution of Said target routine. 

49. The computer program product of claim 47, further 
comprising: 

executable code that determines that the application 
includes malicious code. 

50. The computer program product of claim 49, further 
comprising: 

executable code that halts execution of Said application 
upon determining that Said application includes mali 
cious code. 

51. The computer program product of claim 48, further 
comprising: 

executable code that determines that the application 
includes malicious code, 

executable code that determines if malicious code analy 
sis is being performed; 

executable code that, if malicious code analysis is being 
performed: 

executes the intercepted target routine that failed Veri 
fication; and 

intercepts control after Said target routine has com 
pleted executing. 

52. The computer program product of claim 42, wherein 
Said Static analysis includes obtaining parameter information 
asSociated with target routine calls made from Said applica 
tion, and the computer program product comprising: 

executable code that uses Said parameter information in 
Verifying an intercepted target routine call by compar 
ing Said parameter information of Said Static analysis to 
other parameter information of Said intercepted target 
routine call wherein Said verifying is used in determin 
ing whether said application includes malicious code. 

53. The computer program product of claim 38, further 
comprising: 

executable code that determines which target routines are 
executed by one or more other applications, and 

executable code that intercepts any invocations of Said 
target routines during execution of Said application. 

54. The computer program product of claim 46, further 
comprising executable code that, after Said loading prior to 
executing Said application: 

copies, for each of Said one or more external routines, a 
first Set of one or more instructions to a Save area 
corresponding to Said each external routine; and 
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modifies a memory copy of each of Said one or more 
external routines to transfer control to a wrapper rou 
tine corresponding to Said each external routine prior to 
executing any instructions of Said each external routine 
and after all instructions of Said each external routine 
have been executed. 

55. The computer program product of claim 47, further 
comprising: 

executable code that obtains run time context information 
about Said target routine including at least one of run 
time call chain information before executing an inter 
cepted target routine, run time call chain information 
after executing an intercepted target routine, run time 
Stack information, and return parameter information. 

56. The computer program product of claim 49, further 
comprising, if malicious code analysis is not being per 
formed, performing at least one of the following: returning 
a return value corresponding to a predetermined error code, 
and transferring run time control to routine-Specific condi 
tion handler. 

57. The computer program product of claim 39, wherein 
Said executable code that instruments is executed as a 
preprocessing Step prior to executing an instruction of Said 
application. 

58. The computer program product of claim 39, wherein 
Said executable code that instruments is executed So that 
instrumentation is dynamically performed after beginning 
execution of instructions of Said application. 

59. The computer program product of claim 39, wherein 
Said executable code that instruments produces an instru 
mented version of Said binary form and Said instrumented 
version is Stored on a Storage device. 

60. The computer program product of claim 39, wherein 
Said executable code that instruments produces an instru 
mented version of Said binary form and Said instrumented 
version is Stored in memory. 

61. The computer program product of claim 42, wherein 
Said executable code that determines Said invocation loca 
tion, further comprises executable code that: 

obtains a return address from a run time Stack, Said return 
address identifying an address of Said application to 
which control is returned after completion of a call to 
a target routine, 

uses Said return address to determine another location in 
Said application of a previous instruction immediately 
prior to Said return address, 

determines whether contents of Said other location 
includes an expected transfer instruction; and 

if Said contents does not include an expected transfer 
instruction, determines that Said application includes 
malicious code. 

62. The computer program product of claim 61, further 
comprising: 

executable code that determines, using information 
obtained from Static analysis of Said application, 
whether other locations of Said application include at 
least one element of expected information associated 
with the expected transfer instruction; and 

executable code that, if Said contents does not include Said 
at least one element of expected information, deter 
mines that Said application includes malicious code. 
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63. The computer program product of claim 61, wherein 
Said information of Said other location is obtained from a 
copy of Said application Stored on a Storage device. 

64. The computer program product of claim 61, wherein 
Said information of Said other location is obtained from a 
copy of Said application Stored in a memory. 

65. The computer program product of claim 38, wherein 
Said application is one of: bytecode form, Script language 
form, or command language form, and the computer pro 
gram product further comprises: 

executable code that instruments one of a processor of 
Said application and Said application Such that all 
invocations of a predetermined Set of one or more target 
routines invoked by Said application are intercepted; 
and 

executable code that intercepts an invocation instance of 
one of Said target routines. 

66. The computer program product of claim 51, further 
comprising, executable code that, if malicious code analysis 
is being performed: 

obtains run time context information about Said malicious 
code including at least one of return parameter infor 
mation, run time call chain information before execut 
ing an intercepted target routine, run-time chain after 
executing an intercepted target routine and run time 
Stack information. 

67. The computer program product of claim 44, further 
comprising executable code that stores the results of static 
analysis on at least one of a storage device and a memory. 

68. The computer program product of claim 38, wherein 
the Said executable code that performs Static analysis is 
executed on a host on which the application is executed. 

69. The computer program product of claim 38, wherein 
Said executable code that performs Static analysis is 
executed on a first host and the computer program product 
further includes executable code that makes Static analysis 
results available to a Second host on which Said application 
is executed. 

70. The computer program product of claim 38, wherein 
the results of Said Static analysis are distributed together with 
the Said application. 

71. The computer program product of claim 38, wherein 
Said target routines are external to the Said application, and 
the computer program product further comprising: 

executable code that uses an instrumented version of a 
binary form of a library such that all invocations of a 

May 19, 2005 

predetermined Set of one or more external routines 
included in Said library are intercepted; and 

executable code that intercepts an invocation instance of 
one of Said external routines. 

72. The computer program product of claim 71, wherein 
said instrumented version of said binary form obtained from 
at least one of a data Storage System and a host other than 
a host on which Said application is executed, and Said 
instrumented version is Stored on a storage device. 

73. A computer program product that detects malicious 
code comprising: 

executable code that determines, prior to executing at 
least one predetermined target routine during execution 
of the application, whether a run time invocation of the 
at least one predetermined target routine is identified by 
a model as being invoked from a predetermined loca 
tion in Said application, Said model identifying loca 
tions within Said application from which invocations of 
the at least one predetermined target routine occur; and 

executable code that, if the run time invocation of the at 
least one predetermined target routine has not been 
identified from a predetermined location by Said model, 
determines that the application includes malicious 
code. 

74. A computer program product that detects malicious 
code comprising: 

executable code that obtains Static analysis information of 
an application identifying any invocations of at least 
one predetermined target routine; 

executable code that determines, prior to executing Said at 
least one predetermined target routine during execution 
of the application, whether a run time invocation of the 
at least one predetermined target routine has been 
identified by Said Static analysis information as being 
invoked from a predetermined location in Said appli 
cation; and 

executable code that, if the run time invocation of the at 
least one predetermined target routine has not been 
identified from a predetermined location by Said Static 
analysis information, determines that the application 
includes malicious code. 


