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UTILIZATION OF MULTIPLE DEVICESTO 
SECURE ONLINE TRANSACTIONS 

CROSS-REFERENCE TO RELATED 
APPLICATIONS 

This application claims priority to U.S. Provisional Appli 
cation Ser. No. 62/008,561, filed on Jun. 6, 2014, entitled 
“Utilization of Multiple Devices to Secure Online Transac 
tions, the entire contents of which is hereby incorporated by 
reference. 

FIELD OF THE INVENTION 

This application relates generally to securing communica 
tions against malware by utilizing two devices with differen 
tial or application-specific components during an online ses 
Sion. 

BACKGROUND 

Online applications typically run locally on computers or 
other computing devices Such as tablets or Smartphones. As 
depicted in FIG.1, in the current state of the art, a game server 
(120) communicates with the players (115) in the game. Each 
of the players utilizes a single computing device (e.g., com 
puter, phone, or tablet), and the players can communicate 
with the game server (120) or with each other over the Internet 
(110). 

In other examples, the games may require a direct commu 
nication between the two devices so that two devices can be 
used together to play games and may not utilize an online 
server. Furthermore, these games do not use two devices to 
achieve Security, nor to split up an application to protect 
against malware. 

It is common for these computing devices to become 
infected with malware (i.e., malicious code that runs on the 
user's device). Malware can compromise the security of a 
user's device. When online applications involve the transfer 
of money, the consequences are that the attacker can steal 
money. For example, there are documented instances where 
malicious code on a users computer has revealed confidential 
information to an attacker in an online game, and the attacker 
was able to use this information to defeat the other player and 
thus steal money from the victim. 

Efforts to secure online applications have focused on 
requiring the user to installanti-virus or firewall technologies 
on the electronic devices to attempt to keep the malicious 
code from being installed or from running. However, it is not 
realistic to assume that average users can administer their 
computers and other electronic devices adequately. 

Further efforts to secure online applications have involved 
two-factor authentication. Two-factor authentication is uti 
lized to authenticate users, authorize transactions, or to notify 
users of irregularities in their accounts. In two-factor authen 
tication, a user logs into a first device (e.g., a computer) and 
then uses a second device (e.g., a Smartphone) as part of the 
authentication process. The second device receives code, for 
example by text or email, and the user is instructed to enter 
that code into the first device, where the rest of the interaction 
with the application takes place. Examples of two-factor 
authentication include RSATM tokens and SMS notification 
systems. In two-factor authentication, the second device is no 
longer needed once the authentication takes place. Accord 
ingly, two-factor authentication will not offer protection 
against malware after the authentication takes place. 
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2 
BRIEF DESCRIPTION OF THE DRAWINGS 

FIG. 1 illustrates an example a prior art architecture for 
online games. 

FIG. 2 illustrates an example of running a persistent 
authentication application whereby an identifier links two 
separate computing devices. 

FIG. 3 illustrates an example display on a second device 
incorporating additional information. 

FIG. 4 illustrates an example screen layout for a compact 
device. Such as a Smartphone. 

FIG. 5 illustrates an example in which a game server sends 
information about the user's hole cards to the second device 
over the cellular network as a text message. 

FIG. 6 illustrates another example where the game server 
sends the user hole cards over a separate Internet connection. 

FIG. 7 illustrates an example flow of control for a poker 
hand at the game server. 

FIG. 8 illustrates an architecture for an embodiment of the 
present invention in a banking application. 

FIG. 9 illustrates an example of the communication among 
the central banking server, the user's first device and the 
user's second device. 

FIG. 10 illustrates an example of a database entry on the 
central server for a particular user in the banking example. 

DETAILED DESCRIPTION 

The present invention describes a system where the user 
has persistent use of a first device and a second device 
throughout the use of an online application to prevent a com 
promise of the transaction if malware infects either device. 
Whereas two-factor authentication in the prior art is applica 
tion-agnostic and takes place before a user engages in the 
specific functionality of a particular application, the present 
invention includes a system that utilizes the two devices at 
multiple times, and in Some cases persistently and/or continu 
ously, during an online session and includes application-spe 
cific components in each of the devices. 
The present invention includes an architecture whereby a 

users interaction with an application includes a first device, 
which can be a computer, a tablet, a Smartphone or other 
electronic device and second device. Such as a computer, 
tablet, Smartphone or another type of electronic device. Any 
combination of electronic devices can be used. 
One preferred embodiment of the invention is directed to 

online games. However, the invention may also be used in any 
other domain, Such as online banking, mobile healthcare, 
online investing, and other online activities that would benefit 
from enhanced security against malware on a user's comput 
ing device. Although the preferred embodiment is described 
using the game of poker as an example, this example is 
non-limiting and the preferred embodiment could apply to 
any online game. 
One example application of the invention is to a game of 

Texas Holdem, which is a form of poker in which every player 
receives two secret "hole' cards from a standard deck of 52 
playing cards. The cards in the deck can be in any of four Suits, 
namely, clubs, spades, hearts, and diamonds, and there are 13 
ranks of cards, 2,3,4,5,6,7,8,9, 10, J, Q, K, A, with one card 
of each rank in each Suit. 

After each user receives two hole cards, there is a round of 
betting. Then, three community cards are dealt, which every 
body sees. Then there is another round of betting. Next, a 
fourth community card (the “turn') is dealt that everybody 
sees. Next, there is another round of betting. Finally, the fifth 
and last community card (the “river') is dealt, and then there 
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is a final round of betting. After the last round of betting, the 
player with the best five card poker hand out of the seven 
cards that include the five community cards and the two hole 
cards of that player, wins. Texas Holdem is often played 
online, where the players are in remote locations, using the 
Internet to communicate with a centralized game server. The 
centralized game server randomizes the cards (shuffles the 
deck), and deals the cards to the players. 

In some embodiments, a player runs gaming software on a 
first device. In the case of the poker example described herein, 
the game server does not communicate certain sensitive infor 
mation (Such as, for example, the user's hole cards) to the first 
device. The player's sensitive information (e.g., the user's 
hole cards) are therefore not displayed on the first device. 
Accordingly, because the sensitive information is not dis 
played or transmitted to the first device, an attacker using 
malware cannot gain access to the sensitive information. 

In the preferred embodiment, the user also utilizes a second 
device. Everything that is known and displayed on the first 
device is considered to be public information, and the only 
private, sensitive information exists on or is transmitted to a 
separate electronic device. 
The game server communicates the user's sensitive infor 

mation (e.g., the user's hole cards) to the second device via a 
separate communication channel. Such as a different Internet 
connection, or via the cellular phone network. The second 
device then displays the sensitive information to the user. The 
game server may communicate additional sensitive informa 
tion to the second device. 

In one example of a preferred embodiment, illustrated in 
FIG. 2, a user is playing online poker, and the user sees the 
same view of a table as is common in online poker, but the 
hole cards are not displayed (210). In this embodiment, the 
user runs a separate app on a second device (215) that uses its 
own authentication (which can be different from the authen 
tication required on the first device), and over that channel, 
the game server sends the user the hole cards for that hand. An 
identifier is used to link the current hand on the first device to 
the hole cards that are displayed on the second device. 

In another example of a preferred embodiment, the user 
may receive the sensitive information as an SMS or other kind 
of text message and does not have to run a specialized appli 
cation on a second device. One illustration of this example is 
depicted in FIG. 5. With reference to this example (510), the 
user can register a mobile phone number on which to receive 
sensitive information messages and can see the cards as a text 
message (515). A player engaged in a game will receive 
information about the game on a first device (511). This 
information will be transmitted to the first device (511) from 
the game server (513) through the Internet (512), but will 
exclude sensitive information Such as hole cards. In turn, the 
server (513) will verify the player and will send the sensitive 
information to a cellular network (514), which will be trans 
mitted to a user's second device (515). 

For example, the sensitive card information could be 
“Ah3c', representing the ace of hearts and the three of clubs. 
Alternatively, the user can utilize an application that would 
translate this text into pictures of the cards that are displayed 
to the user. In another example of the preferred embodiment, 
the user runs an app on a Smartphone that communicates with 
the game server and receives and displays the user's hole 
cards. 

In another example, the user can receive the information 
about sensitive information over the Internet, as depicted in 
FIG. 6 (610). As illustrated in this figure, a player engaged in 
a game can receive information about the game on a first 
device (611). This information will be transmitted through 
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4 
the Internet (612) from the game server (613). The game 
server (613) will verify the player and will send the user's 
sensitive information over a separate Internet connection 
(614) to the user's second device (615) via the Internet con 
nection. 

With reference to the example illustrated in FIG. 7, the 
dealer will shuffle cards (711) or send other information to the 
player (712). The first device will determine or identify pref 
erences for the player (713) and will determine whether the 
player is using two computing devices (714). If the player is 
not using two devices, the sensitive information will be sent to 
the first device (718). On the other hand, if the user is using 
two devices, the sensitive information will be sent to the 
second device (715). In either situation, the betting can be 
managed (721, 722) and multiple players can be involved 
(717,720). While the example illustrated in FIG.7 references 
a card game, the same methods can be generalized to a broad 
range of environments. 

In one embodiment, the second device returns an acknowl 
edgement to the game server indicating that the sensitive 
information, such as hole cards, was received. The game 
server then communicates to the first device an indication that 
the second device has received the hole cards. If it is the user's 
turn to act in the poker game, and the first device has not 
received the indication that the second device has received the 
hole cards, then the user's turn is delayed, and the user is 
charged time against the user's time bank until the user either 
receives an indication that the cards have been received, or 
until the time bank is exhausted, at which point the user is 
folded out of the hand. If the user notices that there is a 
problem with the second device not receiving the hole cards in 
time, and if this affects his ability to play the game, the user 
may elect to downgrade the user's security and to receive his 
hole cards on the first device, until such time as the problem 
is rectified. 

In one example embodiment, once the first device receives 
an indication that the second device has received sensitive 
information, the first device can display a visual cue that the 
second device has received the cards, for example, by chang 
ing the color of a box that symbolizes the sensitive informa 
tion, or by highlighting the text in the box. For example, as 
illustrated in FIG. 2, the box that shows the hiddenhole cards 
on the second device (215) can change from red to green, 
and/or the outline of the box can have a shadow added. In this 
manner, the user is made aware that he can now act on his 
hand when it is his turn. 

In some embodiments, the server can be configured to 
determine whether both a first device and a second device are 
accessible over at least one electronic communications net 
work. According to one embodiment, the server maintains a 
heartbeat message with the second device. This can be a 
simple ping message (e.g., via ICMP) or a short message over 
an existing TCP/IP connection. In some embodiments, the 
determination of accessibility can be made by transmitting 
arbitrary packets over a TCP connection and receiving an 
acknowledgment and inaccessibility determined by the 
absence of an acknowledgement. In this manner, the server 
can determine the status and availability of the second device. 
In the event that there is a network connection disruption with 
the second device, the server may attempt to Switch commu 
nication mechanisms to use text message instead of the Inter 
net. Alternatively or in addition, the server may terminate the 
session. 

If the game server remains unable to communicate with the 
second device, the game server can indicate to the first device 
that the second device is unavailable, and the first device can 
display a warning to the user that the second device is not 
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reachable. In this event, the poker game can proceed. For 
example, if the second device is not reachable from the game 
server, the user can be forced to sit out until such time as the 
user's two devices are reachable. At any point, the user can 
elect to Switch to not using two devices, if the user is willing 
to assume the risk and wants to continue to play. 

According to one embodiment, each user of an online game 
site can choose from several alternatives on how the user 
wants to receive sensitive information, thus balancing Secu 
rity needs with convenience. The choices can include, but are 
not limited to: 

(1) no change from the status quo: the sensitive information 
is visible at the poker table on one device; 

(2) receiving the sensitive information over the Internet on 
a second, networked device by running an application (app) 
on that second device; 

(3) receiving the sensitive information as a cellular text 
message on a second device, which can be display as text or 
as an image or images. 
The user may also elect to change the choice at Some of all 

of the times the user plays, based on the user's circumstances 
and perceived level of risk. For example, if playing a low 
stakes game, the user may elect to receive and view the user's 
sensitive information on the first device, or if there is an area 
of low cellular coverage, the user may elect not to receive the 
sensitive information on a second device as a text message. 
The above examples are only illustrative and other ways in 
which the user can elect to receive sensitive information on a 
second device could be implemented. 

According to another embodiment of the invention, each 
player can decide what level of security the user is most 
comfortable with, and the game server can support either one. 
At any time, any player may elect to switch to a different level 
of security by receiving the user's sensitive information in a 
different way. This method may be utilized by some players, 
but need not necessarily be utilized by all players. 

In one implementation of the preferred embodiment, the 
game server adds an identifier to the second device that is 
visible only to the player. This identifier can be, for example, 
a number, color, or any other identifier that signifies a new 
hand. In this manner, the player can be assured that the hole 
cards the user is viewing on the first device correspond to the 
correct poker table. This improves the chances that the user 
will correctly match up the hole cards with the poker table. It 
is preferable, for security reasons, that the identifier shown on 
the second device not contain any information that would 
allow an attacker to find the player at the poker site. 

In another implementation of the preferred embodiment, 
the user sees the entire poker table on the second device, 
rather than just the hole cards, as illustrated in FIG.3 (310). In 
this implementation, the game server sends the second device 
additional information such as the identities of the other play 
ers and their stack sizes. In this implementation, the second 
device can be only informational, and no actions can be 
executed from it. 

After the hand is completed, when any exposed cards, such 
as at a showdown, are sent to the player, the hiddenhole cards 
can be sent to the first device, so that they can be stored in 
hand histories that are kept on the first device. More generally, 
after the information has diminished value, for example 
because the hand is completed, the information previously 
only visible on the second device can be sent to the first 
device. Beyond this particular application, many different 
types of information can lose some, or all, of its value due to 
(a) passage of time, (b) sequence of events such that the risk 
to combine the information from two devices on the same 
device is acceptable. 
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6 
Multi-Tabling Function 
According to some embodiments, there may be players 

who play at more than one virtual table at a time. This is a 
common practice in online poker and may be referred to as 
“multi-tabling.” 

If the second device has a big enough screen, and if there 
are few enough tables, the second device may be able to 
display the sensitive information for all of the tables at the 
same time. However, even if the screen is Small, the system 
can display the information from a variety of tables on the 
second device. FIG. 4 illustrates an example of a screen 
layout depicting hole cards from a variety of tables (415). As 
illustrated in FIG. 4, the active hand is highlighted on the 
second device (420). 
Some embodiments of the present invention include 

mechanisms for Supporting multi-tabling, even where the 
user can only see one poker hand at a time on a second device. 

Embodiments can include one or more ways of synchro 
nizing the active poker table on the first device with the 
second device. One way to link the active table on the first 
device with the cards displayed on the second device is to 
perform a visual enhancement to each table. Such as a special 
border, askin, or a color scheme, and then to match that on the 
second device. For example, if the second device is a Smart 
phone, and the Smartphone displays a pair of hole cards on the 
screen, the user can swipe to the left or right within the 
Smartphone application and thus scroll through hole cards for 
different hands. Each hand may have a visual cue that is 
similar to a visual cue (e.g., color, a border, or some other 
marking) that matches a similar visual cue on that poker table 
on the first device. 

Another way to keep the two devices synchronized is for 
the first device to communicate to the game server which table 
currently has the focus, and the game server can then relay 
that information to the second device over the independent 
channel. 

Yet another way that the two devices can remain synchro 
nized is for the application on the first device and the appli 
cation on the second device to share a direct communication 
line such as Bluetooth, WiFi, or some other way of commu 
nicating. The first device would then send the second device 
the information about which poker hand is currently active. In 
Some embodiments, this channel may not be utilized for any 
other purpose and that the communication be one way—from 
the first device to the second device, to avoid creating a vector 
of attack. 

Yet another way that the user can keep track of which poker 
hand corresponds to which table is to display additional infor 
mation in the second device. Such as the names of the other 
players at the table and/or the community cards and/or the pot 
size, or any other information that would help the user asso 
ciate the current hole cards on the second device to a particu 
lar poker table on the first device. In this example of the 
preferred embodiment, the game server communicates the 
additional information to the second device, in addition to the 
hole cards. 
Any of the foregoing synchronization methods can be uti 

lized alone or in conjunction with any of the other synchro 
nization methods described above. 

In the preferred embodiment, the online poker server 
implements the functionality described above. In another 
embodiment, the described functionality can be implemented 
for legacy systems by incorporating a trusted proxy. The 
trusted proxy can be implemented by the entity that is running 
the online gaming server or by a third party. 

In the trusted proxy solution, the gaming server need not be 
aware of the fact that a player is utilizing two devices, and the 
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player registers a second device with the proxy server instead 
of with the gaming server. The communication between the 
online gaming server and the proxy mimics the communica 
tion between the online gaming server and a gaming client in 
the prior art systems. In this example, the online gaming 
server sends information, including the user's hole cards to 
the proxy, and the proxy implements the functionality of 
sending the hole cards only to the user's second device. 
The online proxy can be implemented with only modest 

changes to the client Software. In one example of implement 
ing the client in the trusted proxy example, the client on the 
first device is programmed to not receive hole cards, and 
displays an indication to the user that the cards are not known 
to the device. In an alternate implementation, fake cards are 
sent by the proxy to the client on the first device. For example, 
the proxy could, on multiple occasions, send the two of hearts 
and the two of diamonds to the client which would display 
those two cards to the user. The player would know that these 
cards were only placeholders and not the actual cards that 
were dealt. The player would see the actual hole cards on the 
second device. This solution requires that the legacy client not 
check for cases such as where the two of hearts is sent to the 
user and where the same card also shows up in the community 
cards. Furthermore, such a client would rely on the server to 
indicate who won the hand, as the cards represented on the 
first device would not be the actual cards. 

In the preferred embodiment of the trusted proxy solution, 
a client is implemented that is aware of the two devices being 
used, whereas the online gaming server may or may not be 
aware of the existence of the trusted proxy. 

On-Line Banking Embodiments 
Another embodiment of the present invention can be 

applied to online banking applications. This embodiment 
includes a system and method for users to use their first device 
and their second device at the same time, to protect against 
malware on either one. 

In one example of this embodiment, a banking application 
can require that users log into the user's bank account from a 
first device and also from a second device, and that the user 
perform some action on each of those devices before the 
action is authorized. 

In another example of this embodiment, the user requests 
Some information on the first device and can only view it on 
the second device. For example, the user can use the bank’s 
website on the users computer to request a balance in an 
account, and the user can then view the balance on the second 
device, but not on the first device. 

This embodiment involves splitting the transaction into 
different components, where at least one of the application 
specific components of the application requires a first device 
and one of the other application-specific components requires 
a second device. The use of the two devices is related to an 
application-specific activity, Such as viewing an accountbal 
ance or performing a funds transfer, or performing a bill 
payment. 

In the example of a transaction, if the user wants to perform 
a funds transfer in a banking application, the application is 
split up into two components, one of which runs on the user's 
first device, and the other runs on a second device. It is 
understood that this is one example, and that the two appli 
cation components can run on two computers or on a combi 
nation of Smartphones, tablets or computers. 

In the example illustrated in FIG. 8, the banking applica 
tion is split into two components. On a first device, a user with 
a web browser logs in and initiates a transaction. The bank 
then communicates with the user's second device over an 
independent Internet channel to obtain details about the 
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8 
desired transaction. For example, as illustrated in FIG. 8, the 
user indicates over the internet (811), via the first device 
(812), that the user wishes to perform a transfer. The bank 
server (813) communicates with the user's second device 
over the internet (814). Next, using the second device com 
ponent of the application (815), the user can select the 
accounts to transfer to/from as well as the amount. In this 
manner, different parts of the experience of performing a 
banking transaction occur on different devices. 

In Some embodiments, no restriction is placed on the 
account, and there is no re-authentication of the user. The 
system can include an application where the user utilizes an 
application that has been designed to utilize two different 
devices, to avoid the threat of malware, not explicitly for user 
authentication. 
The communication with the first device could be over the 

Internet, and the communication with the second device 
could be over a separate Internet connection or via text mes 
sage, or Some other communication channel to the second 
device. Such as a Smartphone or tablet, in addition to logging 
into their account on their computers. 

Similarly, an online investment application where the user 
purchases stocks could be split so that the user performs an 
application-specific action on a first device and another appli 
cation-specific action on a second device, where sensitive 
information is not displayed on the first device, but instead is 
displayed to the user on the second device. Any number of 
application domains could utilize the present invention to 
provide security against malware on a user's first device and 
thus hide sensitive information from an attacker who has 
compromised the first device. 
Below are additional non-limiting, illustrative examples of 

different types of banking transactions and how they can be 
split using into steps performed on two separate devices that 
communicate with a bank server over independent commu 
nication channels to protect the user's banking information 
and the user's funds against malware on the user's devices. 
Other variations for splitting the transaction are possible. 

Account balance inquiry: A user initiates a request to view 
the account balance on a first device, and the account balance 
is displayed on the second device. Thus, malware on the first 
device cannot obtain or view account balances. 

Funds transfer: This example is illustrated and described 
above where a user initiates a funds transfer on a first device, 
and the amount and designated recipient are entered on the 
second device. It should be noted that other combinations of 
splitting are possible, for example, in another embodiment 
the user may indicate the recipient on the first device and the 
amount on the second device. 

Bill Payment: In this example, a user initiates a request to 
pay a bill in online bill pay on a first device, and then on the 
second device, the user chooses a recipient and the amount. 
Another way this could be implemented is to choose the 
recipient on the first device and the amount of the bill and the 
date of payment on the second device. The present invention 
can also be utilized to add a new payee to online bill pay. The 
user could request to add a new payee on the first device, and 
then enter the name and address of the payee on the second 
device. Other ways of splitting up the various tasks in the bill 
pay activities are possible. 

Linking to an external account: In this example, a user 
wants to link an external bank account to the user's bank 
account. In one embodiment, the user initiates a request to 
link accounts on the first device. Then, the user enters the 
account details for the external account on the second device. 

Other banking activities: Other activities that the user per 
forms with the user's online bank can be split up in a similar 
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manner to the examples given above, where the userperforms 
part of the activity on the first device such that even if an 
attacker compromised the first device, the attacker would not 
be able to do anything damaging, and part of the activity is 
performed on a second device. Only the combination of the 
actions performed on the two devices will cause the user 
action to Succeed. 

There are many ways that the central banking server can 
implement the present invention. For example, the banking 
server could implement a system-wide threshold for funds 
transfers. A bank could specify that, for any transaction over 
S3,000 in this example, the user must use a second device and 
a split application. (A split application refers to an application 
as described above where part of the transaction is performed 
on a first device and part of the transaction is performed on a 
second device.) Individual users may specify lower thresh 
olds for their accounts. For example, a user may specify that 
any funds transfer over S500 requires a second device and a 
split application. Thus, in this example, Some users who may 
be more security conscious and who may be comfortable 
using their Smartphone more often may set their own thresh 
olds for certain activities, and other users may default to the 
system-wide threshold set by the bank. 
The splitting up of applications in banking transactions 

into application-specific components, as described above, 
can be done in conjunction with other security mechanisms 
known in the prior art such as two-factor authentication or 
two-factor transaction confirmations. 

Application-specific components of an online application 
can include functions within the application that are specific 
to that application. For example, two-factor authentication is 
not considered to be application-specific because two-factor 
authentication is usually implemented generically as part of 
many different types of applications. Two-factor authentica 
tion can be implemented in conjunction with online banking, 
online healthcare, or online gaming. By contrast, an applica 
tion-specific component of an online application may be a 
subset of the functionality of the application itself. For 
example, in online banking, an application-specific compo 
nent is the function for a user to elect an option to check the 
account balance. Another example of an application-specific 
component of online banking is the function by which user 
designates a payee in online bill pay. These application-spe 
cific components may or may not be relevant in other con 
texts. For example, functionality for a user to check a balance 
in an online bank account may not be used in an online 
healthcare application for accessing private medical records 
because it is specific to the online banking application. 

Another way that a bank can improve its security with the 
present invention is by using its existing or new heuristics for 
detecting possible Suspicious activity to increase its level of 
security requirements. For example, the bank may detect an 
abnormal amount of activity in one account that normally 
only performs a few transactions a month. In that instance, the 
bank could require that all future transactions in that account 
utilize a split application and two devices as per the present 
invention until there is a satisfactory explanation for the 
increased activity. Once the bank is satisfied that the activity 
is legitimate, it can reduce the need for increased security and 
allow standard transactions through its web server. In this 
manner, the present invention allows Suspicious accounts that 
are actually not involved in anything inappropriate to con 
tinue to function instead of locking those accounts and incon 
Veniencing its customers. 
As illustrated in FIG. 9, using a first device, a user logs into 

a banking application (911), selects an account for balance 
inquiry (912), and sends a request for a balance to a bank 
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server (913). Using a second device, the user logs into a 
banking application (916). A banking server authenticates the 
user on the two devices (914). The banking server then 
receives a request form a user on the first device for a balance 
(915), looks up the specified account balance (917), sends the 
account balance to the user on the second device (918). The 
second device receives the account balance from the banking 
server (919), and displays the account balance to the user 
(920). 

FIG. 10 illustrates an example of a database entry on the 
central server for a particular user in the banking example. 
The central server can store hashes of the passwords that are 
used on the first device and the second device. When a user 
Submits a password on a device, the device hashes the pass 
word and sends the hash to the central server over a secure 
connection (e.g., SSL). The central server extracts the stored 
password from the database shown in the figure and compares 
the two. If they match, then authentication is successful. The 
figure shows that the database may store the authentication 
token as described above, as well as information about the 
user's preferences, such as the dollaramount above which use 
of a second device is required for funds transfers. 

Sensitive Healthcare Information Embodiment 
In another embodiment of the present invention, the inven 

tion is utilized to help protect sensitive healthcare informa 
tion. In this embodiment, a user logs into a healthcare portal 
to access the user's medical records. The application is split 
such that most of the interaction between the user and the 
healthcare records system is via the user's first device. Addi 
tionally, the user also utilizes a second device, and the health 
care information server communicates over an independent 
channel with the user's second device. 

For example, if a user wishes to view sensitive medical 
records, the user would log into the healthcare information 
portal via a first device and request the specific information 
that is desired to view. Once the user has indicated which 
records are desired, the healthcare information server sends 
those records either via text message or over an independent 
Internet connection to the user's second device. Thus, if the 
user's first device is infected with malware that allows an 
attackerto view the screen, the attacker will still not be able to 
See any sensitive records. The only way to compromise the 
user's healthcare information would be to compromise both 
the user's first device and the user's second device, in this 
example. 

Examples of Second Device Customization 
In some embodiments, the second device can be off-the 

shelf or customized. The user's second device may be, for 
example, a custom electronic device that is specifically built 
to help secure applications. This type of second device can be 
built with security as the motivating factor, and it can be a 
simplified electronic system that is not running full versions 
of a standard operating system. In this embodiment, the sec 
ond device runs only software and hardware necessary to 
provide a split application functionality according to the 
present invention. A single such second device can be 
designed to support multiple types of applications at the same 
time. 
As a non-limiting example, the second device can be an 

electronic device with a processor, a screen and a network 
interface that can communicate with a central application 
server to display content related to a particular networked 
application, but which is designed not to allow the user to 
download new applications. In this way, the custom second 
device may be relatively less vulnerable to malware. 

Applications can be split such that the user can use the first 
device for part of the communication with the user, and the 
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custom second device over an independent communication 
channel for the remainder of the communication with the 
user, as described below. For example, the user can perform 
Some, most, or all, of the actions in an application using the 
first device, but then when it is time for the central server to 
communicate sensitive information to the user, that informa 
tion is sent to the second device, which displays it to the user. 
The custom second device can be configured such that it has 
a keyboard and other data entry mechanisms. Such as a mouse 
or a touch sensor, allowing additional functionality in the 
second device. 
The custom second device can optionally be initialized 

with security keys and cryptographic tokens, allowing the 
second device authentication capabilities, in addition to or 
instead of authentication by the user. For example, the device 
can be loaded with client SSL private keys and certificates, 
allowing the server to directly authenticate the custom second 
device. Additionally, user authentication inside of an appli 
cation can allow for even greater security. Since the custom 
second device may be much less vulnerable to malware than 
a standard computer, tablet or Smartphone, these pre-loaded 
keys and cryptographic tokens are correspondingly less Vul 
nerable to malware infections. 

Examples of Independent Communication Channels 
In some embodiments, the first and second devices can be 

used through a single or a plurality of communication chan 
nels between a central server and the devices of the user. By 
utilizing independent communication channels, the devices 
can be further protected from each other. 
As a non-limiting example, the first device can be con 

nected to the Internet in a user's home. This type of a con 
nection typically involves an Internet Service Provider (ISP) 
that links the user's home to the Internet, such as over fiber 
optics, cable modem, DSL, or any other means of connecting 
users to the Internet. In the home, the user typically utilizes a 
modem that provides for a Local Area Network (LAN) for the 
devices in the home. The user may connect to the LAN via 
Ethernet cable or wirelessly via WiFi or via some combina 
tion of wired and wireless connections. The second device 
may communicate with the central server via any one of 
multiple mechanisms. For example, the central server may 
utilize text messages via SMS to communicate with the sec 
ond device. Or, the user can connect the second device to the 
Internet either via the cellular network's Internet service such 
as a 3G or 4G (e.g., LTE) network or similar networks of the 
cellular provider, or using WiFi. There are some security 
benefits to connecting the second device to the Internet via a 
network other than the home network, but the protection from 
malware is achieved even if the first and second device are on 
the same WiFi home network, and the network paths to the 
central server are thus still independent. 

Examples of Device Registration 
The first and second devices can either be unregistered or 

can be registered with the central server. As a non-limiting 
example, while interacting with the central server via use of 
the first device, the user can indicate via an application menu 
selection or by entering a configuration mode or preferences 
screen in the application that he or she wishes to add a device 
and to require the use of the new device in the application. The 
user can then include information about the device. Such as 
whether it is a computer, a tablet or a Smartphone. 

At registration time, upon receiving a request to add a 
second device from a user's first device, the central server 
creates a new database entry or adds fields to an existing 
database record for the user for storing information about the 
user's second device. Next, in this example, the user initiates 
a connection to the central server from the second device, and 
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the central server correlates the communication from the 
second device with the database entry created or modified 
based on earlier communication with the first device. In this 
embodiment, the central server creates authentication infor 
mation, Such as a 256-bit random number and sends that 
authentication information to the first device. Upon register 
ing the second device, the user enters the authentication infor 
mation into the second device to complete the registration. 
The authentication information, consisting of a 256 bit ran 
dom String, in this example, can be converted into a human 
readable ASCII string using, for example, uuencoding, Such 
that the user can read it and enter it into the second device. The 
central server uses the authentication information to ensure 
that only the actual user adds a new device, and that the new 
device that is added is added to the account of the correct user. 

If the first device is compromised by malware, then the 
attacker controlling the malware can learn the user's pass 
word. If the same authentication means is used for both 
devices, then the attacker could conceivably connect to the 
server with an illegitimate second device and impersonate the 
user. In some embodiments, the central server stores two 
different means of authenticating the user. One means of 
authentication, in Some cases a password, is stored for authen 
ticating the user on the first device, and a second means of 
authentication, possibly a different password, is stored to 
authenticate the user on the second device. Thus, two separate 
authentications can be used to prevent Some attacks. In 
another embodiment, the central server and the second device 
can agree on a secret value. Such as an authentication token, 
that is stored on the second device and in the central server 
database. Whenever the second device communicates with 
the central server, the authentication token is used, such that 
any device without the authentication token cannot act as the 
second device. 
The authentication token can be derived by combining 

(e.g., via Xor or Diffie Helman key exchange or similar pro 
tocol) a secret value generated on the second device and a 
secret value generated on the Secure server, during device 
registration. 

It should be noted that if an authentication token is used on 
the second device, then the user will be limited to using that 
specific device whenever using the application with the cen 
tral server. If it is desired to be able to use different devices to 
serve as the second device in the application, then the authen 
tication should be limited to the user entering authentication 
information, such as a password, into the second device, 
which can then be any device that contains the appropriate 
application Software. 

In addition to creating a database entry or adding to an 
existing database record for the user, the central server may 
also store in its database, userpreferences, such as in the game 
of poker, whether or not the user prefers to receive hole cards 
on the first device or on the second device. Or, for example, in 
the banking application, the central server can store user 
specific information in the database corresponding to the 
users threshold for transaction amounts that require perform 
ing some part of a transaction in a split way on a first device 
and on a second device to protect the user form malware on 
either of the devices as described in detail above. 
Example System Components 
The systems and methods described herein can be imple 

mented in software or hardware or any combination thereof. 
The systems and methods described herein can be imple 
mented using one or more computing devices which may or 
may not be physically or logically separate from each other. 
Additionally, various aspects of the methods described herein 
may be combined or merged into other functions. 
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In some embodiments, the illustrated system elements 
could be combined into a single hardware device or separated 
into multiple hardware devices. If multiple hardware devices 
are used, the hardware devices could be physically located 
proximate to or remotely from each other. 
The methods can be implemented in a computer program 

product accessible from a computer-usable or computer 
readable storage medium that provides program code for use 
by or in connection with a computer or any instruction execu 
tion system. A computer-usable or computer-readable storage 
medium can be any apparatus that can contain or store the 
program for use by or in connection with the computer or 
instruction execution system, apparatus, or device. 
A data processing system suitable for storing and/or 

executing the corresponding program code can include at 
least one processor coupled directly or indirectly to comput 
erized data storage devices Such as memory elements. Input/ 
output (I/O) devices (including but not limited to keyboards, 
displays, pointing devices, etc.) can be coupled to the system. 
Network adapters may also be coupled to the system to enable 
the data processing system to become coupled to other data 
processing systems or remote printers or storage devices 
through intervening private or public networks. To provide 
for interaction with a user, the features can be implemented on 
a computer with a display device. Such as a CRT (cathode ray 
tube), LCD (liquid crystal display), or another type of moni 
tor for displaying information to the user, and a keyboard and 
an input device. Such as a mouse or trackball by which the 
user can provide input to the computer. 
A computer program can be a set of instructions that can be 

used, directly or indirectly, in a computer. The systems and 
methods described herein can be implemented using pro 
gramming languages such as Ruby TM, FlashTM, JAVATM, 
C++, C, C#, Visual BasicTM, JavaScriptTM, PHP, XML, 
HTML, etc., or a combination of programming languages, 
including compiled or interpreted languages, and can be 
deployed in any form, including as a stand-alone program or 
as a module, component, Subroutine, or other unit Suitable for 
use in a computing environment. The Software can include, 
but is not limited to, firmware, resident software, microcode, 
etc. Protocols such as SOAP/HTTP may be used in imple 
menting interfaces between programming modules. The 
components and functionality described herein may be 
implemented on any operating system or environment 
executing in a virtualized or non-virtualized environment, 
using any programming language Suitable for Software devel 
opment, including, but not limited to, different versions of 
Microsoft WindowsTM, Android TM, AppleTM MacTM, iOSTM, 
UnixTM/X-WindowsTM, LinuxTM, etc. The system could be 
implemented using a web application framework, Such as 
Ruby on Rails. 
The processing system can be in communication with a 

computerized data storage system. The data storage system 
can include a non-relational or relational data store, Such as a 
MySQLTM or other relational database. Other physical and 
logical database types could be used. The data store may be a 
database server, such as PostgreSQLTM, MongoDBTM, 
Microsoft SQL Server'TM, OracleTM, IBM DB2TM, 
SQLITETM, or any other database software, relational or oth 
erwise. The data store may store the information identifying 
Syntactical tags and any information required to operate on 
Syntactical tags. In some embodiments, the processing sys 
tem may use object-oriented programming and may store 
data in objects. In these embodiments, the processing system 
may use an object-relational mapper (ORM) to store the data 
objects in a relational database. 
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Suitable processors for the execution of a program of 

instructions include, but are not limited to, general and special 
purpose microprocessors, and the sole processor or one of 
multiple processors or cores, of any kind of computer. A 
processor may receive and store instructions and data from a 
computerized data storage device Such as a read-only 
memory, a random access memory, both, or any combination 
of the data storage devices described herein. A processor may 
include any processing circuitry or control circuitry operative 
to control the operations and performance of an electronic 
device. 
The processor may also include, or be operatively coupled 

to communicate with, one or more data storage devices for 
storing data. Such data storage devices can include, as non 
limiting examples, magnetic disks (including internal hard 
disks and removable disks), magneto-optical disks, optical 
disks, read-only memory, random access memory, and/or 
flash storage. Storage devices Suitable for tangibly embody 
ing computer program instructions and data can also include 
all forms of non-volatile memory, including, for example, 
semiconductor memory devices, such as EPROM, EEPROM, 
and flash memory devices; magnetic disks such as internal 
hard disks and removable disks; magneto-optical disks; and 
CD-ROM and DVD-ROM disks. The processor and the 
memory can be supplemented by, or incorporated in, ASICs 
(application-specific integrated circuits). 
The systems, modules, and methods described herein can 

be implemented using any combination of Software or hard 
ware elements. The systems, modules, and methods 
described herein can be implemented using one or more Vir 
tual machines operating alone or in combination with each 
other. Any applicable virtualization solution can be used for 
encapsulating a physical computing machine platform into a 
virtual machine that is executed under the control of virtual 
ization Software running on a hardware computing platform 
or host. The virtual machine can have both virtual system 
hardware and guest operating system Software. 
The systems and methods described herein can be imple 

mented in a computer system that includes a back-end com 
ponent, Such as a data server, or that includes a middleware 
component, such as an application server or an Internet 
server, or that includes a front-end component. Such as a client 
computer having a graphical user interface or an Internet 
browser, or any combination of them. The components of the 
system can be connected by any form or medium of digital 
data communication Such as a communication network. 
Examples of communication networks include, e.g., a LAN, 
a WAN, and the computers and networks that form the Inter 
net. 

One or more embodiments of the invention may be prac 
ticed with other computer system configurations, including 
hand-held devices, microprocessor Systems, microprocessor 
based or programmable consumer electronics, minicomput 
ers, mainframe computers, etc. The invention may also be 
practiced in distributed computing environments where tasks 
are performed by remote processing devices that are linked 
through a network. 

While one or more embodiments of the invention have 
been described, various alterations, additions, permutations 
and equivalents thereofare included within the scope of the 
invention. 

In the description of embodiments, reference is made to the 
accompanying drawings that form a parthereof, which show 
by way of illustration specific embodiments of the claimed 
Subject matter. The figures herein represent example use 
cases for the syntactic tagging system and are not intended to 
be limiting on the scope of the invention. It is to be understood 
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that other embodiments may be used and that changes or 
alterations, such as structural changes, may be made. Such 
embodiments, changes or alterations are not necessarily 
departures from the scope with respect to the intended 
claimed subject matter. While the steps herein may be pre 
sented in a certain order, in Some cases the ordering may be 
changed so that certain inputs are provided at different times 
or in a different order without changing the function of the 
systems and methods described. The disclosed procedures 
could also be executed in different orders. Additionally, vari 
ous computations that are herein need not be performed in the 
order disclosed, and other embodiments using alternative 
orderings of the computations could be readily implemented. 
In addition to being reordered, the computations could also be 
decomposed into Sub-computations with the same results. 
What is claimed is: 
1. A method for transmitting information to multiple elec 

tronic devices, the method comprising: 
electronically storing a set of information at a server, 
identifying a first Subset of the information and identifying 

a second subset of the information, wherein the first and 
second Subsets of information are generated by the same 
application at the server and are specific to that applica 
tion; 

determining at the server whether both a first device in 
possession of and being directly operated by a first user 
and a second device also in possession of and being 
directly operated by the first user are accessible over at 
least one electronic communications network based on 
the first user being logged into the application at both the 
first and second devices; 

if and only if both the first and second devices are deter 
mined to be accessible by the server, then: 

transmitting a first subset of the information to the first 
device from the server; and 

transmitting a second Subset of the information to the sec 
ond device from the server, 

wherein the second subset of the information includes 
information not transmitted to the first device. 

2. The method of claim 1, further comprising transmitting 
at least a portion of the first subset of the information to the 
second device from the server only if both the first and second 
devices are determined to be accessible by the server. 

3. The method of claim 1, wherein 
the first subset of the information comprises non-sensitive 

information; and 
the second Subset of the information comprises sensitive 

information. 
4. The method of claim 1, wherein the information received 

at the second device is more sensitive than the information 
received at the first device. 

5. The method of claim 1, further comprising: 
determining if connectivity between the server and the 

second device has been disrupted; and 
providing a notification on the second device that the con 

nectivity has been disrupted. 
6. The method of claim 5, further comprising determining 

by an absence of a heartbeat if the connectivity has been 
disrupted and receiving an election from the user whether or 
not to Switch to using only the first device for Subsequent 
communications. 

7. The method of claim 1, further comprising: 
detecting whether the second device has received the sec 
ond subset of the information; 

displaying the second Subset of the information on the 
second device; and 

generating an indicator on the first device indicating that 
the second device has received the second subset of the 
information. 
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8. The method of claim 7, wherein if the first device has not 

received the indication that the second device has received the 
second Subset of the information, then a user's turn in an 
online game is delayed. 

9. The method of claim 1, wherein the transmitting a first 
subset of the information to the first device from the server 
and transmitting a second Subset of the information to the 
second device from the server are executed over independent 
electronic communications networks. 

10. The method of claim 1, further comprising displaying a 
graphical identifier on the first device and a corresponding 
graphical indicator on the second device indicating a link 
between the information displayed on the respective devices. 

11. The method of claim 10, wherein the information 
linked at the second device comprises hole cards and the 
information linked at the first device comprises community 
cards in a hand in a game of poker. 

12. The method of claim 1, wherein the information 
received at the second device is a user's private cards in an 
online card game. 

13. The method of claim 1, wherein the a display on the first 
device is being viewed exclusively by a first user and a display 
on a second device is also being viewed exclusively by the 
first user. 

14. The method of claim 1, wherein, neither the first subset 
of information nor the second Subset comprise a two factor 
authentication code. 

15. The method of claim 1, wherein the server is a proxy 
server configured to relay communications from an applica 
tion server to the first and second devices wherein the proxy 
server emulates a client to the application server. 

16. The method of claim 1, further comprising configuring 
the server for managing an online game, and wherein the 
server is configured to communicate with a plurality of 
devices including a first electronic device and a second elec 
tronic device, wherein the first electronic device is primarily 
used to play the game, and wherein in the game server com 
municates sensitive information to the second electronic 
device so that sensitive information can be presented to a user. 

17. The method of claim 16, wherein the online game is 
poker and wherein the information that is communicated to 
the second device includes hole cards. 

18. The method of claim 17, wherein the first device pro 
vides a visual mark on each of multiple tables that is displayed 
that matches a visual mark on the hole cards that are displayed 
on the second device to keep the hole cards and the tables 
synchronized. 

19. The method of claim 17, wherein the game server 
provides information to identify the table to which table the 
hole cards belong. 

20. The method of claim 17, wherein the first device com 
municates to the game server which table has focus, and 
wherein the game server then communicates to the second 
device an instruction to display the hole cards that correspond 
to an active table that has the focus in the first device. 

21. The method of claim 17, wherein a user is playing more 
than one poker table, and wherein the first device communi 
cates to the second device information indicating which hole 
cards to view on the second device corresponding to an active 
table having focus on the first device. 

22. The method of claim 1, wherein the set of information 
at a server represents financial record information and the first 
Subset of the information comprises account identifying 
information and the second Subset of the information com 
prises account balance information. 

23. The method of claim 1, further comprising electroni 
cally storing at the server a parameter indicating whether 
subsets of the information are to be divided between two or 
more devices. 
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24. The method of claim 1, wherein the first and second 
Subsets of information are application-specific, and wherein 
the first and second subsets of information derive from func 
tions within a specific application. 

25. A system for transmitting information to multiple elec- 5 
tronic devices, the system comprising: 

an electronic data store configured for electronically stor 
ing a set of information at a server, wherein the first and 
second Subsets of information are generated by the same 
application at the server and are specific to that applica 
tion; 

a processor device programmed for: 
identifying a first Subset of the information and identifying 

a second Subset of the information; 
determining at the server whether both a first device in 

possession of and being directly operated by a first user 15 
and a second device also in possession of and being 
directly operated by the first user are accessible over at 
least one electronic communications network based on 
the first user being logged into the application at both the 
first and second devices; 2O 

if and only if both the first and second devices are deter 
mined to be accessible by the server, then: 

transmitting a first subset of the information to the first 
device from the server; and 

transmitting a second Subset of the information to the sec- as 
ond device from the server, 

wherein the second subset of the information includes 
information not transmitted to the first device. 
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