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Petition for Inter Partes Review

Patent No. 8,418,250

Open Text Inc. (“Patent Owner”) submits this Preliminary Response to the
Petition of Sophos Ltd. & Sophos, Inc. (collectively, “Petitioner”) seeking inter

partes review (“IPR”) of the U.S. Patent No. 8,418,250 (“the *250 patent™).

I. INTRODUCTION

The Board should decline to institute IPR of the 250 patent because an IPR
would duplicate the parties’ district court litigation efforts and the petition presents
weak unpatentability arguments based on fundamentally dissimilar prior art that
does not disclose multiple limitations.

The Board should deny institution under Fintiv because instituting this IPR
would undermine Congress’s stated goal in creating IPR proceedings: to “limit
unnecessary and counterproductive litigation costs.” H.R. Rep. No. 112-98, pt. 1, at
40 (2011 U.S.C.C.A.N. 67, 69 (post-grant reviews were meant to be “quick and cost
effective alternatives to litigations™)). The ’250 patent’s validity has been
challenged in four parallel Western District of Texas (“WDTX”) cases, now
consolidated, and those cases are scheduled to proceed to trial two months before a
final written decision on this petition would be due.

There is no reasonable possibility of a district court stay. The district court
proceedings involve thirty-nine patents and four additional defendants-

counterclaimants, three of whom will litigate the validity of the *250 patent based
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on the same primary reference asserted here regardless of whether this petition is
instituted. The district court has already construed claim terms for the 250 patent,
and by the time the Board issues its institution decision (in October 2023), the parties
will be deep into fact discovery. Instituting this petition will at a minimum generate
expensive and needless duplication of effort by Patent Owner, the Board, and the
district court, and as with all duplicative proceedings it poses the risk of inconsistent
decisions.

The Board should also deny institution because Petitioner fails to demonstrate
a reasonable likelihood that it will prevail on the merits. The *250 patent uses a mask
to detect and classify computer objects—in essence, individual programs—as
malware. But all of Petitioner’s grounds rely on U.S. Patent Application Publication
No. 2004/0111632 to Halperin (“Halperin”) as a primary reference. Halperin
evaluates aggregate computer and network-level behavior to find symptoms that
may indicate malware has infected a computer or network—it does not analyze the
operation of a single program or associate activity with specific programs. Even
when Halperin’s system determines malware may be present in the system, Halperin
uses containment actions—such as suspending a computer from sending messages—

and does not “classif[y]” the malware as recited in the 250 patent claims. In short,
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these are entirely different systems that provide very different approaches to solve
different problems.

Petitioner also fails to identify a plausible motivation to combine Halperin’s
network-intrusion-response system with U.S. Patent No. 7,900,194 (“Mankins™),
which examines potential malware not by looking for computer-level behavior on a
network but by probing system calls within an individual computer’s operating-
system kernel. Simply put, there would have been no motivation to add kernel-level,
program specific filters to Halperin’s computer- and network-level system. In fact,
Halperin expressly disparages techniques that analyze individual software programs.

Patent Owner respectfully requests that the Board deny the petition.

II. THE BOARD SHOULD EXERCISE ITS DISCRETION TO DENY
INSTITUTION UNDER 35 U.S.C. § 314(a)

In view of the parallel litigations, in which a district court will adjudicate—
prior to the Board—the same grounds raised in this petition, the Board should
exercise its discretionary denial authority under 35 U.S.C. § 314(a).

Because Congress’s goal in enacting post-grant proceedings like IPRs was
“to ... limit unnecessary and counterproductive litigation costs,” Director Vidal has

instructed the Board not to institute IPRs that would “increase, rather than limit,

litigation costs” being incurred in parallel litigation. Director’s Memo, Interim
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Procedure for Discretionary Denials in AIA Post-Grant Proceedings with Parallel
District Court Litigation (“Guidance”) at 1 (June 21, 2022).

Instituting this IPR would cause just such an increase. The reasons are easy
to see: a district court stay is out of the question, and the district court will consider
the very same arguments presented in the petition. Accordingly, for the next year,
the Board and the district court will labor to decide the very same issues with the
district court well ahead of—and scheduled to reach a final decision months
before—the Board. The year-long parallel tracks of two adjudicatory bodies will
“increase, rather than limit, litigation costs,” create “potential conflict between
the ... (PTAB) and district court proceedings,” and generally increase “the potential
for inefficiency and gamesmanship.” Guidance at 1. This is precisely the situation
that Director Vidal instructed the Board to avoid when she instructed the Board to
take “a holistic view of whether efficiency and integrity of the system are best served
by denying or instituting review.” See Apple Inc. v. Fintiv, Inc., IPR2020-00019,
Paper 11 at 6 (PTAB Jun. 1, 2021).

Confirming this conclusion, every one of the Fintiv factors weighs for
discretionary denial:

(1) A stay of the co-pending district court litigation—involving thirty-nine

patents and five defendants—is vanishingly unlikely. Petitioner cannot avoid that
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trial because it has petitioned for IPR of only some of the patents asserted against it.
And this IPR will similarly not narrow the issues on which discovery and trial must
proceed. The 250 patent is currently asserted against three other defendants, one of
whom has not petitioned for IPR of the *250 patent. Moreover, none of Petitioner’s
codefendants have agreed not to litigate the validity of the *250 patent in the district
court regardless of any institution decisions by the Board. Claims have been
construed, and discovery is well underway.

(2)  The district court trial is expected two months before any Board final
written decision.

(3)  The parties and district court have already invested heavily in carrying
that parallel litigation past claim construction—six months before any anticipated
institution decision—and well into discovery.

(4) The issues raised in the petition are the same as those the district court
has before it, and Petitioner’s narrow stipulation will not change that because the
stipulation does not apply to Petitioner’s co-defendants, who have raised the same
prior art before the district court.

(5) Petitioner will get its chance to make its arguments before the district
court because Petitioner is a defendant in the parallel litigation.

(6) Asshown below, the petition’s grounds of unpatentability are weak.
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Thus, every Fintiv factor here weighs for discretionary denial. The district court is
well on its way to an efficient resolution of the disputes between Patent Owner,
Petitioner, and Petitioner’s codefendants. Both the goals of the AIA and the general

welfare of the patent system would be best served by denying institution.

A. Factor 1: District Court Has Not Granted And Will Not Grant A
Stay.

The first Fintiv factor asks “whether the court granted a stay or evidence exists
that one may be granted if a proceeding is instituted.” Fintiv, IPR2020-00019, Paper
11 at 6. This factor weighs strongly in favor of denial because the answer to both
questions is no: no stay has been requested or ordered, and Petitioner has identified
no evidence that one will (or even might) be. To the contrary, specific evidence
indicates that a stay is vanishingly unlikely.

First, the district court considers issue simplification “the most important

factor” in deciding whether to stay patent litigation!—and here, a stay would not

I See, e.g., EX-2003 [Sonrai Memory Ltd. v. Kingston Tech. Co., Inc., No. 6:21-cv-
1284-ADA, slip op. at *4-5 (W.D. Tex. Oct. 18, 2022)] (denying a stay following
IPR institution because issue simplification was the “most important factor” and the

Court had already held a Markman hearing and “expended significant resources”);
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simplify anything. As circumstances stand now, the validity of the *250 patent will
be litigated in the consolidated action whether or not this petition is instituted,
because the patent is asserted against a defendant that has not sought Board review
and two other defendants that have sought Board review have not agreed that they
will not pursue in the district court the same grounds raised in this petition.

What is more, it will be litigated alongside thirty-eight other patents asserted
by and against Petitioner and four other defendants—issues that the district court is
highly unlikely to delay deciding in favor of letting the Board proceed with this IPR.
The case against Petitioner alone involves seventeen patents—thirteen asserted by

Patent Owner and four asserted in counterclaims by Petitioner.

EX-2004 [mCom IP, LLC v. Cisco Sys., Inc., No. 6:22-00261-ADA, slip op. at *5
(W.D. Tex. Oct. 20, 2022)] (finding “simplification is not likely” where the IPR did
not challenge all of the claims asserted in the district court, since the other claims
would still require a trial); EX-2005 [Intellectual Ventures [ LLC v. Hewlett Packard
Enterprise Co., No. 6:21-cv-00596-ADA, slip op. at *7 (W.D. Tex. Dec. 22,
2022)](denying a stay following IPR institution , as even IPR estoppel would not

simplify the invalidity case, given the defendants’ reliance on prior art systems).
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The table below illustrates the patents, parties, and IPR petitions involved in

this highly complex litigation:
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Table 1. Patent Owner’s Asserted Patents
Against Each WDTX Defendant and Resulting Review Petitions

Patent |Kaspersky |CrowdStrike| Forcepoint| Sophos |Trend Micro
Asserted; | IPR2023- IPR2023- IPR2023-
84182501\ GIPR | 00289 W 0699 00655
R 776.389 Asserted; | IPR2023- | Asserted; | IPR2023- Asserted;
T no IPR 00556 no IPR 00633 no IPR
10.599 844 Asserted; | Asserted; | Asserted; | IPR2023- IPR2023-
U no IPR no IPR no IPR 00528 00662
Asserted; | IPR2023-
9,413,721 N/A N/A o IPR 00491 N/A
IPR2023- | IPR2023- Asserted; IPR2023-
9,578,045 01199 00124 - no IPR 00677
IPR2023- | IPR2023- Asserted; IPR2023-
10,257,224 01011 00126 - no IPR 00657
IPR2023- | IPR2022- Asserted; IPR2023-
10,234,591 00895 01522 - no IPR 00692
8,856,505 | Asserted; | IPR2023- N/A Asserted; Asserted;
no IPR 01159 no IPR no IPR
8,181,244 IPR2023- Asserted; Asserted;
i 01158 - no IPR no IPR
8,201,243 | Asserted; | IPR2023- | Asserted; | IPR2023- Asserted;
no IPR 01052 no IPR 00731 no IPR
8,719,932 | Asserted; | IPR2023- | Asserted; | IPR2023- Asserted;
no IPR 01051 no IPR 00732 no IPR
11,409,869| IPR2023- | IPR2023- | Asserted; | PGR2023- | Asserted;
01160 01053 no IPR 00031 no IPR
8,763,123 IPR2023- Asserted;
/A 1050 N/A no IPR N4
IPR2023-
8,438,386 N/A N/A 00734 N/A N/A
IPR2023-
10,025,928 N/A N/A 00736 N/A N/A
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As it must, Petitioner concedes that “this multi-defendant consolidated case is
exceptionally complicated” and “especially complex.” (Petition 66—-67.) Indeed, it
cites the district court’s recognition that “this case is ‘about as complicated as you’re
going to get with patent cases.”” Id. Because of the large number of claims and
issues unrelated to the validity of the *250 patent, institution of this IPR will have no
effect on the district court’s stay calculus.

Second, the district court has been clear in public comments that it will not
stay cases where, as here, the court can resolve the case as quickly as the Board can:

[T]here’s no unfairness to either side by not staying a case for the PTAB
when I can try the case as quickly as they can resolve it.... And so far,

I think that’s proven to be true.

(EX-2006 at 3.) Indeed, as commentators have observed, “Judge Albright almost
never stays proceedings to let the PTAB make its decision first.” (/d. at 2.)

Judge Albright’s public comments apply squarely to the situation here. The
median time-to-trial in WDTX is 28.2 months. On that timeline, trial is expected in
this case in mid-July 2024. Trial is currently scheduled for August 2024. That Judge
Albright has made public comments indicating that his practice is to deny a stay in
precisely the circumstances presented here is further evidence (if any were needed)

that he would not stay the WDTX case in response to institution of this petition.

10
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Petitioner nevertheless argues that Factor 1 can only be neutral at best,
because the Board semi-recently declined to “speculate on the likelihood of Judge
Albright entering a stay.” (Petition 64.) But given Judge Albright’s stated policies
and the complexity of the parallel proceedings, no “speculat[ion]” is necessary. To
the contrary, imagining circumstances in which Judge Albright would cast aside his
stated preferences and policies to grant the extraordinary remedy of a stay of this
parallel case in particular requires far-reaching speculation.

Even where no stay has been requested, the Board has found Factor 1 to favor
discretionary denial where (as here) “Petitioner present[ed] no evidence that it has
requested a stay [] or that a stay is likely.” Luxshare Precision Industry v. Amphenol
Corp., IPR2022-00132, Paper 10, at 9 (PTAB May 3, 2022). And such a decision is
particularly appropriate where the circumstances show that “a stay ... is unlikely.”
Nintendo Co. v. Gamevice, Inc., IPR2020-01197, Paper 13, at 11-12 (PTAB Jan. 12,
2021); Samsung Elecs. Co. v. Clear Imaging Research LLC, IPR2020-01399, Paper
13 at11-12 (PTAB Feb. 3, 2021) (holding Factor 1 may weigh for denial where there
is evidence that the district court is unwilling “to avoid duplicative efforts and await
the PTAB’s final resolution™); Motorola Mobility LLC v. Ironworks Patents, LLC,

IPR2021-00421, Paper 11 at 7-8 (PTAB July 22, 2021).

11
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Given the full circumstances present here, it is not plausible that the district
court will stay its multi-patent, multi-defendant case so that the Board can reach a
later decision on just one patent. Factor 1 supports discretionary denial. Samsung,
IPR2020-01399, Paper 13 at 11-12; Motorola, IPR 2021-00421, Paper 11 at 7-8.

B. Factor 2: A District Court Trial Is Set To Occur Before The
Statutory Deadline For A Final Written Decision.

Factor 2—the implications of the district court and IPR schedules—also
supports denial. “[A] parallel proceeding in an advanced state implicates
considerations of efficiency and fairness, which can serve as an independent reason
to apply discretion to deny institution.” Apple Inc. v. Fintiv, Inc., IPR2020-00019,
Paper 15 at 11-12, 17 (PTAB May 13, 2020) (informative).

Here, institution would “increase, rather than limit, litigation costs.”
Guidance at 1. Specifically, it would double the parties’ costs and obligations to
litigate the *250 patent’s validity in separate forums. The IPR trial would overlap
almost entirely with the parallel district court litigation. WDTX’s median time-to-
trial as of March 2023 is 28.2 months (EX-2007 at 37), indicating a trial by mid-July
2024—a date consistent with the currently scheduled trial date of August 19, 2024.
(EX-2008 at 9.) Should the Board institute, its final written decision deadline would

be October 14, 2024, nearly two months after the scheduled trial date. In other
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words, the IPR proceedings will overlap almost entirely with the parallel litigation
and likely will not produce a result before the trial.

But the likelihood that the Board’s decision will not come until months after
the district court’s is only part of the story. The Board should consider ‘“the
duplicative efforts that will occur during the [] duration of the inter partes review.”
NXP USA, Inc. v. Impinj, Inc., PGR2022-00005, Paper 20 at 7 (PTAB Aug. 25,
2022). And here, even in the unlikely event that the Board reaches decision several
months before the deadline, the parties will spend nearly a year expending precisely

99 ¢

the “duplicative,” “unnecessary[,] and counterproductive litigation costs” that the
AIA was designed to avoid. Fintiv, [IPR2020-00019, Paper 11 at 10; Guidance at 1.

Nor is even that all. Petitioner’s co-defendant Trend Micro filed a petition for
IPR of the *250 patent raising a substantively identical ground based on the Halperin-
Mankins combination—and did so before Petitioner filed this petition. See generally
Trend Micro, Inc. v. Open Text Inc., IPR2023-00655, Paper 1 (PTAB Mar. 2, 2023).
Accordingly, if it institutes, the Board faces the specter of three parallel proceedings,
including two before the Board, all addressing the same arguments. Nothing about
such a glut of duplicative litigation furthers the AIA’s purposes.

Petitioner speculates that the district court may ultimately postpone the

scheduled trial date further (Petition 66-67), but that speculation carries little weight
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given that the median time-to-trial statistics for Judge Albright’s court suggest just
the opposite. See Guidance at 8-9. And the Cizion decision on which Petitioner
heavily relies was decided before Director Vidal issued her guidance in June 2022.
(Petition 65 (citing Cizion, LLC v. Kerr Machine Co., PGR2020-00065, Paper 10 at
26 (Dec. 3, 2020)).) Petitioner’s assertion that the complexity of the case will
occasion delay is unsupported by evidence and cannot, by itself, weigh against
exercising discretion. See NXP, PGR2022-00005, Paper 20 at 8 (“[S]ome
uncertainty as to the trial date... does not change the ultimate decision.”).

Because the district court will not stay the litigation, and the litigation
schedule would overlap the IPR trial schedule almost entirely, the second Fintiv
factor also favors discretionary denial.

C. Factor 3: The Parties Will Have Invested Significant Resources In
The District Court Proceeding.

Factor 3—the resources invested in the parallel district court proceeding—
strongly favors denial.

The parties have invested significant resources in the parallel litigation over
the last fifteen months. For example, the parties long ago exchanged infringement
and invalidity contentions (in July 2022 and September 2022 respectively), and fact

discovery is underway. Claim construction, too, is long since complete (EX-2009),
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“indicat[ing] that the court and parties have invested sufficient time in the parallel
proceeding to favor denial.” Fintiv, IPR2020-00019, Paper 11 at 10.

And while Fintiv directs consideration of resource investment at the time of
institution, the overlapping schedules here counsel the Board to further consider the
redundant resources that will be wasted should IPR be instituted. /d. at 6 (requiring
“a holistic view of whether efficiency and integrity of the system are best served by
denying or instituting review”).

Petitioner compares this case to Sand Revolution II, LLC v. Continental
Intermodal Grp.—Trucking LLC, but in that case, the Board noted the parallel
proceeding’s slow start, due to a motion to dismiss and transfer between judges, and
the court’s minimal two-page Markman order. IPR2019-01393, Paper 24 at 10-11
(PTAB June 16, 2020). Even then, the Board determined that this factor weighed
only marginally in favor of discretionary denial. Id. at 11.

The investment in this case is colossal and vastly different. The district court’s
Markman order that included the ’250 patent was twenty pages, without even
considering the Court’s substantive analysis or the additional Markman orders issued
in this case. (EX-2009.) The Court considered and construed six claim terms of the
’250 patent alone. (/d.) And as of the date of Patent Owner’s preliminary response,

the parties have engaged in extensive discovery on the parties’ contentions. The
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Court has held multiple discovery hearings. Furthermore, Patent Owner’s experts
have already invested an extensive number of hours preparing for their reports by
reviewing the patent, prior art, the defendants’ invalidity contentions, and source
code. See Regeneron Pharms. Inc. v. Novartis Pharma AG, IPR2020-01317, Paper
15at 17 (PTAB Jan. 15, 2021) (denying institution where the parties had expended
considerable resources in claim construction, substantial fact discovery, and
preparation for expert reports).

Petitioner’s delay in filing this petition further weighs for denial. Contrary to
Petitioner’s claim (at 68) of “diligence,” Petitioner waited until within three days of
the one year bar date to file its petition. Moreover, the petition came eight months
after Petitioner received Patent Owner’s infringement contentions and six months
after Petitioner served its own invalidity contentions. (EX-2010 1-2; EX-2011 2.)
Petitioner offers no explanation for its delay, which supports denial. Fintiv,
IPR2020-00019, Paper 11 at 11-12.

Petitioner argues that the investment of time and resources by the parties and
the district court should be “counterbalance[d]” by Petitioner’s investment in the
petition. (Petition 7.) In support of this argument, Petitioner cites Apple v. Seven
Networks, IPR2020-00255, Paper 13 at 12-15 (PTAB July 28, 2020). But in Apple,

where the petition at issue was one of twenty-one the petitioner had filed, the Board
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merely acknowledged that the petitioner had made this argument—while giving it
no weight. The Board should do the same here. Giving petitioners credit for the
resources spent drafting a petition—at least where, as here, Petitioner presents no
evidence of anything but run-of-the-mill effort—is tantamount to granting every
petitioner a free Fintiv factor. And compared with the significant resources the
parties have already invested in the district court proceeding, Petitioner’s investment
is minuscule in any event. See Regeneron, IPR2020-01317, Paper 15 at 17 (finding
that even where the petition was filed “less than a month after learning of the
complaints,” the investment by the parties in the parallel proceeding “outweighs the
effort expended so far in this proceeding”).

D. Factor 4: The Issues And Parties Overlap Significantly.

Factor 4—the degree of overlap between the issues in the petition and those
before the district court—also strongly supports denial.

Regarding this fourth factor, Fintiv explains that “concerns of inefficiency and
the possibility of conflicting decisions [are] particularly strong” where “the Board
[1s] presented with substantially identical prior art arguments ... at issue in district
court.” Fintiv, IPR2020-00019, Paper 11 at 12. “Accordingly, if the petition
includes the same or substantially the same claims, grounds, arguments, and

evidence as presented in the parallel proceeding, this fact has favored denial.” Id.
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Here, the petition identifies substantially the same prior art arguments that
Petitioner and co-defendants Trend Micro and CrowdStrike have put before the
district court. (EX-2012 at 14, 15, 42, 43; EX-2013 at 6, 7.) Moreover, Kasperksy
identifies substantially similar grounds of purported invalidity based on the Halperin
reference. (EX-2014, App’x A at 1.) And none of Petitioner’s co-defendants have
offered any sort of stipulation. This fact favors denial.

The Board has held that, at least where the petitioner is the only defendant in
the district court, a stipulation not to pursue at the district court “any ground raised
or that could have been reasonably raised” in the petition is effective, id., whereas a
limited stipulation not to pursue only the same grounds weighs only “marginally in
favor of not exercising discretion to deny institution.” Sand Revolution II, IPR2019-
01393, Paper 24 at 11-12 (emphasis added).

Here, Petitioner has offered only the limited stipulation that it would not use
in the district court any prior art reference relied upon in the petition (Petition 68),
and Petitioner’s co-defendants have offered no stipulation. Petitioner argues that
Factor 4 favors institution because Petitioner’s “stipulation is significantly broader
than the stipulation in Sand Revolution.” Id. Not so. Petitioner has stipulated that

it will not use the same prior art references; the “marginal” Sand Revolution

stipulation was that the petitioner would not rely on the same grounds, meaning that
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Petitioner’s stipulation is technically broader. Sand Revolution II, IPR2019-01393,

Paper 24 at 12 n.5. But that additional breadth does no more than a Sand Revolution

stipulation to “ensure that [the] [PR functions as a true alternative to litigation.” Id.

At 12 n.5. To the contrary, Petitioner’s stipulation would leave it free to pursue

separate invalidity theories in parallel at two different tribunals. Thus, the best that

Petitioner’s stipulation could do is “weigh[] only marginally in favor of
[institution].” Id. at 11-12.

More importantly, Petitioner’s stipulation does not bar the other defendants
in the now-consolidated parallel litigation from litigating the very same invalidity
challenges before the district court. Those other defendants are relying on the same
prior art references cited in the petition, and none has offered any stipulation. (EX-
2012, EX-2013; see also EX-2014.) Consequently, Petitioner’s stipulation does
nothing to “mitigate[] any concerns of duplicative efforts between the district court
and the Board,” or “of potentially conflicting decisions” and so should carry no
weight. Sotera Wireless, Inc. v Masimo Corp., IPR2020-01019, Paper 12 at 19
(PTAB Dec. 1, 2020); see Google LLC v. EcoFactor, Inc., IPR2021-00454, Paper 9
at 12-14 (PTAB July 22, 2021) (denying institution based on Fintiv, even where co-

defendants in the parallel litigation provided matching Sands Revolution

stipulations). Factor 4 counsels denial.
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E.  Factor 5: Both Parties Are Parties In The Parallel Litigation.

Factor 5—the overlap of the parties between the petition and the parallel
litigation—suggests denial because (1) Petitioner is a defendant in the parallel
litigation and, as such, will have a full, fair opportunity to litigate the petitioned
grounds, and (2) the issues Petitioner raises are the same ones its co-defendants have
also raised in the parallel litigation..

Under Fintiv, “[i]f a petitioner is unrelated to a defendant in an earlier court
proceeding, the Board has weighed this fact against exercising discretion to deny
institution.” Fintiv, IPR2020-00019, Paper 11 at 13-14. Here, by contrast, Petitioner
is not just related, it is itself a defendant in the litigation. Accordingly, the
circumstances raise no fairness concerns that denial would deprive Petitioner of its
“day in court.” See Vizio, Inc. v. Maxell, Ltd., IPR2022-01459, Paper 7 at 21-22
(PTAB Apr. 11, 2023) (“Because Petitioner is the litigation defendant, factor 5
weighs in favor of discretionary denial™); Nokia of Am. Corp. v. Godo Kaisha IP
Bridge, IPR2022-00755, Paper 9 at 13 (PTAB Nov. 2, 2022) (holding that Factor 5
weighed for discretionary denial where Petitioner was defendant in parallel
proceeding).

That other defendants are also litigating the petitioned issues at the district

court further suggests denial. Fintivholds that, “[e]ven when a petitioner is unrelated
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to a defendant, however, if the issues are the same as, or substantially similar to,
those ... about to be litigated, or other circumstances weigh against redoing the work
of another tribunal, the Board may, nonetheless, exercise the authority to deny
institution.” Id. at 14. Because of this consideration, Fintiv goes on to require that
“[a]n unrelated petitioner ... discuss why addressing the same or substantially the
same issues would not be duplicative of the [other] case even if the petition is
brought by a different party.” Id.

Petitioner offers no such explanation here. That other defendants are currently
litigating the same issues raised in the petition raises serious concerns of duplicative
work by adjudicators, and any public-policy concerns regarding patent validity will
be thoroughly addressed by the parallel litigation. Thus, that other defendants in the
district court proceedings are also litigating the petitioned grounds weighs yet
further for discretionary denial.

Faced with these plain equities, Petitioner turns to an irrelevancy. Citing
nothing, Petitioner contends that Factor 5 supports institution because “Patent
Owner has a demonstrated history of asserting claims against multiple defendants,
and the Board has an opportunity to invalidate some of those claims here.” (Petition
68— 69.) That contention finds no support in law or logic. A district court’s

adjudication of a patent’s validity is, of course, no less effective for having been
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issued by an Article III court instead of the Patent Office. And so the Board has held
that multiple parties litigating the petitioned issues before a district court supports

denial. It should do the same thing here.

F.  Factor 6: The Petition Does Not Present “Compelling Evidence Of
Unpatentability.”

Factor 6—the merits of the Petition—also counsels denial because, as outlined
in the following section, the petition fails to show a “reasonable likelihood” that
Petitioner would prevail on any challenged claim. See 35 U.S.C. § 314(a). For
example, Petitioner’s proposed combination is a clumsy kludge of ill-sorted
references requiring a motivation-to-combine argument that is nonsensical on its
face. And, just as importantly, Petitioner fails to explain how Halperin alone
discloses several key claim limitations concerning the classification of individual
computer objects—which Petitioner obfuscates by relying exclusively on computer-
level behavior. Because the petition fails to show a reasonable likelihood of success
on the merits, the petition may not be instituted.

Even if the petition did pass the threshold of “reasonable likelihood™ (it does
not), it does not approach the higher threshold of a “compelling” unpatentability
challenge that could preclude discretionary denial. Guidance at 4. “[T]he
compelling merits standard is a higher standard than the standard for institution set

by statute.” Commscope Techs. v. Dali Wireless, Inc., IPR 2022-01242, Paper 23, 3
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(PTAB Feb. 27, 2023). That higher standard requires determining that Petitioner is
not just reasonably but rather “highly likely” to succeed on the merits. Id. at 4.
Petitioner cannot meet that standard. As shown below, Petitioner’s grounds are
exceptionally weak.

In sum, all six Fintiv factors support denial. Patent Owner therefore

respectfully requests that the Board exercise its discretion to deny institution.

III. THE °250 PATENT

A. Inadequacy of the Prior Art & The Need for Improved Malware
Detection

“Malware” generally refers to a computer file or object that is or contains
malicious code, e.g., viruses, trojans, worms, etc. (EX-2001 928.)

Much of the prior art anti-malware software focused on scanning and stopping
known malware. (EX-1001 1:18-2:18.) For example, some prior art anti-virus
software analyzed objects for “signatures”—something within the object that was
known to be indicative of malware. (EX-1001 1:18-28.) Whenever new malware
was detected, service providers would craft new signatures and release them as
updates to their anti-malware programs. (/d.) Other prior art systems checked
databases of known files to determine whether a file had been known for long
enough that it could be deemed safe. (EX-1001 1:43-47.) These prior art methods

for detecting known malware suffered from inevitable extensive delay—either while
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waiting for malware to be detected and a signature generated or waiting long enough
that a program could be deemed safe. (EX-1001 1:30-37, 1:48-54; EX-2001 9930-
32))

Other anti-malware systems sought to protect from previously unknown
malware. For example, some anti-malware systems that used a central computer and
local computers on a network relied on analysis at the central computer to determine
whether a file was known or unknown. (EX-1001 1:60-2:4.) But when a file was
unknown, the system had to provide the entire file to the central computer, where a
detailed analysis of the file would be performed. (EX-1001 2:4-11.) That analysis
typically required human involvement and as a result could “still take days.” (/d.)
Other prior art systems similarly relied on a human administrator to “make a better
informed though still “‘manual’ decision as to whether or not the file is safe to run.”
(E.g., EX-1001 2:18-27.) Thus, such prior art systems still resulted in considerable
delay before a new file could be classified as safe or malware. (EX-1001 2:12-13;
EX-2001 9929-31.) During such delays, malware could continue to spread, making
the eventual cleanup more difficult.

Accordingly, there was a long-felt need for an improved technique to

efficiently determine whether files were safe or malware. (EX-2001 932.)
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B. Innovations Of The ’250 Patent

The 250 patent is entitled “Methods and Apparatus for Dealing with
Malware” and claims a method and system for classifying a computer object as
malware. (E.g., EX-1001 cls. 1, 13, 25.) Specifically, the patented technology
introduced a method and system for “a rapid determination of” whether an object is
safe or malware, without the time-consuming need for preliminary detailed analysis
of the object itself. (EX-1001 3:8-18.) The specification’s definition of “object”
makes clear that “objects” according to the 250 patent consist of pieces of code to
be operated by or on the computer. (/d. 7:63-66; EX-2001, 934.)

The *250 patent discloses a method in which “a base computer” receives data
about a computer object from each of a plurality of “remote computers,” compares
the received data, and classifies the computer object as malware or not malware
based on its comparison. A key differentiator from the signature-based prior art is
that the *250 patent further discloses automatically generating a mask to monitor
behavior of the object to determine whether reclassification is needed. (EX-1001
2:65-3:7; EX-2001 9934-45.) This method can be used in the exemplary system

1llustrated below:
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(EX-1001, Fig. 1, 7:54-8:16 (annotated).)

When an unknown object is run at a remote computer, data related to the
object is passed to the base computer for storing in the community database and for
further analysis. (EX-1001 8:17-18, 8:44-47.) Data is preferably sent in the form of
a “key” or “signature” allowing reduced transmission and storage requirements,
quick comparison of objects, and rapid analysis at the base computer. (EX-1001

3:51-4:6.) The base computer searches the community database for the object’s

signature. (EX-1001 8:47-50, Fig. 2 (step 25).) If the signature is found, the object
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marked “safe” or “unsafe” according to its designation in the database, and the
system provides signature, a message, or both to the remote computer (allowing local
comparison the next time the object is encountered). (EX-1001 8:60-9:7, Fig. 2
(steps 26-27).) In this case, the object may not be allowed to run, or the user may
be given an informed choice whether to run the object. (EX-1001 9:7-10.)

When the object remains unknown after checking the database, the system
creates a signature representative of the unknown object. (EX-1001 9:11-17.) This
signature is then provided to the remote computer and a message sent that might
instruct the remote computer not to run the object or inform the user of the risk and
offer the choice of running it. (EX-1001 9:17-25, Fig. 2 (steps 30-31).)

To ensure protection even where an object is allowed to run on a remote
computer, the *250 patent claims “automatically generating a mask for said object
that defines acceptable behaviour for the object.” (EX-1001 4:21-23; id. cl. 1.) This
“mask is generated in accordance with normal behaviour of the object determined
from” the data received about the object. (EX-1001 cl. 1.) The mask might indicate,
for example, details of any ports or interfaces that might be required to be opened to
allow such communications, any databases that may be interrogated by that object.

(EX-1001 14:61-15:4.) The system then monitors operation of that object within the
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mask’s parameters. (EX-1001 9:26-39, 14:55-61, Fig. 3 (steps 38-39); EX-2001
145.)

If the behavior of the object is within the parameters set by the mask, the
object is allowed to run. (EX-1001 15:45-47.) However, if the object’s behavior
exceeds the parameters of the mask, this behavior is flagged, and the process not
allowed to run. (EX-1001 15:47-52.) By continuously monitoring a process each
time it is run, any behavior that differs from previous behavior can be noted and the
mask updated, or the process reclassified as unsafe. (EX-1001 15:64-16:3.)

The 250 patent’s “sophisticated pattern analysis” allows for “rapid
determination of the nature of the object to be made, without requiring detailed
analysis of the object itself.” (EX-1001 3:8-18.) Its methods and system decreased
reliance on signature verification and negated the need for manual, time-consuming
“deep analysis” of an object. (/d.; EX-2001 947.)

C. Claim Construction

Petitioner concedes that no dispute exists over the construction of claim terms
for the purposes of its petition. (Petition 9-10.) On March 16, 2023, the district

court concluded that no terms of the *250 patent were indefinite and construed all
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terms as having their plain and ordinary meaning.2 (EX-2009 at 3-5, 8.)
Accordingly, Patent Owner and its expert apply the plain and ordinary meaning of
all claim terms. (EX-2001 949.)

D. Level Of Ordinary Skill In The Art

A person of ordinary skill in the art at the time of the invention of the *250
patent, which claims priority to an earlier application (GB 0513375.6) filed in Great
Britain on June 30, 2005, would have had a Bachelor’s degree in an accredited
program of electrical engineering, computer engineering, or computer science or in
a similar discipline, and would have had 2-3 years of practical work or research
experience in the general fields of electrical engineering, computer science,
networking, communications, and device and network security. (EX-2001 9950-54)
More advanced degrees or training in a related discipline or both can compensate for

shorter work experience. (/d.)

2 The court provided additional clarifying remarks regarding certain terms’
plain and ordinary meaning. For brevity and because those clarifications are not
critical to the issues addressed in this preliminary response, Patent Owner does not
reproduce those clarifying remarks here and instead includes the district court’s

claim construction order as an exhibit.
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IV. OVERVIEW OF THE RELEVANT PRIOR ART
A.  Overview Of Halperin

Halperin is directed to detecting patterns of collective computer behavior on
a network that suggest the presence of viral activity and taking containment actions
to halt further spread. (EX-1006 Abstract, [0036]-[0057].)

Halperin observed that some prior art antivirus software identified virus
behavior by characterizing a program’s legitimate behavior and identifying any
deviations from such behavior. (EX-1006 [0006].) Halperin criticized this type of
object-specific technique as often resulting in false alarms due to the fact that
computer user behavior tends to vary over time and between users. (EX-1006
[0006]; EX-2001 956.) Halperin found that due to this technique’s shortcomings,
users frequently either disabled this type of antivirus software entirely or set its
sensitivity so low that it failed to find existing viruses. (1d.)

Halperin further recognized that “[i]n most cases, viruses are spread when
computer users send infected files to other computer users,” for example, via e-mail,
data storage media (e.g., disk or CD), or by sharing infected files from one computer
to another. (EX-1006 [0003].) Some viruses were even capable of spreading on their
own “with little or no intervention on the part of the computer user.” (EX-1006

[0004].) For example:
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A virus that spreads via e-mail messages will typically access an e-mail
program’s address book or sent/received mail folders and automatically
send itself to one or more of these addresses. Alternatively, the virus
may attach itself to otherwise innocuous e-mail messages that are sent

by a computer user to unsuspecting recipients.
(EX-1006 [0004].)

Thus, Halperin sought to provide a network-level detection and containment
method, while overcoming the “false alarm” problem it perceived in the prior art.
(EX-1006 [0037]; EX-2001 958.) Rather than monitor or analyze a particular
computer object—Ilike the 250 patent—Halperin’s proposed solution detects
suspicious patterns of “target behavior” across a group of computers on a network
(indicating the presence of a potential virus in the network) and takes one or more
of what Halperin calls “virus containment” actions. (EX-1006 Abstract, [0038]-

[0057]; EX-2001 458.) Figure 6 illustrates this overall process:
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(EX-1006 Fig. 6.)

Halperin starts by defining one or more “target behavior profiles” for a group
of computers on a network. (EX-1006 [0038], Fig. 6.) Examples of target behavior
profiles include, among others: “[s]ending messages to more than a predefined
number of users during a predefined period of time;...[m]odifying operating system
file such as the Microsoft Windows registry; [and] [d]eleting more than a predefined
number of files on the computer’s hard disk during a predefined period of time....”

(EX-1006 [0039]-[0046].) That is, whereas the 250 patent looks at behavior
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information for the same or similar objects—for example, an individual computer
program—across multiple computers on a network, Halperin looks at the behavior
of multiple computers on a network exhibiting the same computer behavior. (EX-
1006 [0037]-[0038]; EX-2001 959.)

Halperin then employs a server on the network to correlate the presence of
target computer behavior on multiple computers, e.g., by “identifying the same
activity in different computers at about the same time.” (EX-1006 [0047].) Halperin
then teaches determining whether this collective computer level “target behavior”
corresponds to a “predefined suspicious behavior pattern,” which would indicate that
a virus may have infected the network. (EX-1006 [0047]; EX-2001 9] 60.)

The exemplary patterns of suspicious behavior Halperin discloses all relate to
a “certain percentage of the computers in the network™ all doing the same thing, most
often within a relatively short amount of time. (EX-1006 [0048]-[0056]; EX-2001
961.) For example, Halperin states that when a “certain percentage of computers in
the network send[ ] more than 10 messages per minute in the last 5 minutes,” a virus
may be present on the network. (EX-1006 [0048].) That is, whereas the *250 patent
relies on data that is specific to a particular computer object to determine whether
that object is malware (Section I11.A), supra), Halperin relies on data that is not tied

to a particular object—instead, it seeks to determine whether a certain percentage of
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computers on the network are behaving unexpectedly. The system does not have—
or need—knowledge of any particular computer object or objects that may be
causing the target behavior by the computers on the network. (EX-2001 461-62.)
Halperin teaches that if the server detects a suspicious behavior pattern, it may
initiate “virus containment actions.” (EX-1006 [0057], [0023]-[0030].) Because the
system proffers no means of identifying a particular computer object (e.g., piece of
software) as the malware culprit or determining whether an object is or is not
malware, Halperin’s proposed solutions amount to either telling a human that there
might be a problem (id. [0025]-[0027]) or halting the flow of information across the
network (id. [0024], [0028]-[0030]; see also EX-2001 962). Halperin does not teach
removing the offending software. (See EX-1001 [0024]-[0030]; EX-2001 962.)
Thus, whereas the *250 patent examines information about the same or similar
computer objects across multiple computers on a network to determine whether the
computer object should be classified as malware, Halperin looks for the same

behavior or activity across multiple computers on a network to determine whether

the network shows signs of a malware infection. (EX-1006 [0037]-[0038]; EX-2001

63.)
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B. Overview Of Mankins

Mankins is directed to detecting intrusion in a computer system by monitoring
system calls within the computer’s operating system (OS) kernel. (EX-1008
Abstract.) Mankins teaches using a filter called a “Bloom filter” to determine
whether a given system call falls outside or likely falls within an acceptable set of
system calls for a given program.

Bloom filters are computer-science constructs that use hash functions to
compress the values in a given set into a bit vector. (EX-2001 965.) Mankins treats
Bloom filters as within the knowledge of a relevant artisan. (See Ex-1008 7:34-41,
8:19-25). Once the Bloom filter bit vector has been constructed, a computer can
quickly and easily determine whether a value is likely a member of the set or
definitely not a member of the set. (EX-2001 465.) The computer hashes the value
using the same hash function used to create the bit vector and compares the output
to the bit vector. (/d.) The result is either positive (which means that the value is
likely part of the set) or negative (which means that the value is definitely not part of
the set). (Id.) Thus, a Bloom filter comes with an inherent risk of false positives—
values that are not within the set but that nonetheless return a positive result. (/d.)

Mankins describes a Bloom filter data object as “a set of hash functions and a

bit vector ... of a given length.” (EX-1008 8:19-22.) As relevant here, Mankins
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teaches “encod[ing] each unique system-call sequence associated with expected
operation of a computer program ... into a particular Bloom filter data object.” (EX-
1008 7:44-46.) Doing so allows the system to “compactly store data representative
of predefined normal program behavior.” (EX-1008 7:51-52.)

Mankins also notes that Bloom filters generate false positives, but do so at a
known rate correlated to the bit vector’s length. (EX-1008 8:64-67.) Mankins
teaches that because Bloom filters “throw|[] away data to represent the data in a
compressed format,” achieving “lower error rates” requires a larger “bit vector.”
(EX-1008 8:44-45, 54-58.) Accordingly, Mankins suggests that a “small size[]” for
a Bloom filter data object according to the invention is ‘“approximately two
kilobytes ... or three kilobytes” but that the system according to the invention “may
be configured to generate a Bloom filter data object of any suitable size.” (EX-1008
8:49-52).

Mankins teaches monitoring a computer program’s system calls within the OS

kernel? to define the program’s expected behavior—including, optionally,

3 Mankins defines the kernel as the portion of the operating system
“configured to interface computer programs ... with shared resources.” (EX-1008

4:11-13.)
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monitoring system calls while running the program under training conditions. (EX-
1008 12:51-54; see id. 11:19-30). Mankins then teaches encoding data
representative of the program’s system-call behavior using hash functions to
generate a Bloom filter data object. (EX-1008 12:55-61.) That object is appended
to the program, and when the program runs, the data object is embedded in the OS
kernel. (EX-1008 12:52—65.) The system according to Mankins then compares the
system calls the program makes during operation with the data in the Bloom filter
data object. According to one embodiment of the system, the comparison may be
used to detect anomalous behavior. (EX-1008 10:66-67.) A reporting subsystem
may then “automatically invoke predetermined actions to protect the computer or to

analyze the nature and/or source of the detected intrusion.” (EX-1008 11:11:8-11.)

V. THE CHALLENGED CLAIMS ARE PATENTABLE

Petitioner relies on Halperin alone for claim limitations [1P]-[1C] and on
Halperin in view of Mankins for limitations [1D]-[11]. For the reasons set forth
below, Halperin fails to disclose every element of limitations [1P]-[1C]; Halperin in
view of Mankins fails to disclose every element of limitations [1D]-[11]; and there
would have been no motivation to combine Halperin with Mankins at the time the

’250 patent claims were conceived and reduced to practice.
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A.  There Was No Motivation To Combine Halperin With ManKkins.

Halperin and Mankins are directed to different detection methodologies, so a
POSITA would have had no motivation to combine them. Where Halperin detects
malware symptoms by correlating high-level computer actions across a network,
Mankins’s focus is far narrower: detecting an individual program’s intrusion
attempts by monitoring that program’s system calls within a single computer’s OS
kernel. Because of these differences, integrating Mankins with Halperin would have
required modifying both references in a way that contradicts each reference’s

teachings.4

4 Petitioner’s motivation-to-combine argument suggests that Mankins-style
system-call detection could be used to identify suspicious target behavior according
to Halperin. (Petition 21.) But despite making that contention in its general
motivation-to-combine section, Petitioner relies on Halperin alone for the claim
limitations relevant to that argument. (See Petition 24-29 (citing Halperin alone for
the Claim 1 preamble and limitations 1A-1C).) Accordingly, Petitioner does not
allege, let alone show, that its purported Halperin-Mankins combination meets those

limitations.
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1. Halperin teaches away from ManKkins.

The first and most obvious reason a POSITA would not have tried to combine
Halperin with Mankins is that Halperin expressly teaches away from using a
heuristic system of the type Mankins proposes. (Ex. 2001 q71-74.) Halperin states
that “antivirus software that employs heuristic techniques to identify typical virus
behavior by characterizing legitimate software behavior and then identifying any
deviation from such behavior .... often results in a false alarm ... leading computer
users to disable such software or set the sensitivity of such software so low to the
point where new viruses are often not identified.” (EX-1006 [0006].) Halperin, in
other words, recognizes that Mankins-style heuristic-detection systems may produce
both false positives and false negatives.

Mankins, for its part, expressly acknowledges that its system produces just the
kind of false negatives Halperin suggests are a problem. (See EX-1008 at 8:62-64.)
A Bloom filter according to Mankins can provide only a likelihood that a given
action is within the expected behavior of a given computer program. (See EX-1008
at 8:62-64; EX-2001 9471-74.) In other words, some percentage of the time (defined
by the size of the bit vector in its Bloom filter), the Mankins system approves

behavior that it should flag as suspicious—generating a false negative. (EX-2001

173.)

39



Patent Owner’s Preliminary Response to
Petition for Inter Partes Review
Patent No. 8,418,250

A POSITA understanding the Mankins system’s shortcomings would
therefore not be motivated to incorporate Mankins-style Bloom filters into a system
according to Halperin, which expressly warns about the very problems Mankins
acknowledges.

2. A POSITA would have understood that neither version of
Petitioner’s proposed combination would work.

Petitioner’s actual proposed Halperin-Mankins combination is difficult to
discern from its arguments. (See generally Petition 21-24.) But it appears to involve
either (1) storing the Mankins Bloom filter data objects at the Halperin central
server, or (2) storing the Mankins Bloom filter data objects on the Halperin remote
computers. (Petition 21-22.) Neither version of the system would represent an
improvement of either reference’s system alone.

A POSITA would have understood that centralized Bloom filters would not
work. Petitioner appears to suggest comparing all “system call sequences” collected
from all objects running on all remote computers against “a Bloom filter data object
stored” at Halperin’s “central database.” (Petition 22.)

Mankins teaches away from any such “centralized” Bloom filter configuration
because centralized filters would cause significant delays and would be
impracticable to use with complex computer programs. (EX-1008 at 2:14-37; EX-

2001 9976-77) For this reason, Mankins teaches away from Bloom filters running
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anywhere but in the kernel of the machine on which the targeted program is running.
(EX-2001 94[76-77.) A POSITA would not have been motivated to use Mankins in
a way that results in a system it expressly disparages. But even setting aside
Mankins’s express teaching away from Petitioner’s proposed motivation, the
problems Mankins identifies remain.

If Petitioner is in fact suggesting hosting at the server a single Bloom filter
data object to which all system calls are compared, it betrays a fundamental
misunderstanding of how the Bloom filter data objects according to Mankins work.
Each Bloom filter collects the expected system calls for a given object, on the theory
that when a given object behaves outside its expected system-call behavior, that may
indicate a malware intrusion. Combining all system-call behavior for all objects
into a single Bloom filter would eliminate any benefit of Mankins, because different
computer objects are expected to make different system calls. (EX-2001 §77.)

Even if what Petitioner is actually suggesting is storing, on the central
Halperin server, a different Mankins Bloom filter data object for each computer
object running on each remote computer on the network, the system would quickly
collapse under its own weight. (EX-2001 977.) The Bloom filters according to
Mankins monitor system calls when the program is executed. (£.g., EX-1008 11:56-

58.) The remote computers would therefore have to hash and send each system call
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in real time, over the network, to the central server. (EX-2001 §77.) That would slow
the remote computers to a crawl. (/d.) The central server, meanwhile, would be
tasked with identifying which of its numerous Bloom filters the hashed data it
received must be compared with, and then actually performing the comparison—a
similarly resource-intensive process whose resource-intensiveness would be
multiplied by however many objects were making system calls in the kernels of each
of the remote computers. (/d.) In either circumstance, Petitioner’s contention that
adding Mankins to the Halperin system would have little or no cost (Petition 24) is
ludicrous on its face. (EX-2001 979.)

A POSITA would have understood that running distributed Bloom filters
provides no benefit over either system because it is in fact simply running each
system separately. Running Mankins’s Bloom filters on each remote computer in
addition to Halperin’s network-level behavior detection system is not a combination
of the two systems but is instead a “defense-in-depth” strategy involving two distinct
pieces of software. (EX-2001 9 78.) While a defense-in-depth strategy may provide
benefits when the systems being operated in this fashion are carefully coordinated,
here a POSITA would have understood that any such coordination would be
meaningless because it is not necessary to—and might in fact impede—the operation

of either system. (/d.) Halperin, for its part, provides no indication about which

42



Patent Owner’s Preliminary Response to

Petition for Inter Partes Review

Patent No. 8,418,250

object or objects should be analyzed using a Mankins-style Bloom filter. (EX-2001

979.) And where the systems’ results disagree, that disagreement would not provide

a POSITA with additional clarity but would operate only to cast doubt on both
systems’ results. (EX-2001 486.)

Distributed Bloom filters also run contrary to Halperin’s teaching of detecting
aggregate behavior. Halperin teaches that, for detection of malware symptoms to be
meaningful, a threshold number of computers must display the same behavior. But
a Mankins Bloom filter, by its very nature, essentially reduces that threshold number
to one—eliminating any possible benefit of Halperin’s aggregate-behavior

detection. (EX-2001 980.)

3. The proposed combination would not assist in detecting
false positives.

Petitioner also suggests that Mankins would assist in solving purported false-
positive problems with Halperin. (Petition 34.) But setting aside that Halperin
teaches away from using Mankins-type heuristic-detection systems because those
systems produce “false alarms” (EX-1006 [0006]), Petitioner’s argument is
nonsensical.

First, Petitioner suggests that “if the [Halperin] system does not identify
malware based on the behavioral data received from remote “computers 500,”

Mankins’s process would begin.” (Petition 23.) In this circumstance, though,
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Halperin’s system has returned a negative—no system behavior indicating the

presence of malware. So even if Mankins’s system’s results disagree with

Halperin’s, that will not be an indication that Halperin has returned a false positive.
(EX-2001 984.)

That points to the second, more fundamental problem with Petitioner’s
argument that a POSITA would have used its Halperin-Mankins combination to help
reduce false positives. Presumably, Petitioner’s view is that one system’s negative
return will be used to show the other system’s positive was false. But Petitioner
offers no reason for privileging either system’s result over the other’s, and so offers
no way to discern which positives are “false” for either system according to the
proposed combination. (EX-2001 986.) Where the systems’ results disagree, all
Petitioner’s proposed combination does is reduce a POSITA’s confidence that either
system has produced a correct result. (/d.)

For the reasons set forth above a POSITA would not have been motivated to

combine Halperin with Mankins.

B.  The Petition Fails To Establish That Halperin In View Of
Mankins Renders Obvious The Limitations.

Petitioner does not demonstrate a reasonable likelihood of success in proving

any challenged claim unpatentable because the petition fails to establish that
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Petitioner’s prior art discloses or renders obvious every limitation of independent

claims 1, 13, and 25 of the ’250 patent:

Ground 1 | Section 103(a) | Obvious over Halperin in | Claims 1, 2, 12-14, 24

view of Mankins

Ground 2 | Section 103(a) | Obvious over Halperin in | Claims 1-30

view of Mankins and Kirby

The *250 patent and Halperin teach fundamentally different methods because
each sought to solve a different problem. The inclusion of Mankins and Kirby does
nothing to overcome this glaring incompatibility. The *250 patent is directed to an
efficient, object-centric determination and classification of a particular object as
malware or not. (Section III.B, supra; EX-2001 9934-47.) Halperin is directed to
detecting patterns of suspicious, collective behavior of multiple computers that may
be indicative of a malware infection and preventing further spread of that possible
infection within a network. (Section IV.A, supra; EX-2001 9955-63.) Because
Halperin’s method is not directed to an object-specific analysis, Halperin fails to
disclose multiple limitations discussed below—particularly, those relating to object-
specific data or the computer object itself.

Petitioner treats claim 13 as “materially identical” to claim 1 (Petition 42) and

relies on claim 1 limitations as representative of numerous limitations of claim 25
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(Petition 60—62). Accordingly, for the reasons discussed with reference to claim 1,
Petitioner’s failure to show a reasonable likelihood that claim 1 is obvious over
Halperin in view of Mankins extends to independent claim 13 and Claim 25 and
their dependent claims.

1. [1A] Petitioner fails to show that Halperin discloses or
renders obvious “receiving data about a computer object”

Petitioner contends that this limitation is obvious over Halperin alone.
Because Petitioner does not explain how Halperin operates on individual objects,
Petitioner fails to demonstrate a reasonable likelihood that Halperin discloses or

renders obvious “receiving data about a computer object.”

Claim Limitation Claim Language

[TA] “at a base computer, receiving data about a computer object
from each of plural remote computers on which the object or
similar objects are stored, the data including information
about the behaviour of the object running on one or more

remote computers”

As explained above, the ’250 patent is directed to determining whether a
specific computer object—e.g., an executable computer file—is malware. (EX-2001

9934-47.) The *250 patent’s object-focused approach distinguishes it from Halperin,
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which examines aggregate, collective computer behavior for signs of a viral
outbreak—without focusing on individual programs. (EX-2001 9q955-63.) Because
Halperin is directed to network-level detection and containment, Petitioner’s
contentions that Halperin discloses or renders obvious object-centric limitations of
the *250 patent’s claims are unsupported.

Halperin does not collect data about what objects perform what actions.
Instead, Halperin operates more like a trip wire, logging each instance of when a
certain event is performed by a computer, as captured by a sensor. (EX-2001 997.)
Halperin teaches that “[i]n the detecting phase the system logs every event of a
sensor identifying a suspicious behavior on a specific computer,” which “preferably
includes the type of event, the time it occurred and on which computer it occurred
(if relevant).” (EX-1006 [0090].) Halperin uses these logs only to determine how
many occurrences happened within a predetermined time period. (/d.) For example,
Halperin teaches that “if in the past 5 minutes there were 3 events of accessing the
Windows Registry, the system checks what was the measured probability of having
3 or more computers with a Windows Registry even in the learning phase.” (/d.; see
also, e.g., EX-1006 [0037] (correlating percentage of computers performing a

certain action).) According to Halperin’s detection methodology, there is no need
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to collect information identifying what objects performed what actions. (EX-2001
9998-99.)

In alleging that Halperin discloses “receiving data about a computer object,”

(133

Petitioner incorrectly assumes that Halperin’s “‘target behavior’ and ‘predefined
suspicious event[s]’ ... received by the server [are] data about a computer object.”
(Petition 27.) In other words, Petitioner’s scant reasoning can be summarized this
way: because “computers 500 can detect associated target behavior,” that target
behavior must be data about an object.5 (Petition 26.)

Not so. Halperin logs data about the computer’s or network’s behavior. In
fact, computers can detect many things that are not particular to any computer object,
such as if they are connected to the internet, how much free hard drive space they
have, and what graphics card they might contain. (EX-2001 999.) As another
example, a Halperin computer configured to monitor for the target behavior profile
of “deleting more than a predefined number of files on the computer’s hard disk

during a predefined period of time” (as described at Halperin, [0042]) could trigger

if a user cleans out the hard drive. (EX-2001 999.) This activity would not be tied

5 Recall that “target behavior” according to Halperin means behavior that is a

target, not behavior of a target. (EX-1006 [0047].)
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to the operation of any computer object, but to the user’s actions. (/d.) “Target

behavior” and “predefined suspicious event[s]” refer broadly to the behavior

attributed to a computer in the network, not to data about a computer object. (EX-
1006 [0038]-[0046]; EX-2001 9998-99.)

Petitioner does not explain how Halperin’s received ‘“target behavior”
(behavior that refers to “computer activity” (EX-1006 [0038] (emphasis added)) is
data about a computer object or how it would have been obvious to a POSITA that
these terms are interchangeable. Petitioner simply ignores that Halperin’s network-
level behavior correlation uses different processes, and does so in pursuit of a
different purpose, from those reflected in the 250 patent’s object-centric approach.

Petitioner’s expert adds nothing to the analysis and simply parrots the petition,
including 1its ultimate summary conclusion about a POSITA’s alleged
understanding. (EX-1004 9§ 77 (citing EX-1006 [0047]).) All Petitioner and its
expert can muster is a single conclusory sentence: that because Halperin’s “purpose
is to determine whether a computer virus may have infected those computers,” it
must be the case that Halperin’s “target behavior” is data about a computer object.

This is a non sequitur. Halperin’s purpose of detecting suspicious activity

across a network does not require data about any computer object (e.g., data about

that object’s behavior). (EX-2001 9998-99). Indeed, Halperin only requires
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identification of “the type of event, the time it occurred and on which computer it
occurred (if relevant).” (EX-1006 [0090].) Nothing about the system according to
Halperin requires knowing what computer object is responsible for that activity.
And Halperin does not disclose or suggest that any of the behavior is ever attributed
to any object, or that it would even be possible. The data is object agnostic.

Accordingly, Petitioner fails to show a reasonable likelihood of success in
proving that Halperin discloses “receiving data about the computer object.”

2. [1B] Halperin does not disclose or render obvious

“determining ... whether the data ... indicates that the
computer object is malware”’

The 250 patent requires determining that “the data ... indicates that the
computer object is malware.” But as set forth in the previous section, Halperin
receives information including only “the type of event, the time it occurred and on
which computer it occurred (if relevant).” (EX-1006 [0090].) Accordingly,
Halperin does not and cannot make “determin[ations] in the base computer whether
the data about the computer object received from the plural computers indicates

that the computer object is malware.” (EX-1001 cl. [1B].)
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Claim Limitation Claim Language

[1B] “determining in the base computer whether the data about the

computer object received from the plural computers indicates

b

that the computer object is malware;’

In Halperin, when “target behavior” matches “predefined suspicious behavior
patterns,” the conclusion is that “a computer virus may have infected those
computers” (EX-1006 [0037], [0038])—it does not identify the virus itself, much
less an object that might be malicous, as the claims require. (EX-2001 9101.)
Halperin simply identifies suspicious computer behavior.

Petitioner’s failure to distinguish between computer activity and computer
objects pervades this limitation, too. Petitioner’s single sentence of support for the
proposition that Halperin discloses this limitation is that Halperin’s “base computer
determines whether the correlated target behavior corresponds to a predefined
suspicious behavior pattern.” (Petition 27.) But detecting a pattern of suspicious
behavior among multiple computers on a network running multiple objects and
potential user activity is not the same as determining that any one object on any of

those computers is malware. (EX-2001 9102.)
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Petitioner’s reliance on this same false equivalence between objects and

computer behavior, without any more explanation, to support limitation [ 1B] in both

grounds in its petition, fails for the same reasons set forth in opposition to

Petitioner’s argument regarding limitation [1A]. (Petition 27, 47.) Petitioner thus

falls short of demonstrating a reasonable likelihood that Halperin discloses or

renders obvious “determining ... whether the data ... indicates that the computer
object is malware.”

3. [1C] Petitioner fails to show that Halperin discloses or

renders obvious “classifying the computer object as
malware”

Halperin does not disclose classifying a computer object as malware based on
the received data. Halperin’s detection of potential viral activity and initiation of an
alarm or containment actions does not mean Halperin discloses or renders obvious

classifying any particular object as malware.

Claim Limitation Claim Language

[1C] “classifying the computer object as malware when the data

indicates that the computer object is malware”

Petitioner proffers two arguments for this limitation. Both fail.
Petitioner’s first argument asserts that Halperin teaches classifying the

computer object as malware because the base computer determines whether
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correlated target behavior matches a predefined suspicious behavior pattern.
(Petition 28.) In support, Petitioner string-cites six paragraphs from Halperin’s
specification without any indication of what activity in Halperin purportedly
corresponds to a classification. Thus, Petitioner fails to meet its burden on
institution. See Harmonic Inc. v. Avid Tech., Inc., 815 F.3d 1356, 1363 (Fed. Cir.
2016); Lumenis Be Ltd. v. BTL Healthcare Techs. A.S., IPR2021-01280, Paper 8 at
22 (PTAB Mar. 9, 2022). And while Petitioner further includes two parenthetical
quotes, neither remedies this deficiency. (Petition 28 (quoting EX-1006 [0087],
[0061]); EX-2001 94105-106.) The first of Petitioner’s quotes—read in the context
of its surrounding paragraph—merely confirms that “identification of malicious
code” is referring to the detection of activity that may indicate the presence of a virus
before initiating an alarm or containment actions. (EX-1006 [0090]; EX-2001
9106.) Similarly, the second quote confirms that Halperin is directed to detecting
“virus activity” (with or without a subsequent check by an operator as to whether
this activity was legitimate or potentially virus-related). (EX-1006 [0061]; EX-2001
9106.) Neither paragraph discloses determining whether a particular object is
malware, much less classifying it as such. (EX-2001 4106.)

Moreover, Petitioner’s assertion that Halperin discloses classification of a

particular object as malware as a result of detecting a suspicious behavior pattern is
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incorrect. After Halperin collects target behavior, Halperin determines whether the
collective network behavior corresponds to a predefined pattern of suspicious
behavior—e.g., whether a certain percentage of computers in the network are
behaving in a certain way. (EX-1006 [0047]-[0056].) That is, Halperin detects
potential “virus activity”—suspicious actions taken at the computer or network
level. (EX-1006 [0061], [0048], [0050].) This determination “indicat[es] that a
computer virus may have infected those computers.” (EX-1006 [0047].) “Upon
detecting a suspicious behavior pattern, [the] server [] may initiate one or more virus
containment actions.” (EX-1006 [0057].) Halperin’s detection of potential viral
activity on a network and actions to contain the spread of a potential virus do not
disclose a determination of whether a particular object is malware or classification
of such object. (EX-2001 99107-108.)

A skilled artisan would understand that Halperin’s initial omission of object
classification is by design because nothing about Halperin’s subsequent containment
disclosures contemplates—much less requires—classifying any particular object as
malware. (EX-2001 99107-108.) Instead, those containment actions either halt
network traffic to or from affected computers or notify a human that symptoms of

malware may have been detected. (See EX-1006 [0023]-[0030].) None of
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Halperin’s exemplary containment actions require a prior classification of a
particular object as malware. (See EX-1006 [0023]-[0030]; EX-2001 99107-108.)

Petitioner’s second argument asserts that a POSITA “would have further
understood” Halperin’s “virus alarm” or “virus containment actions” to occur
“because the system has classified the computer object as malware.” (Petition 28-
29.) This appears to be an attempt at an inherency argument. But Petitioner fails to
explain or support its conclusory assertions or explain why the initiation of an alarm
or containment action would necessarily mean that an object was classified as
malware. (See id.; EX-1004 9989-90.) Such assertions are inadequate to meet
Petitioner’s burden on institution. See, e.g., Lumenis, [IPR2021-01280, Paper 8 at 22
(declining to institute, because petitioner’s argument lacked explanation and the
Board was unwilling to speculate); Roland Corp. v. Inmusic Brands, Inc., IPR2018-
00335, Paper 14 at 17 (PTAB July 2, 2018); In re Robertson, 169 F.3d 743, 745
(Fed. Cir. 1999).

Halperin’s initiation of a virus alarm or containment actions does not mean
that Halperin’s system has identified malware—much less classified it. (EX-2001
4107-108.) Dr. Medvidovic provides an example to illustrate this lack of inherency.
(EX-2001 99108.) When a patient calls his doctor and says he is experiencing

coughing, sneezing, and a runny nose, the doctor may recommend, among other
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things, that the patient stay home from work or school to avoid passing on the
presumed infection to others. But the fact that the doctor detected symptoms and
took containment actions does not mean that he also necessarily diagnosed (or
classified) the patient as having any virus—much less that the doctor identified the
particular virus responsible for the patient’s symptoms. (EX-2001 9108.)

Similarly, here, when Halperin detects malware symptomes, it initiates actions
to prevent further spread from potentially infected systems. (EX-2001 4109.) But
Halperin’s disclosure of actions taken to contain a possible virus on a network does
not inherently disclose or indicate to a POSITA that Halperin has classified any
particular object as malware—particularly where none of the remedial containment
actions Halperin discloses requires knowledge that a particular object might be or is
in fact malware. (See EX-1006 [0048]-[0056]; EX-2001 9109.)

Dr. Newman’s declaration merely repeats the same conclusory assertions
contained in the petition and is, therefore, entitled to little weight. Xerox Corp. v.
Bytemark, Inc., IPR2022-00624, Paper 9 at 15 (PTAB Aug. 24, 2022); 37 C.F.R. §
42.65(a). Accordingly, Petitioner does not establish a reasonable likelihood of
success in meeting its burden to show that Halperin discloses “classifying ... the

computer object as malware.”
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4. [1E] Petitioner fails to show that Halperin in view of

Mankins discloses or renders obvious “generating a mask
for the computer object’

There is no motivation to combine Halperin with Mankins to arrive at
limitation [1E]. Recognizing Halperin alone does not teach limitation [1E],
Petitioner adds Mankins and argues that it discloses or renders obvious this
limitation. (Petition 30.) But Petitioner’s combination fails to establish a reasonable
likelihood that Halperin in view of Mankins renders this limitation obvious because

the proposed motivations to combine are unsupported and technologically

infeasible.
Claim Limitation Claim Language
[1E] “automatically generating a mask for the computer object that

defines acceptable behaviour for the computer object, wherein

the mask is generated in accordance with normal behaviour

)

of the object determined from said received data;’

For this limitation’s combination, Petitioner asserts—as it did in 1its
preliminary motivation-to-combine section—that “a POSITA would have been
motivated to incorporate the Bloom filter [data object] of Mankins into the detection

system of Halperin and that “[i]t would have been obvious to a POSITA to use
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Mankins’s Bloom filter [data object] with Halperin to identify predefined suspicious
behavior patterns and determine an object is malware if that computer object
performs actions beyond its ‘normal (i.e. expected) system-call behavior.” (Petition
33-34 (emphasis added); see also Petition 21-22.) Essentially, Petitioner is alleging
that it would have been obvious to rely on Mankins’s Bloom filter data objects as
the basis for the information Halperin uses to correlate target behavior data.

Despite alleging that Mankins’s Bloom filter data objects would serve as the
basis for Halperin’s correlation and identification of suspicious behavior patterns,
Petitioner never maps this combination to claim 1°s preamble or limitations [1A] to
[IC]. Instead, Petitioner relied solely on Halperin’s sensors and data for these
limitations. The claims require reciving data about an object and using the received
data to determine and classify the object as malware. Accordingly, Petitioner failed
to argue, let alone show how, Mankins’s Bloom filters would run at Halperin’s end-
point computers and provide the data Halperin uses for behavior correlation, or how
that would allegedly meet those claim limitation. (EX-2001 9115.)

Petitioner’s decision to map the Halperin-Mankins combination only to
limitations [1D] ef seq. confirms its contention that Mankins would be used only in
the event Halperin fails to find suspicious behavior. (See Petition 23.) But this

motivation argument relies on hindsight. Layering more defenses on top of each
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other does not afford greater protection when, as with Halperin and Mankins, the
defense methods do not complement each other. (EX-2001 q113; see also id. §75-
81.) Halperin discourages relying on heuristics that establish an object’s normal
behavior and is designed, instead, to detect viral outbreaks only upon the correlation
of a threshold percentage of computers performing the same actions over a period of
time. A POSITA would, therefore, not have considered switching to Mankins’s
object-specific detection in the event Halperin operates as designed. (See supra
V.A.2, EX-2001 9975-81, 116-117; EX-1006 [0037], [0047]-[0057], [0059].)

Further, Petitioner does not explain 7ow Mankins (which monitors at the
computer-program level) would work in conjunction with Halperin (which operates
computer-program agnostically). Petitioner is vague about for which program the
system would “automatically generat[e] a mask™ because neither reference provides
that answer. Because Halperin has not identified any suspicious behavior at this step
of Petitioner’s combined method, the only technically feasible solution is to run
Mankins on every piece of software running on every computer in the network. (EX-
2001 9118.) Petitioner implausibly contends that this resource-intensive procedure
would somehow be cost-free. (Petition 24; EX-1004 9 69; EX-2001 9118.)

Finally, Petitioner argues that “a POSITA would have recognized that using

Mankins’s mask approach in a distributed system such as Halperin’s would improve
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the system by reducing false positives.” (Petition 34.) For this argument, Petitioner
cites Dr. Newman’s testimony. Dr. Newman offers the conclusory opinion that “a
POSITA would have recognized that as long as anomaly detection does not raise
excessive false positives, it is a useful tool that would have been known to a POSITA
and could have been expected to improve detection of previously unknown
malware.” (EX-1004 495.) What a POSITA “could have done”—or in this case
“could have ... expected” is not the relevant question. Rather, “obviousness
concerns whether a skilled artisan not only could have made but would have been
motivated to make the combinations or modifications of prior art to arrive at the
claimed invention.” Belden Inc. v. Berk-Tek LLC, 805 F.3d 1064, 1073 (Fed. Cir.
2015). Petitioner’s argument that a POSITA could have used any additional
anomaly detection tool without an unacceptably high rate of false positives does not
show that—and Dr. Newman never explains why—it would have been obvious to
add the specific tool taught by Mankins to Halperin’s system.

For the reasons just discussed, a POSITA would not have been motivated to

combine Halperin with Mankins to arrive at limitation [1E].
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5. [11I] Petitioner fails to show that Halperin in view of

Mankins discloses or renders obvious “reclassifying the
computer object as malware”

There was no motivation to combine Halperin with Mankins to arrive at
limitation [1I]. Even in the unmotivated combination Petitioner advances, these

references do not disclose the limitation.

Claim Limitation Claim Language

[11] “reclassifying the computer object as malware when the
actual monitored behaviour extends beyond that permitted by

the mask.”

Even if Halperin were combined with Mankins (and Petitioner has provided
no reason to think a POSITA would have made such a combination, see supra
Section V.A), it would not disclose “reclassifying the computer object as malware.”
In fact, neither Halperin’s “virus containment actions” nor ‘“Mankins’s
“predetermined actions designed to protect the computer” constitute classifying (or
reclassifying) a computer object as malware. (Petition 41-42.) As discussed
repeatedly above, Halperin nowhere identifies any actions as being specific to a

computer object. (Supra Section V.B.3.) And Mankins, for its part, never even
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explains what its “predetermined actions designed to protect the computer” are.
(EX-1008 11:9-10.)

Halperin specifically discloses seven “virus containment actions,” none of
which require—or even contemplate—identifying a specific computer object. (EX-
1006 [0024]-[0030], EX-2001 4107.) Dr. Newman proposes that it would have been
“obvious to a POSITA that in the combined Halperin/Mankins system, that taking
appropriate ‘virus containment actions’ as described in Halperin would have
included reclassifying a program as malware.” (EX-1004 4 112.) But this hand-
waving assertion offers no clarity about how a POSITA would have been able to
correlate Halperin’s object-agnostic suspicious-behavior alert with a specific
computer object in order to achieve Dr. Newman’s proposition. (EX-2001 9107.)6

A POSITA would not have looked to Mankins to fill this gap because Mankins
provides no elaboration on what “predetermined actions designed to protect the

computer” may be. Such an action might, for example, simply require shutting the

6 Note that Petitioner never explains how Halperin would receive the object-
specific information provided by the Mankins Bloom filter data objects, because
Petitioner does not rely on Mankins for limitation [1A] (the step at which data about

computer objects is received).
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computer down to prevent further malware activity or propagation. In any event,
Mankins does not suggest—and nothing requires—that the responsive action be
specific or limited to the program whose system call Mankins’s Bloom filter has
flagged as suspicious. (EX-2001 9121.) Nor would a POSITA think immediately
reclassifying an object as malware based on a single errant system call was a
proportionate response. (/d.)

Dr. Newman also suggests that “the system-call sequence that was flagged
could be added as a ‘predefined suspicious behavior’ pattern for use with
Halperin[].” (EX-1004 q111.) But this is also not reclassifying the object. Instead,
it is merely identifying a series of suspicious system calls—the object’s behavior.
(EX-2001 99120-121.) Were the object to never perform those calls again, it would
never be scrutinized again. (EX-2001 99120-122.) Dr. Newman also suggests that
a “signature could be generated for the program.” (EX-1004 4111.) Dr. Newman
provides no support for this proposal and does not explain why a malware
identification mechanism not mentioned in either reference would be obvious to a
POSITA.

Accordingly, Petitioner does not establish a reasonable likelihood of success
in meeting its burden to show that Halperin and Mankins disclose “reclassifying the

computer object as malware.”
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C. Other Limitations Or Prior Art Not Addressed.

At this preliminary stage, Patent Owner addresses those deficiencies in the
prior art which clearly show a lack of reasonable likelihood of the petition’s success.
Patent Owner’s decision not to address certain limitations or secondary prior art
references at this preliminary stage in no way reflects Patent Owner’s agreement
with the petition or lack of dispute as to additional limitations or prior art.

D.  There Are Objective Indicia Of Nonobviousness.

Patent Owner contends that objective indicia of nonobviousness exist and
reserves its right to provide evidence on this point, should the Board institute. (E.g.,
EX-2001 933.)

VI. CONCLUSION

For the foregoing reasons, the Board should deny institution.
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