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tnvention:

APPLICANT HEREBY CERTIFIES THE FOLLOWING AND REQUESTS PRIORITIZED EXAMINATION FOR
THE ABOVE-IDENTIFIED APPLICATION.

1, The processing fee set forth in 37 CFR 1,17{}}, the prioritized examination fee set forth in 37 CFR 1.17(¢c), and if
not already paid, the publication fee set forth in 37 CFR 1,18{d} have been filed with the request. The basic filing
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total claims, and no multiple dependent claims.
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.. Bd Original Application (Track One) - Prioritized Examination under $ 1.102(a}{1)

. {8) The application is an original nonprovisional ulllity application filed under 35 U.S.C. 111(a}. This
certification and request is being filed with the utility application via EFS-Web.

—OR—

(b)  The application is an eriginal nonprovisionat plant application fiied under 35 U.8.C. 111(a). This
certification and request is being filed with the plant application in paper.

. An executed cath or declaration under 37 CFR 1.83 is filed with the apptication.
. ] Requestfor Continued Examination - Prioritized Examination under $ 1.102(e}{2)

. Arequest for continued examination has been filed with, or prior o, this form,

li. if the application is a utility application, this certification and reguest is being filed via EFS-Web.
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nationat stage entry under 35 U S.C, 371,
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SYSTEM FOR AND A METHOD OF COGNITIVE BEHAVIOR RECOGNITION

FIELD

[0001] The present disclosure relates to cognitive behavior recognition, specifically
assessing the runtime risk of an application ¢r device in a computer system using

cognitive behavicr recognition.

BACKGROUNDC

[0002] With the prevalence of computers and other computing systems in the daily
lives of both companies and individuals, computer and cyber security has become
increasingly impertant. A variety of programs and appreaches have been developed
o provide security and protect end users from harmful threats. Such programs thal
have been developed include antivirus programs, firewalls, and intrusion
detection/prevention systems (IDSs/IPSs). These programs can be beneficial in

protecting a cemputing system and its end user fram a number of threats.

[0003]However, as technology in the computing devices themselves is developing, 30
is the technology behind the threats against those same computing device. Emerging
cyber threats, commonly referred to as advanced persistent threats (APT), often
remain undetected using traditional security programs and approaches. As aresult.
many harmful threats and infections can attack a system that includes these security
programs unbeknownst to the user and system operator, which could have

devastating results. For examgle, it can place companies at risk for the theft of
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proprietary information, such as confidential information, trade secrets, etc., and

individuals at risk for identify theft.

[0004] Thus, there is a need for a technical solution to properly detect and prevent
attacks by advanced persistent threats undetected using traditicnal security programs

and approaches.

SUMMARY
[0005] The present disclosure provides a description of a system and method for the

assessing of a runtime risk of an application or device.

[0006] A method for assessing runtime risk for an application or device includes:
stering, in a rules database, a plurality of rules, wherein each rule identifies an action
sequence; storing, in a policy database. a plurality af assessment policies, wherein
gach assessment policy includes at least one rule of the plurality of rules; identifying,
using at least one assessment policy, a runtime risk for an application or device,
wherein the identified runtime risk identifies and predicts a specific lype of threal; and
identifying. by a processing device, a behavior score for the application or device
based on the identified runtime risk, wherein the action sequence is a sequence ¢f at
least two performed acticns, and each performed action is at least one of: a user

action, an applicaticn action, and a syslem action.

[0007] A system for assessing runtime risk for an application or device includes a rules
dalabase, a policy dalabase, and a processing device. The rules database is
configured to stare a plurality of rules, wherein gach rule identifies an action sequence.

The policy database is configured to store a plurality of assessment policies, wherein
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cach assessment palicy includes at least one rule of the plurality of rules. The
processing device is configured to identity, using at least one assessment policy, a
runtime risk for an application or device, wherein the identified runtime risk identifies
and predicts a specific type of threat, and identify a behavior score for the application
cr device based on the identified runtime risk, wherein the action sequence is a
sequence of at least two performed actions, and each perfarmed action is at least ane

cf: a user action, an application action, and a system action.
BRIEF DESCRIPTION OF THE DRAWING FIGURES

[0008] The scope of the present disclosure is best understood from the following
detailed description of exemplary embodiments when read in conjunction with the

accompanying drawings. Included in the drawings are the following figures:

[D009]FIG. 1 is a high level architecture illustrating a system for assessing the runtime

risk for an application or device in accardance with exemplary embodiments.

[0010]FIG. 2 is a flow diagram illustrating a method for identifying an action seguence
and assessing a runtime risk and subsequent tehavicr score based on the identifiec

action seguence in accordance with exemplary embodiments.

[0011]FIGS. 3A and 3B are a diagram illustrating performed actions and action
sequences identified using the method of FIG. 2 in accordance with exemplary

embodiments.

[0012]FIG. 4 is a flow diagram illustrating a method for creating a transaction recaord in

accordance with exemplary embodiments.
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[0013] Further arcas of applicability of the present disclosure will beceme apparent
from the detailed description provided hereinafter. |t should be understood that the
cetailed description of exemplary embodiments are intended for illustration purposes

only and are, therefore, not intended to necessarily limit the scope of the disclosure.

DETAILED DESCRIPTION

System for Assessing Runtime Risk for an Application or Device

[0014]FIG. 1 is a high level architecture illustrating a computing system 100
configured to assess the runtime risk of an application or device and identify a
behavior score based on the assessed runtime risk. It will be apparent to persons
having skill in the relevant art that methods and processes disclosed herein may be
implemented in the compulting system 100 using hardware, software, irmware, non-
transitory computer readable media having instructions stored therein, or a
coembination thereof, and may be implemented in mare than one computing systems or
other processing systems. It will be further apparent to persons having skill in the
relevant art that the configuration cf the computing system 100 as illustrated in FIG. 1
is provided as an illustration, and other configurations and systems for performing the
functions disclosed may be suitable.

[0015] The computing system 100 may include a processing unit 102. The processing
unit 102 may include a single processcr or a plurality of processor, each of which may
include one or more processor cores. The processing unit 102 may be a general
pUrpose processing unit or a special purpose processing unit, such as a general

purpose processing unit programmed for perferming a specific purpose. such as the
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identification of the runtime risk of an application or program. The processing unit 102
may be configured ta connect to a communications infrastructure 110 far
communication with additional components of the computing system 100.

[0016] The cammunications infrastructure 110 may be a bus, message queue,
network, multi-core message-passing scheme, a combination therecf, or any cther
suitable type or configuration of cammunications infrastructure as will be apparent to
persons having skill in the relevant art. The computing system 100 may further include
a display unit 104. The display unit 104 may be configured to control a display device
106, which may be connected to the computing system 100 physically (e.g., via a
cable, such as a VGA. DVI, or HDMI cable) or wirelessly (e.g., via Bluetooth, etc.).
The display unit 104 may ke a video card, video adapter, graphics card, display card,
graphics board, display adapter, graphics adapter. video controller. graphics contraller,
etc. and may be integrated into the computing system 100 er may be remcovable.
[0017] The display device 108 may be configured to display information {e.g.. data,
graphics, output from an application program, etc.) transmitted to the display device
106 via the display unit 104. Suitable types of display devices for use as the display
device 106 will be apparent to persons having skill in the relevant art and may include
a liquid crystal display {(LCD), light-emitting diode (LED) display, thin film transislor
(TFT) LCD, capacitive touch display, etc.

[0018] The computing system 100 may further include a memory unit 106. The
memory unit 106 may be any type of memory suitable for the storage of data and
performing of the functions disclosed herein, such as a hard disk drive, floppy disk

drive, magnetic tape drive, optical disk drive, solid state drive, or other non-transitory
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computer readable medium. In some embodiments, the memory unit 106 may be
removable storage (e.g., flash memory, a compact disc, digital versatile disc, Blu-ray
disc, etc.) or & combination of non-removable and removable storage. In one
embodiment, the memary unit 106 may be external to the computing system 100 and
accessed via a nelwork by a communications interface 108, discussed in more detall
below, such as cloud storage. The memary unit 106 may include random access
memory (RAM), read-only memory (ROM), or a combingtion therecof. Suitable types
and configurations cf the memory unit 106 will be apparent to persons having skill in
the relevant art.

[0019] The memory unit 106 may include at least a runtime monitor 108, a rules
database 110, and & policy database 112. The memory unit 106 may include
acdditional data, applications, programs. etc. as will be apparent to persons having skill
in the relevant art, such as an operating system, drivers for compenents of the system
100, etc. The runtime menitor 108 may be an application program stored on the
memory unit 106 including program code executable by the processing unit 102,
configured to assess the runtime risk of an applicalion {e.q.. stered in the memory unit
106 and executed by the processing unit 102) or device (e.g., connected to the
compuling system 100 externally {e.g., via the communications interface 108) or
internally (2.9., via the communications infrastructure 110), as discussed in more detail
below. In some embodiments, the runtime maonitor 108 may be further configured to
identify a behavior score for an action sequence of at least two performed actions

executed by {e.qg., by components or programs included in) the computing system 100.
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[0020] The runtime menitor 108 may be configured to perform additicnal functiens in
the computing system 100. such as those described in U.S. Patent No. 8,372,441,
filed as U.S. Application No. 13/399,065, entitled “System and Method fer Application
Attestation.” filed on February 17, 2012; U.S. Application No. 13/559.707, entitled
*Systems and Methods for Orchestrating Runtime Operational Integrity” and filed on
July 27, 2012; U.S. Application No. 13/559,766, entitled "Systems and Methods for
Threal Identification and Remediation” and filed on July 27, 2012; U.S. Agplication No.
13/559,665, entitled "Systems and Methods for Providing Mobile Security Based on
Dynamic Attestation” and filed an July 27, 2012; U.S. Application No. 13/559,692,
entitled "Systems and Methods for Using Reputation Scores in Network Services and
Transactions to Calculate Security Risks to Computer Systems and Platforms” and
filed on July 27, 2012; and U.S. Application No. 13/559.732, entitled *Systems and
Methods for Network Flow Remediation Based on Risk Correlation” and filed on July
27, 2012, which are herein incorporated by reference in their entirety. Additional
functions that may be performed by the runtime monitar 108 will be apparent to
persons having skill in the relevant art.

[0021]The rules database 110 may be configured to store a plurality of rules, wherein
each rule identifies an acticn seguence. An action sequence, discussed in more detall
below, may include a sequence of at least two performed actions, wherein the
performed actions may be one of a user action, an applicaticn action, and a system
action. The policy database 112 may be cenfigured to store a plurality of assessment
policies, wherein each assessment policy includes at least one rule of the plurality of

rules stored in the rules database 112. The runtime monitor 108 may be configured to
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identify the runtime risk of the application or device using at least one of the
assessment policies stored in the policy database 112 based on, for example,
malching rules and probabilistic weights and sceres. Methods for identifying runtime
risk using an assessment policy comprised of ane or mare rules is discussed in more
detail below.

[0022] The rules database 110 and the policy database 112 may be canfigured in any
type of suitable dalabase configuration, such as a relational database, & structured
guery languzage (SQL) database, a distributed database, an abject database. etc.
Suitable configurations and database storage types will be apparent to persons having
skill in the relevant art. The databases may each be a single database. or may
comprise multiple databases which may be interfaced together, such as physically
{e.qg., internally via the communications infrastructure 110 or externally via the
communications interface 108) or wirelessly (e.g., via Bluetooth), and may include one
or more databases included within the computing system 100 and ane or more
databases external to the computing system 100, such as an external hard disk drive
or storage accessed via a network (2.g.. in the cloud).

[0023] The communicaticns interface 108 may be configured to allow software and
data to be transmilled between the computing system 100 and external networks and
devices. The cemmunications interface 108 may be a modem, network interface card
(e.g., an Ethernet card), a communications port, a Personal Computer Memory Card
International Association (PCMCIA) card, or other type of communications interface
suitable for performing the functions disclesed herein as will be apparent to persons

having skill in the relevant art. Software and data transmitted to or from the computing
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system 100 may be in the form of signals, which may be electronic, electromagnetic,
opfical, etc. The signals may travel via a communications path 114, which may be
configured to carry the signals physically or wirelessly via a network. For example, the
communications path 114 may carry signals fram the communications interface 108 to
a network such as a local area network (LAN), a wide area network (WAN), a wireless
netwark (e.q.., WiFi), a mobile communication netwark, a satellite netwark, the Internet,
fiber optic, coaxial cable, infrared, radic frequency (RF), or any combination thereof.
Other suitable network types and configurations will be apparent to persons having
skill in the relevant art.

[0024] The communicaticns interface 108 may be further configured to connect the
computing system 100 with a plurality of input devices, which may enable & user of the
computing system 100 to cantrol the system. In some instances. the communications
interface 108 may include multiple interfaces ar connections, for connecting to a
variety of external devices or networks. For example, the communications interface
108 may include a plurality of universal serial bus {(USB) connectors, an Ethernet
connector, audio conneclors, video conneclors, ete. Suilable types of inpul devices
that may be used with the computing system 100 for providing input will be apparent to
persans having skill in the relevant art and may include a keyboard, mouse, tauch
screen, tablet, click wheel, trackball, microphone, camera, etc.

Method for Identifying Runtime Risk and Behavior Ecore for an Application or Davice

[0025]FIG. 2 is a flow diagram illustrating a method for identifying an action sequence
of actions performed in the computing system 100 and identifying the corresponding

runtime risk and a behavior scere for an application or device invelved in the action
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sequence. It will be apparent to persons having skill in the relevant art that the action
sequences identified using the methad illustrated in FIG. 2 are provided as means of
lustration only and are not exhaustive as to action sequences that may be suitable for
use in identifying the runtime risk of an application cr device by the runtime monitor
108 of the compuling system 100.

[0026]In step 202, the runtime monitar 108 may monitar the computing system 100 for
performed actions, which may include user actions, application actions, and system
actions, each of which are discussed in more detail below with respect to FIG. 3.

Once an action is detected by the runtime moeniter 108, in steg 204 the runtime menitor
may (e.g.. via the processing unit 102) identify the type of action performed. If the type
of action performed is a system action, then, in step 206, the runtime monitor 108 may
atternpt to identify an action preceding the system acticn. Then, the praocess may
return to step 204 to identify the type of action c¢f the preceding action, such that an
action seguence including cnly system actions may not be used to identify a runtime
risk of an application or device, as no action involving the application or device may be
performed.

[0027]1f the identified action is an application action, then, in step 208, the runtime
monitor 108 may moniter for a subseguent system action, which may be identified by
the processing unit 102. The application action followed by the system acticn may be
an action sequence, as discussed in more detail below, which may be used to identify
the runtime risk of an application or device (e.g., whose application action caused the
system action to accur) at step 218, also discussed in more detail below. [f the action

identified at step 204 is a user action, then the runtime monitor 108 may monitor for
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any type cf subsequent action, which may be identified by the processing unit 102 in
step 210. At step 212, the processing unit 102 may identify if the subsequent
performed action is a system action or an application action.

[0028]If the action is identified in step 212 as being a system action, then the user
action followed by the system action may be identified as an action sequence suitable
for identifying the runtime risk of an application ar device (e.g., which, when triggered
by the user action, caused the system action to occur). If the action identified in step
212 is an applicaticn action, then, at step 213, the runtime monitor 108 may maonitor
for, and the processing unit 102 may identify, a subseguent system action. If no
subsequent system action is identified. then the user action followed by the application
action may be identified as a suitable action sequence. If, on the cther hand, a
subsequent system action occurs, then. in step 218, the processing unit 102 may
identify the system action that cccurred, which may identify a user action followed by
an application acticn and a subseguent system action as a suitable action sequence.
[0029]In step 218, tne processing unit 102 (e.g., executing the applicaticn program of
the runtime monitor 108). may identify the runtime risk of the applicalion or device
based on the identified action sequence. The runtime risk may identify and/or predict
a specilic lype of threal caused by the application or device. For example, a runtime
risk may identify a physical damage threat, accidental threat, deliberate threat, a threat
of technical failure, a compromise of function or information, a combination thereof,
etc. In some instances, multiple runtime risks may be identified corresponding to
multiple types of threats. The runtime risk may be identified using at least one

assessment pelicy stored in the policy database 112. Each assessment policy may

Palo Alto Networks - Exhibit 1002
Palo Alto Networks v. Taasera - IPR2023-00704
Page 20 of 234



Atlorney Docket No. 0079152-000017
Page 12 of 26

comprise one or mere rules stored in the rules database 110 and may identify the
runtime risk based on matching rules and probabilistic weights and scores. Types and
values of probabilistic weights and scores that may be used by an assessment policy
for identifying the runtime risk of an application ar device will be apparent to persans
having skill in the relevant art.

[0030] The rules stored in the rules database 110 may each identify an action
sequence. For example, cne or more rules in the rules database 110 may identify an
action seguence including a user action followed by a system action. Additional types
of action sequences that may be identified by & corresponding rule in the rules
database 110 will be apparent to persons having skill in the relevant art and are
discussed in mcre detail below with respect to FIG. 3. The identification of the runtime
risk of an action sequence is also discussed in more detail below with respect to FIG.
3

[0031]In step 220, the runtime monitor 108 may identify a behavior score of the
application or device, which may be based on the identified runtime risk of the
application or device. The behavior scare may be a number or other value (e.9.. &
rating) that may indicate the risk or threat of the application or device 1o the computing
system 100 or other device {e.g., a network connecled to the compuling system 100
via the communications interface 108, etc.). In some embodiments, the behaviar
score may indicate the risk or threat of the specific identified action sequence involving
the application or device. In other embodiments, the behavior score may indicate the
risk ar threat of the application or device as a whole to the computing system 100 or

cther device.
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Action Seguences

[0032]FIG. 3 is an illustration of the performed acticns and exemplary action
seqguences that may be used by the computing system 100 and in the method
illustrated in FIG. 2 for assessing the runtime risk of an application cr device.

[0033] The runtime menitor 108 of the cemputing system 100 may moniter for actions
performed in/by the computing system 100. The perfarmed actions monitared by the
runtime monitor 108 and identified by the processing unit 102 may include a user
action 302, an application action 304, and a system action 306. The user action 302
may be any form of explicit input from a user of the computing system 100. For
example, the user action may include a orogram launch. keyboard input, click of a
mouse, touch input on a touch screen, moving cf a mouse, scrolling or clicking on a
click wheel, voice command into a microphone. gestures into a device configured to
read human gestures, etc.

[0034] The application action 304 may be any activity perfarmed by the application
(e.q., stored in the memory unit 106 and executed by the processing unit 102) initiated
programmatically by a task in execution of the computing system 100. In an
exemplary embodiment, the application perferming the application action 304 may be
the application for which the runtime risk is identifiec or an application controlled by or
configured to contral the device for which the runtime risk is identified. The application
action 304 may include, for example, a start type (e.g., console, service, parent
process, script), first time execution, fork process (e.g., child process creation), code
injection methods, keyboard capture methods, screen capture methods, dynamic code

blocks, open data documents, automatic or self-termination, abnormal terminations
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(e.g., exception conditions), multiple restarts, cpening of device(s) (e.g., the device for
which the runtime risk is identified), process enumeration, cryptography,
communication pretecols, performance metrics, etc. as will be apparent to persons
having skill in the relevant art.

[0035] The system action 306 may be any operaticn performed by the cemputing
system 100 {e.g., by one or more components included in the computing system 100}
cn behalf or, or as a conseguence c¢f, an application or user action that changes the
state of the computing system. The system action 306 may include, far example,
system file creation, system fclder modification, registry modifications or additions,
application setting modifications, driver install or uninstall {e.g.. system files). network
activity, executicn from temporary system folders, alternate data streams (ADS),
environmental aspects (e.g.. debugger presence, virtual environments. system boot
times/sequences), etc.

[0036] The runtime monitor 108 may be configured to identity (e.g., using the methaod
illustrated in FIG. 2 and discussed above), an action sequence 308 used to identify the
runtime risk of an application or device. The action sequence 308 may include at least
two performed actions, and may indicate a set of actions perfoermed in the computing
system 100. For example, the action sequence 308a may include a user action 302
followed by a system action 306. In some embodiments, the runtime monitor 108 may
identify the time at which each performed action occurs. For example, for the action
sequence 308a, the runtime moniter 108 may identify the user action 302 occurring at
a time T, and the system action 308 occurring at time T, where T » T, such that the

user action 302 was performed first and the system action 306 performed secend.
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[0037] Additional action sequences 308 that may be identified by the runtime monitor
108 and used to identify the runtime risk of an application or device may include action
sequences 308b, 2C8c, and 308d. Action sequence 3080 may include & user action
302 followed by an application action 304. Action sequence 308c may include an
application acticn 304 followed by a system action 306. Action sequence 308d may
include three preformed actions, such as a user action 302 followed by an application
304, which is further followed by the system action 306. In such an action sequence,
the runtime monitor 108 may identify that the user acticn 302 occurred at time T, the
application acticn 304 at time T4, and the system action 306 at time T, where Tg > Tg
= T,. Additional action sequences that may be identified by the runtime maenitor will be
agparent to persons having skill in the relevant art.

[0038] The runtime monitor 108 may be further configured to identify the authenticity of
the action sequence 308, such that an authentic actien sequence may indicate that
there is a forensic chain of events or a natural progression between the performed
actions. In such an instance, authenticating action seqguences may enable the runtime
monitor 108 lo not consider action seguences that are purely circumstantial (e.g.,
where an agplication acticn 304 or system action 306 is not a result of the user action
302). This may result in more accurate scoring of behaviors and runtime risk, and also
result in mere efficient identification of runtime risks and behavior sceres due to less
processing required. The runtime monitor 108 may authenticate an action seguence
based on a plurality of factors, which may include at least one of: ordered sequences,
unardered seguences, proximity analysis, outliers, probabilistic weights and scores,

and probable action inferences ktased on an application’s competency detected at
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runtime or based on & static and/or dynamic analysis of associated binaries, and any
other suitable factors that will be apparent by persons having skill in the relevant art.
[0039] The runtime monitor 108 may authenticate an action sequence 308 and
determine the runtime risk using at least cne assessment policy, which in turn includes
al legst one rule of the plurality of rules, based on the time proximily {e.g., as included
in the action sequence) and natural affinity that may be logically inferred between the
performed actions in the acticn sequence 308. For example, the modification of a file
or a registry key value for the computing system 100 upon the opening of a document
(e.qg., PDF, Excel, PowerPoint, Word, etc.) attached to an e-mail without any user
intervention may not be a natural progression for an action sequence, and may
therefore indicate a significant runtime risk.

[0040] Action sequences of actions performed in the computing system 100 may
include, far example, a process chain (e.g., a launch sequence), an execution profile
{e.qg., performance metrics), an explicit user action (e.g., opening of a web link,
cpening of an e-mail attachment, insertion of a device), inactivity of a user, creation of
a syslem file, modificalion of a system file, syslem application program interface (AFI)
invocations, device access or operations (e.g., camera, microphone, card readers,
universal serial bus drives, elc.), information access (e.g., contact list, global
positioning system location, security settings, etc.}, network activity, etc. The runtime
monitor 108 may identify an action seguence 308 as normal, abnermal, or an outlier,
based on the factors, policies, and rules as discussed above.

[0041] For example, a user may install an application {e.g., the user action 302}, which

may, as part of its installation, cause the processing unit 102 (e.g., the application
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action 304) to modify the registry (e.g., the system action 306). In such an instance,
the runtime monitor 108 may identify the action seguence as being a normal
sequence, and may identify the action seguence and/or the application as having a
minimal runtime risk and assign a corresponding behavior score. In anather example,
a user may insert a removable media into the computing system 100 (e.g., the user
action 302), which may, automatically and transparent to the user, cause the
pracessing unit 102 (e.g., the applicaticn action 304) 1o delete system files and registry
keys (e.g.. the system action 306). The runtime monitor 108 may identify such an
action sequence as abnormal and may identify the cevice (e.g., the removable media)
as having a significant runtime risk. Action sequences that may be considered normal,
abnormal, or an cutlier may vary from computing system to computing system and
situation to situation as will be apparent to persons having skill in the relevant art.

Exemplary Method for Assessing Runtime Risk for an Application or Device

[0042]FIG. 4 illustrates an exemplary methed 400 for the assessing of the runtime risk
for an application or device in the computing system 100.

[0043] In step 402, a plurality of rules may be stored in a rules dalabase (e.9., the rules
database 110), wherein each rule identifies an action sequence. The action sequence
may be a seguence of at least two performed acticns, wherein each performed action
's at least one ¢f: a user action (e.g., the user acticn 302), an application action (e.g.,
the application action 304}, and & system acticn {e.qg.. the system action 306). In step
404, a plurality of assessment policies may be stored in a policy database (e.g., the
policy database 112}, wherein each assessment policy includes at least one rule of the

plurality of rules.
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[0044]In step 406, a runtime risk for an applicaticn or device may be identified using at
least ane assessment policy, wherein the identified runtime risk identifies and predicts
a specific type of threat. In one embodiment, the runtime risk may ke identified based
on matching rules and probabilistic weights and scores. In some embodiments, the
runtime risk may be identified based on time proximity of the al least two performed
actions of the action sequence and natural affinity inferred between the at least two
performed actions. In step 408, a behavior scere for the application or device may be
identified, by a processing device (e.g.. the processing unit 102) based on the
identified runtime risk.

[0045] The user action 302 may be any form of explicit input from a user of the
computing system 100. The apglication action 304 may be any activity performed by
the applicaticn initiated programmatically by a task in execution of the computing
system 100. The system action 306 may be any operation performed by the
computing system 100 cn behalf or, or as a conseguence of, a user action 302 ar
application action 304 that changes the state of the computing system 100.

[0046] In one embodiment, the method 400 may further include assessing. by the
processing device 102, that the at least two performed actions of the action sequence
describe a forensic chain of events based on a plurality of factors, wherein the plurality
of factors include at least one of: ordered sequences, unordered sequences, proximity
analysis, outliers, probabilistic weights and scores, and probable action inferences
tased on an application’s competeancy.

[0047]In some embadiments, the at least two performed actions may include a first

action performed at a first time and a second action performed at a second time. Ina
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further embodiment, the secend time may occur after the first time (e.g., such that the
first action is performed prior to the second action). In an even further embodiment,
the first action may be a user action 302 and the second action may be a system
action 306. In an aliernative further embodiment, the first action may be a user action
302 and the second acticn may be an application action 304. In yet another
alternative embaodiment, the first action may be an application action 304 and the
second action may be a system action 306. In ene embodiment, the action sequence
may include three performed actions including a user action 302, an application action
304, and & system action 306, where the gpplication action 304 is perfermed
temporally after the user action 302 and the system action 306 is perfarmed temparally
after the application action 304.

[0048] Technigues consistent with the present disclosure provide, among cther
features, a system and method for the assessment of the runtime risk ¢of an application
or device. While various exemplary embodiments of the disclosed system and method
have been described above it should be understcod that they have been presented for
purposes of example only, not limitations. 1t is nol exhaustive and does not limit the
disclosure to the precise form disclosed. Maodifications and variations are possible in
light of the above teachings or may be acguired from practicing of the disclosure,

without departing from the breadth or scope.
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WHAT IS CLAIMED IS:

1. A method for assessing runtime risk for an application or device,
comprising:

storing, in a rules database, a plurality ¢f rules, wherein each rule identifies an
action sequence;

storing, in a policy database, a plurality of assessment policies, wherein each
assessment policy includes at least one rule of the plurality of rules;

identifying, using al least one assessment policy, a runtime risk for an
applicaticn or device, wherein the identified runtime risk identifies and predicts a
specific type of threat; and

identifying, by a processing device, a behavicr scare for the application or
device based on the identified runtime risk, wherein

the action seguence is a sequence of at least two performed actions, and

each performed action is at least one of: a user action, an application action,

and a system action.

2. The method of claim 1, wherein the user acticn is any form of explicit

input from a user of a computing system.

3. The method aof claim 1, wherein the application action is any activity
performed by the application initiated programmatically by a task in execution of a

computing system.
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4. The method of claim 1, wherein the system action is any operation
performed by a computing system on behalf of, or as a consequence of, a user action

or application action that changes the state of the computing system.

5. The method of claim 1, wherein a firslt action of the al least two
performed actions is performed at a first time, and the second action of the at least two

performed actions is performed at a second time.

G. The method of claim 5, wherein
the first action is a user action.
the second acticn is a system acticn, and

the second time occurs after the first time.

7. The method of claim 5, wherein
the first action is a user action,
the second action is an application action, and

the second time occurs after the first time.

8. The method of claim 5, wherein
the first action is an application action,
the second actien is a system actien, and

the second time occurs after the first time.
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9. The method of claim 1, wherein

the action seguence includas three performed actions,

a first action of the three performed actions is & user action,

a second action of the three performed actions is an application action,
a third action of the three performed aclions is a system action,

the secand action is performed temporally after the first action, and

the third acticn is performed temporally after the second action.

10.  The method of claim 1, wherein the runtime risk is identified based on

matching rules and probabilistic weights and scores.

11.  The method of claim 1, wherein the runtime risk is identified based on
time proximity of the at least two performed actions of the action sequence 308 and

natural affinity inferred between the at least two performed actions.

12.  The method of claim 1, further comprising:

assessing, by the processing device, that the at least twe performed actions of
the action seguence describe a forensic chain of events based on a plurality of lactors,

wherein the plurality of factors includes at least one of: ordered sequences,
ungrdered seguences, proximity analysis, outliers, probabilistic weights and scores,

and probable action inferences based on an application's competency.
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13. A system for assessing runtime risk for an application or device,
comprising:
a rules database configured to store a plurality of rules, wherein each rule
identifies an action sequence;
a pelicy database configured (o store a plurality of assessment policies, wherein
sach assessment paolicy includes at least ane rule of the plurality of rules; and
a processing device configured to
identify, using at least one assessment policy, a runtime risk for an
application or device, wherein the identified runtime risk identifies and predicts a
specific type of threat, and
identify a behavior scere for the application or device based cn the
identified runtime risk. wherein
the action sequence is a sequence of at least two performed actions, and
each performed action is at least one of: a user action, an apgplication action,

and a system action.

14.  The system of claim 13, wherein the user action is any form of explicit

input from a user of a computing system.

15, The system of claim 13, wherein the application action is any activity
performed by the application initiated programmatically by a task in execution of a

computing system.
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16.  The system of claim 13, wherein the system action is any operation
performed by a computing system on behalf of, or as a consequence of, a user action

or application action that changes the state of the computing system.

17.  The system of claim 13, wherein a first action of the al least twe
performed actions is performed at a first time, and the second action of the at least two

performed actions is performed at a second time.

18.  The system of claim 17, wherein
the first action is a user action.
the second acticn is a system acticn, and

the second time occurs after the first time.

19. The systemof claim 17, wherein
the first action is a user action,
the second action is an application action, and

the second time occurs after the first time.

20.  The system of claim 17, wherein
the first action is an application action,
the second actien is a system actien, and

the second time occurs after the first time.
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21.  The system of claim 13, wherein

the action seguence includas three performed actions,

a first action of the three performed actions is & user action,

a second action of the three performed actions is an application action,
a third action of the three performed aclions is a system action,

the secand action is performed temporally after the first action, and

the third acticn is performed temporally after the second action.

22.  The system of claim 13, wherein the runtime risk is identified based on

matching rules and probabilistic weights and scores.

23.  The system of claim 13, wherein the runtime risk is identified based on
time proximity of the at least two performed actions of the action sequence and natural

affinity inferred between the at least two performed actions.

24.  The systermn of claim 13, wherein

the processing device is further configured to assess that the at least two
performed actions of the action seguence describe a lorensic chain of events based
on a plurality of factors, and

the plurality of factors includes at least one of: ordered sequences, unordered
sequences, proximity analysis, cutliers, prokabilistic weights and scores, and probable

action inferences based on an application's competency.
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ABSTRACT OF THE DISCLOSURE

A method for assessing runtime risk for an application ar device includes: storing, in a
rules datatase, a plurality of rules, wherein each rule identifies an action sequence;
storing, in a policy database, a plurality of assessment policies, wherein each
assessment policy includes at least cne rule of the plurality of rules; identifying, using
at least one assessment policy, a runtime risk for an application or device. wherein the
identified runtime risk identifies and predicts a specific type of threat; and identifying,
by a processing device, a behavicr scare for the application or device based on the
identified runtime risk, wherein the acticn seguence is a sequence of at least two
performed actions. and each performed action is at least cne of: a user action, an

application action, and a system action.
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application to which the above-identified patent appilcation claims priovity under 35 U.S.C. 119(a)-{d; if & copy of the foreign appiication
that satisfies the cerlified copy requirement of 37 CFR 1.55 has been filed in the above-dentified patent agplication; and 3) any U 5.
anpiication-as-fled from which benefit is sougnt in the above-identified patent application {n accordanics with 37 CFH 1.14{c}, access
may be provided to information cencerping the date of filing the Autharization to Pernil Access o Application by Participating Offices.

Page Y of 2

This colieetion of informanon 18 reqirad by 25 LLS.G 118 and 37 LH‘ 1.83. The inforrmation Is quu]raCE e ot-tum oF relain a benelit by the public which
land ny the USPTO W FrOGesE) an a;,pl SAUON. t‘cr,rdﬁnna lidy 5 governed Ny 35 UE.C 122 and 37 CFF 1. 11 and 114 This coliechon s
Es*»mw:zs 10 take 21 minutes wrsompigie. induding gathering, preparing, and submiking the compleied 3ppma.=w form o \r«: USPTO. Time will vary
"EE‘& ing upon ihe individaal case Any SOMMEns on the amalnt of tmes vou EgUre o complete this Torm andfor suggestions for reducing this

n. shouid e sent to e Ghief Irformation Otficer 1 8 Patent and Trademark Offisz. .S, Depariment of Commeres, PO Pox 4430, Alexandna,
WA ZZ33-1450 DU NOT SEND FEES OR COMPLETED FORMS TO THES AUDRESS. 5END TQ: Cammissioner for Patents, P.O. Bax 1460,
Alpxandria, VA 22313-1350.

i you need agsistiance in sompleting the form, call t-B00-FT0-97 86 and selecl opuon 2.
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BTCHSEM {03

Approved for use through 91/3112014. OME 055300382

S Patent and Trademark Ofice. 0.5, DEPARTMENT OF COMMERCE

Ustder the Paparwork Reduction Act of 1986, no persens are reguired 1o reepend 1o 3 collsction of iformation Lmess it contams a valid OMB sontrl momier,

DECLARATION - Utility or Design Patent Application

The address

[Hract all . N Hssociatad with 21829 [T7  Corespondance
correspondanoe o <N Customer Number: OR L address below
e e e e e et e oo e e oo et eeet oot oo oo e
s ——— —
Ty AR
T . R ——
WARNING:

Petitionerfapplicant 1s cautianed to avoid submitting personal information in documents filed in a patent application that
may contribute 1 identity theft, Personal information such as socal securify numbers, bark account numbers, or credit
card numbers {other than a check or credit card authorization form FT0-2038 submitted for payment purposeas) is never
required by the USPTO to support a petition or an application. If this type of personal information is included in
ducuments submitted to the USPTO, patiticners/applicants should consider redacting such personatl information from the
decuments before submitting them to the USPTO. Petitivnedagplicant is adviged that the record of a patent application is
avaiizble to the puklic afier publication of the application (unless a non-publication request in compliance with 37 CFR
1.213{a} is made in the application) or issuance of a patent. Furthermore, the record froft an abendoned application may
alsc be avaifable 10 the public if the application is referencad if & published application or an issued patent {see 37 GFR
1.14). Checks and credit card authorization forms PTO-2038 submitted for payment purpeses are not refained in the
application file and tharafore are not publicly avairable. Petitioner/applicant is advised thal documents which form the
record of a patent application (such a3 the PTO/SB/01) are piaced into the Privacy Act system of records DEPARTMENT
OF COMMERCE, COMMERCE-PAT-7, Sysiem name: Patenf Application Fifes . Documents not retained in an
application file {such as the PTC-2038) are placed into the Privacy Act system of COMMERCE/RAT-TM-10, System
name: Depasit Accounts and Elecironic Furds Transfer Profiles

LEGAL NAME OF SOLE OR FIRSTINVENTOR:
{£.5.. Given Name {first and middie (f any) and Family Name or Sumame)

T Date (Optional)
= N

R

Guopedtine
Maifing Addrass

19830 Olivewood Stree e e eeeee 110t et et et __

City State

Cupertino California 5014 ] usa
Page 2 of 2
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Attorney Docket No. 0078152-000017

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re Patent Application of
Srinivas KUMAR
Application No.: Unassigned

Filed: January 15, 2013

For:  System For and a Methed of Cognitive

Behavior Recognition

Group Art Unit: Unassigned

Confirmation No.: Unassigned

e et e e et et et Pt et ot ol

FIRST INFORMATION DISCLOSURE STATEMENT

Commissioner for Patents
F.O. Box 1450
Alexandria, VA 22313-1450

Sir;

In accordance with the duty of disclosure as set forth in 37 C.F.R. § 1.56, the

accompanying infermation is being submitted in accordance with 37 C.F.R. §§ 1.97 and 1.98.

To assist the Examiner, the document is listed on the attached citation form. Itis

respectfully requested that an Examiner initialed copy of this form be returned to the

undersigned.

Date January 15, 2013

Customer Number 21839
703 836 6620

Buchanan Ingersoll 4 Rooney vc

Abtormeys & Government Relation Frofessionals

Respectfully submitted,

BUCHANAN INGERSOLL & ROONEY PC

By:

e
el

Charles F. Wieland Il
Registration No. 33,096
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Anpraved for

PTC/SB/08asb (07-08)
ise thraugh 07/31/2042. OMB 0651-0031

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995, no persons aire recuired to respond to a collection of information unless it contains a valid OMB condrol

nurnber,

Substitute for forrm 1449/PTO

STATEMENT BY APPLICANT

(Use as many sheets as necessary)

FIRST INFORMATION DISCLOSURE ! fiing pato

Complete if Known

Application Numbor

First Named invenior
“artont

Srinivas KUMAR

Examinar Name

Shest l 1 I of | 1

i Allorney Docket Mumber

0079152-000017

clarify the scope of the subject matter for which protection is sought

itials® N
Initial No Number-Kind Gode? (i knzwn

Us-

Exariner | Cite Document Number | Pybl catfon Date

U.5. PATENT DOCUMENTS

US-8,327,441 B2 [12-04-2012 | Kumar otal,

Name of Patentee or
MM-DD-YYYY Applicant of Cited Document

Pugas, Columns, Lines, Whoro
Relevant Passages or Relevant
Figures Appear

Us-

'us-

us-

Us-

Us-

Us-
Us-

UsS-

] Us-

FOREIGN PATENT DOCUMENTS

Examiner Foraign Palent Daounont Publication Date Pages, Colurnns, Lines,
Initials’ MM-DD-YYYY Mame of Patentee or Where Relevant Passages or 5
. | Caunlry Code® Numbar” Kind Goda (¢ knawa) i Applicant of Cited Document Relevant Figures Appecar T

i

NON PATENT LITERATURE DOCUMENTS

Examiner | Cite Include name of the author {in CARPITAL LETTERS), title of the article {(when appropriate), title of the itam (book,
Inltials* No.! magazine, journal, serial, symposium, catalog, elc.), dale, page(s}, volume-issus numbor(s), publisher, city T

andfor country where publlshed.

Examiner
Signature

Dale
Considered
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Electronic Patent Application Fee Transmittal

Application Number:

Filing Date:

Title of Invention:

SYSTEM FOR AND A METHCD OF COGNITIVE BEHAVICR RECOGNITION

First Named Inventor/Applicant Name:

Srinivas KUMAR

Filer:

Charles F. Wieland IllfAshley Fernandez

Attorney Docket Number:

0079152-000017

Filed as Small Entity

Track | Prioritized Examination - Nonprovisional Application under 35 USC 111(a) Filing Fees

Description Fee Code Quantity Amount SUE-;;;;]I in
Basic Filing:
Utility filing Fee (Electrenicfiling) 401 1 48 28
Utility Search Fee 21 1 310 310
Utility Examinatian Fee 2311 1 125 125
Request for Prioritized Examinatian 2817 1 2400 2400
Pages:
Claims:
Claims in excess of 20 2202 4 31 124

Miscellaneous-Filing:
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Description Fee Code Quantity Amount Suz_;;(t;]l in
Publ. Fee- early, voluntary, or normal 1504 1 300 300
Processing Fee, except for Provis. apps 1808 1 130 130
Petition:
Patent-Appeals-and-Interference:
Post-Allowance-and-Post-lssuance:
Extension-of-Time:
Miscellaneous:
Total in USD ($) 3487
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Electronic Acknowledgement Receipt

EFS ID: 14705325
Application Number: 13741878
International Application Number:
Confirmation Number: 4039

Title of Invention:

SYSTEM FOR AND A METHCD OF COGNITIVE BEHAVICR RECOGNITION

First Named Inventor/Applicant Name:

Srinivas KUMAR

Customer Number:

21839

Filer:

Charles F. Wieland Ill/Ashley Fernandez

Filer Authorized By:

Charles F. Wieland Il

Attorney Docket Number: 0079152-000017
Receipt Date: 15-JAN-2013
Filing Date:
Time Stamp: 15:55:03

Application Type:

Utility under 35 USC 111{a)

Payment information:

Submitted with Payment yes
Payment Type Credit Card
Payment was successfully received in RAM $3487

RAM confirmation Number 2612

Deposit Account

Authorized User

File Listing:

Document

Document Description
Number P

File Size(Bytes)/

File N
feName Message Digest

Multi
Part f.zip

Pages
(ifappl.]
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91113

1 Transmittal of New Application Utility TL.pdf no 2
A% B G T e
Warnings:
Information:
Autharization for Extension of Time all B
5 utharization for Extension of Time a Authpdf o ;
replies
clad ichadnd | i aiBle AT |
Warnings:
Information:
68113
3 TrackQne Reguest Track | Reguest TL.pdf no 7
al b DER G hatF e [EFe LSl e
Warnings:
Information:
137029
4 Application Data Sheet ADS.pdf no 4
MR Y i <3
Warnings:
Information:
Thisis net an USPTQ supplied ADS fillakle form
123232
5 Specification.pdf yes 27
E T BN N R | |
Multipart Description/PDF files in .zip description
Document Description Start End
Specification 1 20
Claims 21 26
Abstract 27 27
Warnings:
Information:
) L 48123
6 Drawings-only bla_ck and white line Drawings.pdf no 4
drawings
DABS s A DB AE S A Ll L 0|
sEL
Warnings:
Information:
2156187
7 Oath or Declaration filed Ceclaration.pdf no 2
waldBe el
Warnings:
Information:
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30945
8 Tramsmittal Letter DS TL.pdf no 7

PR PR

e s Db

Warnings:
Infermation:
9 Infarmation Disclosure Statement (IDS) D5 PTO1449.pdf 72213 o ;
Form (SB08) ' [
Alvez,
Warnings:
Information:
Thisis netan UsPTO supplied IDS fillable form
41945

10 Fee Worksheet (SBOS) fee-info.pdf no 2

Warnings:

Information:

Total Files Size (in bytes):i 2804699

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similarto a
Post Card, as described in MPEP 503,

New Applications Under 35 U.5.C, 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b])-(d) and MPEF 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.5.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application asa
national stage submission under 35 U.5.C. 371 will be issued in addition to the Filing Receipt, in due course,

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810}, a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will ke issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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N Unrred Srares Panixt anp Thavemark Orrice

LSRN STATES DEPARTYVENT OF COYIVEECE
United States PMatent and Trademark Office
v P T

| ALPLICATON LILING o I LR AR I I |
NUWEIR 27 e TIATE N ol EH R Rt Gae ATV I NG Py 0T ands e acws
13/741 878 01152013 2172 057 0070152-000017 24 2
CONFIRMATION NO. 4039
21838 FILING RECEIPT
BUCHANAN, INGERSCLL & ROCNEY PC
POST OFFICE BOX 1404 WERALNLO RPN
COUoCoUSY493488

ALEXANDRIA, VA 22313-1404
Date Mailed: 02/28/2013

Receipt is acknowledged of this non-provisional patent application. The application will be taken up for examination
in due course. Applicant will be notified as to the results of the examination. Any correspondence concerning the
application must include the following identification information: the U.S. APPLICATION NUMBER, FILING DATE,
NAME OF APPLICANT, and TITLE OF INVENTION. Fees transmitted by check or draft are subject to collection
Please verify the accuracy of the data presented on this receipt. If an error is noted on this Filing Recelpt, please
submit a written request for a Filing Receipt Correction. Please provide a copy of this Filing Receipt with the
changes noted thereon. If you recelved a "Notice to File Missing Parts” for this application, please submit
any corrections to this Filing Receipt with your reply to the Notice. When the USPTO processes the reply
to the Notice, the USPTO will generate another Filing Receipt incorporating the requested corrections

Inventor(s)

Srinivas KUMAR, Cupertino, CA;
Applicant(s)

Taasera, Inc., Erig, PA
Assignment For Published Patent Application

Taasera, Inc., Erie, PA

Power of Attorney: None

Domestic Applications for which benefit is claimed - None.
A proper domestic benefit claim must be provided in an Application Data Sheet in orger to constitute a claim for
domestic benefit. See 37 CFR 1.76 and 1.78.

Foreign Applications for which pricrity is claimed {You may be eligible to benefit from the Patent Prosecution
Highway program at the USPTC. Please see http:/www.uspto.gov for more information.) - None.

Foreign application information must be provided in an Application Data Sheet in order to constitute a claim fo
foreign priority. See 37 CFR 1.55 and 1.76.

Permission to Access - A proper Authorization to Permit Access to Application by Participating Offices
{PTO/SB/38 or its equivalent) has been received by the USPTO.

If Required, Foreign Filing License Granted: 02/25/2013
The country code and number of your priority application, to be used for filing abroad under the Paris Convention,
is US 13/741,878
Projected Publication Date: 07/17/2014
MNon-Publication Request: No
page 1 of 3

Palo Alto Networks - Exhibit 1002
Palo Alto Networks v. Taasera - IPR2023-00704
Page 49 of 234



Early Publication Request: No
** SMALL ENTITY **
Title

SYSTEM FOR AND A METHOD OF COGNITIVE BEHAVIOR RECOGNITION
Preliminary Class
715

PROTECTING YOUR INVENTION OUTSIDE THE UNITED STATES

Since the rights granied by a U.S. palent extend only throughout the territory of the United States and have no
effect in a foreign country, an inventor who wisheas patent protection in ancther country must apply for a patent
in a specific country or in regional patent offices. Applicants may wish to consider the filing of an internaticnal
application under the Patent Cooperation Treaty (PCT)}. An international {PCT) application generally has the same
effect as a regular national patent application in each PGCT-member country. The PCT process simplifies the filing
of patent applications on the same invention in member countries, but does not result in a grant of "an international
patent” and does not eliminate the need of applicants tc file additional documents and fees in countries where patent
protection is desired.

Almaost every country has its own patent law, and a person desiring a patent in a particular country must make an
application for patent in that country in accordance with its particular laws. Since the laws of many countries differ
in various respects from the patent law of the United States, applicants are advised to seek guidance from specific
foreign countries to ensure that patent rights are not lost prematurely.

Applicants also are advised that in the case of inventions mads in the United Stales, the Director of the USPTO must
issue a license before applicants can apply for a patent in a foreign country. The filing of a U.S. patent applicaticn
serves as a request for a foreign filing license. The application's filing receipt contains further information and
guidance as to the status of applicant's license for foreign filing.

Applicants may wish to consult the USPTO booklet, "General Infarmation Concerning Patents” (specifically, the
section entitled "Treaties and Foreign Patents”) for more information on timeframes and deadlines for filing foreign
patent applications. The guide is available either by contacting the USPTO Contact Center at 800-786-8199, or it
can be viewed on the USPTO website at http//www uspto . goviweb/offices/pacidoc/general/index.html

For information on preventing theft of your intellectual property (patents, trademarks and copyrights), you may wish
to consult the U.S. Government website, htip.//www stopfakes.gov. Part of a Department of Commerce initiative,
this website includes self-help "toclkils" giving innovators guidance on how to protect intellectual property in specific
countries such as China, Korea and Mexico. For guestions regarding patent enforcement issues, applicants may
call the U.S. Government hotline at 1-866-999-HALT {1-866-989-4158).

page 2 of 3
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LICENSE FOR FOREIGN FILING UNDER
Title 35, United States Code, Section 184

Title 37, Code of Federal Regulations, 5.11 & 5.15
GRANTED

The applicant has been granted a license under 35 U.5.C. 184, if the phrase "IF REQUIRED, FCREIGN FILING
LICENSE GRANTED" followed by a date appears on this form. Such licenses are issued in all applications where
the conditions for issuance of a license have been met, regardless of whether or not a license may be required as
set forth in 37 CFR 5.15. The scope and limitations of this license are set forth in 37 CFR 5.15(a) unless an earlier
license has been issued under 37 GFR 5.15(b). The license is subject ta revocation upon written notification. The
date indicated is the effective date of the license, unless an earlier license of similar scope has been granted under
37 CFR 513 or 5.14.

This license is to be retained by the licensee and may be used at any time on cr after the effective date thereof unless
it is revoked. This license is automatically transferred to any related applications(s} filed under 37 CFR 1.53(d). This
license is not retroactive.

The grant of a license does nat in any way lessen the responsibility of a licensee for the security of the subject matter
as imposed by any Government contract or the provisions of existing laws relating to espionage and the national
security or the export of technical data. Licensees should apprise themselves of current regulations especially with
respect to certain countries, of other agencies, particularly the Office of Defense Trade Controls, Department of
State {with respect ta Arms, Munitions and Implements of War (22 CFR 121-128)); the Bureau of Industry and
Security, Department of Commerce (15 CFR parts 730-774); the Office of Foreign AssetsControl, Department of
Treasury (31 CFR Parts 500+) and the Department of Energy.

NOT GRANTED

No license under 35 U.S.C. 184 has been granied at this time, if the phrase "IF REQUIRED, FOREIGN FILING
LICENSE GRANTED" DOES NOT appear on this form. Applicant may still petition for a license under 37 CFR 512,
if a license is desired before the expiration of 6 months from the filing date of the application. If 6 months has lapsed
from the filing date of this application and the licensee has not received any indicaticn of a secrecy order under 35
U.S5.C. 181, the licensee may foreign file the application pursuant to 37 CFR 5.15(b).

SelectlISA

The United States represents the largest, mast dynamic marketplace in the world and is an unparalleled location for
business investment, inngvation, and commercialization of new technologies. The U.S. offers tremendous resources
and advantages for those who invest and manufacture goods here. Through SelectUSA, our nation works to
promote and facilitate business investment. SelectUSA provides information assistance to the international investor
community; serves as an ombudsman for existing and potential investors; advocates on behalf of U S, cities, states,
and regions competing for global investment; and counsels U.S. economic development organizations on investment
attraction best practices. To learn more about why the United States is the best country in the world to develop
technology, manufacture products, deliver services, and grow your business, visit hitp://www. SelectUSA gov or call
+1-202-482-6800.

page 3 of 3

Palo Alto Networks - Exhibit 1002
Palo Alto Networks v. Taasera - IPR2023-00704
Page 51 of 234



PATENT APPLICATION FEE DETERMINATION RECORD Appliewin o Docses horoer
Substitute for Form PTO-875 13/741.878
APPLICATION AS FILED - PART | OTHER THAN
(Colure 1 iCoure 2 SMALL ENTITY oR SMALL ENTITY
NUMBER FILED NUMBER EXTRA RATE($) FEE($) RATE(S) FEE(S)
o N/A NA N/A 98 NiA
R e, N/A NiA N/A 3tg N/A
BT O8I et T
N{A NiA N/A 125 NiA
e 24 wrsw | 4 = 31 124 oR
INSE=NCENT CLAME . -
SANTR R 2 A = * 125 - 0.00
If the spacilication and drawings sxcaad 100
APPLICATION SIZE | sheets of napar, the application zize fea dua is
FEE 8310 65156 far small entity] for cach additional 0.00
DTS R 50 sheets or fraction tharaof. Sea 35 LL.S.C.
A1{a)[1[G) and 37 CFNR 1.1¢6(s)
VL _| 7z DEPENZENT S_AM PHESING (37 G550 0.00
*ofre o ference nooorm 1is less than cemoenter 00 ssorn 2 [ 557 AL
APPLICGATION AS AMENDED - PART 11
OTHER THAN
iSolenn 1 o min S SMALL ENTITY OR SMALL ENTITY
LA NS
HEAIN N [REEE RN| [ AT INA [ AL | GNA
< YT PR A TS i1 ARSI A
E : .AI".-" NI N
g ar uTt:._ . L P OR '
% ndent I rLs = OR
I NI -ER * = ® =
E alzn Sice Fee ids ZF3 0 6
PIBST 20080 MTATION O B D 21E 03 NI NS SAIR (27 G001 80 oR
ToTA. TUTAL
FAN ) OR AL LEFE=
our- 2 Wio.mn Dy
-153-25T
MU 3ER F3=ZENT AL E AD2TITMNAL T ACC T SHA_
E FRZV 5L =XTRA el FIES Ealns FEE:S:
= : _ =AML =25
% I rus = £ Gl % =
O T
E : ) ES OR X
3 Srel ee (37 00050 1650
CR
PIBST 20080 MTATION O B D 21E 03 NI NS SAIR (27 G001 80
127 A AL
AT TOT ©R ADTI T
-2t
. NOOH S BRAGE |
The "Highest Muirber Prey ous y Paid = clilur reeperdent s the L in e aooizoniale cox nozlomn |
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UNITED STATES PATENT AND TRADEMARK OFFICE

Commissioner far Patents

A H L Eted Erdtes Patent and Trademark Office
I P.0. Box 1450

Alexandria, VA 222131450
zu 1 3 wWWW.LSHI0.GOV
BUCHANAN, INGERSOQLL & ROONEY PC MAR 05
POST OFFICE BOX 1404 _
ALEXANDRIA VA 22313-1404 OFFICE OF PETITIONS

Doc Code: TRACK1.GRANT

Decision Granting Request for
Prioritized Examination Application No.: 13/741.878
(Track ! or After RCE)

1. THE REQUEST FILED January 15, 2013 IS GRANTED.

The above-identified application has met the requirements for pricritized examination
A B for an ariginal nonprovisional application (Track ).
B. [.] for an application undergoing continued examination (RCE).

2. The above-identified application will undergo prioritized examination. The application will be
accorded special status throughout its entire course of prosecution until one of the following occurs:

A filing a petition for extension of time to extend the time period for filing a reply;
B. filing an amendment to amend the application to contain more than four independent

claims, more than thirty total claims, or a multiple dependent ctaim;
filing a request for continued examination;

filing a notice of appeay;

filing a request for suspension of action;

mailing of a notice of allowance;

mailing of a final Office action,

completion of examination as defined in 37 CFR 41.102; or

T I mmMmopo

abandonment of the application.

Telephone inquiries with regard to this decision should be directed to Brian W. Brown at 571-272-5338.

/Brian W. Brown/ Petitions Examiner, Office of Petitions
[Signature] (Title)

U.8. Patent and Trademark Office
PT0O-2298 (Rev. 02-2012)
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Uxrren Stamis Parest axp Tranimark Orric:

TATES DEPARTAENT OF COMMERCE
enl and Trademark (ilice
TONTRPORPA NS

LAl
APPLICALION N, HIING DAL FIRS. NAMED INVINTUR I ALIDRNSY DOCKHL NG [ coNpRMA 7 ToN N0 |
IR L) LI S2003 Srinivas KUMAR O T8 2-00001 ¢ A0
2R Ay [N ITTETE s
e e ey \ v Tap | LXANINGR I
BUCTIANAN, INGERSOILL & ROONEY PC
POST OFFICHE BOX 1404 PATH ., TEARISIT N
ALFXANDRIA, VA 22313-1404
| ARL TN I PALLR NTMELR |
gy
| NOTTETCATION 7477 | T TVERY MO |
O%/0£201 3 11O TRONIC

Please lind below and/or atlached an Office communication concerning this applicalion or proceeding.
The time period for reply, if any, 1% set in the attached communication.
Notice of the Office communication was sent electronically on above-indicated "Notification Date” to the

following c-mail address{es);
ADIPDROC T @ BIPC .com

PTGL 90A (Rev, 0447
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Application No. Applicant(s}

13/741.878 KUKMAR ET AL.
Office Action Summary Examiner Art Unit AIA (First Inventor o File)
HARESH N. PATEL 2493 i‘gms

-- The MAILING DATE of this communication appears on the cover sheet with the correspondence address --
Period for Reply

A SHORTENED STATUTORY PERICD FOR REPLY IS SET TQ EXPIRE 3 MONTH(S) OR THIRTY {30) DAYS,
WH\CHEVEH IS LONGER, FROM THE MAILING DATE OF THIS COMMUNICATION.

Mxte-sio~s o7 1 Te may ne availznle u~ce-t-aprovsioss o737 7R 08I nno avesT howevar may a reply netima v filec

27ar BIK 81 VONT IS fo1 the ma ing eate o7 -his commu - catio-

11N e o lor repy s spoc | ed avove che max rwe slatwiory pesod w Taopy and wil expire 5 X060 VONTFS o the maling oale sf this cormmun catior,
Falure o reoy wlhin e xle-dod per oo lor reoly wil oy slalole she sooizalon o becorme ASANZONZZ 35 U 5.0 § 33,

Any renly seceivaa oy the Offic 2t than tmres Toths sfear the ma ing aate o' -his eomr. - catan aves “timey fen may “ec.ceany

earngd pate-t tarm adj.stran: FOTS snalk)

Status
1) Responsive to communication(s) filed on 15 January 2013,
[] A declaration(s)/affidavit{s) under 37 GFR 1.130(b) was/were filedon ______
2a)[ ] This action is FINAL. 2b)fX] This action is non-final.

3] An election was made by the applicant in response to a restriction requirement set forth during the interview on
__ . therestriction requirement and election have been incarporated into this action.

4)[] Since this application is in condition for allowance except for formal matters, prosecution as to the merits is
closed in accordance with the practice under Ex parfe Quayle, 1235 C.D. 11,453 0.G. 213,

Disposition of Claims
5] Claimis) 1-24 isiare pending in the application.

ba) Ofthe above claim(s) __ isfare withdrawn from consideration
8] Claim(s) is/are allowed.
71 Claim{s) 1-24 is/are rejected.
8)] Claim{s) _____is/are objected fo.
] Claim{s) are subject to restriction andior election requirement.

* If any claims have been determined allowable. you may be eligible to benefit from the Patent Prosecution Highway pregram at a

participating intellectual property office for the corresponding application. For more information, please see

Rt A, LS Do govpate nit sventsipphindsy.sn or send an inguiry to FPHieadbackidUspto.gov.

Application Papers
10X The specification is cbjected to by the Examiner.
113X The drawing(s) filed on 15 January 2013 isiare: a)[] accepted or b)[X] objected to by the Examiner.
Applicant may not request that any objection to the drawingis) be held in abeyanca. See 37 CFR 1.85(a).
Feplacement drawing sheet{s) including the correction is required If the drawing(s) 1s objected to. See 37 GFR 1.121(d).

Priority under 35 U.S.C. § 118
123 Acknowledgment is made of a claim far foreign priority under 35 U.S.C. § 11€(a)-(d) or ().
Certified copies:
ai[ JAl b ]Some = c)[] None of the:
1] Certified copies of the priority documents have been received.
2] GCertified copies of the priority documents have been received in Application No
3.0 Copies of the certified copies of the pricrity documents have been raceived in this National Stage
application from the International Bureau (PCT Rule 17.2(a)).
" See the attached detailed Qffice action for a list of the certified copies not recaived.
Interim copies:
allJAl o] Some o] None of the: Interim copies of the priorty documents have been received

Attachment{s)
1) IZ Notice of References Cited (PTO-892) 3) D Intarview Summary (FTO-413)
o Paper Ne(s)‘Mail Date
23 E Information Disclosure Siatement(s) (PTO/SB03) 4 D oth
Paper Ne(s)‘Mail Date ) ther
15 Patem: ame |racena« S ice
ST -0728 iSew DE-11 Otffice Action Summary Fa-tof Fane Nz Val Date 200 30601
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Application/Control Number: 13/74 1,878 Pag
Art Unit: 2493

DETAILED ACTION

Status of Clgims

I Claims 1-24 are subject to examination.
Specification
2. The title is objected 1o because the title of the invention is not deseriptive. A new title iy

required that is clearly indicative of the invention to which the claims are directed. The present
title is well-known in the art and too broad and not sulTicient for proper classification of the
claimed subject matter. The title should also reflect claimed invention, the runtime risk is

identified based on matching rules and probabilistic weights and scores, rather system lor and a

method of.
Drawings
3. The figures submitted on the filing date of this application are noted.
4, TFigure 1 should be designated by a legend such as —-Prior Art-- because only that which is

old is illustrated. See MPEP § 608.02(g).

Palo Alto Networks - Exhibit 1002
Palo Alto Networks v. Taasera - IPR2023-00704
Page 56 of 234



Application/Control Number: 13/74 1,878 Page 3
Art Unit: 2493

The drawings are objected to under 37 CER 1.83(a). The drawings must show every feature of
the invention specified in the claims, Therelore, components of the ¢laims 10, 11, (the runtime
risk 1s identified based on matching rules and probabilistic weights and scores) must be shown or
the feature(s) canceled from the claim(s), No new matter should be entered, Applicant is advised
to employ the services of @ competent patent draftsperson outside the Office, as the U_S. Patent
and Trademark OfTice ne longer prepares new drawings, A proposed drawing correction or
corrected drawings are required in reply to the Office action to avoid abandonment of the
application, The objection o the drawings will not be held in abeyance, The amended
replacement drawing sheet should include all of the figures appearing on the immediate prior
version of the sheet, even if only one ligure is being amended. The replacement sheet(s) should
be labeled --Replacement Sheet-- in the page header (as per 37 CFR 1.84(c)) so as not to obstruct
any portion of the drawing ligures. It the examiner does not accept the changes, the applicant

will be notified and informed of any required corrective action in the next Office action.
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Information Disclosure Sfatement
3. The information disclosure statement filed on 1/15/13 is in compliance with the

provisions of 37 C'FR 1.97, and has been considered and a copy 1s enclosed with this Office

Action.
Claim Objections
0. Claims 13-24 are objected to because of the following informalities:
a. Claims 13 and 24 contain “confligurcd to store™, which should be --stering-- in

order to positively recite limitations in the claim. Regarding several intended use clauses,
such as “configured ta.” Such recitations may render parts of the claims optional (sce
MPEP 2111.04). Notably, limitatiens recited after the intended use clause will be
considered optional to the functionality ol the claimed system. Similar applics to
“configured to 1dentify™, cte.

Appropriate correction is required.

Claim Limitation Interpreted under 35 USC § 112, Sixth Paragraph
Claim 13 limitations “rules database configured to”, “policy database confligured o™,
“processing device configured to” have been interpreted under 35 U.S.C. 112, sixth paragraph,
because it uses a non-structural term “database™ “device”, coupled with lunctional language
“configurced to” without reeiting sufficient structure to achieve the function. Furthermore, the

non-structural term is not preceded by a structural modificr.
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Since this claim limitation invokes 35 US.C, 112, sixth paragraph, claim 13 is interpreted
to cover the corresponding structure described in the specification that achieves the claimed
function, and cquivalents thereof,

A review of the specification shows that the following appears to be the corresponding
structurc described in the specification lor the 35 ULS.C, 112, sixth paragraph limitation: figurc |
and figure | description containing structural elements for “rules database confipured to”,
“policy databasc conligured to™, and “processing device configured 1o”.

[Mapplicant wishes 1o provide further cxplanation or dispule the examiner’s interpretation
of the corresponding structure, applicant must identify the corresponding structure with reference
to the specification by page and linc number, and to the drawing, if any. by reference characters
in response to this Office action.

[t applicant does nol wish to have the claim limitation treated under 35 U.S.C. 112, sixth
paragraph, applicant may amend the claim so that it will clearly not invoke 35 U.5,C. 112, sixth
paragraph, or present a suliicicnt showing that the claim recites sulficient structure, material, or
acts for performing the claimed function to preclude application of 35 U.S.CI 112, sixth
paragraph,

Tor more information, see Supplementary Examination Guidelines jor Determining
Complianee with 35 U.S.C.§ 112 and for Trearmeni of Related Fssues in Paient Applications, 70
TR 7162, 7167 (Tieb, 9, 2011), Also, the type of language that invokes 112, 6th is not limited to

the words “means for” as explained in MPEP 2181, ed 8, rev. 9, 2012,
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Claim Rejections - 35 USC § 112
The following is a quotation of 35 U.S.C. 112(a):
(a) IN GENI:RAL —The specification shall contain a written description of the invention, and of
the manner and process of making and using it. in such full, clear, concise, and cxact terms as to
enable any person skilled in the art to which it pertains, or with which it is most nearly
connected, to make and use the same, and shall set forth the best mode contemplated by the
inventor or joint inventor of carrying out the invention,
The following is a quotation of 35 U.S.C. 112 (pre-ALA), first paragraph:
The specification shall contain a written description of the invention, and of the manner and
process of making and using it, in such [ull, clear, concise, and exact terms as to cnable any
person skilled in the art to which it pertains, or with which it is most nearly connected. te make
and use the same and shall set forth the best mode contemplated by the inventor of carryving out
his invention.

Claims 1-24 are rejected under 35 US.C. T12a) or 35 U.8.C. 112 (pre-AlA), first
paragraph, as based on a disclosure which is not ecnabling. “of what' runtime risk is asscssed,
“of what" identified runtime risk is identilied, “of what” specific tvpe of threat is predicted, and
“of what" behavior score is identificd, in ¢laims | and 13; “of what" matching rules is
identilied, and ol what" probabilistic weights and scores is identified, in claims 10 and 22, is
critical or essential o the practice of the invention, but not included in the claim(s) is not enabled
by the disclosure. See fir re Meaview, 527 F.2d 1229, 188 LLSPQ 356 (CCPA 1976). “runtime
risk” ete.. arc respectively incomplete fragments, Claims 2-12 and 14-24 are dependent claims

and subject to same rejections.

The following is a quotation of 35 U1.S.C. 112(b):

(B) CONCLUSION . —The specification shall conclude with one or more claims particularly
pointing out and distinctly ¢laiming the subject matter which the inventor or a joint inventor
regards as the invention.

The fellowing is a quotation of 35 U.S.C. 112 {pre-AlA), second paragraph:
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The specilication shall conclude with onc or more claims particularly pointing out and distinctly
claiming the subject matter which the applicant regards as his invention.

Claims 1-24 are rejected under 35 U.S.C. 112(h) or 35 UL.S.C. 112 (pre-AlA), second
paragraph, as being indefinite for failing to particularly point out and distincetly claim the subject
matter which the inventor or a joint inventor, or for pre-ATA the applicant regards as the
invention. “of what" runtime risk is assessed, “of what" identified runtime risk is identified, “of
what" specilic type ol threat 15 predicied, and “of whal” behavior score 15 identificd, in claimsy |
and 13; “of what" matching rules is identified, and “of what" probabilistic weights and scores is
identified, in claims 10 and 22 is being indefinite for (ailing 1o particularly point cut and
distinetly claim the subject matter in the claims. Claims 2-12 and 14-24 are dependent claims and
subject to same rejections,

Claim 11 recites the limitation “the action sequenee 3087, There is insufficient

antecedent basis for this limitation in the claim (Please see MPEPR 706.03(d)).

Claim Rejections - 35 USC § 102
7. The following is a quotation of the appropriate paragraphs of 35 U.5.C. 102 that form the
basis lor the rejections under this section made in this Office action:
A person shall be entitled o a patent unless
{e) the tnvention was described w017 ao application for patent. published under section 1220bi, by another filed
w the United States betore the wvention by the applicant for patent or (27« patent granted on an application for
patent by another filed i the Thuted States before the imvention by the apphicant for patent, except that an
International application {iled under the treaty defined in seetion 3531(a; shall have the elteets for purposes of this
subsection of an application {iled in the United States only i the international application desipnated the Tlnited
States and was published under Arvticle 2102) of such treaty in the Fnglish language.

8. Claims 1-5, 10-17, 22-24 are rejected under 35 U.S.C. 102(e)} as being anticipated by

Basavapatna ct al. 2013/0096980 (Hereinaller Basavapatna),
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8, Relerring to claims 1, 13, Basavapatna-McAlee discloses a system for assessing runtime
risk for an application or device (e.g., abstract), comprising: a rules database configured to store
a plurality of rules, whercin cach rule identifics an action sequence (c.g., paragraphs 63, 66); a
policy database configured to store a plurality of assessment policies, wherein each assessment
policy includes at least one rule of the plurality ol rules {e.g.. paragraphs 44, 45, 54): and a
processing device confipured to identify, using at least ene assessment policy, a runtime risk for
an application or device, whercin the identified runtime risk identifies and predicts a specilic
type of threat (e.p.. paragraphs 52-54), and identify a behavior score for the application or device
based on the identified runtime risk, wherein the action sequence is a sequence of at least two
performed actions (e.g., paragraphs 32-54), and each performed action is at least one of: a user

action, an application action, and a syslem action {(c.g., paragraphs 63, 64, figures 2. 4B).
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10, Referring o claims 2, 14, Basavapatna-McAfee discloses the claimed limitations as
rejected above. Basavapatna-MeAfee also discloses wherein the user action i1s any form of

explicit input from a user of a computing system (c.g., paragraphs 63, 64),

L. Referring to claims 3, 15, Basavapatna-McAlee discloses the claimed limitations as
rejected above. Basavapama-McAfee also discloses wherein the application action is any activity
performed by the application initiated programmatically by a task in execution o’ a computing

system (e.g., paragraphs 69, 70).

12, Referring to claims 4, 16, Basavapata-McAfee discleses the claimed limitations as
rejected above, Basavapatna-McAlee also discloses wherein the system aclion is any operation
performed by a computing system on behalf of, or as a consequence of, a user action or

application action that changes the state of the computing system {e.g., paragraphs 63, 64),

13. Referring to claims 5, 17, Basavapatna- McAfee discloses the claimed limitations as
rcjected above, Basavapatna-McAflee also discloses wherein a (irst action of the at least two
performed actions is performed at a first time, and the second action of the at least two

performed actions is performed at a second time {¢.g., paragraphs 63, 64).

14, Referring to claims 10, 22, Basavapatna-McAlce discloses the claimed limitations as
rejected above. Basavapama-McAfee also discloses wherein the runtime risk is identified based

on matching rules and probabilistic weights and scores {e.g.. paragraphs 53, 54),
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15 Referring to claims 11, 23, Basavapatna-McAfee discloses the claimed limitations as
rcjected above, Basavapatna-McAlee also discloses wherein the runtime risk is identificd based
on time proximity of the at least two performed actions of the actien sequence 308 and natural

afTinity inferred between the at least two perfermed actions {e.g.. paragraphs 63, 64).

16. Referring to claims 12, 24, Basavapatna-McAlce discloses the claimed limitations as
rejected above. Basavapama-McAfee also discloses assessing, by the processing device, that the
at lcast two performed actions of the action sequenee describe a forensic chain of events based
on a plurality of factors, wherein the plurality of factors includes at least one of: erdered
scquences, unordered sequences, proximity analysis, outliers, probabilistic weights and scores,

and probable action inferences based on an application's competency (e.p., paragraphs 63, 64).

Claim Rejections - 35 USC § 103
17. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all
ohviousness rejections sct forth in this Office action:

() A patent nuy not be oblained though the invention is not identically disclosed or described as set torth in
section 102 of this ttle, I the ditferences between the subject matter sought 10 be patented and the prior art are
such that the subject matter as 4 whole would have been obvious at the Lime the invention was made to a person
having ordinary skill in the art 10 which said subject matier pertains. Patentability shall not be negatived by the
et i which the invention was nude

18. Claims 6-9, 18-21 are rejected under 35 U.8.C. 103(a) as being unpatentable over
Basavapatna-McAfce,
19. Referring to claims 6-9, 18-21. Basavapatna-McAfee do not specifically mention about

wherein the st action is a user action, the second action is a system action, and the second time
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occurs alter the Mirst time; wherein the first action is a user action, the sccond action is an
application action, and the second time occurs after the first time; the first action is an
application action, the sccond action is a system action, and the second time occurs after the [irst
time; wherein the action sequence includes three performed actions, a first action of the three
performed actions is a user action, a sccond action of the three performed actions is an
application action, a third action of the three performed actions is a system action, the second
action is performed temporally after the first action, and the third action is performed temporally
after the second action. However, since Basavapama-McAfee does not limit t© certain number of
aclions or certain sequenee of actions, it is obyious to one of ordinary skill in the art that
Basavapatna-McAfee's system/method is open for different number of actions and different
scquence ol actions, and because the ability to be adaptive to different number ol actions and
different sequence of actions enables Basavapatna-McAfee's system/method to be implemented
in a wider variety ol operating environments, "a person of ordinary skill has good reasen o
pursuc the known opticns within his or her technical grasp, It the leads to the anticipated success,
it is likely the product not of innovation but of ordinary skill and common sense”. Therefore, it
would have been obvious 1o one of ordinary skill in the art at the time the invention was made 1o
modify the invention disclosed by Basavapatna-McAfee to implement actions and sequence of
actions as claimed in claims 6-9, 18-21 and also one of ordinary skill in the art would have been
motivated to do so because it could enhance handling runtime risk of an application and/or
device with nccessary sequence of actions provided by the user, the application and the system.
All the claimed elements were known in the prior art and one skilled in the art could have

combined the clements as claimed by known methods with no change in their respective
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functions, and the combination would have yiclded predictable results to one of ordinary skill in
the art at the time of the invention. See KSR International Co. v. Teleflex [ne.. 550 .5, 398, 82

USPQ2d 1385 (2007),

Conclusion

The cited particular columns and/or paragraphs and/or sections and/or page numbers in
the referenceis) as applied to the claims above is for the convenicnee of the applicant. Although
the specified citations are representative of the teachings of the art and are applied to the specific
limitations within the individual claim, other passages and figures may apply as well, Tt is
respectfully requested from the applicant in preparing responses, to fully consider the references
in cntircty, as peotentially teaching, all or part of the claimed invention, as well as the context of
the passage, as taught by the prior art or disclosed in the examination.

Any inguiry concerning this communication or carlier communications [rom the
examincr should be dirceted to Haresh Patel whose telephone number is (571) 272-3973, The
examiner can normally be reached on Monday-Friday.

If aticmpts to rcach the examingr by telephone arc unsuccessful, the examingr’s
supervisor, Clarl Colin, can be reached at (571) 272-3862. The fax phone number for the

organization where this application or procecding is assigned is (571) 273-8300.
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Information regarding the status of an application may be obtained (rom the Patent
Application Information Retrieval (PAIR) systern. Status information for published applications
may be obtained (rom cither Private PAIR or Public PATR, Status information for unpublished
applications is available through Private PAIR only. For more information about the PAIR
system, scc http://pair-dircct.uspto.gov. Should you have questions on access Lo the Private PAIR

system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free).

/Haresh N. Patel/
Primary Tixaminer, Art Unit 2493

May 1, 2013
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Patent
Attorney Docket No. 0079152-000017-T1

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re Patent Application of MAIL STOP AMENDMENT

Kumar, Srinivas Group Art Unit: 2483

Application No.; 13/741,878 Examiner. Patel, Haresh N

Filed: January 15, 2013 Confirmation No.: 4039

For: Runtime Risk Detection Based on
User, Application, and System Action
Sequence Correlation {as amended)

L N )

AMENDMENT AND REPLY

Commissioner for Patents
P.O. Box 1450
Alexandria, VA 22313-1450

Sir:
In response to the Office Action dated May 7, 2013, please amend the above-

identified patent application as follows:
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AMENDMENTS TO THE SPECIFICATION:

FPlease replace the title with the following title:
“‘Runtime Risk Detection Based on User, Application, and System Action

Sequence Correlation”
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AMENDMENTS TO THE CLAIMS:

This listing of claims will replace all prior versions, and listings, of claims in the

application:

LISTING OF CLAIMS:

1. (Currently Amended) A method for assessing runtime risk for an

application program that executes on a [[or]] device, comprising:

storing, in a rules database, a plurality of rules, wherein each rule identifies an
action sequence;

storing, in a policy database, a plurality of assessment policies, wherein each
assessment policy includes at least one rule of the plurality of rules;

identifying, using at least one assessment policy, a runtime risk for an application

program that executes on a [[or}] device, wherein the identified runtime risk identifies

and predicts a specific type of threat; and
identifying, by a processing device, a behavior score for the application program

that executes on the [[or]] device based on the identified runtime risk, wherein

the action sequence is a sequence of at least two performed actions, and
each performed action is at least one of: a user action, an application action, and

a system action.

2. (Original) The method of claim 1, wherein the user action is any form of

explicit input from a user of a computing system.
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3. (Original) The method of claim 1, wherein the application action is any
activity performed by the application initiated programmatically by a task in execution of

a computing system.

4, {Criginal) The method of claim 1, wherein the system action is any
operation performed by a computing system on behalf of, or as a consequence of, a

user action or application acticn that changes the state of the computing system.

5. (Original} The method of claim 1, wherein a first action of the at least two
performed actions is performed at a first time, and the second action of the at least two

performed actions is performed at a second time.

0. (Original) The methad of claim &, wherein
the first action is a user action,
the second action is a system action, and

the second time occurs after the first time.,

7. (Original) The method of claim 5, wherein
the first action is a user action,
the second action is an application action, and

the second time occurs after the first time.
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8. (Original} The method of claim 5, wherein
the first action is an appiication action,
the second action is a system action, and

the second time occurs after the first time.

9. (Original} The method of claim 1, wherein

the action sequence includes three performed actions,

a first action of the three performed actions is a user action,

a second action of the three performed actions is an application action,
a third action of the three performed actions is a system action,

the second action is performed temporally afier the first action, and

the third action is performed temporally after the second action.

10.  (Currently Amended) The method of claim 1, wherein the runtime risk is
identified based on matching rules and probabilistic weights and scores of performed

actions on the device.

11.  (Currently Amended) The method of claim 1, wherein the runtime risk is
identified based on time proximity of the at least two performed actions of the action
sequence [[308]] and natural affinity inferred between the at least two performed

actions.
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12.  (Original) The method of claim 1, further comprising:

assessing, by the processing device, that the at least two performed actions of
the action sequence describe a forensic chain of events based on a plurality of factors,

wherein the plurality of factors includes at least one of. ordered sequences,
unordered sequences, proximity analysis, outliers, probabilistic weights and scores, and

probable action inferences based on an application’s competency.

13.  (Currently Amended) A system for assessing runtime risk for an

application program that exegutes on a [[or]] device, comprising:

a rules database configured to store a plurality of rules, wherein each rule
identifies an action sequence;
a policy database configured to store a plurality of assessment policies, wherein
each assessment policy includes at least one rule of the plurality of rules; and
a processing device configured to
identify, using at least one assessment policy, a runtime risk for an

application program that executes on a [{or]] device, wherein the identified runtime risk

identifies and predicts a specific type of threat, and

identify a behavior scaore for the application program that executes on the

[[or]] device based on the identified runtime risk, wherein
the action sequence is a sequence of at least two performed actions, and
each performed action is at least one of: a user action, an application action, and

a system action.
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14.  (Original) The system of claim 13, wherein the user action is any form of

explicit input from a user of a computing system.

15.  {Criginal) The system of claim 13, wherein the application action is any
activity performed by the application initiated programmatically by a task in execution of

a computing system.,

16.  (Original) The system of claim 13, wherein the system action is any
cperation performed by a computing system on behalf of, or as a consequence of, a

user action or application action that changes the state of the computing system.

17.  (Original) The system of claim 13, wherein a first action of the at least two
performed actions is performed at a first time, and the second action of the at least two

performed actions is performed at a second time.

18.  (Original) The system of claim 17, wherein
the first action is a user action,
{he second action is a system action, and

the second time occurs after the first time.
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19.  (Original) The system of claim 17, wherein
the first action is a user action,
the secand action is an apptication action, and

the second time occurs after the first time.

20.  (Original) The system of claim 17, wherein
the first action is an application action,
the second action is a system action, and

the second time occurs after the first time.

21, (QOriginal) The system of claim 13, wherein

the action sequence includes three performed actions,

a first action of the three performed actions is a user action,

a second action of the three performed actions is an application action,
a third action of the three performed actions is a system action,

the second action is performed temporally after the first action, and

the third action is petformed temporally after the second action.

22.  (Currently Amended) The system of claim 13, wherein the runtime risk is
identified based on matching rules and probabilistic weights and scores of performed

actions on the device.
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23.  (Original) The system of claim 13, wherein the runtime risk is identified
hased on time proximity of the at least two performed actions of the action sequence

and natural affinity inferred between the at least two performed actions.

24,  (Original} The system of claim 13, wherein

the processing device is further configured to assess that the at least two
performed actions of the action sequence describe a forensic chain of events based on
a plurality of factors, and

the plurality of factors includes at least one of: ordered sequences, unordered
sequences, proximity analysis, outliers, probabilistic weights and scores, and probable

action inferences based on an application’s competency.
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AMENDMENTS TO THE DRAWINGS:

Please replace Figure 2 with the Figure 2 included in the attached Replacement

Sheet,
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REMARKS

Ciaims 1-24 are pending in the present application, with claims 1 and 13 being
independent claims.

Claim 11 is amended to remove a superfluous reference number. Claims 1, 10,
13, and 22 are also amended as indicated below,

Applicant gratefully acknowledges the Examiner’s consideration of the
Infarmation Disclosure Statement submitted January 15, 2013,

Specification

The title of the application is objected to because of allegedly not being
sufficiently descriptive. Applicant has amended the title to "Runtime Risk Detection
Based on User, Application, and System Action Sequence Correiation,” in accordance
with the Examiner’s implicit suggestion. Applicant respectfully submits that the
amended title is sufficiently descriptive and respectfully request withdrawal of the
objection in light thereof,

Drawing

Figure 1 is obhjected to as failing to indicate the drawing as illustrating prior art.
Applicant respectfully submits that Figure 1 does not illustrate pricr art, but instead
illustrates a high level architecture of a system configured to assess the runtime risk of
an application or device and identify a behavior scored based on the assessed runtime
risk in accordance with the present disclosure, See paragraph [0014] of the originally
filed specification. Accordingly, Applicant respectfully submits that Figure 1 does not

require amendment or replacement as it properly illustrates new information as
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described in the original specification at paragraphs [0014] to [0024], and not solely that
which is old.

The drawings are also objected to under 37 C.F.R. § 1.83(a) as allegedly failing
to illustrate every feature specified in the claims. Specifically, the Office alleges that
components of claims 10 and 11 are not illustrated in the drawings.

Claim 10 recites “wherein the runtime risk is identified based on matching rules
and probabilistic weight scores.” Claim 11 recites “wherein the runtime risk is identified
based on time proximity of the at least two performed actions of the action sequence
and natural affinity inferred between the at least two performed actions.” The
identification of runtime risk is illustrated as step 218 of Figure 2, and step 406 of Figure
4 of the present application. Step 218 of Figure 2 further specifies that the identified
runtime risk is of the action sequence. Applicant respectfully submits that Figures 2 and
4 sufficiently illustrate the recitations of claims 10 and 11. However, in order to expedite
prosecuticn, Applicant has replaced Figure 2 as indicated in the attached Replacement
Sheet, to illustrate that the runtime risk may be identified based on either matching rules
and probabilistic weight scores, as recited in claim 10, or may also be identified based
on time proximity of the at least two performed actions of the action sequence and
natural affinity inferred between the at least two performed actions, as recited in claim
11.

Accordingly, withdrawal of the objection to the drawings is respectfully requested.

Claim Objections

Claims 13-24 are objected to because of informalities. Specifically, claims 13

and 24 are objected to for the recitation “configured to store,” which the Office alleges

Palo Alto Networks - Exhibit 1002
Palo Alto Networks v. Taasera - IPR2023-00704
Page 94 of 234



Attorney Docket Ne. §079152-000017-T1
Application No. 13/741.878
Page 13

should be recited as “storing.” The Office further aileges that the use of the recitation
“configured to” may render parts of the claim optional, specifically any limitation recited
after “configured to,” citing to MPEP 2111.04. However, Applicant notes that, under
MPEP 2111.04, language such as "adapted to” merely raise a guestion as to the limiting
effect of the language in a claim, and that the determination of whether a clause is a
limitation depends on the specific facts of the case. Applicant respectfully submits that
“‘configured to” refers to the configuring of components of the claimed system, and that,
in the context of such a system, “configured” means “arranged or ordered so as to fit it
for a designated task” according to Merriam-Webster. This is consistent with the
present application, which discloses that the components of the system, such as the
processing device, may be a general processing device programmed for a specific
purpose, such as recited in ¢claims 13 and 24, See paragraph [0015]. Accordingly,
Applicant respectfully submits that the recitation “configured to” recited in claims 13 and
24 recites required functionality of the corresponding devices suitable for enabling the
system to assess runtime risk for an application or device, as claimed. Accordingly,
withdrawal of the objection is respectfully requested.

Interpretation of Claim 13 under 35 U.S.C. § 112, Sixth Paragraph

The Office interprets claim 13 as invoking 35 U.S.C. § 112, sixth paragraph, due

ol

to the recitations of “rules database configured to,” “policy database configured to,” and
“processing device configured to.” Specifically, the Office alleges that "database” and
“device” are non-structural terms that are coupled with functional language “configured
to" without reciting sufficient structure to achieve the function. However, Applicant

respectfully submits that a “processing device” and a "policy database” or “rules
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database” as claimed and described in the specification are names for structures that
perform the recited functions as understood by persons of ordinary skill in the art. See
MPEP 2181(1)}(A). As such, claim 13 recites several structural terms that are modified
by functional fanguage, and thus do not invoke § 112, sixth paragraph. Applicant further
notes that claim elements that do not include “means for” or “step for” is presumed to
not invoke § 112, sixth paragraph, and that the claims recite specific structural terms,
such as a processing device described in detail in paragraph [0015] of the originally filed
specification, as opposed to a generic, non-structural “device” as alleged by the Office.
Accordingly, Apolicant respectfully submits that claim 13 does not invoke 35 U.S.C. §
112, sixth paragraph for at least these reasons.

35U.8.C.§112

Claims 1-24 are rejected under 35 U.S.C. §112, first and second paragraphs.
Specifically, the claims are rejected for claims 1 and 13 failing to identify “of what”
runtime risk is assessed, “of what” identified runtime risk is identified, “of what” specific
type of threat is predicted, and “of what" behavior score is identified, and claims 10 and
22 failing to identify “of what" probabilistic weights and scores is identified. Claims 1
and 13 have been amended to recite identifying a runtime risk for “an application
program that executes on a device” and identifying a behavior score “for the application
program that executes on the device.” Claims 10 and 22 have been amended fo recite
identifying the runtime risk based on probabilistic weights and scores of “performed
actions on the device.” Accordingly, Applicant resgectfully submits that, based on the

amendments to claims 1, 10, 13, and 22, the claims of the present application are both
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enabled by the disclosure and are sufficiently clearly claimed, and respectfully request
withdrawal of these rejections.

35 U.5.C. §§ 102 & 103

Claims 1-5, 10-17 and 22-24 are rejected under 35 U.S.C. §102(b) as allegediy
being anticipated by Basavapatna et al. (U.S. Patent Publication No. 2013/0096880,
hereinafter “Basavapatna”). Claims 6-9 and 18-21 are rejected under 35 U.S.C.
§103(a) as allegedly being unpatentable over Basavapatna. Applicant respectfully
traverses these rejections.

The claims of the present application are directed towards a method and system
for assessing the runtime risk of an application program that executes on a device. To
achieve this assessment, rules that identify action sequences of actions performed by
users, applicaticns, or systems are used in assessment policies, which identify and
predict specific types of threats as part of the risk assessment. Basavapatna, on the
other hand, is directed towards testing potential countermeasures against known
vulnerabilities of systems (Abstract and paras. [0003] and [0011]}. Basavapatna does
not identify action sequences as part of the risk assessment, but instead uses
countermeasures that have been deployed. Basavapatna also does not identify or
predict specific types of threats, but instead assesses risk associated with known
vulnerabilities. Accordingly, Basavapatna fails to disclose or suggest the claims of the
present application for several reasons as discussed below.

Claim 1 of the present application recites, infer alia, "storing, in a rules database,
a piurality of rules, wherein each rule identifies an action sequence” and wherein “the

action sequence is a sequence of at least two performed actions” with each performed
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action being at least one of “a user action, an application action, and a system action”
(emphasis added). Claim 13 includes similar recitations, but as directed towards a
system rather than a method. The Office alleges that Basavapatna teaches the claimed
rules database at paragraphs [0065] and [00686], and teaches the ctaimed action
sequence at paragraphs {0052-0054], {0063}, and [0064]. However, at paragraphs
[0063-0068], Basavapatna merely discloses that users may create and select
countermeasures used to protect the system against vulnerabilities. The creation and
selection of the countermeasures is part of the setup of the system as a test
anvironment to assess the risk of the system against specific known vulnerabilities
using the selected countermeasures. Paragraphs [0052-0054] similarly disclose the
calculation of a risk score based on the assessment of the countermeasures against the
vulnerability. Nowhere does Basavapatna disclose a rules database including a
plurality of rules that identifies an action sequence, as recited in the claims. Instead, the
rules in Basavapatna merely define a countermeasure, which are security tocls and
safeguards designed to protect against known vulnerabilities (para. [0003]).
Furthermore, not only does Basavapatna fail to disclose or suggest the rules
identifying action sequences, Basavapatna also fails to disclose or suggest action
sequences generally. Basavapatna does not disclose or suggest any sequence of
performed actions, let alone a sequence of performed actions where the performed
actions are at least one of a user action, an application action, and a system action, as
recited in the claims. Thus, Basavapatna only assesses risk for systems based on
countermeasures put into place as selected and defined by the user. The presently

claimed invention, on the other hand, assesses risk of action sequences performed by
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the user, applications, or the system, and thus can act as a runtime monitor that, in real-
time, correlates action sequences to detect threats. As the presently recited systems
and methods do not rely on known vulnerabilities, they may offer stronger protection
against threats and more accurate risk assessments. Accordingly, for at least this
reason, Basavapatna fails to disclose, suggest, or anticipate the claims of the present
application.

Claim 1 also recites “identifying, using at least one assessment policy, a runtime
risk for an application program executed on a device, wherein the identified runtime risk
identifies and predicts a specific type of threat’ (emphasis added). Claim 13 includes a
similar recitation as directed towards a system. The Office alleges that Basavapatha
teaches the above recitation at paragraphs [0052-0054]. However, as discussed above,
paragraphs [0052-0054] of Basavapatna merely disclose calculating a risk score based
on the application of countermeasures against known vuinerabiiifies. In Basavapatna,
the vulnerabilities already exist, and are specifically tested against. Thus, the system in
Basavapatna may not be aware of the risk posed by unknown vulnerabilities, and must
also rely on data received by the system indicating the vulnerabilities for testing. The
present claims, on the other hand, recites methods and systems that do not rely on any
outside information, and in certain embodiments can identify and predict a specific type
of threat, as opposed to assessing the risk of an already known vuinerability.
Accordingly, for this additiona! reason, Applicant respectfully submits that the claims of
the present application are patentable over Basavapatna.

Claims 2-12 and 14-24 are dependent from claims 1 and 13, respectively, and

thus incorporate the recitations of their respective independent claims. Accordingly,
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each of claims 2-12 and 14-24 are patentable over Basavapatna for at least this
reasons discussed above. Applicant also notes that claims 2-12 and 14-24 recite
additional limitations that are also patentable over Basavapatna. For example, claims
10 and 22 recite the identification of the runtime risk being based matching rules and
probabilistic weights and scores. Basavapatna does not disclose or suggest matching
rules or probabilistic weights and scores entirely, let alone using them as the basis for
identifying the runtime risk. Other claims draw out details of the distinctions
emphasized above, and are similarly not found in the prior art, but a detailed discussion
will be belabored.

Conclusion

tn light of the foregoing, Applicant respectfully submits that the above-captioned
application is in condition for allowance and request withdrawal of the rejection. If the
Examiner believes, for any reason, that personal communication will expedite
prosecution of this application, the Examiner is invited to telephone the undersigned at
the number provided.

Prompt and favorable consideration of this Amendment and Reply is respectfully
requested.

Should any residual issues exist or arise, or should the Examiner wish to allow
the application, he is respectfully requested to contact the undersigned at the number

listed below.
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if additional fees are reguired for any reason, please charge Deposit Account No.

02-4800 the necessary amount.

Respectfully submitted,

BUCHANAN INGERSCLL & ROONEY PC

Date: Jupe 7, 2013 By: _/Thomas A. Froats/
Thomas A. Froats
Registration No. 66,609

Customer No. 21839
703 836 6620
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2a)ld This action is FINAL. 2b)[] This action is non-final.

310 An election was made by the applicant in respense to a restriction reguirement set forth during the interview on
_ . therestriction requirement and election have been incarparated inta this acticn

4)[] Since this application is in condition for allowance except for formal matters, prosecution as to the merits is
closed in accordance with the practice under Ex parte Quayle, 1935 C.D. 11,453 0.G. 213.

Disposition of Claims
5K Claim(s) 1-24 isiare pending in the application

ba) Of the above claim(s) _ is/are withdrawn from consideration.
6)[] Claim(s) is/are allowed.
71 Claim(s) 1-24 is‘are rejected.
8] Claim{s) _____is/are objected to.
g)[] Claim(s} are subject to restriction and/or election requirement.

* If any claims have been determined allowable, you may be eligible to benefit from the Patent Prosecution Highway program at a

participating intellectual property office for the corresponding application. For more information. please see
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Application Papers
10)] The specification is objected to by the Examiner.
1110 The drawing(s) filed on 15 January 2013 isfare: a)l ] accepted or b)X objectad to by the Examiner.
Applicant may not requeast that any objection to the drawing(s) be held in abeyance. See 37 GFR 1.85(a).
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Priority under 35 US.C. § 119
12)] Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 118(a)-(d) or (f).
Certified copies:
aiJ Al b Some = c)[] None of the:
1. Certified copies of the priarity documents have baen received.
2[] Certified copies of the priority documents have been received in Application No
3] Copies of the certified copies of the priority documents have been received in this National Stage
application from the International Bureau (PCT Rule 17.2{a)).
- See the attached detailed Office action for & list of the certified copies not received.
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DETAILED ACTION

I Claims 1-24 are subject to examination.
Specification
3 Applicant’s amcendment to the title paper dated 6/7/13 is acknowledged.
Drawings
3. The figures submitted on 1/15/13 and 6/7/13 are noted.
4, T'igure 1 should be designated by a legend such as —-Prior Art-- because only that which is

old is illustrated. See MPEP § 608.02(g).

The drawings are objected to under 37 CFR 1.83(a). The drawings must show every feature of
the invention specified in the claims, Applicant’s remarks dated 67713, ... Applicant respectfully

submits that Figure | does not illustrate prior art, but instead illustrates a high level architecture
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of a system cenfigured to assess the runtime risk of an application or device and identify a
behavior scored based on the assessed runtime risk in accordance with the present disclosure,
See paragraph [0014] of the originally... arc noted. As per the prosecution history, the figure |
merely recites system that is well-known in the art. and the figure | does net “assess the runtime
risk of an application or device and identify a behavior scored based on the assessed runtime risk
in accordance with the present disclosure” as mentioned in the remarks. Applicant is advised to
employ the services of a competent patent draftsperson outside the Office, as the U.S. Patent and
Trademark Otfice no longer prepares new drawings, A proposed drawing correction or corrected
drawings are required in reply to the Office action to avoid abandonment of the application. The
objection to the drawings will not be held in abeyance, The amended replacement drawing sheet
should include all of the fipures appearing on the immediate prior version of the sheet, even if
only one figurc is being amended, The replacement sheet(s) should be labeled --Replacement
Sheet-- in the page header (as per 37 CFR 1.84(c)) so as not to obstruct any portion of the
drawing figurcs, I the cxaminer does not accept the changes, the applicant will be notificd and

informed of any required corrective action in the next Office action.

Claim Objections
Applicant’s remarks dated 67713, Applicant respectfully submits that the recitation
“configured to” recited in claims 13 and 24 recites required functionality of the corresponding
devices suitable for enabling the system (o asscss runtime risk for an application or device, as

claimed., are acknowledged.
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Claim Limitation Inferpreted under 35 USC § 112, Sixth Paragraph

Claim 13 limitations “rules database configured 107, “policy database configured 107,
“processing device configured 10” have been interpreted under 35 US.C. 112, sixth paragraph,
because it uses a non-structural term “rules database™, "policy database™, “processing device”,
coupled with lunctional language “confligured to™ without reciting sufficient structure to achieve
the function. Furthermore, the non-structural term is not preceded by a structural modifier.

Since this claim limitation invokes 35 U.S.C. 12, sixth paragraph, claim 13 is interpreted
to cover the corresponding structure described in the specification that achieves the claimed
function, and equivalents thereot.

A review of the specification shows that the following appears to be the corresponding
structure described in the specification for the 35 U.S.C. 112, sixth paragraph limitation: figure |
and figurc | description containing structural clements lor “rules databasce configured to™,
“policy database configured to”, and “processing device confipured to™.

As per presecution history, the remarks dated 6/7/13 does not provide further explanation
or dispute the cxaminer’s interpretation of the corresponding structure, and applicant did not
identify the corresponding structure with reference to the specification by page and line number,
and to the drawing, if any, by reference characters in response to previous office action,

Reparding, applicants remarks, ... Applicant further notes that claim elements that do not
include "means for” or "step for" is presumed to not invoke § 112, sixth paragraph ... for more
information, see Supplemeniary Examineion Guidelines for Determining Compliance with 35

US.Co§ 112 and for Treatment of Related Isvies in Patent Applications, To TR 7162, 7167 (T'eb,
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9, 2011). Also, the type of language that invokes 112, 6th is not limited to the words “mceans for”

as explained in MPER 2181, ed.8, ey, U, 2012,

Cluim Rejections - 35 USC $ 112
The following is a quotation of 35 U.S.C. 112(a):
(a) IN GENERAL. The specification shall contain a written description of the invention, and of
the manner and precess of making and using it, in such [ull, clear, concise, and exact terms as to
enable any person skilled in the art to which it pertains, or with which it is most nearly
connected, 1o make and use the same, and shall set forth the best mode contemplated by the
inventor or joint inventor of carrying out the invention.
The following is a quotation of 35 U.S.C, 112 (pre-ATA), first paragraph:
The specification shall contain a written description of the invention, and of the manner and
process of making and using it, in such full, clear, concise, and exact terms as to enable any
person skilled in the art to which it pertains, or with which it is most ncarly connected, 1o make
and use the same and shall set forth the best mode contemplated by the inventor ol carrying out
his invention.

Claims 1-24 are rejected under 35 U.S.C. 112(a) or 35 ULS.C. 112 (pre-ATA), lirst
paragraph, as based on a disclosure which is not enabling. “of what' runtime risk is assessed,
“of what" identificd runtime risk is identificd, “ol what" specific type of threat is predicied. and
“of what" behavior score is identified, in claims 1 and 13, is eritical or essential to the practice of
the invention, but not included in the claim(s) is not enabled by the disclosure. Sce i e
Meaxhew, 527 F.2d 1229, 188 USPQ 356 (CCPA 1976). “runtime risk™ ctc., are respectively
incomplete fragments, Claims 2-12 and 14-24 arc dependent claims and subject to same
rejections.

As per prosccution history, applicant amended ol performed actions of the deviee” in
claim 10 regarding similar rejection. However amended claim 1 is merely amended, “program

that exccutes on a device™, which fails to cnable “of what” runtime risk is asscssed, “of what”
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identified runtime risk is identified, “of what™ specific type of threat is predicted, and “of what"

behavior score is identilied.

The following is a quotation of 35 U.S.C, 112(b):

(B) CONCLUSION.  The specification shall conclude with one or more claims particularly
pointing out and distinctly claiming the subject matter which the inventor or a joint inventor
regards as the invention.

The following is a quotation of 35 U.S.C. 112 (pre-AlLA), second paragraph:

The specification shall conclude with onc or more claims particularly pointing out and distinctly
claiming the subject matter which the applicant regards as his invention.

Claims 1-24 arc rejected under 35 U.S.C. 112(h) or 35 U.S.C. 112 (pre-ATA), second
paragraph, as being indefinite for failing to particularly point out and distinetly claim the subject
matter which the inventor or a joint inventor, or for pre-AlA the applicant regards as the
invention. “of what" runtime risk is assessed, “of what" identified runtime risk 15 identificd, “of
what" specitic type of threat is predicted, and “of what" behavior score 15 identified, in claims |
and 13, 1s being indefinite for failing to particularly point out and distinctly claim the subject

matter in the claims, Claims 2-12 and 14-24 are dependent claims and subject 1o same rejections,

Claim Rejections - 35 USC § 102
5. The following is a quotaticn of the appropriate paragraphs of 35 U.S.C. 102 that form the
basis lor the rejections under this section made in this Office action:
A person shall be entitled 1o a patent unless
(o) the invention was deseribed In (1) an application tor patent, published under seetion 122(h), by another Hled
in the Tinited States betore the invention by the applicant For patent or (2] a patent granted an an application for

patent by another filed in the Thiited States betore the invention by the applicant for patent. except that an
intertational application filed under the treaty defined in seetion 35370a) shall have the effects For puposes of this
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subscetion of an upplication filed in the Thuted States only it the international application designated the United
States and was published under Article 21(2) of such treaty in the Enplish language.

0. Claims 1-5, 10-17, 22-24 are rejected under 35 U.5.C. 102(e) as being anticipated by
Basavapatna et al. 2013/0096980 (Hereinalter Basavapatna).

7. Referring to claims 1, 13, Basavapatna-McAfee discloses a system for assessing runtime
risk for an application program that exceutes on a device (e.g.. abstract), comprising: a rules
database configured to store a plurality of rules, wherein each rule identifies an action sequence
{c.g.. paragraphs 65, 606); a pclicy database configured to store a plurality of assessment policics,
wherein each assessment policy includes at least one rule of the plurality of rules (e.p.,
paragraphs 44,45, 54); and a processing device conligured te identily, using at least onc
assessment policy, a runtime risk for an application program that executes on a device, wherein
the identified runtime risk identilics and predicts a specific type of threat (e.g., paragraphs 52-
54, and identify a behavior score for the an application program that executes on a device based
on the identitied runtime risk, wherein the action sequence is a scquence of at least two
performed actions (e.g., paragraphs 52-54), and each performed action is at least one of: a user

action, an application action, and a system action (¢, g, paragraphs 63, 64, ligures 2, 4B),
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8. Referring to claims 2, 14, Basavapatna- McAfee discloses the claimed limitations as
rejected above. Basavapatna-McAfee also discloses wherein the user action is any form ol

explicit input from a user of a computing system (e.g., paragraphs 63, 64).

Q. Referring to claims 3, 13, Basavapatna-McAfee discloses the claimed limitations as
rejected above, Basavapatna-McAflee also discloses wherein the application action is any activity
performed by the application initiated programmatically by a task in execution of a computing

system (c.g., paragraphs 69, 70).

10, Referring to claims 4, 16, Basavapatna-McAdfee discloses the claimed limitations as
rejected above. Basavapatna-MceAfee also discloses wherein the system action is any operation
performed by a computing system on behalf of, or as a consequencee of, a user action or

application action that changes the state of the computing system (e.g., paragraphs 63, 64}

Il Referring to claims 3, 17, Basavapatna- MlcAfee discloses the claimed limitations as
rcjected above, Basavapatna-McAdee also discloses wherein a first action of the at least two
performed actions is performed at a first time, and the second action of the at least two

performed actions is performed at a second time {c.g.. paragraphs 63, 64).

12. Referring to claims 10, 22, Basavapatna-McAfcc discloscs the claimed limitations as

rejected above. Basavapatna-McAfee also discloses wherein the runtime risk is identified based
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on matching rules and probabilistic weights and scores of performed actions on the device (e.g.,

paragraphs 53, 54),

13, Referring to claims 11, 23, Basavapatna-McAlce discloses the claimed limitations as
rejected above. Basavapatna-McAfee also discloses wherein the runtime risk is identified based
on time proximity of the at least two performed actions of the actien sequence and natural

affinity inferred between the at least two performed actions (e.g., paragraphs 63, 64).

14. Referring to claims 12, 24, Basavapatna-McAfee discloses the claimed limitations as
rejected above., Basavapawina-McAdlee also discloses assessing, by the processing device, that the
at least two performed actions of the action sequence describe a forensic chain of events based
on a plurality of lactors, wherein the plurality of factors includes at least one oft ordered
sequences, unordered sequences, proximity analysis, outliers, probabilistic weights and scores,

and probable action inferences based on an application’s competency (c¢.g.. paragraphs 63, 64),

Cluim Rejections - 35 USC $ 103
15 The following 1s a quotaticn of 35 U.S.C. 103(a) which forms the basis for all
obviousness rejections sct forth in this Office action:
() A patent ny not be obtained though the Jovention is not identically disclosed or described as set forth o
section 102 ol this title, i1 the ditferences between the subject nuatler sousht 1o be patented and the prior art are
such that the subject matter as @ whole would have been obvious at the time the invention was made 1o a person
having ordinary skill inthe art 10 which said subjeet matter pertains. Patentubility shull not be negatived by the
et i which the invention was mude

16, Claims 6-9, 18-21 are rejected under 35 ULS.CL 103(a) as being unpatentable over

Basavapatna-McAfee.
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17. Referring to claims 6-9, 18-21. Basavapatna-McAfee do not specifically mention about
wherein the st action is a user action, the second action is a system action, and the second time
occurs after the first time:; wherein the first action is a user actien, the second action is an
application action, and the second time occurs after the [irst time; the first action is an
application action, the second action is a system action, and the second time occurs after the first
time; wherein the action sequence includes three performed actions, a first action of the three
performed actions 1s a user action, a second action of the three performed actions is an
application action, a third action al the three performed actions is a system action, the second
action 1s performed temporally after the first action, and the third action is performed temporally
after the second action, [lowever, since Basavapatna-McAtfee does not limit to certain number of’
actions or certain sequence of actions, it is ohvious to one of ordinary skill in the art that
Basavapatna-McAfee's system/method is open lor different number of actions and dilferent
sequence of actions, and because the ability to be adaptive to different number of actions and
dilterent sequence of actions cnables Basavapatna-McAlee's system/method to be implemented
in g wider variety of cperating environments. "a person of ordinary skill has good reason to
pursuc the known options within his or her technical grasp, [f the leads (o the anticipated success,
it 15 likely the product not ef innovation but of ordinary skill and common sense”. Therefore, it
would have been obvious te one of ordinary skill in the art at the time the inventicn was made to
modify the invention disclosed by Basavapatna-McAfee to implement actions and sequence of
actions as claimed in claims 6-9, 18-21 and also one of ordinary skill in the art would have been
motivated to do so because it could enhance handling runtime risk of an application and/or

device with necessary sequence ol actions provided by the user, the application and the system.
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All the claimed elements were knewn in the prior art and one skilled in the art could have
combined the clements as claimed by known methods with na change in their respective
functions, and the combination would have yielded predictable results 1o one of ordinary skill in
the art at the time of the invention, See KSR International Co, v, Teleflex Inc,, 550 .S, 398, 82

USPQ2d 1385 (2007).

Response to Arguments

1. Applicant's arguments filed 6/7/13, pages 11-19 have been fully considered but they are
not persuasive. Therefore, rejection of claims 1-24 15 maintained.

Regarding the applicant’s concern, Basavapatna does not disclose limitations of claims 1,
13; the examiner respectfully disagrees. As per the cited evidence of the prosecution history, ie.,
the relicd upon disclosure and the teachings of T Basavapatna BID are not limited as concluded in
the remarks. As per the claimed invention of prosecution history, please see claims 1, 13, the
claimed rules is not limited to any particular rule, The claimed action scquence is not limited to
any particular action. The claimed action sequence 1s not limited 1o different actions. The
claimed policics is not limited to any particular policy, The claimed assessment policy is not
limiled to any particular format. The claimed assessment policy is not limited 10 any particular
size. The claimed application program is not limited to any particular size, type, format. cte. The
claimed device is not limiled to any particular size, type, ete. The claimed threat is not limited
to any particular type, cte. The claimed score is not limited to any particular value, zero, 100,
ete. The claimed performed actions is not limited 1o any particular type, format, etc.

Accordingly, Basavapatna discloses the breadly claimed limitations, 1.c.. please see the cited
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portions among other portions of the cited art that net only contain the applicant concerned
content ol the art but also the relied upon limitations, Basavapatna-MecAfee discloses a system
for assessing runtime risk for an application program that executes cn a device (e.g., abstract),
comprising: a rules database configured to store a plurality of rules, wherein each rule identifies
an action sequence (e.g., paragraphs 65, 66); a policy database configured to store a plurality of
assessment policies, wherein each assessment policy includes at least one rule of the plurality of
rules (e.g., paragraphs 44, 45, 543; and a processing device configured to identify, using at least
one assessment pelicy, a runtime visk for an application program that exccutes on a deviee,
wherein the identified runtime risk identifies and predicts a specific type of threat (e.p.,
paragraphs 52-54), and identily a hehavior score for the an application program that exccutes on
a device based on the identified runtime risk, wherein the action sequence is a sequence of at
least two performed actions (c.g., paragraphs 32-54), and cach performed action is at least one
of: a user action, an application action, and a system action {e.g., paragraphs 63, 64, figures 2,
4By,

[O052] As an example, a risk score can be calculated, for instance, using risk caleulator
260 for a particular asset, subsystem, or system that makes use of one or more user-defined
countcrmeasures, Further, administrators can use user-defined countermeasures to model the
effect of hypothetical countermeasures within a system, for instance, in connection with
countermeasure modeling engine 265, Further, risk diagnostics engine 270 can perform
additional analyses ol system assets and subsystems characterizing how risk affect a particular
system and how countermcasures affect or could potentially aftfect risk within the system,
Assessments, including risk scores, countermeasure modeling, and risk diagnostics, generated
using risk assessment engine 205 can be recorded in assessment records stored in data store 280,
Asscssment records 298 can, in turn, be accessed by other tools, including risk calculator 260,
countermeasure modeling engine 265. and risk diagnostics engine 270, and used in subscquent
modeling and diagnostic assessiments.

[0033] Tumning to FI1G. 3, example risk score assessments are illustrated in the
representation of block diagram 300, Three assets 305, 310, 315 are shown, cach with identified,
associated vulnerabilities, threats, and/or countermeasures, For instance, it can be identitied, for
instance, in connection with scanning of asset 303 (e.g., by one or more sensors or security tools)
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that vulnerabilities "Vuln 1" and "Vuln 2" are present on the asset 303 and that the asset 303 1s
exposcd to a threat "Threat 1" Turther. a countermeasure "CM 1" ean be identified on the assct
305. Generally, vulnerabilities (c.g., "Vuln 17 and "Vuln 2") and threats (e.g., "Threat 17) can
add to a risk score (e.g.. "Score 1) generated for a particular asset 305 (i.e., evidencing higher
risk associated with the asset 305), while countermeasures tend to reduce the risk score of the
assct. A varicty of formulas and algerithms can be ecmployed to determine a risk score, risk
prelile, or otherwise assess risk of an individual system assct, In some implementations,
calculation of a risk score (e.g., "Score 1,” "Score 2," "Score 3") can receive as inputs and
consider such data as a severity score of an identified threat and/or vulnerability, a likelihood of
damage due o an identificd vulnerability or threat, a degree to which a countermeasure mitigates
against vulnerabilities or threats, a predicted effectiveness of a countermeasure, how
configuration data for asset enhances the risk from identified vulnerabilities and threat, how
configuration data for the asset enhances the effectiveness of a particular countermeasure, among
other examples.

[0054] [n some implementations, an aggregate or composile risk score or assessment can
be perfermed by aggrepgating risk assessment results for assets comprising a particular subsystem
or the system itself. For instance, as shown in the simplified illustrative example of FIG. 3, risk
scores (e.g., "Scorc 1," "Score 2," and "Score 37) can be generated for a plurality of asscts 305,
310, 315 based on the respective assets’ associated conliguration data, vulnerabilities, threats,
and countermeasures. Further, one of a variety of formulas or algorithms can be applied to
agprepate or otherwise consider the composite risk associated with assets 305, 310, 315
operating in a single system or subsystem, Tor instance, in some examples, a sysiem or aggregale
risk scorc can he aggregated, normalized, or averaged from the component risk scores of the
involved assets (e.g., 305, 310, 315), without considering interdependencies of the various assets
and corresponding risk profiles. In other instances, an aggregate risk assessment can also
consider the extent, if any, to which interactions between and inclusion of a particular set of
asscts within a particular system or subsystem enhances or diminishes the risk of the individual
as5ets.

[0065] Turning to FIG. 3B, user interface 305 1s shown presenting declaration rules
window 525, Declaration rules window 325 can prescent declaration rules that have been created
in connection with the delinition of user-defined countermeasures in a system, Deelaration rules
can identify assets that are protected by a countermeasure, vulnerabilities and/or threats that are
mitigated by a countermeasure, as well as rules that identify what aspects of a vulnerability or
threat are counteracted using the countermeasure, ogether with the conditions under which the
countermeasure is clflfective or declared. The declaration rules (e.g.. 555a-c) presented in
declaration rules window 525 can include a subset of rules defined using a user-defined
countermeasure engine, including declaration rules of a particular countermeasure or category of
countcrmeasures, or a subset of declaration rules returned in response to a scarch or filtering of
the entire of sct ol declaration rules within a system (c.g.. using search tool 560}, Declaration
rules within a systern can be pre-generated declaration rules, including declaration rules relating
te known countermeasures detectable by a risk assessment tool. Declaration rules can further
include custom, user-gencrated declaration rules, For instance, user can define new declaration
rules. for instance, by sclecting New Rule button 565, as well as edit pre-existing declaration
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rules (and create new declaration rules by editing pre-existing declaration rules), for instance by
selecting Tidit button 570,

[0066] Declaration rules can be enabled (e.g., using button S80), disabled (c.g., using
butten 373), or invalidated. Enabled rules can be considered live rules that a live deployment of a
user-defined countermeasure is employing as the basis of the user-defined countermeasure's
operation within the system. Disabled declaration rules are rules that indicate additional
functionality of a deployed user-defined countermeasure that are not currently employed by or
relevant to the user-defined countermeasure's current deployment within the system. Further, in
some implementations, while a system or risk assessment tool may defer to the representations of
a uscr-defined countermeasure's capabilitics as defined by a particular user, the system, a risk
asscssment system, or user-defined countermeasure engine can perform some quality control
functions on user-defined countermeasures. For instance, quality control scans can be completed
on defined declaration rules for user-defined countermeasures to identify errors in the declaration
rules, such as invalid references to assets in the system, vulnerabilitics, and threats as well as
erroncous altributes of measures that user-defined countermeasures could take to address a
particular vulnerability or threat (such as a countermeasure action that claims to protect against a
network-element-based vulnerability by performing unrelated tasks on, for instance, an end-user
device), Detection ol errors or inconsistencices in a declaration rule can result in the declaration
rule heing declared "invalid,”
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Claims are to be given their broadest reasonable interpretation during prosecution, and
the scope ol a claim cannot be narrowed by reading disclosed limitations into the claim, In re
Morris, 127 F.3d 1048, 1054, 44 USPQ2D 1023, 1027 (Fed. Cir, 1997); In re Zletz, 893 1.2d
319, 321, 13 USPQ2D 1320, 1322 (Fed. Cir. 1989); In re Prater, 415 F.2d 1393, 1404, 162
USPQ 541,550 (CCPA 1969). "In addition, the law of anticipation does not require that a
relerence “teach™ what an appellant's disclosure teaches, Assuming that reference is properly
“prior art,”™ it is only necessary that the claims "read on” something disclosed in the reference,
e, all limitations of the claim are found in the reference, or "fully met” by i," Kalman v,
Kimberly-Clark Corp., 713 F.2d 760, 772, 218 U'SPQ 781,789 (Fed. Cir. 1983),

Please sce specification of this application under prosecution at page 19, which clearly

states, [0048] Techniques consistent with the present disclosure provide, among other features. a

system and method for the assessment of the runtime risk of an application or device, While

various exemplary embodiments of the disclosed systern and method have been described above

it should be understood that they have heen presented For purposcs of example onlv, not

limitations. It 1s not exhaustive and does not limit the disclosure to the precise form disclosed.

Modilications and variations arc possible in light of the above teachings or may be acquired firom

practicing of the disclosure, without departing from the breadth or scope. Further, when

reviewing a reference the applicants should remember that not only the specific teachings of a
reference but also reasonable inferences which the artisan would have logically drawn therefrom
may be properly evaluated in formulating a rejection. In re Preda, 401 F. 2d 825, 159 USPQ
342 (CCPA 1968) and In re Shepard, 319 F. 2d 194, 138 USPQ 148 (CCPA 1963). Skill in

the art is presumed. In re Sovish, 769 I°, 2d 738, 226 USPQ 771 (I'ed. Cir. 1985). Tvery
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reference relies 1o some extent on knowledge of persons skilled in the art to complement that
which is disclosed therein, In re Bode, 350 I, 2d 656, 193 USPQ 12 (CCPA 1977).

Also, the Applicant is reminded that MPEP 2164.05(a) states: "33 U.S.C. 112 requires
the specification to be cnabling only o a person “skilled in the art to which it pertains, or with
which it is most nearly connected.” [n general, the pertinent art should be defined in terms of the
preblem to be solved rather than in terms of the technology area, industry, trade, ete. fer which
the invention is used. The specification need not disclose what is well-known to those skilled in
the art and prelerably omits that which is well-known to those skilled and already available to the
public. In re Buchner, 929 F.2d 660, 661, 18 USPQ2d 1331, 1332 (Fed. Cir. 1991);
Hybritech, Inc. ¥. Monoclonal Anlibodies, Inc., 802 F.2d 1367, 1384, 231 USPQ 81,94 (Fed.
Cir. 1986), cert. denied, 480 U.S. 947 (1987); and Lindemann Maschinenfabrik GMBIT v,
American Hoist & Derrick Co., 730 F.2d 1452, 1463, 221 USPQ 481,489 (Fed. Cir. 1984)."
Sce also Spectra-Physics, Inc, v, Coherent, Ine., 827 F.2d 1524, 3 USPQ2d 1737 (Fed. Cir,
1987) ("' A patent need not teach, and preferably omits, what is well known in the art.") and
Verve LLC v. Crane ("ams, Inc, 65 USPQ 2d 1051, 1053-1054 (Fed. Cir. 2002) ("While
rclerence Lo intrinsic evidence is primary in interpreting claims, the criterion is the meaning of
words as they would be understocd by persons in the field of the invention. Patent documents are
written for persons familiar with the relevant ficld; the patentee is not required to include in the
specification information readily understood by practitioners, lest every patent be written as a
comprehensive tutorial and treatise for the generalist, instead of a concise statement for persons

in the field.").
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Conclusion
19, The prior art made of record (forms PTO-892 and applicant pravided 1DS cited arts) and
not relied upon is considered pertinent to applicant’s disclosure.

THIS ACTION IS MADE FINAL. Applicant is reminded of the extension of time
policy as set forth in 37 CFR 1.136(a).

A shortened statutory period lor reply to this (inal action is set to expire THRIEEE
MONTHS from the mailing date of this action. In the event a first reply is filed within TWQO
MONTLHIS of the mailing datc of this linal action and the advisory action is not mailed until after
the end of the THREE-MONTH shortened statutory period, then the shortened statutory period
will expire on the date the advisory action is mailed, and any extension lee pursuant to 37
CER 1.136(a) will be calculated from the mailing date of the advisory action. In no event,
however, will the statutory peried for reply expire later than SIX MONTIHS from the mailing
date cf this final action.

The cited particular columns and/or paragraphs and/or sections and/or page numbers in
the reference(s) as applied to the claims above is for the convenience cf the applicant. Although
the specificd citations arc representative of the teachings of the art and arc applicd o the specilic
limitations within the individual elaim, other passages and figures may apply as well. It is
respectlully requested from the applicant in preparing responscs, o lully consider the reicrences
in entirety, as potentially teaching, all or part of the claimed invention, as well as the context of

the passage, as taught by the prior art or disclesed in the examination,
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Any inquiry conceming this communication or earlier communications from the
examiner should be directed 1o Haresh Patel whose telephone number is (571) 272-3973, The
examiner can normally be reached on Monday-Friday.

[l attempts to reach the examiner by telephonce arc unsucceess(ul, the cxaminer’s
superviser, Carl Colin, can be reached at (571) 272-3862. The fax phong number for the
organization where this application or proceeding is assigned 1s (5713 273-8300,

Information regarding the status of an application may be obtained from the Patent
Application Information Retrieval (PAIR) system, Status information lor published applications
may be obtained from either Private PAIR or Public PAIR. Status information for unpublished
applications is available through Private PAIR cnly, For more information ahout the PAIR
system, see http/pair-direct.uspto.gov. Should you have questions on access to the Private PAIR

system., contact the Tilectronic Business Center (TiBC) at 866-217-9197 (1oll-free).

/Haresh N, Patel/
Primary Examiner, Art Unit 2493

August 11,2013
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Patent
Attorney Docket No. 0079152-000017-T1

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE
In ve Patent Application of MAIL STOP AF
Kumar, Srinivas Group Art Unit: 2493
Application No.: 13/741,878 Examiner: Patel, Haresh N

Tiled: January 15, 2013 Confinnation No.: 4039

For:  Rumtime Risk Detection Based on User,

Application, and System Action
Sequence Correlation

)
}
)
)
)
)
}
)
)
)
)
AMENDMENT UNDER 37 C.F.R. §1.1106
Commissioner for Patents
P.0. Box 1450
Alexandria, VA 22313-1450
Madam:

In response to the final Office Action dated August 135, 2013, please amend the above-

identificd patent application as follows;
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AMENDMENTS TO THE CLAIMS:

This listing of claims will replace all prior versions, and listings, of claims in (ke

application:

LISTING OF CLAJMS:

1. (Currently Amended) A method for assessing runtime risk for an application
program that executes on a device, comprising:

storing, in a rules database, a plurality of rules, wherein each rule identifies an action
sequence;

storing, in a policy database, a plurality of assessment policies, wherein each assessment
poliey includes at least one rule of the plurality of rules;

identifying, using af least one assessment policy, a runtime risk for an application

program that executes en a device, wherein the identified runtime risk indicates a risk or threat of

the identified action sequence of the application identifies-and-predictsaspeeifie type-of threat;

and

identifying, by a runtime moniter including a processing device, a behavior score for the

application program that executes on the device based on the identified runtime risk, wherein
the action sequence is a sequence of af least two performed actions, and
each performed action is at least one of: a user action, an application action, and a system

action,

2, (Original) The method cf claim {, wherein the user action is any form of explicit

input from a user of a computing system,
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3. {Original) The method of claim 1, wherein the application action is any activily
performed by the application initiated programmatically by a task in exccution of a computing

system.

4, (Original) The method of claim 1, wherein the system action is any operation
performed by a computing system on behalf of, or as a consequence of] a user action or

application action that changes the state of the computing system.

5. (Original) The method ol claim 1, wherein a first action of the at least two
performed actions is performed at a first time, and the second action of the at Teast two

performed actions is performed at a sccond time,

6. {Original} The method of claim 5, wherein
the first action 18 a user action,
the second action is a system action, and

the secomd time occurs alter the [irst time.

7. (Original) The method of claim 5, wherein
the first action is a uscr action,
the sccond action is an application action, and

the second timne occurs afier the {irst time.
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8. {Original) The method of claim 5, whercin
the first action 1s an application action,
the second action is a system action, and

the second time occurs atter the first time.

9. {(Original) The method of claim 1, wherein

the action sequence includes three performed aclions,

a first action of the three performed actions 1s a user action,

a sccond action of the three performed actions is an application action,
a third action of the three perfornicd actions is a system action,

the second aclion is performed temporally after the first action, and

the third action is performed temporally afier the second action.

10. {Previously Presented) The meothod of claim 1, wherein the runtime risk is
identilied based on matching rules and probabilistic weights and scores of performed actions on

the device,

. {Previously Presented) The method of claim 1, wherein the runtime risk is
identitied based on time proximity of the at least two performed actions of the action sequence

and natural affinity inferred between the at least twoe performed actions.
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12, {(Original) The method of ¢laim 1, further comprising:

assessing, by the processing device, that the at least two performed actions of the action
sequence describe a forensic chain of events based on a plurality of factors,

wherein the plurality of factors includes at least one of: ordered sequences, unordered
sequences, proximity analysis, outliers, probabilistic weights and scores, and probable action

inferences based on an application’s competency.

13, {Currently Amended) A system for assessing runtime risk for an application
program that executes on a device, comprising:

a rules database storing eonfigured-to-store a plurality of rules, wherein each rule
identifies an action sequence;

a policy database storing cenfipuredto-stere a plurality of assessment policies, wherein
cach assessment policy includes at least one rule of the plurality of rules; and

a runtime monpitor including a processing device eonfigured-to

identifying identfy, using at least one assessment policy, a runtime risk for an
application program that executes on a device, wherein the identified runtime risk indicates a risk

or threat of the identified action sequence of the application identifiesand predictsaspecifictype
efthreat, and

identifving identify a behavior score for the application program that executes on
the device based on the identified runtime risk, wherein
the action sequence is a sequence of at least two performed actions, and
each performed action is at least one of: a user action, an application action, and a system

action.
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14. (Original) The svstem of claim 13, wherein the user action is any form of explicit
input from & uscr of a computing system.
15, {Original) The system of claim 13, wherein the applicalion action is any activity

performed by the application initiated programmatically by a task in execution of a computing

System.

16. (Originaly The system of claim 13, wherein the system action is any operation

performed by a computing system on behatf of, or as a consequence of, a user action or

application action that changes the state of the computing system.

17.  {Original) The svstem of claim 13, wherein a {irst action of the at least two
performed actions is performed at a first time, and the second action of the at least two

performed actions is performed at a sccond time.

1%, {Original} The system: of claim 17, wherein
the first action is a uscr action,
the second action i3 a system action, and

the second time occurs alter the first time.
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19 {Original) The system of claim 17, wherein
the irst action is a user action,
the second action is an application action, and

the second time occurs after the first time,

20, {Original) The system of claim 17, wherein
the first action is an application action,
the second action is a system action, and

the second time occurs after the [irst Ume.

21 (Originaly The syster of claim 13, whercin

the action sequence includes three performed actions,

a first action of the three performed actions is a user action,

a second action of the three performed actions is ar application action,
a third action of the three performed actions is a system aclion,

the second action is performed temporally afier the first action, and

the third action is performed temporally after the second action,

22, {Previously Presented) The system of claim 13, wherein the runtime risk is
identified based on matching rules and probabilistic weights and scores of performed actions on

the device,
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23, (Original} The system ol claim 13, wherein the runtime risk is idenlified based on
time proximity of the at least two performed actions of the action sequence and natural affinity

inlerred between the at least two performed actions.

24, (Currenily Amended} The system of claim 13, whercin

the processing device assesses is-further-configured-to-assess that the at least two
pertormed actions of the action sequence describe a forensic cham of events based on a plurality
of factors, and

the plurality of factors includes al least one of: ordered sequences, unordered sequences,
proximity analysis, outlicrs, probabilistic weights and scores, and probable action inlerences

hased on an application’s compelency.
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AMENDMENTS TO THE DRAWINGS:

The attached drawing sheet includes changes to Fig. 1. 'This sheet, which includes Iig. 1,

replaces the original sheet including Fig. 1.

1 Replacement Sheet
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REMARKS

Favorable reconsideration of this application as presently amended, and in light of the
following discussion, is respectfully requested.

Claims 1-24 are pending in this application, Claims 1, 13, and 24 having been presently
amended, Support for amended Claims 1, 13, and 24 can be found, for example, in the claims,
drawings, and specification as originally filed.' No new matter has been added.

In the outstanding Office Action, the drawings and claims were objccted to duc to
informalities; Claims 1-24 were rejecled under 35 U.S.C. § 112, lirst paragraph; Claims 1-5, 10-
17, and 22-24 were rejected under 35 ULS.C. §102(b) as allegedly anticipated by Basavapatna ct

al. (U8, Patent Publication No. 2013/0096980; hercinatter “Basavapaina™); and Claims 06-9 and

18-21 were rejected under 35 U.S.C. §103{a} as allegedly unpatentable over Basavapatna.
Applicants acknowledge with appreeiation the courtesy of Examiner Patel in granting an
interview in this case with the Applicant and Applicant’s representative on November 8, 2013,
during which time the issucs in the outstanding Office Action were discussed as substantially
surmmarized hereinafter and alse on the Interview Summary Sheet, During the interview, the
drawing objection to Figure 1 was first discussed, and Applicant’s representative proposed
amending Figure | so that “Runtime Monitor,” “Rules Database.” and “Policy Database™ are
“Application Runtime Monitor,” “Action Sequence Rules Database,” and “Assessment Policy
Database,” respectively. The Examiner indicated that the proposed changes to Figure | would
likely overcome this issue. Accordingly, this response amends Figure 1 as discussed during the

infervicw,

' See paragraph [0031] of the specification.
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Next, the objection to Claim 13 was discussed, and the Examiner recommended
amending the phrase “configured to store” to be “'storing.” Claim 13 has been amended in
accordance with this suggestion. The phrase “configured to identify” is amended in a similar
manner, Thus, Applicant respectfully requests that this objection be withdrawn.

The 35 U.S.C. § 112, first paragraph, rejection was discussed next, and a proposed
amendment to Claim 1 was presented. Specifically, Applicant’s representative proposed
amending Claim 1 to recite that “the identified runtime risk indicates a risk or threat of the
identified action sequence of the application.” The Examiner stated that this amendment would
overcome the 35 1.8.C. § 112, first paragraph, rejection. In light of this indication, we have
amended Claim 1 to include the proposed amendment discussed during the interview,

Lastly, the arf rejections were discussed during the interview, and Applicant’s
representative explained how the cited reference fails to teach or suggest “identifying, using at
least one assessmend policy, a runtime risk for an application program that executes on a device,
wherein the identified runtime risk indicates a risk or threat of the identified action sequence of
the application,” as in Claim 1. The Examiner stated that he needs to more fully consider the
amendment and our arguments upon the submission of a formal response.

In respense to the rejections under 35 U.S.C. §§ 102 and 103, Applicant respectfudly
submits that amended Claim 1 recites novel features not taught or rendered obvious by the
applied reference.

Amended Claim 1 is directed to a method for assessing runtime risk for an application
program that executes on a device, including:

storing, in a rulfes database, a plurality of rules, wherein
each rule identifies an action sequence;
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storing, in a policy database, a plurality of assessment
policies, wherein each assessment policy includes at least one rule
of the plurality of rules;

identifying, using at least one assessment policy, a
runtime risk for an application program that executes on a
device, wherein the dentified runtime visk indicates a risk or
threat of the identified action sequence of the application; and

identifying, by a runtime maonitor inciuding a processing
device, a behavior score for the application program tiat
exectites on the device based on the identified runtime risk,

whercin

the action sequence is a sequence of at {east two performed
actions, and

cach performed action is at least one of® a user action, an
application aclion, and a system action.

independent Claim {3, although varying in claim scope and/or statutory class, recites
substantially similar features as Claim 1. Thus, the arguments presented below with respeet to
Claim | are also applicable to independent Claim 13,

The claims of the present application are directed towards a method and system for
assessing the runtime risk of an application program that executes on a device. To achieve this
assessment, rules that identity action sequences ol aclions performed by vsers, applications, or
svstems are used in assessment policies, which identify a runtime risk for an application progran
that executes on a device, and the identified runtime risk indicates a risk or threat of the
fdenttfied action sequence of the application. BHasavapatna, on the other hand, 1s directed
towards lesting potential countermcasures against known vulnerabilitics of systems {Abstract

assessment, but instead uses countermeasures that have been deployed. Basavapatna also docs
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nol identify a risk or threat of the identified action scquence of the application, but instead
assesses risk associated with known vulnerabilities,

Accordingly, Basavapatna fails to teach or suggest “identifying, vsing at least one
assessment policy, a runtime risk for an application program that executes on a device, wherein
the identified runtime risk indicates a risk ot threat of the identilied action sequence of the
applicalion,” as explained during the intervicw,

In addition, Applicant respectfully submits that Basavapatna fails to teach or suggest
“identifying, by a runtime monitor including a processing device, a behavior score for the
application progran: that executes on the device based on the identified runtime risk, wherein the
action sequence is a sequence ol at least two perlormed actions, and each performed action is at
least one of: a user action, an application action, and a system action.” as recited in Claim 1.

Paragraphs [0052-0054] of Basavapaina describe the caleulation of a risk score based on
the asscssment of the countermeasures against the vulnerability. Nowhere does Basavapalna
disclose a rules database including a plurakity of rules that identifics an action sequence, as
reciled in the claims. Instead, the rules in Basavapatna merely define a countermeasure, which
are security tools and safeguards designed Lo protect against known vulnerabilities (para. |0003]).

Furthermore, not only does Basavapatna fail to teach or suggest the rules identifying
action scquences, Basavapatna also fails to disclose or suggest action sequences generally.
Basavapatna does not teach or suggesl any sequence of performed actions, let alone 4 sequence
of performed actions where the performed actions are at least one of a user action, an application
action, and a system action, as recited in the claims. Thus, Basavapatna only assesses risk for
systems based on countermeasures put into place as selected and defined by the user. The

presently claimed invention, on the other hand, assesses risk of action sequences petlformed by
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the user, applications, ar the system, and thos can act as a runtime monitor that, in real-time,
correlates action sequences to detect threats, As the presently recited systems and methods do
not rely on known vulnerabilities, they may offer stronger protection against threats and more
accurate risk assessments.

Thus, Applicant respectfully submits that amended independent Claims 1 and 13 (and all
claims depending thercon) patentably distinguish over Basavapatna.

Accordingly, Applicant respectfully requests that the rejections under 35 U.S.C. §§ 102
and 103 be withdrawn.

Consequently, in view of the present amendment, and in lipht of the above discussion, the
pending claims as presented herewith are believed to be in condition {or formal allowance, and
an early and favorable action to that effeet is respectfully requested.

If the Examiner believes, for any reason, that personal communication will expedile
prosecution of this application, the Iixaminer is invited to telephone the undersigned at the
number provided.

If additional fees ave required lor any reason, pleasc charge Deposit Account No. 02-

4800 the necessary amount.

Respectfully submitted,

BUCHANAN INGERSOLL & ROONEY PC

Date: November 12. 2013 Ry:

o

-Dcrck P. Benke
Registration No, 36,944

Custoner No. 21839
703 836 6620
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Application No. Applicant(s)

) . ) 13/741.878 KUMAR. SRINIVAS
Applicani-Initiated Interview Summary _ )

Examiner Art Unit

HARESH N. PATEL 2493

All participants {applicant, applicant’s representative, PTCO perscnnel):

(1) HARESHN. PATEL. (3)

(2) Mr. Derek P. Benke, Registration No, 56.944. (4) _

Date of Interview: 08 November 2013.

Type: B Telephonic [ Video Conference
(] Personal [copy given to: [ ] applicant [] applicant's representative]

Exhibit shown or demonstration conducted: [ Yes No.

If Yes, brief description:

lssues Discussed [ J101 1112 X102 []103 [Cthers

fhar each of the chevked hogiesy above. plesse deseribo below the issue and detailed deseciption of the diseussion)
Claim(s) discussed: 1 and 13.

Identification of pricr art discussed: _Basavapaina et gl. 2013/0096980 .

Substance of Interview
{bar vach issue discussed. provide o detatled deseeiption and indicate iCageeement was reached. Some topics may inelude: identitication or claritication of a
refervney or a portion teeeof, claim imerpretadon. proposed amendments, aveuments of any applivd relerenees e

During the interview, the drawing objection to Figure 1 was first discussed. and Applicant’s reprasentative proposed
amending Figure 1 so that "Runtime Monitor," "Rules Database " and "Paolicy Database” are "Application Runtime
Monitor." "Acticn Sequence Rufes Dalabase.” and "Assessment Policy Database ' respectively. The Examiner
indicated that the proposed changes to Fiqure | would likely overcome this issue. Nexi. the objection fc Claim 13
was discussed, and the Fxaminer recommended amending the phrase "configured to siore” fo be 'sforing.” Claim 13
has heen ameanded in accordance wilh this suggestion. The phrase "confiqured fo identify" is amended in a similar
manner. The 35 U.5.C. § 112, first paragraph. rejection was discussed next, and a proposed amendment fo Claim 1
was presented. Specifically, Applicant's representative proposed amending Claim 1 to recite that "the ideniified
runtime risk indicates a risk or threat of the identified action seguence of the application.” The Examiner stated thar this
amendment would overcome the 35 U.S5.C. § 112, first paragraph, rejection. L astly, the art rejections were discussed
during the mierview, and Applicant's representative explained further claim amendments dated 11/12/13 in view of the
cited references, which require further consideration and/or search.

Applicant recordation instructions: The formal written reply 1o the last Office action must include the substance of the interview (Ses MPEP
section Y13.04). If a reply to the last Office action has already been filed. applicant is given a nen-extendakble pened of the longer of one month er
thirty days from this interview date. or the mailing date of this interview summary form. whichever is later. to file a staterment of the substance of the
interview

Examiner recordation instructions: Examiners must summarize the substance of any interview of record. A complete and praper recordation of
the substance of an interview should include the items listed in MPEP 713.04 for complete and proper recordation including the identification of the
general thrust of each argument or issue discuszed. a general indication of any other pertinent matters discussed regarding patentability and the
general resulis or outceme of the interview, to include an indication as to whether or not agreement was reached on the issues raised.

[ Attachment

HARESH N PATEL!
Primary Examinar. Art Unit 2483

« foPamont and Crader-ark Drtioe

PTOL-413 (Rev. 811:2010) Interview Summary Paper No. 20131115
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Summary of Record of Interview Requirements

Manual of Patent Exammlng Procedure (MPEP) SEctlon 713.04, Substance of |I"IIEWIEW Must be Made 01' Record

Title 37 Code of Federal Requlations {CFRY § 1.133 Interviews
Farag-an- o

lec atthe ivle v ow as
1035 (35 U5 G 138
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The action of the Patent and Trademark Office cannot be based exclusively on the written record in the Office if that record iz itself
incomplete through the failure to record the substance of interviews.

Itic the responsibility of the applicant or the attorney or agent to make the substance of an interview of record in the application file. unless
the examiner indicates he or she will do so. [ is the examiner's responsibility to see that such a recerd is made and te correct material inaccuracies
which bear directly an the question of patentability

Examiners must complete an Interview Summary Form for each interview held where a matter of substance has been discussed during the
interview by checking the apprepriate boxes and filling in the blanks. Discussions regarding only precedural matters. directed solely to restriction
requirements for which interview recordation is otherwise provided for in Section 812.01 of the Manual of Patent Examining Procedure. or pointing
out typographical errors or unreadable script in Office actions or the like. are excluded from the interview recordation procedures below. Where the
substance of an interview is completely recorded in an Examiners Amendment. no separate Interview Summary Record is required

The Interview Summary Form shall be given an appropriate Paper No.. placed in the right hand portion of the file, and listed on the
"Contents™ saction of the file wrapper. Ina personal intarview, 3 duplicate of the Formis given to the applicant {or atlorney or agent) at the
conclusion of the interview. In the case of a telephene or video-canferenco interview, the copy is mailed to the applicant's corespondonce addross
either with or prior to the next official communication. If additional correspandence from the examiner is not likely before an allowance or if cther
circumsiances dictate. the Form should be mailed promptly after the interview rather than with the next official communication.

The Form provides for recordation of the fellowing information:
Application Number {Series Code and Serial Number)
—Name of applicant
Name of examiner
Date of interview
- Type of interview {telephonic. video-conference. or personal)
—Mame of participant(s) (applicant. attorney or agent. examiner. ather PTO personnel. etc.)
Anindication whether or net an exhibit was shown or a demonstration conducted
An identification of the specific prier art discussed
— Anindication whether an agreement was reached and if zo0. a descniption of the general nature of the agreement [may be by
attachment of a copy of amendments or claims agreed a= being allewakle). Meote: Agreement as to allowakbility 15 tentative and does
not restrict further action by the examiner 1o the contrary
The signature of the examiner who conducted the interview {if Form is not an attachment 1o a signed Office action)

It 15 desirable that the examiner crally remind the applicant of his ar her obligation to record the substance of the interview of each case. It
should be noted. however. that the Interview Summary Form will not normally be considered a complete and proper recordation of the interview
unless it includes, or is supplemented by the applicant or the examiner to include, all of the applicable lems required below concerning the
substance of the interview

A complete and proper recordation of the substance of any interview should include at least the following applicable items:

1) A brief description of the nature of any exhibit shown ar any demanstration conducted.

2) an identification of the claims discussed.

3) an identification of the specific prior art discussed.

4) an identification of the principal preposed amendments of a substantive nature discussed. unless these are already described on the

Interview Summary Form completed by the Examiner,

5) a brief identification of the general thrust of the principal arguments presented to the examiner,

{The identification of arguments need not be lengthy or elaborate. A verbatim or highly detailed description of the arguments is not
required. The identification of the arguments is sufficient if the general nature or thrust of the principal arguments made 1o the
examiner can be understond in the context of the application file. ©f course. the applicant may desire to emphasize and fully
describe thoze arguments which he or she feels were or might be persuasive to the examiner )

8) a general indication of any other pertinent matters discussed, and

7y if appropriate, the general results or outcome of the interview unless already described in the Interview Summary Form completed by

the examiner.

Examiners are expecied to carefully review the applicant' s record of the subsiance of an interview. |1 the record is not complete and
accurate. the examiner will give the applicant an extendable one manth time period to correct the record

Examiner to Check for Accuracy

IT they elaims are allowable for othor rieasons of rocord, the examiner should sond 4 letter setting forth thi: examiner's voersion of the
statement attributed to him or her. If the record is complete and accurate, the examiner should place the indication, "Interview Record OK” an tha
paper recording the substance of the interview along with the date and the examiner's initials.
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Application No. Applicant{s)
Advisory Action 13/741,878 KUMAR. SRINIVAS
Before the Filing of an Appeal Brief | Examiner Art Unit AlA (First Invertar {o File) Status
HARESH N. PATEL 2493 No

~The MAILING DATE of this communication appears on the cover sheef with the correspondence address --

THE REPLY FILED 12 November 2013 FAILS TG PLACE THIS APPLICATION IN CONDITION FOR ALLOWANCE.
NO NOTICE OF APPEAL FILED
1. X The reply was filed after a final rejection. Mo Motice of Appeal has been filed. To avoid abandonment of this application. applicant must imely file
one of the fellowing replies: (1) an amendment, affidavit, or other evidence, which places the application in condition fer allewance;
{2) a Notice of Appeal {with appeal fee} in compliance with 37 CFR 41.31, or (3} a Reguest for Continued Examination (RCE} in compliance with
37 CFR 1.114 if this is a utility or plant application. Nete that RCEs are not permitted in design applications. The reply must be filed within one of
the following time periods:
a) D The period for reply cxpires menihs from the mailing dale of the final rejection.
o)) EI The pernod for reply expires an: (1) the mailing date of this Advizory Action: or (2) the date set forth in the final rejection. whichever iz later.
In no event. however. will the statutory period for reply expire later than SIX MONTHS from the mailing date of the final rejection.
c) D A prior Advisory Action was mailed more than 3 months after the mailing date of the final rejection in response 1o a first after-final reply filed
within 2 menths of the mailing date of the final rejection. The current peried for reply expires menths from the mailing date of
the prior Advisory Action or SIX MONTHS from the mailing date of the final rejection, whichever s earlier
Examiner Note: If box 1 is checked, check either box {a), (b} or {c). ONLY CHECK BOX (b) WHEN THIS ADVISORY ACTION IS THE
FIRST RESPONSE TO APPLICANT'S EIRST AFTER-FINAL REPLY WHICH WAS FILED WITHIN TWO MONTHS OF THE FINAL
REJECTICN. ONLY CHECK BOX (c) IN THE LIMITED SITUATION SET FORTH UNDER BOX (). See MPEP 706.07(f)
Exlensions of ime may be oblained under 37 CFR 1.136(a). The date on which the pelition under 37 CFR 1.136(a) and lhe appropriale
extension fee have been filed is the date for purposes of determining the period of extension and the corresponding amaunt of the fee. The
appropriale cxlension fee under 37 CFR 1.17(a) is calculaled frem: {1} the cxpiration date of the shortened statulery peried for reply originally
set in the final Office action; ar (2] as set forth in (b} or (c] above, if checked. Any raply received by the Cffice later than three manths after the
mailing date of the final rejection, even if timely filed, may reduce any earned patent term adjustment. See 37 CFR 1.704(b).
NOTICE OF APPEAL
2. [] The Notice of Appeal was filed on A brief in compliance with 37 CFR 41.37 must be filed within two months of the date of filing the
Motice of Appeal (37 CFR 41.37(a)), or any extension thereof {37 CFR 41.37{e)), to avoid dismissal of the appeal. Since a Motice of
Appeal has been filed, any reply must be filed within the lime period set forth in 37 CFR 41.37(a).
AMENDMENTS
3. E The proposed amendments filed after a final rejection. but prior to the date of filing a brief, will net be entered because
a) E They raise new issues that would require further consideration andier search {see NOTE below);
s)] [:l They raise the issue of new matter {see NCTE below);
c) [:l They are not deemed to place the application in better form for appeal by materially reducing or simplifying the issues for
appeal; andior
d) Ol They present additional claims without canceling a corresponding number of finally rejecled claims.
NOTE: See Centinualion Sheel. (Sce 37 CFR 1.116 and 41.33(a)).
4. |:] The amendments are not in compliance with 37 CFR 1.121. See attached Notice of Non-Compliant Amendment (PTOL-324).
5. D Applicant's reply has overcome the following rejection{s):

6. D Mewly proposed or amended claimis) would be allowable if submitted in a separate, timely filed amendment canceling the nan-
allowable claim(s)

7.4 For purposes of appeal. the proposed amendment(s): (a) P4 will nol be entered, or (b) [] will be entered. and an explanation of how the
new or amended claims would be rejecled is provided below or appended.

AFFIDAVIT OR CTHER EVIDENCE

8. D A declaration(s)/affidavit{s) under 37 CFR 1.130(b} was/were filed on

g, [7] The affidavil or other evidence filed after final action, but before or on the date of filing a Notice of Appeal will not be entered because
applicant failed to provide a showing of geod and sufficient reasens why the affidavit or other evidence is necessary and was not earlier
presented. See 37 CFR 1.116(e).

10. [0 The affidavit or cther evidence filed after the date of filing the Notice of Appeal, but prior 1o the date of filing a brief, will nat be entered
hecause the affidavit or other evidence failed to ovarcome all rejections under appeal and/or appellant fails 1o provide a showing of good
and sufficient reasons why it is necessary and was nol carlier presented. See 37 CFR 41.33(d)(1).

11. ] The affidavit ar cther evidence is entered. An explanation of the status of the claims after entry is below or attached.

REQUEST FOR RECONSIDERATION/OTHER

12 [ The request for reconsideration has been considered but does NCT place the application in condition for allowance because:

12. ] Note the attached Information Disclosure Statemeni(s). (PTC/SB/08) Paper No(s).
14, [J Other: .
STATUS OF CLAIMS
15. The slatus of the claim(s) is {or will be) as follows:
Claim{s) allowed:
Claim{s) objected lo:
Claim{s) rejected: 1-22.
Claim(s) withdrawn frcm consideralion:

HARESH N PATEL/
Primary Examiner, Art Unit 2493

U.5. Patent and Trademark Office
PFTOL-303 (Rev. 08-2013) Advisory Action Before the Filing of an Appeal Brief Far of Paper No. 20131115
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Continuation Sheet (PTOL-303) Application No. 13/741,878

Continuation of 3. NOTE: the claims 1-24 are rejactad with the cited prior arts of the final office action, dated 8/15/13. Applicant
proposed amending the rejected claimed subject matter, with additional limitations. for example, identifying by a runtime meniter a
behavior score. etc, which require further consideration and’or search.

Palo Alto Networks - Exhibit 1002
Palo Alto Networks v. Taasera - IPR2023-00704
Page 151 of 234



Application No. Applicant(s)

) . ) 13/741.878 KUMAR. SRINIVAS
Applicani-Initiated Interview Summary _ )

Examiner Art Unit

HARESH N. PATEL 2493

All participants {applicant, applicant’s representative, PTCO perscnnel):

(1) HARESHN. PATEL. (3)

(2) Mr. Derek P. Benke, Registration No, 56.944. (4) _

Date of Interview: 08 November 2013.

Type: B Telephonic [ Video Conference
(] Personal [copy given to: [ ] applicant [] applicant's representative]

Exhibit shown or demonstration conducted: [ Yes No.

If Yes, brief description:

lssues Discussed [ J101 1112 X102 []103 [Cthers

fhar each of the chevked hogiesy above. plesse deseribo below the issue and detailed deseciption of the diseussion)
Claim(s) discussed: 1 and 13.

Identification of pricr art discussed: _Basavapaina et gl. 2013/0096980 .

Substance of Interview
{bar vach issue discussed. provide o detatled deseeiption and indicate iCageeement was reached. Some topics may inelude: identitication or claritication of a
refervney or a portion teeeof, claim imerpretadon. proposed amendments, aveuments of any applivd relerenees e

During the interview, the drawing objection to Figure 1 was first discussed. and Applicant’s reprasentative proposed
amending Figure 1 so that "Runtime Monitor," "Rules Database " and "Paolicy Database” are "Application Runtime
Monitor." "Acticn Sequence Rufes Dalabase.” and "Assessment Policy Database ' respectively. The Examiner
indicated that the proposed changes to Fiqure | would likely overcome this issue. Nexi. the objection fc Claim 13
was discussed, and the Fxaminer recommended amending the phrase "configured to siore” fo be 'sforing.” Claim 13
has heen ameanded in accordance wilh this suggestion. The phrase "confiqured fo identify" is amended in a similar
manner. The 35 U.5.C. § 112, first paragraph. rejection was discussed next, and a proposed amendment fo Claim 1
was presented. Specifically, Applicant's representative proposed amending Claim 1 to recite that "the ideniified
runtime risk indicates a risk or threat of the identified action seguence of the application.” The Examiner stated thar this
amendment would overcome the 35 U.S5.C. § 112, first paragraph, rejection. L astly, the art rejections were discussed
during the mierview, and Applicant's representative explained further claim amendments dated 11/12/13 in view of the
cited references, which require further consideration and/or search.

Applicant recordation instructions: The formal written reply 1o the last Office action must include the substance of the interview (Ses MPEP
section Y13.04). If a reply to the last Office action has already been filed. applicant is given a nen-extendakble pened of the longer of one month er
thirty days from this interview date. or the mailing date of this interview summary form. whichever is later. to file a staterment of the substance of the
interview

Examiner recordation instructions: Examiners must summarize the substance of any interview of record. A complete and praper recordation of
the substance of an interview should include the items listed in MPEP 713.04 for complete and proper recordation including the identification of the
general thrust of each argument or issue discuszed. a general indication of any other pertinent matters discussed regarding patentability and the
general resulis or outceme of the interview, to include an indication as to whether or not agreement was reached on the issues raised.

[ Attachment

HARESH N PATEL!
Primary Examinar. Art Unit 2483

« foPamont and Crader-ark Drtioe

PTOL-413 (Rev. 811:2010) Interview Summary Paper No. 20131115
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Summary of Record of Interview Requirements

Manual of Patent Exammlng Procedure (MPEP) SEctlon 713.04, Substance of |I"IIEWIEW Must be Made 01' Record

Title 37 Code of Federal Requlations {CFRY § 1.133 Interviews
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The action of the Patent and Trademark Office cannot be based exclusively on the written record in the Office if that record iz itself
incomplete through the failure to record the substance of interviews.

Itic the responsibility of the applicant or the attorney or agent to make the substance of an interview of record in the application file. unless
the examiner indicates he or she will do so. [ is the examiner's responsibility to see that such a recerd is made and te correct material inaccuracies
which bear directly an the question of patentability

Examiners must complete an Interview Summary Form for each interview held where a matter of substance has been discussed during the
interview by checking the apprepriate boxes and filling in the blanks. Discussions regarding only precedural matters. directed solely to restriction
requirements for which interview recordation is otherwise provided for in Section 812.01 of the Manual of Patent Examining Procedure. or pointing
out typographical errors or unreadable script in Office actions or the like. are excluded from the interview recordation procedures below. Where the
substance of an interview is completely recorded in an Examiners Amendment. no separate Interview Summary Record is required

The Interview Summary Form shall be given an appropriate Paper No.. placed in the right hand portion of the file, and listed on the
"Contents™ saction of the file wrapper. Ina personal intarview, 3 duplicate of the Formis given to the applicant {or atlorney or agent) at the
conclusion of the interview. In the case of a telephene or video-canferenco interview, the copy is mailed to the applicant's corespondonce addross
either with or prior to the next official communication. If additional correspandence from the examiner is not likely before an allowance or if cther
circumsiances dictate. the Form should be mailed promptly after the interview rather than with the next official communication.

The Form provides for recordation of the fellowing information:
Application Number {Series Code and Serial Number)
—Name of applicant
Name of examiner
Date of interview
- Type of interview {telephonic. video-conference. or personal)
—Mame of participant(s) (applicant. attorney or agent. examiner. ather PTO personnel. etc.)
Anindication whether or net an exhibit was shown or a demonstration conducted
An identification of the specific prier art discussed
— Anindication whether an agreement was reached and if zo0. a descniption of the general nature of the agreement [may be by
attachment of a copy of amendments or claims agreed a= being allewakle). Meote: Agreement as to allowakbility 15 tentative and does
not restrict further action by the examiner 1o the contrary
The signature of the examiner who conducted the interview {if Form is not an attachment 1o a signed Office action)

It 15 desirable that the examiner crally remind the applicant of his ar her obligation to record the substance of the interview of each case. It
should be noted. however. that the Interview Summary Form will not normally be considered a complete and proper recordation of the interview
unless it includes, or is supplemented by the applicant or the examiner to include, all of the applicable lems required below concerning the
substance of the interview

A complete and proper recordation of the substance of any interview should include at least the following applicable items:

1) A brief description of the nature of any exhibit shown ar any demanstration conducted.

2) an identification of the claims discussed.

3) an identification of the specific prior art discussed.

4) an identification of the principal preposed amendments of a substantive nature discussed. unless these are already described on the

Interview Summary Form completed by the Examiner,

5) a brief identification of the general thrust of the principal arguments presented to the examiner,

{The identification of arguments need not be lengthy or elaborate. A verbatim or highly detailed description of the arguments is not
required. The identification of the arguments is sufficient if the general nature or thrust of the principal arguments made 1o the
examiner can be understond in the context of the application file. ©f course. the applicant may desire to emphasize and fully
describe thoze arguments which he or she feels were or might be persuasive to the examiner )

8) a general indication of any other pertinent matters discussed, and

7y if appropriate, the general results or outcome of the interview unless already described in the Interview Summary Form completed by

the examiner.

Examiners are expecied to carefully review the applicant' s record of the subsiance of an interview. |1 the record is not complete and
accurate. the examiner will give the applicant an extendable one manth time period to correct the record

Examiner to Check for Accuracy

IT they elaims are allowable for othor rieasons of rocord, the examiner should sond 4 letter setting forth thi: examiner's voersion of the
statement attributed to him or her. If the record is complete and accurate, the examiner should place the indication, "Interview Record OK” an tha
paper recording the substance of the interview along with the date and the examiner's initials.
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Patent
Attorney Docket No. 0079152-000017-T1

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE
In ve Patent Application of MAIL STOP AF
Kumar, Srinivas Group Art Unit: 2493
Application No.: 13/741,878 Examiner: Patel, Haresh N

Filed: January 15, 2013 Confirmation No.: 4039
For:  Rumtime Risk Detection Based on User,
Application, and System Action

Sequence Correlation

)
)
)
)
)
)
)
)
)
)
)
AMENDMENT UNDER 37 C.F.R. § 1.116

Commissioner for Patents
P.O. Box 1450
Alexandria, VA 22313-1430
Madam:

In response to the final Office Action dated August 135, 2013, please amend the above-

identificd patent application as follows;

OK TO ENTER: H.P./ {11/15:2013)
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Doc Code: TRACK1.REQ
Document Description: TrackOne Request

PTCNSRA24 (12-11)

CERTIFICATION AND REQUEST FOR PRIORITIZED EXAMINATION
UNDER 37 CFR 1.102(e) (Page 1 of 1)

E\rffj}#}l{fy(zd KU mar, Srin iVHS LI'(\Irz)(;w\lﬁrr:))\.ris;i()rmI Application Numbaor (if 1 3!741 ,878
Title: of iy . .
oo System for and a Method of Cognitive Behavior Recognition

APPLICANT HEREBY CERTIFIES THE FOLLOWING AND REQUESTS PRIORITIZED EXAMINATION FOR
THE ABOVE-IDENTIFIED APPLICATION.

1. The processing fee set forth in 37 CFR 1.17()), the prioritized examination fee set forth in 37
CFR 1.17(c), and if not already paid, the publication fee set forth in 37 CFR 1.18(d) have been
filed with the request. The basic filing fee, search fee, examination fee, and any required
excess claims and application size fees are filed with the request or have been already been
paid.

2. The application contains or is amended to contain ng mere than four independent claims and
no more than thirty total claims, and no multiple dependent claims.

3. The applicable box is checked below:

. 1 Original Application (Track One) - Prioritized Examination under § 1.102(e}{(1)

i. (a) The applicaticn is an original nonprovisional utility application filed under 35 U.S.C. 111(a).
This certification and request is being filed with the utility application via EFS-Web.
DR
(b) The application is an original nonprovisional plant application filed under 35 U.3.C. 111(a).
This certification and request is being filed with the plant application in paper.

i. Anexecuted oath or declaration under 37 CFR 1.63 is filed with the application.

| ;7 Reqguest for Continued Examination - Prioritized Examination under § 1.102{e)(2)

i. A request for continued examination has been filed with, or prior to, this form.

ii. Ifthe application is a utility application, this certification and request is being filed via EF5-Web.

iii. The application is an original nonprovisional utility application filed under 35 U.5.C. 111(a), or is
a national stage entry under 35 U.S.C. 371.

iv. This certification and request is being filed prior to the mailing of a first Office action responsive
to the request for continued examination.

v. No pricr request for continued examination has been granted prioritized examination status
under 37 CFR 1.102(e)(2).

signare 1 DETEK P. Benke/ s DECEMber b5, 2013
e DETEK P. Benke st Nuroer 56,944

Node: Signatures of alf fhe invenfors or assigrees of rocord of the orfire Interest or thelr roprosentativels) are roqguimd i aceordance with
37 CFR1.33 and 11.18. Please see 37 CFR 1.4{d) for the form of the signalure. If necessary, submil multiple forms for more than one
signature. see befow*.

D "Total of

forms sare: submitted.
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your
submission of the attached form related to a patent application or patent. Accerdingly, pursuant to the requirements of
the Act, please be advised that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b)(2}; {2)
furnishing of the information solicited is voluntary; and (3) the principal purpose for which the infarmation is used by the
U.S. Patent and Trademark Office is to process andfor examine your submission related to a patent application or
patent. If you do not furnish the reguested information, the U.S. Patent and Trademark Cffice may not be able to
process and/or examine your submission, which may result in termination of proceedings or abandonment of the
application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1. The information on this form will be treated confidentially to the extent allowed under the Freedom of
Information Act (5 U.8.C. 552) and the Privacy Act (5 U.S.C b52a). Reccrds from this system of recards may
be disclosed to the Department of Justice to determine whether disclosure of these records is required by the
Freedom of Information Act.

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence
to a court, magistrate, or administrative tribunal, including disclosures to cpposing counsel in the course of
settlement negotiations.

3. Arecord in this system of records may be disclosed, as a routine use. to a Member of Congress submitting a
request invalving an individual, to whom the record pertains, when the individual has requested assistance from
the Member with respect to the subject matter of the record

4. A record in this system of records may be disclosed, as a routine use. to a contractor of the Agency having
need for the information in order to perform a contract. Recipients of information shall be required to comply
with the requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a{m}.

5. A record related to an Intermational Application filed under the Patent Cooperation Treaty in this system of
records may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property
Organization, pursuant to the Patent Cooperation Treaty.

6. A record in this system of records may be disclosed, as a routine use, to ancther federal agency for purposes
of National Security review (35 U.5.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C.
218(ch).

7. A record from this system of records may be disclosed, as a routine use, to the Administrator, General
Services, or hisfher designee, during an inspection of records conducted by GSA as part of that agency’s
rasponsibility to recommend improvements in records management practices and programs, under authority of
44 U S C 2904 and 2908 Such disclosure shall be made in accordance with the GSA regulations governing
inspection of records for this purpose. and any other relevant (i.e., GSA or Commerce) directive. Such
disclosure shall not be used to make determinations about individuals.

8. A record from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151, Further, a
record may be disclosed. subject to the limitations of 37 CFR 1.14, as a routine use. to the public if the record
was filed in an application which became abandoned or in which the proceedings were terminated and which
application is referenced by either a published application, an application open to public inspection or an issued
patent

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulatian.

Page 2
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Approvao for Lss-h-oug- 70059 W
ok O LS SEPAUVENT O- COMM=
fos onless it diso says sva 3 SVEB ootro noroer

LS Paterlacd I
Jnde e Papeswork Bodusl oo Act ol "985 no persons sve e, red torospond 1o os coleclon ol o

Docket Number (Optienal)

PETITION FCR EXTENSICN CF TIME UNDER 37 CFR 1.136(a)
0079152-000017-T1

Application Number 13/741,878 Filed January 15, 2013
For System for and a Method of Cognitive Behavior Recognition
Art Unit 2493 Examiner Patel, Haresh N

This is a request under the provisions of 37 GFR 1.136(a) to extend the peried for filing a reply in the above identified application.

The requested extension and fee are as follows (check time period desired and enter the appropriate fee below):

Large Fees Small Fee Micro Fee
DX] one menth (37 cFR 1.17@)1) 5200 5100 550 5 100.00
L] Two month (37 CFR 1.17(a)(2)) $600 $300 $150 $
D Three manth (37 CFR 1.17{ax3) $1.400 S700 $350 %
D Four menth (37 CFR 1.17{a){4}) S2.200 $1.,100 $550 %
|:| Five month (37 CFR 1.17(a)(5}) $3,000 $1.,500 $750 $

@ Applicant claims small entity status. See 37 CFR 1.27.

|:| A check in the amount of the fee is enclosed.

& Payment by credit card. .

|:| The Director has already been autharized to charge fees in this application to a Deposit Account.

@ The Director is hereby authorized to charge any fees which may be required, or credit any overpayment, to
Deposit Accaunt Number 02-4800

& Payment made via EFS-Web

WARNING: Information on this form may become public. Credit card information should not be included on this form.
Provide credit card infermation and authorization on PTO-2038.

I'am the |:| applicant.

@ attorney or agent of record. Registration number 56,944.

|:| attorney or agent acting under 37 CFR 1.34. Registration number.

/Derek P. Benke/ December 5, 2013
Signature Cate
Derek P. Benke 703-836-6620
Type or printed name Telephone Number
NOTE: "~ 5o ke s gnec orcarce wih 37 55000 38 Sec 37 S50 0 A o sigraloce resuirerie-ls anc corlfical sns. Soom il ple losrs
O 1UAn oNe B gnEtLte S roguites. See pe ow’

Total of __ forms are submitted.

~ g5 rolection of infomat an s -ecuired by 37 GFRE 1 13530 The niormztios is -ee. -ec o chta - or reszi- @ oeng’it oy the a.n owhin- stoflaia-c oy
tme LGP 00 ovarnad oy 35 LS80 127 a-c 3/ OTRE 1 a-d 1 12 T~ s oolact onis estimated to ke 8
Tinwes o complele. ne oding gal-orng. oreoar ng submill ng the corpleles appli lorr o cthe JEP 1S T maw Dvary dope-o ng oo 0o
rooviced sase Acycorrons or hoe oo ofie you oo e 1B oo et I s T areior suggesl oos ot reaucivg 1t s ooroer shoo o be sesl o the

n Off e L5 Patens 'ace’r.‘erk Tffea 5 Danatren Cormearce, PO Rox 1457 Alexandqda, VA PRI - 2hil 20 NOT
POOMELE TES FOAVS "0 IS ALLESS. BEND TO: Commissicner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450,

Chig® 1o
SENL -EE
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Anoroved ‘or use toro.gh 07 AL
Olles: 5 D=2AF M= \I u*uuVVt lut

J5 alentunc race
e e Paperwork Hedusl on Act ol "G9S no persons @re roal red worespond oo coleclon sl o ©onless it rorlans a valic O3 ooolo nurmber
RequeSt Application Number 13/741,878
For Fil Dat J 15, 2013
. . . iing Late anuary
Continued Examination (RCE) :
Transmitta| First Named Inventor Kumar, Srinivas
Address to: ;
2493
Mail Stop RGE Art Unit
Commissioner for Patents Examiner Name Patel, Haresh N
P.O. Box 1450
Alexandria, VA 22313-1450 Attorney Docket Number | 0079152-000017-T1

This i1s a Request for Continued Examination {RCE) under 37 C.F.H. § 1.114 of the above-identified application.
Reguest for Continued Examination (RCE} practice under 37 CFR 1.114 does not apply to any utility ar plant application filed prior to June 8,
1995, or 1o any design application. See Instruction Sheet far RCEs (not to be submitted to the USPTO) on page 2

| Submissicn required under 37 €.F.R. 1.114 |Note: If the RCE is proper, any previously filed unentered amendments and

amendments enclosed with the RCE will be entered in the order in which they were filed unless applicant instructs otherwise. |f
applicant does not wish 1o have any previously filad unentered amendment{s) entered, applicant must request nan-entry of such
amendmentis}.

a g Previously submitted. If a final Office action is outstanding, any amendments filed after the final Office action may be
considered as a submission even if this box is not checked.

i |Z| Consider the arguments in the Amendment Under 37 C.F.R. § 1.116 previously filed on_November 12, 2013

il D Other
b D Enclosed

i |:| Amendment/Reply Il |:| Information Disclosure Statement {IDS)
il D Alffidavit{s)/Declaration(s) v, |:| Cther
2.
a. Suspension of action on the above-identified application is requested under 37 C.F.R. 1.103(c) for a
period of monihs. iPorsd ol sospers onsecal nol excees 3 ronths: —ee under 37 SR L1 1T og. ea)

o. l:l Other

3. The RGE fes under 37 G.F.R. 1.17 (8) is required by 37 C.F.R. 1.114 when RCE is filed.

a The Directar 15 hereby authorized to charge any additional fees, any underpayment of fees, or credit any overpayments, to
Deposit Account No. 02-4800.

i & RCE fee reguired under 37 C.F.R. 1.17 (e}

ii EEmensicn of lime fee (37 C.F.R. 1.136 and 1.17}

i [ ] oter
b. D Check inthe amoumtof § _ enclosed

C. @ Payment by credit card

WARNING: Information on this form may become public. Credit card information should not be included on this form. Provide credit
card information and autheorization on PTO-2038.

SIGNATURE OF APPLICANT. ATTORNEY., OR AGENT REQUIRED

Signature /Derek P. Benke/ Date December 5, 2013
Name (Print‘Type) Derek P. Benke Registration No. | 56,944

CERTIFICATE OF MAILING OR TRANSMISSION

| hereby centify that this conespondence is being deposited with the United States Postal Service with suHicient postage as first class mail in an envelope
addressed 1o: Mall Stop HCL. Commissioner for Patents, PO, Box 1450, Alexandria, VA 22313-1450 o1 facsimile bansmitted to the WS, Patent and
lademalk Oflice onthe date shown below.

Signature

Name (Print/Type) ] Date I

Trig oo acton of icforraton s requives by 375 SCR 10 £ The informat on s required o o':t in of teta - a haneft oy me pun o
H i uor'JolIllysgvc oo oy 35 L S E 22 are 37 TF ‘45‘1-‘1 Trsrolovlion s o
wing the compleled aooizal on lorr o cthe LS50 7 rowll vary depeeng
TooyoU Teds re oo ele Ios lorr sndior augu,.:lums wrroceeng s burden shou o be sent o cthe Soel Inlosmal sn Qe
Tffca 5. DenatTest of Dommene, S0 Sox t4hD Alaxaccca VACRPHIG-14RT SO NOT SPNT TTIS O3 COVPITTY S
|—H- AZLHESS. SEND TO Mail Stop RCE, Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313- 1450
if you need assistance in compa’e!mg the form, call 1-800-PTQ-8198 and se.fec( option 2.
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Electronic Patent Application Fee Transmittal

Application Number:

13741878

Filing Date:

15-Jan-2013

Title of Invention:

Runtime Risk Detection Based on User, Application, and System Action
Sequence Correlation

First Named Inventor/Applicant Name:

Srinivas KUMAR

Filer:

Derek P. Benke/Shaunna LLoyd

Attorney Docket Number:

0079152-000017

Filed as Small Entity

Utility under 35 USC 111 (a) Filing Fees

Description Fee Code Quantity Amount SUE-;;;;]I in
Basic Filing:
Reguest for Pricritized Examination 2817 1 2000 2000
Pages:
Claims:
Miscellaneous-Filing:
PROCESSING FEE, EXCEPT PROV. APPLS. 2830 1 70 70

Petition:

Patent-Appeals-and-Interference:

Post-Allowance-and-Post-Issuance:
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Description Fee Code Quantity Amount Suz_;;(t;]l in
Extension-of-Time:
Extension - 1 month with 50 paid 2251 1 100 100
Miscellaneous:
Reguest for Continued Examination 2801 1 aon a0
Total in USD (%) 2770
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Electronic Acknowledgement Receipt

EFS ID: 17577860
Application Number: 13741878
International Application Number:
Confirmation Number: 4039

Title of Invention:

Runtime Risk Cetection Based on User, Application, and System Action
sSequence Correlation

First Named Inventor/Applicant Name:

Srinivas KUMAR

Customer Number:

21839

Filer:

Derek P, Benke/Shaunna LLoyd

Filer Authorized By:

Derek P, Benke

Attorney Docket Number: 0079152-000017
Receipt Date: 05-DEC-2013
Filing Date: 15-JAN-2013
Time Stamp: 15:25:10

Application Type:

Utility under 35 USC 111{a)

Payment information:

Submitted with Payment yes
Payment Type Credit Card
Payment was successfully received in RAM $2770

RAM confirmation Number 2164
Deposit Account 024800

Authorized User

BENKE, DEREK

The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpayment as follows:

Charge any Additional Fees required under 37 C.F.R Section 1.16 (Matiocnal application filing, search, and exarmination fees)

Charge any Additional Fees required under 37 C.F.R. Section 1.17 (Patent application and reexamination processing fees)
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Charge any Additional Fees required under 37 CF.R. Section 1.19 (Document supply fees)

Charge any Additional Fees required under 37 C.F.R, Section 1.20 (Fast Issuance fees)

Charge any Additional Fees required under 37 C.F.R. Section 1.21 {Miscellaneous fees and charges)

File Listing:

Document L . File Size(Bytes)/ Multi Pages
Document Description File Name A . .
Number Message Digest Part f.zip| (ifappl.)
178308
1 TrackOne Request REQ_PRICRITIZED _EXAM.pdf no 2
[E P PP RE PRI EEH IR P R S TR R T
Warnings:
Information:
20695
2 Extension of Time PET.pdf no 1
R TR Aullainzl ™ el sl 1
e
Warnings:
Information:
Request for Continued Examinati S
equest far Continued Examination
3 (RCE) RCE pdf no 1
B ST R RN BT VTR N AR
Dalw
Warnings:
This is not a USPTO supplied RCE 5830 form.
Infermation:
35762
4 Fee Worksheet {SBOB) fee-info.pdf no 2
S P P e PR PRObar DB R Y INEPTE: £
sdhe
Warnings:
Infermation:
Total Files Size {in bytes):{ 219564

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated decuments,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.5.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.5.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.5.C. 371 and other applicable requirements a Form PCT/DO/EQ/903 indicating acceptance of the applicationasa
national stage submission under 35 U.5.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RQ/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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UNITED STATES PATENT AND TRADEMARK OFFICE

Commissioner far Patents
M nited States Patent and Trademark Office

@& H l E @ P.0. Box 1450

I Alexandria, VA 22313-1450

OFFICE OF PETITIONS

Doc Code: TRACK1.GRANT

BUCHANAN, INGERSOLL & ROONEY PC
POST OFFICE BOX 1404
ALEXANDRIA VA 22313-1404

Decision Granting Request for
Prioritized Examination Application No.: 13/741,878
(Track I or After RCE)

1. THE REQUEST FILED December §, 2013 IS GRANTED.

The above-identified application has met the requirements for prioritized examination
A [] for an original nonprovisional application {Track I).
B. B{ foran application undergoing continued examination (RCE).

2 The above-identified application will undergo prioritized examination. The application will be
accorded special status throughout its entire course of prosecution until one of the following occurs:
A filing a petition for extension of time to extend the time period for filing a reply;
B. filing an amendment to amend the application to contain more than four independent
claims, more than thirty total claims, or a muttiple dependent claim;

filing a request for continued examination;
filing a notice of appeal,

filing a request for suspension of action;
mailing of a notice of allowance;
mailing of a final Office action,

I ommoDooO

completion of examination as defined in 37 CFR 41.102; or

abandonment of the application.

Telephone inquiries with regard to this decision should be directed to Brian W. Brown at 571-272-5338.

{Brian W Brown/ Petitions Examiner, Office of Petitions
[Signature] (Title)

U.S. Patent and Trademark Office
PTQ-2298 (Rev. 02-2012)
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Uxtren Staris Patest and TrRapeEMARK Qv

UNITEIDY STATES INPARTYMENT OF COMMERCEH
United States Palent and Trademark (itice
Atz L0 NLKE ZOR PAULNLS

HEIARY R L B ]

NOTICE OF ALLOWANCE AND FEE(S) DUE

X ERE IR I ERANMNTR |
BUCHANAN, INGERSOI. & ROONLY 1°C BT TEARHST N
POST OFFICE BOX 1404
Al I‘XANDRIA VA Z2313-1404 I AT TNT PAI NTMIR |
241
DATE MAILED: 0371 2/2014
ARPLIOATON KL l LILINGE DAL TIRE L NAMLI INYLNLOR AUIRNTIY DO NG, CONEIRMAION N,
13711 878 0171582013 Srinivas KUMAR Q07952 000017 4039

TTTTL OF INVENTION: RUNTIMI: RISK DETECTION BASED ON USER. APPLICATION, AND SYSTEM ACTION SEQUENCT CORRELATION

APPLN TV ENTTY =TS P DU ER | ) I I TUHITCATTTON 1110775 | PR AT TR 2 TOFTAT T S 1T AT

nenpravisiond SMALL 5480 S0 0 SHED 06:1 202014

THE APPLICATION IDENTIFIED ABOVE HAS BEEN EXAMINED AND 1S ALLOWED FOR ISSUANCE AS A PATENT.
PROSECUTION ON THE MERITS I8 CLOSED.  THIS NOTICE OF ALLOWANCE IS NOT A GRANT OF PATENT RIGHTS,
THIS APPLICATION IS SUBJECT TOQ WITIIDRAWAL FROM ISSLE AT THE INITIATIVE OF THE OFLFICE OR UPON
PETITION BY THE APPLICANT. SEE 37 CFR 1313 AND MPLEP 1308,

THE 1SSUE FEE AND PUBLICATION FEE (IIF REQUIRED) MUST BE PAID WITHIN THREE MONTHS FROM THE
MAILING DATE OF TIIIS NOTICE OR THIS APPLICATION SIIALL BE REGARDED AS ABANDONED.  THIS
STATUTORY PERIOD CANNOT BE EXTENDED,  SEF 35 (LS.C. 151, THE ISSUE FEE DUE INDICATED ABOVE DOES
NOT REFLECT A CREDIT FOR ANY PREVIOUSLY PAID ISSUE FEE IN THIS APPLICATION.  IF AN ISSUE FEE HAS
PREVIOUSLY BEEN PAID IN THIS APPLICATION (AS SIHHOWN ABOVE), THE RETURN OQF PART B OF TIIS FORM
WILL BE CONSIDERED A REQUENT TO REAPPLY TIIE PREVIOUSLY PAID ISSUE FEE TOWARD TIIE ISSUE FEE NOW
DI,

HOW TO RETLY TO THIS NOTICE:

[ Review the ENTITY §STATUS shown above. INthe ENTITY STATUS is shown as SMATL L or MIC'RO), verily whether entitlement (o that
enlity status sull apphies.

I the ENTTIY STATUS is the same as shown above, pay the TOTATL FLEECS) DUT: shown above.

I the ENTTIY STATUS is changed lrom that shown above, on PART B - FEE(S) TRANSMITTAT, complete scetion numbuer 3 titled
"Change in Lntity Status (Itom status indicated above)™.

I'or purposes of this notice, small enlity fees are 1/2 the amount of undiscounted fees, and micro entity fees are 1/2 the amount ol small entity
lees.

I PART B - FEES) TRANSMITTAL, or its equivalent, must be completed and returncd to the United States Patent and "Trademark Offiee
(UISPTO) with vour ISSUE FERE and PUBTICATION FEE Gf required). 11 vou are charging the lee(s) o your deposit account, seetion "dh”
of Part 13 - Fee(s) Transmittal should be completed and an exirn copy ol the Torm should be submitted. 1 an equivalent of Part 13 is filed, a
request o reapply a previously paid issue fee must be elearly made, and delays in processing may ocewr due to the diffienlty in recogniving
the paper ag an equivalent of Part 13

[TI. All communications repardug this application st give the application number. Please direet all connnunications prior 1o 1ssuance 10
Mail Stop [SSUL I'EE viless advised 1o the contrary.

IMPORTANT REMINDER: Uldlity patents issuing on applications filed on or after Dee, 120 1980 may reguire payment of
maintenance lees. It is patentee’s responsibility to ensure timely pavment of maintenance fees when due.

Page L of 3
PTOL 85 (Rew, 0241 1)
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PART B - FEE(S) TRANSMITTAL

Complete and send this form, together with applicable feels), to: Mail ¥ail Stop ISSULK F'EE

Commissioner [or I'alents

I".(}. Box 1450

Alexandrig, Yirginia 22313-1450
or Fax (571)-273-2885

[NSTRICTIONS:
appropriate.
im!iim[ud un
miintien

Uhiz farm shoold be used tor transmitting the
All turther vorrespondenee including the Paent, advine:
wy correeted below or directed otheewise in Block 1, by
ance e notifivationg

[H\[ i

11k and PUBTICA TTON B
> orders and notitication of mainten:
(] spevitying 4 new correspondene,

(i reguired )
o fees will be
+address:

Hlewks 1 throogh 5 should he campleted wheee
mailed Ly the curcent correspondence address as
anddor () indicating o separate "B ATINIRESRE" o

LU ReEN T CORAL SN N0 AL RN T Nl

TR A

BUCHANAN, INGIIRSOL L & R()()\I] Y IPC
POST OFFICE BOX 1404
ATEXANDRIA, VA 22313-1404

iy

T E T N I BT TR ETH TR ] [RTEAE] Fp e

Mot A vertitivate of mailing can only he uzed for domestic mailinps of the
Beels) Feansmittal. This certificate caniot he used for any uther secompanying
Faln 5. bawh additional paps Uel as an assignment or Tarmal drawing, must
e its onwen cecditivate of mailing or transmission.

Certificate of Mailing or Transmission
I hereby cortify that this Teeds) Transmittal 1s beine deposited with the Tniled
States Postal Service with suflciont postage For 1nst class mail i an cnvelope
daddressed 1o the Mail Stop IS8T address alove, o being lucsioule
Teansmuitwd w the USFTO (3715 273 2883, on the dute indicawd belie.

APPLICATLUTON KO l LI INGE DL PRSI NANLIDINYINTOR ACTUONRNTIY [M0UR] L NG), CONPIRMALUTON NOL
13741 878 011542013 Srinivas KUMAR 007G 152 000017 4039
FUTTE O INVENTION: RUNTIMIE RISK 13 PLCTTON BASED ON USER.APPTICATION, ANDSYSTEY ACTTON SEQUENCE CORRELATTON
l AP Y LNIIY SIA TS l AR ll-". BOICATEIN LI l RNV PALD ISSULL LUy AL PLLs 2], PEEL P D)
nonpriavisionl SMALL SHR0 S0 0 S0 001272014
I TINAMINTR l AT UNTT l CTASS STHET ASS |
PATED BHARENIE N 2423 F20-00100)

I @‘hamf_fu al correspondence addiess or idwation of “Fee Address” (37
CIR 1363
dc hange ut vorresponde nee address (or Change of Corcespondence
Adddress Torm PUOMSTA 22 attavhed

| "Tee Address” indication {or "lve Address” Indivation form
PTOSEBAT.

Number is [‘L(|llll‘ld

Rew 03 02 o owre recent) attachcd. Use of a Customer

2 For printing on the patent front page. list

(1) The names of up to 3 registeeed patent attoeneys
vr agents QR alternatively

(2) The name of u single fieny chaving as a nemlber a 2
registered attorney o asent) and the names of up o

2 lL_“l‘:[L[Ld patent atlorneys or agents. 1 no name is b]
Tisteel, mo manae will by juinwd )

AANKSIGNED NAME

PLLEAST NOTLE: Unless un a
recordation as st forth in 37 €

CA) NAMI OF ASSIGNIL:

AL

Please chevk the appropriate

nev i identificd huelow, no wssienve data will appear on the patend
Completion af this forn s NOT @ sulstitute for liling an assignmcent.

assignee vatesory ar calepocies (will not be printed on the patenty

ANDY RESIRENCE XA TA 1O BE PRIN P ON THL PATEN I (peint ar type)

[f an assignce is dendficd below, the documient has been 1iled for

(53 RESIDENCL: (CITY and STATE OR COUNTRY)

1 tndividuad A Carporation or olber privabe group entity A Government

A The fallawing fee(s) are submitted:

| Tssun Feu

[ publivation e (N small entity discount peemitted)
[0 Advance Ordur - 2 of € ‘opivs

Ah. Payment of beelay (Please first reapply any previously paid issue fee shown ahove}

Id A cheek is enclosed.
a Payment by eredit card. torm 2 10O-2038 1g attached.

[ The et is hereby authorized w chirae the reguined feefs ) any deliciency. or credits any
overpey ment w Deposit Account Numler fenclose an estra copy ol this form).

A Chunge in Entity Stutus (from status indicated abosve;
I Applicant cortifving niero eolity status. See 37 CEFR 120

a Applicant asserting small entity statug, See 37 CFR 127

I Applicant changing to regular undiscounted fee statos.

Alsent o valid certification of Micro Entty Status Gsee Toros PTOSBASA und 153B), 1ssuv
ment 1o the naieeo entity amount will nothe aceepted at the risk ol applicaton abandonment.

NO T Wihe application was previously under micra entity status, cheeking this box will be taken
to b g netitication of losg of catitlement o miceo entity status.

NOTE: Checking this hos will b taken @ be s notification of loss of entidement o small o micro
vntity status. ax applicable.

N

I'his form must be sioned in sceordanee with 37 CER T3] and 1.

13 Ser 39 CER 1 o signatuee ceguirements and cedifivationg

Authorrced Signature

Typed or printed name

Date

Rugistration Na

PUO -85 Part B 010-1.3) Approved toe use theough 13122003

Page 2 0l 3

OB 65 -3 US. Patent and Urademark Otfice: U8 DEPARTMENT O COMMERCH
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Uxtren Staris Patest and TrRapeEMARK Qv

UNITEIDY STATES INPARTYMENT OF COMMERCEH
United States Palent and Trademark (itice

Adibrean UL NLRDOR ZAUTLNLS
[ LE
ASTLIUATION NOL FITUING: TOATE FIRETNAMED INVENTOR | ATTTORNIY DOCKETT NG, CONTIRMATION NO. |
13748 PR O115:2001 3 Srinivas KUTMAR 00415 2-0000717 H139
I SXAMINGR |
e

i R LR
BUCHANAN, INGERSOI. & ROONLY PC
POST OFFICE BOX 1404
ALEXANDRIA, VA 22313-1404

T L TIARSTIN

I ARTTNT PAPTINTMIER |

DATE MAILED: Q371272014

Determinalion of Paleni Term Adjustment under 35 U.S.C. 154 {(b)
{application filed on or after May 29, 2000)

The Patent Term Adjustment to date is O day(s). [f the issue fee is paid on the date that is three months after the
mailing date of this notice and the patent issucs on the Tucsday before the date that is 28 weeks (six and a hall
months) after the mailing date of this notice, the Patent Term Adjustment will be 0 day(s).

If a Continued Prosecution Application (CPA) was filed in the above-identified application, the filing date that
determines Patent Term Adjustment is the [iling date of the most recent CPA,

Applicant will be able to obtain more detailed information by accessing the Patent Application Infermation Retrieval

(PATIR) WEB sitc (http://pair uspto.gov).

Any questions regarding the Patent Term Tixtension or Adjustment determination should be directed o the Office of
Patent Lepal Administration at (571)-272-7702. Questions relating to issue and publication fee payments should be
directed to the Customer Service Center of the Office of Patent Publication at 1-{88%)-786-0101 or {571)-272-4200,

PTOL 8% (Rev. 02711

Page 3003
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OMB Clearance and PRA Burden Statement for PTOL-85 Part B

The Paperwork Reduction Act (PRAY of 1995 requires 1'ederal agencies o obtain Oflice ol Management and
Hudgel approval before regnesting most types of information trom the public. When QM approves s agency
reguest to colleet information rom the public, OMB (1) provides a valid OMB Control Nwmnbcer ad expiration
date for the agency 0 display on the wstrument that will be vsed o collect the inlormation and (1% regures the
ageiey 1o mtorm the public about the OMB Control Number's legal significance in accondance with 5 CFR
1320.5¢h).

The information collected by PTOLL-85 Part B s required by 37 CFR L3 11 'The inlormation 1s reguired 10 obtlain
or retain 4 benetit by (he public which is to file (and by the USPTO to process) an application. Contidentiality is
poverned by 353 1L8.CL 122 and 37 CI'R 114, This collecnon 1s estimated o take 12 minotes o complete,
including pathering, preparing, and submitting the completed application form 1o the USPTOL Time will vary
depending npon the individual case. Any conmnents on the amount of time you reguire to complete this form
and/or suggestions for reducing this burden, should be sent o the Chiel Informanon Ollicer, [LS. Patent and
Tradeniark Office. TLS. Department of Conuneree. 2.0, Hox 1430, Alexmudria, Virginia 22313-1430. DO NOT
SEND FEES OR COMPLLETTED FORMS TO THIS ADDRESS. SEND TO: Conunissioner for Patents, 2.0, Box
1450, Alexandria, Viegima 223 13-1450. Under the Paperwork Reduction Act of 1995, no persons are required 10
respond 1o # collection of inforuation wiless it displays a valid QM3 control mmber.

Privacy Act Statement

The Privacy Act of 1974 (P.L., 93-579) requires that yon be given certain intommtion in conneetion witl your
submission ol the attached lorm relawed (o a patent application or patent. Accordinply, pursvant o the
reguircinents of the Act, please be advised that: (1) the gencral anthority for the collection of this information is
35 TLS.CL 2002y (2) furnishing ot the information solicited 1s voluntary; and (3) the principal purpose for which
the information 1s used by the ULS. Patent and ‘Trademark Office 1s 10 process and/or examine vour submission
related 1o a patent application or patent. I vou do not furish the reguested inforntion, the 1S, Patent and
Trademark Ollice may not be able (o process and/or examine your submission. which may result 1in tecmination of
pracecdings or abandonment of the application or expiration ol the patent.

The information provided by vou i this form will be subject to the tollowing romtine nses:

l. The formation on this lorm will be treated confidentially to the extent allowed under the Freedem of
[nlormation Act (5 1L.8.C. 552) and the Privacy Act (5 T1.8.0 352a). Records [rom tus system of records
may be disclosed Lo the Department of Justice 1o determine whether disclosure ol these records s reguired
by the I'reedom of Information Act.

20 Acrecord fromn this systent of records nway be disclosed, a5 a rondine nse, in the conrse of presenting evidenee
tor & court, magistrate, or adntinistrative tribimal, ineluding disclosures to opposing conmsel in the course of
settlement negouations.

A record in this systent ol records may be disclosed, as s routine nse, to a Member ol Congress submitting

request wvolving an individual, 10 whom the record pertains, when the individual has requested assistance

[rom the Member with respect to the subject matter ol the record.

4. A reeord inthis systenn of records niay be disclosed. as a rontine use, 1o a contractor of the Ageney having
need lor the information in arder o perform a contract. Recipients of information shall be required to
conply with the requirements of the Privacy Act ol 1974, as amended, pursuant 10 3 ULS.CL 352a(m).

5. A reeord related to an hitemational Application filed xder the Pateit Cooperation Treaty in this system of
records may be disclosed. as a routine use, (© the International Bureau of the World [ntellectual Property
Orgamization, pursusant to the Patent Cooperation Treaty.

6. A record 10 s system of records may be disclosed, as @ routine vse, 1o another federal ageney for purposes
ol National Security review (35 1T7.85.0C0 181 and Tor review pursuant 1o the Atomie Linerpy Act (42 T1.8.C
218(e)).

7oA record from tus svstem of records may be disclosed, ds a routine use, o the Admmstrator, General
Services, or his/her designee, during an inspection ol records conducted by GSA as parl ol that agoiey's
responsibility to reconunend inprovenients in records management practices and prograns, under anthority
of 44 T7.8.0. 2904 and 2906, Such disclosure shall be made 1in accordance with the GSA regulations
goveming inspection of records for this purpose, and any other relevant (e, GSA or Conmieree) dircetive.
Such disclosure shall net be used to make determinatons about individuals.

8. A record [rom this system of records may be disclosed. as a routine use, 1o the public alter either publication
of the application pursuant to 35 TLS.CL122(h) or issuance of o patent pursuant to 35 US.CL 151 Farther,
record may be disclosed, subjeet o the limatanons ol 37 CIFR 114, as a routne vse, o the public if the
record was [iled 1 an application which became abandoned or in which the proceedings were terminated
and which application is reterenced by either a published application, an application open 1o public
mnspection or an issucd patent.

9. A record from this systent of records may be disclosed, as a rontine use. 1o a Federal, State, or local law
cuforecinent agency, it the USPTO becomes aware ol & violation or potential violation of law or regulation.

e
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Application No. Applicant(s)
13/741.878 KUMAR. SRINIVAS
; T Examiner Art Unit AlA (First Inventor to
Notice of Allowability HARESH N. PATEL 2493 File) Status
No

- The MAILING DATE of this communication appears on the cover sheet with the correspondence address-—
All claims being allowable, PROSECUTION ON THE MERITS IS {OR REMAINS) CLOSED in this application. If not included
herewith (or previously mailed). a Notice of Allowance (PTOL-85) or other appropriate communication will be mailed in due course, THIS
NOTICE OF ALLOWARILITY IS NOT A GRANT OF PATENT RIGHTS. This application is subject to withdrawal from issue at the initiative
of the Office or upon petition by the applicant. See 37 CFR 1.313 and MPEP 1308.

1. [X] This communication is responsive to 12/5/13.
Oa declaration{s)/affidavit{s) under 37 CFR 1.130(b) was/were filed on

2. [] An election was made by the applicant in respense to a restriction requirement sat forth during the interview on ; the rastriction
requirement and election have beean incorporated into this action.

3. [ The allowed claim(s) isfare 1-24. As a result of the allowed claim(s), you may be eligible to benefit from the Patent Prosecution
Highway program at a participating intellectual property office for the corresponding application. For more information. please see
nttodwewwe dsologewinatentsdinit events/onhdindex. jap or send an inquiry to PPHieedback(@uspto.noy

4. [] Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 118{a)-(d) or (f).
Certified copies:

ay [ All by [ Some -c) [] None of the:
1. [] Certified copies of the priority documents have been received.
2 [] Certified copies of the priority documents have been received in Application Na.
3. [ Copies of the certified copies of the priority documents have been recaived in this national stage application from the

International Bureau (PCT Rule 17.2{a)).
" Certified copies not received: _

Applicant has THREE MONTHS FROM THE "MAILING DATE" of this communication te file a reply complying with the requirements
noted below. Failure to timely comply will result in ABANDONMENT of this application.
THIS THREE-MCNTH PERIOD IS NOT EXTENDABLE.

5. ] CORRECTED DRAWINGS ( as ‘replacement sheets”) must be submitted.

O including changes required by the attached Examinear's Amendment / Commant or in the Office action of
Paper No./Mail Date .
ldentitying indicia such as the application number {see 37 CFR 1.84{c)) should be written on the drawings in the front {(not the back) of
each sheet. Replacement sheet(s) should be labeled as such in the header according to 37 CFR 1.121{d).

8. [] DEPOSIT OF andior INFORMATION about the deposit of BIOLOGICAL MATERIAL must be submitted. Note the
attached Examiner's comment regarding REQUIREMENT FOR THE DEPOSIT OF BIOLOGICAL MATERIAL.

Attachment(s)

1. [ Notice of References Cited (FTO-882) 5. [] Examiner's Amendment/Gomment

2. [] Information Disclosure Statements {PTO/SB/08), 6. [[] Examiner's Statement of Reasons for Allowance
Paper No./Mail Date

3. [ Examinar's Commant Regarding Requirement for Deposit 7. Other .

of Biological Material
4. [ Interview Summary (FTO-413),
Paper No./Mail Date :

{HARESH N PATEL/
Frimary Exammer, Art Unit 2483

U Pate~ramg |racema < OF oo

PTOL-37 (Rev. 08-13) Notice of Allowability Part of Paper No /Mail Date 20140305
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Application/Control No. Applicant(s)/Patent Under
Reexamination
Search Notes 13741878 KUMAR ET AL
Examiner Art Unit
HARESH N PATEL 2483
CPC- SEARCHED
Symbal Date Examiner
HO4L47/10 3/5/2014 h.p.
HO4L63/0227 3/5/2014 h.p.
HO4L63/102 3/5/2014 h.p.
HO4L47/2458 3/5/2014 h.p.
CPC COMBINATION SETS - SEARCHED
Symbaol Date Examiner
US CLASSIFICATION SEARCHED
Class Subclass Date Examiner
725 1 512013 hp
726 1-10 3/5/2014 h.p.
709 223 352014 hp
SEARCH NOTES
Search Notes Date Examiner
EAST, UPAD (US-PATY, USPGPUB (US-PUR), ERPQ, JFO, USOCR, 5i1/2013 hp
DERWENT, IBM_TDB; IEEE Xplore, ACM Digital Library, Google.
INVENTOR NAME SEARCH. Apglication Continuity Search. Assignee 5172013 h.p
Search.
EAST. UPAD {US-PATY, USPGPUB (US-PUB), EPQ, JFO, USOCR, 3/5/2014 hp
DERWENT, IBM_TDB
INTERFERENCE SEARCH
Us Class/ US Subclass / CPC Group Date Examiner
CPC Symhol
725 1,3.6 352014 hp
708 223 352014 hp
/HARESH N PATEL!
Primary Examiner Art Unit 2433
2B aenlare racemark Ol ce Huclof Papor Noo 20142305
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INTERFERENCE SEARCH
US Class!/ US Subclass / CPC Group Date Examiner
CPC Symbol
General interference and search of claims (USPGPUB 3/6/2014 h.p
{US-PUR), UPAD (US-PAT))
HQALAT 10 3H/2014 h.p
HO4LB3 n227 352014 hp
HQ4LB3 102 352014 hp
HQ4L4Y 2458 3/h/2014 hp
HARESH N PATEL/
Primary Examiner Art Unit 2433
2B aenlare racemark Ol ce Huclof Papor Noo 20142305
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Page 1 of 1

\: Unrren Stares Patesr axp Tranevarg Orricn:

y UNITED STATES DEPARTAMENT OF COMAMERCE

United Les Patent and ‘I rademark Oflice
MMISSIONER POR PA LTINS

BIB DATA SHEET
CONFIRMATION NO. 4038

SERIAL NUMBER FILINgAc%rE371(c) CLASS GROUP ART UNIT ATTORNleEg.DOCKET
13/741.878 01/15/2013 728 2493 Q079152-000017
RULE
APPLICANTS
TAASERA, INC., Erie, PA
INVENTORS

Srinivas KUMAR, Cupertino, CA;
** CONTINUING DATA
% FOREIGN APPLICATIONS ****+4+kkttanskrrakkrnnn
** |F REQUIRED, FOREIGN FILING LICENSE GRANTED ** *~ SMALL ENTITY *~

02/25/2013
Tersiq Pierty 2.2 med dves e STATEOR | SHEETS TOTAL |INDEPENDENT
3L LSS0 9a o condilors mel _l Yeu id\l:: _l wiﬁfﬁua COUNTRY DRAWINGS CLAIMS CLAIMS
T 1 E s U R o : 24 2
ADDRESS

BUCHANAN, INGERSOLL & ROONEY PC
FOST OFFICE BOX 1404

ALEXANDRIA, VA 22313-1404

UNITED STATES

TITLE
Runtime Risk Detection Based on User, Application, and System Action Sequence Carrelation

|2 Al Fees |
| 11,16 Fees (Filing) \
l:] 1.17 Fees (Processing Ext. of time) |
|
|
|

FILING FEE |TEES: Authority has been given in Paper

RECEIVED |No___ tcchargefcredit DEPOSIT ACCOUNT
957 Ng. for following: ['_l 1.18 Fees (Issue)
li] Other
|1 Creait
EIE ;Fiew. 52071
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Application/Control No. Applicant(s)/Patent Under Reexamination

Issue Classification | 37,147 KUMAR, SRINIVAS
H““““HHHNHH““H“H“““ “‘ . o

HARESH N PATEL 2483
CPC
Symbol Type Version
Ho4l : F 20130101
Ho4L I 20130101
Ho4L I 20130101
Ho4L I 20130101
CPC Combination Sets
Symbol Type Set Ranking Version

NOME

Total Claims Allowed:

24
(Assistant Examiner) {Date)
‘HARESH N PATEL!
Primary Examiner Art Unit 2483 03:05:2014 0.G. Print Claim{s) O.G. Print Figure
{Primary Examiner) (Date) 13 2
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Issue Classification

Application/Control No.

Applicant(s)/Patent Under Reexamination

13741878 KUMAR, SRINIVAS
H““““‘HHH“HH““H“ ‘ M““ “‘ o o
HARESH N PATEL 2483
US ORIGINAL CLASSIFICATION INTERNATIONAL CLASSIFICATION
CLASS SUBCLASS CLAIMED NON-CLAIMED
o5 H | o J 1B BUTE.OT U1
o FIBOIEINA D 00
CROSS5 REFERENCE(S)
CLASS SUBCLASS (ONE SUBCLASS PER BLOCK)
a3 e
NOME
Total Claims Allowed:
24
(Assistant Examiner) [Date)
‘HARESH N PATELS
Primary Examiner Art Unit 2483 03:05:2014 0.G. Print Claim{s) O.G. Print Figure
(Primary Examiner) {Date) 13 2

2 PFaterland hadormak Gice

Fars ol Paover Noo 20740302
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Application/Control No. Applicant(s)/Patent Under Reexamination

Issue Classification | 37,147 KUMAR, SRINIVAS

H““““‘HHH“HH““H“ ‘ M““ “‘ . o

HARESH N PATEL 2493
(| Claims renumbered in the same order as presented by applicant O CPA O 71D | R.1.47
Final Criginal Final Original Final Qriginal Final Criginal Final Original Final Original Final Criginal Final Qriginal

1 17 7

7 E 13 %

5 E! 14 E]

2 1 20 a4

a = 21 2

& & ) a7

H 7 e 73

=) g2 2 2d

a a

z 10

1

2 12

z K]

4 12

5 15

5 16
NOMNE

Total Claims Allowed:
24
(Assistant Examiner) {Date)
HARESH N PATEL!
Primary Examiner Art Unit 2483 03:05:2014 0.G. Print Claim{s) O.G. Print Figure
{Primary Examiner) (Date) 13 2
23 Pateland hadermark OFice Fars ol Paover Noo 20740302
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LAST Search History

EAST Search History

EAST Search History {Prior Art)
{Ref {Hils  |Search Query 'DBs |Default |Plurals {Time
o {Operator dstamp

L3 36567 {|HOAL47/10.cpc. {US-PGPUB, LISPAT, 40R CN §2014/03/ 05!
. HSOCR; FPRS; EPO; JPO; {0241 '
DERWENT; IBM TDB ' :

{4 {11273 [Ho4L63/ 102.cpe. 1 US-PGPUB; LISPAT; HOR ON  2014/03/ 05
. HUSOCR; FPRS; EPC; JPO: $22:41 :
| DERWENT: IBM _TDB : :

§L5 45373 {|HO4L63/ 0227 cpa. | US-PGPUB; USPAT; {OR ON  2014/03/ 05
4o 1 USOCR; FPRS; EPC; JPO, j22:41 :
| DERWENT; IBM_TDB : :

e {1555  [HD4L47/2458.cpc. US-PGPUB, USPAT, 10R ON 42014/03/ 05
. HLUSOCR: FPRS; EPC; JPO: 0041
{\DERWENT: IEM TDB : :

L7 o |3 and risk same policy  {US-PGPUB; USPAT; 10R ON 42014/03/ 05
o lwith rule HUSOCR; FPRS; EPO; JPO! io2:42 :
f \DERWENT; IBM TDB : :

L8 66 {4 and risk sama policy US-FGPUB: USPAT; HOR ON 22014 03/05:
: Jwith rule HUSCOCR,; FPRS; EFC; JPO; §22:42
3 {DERWENT: |BM_TDB ' :

qLs 147 5 and risk same policy US-PGPUB; USPAT; HOR ON §2014 03/ 05
: {with rule HUSOCH; FPRS; EPO; JPO; §22:43 :
: {DERWENT; |BM TDB : !

0oz |8 and risk same policy  {US-PGPUB; USPAT; 1OR ON  {{2014/03/05:
Jwith rule (USOCR; FPRS; EFO; JPO: {§22:43 :

/$.cpe.

| USCCR; FPRS; EPO; JPO:
| DERWENT: [BM TDB

1112 1167295 |[H04L63/$ cpc. {US-PCPUB; USPAT: 1oR ON  {2014/03/05
i | USOCR; FPRS; EPO; JPO, 92:43 :
| DERWENT; I1BM TDB :

1L13 313 {11 and risk same policy | US-PGPUB; USPAT; {OR ON §2m4#03#05
: {with rule HUSOCR: FPRS: EPC; JRPO: | H22:43 '
: | DERWENT, IBM TDB : :

L14 5285 12 and risk same policy {{US-PGPUB; LSPAT; H0R ON 42014/03/05'
: {with rule HUSCCR; FPRS; EPO; JPO, 1§22:43 '

| DERWENT. |BM_TDB

L5 ez 14 and runtime HJS-PGPUB; USFAT; H0R ON 52014/03/05:
4o HUSOCR; FPRS; EFO; JPO, 122:43 :
| DERWENT: I1BM_TDB : =

16 {27975 [708/223 cdls. HUS-PGRUB, USPAT, HOR ON §2014#03#05
. HJSOCR; FPRS; EPO; JPO; 402:43 :

.......................................................... RWENT. |BM

{16 and risk same policy [US-PCGPUB; USPAT; : 4201403 05
Hwith rule HUSOCR; FPRS; EPO; JPO:; 422:44 '
: §DEF{WEI\IT IBM_TDB i

B
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LAST Search History

1ile=fC

s

178596

"708"/$.cels.

1 US-PGPUB; USPAT;
HUSOCR; FPRS; EPO; JRO!
- DERWENT, 1BM TDB

12014/03/ 05
102:44

{18 and risk same policy
|with rule

| US-PGPUB; USPAT;
| USOCR, FPRS; EPO; JPO,
| DERWENT; IEM_TDB

§2014 03/ 05
122:44 '

19 and runtime

| US-FGPUB; USPAT;
L USOCR; FPRS; EPO; JFO,
| DERWENT; IBM_TDB

12014/03/05:
J22:44 '

{US-PGPUB, LISPAT,
HUSOCR; FPRS; EPO; JPO:
| DERWENT; I1BM TDB

42014/03/ 05
{0p:44

{21 and risk same policy
Jwith rule

{US-PGPUB; USPAT;
{USOCR; FPRS; EPO; JPO;
' DERWENT: IEM_TDB

12014/03/ 05
122:44 :

{US-PGPUB; USPAT;
HUSOCR; FPRS; EFO; JFO;
{DERWENT: 1BM_TDB

{2014/03/ 05
12244

{23 and risk same policy
Jwith rule

US-PGPLUEB; LUSPAT;
HUSCCR; FPRS; EPC; JPO,
{ DERWENT; IBM TDB

[2014/03/05
2245 '

{US-PGPUB; USPAT;
HUSOCR; FPRS; EFO; JPO;
{DERWENT; IBM_TDB

12014/03/05:
122:45

125 and risk same policy
Jwith rule

{US-PGPUB; USPAT;
L USOOR; FPAS; EPO; JPO,
| DERWENT; I1BM_TDB

{2014/03 05
22.45 '

[ US PGRLB; 1USPAT,
| USOCR; FPAS; EPO; JFO,
| DERWENT; IBM TDB

2014703105
X

27 and risk same policy
fwith rule

{US-PGPUB; USPAT;
HUSOCR; FPRS; EFO; JPO;
| DERWENT; |IBM_TDB

[2014/03/05,
le2as

L US-PGPUR: USPAT:
| USOCR; FPRS; EPO; JPO;
| DERWENT; IBM_TDB

1201403/ 05!
i22:46 :

|("8327441") . PN.

| US-PGPUB; USPAT;
| USOCR

12014/03/ 05
J22:49 :

|taaseraS.as.

| US-PGPUB; USPAT;
| USOCR; FPRS; EPO; JPO;
| DERWENT; |BM_TDB

12014/03/05
42249 :

L US-PGPUB, USPAT,
{USOCR; FPRS; EPO; JPO.
| DERWENT, IBM TDB

12014/03/ 05
102:49

1 US-PGPUB; USPAT;
1 USOCR; FPRS; EPO; JFO;
| DERWENT; |BM_TDB

142014703/ 05
22:49

{runtime adj risk and
{policy and rule and
|behaviar

1 US-PGPUB; USPAT;
“USOCR, FPRS; EPO, JRO,
| DERWENT: IBM_TDB

12014/03/05:
2249 :

{runtime adj risk with
{predict$s and policy and
drule

HUS-PGRUB; LUSPAT;

HUSOCR; FPRS; EPC; JPO;

gDERWENT; |BM TDB

12014/03f 05
22:49 '

Jrun adj time adj risk and |
{policy and rule and

{behavior

- USOCR; FPRS; EPC; JPO:
| DERWENT, IBM TDB

US-PGPUB; USFAT;

12014/03/05:
§22:49

|run adj time adj risk and |

Us-FGPUB: USPAT;

|2014 03/05:
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|policy and rule

{USOCR, FPRS; EPO; JPO,
| DERWENT; IBM_TDB

[runtime adj risk and
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L US-PGPUR: USPAT:;
L USOCR; FPRS; FPO; JPO!
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{land policy same rule
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{land runtime
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{USCCR; FPRS; EFO; JPO,
. DERWENT; IBM TDB

142014/03/05:
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| USCOR, FPRS, EFO; JFO,
| DERWENT: |BM_TDB

14201403/ 05
22:49

|'726"/% cols.

S PGPUB; USPAT:
{USOCR; FPRS; EPO; JPO.
. DERWENT; IBM TDB

§2014/03/05
122:49 :

iLs0

4319

|48 and pradict$4 with
{lattack

1 US-PGPUB; USPAT;
{USCCR; FPRS; EPO; JPC,

;OR

%20145034"‘055
§22:49 :

{148 and predict$4 with
{|lattack and policy with
{rule

- PGP USPAT;

| USOOR; FPRS; EPO, JPO,
| DERWENT; IBM_TDB

1 US-PCPUB; USPAT;
| USOCR; FPRS; EPO; JPO,
| DERWENT; |BM_TDB

12014/03¢05;
22:49 '

|82 and predict$4 with
§at1ack

| US-FGPUB; USPAT;
HUSCCR; FPRS; EFO; JRO,
DERWENT, I1BM TDB

12014/03/05
22:49 :

{L53 and predict$4 with
{lattack and policy with
{rule

| US-PGPUB; USPAT;
| USOCR, FPRS; EPO; JPO,
| DERWENT; IBM_TDB

42014/03/05!
122:49

[(13:277781).APP.

1 US-PGPUEB; USPAT;

1ileAC ATsershpatel 2Mocnments/e-Red % 20Poldee/ I 374 18TRAAST Searcht listory | 3741878 _AccessibleVersion him| 3/5/2011 10053:33 PM|
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LAST Search History

IRef [Hits [Search Query iDBs {Default ‘Plurals |Time
L. . {Operator | oo Stamp =
{56 {2188 (|HO4L63/0227.cpc US-PGPUB; USPAT, HOR lON 2014/03/05

T T SPAD [ 2249
{57 {51884 |"726"/S.cls. US-PGPUB; USPAT; {OR |ON [2014/03/05
“““““““““““““““““““““““““““““““““““““““““““““““““““““““ PAD o e
1158 112855 {|H04L47/10.cpe. US-PCPUB; USPAT: {OR |ON [2014/03/05
\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\ UPAD bl 122280
{59 j4486 {HO4L63/102.cpc. US-PGPUB; USPAT; OR |ON 2014/03/05
. . UPAD b Lo 2200
160 1564  |HO4L47/2458.cpc US-PGPUB; USPAT, HOR {ON 2014/03/05

R S e I I 2250
et 18484 |709/223.ccls US-PGPUB; USPAT: HOR [ON 2014/03/05

T UPAD bl 22050
iLe2 4743 7261 cols. US-PGPUB; USPAT; {OR |ON 2014/ 03/05
. P T —— UPAD bl 2290 s
{63 4748 [726/3.cols. US-PGPUB, USPAT, {OR |ON 2014/03/05

T T | UPAD e bl 2280
L84 12593 1726/6.cols. JUS-PGPUB; USPAT; {OR |ON :[2014/03/05

; i HUPAD i 22:50

165 159 56 and policy with {US-PGPUB; USPAT: {{OR |ON  [2014/03/05
T N .21 A e R — T —
jLe6 {1205 |57 and policy with US-PGPUB; USPAT; {OR [ON 2014/03/05
1 T T —— A SN N N— 12251
iL67 {126 58 and policy with US-PGPUB, USPAT, {OR {ON :[2014/03/05
________ . £ s . R .
168 4258 159 and policy with HUS-PGPUB; USPAT: |ON 12014/03/05

drule.clm.

UPAD

|22:51

160 and policy with
Jrule.cim.

jUS-PGPUB;

USPAT;

[z014/03/05

druleclm.

juPAD

4L70 4298 561 and policy with US-PGPUB; USPAT §OF€ (ON (2014/03/05
TS T - — UPAD S 225
qL71 4705 562 and pelicy with US-PGPUB; USPAT §OF{ §ON ;2014;"03.!05
Ao fueem. uPAD T .
qL72 100 163 and policy with HUS-PCPUB; USPAT; OR ON 2014/03/05

|22:51

{64 and policy with

[Us-PGPUB;

LUSFAT;

12014/03/05

[z014/03/05

[2014/03/05

2252
2014/03/05
1T, TRV NS ... A R | 2292 s
jL78 b2 sk same policy with 2014/03/05
LTS TR 1t AL Lot . R — 20
3/5/2014 10:53:23 PM
C:\ Users\ hpatel2' Documents' EAST, Workspaces. 13741878.wsp
1ileAC ATsershpatel 2Mocnments/e-Red % 20Poldee/ I 374 18TRAAST Searcht listory | 3741878 _AccessibleVersion him| 3/5/2011 10053:33 PM|
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PART B - FEE(S) TRANSMITTAL

Complete and send this form, together with applicable lee(s), to: Mail Mail Stop ISSUE YEL
ommissioner [or Patenls
P.G. Box 1450
Alexundria, Vivginia 22313-1450
or Fax (571)-273-2885

INSTRUCTEONS: This form should be used tor tunsmiting the ISSUE F121 and PUBLICATION FEE (i required). Blocks b through § shoold be cumpleted wheres
appropriate. All furlher correspondence including the Patent, advance orders and notifieation of maintcaanee fees witt bz mailed te the cucrent cormespondence address as
indicated unless corrected below or direcled olherwise in Black 1, by (a) specilying n new correspondence address: and/or (b) tndicating a separaie "TEE ADDRESS" for

matntenagee foe notifications.

Note: A cetificate of mailing can only e used For domestic mailings of the
Fewds) Transmitat, This ccrliﬁcaw cartttet be wsed for any other accompanying

CURIINT CORRESPONDINCE ALEHIESY (Note: Uise Bloek | for any change &f address) apers. Each additional paper, steh s an wssignment or formal drawing, must
have its own certiticate of mailing or ransmission,

Certificale of Mailing or Transinission

,:3.?39 . TSGO,‘ . Ly . 1 heretyy cetify that this Fee(s) Transmitial is being deposited with the United
BUCHANAN, INGERSOLI. & ROONEY PC States Postal S;rul\:.}{'e R;'ié? sut‘ll‘ggécintEpg]s:ngeggr fiosl lcktﬂss n}al[bLn an tunvelo;zc
addressed to the Mail Sio : < address abowve, or being facsimile

POST OFFICE BOX 1404 transmitted (o the USPTO (571) 2732885, on the date adiared bl

ALEXANDRIA, VA 22313-1404

[Depositon's naz )

[Signaries)

Dake)

[ APPLICATION NO, J FILING DATD I SIRST NAMED INVENTOR ATTORNEY DOCKET No.—[ CONFIRMATION NO,

13741878 OH152011 Srinivas KIIMAR 721 52-00001 7 4039
THLE OF INVENTION: RUNTIME RISK DETECTION BASED ON USER, APPLICATION, AND SYSTEM ACTION SEQUENCE CORREEATION

I ARPLN YR LNTITY STATUS l IssUL1EE DUl I PUBLICATION IEE DU l PREV. PA[LD ISSLLE FLEL TOTAL PLELS) DUE DATE 2L
nonprovisionat SMALL S480 30 30 S480 06/12/20104
I EXAMINER I ART UNIT t CLASS-SUBCLASS ]
PA L ITARESH N 2493 T26-001000
L. f.“.l::m}g;: of correspondence address or tndication of "Fee Address” (37 2, For printing on the patent front page, list
CFR 1.363), {1) The pames of up o 3 registercd patent atorneys i BUCH-ANAN INGERSCLL
L Change of cormespondence address {or Change of Correspondence oi agents OR, allernatively. & RCONEY PC
Address form PIOMBE22) atlached, . . - . 3
(2} 'The name of a single firm (having as a member o
0 “Fee Address® indication (or “Fee Address” Indication form registered attorney oo agent) and the names of up to
FTOMRRMT, Rey 03-02 o more recent) pdached. Else of a Custenier I repislered patent allorneys or agenls I no name iz 4
Nuaber s vequired, listed, na name will be peinied.

3. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT (print or type)

PLEASE NGOTLE: Unless an assignee is identified below, no assignee data will appear on the patent. 1f an assignee ts {dentified Gelow, the doewment has been filed for
recardation as set forth in 37 CER 3.1, Completion of this Form i§ NOT a subsdtuce for Gling an assignment,

(A} NAME OF ASSIGNTR (Bj RESIDENCE: (CITY #nd STATE OR COUNTRY;
TAASERA, INC. ERIE, PENNSYLVANIA

Htease check the appropriate assignee ealegory or categorics (wilt nol be printed on the patent) : O radiviauat ™ Carporaticn o ather private graup entity T Goveroment
4a. The following feels ) are submitted: 4b. Paymeat of Fee{s): (Please frst reapply any previously paid issne Fee shown ahove)

& 15502 Fee O A check is enclosed,

[ pubtiction Fee (™o srail entily discount permitled} B Payment by credit card,

i Advance Order - # of Copies m The Divectar is harehy achocized 1o charge L}&écg.gléﬁ feg(s), any deficiency, or credits any

overpayment, {o Deposit Accoual Number - (enclose an extra copy ol this Foem,

5. Change in Entity Status {from status indicated above )

3 Applicant eerlifying micro entity slatus. See 37 CFR 1.29 NOTE: Absent a valid certificalion of Micro Entily Status (see forms PUOMSR/I5A and 158), lssue
fee payment in ke micro entity amount will Rot be accepted art Lhe visk of applicition abandenment.

o Applicant asserting small entiiy status. See 37 CFR 127 NGTE: If the apphication was previously under ncro entily status, checking this box will be taken
to be a polilication of loss of entitdement to micro eatity statss,

D Appticant changing te regular undiscounted foe status. NOTE: Checking this bax will be taken to be a notification of loss of entitlement to smail o micro

N enlity Siﬂl/k‘ls.-itsﬁipphcdbiﬂ.
NOTE: This forny must be sigm;d‘ﬂ; e;i'cwwjféngwﬂ%(ﬁwmnd 1.3%, %;/X{CPTCLA—) for sipnature requirements and certifications.

: A &t pate_May 27, 2014

Authortzed Signatiee _{ -

Typed or pratted name Charies F Wieiaﬁd’fﬂ/ Repistration No. 33,096

Pagc 2 of 3

PTOL-83 Pt T (10-13) Approved for use through 12172013 OB 065 1-00273 .S, Patent and Trademark Office; U8, DEPARTMENT GF COMMERCE
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Electronic Patent Application Fee Transmittal

Application Number:

13741878

Filing Date:

15-Jan-2013

Title of Invention:

RUNTIME RISK DETECTION BASED ON USER, APPLICATION, AND 5YSTEM
ACTION SEQUENCE CORRELATICN

First Named Inventor/Applicant Name:

Srinivas KUMAR

Filer:

Charles F. Wieland lll/nina leta

Attorney Docket Number:

0079152-000017

Filed as Small Entity

Utility under 35 USC 111 (a) Filing Fees

Description Fee Code Quantity Amount SUE-;;;;]I in

Basic Filing:
Pages:
Claims:
Miscellaneous-Filing:
Petition:
Patent-Appeals-and-Interference:
Post-Allowance-and-Post-Issuance:

Utility Appl Issue Fee 2501 1 480 480

Extension-of-Time:
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Description

Fee Code Quantity

Amount

Sub-Totalin
UsD(s)

Miscellaneous:

Total in USD ($)

480
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Electronic Acknowledgement Receipt

EFS ID: 19128695
Application Number: 13741878
International Application Number:
Confirmation Number: 4039

Title of Invention:

RUNTIME RISK DETECTION BASED ON USER, APPLICATICON, AND 5YSTEM
ACTION SEQUENCE CORRELATION

First Named Inventor/Applicant Name:

Srinivas KUMAR

Customer Number:

21839

Filer:

Charles F. Wieland lll/nina leta

Filer Authorized By:

Charles F. Wieland Il

Attorney Docket Number: 0079152-000017
Receipt Date: 27-MAY-2014
Filing Date: 15-JAN-2013
Time Stamp: 13:34:42

Application Type:

Utility under 35 USC 111{a)

Payment information:

Submitted with Payment yes
Payment Type Credit Card
Payment was successfully received in RAM $480

RAM confirmation Number 12262
Deposit Account 024800

Authorized User

WIELAND, CHARLES F.

The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpayment as follows:

Charge any Additional Fees required under 37 C.F.R Section 1.16 (Matiocnal application filing, search, and exarmination fees)

Charge any Additional Fees required under 37 C.F.R. Section 1.17 (Patent application and reexamination processing fees)
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Charge any Additional Fees required under 37 CF.R. Section 1.19 (Document supply fees)
Charge any Additional Fees required under 37 C.F.R, Section 1.20 (Fast Issuance fees)

Charge any Additional Fees required under 37 C.F.R. Section 1.21 {Miscellaneous fees and charges)

File Listing:

Document L . File Size(Bytes)/ Multi Pages
Document Description File Name A . .
Number Message Digest Part f.zip| (ifappl.)
13078
1 lszue Fee Payment (PTO-858) Fee_Transmittal.pdf no 7

Warnings:

Information:

30363
2 Fee Warksheet {SBOG) fee-info.pdf no 2

L ETR T AT PTR R P T £ [ Y

Warnings:

Information:

Total Files Size (in bytes)% 104141

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similarto a
Post Card, as described in MPEP 503,

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for afiling date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt {37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application,

MNational Stage of an International Application under 35 U.5.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.5.C. 371 and other applicable requirements a Form PCT/DO/EQ/903 indicating acceptance of the application asa
national stage submission under 35 U.5.C. 371 will be issued in addition to the Filing Receipt, in due course,

New International Application Filed with the USPTO as a Receiving Dffice

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810}, a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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Uxtren Staris PATiNT AND TRADEMARK QU

FOOMMERCE
s Patent and ‘I'rademark Ollice
RIORPALENY

UNITED STATES DEPARTMENT
Unilted 5 12

Al

AT ATION NOY. TSR AT DATINT N, ATTORNEY 700 KT N0, CONFIRMATION N0,
1374 RTR 071872014 B7R27AA QOTOLRZ 000017 30
S gl NG

BUCIIANAN, INGERSOLL & ROONEY PC
POST OFFICT BOX 1404
ALEXANDRIA, VA 22313- 1404

ISSUE NOTIFICATION
The projected patent number and issuc date are specilied above.

Determinaiion of Patenl Term Adjustment under 35 U.5.C. 154 (b)
(application filed on or after May 29, 2000)

The Fatent Term Adjustment is O day(s). Any patent to issue from the above-identified applicatien will include
an indication of the adjustment on the front page.

If a Continued Prosecution Application (CPA) was filed 1n the above-identified application. the filing date that
determines Patent Term Adjustment is the [iling date of the most recent CPA.

Applicant will ke able to obtain more detailed information by accessing the Patent Application Information
Retrieval (PATIR) WT:B site thitp:/pair.uspto.gov).

Any questions regarding the Patent Term Tixtension or Adjustment determination should be directed to the
Office of Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee
nayments should be directed to the Application Assistance Unit {AAU) of the Office of Data Management
{ODM) at (571)-272-4200.

APPLICANTI(&) (Please see PAIR WEB site hilp://pairuspto.gov for additional applicants):

Snnivas KUMAR. Cupertuio, CA:
TAASERA, INC', Frie, PA

The United States represents the largest, most dynamic marketplace in the werld and is an unparalleled location
for business investment, innovation, and commercialization of new technologies. The USA offers tremendous
resowrces and advantages for those who invest and manufacture goeds here. Through SclectUSA, our nation
works to encourage and facilitate business investment. To learn more about why the USA is the best country in

the world o develop technology, manulacture products, and grow your business, visit SelectlUSA . gov.

TRTOA PiRew. TOA09
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PTOEB:20 (07-0%)

Appraved for use through 07312012, OMB 0851-0031

U.5. Patent and Trademark Office; U 8. DEPARTMENT OF COMMERCE

Urdar the Papersvark Reduction Act of 1665 na parsens are required to raspond te g eollection of information unless it containg a valid GMB cantrol number

Regues.ﬁ Application Number 13/741,878
ror Filing Dat J 15, 2013
i i i iling Date anua \
Continued Examination (RCE) g January 15,2013

Transmittal First Named inventor Kumar, Srinivas

Address to: ‘
2483

Mail Stop RCE Art Unit
Cormmissioner for Patents Evaminer Namme patel. Haresh N
P.G. Box 1450
Alexandria, VA 22313-1450 Attormey Docket Number 6079152.000047.71

This is a Request for Continued Examination (RCE) under 37 C.F.R. § 1.114 of the above-identified application.
Request for Continued Examination (RCE} practice under 37 CFR 1.114 does not apply to any utility or plant application filed prior fo June 8,
19958, or to any design application. See Instruction Sheet for RCEs (not to be submitted to the USPTO) on page 2.

1. [Submission required under 37 C F.R. 1.114 |Mote: If the RCE is proper, any previcusly filed unentered amendmants and
ameandments enclosed with the RCE will be enterad in the order in which they were filed uniess appiicant instructs otherwise. If
applicant does not wish fo have any previously filed unentered amendment(s} entered, applicant must request non-entry of such
amandmerit(s).

2. D Previgusly submitted. If a final Office actien is outstanding, any amendments filed after the final Office action may be
considered as a submission even if this box is not chackead.

i D Consider the argurnents in the Appeal Brief or Reply Brief previousty filed on

ii {:I Other
b. @ Enclosed

i D AmendmentReply iif @ Infarmation Disclasure Statement (105}
ii D Affidavit{s)/Deciaration(s} v, D Cther

2. Miscellangou

a. D Suspension of action on the above-identified application is requested under 37 CF.R. 1.103{c) for a
pericd of months, {Pericd of suspension shall not excesd 3 monins; Fee under 37 G.F.R. 1.1740) required)

b. D Cthar

3. The RCE fee under 37 C.E.R. 1.17 (e} is required by 37 C.F.R. 1.114 when RCE is filed

a. &z] The Directar is hereby authorized to charge the following fees, any underpayment of fees, or credit any overpayments, to
Ceposit Account Mo, 02-4800.

i RCE fee required under 37 C.FR. 1.17 (g)

i |:| Extension af ime fee (37 CF.R 1136 and 1.17)

i D Other
b. D Chack ir the amaunt of § _____ enclosed

G. E[ Paymant by credit card
WARMING: Infarmation on this form may become public. Credit card information should not be included on this form. Provide credit
card information and authaorization on PTQ-2038,

SIGNATURE OF APPLICANT, ATTORNEY, OR AGENT REQUIRED
Signature T F Date [ duty 10, 2014
Mame (PrintType} | Derek P. Benke Registration No. ., 36944

CERTIFICATE OF MAILING OR TRANSMISSION

& &
e 8

| hureby certify that this correspondence is being deposited with the United States Postal Service with sufficient postage as first class maii in an envelope
addressed to0 Mail Stop RCE, Commissicner for Patents. P. O. Box 1450, Alexandria, WA 223131450 or facsimile transmitted to the U5, Patent and
Trademark Office on the date shown below,
Signature
Name (PrintType) Date | Juiy 10, 2014
This collecian of information is required by 37 GER 1,114, The intarmatien is required to obfain of retain 2 benefit by the public which is to file (and by the
LUSPTO fo precass) an apgticatian. Confidentiality is governed by 35 U.8.C. 122 and 37 CFR 1.11 and 1.14. This coliection is estmated to take 12 minutes to
comrpiete, ingluding gathering, preparing, and sebmiting the completed application form {o the USPTO. Time wifl vary depending cpon tha ingividual case. Any
corments on the amount of time you require ta complete this form andior suggestions for reducing this burden. shoutd be sant to the Chief Infermation Off cer
11.5. Pateat and Trademark Office, U.S. Dapanment of Cammerce, P.O. Box 1450, Alexandria, VA 22313-1450, 00 NOT 3END FEES DR COMPLETED
FORMS TO THIS ADDRESS. SEND TO: Mail Stop RCE, Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450,
If you need assistance in completing the form, calf 1-800-PTO-8199 and select oplion 2.
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PCT/US2014/011427
PATENT COOPERATION TREATY

From e AINTERNATIONAL SEARCHING AUTHORITY

A
i
WIELAND, CHARLES I T
NOTIFICATION OF TRANSMUTTAL OF
TIHE INTERNATIONAL SEARCH REPORT AND
THF WRITTEN QPINION QU THE INTERNATIONAL
SFARCHING AUTHORITY, OR THE DECLARATION

BLCHAMAN INGLRSOLL & ROONEY PCCUSTOMER
WO 2TRID T O BOY L0 ALEXANDRIA VA 22313-1d04
LA

{MC'T Rule 44.1)

E Thie of muiling
refo monih eyt May 2014 (14.05.2014)

-z\pniicnnl's‘ or agenl's file peferenee 1
0791520025 FOR FURTHER ACTION  See parageaphs | and 4 helow ;
Tntzrnational application No. Internationad Hing date ;
Feferyvientivear)
PCT/US2014/011427 14 January 2014 (14.01.2014)

AppHicam

TAASERA, INC,

[X] Tiw -wph.,.m is hereby nothied that the infermatienal seacch separt and the written opinton of e steraational Szarching
Authorily haee beeit established and are ransmitted herewaih,
Filing ol amendments ol stadewiont ueeder Avticle 1%
Fhanplicann is entithed, 17 b so wishes, tounend the ofabms of the Briernationas] application (see Ruic 465
When? The thine Himd for Gling sech amentdiments is cormally two mrontvs from the date ol ransimiiat of the

international searclt report. i

Where? Directly o the Iternational Burcaw of WIPO), 34 chemin des Colombeiles :

L2911 Gueneva 20, Swirderland, Facsimite No: +4 22 3388270 [

i For mure defailed instroetions, see POT Appdicent's Guide, nternationat Phase, paragraphs 9.004 9.0 ;

2, I:I The wppieant is torels netivied that oo internarional seareh seport will be established and that the declaration under
Article P20 1o that effedt and the writter opiniun of the Interrational Searching Avthority are transmiitted herewidth,

3. [: With regard oy protest asalnsl pavinent of (an) addilional Tee{s) under Rule 4002, the applicant is notifed that:
s the protest topeiher with the decision therenn has been tanamitied o the Tnleenational Borean topether witit ary
[ reguest for forward the texts of botl the protest anc the deciston therenn to the designated (fTees.

D Ao decision s been made vt on the protest: the appiicant will be notitied as seon as o docision s made, .
o Remindery I
The applicant may submit connments on an jnformal basis an the wrilten opinion of the imemational Searching :
Authority 1o Lhe International Bureaw, The hnteraational Bureau wilt send o copy of such comments to all designated |
Orfices Gnless an iMernational prefiminary examination reposd has been or is 1o be established, Following the

I expimtion of 30 months from the priovity date, these comments will atso be made availabie to the public,

Saortly aller the expiration of 18 months from the priority date, the taermational application will be published by the
fnteriational Bureaw. 1f the applicant wishes 1o avaid ar postpone pubiication, a notice of widkirawal of the
mitersattonat apptication, or of the pricdily claim, must reach the hiternational Burean before the completion of the

techricat preparaiions for inteenationat pubhication (Rules 90s, | and 90bis.3).

Within 19 months from the priority dote, but only in respeet of some designated Offtees. & demand for international
mulimimny exatrtination must be fled 1 the applicant wishes o posipone the entry into the national phase until 30
manths rom the priority date (n some Offices cven fater); otherwise, the .11);)!|m sk, wibin 20 mondhs from the

pricrity date, perform Lhe preseribed gets for entry inte the national pimsc hefore those destgnated Offices.

I respeet of ether designated O'fices, the time Jimit of 30 months (or laterd will apply even if no demand is filed

within 19months,

For details sbout the applicable time Hmits, OTice by Offiee, see wwwavipoinlpet/enestsiime_limis.huntand the
PCT Appiicant's Gride, National Chaplers. |

[RETHN ‘md maiting aditress of the ISA/KR Authorized oificer
Inews Appireation [vigtor

]
P
Karean butellectil Pengiesly D0 H
1
i

!
|
B

i

Ll

i

COMMISSIONER

w 189 P e roo Sea-gi Pajeon Mot opelicm City, 4370, ;
i @ Repehlic nf Ko ,,é:,::—-f e
Paesimite No.o §2-42-472-71441 Telephone Mo, §2-42-481.5875 3161

Forrs PCTASA220 (iuby 20140)
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* Adiention

Copies of the documents ciled in the international search report can be scarched in the foflowing Korean

Intelicctual Property Oflice English website for six months(expire date : 20014.11.15 ) from the date of
mailing of the international search report,

B fwon w kipooeo kriens = PCT Services =» PCT Serviees

I T intersational applieation nuntber

PW LLIBI49B6

Ingquiries relaled w PCT Inernational Search Report or Written Opinion prepared by KIPCG as an International

Searching Authority can e answered not ouly by KIPO but also throngh IPKC {telectual Property Karea
Center located i Vienoa, VA, which (unctions as a POT Help Desk for PCT applicants.

Homepage: hiiprdwwiwiplicenter.com

Email; ipke@@iplkeenier.cmn

Nesters Lo Form PCTAISAZ20 {Tuly 201D
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PCT/US2014/011427
PATENT COOPERATION TREATY

PCT

INTERNATIONAL SEARCH REPPORT

(PCT Article 18 and Rutes 43 and 44)

Applicant's or aeent’s file relerence FOR FURTITER seu Lorm POTASADD

D079 152-0025 ACTION as el as, whuere appicable. item 5 bolow.
.l-;nﬁrnulinnul application No. Tnternational feling date sdenvmnnhifeor) {Lalicst) Priovity Date fdanmrontdyoar)
PCT/USZ014/011427 14 Jannary 2014 (14.05.2014) 15 Juneary 2013 (15.01.2013)

Applican

TAASERA, INC.

I'his Ielernationd search report has beern prepared by ihis International Searching Auhority and is transoitted to the applicant acconding
1 Article T8 A copy s being transmitled 1o the Iniormational Bureau.

This imernalional search report consises ol o total ol 3 sheelz.

D I 3s alse sccompanicd by g copy of each priorart document eited in this reporl.

I Basis af the vepari
ao Withorepard to e Tangmape, the inteenationnl scarch was carried oot on the basis ol
gi the inteenational application in the tanguage iowhich it was ited

a trgslution ol the infeenalfonal application it . which is the lanpusge of o
translation Famished for the parposes of internationat searel (Rutes 12.3¢a) and 23.1(b))

[ This ke rnalional search report bas been established 1aking into account the rectification of an phvious mistake
anthorized by or notified (o this Authority under Rule 91 (Rule 43.6his(a)).

e | L) With regard 1o any nuelenfide asfor aming ncid sequance disclosed in the itermational application, see Bax No. [
2 i Certain chims were fonmd unsearchable (See Box No, 1)
i 1—] Unily of invention is Iacking (Sce Dox No, T

A With regard 1oo1he title,
IX] Ihe Lext is appreved as submitted by the upplicum

l I the text has been established by this Authority Lo read ag o lows:

30 With regard 1o the abstract,
’X} the text is approved as submilicd by the applicant.
D the text hax been extablished, according o Rule 38,2, by this Anthority s il appears in Box No. 1V, The applicant

may, within one month from ihe date of ailing of this infernational search report, submit comiments b this Authority.

o Witl repare 1o the diawings,
i the figure of the dreawings to he published with (he abstract is Figure No, 4
D:u‘ snzested e the applicant,
Ig us sefeeted by tis Autharily, beeause e applicant Filod 10 sugpest a figure.
E mlns sclected by this Authority, decaase this figure betler characterizes e invention.

h. none of thi Bpnves 15 tohe published with the ahsorael,

Parm PCTIS 210 (First sheel) (July 2009,
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INTERNATIONAL SEARCIT REFFORT

[nsecnational apnlication MNe.

PCT/US2Z014/011427

CLASSIFICATION OF SUBIECT MATTER
GUOE 2T/ ZH 30T H, GUOE $44(2006.01

Acvrieing Le internationad Patent £

ication (1PCY or to hath nats

(I FiF1L.DS SEARCHID

winimmm: documentation searchad {elassilicalion svstem fullawed b

hrer Hhrs mrininuun dogwmen
dapplivatives foe utility models

sl agphications Tor wiliy medels

v

; w ¢l
G0AE 210, GNOF 30480 GOeE 2124; GO 1730, GORE 12044, (G001

DN GOOFE D

sion ko L exdent that such documents are included in the felds senrched

s, ol the e levant nassapes Relevant [ claim MNuo.
1=l i
Vv and Trgures 1=K
i [ L SLATERY 29 Necsaher 20011 =50
Seeoparmrraphs DS aad Digares LD
M COELG TG AT TPRANEEE RUILY 02 Jure 2407 [
Al fieeres 1-H),
‘ § CJOSERH &0 816G 30 November [
1 E ZR-070 and Tiperes -7, i
4 =OEAREA0 AT (U T Wi 0 Movenher 2008 1
nagigrrais a7 gl [Tgures 2-6,
;
[ o Lo . . L
CFrifier docinents are lated in e condinmation of Tax See patenl Bamily apnes.
: Spwaial vateparioz ol viled doctiinents later docurrent pollishes afior hie internaipnal 1iling :
At e e penezal stale ol T art witcl s naleonsitdlened date s freantlicl with the applicatien bue eited to wndes
culur relevanee e prineiple o7 thesry inle vanin
" salen: b publishes] an or afier the dsternizional 8 deeument o parliewir reievine imed inventen gl be
conwicerad novel or cnnot be considored o invalve an inventive |
" alrnis ) e e slep when the presl i taken aloce :
2o usidlisle she publicasion d cilation e othe: "YU doviment off sarticn e relevonee the elaimed Srvention cannat he
Al s (e speei e cansidered to fwvalve wn imventive step whien the dozumznt s
N s Inan e disclosare, nse, exhidsinioe or ot combinetd wilh one or more siher seeh docwiments suzh camb
st olivienes Loa porson skilled in e ar
e hal liles "ET document menthes e same paient il

al b e D
Uz claimed

st comt pletion of the ieraiiomal search

I3 May 20014 (13032014,

ate ol miling o the interaational senrch report

14 May 2014 (14.05.2014)

Facsinile Mo 482-42-472-7140

wdlress af e [SATRR T Avthorlesd o B
alivn [Xvisiom

E BY LN, Sung Cheal !

;

Teiephane Mo,

3-42-48§-8262

A8AZI {seeond sheety (Taly 20049y

o P
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Tofornuation on patent Tamily members

INTERNATIONAL SEARCI REPORT inlerational applicetion No.
PCTIUSZOE4/011427

Patent dociment Puhlication Paient Gunily Py hlication
citerd nsearch wpon date members) date

ES 20HG-01250911 Al 20002010 US 2010-018580F Al SO/08/ 2010
US 2000-0146260 At 107006/ 2010
BY 2011-03211%5 AL 2G/42/2001 HS BAGGUSE 112 a2/ /9013
IS 2011-013100:8 Al 02/06/201 1 {15 2008-0189758 Al O7 /0842008
1S TOUKGGNO 132 15/03/2011
IS 450581 B2 26/18/2012
U5 2000-020274:% &l 26/ 1172000 115 8214904 B (/2012
LS 2000 -00RA330 Al 20/ 1172008 P 2156315 At 2410275010
P 2156315 Ad L2/04/2011
WO 2008-151027 Al 20/ 11/2008

Form PUTASAZ 10 (patent Tamily annex) {(July 2009;
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PCT/US2014/01 1427

PATENT COOPERATION TREATY

v e

INTEENATIONAL SEARCIIING AUTTHTORTTY

l'l S I
WLLAND, CTEANRLES ¥ 1T pCT

T

P

|

i et

i
i
Apiplizing

Pame aad mailing wldress of the ISASKTR

BUCHTANAN INGERSOLL & ROONEY PO CUSTOMER
NOLZIREY 2L BOX 13094 ALEXANDRIA WA 223131404
Lisa

WRET
INTERNATION

NOOPINION OF TIE
AL SEARCHING AUTIIORITY

(PCT Rule J3his. )

14 May 20114 (14.05.24014)

[The of matimg,
(eforimens e

i FOR PURTHER ACTION

See poraprapl s

§ Pricwity datedilenimontivicvar)

J-l."s January 203 {15.01.2013)

International fTing cale ffeedmanihd eor)
14 Junuary 24 (14.01.2014)

o and 1P

PO

Vi Pl nationa! cla

GHol 21560200 3000, GOGT U440 200601 ji

TAASLERA, INC.

I ks opician comtains indications relaling to the following items:
By Mo i
D 3o N, 11 Irigrily
T BoxRel 1N

Rasis uf the opinion

Nuameslablistiotent of opinion wih repard o povelty, invenlive step and indusirial applicabilily

Rox No. 1V Lack ol unity ol Invention

ewsoned siaiement wades ale A3 a1y wizh e

cilagions and explamations snpporling such slaleneal

Hux oo, W

|_ ] Bow No. V1 Certadn detuments el

Box No. WIT 0 Cerlain defects i the neernational application

Mos Moo VAT Centain obsenvations oy the ternaziamal mpplication

FURTIER ACTION
I demand Tor intereational peelimisry exmningsios is made, this opinion will be considered Jo be o wrisien apioion of the

Loeeng
sl than tis are 1o be the 1PEA oad the chosen FPEA has notidied the Internntiomf Burcaw snder Rufe 66, his(h) thal writie:
wpinions nlhis Tnernations; Searching Aathorioe will not be so cansidered.

1T 1REs apinion iy, ar provided ahove, cenzidesed o be 2 written apinion ol the TPEA, e aephcant is invited o schimil to e
IPEA it el sr, where aepenperate, with amenclments, befvre the axpiration of 3 incnths from the dals of madling
al Pors POTASAD20 ar hielore

1o etk optivas, see Form POTIS ARG,

cexplration ol 22 manths fram the priovily date, whicleser expires laler,

Dute al eompletion of this apinion |Awkarized elTicer

il A pplication Divisic
Dellevsun Fropurly Mice

i, Sen-pal Dackenn
Metrepahtin City, 32-700, Regabife ol Kurea

Y UN, Suiny Chewl

& 13 May 014 (13.05.2014) !
Saemimile No, 4182-02-472-7 140 Felephone Mo, 824248 1-8260 o _

o P 37 (ewver shoon) (laly 20101

gard o povely, inventvie stap and indosiral appiicahiling

tiona | Prelaminary Pxaminig Awhorily (IPLEA"T eveept et this does oot appely whoere the applicant chooszs an Arthonty
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Intermational applicadion Moy,
WRITTEN OPINION OF THE mernational application No
INTERNATIOMAL SEARCHING AUTHORITY PCT/US2014/011427

Box Mo, | Basts of this epinien

1o With regard 1o the [anguage. this opinion has been established on the basis ol

[>§] the iaternatioma] application i the language in which iowas Gled

[_:] o translation of the intermational application into

which is the famgzuage ol a
trunslation Turnished for the purposes ol infernational seareh (Rules 12.3(a) and 23, 1{by)

!_] This vpindon has been establishod aking ino aceount the rectification of an ahvinns mistake authorized by or notilied
Lo this Authority under Rule 91 {Rube 4305 1{a}}

With regard o any aueclestide andfer amino scid sequence disclosed in the bermational application, this opinfon has boen

valubtished on the basis of @ sequence listing Ntled or fumished:

4 fmeansy

| on paper

D in cleclronis [rm

Iy [line}
i the imernational applicalion as tifed.
D topether with the international application ineleetronic form,

D subsecuently 1o this Autharity for the pueposes ol search.

4 u le addelivion, (i1 the case dhat more than one version or capy al g sequence listing has been liled or Lorizhed, the required
statements that the information in the subsequent ar additioand copies s ideniical w that in the application us fifed or does
not o beyoed the appslication as Gled, as appropriaee, were fuenished.

S Additional comments:

Form POTASA23T (Rox No. 1) July 2011y
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Tternatinrzal applic

WRITTEN OPFINION OF THE tiest No.

INTERNATIONAL SEARCHING AUTHORITY PCT/US2014/01 1427

Box Mo, ¥ Heasoned statement water Rule 43bhis (2005 with regard to novelly, inventive slep or indastrial applicability;
citations and expbimatinns supporiing such stalene

Satemenl

Novelny (M) Claims 1-24 YIS
Clatiims NONE Ny
tventive slep (183 Claims MONT e e YRS
Claiims 1-24 N}
Industria: applicabilicy (1AY - 3 1-24 YN
Claime NONE N 5

Clibilions and oypianaiions

loforence 19 made 1o the following decumert.

31 LS 2000-0025800 AL (PRAKASE BHASKARAN) 20 May 2010

20 Nowveity and frevertive Step (PO Article 3302) ard (30

2.0 Cla

130, which iy ooon

-1z

cred fo be the closest prior act 1o the subject maller of indonen:

a1 discloses s moethed comperising! sloring predefined mles inoa rule database of a

tisk managemoent server {sce ohim T storing gecn iy solicles of an ovgonization for

users and user grouns of the organivation in a poiley detabaso {(see olaim 13), wneron

e secevily policies ceomprige definitions and roles Lo bhe Tollowed by the users in the

orpanization enlorend by o security olisnd application {see paragraph 330 and usine on

menoraled  ond risk score for identifvi vinlaticns of  sald  securily  policies of the

nrganization hy the vser (geo claim 7).

The =nbject mattor of claim 1 differs brom that of DT in that a2 method of claim | i
comnrinen identilying, uzing al teasl one assessment polley, o runtime risk for an
apalicslion or o devien, whaereln the wonufied vondime rvisk identiicos and precdicts a2

L

apecitio Iype of threat. Nowever, this fealire i virtually suppesied by the ssme document

wili o

el

conaidering thal the method of D1 comprises delarmining a sk oy

prampie, information lechnology 70 actividi pecforned by oo user ol resonrces of an

orpanizalion a0 cdeskions and olber ecdbeinis, [or delerniining compliance wilh ihe

2

soourtty poiicies, and lor identifving Hong of the security polivies (see naragrazh 1Z2).

el i1 the art would easily conceive the idoa of emploving the

Thoroloro, a person o

feature of identitying the runine risk ior ithe application or a device, Accordingly, canan

s over D1 Therefare. clatme 1 lacks an inventive step under

would | been ol

[T Artieie 33020

Clairn 2, dependent on oloim @, gapecifies (hal a user action iz any form ol explicit inguot '
Condinued on Snpplementsl Box j

Fusm PCTASAIT (Thax No. VY (lily 2011y
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= Continued on The Nexi Page

oo

. Irdernadioad aplication Mo
WRITTLEN OPINION OF THE
INTERNATIONAL SEARCHING AUTHOREIY ! PCT/US2014/011427

Supplemental Box

e space in any of the preceding: boxes i i safficic
viel s Box Mo, WV

1

om0 umor of a computing svster, The addidonal feature im lanown drons T (the

clienl appiication tracks overy a yopefovmed by the usoer on e compaiing

Thorofore, olaim 2 lacks an lovoeotive siep under POT Acticlo

dovice, sop D

KRR

Ciaime 3-40 dependenl on clabm L specity an apaslication aclion and 2 systom action,

The additionsl fealure i koown from D1 (he fracked activities fusthor comorise dso of

matly, peec b peor applications. web uploads, wely doweloads, chanpes Lo

ipboard a -int and

eystam contiguration, wse of removabic storage devices. Llos,
aprognzsbhol activities, lie sharing aciivivios, kevihoard asage, mosse colick overla, elo) gaeo

ims 3-4 lack an invertive siop under BCT Artiele 33030

paragraph 381 Theretors,

Clai mine |, ospecilies thal a lesl aclion ol at least twe per{oomed

actiong s petiormed at o Drat time, and a second action of the at feast iwe p

no b dependent o«

wwioinad

actions 1z porformed al oa second time. The  addiional feature is known frons 1

Rin onoihme

ties

(socquence ol Ihe Tracked activiics, and peftorny ol the tracked n

erelore. claim & lacks an inveniive step Jnder PCY Article

frame. see parapraph 130

RKIR]A

iarn and the socond action. The

Clalms G-8, dopendenl on claim b, spacity the first ac

gronal Tealire ig known freom D1 fdor Jack's activilies an Ave. 8 2008 Jack Is assigned

10 poinis for launchicg ‘sevvices.mss 10 points [or stoppiog the aniiviris seivice, 5
poinis for launching  iratant messaging (M) aoplication  using Skyne, 5 pelals for
auncening  the  couticok  appleation, 14 poiniy for  dewnicading  allachments  using

peer-lo-peer (P22 appication, 10 pobits for restavting the antivirus service, and 10

painlz for launching the web browsoer see paragraph 82. figure 11H). Therefore, claims

B-8 larcle an invertive slep under POT Arlicle 33(3%

Claim 9, dependent en clainn 1, spacifies an action sequence. The addilionad fealure iz

win drore D dlor Jack's activiles on Apro Y 2008, Jack is assigned 1D points Ior

g USH storage device, b points lov launching word awpplication, & points for

e Skype, §opoinls for launching outlock,

qonding an instan! messape {IM) appilcalion o

Lopeints [or copying Il the USH storage dovice, 5 peints for copyving e 2 Lo Ihe

LSl «torape device, aud 10 poinds {or removing the USH storage device! ses parspra
51 PeTe Articla 33(3)

ipure TEGY Thorelore, ciaim G lacks an invenlive

aoc on

s Lhial e ronlime disle is idontitien b

Cralo 10, pandent on elaim b gpec

DT IS AT (Supstemental Besg (July 2811
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Menernational z\]]_r\.iénii;li_r{n. NO
WRITTEN OPINION OF THE :
INTERNATIONAL SEARCTHNG AUTITORITY | PCT/US2014/081427

Supplemental Box

s case the space in anv of the preveding boxes is not sutficient,
Cealinuatien af ¢ Previous Page

reateing rutes and probabilistic weighis and scores, The additional featare is known from

itige and the saquences 1, a fivst level

D1 isince thers is a maleh botwoon Jack's activ

n: 10 lacks an inventive step

nadificasion i perlormad: ace parapraph M) Therefore,

andor FOT Articie 33030

the runtime risk s idendifiosd hasod on

Claim L dependent on

e proximnily ol lhe o least two parlornes cions of the aclion sequence ared belors

ST inforred barween the al

s iwo poriormed actions. The addilional dealure iz

known fram D fmodifying the asaigned points at & sccord level based on dale and e
of he lracked aciivilics: sec ofaim b). Theteiore, claim 1] lacks an inventive siep aader

POT Arlicie 33{3)

1

220 rependent on clain 1 specilios assessing, by a processing devico, thas ol

Cla

1

leas: two porformed actions of the action segquences describe o forensic chain of svents
; Lasced oo oa piuralily of laciors. The additicral feawure is known [rorr BI (modifying the

i Bas

fovel baged on cne of sequerces and patlerns of he {racked

| ausipned solnds al o

activitios: see ciaim A). Therefore, claim 12 lacks an invenlive gtep under PCT Ariche

s L34
Claim 13 relales to a gvaten in aconrdance with claim | orelalicg 1o a method, As Lhe
fentures of clabny 13 ossentizlly corvespond Lo those of claim 1 oexcopl tor the category of
irvention, Fhe same reasoning as in olaim 1 applies o clain 3. Theretare, indepentdent

aninwventive gtop undaer POT Articte 33030

clan L3 lac

ylvatnres of elaima Y-24 esgerliatly correspond to thode of claims 2-120 Therelore.

sning ag in claims 2-12 applies Lo claims 14-24, Thersolare, clains 14-%4
CAsticie 3%(3)

e same e

ek an invenlive atop under PO

2o nddustyial Anplicabiity (POT Article 3304))

der PCT Article 33443,

[=¢a are indusl-ially spplicabio ar

Form FOT ISASST (Supplomental Box) (duby 201
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Doc code: IDS P IOSBU8a (01-10)

T . . . Approved for use through 073172012 ORB 0G51-0031
Doc description: Information Disclesure Statement [IDS] Filed LS. Patert and 1rad criark Office; U.S. DEPARTMENT OF COMMERCE

Under the Papersork Reduction Act of 1885, no persans are required to respond to a collection of information unless it containg a valid OMB contrel number

Application Number 13741878
Filing Date 2013-01-15

INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
{ Not for submission under 37 CFR 1.99)

First Named Inventar ‘ Kumar, Srinivas

Art Unit \2493

Examiner Name ‘ PATEL, HARESH N

Attorney Docket Number \ 0079152-000017

U.S.PATENTS
Examiner| Cite Kind Name of Patentee or Apglicant Pages Columns Lines where
BN Patent Number Issue Date Relevant Passages or Relevant
Initial No Code’ of cited Document

Figures Appear

If you wish to add additional U.S. Patent citation information please click the Add button.

U.S.PATENT APPLICATION PUBLICATIONS

Examiner| .. Publication Kind | Publication Name of Patentee or Applicant Pages.Columns Lines where
. Cite No Relevant Passages or Relevant
Initial Number Codel| Date of cited Document :
Figures Appear

1 20100125911 2010-05-20 Bhaskaran

2 20110321175 2011-12-29 Slater

3 20110131658 2011-06-02 Bahl

4 20080292743 2008-11-26 Bigus et al.

5 20080288330 2008-11-20 Hildebrand et al.

If you wish to add additional U.S. Published Application citation information please click the Add button.
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Application Number 13741878
Filing Date 2013-01-15

INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
{ Not for submission under 37 CFR 1.99)

First Named Inventor I Kumar, Srinivas
Art Unit ‘ 2493
Examiner Name I PATEL, HARESH N

Attorney Docket Number ‘ 0072152-000017

Name of Patentee or Pages.Columns, Lines
Examiner| Cite | Foreign Document Country Kind | Publication Anplicant of cited where Relevant To
Initial* Nc | Number? Code?| Code4| Date ngument Passages or Relevant

Figures Appear

If you wish to add additional Foreign Patent Document citation information please click the Add button

NON-PATENT LITERATURE DOCUMENTS

Examiner Cite Include name of the author (in CAPITAL LETTERS), title of the article (when appropriate), title of the item
e {book, magazine, journal, serial, symposium, catalog, etc), date, pages(s). volume-issue number(s), 1=
Initials* | No . . .
publisher, city and/or country where published.
1 May 14, 2014 International Search Report issued in PCT/US2014/011427. D
2 May 14, 2014 Written Opinion issued in PCT/US2014/011427. [:‘

If you wish to add additional non-patent literature document citation information please click the Add button

EXAMINER SIGNATURE

Examiner Signature Date Considered

*EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through a
citation if not in conformance and not considered. Include copy of this form with next ccmmunication to applicant.

' Sea Kind Code 5 of USPTO Patent Documaonts at = B Sor MPEP 8(01.04. ? Enter office that issucd the document, by the two-letter code (WIPO
Standard ST.3). ? For Japanese patent documents, 1he |nd|cat|on of the year of the reign of the Emperor must precede the serial number of the palent document
“ Kind of decument by the appropriate symbols as indicated on the document under WIPO Standard ST 16 if possible. ' Applicant is to place a check mark herei
English language translation is attached
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Application Number 13741878

Filing Date 2013-01-15

INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
{ Not for submission under 37 CFR 1.99)

First Named Inventor I Kumar, Srinivas
Art Unit ‘ 2493
Examiner Name I PATEL, HARESH N

Attorney Docket Number ‘ 0072152-000017

CERTIFICATION STATEMENT

Please see 37 CFR 1.97 and 1.98 to make the appropriate selection{s):

That each item of information contained in the information disclosure statement was first cited in any communication
X from a foreign patent office in a counterpart foreign application not more than three months prior to the filing of the
information disclosure statement. See 37 CFR 1.97{a)(1)

OR

That no item of information contained in the information disclosure statement was cited in a communication from a
foreign patent office in a counterpart foreign application, and, to the knowledge of the person signing the certification
after making reasonable inquiry, no item of information contained in the information disclosure statement was known to

[] any individual designated in 37 CFR 1.56(c) more than three months prior to the filing of the information disclosure
statement. See 37 CFR 1.97(e)(2).

[] See altached certification statement.
[ The fee set forth in 37 CFR 1.17 (p) has been submitted herewith.

[] A certification statement is not submitted herewith,

SIGNATURE
A signature of the applicant or representative is required in accordance with CFR 1.33, 10.18. Please see CFR 1.4(d) for the
form of the signature.

Signature {Derek P. Benke/! Date (YYYY-MM-DD) 2014-07-10

Name/Print Derek P. Benke Registration Number 56944

This collection of information is required by 37 CFR 1.97 and 1.98. The information is required ta obtain or retain a benefit by the
public which is to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.S5.C. 122 and 37 CFR
1.14. This collection is estimated to take 1 hour to complete, including gathering, preparing and submitting the completed
application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S.
Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND
FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria,
VA 22313-1450.

EFS Woeb 211/
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Privacy Act Statement

The Privacy Act of 1874 (P.L. 93-579) requires that you be given certain information in connection with your submission of the
attached form related to a patent application cr patent. Accordingly, pursuant to the requirements cf the Act, please be advised
that: (1) the general autherity for the collection of this information is 35 U.S.C. 2(b}2)}; (2) furnishing of the informaticn solicited
is voluntary; and (3} the principal purpose for which the information is used by the U.S. Patent and Trademark Office is to
process andfar examine your submission related to a patent application ar patent. If you do not furnish the requested
information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may
result in termination of proceedings cr abandonment of the application ar expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1. The informaticon on this form will be treated confidentially to the extent allowed under the Freedem of Information Act
{5 U.8.C. 552) and the Privacy Act (5 U.5.C. 552a). Records from this system of records may be disclosed to the
Department of Justice to determine whether the Freedom of Infermation Act requires disclosure of these record s.

2, A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a
court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of settlement
negotiations.

3. Acrecord in this system of records may be disclosed, as a routine use, to a Member of Cangress submitting a
request involving an individual, to whom the record pertains, when the individual has reguested assistance from the
Member with respect to the subject matter of the record.

4, Arecord in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for
the information in order to perform a contract. Recipients of information shall be required to comply with the
requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a{m).

5. A record related to an International Application filed under the Patent Cooperation Treaty in this system of recaords
may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property Crganization, pursuant
to the Patent Ceoperation Treaty.

6. A record in this system of records may be disclosed, as a routine use, to ancther federal agency for purposes of
National Security review (35 U 5.C. 181} and for review pursuant to the Atomic Energy Act (42 U.5.C. 218(c)).

7. A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or
his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility to
reccmmend improvements in records management practices and programs, under authority of 44 U.8.C. 2804 and
2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any cther relevant {i.e., GSA or Commerce) directive. Such disclosure shall not be used to make
determinations about individuals.

8. A record from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U . S.C. 122(b) or issuance of a patent pursuant to 35 U.5.C. 151. Further, a record
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was flled in
an application which became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspections or an issued patent.

9. Arecord from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a viclation or potential violation of law or regulation.

Frswebh 2117
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Electronic Patent Application Fee Transmittal

Application Number:

13741878

Filing Date:

15-Jan-2013

Title of Invention:

RUNTIME RISK DETECTION BASED ON USER, APPLICATION, AND 5YSTEM
ACTION SEQUENCE CORRELATICN

First Named Inventor/Applicant Name:

Srinivas KUMAR

Filer:

Derek P. Benke/Shaunna Lloyd

Attorney Docket Number:

0079152-000017

Filed as Small Entity

Utility under 35 USC 111 (a) Filing Fees

Description Fee Code Quantity Amount SUE-;;;;]I in
Basic Filing:
Petition Fee-37CFR 1.17(h) (Greup 1) 2464 1 70 70
RCE - 2nd and Subseguent Request 2820 1 B50 850
Pages:
Claims:

Miscellaneous-Filing:

Petition:

Patent-Appeals-and-Interference:

Post-Allowance-and-Post-Issuance:
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Description Fee Code Quantity Amount SUE_STS;;]I in
Extension-of-Time:
Miscellaneous:
Total in USD ($) 920
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UNITED STATES PATENT AND TRADEMARK OFFICE

Commissioner for Patents

United States Patent and Trademark Office
PO, Box 1450

Alexandria, VA 22313-1450

Www uspto.gov

Decision Date: July 10, 2014

In re Application of :
DECISION ON PETITION

UNDER CFR 1.313(c}(2)

Srinivas KUMAR

Application No : 13741878
Filed : 15-Jan-2013
Attorney Docket No:  0079152-000017

This is an electronic decision on the petition under 37 CFR 1.313(c}(2), filed lJuly 10, 2014 , to withdraw the above-identified
application from issue after payment of the issue fee.

The petition is GRANTED.
The above-identified application is withdrawn from issue for consideration of a submission under 37 CFR 1.114 {request for
continued examination}. See 37 CFR 1.313(c}{2}).

Petitioner is advised that the issue fee paid in this application cannot be refunded. If, however, this application is again
allowed, petitioner may request that it be applied towards the issue fee required by the new Notice of Aliowance.

Telephone inguiries concerning this decision should be directed to the Patent Electronic Business Center (EBC) at 866-217-9197,

This application file is being referred to Technalogy Center AU 2493 for processing of the request for cantinuing examination
under 37 CFR1.114.

Office of Petitions
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Electronic Acknowledgement Receipt

EFS ID: 19543380
Application Number: 13741878
International Application Number:
Confirmation Number: 4039

Title of Invention:

RUNTIME RISK DETECTION BASED ON USER, APPLICATICON, AND 5YSTEM
ACTION SEQUENCE CORRELATION

First Named Inventor/Applicant Name:

Srinivas KUMAR

Customer Number:

21839

Filer:

Derek P, Benke/Shaunna Lloyd

Filer Authorized By:

Derek P, Benke

Attorney Docket Number: 0079152-000017
Receipt Date: 10-JUL-2014
Filing Date: 15-JAN-2013
Time Stamp: 15:54:14

Application Type:

Utility under 35 USC 111{a)

Payment information:

Submitted with Payment yes
Payment Type Credit Card
Payment was successfully received in RAM $920

RAM confirmation Number 2358
Deposit Account 024800

Authorized User

BENKE, DEREK

The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpayment as follows:

Charge any Additional Fees required under 37 C.F.R Section 1.16 (Matiocnal application filing, search, and exarmination fees)

Charge any Additional Fees required under 37 C.F.R. Section 1.17 (Patent application and reexamination processing fees)
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Charge any Additional Fees required under 37 CF.R. Section 1.19 (Document supply fees)

Charge any Additional Fees required under 37 C.F.R, Section 1.20 (Fast Issuance fees)

Charge any Additional Fees required under 37 C.F.R. Section 1.21 {Miscellaneous fees and charges)

File Listing:

Document L . File Size(Bytes)/ Multi Pages
Document Description File Name A . .
Number Message Digest Part f.zip| (ifappl.)
3666
1 Petition automatically granted by EFS petition-request.pdf no 2
IR A AT i R R Y | TP PR N
Warnings:
Information:
Quick Path Information Discl it
5 uick Path Information Disclosure QPIDS. pdf o ;
Statement ]
Warnings:
Information:
R tfor Conti dE inati rass
equest far Continued Examination
3 (RCE) RCE pdf no 1
whe el ] R o
Warnings:

This is not a USPTO supplied RCE 5830 form.

Information:

241501
4 Non Patent Literature ISR, pdf no 5

s Mlrla o elen i anac i e 1 0eH
LR

Warnings:

Information:

251763
5 Mon Patent Literature WO.pdf no 5

[HEERRYE- PR PSR | e D PURTR- B B RO
Sl

Warnings:

Information:

64819
|DS.pdf no 4

capalo Lk S M0 L e
ok

Information Disclosure Statement (IDS)
Form (SB08)

Warnings:

Information:

Thisis notan USPTO supplied IDS fillable form

32357
7 Fea Worksheet (SB0OG) fee-info.pdf no 2

BaauH A diote Laleg M fr inBac g
(&1

Warnings:

Information:

Total Files Size (in bytes}% 24165973
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This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similarto a
Post Card, as described in MPEP 503.

New Applications Under 35 U.5.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b])-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application,

National Stage of an International Application under 35 U.5.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.5.C. 371 and other applicable requirements a Form PCT/DO/EQ/903 indicating acceptance of the application asa
national stage submission under 35 U.5.C, 371 will be issued in addition to the Filing Receipt, in due course,

New International Application Filed with the USPTO as a Receiving Dffice

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810}, a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application,
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PTG/SB/140

Doc Code: PET.AUTO LS. Patent and Trademark Office
Document Description: Petition automatically granted by EFS-Web Department of Commerce

Electronic Petition Request PETITION TO WITHDRAW AN APPLICATION FROM ISSUE AFTER PAYMENT OF

THE ISSUE FEE UNDER 37 CFR 1.313(c)

Application Number 13741878

Filing Date 15-Jan-2013

First Named Inventor Srinivas KUMAR

Art Unit 2493

Examiner Name HARESH PATEL

Attorney Docket Number 0079152-000017

Title RUNTIME RISK DETECTION BASED ON USER, APPLICATION, AND SYSTEM ACTION

SEQUENCE CORRELATION

An application may be withdrawn from issue for further action upon petition by the applicant. To request that the Office
withdraw an application from issue, applicant must file a petition under this section including the fee setforthin § 1.17(h} and a
showing of good and sufficient reasons why withdrawal of the application from issue is necessary.

APPLICANT HEREBY PETITIONS TO WITHDRAW THIS APPLICATION FROM ISSUE UNDER 37 CFR 1.313(c).

A grantable petition requires the following items:

(1) Petition fee; and

(2} One of the following reasons:

{a) Unpatentability of one or more claims, which must be accompanied by an unequivocal statemeant that one or maore claims
are unpatentable, an amendment to such claim or claims, and an explanation as to how the amendment causes such claim or
claims to be patentable;

{b) Consideration of a request far continued examination in compliance with § 1.114 (for a utility or plant application only); or
(c) Express abandonment of the application. Such express abandonment may be in favor of a continuing application, but nota
CPA under 37 CFR 1.53(d).

Petition Fee

(&) Small Entity

{3 Micre Entity

{3 Regular Undiscounted

Reason for withdrawal from issue
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{3 One or more claims are unpatentable

(&) Consideration of a request for continued examination (RCE) {List of Required Documents and Fees)

O Applicant hereby expressly abandons the instant application {any attorney/agent signing for this reason must
have power of attorney pursuant to 37 CFR 1.32(b)).

RCE request,submission, and fee.

| certify, in accordance with 37 CFR 1.4{d)(4) that:
[l TheRCE request ,submission, and fee have already been filed in the above-identified application on

Are attached.

THIS PORTION MUST BE COMPLETED BY THE SIGNATORY CR SIGNATORIES

| certity, in accordance with 37 CFR 1.4{d){4) thatlam:

O An attorney or agent registered to practice before the Patent and Trademark Office who has been given power of attorney
in this application.

{e) An attorney or agent registered to practice before the Patent and Trademark Office, acting in a representative capacity.

) Asole inventor

O A jointinventor; | certify that | am authorized to sign this submission on behalf of all of the inventors as evidenced by the
power of attorney in the application

) Ajointinventor; all of whom are signing this e-petition

Signature /Derek P. Benke/
Name Derek P. Benke
Registration Number 56944
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Document code: WFEE

United States Patent and Trademark Office
Sales Receipt for Accounting Date: 08/22/2014

THARGROV  SALE #00000002 Mailroom Dt 07/10/2014 024800 13741878
01 FC : 2806 90.00 DA
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U.S DEPARTMENT OF COMMERCE
PATENT AND TRADEMARK OFFICE

PATENT WITHDRAWAL NOTICE

DATE WITHDRAWN

7/15/2014

WITHDRAWAL NUMBER

26097

The following application has been WITHDRAWN from the

715/2014 issue.

SERIAL NO.

13741878

PATENT NUMBER

8782735

TITLE

CORRELATION

RUNTIME RISK DETECTION BASED ON USER, APPLICATION, AND SYSTEM ACTION SEQUENCE

NAME AND ADDRESS

SRINIVAS KUMAR
Cupertino, CA

REASON FOR WITHDRAWAL

Auto-petition to withdraw - Granted

APPROVED

{Kimberly Terrell/, Manager

Patent Publication Bra_mch
Office of Data Management

FORM PTO-302 --{REV. (5-200%)
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N Unrred Srares Panixt anp Thavemark Orrice

LN TR ST AL
Uni 3
RN

ICPAR TY ENT OF COYIVFRCE
e ark Cffice

-1:50

[ awcanovsvivasir | STNC OR VG AL | RS T NAMT) ADPLC AN | ATV IOCKE T NO AT |
L3/741.878 01/15/2013 Srivas KUMAR O079152-000017
CONFIRMATION NO. 4039
21838 PUBLICATION NOTICE
BUCHANAN, INGERSOLL & RCONEY PC
POST OFFICE BOX 1404 AT LA L T
0000000656858825

ALEXANDRIA, VA 22313-1404

Title:RUNTIME RISK DETECTION BASED ON USER, APPLICATION, AND SYSTEM ACTION SEQUENCE
CORRELATION

Publication No.lUS-2014-0201806-A1
Publication Date:07/17/2014

NOTICE OF PUBLICATION OF APPLICATION

The above-identified application will be electronically published as a patent application publication pursuant to 37
CFR 1211, et seq. The patent application publication number and publication date are set forth above.

The publication may be accessed through the USPTO's publically available Searchable Databases via the
Internet at www.uspto.gov. The direct link to access the publication is currently hitp://www.usptc gov/patft/.

The publication process established by the Office does not provide for mailing a copy of the publication to
applicant. A copy of the publication may be obtained from the Office upon payment of the appropriate fee set forth
in 37 CFR 1.18(a)(1). Orders for copies of patent applicaticn publications are handled by the USPTO's Office of
Public Records. The Office of Puklic Records can be reached by telephone at (703) 308-8726 or {800) 972-6382,
by facsimile at (703) 305-8759, by mail addressed to the United States Patent and Trademark Office. Cffice of
Public Records, Alexandria, VA 22313-1450 or via the Internet.

In addition, informaticn on the status of the application, including the mailing date of Office actions and the

dates of receipt of correspondence filed in the Office, may also be accessed via the Internet through the Patent
Electranic Business Center at www uspto . gov using the public side of the Patent Application Informatian and
Retrieval (PAIR) system. The direct link to access this status information is currently hitp J/pair.uspto.gov!. Prigr to
publication, such status information is confidential and may only be obtained by applicant using the private side of
PAIR.

Further assistance in electronically accessing the publication, or about PAIR, is available by calling the Patent
Electronic Business Center at 1-866-217-9197.

Office of Data Managment, Application Assistance Unit (3717 272-4000, or (571 272-4200, or 1-888-786-0101

page 1 of 1
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Uxrren Stamis Parest axp Tranimark Orric:

TATES DEPARTAENT OF COMMERCE
enl and Trademark (ilice
TONTRPORPA NS

APPLICALION N, HIING DAL FIRS. NAMED INVINTUR I ALIDRNSY DOCKHL NG [ coNpRMA 7 ToN N0 |
IR L) LI S2003 Srinivas KUMAR O T8 2-00001 ¢ A0
2R Ay R s
e e ey \ v Tap | LXANINGR I
BUCTIANAN, INGERSOILL & ROONEY PC
POST OFFICHE BOX 1404 PATH ., TEARISIT N
ALFXANDRIA, VA 22313-1404
| ARL TN I PALLR NTMELR |
i
| NOTTETCATION 7477 | T TVERY MO |
087202010 11O TRONIC

Please lind below and/or atlached an Office communication concerning this applicalion or proceeding.
The time period for reply, if any, 1% set in the attached communication.
Notice of the Office communication was sent electronically on above-indicated "Notification Date” to the

following c-mail address{es);
ADIPDROC T @ BIPC .com

PTGL 90A (Rev, 0447
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Application No. Applicant(s)
Supplemental 13{741.878 KUMAR. SRINIVAS
Notice of Allowability Examiner Art Unit AU (s inventor to
HARESH N. PATEL 2493 ;"’1 Status
4]

- The MAILING DATE of this communication appears on the cover sheet with the correspondence address--
All claims being allowable, PROSECUTION ON THE MERITS IS {OR REMAING) CLOSED in this application. If not includad
herawith (or previously mailed), a Notice of Allowance (PTOL-85) or other appropriate communication will be mailed in due course, THIS
NOTICE OF ALLOWARBILITY IS NOT A GRANT OF PATENT RIGHTS. This application is subject to withdrawal from issue at the initiative
of the Office or upon petition by the applicant. See 37 CFR 1.313 and MPEP 1308.

1. ¥ This communication is responsive to 12/15/13.

Oa declaration(s)/affidavit{s) under 37 CFR 1.130{b) was/were filed on

2. [] An election was made by the applicant in respense to a rastriction requiremant sat forth during the interview on ; the rastriction
requirement and election have bean incorporated into this action.

3. K The allowed claim(s) isfare 1-24. As a result of the allowed claim(s), you may be eligible to benefit from the Patent Prosecution
Highway program at a participating intellectual property office for the correspanding application. For more information. please see
o dwaww Lsplogewinatentsdinit events/onhdindexisp or send an inguiry to PPHisedhack@@usoto.noy

4. [] Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 118{a)-(d) or (f).
Certified copies:

ay[d Al pi[dSome *c) [] None of the:
1. [ Certified copies of the priority documents have been received
2. [ Certified copies of the priority documents have been received in Application No.
3. [] Copies of the certified copies of the priority documents have been received in this national stage application from the

Intarnational Bureau (PCT Rule 17.2(a)).
" Certified copies not recaived:

Applicant has THREE MONTHS FROM THE "MAILING DATE" of this communication to file a reply complying with the requirements
noted below. Failure to timely comply will result in ABANDONMENT of this application.
THIS THREE-MONTH PERIOD IS NOT EXTENDABLE.

5. [[] CORRECTED DRAWINGS { as “replacement sheets”) must be submitted.
] including changes required by the attached Examiner's Amendment / Comment or in the Office action of

Paper No./Mail Date .

Identifying indicia such as the application number {see 37 CFH 1.84({c}) should be written on the drawings in the front {nol the back) of
each sheetl. Replacement sheel{s} should be labeled as such in the header according to 37 CFR 1.121{(d).

8. [] DEPOSIT OF andior INFORMATION about the deposit of BICLOGICAL MATERIAL must be submitted. Note the
attached Examiner's comment regarding REQUIREMENT FOR THE RDEPOSIT OF BIOLOGICAL MATERIAL.

Attachment(s)

1. [] Notice of References Cited (PFTO-882) 5. [] Examinar's Amendment;Gomment

2. [ Information Disclosure Statements (PTC/SB/08), 6. [[] Examiner's Statement of Reasons for Allowance
Paper No./Mail Date 7/10/14

3. [[] Examiner's Commant Regarding Requiremeant for Daposit 7. [] Other .

of Biological Material
4. [ Interview Summary (PTC-413),
Paper No./Mail Date

{HARESH N PATEL/
FPrimary Examiner, Art Unit 2483

U Pate-rame lracema< (hae

FTOL-37 (Rev. 08-13) Notice of Allowability Fart of Paper MNo./Mail Date 20140823
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Application/Control No. Applicant(s)/Patent Under Reexamination
Issue Classification | 1274157, KUMAR, SRINIVAS
H“‘ H “HH ‘“HH““H“H M““ “‘ . o
HARESH N PATEL 2493
CPC
Symbol Type Version
G06F F 2013-01-01
CPC Combination Sets
Symbol Type Get Ranking Version

NONE

Total Claims Allowed:

24
(Assistant Examiner) {Date)
‘HARESH N PATELS
Primary Examiner. Art Unit 2483 08:23/2014 O.G. Print Claim({s) .G, Print Figure
{Primary Examiner} (Date) 13 2
J5 Pwent ase Tracetark Ol ce Pars of Pupor Noo 20143823
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Issue Classification

Application/Control No.

Applicant(s)/Patent Under Reexamination

13741878 KUMAR, SRINIVAS
Examiner Art Unit
HARESH N PATEL 2493

US ORIGINAL CLASSIFICATION INTERNATIONAL CLASSIFICATION
CLASS SUBCLASS CLAIMED NON-CLAIMED
725 H 1B 20U 5
el 1D RO
CROS5 REFERENCE(S)
CLASS SUBCLASS (OME SUBCLASS PER BLOCK)
NONE
Total Claims Allowed:
24
(Assistant Examiner} [Date)
‘HARESH N PATELS
Primary Examiner. Art Unit 2483 08:23/2014 O.G. Print Claim({s) .G, Print Figure
{Primary Examiner} (Date) 13 2

J.3 Puentare racetwrk Ol ce

Pars of Pupor Noo 20143823
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Application/Control No. Applicant(s)/Patent Under Reexamination

Issue Classification | 1274157, KUMAR, SRINIVAS

H“‘ H “HH ‘“HH““H“H M““ “‘ o o

HARESH N PATEL 2493
p Claims renumbered in the same order as presented by applicant O CPA O T.D. O R.1.47
Final Criginal Final Criginal Final Qriginal Final Criginal Final Triginal Final Criginal Final Criginal Final Criginal

1 17 7

] > 18 %

3 3 19 E]

IS 4 2 5

3 5 21 2

& & 22 22

7 7 25 23

=) g2 2 2d

a a

0 10

" I

2 12

o 13

' 14

y 15

53 16
NONE

Total Claims Allowed:
24
(Assistant Examiner} [Date)
‘HARESH N PATELS
Primary Examiner. Art Unit 2483 08:23/2014 O.G. Print Claim({s) .G, Print Figure
{Primary Examiner} (Date) 13 2
J5 Pwent ase Tracetark Ol ce Pars of Pupor Noo 20143823
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Doc code: IDS 1 3741 8?8 - G"!‘%%Ug%gﬁg)

T . . . Approved for use through 073172012 ORB 0G51-0031
Doc description: Information Disclesure Statement [IDS] Filed LS. Patert and 1rad criark Office; U.S. DEPARTMENT OF COMMERCE

Under the Papersork Reduction Act of 1885, no persans are required to respond to a collection of information unless it containg a valid OMB contrel number

Application Number 13741878
Filing Date 2013-01-15

INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
{ Not for submission under 37 CFR 1.99)

First Named Inventar ‘ Kumar, Srinivas

Art Unit \2493

Examiner Name ‘ PATEL, HARESH N

Attorney Docket Number \ 0079152-000017

U.S.PATENTS
Examiner| Cite Kind Name of Patentee or Apglicant Pages Columns Lines where
BN Patent Number Issue Date Relevant Passages or Relevant
Initial No Code! of cited Document .
Figures Appear
1
If you wish to add additional U.S. Patent citation information please click the Add button.
U.S.PATENT APPLICATION PUBLICATIONS
Examiner| .. Publication Kind | Publication Name of Patentee or Applicant Pages.Columns Lines where
. Cite No Relevant Passages or Relevant
Initial Number Code'| Date of cited Document :
Figures Appear
1 20100125911 2010-05-20 Bhaskaran
2 20110321175 2011-12-29 Slater
3 20110131658 2011-06-02 Bahl
4 20080292743 2008-11-26 Bigus et al.
5 20080288330 2008-11-20 Hildebrand et al.

If you wish to add additional U.S. Published Application citation information please click the Add button.

FOREIGN PATENT DOCUMENTS

EFS Web 211/ ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH. /H.P./
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Application Number 13741878 13741878 - GAU: 2493

Filing Date 2013-01-15

INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
{ Not for submission under 37 CFR 1.99)

First Named Inventor I Kumar, Srinivas
Art Unit ‘ 2493
Examiner Name I PATEL, HARESH N

Attorney Docket Number ‘ 0072152-000017

Name of Patentee or Pages.Columns, Lines
Examiner| Cite | Foreign Document Country Kind | Publication Anplicant of cited where Relevant To
Initial* Nc | Number? Code?| Code4| Date ngument Passages or Relevant

Figures Appear

If you wish to add additional Foreign Patent Document citation information please click the Add button

NON-PATENT LITERATURE DOCUMENTS

Examiner Cite Include name of the author (in CAPITAL LETTERS), title of the article (when appropriate), title of the item
e {book, magazine, journal, serial, symposium, catalog, etc), date, pages(s). volume-issue number(s), 1=
Initials* | No . . .
publisher, city and/or country where published.
1 May 14, 2014 International Search Report issued in PCT/US2014/011427. D
2 May 14, 2014 Written Opinion issued in PCT/US2014/011427. [:‘

If you wish to add additional non-patent literature document citation information please click the Add button

EXAMINER SIGNATURE

Examiner Signature MHarash Patal’ (08/23/2014) Date Considered

*EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through a
citation if not in conformance and not considered. Include copy of this form with next ccmmunication to applicant.

' Sea Kind Code 5 of USPTO Patent Documaonts at = B Sor MPEP 8(01.04. ? Enter office that issucd the document, by the two-letter code (WIPO
Standard ST.3). ? For Japanese patent documents, 1he |nd|cat|on of the year of the reign of the Emperor must precede the serial number of the palent document
“ Kind of decument by the appropriate symbols as indicated on the document under WIPO Standard ST 16 if possible. ' Applicant is to place a check mark herei
English language translation is attached

EFS Web 211/ ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH. /H.P./
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Uxtren Staris PATiNT AND TRADEMARK QU

FOOMMERCE
s Patent and ‘I'rademark Ollice
RIORPALENY

UNITED STATES DEPARTMENT
Unilted 5 12

Al

AP ICATION N0, TR AT PATENT N ATTORNEY D00 TN, CONT RN ATION NOL
|37 BT8R 09:30¢201 4 REHO51T 007OL52 000017 4034
ZIRA A TR

BUCIIANAN, INGERSOLL & ROONEY PC
POST OFFICT BOX 1404
ALEXANDRIA, VA 22313- 1404

ISSUE NOTIFICATION
The projected patent number and issuc date are specilied above.

Determinaiion of Patenl Term Adjustment under 35 U.5.C. 154 (b)
(application filed on or after May 29, 2000)

The Fatent Term Adjustment is O day(s). Any patent to issue from the above-identified applicatien will include
an indication of the adjustment on the front page.

If a Continued Prosecution Application (CPA) was filed 1n the above-identified application. the filing date that
determines Patent Term Adjustment is the [iling date of the most recent CPA.

Applicant will ke able to obtain more detailed information by accessing the Patent Application Information
Retrieval (PATIR) WT:B site thitp:/pair.uspto.gov).

Any questions regarding the Patent Term Tixtension or Adjustment determination should be directed to the
Office of Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee
nayments should be directed to the Application Assistance Unit {AAU) of the Office of Data Management
{ODM) at (571)-272-4200.

APPLICANTI(&) (Please see PAIR WEB site hilp://pairuspto.gov for additional applicants):

Snnivas KUMAR. Cupertuio, CA:
TAASERA, INC', Frie, PA

The United States represents the largest, most dynamic marketplace in the werld and is an unparalleled location
for business investment, innovation, and commercialization of new technologies. The USA offers tremendous
resowrces and advantages for those who invest and manufacture goeds here. Through SclectUSA, our nation
works to encourage and facilitate business investment. To learn more about why the USA is the best country in

the world o develop technology, manulacture products, and grow your business, visit SelectlUSA . gov.

TRTOA PiRew. TOA09
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Electronic Acknowledgement Receipt

EFSID: 19543380
Application Number; 13741878
International Application Number:
Confirmation Number: 4039

Title of Invention:

RUNTIME RISK DETECTION BASED OM USER, APPLICATION, AND SYSTEM

ACTION SEQUENCE CORRELATION

First Named Inventor/Applicant Name:

Srinivas KUMAR

Customer Number;

21839

Filer:

Derek P. Benke/Shaunna Lloyd

Filer Authorized By:

Derek P, Benke

Attorney Docket Number: 0079152-000017
Receipt Date: 10-JUL-2014
Filing Date: 15-JAN-2013
Time Stamp: 15:54:14

Application Type:

Utility under 35 USC 111(a}

Payment information:

Submitted with Payment yes
Payment Type Credit Card
Payment was successfully received in RAM $920

RAM confirmation Number 2359
Deposit Account 024800

Authorized User

BENKE, DEREK

The Dizector of the USPTQ is hereby authorized to charge indicated fees and credit any overpayment as follows:
Charge any Additional Fees required under 37 C.F R. Section 1,16 {National application filing, search, and examination fees)

Charge any Additional Fees required under 37 CF.R. Section 1,17 (Patent application and reexaminaticn processing fees)
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Electronic Patent Application Fee Transmittal —l

Application Number:

13741878

Filing Date:

15-Jan-2013

Title of Invention:

RUNTIME RISK DETECTION BASED ON USER, APPLICATION, ANG S5YSTEM
ACTION SEQUENCE CORRELATION

First Named Inventor/Applicant Name:

Srinivas KUMAR

Filer;

Derek P. Benke/Shaunna Lloyd

Attorney Docket Number:

0079152-000017

Filed as Small Entity

Utility under 35 USC 111(a) Filing Fees

Description Fee Code Quantity Amount Sut-;g(tsa)l "
Basic Filing:
Petition Fee-37CFR 1.17(h) (Group Il) 2464 1 70 70
RCE - 2nd and Subsequent Request 2820 1 as0 850
Pages:
Claims:

- PORYT ﬁql,kfik%h ot

E%‘{tfn mﬁsﬂ“m\ﬁtaa: B TR

Miscellaneous-Filing: REIN%
%a"\ }F(‘.:EEE“
Petition:
AT uselygecy

Patent-Appeals-and-Interference:

Fost-Allowance-and-Post-Issuance:

pan v O NAxa398

Ky
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Case 2:21-cv-00441-JRG Document 2 Filed L1/30/21 Page 1 of 2 PagelD #. 62
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Case 2:21-cv-00441-JRG Document 2 Filed L1/30/21 Page 2 of 2 PagelD #. 63

M
SR

THroetor of the U8, Pateny sad Trademark Oifies
P15 Bom (458
Abpwnnadvin, %A PR

BERORT ON THE
FILANG QR BEVEHMINATIN GF AN
AUTTHEY RECSRBBING & PATENT O
THADEMANE

Mimit Blap 8

D% 2ED andior U

fr the Rastarn Disinci of Teras, Marshall Dvision anine ol

{04 the et setion vvidves 53

Y.
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o Cosmyn Lhetnot of Taxas, Marshed Shdaon

LRGN

3kl

TREND MIDRG INOOQRPORATED

FEATENT

ELHLIE O PAT

RUOVR THADNMANE

SI2AIGA Taavora Linsnsing LLO
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G OGE AR

~

Taassera Liognging LLG
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Taasers Livsnsing LLD
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Tagmpeers Liownsanyg LLD
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Auncndmess

I oebor Pleading
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i tha above—aniiilad onee, ihe following devision haz b

s rensidanid o fudperment dsued
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oapy 1

; indtom of artiom, mail this rapy fo I¥rectar
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Case 2:21-cv-00441-JRG Document 2 Filed 11/30/21 Page 1 of 2 PagelD #: 62

AO 120 (Rev. 08/16)

TO: Mail Stop 8 REPORT ON THE
’ Director of the U.S. Patent and Trademark Office FILING OR DETERMINATION OF AN
P.O. Box 1450 ACTION REGARDING A PATENT OR
Alexandris, VA 22313-1450 TRADEMARK
In Compliance with 35 U.5.C. § 290 and/or 15 U.S.C. § 1116 you are bereby advised that a court action has been
filed in the U.S. Digtrict Court for the Eastern District of Texas, Marshall Division on the following
O Trademarks or [ Patents. { [ the patent action involves 35 U.S.C. § 292
DOCKET NO. DATE FILED U.S. DISTRICT COURT
2:21-gv-00441 £1/30/2021 for the Eastern Distrlet of Texas, Marshall Division

PLAINTIFF DEFENDANT

TAASERA LICENSING LLC TREND MICRO INCORPORATED

PATENT OR DATE OF PATENT
TRADEMARK NO. OR TRADEMARK HOLDER OF PATENT OR TRADEMARK

1 5,842,795 1/14/2005 Taasera Licensing LLC

i 76873137 3/2/2010 Taassra Licensing LLC

3 B327 441 12/4/2012 Taasera Licensing LLG

4 8,850,517 9/30/2014 Taasera Licensing LLG

5 g 955038 2/10/2015 Taasera Licensing LLC

In the above—entitled case, the following patent(s) trademark(s) bave been inchided:
DATE INCLUDED INCLUDED BY
[0 Amendment [ Answer ] Cross Bill [0 Other Pleading
PATENT OR DATE OF PATENT
TRADEMARK NO. OR TRADEMARK HOLDER OF PATENT OR TRADEMARK

i

2

3

4

5

In the above—entitled case, the following decision has been rendered o judgement issued:

DECISICN/JUDGEMENT
CLERK {BY) DEPUTY CLERK DATE

Copy I—Upen initiation of action, mail this copy to Director Copy 3—Upon termination of action, mail this copy to MHrector

Copy 2—Upon filing document adding patent(s), mail this copy to Dircctor

Copy +—Case file copy

PAGE 1 of 2
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Case 2:21-cv-00441-JRG Document 2 Filed 11/30/21 Page 2 of 2 PagelD #. 63

AQ 126 (Rev. 0B/10)
o Mail Stap 8 REPORT ON THE
Dircctor of the U.S. Patent and Trademark Office FILING OR DETERMINATION OF AN
P.O. Bax 1430 ACTION REGARDING A PATENT OR
Alexandria, VA 22313-1450 TRADEMARK

In Compliance with 35 0.5.C. -§ 260 andfor 15 W.S.C. § 1116 you are hereby advised that a court ection has been
filed in the U.5. District Court for the Eastern District of Texas, Marshall Division on the following

[ Tredemarksor ~ [ Patents. { [] the patent action involves 35 U.S.C. § 282.):

OCKET NO. DATE FILED 7S, DISCRICT COURT
2:21-cv-D0441 1143072021 for the Eastern District of Texas, Marshall Division
PLAINTINF EFENUANT
TAASERA LICENSING LLC TREND MICRO INCORPORATED
PATENT OR DATE OF PATENT i
TRADEMARK NO. OR TRADEMARK. HOLDER OF PATENT OR TRADEMARK
1 8,990,848 2/24/2015 Taasera Licensing LLC
2 9,002816 7/28/2015 Taasera Licensing LLC
39,608,997 3/28/2017 Taasera Licensing LLC
4 8923918 3/20/2018 Taasera Licensing LLC
5

In the above—entitled case, the following patent(s)/ trademark(s) have been included:

DATE INCLUBED INCLUDED BY .
O Amendment [ Answer [ Cross Bill [ Other Pleading
PATENT OR. DATE OF FATENT
TRADEMARK NO. OF TRADEMARK HOLDER OF PATENT OR TRADEMARK

In the above—entitled case, the following decision has been rendered or judgement jssued:
DECISION/JUDGEMENT

CLERK 7 (BY) DEFUTY. CLERK DATE

Copy 1-Upon initiation of action, mall this copy to Director Copry 3—TIpon termination of 2ction, mail this capy to Director
Copy 2—Upon filing decument adding patent(s), maif this copy to Director Copy 4—Case file copy

PAGE 2 of 2
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LESE Wl VUG

AQ 120 (Rev. B8/10)

.

gt B Fulpd OQI25R22

an

TO:

Mail Stop 8

Director of the .8, Patent and Trademark Office FILING OR DETERMINATION OF AN

P.0. Box 1450

Alexandria, VA 22313-1450

REPORT ON THE

ACTION REGARDING A PATENT OR
TRADEMARK

[n Compliance with 35 U.5.C. § 290 andfor 15 U.8.C. § 1116 you are hereby advised that a count action has been

filed in the 1.8, District Court

[] I'tadcmarks or

for the Eastern District of Texas, Marshall Division on the following

M Patents.  { [ the patent action invelves 35 U.S.C. §292 )

PO L3 y-00062

DATE FILED
2i25/2022

LS. DISTRICT COURT
for the Eastern District of Texas, Marshall Division

PLAINTIFF

TAASERA LICENSING LLC

DEFENDANT
PALO ALTO NETWORKS, INC.

PATENT OR DATE OF PATENT .
TRADEMARK NO OR TRADEMARK TIOLDER OF PATENT OR TRADEMARK
1 6,842,796 1/11/2005 Taasera Licensing LLC
2 7,873,137 31212010 Taasera Licensing LLC
3 8,127,356 2/28/2012 Taasera Licensing LLC
4 8,327,441 12/4/2012 Taasera Licensing LLC
5 8,850,517 8430720714 Taasera Licensing LLC
In the above  entitled case, the following patent(s)/ trademark(s) have been meluded:
DATE INCLUDED INCLUDED BY
O Amendment 1 Answer [ Cross T3l [ Other Pleading
PATENT OR DATE OF PATENT

TRADEMARK NO.

OR TRADEMARK

TIOLDER OF PATENT (OR TRADEMARK

In the above—entitled casc, the following decision has been rendered or judgement issued:

DECISION/AUDGEMENT

CLERK

{(BY) DEPUTY CLERK DATE

Copy 1—Upon initiation of action, mail this copy to Director

Copy 3—IJpon termination of action, mail this copy to Director

Copy 2—Upon filing document adding patent(s), mail this copy to Director Copy 4—Case file copy

PAGE 1 cf 2

Palo Alto Networks - Exhibit 1002
Palo Alto Networks v. Taasera - IPR2023-00704
Page 225 of 234



ey ey

LAasE SIERov ant 2 Fided 022522 FoOSE0
AQ 120 (Rev. O8/10)
TO: Mail Stop 8 REPORT ON THE
) Director of the U.S. Patent and Trademark Office FILING OR DETERMINATION OF AN
P.0O. Box 1450 ACTION REGARDING A PATENT OR
Alexandria, VA 22313-1450 TRADEMARK
In Compliance with 35 11.8.C. § 290 and/or 15 1J.5.C. § 1116 you are herehy advised that a court action has been
filed in the 1..8. District Court for the Eastern District of Texas, Marshall Division on the following
[ Trademarks or [MPatents.  { [ ihe patent action involves 35 ULS.C. § 292.):
DOCKET NO, DATE FILED L DISTRICT COURT
2:22-cv-00062 2/25/2022 for the Eastern District of Texas, Marshall Division
PLAINTIFF DEFENDANT
TAASERA LICENSING LLC PALO ALTO NETWORKS, INC.
PATENT OR DATE QF PATENT . - [ — - .
TRADEMARK NO. OR TRADEMARK HOLDER OF PATENT OR TRADEMARK
1 8,955,038 21M0/2015 Taasera Licensing LLC
2 8,950,948 312472015 Taasera Licensing LLC
3 8,092,616 7/28/2015 Taasera Licensing LLC
4 9,923,918 3/20/2018 Taasera Licensing LLC
5
In the above—entitled case, the following pateni(s)/ trademark(s) have been included;
DATE INCLUDED INCLUDED BY
[0 Amendment [ Answer [ Cross Bill [0 Other Pleading
PATENT OR DATE OF PATENT . . . .
TRADEMARK NO. OR TRADEMARK HOLDER OF PATENT OR TRADEMARK
1
2
3
4
3
In the above  cntitled case, the following decision has been rendered or judgement issucd:
DECISION/AUDGEMENT
CLERK (BY) DEPUTY CLERK DATE

Copy 1—Upon inilialion of action, mail this copy 1o Direclor  Copy 3—Upon Lermination of aclion, mail Lhis copy to Direetor
Copy 2—Upon filing document adding patent{s}, mail this copy to Direcinr  Copy 4—Case file copy
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Clang S PRow-On0onE RO RaE 13 Fled DED2IED 53
AO 120 (Rev. 08/10)
TO- Mail Stop 8 REPORT ON THE
) Director of the .8, Patent and Trademark Office FILING OR DETERMINATION OF AN

P.0. Box 1450

Alexandria, VA 22313-1450

ACTION REGARDING A PATENT OR
TRADEMARK

[n Compliance with 35 U.5.C. § 290 andfor 15 U.8.C. § 1116 you are hereby advised that a count action has been

filed in the 1.8, District Court

[] I'tadcmarks or

for the Eastern District of Texas, Marshall Division on the following

M Patents.  { [ the patent action invelves 35 U.S.C. §292 )

PO L3 y-00062

DATE FILED
2i25/2022

LS. DISTRICT COURT
for the Eastern District of Texas, Marshall Division

PLAINTIFF

TAASERA LICENSING LLC

DEFENDANT
PALO ALTO NETWORKS, INC.

PATENT OR DATE OF PATENT .
TRADEMARK NO OR TRADEMARK TIOLDER OF PATENT OR TRADEMARK
1 6,842,796 1/11/2005 Taasera Licensing LLC
2 7,873,137 31212010 Taasera Licensing LLC
3 8,127,356 2/28/2012 Taasera Licensing LLC
4 8,327,441 12/4/2012 Taasera Licensing LLC
5 8,850,517 8430720714 Taasera Licensing LLC
In the above  entitled case, the following patent(s)/ trademark(s) have been meluded:
DATE INCLUDED INCLUDED BY
O Amendment 1 Answer [ Cross T3l [ Other Pleading
PATENT OR DATE OF PATENT

TRADEMARK NO.

OR TRADEMARK

TIOLDER OF PATENT (OR TRADEMARK

In the above—entitled casc, the following decision has been rendered or judgement issued:

DECISION/AUDGEMENT

CLERK

- . AN
T AL B e

{(BY) DEPUTY CLERK DATE

3/22/22

Copy 1—Upon initiation of action, mail this copy to Director

Copy 3—IJpon termination of action, mail this copy to Director

Copy 2—Upon filing document adding patent(s), mail this copy to Director Copy 4—Case file copy
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Clang S PRow-On0onE RO RaE 13 Fed GHIEEE Page 24 EHN
AQ 120 (Rev. UR/10)
TO- Mail Stop 8 REPORT ON THE
) Director of the T.S. Patent and Trademark Office FILING OR DETERMINATION OF AN
P.O. Box 1450 ACTION REGARDING A FATENT OR
Alexandria, VA 22313-1450 TRADEMARK
In Compliance with 35 11.8.C. § 290 and/or 15 1J.5.C. § 1116 you are herehy advised that a court action has been
filed in the 1..8. District Court for the Eastern District of Texas, Marshall Division on the following
[ Trademarks or [MPatents.  { [ ihe patent action involves 35 ULS.C. § 292.):
DOCKET NO, DATE FILED U8, DISTRICT COQURT
2:22-cv-00062 2/25/2022 for the Eastern District of Texas, Marshall Division
PLAINTIFF DEFENDANT
TAASERA LICENSING LLC PALO ALTO NETWORKS, INC.
PATENT OR DATE OF PATENT D AL DAL D | .
TRADEMARK NO. OR TRADEMARK HOLDER OF PATENT OR TRADEMARK
1 8,955,038 21M0/2015 Taasera Licensing LLC
2 8,950,948 312472015 Taasera Licensing LLC
3 89,082,616 7/28/2015 Taasera Licensing LLC
4 9,923,918 3/20/2018 Taasera Licensing LLC
5
In the above—entitled case, the following pateni(s)/ trademark(s) have been included;
DATE INCLUDED INCLUDED BY
[0 Amendment [ Answer [ Cross Bill [0 Other Pleading
PATENT QR DATE OF PATENT S . .
TRADEMARK NO. OR TRADEMARK HOLDER OF PATENT OR TRADEMARK
1
2
3
4
3
In the above  cntitled case, the following decision has been rendered or judgement issucd:
DECISION/AUDGEMENT
In light of the Notice, which the Court ACCEPTS AND ACKNOWLEDGES, and pursuant tc Rule 41(a)
(1A, all pending claims and causes of acticn
in the above-captioned case are DISMISSED WITHOUT PREJUDICE
CLERK (BY) DEPUTY CLERK DATE

Copy 1—Upon inilialion of action, mail this copy 1o Direclor  Copy 3—Upon Lermination of aclion, mail Lhis copy to Direetor
Copy 2—Upon filing document adding patent{s}, mail this copy to Direcinr  Copy 4—Case file copy
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S0 1200 (Hew (Rt

- Hiail Stop 8

Birector of the U5, Putend and Trademarbk Office

.43, Box 1430
Alexandris, VA 22313-1450

REPORT ON THE

TRADEMARK

FILING R DETERMINATION OF AN
AUTION REGARDING A PATENTOR

Lo Cloenpelinnzes with 33 U080 § 280 andfor 15 UKL ¥ VEHS you are bereby

fled in e ULS, Distioer Courl

) Fradomarks o A Patens 07 the paenn ac

mvehves 35 LRS00 8 297y

aadvised that o oo action has baen

for the Southern District of New York

vl Tollowing

SURIRE 51‘3(}

DA TE FILRILD
pl bl i N
LA 3/22/2022

LM DINTRICT COURY

for tha Southern Disirict of New Yark

P

LAINTLEY

PALOC ALTO NETWORKS, INC.

DREFENDANI

RESEARCH CORPORATION

TAASERA LICENSING LLC, and QUEST PATENT

PATENTOR
THADEMARK NO.

DATE OF PATENT
Ol THRADEMARK

HIL DER OF PATENT OF TRADEMARY

6,842,796 14112005

Taasera Licansing LLC

2 7673137 32210 Taasera Licensing LLC

8127356 2:28/2012 Taasera Licensing LLO
4 8,327,441 12/42012 Taasera Licansing LLC
38850517 9E02014 Taasera Licensing LLE

En the ahbove

entitled case, ke Tollowing patent(s) radermarkis) have been inclided:

13

ATE ENCLUDED INCLUDRED BY

7 Amendmen

T Cross Bl -

(hher Plesdig

AT OF PATENT
R TRATIEMARK

PATENTOR
T STARK NG

HIOL DIER OF PATENT OR TRADEMARE

L

e the Toliov

devinion iy

been rendeved

BECISIONAUDGEMENT

CHERK

RUBY J KRAJICK

(BYYDEPUTY Ol TRE

NATE

o

FaE N HRAMI

ETUR RN )

Copy 1-Upon initiation of potion, raail this copy o Birectar

Copy 3--Lpon termination of action, maail this copy to Director
{lopy Z—Lpen Rling docvoment adding patentis), mail this copy to Bivector

Copy d-—Cose file copy
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S0 1200 (Hew (Rt

Tk

flail Stop 8

Birector of the 1.5, Patend and Trademuark Office FILING OR DETERMINATION OF AN

.43, Box 1430
Alexandris, VA 22313-1450

REPORT ON THE

AUTION REGARDING A PATENTOR
TRADEMARK

Lo Cloenpelinnzes with 33 U080 § 280 andfor 15 UKL ¥ VEHS you are bereby

fled in e ULS, Distioer Courl

) Fradomarks o A Patens 0 the paca

aadvised that o oo action has baen

for the Southern DRistrict of New York o e following

acien dnvelves 35 (LS008 2920y

DK W

DAE FILED
3/2ai2ng2

LES, DESTRICT COURY
for tha Southern Disirict of New Yark

PLAIN LIEE

PALOC ALTO NETWORKS, INC.

DREFENDANI

TAASERA LICENSING LLC, and QGUEST PATENT
RESEARCH CORPORATION

PATENT OR

DATE OF PATENT

HIL DER OF PATENT OF TRADEMARY

TRADEMARK NO. DR TRADEMARK
§.965 038 211 0:2015 Taasera Licensing LLC
Z 8.990.8948 324:2045 Taasera Licensing LLC
8902616 7i28/20150 Taasera Licensing LLO

4 5,923,918

3/20:2018

Taasera Licansing LLC

L

En the above  entifled case,

e Tollowving patentisd tradeniarks) have heen inchsded:

ATHIMULUDED

INCLUDRED BY

o Amendmen P Answer T Cross Bl [T iber Plesdng

PATENTOR
STARK NG IR TRAT

ATE OF F

FATENT
AARK

HIOL DIER OF PATENT OR TRADEMARE

L

L1 the alwesy

e the Toliov

been rendeved

devinion iy

BECISIONAUDGEMENT

CHERK

Ruby I KRAJCK

(BYYDEPUTY Ol TRE NATE

FSOV L BRATIIMI

Copy 1-Upan initiation of action, mail this copy 19 Bivectar  Copy 3—-Upon lermination of action, mail this copy to Thirector
£lopy 2L pen Rling docvment adding patentis), meail this copy to Biveetor Copy 4-Cuse e copy

Page 2012

Palo Alto Networks - Exhibit 1002
Palo Alto Networks v. Taasera - IPR2023-00704
Page 230 of 234



Case 2:22-cv-00062 Document 2 Filed 02/25/22 Page 1 of 2 PagelD #. 358

AQ 120 (Rev, BE/1T)

TO: Mail Stop 8 REPORT ON THE
) Director of the U.S. Patent and Trademark Office FILING OR DETERMINATION OF AN
P.O. Box 1450 ACTION REGARDING A PATENT OR
Alexandria, VA 22313-1458 TRADEMARK
In Compiiance with 35 U 5.C. § 290 andror 15 ULS.C. § 1116 you are hereby advised that a court action has been
filed in the 1.5, Diserict Court for the Eastern District of Texas, Marshall Divisicn an the following
] Trademarks or ¥ Patents,  { ] the patent action involves 15 US.C. § 292y
DOC [03 DATE FILED L.8 DISTRICT COURT
BE!EE 5—0\!-00062 2/25/2022 for the Eastern District of Texas, Marshall Division
PLAINTIFF DEFENDANT
TAASERA LICENSING LLC PALO ALTO NETWORKS, INC.
PATENT OR BATE OF PATENT ;
TRADEMARK NO. OR TRADFMARK HOLDER QF PATENT OR TRADEMARK
1 6,842,796 1/11/2005 Taasera Licensing LLC
27,673,137 3212010 Taasera Licensing LLC
3 8,127,356 2/28/2012 Taasera Licensing LLC
4 8,327 441 12/4/2012 Taasera Licensing LLC
5 8,850,517 9/30/2014 Taasera Licensing LLC
In the above entitled case, the following patent(s)/ trademark(s) have been included:
DATE INCLUDED INCLUDED BY
] Amendment [l Answer O Cross Bilt ] Other Pleading
PATENT OR DATE OF PATENT .
TRADEMARK NO. OR TRADEMARK HOLDER OF PATENT OR TRADEMARK
i
2
3
4
5
In the above—centitled case, the following decision has besn rendered or judgement issued:
DECISIONAUDGEMENT
CLERK (BY) BFEPUTY CLERK DATE

Copy 1—Upen inftiation of action, matt this copy to Director

Copy 2—Upon filing document adding patent(s), mail this copy 1o Director

PAGE 1 of 2

Copy 3--Upon termination of action, mail this copy to Director

Copy 4—Case file capy
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Case 2:22-cv-00062 Document 2 Filed 02/25/22 Page 2 of 2 PagelD #: 360

A T20 (R, 08 10)

o

Mail Stop 8

Director of the LS. Patent and Trademark Office

1.0, Box 1450

Alexandria, VA 22313-1450

REPORT ON THE
FILING OR DETERMINATION OF AN
ACTION REGARDING A PATENT OR
TRADEMARK

In Complizree with 35 US.CL 8 290 andeor 13 L5, & 1176 you are hereby advized that o court action has been

filed in the L1S. Phstmict Court

for the Eastern District of Texas, Marshall Division

ont the tollowing

U] Trademarks or M Patents. | [ the patent :Lc-r.-iun. i.n\'uI\-'cs. WPUSC v
DO KELD 0. DATE FTILERN LS TMSTRICT CIXURT o
2:22-cy-00062 212512022 for the Easlern District of Texas, Marshall Division

PLAINTITCE

TAASERA LICENSING LLC

DLFENDANT
PALO ALTO NETWORKS, INC.

PATENT OR
TRADEMARK N(L

ATE OF PATENT
OR TRADEMARK

TTOLDER OF PATENT OR TRADEMARK

1 8,955,038 2/10/2015 Taasera Licensing LLC
2 8,990,948 312420158 Taasera Licensing LLC
3 8,092 616 712812015 Taasera Licensing LLC
4 9,923 818 3/20/2018 Taasera Licensing LLC
s

Tn thz above—enutled case, the tollowing patenu(s] rademark(s) have beern inciuded;

NATEINCLUDED

INCLUDED BY

O Amendmen:

[ Answer [ Cross Bill [ ] Other Fleuding

PATENT IR
TRADEMARK NO.

DATE OF PATEMT
OB TRADEMARK

TIOLT2ER OF PATENT OR TRADEMARK

~3

In the above—entitled case, the following dzcision has been rendered or judpgement issued:

DECISIONJUDGEMENT

CLERK

(BY ) DEPUTY CHLERK

nDATE

Copy 1—Upon initiation of action, mail this copy v Director
Copy 2—Upaon filing document adding patent(s), mail this copy to Director

Fage 2 of 2

Copy 3—LUpon terminatien of action, mail this copy (o Director
Copy 4—Case file copy
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Case 2:22-cv-00063 Document 2 Filed 02/25/22 Page 1 of 2 PagelD #: 59

10:

Mail Stop 8

Director of the U5, Patent and Trademark (Office

P.O. Box 1450
Alexandria. VA 223131450

FILING ORDETERMINATION OF AN
ACTION REGARDING A PATENT OR

REPORT ON THFE

TRADEMARK

filed inthe L5, Dy Court

1 Trudemarks or

I Complizove with 35 1250 § 290 andior 45 U800 3§ 11 you e ereby advised tat o conrt sction las been

for the Eastern District of Texas, Marshall Divisicn

E Patents, [ the patent gethon involyes 381780 § 2930y

ot the Toilewing

BOCKET N0,

2.22-cv-

DATETHED

00063 212512022

PN DISTRICT o
for the Eastern District of Texas, Marshall Division

PLATNTIFT

TAASERA LICENSING LLC

DIVERDANT

CHECK POINT SOFTWARE TECHNOLOGIES LTD,

N PRI HOLDTR OF PATENT OR TRATMARK
} 6,842,796 1/11/2005 Taasera Licensing LLG
2 8,327,441 12/4/2012 Taasera Licensing LLC
2 8,955,038 2/10/2015 Taasera Licensing LLC
4 8,990,948 3/24/2015 Taasera Licensing LLC
5 9,082 616 7/28/2015 Taasera Licensing LLC

In the above—entitiog case, the following patentd>) frademark(s) have beew included:

DATE INCLUDED

DNCLTITET BY
M Amendinent

O Answer

O Cross Bilt [ Other Pleading

PATENT OR
TRADEMARK NO.

DATE OF PATENT
OR TRADFMARK

THILDER OF PATENT OR TRADEMARK

in the above—cntitled case. the thllowing decision las been rendered or jadgement isucd:

DECESTONAUDGEMENT

CTERK

IBY) DEPTILY (CEERK

DATE

Copy 1—T'pon initiation of actica, mail this copy to Director
Copy 2—lipon filing document adding patent(s), mail this copy to Divector

Page 1 of 2

Copy 3=1'pon terminatinn of action, mail this copy o Director
Copy 4—Case file copy

Palo Alto Networks - Exhibit 1002

Palo Alto Networks v. Taasera - IPR2023-00704

Page 233 of 234



Case 2:22-cv-00063 Document 2 Fited 02/25/22 Page 2 of 2 PagelD #: 80

AQ 120 (Rey DR,

Mail Stop 8
Birector of the 1.5, Patent and Trademark Office
.0, Box 1450
Alexandria, VA 22313-1450

TO:

REPORT ON THE
FILING OR DETERNMINATION OF AN
ACTION REGARDING A PATENT OR
TRADEMARK

To CompHance wish 38 CS00 § 290 and or 13 U8.C,
for the Eastern District of Texas, Marshall Division

filed in the U5 Diseicl Court

[ Trademurks or

$ Y v ou are hereby advised that 4 court action has heen

s the [ollowing

B Patents. ([ the patent action invelves 38 050§ 192 )

DATYE FHLED
2/256/2022

DOCKET W),
2:22-cv-(0083

s BISTRICT COURY

for the Eastern District of Texas, Marshall Division

PEAINTT
TAASERA LICENSING LLC

DEEENEANT

CHECK POINT SOFTWARE TECHNOLOGIES LTD.

DATE OF PATENT
IR TRADIMARK

PATENT OR
TRADEMARK WO

HOTDUR OF PATENT OR TRADBEMARK

t 8,608,887 312812017

Taasera ticensing LLC

290923918 3/20/2318

Taasera Licensing LLC

~
L)

iy

I the abime

criled came, the Boilonsing potent{s¥ rradeniarkds) have been mcladed:

DATE INULUDED INCLUDER BY

1 Amendment

{3 Answer [ Cross Bild O tnher Pleading

DATE OF PATTNT
OR TRADAARK

PATENT OR
TR ADBEMARK NO,

HOLDER OF PATENT OR TRADEMARK

e the above——atdded cise, 1he {nllowmg deersion as been epdered ur fudpement sued:

DECISIONJUIDGEMENT

L1 ERK

{(BY)YDEPUTY CLERK

DATE

Capy [—lIpon initiation of action, mail this copy o Director

Copy 2—Upan filing decument adding patent(si, mail this copy w Director

Capy 3—1 pan termination of acton, mail this copy to Director

Copy +—Case file copy
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Palo Alto Networks - Exhibit 1002
Palo Alto Networks v. Taasera - IPR2023-00704

Page 234 of 234



	2013-01-15 Transmittal of New Application
	2013-01-15 Authorization for Extension of Time all replies
	2013-01-15 Track One Request
	2013-01-15 Application Data Sheet
	2013-01-15 Specification
	2013-01-15 Claims
	2013-01-15 Abstract
	2013-01-15 Drawings-only black and white line drawings
	2013-01-15 Oath or Declaration filed
	2013-01-15 Transmittal Letter
	2013-01-15 Information Disclosure Statement (IDS) Form (SB08)
	2013-01-15 Fee Worksheet (SB06)
	2013-01-15 Electronic Filing System(EFS) Acknowledgment Receipt
	2013-02-28 Filing Receipt
	2013-02-28 Fee Worksheet (SB06)
	2013-03-05 Track One request Granted
	2013-05-07 Non-Final Rejection
	2013-05-07 List of references cited by examiner
	2013-05-07 Examiner's search strategy and results
	2013-05-07 Examiner's search strategy and results
	2013-05-07 Examiner's search strategy and results
	2013-05-07 Bibliographic Data Sheet
	2013-05-07 List of References cited by applicant and considered by examiner
	2013-05-07 Examiner's search strategy and results
	2013-05-07 Examiner's search strategy and results
	2013-05-07 Search information including classification, databases and other search related notes
	2013-05-07 Index of Claims
	2013-05-08 Examiner's search strategy and results
	2013-06-07 Amendment/Request for Reconsideration-After Non-Final Rejection
	2013-06-07 Specification
	2013-06-07 Claims
	2013-06-07 Applicant Arguments/Remarks Made in an Amendment
	2013-06-07 Drawings-only black and white line drawings
	2013-06-07 Electronic Filing System(EFS) Acknowledgment Receipt
	2013-06-07 Fee Worksheet (SB06)
	2013-08-15 Final Rejection
	2013-08-15 Bibliographic Data Sheet
	2013-08-15 Index of Claims
	2013-11-12 Response After Final Action
	2013-11-12 Claims
	2013-11-12 Applicant Arguments/Remarks Made in an Amendment
	2013-11-12 Drawings-only black and white line drawings
	2013-11-12 Electronic Filing System(EFS) Acknowledgment Receipt
	2013-11-12 Fee Worksheet (SB06)
	2013-11-19 Advisory Action (PTOL-303)
	2013-11-19 Applicant Initiated Interview Summary (PTOL-413)
	2013-11-19 Amendment After Final or under 37CFR 1.312, initialed by the examiner.
	2013-12-05 Track One Request
	2013-12-05 Extension of Time
	2013-12-05 Request for Continued Examination (RCE)
	2013-12-05 Fee Worksheet (SB06)
	2013-12-05 Electronic Filing System(EFS) Acknowledgment Receipt
	2013-12-12 Track One request Granted
	2014-03-12 Notice of Allowance and Fees Due (PTOL-85)
	2014-03-12 Search information including classification, databases and other search related notes
	2014-03-12 Bibliographic Data Sheet
	2014-03-12 Issue Information including classification, examiner, name, claim, renumbering, etc.
	2014-03-12 Examiner's search strategy and results
	2014-05-27 Issue Fee Payment (PTO-85B)
	2014-05-27 Fee Worksheet (SB06)
	2014-05-27 Electronic Filing System(EFS) Acknowledgment Receipt
	2014-06-25 Issue Notification
	2014-07-10 Request for Continued Examination(RCE) Not Entered
	2014-07-10 Other reference-Patent/Application/Search Documents
	2014-07-10 Other reference-Patent/Application/Search Documents
	2014-07-10 Information Disclosure Statement (IDS) Form (SB08)
	2014-07-10 Fee Worksheet (SB06)
	2014-07-10 ePetition Grant Letter
	2014-07-10 Electronic Filing System(EFS) Acknowledgment Receipt
	2014-07-10 ePetition Request Form
	2014-07-10 Fee Worksheet (SB06)
	2014-07-15 Notice of withdrawal from issue
	2014-07-17 Notice of Publication
	2014-08-27 Notice of Allowance and Fees Due (PTOL-85)
	2014-08-27 Issue Information including classification, examiner, name, claim, renumbering, etc.
	2014-08-27 List of References cited by applicant and considered by examiner
	2014-09-10 Issue Notification
	2017-05-02 Fee Worksheet (SB06)
	2021-12-01 Report on the filing or determination of an action regarding a patent
	2022-02-04 Report on the filing or determination of an action regarding a patent
	2022-02-28 Report on the filing or determination of an action regarding a patent
	2022-03-24 Report on the filing or determination of an action regarding a patent
	2022-03-24 Report on the filing or determination of an action regarding a patent
	2022-04-05 Report on the filing or determination of an action regarding a patent



