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a. “A method of providing real-time operational integrity of an
application on a native computing environment, the method
comprising:”+018

13

'tJ

$o

b. “monitoring, by a plurality of sensory inputs, one or more of network

dialogs of the application, system operations initiated by the application, a
runtime configuration of the application, resource utilization by the
application, and integrity of the application:” ........cooovviiiiiiiiiiiiiiiiiiiiieeennn, 19

c. “‘generating real-time behavior based events for determining the real-
time operational integrity of the application executing on the native

computing environment which includes a network analyzer, an integrity
processor, an event correlation matrix, a risk correlation matrix, and a trust
SU DT VIS0, ettt e et eeee e eeeeeeaansseeeeseasnneeeeesasnneeeeessannsnseeesesnnnneeeesaanns 20

d. “correlating, by the event and risk correlation matrix, threat

classifications based on the temporal sequence of the generated real-time
"
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behavior based events; and......ooouuuiiiiiiiiiiee et ee e e e ieeaeaaaees 23

e. “displaying, in a plurality of runtime dashboards of an administrative
console of the computing environment, real-time status indications for

operational integrity of the application.” .. ..oooouueiiiiieeiiiieeeeeeieeeeeeeaeeeeeans 25
2. ClAIM 2ttt e e 30
ClalM 3.t 32

a.  “The method of claim 1, wherein the event and behavior correlation
€Ngine receives ONe Or MOre Of: . . .7 oiivveieeieiiiieeieeeee e, 33

b. “system events and infection profiles from a network activity sensor;”
2633

—27“Integrity measurement and verification reports of scans from a
system configuration sensor;”

1tocin-Interect 45
eSS eSSt “

o
d. “‘system events pertaining to processor, network, memory, and storage

resource consumption from a resource utilization sensor; and”................... 37

€. ‘“system events pertaining to image profiles and local execution context

from an application INteGIity SENSOT.” ..uuuiiiiiiiiiiiieeiiiiiiieieeeeiiiiieeeeeeiiiieeeess 39

4. Claim4....cooooviiiiiiiiiieeeeennne et e ettt ee e et teeeeaaeaees 41
¥
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I, Kevin Jeffay, declare as follows:

1. Introduction

1. I have been retained by Palo Alto Networks, Inc. (“Petitioner-requests-

) in connection with its request for inter partes review (IPR?)-of claims1-5-(“Challenged-

Claims”)-of U.S. Patent No. 8,990,948 ¢(the “’948 Patent”). The Challenged Claimsrecite-

a-method-for providingreal-timeA copy of the 948 Patent has been marked Ex. 1001. 1

have reviewed and am familiar with the ’948 Patent, which generally relates to

systems and methods for orchestrating runtime operational integrity-ef.

1+.2. I have been asked to provide my opinions regarding the patentability

of claims 1-5 of the ’948 Patent (the “challenged claims”). This declaration

discusses my background and qualifications, the legal standards used in my

analysis, an apph

have been-obvieuste-overview of the *948 Patent from the perspective of a person of

ordinary skill in the art ¢PosiTA™)-as of the patent’s alleged priority date efthe2948-

patent(a “POSITA”). and my opinions regarding the patentability of the

challenged claims.
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3. Claims-sheuld- be-foundMy work in this proceeding is being charged to

Petitioner at a standard rate of $800 per hour. My compensation is in no way

contingent on the substance of my opinions or the outcome of this proceeding.

As set forth more fully below, it is my opinion that the challenged claims of the 948

Patent are unpatentable given-the-strength-ofthe-priorart-asshownherein:

obvious based on the following ground below:
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Ground

Claims

References

Inserted Cells

1-5

35U.S.C.§ 103
(Obviousness)

Overcash (Ex. 1007)

Obvieusunder 35 U-S-C§103- Inserted Cells

over-Das (Ex. 1006) in view of
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1I. Background and Qualification

5. In formulating my opinions, I have relied upon my knowledge,

training, and experience in the relevant art. My qualifications are stated more fully

in my curriculum vitae, which has been marked Ex. 1004. I provide a brief

summary of my qualifications below.

6. I am currently a tenured professor in the Department of Computer

Science at the University of North Carolina at Chapel Hill (“UNC”), where I hold

the position of Gillian T. Cell Distinguished Professor of Computer Science. |

have been a faculty member at UNC since 1989. From 2014-2022. I served as the

Chairman of the Department of Computer Science.

7. I received a Ph.D. in computer science from the University of

Washington in 1989. Before that, I received a M.Sc. degree in computer science

from the University of Toronto in 1984 and a B.S. degree with Highest Distinction

in mathematics from the University of Illinois at Urbana-Champaign in 1982.

8. I have been involved in the research and development of networked

computing systems for over 40 years. During this time, I have performed research

and taught in the areas of computer networks., computer and network security,
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distributed systems, real-time systems, operating systems, multimedia networking

network traffic analysis, and network performance evaluation, among others. A

major theme of my recent research has been the measurement and analysis of

traffic patterns and traffic performance in communications networks. These efforts

have been in support of applications such as anomaly and intrusion detection, as

well as a broader effort to provide mechanisms and services for quality-of-service

provisioning in networks. My work included the design and implementation of

network monitoring and analysis devices for passive acquisition and real-time

processing of network traffic.

9. Throughout my research and teaching. I have considered problems of

the design and implementation of computer networks, including issues of

multimedia networking, quality-of-service, network performance measurement and

management, and aspects of router design. I have also explored problems in the

design and implementation of operating systems. Much of my research has been

performed jointly with industry. For example, starting in 2004, in collaboration

with Cisco and Cloudshield, my research group experimented with an in-line

network packet analysis engine for real-time network intrusion. I have had similar

collaborations with IBM., Intel, AT&T, Lucent, and Cabletron/Aprisma, among

others.
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10.  As part of my research, I regularly build and use clusters of computers

interconnected by network switches, bridges, and routers to form and evaluate

experimental and production networks. For example, in the late 1990s and early

2000s, my research evolved to consider router-based mechanisms for controlling

the performance of network traffic. In much of this research, my students and I

built and instrumented network routers and performed large-scale experiments with

this equipment. Part of the technology we developed for this research included

means for classifying flows within routers and providing differential treatment to

flows as a way of providing so-called “better than best effort” forwarding services.

11.  The research further included the development of traffic management

and scheduling policies and mechanisms to provide guarantees of quality-of-

service to packet flows. In addition, part of the experimental infrastructure we

developed to support this effort included constructing passive packet-capture

devices to classify and monitor the performance of network flows in real time.

Based on some of the results of this research, in 2003, my group at UNC won the

most prestigious research award for original research in computer networking.

12. I have authored or co-authored over 100 articles in peer-reviewed

journals, conference proceedings, texts, and monographs in the aforementioned

areas of computer science and others. I have previously served as Editor-in-Chief

for the journal Multimedia Systems and Associate Editor for the journal Real-Time
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Systems. 1 have also been an active participant in the Association for Computing

Machinery (“ACM”) and the Institute of Electrical and Electronics Engineers

(“IEEE”). Specifically, I have been a member of the ACM Special Interest Group

on Data Communications (“SIGCOMM?”) Steering Committee, the IEEE Technical

Committee on Real-Time Systems, and the ACM Special Interest Group on

Multimedia. I was also previously involved in the Statistical and Applied

Mathematical Sciences Institute (“SAMSI”) program on Network Modeling for the

Internet.

13. I have edited and co-edited numerous published proceedings of

technical conferences and have edited a book of readings in multimedia computing

and networking (with Hong-Jiang Zhang), published by Morgan Kaufman. I am a

co-author (with Long Le and F. Donelson Smith) of a monograph related to

computer network protocols and a co-author (with Jay Aikat and F. Donelson

Smith) of a second monograph related to experimental computer networking.

14. Thave served on numerous proposal review panels for the National

Science Foundation and other international funding agencies in the aforementioned

areas of computer science. I have served as a program chair or member of the

technical program committee for over 100 professional, international, and technical

conferences, workshops, and symposia.
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15. T am a named inventor on four U.S. patents. These patents are

generally related to computer networking and the delivery of services over

networks.

III. Legal Standards Used in My Analysis

16. 1 am not a patent attorney, nor have I independently researched patent

law. Counsel for Petitioner has explained certain legal standards to me that I have

relied upon in forming my opinions set forth in this Declaration. I set forth some

of these legal standards below and may set forth additional legal standards in my

analysis in later sections of this Declaration.

A. Prior Art

17. T have been informed that the law provides certain categories of

information, known as prior art, that may anticipate patent claims or be used to

render patent claims obvious. I understand that the references discussed in this

Declaration are prior art at least because they would have been available to

members of the public as of May 1. 2012. and they are relevant to the subject

matter of the 948 Patent.

18.  The references discussed in this Declaration are from the same field of

endeavor as the claimed invention (even if they address different problems) and/or

are reasonably pertinent to the problem faced by the named inventors (even if they

are not in the same field of endeavor as the claimed invention).
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B. Person of Ordinary SKill in the Art

5:19. T understand that the 948 Patent resultedissued from Application No.

13/559,707; (the “*707 Application™), filed July 27, 2012. Fhel also understand

that the 948 Patent alleges priority to Provisional Application No. 61/641,007,

filed May 1, 2012. Witheutconeedingentitlementto-this-A copy of the

Provisional Application No. 61/641.007 has been marked Ex. 1005. For the

purposes of my analysis in this Declaration, I have assumed that the challenged

claims are entitled to a priority date;and-forpurpeses-ofthisPetition-only-

Petitionerhasused no earlier than May 1, 2012.

6-20. I understand that the assessment of the patentability of the challenged

claims of the 948 Patent must be undertaken from the perspective of a

hypothetical POSITA as of the priority date for the Challenged Claimsof the 948

Patent. I understand that the POSITA is a hypothetical person who is presumed to

have known all the relevant art as of the priority date. I understand factors that

may be considered in determining the level of ordinary skill of a POSITA include

(1) the types of problems encountered in the art, (ii) prior art solutions to those

problems, (iii) rapidity with which innovations are made, (iv) sophistication of the

technology, and (v) educational level of active workers in the field. I understand

that in a given case, every factor may not be present, and one or more factors may

predominate.
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B LevelofOrdi Skillin theA
21.  AsefMay12042.] understand that the hypothetical POSITA to

which the claimed subject matter pertains would have had the capability of

understanding the scientific and technological principles applicable to the

pertinent art. I further
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understand that a POSITA is also a person of ordinary skit-in-the-art-(“POSITA)-

increativity, not an automaton. Further, I understand that the hypothetical POSITA

may comprise a team.

7.22. Based on these factors, my knowledge and expertise, and the prior art

to the 948 Patent’s-technical field-would-have beena-persen-withPatent, it is my opinion that

a POSITA at the time of the relevant priority date would have had at least a

bachelor’s degree in computer science, computer engineering, or electrical
engineering or in a related field and at least three years of experience in computer
network security and computer network application security. SeeEx1003,99-19-23
Someone with less or different technical education but more relevant practical
experience, or more relevant education but less practical experience, could also be

considered a POSITA.

23. I meet this definition of a POSITA today and met this definition by

May 1, 2012.

C. Obviousness

24. Ihave been informed that, even if every element of a claim is not

found explicitly or implicitly in a single prior art reference, the claim may still be

unpatentable if the differences between the claim and the prior art are such that the

claim as a whole would have been obvious to a POSITA at the time the invention

9
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was made. For purposes of obviousness, I understand that a POSITA may rely on

a single prior art reference or on multiple references in combination.

10
Palo Alto Networks - Exhibit 1003

Palo Alto Networks v. Taasera - IPR2023-00705
Page 10 of 111

Taasera's Exhibit No. 2004, IPR2023-00705
Page 021



25. Ihave been informed that the following four factors are considered

when determining whether a patent claim would have been obvious to a POSITA:

(a) the level of ordinary skill in the art; (b) the scope and content of the prior art;

(c) the differences between the prior art and the claim; and (d) any “secondary

considerations” tending to prove nonobviousness. These secondary considerations,

which I understand are also called “objective indicia” or “objective evidence,” may

include factors such as: (i) the invention’s satisfaction of a long-felt unmet need in

the art: (ii) unexpected results of the invention; (iii) skepticism of the invention by

experts: (iv) commercial success of an embodiment of the invention; and (vii)

praise by others for the invention. I have also been informed that there must be an

adequate nexus or connection between the evidence that is the basis for an asserted

secondary consideration and the scope of the invention claimed in the patent.

26. I understand that when every limitation of a claim is disclosed in the

cited prior art references, the question of obviousness turns on whether a

hypothetical person of ordinary skill in the art would have been motivated to

combine those teachings to derive the claimed subject matter with a reasonable

expectation of success. Further, I understand that obviousness does not require

absolute predictability. Only a reasonable expectation that the beneficial result

will be achieved is necessary to show obviousness.

11
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27. Ihave been informed that a claimed invention can be rendered

obvious by the combination of teachings in the prior art even if there is no explicit

teaching to combine them. Instead, any problem known in the field at the time of

the alleged invention can provide a sufficient rationale to combine the elements of

the prior art in the manner claimed in the patent.

28. T have been informed that examples of sufficient rationales for

establishing obviousness include the following:

e combining prior art elements according to known methods to vield

predictable results:

e substituting known elements for other known elements to obtain

predictable results;

e using a known technique to improve similar devices, methods, or

products in the same way:

e choosing from a finite number of identified, predictable solutions that

would be obvious to try; and

e providing some teaching, suggestion, or motivation to modify the

prior art reference or to combine teachings in prior art references to

arrive at the claimed invention.

12
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IV. The ’948 Patent

A. Overview of the Challenged ’948 Patent

8-29. The *948 Patent describes systems and methods for orchestrating
runtime operational integrity. Ex. 1001, Title. The 948 Patent discloses that a
computer network security system can be “configured to continuously monitor and
dynamically analyze events and network activity to ascertain the integrity of a
monitored system (i.e., a target system).” Id., 8:6-8. Figure 1 shows an example

computer network security system:

FIG. 1
: I 5 . ~
110~ ER N 113 N 115 \ 117~
) \ \ \ \
Continuous | __ Network | System | Resource | | Application
Monitoring Activity Configuration utilization Integrity
112 114 (- 116 ~ -
120~ 130
\ \
\ A 4 | ¥
AL S— Event & Bzhavior Correlation Emngine
Correlation ; 9
131 . 132 >
140 —, Nt s 160 -
\ N
1 3 v \
BTG  Lvmansinnmmed Runtime o~ e ———
visibility pashboard 170 Remediation Engine contral
/
150 -~
virtual -
172 7 Machine Nesvoowrk Transaction
(vm)

100 "

174
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FIG. 1

110 R 111 N 113 ~ 115~ 117 ~
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150 L ~ 175
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virtual -
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/

100 "

1d., Fig. 1. The security system can also be configured “for continuously

monitoring one or more systems and/or to correlate events and behavior of systems

14
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on an instrumented target platform at runtime using or based on a plurality of
assertions (or statements).” /d., 4:28-32.

9:30. The security system can further include an “administration console
interface comprising various dashboards for displaying data related to operational
integrity, resource utilization, application integrity, and network activity, in
accordance with embodiments of the invention.” Id., 26:42-46.

B. Relevant Prosecution History

31. Ihave reviewed and considered the prosecution history of the 948

Patent, which is marked Ex. 1002. Below, I provide a brief summary of certain

key events during the prosecution of the ’948 Patent.

146-32. During prosecution, the first substantive action issued by the examiner
was a restriction requirement. Ex. 1002, 116-122. In response, Applicant elected
(without traverse) five claims. Id., 113.

+-33. The Examiner subsequently rejected the elected claims under 35
U.S.C. § 103, relying on U.S. Pat. App. Pub. No. 2008/0175266 (Alperovitch),

U.S. Pat. App. Pub. No. 2011/0145711 (Njemanze), and U.S. Patent No. 5,604,862
(Midgely) for the obviousness rejections. Id., 66-84.

12:34.In response, Applicant amended all the pending claims. /d., 38-56.

After receiving authorization in a telephone interview with Applicant to cancel the

withdrawn claims, the examiner issued a Notice of Allowance. Id., 8-18.

15
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13-35.Das and Overcash, the prior art cited in this Petition, were not cited, nor
are they cumulative of anything cited, during prosecution.

36.  As discussed below, the challenged claims that were allowed to issue

in the ’948 Patent are taught by the Das and Overcash prior art references. Das and

Overcash, cited in this Declaration, were not considered during prosecution and are

not cumulative of anything cited during prosecution. As discussed below, it is my

opinion that Das and Overcash teach all limitations of the 948 patent’s claims.

H:V. Claim Construction

federal districtcourt—Counsel for Petitioner sabmitshas informed me that forthe

¢ this-Petition

16
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Board-doesnot need-to-explieithyconstrue-any-language in a patent claim

term;should be construed in accordance with the ordinary and there-areno-

knewncustomary meaning of such claim eenstraction-disputes-thataffeetthe-

euteomeas understood by a POSITA in light of this Petition-*

14-37. Detailed Discussionthe specification and prosecution history of the Grounds

for Unpatentabilitypatent at the time of the alleged invention.

38.  Overviewofthe Counsel for Petitioner has also informed me that

only those terms need be construed that are in controversy, and only to the

extent necessary to resolve the controversy.

39. For purposes of my opinions of unpatentability in this Declaration, no

claim construction is necessary because, in my opinion, the challenged claims

would have been rendered obvious over the cited reference under any reasonable

construction and based on their plain and ordinary meaning to a POSITA as of the

948 Patent’s alleged priority date.

17
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HEVI Summary of Cited Prior Art References

40.  The prior art references Das and Overcash that are relevant to my

analysis are briefly summarized below. I discuss additional elements of Das and

Overcash in my analysis of how the combination of Das and Overcash invalidates

the challenged claims.

A. Das (Ex. 1006)

41. u.sl understand that Das is prior art to the *948 Patent Appheation-

Publication No-2013/0097660-to-Das-etal(“Das™at least because it was filed on October

17,2011 and published on April 18, 2013._Ex. ;1006.

15-42.Das is titled “System and Method for Whitelisting Applications in a

Mobile Network Environment.” EX. ispriorartunder-atleast§102(e)-1006, Title. Das’s

diselosurerelatesdisclosures relate to computer network/application security systems.

Ex. 1006, [0001]-[00023:]. =H===1003.942. Figure 1 of Das (shown below) illustrates

relevant aspects of Das’s computer network/application security “system 10.” Ex.

1006, [00163:].Ex=1003-942.

18
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Ex. 1006, FIG. 1.

System 10 includes “mobile device 14” where applications, such as
“applications 34,” execute. Ex. 1006, [0024}:].=E===1003-9443- Das discloses that
applications “include native applications pre-installed on the mobile device.” Ex.
1006, [00184:].E==1+063,9443- System 10 also includes “one or more sources internal
or external to network 12” that provide “threat information,” including “network
threat information,” via “threat intelligence feeds 32.” Ex. 1006, [0023+].Ex=1003;

1+6:43.943. System 10 also includes a “server 17 [that] may be an enterprise
server managing security and policies of a particular enterprise.” Ex. 1006, [00583-
Ex].
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+744.System 10 further includes a “reputation engine 20” and a “processor
36” that is used by “reputation engine 20.” Ex. 1006, [0024], [0055}; Ex-1003,944-].
Das discloses that system 10 “can detect security events relating to particular
applications and application activities and report such events to reputation engine
20 or other modules for use in determining the trustworthiness of such applications
and application activities.” Ex. 1006, [0055};Ex1003.944.]. For example, Das
teaches that as part of the operations that reputation engine 20 performs to
“determin[e] the trustworthiness of [] applications and application activities,”
“knowledge gained from monitoring application activity on any one mobile device
may be aggregated and analyzed against information about similar activity
obtained from other mobile devices, and correlated with data from other vectors
(e.g., file, web, message, network connections, and manual efforts) for
substantially comprehensive information about the application.” Ex. 1006, [00553:
Ex1003.944.]. Das further teaches that “reputation engine 20 may incorporate and
adjust reputation scores with each additional data point.” Ex. 1006, [00553; Ex-1003
944.]. Das also discloses that “reputation engine 20” can “analyz[e] each
application . . . against a rules set 40.” Ex. 1006, [0024}; Ex-1003.944.]. “In some
embodiments, evaluation of applications to determine their respective trust status
is performed in real-time for applications associated with an execution attempt in

mobile device.” Ex. 1006, [0048].
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1+8-45.System 10 also includes a “whitelist enforcement module 22" that
includes “event detection capabilities, communication interfaces, policy manager,
etc.” for “collect[ing] identification information (e.g., application manifest) of
applications to be downloaded (or already downloaded) to mobile device 14, and
monitor[ing] behavior and activities of any one or more applications already
installed on mobile device 14.” Ex. 1006, [0052]-[00533;].Es=1003,945.

19:46.Das further discloses “risk categories of the applications” that include
at least “low risk,” “medium risk,” and “high risk.” Ex. 1006, [0077]-[0078] and
FIG. 7:Ex—1603-9467.

B. _ Overcash (Ex. 1007)

47.  U-SPatentApplication Publication No—2009/0100518to-] understand that

Overcash ¢Overcashyis prior art to the *948 Patent at least because it was

published on April 16, 2009._Ex. ;1007.

Overcash is titled “System and Method for Detecting Security Defects in

Applications.” Ex. is-prier-art-under-at-least-§

20:48.102¢5).1007, Title. Overcash’s disclosure relates to computer

network/application security systems. Ex. 1007, [0008], [00203; Ex-1003,948.].
Overcash’s system includes “application defect detection” that “occur[s] in real-
time” through “continuous monitoring [of application operations] for defects as
they are exposed through usage.” Ex. 1007, [0020}: Ex1003,948-].
24
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2149. Overcash discloses a “management console” that is used to “generate

displays of information to a network administrator,” e.g., “to enable intuitive-
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application security management.” Ex. 1007, [0068]. Overcash discloses that the

displays of the management console are used to display real-time application
defect detection information, e.g., via an event viewer display 602 that includes a
real-time event analysis module. Ex. 1007, [0020], [0062], [0068]-[0079], [02291
f1-10230], FIGS. 4-6 and 8-9:Ex—1+003,449. For example, Overcash explains
that “[t]he event viewer display 602 includes an event detection window 604 with
a list of events detected by the Web application security system.” Ex. 1007,
[00774:Ex10603-9449-]. Figures 4-6 and 8-9 of Overcash are examples of the
displays that can be generated by Overcash’s system. Overcash, FIGS. 4-6 and 8-
903949,

VII. Opinions Regarding Unpatentability

50. In my opinion, the challenged claims are unpatentable based upon one

ground. Claims 1-5 are obvious over Das and Overcash.

A.  Ground 1: Claims 1-5 Weuld-Have BeenAre Obvious Over Das and
Overcash

1. Claim 1

22.51.7heAs set forth below, it is my opinion that the combination of Das

and Overcash discloses and/or renders obvious all elementslimitations of claim 1 of
the ’948 Patent.

a. “A method of providing real-time operational
integrity of an application on a native computing
environment, the method comprising:”
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23.52.To the extent the Board considers the preamble a limitation, Das
discloses this limitation.—Ex—1+603,-94-52. Das discloses that “evaluation of
applications to determine their respective trust status is performed in real-time

for applications
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associated with an execution attempt in mobile device 14” (“providing real-time
operational integrity of an application”). Ex. 1006, [0048]. A POSITA would have
understood that the real-time trust status is for the “operational integrity of an
application” based on Das’s disclosure that an application execution attempt refers
to an application operation, “includ[ing] any software process or instruction with
an execute request and any attempt to access resources (e.g., processor, memory,
camera, microphone, etc.) in the mobile device.” Ex. 1006, [0048}: Ex1003.952].
Das also discloses that the applications “include native applications pre-installed
on the mobile device” (“application on a native computing environment”). Ex.
1006, [00183:Ex—+003.9452.]. Das further discloses “trust evaluation techniques” for

99 .

determining the “real-time” “trust status” of those native applications associated

with execution attempts (“/a] method of providing real-time operational integrity

of an application on a native computing environment). Ex. 1006, [0048}; Ex-1003,4

5]
24.53. Therefore, this claim element is obvious.Ex1003453.

b. “monitoring, by a plurality of sensory inputs, one or
more of network dialogs of the application, system
operations initiated by the application, a runtime
configuration of the application, resource utilization
by the application, and integrity of the application;”

25.54. Thisclaim-elementis-taught by Das-Das discloses “monitoring[] by a

plurality of sensory inputs” in the form of a “whitelist enforcement module 22”
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that includes “event detection capabilities, communication interfaces, policy

manager, etc.” for “collect[ing]
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identification information (e.g., application manifest) of applications to be
downloaded (or already downloaded) to mobile device 14, and monitor[ing]
behavior and activities of any one or more applications already installed on mobile
device 14.” Ex. 1006, [0052]-[0053}:FEx—10603-%-54-]. Das discloses that the
monitoring of behavior and activities of applications can include the monitoring of
“one or more of” an application’s “network activity” (“network dialogs of the
application™), an application’s “network connectivity” or activation of a “camera”
or a “phone” (“system operations initiated by the application”), the “ports and
protocols actually used by the application” (“runtime configuration of the
application™), an application’s “requests for resources” and/or usage of “computing

99 ¢

resources” (“resource utilization by the application’), and the “real-time” “trust

status” of applications (“integrity of the application”). Ex. 1006, [0022], [0033],

[0048], 0951005200551 10073 1 Ex1003-954-

[0051]-[0052], [0055], [0073].

26.55. Therefore, this claim element is obvious.Ex—1003.¢55.

c. “generating real-time behavior based events for
determining the real-time operational integrity of the
application executing on the native computing
environment which includes a network analyzer, an
integrity processor, an event correlation matrix, a risk
correlation matrix, and a trust supervisor;”

s-Das discloses detecting and reporting

real-time application activity security events (“generating real-time behavior
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based events”) for performing a-real-time“evaluation-of applicationsfassociated-with-an-

real-time “evaluation of applications [associated with an execution attempt in
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mobile device 14] to determine their respective trust status” (“for determining the
real-time operational integrity of the application’). Ex. 1006, [0048], [0055}; Ex-
1003.956.]. Das also discloses that the applications “include native applications pre-
installed on the mobile device” and are “associated with an execution attempt in
mobile device 14,” “includ[ing] any software process or instruction with an
execute request and any attempt to access resources (€.g., processor, memory,
camera, microphone, etc.) in the mobile device.” (“application executing on the
native computing environment’). Ex. 1006, [0018], [00481;:Ex1003.9-56].

28.57.Figure 1 of Das (shown below) illustrates the relevant aspects of

system 10 (“native computing environment”).-Ex—003-4-57
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Ex. 1006, FIG. 1. As shown in figure 1, system 10 (“native computing
environment”) includes the mobile device 14 where applications, such as
applications 34, execute. Ex—1003-9457-System 10 also includes “a network
analyzer” in the form of “one or more sources internal or external to network 12”
that provide “threat information,” including “network threat information,” via
“threat intelligence feeds

32.” Ex. 1006, [0023}:Ex—1003-9457]. System 10 further includes “an integrity
processor” in the form of a “processor 36” that is used by “reputation engine 20”
to “determin[e] the trustworthiness of [] applications and application activities.”
Ex. 1006, [0024], [0055}:Ex1003,4-57]. System 10 also includes “a trust
supervisor” in the form of a “server 17 [that] may be an enterprise server
managing security and policies of a particular enterprise.” Ex. 1006, [0058+:Ex—
1003-945%]. System 10 further includes “an event correlation matrix” and “a risk
correlation matrix” in the form of a “reputation engine 20” that correlates events
associated with applications and risks associated with applications to “determin[e]
the trustworthiness of [] applications and application activities.” Ex. 1006, [0055}:-
Ex—1003-9457%]. For example, Das teaches that as part of the operations that
reputation engine 20 performs to “determin[e] the trustworthiness of []
applications and application activities,” “knowledge gained from monitoring

application activity on any one mobile device may be aggregated and analyzed
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against information about similar activity obtained from other mobile devices, and

correlated with data from other vectors (e.g., file, web, message, network
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web;—message—network—connections, and manual efforts) for substantially

comprehensive information about the application.” Ex. 1006, [0055}:Ex—+063-9
57%]. Das further teaches that “reputation engine 20 may incorporate and adjust
reputation scores with each additional data point.” Ex. 1006, [0055}: 10039
57

29.58. Therefore, this claim element is obvious.Ex1003.958.

d. “correlating, by the event and risk correlation matrix,
threat classifications based on the temporal sequence
of the generated real-time behavior based events;
and”

30:59. Thisclaim-elementis-taught by Das-Das discloses “risk categories of the

applications” (“threat classifications”) that include at least “low risk,” “medium
risk,” and “high risk.” Ex. 1006, [0077]-[0078] and FIG. 7 Ex1003,9597.
31.60.Das also discloses that “reputation engine 20 (“the event and risk
correlation matrix™) can “analyz[e] each application . . . against a rules set 40,”
e.g., to determine “the trustworthiness of such applications and application
activities,” thereby establishing a relationship between the “risk categories of the
applications” (“correlating, by the event and risk correlation matrix, threat
classifications”). Ex. 1006, [0024], [0055], [0077]-[0078}; Ex-—1003,9-60.]. For
example, “reputation engine 20 may analyze applications[ and] characterize
applications and application functions and other actions as trusted or untrusted” to

correlate and categorize the “risk categories of the applications™ such that a “high
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risk”-application-isdeemed-to

application is deemed to be an application that includes “suspicious behavior,” and
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a “low risk” application is deemed to be an application that does not include
“suspicious behavior.” Ex. 1006, [0020], [0043]-[0044], [0077]-[0078+:Ex—10634
60:].

32.61.Das further discloses that the correlation, by the reputation engine 20,
of the risk categories of the applications (“correlating, by the event and risk
correlation matrix, threat classifications”) is based on the temporal “order” in
which the detected and reported real-time application activity security events are
performed (“based on the temporal sequence of the generated real-time behavior

based events™). Ex. 1006, [0043]-[00443;: Ex—1003.961]. For example, Das discloses

29 ¢ 99 .

that if an application “records audio,” “sends SMS text message,” “reads contact

99 ¢

list,” and “contacts an Internet server,” “in that order, the application may be

exhibiting suspicious behavior.” Ex. 1006, [0043]-[0044] (emphasis added); Ex-

1003.961.). Das also discloses that if, on the other hand, the application “sends

29 ¢

SMS text message,” “reads contact list,” and “contacts an Internet server,” in that

2 ¢

order, but does not “record[] audio,” “the application may not be exhibiting
suspicious behavior.” Ex. 1006, [0043]-[00441: Ex1003,961-]. Here, the detected
and reported real-time application activity security events (“generated real-time
behavior based events’) are the foregoing application actions that implicate

application security and are reported to the reputation engine 20 to correlate the

risk categories of the applications, such as the “records audio,” “sends SMS text
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message,” “reads contact list,” and “contacts an Internet server” application

activities. Ex. 1006, [0043]-[0044].
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33.62. Therefore, this claim element is obvious.Ex+003, 462

e. “displaying, in a plurality of runtime dashboards of
an administrative console of the computing
environment, real-time status indications for
operational integrity of the application.”

34.63.Das does not explicitly disclose “displaying, in a plurality of runtime
dashboards of an administrative console of the computing environment, real-time
status indications for operational integrity of the application,” but it would have
been obvious, in light of Overcash, to include those features in the system of Das.-
oo

35-64.In particular, the foregoing features of the “displaying . . .” element of
claim 1 were well-known in the art by the *948 Patent’s priority date. #.§-64-For
example, Overcash discloses a “management console” that “generate[s] displays
of information to a network administrator” (“administrative console of the
computing environment”). Ex. 1007, [0068}: Ex1003.9-64].

36:65.Regarding “runtime dashboards of an administrative console of the
computing environment,” the *948 Patent uses the terms “dashboard” and
“window” interchangeably to refer to the same display of information. See, e.g.,
Ex. 1001, 27:59-66 (referring to display “1450” as either “dashboard 1450 or—

[ ]
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“window 1450”), 28:35-41 (same for display “15507), 28:58-62 (same for display

“1650™), 29:12-16 (same for display “1750”), 29:33-37 (same for display “1850%):
Ex1003;

4-65-7). Additionally, a POSITA would have understood that the term “runtime” is

interchangeable with the term “real-time.” Ex—10803,94-65-Indeed, the 948 Patent
suggests that the
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term “runtime” is interchangeable or synonymous with the term “real-time.” See,
e.g., Ex. 1001, Abstract, 8:17-22, 9:43-48, 28:16-20, 35:41-43:Ex.

Overcash discloses that the “management console” (“administrative console
of the computing environment”) includes a plurality of real-time ‘“runtime”
displays/windows (“plurality of runtime dashboards™) to display various real-time
“runtime” “information” obtained from the “continuous monitoring [of applications]
for defects as they are exposed through usage.” Ex. 1007, [0020], [0062], [0068}

37.66.1]-[0079], [0229]-[0230], FIGS. 4-6 and 8-9 (each figure showing a
plurality of windows):Ex—1003-4-66-). Going further, Overcash discloses that the
plurality of runtime displays/windows of the “management console” (“plurality of
runtime dashboards of an administrative console of the computing environment”)

99 ¢

are used to “display” (“displaying”) “real-time” “application defect detection”
“information” (“real-time status indications for operational integrity of the
application”) via an “event viewer display 602” that includes “a real-time event
analysis module.” Ex. 1007, [0020], [0062], [0068]-[0079], [0229]-[0230], FIGS.-
664-6 and 8-9. For example, Overcash explains that “[t]he event viewer display 602

includes an event detection window 604 with a list of events detected by the Web

application security system.” Ex. 1007, [0077}:Ex—1003;-94-66-]. At least based on
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the foregoing disclosure from Overcash, a POSITA would have-readily understood
that Overcash discloses and/or renders obvious “displaying, in a plurality of runtime

dashboards
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of an administrative console of the computing environment, real-time status
indications for operational integrity of the application.” Ex—+003,-%4-66-
67.  As to the combination, Das and Overcash are analogous art to the

’948 Patent because each is from the field of computer network security and

computer network application security. Ex. 1001, 1:15-19; Ex. 1006, [0001]-

[0002]; Ex. 1007, [0008], [0020].

38:68. As of the priority date of the *948 Patent, it would have been obvious
to a POSITA to include Overcash’s “management console” and associated
displays/windows in the computer network/application security system of Das
because to do so would have been merely an arrangement of old elements (Das’s
computer network/application security system and Overcash’s management
console and associated displays/windows), each performing the same function it
had been known to perform (Overcash’s management console and associated
displays/windows “generat[ing] displays of information to a network
administrator” and Das’s computer network/application security system
performing “evaluation[s] of applications to determine their respective trust
status™), in a way that yields no more than a POSITA would expect from such an
arrangement (Overcash’s management console and associated displays/windows
being used to display computer network/application security information resulting

from Das’s computer network/application security system’s “evaluation of
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determine their respective trust status”). Ex. 1006, [0048]; Ex. 1007, [0068+:Ex—
1+003,-9-68-]. For example, as combined, Das’s computer network/application
security system would use Overcash’s management console and associated
displays/windows to display, to a network administrator, computer
network/application security information resulting from Das’s computer
network/application security system’s “evaluation of applications to determine
their respective trust status.” Ex. 1006, [0048]; Ex. 1007, [0068}:-Ex—+003-9
68-]. As shown here, such a combination and/or modification would have been
obvious—Ex—1003-4-62.

39.69. A POSITA would also have been motivated to make such a
combination and would have had a reasonable expectation that the combination
would be successful. Ex-1003.969-For example, Das discloses that “innovative tools
are needed to assist IT administrators in the effective control and management of
applications on mobile devices within computer and communication network
environments,” and that “continuous efforts (both electronic and manual) are

usually necessary to protect against unknown and/or malicious software.” Ex.
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1006, [0002], [0027]. The “innovative tools” that a POSITA would have been
motivated to include in Das’s computer network/application security system would
have included Overcash’s “management console” that includes a plurality of real-
time displays/windows because including Overcash’s “management console” that
includes a plurality of real-time displays/windows in Das’s computer

network/application security system
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would allow Das’s computer network/application security system to display
various real-time “information” obtained from the “continuous monitoring [of
applications],” thereby allowing for “continuous efforts” in the “management of
applications,” which are goals of both Das and Overcash. Ex. 1006, [0002], [0027],
[0029]; Ex. 1007, [0020], [0062], [0068]-[0079], [0229]-[0230], FIGS. 4-6 and 8-
%
Ex1003-469.9. A POSITA would have had a reasonable expectation that Das
and Overcash would successfully operate together as described because both Das
and Overcash disclose the use of a “management console,” with Das disclosing
that the “management console . . . may aggregate and store application
reputations,” and Overcash disclosing that the “management console”
“generate[s] displays of information,” such as displays of various real-time
“information” obtained from the “continuous monitoring [of applications] for
defects as they are exposed through usage.” Ex. 1006, [0029]; Ex. 1007, [0020],
[0062], [0068]-[0079],102291-102301;

02291-[0230], FIGS. 4-6 and 8-9: Ex—1003-94-69-. In other words, both Das and
Overcash disclose the use of a “management console,” with each elaborating on
different features for which the management console can be used. Ex—+003,-94-69-

As shown here, such a combination and/or modification would have been obvious.-
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46:70.1n light of the foregoing, claim 1 is unpatentableas-Obvious everin_

light of Das and Overcash.-Ex—1003. 9470
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2. Claim 2

4+-71.Claim 2 depends on claim 1 and recites “wherein the real-time
operations of applications are monitored continuously.”

42.72.Das does not explicitly disclose that “the real-time operations of
applications are monitored continuously,” but it would have been obvious, in light
of Overcash, to include those features in the system of Das.-Ex—10034-72-

43.73.1n particular, the features of claim 2 were well-known in the art by the
’948 Patent’s priority date. #-<473-For example, Overcash discloses that

99 ¢¢

“application defect detection” “occur(s] in real-time” through “continuous
monitoring [of application operations] for defects as they are exposed through
usage” (“the real- time operations of applications are monitored continuously”).
Ex. 1007, [00203; Ex-1003,973-].

74.  As to the combination, Das and Overcash are analogous art to the

948 Patent because each is from the field of computer network security and

computer network application security. Ex. 1001, 1:15-19; Ex. 1006, [0001]-

[0002]; Ex. 1007, [0008], [0020].
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44.75. As of the priority date of the 948 Patent, it would have been obvious
to a POSITA to include Overcash’s continuous monitoring functionality in the
computer network/application security system of Das because to do so would have
been merely an arrangement of old elements (Das’s computer network/application

security system and Overcash’s system that includes continuous monitoring of
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applications for detecting security defects), each performing the same function it
had been known to perform (Overcash’s functionality of continuous monitoring of
applications for detecting security defects and Das’s computer network/application
security system performing “evaluation[s] of applications to determine their
respective trust status”), in a way that yields no more than a POSITA would expect
from such an arrangement (Overcash’s continuous application monitoring
functionality being used in Das’s computer network/application security system to
continuously monitor applications as part of Das’s computer network/application
security system’s “evaluation of applications to determine their respective trust
status”). Ex. 1006, [0048]; Ex. 1007, [0020], [0068}:Ex—1+063,4-75-]. For
example, as combined, Das’s computer network/application security system would
use Overcash’s continuous application monitoring functionality as part of its
“evaluation of applications to determine their respective trust status.” Ex. 1006,
[0048]; Ex. 1007, [0020], [0068+:FEx1+0603%75-]. As shown here, such a
combination and/or modification would have been obvious—Ex—+063-4-75.

45.76. A POSITA would also have been motivated to make such a
combination and would have had a reasonable expectation that the combination
would be successful. Ex1003.976-For example, Das discloses that “continuous
efforts (both electronic and manual) are usually necessary to protect against

unknown and/or malicious software.” Ex. 1006, [0002], [0027]. The
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“continuous efforts” that a
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POSITA would have been motivated to include in Das’s computer
network/application security system would have included Overcash’s “continuous
monitoring [of application operations] for defects as they are exposed through
usage” because including Overcash’s “continuous monitoring” in Das’s computer
network/application security system would allow for “continuous efforts” in the
“management of applications,” which are goals of both Das and Overcash. Ex.4696=

1006, [0002], [0027], [0029]; Ex. Ex-—1003;4-76-1007, [0020], [0062], [0068]-
00791, [0229]-

[0230], FIGS. 4-6 and 8-9. A POSITA would have had a reasonable expectation

that Das and Overcash would successfully operate together as described because
Das already discloses that “continuous efforts (both electronic and manual) are
usually necessary to protect against unknown and/or malicious software,” and
Overcash merely elaborates on how to implement such “continuous efforts,” such
as by “continuous[ly] monitoring [applications] for defects as they are exposed

through usage.” Ex. 1006, [0002], [0027]; Ex. 1007, [0020], [0062], [0068]-[0079],-

102291
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£10229]-[0230], FIGS. 4-6 and 8-9:Ex—106063-9-76-. As shown here, such a
combination and/or modification would have been obvious.-Ex—+0034-76-
77. _ Therefore, Das and Overcash disclosesdisclose and/or rendersrender

obvious allelements-of-claim 2 and-claim2-is-unpatentable-as-obvious-over Das-and-
Overcash. Ex. 1003, 477..

3. Claim 3

46.78.The combination of Das and Overcash discloses and/or renders

obvious all elements of claim 3.
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a. “The method of claim 1, wherein the event and

behavior correlation engine receives one or more of: .
b

4779. Thiselaim-elementis-taught by Das-Das discloses that “reputation
engine 20” (“the event and behavior correlation engine”) receives (“receives one
or more of . . .”) information “from a plurality of sources such as mobile device
14 [e.g., via whitelist enforcement module 22], application software distribution

platforms, threat intelligence feeds 32, etc.” Ex. 1006, [0021], [0023]-[0024],

[0031], [0035], [0053], [0055]. Das
FOO551:Ex1063,9479-DPas-discloses that the information “encompasses one or more

characteristics of the application . . . and/or the application’s behavior . . . that
uniquely identifies the application,” including “behavior and activities of any one or
more applications” monitored by “whitelist enforcement module 22.” Ex. 1006,
[0021], [0052:Ex1+0063479-].

48-80. Therefore, this claim element is obvious.Ex.+003,4-80.

b. “system events and infection profiles from a network
activity sensor;”

as—Das discloses that the information

received by reputation engine 20 includes “security events” (“system events”)
provided from the aspects of the whitelist enforcement module 22 that sense (i.e.,
monitor, detect, and/or report (e.g., to reputation engine 20)) characteristics,
behavior (e.g., network activity), activity, and/or security events associated with
37
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Petitiontor-fnter-Partes Review-of .S PatentNo-—8.990.948

applications (“system events . . . from a network activity sensor”). Ex. 1006,
[0021], [0052], [00553:Ex—+003.981]. A POSITA would readily-understand that

whitelist enforcement module 22 functions as, and therefore
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discloses and/or renders obvious, “a network activity sensor” based at least on the
fact that whitelist enforcement module 22 includes functionality to sense (i.e.,
monitor, detect, and/or report (e.g., to reputation engine 20)) characteristics,
behavior (e.g., network activity), activity, and/or security events associated with
applications. Ex—1003-4-8+-Das further discloses that aspects of the whitelist
enforcement module 22 that sense characteristics, behavior (e.g., network activity),
activity, and/or security events associated with applications (“network activity
sensor”) also provide to reputation engine 20 information that includes: (i)
endpoint address information, e.g., information contained in an application
manifest associated with an application and that “uniquely identif[ies] an
application,” of a victim application, such as an “application[] evaluated and
determined to be untrustworthy (e.g., containing malicious code such as viruses,
worms, and the like, etc.)”; (ii) “a statistical confidence level of the reputation
score”; (iii) information about the source of an attacker, such as “attack history,”
the “location” of where the attack originated, and whether the source was

29 ¢

“malware,” “spyware,” or “viruses, worms, and the like, etc.”; and (iv) a time

range for an infection, such as “a short span of time.” Ex. 1006, [0021]-[0022],

[0028]-[0029], [0046], [0055]-[0056]: Ex. 1003, €81 A POSITA]-

[0056]. A POSITA would have-+eadily understood some or all the foregoing

information (i)-(iv) to disclose and/or render obvious “infection profiles,” which
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the specification of the 948 Patent suggests “comprises at least the victim

endpoint
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address and one or more of a forensic confidence of the declared infection, the
attacker source, the command and control source, the full evidence chain, and the
infection time range (onset, duration).” Ex. 1001, 18:48-52. As such, Das discloses
and/or renders obvious that “the event and behavior correlation engine receives
one or more of: system events and infection profiles from a network activity
sensor.”Ex—1+003-94-81+

50-82. Therefore, this claim element is obvious.Ex.1003,4-82.

c. “integrity measurement and verification reports of
scans from a system configuration sensor;”

54-83. This-claim-elementistaught by Das-Das discloses that reputation scores

and associated trust statuses are determined and/or updated based on security/risk
assessments (“scans’) by reputation engine 20 and/or threat intelligence feeds 32.

Ex. 1006, [0019]-[0020]

Ex4006-100401-£0020110031], [0048], [0057]; see also Ex. 1006, [0023] (“Threat
intelligence feeds 32 may be provided to update reputation scores . . ~:Ex+0039

€3..”). Das discloses that the trust statuses of applications (“integrity measurement
and verification reports”) that are determined based on the security/risk
assessments (“of scans”) are stored at server 17, e.g., at application reputations
database 26 and/or whitelists 30. Ex. 1006, [0020}: Ex—1003-4-83-]. Das further
discloses that those trust statuses of applications stored at server 17, e.g., at

application reputations database 26 and/or whitelists 30, are accessed by whitelist
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enforcement module 22. Ex. 1006, [0033], [0049]. [0050]-

[00331. 100497, 00501700517 Ex. 10039 83.]. A POSITA would have readily

understood that whitelist enforcement module 22
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also functions as, and therefore discloses and/or renders obvious, “a system
configuration sensor” based at least on the fact that whitelist enforcement module
22 includes functionality to sense (i.e., monitor, detect, and/or report (e.g., to
reputation engine 20)) system configurations, such as “ports and protocols actually

29 <6

used by the application,” “network connectivity,” and “association with other
known Internet Protocol (IP) addresses.” Ex. 1006, [0022}:Ex1603-4-83-]. Das
further discloses that whitelist enforcement module 22 (“a system configuration
sensor”) provides the trust statuses determined based on security/risk assessments
(“integrity measurement and verification reports”), e.g., the trust statuses accessed
by whitelist enforcement module from server 17, to reputation engine 20 (“the

event and behavior correlation engine”). See Ex. 1006, [0053] (“Whitelist

enforcement module 22 may provide application status to reputation engine 20 . .

).

toreputationensine20— 1 Hx—1003-94-83-Accordingly, Das discloses that reputation
engine 20 receives applications’ trust statuses determined based on security/risk
assessments from the whitelist enforcement module 22, thereby disclosing and/or
rendering obvious that “the event and behavior correlation engine receives one or
more of: . . . integrity measurement and verification reports of scans from a system

configuration sensor.” Ex. 1006, [0019]-[0023], [0031], [0033], [0048]-[0049],

0050]-[0051],
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100481H00491100504-10054H5-[0053], and [00574:Ex—1003-483-].

52.84. Therefore, this claim element is obvious.Ex—+603. 484
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d.  “system events pertaining to processor, network,
memory, and storage resource consumption from a
resource utilization sensor; and”

53-85. This-claim-elementis taught by Das-Das discloses that whitelist enforcement
module 22 “include[s] event detection capabilities” to “detect security events
[(“system events™)] relating to [(“pertaining to™)] particular applications and
application activities,” including “behavior and activities of any one or more

29 ¢

applications,” such as applications’ “requests for,” “access [to],” and “use of,”
“resources” (“resource consumption”). Ex. 1006, [0022], [0028], [0048], [0052%]-

[00531, [0055], [0073]. Das discloses that

atthe resources, e.g., the resources to

which the security events may relate, include “the mobile device’s processor and

memory” (“processor . .. [and] . .. memory . .:

. resource consumption”). Ex. 1006, [0019], [0048]. Das discloses that the

resources also include an application’s “network connectivity” and/or “network
activity” usage (“network . . . resource consumption’). Ex. 1006, [0021]-[00223-
Ex—1003.985.]. Das further discloses that the resources include “storage device[s] in
communication with reputation engine 20,” such as “server 17,” which may be
used to “store [applications]” (“storage resource consumption”). Ex. 1006, [0021];

see also Ex. 1006, [0038], [0086}:Ex—+003.985.]. Thus, Das discloses that the
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security events relate to resource consumption associated with at least the
foregoing listed resources, thereby disclosing and/or rendering obvious “system

events pertaining to processor, network, memory, and storage resource

consumption.” Ex. 1006-10006.£604+91-F60211-00221100281-10038} 1 004811005211 00533

38

Palo Alto Networks - Exhibit 1003

Palo Alto Networks v. Taasera - IPR2023-00705

Page 41 of 57

Taasera's Exhibit No. 2004, IPR2023-00705

Page 076



[0019], [0021]-[0022], [0028], [0038], [0048], [0052]-[0053], [0055], [0073],+063-%
85-

[0086].

54-86. A POSITA would have-+eadily understood that whitelist enforcement
module 22 also functions as, and therefore discloses and/or renders obvious, “a
resource utilization sensor” based at least on the fact that whitelist enforcement
module 22 includes functionality to sense (i.e., monitor, detect, and/or report (e.g.,
to reputation engine 20)) “behavior and activities of any one or more

29 ¢

applications,” such as applications’ “requests for,” “access [to],” and “use of,”
“resources,” i.e., resource utilization. Ex. 1006, [0022], [0028], [0048], [0052]-
[0053], [0055],-fe073}:Ex-

1003,-9-86-[0073]. Das discloses that whitelist enforcement module 22 (“a
resource utilization sensor”) “report[s] such events [(“system events pertaining to
processor, network, memory, and storage resource consumption”)] to reputation
engine 20 or other modules for use in determining the trustworthiness of such
applications and application activities.” Ex. 1006, [0055}:Ex1003-4-86-].
Accordingly, Das discloses that reputation engine 20 receives security events
relating to resource consumption associated with at least the foregoing listed

resources from the whitelist enforcement module 22, thereby disclosing and/or

rendering obvious that “the event and behavior correlation engine receives one or
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more of: . . . system events pertaining to processor, network, memory, and storage

resource consumption from a resource utilization sensor.”-Ex—1003-4-86-
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55.87. Therefore, this claim element is obvious.Ex1003487
e. “system events pertaining to image profiles and local

execution context from an application integrity
sensor.”

56-88. This-claim-elementis taught by Das-Das discloses that whitelist enforcement
module 22 “include[s] event detection capabilities” to “detect security events
[(“system events”)] relating to [(“pertaining to”)] particular applications and
application activities,” including “behavior and activities of any one or more
applications.” Ex. 1006, [0052]-[0053], [0055};:Ex1003.9-8s.]. More specifically, the
“monitor[ed] behavior and activities of any one or more applications” include the
presence of “[m]alicious software (malware)[,] includ[ing] hostile, intrusive, or
annoying programming (e.g., code, script [(“image profiles)], active content, etc.)
that can disrupt or deny operation, gather information that leads to loss of privacy
or exploitation, gain unauthorized access to system resources, and exhibit other
abusive behavior.” Ex. 1006, [0028], [0052}:Ex1003-9-2.]. The 948 Patent
discloses that “image profiles are generated for executable images such as, but not
limited to, binary images, intermediate images, or scripts” Ex. 1001, 12:63-65
(emphasis added). Thus, a POSITA would havereadily understood that Das’s
foregoing disclosure regarding security events that relate to the presence of
malicious software scripts discloses and/or renders obvious “system events

pertaining to image profiles.” Ex—1003.988-The “behavior and activities of any one
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or more applications” also includes applications’ usage of functions as “determined
p

from
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the code flow graphs . . . [that] show[] a graphical representation of paths that may
be traversed through an application during its execution” (“local execution
context”). Ex. 1006, [0032], [0052}:Ex—1003,9-88.]. Thus, Das also discloses and/or
renders obvious “system events pertaining to . . . local execution context.” Ex—1003-

633,
57.89. A POSITA would have-+eadily understood that whitelist enforcement

module 22 also functions as, and therefore discloses and/or renders obvious, “an
application integrity sensor” based at least on the fact that whitelist enforcement
module 22 includes functionality to sense (i.e., monitor, detect, and/or report (e.g.,
to reputation engine 20)) “the trust status of application[s]” and/or “attack history”
of applications. Ex. 1006, [0051]-[0055], [0022], [0033], [0038], [0057;Ex—1003,—
¢-29.]. Das

discloses that whitelist enforcement module 22 (“an application integrity sensor”)
“report[s] such events [(“system events pertaining to image profiles and local
execution context”)] to reputation engine 20 or other modules for use in
determining the trustworthiness of such applications and application activities.”
Ex. 1006, [0055}:Ex1+003,489-]. Accordingly, Das discloses that reputation
engine 20 receives security events relating to software scripts and to usage of
functions and/or resources by applications during their execution from the whitelist
enforcement module 22, thereby disclosing and/or rendering obvious that “the
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event and behavior correlation engine receives one or more of: . . . system events
pertaining to image profiles and local execution context from an application

integrity sensor.”Ex—1003-4-89-
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58.90. Therefore, this claim element is obvious.Ex—1003-490.

* k%

59:91.1n light of the foregoing, Das discloses and/or renders obvious
alithe elements of claim 3, and thus claim 3 is unpatentable-as-obvious everin light
of Das and Overcash.-Ex1003.491.

4. Claim 4

66:92.Claim 4 depends on claim 3 and further recites “wherein the scans are
performed as per a schedule, and wherein the schedule is one or more of hourly,
daily, weekly, bi-weekly, or monthly, by a third party collaboration service to score
the severity of an application based on the vulnerability, compliance, and patch
status to affirm positive presence of a threat.”

6+.93. This-elaim-element-is-taught by Das—As discussed above in § V.B.3.c,
Das discloses and/or renders obvious “scans,” such as security/risk assessments.
Ex—1003-9493Das further discloses “scan[ning] a targeted mobile device
according to a pre-determined schedule, for example, once every 24 hours”
(“wherein the scans are performed as per a schedule, and wherein the schedule is
one or more of hourly, daily, weekly, bi-weekly, or monthly”). Ex. 1006, [0081+-
Lo lono L0z

62:94.Das discloses that the security/risk assessments (“scans”), such as the

security/risk assessments performed per an hourly or daily schedule, can be
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performed (“are performed’) by “[t]hreat intelligence feeds 32 [that] may be
provided by independent third parties” (“by a third party collaboration service”)

“to update reputation scores” (“fo score the severity of an application™), e.g., based
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on “threat information” included in threat intelligence feeds 32, and/or to “provide
real-time, dynamic, and up-to-date information on a variety of potential threats.”
Ex. 1006, [0023], [0021], [0055}: Ex—+003-94-94-].

63-95.Das also discloses that the “threat information” includes “vulnerability
information” so that “threat intelligence feeds 32” (“a third party collaboration
service”) can determine “reputation scores” based on the “vulnerability
information” (*. . . fo score the severity of an application based on the
vulnerability”). Ex. 1006, [0023], [0021], [0055], [0039}: Ex—1+003;-995-]. Das
further discloses that “reputation scores” (also referred to as “trust scores”) (“score
[of] the severity of an application”) “denote[] a relative level of trustworthiness or
security of the application” that is determined based, at least in part, on
applications’ “compliance with one or more mobile application policies enforced
in a network or system” (“scorfing] the severity of an application based on the . . .
compliance”). Ex. 1006, [0019], [0023], [0073], [0076+Ex+003-495-]. Das also
discloses that applications’ “reputation scores” (“score [of] the severity of an
application”) can be determined and/or “modiflied]” based, at least in part, on
whether or not “components of system 10” have “remediate[d] the threat to the
host mobile device” (“patch status”) (“scor[ing] the severity of an application
based on the . . . patch status’). Ex. 1006, [0019], [0055], [0079}:-Ex—1+063-9495-].

As such, a POSITA would have readily-understood the foregoing disclosure as
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disclosing and/or rendering obvious that the “scans [being]
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performed as per a schedule, [such as] hourly, daily, . . . by a third party
collaboration service [] score the severity of an application based on the
vulnerability, compliance, and patch status.”-Ex—1003-495-

64-96.Das discloses that “reputation scores” (“score/s of] the severity of an
application”), such as reputation scores determined based on vulnerability,
compliance, or remediation status (“scor[ing] the severity of an application based
on the vulnerability, compliance, and patch status™), are used to provide an
indication of the presence of “an application [that] is malicious software or
otherwise poses a threat to mobile devices or networks upon which it is installed”
(“to affirm positive presence of a threat”). Ex. 1006, [0019], [0036], [0046].,-

0049410052}
00491, [0052], [0072}: Ex—1+003-9496:].
65-97. Therefore, Das discloses and/or renders obvious alithe elements of
claim 4, and thus claim 4 is unpatentable-as-obvious everin light of Das and Overcash.

5. Claim 5

66:98.Claim 5 depends on claim 1 and recites “wherein the plurality of
runtime dashboards are a plurality of application runtime reputation score
dashboards that comprise one or more of: a global view dashboard; a system
configuration dashboard, a resource utilization dashboard; an application

integrity dashboard; and a network activity dashboard.”
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67-99.Das does not explicitly disclose thesefeaturess;that “the plurality of

runtime dashboards are a plurality of application runtime reputation score

dashboards that comprise one or more of: a global view dashboard; a system

configuration dashboard; a resource utilization dashboard; an application

integrity dashboard; and a network activity dashboard.” but it would have been

obvious, in light of Overcash, to include those features in Bas’sthe system-Ex1003-
£99 of Das.

68:100. In particular, the featuresefelaim Swere-well-use of dashboards in

monitoring systems generally, and computer and network monitoring systems

specifically, was well-known in the art by the 948 Patent’s priority date. %9

100Thus, the features of claim 5 were well- known in the art by the 948 Patent’s

priority date. For example, as discussed above in § V.B.1.e, Overcash discloses
and/or renders obvious “the plurality of runtime dashboards.” Ex—1003-4100-
Similarly, as discussed above in § V.B.1.e, Overcash discloses and/or renders
obvious that the plurality of real-time displays/windows (“the plurality of runtime
dashboards”) are a plurality of displays/windows for displaying “real-time”

99 66

“application defect detection” “information” obtained from the “continuous

monitoring [of applications] for defects as they are exposed through usage” (“a
plurality of application runtime reputation score dashboards”). Ex. 1007, [0020],

[0062], [0068]-[0079], [0229]-[0230], FIGS. 4-6 and 8-9: Ex. 10039160,
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69:101. Overcash discloses that those windows for displaying “real-

time” “application defect detection” “information” from “vulnerability

assessments” (the
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“plurality of application runtime reputation score dashboards”) include
(“comprise one or more of’) a “System Configuration” window (“a system
configuration dashboard”). Overcash, FIG. 8:Ex-1003.4101. Specifically, figure 8
of Overcash (shown below) shows that the management console includes a
“System Configuration” tab that can be selected to display the “System

Configuration” window. Overcash, FIG. 8; Ex1003.91018.
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Overcash, FIG. 8.
76-102. Overcash further discloses in figure 8 (shown above) that the

windows (“dashboards’) also include (“comprise one or more of’) an “Application

Defects”
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window that functions as, and therefore discloses and/or renders obvious, “a
resource utilization dashboard” based on the “Application Defects” window’s
inclusion of resource utilization information associated with applications, such as
information about a Uniform Resource Locator (URL) and/or a site (“resource[s]”)
utilized by an application. Overcash, FIG. &:Ex—1003-410628.

-103. Overcash discloses in figure 6 (shown below) that the windows
(“dashboards”) also include (“comprise one or more of’) a “Security events”
window that functions as, and therefore discloses and/or renders obvious, “an
application integrity dashboard” based on the “Security events” window’s
inclusion of security and vulnerability information associated with applications,
such as the “[s]everity” of a security event associated with an application and/or
the “[a]ttack [e]vent [i]nformation™ associated with an application that provides
details on whether (or how) a security event impacts the integrity of an application.

Overcash, FIG. 6:Ex1003-91036.
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Overcash, FIG. 6.

72:104. Overcash further discloses in figure 9 (shown below) that the
windows (“dashboards”) also include (“comprise one or more of”) a
“vulnerability” “drill-down” window 902 that functions as, and therefore discloses
and/or renders obvious, “a network activity dashboard” based on the “drill-down”
window’s inclusion of network activity information association with applications,
such as a site associated with an application, a source IP address associated with an
application, and/or a date/time associated with the application’s network activity.

Ex. 1007, [0230], FIG. 9:Ex1003.41049,
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Overcash, FIG. 9.
73-105.  Asto the combination, Das and Overcash are analogous art

to the *948 Patent because each is from the field of computer network security
and computer network application security. Ex. 1001, 1:15-19; Ex. 1006,
[00013-10002}; Ex-1007:100081;] -

[66260002]; Ex. 1063;4105-1007, [0008], [0020].
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the priority date of the 948 Patent, it would have been obvious to a POSITA to

include Overcash’s “management console” and associated displays/windows in
the computer network/application security system of Das because to do so would

have been merely an arrangement of old elements (Das’s

computer network/application security system and Overcash’s management
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console and associated displays/windows), each performing the same function it

had been known to perform (Overcash’s management console and associated

displays/windows “generat[ing] displays of information to a network

administrator” and Das’s computer network/application security system

performing “evaluation[s] of applications to determine their respective trust

status™).”), in a way that yields no more than a POSITA would expect from such

an arrangement (Overcash’s management console and associated

displays/windows being used to display computer network/application security

information resulting from Das’s computer network/application security system’s

“evaluation of applications to determine their respective trust status”). Ex. 1006,

[0048]; Ex.

1007, [0068+:Ex1+003-94106-]. For example, as combined, Das’s computer
network/application security system would use Overcash’s management console
and associated displays/windows to display, to a network administrator,
computer network/application security information resulting from Das’s
computer network/application security system’s “evaluation of applications to
determine their respective trust status.” Ex. 1006, [0048]; Ex. 1007, [0068+:Ex—
1003-94-106-]. As shown here, such a combination and/or modification would

have been obvious—Ex—1+603-4106.

74-107. A POSITA would also have been motivated to make such a
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combination and would have had a reasonable expectation that the combination
would be successful. Ex—1003.9107-For example, Das discloses that “innovative

tools are needed
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to assist I'T administrators in the effective control and management of applications
on mobile devices within computer and communication network environments,”
and that “continuous efforts (both electronic and manual) are usually necessary to
protect against unknown and/or malicious software.” Ex. 1006, [0002], [0027]. The
“innovative tools” that a POSITA would have been motivated to include in Das’s
computer network/application security system would have included Overcash’s
“management console” that includes a plurality of real-time displays/windows

13

because including Overcash’s “management console” that includes a plurality of
real-time displays/windows in Das’s computer network/application security system
would allow Das’s computer network/application security system to display
various real-time “information” obtained from the “continuous monitoring [of
applications],” thereby allowing for “continuous efforts” in the “management of
applications,” which are goals of both Das and Overcash. Ex. 1006, [0002], [0027],
[0029]; Ex. 1007, [0020], [0062], [0068]-[0079], [0229]-[0230], FIGS. 4-6 and 8-
9:

Ex—1003-941679. A POSITA would have had a reasonable expectation that Das
and Overcash would successfully operate together as described because both Das
and Overcash disclose the use of a “management console,” with Das disclosing
that the “management console . . . may aggregate and store application

99 ¢

reputations,” and Overcash disclosing that the “management console” “generate([s]
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displays of information,” such as displays of various real-time “information”

obtained from
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the “continuous monitoring [of applications] for defects as they are exposed
through usage.” Ex. 1006, [0029]; Ex. 1007, [0020], [0062], [0068]-[0079],-
fooongfomon

0229]-[0230], FIGS. 4-6 and 8-9: Ex—10603-941+07. In other words, both Das and

Overcash disclose the use of a “management console,” with each elaborating on
different features for which the management console can be used. Ex—063-4+407-
As shown here, such a combination and/or modification would have been obvious—

75-108. Therefore, Overcash discloses and/or renders obvious atithe
elements of claim 5, and thus claim 5 is unpatentable-as-0bvious everin light of Das
and Overcash.Ex1003.94108.

B. No Secondary Considerations Exist

Ne-l am unaware of any secondary indicia-of non-ebviousness-existPetitioner

reservesconsiderations of nonobviousness, and I understand no such considerations

were alleged during prosecution. [ reserve the right to respend-terebut any assertion

ofalleged secondary indicia-of non-obvieusness-advanced-by Taasera:

lll—D—]-S—eFe-t—l—eﬂ-a{'—}LF- i i aete‘:s

faetorsconsiderations that etherwise-apply—‘the PTAB-will not-discretionarily-deny

institution-of an IPRPatent Owner or PGR in-view-of paratlel district court litigation
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PLVIIL  Conclusion
PetitionerrespeetfulbyrequestsIn sum, for the reasons I have discussed

above, it is my opinion that the Board-institute TPR-and-enter-a-final-written-

deeision-findingthe Challenged-Claimsclaims 1-5 of the *948 patentPatent are

unpatentable-
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77110. 3224 b because this-Petition-contains 9.027words-excluding the

by-Mierosoft Word, which-was-used-to-prepare-this Petiionthey would have been obvious to

a POSITA over the Das and Overcash prior art references cited above.
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CERTHICATE OFSERVICE
Pupsuantto 3 CER-$$2 6t and- 2105 ()1 eertibeunderstand that on

10011007 byFederal Express-onthis Declaration will be filed as evidence in a
contested case before the Patent Owner-at-the-correspondence-address-ofrecord-for

U-S-Trial and Appeal Board of the United States Patent No—8;990,948-

111, A-courtesy-copy-of this Petition-and supperting material-was-and Trademark

Office. I also served-onlitigationcounsel-for Patent Ownervia-email:understand that I may be

subject to cross-
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examination concerning this Declaration, and I will appear for cross-examination,

if required of me. during the time allotted for cross-examination.
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I hereby declare that all of the statements made herein are true of my

own knowledge and that all statements made on information and belief are

believed to be true; and further that these statements were made with knowledge

that willful false statements and the like so made are punishable by fine or

imprisonment, or both, under Section 1001 of Title 18 of the United States Code.

Date: March 13, 2023

Kévin leffa% P’h’]y
(/
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