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D Latitude Longitude {Name Description Range Street Address ID
2345 32.77754| -77.12421|Home Alexandria VA 2 34
2346 38.622203| -76.516577{Breezy Point Marina 10 243
2347 30.02831| -77.448777|Work Loudon Site 5 4
2348 41.872833| -87.624357|Chicago Riverside Hotel 12 127

Figure 4
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IP_Address Latitude Longitude |Created
63.20.247.227 38.4986| 77.0876|Feb 62000 5:50PM
63.20.247.227 38.4986| 77.0874|Feb 62000 5:52PM
63.21.58.221 38.4986| 77.0873|Feb 6 2000 11:30PM
63.13.89.185 38.4984| 77.0877|Feb 11 2000 10:50AM
63.15.231.53 38.4987| 77.0885|Feb 11 2000 4:02PM
151.200.100.4 38.4985| 77.0874|Feb 11 2000 9:11PM
151.200.100.4 38.4082| 77.0877|Feb 12 2000 2:22AM
151.200.100.4 38.4983| 77.0875(|Feb 12 2000 3:14AM

Figure 5
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Service  [Service  [Local or
D Context  |ProviderlD|Renote  |MIME type|Dimensions  jLat1  |loni [tat2 |Lon2 Location
00400 4321 1000[R audio/mped 1 min 3801 -77.2} 39.01]-77.3}hitps://adserv.acmebank comiads cgi*id=30
00401 2234 1001|L image/png|200x300 3891 -77.3| 39.99|-774 fadflocal/images/403A69.png
00402 101 1000). R . .

Figure 6
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Lat1 Lat2 Loni Lon2 Type TimeContext ltemID DevicelD or Location
32.77754| 33.12455| -77.1242| -77.2275|Audio /q/audiog/A5F339 [151.22.122.40:7900
32.12421| 33.14241| -77.1242| -77.2275{Control 1600-0500,M-F |g/cnirig/87ACEF  |06:43:53:09.04

Figure 7
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SERVICEID [LATITUDE |LONGITUDE |CLASS SUBCLASS [TIMECONSTRAINT |SERVICEPROVIDERID
123456789| 38 92319] -77.222517 1.3.4.5.7 5.7]0 11 4 * mon-wed 1000
123456790 38.91606] -77.237926| 1.3.4.5.100 84|106*** 1000
123456791] 38.90663| -77.229219 1000 45|10 %2 *x** 1.3.100.2
123456792 38.85912| -77.224644 2000 5510 23-7/2,8 * * * 1.3.100.3

Figure 8
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ClassID Description SIC NAICS

1.5.3.7.6 Agencies, real estate 6531 53121
1.5.3.7.6.1 Commercial real estate 6531 531210
1.53.7.54 Office of Notaries Null 54112
1.5.3.7.11 Attorneys' offices 8111 541110
1.5.37.12 Patent attorneys’ offices 8111 541110
1.5.3.7.42 Architectural Services 8712 54131
1.5.3.7.42.7 Landscape Architectural Serv 781 54132
153725 Music Publishing Null 51223

Figure 9
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82,
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location as above In $9 to find location and search critera |
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nterface 104 as a hst. S5

Consumer is satisfied with the results and requests a graphical map
view of results

System 100 converts results to map view showing a graphical map of the geographic area and
indicating the service points returned from the query along with the consumer and device current
iccation s7

Consumer optionally wants to store results or portions of the search criteria such as the
LOCATION CONTEXT or service class for future use or ease of recall and does so using

controls on user interface 104 which stores requested items on data sub-system 112. ﬂ

ol )

{ End )

/ Figure 10
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Start

Y
A consumer records an audio rerminder "like pick up eggs and milk"
when passing a grocery store that they wish to remember on the
return trip, and marks the location using via user interface 104 on
system 100. S1

Y

System 100 processes the request and determines the current
location via geographic location determination facility GLD108. s2

Y

System 100 places the location context defined by the current location
and a range that was specified by the user or a default range together
associated with the audio recording into the event queue. S3

Y

The consumer subsequently enters the area defined by LOCATION
CONTEXT, which 1s recognized by system 100 and triggers the
playback of the audio reminder "pick up milk and eggs"

The consumer now remebers to stop and pick up the desired items at
the near by grocery store

S5

End

Figure 11
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Start

L

A person marks a position via user interface 104 that is 5 miles from
their home, labels it with a description of "Turn Home Lignts On" and
enters a time constraint of "Weekdays after 4APM". S

1

s

System 100 processes the request and determines the current
location via geographic location determination facility GLD108.

S2

"

System 100 places the location context defined by the current location

and a range that was specified by the user or a default range together

associated with the automation control action and places them in the
event queue. S3

System 100, in conjuction with the user of the system, subsequently
enters the area defined by LOCATION CONTEXT, which is
recognized by system 100 and trniggers the execution of the control

event. 3_4

y

A process on System 100 connects to a networked Home Automation
facility in Structure 406 and interacts with the home automation
system to turn on several lights such as an external path from the

garage to the house and a house light to be tumed on S5

End

Figure 12
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0 1 2 3

0123456 7890123456789 012345¢67895°01
ek e et e e e i S T T e el St
|Version| IHL |Type of Service| Total Length
T i ok e el e e e L Tt b Dl kel Sk ek ek ek el ks ks
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B e T e ek et ek R S e o e e e et A
| Time to Live | Protocol | Header Checksum
ek e ke T B R e o e e e e e e At A 3
| Source Address |
N T ot T T T B et et et R e T e e e el
] Destination Address
B T et e e S i Tt T e e S T e e e e el e e b
| Options | Padding |
N N o ok et T e e S T e Al il e e e

Example Internet Datagram Header

Each tick mark represents one bit position.

Figure 14
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Sample client send transmission method with custom protocol.

An example client server interaction may look as follows where S iz the
Server and C is the Client

C: GEOS Hello apollo.no.net
S: 220 geoserver.geo.net HELLO user@no.net [123.100.200.5] Pleased to meet you

C: GEO:NMEA0183:$GPGGA,222949,3849.853,N,07708.757,W,1,03,5.1,84.1,M,034.0,M, *43
5: 200 OK

Below is a transcript of a functioning GeoServer/Client communication. The transcript is
not meant to limit the present invention, but to illustrate a method for client server
exchange of IP address and spatial information.

7479: Near2 GeoServer server started

-- listening on TCP port 2345 at : Sun May 7 18:29:32 2000
7479: Connect mg-20425422-153.ricochet.net

-- from 204.254.22.153 on port 1036 at : Sun May 7 18:29:32 2000

Client says: NGPS Hello (NMEAO183/GGA):3849.853,N,007708.757,W

**NGPS protocol Hello from 204.254.22.153
-- got - 3849.853 N, 07708.757 W

-- now — lat 38.83, lon -077.15
**Recording client location:

-- 204.254.22.153

-- 38.83 -077.15

-~ 05/07/2000 22:29:44 GMT

Figure 15
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SYSTEM AND METHOD PROVIDING A SPATIAL
LOCATION CONTEXT

REFERENCE TO RELATED APPLICATIONS

[0001] The present application claims priority from U.S.
Provisional Patent Application Ser. No. 60/176,189, filed
Jan. 18, 2000, and the teachings of said U.S. Provisional
Patent Application is incorporated by reference in its
entirety.

FIELD OF THE INVENTION

[0002] The present invention relates to the fields of data
and telecommunications networks, such as the Internet, and
specifically concerns spatial location technologies, informa-
tion search and retrieval systems, and electronic automation
systems.

BACKGROUND OF THE INVENTION

[0003] The current incarnation of the Internet was essen-
tially created in the early 1970’°s, and achieved wide public
adoption in the early to mid 1990’s. This wide adoption is a
testament to the great technological advancements and
advantages of digital, packet-switched networks. This tech-
nology has provided unprecedented creation and use of, and
access to, digital content on a global scale. To achieve this,
significant research and effort have gone into expanding the
reach of digital content transmission capabilities, along with
methods for creating, formatting, and retrieving digital con-
tent.

[0004] A proliferation of companies, products, and, ulti-
mately, standards, have resulted from this research and
development, and currently provide and support this vital
infrastructure. Network Service Providers (“NSP’s”) such as
UUNET, AT&T, and GTE, have built the transmission
backbone, and Internet Service Providers (“ISP’s”) such as
AOL, Microsoft, and Juno, provide residential and commer-
cial customers with access to this backbone. Software com-
panies like Real Networks are constantly building innova-
tive new software that adds new functionality to the
Internet’s data transmission capabilities, and search engines
and web portals, such as Yahoo, Google, and Lycos, make
using the World Wide Web (“the web”) portion of the
Internet even easier. In addition, other software companies
have developed tools, such as HITML editors, that make it
easier for home and business users to create and format
content for display on the Internet.

[0005] These users have recognized how easy it now is to
create and share information, and a proliferation of web
pages has resulted. While search-engines and web portals
can search and retrieve such shared information based on
broad queries, it is still difficult to find specific information.
In addition, while standards defining how data should be
transmitted from one computer to another have been in place
for some time, the exchange of the intellectual portion of
that data does not share such fortune. For example, compa-
nies wishing to share accounting information face significant
obstacles, as each company’s accounting software is likely
to store its information with different field names and
different table structures.

[0006] Significant resecarch and development has been
expended to solve this problem, and standards, such as

May 9, 2002

SGML, have been developed that address the fundamental
issues, but most of the standards developed were cumber-
some and awkward, and thus did not enjoy wide acceptance.
Newer standards, such as XML, seek to solve the same
problem, but do so in a more structured manner than the
older standards, which results in a system that is easier to use
than SGML. XML allows a content author to store data in a
structured manner, and also to store metadata, or data
attributes, as well. XML’s underlying structure permits more
precise searches and facilitates data exchange based on this
structure.

[0007] Geographic location technology has also made
significant strides in recent years. Initially, systems such as
LORAN-C or radio beacon navigation could be used to find
a geographic position. However, such systems had to be
within range of appropriate transmitters, and had to be in
direct line-of-site to receive such signals. Thus, if a
LORAN-C receiver were positioned on the other side of a
mountain from a LORAN transmitter, the receiver may not
be able to determine its current position.

[0008] More recently, the Global Positioning System
(“GPS”) has gained wide-spread recognition and use as an
accurate and ubiquitously available and reliable means for
location determination. GPS uses a constellation of geosyn-
chronous satellites to beam position information to receiv-
ers. These receivers need only receive signals from a few
satellites to determine geographic positions to within a few
feet.

[0009] GPS continues to expand its reach and use as the
cost of receivers continues to decline. Consumer GPS
receivers have come down to a price that makes them
accessible to most average consumers. In addition, technol-
ogy improvements are creating smaller and smaller receivers
that can be incorporated into a wide range of devices, such
as watches and automobiles.

[0010] More and more vehicles are being equipped with
GPS and other technologies to assist operators with navi-
gation. Typical GPS receivers can even allow a user to mark
points along a path, or waypoints, and can guide users back
and forth along this path. Some systems even integrate
locally stored maps, providing a user with a graphical
reference to their current location.

[0011] Some in the prior art have even begun allowing
businesses, churches, governments, and other interested
parties to have their locations represented on such maps.
Users can then enter a street address or business name into
a GPS receiver, and the receiver may determine a route from
the receiver’s current position to the desired location. How-
ever, as with other directories, such as those maintained by
telephone companies, when new roads are added or busi-
nesses move, such local maps must be updated.

[0012] In fact, directories such as telephone books or
Internet-based directory sites only update business location
information when a business renews an advertising contract,
or when a business specifically notifies the directory main-
tainer of such changes. Further, some directory content can
come from sources that have little quality control, and thus
may result in the storage of incorrect information in the
directory. This can result in a misunderstanding of a ven-
dor’s location, and consequently can lead to a mistrust of
such systems.
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SUMMARY OF THE INVENTION

[0013] While these classification, search, directory orga-
nization, position determination, automation, and network-
ing systems exist in the prior art, they exist as discrete,
separate technologies, rather than being unified into a cohe-
sive system. The present invention can provide a spatial, or
location, context for communications networks, such as the
Internet, cable television systems, or telephone systems, by
associating unique identifiers with spatial locations. The
present invention may further utilize such a spatial context
to enhance current classification, search, automation, and
directory organization systems.

[0014] The present invention may assign unique identifi-
ers to a device, or the present invention may use Internet
Protocol (“IP”) addresses, media access control (“MAC”)
addresses, telephone numbers, or street addresses as such a
unique identifier. Spatial locations returned by the present
invention can include, but are not limited to, a set of
coordinates. Such coordinates may be based on terrestrial
systems, such as radio beacon navigation systems; satellite-
based systems, such as GPS; celestial-based systems, such
as The World Geodetic System’s WGS84 standard or North
American datums such as NAD27; or other such spatial
location systems.

[0015] The spatial context provided by the present inven-
tion can express geographic areas by creating a set of one or
more waypoints, or by combining a waypoint with a dis-
tance. The present invention may allow association of events
with certain geographic areas such that, when a receiver or
other device is determined to be within a geographic region,
audio, video, or other sensory-stimulating content can be
presented. Presented content can include, but is not limited
to, advertisements, public service information, user-created
content, and user-requested content.

[0016] The present invention may determine that a device
is within a geographic region through a variety of means,
including integration with GPS or other spatial determining
systems and by having a user manually enter such informa-
tion. The present invention can integrate such information
with locally stored maps, and the present invention may also
integrate with modern, network-accessible mapping tech-
nologies such as those provided by Etak, MapQuest, and
Mapblast. Such integration can allow the present invention
to display maps and other information that is constantly up
to date.

[0017] As with the prior art, the present invention may
include a business directory. However, unlike the prior art,
a directory maintained by the prior art may be constantly
updated. The present invention can assign a unique identifier
to point of sale terminals or other equipment owned by a
business or other entity, and each time such equipment
processes a sale or performs some other pre-defined event,
the location of such equipment may be reported to a direc-
tory. By this means, the present invention can maintain an
accurate list of business locations.

[0018] Such dynamic directory information, coupled with
location identification equipment, can allow the present
invention to easily guide a user to a given business, gov-
ernment office, or other desired location. This can be seen as
an improvement over the prior art as many people place a
value on finding nearby services; having a spatially oriented,
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network integrated automation capability for things such as
reminders; and for control of other systems.

BRIEF DESCRIPTION OF THE DRAWINGS

[0019] FIG. 1 is a block diagram illustrating primary
components of the present invention.

[0020] FIG. 2 is a block diagram of the general logic of a
user client device.

[0021] FIG. 3 is logic diagram providing additional
details of the location engine, illustrated as item C in FIG.
2.

[0022] FIG. 4 illustrates a sample Geobookmark Table.
[0023] FIG. 5 illustrates a sample Client Position Table.

[0024] FIG. 6 illustrates a sample Location Context
Media Table.

[0025] FIG. 7 illustrates a sample Event Queue Table.
[0026] FIG. 8 illustrates a sample service_table.
[0027] FIG. 9 illustrates a sample service_class_table.

[0028] FIG. 10. is a process flow diagram for a location-
enabled service search.

[0029] FIG. 11 is a process flow diagram for a location-
enabled reminder.

[0030] FIG. 12 is a process flow diagram for location-
enabled automation.

[0031] FIG. 13 is a timeline diagram of a DHCP client/
server message exchange.

[0032] FIG. 14 illustrates a sample IP Packet Header.

[0033] FIG. 15 illustrates a sample spatial transmission
protocol exchange.

DETAILED DESCRIPTION OF THE
PREFERRED EMBODIMENT

[0034] FIG. 1 is a block diagram illustrating primary
components of the present invention. Block 100 (“System
100”) represents a typical, network-capable, extensible,
electronic device or architecture. System 100 may comprise
sub-components incorporated as built-in elements or acces-
sible through common data channels, buses or network
links. These sub-components may include, but are not lim-
ited to, a microprocessor or other data processor (Block
102), a user interface (Block 104), a multimedia or audio-
visual device (Block 106), a location determination device
(Block 108), a network access device (Block 110), and a data
storage sub-system (Block 112).

[0035] Processor 102 (“PA102”) may comprise one or
more central processing units (“CPU’s”); a high-speed,
short-term data storage means; an input-output or bus con-
troller; a lower-speed, permanent or semi-permanent data
storage means; and operating system software or operating
environment.

[0036] User interface 104 may comprise a visual display,
such as a CRT or LCD, and data entry or operational
controls, such as buttons, dials, or keypads. User interface
104 may also allow voice control through voice recognition
and/or speech processing. Although illustrated as a physical
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component part of System 100, the user interface can be
made available over a communications link or network
connection. Such an interface is common with network
servers and routers, which may have their own graphical
user interface (“GUI”) or command line interface (“CLI”),
a built in Web server or Windowing system like the X
windows system, or allow for these software components to
be installed to provide an interface over such a channel.

[0037] User interface 104 may interact with System 100
by accepting user inputs, such as search criteria, waypoints,
custom directory entry descriptions, system settings includ-
ing units of display, system controls, alert selection, controls
for the recording of audio/visual information, and other such
functions. User interface 104 may present output from
System 100 components, such as search results, advertising
content, location relevant media, component status informa-
tion, location information, network connectivity status, and
other, similar information.

[0038] Multimedia Device 106 represents multimedia
functionality for recording and playback of audiovisual
information. Multimedia Device 106 may comprise a micro-
phone, speaker, video camera, video display, or a combina-
tion thereof. Information recorded via Multimedia Device
106 may be transmitted, stored in, and retrieved from data
storage sub-system 112 through Processor 102. Information
recorded via Multimedia Device 106 may be transmitted
over a network to or from remote data systems, such as
Database Management System 204 (“DB204”), via Network
Interface 110 over link 201.

[0039] Geographic location determination capability
(“GLD 108”) may determine from reasonably accurate to
precise geographic locations in near real-time or real-time.
This may be equivalent to location determination capabili-
ties of modem GPS equipment, such as that made by
GARMIN Corporation. GLD108 may also use alternative
location determination methods, such as LORAN, either in
combination with or instead of GPS.

[0040] Such geographic location determination equipment
may be built into System 100, or take the form of separate,
hand-held receivers. GLD108 may also be integrated into
other systems, such as modem automobile or flight naviga-
tion systems.

[0041] Network Access Device 110 comprises a wireless
or wired communications means, such as Ethernet or other
network interfaces like microwave or cellular devices. Such
communications means may include, but are not limited to,
Internet capable cellular phones; Bluetooth enabled devices,
such as some cellular telephones; wireless portable comput-
ing devices, such as 3com’s Palm VII connected organizer
or RIM’s Blackberry; wireless modems, such as Metricom’s
Ricochet technology; or wired access such as a home or
business Internet connection. Internet connections may
include, but are not limited to, Ethernet or GIGE adapters,
DSL modems, ISDN terminal adapters, CSU/DSU and
router combinations, satellite systems, cable television
modems, traditional telephone modems, or other common
public and private network access methods such as those
supporting other protocols like ATM or MPLS.

[0042] Data storage sub-system 112 (DS112) may be a
typical permanent or semi-permanent storage method, simi-
lar to those in modern computing and other electronic
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devices configured to read and write data. DS112 can
include readable, erasable, writeable, and re-writeable media
or related components. Examples of such data storage equip-
ment include hard disks; removable media such as a floppy,
Superdrive, or Zip drive; and memory cards similar to flash
memory and SmartMedia cards.

[0043] Each System 100 component may itself be com-
prised of hardware, software, or a combination of hardware
and software. System 100 components may communicate
with other components through a data link, bus, wired or
wireless network connection, or other data communications
channel, as illustrated by Lines 103, 105, 107, 109, 111, and
113.

[0044] As illustrated by line 113, System 100 may also
communicate with external devices, such as vehicle navi-
gation systems, media players, personal computers, personal
desktop assistants (“PDA’s”), or other such devices (Block
114). Communication between external devices and System
100 may be facilitated through a data bus; network, parallel,
serial, universal serial bus (“USB”), or infrared ports; wire-
less modem or wireless network connections; or other such
communications methods. Such communications may
include transmission of content and commands to such
devices for immediate playback or for storage and playback
at a later time.

[0045] While a preferred embodiment of the present
invention integrates all System 100 functions into a single,
stand-alone device, alternative embodiments are also envi-
sioned. Such embodiments include, but are not limited to,
automotive information systems, network access equipment,
PDA’s, cell phones, and personal computers may be readily
instrumented to work as part of System 100.

[0046] In some such embodiments, System 100 may be
implemented without location detection capabilities or other
components illustrated in FIG. 1. For example, a home
computer or other stationary or semi-permanent device may
not need location detection capabilities. However, an ability
to translate a geographic identifier, such as an address, into
a more specific identifier such as geographic coordinates like
latitude and longitude may be advantageous, even in sta-
tionary or semi-permanent configurations such as with lap-
top computers. Unlike their stationary and semi-permanent
counterparts, it may be more advantageous to instrument
those devices which are more mobile, such as PDA’S, laptop
computers, cellular telephones, and the like, with automated
location determination capabilities.

[0047] By way of example, without intending to limit the
present invention, one alternatively envisioned embodiment,
used in an automobile, may utilize the MobileGT Architec-
ture. MobileGT is a joint venture of Motorola, QNX Soft-
ware Systems Ltd., IBM, and Embedded Planet, and is
targeted for automotive driver information systems. Another
embodiment envisioned involves a more traditional proces-
sor/operating environment, as found in many forms in
network capable, wired or wireless devices currently avail-
able or in development. Examples of such devices include
typical personal computers based on Microsoft, Sun, Linux,
or Apple operating systems and various processors from
Intel, Sun, and Motorola; 3Com’s Palm devices; consumer
electronics devices based on the Microsoft Windows CE or
Java operating systems or other operating environments
such as the QNX Neutrino; wireless Web enabled tele-
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phones, such as the Qualcomm “pdQ Smartphone”; and
Internet capable cable television or similar set-top boxes.

[0048] 1t is a goal of the present invention to provide for
the incorporation of maps relevant to location contexts by
incorporating a network accessible map service such as the
one provided by Etak, Inc. at http://www.geocode.com or by
other providers like MapQuest (http:/www.mapquest.com),
and Mapblast.com.

[0049] As a device is moved, or internal System 100
processes are otherwise triggered, location context events
stored in an event queue acting as part of System 100 can
interact through PA102 to execute processes or provide
constraints that determine such executions. Processes
executed through PA102 may involve retrieval of stored
content from data sub-systems 112 or 204, and transmission
of such content to Multimedia Device 106, User Interface
104, or externally connected devices (Block 114). User input
at User Interface 104 may control recording, playback, and
transfer of audio-visual information to and from Multimedia
Device 106, as well as other devices, such as a home
computer or remote storage device.

[0050] To achieve geographic location translation, the
present invention may utilize geocoding. Geocoding may
allow postal addresses, area codes, or other region-specific
information, to be translated into more precise geographic
coordinates. GC302 in FIG. 1 represents a network acces-
sible geocoding facility such as the one provided by Etak,
Inc. currently available on the Web at http://www.geocode-
.com. The preferred embodiment can implement several
methods for geographic determination and provide for
GLD108 to interact with PA102 to implement a hierarchy of
preferred methods for geographic position determination
and use, as outlined in the logical process diagram, FIG. 3.
One aspect of a preferred embodiment may allow a config-
urable hierarchy. Manual entry of location specifiers such as
coordinates may also be used, however a preferred embodi-
ment would typically require these coordinates to be valid
specifiers.

[0051] Element 202, in the center of FIG. 1 is a “network
cloud”, which encompasses a combination of devices, con-
nections, and protocols supporting internetworking of com-
ponents not ordinarily directly connected to System 100, but
rather available as network resources and systems.

[0052] One aspect of the present invention includes a
mechanism for automated and/or dynamic configuration
and/or service location. This aspect provides a method for
clients desiring use of spatially relevant services or infor-
mation to automatically be configured with little or no
human intervention to locate and utilize or participate in the
spatial service on the network. Such services may be
accessed at boot time or at connect time. This aspect of the
present invention may be accomplished using the Dynamic
Host Configuration Protocol/Boot Strap Protocol(DHCP/
BOOTP), Sun Microsystems’ Jini Technology, and/or Ser-
vice Location Protocol. The technologies or technologies
providing equivalent functionality may be used individually
or in combination in order to achieve the desired effect to
achieve.

[0053] Block 306 (“DHCP306”) represents an RFC-2131
Dynamic Host Control Protocol (“DHCP”) server or similar
functionality. DHCP provides a framework for passing con-
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figuration information to hosts on a TCP/IP network. It is
based on the Bootstrap Protocol (BOOTP), adding the
capability of automatic allocation of reusable network
addresses and additional configuration options.

[0054] Block 308 (“JINI308”) represents a Sun Microsys-
tems’ Jini Connection Technology functionality. In FIG. 1,
JINI308 is illustrated as a single server, however Jini is a
distributed protocol or architecture. Jini technology allows
devices to automatically locate and participate in network
services, and includes other features, such as a transaction
model and flexible security. Jini technology describes a
collection of devices, or federation, that can talk to one
another and advertise and share services automatically.
These features are called Lookup, and “Discover and Join”.
For example a Jini service may allow a visitor to a company
to plug a device, such as a PDA, into a network and
auto-discover a nearby printer without knowledge of the
office’s print servers or printer names.

[0055] Jini’s design generally has an enterprise reach, that
is to say serving a Local Area Network or perhaps a wider
network of a particular company or enterprise, as opposed to
the Wide Area Network of the Internet. However, used in
combination with other means such as DHCP and/or per-
sistent naming capabilities like those provided by The
Handle System, a wide-area reach can be achieved.

[0056] Another aspect of the present invention may incor-
porate a persistent naming capability such as a Domain
Name System (“DNS”). A DNS may allow mapping of IP
addresses or other unique identifiers to easy to remember
alphanumeric strings. Additionally, such strings may point to
a new identifier or identifiers if a new system is brought
online or other configuration changes occur.

[0057] While a DNS provides some measure of persis-
tence in locating network resources, there are still persis-
tence problems created when a company changes its domain
name or declines to continue to pay to have its name
reserved. The present invention can implement a persistent
naming mechanism that provides persistent identification of
network objects as the network or those objects change in
place or in time.

[0058] A system implementing such a persistent naming
function is illustrated in FIG. 1 by Block 310 (Handle 310).
Handle 310 can provide universally unique and persistent
service points such as pointers to spatial service servers,
providers and Internet resources. The Handle System is a
product of the Corporation for National Research Initiatives
(“CNRI”) aimed at an improved persistent naming authority.

[0059] Database Management System 204 (DB204) is an
information management server platform or similar com-
puting component which can include a server with a data
storage and network connectivity, along with server soft-
ware designed for effective structured information manage-
ment. In a preferred embodiment, DB204 may include a
relational database management system, such as Oracle 9i,
by Oracle Corporation, or Sybase Adaptive Server, created
by Sybase; an LDAP type Directory, such as Netscape’s
Mission Control or OpenLDAP’s “OpenLDAP Suite”; and
a computer system (processor/operating system), such as a
SUN UltraSparc 4000 running the SOLARIS operating
system, or a server with an Intel or similar microprocessor
running Linux or Microsoft Windows NT operating systems.
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SD202 may represent any DBMS functionality including,
but not limited to, a relational database management system
(“RDBMS”), a Directory service, an object database, or
other modem system providing information management
capability.

[0060] DB204 can also provide a platform for additional
server software, such as Web and file transfer protocol
(“FTP”) server software, Network Time Protocol daemons
such as xntpd or other precise time system control software,
and custom server software, such as custom spatial location
server software. DB204 also represents a network accessible
system which may have its own time source, such as a GPS
receiver or more accurate clock, such as a stratum 1 time
source.

[0061] Components of SD202 may run on a single com-
puter, each component may run on separate computers, or
components may be distributed across multiple computers.
Through a combination of database, directory, and computer
systems, SD202 may provide effective and efficient data
storage, organization, and retrieval in a manner that will be
readily understood by those skilled in the art of information
management systems.

[0062] Database Management Systems 206, 208, 210, and
212 are also DBMS systems like DB204. DB204 illustrates
a generic, network accessible DBMS and Directory Server
architecture. Blocks 206, 208, 210, and 212 are included in
FIG. 1 to aid in the description of a preferred embodiment,
but these systems may be components of the same system.

[0063] DBMS206 is a remote database which, in a pre-
ferred embodiment, can store items that may also be stored
in client local data subsystem DS112, but which may also
provide a remote storage means. A remote storage means
may store data for clients with little or no local data storage,
or for backup and sharing of items such as location contexts
and geobookmarks, and content and events related to such
items. DBMS 208 is an instance of DBMS204 organized in
a manner which can support directory and service search
functions of the present invention, and may consist of a
database for holding supporting tables such as service_di-
rectory, illustrated in FIG. 8, and service_class, illustrated
by FIG. 9.

[0064] DBMS 210 is an LDAP server, providing informa-
tion storage and retrieval functions typically associated with
a distributed Directory Service, such as directories of ser-
vices, products, businesses, and related items. DBMS 212 is
an instance of DB204 which can store relevant media
content and related tables. In a preferred embodiment,
DB204 may be arranged for storage of location relevant
media content and related tables, such as Location Context
Media Table, illustrated in FIG. 6.

[0065] Block 406 (“ST406”), Block 408 (“ST408”), and
Block 410 (“ST410”) may be a home, office building, or
telecommunications facility with a network capability, illus-
trated by Network Access Device 412 (“NAD412”). ST406,
ST408, and ST110 may contain computing facilities (Block
414) which may be similar to DB204, or may more closely
resemble traditional servers, workstations, personal comput-
ers, and set-top boxes. ST406, ST408, and ST410 may
contain home or building automation capabilities, based on
standards such as X10, or other computer controlled auto-
mation systems for controlling heating, ventilation, and air
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conditioning (HVAC); an oven, video cassette recorder
(VCR), or stereo; a security system; and other commonly
controlled building and home components or networked
devices. In a preferred embodiment, ST406, ST408, and
ST410 may also contain a System 100 device or similar or
capabilities.

[0066] As illustrated by Blocks 402 and 404, System 100
may also be incorporated into various, more mobile devices,
such as laptop computers and vehicles. A preferred embodi-
ment of the present invention provides a unique utility in
applicability across stationary, mobile and semi-mobile con-
figurations. The present invention provides for a hierarchy of
configurable location methods, from automatic to manual,
with defaults, prioritization, and fail-over. By way of
example, without intending to limit the present invention, a
user may use the default automatic mode when an onboard
GPS receiver provides system location context, but may
switch to manual entry if a GPS fails to work.

[0067] The present invention may also allow storage of
named proximity waypoints, or geobookmarks. Stored geo-
bookmarks can provide a desired location context for a
spatially relevant information service. The present invention
provides for the use of spatial information across applica-
tions, from Web searching to asset management, thereby
improving over the prior art.

[0068] By way of example, without intending to limit the
present invention, users cannot currently utilize spatial
information across a plurality of web sites. Thus, even if a
user enters a home address or zip code at a bank’s website
to find local ATM machines, a user must still reenter their
address at a website to find a dealer for some product, such
as bicycles. Today, users may even be required to reenter
such information on the same vendor’s page each time they
return, even if the location context of their search is the
same. Yet, the same information can often be used for many
uses, which is an object of the present invention.

[0069] The present invention provides for the seamless,
platform-independent sharing of geobookmarks across
devices, services, and applications. The present invention
further provides sharing of geobookmarks among technolo-
gies and implementations (stationary, mobile, semi-perma-
nent), including optional, events or content associated with
such geobookmarks, such as audio, video, or maps.

[0070] FIG. 2 is a logical diagram illustrating a preferred
client implementation of a System 100 device. Such a client
machine can incorporate location contexts with other items
such as events and directory queries. FIG. 2 is provided for
enabelment and best-mode purposes, and is not intended to
limit the invention to this process.

[0071] FIG. 3 is an expanded view of a portion of item
FIG. 2, specifically item C, Location Detennination Process,
and illustrates logic which may be used in a preferred
embodiment for various means of location determination.
These location determination means may include, but are
not limited to, automatic determination, such as through
GPS or LORAN systems; such as through geocoding or
other such systems, and manual processes. FIG. 3 further
illustrates steps for selecting a location context for a given
task or use.

[0072] FIG. 4 illustrates a data table, Geobookmark Table,
which can provide an organization mechanism for recording
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location contexts in memory or on media. One aspect of a
preferred embodiment of the present invention can allow
extensive geobookmark interaction, configuration, storage,
sharing, and transmission. This table illustrates a basic data
table design supporting these capabilities.

[0073] FIG. 5 illustrates a sample Client Position Table
(CPTable). Tables such as CPTable can associate client
system network addresses with location contexts including,
but not limited to, current or previous client locations, and
to store such contexts. CPTable illustrates a table for storing
such items as part of a preferred embodiment for recording
client positions and network addresses.

[0074] In a preferred embodiment, common CPTable
fields can store information such as IP Address; Location
Context Parameters, such as Latitude and Longitude or
others; the time at which information was received, modi-
fied, or created; hostnames and DNS domain names; other
unique record identifiers; and other related data fields. This
table illustrates a preferred embodiment of a client position
and network address recording means, and is not intended to
limit the present invention. For example, in an alternative
embodiment, other storage designs, such as binary encod-
ings, may be used, or additional information may be
recorded. CPTable may be stored in a database systems such
as DB 204.

[0075] FIG. 6 is an illustration of a Location Context
Media Table (LCMTable). It is an object of the present
invention to provide a method for delivering location rel-
evant media to clients. This may be achieved by storing
content or pointers to such content, along with spatial or
geographic areas of relevance, in a table. Such a table can
then be compared to current client positions and other
positions, such locations in which a user of a client device
may be interested. By performing such comparisons, content
of interest may be identified, and such content may be
presented to a user when a user is located within the location
constraints defined as an area of relevance with respect to
such content.

[0076] LCMTable is an example of such a table, and
illustrates a preferred storage means. LCMTable is not
meant to constitute the only possible design, but rather
illustrates key elements of such a table as part of a preferred
embodiment. For instance, if location sensitive media is to
be transmitted, it may be desirable to have a more sophis-
ticated design that includes other fields, or further normal-
izing the table in a manner that may add additional features.
Such features may include the ability to associate content
with multiple location contexts. LCMTable may be stored in
a database system like DB 204, or DB 212.

[0077] FIG. 7 illustrates a sample Event Queue table. It is
an object of the present invention to provide location context
triggered automation through the association of location
contexts with a range of items such as audiovisual content,
and other processes. FIG. 7 illustrates a preferred embodi-
ment of a data table designed for such associations. Alter-
natively contemplated embodiments may include additional
fields, depending on specific implementations. Such fields
may include, time constraints for content presentation or
event durations, or those required for further normalization
of an Event Queue table, such as associations between
multiple events and a single location context, or multiple
location contexts with one event. An event queue table may
be stored in a database system such as DB 204.
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[0078] FIG. 8 illustrates a preferred embodiment of a
service table. Service_table can contain a list of categorized
or classified services and their geographic location and/or
availability. Service_table may store information about
SERVICE IDENTIFIERS, SERVICE LOCATION IDEN-
TIFIERS, SERVICETYPE or SERVICECLASS or category
SUBCLASSES, which are typically more specific sub-
categories, SERVICE AVAILABILITY TIMES, and SER-
VICE PROVIDERS. The SERVICEID field may uniquely
identify each row or service, by type of service, location and
provider or OID (object id) number. The OID may be an
ITU-T recommendation X.208 (ASN.1) style OID. This is
the method for IJANA (www.iana.org) private enterprise
numbers. A basic example would be that if Acme Company
was identified by 1.7.5 then a given service or product of the
company may be identified by 1.7.5.3 and a different service
by 1.7.5.4. Type of service may be defined by CLASS and
SUBCLASS fields, which may be numeric ids relating to
another table for normalization purposes, identified as ser-
vice_class_table, containing service classes or categories,
and a CLASSID field which may be used as a key field.

[0079] Such classifications may be used in conjunction
with, may be mapped to, or actually be industry standard
classifications such as SIC or NAICS codes. Additionally,
the present invention may include items other than services,
such as real estate or products. In a preferred embodiment,
such additional items may also be so categorized an orga-
nized, and may utilize industry standard codes, such as
Universal Product Codes (“UPC’s”) or newer NAPCS, or
mappings between said items and other system identifiers.
Such design, classification, and mapping will be readily
understood by those skilled in the art of information man-
agement. Service_table may be stored in database systems
such as DB 204, DB208, or in an LDAP server such as DB
210.

[0080] FIG. 9 illustrates a sample data table,
service_class, which illustrates a preferred embodiment of a
table supporting item classifications, as described in the
previous description for FIG. 8. This table may also be
stored in a database system such as that provided by DB 204,
DB 208, or DB 210.

[0081] FIGS. 10 through 12 are flow charts illustrating
preferred embodiments of several anticipated applications of
the present invention. These applications include location
relevant search, reminder automation, and remote control
automation, respectively.

[0082] FIG. 13 is a timeline diagram of a DHCP client/
server message exchange. FIG. 13 illustrates specific client
server request and response messages and shows where in
this process a client would receive an offer (DHCPOFFER)
containing configuration information from the DHCP server.

[0083] As previously discussed, the present invention sup-
ports a plurality of applications across multiple disciplines
and uses. However, it is helpful in describing aspects of the
present invention to distinguish two general types of use.
The first of these types of use is one in which a user typically
interacts with a client device providing a System 100
capabilities. The other, more autonomous of these use types
predominantly involves interactions between systems or
devices, wherein at least one system has implemented com-
ponents of System 100.

[0084] For example, a system centric method may not
typically utilize a permanent local interface. Such a system
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centric method can be illustrated by envisioning the present
invention implemented with servers and routers, which
typically have a shared local console (usually textual rather
than graphical), which is used only intermittently. Thus, a
primary means for configuring and adjusting system centric
devices is commonly provided via a network interface,
which is often a text based CLI, such as with Cisco routers.
A system centric implementation can be contrasted with a
user-oriented system, in which a local user interface may be
a primary interface for controlling a device, and may be very
frequently.

[0085] While current system centric devices do provide a
user interface, most do not provide multimedia capabilities,
although certainly applications such as security and moni-
toring could benefit from these features. Discussions of a
preferred system centric implementation of the present
invention may approach its implementation from a network
management scenario, and therefore will not focus on a user
interface to the same extent as a user-centric discussion.
However, both methods may utilize key elements of a
preferred embodiment, and a division between user centric
and system centric is made here purely simplify descriptions
of such implementations.

[0086] A user centric embodiment of the present invention
provides for robust user interaction and configuration con-
trol via a user interface. In a user-centric model, it is
common for a user to determine, mark, store, share, and
exchange multiple spatially relevant geobookmarks, and to
utilize them across a plurality of functions and uses. It may
also be common for a user to use multimedia functionality,
such as Multimedia Device 106 of in FIG. 1, to record and
play content associated with location contexts. A user inter-
face may also be used as a typical content delivery mecha-
nism, such as a Web browser or mail client, or for the
reception of digital audio and video streams as with a
traditional radio and television or set-top box.

[0087] By contrast, a system centric model is typically
concerned with the location of a given system, and thus
location context marking is typically less relevant. Instead,
a system centric model may provide additional management
and configuration tools, which may be conducted over a
network via protocols such as via Trivial File Transport
Protocol (TFTP) and/or SNMP.

[0088] In both user centric and system centric models, it is
a goal of the present invention to store location-based
information about any System 100 systems, such as a client
device, in a database. It is common for this information to
include the IP address of the system, its location descriptors,
the time the location is determined and the time the infor-
mation is received or recorded, and the method by which the
location descriptors or context was determined.

[0089] The system may store the current client location,
and the system may store other location context information.
Such stored location context information may not be the
location of the system or even a location where the system
or its user has visited, but may be other contexts, such as a
location that was used for a location context directory
search, or other items. Additionally, other information may
be determined, transmitted, or stored, such as but not limited
to a system’s host and domain name. Such information may
typically be stored in a data table similar to CPTable,
illustrated in FIG. 5.
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[0090] The present invention supports several spatial
information transmission methods, which can be divided
into two broad categories, traditional protocol methods and
packet header methods. A spatial transmission method based
around traditional protocol methods may transmit informa-
tion as part of a message in text or binary form. Examples
of this method include incorporation as part of an URL; as
a field of a message header or body; as a document cookie;
as an e-mail header or body; and via direct transmission as
a message of a custom protocol designed for this purpose.
An example of a custom protocol exchange is illustrated by
FIG. 15.

[0091] In one contemplated embodiment, a client may be
configured to continuously send position information to a
server as quickly as location determination occurs. Testing
has shown that handheld receivers, such as those manufac-
tured by the Garmin corporation, will provide position data
streams approximately once per second. In an alternative
embodiment, a client may be configured to send position
information at an interval. For example, a client instructed to
send position information at a rate slower than its ability to
resolve or send location information. Such rates may vary
depending on client implementation type, and may range
from once per second to once a week or longer. A client may
also base server updates on locally stored position informa-
tion, such that server updates only occur when a client
detects location change.

[0092] In an alternatively contemplated embodiment, a
client may be polled for position information. That is, a
server may drive information exchanges by contacting a
client and asking for location information.

[0093] A server may also function as an intermediary
between client devices and other systems, using a method
commonly called publish and subscribe. In this method, a
client machine can publish position or other information to
a server, and other systems connect to a server and subscribe
to such published information.

[0094] In addition to these traditional protocol and client
server category of methods, an alternative embodiment of
the present invention provides for inclusion of spatial infor-
mation in network packet headers, such as, but not limited
to, Internet Protocol Packet Headers and Transmission Con-
trol Protocol Headers. Such packets are part of widely used
protocols, with a well defined structure that includes items
such as a source IP address, a destination IP address, and
other information, including Port number, Type of Service,
Time to Live, Window Options, and Checksums. In addition,
such protocols provide an “Options” section, which allows
a packet to contain additional information. The structure of
a typical IP packet header is illustrated in FIG. 14.

[0095] Incorporating spatial information into packets at a
source device, or in intermediate devices in a transmission,
can provide another means for conveying spatial informa-
tion. Packet-based spatial information can also provides a
means for precise geographical mapping of network equip-
ment, such as servers, routers, bridges, and gateways.
Packet-based spatial information can also allow the deter-
mination of geographic transmission paths, and geographi-
cal network. Such maps are not possible using current
technology.

[0096] There have been and continue to be significant
attempts at measuring spatial or geographic aspects of the
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Internet, such as the core Autonomous System (“AS”)
mapping efforts of the Cooperative Association for Internet
Data Analysis (“CAIDA”). However, such mapping efforts
do not provide a true geographic representation of transmis-
sion facility locations or data paths, but rather base their
information on the address or location of a network provid-
er’s home office or registered office, which may have little
relationship to the path of Internet datagrams.

[0097] In embodiments implementing a packet header-
based method, construction or modification of packet head-
ers would be required to include or extract a message
payload as is common in IP stack software. Implementations
of both connection-oriented and connectionless communi-
cations, such as TCP/UDP, may be used to transmit spatial
information separately or in combination.

[0098] The following is a description of preferred embodi-
ments that utilize the physical aspects of System 100
depicted in FIG. 1. The present invention essentially pro-
vides a spatial context across multiple network access meth-
ods and devices, both with and without an attached GPS, for
stationary, mobile, and semi-mobile scenarios.

[0099] 1t is an object of the present invention to provide a
means for the system to distinguish between stationary and
mobile uses and between automatic (GPS), and manual or
semi-manual geocoding based location determination meth-
ods. In keeping with this, one aspect of the present invention
can associate spatial location identifiers with one or more
network address, such as an IP address, by a plurality of
methods used separately or in combination.

[0100] Using the continuous transmission method outlined
above as an example, a client may connect to a server, such
as DB 204, when network connectivity is achieved. A client
may then transmit a continuous stream of position updates to
such a server. A server can store these positions in a data
table, such as CPTable, illustrated in FIG. 5. Client IP
addresses or other unique identifiers associated with a client
may also be stored in DB 204, as may other data, such as the
current time.

[0101] A server may assume that a client implementing a
continuous transmission method in which a client spatial
location changes is equipped with a GPS or other location
determination equipment. Such an assumption is reasonable,
as a client may not be capable of determining a change in
location without such equipment. Thus, for example, loca-
tion based triggering mechanisms and location based service
search mechanisms or processes may search CPTable table
to identify recent entries by the same client. If such recent
entries are found, they may reasonably be concluded to be
the position of the client. Such assumptions may assist the
present invention in creating a more seamless user experi-
ence, as the present invention may periodically prompt a
user for a current spatial location if a GPS or other location
determination device can not be detected.

[0102] The preceding example should not be construed as
limiting the present invention to this method, as there are
other methods, such as a client/server message exchange, as
well as added levels of sophistication that may be incorpo-
rated, such as secure signatures.

[0103] By way of a further example, without intending to
limit the present invention, a client may connect to a server
via a Web browser to initiate a search or other location
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relevant action. Messages from clients with location deter-
mination devices attached may only slightly differ from
messages from clients without location determination
devices. Both types of message consist of a start-line, zero
or more header fields, an empty line indicating the end of the
header fields, and possibly a message-body. This defined
structure makes it easy for processes to separate the header
from the body and parse these components separately.
Additionally, the header fields are generally simple text with
a line beginning with a field name, then a colon ‘:’, followed
by the field value. This structure also makes it easy to parse
to extract header fields and values by a variety of means,
including Common Gateway Interface (CGI) programs.

[0104] When a client equipped with a Web browser con-
nects to a Web server, client messages typically include a
header. Such a header may include a number of fields,
including the client IP address, and an optional header field
called a Cookie, which may be used to store persistent but
mutable information on the client. Such information may be
stored in a data store within a current client Web page
document, and such information may be communicated to
Servers Or Server processes.

[0105] An aspect of a preferred embodiment of the present
invention may use such a Cookie to transmit location
context information and to store it on the client and in a
database, so that a user of the system will not have to
repeatedly enter location information from use to use and
from session to session. This information may also be used
as a default location context for systems without a location
determination device or in which a location determination
device is not functioning. Further, this cookie may be used
by systems to which a location determination device is
attached, but for which a user prefers to use a fixed location
context rather than a current location. Such cookies may also
be re-used by other Web sites and other applications, and
even across multiple devices.

[0106] Cookie header fields were originally designed to
only be available to a site setting such a Cookie, however
there are well known techniques in the field for making use
of cross site Cookies, including redirection, a technique used
by Microsoft, Inc., HTML <IMG> tag references, as used by
DoubleClick, Inc. These techniques, coupled with the fact
that such information is also recorded into a database along
with a client IP address, allows for use of such information
in any application with access to the database information.

[0107] 1In a Web based scenario, a Web server may, upon
receiving a Web page request, extract a client IP address
from the REMOTE_ADDR header field. Typically, such a
field is of the form: REMOTE_ADDR=10.0.0.7. IP
addresses determined from such header fields may be used
as a basis for a search of a CPTable for recent entries that
would indicate that a client is sending position updates. If
such a search is successful, a server may thus realize the
client has a location detection capability of its own and
incorporate that location into activities at the site, such as
location-based searches. If the search is unsuccessful, the
server may then use a document cookie if it is present, or,
upon receiving a location-based service request, such as a
search for services, the present invention may prompt a user
for geocoding or other manual means of location determi-
nation. If a user performs such manual location determina-
tion and decides to store the location context as the default,
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the server may then set a cookie to the recently entered
location context. By way of example, with out intending to
limit the present invention, a simple spatial Cookie may look
like:

HTTP_COOKIE=GEOS=38.922624%3A~

077.222354
[0108]
contains a latitude and longitude separated by a colon
character which has been specially encoded as part of the
HTTP protocol.

[0109] In a preferred embodiment, other information may
be included as metadata, such as that describing formatting
and other spatial information aspects. A preferred embodi-
ment may also include other information such as that
identifying other aspects of the client or the user, or include
other Cookies that may relate to a spatial Cookie, or Geo-
Cookie.

[0110] Tt is an object of the present invention to provide,
along with these various means of location determination, a
method for storing various location contexts so that a user of
the system may effectively and efficiently manage multiple
location contexts and store, recall, transmit, share, and use
them in location based activities. To provide this function-
ality, the system may allow the inclusion of other informa-
tion with the location context. Such information may
include, but is not limited to, a name, descriptive text and
range constraints, associated queries, content events, and
automation. The present invention may provide user inter-
face elements, such as hardware or software form fields,
buttons, and dials, which can be use to store these geobooki-
narks and related digital information in a permanent storage,
such as a local DS 112 or a remote DB 204 or DB206.

In this case, the cookie name is GEOS and it

.2

[0111] Additionally, the present invention can allow such
items to be shared and transmitted as files or pointers to files
via common communications means, such as E-mail, and
shared access to common systems such as Web servers and
FTP servers. The present invention may facilitate re-use,
transmission, and sharing of geobookmarks and related
events by defining a common geobookmark structure using
modern methods and encodings. Such methods and encod-
ings include, but are not limited to, MIME and XML
documents and XML Document Type Definitions
(“DTD’s™).

[0112] As previously discussed, it is an object of the
present invention to provide the use of location triggered or
driven events and automation, such as reminders, multime-
dia events, and remote control through such geobookmarks.
To facilitate such functionality, the present invention intro-
duces the concept of an event queue (“EQ7”), as illustrated
in FIG. 7. Such an event queue may be enhanced by an
optional timing constraint mechanism, such as the “cron”
function described later in this specification.

[0113] A user may utilize controls on UI 104 to associate
location contexts with events such as multimedia recordings.
For example, a user of the system who passes a grocery store
while driving may mark the current location and record a
reminder, such as “pick up milk and toothpaste.” In a
preferred embodiment, UI 104 may have convenient, hard-
ware or software control for marking the current location as
a location context, along with default settings for a range of
available options, and with an option to use this context or
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previously stored contexts as part of a location triggered
event. Continuing the example, a user may mark the loca-
tion, include a default range, and store a voice recording for
the message “pick up milk and eggs.” This combination of
location context and audio may be saved into the event
queue.

[0114] The event being recorded is now a member of the
event queue or list, perhaps with several other events. In one
aspect of a preferred embodiment a process interacts with
the queue by comparing a current client position with
location contexts of items in a queue and activates items
when a client reaches a proximity defined by location
contexts, such as playing the reminder when the user returns
by the grocery store.

[0115] Typically, a client will be within the location con-
text of the events, at the instant they are created, and
possibly for some time thereafter, until the client leaves the
proximity. Since this is a common scenario, and it is
undesirable to in this example immediately hear a reminder,
the present invention provides for a Ul 104 control and
default behavior which may be set to first require the client
to either leave the context before being activated or to wait
for some time period to elapse prior to activating the event.

[0116] An additional aspect of the present invention may
provide a flexible time constraint mechanism and specifica-
tion ability to be included as an event constraint. This time
mechanism may be one similar to the UNIX cron facility,
outlined later, yet abstracted or made easier to use. Such a
time mechanism may allow users to specify flexible time-
frames, such as every minute or hour; or every Tuesday,
Wednesday, and Saturday; or at 4:00 on Mondays, or after
5:00 PM on weekdays; thereby providing rich time-entry
capabilities.

[0117] In alternative embodiments, a benefit may be
derived by using various methods for comparing a queue,
including by polling, callbacks, and interrupts, depending on
the environment and use of the system. Those skilled in the
arts of electronics and computer science should be readily
aware of such methods.

[0118] In keeping with this, an aspect of the present
invention also allows location-triggered events to interact
with other systems over a network. For example, a user may
choose to create a location context such as a range of five
miles from their home, and to associate a time frame such as
after 5:00 pm on weekdays, with an event to turn on the
home air-conditioning and the walkway lights.

[0119] In other words, the present invention provides for
the association of a location context and an optional time-
frame, with a flexible set of events. To accomplish this, the
present invention provides for the entry and association of
contexts, events, and timeframes in a list such as represented
by EQ7, in combination with a process that compares
location contexts of list items with current client location
information. Such client location information may be stored
in CPTable, or may have been received with aforementioned
transmission methods. The present invention may execute
events, which may be represented in fields in EQ7 as process
names, either locally or via a network when appropriate
constraints are met.

[0120] For some events, such as those pertaining to home
automation, interaction of the present invention and such

LENNOX EXHIBIT 1004
Lennox Industries Inc. v. Rosen Technologies LLC, IPR2023-00716, Page 25



US 2002/0055924 Al

events may be easily accomplished with those system and
vendors providing standard or well defined and shared
interfaces to their equipment, such as X10 home controllers.
Other system integration may require custom programming
or setup, or may not be possible if a vendor chooses to
maintain an exclusive interface.

[0121] In addition to providing location-based control and
automation, it is a further object of the present invention to
provide for location based searches for business, services,
products and other items, such as real estate, or network
resources, such as printers and other devices, which may be
nearby. Such network resources may be listed in a Directory
or database, but due their dynamic nature may be more apt
to utilize service location mechanisms and protocols such as
those described later, including a publish and subscribe
methodology or lookup, and discover and join functions
provided by technologies such as the Jini Technology Plat-
form, which is discussed later.

[0122] Such a directory should be well organized, and may
contain items such as services, products, and other items for
which a location context can be incorporated. For businesses
and services, such an organization may be derived through
the use of SIC codes, NAICS codes, and other industry
classification codes, such as product codes and other useful
classifications depending on the field.

[0123] In a preferred embodiment UI104 can provide
some quick search capabilities for commonly searched for
items by assigning commonly used items to user interface
controls such as buttons, or creating custom lists and menus.
For example, one aspect of preferred embodiment includes
a quick find capability for emergency services, such as local
police stations, hospitals, and fire departments, as well as a
means for locating and interacting with nearby mobile
emergency units such as patrol cars.

[0124] Such quick search capabilities can allow a mutable
set of commonly searched for items to be more easily
conducted by associating items such as ATM machines with
a given button or dial, or in a short list or menu, including
the storage of multiple sets or quick button and list configu-
rations that may be recalled and used. For example, a person
may wish to use a different quick list when in a different
locality. Further, a preferred embodiment, along with review
of and selection from a highly structured directory, allows
custom search strings to be entered and searched for either
separately or in conjunction with selections from directory
categories. Such customization may be achieved using com-
mon user interface controls and methods, such as the Com-
mon Gateway Interface (CGI) or Dynamic HTML elements
like Javascript, and through use of local and remote storage
elements such as DS112 and DB204 or DB206. These
interface controls and methods will be readily understood by
those skilled in design of systems such as those employing
modern Internet technologies. In a preferred embodiment,
these quick menu items and buttons may be found by
browsing a list of well defined categories, and then selected
to be included in a set of common items, or quick list or
menu.

[0125] A user may initiate a search for an item, such as
services, via a user interface using the methods and hierar-
chy described for setting location context and methods to
specify search criteria. A process, such as a process running
on a System 100 device or remote server like DB 204, such
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as a Java program or CGI script initiated by or receiving the
request, may then incorporate the location context and
search criteria into a query for directory items.

[0126] In one aspect of a preferred embodiment, a direc-
tory may include organized and categorized items, and a
location context. Such a location context may include a
bounding polygon, such as a rectangle, thus being described
by a bounding set of coordinates. Such a bounding polygon
may be stored in a data table, such as service_directory, as
illustrated in FIG. 8. Such a table may be stored in a
database system such as DB 204, or DB 208, or may be
organized in other ways, such as a directory rather than a
table. In such instances, said directory may be stored in
LDAP server DB 210.

[0127] In this manner, a search query, such as a SQL or
set-logic query, may be conducted and yield a performance
over other search methods. Such a query may take the form:
“select * from service table where latitude>33 and lati-
tude<34 and longitude>-77 and longitude<-76 and servic-
e_table.subclass=1.5.4.3". Such a query may find all Notary
Public service providers, or ATM machines, or whatever
item is described by the service class or category, within a
desired geographic area. The results of such a query may be
returned to a client device as a list or map, with features for
selecting either view or a combination of both views via
controls on UI 104.

[0128] Armed with such directory-building features, the
present invention can also provide directory validation capa-
bilities. Currently, companies such as Verizon and Vindigo
publish electronic directories, such as the Yellow Pages.
Many of these systems share directory information, such as
addresses, pertaining to various businesses and services
listed therein. Thus, electronic directories at different web-
sites or other locations may share a common source, or may
be based in whole or in part on Government information,
such as U.S. Census information. Companies such as Vin-
digo offer the ability to search for services close to a user,
along with other features, such as allowing users of the
system to help validate or add value, through features such
as reviews.

[0129] However, in these models the directory informa-
tion is not continuously checked, or verified by a system and
there are often abuses by the users of the system which cause
inaccurate information to be maintained by a directory, and
consequently presented as the result of a search. For
instance, a person disgruntled about service or a competitor
of another service may make false entries about the quality
of the service or even suggest that the business is no longer
at that location.

[0130] The present invention provides a method for add-
ing automatic directory validation through inclusion of
merchant processing such as electronic cash registers, credit
card processing equipment, and other point of sale (POS)
equipment in the directory validation process. The present
invention can generally determine that, if a merchant or POS
transaction takes place at a given location, this is indicative
that a merchant or service identified by a terminal ID is
conducting business at the specified location at the time of
a transaction. In a preferred embodiment, such a terminal
may have System 100 capabilities, such as a built-in or
attached location receiver or GLD 108 capability.

[0131] The present invention provides for a process for
merchant transactions to initiate an electronic process which
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checks the directory listing of a merchant including location
with the information from merchant transactions thus auto-
matically validating the directory on a continuous basis
rather than the common method of intervallic updates based
on sales of advertisements or directory space as is currently
used.

[0132] This is a general description meant to illustrate the
method and not to limit the method. Although this method
as described offers important benefits, there may be more
sophisticated aspects in a preferred embodiment, depending
on the circumstances, these aspects being added security,
and features to not use every transaction as a validation if
transactions are occurring in large volumes such as thou-
sands per day or hour.

[0133] It is an object of the present invention to, once the
system is aware of the network address of a client and its
location context or associated location contexts such as a
context being used by a system user for a search or other
activity, to send location relevant content to the client such
as advertising information. It is not essential, for a client to
visit a Website or subscribe to a particular data stream in
order to be sent this location related content. For instance in
embodiments incorporating a stream such as an audio or
video stream or both like those for convergent set-top boxes
and television, or radio the content may be sent regardless of
a visit to a particular network location or subscription to a
network stream. Additionally, this content may be sent at
any point that the system determines the IP address of the
client, a therefore not be dependent on a client initiate an
action such as a search or other action. One such method of
address determination was described above using the CPT-
able and the continuous client send transmission method.

[0134] Tt is an aspect of the present invention to provide
for a method of organizing or describing content with a
location content, such as in a database table such as a
Location Context Media Table, illustrated in FIG. 8, where
media files are stored with along with a location context and
other information such as the dimensions of the media like
it’s time duration or on screen dimensions and resolution. In
this manner the location relevant content may be effectively
distributed to clients over the network.

[0135] For example, in an embodiment using an Internet
audio stream such as an Internet radio, if audio content such
as advertisements are organized by location and also into
standard time frames, such as 10 second intervals, then any
combination of advertisements that fill an advertising time
slot, such as three minutes may be used. That is to say, a
three minute time slot may be filled by two one and a half
minute ads, or by one three minute ad or by a one minute ad
and a two minute ad or any combination that fits within the
overall allotted advertising time or space. With this in mind,
different clients at different locations may receive different
location based advertisements while the client users are
perhaps listening to the same audio stream such as a radio
broadcast. Currently, with traditional radio the advertisers
and their service points or stores are usually local to the
station, which is usually a reasonably effective method for
advertising as a station has a limited broadcast range. There
are some extremes where a user many miles away or on one
side of the broadcast range hears advertisements for busi-
nesses that are located moderately far away, or in the case of
longer range stations, very far away including places they
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would never travel to. With the advent of network broad-
casting such as Internet radio this inefficiency is amplified as
a user may hear ads for businesses local to the station when
they are in another country. The present invention provides
for a more effective distribution of content such as ads, by
including the location context of the user and providing for
content substitution based on this criteria. So, for instance
three users in different countries listening or viewing the
same site, listening to the same audio, or watching the same
video stream or channel at the same time or essentially the
same time, can be presented with different content based on
where they are located.

[0136] In one aspect of the present invention it is not
necessary to have precise time slices for substitution,
although this may be beneficial. That is it is still useful to use
location determination without defining an absolute time
granularity to the content. Having the knowledge of client or
consumer location still provides greater precision than tra-
ditional methods. For instance a business may create mul-
tiple ads that are say 1 minute and 27 seconds with slightly
different content such as references to different store loca-
tions in each ad, thus still affording a more focused content
delivery or reception based on the client or users location.

[0137] In one aspect of the present invention the location
relevant media may be incentives from vendors and mer-
chants such as discounts on purchases or coupons. Such a
functionality can be achieved in a simple sense, for example
by a merchant including some method of identifying that the
user or customer received a location based incentive such as
a key word to use at the store location or point of sale. Or
it is possible to use other devices in conjunction with a
System 100 client device, such as a PDA to communicate
with the client device, such as via extensible interface 114
which may be a USB port or infra-red communications, or
similar link to transfer electronic coupons or other discounts
or incentive items. It is an aspect of preferred embodiment
to incorporate such functionality via extensible interface
114, user interface controls, and digital information deliv-
ered to the System 100 device via the network such as via
network interface 110. To do so, such digital incentive
information may be stored in a data table like LCMTable
along with location context information. Additionally, such
digital incentives may be delivered to the client as soon as
the system becomes aware of the client’s Internet address
and location context. Another aspect of a preferred embodi-
ment may not use a storage of such content in a table, but
rather through a network transaction or communication with
providers of digital incentives about the locations of clients
and/or their network addresses. In a preferred embodiment
both of these content delivery mechanisms may be utilized
either separately or in conjunction.

[0138] As an example, there are now small portable
devices which are essentially memory on the end of a USB
connection containing as an example 32 megabytes of
RAM, which are designed as a method of convenient
portable storage. The devices can be quickly plugged into
other electronic devices, and used to download and upload
data. Additionally, with advances in technology there are
other methods which will soon be common for easy and
convenient exchange of digital data. In an example of a
preferred embodiment, a client with an onboard GPS con-
nects to the network such as in a vehicle. The location of the
client device is communicated with a server using a previ-

LENNOX EXHIBIT 1004
Lennox Industries Inc. v. Rosen Technologies LLC, IPR2023-00716, Page 27



US 2002/0055924 Al

ously described transmission method. This information is
then stored in a table like CPTable. A process comparing
client locations to location contexts in LCMTable deter-
mines that the client is within the location context of digital
content in the table which is an electronic advertisement and
coupon. The process then delivers this content to the client,
which contains an incentive component. The user upon
seeing or hearing the incentive on the multimedia device
106, or UI 104 of System 100, decides to utilize this
incentive. Inserts a portable storage device such as the
previously mentioned USB portable memory into extensible
interface 114 and downloads the incentive. The user being
close the location where the incentive was to be valid at, as
would be the case since the content was delivered based on
location context originally, enters the location and at the
point of sale inserts the USB portable memory device in a
point of sale terminal or device at the location intended for
the receipt of digitally offered incentives, and this digital
discount, coupon or other incentive is incorporated into the
point of sale transaction.

[0139] In one aspect of a preferred embodiment, in order
to capture the incentive from the UI to the portable storage
in a basic scenario, the user of System 100 above, may have
a visual display comprised of a software aspect such as a
current Web browser technology, use a voice control, to stop
temporarily the delivery of more content, and issue a com-
mand similar to “right clicking” in a modern Web browser,
which results in a menu including a save option allowing
storage to the plugged in media. In more sophisticated
scenarios where some greater control and synchronization is
required or desired, methods can be employed such as those
provided for by the HyTime standard, ISO/IEC 10744:1992
and related technologies.

[0140] The following is an excerpt from “A Readers Guide
to the HyTime Standard” (http://www.hytime.org/papers/
htguide.html), by the editors of the standard, from the
section “Hypermedia: Scheduling and Rendition” which
briefly describes some capabilities:

[0141] The scheduling module of HyTime defines an
architecture for the abstract representation of arbi-
trarily complex hypermedia structures, including
music, interactive  presentations, multi-track
sequences, and so on. Its basic mechanism is a
simple one: the sequencing of object containers
along axes measured in temporal or spatial units.

[0142] In one aspect of a preferred embodiment these
digital incentives may be acknowledged via system 100 with
a control such as dial, button, or command such as a voice
control via Ul 104 and/or multimedia capability 106, and
rather than having to be downloaded, the acknowledgement
is recorded in a system such as a DB 204 with information
identifying the user such as a digital certificate, like those
provide by VeriSign, or via other authentication, and through
means at the merchant’s site for which the incentive is valid
can utilize the acknowledged incentive, such as with a point
of sale terminal with a network access capability.

[0143] Tt is an aspect of the present invention to use
position as an aspect of content distribution, which may
enable increased performance for the user and network
providers. In the current Internet and content distribution
infrastructure such as television and radio, content is deliv-
ered from everywhere to almost everywhere. Thus, as in the
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previous example of radio, television, and also with other
methods such as Web pages, all the content may travel
repeatedly from the distribution site to every user, even if
many users are close to one area. However, with the present
invention, by knowing the location of the destination point,
the location relevant content may sent once instead of many
times to a storage near the destination. This method provides
a shorter path for the content to travel to the user or users,
thus increasing performance such as download or transmis-
sion speed and simultaneously reduces the load on the
transmission facilities and lines such as the expensive Inter-
net backbone links and intermediate routers, switches, gate-
ways and servers since the content may not have to repeat-
edly traverse the core infrastructure and instead can travel
from the distribution point to nearby clients and users.

[0144] Tt is an object of the present invention to provide a
spatial context for a variety of uses. In addition the type of
user centric model presented above, spatial information can
play important roles in fields like surveying, architecture,
asset management, network management and telecommuni-
cations line costing which is calculated with a mileage
component.

[0145] This discussion will describe some aspects of a
more system centric approach and attempt to use network
management including analysis and asset management, to
illustrate the salient features of the present invention appli-
cable to these environments.

[0146] Although it may seem at first glance easy for a
business to be aware of assets such as computers, routers,
switches and other network equipment, in practice it is not.
As previously described the Internet and other networks do
not presently have a location aspect to them. That is to say,
even if a systems administrator may see equipment on the
network they may be unable to find it’s location and if it
ceases to participate in the network they may have no record
of it, or no record of its last location.

[0147] Asset management can begin to become difficult
even in moderately sized networks of approximately just
several hundred systems. One large site, such as a large
company or government agency can easily have thousands
of workstations, servers, and other equipment. The problem
is even more amplified in large distributed systems such as
major telecommunications providers which may have many
thousands of routers alone distributed globally.

[0148] Although many systems include software manage-
ment agents that allow custom text strings and identifiers to
be entered such as an address or other location identifier,
there are often flawed processes or time demands that cause
the identifiers to not be entered, or because the fields
typically allow free form typing, mistakes are made in the
input and invalid data, are entered. In other scenarios a
company may try to be proactive and enter the information
before the device is shipped, but last minute changes in the
destination of the device cause it to be installed in a location
different that what is entered. Also, as network growth
occurs, often in rapid manner, sometimes minor to massive
shifts of network resources occur. For instance a network
company or telecom company may be expanding globally
and in order to simultaneously meet demand in one region
or country, it may make significant upgrades to newer more
powerful equipment in one area and shift the replaced assets
to new countries or regions and any location information
may again not be updated.
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[0149] Additionally, although it may seem easy for a
company to have a record of the sites or buildings in which
assets are placed, some companies have thousands of loca-
tions with no standard identifications or addressing mecha-
nism. Many companies, with the fast past of Internet growth
are acquiring other companies who have different systems
and ways to identify locations, and it is difficult for the
integration of their disparate information sources.

[0150] Some companies, for example even very new
BLEC’s or in building LECs already have agreements that
may have the company working with facilities comprising
5,10,15 or even 20% or more of the commercial real-estate
in the U.S. and perhaps with a large number of international
sites. These issues and others make accurate location of
assets, in a rapidly changing environment, difficult and
costly for these businesses.

[0151] The present invention provides a system and
method for incorporating an assets location as identified by
means other than just addresses, to aid in tracking of
computing and network assets. To accomplish this the
present invention provides for a means of incorporating the
location technologies, transfer methods, and encodings that
are discussed herein, into the management process thereby
providing the ability to determine the location of assets
connected to and not directly connected to the network.

[0152] One method of the present invention uses methods
similar to those described for user centric systems, whereby
a network device such as a router, or even a collection of
devices, can determine their location via a single or shared
connection to an automatic location determination device
such as a GPS. These systems then via one of the methods
outlined in the transmission methods interacts with a
machine over the network to communicate the location
information and the network address, which is thus associ-
ated and recorded in a table like CPTable. Such a recording
of location and address may incorporate other information
such as the time of the location determination and the
method of position determination.

[0153] Another aspect of the present invention, which is
not limited to the system centric method, but may be more
common in these embodiments, is the packet header method.

[0154] As described earlier in transmission methods, it is
an object of the present invention to use the Options fields
of these protocols and other Internet protocols where pos-
sible, as a method for transmitting spatial information. Thus
at intermediate and destination locations these packets may
either be saved, or a sample may be saved, or additionally,
they may be opened at intermediate or end points in order to
extract the transmitted spatial information and associated
network addresses.

[0155] In some scenarios the packets may be stored and
analyzed outside of real-time, or the information may be
extracted such as address and location and stored in a data
table like CPTable.

[0156] 1t may also, be useful to utilize this method with
lower level protocols wherein the packet or frame allows for,
or even if it doesn’t allow for, but may potentially not be
disturbed by the inclusion of spatial information in the
message or header. In some instances this information may
be associated with physical addresses such as MAC
addresses instead of or in combination with an IP address.
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[0157] In one aspect of a preferred embodiment, this
information such as network addresses, associated locations,
and time may be used as an aid to network management
including traffic management and geographical mapping of
the network.

[0158] In one aspect of a preferred embodiment, one
device such as a device with a system 100 capability, may
use a wireless capability to recognize other devices nearby
and associate its own location with these nearby elements
and store or transmit this information using a transmission
method like those previously described.

[0159] 1t is another aspect of the present invention to use
characteristics of protocols, network routing methods, an
physical media characteristics to infer the proximity to a
location of some equipment without an attached GPS. That
iS to say, in the simplest sense a building may have a number
of network nodes and devices, but it may have one main
customer premise equipment (CPE) router or other device,
that provides routes to the Internet via an Internet Service
Provider (ISP). One aspect of the present invention may use
the location of the router or switch providing service and
associate that position with the network addresses of the
devices for which it is providing routes to the network. This
association may then be recorded or transmitted using any of
the aforementioned transmission methods previously
described. In these scenarios and in previously described
methods the associated network address may be a physical
layer address such as a MAC address in circumstances
where those addresses can be ascertained, or other network
addresses such as IP addresses.

[0160] It is an object of the present invention to provide
for flexible configuration of SYSTEM 100 style clients and
systems. In one aspect of a preferred invention a client/
server management architecture is used such as is currently
supported with the Simple Network Management Protocol
(SNMP). Although, not limited to system centric methods it
is more likely to be common in these uses.

[0161] There are a large number of documents and sup-
porting standards and recommendations behind SNMP,
however one key feature is the use of the Management
Information Base or MIB. The MIB can be a confusing
concept as it describes both an abstract mechanism and
specific instances or implementations.

[0162] However, since the MIB essentially describes
device components, and attributes and the interface to the
values of those elements, and a method for reading them to
determine device specific information, and a method for
setting them to sometimes control configuration, it is valu-
able for devices with spatial attributes such as a known
location to be able to have MIB elements that address these
spatial aspects. For instance, if a device has spatial location
entities such as current location coordinates, in the MIB then
if that value is set in the device a remote management agent
will be able to access those values, such values being
perhaps updated by a built in system 100 capability using
SNMPset commands, and retrieved using SNMPget com-
mands. Additionally, earlier we described multiple transmis-
sion methods for spatial information including intervallic
client send. Thus if a device has an spatial send interval MIB
object, then a remote management agent may be able to alter
this value to control the rate at which such a device sends
spatial information to a server.
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[0163] Thus, without getting to far a field into a somewhat
complex area of discussion, it is an aspect of a preferred
embodiment to define and/or utilize MIB objects like those
just described for the management and interaction of devices
with spatial characteristics or capabilities.

[0164] Some sample MIB objects, including spatial exten-
sion entries (the last five entries), listed in an inverse method
organized by oid, may look like the following:

“org” “1.37

“dod” “1.3.6”

“internet” “1.3.6.17
“directory” “1.3.6.1.17
“mgmt” “1.3.6.1.27
“experimental” “1.3.6.1.3”
“private” “1.3.6.1.47
“enterprises” “1.3.6.1.4.17
“near2” “1.3.6.1.4.1.6046”

“device” “1.3.6.1.4.1.6046.3.6”
“deviceType” “1.3.6.1.4.1.6046.3.6.1”
“device Version” “1.3.6.1.4.1.6046.3.6.2”
“deviceld” “1.3.6.1.4.1.6046.3.6.3”
“romVersion” “1.3.6.1.4.1.6046.3.6.4”
“romSysVersion” “1.3.6.1.4.1.6046.3.6.5”
“spatialTable” “1.3.6.1.4.1.6046.3.6.11”

“1.3.6.1.4.1.6046.3.6.11.1”
“1.3.6.1.4.1.6046.3.6.11.2”

“spatialTransmissionMethod”
“spatialTransmissionInterval”

“spatialDescriptorType” “1.3.6.1.4.1.6046.3.6.11.3”
“spatialMetadataTable” “1.3.6.1.4.1.6046.3.6.11.20”
[0165] It is an object of the present invention to provide a

means for automatic configuration of client devices and
systems at both initialization time (boot time) and/or at
connect time (when connection to the network occurs via a
functioning IP protocol stack) and to provide a means for
these client devices to automatically join the spatial layer, or
locate spatial services such as servers, ports and other
objects over the wide area network (WAN), such as the
Internet. To do so the present invention may incorporate the
Dynamic Host Configuration Protocol (DHCP), sometimes
referred to along with an earlier protocol the Bootstrap
Protocol (BOOTP) or collectively DHCP/BOOTP; along
with other service discovery and join capabilities like those
provided by the Jini Connection Technology, Service Loca-
tion Protocol and others either separately or in combination,
including features for persistent naming over time and place
via the incorporation and extension of services such as The
Handle System (www.handle.net).

[0166] The general characteristics and standard use of the
DHCP is fully described in RFC-2131. Simply stated in the
abstract of the RFC-2131, “The Dynamic Host Configura-
tion Protocol (DHCP) provides a framework for passing
configuration information to hosts on a TCP/IP network.
DHCP is based on the Bootstrap Protocol (BOOTP) [7],
adding the capability of automatic allocation of reusable
network addresses and additional configuration options [19].
DHCP captures the behavior of BOOTP relay agents [7, 23],
and DHCP participants can interoperate with BOOTP par-
ticipants [9]. Due to some errors introduced into RFC 1531
in the editorial process, this memo is reissued as RFC 1541.
“Additionally from the introduction in section 1. “The
Dynamic Host Configuration Protocol (DHCP) provides
configuration parameters to Internet hosts. DHCP consists of
two components: a protocol for delivering host-specific
configuration parameters from a DHCP server to a host and
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a mechanism for allocation of network addresses to hosts.
DHCP is built on a client-server model, where designated
DHCP server hosts allocate network addresses and deliver
configuration parameters to dynamically configured hosts.”

[0167] Several important aspects of DHCP are the ability
to allow delivery of information to a client before it has an
IP address using hardware addressing, the ability to send
initialization code such as operating system images or
executable code, and the extensibility of functions by using
the DHCP options fields. Thus as the RFC states “DHCP
allows, but does not require the configuration of client
parameters not directly related to the IP protocol.”

[0168] Thus, it is an object of the present invention to use
these features as part of providing a spatial context to the
network. In particular, the system may use the inherent
capability of DHCP to deliver code to clients which enable
participation in spatial services, and other items such as the
addresses of spatial servers and service providers within the
DHCP options fields, thus providing an automatic configu-
ration of the client for spatial activities and the automatic
discovery of spatial servers and systems, reducing or elimi-
nating the need for user intervention and configuration.

[0169] In present day networks whether enterprise or
wide-area internetworking such as the Internet it may be
difficult for a client system with or without a user to
determine location of resources on the network. As one
example Sun Microsystems, Inc. has developed a Java based
software architecture called Jini to aid in service location
primarily for the enterprise. The goal of Jini is to allow
devices to seamlessly connect to the network and locate
services on their own such as local printers. Indeed an
example the use in the technical specification describes such
a use.

[0170] Despite these intentions, there are still technical
issues to be overcome, for instance in many offices there
may be 500 printers on the second floor, so even if a device
automatically finds printers on the second floor it may still
be difficult for users to find a nearby service and associate a
printer name with a particular physical device in order to
choose it or know where their print jobs will end up.

[0171] Regardless, the Jini model offers some helpful
features for a number of uses. These features are called
lookup, discovery and join, which in a general sense allow
a device to locate and join a Jini ‘federation’ of devices and
resources and to both announce services they provide or to
use announces services of other resources. This is a handy
capability, especially as we move toward the network appli-
ance age and the local area wireless age where devices may
recognize a local resource over a wireless link such as
provided by the new Bluetooth wireless standards.

[0172] Additionally the Jini model incorporates a transac-
tion model, a leasing model and a flexible security model
and an abstract approach to services that allow a service to
be any object such as machine instructions such as Java
code. Although, other means can be used to achieve these
capabilities the Jini provides a core functionality that is
useful as the bases for further discussion and a reference
platform for this functionality.

[0173] Generally, though the Jini and other protocols such
as Service Location Protocol are LLAN oriented or enterprise
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(one business or company even if it is across sites, such as
via a virtual private network (“VPN”).

[0174] However, it is possible through the use of methods
including the dynamic configuration capabilities of DHCP,
and/or persistent naming authorities such as the Handle
system either separately or together to configure clients in a
manner that they can locate spatial servers and services
across the wide area network.

[0175] The Handle System is a persistent naming authority
as described on the Systems’ home Web page (http://ww-
w.handle.net):

[0176] “The Handle System is a comprehensive system for
assigning, managing, and resolving persistent identifiers,
known as “handles,” for digital objects and other resources
on the Internet. Handles can be used as Uniform Resource
Names(“URN’s”).

[0177] The Handle System includes an open set of proto-
cols, a namespace, and an implementation of the protocols.
The protocols enable a distributed computer system to store
handles of digital resources and resolve those handles into
the information necessary to locate and access the resources.
This associated information can be changed as needed to
reflect the current state of the identified resource without
changing the handle, thus allowing the name of the item to
persist over changes of location and other state information.
Combined with a centrally administered naming authority
registration service, the Handle System provides a general
purpose, distributed global naming service for the reliable
management of information on networks over long periods
of time.”

[0178] Such persistent naming provides a useful mecha-
nism for storing persistent identifiers despite changes in
location and time, which are related arcas of the current
invention. For instance, but not indented to limit the present
invention, one use would be to store persistent handles for
services such as pointers to location based service providers
or servers to enable long term service location and other
features, and to extend enterprise technologies into the
Wide-Area Network realm.

[0179] Despite the value of such a system, and although
the system is more rigorous and stable than general URL and
DNS systems, it is an aspect of the present invention to
incorporate other universal naming mechanisms to increase
persistence. For instance, through carelessness, poor plan-
ning, or necessity handles can still be broken and moved
around. It is an aspect of the present invention to add greater
stability through the incorporation of other unique identifi-
cation mechanisms such as company EIN numbers, or IANA
private enterprise numbers which are immutable, into this or
other naming mechanisms.

[0180] Thus, is an object of the present invention to
leverage the capabilities of protocols and technologies such
as DHCP, Jini Technology, Service Location Protocol, The
Handle System and related technologies to provide for the
auto-configuration of clients and auto-discovery of and
participation in spatial services over a wide area network
such as the Internet.

[0181] As an example without intending to limit the
present invention, a client may connect to a network, and
being originally set to dynamically determine its network
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configuration make a DHCPDISCOVER client broadcast
request. A server then hearing the request may respond with
a DHCPOFFER request offering configuration parameters,
which may include by the nature of the protocol a boot
image containing code, which in this scenario may include
capabilities for participation in the spatial layer, or other
configuration items which may help the client to locate a
spatial service such as the IP address and possibly port of a
server, or a persistent handle from a persistent naming
authority that has additional configuration information such
as code itself or pointers to such items, or service and/or
server addresses. A typical DCHP client/server message
exchange is illustrated in FIG. 13, which is extracted from
page 15 of RFC-2131.

[0182] TItis an object of the present invention to provide an
architecture for the interchange and use of spatial informa-
tion and information with spatial contexts supporting a
spatial transaction and exchange which may include storage,
transmission, conversion, analysis and other functions
enabling the use of spatial information as part of electronic
transactions for whatever transactions may have a use or be
aided or benefited by the incorporation of such contexts or
information.

[0183] As an example a company may have a list of
environmental hazards, or perceived environmental hazards
in the United States such as geographic information system
with the coordinates or geographic descriptors for ground
level radiation, radon levels, or power transmission facili-
ties. In addition some other party such as a candidate to
purchase land, or other real estate may wish to quickly
evaluate any risk associated with their future purchase based
on its location relevant to such hazards. It is an object of the
present invention via the previously described methods such
as service location, transmission methods, encoding meth-
ods and a rich metadata model to facilitate an electronic
exchange for the seamless negotiation between owners of
spatially relevant information and prospective users of such
information to conduct spatially relevant transactions.

[0184] TItis an aspect of a preferred embodiment to provide
a publish and subscribe mechanism for certain spatial infor-
mation transactions. As and example, a person may be
interested in buying a home or real estate in a certain
geographical area, say a given county. As is with the current
real estate market, competition may be tough and their may
be an advantage to knowing immediately when something
comes available within an area. Thus, a person may sub-
scribe to a notification service that compares the address of
new properties as they become listed from various sources
to a location context defined by a user and associates and
event or several events such as to send them e-mail or voice
mail or other notification when a new property meets the
location context they have defined. In order, to better market
such properties a real estate agency or association may
choose to publish such information in a spatial exchange
environment, or to otherwise allow this information to be
utilized in such a manner.

[0185] To provide such a service, the present invention
provides for a set of data tables or spatial object repositories,
and processes for supporting these types of transactions on
a publish and subscribe basis, which is a mechanism that
will be understood by someone with skill in the art of
computer science.
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[0186] The present invention provides a means for using
location contexts across disparate uses. There are many uses
for spatial information such as finding services, products,
landmarks, resources and relevant information. Although
current systems require repeated entry of the same location
information across uses, such as from one Website to another
and even at the same site at each search or on return visits,
the same information, when recorded, may be suitable to a
plurality of uses and situations whether stationary or mobile.
One reason for this missing cross functionality is due to a
lack of common means for expressing location, some sites
use zip code, some use address, city or state, some use
shipping zones or other regional boundaries.

[0187] An additional object of the present invention is to
extend current common information structures and stan-
dards to achieve an improved directory by adding spatial
characteristics, object classes, and metadata. For example,
the X.500 and LDAP directory standards include some
foundation object classes that are collections of required and
allowed attributes and standard attribute names, however
there are no current object classes or attributes for express-
ing spatial information.

[0188] Common data formats and added information
describing the content of the location information, such as
what form it is in can help to achieve a more universal use.
In a preferred embodiment the present invention incorpo-
rates and expands upon modern information standards
including metadata and content standards including the use
and/or extension of the standard LDAP Directory Object
Classes, the definition of a Spatial Markup Language via and
XML Document Type Definition, and the Content Standard
for Geospatial Metadata (CSGM), along with supporting
and extending a plurality of data formats, like various
methods for specifying coordinates and references (multiple
decimal and hour/minute/second encodings, NMEA strings,
and others), multiple spatial reference systems including
(geodetic, celestial, barycentric (gravicentic, such as the
current International Celestial Reference Frame), multiple
datums (WGS84, NAD27), multiple ellipsoid references,
time reference systems (GMT, UTC, UT1, UT2, TAl(atomic
time), Sideral) and standard file formats including SP3 and
RINDEX.

[0189] It is an object of the present invention to utilize
such standards, extensions, and metadata to facilitate use of
spatial information across applications and systems, and to
increase automation. For instance, if metadata are transmit-
ted along with even simple spatial information, this
increases the use and ability to automate. That is a system is
much more able to decipher and use spatial information if it
is aware that the information it is receiving is latitude and
longitude and that the format is decimal with positive and
negative used to specify east and west longitude, or that the
information is a standard GPS/NMEA string.

[0190] Thus in a very simple form, in keeping with the
previous description if a position string containing latitude
and longitude began with a field header like ‘LATLON’ and
a position identification string with an NMEA encoding
began with a header of ‘NMEA’ a receiving system could
process either string readily and extract the same informa-
tion content from two different formats. This information
about information is called metadata and it is an object of the
present invention to support a rich metadata model and to
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add more value by through modern information standards
and methods and extensions such as by specifying an LDAP
spatialObject class, a SpatialXML, and with spatial exten-
sions to the Management Information Base (MIB)

[0191] As outlined below from excerpts of their website
the Federal Geographic Data Committee was chartered to set
data standards like metadata standards for digital geospatial
metadata in order to facilitate the use of such information
and aid in things like determining the format of spatial
information and its suitability to a particular task.

[0192] The FGDC website is located at (http:/www.fgd-
c.gov) with a specific section on metadata.

[0193] In keeping with this the FGDC approved the Con-
tent Standard for Digital Geospatial Metadata (FGDC-STD-
001-1998) in June 1998.

[0194] The next three paragraphs are excerpted from their
Web site and offer some background.

[0195] The objectives of the standard are to provide
a common set of terminology and definitions for the
documentation of digital geospatial data. The stan-
dard establishes the names of data elements and
compound elements (groups of data elements) to be
used for these purposes, the definitions of these
compound elements and data elements, and infor-
mation about the values that are to be provided for
the data elements.

[0196] The standard was developed from the perspective
of defining the information required by a prospective user to
determine the availability of a set of geospatial data, to
determine the fitness the set of geospatial data for an
intended use, to determine the means of accessing the set of
geospatial data, and to successfully transfer the set of
geospatial data. As such, the standard establishes the names
of data elements and compound elements to be used for
these purposes, the definitions of these data elements and
compound elements, and information about the values that
are to be provided for the data elements.

[0197] The standard does not specify the means by
which this information is organized in a computer
system or in a data transfer, nor the means by which
this information is transmitted, communicated, or
presented to the user.

[0198] Thus, it is recognized that the FGDC, has made
steps to improve methods for working with spatial informa-
tion. A review of the content standard (http:/www.fgdc.gov/
metadata/contstan.html) and supporting documentation
reveals a rich set of information descriptors for describing
the content, quality, condition, and other characteristics of
data such as accuracy, lineage, distribution, availability and
other aspects.

[0199] However, as mentioned in the last paragraph from
the Web site excerpt, the standard does not really address
some important aspects of the information for use in com-
puter and other automated systems. By reading the standard
and reviewing published spatial information published as
adhering to the standard one can begin to see why this is so.
For instance, although metadata may be present to describe
the spatial information content, such as the distribution
means or contact information, much of that information is
encoded in a form meant for human consumption as was the
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intent. For example a National Imagery and Mapping
Agency (NIMA) www.nima.mil, publication of “Precise
Ephemeris and Clock Parameters” which contains informa-
tion about the positions of GPS satellites and their orbits, has
a field which is part of the metadata standard, called “Secu-
rity Handling Instructions” has a value of “Call for more
information”. Similarly other fields have information that is
intended for humans rather than computers, which again was
the stated intent.

[0200] However, by using this as a reference model, and
incorporating some standard field values for terms, locali-
ties, description of availability times, machine interpretable
instructions and references for items such as security, digital
certificates, and other fields, a computer system or systems
could indeed automatically begin to use this as a rich model
for automated cross system and cross functional transmis-
sion, and application of spatial information.

[0201] Thus, it is an aspect of a preferred embodiment to
extend such a base reference model with the items necessary
to facilitate more machine centric, automatic, cross func-
tional use of spatial information. For example, for a field
such as “Update Frequency” or other time schedule descrip-
tion fields a method as discussed earlier using a cron format,
could specify these schedules in a standard way such that a
machine could automatically incorporate this information
into its processing efforts, such as data collection.

[0202] The following sections discuss various information
organization means, such as for including or expressing
spatial features with LDAP and XML, which is followed by
a description of time issues including accurate network time
models an a timing or scheduling mechanism based on the
UNIX cron facility that was used in prior descriptions.

[0203] In order to facilitate functionality and interoper-
ability some common object classes and attributes have been
established and/or adopted within LDAP implementations.
These standard classes form a foundation supporting a basic
common directory foundation and include object classes
such as (Country, State, Locality, Person, Organization (as in
agency or company), OrganizationalUnit (as in dept), Orga-
nizationalPerson, telephoneNumber, Document, Service,
ete).

[0204] These base objects provide a good set of objects for
building upon. However, there is currently no object class
addressing for providing a foundation for adding rich spatial
descriptors and metadata to enable spatially oriented use of
LDAP directories.

[0205] 1t is an object of the present invention to create
such object classes including a primary class called spatia-
10bject.

[0206] These spatial objectClasses are not fully described
here. Yet it is an aspect of a preferred embodiment to define
such objects and incorporate them in order to properly and
accurately describe the spatial aspects of entries in and
LDAP/X.500 style Directory repository.

[0207] However, as an example of such an object defini-
tion included here:

[0208] objectclass spatialObject

[0209] requires
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[0210] objectClass

[0211] spatialObject

[0212] allows
[0213] simpleSpatialCoordinates
[0214] simpleSpatialCoordinatesType
[0215] fullSpatialDescriptor
[0216] fullSpatialDescriptorType

[0217]

[0218] The Extensible Markup Language (XML) is the
universal format for structured documents and data on the
Web. For “structured data” think of such things as spread-
sheets, address books, configuration parameters, financial
transactions, technical drawings, etc. Programs that produce
such data often also store it on disk, for which they can use
either a binary format or a text format. The latter allows you,
if necessary, to look at the data without the program that
produced it. XML is a set of rules, guidelines, conventions,
whatever you want to call them, for designing text formats
for such data, in a way that produces files that are easy to
generate and read (by a computer), that are unambiguous,
and that avoid common pitfalls, such as lack of extensibility,
lack of support for intemationalization/localization, and
platform-dependency.

[0219] Tt is an aspect of the present invention to utilize
XML in order to provide greater cross system use of spatial
information and increased automation. For example the
present invention may utilize XML to formulate and XML
Document Type Definition or DTD describing common
fields and structure for the exchange of spatial information.
The present invention may define a SpatialXML for this
purpose.

[0220] In its simplest form XML provides for methods of
describing the content of information in a file, as opposed to
HTML which provides a formatting or display language. A
simple XML does not require and DTD and one can imme-
diately use XML by placing worthwhile tags in a file that
describe the content within them.

fullSpatialMetadataEntry

[0221] For instance a document containing and address
may be arranged as follows:

<postaladdress>
<street>

1234 Albemarle Street
<street>

<city>
Alexandria
</city>

<state>

VA

</state>
</postataddress>

[0222] With such a structure it can be readily recognized
by those familiar with computing systems, that it is rela-
tively easy for a system to extract the address components
from the file because the are described by their enclosing
tags. This in contrast to an HTML table with the same
information:
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<html>

<body>

<table>

<tr>

<th>street</th>
<th>city</th>
<th>state</th>

<tr>

<td>1234 Albemarle Street</td>
<td>Alexandria</th>
<td>VA</th>

<tr>

</table>

</body>

</html>

[0223] From which it can be seen that the tags do not
describe the content, but merely there position in a table,
thus making it hard to rely on such a method for the accurate
determination of the content and thus ability to make use of
it in a sophisticated, automated fashion.

[0224] 1In a spatial scenario even basic XML could be used
to begin to describe spatially relevant information such as
with:

<spatialObject>

<objectType>

machine

<objectType>

<spatialCoordinates method=latlon>
<latitude>39.354</latitude>
<longitude>-77.50</longitude>
</spatialCoordiates>
</spatialObject>

[0225] Inthis case, a system could easily extract important
information about the listed object, such as its location. In
practice this is not a great design. However it is used here for
general illustrative purpose.

[0226] 1t is an aspect of preferred embodiment to incor-
porate such mechanisms, such as the definition of a spa-
tialXML, and/or a geobookmarkXML to increase the cross
functional, cross system use and automation of systems
designed for, or with a need to make use of spatial infor-
mation.

[0227] Accurate time keeping and time systems are an
integral part of systems that determine and use spatial
location. In a pure technical sense, time determines place.
All spatial reference systems are closely related to precision
time methods, and there are a number of time references
including the deprecated Greenwich Mean Time (GMT), its
replacement Universal Coordinated Time (“UTC”), UT or
UT1, UT2. and many others which are described briefly on
the U.S. Naval Observatory Site (http://tycho.usno.navy.mil/
systime.html).

[0228] In any case, it is an aspect of the present invention
to support a plurality of spatial systems, which means that in
some scenarios it is worthwhile to support the of an accurate
time reference model. Additionally, there are other common
beneficial uses for reasonably accurate time related to any
robust system.
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[0229] Fortunately there is an accurate network time keep-
ing and coordination method called simply Network Time
Protocol (NTP) as described in RFC1305 and implemented
in readily available software and publicly and privately
available systems with accurate time references, like stratum
1 time sources as described in the RFC. NTP includes
sophisticated means for accounting for factors such as
network delay when transmitting and coordinating time
between systems.

[0230] It is aspect of a preferred embodiment to support a
plurality of time reference systems and to incorporate accu-
rate time mechanisms which may including systems with
attached hardware such as time signal receivers, like GPS
receivers, and network time methods such as NTP where
applicable.

[0231] Many aspects and benefits of the present invention
can be realized without such time references, however there
are aspects and applications that benefit from such capabili-
ties.

[0232] 1t is a common feature on most systems with a
UNIX based operating system to include a functionality
called cron or cron jobs. A preferred embodiment of the
present invention may incorporate time constraints in con-
junction with location contexts and automation such as
reminders and remote control.

[0233] This cron method is used to illustrate a method that
may be used in a preferred embodiment for specifying such
time constraints, and to aid in the description of how such
scheduling may be accomplished, yet it is not intended to
limit the invention to this method.

[0234] A crontab file or table consists of lines of six fields
each. The fields are separated by spaces or tabs. The first five
are integer patterns that specify the following: minute
(0-59), hour (0-23), day of the month (1-31), month of the
year (1-12), day of the week (0-6 with O=Sunday).

[0235] The sixth field of a line in a crontab file is a string
which is usually a command that is executed by the oper-
ating system. In these examples, the string is the word ‘date’
which can be ignored, as this particular discussion is merely
meant to illustrate a method for specifying scheduling or
time constraints.

[0236] Some typical cron table entries.
[0237] # MIN HOUR DAY MONTH DAYOFWEEK

COMMAND
[0238] # at 6:10 a.m. every day
[0239] 10 6***date
[0240] # every two hours at the top of the hour
[0241] 0*/2***date
[0242] # every two hours from 11:00 p.m. to 7:00

a.m., and at 8:00 a.m.
[0243] 0 23-7/2,8***date

1. A method of creating graphical network maps, com-
prising the steps of:

determining the spatial location of a device;

embedding said device spatial location in data transmitted
from said device;
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determining spatial locations of at least one network
device through which said data passes;

modifying packet information associated with said data to
include said network device spatial locations; and,

receiving said modified packet and extracting said spatial
locations; and

illustrating said geographic locations on a map or by other
graphical means.
2. A spatial information transmission method for use
within and between electronic devices, comprising the steps
of:

obtaining an automatically determined spatial location
from an electronic device when said electronic device
is capable of such determination;

obtaining a spatial location from a user when said elec-
tronic device is not capable of automatic spatial loca-
tion determination and said stored spatial location is not
available from said electronic device; and

embedding at least one of said spatial locations in com-

munications originating from said electronic device.

3. The spatial information transmission method of claim
2, further comprising the step of obtaining a stored spatial
location from said electronic device when said electronic
device is not capable of automatic spatial location determi-
nation;

4. The spatial information transmission method of claim
2, further comprising the step of storing at least one of said
spatial locations, wherein said at least one stored spatial
location is made available to a plurality of requesters.

5. The spatial information transmission method of claim
2, wherein said spatial locations include spatial location
information and spatial location attributes.

6. The spatial information transmission method of claim
2, wherein said spatial location is embedded using Multi-
purpose Internet Mail Extensions.

7. The spatial information transmission method of claim
2, wherein said spatial location is included in object iden-
tifiers in a Simple Network Management Protocol manage-
ment information base.

8. The spatial information transmission method of claim
2, wherein said spatial location is included as a Lightweight
Directory Access Protocol object.

9. The spatial information transmission method of claim
2, wherein said spatial location is embedded within the
header of a standard Advanced Research Projects Agency
Internet Text Message.

10. The spatial information transmission method of claim
2, further comprising the step of encoding said spatial
location based on an Extensible Markup Language Docu-
ment Type Definition.

11. A spatial location based reminder method, comprising
the steps of:

storing content;
defining a spatial region;

allowing a user to associate said spatial region with said
content;

determining a current spatial location of an electronic
device; and
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presenting content associated with a spatial area to a user

when said device is within said spatial region.

12. The spatial location based reminder method of claim
11, in which said electronic device performs said step of
determining said current spatial location.

13. The spatial location based reminder method of claim
11, in which said spatial region is defined by a spatial
location occupied by the device on which said association is
created, wherein said spatial region is determined by asso-
ciating a range with said spatial location.

14. The spatial location based reminder method of claim
11, in which said content is stored on at least one server
communicatively coupled to said electronic device.

15. The spatial location based reminder method of claim
11, in which said defined spatial regions are stored on at least
one server communicatively coupled to said electronic
device.

16. The spatial location based reminder method of claim
11, in which said spatial region and content associations are
stored on at least one server communicatively coupled to
said electronic device.

17. A spatial location based control method, comprising
the steps of:

creating a command to control a device or system;
defining a spatial region;

associating said spatial region with said device or system
control command,;

determining a current spatial location of a mobile elec-
tronic device; and

sending the device or system control command associated
with a spatial region to a device when said mobile
electronic device is within said spatial region.

18. The spatial location based control method of claim 17,
in which said device or system control command is sent
when said mobile electronic device enters said spatial
region.

19. The spatial location based control method of claim 17,
further comprising the steps of:

associating scheduling information with said spatial
region and control command associations; and,

restricting the sending of device or system control com-
mands associated with said spatial region to dates and
times corresponding to said schedule information.

20. The spatial location based control method of claim 17,
in which said mobile electronic device determines its current
spatial location.

21. The spatial location based control method of claim 20,
in which said spatial region definition step further comprises
activating a user interface element on said electronic device
which causes a spatial location to be recorded and associated
with a range to create said spatial region.

22. A spatial location based information display and
control system which includes a means for defining a user
selectable hierarchy of one or more preferred location deter-
mination means, wherein said user selectable hierarchy
allows users of said spatial location based information
display and control system to record spatial locations of
interest using a variety of spatial location specification
means.

23. A spatial location based content substitution method,
comprising the steps of:
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storing content in a database;
storing attributes of said content in said database;

associating said content with one or more spatial loca-
tions;

storing said associations in a database;

determining the current spatial location of a content
presentation device;

selecting content from said database based on said content
presentation device current location and content
attributes; and,

presenting said content to a user of said content presen-

tation device in place of default content.

24. The spatial location based content substitution method
of claim 23, further comprising the step of selecting content
from said database based on a current date and time, and user
behavior patterns.

25. The spatial location based content substitution method
of claim 24, in which said behavior patterns include the
duration a user typically stays within a spatial region, and
the frequency with which a user visits a given spatial region.

26. The spatial location based content substitution method
of claim 23, in which said content attributes include content
duration and content target audience.

27. The spatial location based content substitution method
of claim 26, in which demographic information relating to a
user or owner of said content presentation device is stored in
a database, and wherein such demographic information is
used in combination with other criteria when selecting
content from said database.

28. The spatial location based content substitution method
of claim 23, in which said content and said default content
includes advertisements.

29. The spatial location based content substitution method
of claim 23, in which the step of selecting content from said
database includes selection of one or more content pieces
whose aggregate dimensions are substantially equal to said
default content.

30. A spatial location transmission method, comprising
the steps of:

determining a spatial location of interest;
determining spatial location attributes;

translating said spatial location of interest and spatial
location attributes into at least one standardized format;
and

embedding said translated spatial location into at least one

communications protocol component.

31. The spatial location transmission method of claim 30,
in which said communications protocol components com-
prise communications protocol headers.

32. The spatial location transmission method of claim 31,
in which said embedded, translated spatial locations are
transmitted as part of all data transmitted by a device.

33. The spatial location transmission method of claim 30,
in which said at least one communications protocol is
comprised of at least one message transfer protocol.

34. The spatial location transmission method of claim 30,
in which said spatial location of interest comprises the
current spatial location of a device.
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35. The spatial location transmission method of claim 34,
in which said current spatial location of a device is deter-
mined automatically.

36. The spatial location transmission method of claim 30,
in which said spatial location attributes utilize the Content
Standard for Digital Geospatial Metadata as said standard-
ized format.

37. The spatial location transmission method of claim 30,
in which said standardized format is enhanced to use a
standardized vocabulary, thereby facilitating additional
automation.

38. The spatial location transmission method of claim 30,
in which additional translated spatial locations indicating the
current spatial location of network components devices said
data transmitted by a device are embedded by said network
components into said data.

39. The spatial location transmission method of claim 30,
further comprising a step of maintaining a database of
previous and current spatial locations for various devices,
thereby enhancing asset management capabilities.

40. A spatial location based data validation system, com-
prising:

a transmitting device capable of automatic spatial location
determination;

a receiving device capable of receiving a spatial location;
a database of recent transmitting device spatial locations;

a means of calculating a speed and direction of said
transmitting device based on said database of recent
transmitting device spatial locations; and

a means of determining whether a most recently received
transmitting device spatial location is consistent with
said calculated speed and direction, within a specified
range.

41. A spatial location based data validation method,

comprising the steps of:

determining the current spatial location of a transmitting
device;

transmitting said transmitting device current location to a
receiving device along with other data from said trans-
mitting device;

receiving said transmitting device current spatial location;
storing said transmitting device current spatial location;

calculating the speed and direction of travel associated
with said transmitting device based on recently stored
current spatial locations for a transmitting device;

determining whether said transmitting device current
location is consistent with said calculated transmitting
device speed and direction of travel, within a customi-
zable error limit; and

providing positive authentication to said other data from
said transmitting device if said transmitting device
current spatial location is determined to be consistent
with said calculated transmitting device speed and
direction of travel.
42. An automatic spatial location client configuration and
service location system, comprising:

a device capable of transmitting a configuration request
and receiving local configuration information;
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a storage means on said device into which said local
configuration information can be stored;

at least one server capable of fulfilling computing ser-
vices; and

at least one master server capable of maintaining a list of
currently available services provided by said at least
one server, spatial locations associated with said at least
one server and said device, and spatial locations served
by said at least one server.

43. The automatic spatial location client configuration and
service location system of claim 42, wherein said device
includes a current spatial location in said configuration
request.

44. The automatic spatial location client configuration and
service location system of claim 42, wherein said local
configuration information received by said device includes a
spatial location.

45. The automatic spatial location client configuration and
service location system of claim 42, wherein said local
configuration information includes software to be installed
on said device.

46. The automatic spatial location client configuration and
service location system of claim 42, wherein said local
configuration information includes specification of a pre-
ferred spatial location encoding means and software neces-
sary to implement said preferred spatial location encoding
means if said device is not already capable of implementing
said preferred spatial location encoding means.

47. An automated network client configuration and ser-
vice location method, comprising the steps of:

transmitting a configuration request from a device;

receiving and processing said configuration request at a
master configuration server;

identifying at least one server capable of providing said
requested configuration information to said device
based in part on said spatial location transmitted by said
device;

rerouting of said configuration request to said at least one
service server;

transmitting said requested configuration information to
said device from said at least one service server; and

storing said requested configuration information on said
device.

48. The automated network client configuration and ser-
vice location method of claim 47, in which said configura-
tion request includes a spatial location, attributes associated
with said spatial location, and attributes associated with said
device

49. The automated network client configuration and ser-
vice location method of claim 47, in which said requested
configuration information includes a list of additional ser-
vices available from at least one server accessible via the
network.

50. The automated network client configuration and ser-
vice location method of claim 47, in which said device is
capable of automatically determining a current spatial loca-
tion, and said current spatial location is included in said
configuration information request.
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51. A real time, spatial location aware directory system,
comprising:

an electronic device which is assigned a unique identifier,
and which is capable of reporting a spatial location by
embedding said spatial location, said unique identifier,
and other information within communications originat-
ing from said electronic device;

network infrastructure equipment capable of extracting
said spatial location and said unique identifier from said
communications originating from said electronic
device;

a database communicatively coupled to said network
infrastructure equipment which is capable of associat-
ing said extracted electronic device identifier and spa-
tial location with information pertaining to an entity
owning and operating said electronic device; and

a means of updating spatial location information stored in
said database when spatial location information
reported by said electronic device changes.

52. The real time, spatial location aware directory system
of claim 51, wherein said electronic device includes a point
of sale terminal.

53. The real time, spatial location aware directory system
of claim 51, wherein said information pertaining to an entity
owning and operating said electronic device includes the
name, address, telephone number, and E-mail address of
said entity, wherein said address is updated as said spatial
location information reported by said electronic device
changes.

54. A method of maintaining a real time, spatial location
aware directory which comprises the steps of:

embedding at least one spatial location and attributes
associated with an electronic device in communications
originating from said electronic device;

monitoring said communications and extracting said spa-
tial location and attributes;

storing said extracted spatial location and attribute infor-
mation in a database of entities owning said electronic
devices, along with additional information provided by
said entities; and,

updating said database when said spatial location associ-

ated with said electronic device changes.

55. The real time spatial location aware directory main-
tenance method of claim 54, in which said electronic device
is a point of sale terminal.

56. The real time spatial location aware directory main-
tenance method of claim 54, in which said additional infor-
mation includes the name, address, telephone number, and
E-mail address of said entity, wherein said address is
updated as said spatial location associated with said elec-
tronic device changes.

57. A method of storing a spatial location associated with
a given waypoint, comprising:

determining a spatial location;

translating said spatial location into at least one standard-
ized format; and

storing said translated spatial location as a cookie.
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58. A method of building an enhanced directory of avail-
able services and devices which includes the spatial location
of such services and devices, comprising the steps of:

transmitting a configuration request from a device,
wherein said configuration request includes a spatial
location, attributes associated with said spatial location,
and attributes associated with said device;

receiving and processing said configuration request at a
master configuration server;

identifying at least one service servers capable of provid-
ing said requested configuration information to said
device based in part on said spatial location transmitted
by said device;

rerouting of said configuration request to said one or more
service servers;
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transmitting said requested configuration information to
said device from said one or more service servers;

storing said requested configuration information on said
device.

storing said spatial location, spatial location attributes,
device attributes, and assigned configuration informa-
tion in a database on a server;

allowing other devices to search said database; and,

updating device spatial location and spatial location
attribute information on a periodic basis.
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