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FORMS TO THIS ADDRESS. SEND TO: Mail Stop PCT, Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450. 

Petitioner Samsung Ex-1004, 0001



PT0-1390 (03-13) 
Approved for use through 4/30/2013. 0MB 0651-0021 

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid 0MB control number. 

U.S. APPLN. No. (if known - see 37 CFR 1.5) INTERNATIONAL APPLICATION No. ATTORNEY DOCKET No. 

New Application PCT/US2011 /065069 P41624US 
17.0 Other items or information: 

International Search Report and Written Opinion 

The following fees have been submitted. CALCULATIONS PTO USE ONLY 

1s.0 Basic national fee (37 CFR 1.492(a)) ............................................... $280 $280 
19.0 Examination fee (37 CFR 1.492(c)) 

720 If the written opinion prepared by ISA/US or the international preliminary 
examination report prepared by IPEA/US indicates all claims satisfy provisions of $ 
PCT Article 33(1)-(4) .................................................................... $0 
All other situations ....................................................................... $720 

20. 0 Search fee (37 CFR 1.492(b)) 
480 If the written opinion prepared by ISA/US or the international preliminary 

examination report prepared by IPEA/US indicates all claims satisfy provisions of 
PCT Article 33(1)-(4) .................................................................... $0 
Search fee (37 CFR 1.445(a)(2)) has been paid on the international application to $ 
the US PTO as an International Searching Authority ........................... . $120 
International Search Report prepared by an ISA other than the US and provided to 
the Office or previously communicated to the US by the IB ................. .. $480 
All other situations ..................................................................... ... $600 

TOTAL OF 18, 19, and 20 = $1480 

□ Additional fee for specification and drawings filed in paper over 100 sheets 
(excluding sequence listing in compliance with 37 CFR 1.821 (c) or (e) in an 
electronic medium or computer program listing in an electronic medium) (37 CFR 
1.492U)). 
Fee for each additional 50 sheets of paper or fraction thereof ............... $400 

Total Sheets Extra Sheets 
Number of each addition 50 or fraction 

RATE 
thereof (round up to a whole number) 

- 100 = I 50 = x$400 $ 
Surcharge of $140.00 for furnishing any of the search fee, examination fee, or the oath or $ 
declaration after the date of commencement of the national stage (37 CFR 1.492(h)). 

CLAIMS NUMBER FILED NUMBER EXTRA RATE 

Total claims 24 - 20 = 4 X $80 $ 320 

Independent claims 3 - 3 = X $420 $ 

MULTIPLE DEPENDENT CLAIM(S) (if applicable) + $780 $ 
Processing fee of $140.00 for furnishing the English translation later than 30 months from the $ earliest claimed priority date (37 CFR 1.492(i)). + 

TOTAL OF ABOVE CALCULATIONS= $ 320 

□ Applicant asserts small entity status. See 37 CFR 1.27. Fees above are reduced by½. 

□ 
Applicant certifies micro entity status. See 37 CFR 1.29. Fees above are reduced by¾. 
Applicant must attach form PTO/SB/15A or B or equivalent. 

TOTAL NATIONAL FEE= $1800 
Fee for recording the enclosed assignment (37 CFR 1.21 (h)). The assignment must be $ accompanied bv an aooropriate cover sheet (37 CFR 3.28, 3.31 ). $40.00 per propertv. + 

TOTAL FEES ENCLOSED= $1800 
Amount to be $ refunded: 
Amount to be $ charged: 

[Page 2 of 3] 

Petitioner Samsung Ex-1004, 0002



a. 

b. 

C. 

d. 

PTO-1390 (03-13) 
Approved for use through 4/30/2013. 0MB 0651-0021 

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid 0MB control number. 

□ A check in the amount of$ to cover the above fees is enclosed. 

0 Please charge my Deposit Account No. 504238 in the amount of$ 1soo to cover the above fees. 

0 The Director is hereby authorized to charge additional fees which may be required, or credit any overpayment, to Deposit Account 
No. 504238 as follows: 

i. 0 any required fee. 

ii. □ 
any required fee except for excess claims fees required under 37 CFR 1.492(d) and (e) and multiple dependent claim fee 
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NOTE: A U.S. national stage application may not claim priority to the international application of which it is the national phase. The filing date 
of a U.S. national stage application is the international filing date. See 35 U.S.C. 363. 
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The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your 
submission of the attached form related to a patent application or patent. Accordingly, pursuant to the requirements of 
the Act, please be advised that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b)(2); (2) 
furnishing of the information solicited is voluntary; and (3) the principal purpose for which the information is used by the 
U.S. Patent and Trademark Office is to process and/or examine your submission related to a patent application or 
patent. If you do not furnish the requested information, the U.S. Patent and Trademark Office may not be able to 
process and/or examine your submission, which may result in termination of proceedings or abandonment of the 
application or expiration of the patent. 

The information provided by you in this form will be subject to the following routine uses: 

1. The information on this form will be treated confidentially to the extent allowed under the Freedom of 
Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from this system of records may 
be disclosed to the Department of Justice to determine whether disclosure of these records is required by the 
Freedom of Information Act. 

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence 
to a court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of 
settlement negotiations. 

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a 
request involving an individual, to whom the record pertains, when the individual has requested assistance from 
the Member with respect to the subject matter of the record. 

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having 
need for the information in order to perform a contract. Recipients of information shall be required to comply 
with the requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m). 

5. A record related to an International Application filed under the Patent Cooperation Treaty in this system of 
records may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property 
Organization, pursuant to the Patent Cooperation Treaty. 

6. A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes 
of National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 
218(c)). 

7. A record from this system of records may be disclosed, as a routine use, to the Administrator, General 
Services, or his/her designee, during an inspection of records conducted by GSA as part of that agency's 
responsibility to recommend improvements in records management practices and programs, under authority of 
44 U.S.C. 2904 and 2906. Such disclosure shall be made in accordance with the GSA regulations governing 
inspection of records for this purpose, and any other relevant (i.e., GSA or Commerce) directive. Such 
disclosure shall not be used to make determinations about individuals. 

8. A record from this system of records may be disclosed, as a routine use, to the public after either publication of 
the application pursuant to 35 U .S.C. 122(b) or issuance of a patent pursuant to 35 U .S.C. 151. Further, a 
record may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record 
was filed in an application which became abandoned or in which the proceedings were terminated and which 
application is referenced by either a published application, an application open to public inspection or an issued 
patent. 

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law 
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation. 
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PRELIMINARY AMENDMENT 

SIR: 

Please consider the above-identified application (the "Patent Application") in 

view of the following preliminary amendments and remarks. 

Amendments to the Claims are reflected in the listing of claims, which begins 

on page 2 of this paper. 

Remarks/Arguments begin on page 9 of this paper. 
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Appl. No. TBD 
Preliminary Amendment Dated June 20, 2013 

Amendments to the Claims: 

Docket No.: P41624US 
Examiner: TBD 

TC/A.U. TBD 

This listing of claims will replace all prior versions, and listings, of claims in the 

application. 

Listing of Claims: 

Claims 1-47 (Canceled) 

48. (New) A system-on-a-chip apparatus comprising: 

a system-on-a-chip comprising a security engine having a secure memory 

accessible only by the security engine, the security engine to: 

generate a random nonce for initiating a request for a secure 

communication session with a server over a network using the nonce; 

perform a cryptographic key exchange with the server to generate a 

symmetric session key to encrypt messages sent to the server and decrypt messages 

received from the server during the secure communication session; 

store the session key in the secure memory, 

the system-on-a-chip to establish the secure communication session with 

the server over the network using the session key. 

49. (New) The system-on-a-chip apparatus of claim 48, wherein the 

security engine to receive a server nonce from the server in response to the request for the 

secure communication session, the response message including a server nonce and store 

the server nonce in the secure memory. 

50. (New) The system-on-a-chip apparatus of claim 48, wherein the 

security engine to generate a pre-master key, encrypt the pre-master key using a security 

key of the security engine, and send the encrypted pre-master key to the server. 

2 
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Docket No.: P41624US 
Examiner: TBD 

TC/A.U. TBD 

51. (New) The system-on-a-chip apparatus of claim 50, wherein the 

security engine to wrap the pre-master key using a server public key and store the 

wrapped pre-master key in the secure storage. 

52. (New) The system-on-a-chip apparatus of claim 50, wherein the 

security engine to: 

generate the session key as a function of the pre-master key; and 

calculate a hash function as a function of the random nonce generated by 

the security engine and a nonce received from the server. 

53. (New) The system-on-a-chip apparatus of claim 48, wherein the 

security engine to generate a public Diffie-Hellman client key and a private Diffie­

Hellman client key, sign the public Diffie-Hellman client key using a security key of the 

security engine, and send the signed public Diffie-Hellman key to the server. 

54. (New) The system-on-a-chip apparatus of claim 53, wherein the 

security engine to receive a public Diffie-Hellman server key from the server and 

generate the session key as a function of the private Diffie-Hellman client key and the 

public Diffie-Hellman server key. 

55. (New) The system-on-a-chip apparatus of claim 48, wherein the 

security engine to receive Diffie-Hellman global values and a public Diffie-Hellman 

server key from the server and store at least one of the Diffie-Hellman global values and 

the public Diffie-Hellman server key in the secure storage. 

56. (New) A method comprising: 

generating a random nonce in a security engine of a system-on-a-chip of a 

client device; 

initiating, using the client device, a request for a secure communication 

session with a server over a network, the request including the random nonce; 

3 
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Appl. No. TBD 
Preliminary Amendment Dated June 20, 2013 

Docket No.: P41624US 
Examiner: TBD 

TC/A.U. TBD 

pelforming a cryptographic key exchange, using the security engine of the 

system-on-a-chip, with the server to generate a symmetric session key to encrypt 

messages sent to the server and decrypt messages received from the server during the 

secure communication session; 

storing the session key in a secure memory of the security engine of the 

system-on-a-chip; and 

establishing, using the client device, the secure communication session 

with the server using the session key. 

57. (New) The method of claim 56, wherein initiating a request for a 

secure communication session comprises sending a ClientHello message, including the 

nonce, to the server; and further comprising: 

receiving a ServerHello message from the server, the ServerHello message 

including a server nonce; and 

storing the server nonce in the secure memory of the security engine of the 

system-on-a-chip. 

58. (New) The method of claim 56, wherein performing the 

cryptographic key exchange with the server comprises: 

generating a pre-master key in the security engine; 

encrypting the pre-master key using a security key of the security engine; 

and 

sending the encrypted pre-master key to the server. 

59. (New) The method of claim 58, further comprising: 

wrapping the pre-master key in the security engine of the system-on-a­

chip using a server public key, and 

storing the wrapped pre-master key in the secure storage of the security 

engine of the system-on-a-chip. 
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Docket No.: P41624US 
Examiner: TBD 

TC/A.U. TBD 

60. (New) The method of claim 58, wherein performing the 

cryptographic key exchange with the server comprises generating the session key in the 

security engine of the system-on-a-chip as a function of the pre-master key. 

61. (New) The method of claim 60, wherein generating the session key 

in the security engine comprises calculating, using the security engine of the system-on­

a-chip, a hash function as a function of the random nonce generated by the security 

engine and a nonce received from the server. 

62. (New) The method of claim 56, wherein performing the 

cryptographic key exchange with the server comprises: 

generating, in the security engine of the system-on-a-chip, a public Diffie­

Hellman client key and a private Diffie-Hellman client key; 

signing the public Diffie-Hellman client key using a security key of the 

security engine of the system-on-a-chip; 

sending the signed public Diffie-Hellman key to the server; 

receiving a public Diffie-Hellman server key from the server; and 

generating, in the security engine of the system-on-a-chip, the session key 

as a function of the private Diffie-Hellman client key and the public Diffie-Hellman 

server key. 

63. (New) The method of claim 56, further comprising: 

generating, in the security engine of the system-on-a-chip, a hash code of a 

preceding message sent from the client to the server; 

signing the hash code using a security key stored in a secure memory of 

the security engine; and 

sending a client certificate verification message to the server, the client 

certificate verification message including the signed hash code. 
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Docket No.: P41624US 
Examiner: TBD 

TC/A.U. TBD 

64. (New) One or more machine-readable storage media comprising a 

plurality of instructions stored thereon that, in response to execution by a computing 

device, cause the computing device to: 

generate a random nonce in a security engine of a system-on-a-chip of the 

computing device; 

initiate a request for a secure communication session with a server over a 

network, the request including the random nonce; 

perform a cryptographic key exchange, using the security engine of the 

system-on-a-chip, with the server to generate a symmetric session key to encrypt 

messages sent to the server and decrypt messages received from the server during the 

secure communication session; 

store the session key in a secure memory of the security engine of the 

system-on-a-chip; and 

establish the secure communication session with the server usmg the 

session key. 

65. (New) The one or more machine-readable storage media of claim 

64, wherein to initiate a request for a secure communication session comprises to send a 

ClientHello message, including the nonce, to the server; and wherein the plurality of 

instructions further cause the computing device to: 

receive a ServerHello message from the server, the ServerHello message 

including a server nonce; and 

store the server nonce in the secure memory of the security engine of the 

system-on-a-chip. 

66. (New) The one or more machine-readable storage media of claim 

64, wherein to perform the cryptographic key exchange with the server comprises to: 

generate a pre-master key in the security engine; 

encrypt the pre-master key using a security key of the security engine; and 

send the encrypted pre-master key to the server. 

6 
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Docket No.: P41624US 
Examiner: TBD 

TC/A.U. TBD 

67. (New) The one or more machine-readable storage media of claim 

66, wherein the plurality of instructions further cause the computing device to: 

wrap the pre-master key in the security engine of the system-on-a-chip 

with a server public key, and 

store the wrapped pre-master key in the secure storage of the security 

engine of the system-on-a-chip. 

68. (New) The one or more machine-readable storage media of claim 

66, wherein to perform the cryptographic key exchange with the server comprises to 

generate the session key in the security engine of the system-on-a-chip as a function of 

the pre-master key. 

69. (New) The one or more machine-readable storage media of claim 

68, wherein to generate the session key in the security engine comprises to calculate, 

using the security engine of the system-on-a-chip, a hash function as a function of the 

random nonce generated by the security engine and a nonce received from the server. 

70. (New) The one or more machine-readable storage media of claim 

64, wherein to perform the cryptographic key exchange with the server comprises to: 

generate, in the security engine of the system-on-a-chip, a public Diffie­

Hellman client key and a private Diffie-Hellman client key; 

sign the public Diffie-Hellman client key using a security key of the 

security engine of the system-on-a-chip; 

send the signed public Diffie-Hellman key to the server; 

receive a public Diffie-Hellman server key from the server; and 

generate, in the security engine of the system-on-a-chip, the session key as 

a function of the private Diffie-Hellman client key and the public Diffie-Hellman server 

key. 
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Docket No.: P41624US 
Examiner: TBD 

TC/A.U. TBD 

71. (New) The one or more machine-readable storage media of claim 

64, wherein the plurality of instructions further cause the computing device to: 

generate, in the security engine of the system-on-a-chip, a hash code of a 

preceding message sent from the client to the server; 

sign the hash code using a security key stored in a secure memory of the 

security engine; and 

send a client certificate verification message to the server, the client 

certificate verification message including the signed hash code. 
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Appl. No. TBD 
Preliminary Amendment Dated June 20, 2013 

REMARKS 

Docket No.: P41624US 
Examiner: TBD 

TC/A.U. TBD 

These amendments and remarks are set forth prior to examination. Claims 1-47 

have been cancelled. Claims 48-71 new claims have been added. Favorable consideration 

and allowance of the pending claims are respectfully requested. 

9 

Petitioner Samsung Ex-1004, 0013



Appl. No. TBD 
Preliminary Amendment Dated June 20, 2013 

Docket No.: P41624US 
Examiner: TBD 

TC/A.U. TBD 

Conclusion 

Applicant respectfully submits that the claims are in condition for allowance and 

notification to that effect is earnestly requested. The Examiner is invited to telephone 

Applicant's attorney (317) 261-7959 to facilitate prosecution of this application. 

If necessary, please charge any additional fees or credit overpayment to Deposit 

Account No. 50-4238. 

Date: June 20, 2013 

Respectfully submitted, 

Barnes & Thornburg LLP 

CUSTOMER No. 73486 

/Glen M. Kellett, Reg No. 60202/ 
Glen M. Kellett 
Registration No. 60,202 
Barnes & Thornburg LLP 
11 South Meridian Street 
Indianapolis, Indiana 46204-3535 
Telephone: (317) 261-7959 
Fax: (317)231-7433 
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Docket No. P41624PCT/45631-219805 

.METHOD AND DEVICE .FOR SECURI<: Cf).M.MUNICATIONS 

OVER A NETWORK USING A. HARDWARE SECURITY ENGINE 

BACKGROUND 

Cryptographic comnmnication protocols are used to establish a secure comnmnication 

5 session between computing devices over an untrusted netvvork or communication link 

One commonly used cryptographic communication protocol is the Secure Sockets Layer 

(SSL) protocol. The SSL protocol, and the related Transpmt Layer Security (TLS) 

protocol, is used for many different types of secure communication sessions including, for 

example, secure web-browsing, ecommerce, secure upgrades, and other secure 

10 communication sessions between two computing devices on an untrusted network such as 

the Internet. Other communication protocols may utilize the SSL/TLS protocol to provide 

the underlying security. .For example, the Hypertext Transfer Protocol Secure (HTTPS) 

uses SSL/TLS for encryption of messages between devices. Typically, the cryptographic 

security offored by the SSL/TLS protocols is done so in-band and pett'ormed at the 

15 software application level. 

Some computing and electronic devices utilize system-on-a-chip (SOC) designs due to 

their relatively small footprint SOC devices are integrated circuits that incorporate 

various components, in addition to the processing core, of electronic systems on a single 

die, For example, an SOC may include a processor core, memmy controller, video 

20 components, audio components, and/or communication components on a single chip. 

BRIEJ,' DESCRIPTION O.F THE URA WINGS 

The invention described herein is illustrated by way of example and not by way of 

limitation in the accompanying figures .. For simplicity and clarity of illustration, elements 

illustrated in the figures are not necessarily drawn to scale. For example, the dimensions 

25 of some elements may be exaggerated relative to other elements for clarity. Further, where 

considered appropriate, reference labels have been repeated among the figures to indicate 

corresponding or analogous elements . 

. FIG. 1 is a simplified block diagram of at least one embodiment of a system for 

establishing a secure communication session bet,veen a client device having a system--on-

30 a-chip (SOC) and a server over a network; 

FIG. 2 is a block diagram of at least one embodiment of a security scheme for the system 

ofFIG. 1; 
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FIG. 3 is a simplified sequence diagram of at least one embodiment of a communication 

sequence of the client device and server of FIG. 1 to establish a secure communication 

session; and 

FIG. 4 is a simplified flow diagram of at least one embodiment of a method for 

establishing a secure communication session executed by the client device of FIG. 1. 

DETAILED DESCRIPTION OF THE DRAWINGS 

While the concepts of the present disclosure are susceptible to various modifications and 

alternative forms, specific exemplary embodiments thereof have been shown by way of 

example in the drawings and will herein be described in detail. It should be understood, 

10 however, that there is no intent to limit the concepts of the present disclosure to the 

particular fom1s disclosed, but on the contrary, the intention is to cover all modifications, 

equivalents, and alternatives consistent with the present disclosure and the appended 

claims. 

In the following description, numerous specific details such as logic implementations, 

15 opcodes, means to specify- operands, resomce pmiitioning/sharing/duplication 

implementations, types and interrelationships of system components, and logic 

partitioning/integration choices are set forth in order to provide a more thorough 

understanding of the present disclosure, lt will be appreciated, however, by one skilled in 

the art that embodiments of the disclosure may be practiced without such specific details. 

20 In other instances, control strnctures, gate level circuits and full software instruction 

sequences have not been shown in detail in order not to obscure the invention. Those of 

ordinmy skill in the art, with the included descriptions, will be able to implement 

appropriate functionality without undue experimentation. 

References in the specification to "one embodiment," "an embodiment," "an example 

25 embodiment," etc., indicate that the embodiment described may include a particular 

feature, structure, or characteristic, but every embodiment may not necessarily include the 

pmiicular feature, stmcture, or characteristic. Moreover, such phrases are not necessarily 

referring to the same embodiment. _Fmiher, when a particular featme, stmcture, or 

characteristic is described in connection with an embodiment, it is submitted that it is 

30 within the knmvledge of one skilled in the art to effect such featme, stmcture, or 

characteristic in connection with other embodiments whether or not explicitly described, 

Embodiments of the invention may be implemented in hardvvare, fim1ware, sofn:vare, or 

any combination thereof. Embodiments of the invention implemented in a computer 
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system may include one or more bus-based interconnects between components and/or one 

or more point-to-point interconnects between components. Embodiments of the invention 

may also be implemented as instructions carried by or stored on a machine-readable 

medium, which may be read and executed by one or more processors. A machine-readable 

5 medium may be embodied as any device, mechanism, or physical structme for storing or 

transmitting infomiation in a form readable by a machine (e.g., a computing device). For 

example, a machine-readable medium may be embodied as read only memory (ROM); 

random access memmy (RA.M); magnetic disk storage media; optical storage media; flash 

memory devices; mini- or micro-SD cards, memory sticks, electrical signals, and others, 

10 In the drawings, specific arrangements or orderings of schematic elements, such as those 

representing devices, modules, instruction blocks and data elements, may be shown for 

ease of description. However, it should be understood by those skilled in the art that the 

specific ordering or arrangement of the schematic elements in the drawings is not meant to 

imply that a particular order or sequence of processing, or separation of processes, is 

15 required. Further, the inclusion of a schematic element in a drawing is not meant to imply 

that such element is required in all embodiments or that the feauires represented by such 

element may not be included in or combined with other elements in some embodiments . 

.ln general, schematic elements used to represent instmction blocks may be implemented 

using any suitable form of machine--readable instruction, such as soft\vare or fim1ware 

20 applications, programs, functions, modules, routines, processes, procedures, plug--ins, 

applets, widgets, code fragments and/or others, and that each such instrnction may be 

implemented using any suitable programming language, library, application programming 

interface (API), and/or other software development tools. For example, some 

embodiments may be implemented using Java, C++, and/or other programming languages, 

25 Similarly, schematic elements used to represent data or information may be implemented 

using any suitable electronic mTangement or structure, such as a register, data store, table, 

record, anay, index, hash, map, tree, list, graph, file (of any file type), folder, directory, 

database, and/or others . 

. Fmiher, in the drawings, where connecting elements, such as solid or dashed lines or 

30 anows, are used to illustrate a connection, relationship or association between or among 

tvvo or more other schematic elements, the absence of any such connecting elements is not 

meant to imply that no connection, relationship or association can exist In other words, 

some cormections, relationships or associations between elements may not be shown in the 

drawings so as not to obscure the disclosure, In addition, for ease of illustration, a single 
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connecting element may be used to represent multiple connections, relationships or 

associations between elements. For example, where a connecting element represents a 

communication of signals, data or instructions, it should be understood by those skilled in 

the art that such element may represent one or multiple signal paths (e.g., a bus), as may be 

5 needed, to effect the communication. 

Referring now to FIG. 1, a system 100 for establishing a secure communication session 

includes a client device 102, a server l 04, and a net\.vork 106, In operation, the client 

device 102 initiates a request for a secure communication session ,vith the server 104 over 

the network 106. To establish the secure communication session, the client device 102 and 

10 the server 104 perform a cryptographic key exchange, such as a Diffie-Hellman or a 

Rivest-Shamir-Adleman (RSA) key exchange, to generate a secret symmetric session key, 

The secret symmetric session key may then be used to encrypt and decrypt messages 

between the client device 102 and the server 104. To ensure a secure communication 

session, the various keys and other cryptographic functions generated by the client device 

15 102 are done so \vithin a security engine 110 of a system-on-a chip (SOC) 112 of the client 

device 102. The client device 102 maintains the keys in secrecy \vithin a secure memory 

114 of the security engine 110. For example, the security engine 110 may include a 

security key 150, as discussed below·, used to sign and/or othervvise encrypt other keys and 

messages. In this way, the client device 102 and server 104 may establish a secure 

20 communication session across the network 106 using out-·of-band (Le., not application 

level), hardware security features of the client device l 02, In the illustrative embodiments 

described herein, the secure communication session is a Secure Sockets Layer (SSL) 

communication session, but the system 100 and features described herein may be used to 

establish other types of secure communication sessions in other embodiments. 

25 The client device 102 may be embodied as any type of computing device capable of 

communicating with the server 104 over the network 106. For example, the client device 

102 may be embodied as a set-top box, a digital television, a smartphone, a tablet 

computer, a laptop computer, a mobile internet device (ivHD), a desktop computer, or other 

device capable of communicating with the server l 04. 

30 As discussed above, the client device 102 includes the SOC 112, \vhich may be embodied 

as any type of system-on-a--chip device having various components and stmctures. In the 

illustrative embodiment of FIG. 1, the SOC 112 includes the security engine 110, a 

memory controller 116, a processor core 118, and a plurality of hardware peripherals 130, 

which are communicatively coupled to each other via a link 120, The link 120 may be 
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embodied as any type of interconnect such as a bus, point-to-point, or other interconnect 

capable of facilitating commm1ication between the various components of the SOC 112. 

The hardware peripherals 130 may include any type of hardware peripheral component 

depending upon the intended functionality of the SOC 112. For example, in the illustrative 

5 embodiment, the hardware peripherals 130 include a denmx 132 to separate audio and 

video content streams, video processing component(s) 134 to process video content, and 

audio processing component(s) 136 to process audio content. Of course, it should be 

appreciated that the hardware peripherals 130 of the SOC 112 have been simplified in the 

illustrative embodiment of FIG. 1 and that the SOC 112 may include additional, different, 

10 and/or greater detailed hardware peripherals 130, which are not illustrated in FIG. 1 for 

clarity of the disclosure. 

The security engine 110 may be embodied as a security co-processor or processmg 

circuit1y separate from the processor core 118. The security engine 110 includes the 

security key 150 and the secure memory 114, which is accessible only by the security 

15 engine 110. The security engine 110 stores the security key 150, and other c1yptographic 

keys as discussed below, in the secure memory 114. ln the illustrative embodiment, the 

secmity key 150 is provisioned during the manufa.cturing of the SOC 112, but may be 

generated by the SOC 112 during operation in other embodiments. For example, in some 

embodiments, the security key 150 is based on blmvn fuses within the security engine 110 

20 itself. Additionally or alternatively, the security engine 110 may include a key-generating 

module, such as a trusted platform module (TPM), to generate the security key 150. 

During use, the security engine 110 may use any number of security keys 150, which may 

be identical or difforent from each other. 

In some embodiments, the client device 102 may include additional components and 

25 stmctures other than the SOC 112 depending on the type and intended use of the client 

device 102. For example, in the illustrative embodiment of FlG. 1, the client device 102 

includes a system memmy 160, a data storage 162, a communications output 164, and one 

or more input/output devices 166. The system memory 160 may be embodied as any type 

of main memmy or data storage locations including, for example, dynamic random access 

30 memory devices (DRAM), synchronous dynamic random access memmy devices 

(SDRAM), double--data rate synchronous dynamic random access memory device (DDR 

SDRAM), mask read-only memory (ROM) devices, erasable programmable ROM 

(EPROM), electrically erasable programmable ROM (EEPROM) devices, flash memory 

devices, and/or other volatile and/or non-volatile memory devices, 
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The data storage 162 may be embodied as any type of device or devices configured for the 

short-tem1 or long-term storage of data such as, for example, memory devices and circuits, 

memory cards, hard disk drives, solid-state drives, or other data storage devices. The 

communications output 164 may be embodied as a simplified output or as various circuits 

and/or devices to facilitate, for example, communications with the server 104. for 

example, the communications output 164 (and/or communication circuitry within the SOC 

112) may use any suitable communication protocol such as Ethernet (i.e. the IEEE 802.3 

standard) or Wi-Fi® (i.e., the IEEE 802.1 lstandard), and/or other communication protocols 

or standards. Additionally, the input/output devices 166 may be embodied as any type of 

10 I/O device for interacting with the client device 102. For example, the I/O devices 166 

may include output devices such as a display for displaying data on the client device 102, 

speakers for generating audio, and/or input devices such as a remote control receiver, a 

keyboard, a mouse, and/or the like. 

The server 104 may be embodied as any type of data server capable of establishing a 

15 secme communication session with the client device 102. As such, the server 104 may 

include various hard\vare and software components typically found in a server for 

communicating, maintaining, and transferring data over a network. .For example, the 

illustrative server 104 includes a processor 180, a memory 182, and communication 

circuit1y 184, ,vhich may be similar to such components found in other data servers. For 

20 example, the processor 180 may be embodied as any type of processor capable of 

executing software/firmware, such as a microprocessor, digital signal processor, 

microcontroller, or the like, and may include one or more processing cores. The memory 

182 may be embodied as any type of memory or data storage locations including, for 

example, dynamic random access memory devices {DRAM), synchronous dynamic 

25 random access memory devices (SDRAM), double-data rate synchronous dynamic random 

access memory device (DDR SDRAivf), mask read-only memory (ROM) devices, erasable 

programmable ROM (EP.ROM), electrically erasable programmable ROM (EEPROM) 

devices, flash memory devices, and/or other volatile and/or non-volatile memoiy devices. 

The comnnmication circuitry 184 may be embodied any type of circuitry and/or device to 

30 facilitate, for example, comnmnications with the client device 102. For example, the 

communication circuitry 184 may support communication protocols such as Ethernet (i.e. 

the IEEE 802.3 standard) and/or Wi-Fi® (i.e., the IEEE 802.l lstandard), and/or other 

communication protocols or standards. 

- 6 -

Petitioner Samsung Ex-1004, 0020



Docket No. P41624PCT/45631-219805 

The network 106 may be embodied as any number of various wired and/or wireless 

networks. For example, the network 106 may be embodied as or otherwise include a local 

area netvvork (LAN), a wide area nenvork (WAN), and/or a publicly accessible, global 

netvvork such as the Internet Additionally, the network 106 may include any m1mber of 

5 additional devices to facilitate communication benveen the client device 102 and the server 

104. As discussed above, in the illustrative embodiment, the client device 102 and the 

server 104 establish a SSL communication session over the network 106. Hovvever, other 

types of secure communication sessions may be established in other embodiments. 

ReferTing now to FIG. 2, as discussed in more detail below, the use of the security engine 

10 110 of the client device 102 to perform the cryptographic functions and store keying data 

associated with the establishment of the secure communication session allows the system 

100 to ofter several difforent levels of security. The particular level of security used in the 

system 100 may depend upon various criteria such as the nature of the network 106, the 

importance of the data being transfened between the client device 102 and the server 1 04, 

15 and/or the like. For example, one illustrative security scheme 200 includes three different 

levels of security as shown in FlG. 2. At level O security, the client device 102 is 

configmed to protect the client private device key (i.e., the security key 150), which is used 

for encrypting, signing, and verification functions as discussed in more detail below. 

At level 1 security, the client device 102 is configured to protect the session keys and 

20 related keys used for data encryption. For example, if an RSA key exchange is pe1formed, 

the pre-master key and the master key (Le., the session key) may be stored in the secure 

memory 114 of the security engine 110 of the SOC 112. Additionally, in some 

embodiments as discussed below, the .master key may be stored in an encrypted or 

wrapped form ( e.g., encrypted using the security key 150). In embodiments in which a 

25 Diffie-Hellman key exchange is used, the private Diffie-Hellman client key and/or shared 

secret key {i.e., the session key) may be stored in the secure memory 114 of the security 

engine 110 of the SOC 112. Again, in some embodiments, the private i)iffie-Hellman 

client key and/or session key may be stored in an encrypted or wrapped form (e.g., 

encrypted using the security key 150), 

30 Additionally, at level 2 security, the client device 102 may be configmed to protect the 

data of the host application. For example, if the host application is being used to perform 

an e--cornmerce transaction, the bank account infonnation used in such transaction may be 

encrypted using the security key 150 and stored in the secure memmy 114. In this way, 

the bank account information is not available to the host application. Of course, it should 
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be appreciated that, in other embodiments, security schemes having more or fower security 

levels may be used. 

RefeJTing now to FIG. 3, in operation, the client device 102 and the server 104 establish a 

secure communication session using the security engine 110 of the client device 102 to 

5 perform various cryptographic fonctions and store keying data therein. To do so, the client 

device 102 and server 104 may perform a handshake session as shmvn in the 

communication sequence 300 of FIG. 3. To establish the secure communication session, a 

security engine driver 302 of the security engine 110 communicates with a firmware of the 

security engine 110 and a client secure communication application 304 executed on the 

10 client device 102. The client secure communication application 304 also communicates 

with a corresponding server secure communication application 306 executed on the server 

104. 

The communication sequence 300 begins with block 310 in which the client secure 

communication application 304 sends a ClientHello message to the server secure 

15 communication application 306 to request the initiation of a secme communication session. 

As discussed above, the secure communication session is a SSL session in the illustrative 

embodiment To facilitate the request, the security engine driver 302 communicates with 

security engine 110 of the SOC 112 to request a random nonce from the secmity engine 

110 in block 312. The security engine 110 may use any suitable random number-

20 generating algorithm to generate the random nonce in block 312. The nonce is embodied 

as random or pseudo·-random number intended to be used only once in cryptographic 

functions to thwart, for example, replay attacked. In the illustrative embodiment, the 

random nonce includes a 32-bit timestamp and a 28-byte random number. Of course, other 

numeric formats for the random nonce may be used in other embodiments. Regardless, it 

25 should be appreciated that because the random nonce is generated in the security engine 

110, the generation and storage of the random nonce is protected compared to generation 

of the nonce at, for example, the application level. 

The random nonce generated in block 312 is included in the ClientHello message sent to 

the server secure communication application 306 in block 310. Additionally, the 

30 ClientHello message may include a list of cipher suites, compression methods, and other 

cryptographic protocols or algorithms from which the server 104 may make a selection for 

use in establishing the secure communication session. In response to the secure 

communication session request, the server secure communication application 306 sends a 

ServerHdlo message in block 314. The ServerHello message may be substantially similar 
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to the ClientHello message. For example, in the illustrative embodiment, the ServerHello 

message includes a server random nonce generated by the server 104. Additionally, the 

ServerHdlo message includes the selection(s) of the c1yptographic protocols and/or other 

options made by the server 104 from the list included in the ClientHello message. The 

5 ServerHdlo message completes the session initiation phase (Phase l) of the illustrative 

handshake session. 

In block 316, the server secure cormnunication application 306 sends a server ce1tificate to 

the client secure communication application 304. The server certificate, like the client 

certificate discussed below, is typically generated by a certification authority organization, 

10 which acts as a third-party verifier of the authentication of the server 104. The server 

certificate may include unique identifier or number assigned to the server 104 by the 

certification authority organization to verify the server 104 to other devices on the network 

106. As such, in block 318, the client device 102 may verify the server certificate. In 

some embodiments, the client device 102 verifies the server certificate using a public 

15 certificate key issued by the certification authority organization. ln such embodiments, the 

security engine 110 may store the public certificate key in the secure memory 114 in an 

nnenc1ypted or encrypted state (e.g., using the security key 150). 

To establish the secure communication session, the client device 102 and the server 104 

perform a key exchange to establish a shared secret key (i.e., a master or session key) in 

20 each of the client device 102 and server 104. The client device 102 and the server 104 may 

use any appropriate key exchange algorithm to effect the establishment of the shared 

secret. In the illustrative embodiment, the key exchange may be embodied as an RSA key 

exchange or a Dif:fie-Hellman key exchange. In embodiments wherein a RSA key 

exchange is used, the server secure communication application 306 perfom1s a server RSA 

25 key exchange in block 320. In such embodiments, the server 104 may generate a 

temporary RSA public/private key pair and send the RSA public key to the client device 

102 in block 320. Such message may be signed by the server 104 and verified by the client 

device 102 using a public server key, which may be stored in the secure memory 114 as 

discussed above. 

30 Alternatively, the server secure comnnmication application 306 may perform a server 

Diffie·-Hellman key exchange in block 320. In such embodiments, the server 104 selects or 

otherwise generates the Diffie·-Hellman global values (e.g., a prime number and a primitive 

root of the prime number), generates a private and public Diffie·-Hellman server key, and 

sends the Diffie-Hellman global values and public Diffie-Hellman server key to the client 
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device 102 in block 320. Again, such message may be signed by the server 104 and 

verified by the client device 102 using a public server key. 

In some embodiments, the sever secure communication application 306 may send a client 

certification request in block 322. 1f so, the request may specify the types of ce1iificates 

5 accepted by the server 104 ( e.g., the public key algorithm used), acceptable certificate 

authorities, and/or other certificate parameters. Subsequently, in block 324, the server 

secure communication application 306 sends a server completion message (a 

"ServerHelloDone" message) to the client secure communication application 304 to 

indicate that the server 104 has completed this phase of the handshake session. In the 

10 illustrative embodiment, no parameters or other data are required for the server completion 

message. The ServerHelloDone message completes the server authentication and key 

exchange phase {Phase 2) of the illustrntive handshake session. 

After receiving the server completion message, the client secure communication 

application 304 initiates the client authentication and key exchange phase (Phase 3) of the 

15 handshake session by sending the client certificate in block 326. As discussed above, the 

client certificate is typically generated by the ceiiification authority organization and may 

include a nnique identifier or number assigned to the client device 102 by the certification 

authority organization to verify the client device 102 to other devices on the network 106. 

In some embodiments, the client certificate may be stored in the secure memory 114 of the 

20 security engine 110 of the SOC 112 in an unencrypted or encrypted state. Additionally, 

the client device 102 may use a private device key issued by the certification authority 

organization to sign the certificate prior to sending it to the server 104. 

In block 328, the client secure communication application 304 perfom1s a client key 

exchange. Again, the client device 102 and the server 104 may use any appropriate key 

25 exchange algorithm to effect the establishment of the shared secret as discussed above. In 

embodiments wherein an RSA key exchange is used, the security engine 110 of the SOC 

112 of the client device 102 generates a random pre-master key in block 330. 

Illustratively, the pre-master key is embodied as a 48-byte random nw:nber, but other 

numeric fonnats may be used in other embodiments. In block 332, the pre-master key 

30 generated in block 330 is encrypted or othervvise wrapped using the server public key 

provided by the server in server authentication and key exchange phase (Phase 2). The 

encrypted pre-master key may be stored in the secure memmy 114 of the security engine 

110 of the SOC 112 and sent to the server 104 in block 328. 
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Alternatively, in embodiments wherein a Diffie-Hellman key exchange is used, the 

security engine 110 generates, in block 334, a private Diffie-Hellman client key and a 

public i)iffie-Hellman client key using the Diffie-Hellman global values received from the 

server 104 in block 320. The private Diffie-Hellman client key may be embodied as a 

5 random value generated by the secmity engine 110, \vhile the public Diffie-Hellman client 

key is generated by the security engine 110 using the Diffie·-Hellman global values 

received from the server 104. The private Diffie·-Hellman client key may be stored in the 

secure memory 114 of the security engine 110. Of course, in some embodiments, the 

client device 102 may generate the Dif:fie-Hellman global values in block 334 and send 

10 such global values to the server 104 in block 328 to allow the server 104 to generate the 

public Diffie-Hellman server key based thereon. Regardless, in block 336, the security 

engine 110 of the SOC 112 signs the public Diffie-Hellman client key {and Diffie-Hellman 

global values if generated by the client device l 02) in block 336 using the security key l 50 

or other private client key of the secmity engine 110. The siuned Diffie-Hellman D 

15 parameters may be :fu1ther encrypted using the public server key and sent to the server l 04 

in block 328. 

In some embodiments, the client secme comnmnication application 304 may send a client 

certification verification message to the sever secure communication application 306 in 

block 338. To do so, the security engine 110 generates a hash code based on the preceding 

20 message and signs the hash code using the security key 150 of the security engine 110 in 

block 340. The client device 102 sends the signed hash code to the server 104 in block 338 

as verification of the preceding message. It should be appreciated that such client 

certification verification messages may be used subsequent to any message sent to the 

server 104 from the client device 102 to provide an added level of security and verification 

25 to the secure communication session. The client certification verification message in block 

338 completes the client authentication and key exchange phase (Phase 3) of the 

illustrative handshake session. 

In block 342, the client secure communication application 304 sends a change cipher 

specification message to the server secure communication application 306 to inform the 

30 server 104 that subsequent comnmnications \vill use the agreed-upon cipher (e.g., the 

generated session key). In block 344, the security engine 110 of the client device 102 

generates a session key (Le., the "master" key). In embodiments vvherein an RSA key 

exchange is used, the security engine 110 generates the session key as a function of the 

pre-master key generated in block 330. To do so, the security engine 110 calculates a hash 
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fw1ction of the pre-master key, the client random nonce generated in block 312, and the 

server random nonce received in block 314. Alternatively, in embodiments wherein a 

Diffie-Hellman key exchange is used, the security engine 110 generates the session key as 

a fimction of the Diffie-Hellman global values, the public Diffie-Hellman server key, and 

5 the private Diffie-Hellman client key, As discussed above, the session key is stored in the 

secure memory 114 of the security engine 110, 

In block 346, the security engine 110 generates a hash code of the session key, which may 

include additional padding depending on the type of hash function used. The hash code of 

the session key is sent to the server 104 for verification in a client-finished message in 

10 block 348. The hash code of the session key may be encrypted by the security engine 110 

using the public server key as discussed above. 

In response to the client-finished message, the server 104 sends a change cipher 

specification message that acknowledges the use of the agreed-upon cipher (e.g., the 

session key) in block 350. The server 104 also sends a server-finished message in block 

15 352 that includes a similar hash code of the session key for verification by the client device 

102. Assuming that the client device 102 and the server 104 verify the hash code of the 

session key, the handshake session is complete and each of the client device 102 and server 

104 have a shared secret session key that is used to encrypt and decrypt subsequent 

messages. Again, it should be appreciated that the security engine 110 of the SOC 112 of 

20 the client device 102 is used for all cryptographic functions and storage of sensitive keying 

data to provide hardware--based protection of the cryptographic keys and certificate keys 

used during the communication sequence 300. 

Referring now to FIG. 4, in use, the client device 102 may execute a method 400 to 

establish a secure communication session with the server 104. The method 400 begins 

25 with block 402 in which the secmity engine 110 of the SOC 112 of the client device 102 is 

provisioned. To do so, in one embodiment, the security engine 110 receives a client device 

certificate, a private client device key, and a public ceitification key. The client device 

certificate, the private client device key, and the public certification key are typically 

generated by the ceitification authority organization, which acts as a third-party verifier of 

30 the authentication of the client device 102 as discussed above. The client device ce1iificate 

may include a unique device identifier or number assigned to the client device 102 by the 

ce1tification authority organization to verify the client device 102 to other devices on the 

net\:vork 106. The private client device key may be used by the client device 102 to sign 

the client device certificate so as to authenticate the client device 102 to other devices as 
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discussed in more detail below. Conversely, the public certification key may be used by 

the client device 102 to verify certification of other devices on the network 106 by the 

certification authority organization. 

The security engine 110 encrypts the private client device key using the security key 150 

and stores the encrypted private client device key in the secme memory 114. The security 

engine 110 may also store the client device certificate and/or the public certification key in 

the secure memory 114. Additionally, in some embodiments, the security engine 110 may 

encrypt the client device certificate and/or the public certification key using the security 

key 150 stored in the security engine 110. 

10 After the security engine 110 has been provisioned in block 402, the client device 102 

determines whether to establish a secure communication session (e.g., an SSL session) 

with the server 104 in block 404. If so, in block 406, the security engine 110 generates a 

random nonce value. As discussed above, the security engine 110 may use any suitable 

random nmnber-generating algorithm to generate the random nonce. 1n block 408, the 

15 client device 102 sends a request (a ClientHello message) to initiate the secure 

communication session to the server 104. The request includes the random nonce 

generated in block 406 along with a list of cipher protocols, compression methods, and/or 

other cryptographic choices from which the server 104 may select. 

In block 410, the client device l 02 completes the server authentication and server key 

20 exchange. In so doing, the client device 102 may receive a corresponding ServerHello 

message including a server random nonce, the server's 104 public key, and the server's 

104 selection of cryptographic choices presented in the ClientHello message. As discussed 

above, the server random nonce, along with the client random nonce, is used to generate 

the session key. As such, the security engine 110 may store the server random nonce in the 

25 secure memory 114. Additionally, in some embodiments, the security engine 110 may 

store the server certificate and/or other keying data in the secure memory 114. For 

example, in embodiments wherein an RSA key exchange is used, the secmity engine 110 

may store the public RSA key received from the server in the secure memory 114. 

Alternatively, in embodiments wherein a Diffie-Hdlman key exchange is used, the 

30 secmity engine 110 may store the i)iffie-Hdlman global values and/or public Diffie­

Hellman server key in the secure memory 114. 

In block 414, the client 104 deter111ines whether the server 104 is successfully 

authenticated. If not, the method 400 loops back to block 404 in which the client device 

102 may reattempt to establish a secure communication session with the server 104. 
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However, if the server 104 is successfully authenticated, the method 400 advances to bock 

416 in which the client device 102 sends the server 104 the client certificate. If the client 

certificate has been encrypted (e.g., using the secure key 150), the secmity engine 110 

decrypts the client certificate and signs the client certificate using the private client device 

5 key. 

In block 418, the client 104 completes the client key exchange using the security engine 

110 to maintain the security of the keying functions. For example, if a RSA key exchange 

,vas selected, the security engine 110 generates the pre--master key and encrypts the pre-­

master key using the server public key received in block 410 prior to sending the encrypted 

10 pre-master key to the server 104 in block 420. Alternatively, if a Dif:fie-Hellman key 

exchange was selected, the security engine 110 generates the public and private Diffie­

Hellman client keys using the Diffie-Hellman global values received from the server 104 

in block 410. The security engine 110 may sign the public Diffie-Hellman client key using 

the security key 150 or the public client device key provisioned in block 402. The client 

15 device 102 sends the signed public Diffie-Hellman client key to the server 104 in block 

422. The keys and related keying data generated during the client key exchange may be 

stored in the secure memory 114 in an encrypted state (using the security key 150) or an 

unencry11ted state, 

In block 424, the client device 102 detennines whether the client device 102 has been 

20 successfully authenticated by the server 104. If not, the method 400 loops back to block 

404 in vvhich the client device 102 may reattempt to establish a secure communication 

session with the server 104. However, if the client device 102 is successfully 

authenticated, the method 400 advances to bock 426 in which the client device 102 

confinns the cipher suite with the server 104 by informing the server 104 that subsequent 

25 messages will use the agreed-upon cryptographic protocols. In so doing, the security 

engine 110 may generate the master or session key. To do so, in embodiments wherein an 

RSA key exchange is used, the secmity engine 110 calculates a hash function of the pre­

master key, the client random nonce generated in block 406, and the server random nonce 

received in block 410. Alternatively, in embodiments wherein a Diffie-Hellman key 

30 exchange is used, the security engine 110 generates the session key as a function of the 

Diffie--Hellma:n global values, the public Diffie--Hellman server key, and the private Diflie-­

Hellman client key. Once generated, the secmity engine 110 of the SOC 112 may store the 

session key in the secure memmy 114 of the security engine 110. In some embodiments, 
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the session key may be encrypted using the security key 150 while stored in the secure 

memory 114. 

In block 428, the security engine 110 generates a hash firnction of the session key, which is 

sent to the server 104 for verification in a client finished message. Again, the hash code of 

5 the session key may be encrypted by the security engine 110 using the public server key as 

discussed above. In response, the server 104 confirms the cipher suite with the client 

device 102 to acknowledge the agreed--upon cipher ( e.g., the session key). The server 104 

also sends a server finished message that includes a similar hash code of the session key 

for verification by the client device 102. Assuming that the client device 102 and the 

10 server 104 verify the hash code of the session key, the handshake session is complete and 

each of the client device 102 and server 104 have a shared secret session key that is used to 

encrypt and decrypt subsequent messages. 

While the disclosure has been illustrated and described in detail in the drawings and 

foregoing description, such an illustration and desc1iption is to be considered as exemplary 

15 and not restrictive in character, it being 1rnderstood that only illustrative embodiments have 

been shmv11 and described and that all changes and modifications consistent with the 

disclosure and recited claims are desired to be protected. 
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CLAIMS: 

1. A system-on-a-chip apparatus comprising: 

a system-on-a-chip comprising a secmity engine having a secme memory 

accessible only by the security engine, the security engine to: 

generate a random nonce for initiating a request for a secure communication 

session with a server over a net\vork using the nonce; 

perform a cryptographic key exchange with the server to generate a symmetric 

session key to encrypt messages sent to the server and decrypt messages received from the server 

during the secure comrrrnnication session; 

store the session key in the secure memory, 

the system-on-a-chip to establish the secure communication sess10n with the 

server over the network using the session key. 

2, The system-on-a-chip apparatus of claim 1, w·herein the system-on-a-chip 

15 to establish a Secure Sockets Layer communication session with the server over the network 

using the session key, 

3. The system-on--a--chip apparatus of claim L wherein the security engine to 

receive a server nonce from the server in response to the request for the secure communication 

20 session, the response message including a server nonce and store the server nonce in the secure 

memory. 

25 

30 

4 The system-on-a-chip apparatus of claim 1, wherein the security engine to 

receive a server certificate from the server and store the server certificate in the secure memory. 

5 The system-on-a-chip apparatus of claim 1, wherein the security engine to 

perform a Rivest-Shamir-Adleman key exchange with the server to generate the symmetric 

session key, 

6. The system--on-a-chip apparatus of claim 5, vvherein the security engine to 

generate a pre-master key, encrypt the pm-master key using a security key of the security engine, 

and send the encrypted pre--rnaster key to the server. 
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7. The system-on-a-chip apparatus of claim 6, wherein the security engine to 

wrap the pre-master key using a server public key and store the wrapped pre-master key in the 

secure storage. 

8. The system-on-a-chip apparatus of claim 6, wherein the security engine to 

generate the session key as a function of the pre-master key. 

9. The system--on-a-chip apparatus of claim 8, wherein the security engine to 

calculate a hash function as a function of the random nonce generated by the security engine and 

10 a nonce received from the server. 

15 

10. The system-on-a-chip apparatus of claim 5, wherein the secmity engine to 

receive a public Rivest-Shamir-Adleman server key from the server and store the public Rivest­

Shamir-Adleman server key in the secure memory. 

11. The system-on-a-chip apparatus of claim 1, wherein the security engine to 

perfom1 a i)iffie-Hellman key exchange with the server to generate the symmetric session key. 

12. The system-on-a--chip apparatus of claim l L vvherein the security engine 

20 to generate a public Diffie-·Hellman client key and a private Diffie·-Hellma:n client key, sign the 

public Diffk-Hellman client key using a security key of the security engine, and send the signed 

public Dime-Hellman key to the server. 

13. The system-on-a-chip apparatus of claim 12, wherein the security engine 

25 to receive a public Diffie-Hellman server key from the server and generate the session key as a 

function of the private Diffie-Hellman client key and the public Diffie-Hellman server key. 

30 

14. The system-on-a-chip apparatus of claim 13, wherein the security engine 

to use the session key to encrypt a subsequent message sent from the client device to the server. 

15. The system--mi.-a-chip apparatus of claim 11, wherein the security engine 

to receive Difii.e-·Helhnan global values and a public Diffie·-Hellman server key from the server 

and store at least one of the Diffie--Hellman global values and the public Difii.e-·Hellman server 

key in the secure storage. 
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16. A method comprising: 

generating a random nonce in a secmity engine of a system-on-a-chip of a client 

device; 

initiating, using the client device, a request for a secure comnmnication session 

5 with a server over a nenvork, the request including the random nonce; 

perfonning a cryptographic key exchange, using the security engme of the 

system-on--a--chip, with the server to generate a syrmnetric session key to encrypt messages sent 

to the server and decrypt messages received from the server during the secure communication 

session; 

10 storing the session key in a secure memory of the security engine of the system-

15 

20 

25 

on-a-chip; and 

establishing, using the client device, the secure communication session with the 

server using the session key. 

17. The method of claim 16, wherein initiating a request for a secure 

communication session comprises initiating a request for a Secure Sockets Layer communication 

sesston. 

18. The method of claim 16, farther comprising: 

receiving a response message from the server in response to the request for a 

secure communication session, the response message including a server nonce, and 

storing the server nonce in the secure memory of the security engine of the 

system-on-a-chip. 

19. The method of claim 16, wherein initiating a request for a secure 

communication session comprises sending a ClientHello message, including the nonce, to the 

server; and farther comprising: 

receiving a ServerHello message from the server, the ServerHello message 

including a server nonce; and 

30 storing the server nonce m the secure memory of the security engme of the 

system-on--a--chip. 
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20. The method of claim 16, further comprising receiving a server certificate 

from the server and stming the server certificate in the secure memory of the security engine of 

the system-on-a-chip of the client device. 

21. The method of claim 16, wherein perfonning the cryptographic key 

exchange with the server comprises performing a Rivest-Sharnir-Adleman key exchange, using 

the security engine of the system--on--a-chip, with the server, 

22. The method of claim 21, wherein performing the Rivest-Shamir-Adleman 

10 key exchange with the server comprises: 

15 

20 

25 

30 

generating a pre-master key in the security engine; 

encrypting the pre-master key using a security key of the security engine; and 

sending the encrypted pre-master key to the server. 

The method of claim 22, fmiher comprising: 

wTapping the pre-master key in the security engine of the system-on-a-chip using 

a server public key, and 

storing the wrapped pre-master key in the secure storage of the secmity engine of 

the system--on-a--chip. 

24. The method of claim 22, vvherein performing the Rivest-Shamir--Adleman 

key exchange with the server comprises generating the session key in the security engine of the 

system-on-a-chip as a function of the pre-master key. 

25. The method of claim 24, wherein generating the session key in the 

security engine comprises calculating, using the security engine of the system-on-a-chip, a hash 

function as a function of the random nonce generated by the security engine and a nonce 

received from the server. 

26. The method of claim 21, wherein pett'orming the Rivest-Shamir-Adleman 

key exchange vvith the server comprises: 

receiving a public Rivest--Shamir--Adleman server key from the server; and 

storing the public Rivest-.Shamir-Adleman server key in the secure memmy of the 

security engine of the system-on-a-chip. 
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27. The method of claim 16, wherein performing the cryptographic key 

exchange with the server comprises performing a Diffie-Hellman key exchange, using the 

secmity engine of the system-on-a-chip, with the server. 

28. The method of claim 27, wherein performing a Diffie--Hellman key 

exchange with the server comprises: 

generating, in the security engme of the system--on-a-chip, a public Diffie-· 

Hellman client key and a private Diffie-Hellman client key; 

signing the public Diffie-Hellman client key using a security key of the security 

engine of the system-on-a-chip; and 

sending the signed public Diffie-Hellman key to the server. 

29. The method of claim 28, wherein performing a Diffie-Hellman key 

15 exchange with the server comprises: 

20 

receiving a public Diffie-Hellman server key from the server; 

generating, in the security engine of the system-on-a-chip, the session key as a 

function of the private Diffie-Hellman client key and the public Diffie-Hellman server key. 

30. The method of claim 29, wherein perfom1ing a Diffie--Hellman key 

exchange with the server comprises using the session key to encrypt a subsequent message sent 

from the client device to the server. 
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3L The method of claim 27, wherein performing a Diffie-Hellman key 

exchange with the server comprises: 

receiving Diffie-Hellman global values and a public Diffie-Hellman server key 

from the server, and 

5 storing at least one of the Diffie-Hellman global values and the public i)iffie-

Hellman server key in the secure storage of the security engine of the system--on--a--chip. 

32. The method of claim 16, farther comprising: 

retrieving a client certificate stored on the client device; 

10 signing a client certificate using a security key stored in a secure memory of the 

15 

security engine of the system-on-a-chip; and 

sending the client certificate to the server. 

33. The method of claim 16, further comprising: 

generating, in the security engine of the system-on-a-chip, a hash code of a 

preceding message sent from the client to the server; 

signing the hash code using a security key stored m a secure memory of the 

security engine; and 

sending a client certificate verification message to the server, the client certificate 

20 verification message including the signed hash code. 
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34. The method of claim 16, wherein establishing the secure communication session 

compnses: 

generating, in the security engine, a hash code as a function of the session key; 

and 

sending a client completion message that includes the hash code to the server to 

indicate the client has completed an initial handshake procedure, 

35. A source device comprising: 

a system-on-a-chip having a security engme, the system-on-a-chip including a 

10 plurality of instructions that when executed results in the system-on-a-chip performing the 

method of claim 16-34. 

36. One or more machine readable media compnsmg a plurality of 

instructions that in response to being executed by a client device result in the client device 

15 perfom1ing the method of claims 16-34. 

20 

37. A method comprising: 

generating a random nonce in a security engine of a system-on-a-chip of a client 

device; 

initiating, usmg the client device, a request for a Secure Sockets Layer 

communication session vvith a server over a network, the request including the random nonce; 

performing a cryptographic key exchange, using the security engine of the 

system-on-a-chip, with the server to generate a symmetric session key to encrypt messages sent 

to the server and decrypt messages received from the server during the Secure Sockets Layer 

25 communication session; 

30 

storing the session key in a secure memory of the security engine of the system­

on-a-chip; and 

generating, in the security engine, a hash code as a function of the session key; 

and 

sending a client completion message to the server that includes the hash code to 

indicate the client has completed an initial handshake procedure. 
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38. The method of claim 37, wherein performing the cryptographic key 

exchange with the server comprises performing a Rivest-Shamir-Adleman key exchange, using 

the security engine of the system-on-a-chip, with the server. 

39. The method of claim 38, w·herein performing the Rivest-Shamir-Adleman 

key exchange with the server comprises: 

generating a pre--master key in the security engine; 

encrypting the pre--master key using a security key of the security engine; and 

sending the encrypted pre-master key to the server. 

40. The method of claim 39, further comprising: 

wrapping the pre-master key in the security engine using a server public key, and 

storing the wrapped pre-master key in the secure storage of the security engine of 

the system-on-a-chip. 

41. The method of claim 39, w·herein performing the Rivest-Shamir-Adleman 

key exchange with the server comprises generating the session key in the security engine of the 

system-on-a-chip as a function of the pre-master key. 

42. The method of claim 41, wherein generating the sessron key in the 

security engine comprises calculating, using the security engine of the system--on-a-chip, a hash 

function as a function of the random nonce generated by the security engine and a nonce 

received from the server. 

43. The method of claim 37, wherein performing the cryptographic key 

exchange with the server comprises performing a Diffie-Hellman key exchange, using the 

security engine of the system-on-a-chip, with the server, 

44. The method of claim 43, wherein performing a Diffie-Hellman key 

30 exchange with the server comprises: 

generating, in the security engrne of the system-on--a--chip, a public Dime-­

Hellman client key and a private Diffie--Hellman client key; 

signing the public Diffie--Hdlman client key using a security key of the security 

engine of the system-on-a-chip; and 
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sending the signed public Diffie-Hellman key to the server. 

45. The method of claim 44, wherein performing a Diffie-Hellman key 

exchange with the server comprises: 

5 receiving a public Diffie-Hellman server key from the server; 

generating, in the security engine of the system-on--a--chip, the session key as a 

function of the private Diffie--Hellman client key and the public Diffie--Hellman server key. 

46. A source device comprising: 

10 a system-on-a-chip having a security engine, the system-on-a-chip including a 

plurality of instructions that when executed results in the system-on-a-chip perfomling the 

method of claim 37-45. 

47. One or more machine readable media compnsmg a plurality of 

15 instructions that in response to being executed by a client device result in the client device 

performing the method of claims 37-45. 
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ABSTRACT OF THE DISCLOSlJRE 

A method, device, and system for establishing a secure communication session 

with a server includes initiating a request for a secure communication session, such as a Secure 

Sockets Layer (SLL) conmmnication session with a server using a nonce value generated in a 

5 security engine of a system-on-a-chip (SOC) of a client device. Additionally, a cryptographic 

key exchange is pe1fom1ed between the client and the server to generate a symmetric session 

key, which is stored in a secure storage of the security engine. The cryptographic key exchange 

may be, for example, a Rivest-.Shamir-Adleman (RSA) key exchange or a Diffie·-Hellman key 

exchange. Private keys and other data generated during the cryptographic key exchange may be 

10 generated and/or stored in the security engine. 
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37 CFR 1.55 has been filed in the instant patent application; and 3) any U.S. application-as-filed from which benefit is 
sought in the instant patent application. 

In accordance with 37 CFR 1.14(c), access may be provided to information concerning the date of filing this Authorization. 

Applicant Information: 

Providing assignment information in this section does not substitute for compliance with any requirement of part 3 ofTitle 37 of CFR 
to have an assignment recorded by the Office. 

Applicant 1 I Remove I 
If the applicant is the inventor {or the remaining joint inventor or inventors under 37 CFR 1.45), this section should not be completed. 
The information to be provided in this section is the name and address of the legal representative who is the applicant under 37 CFR 
1.43; or the name and address of the assignee, person to whom the inventor is under an obligation to assign the invention, or person 
who otherwise shows sufficient proprietary interest in the matter who is the applicant under 37 CFR 1.46. If the applicant is an 
applicant under 37 CFR 1.46 (assignee, person to whom the inventor is obligated to assign, or person who otherwise shows sufficient 
proprietary interest) together with one or more joint inventors, then the joint inventor or inventors who are also the applicant should be 
identified in this section. 

I Clear I 
0 Assignee lo Legal Representative under 35 U.S.C. 117 lo Joint Inventor 

0 Person to whom the inventor is obligated to assign. 10 Person who shows sufficient proprietary interest 

If applicant is the legal representative, indicate the authority to file the patent application, the inventor is: 

I 
Name of the Deceased or Legally Incapacitated Inventor : I 
If the Applicant is an Organization check here. □ 
Prefix Given Name Middle Name Family Name Suffix 

EFS Web 2.2.6 
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PTO/AIN14 (03-13) 
Approved for use through 01/3112014. 0MB 0651-0032 

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 
Under the Paperwork Reduction Act of 1995, no persons are required lo respond to a collection of information unless it contains a valid 0MB control number. 

Attorney Docket Number P41624US 
Application Data Sheet 37 CFR 1.76 

Application Number 

Title of Invention 
METHOD AND DEVICE FOR SECURE COMMUNICATIONS OVER A NETWORK USING A HARDWARE 
SECURITY ENGINE 

Mailing Address Information: 

Address 1 

Address 2 

City State/Province 

Country ii Postal Code 

Phone Number Fax Number 

Email Address 

Additional Applicant Data may be generated within this form by selecting the Add button. I Add I 

Non-Applicant Assignee Information: 

Providing assignment information in this section does not subsitute for compliance with any requirement of part 3 of Title 37 of CFR to 
have an assignment recorded by the Office. 

Assignee 1 

Complete this section only if non-applicant assignee information is desired to be included on the patent application publication in 
accordance with 37 CFR 1.215(b). Do not include in this section an applicant under 37 CFR 1.46 (assignee, person to whom the 
inventor is obligated to assign, or person who otherwise shows sufficient proprietary interest), as the patent application publication will 
include the name of the applicant(s). 

I Remove I 
If the Assignee is an Organization check here. □ 
Prefix Given Name Middle Name Family Name Suffix 

Mailing Address Information: 

Address 1 

Address 2 

City I State/Province 

Country i I Postal Code 

Phone Number Fax Number 

Email Address 

Additional Assignee Data may be generated within this form by selecting the Add button. I Add I 
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PTO/AIN14 (03-13) 
Approved for use through 01/3112014. 0MB 0651-0032 

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 
Under the Paperwork Reduction Act of 1995, no persons are required lo respond to a collection of information unless it contains a valid 0MB control number. 

Attorney Docket Number P41624US 
Application Data Sheet 37 CFR 1.76 

Application Number 

Title of Invention 
METHOD AND DEVICE FOR SECURE COMMUNICATIONS OVER A NETWORK USING A HARDWARE 
SECURITY ENGINE 

Signature: Remove 

NOTE: This form must be signed in accordance with 37 CFR 1.33. See 37 CFR 1.4 for signature requirements and 
certifications 

Signature /Glen M. Kellett, Reg No. 60202/ Date (YYYY-MM-DD) 2013-06-19 

First Name GlenM. I Last Name I Kellett Registration Number 60202 

Additional Signature may be generated within this form by selecting the Add button. I Add I 

This collection of information is required by 37 CFR 1.76. The information is required to obtain or retain a benefit by the public which 
is to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This 
collection is estimated to take 23 minutes to complete, including gathering, preparing, and submitting the completed application data 
sheet form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you require to 
complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and 
Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR 
COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450. 
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Privacy Act Statement 

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the attached form related to 
a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be advised that: (1) the general authority for the collection 
of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary; and (3) the principal purpose for which the information is 
used by the U.S. Patent and Trademark Office is to process and/or examine your submission related to a patent application or patent. If you do not 
furnish the requested information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may 
result in termination of proceedings or abandonment of the application or expiration of the patent. 

The information provided by you in this form will be subject to the following routine uses: 

1. The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act (5 U.S.C. 552) 
and the Privacy Act (5 U.S.C. 552a). Records from this system of records may be disclosed to the Department of Justice to determine 
whether the Freedom of Information Act requires disdosure of these records. 

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a court, magistrate, or 
administrative tribunal, induding disclosures to opposing counsel in the course of settlement negotiations. 

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a request involving an 
individual, to whom the record pertains, when the individual has requested assistance from the Member with respect to the subject matter of 
the record. 

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for the information in 
order to perform a contract. Recipients of information shall be required to comply with the requirements of the Privacy Act of 1974, as 
amended, pursuant to 5 U.S.C. 552a(m). 

5. A record related to an International Application filed under the Patent Cooperation Treaty in this system of records may be disclosed, 
as a routine use, to the International Bureau of the World Intellectual Property Organization, pursuant to the Patent Cooperation Treaty. 

6. A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of National Security 
review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)). 

7. A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or his/her designee, 
during an inspection of records conducted by GSA as part of that agency's responsibility to recommend improvements in records 
management practices and programs, under authority of 44 U.S.C. 2904 and 2906. Such disdosure shall be made in accordance with the 
GSA regulations governing inspection of records for this purpose, and any other relevant (i.e., GSA or Commerce) directive. Such 
disclosure shall not be used to make determinations about individuals. 

8. A record from this system of records may be disclosed, as a routine use, to the public after either publication of the application pursuan1 
to 35 u.s.c. 122(b) or issuance of a patent pursuant to 35 u.s.c. 151. Further, a record may be disclosed, subject to the limitations of 37 
CFR 1.14, as a routine use, to the public if the record was filed in an application which became abandoned or in which the proceedings were 
terminated and which application is referenced by either a published application, an application open to public inspections or an issued 
patent. 

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law enforcement agency, if the 
USPTO becomes aware of a violation or potential violation of law or regulation. 
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Electronic Patent Application Fee Transmittal 

Application Number: 

Filing Date: 

Title of Invention: 
METHOD AND DEVICE FOR SECURE COMMUNICATIONS OVER A NETWORK 
USING A HARDWARE SECURITY ENGINE 

First Named Inventor/Applicant Name: Hormuzd Khosravi 

Filer: Glen Madison Kellett/Dannel Johnson 

Attorney Docket Number: P41624US 

Filed as Large Entity 

U.S. National Stage under 35 USC 371 Filing Fees 

Description Fee Code Quantity Amount 
Sub-Total in 

USO($) 

Basic Filing: 

National Stage Fee 1631 1 280 280 

Natl Stage Search Fee - Report provided 1642 1 480 480 

National Stage Exam - all other cases 1633 1 720 720 

Pages: 

Claims: 

Claims in excess of 20 1615 4 80 320 

Miscellaneous-Filing: 

Petition: 

Petitioner Samsung Ex-1004, 0047



Description Fee Code Quantity Amount 
Sub-Total in 

USO($) 

Patent-Appeals-and-Interference: 

Post-Allowance-and-Post-Issuance: 

Extension-of-Time: 

Miscellaneous: 

Total in USD ($) 1800 
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Electronic Acknowledgement Receipt 

EFSID: 16093266 

Application Number: 13997412 

International Application Number: PCT/USl 1/65069 

Confirmation Number: 1045 

Title of Invention: 
METHOD AND DEVICE FOR SECURE COMMUNICATIONS OVER A NETWORK 
USING A HARDWARE SECURITY ENGINE 

First Named Inventor/Applicant Name: Hormuzd Khosravi 

Customer Number: 73486 

Filer: Glen Madison Kellett/Dannel Johnson 

Filer Authorized By: Glen Madison Kellett 

Attorney Docket Number: P41624US 

Receipt Date: 24-JUN-2013 

Filing Date: 

Time Stamp: 14:27:46 

Application Type: U.S. National Stage under 35 USC 371 

Payment information: 

Submitted with Payment yes 

Payment Type Deposit Account 

Payment was successfully received in RAM $1800 

RAM confirmation Number 753 

Deposit Account 504238 

Authorized User 

The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpayment as follows: 

Charge any Additional Fees required under 37 C.F.R. 1.492 (National application filing, search, and examination fees) 

Charge any Additional Fees required under 37 C.F.R. Section 1.17 (Patent application and reexamination processing fees) 
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Charge any Additional Fees required under 37 C.F.R. Section 1.19 (Document supply fees) 

Charge any Additional Fees required under 37 C.F.R. Section 1.20 (Post Issuance fees) 

Charge any Additional Fees required under 37 C.F.R. Section 1.21 (Miscellaneous fees and charges) 

File Listing: 

Document 
Document Description File Name 

File Size(Bytes)/ Multi Pages 
Number Message Digest Part /.zip (if appl.) 

48349 

1 
Drawings-only black and white line 

P41624PCT _FIGS.pdf no 4 
drawings 

066ff196ae2b2be216e2877db1 a79ae2be5 
83a1a 

Warnings: 

Information: 

567205 

2 
Documents submitted with 371 

P41624PCT _ISR.pdf 11 
Applications 

no 
d2d8afdc945eb595a9cabeec581 afl f7a 18c 

65c2 

Warnings: 

Information: 

222264 

3 Transmittal of New Application P41624US_ 1390.pdf no 4 
eeb40af8b3adb7b887f299d2f6ec8bf8609d 

6c6c 

Warnings: 

Information: 

35221 

4 
P41624US_Preliminary_Amend 

yes 10 
ment.pdf 

6ff8b5a23b35f42d 1 a9fad3fe4870a 1 a 1242a 
656 

Multipart Description/PDF files in .zip description 

Document Description Start End 

Preliminary Amendment 1 1 

Claims 2 8 

Applicant Arguments/Remarks Made in an Amendment 9 10 

Warnings: 

Information: 

120430 

5 P41624PCT _APPLN_Use.pdf yes 25 
434175b9358a0acc7296db74864c2f3934c 

40be 

Multipart Description/PDF files in .zip description 

Document Description Start End 

Specification 1 15 

Claims 16 24 
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Abstract 25 25 

Warnings: 

Information: 

1503119 

6 Application Data Sheet P41624US_ADS.pdf no 7 
b 7b6e86a89c6ce 56c7 df8790ae515 69e3 da 

0d940 

Warnings: 

Information: 

36958 

7 Fee Worksheet (5B06) fee-info.pdf no 2 
d3fadccf2239f543a216daf67a214dd5a9ef5 

ado 

Warnings: 

Information: 

Total Files Size (in bytes) 2533546 

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents, 
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a 
Post Card, as described in MPEP 503. 

New A~~lications Under 35 U.S.C. 111 
If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR 
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this 
Acknowledgement Receipt will establish the filing date of the application. 

National Stage of an International A~~lication under 35 U.S.C. 371 
If a timely submission to enter the national stage of an international application is compliant with the conditions of 35 
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a 
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course. 

New International A~~lication Filed with the USPTO as a Receiving Office 
If a new international application is being filed and the international application includes the necessary components for 
an international filing date (see PCT Article 11 and MPEP 181 O), a Notification of the International Application Number 
and of the International Filing Date (Form PCT/RO/1 OS) will be issued in due course, subject to prescriptions concerning 
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of 
the application. 
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PCTiliS2011/065069 

PATENT COOPERATION TREATY 
From t!le lNTERNAT10N/\i. SEARCHJNG AUTHORITY 

To: PCT Kf.LLE1T GLEN t,!. 

BARNES & THO&',fBlJRG. LU? C/0 CPA GLOBAL P.O. 
BOX 52050 MtNNEAPOLlS MN 55402 USA 

NOTlFICAT.!ON OF TRANSMITTAL OF 
. THE 1.NTERNATIONAL SEARCH REPORT AND 
i THE WRITTEN OPJN.ION OFT.HE INTERNATIONAL 
'SEARCHING AUTHORITY, OR THE DECLARATION 

(PCT Rule 44. l ) 

Date ofmaiHng 
(dcrylmo111hly,mrj 30 AUGUST 2012 (J0.0&.20 i2} 

Applic~nt's or agent's file reference 

P41624PCT 
FOR FURTHER ACTION Sec paiagraphs l and 4 below 

lntcnrntional apphcatior, No. International filing date 
{dayl monrhlyear} 

PCT/US201 l /0Ci5069 lS DECEMBER 20 l.l (15.12.2011) 
Appli.cant 

INTEL CORPORATION et al 

·1. ~ The appl[,;ant is hereby notified that the international search report and the w:riltcn opinion oftbe International Scarchi!ig 

2 . 

3. 

Authority have been estabiished and are transmitted herewith. 
Filing of amendmt.nts and statemtut under Article 19: 
The appiicam is entitled, if he so wishes, to amend the claims of the international application (sec Rule 46): 

When? "Ille time limit for t'iliug such amendmet\ts is normally two mom:hs from the d,i.e of u--ansmittal of the 
intematfonal seard1 repon. 

Where? Directly to the Jntem,;ticna! B ureau of WIPO, 34 chernin des Cclombettes 
12 l l Geneva 20. Switzerland. Facsimile No. : +4122338 82 7<> 

For mor e detailed lns1ruetions, see PCT Applicant's Ciuid.:, lmernational Phase, paragraphs 9.004 . 9.0 l l. 

;-1 
L..J The apµlicant is hereby notified 1hat no interuationa.J search report will he established and lha, the dcc!arntion under 

,<uticle l 7(2)(a} ,o fuat eft'ect (lild t.he written opini,m of the InmnMional Searching Auttwrity are trart5mittetl hcrcwittL 

D Witlt regard to any prnt~,t agemst payment of {an) additional fcc(s) under Rule 40.2, the applicant is notified that 
0 the protest togeti1er with the decision !hereon has 1x:cn ·irnrn,·rnitted 1.0 the lntcmalional Bureau wgethcr with any 

rcque-st to lor,,vi,rd the texts of both !he protest and the decisio11 thereon lo the designated Offices. 

D 110 <lecisfon has oeea made yet on the protest; 1..'ic appli<:a.ni will be :lotifted as soi,11 as a decfai.c:: is made. 
4. Rc:minders 

The applic:ant may submit comn1ents on an infnmial basis on the written opinion ofihe International Sea.r-:hing 
Authority lo lhe Jnu:rnational Bureau. The International Bureau will send a C<)py of such comments to all designated 
Offices unless an international preiiminary examination report has been or is tu be established. following the 

expiration of30 mouths frorn the priority date, 1hcse cornmeots wiU also be made available to the public, 

Shortly after the expiralion of 18 ,nonths from the priority date, the international application will be published by the 
international Bureau. if t..¾e apolicant wishes to avoid o, postpClnc publication, a notice cil'v;ithdr,:1wal c,f the 
,ntcrm,tional application, or o(thc priority claim, must ;reach the International Bureau before the compietion of the 
technical prepamt:ons for international publication (Rules 90bis. l and \>Obis.3). 

Within 19 months from 1hc priority date, but only in respect of some dcsignuted O ffices, a demand for international 
preliminary examination must be filoo if the appl.icant wishes to postpone the entry inw the national phase until 30 

nion_ths from the priority date (!n ~orne Offices even l:11:er); ot:herwise , the a_eplicant must,_ within 20 !-'louths from t"te 
pnor1ty ililte, perform the p.rescnbcd acts for entry mw the natmnal phase betore those designated Ofnces. 

in respect of other designated Offices, th e time limii of3(l months {or !ater) wili app ly even if no demand is filed 
wirhi.n l 9months. 

Fc,r details about the applicable time limits, Office by Office, see www.wipo.int/pct/en/;exts/time_iimirs.htm! and the 
PCT Applicant's Guide, National Chapters. 

N~me and mailing address of;hc ISA/KR Authorized oi'f:eer CPA GLO 

8 K~rean Inle-lle,.1m1J Prop,,rty Office 
189 Cheongsn•ro, Seo•gu, D,1ejeon Metroµoli:a.n COM.MlSSlON •R 
City, '.3{)2-70!. Republic cf Korea SEP l 1 

Facsimiie No. 82-42•4 72• 7 l 40 __________ _._:_e_le-'r,_h_.o_ti_.e_J\_:_,>_. _8_2_·4_·t•-4_8_I_·8_1_. 5_4,:i,i::,~~rn!'.'1"0.-----t-- --' 

form PCT/ISA.1220 (July 20 11;) 
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------- ------------ ----- --7 
Copi~s cf the do(::~,nt;nt;;; cited ln the i~tcm~tion:!1 search rcpo.rt can he :i::=archi::,J. in th{; fOHc;\Ving Kc~rean Irwdlccr..ua} 

~rnp,·,ty Office Fng:d, weh>,i1~,f: tP:e,, ,:~"'~" ~::~''' 1~e <i::~e,of mailii,g of the initrnalional search ;epm< 

nHpJr,,.1,"~V\V.krpo,gc.:-:::r/en/ => }~,.__ t Scrv:~'t-!S ·--_> r- ~- T Serv1c.es : 

H) : PCT lnternztio11al apphcat~0n nurnb~r 

P'vV · CZKLKWRI" 

1nquirit\j reiah.:d 1o PC'T 1n1en~ationai ,S,c,1.n::h RcpoYt or \,Vritk:n ()pinioa p::-cp;:1rcd by K.IP(} as an Jnlern~.::.tiona? 

s,~ar(:hing ~-\uthc,rity can be :::ub·vvered not onlJ· by f(IP() but ,:]so through IPKC (intelk:rtu.al Property Korea 
Center), located in Vienna, VA. which fwictions as a PCT Help Desk for PCT applicants. 

Homepage: http:/iwww .ipkccnter.com 
Email: ipkc@ipkccnter_com 
Phone: + l 7()3 388 1066 
Fax: + 1 703 388 1084 

Notes to Form PCT/ISA/220 (July 2010) 

i 
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PCT/lJ S2H 11/065069 

P4t624FCJ. 

PAT.ENT COOPERAT'ION TREATY 

PCT 
INTERNATIONAL SEARCH Ri:-~PORT 

FOR "FURTHER 
ACTION 

' ' ' i 
i 

lnierna.t!t:twl a_pph,;,,:ahon No 
-------------------+-~ i 

T!!tt:rnad~,n11i fihng datt: (J,0v/mo11lh/~ve1u) 1. (Earhe~t> Priority Dat1:. (r.:lav/N-:.otifh,)1eo.rJ i 

' PCT/US20l l/065069 15 DECEMBER 2011 {15.12.2011) : ; 
: : 
! : 

Applicant 

I.NT.EL CORPORATION ct al 

This lntcrnational search r~pcrt h.:-is be~n prcp;:rrcd by this lnt~'.rnat.:.ona1 St;an:hing /\uthority an.J is transn1ittcd to the applii::ant ace-ordir:.g. 
tf, Art~ds:: 18 .A copy J:; ht·3ng tnu;~nt~Hcd tn tht' lnrernat:~:inal Bureau 

3 
CJ i~ :s also uccnmpa..-riitd by a copy of each_ prior mi dccurnent cited m this report. 

1. RJ:;;is of tt., rqm~·t 
\Vith regard tf; the: a~ngu.age, th-:: inlcn,;,jt.ltnc~tl s.e.an:h v,.':!S carried out .:1n fhc be:.sis of 

c. I ! Vl!lh E.:gaH! ~u auy :nud~u.Udt: ~11at-'u,· :.HU~IH) s.ch:l :ieffB:ence dJsdtJ:-.,!d :n r.he lnt~rnationai a._ppU~-atioH .. St;c Bo:,.,. No. 

?. [] C,;rt~in .:hims we,e fomHl nns,,~rd1:,hlt- \See Bos: No. ll} 

3. [J Unity cf mvcnticn 1:, la dung: (:See !:ln:,: Na !H) 

the applicant 

5. \\lith rcgo_rd to r.hc ~bstract. 

LJ the t,exl is approved as 5uhrnitted hy th~ zp_pl~.,_·.aH~ 

LJ the :ext ha;; been ~~::,tab!ished, u~;,.•-t,;r·Clng to f-tuk"': 38.2. by thi:i 1\.uthorit)' as it ~ppe~:rs :n Box .'~-lo !"V. Th,;: a.pphcant 

nrny. \1i~\h~n one HE1t1fr: frorn tht! iiati.: ,)f rn.ailing of this intcrnor,lo[:,:1 5car·.·J1 repe;rL :;uhm~t cnu.2n1:~t;;is lo thls- ,:..-..nhc,,ity. 

6. With :regard to the drawings, 

a. the figure of the drawings to be published with the abstract iB Figure No. 1 
~ as suggested by the appfo:ant. 

Das selected by thi's Authority, because the applicant falled to rugge:,t a figllre. 

D 11s selected by this Auihoricy, because this figure better characterizes the invention. 

b. D none oftl1e figure is to be published with the abstract. 

Form PCT/lSAJ2iO (first sheet} (July 2009) 
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PCT/US2011/06506.9 
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Applicant's or agent's file rele1ence 

P4l624PCT 

FOR FURTHl<'.R AC.'TION 
See paragraph 2 below 

1ntemational application No. 

PCT/US2011i065069 
lntematioual Patent Clas~ification (lPC} or both national classification and Jl-'C 

HfJ4L 9!14(J.(J(J6. 0l)i, NQ4L 9/31(2006.IJJ)i 

------------------------ ---------- --- --- -------------Applicant 

L"lTEL CORPORATION et al 

1. This opinion contains indications relnting to the folkrwing i,ems: 

[8J BoxNo.J i3asis of the opinion 

□-1 Box No. lJ Prionty 

f ! Box No. Ill 

r·7 Box No. lV 

Nl1U•e;;tablishment of opinion with n:gard to novel ty, .invemivc ste_p and industriai applicability 

Lack of unity of iJ1veminn 

IS] f:lo.: Ne. V Reasoned statcmc11t uniter Rule 43bis. 1 (a)(i) w ith regard to novelty , invcmivc step or indu,tri.al. applicability, 
<.;itatfor~ and explanations supporting su,:h ~iaternent 

□ 
l61 
□ 

Box No. v r Cenain dncuini::nts c,ted 

Box No . Vl! Ccr:ain defect~ in the in,ernationai application 

Box No. V HI Certain observations on the intcrna1iv11al app!icnrion 

2 . FURTH.ER Al.'TlON 
Ifa demand for international prdiminary examination i;; made, this opinion will be considered to be a written opiainn o f the 
lntemalionai Preliminary Examining Authority ("lPcA'') except thllt this does not apply where the applicr.nt chooses au Authority 
other than !his one to be the IPEA and the chosen IP.EA ha., n,otitied the Jniemational .Sl!l'eau under Rule 66. lbis(b) that written 
opinions of this ln!emational Searching Auth,,r.ity will no! bo so considered. 

lfthi~ opif'jon is, as provid•~d ;;hove, considc«;:.d to be a VvTitt~n opinion of the !PEA, the applicant is invited to sul>mit to the 
IPEA a written reply togcth(:r. where appropriate, ·with amendments, before the expi..'<l!ion of 3 months from the dllte of maiiing 
of Form PCT/!SA/220 0 1 before the cxr,iratiou uf22 months from the priority date, whichever cxp!res later. 
Fm- fortlit:r optit1ns, .see Fonn PCT/!S,-V220. 

·-······ .. ------------------------ ------- -------------------' 
Name and mailing addrcss·ofthe. iSA/KR 

G 
Korean lntc!ixtw,! Property Office 

. l~9 C hecngsa•rn, Sco•gu. Daejcon 
M.etropolitan Ci;y, 3 02- 70 l . 
RepubHc c, f K.me;; 

fijCStmiie No. !12•42-472-7140 

Form PCT/lSA/2.37 (cover sheet) (Juiy 20 11) 

Date cf completion of this opinion Aulhcrizs:<l oflh-.er 

29 All GUST 20 l '.?. (.29.08.20 i2) Lee Hyoung ll 

T c!cphone No.82-42-4$ ! •8 l99 
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WRITTEN OPINION OF TI-IE 
INTERNATIONAL SEARCHING AUTHORITY 

Box No. I Basis of this opinion 

1. With regard io the language, this opinion has been established. on tlle bas.is of: 

[;8J the international application in the language in which it was flied 

International applica(ion No 

PCT/US20l 1/065069 

D a translation of the internati{!nal application into _______________ , which is the language ofa 
translation furnishe.d for the purposes of international search (Rules l 2.3(a) and 23 .1 (b)) 

2. C This opinion ha~ been established taking into account the rectification of an obvious mistake authorized by or notified 
to th.is Authority under Rule 91 (Ruk 43bis. l(a}) 

3. With regard to any nucleotide and/or amino acid se,1mrnr.e disclosed in the international application, this opinion has been 
established on the basis of: 

a a sequence listing filed or furnished 

D onpaper 

D in electronic form 

b. time of filing or furnishing 

0 contained in t.'ic international application as filed. 

D filed togelher with the international application in electronic fonn. 

O furnished subsequently to this Auil1ority for the purposes of search. 

4. D In addihon, in the case that more than one version or oopy ofa sequence listing has been filed or famished, the required 

statements that the infonnation in the subsequent or additioanl copies is identical to that in tb.e application as filed or does 

not go beyond the application as filed, as apprnpriate, were furnished. 

5. Additional comments: 

; 

' ' 
'--------------------------------------------·-...J 
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\\'IDTTEN OPlNiON OF THE 
INTERNA TlONA L SEAT{('I-HNG A UTHOR!TV PCT/US2011/065069 

11,,,c No. V Renrnned statem,r;t undR't' Rui~ 4.HJi,.i{,~J(i) witl; regi;ni to nov~H:,,, ,nventive step ur indust,i,d i<pp!i{'abiiity; 
citations auil expl:rn:ifoms ~upµurting im,h statemu,t 

Siale:n~nl 

Cta,m:; 

NONE 

Cia1rn~ 33-34,37-47 

Dl: {"", ?i'l11-02'."5El2;3 Al (BCUA\' Ri'.\N SAP IN el ,d ) 22 St·pt,'.!iln<"r 2(:1 l 
DJ- LS ~tHYJ-U:!12.?68 Al (D/\.VIlJ DUl{!-lAM e·~ al.) ~9 SeptcmteT ~~005 
DJ: US 20l0·-02SS5~G i\ l (SHAII F/\t(AS et ,d,) 25 ~.\r:t:.mbet 2010 
r:,4, T.:S i.0u6---,)\;/)t /:<1 A1 (Rt:ER MARK) 14 Febr:.~.:u-y 20~}8 

} __ J Indc:pendent C!J[m 16 

NO 

YES 

NO 

Claim lG rciates tn a :fa:~t-1:n(i p~:rfcrEtiw:; Lti~ fun,,J io1ts df the aµµs:tratu.s a,.:cording tc• claLrn 1. c.:_.::1im JS 

is considered to lack an inventive step under PCT Article 33(3), because the subject matter of claim 

1 is conside1·etl to iack an inventive step under PCT Article 33(3L 

[Continued on Supplemental Box] 

Form PCT/ISA/237 {Box No. V) (July 201 l) 
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WRITTEN OPJNION OF THE 
INTERNATIONAL SEARCHL"iG AUTHORITY 

Box No. VH Certain defects in the international appliution 

International application No. 

PCT/US2011/065069 

The following defe,:ts in the form or contents of the intematicmaJ application have been noted: 

Claims 35-36 and 46-47 do not comply with PCT Rule 6.4(a) because the multiple dependent claims don'! rder to other claims in 
the alternative way. 
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WR!TIE:N OPINION OF THE 
INTERNATIONAL SF.ARCHING AUTHORITY PCT/lJS20 l l/065069 

in c;Ec fae spa-,e in ;,ny of the preceding boxes is not Hffidrnt. 
Cqntiw.w.tH)n. of· 

Cl2i;ns 17-~32, whi,:.il 2.re depenJcEt cm c!c~Jrr: lG. Jack an invfntiVG ~te1:i undc:r PCT i\rt.i(:!c. 33(3), because. 
T:-'!f~ ?,r\dli.ion;:d fr:?iture:, nf clc1lms 1?-3?. :~re 01r--r2ly m~rt0rs of desJgn op:..1r1n i.rhen the gf-Te~~~-li tE'chn}~-:~!i 

k.nc.1.rl,2di{~ aL-out tbs state :-;f thf: .art is used. 

The c1dditlon:~l f1::o.t1.ir~; of claim 33 dependent on clz.il:t 1~~.: is tLJt di:;closed 
duc:uEi:-->nts. nr.1r i}:; it .-,hvitJU'~ to :.=1 pP~_·son ski j ]e-d in 1h_p >fft b-y 1 ~v=~ d(°JCUffl(~'nt:s 

:::10vcl and in-.rcl"'.'CS an irn,,·entivc step undc:r PCT Article 33(2) .znd (.3). 

in any of th~ 1xr10r art 
il.ccurdingly clnim .3:~ is. 

cL1c1.:m,~•nis nor is lt -:,hvi,:;u~ :c, ;.;_ p~rso11 -skiii,::.d !nth(-~ ar? Ly th~ d(:icnments. ,tJ .. -cor,.ii1\gly. 

novc~l a:1d invclY'CS an ir:Yen"':i~/c step under PCT Articlf: ~~~1t:2) 2.r1cl (3). 

' . ....,,, . 
ctnl:Y ->+ lS 

Cla.lrr: 3:.5 rei:ites to .:-t source dc,rice rnclw~ing a plural: ty of instruction~ per-for.ming the e1ethod cf 
ci.:-1;ms 1(;--J2. C1ai:Ji :35 is 1:.,_)n;Sifl~rp,J to 1:1ck rm iriVf"nt 1te strp under PCT ,l.rJ..1'--:lc~ 33(3), }1tc:ca11sc the 
subjt2 Ct rru::t~rs of cl::irn.s lb--<:S:2 0.re cc;nsitered ~o le-~ck 0n ir~ve-nti-\'-? step under r~·CT A~·ticic 33(3). 

l 'l Indc:per:uc:nt C!airn 3G 

lt~1:1~ ~-':b rE'l2tcs t•.J 0:12 or mo.re mc:chine :-eadt1.ble mecti1 coa;prisinf; a pt1.~ral;ty of ~ns'!.":ructicms 
rv~rfc-t•min? thf'" methq;J .:_jf ;.:J2.;:T,s 1G--3'.:''.. CL1iD 36 is cuasidered tu l~~("~k (1n lnvea: i-.... i; ·step um-Jct PCT 
Article 33C"")), '."J':::c2:;se the subjc:,::t :-.:13tter~ of ciaims 16-<·t?. 2rc •.:Dnsidered to ;:_F:k Dn jn\~enti·ve s:ep 
ur>d'cr !YT Ai-, icit'. ~n(.3) 

1lte sl.lb_;;=~(.t. fftatt<'.::r of LldUH ;J7 diff~::-rs rr~;:c ;i;.~se pr1vl· art d1-/1J1m:T:Ls 1u gen.cratin~ a i1d5h coJe ~;_st~ 
fu:Jct ion ct tbe ::esslo:n key ;:r,nc! sending ~ cl _i~?n.t ,:crr:rle 1 .. i•:)n e;ess~ge- to the St::"'rVf~r rhJt ir:cluci~s th~ 
h.:.::sb i...'.L'(.h::: tc ind~'-~td(: '..he clir:~1t he:~: com;.:lctcd an iuiti~11 hu.1Kls.ha~•:c pnx:edtlr{;. Ar::d it is nc-t 0bvi0us 
~oz~ p~r:;~;n ~rk1l!ec! i-:-:1 the ~;rt b:,r thr: cto•::'nment:: !Z!kf~n a}one nr jE co,rn!)in~~-t1on. Ttw~·<=-fort:-, ·-:\;1i:r, ~;,~/ 
meets thr: r cqu i rcmen.t.s uJ PCT Art i c; t: 3-3( 2) ;~nd (3) with r 2SfkC t t G• fr:)\T 1 t y ;:EJJ inventive siei,1. 

l..-1.-::n1~s JS-45 arc depe:ad~::~!t on claim 37 .s.nd therefore mce:: :.Le 1··,:~quirei:1cn~~: Df PCT /~itic!e :;;J(2) 2nd 
(3). 

;,_,,;aln~ -46 rel~t~~~s tu a ·~n,xrct~ tk:vit:P incJud:ng a plur:~l lty nl ln~trut'i i_cPs pf•rft)Fnlr:_g tfw nwtlwd n[ 
cl8ixs :37-.:15. CL.1i:ti ~16 is ccu.sidcr(;d to be DOYf"·.! and to invoi'"'f.' an in-o.ret1tivc step tm.d;,.;t PCr .\rticJ~, 
:-r~(2) ~ind t:3), twc-'Llst~ thP suhj,:ct f'.(!1 ;_~rs r,f c.lain: ?'f-;4_.:) nu:· con:~idPrf'd t:•.:: :_12 r::uvel <"Hid to invoh,'t-~ .:~n 
inventive step under PCI Article 33(2) and (3). 

Claim 47 relates to one or more machine recidabie media compr1sir..g a plurality of instructions 
performing the method of claims 37-4-5. Claim 47 is considered to be novel and to involve an inventjve 
step under PCf Article 33(2) and (3), because the subject matters of claim 37--45 are considered to be 
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METHOD AND DEVICE FOR SECURE COMMUNICATIONS 

OVER A NETWORK USING A HARDWARE SECURITY ENGINE 

BACKGROUND 

Cryptographic communication protocols are used to establish a secure communication 

session between computing devices over an untrusted network or communication link. 

One commonly used cryptographic communication protocol is the Secure Sockets Layer 

(SSL) protocol. The SSL protocol, and the related Transport Layer Security (TLS) 

protocol, is used for many different types of secure communication sessions including, for 

example, secure web-browsing, ecommerce, secure upgrades, and other secure 

communication sessions between two computing devices on an untrusted network such as 

the Internet. Other communication protocols may utilize the SSL/TLS protocol to provide 

the underlying security. For example, the Hypertext Transfer Protocol Secure (HTTPS) 

uses SSL/TLS for encryption of messages between devices. Typically, the cryptographic 

security offered by the SSL/TLS protocols is done so in-band and performed at the 

software application level. 

Some computing and electronic devices utilize system-on-a-chip (SOC) designs due to 

their relatively small footprint. SOC devices are integrated circuits that incorporate 

various components, in addition to the processing core, of electronic systems on a single 

die. For example, an SOC may include a processor core, memory controller, video 

components, audio components, and/or communication components on a single chip. 

BRIEF DESCRIPTION OF THE DRAWINGS 

The invention described herein is illustrated by way of example and not by way of 

limitation in the accompanying figures. For simplicity and clarity of illustration, elements 

illustrated in the figures are not necessarily drawn to scale. For example, the dimensions 

of some elements may be exaggerated relative to other elements for clarity. Further, where 

considered appropriate, reference labels have been repeated among the figures to indicate 

corresponding or analogous elements. 

FIG. 1 is a simplified block diagram of at least one embodiment of a system for 

establishing a secure communication session between a client device having a system-on­

a-chip (SOC) and a server over a network; 

FIG. 2 is a block diagram of at least one embodiment of a security scheme for the system 

ofFIG. 1; 

- 1 -
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FIG. 3 is a simplified sequence diagram of at least one embodiment of a communication 

sequence of the client device and server of FIG. 1 to establish a secure communication 

session; and 

FIG. 4 is a simplified flow diagram of at least one embodiment of a method for 

establishing a secure communication session executed by the client device of FIG. 1. 

DETAILED DESCRIPTION OF THE DRAWINGS 

While the concepts of the present disclosure are susceptible to various modifications and 

alternative forms, specific exemplary embodiments thereof have been shown by way of 

example in the drawings and will herein be described in detail. It should be understood, 

however, that there is no intent to limit the concepts of the present disclosure to the 

particular forms disclosed, but on the contrary, the intention is to cover all modifications, 

equivalents, and alternatives consistent with the present disclosure and the appended 

claims. 

In the following description, numerous specific details such as logic implementations, 

opcodes, means to specify operands, resource partitioning/sharing/duplication 

implementations, types and interrelationships of system components, and logic 

partitioning/integration choices are set forth in order to provide a more thorough 

understanding of the present disclosure. It will be appreciated, however, by one skilled in 

the art that embodiments of the disclosure may be practiced without such specific details. 

In other instances, control structures, gate level circuits and full software instruction 

sequences have not been shown in detail in order not to obscure the invention. Those of 

ordinary skill in the art, with the included descriptions, will be able to implement 

appropriate functionality without undue experimentation. 

References in the specification to "one embodiment," "an embodiment," "an example 

embodiment," etc., indicate that the embodiment described may include a particular 

feature, structure, or characteristic, but every embodiment may not necessarily include the 

particular feature, structure, or characteristic. Moreover, such phrases are not necessarily 

referring to the same embodiment. Further, when a particular feature, structure, or 

characteristic is described in connection with an embodiment, it is submitted that it is 

within the knowledge of one skilled in the aii to effect such feature, structure, or 

characteristic in connection with other embodiments whether or not explicitly described. 

Embodiments of the invention may be implemented in hardware, firmware, software, or 

any combination thereof. Embodiments of the invention implemented in a computer 

-2-
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system may include one or more bus-based interconnects between components andior one 

or more point-to-point interconnects between components. Embodiments of the invention 

may also be implemented as instructions carried by or stored on a machine-readable 

medium, which may be read and executed by one or more processors. A machine-readable 

medium may be embodied as any device, mechanism, or physical structure for storing or 

transmitting information in a form readable by a machine (e.g., a computing device). For 

example, a machine-readable medium may be embodied as read only mem01y (ROM); 

random access memory (RAM); magnetic disk storage media; optical storage media; flash 

memory devices; mini- or micro-SD cards, memory sticks, electrical signals, and others. 

In the drawings, specific arrangements or orderings of schematic elements, such as those 

representing devices, modules, instruction blocks and data elements, may be shown for 

ease of description. However, it should be understood by those skilled in the a11 that the 

specific ordering or arrangement of the schematic elements in the drawings is not meant to 

imply that a particular order or sequence of processing, or separation of processes, is 

required. Further, the inclusion of a schematic element in a drawing is not meant to imply 

that such element is required in all embodiments or that the features represented by such 

element may not be included in or combined with other elements in some embodiments. 

In general, schematic elements used to represent instruction blocks may be implemented 

using any suitable form of machine-readable instruction, such as software or firmware 

applications, programs, functions, modules, routines, processes, procedures, plug-ins, 

applets, widgets, code fragments and/or others, and that each such instruction may be 

implemented using any suitable programming language, library, application programming 

interface (API), and/or other software development tools. For example, some 

embodiments may be implemented using Java, C++, and/or other programming languages. 

Similarly, schematic elements used to represent data or information may be implemented 

using any suitable electronic arrangement or structure, such as a register, data store, table, 

record, array, index, hash, map, tree, list, graph, file (of any file type), folder, directory, 

database, andior others. 

Further, in the drawings, where connecting elements, such as solid or dashed lines or 

arrows, are used to illustrate a connection, relationship or association between or among 

two or more other schematic elements, the absence of any such connecting elements is not 

meant to imply that no connection, relationship or association can exist. In other words, 

some connections, relationships or associations between elements may not be shown in the 

drawings so as not to obscure the disclosure. In addition, for ease of illustration, a single 

- 3 -

Petitioner Samsung Ex-1004, 0075



5 

15 

20 

25 

30 

WO 2013/089725 PCT /US2011/065069 

connecting element may be used to represent multiple connections, relationships or 

associations between elements. For example, where a connecting element represents a 

communication of signals, data or instructions, it should be understood by those skilled in 

the art that such element may represent one or multiple signal paths (e.g., a bus), as may be 

needed, to effect the communication. 

Referring now to FIG. 1, a system 100 for establishing a secure communication session 

includes a client device 102, a server 104, and a network 106. In operation, the client 

device 102 initiates a request for a secure communication session with the server 104 over 

the network 106. To establish the secure communication session, the client device 102 and 

the server 104 perform a cryptographic key exchange, such as a Diffie-Hellman or a 

Rivest-Shamir-Adleman (RSA) key exchange, to generate a secret symmetric session key. 

The secret symmetric session key may then be used to encrypt and decrypt messages 

between the client device 102 and the server 104. To ensure a secure communication 

session, the various keys and other cryptographic functions generated by the client device 

102 are done so within a security engine 110 of a system-on-a chip (SOC) 112 of the client 

device 102. The client device 102 maintains the keys in secrecy within a secure memory 

114 of the security engine 110. For example, the security engine 110 may include a 

security key 150, as discussed below, used to sign and/or otherwise encrypt other keys and 

messages. In this way, the client device 102 and server 104 may establish a secure 

communication session across the network 106 using out-of-band (i.e., not application 

level), hardware security features of the client device 102. In the illustrative embodiments 

described herein, the secure communication session is a Secure Sockets Layer (SSL) 

communication session, but the system 100 and features described herein may be used to 

establish other types of secure communication sessions in other embodiments. 

The client device 102 may be embodied as any type of computing device capable of 

communicating with the server 104 over the network 106. For example, the client device 

102 may be embodied as a set-top box, a digital television, a smartphone, a tablet 

computer, a laptop computer, a mobile internet device (MID), a desktop computer, or other 

device capable of communicating with the server 104. 

As discussed above, the client device 102 includes the SOC 112, which may be embodied 

as any type of system-on-a-chip device having various components and structures. In the 

illustrative embodiment of FIG. 1, the SOC 112 includes the security engine 110, a 

memory controller 116, a processor core 118, and a plurality of hardware peripherals 130, 

which are communicatively coupled to each other via a link 120. The link 120 may be 
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embodied as any type of interconnect such as a bus, point-to-point, or other interconnect 

capable of facilitating communication between the various components of the SOC 112. 

The hardware peripherals 130 may include any type of hardware peripheral component 

depending upon the intended functionality of the SOC 112. For example, in the illustrative 

5 embodiment, the hardware peripherals 130 include a demux 132 to separate audio and 

video content streams, video processing component(s) 134 to process video content, and 

audio processing component(s) 136 to process audio content. Of course, it should be 

appreciated that the hardware peripherals 130 of the SOC 112 have been simplified in the 

illustrative embodiment of FIG. 1 and that the SOC 112 may include additional, different, 

10 and/or greater detailed hardware peripherals 130, which are not illustrated in FIG. 1 for 

clarity of the disclosure. 

The security engine 110 may be embodied as a security co-processor or processing 

circuitry separate from the processor core 118. The security engine 110 includes the 

security key 150 and the secure memory 114, which is accessible only by the security 

15 engine 110. The security engine 110 stores the security key 150, and other cryptographic 

keys as discussed below, in the secure memory 114. In the illustrative embodiment, the 

security key 150 is provisioned during the manufacturing of the SOC 112, but may be 

generated by the SOC 112 during operation in other embodiments. For example, in some 

embodiments, the security key 150 is based on blown fuses within the security engine 110 

20 itself. Additionally or alternatively, the security engine 110 may include a key-generating 

module, such as a trusted platform module (TPM), to generate the security key 150. 

During use, the security engine 110 may use any number of security keys 150, which may 

be identical or different from each other. 

In some embodiments, the client device 102 may include additional components and 

25 structures other than the SOC 112 depending on the type and intended use of the client 

device 102. For example, in the illustrative embodiment of FIG. 1, the client device 102 

includes a system memory 160, a data storage 162, a communications output 164, and one 

or more input/output devices 166. The system memory 160 may be embodied as any type 

of main memory or data storage locations including, for example, dynamic random access 

30 memory devices (DRAM), synchronous dynamic random access memory devices 

(SDRAM), double-data rate synchronous dynamic random access memory device (DDR 

SDRAM), mask read-only memory (ROM) devices, erasable programmable ROM 

(EPROM), electrically erasable programmable ROM (EEPROM) devices, flash memory 

devices, and/or other volatile and/or non-volatile memory devices. 
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The data storage 162 may be embodied as any type of device or devices configured for the 

short-term or long-term storage of data such as, for example, memory devices and circuits, 

memory cards, hard disk drives, solid-state drives, or other data storage devices. The 

communications output 164 may be embodied as a simplified output or as various circuits 

and/or devices to facilitate, for example, communications with the server 104. For 

example, the communications output 164 (and/or communication circuitry within the SOC 

112) may use any suitable communication protocol such as Ethernet (i.e. the IEEE 802.3 

standard) or Wi-Fi@ (i.e., the IEEE 802.1 lstandard), and/or other communication protocols 

or standards. Additionally, the input/output devices 166 may be embodied as any type of 

I/O device for interacting with the client device 102. For example, the I/O devices 166 

may include output devices such as a display for displaying data on the client device 102, 

speakers for generating audio, and/or input devices such as a remote control receiver, a 

keyboard, a mouse, and/or the like. 

The server 104 may be embodied as any type of data server capable of establishing a 

secure communication session with the client device 102. As such, the server 104 may 

include various hardware and software components typically found in a server for 

communicating, maintaining, and transferring data over a network. For example, the 

illustrative server 104 includes a processor 180, a memory 182, and communication 

circuitry 184, which may be similar to such components found in other data servers. For 

example, the processor 180 may be embodied as any type of processor capable of 

executing software/firmware, such as a microprocessor, digital signal processor, 

microcontroller, or the like, and may include one or more processing cores. The mem01y 

182 may be embodied as any type of memory or data storage locations including, for 

example, dynamic random access memory devices (DRAM), synchronous dynamic 

random access memory devices (SDRAM), double-data rate synchronous dynamic random 

access memory device (DDR SDRAM), mask read-only memory (ROM) devices, erasable 

programmable ROM (EPROM), electrically erasable programmable ROM (EEPROM) 

devices, flash memory devices, and/or other volatile and/or non-volatile memory devices. 

The communication circuitry 184 may be embodied any type of circuitry and/or device to 

facilitate, for example, communications with the client device 102. For example, the 

communication circuitry 184 may support communication protocols such as Ethernet (i.e. 

the IEEE 802.3 standard) and/or Wi-Fi@ (i.e., the IEEE 802.1 lstandard), and/or other 

communication protocols or standards. 
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The network 106 may be embodied as any number of various wired and/or wireless 

networks. For example, the network 106 may be embodied as or otherwise include a local 

area network (LAN), a wide area network (WAN), and/or a publicly accessible, global 

network such as the Internet. Additionally, the network 106 may include any number of 

additional devices to facilitate communication between the client device 102 and the server 

104. As discussed above, in the illustrative embodiment, the client device 102 and the 

server 104 establish a SSL communication session over the network 106. However, other 

types of secure communication sessions may be established in other embodiments. 

Referring now to FIG. 2, as discussed in more detail below, the use of the security engine 

110 of the client device 102 to perform the cryptographic functions and store keying data 

associated with the establishment of the secure communication session allows the system 

100 to offer several different levels of security. The particular level of security used in the 

system 100 may depend upon various criteria such as the nature of the network 106, the 

importance of the data being transferred between the client device 102 and the server 104, 

and/or the like. For example, one illustrative security scheme 200 includes three different 

levels of security as shown in FIG. 2. At level O security, the client device 102 is 

configured to protect the client private device key (i.e., the security key 150), which is used 

for encrypting, signing, and verification functions as discussed in more detail below. 

At level 1 security, the client device 102 is configured to protect the session keys and 

related keys used for data encryption. For example, if an RSA key exchange is performed, 

the pre-master key and the master key (i.e., the session key) may be stored in the secure 

memory 114 of the security engine 110 of the SOC 112. Additionally, in some 

embodiments as discussed below, the master key may be stored in an encrypted or 

wrapped form (e.g., encrypted using the security key 150). In embodiments in which a 

Diffie-Hellman key exchange is used, the private Diffie-Hellman client key and/or shared 

secret key (i.e., the session key) may be stored in the secure memory 114 of the security 

engine 110 of the SOC 112. Again, in some embodiments, the private Diffie-Hellman 

client key and/or session key may be stored in an encrypted or wrapped form ( e.g., 

encrypted using the security key 150). 

Additionally, at level 2 security, the client device 102 may be configured to protect the 

data of the host application. For example, if the host application is being used to perform 

an e-commerce transaction, the bank account information used in such transaction may be 

encrypted using the security key 150 and stored in the secure memory 114. In this way, 

the bank account information is not available to the host application. Of course, it should 
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be appreciated that, in other embodiments, security schemes having more or fewer security 

levels may be used. 

Referring now to FIG. 3, in operation, the client device 102 and the server 104 establish a 

secure communication session using the security engine 110 of the client device 102 to 

perform various cryptographic functions and store keying data therein. To do so, the client 

device 102 and server 104 may perform a handshake session as shown in the 

communication sequence 300 of FIG. 3. To establish the secure communication session, a 

security engine driver 302 of the security engine 110 communicates with a firmware of the 

security engine 110 and a client secure communication application 304 executed on the 

client device 102. The client secure communication application 304 also communicates 

with a corresponding server secure communication application 306 executed on the server 

104. 

The communication sequence 300 begins with block 310 in which the client secure 

communication application 304 sends a ClientHello message to the server secure 

communication application 306 to request the initiation of a secure communication session. 

As discussed above, the secure communication session is a SSL session in the illustrative 

embodiment. To facilitate the request, the security engine driver 302 communicates with 

security engine 110 of the SOC 112 to request a random nonce from the security engine 

110 in block 312. The security engine 110 may use any suitable random number­

generating algorithm to generate the random nonce in block 312. The nonce is embodied 

as random or pseudo-random number intended to be used only once in cryptographic 

functions to thwart, for example, replay attacked. In the illustrative embodiment, the 

random nonce includes a 32-bit timestamp and a 28-byte random number. Of course, other 

numeric formats for the random nonce may be used in other embodiments. Regardless, it 

should be appreciated that because the random nonce is generated in the security engine 

110, the generation and storage of the random nonce is protected compared to generation 

of the nonce at, for example, the application level. 

The random nonce generated in block 312 is included in the ClientHello message sent to 

the server secure communication application 306 in block 310. Additionally, the 

ClientHello message may include a list of cipher suites, compression methods, and other 

cryptographic protocols or algorithms from which the server 104 may make a selection for 

use in establishing the secure communication session. In response to the secure 

communication session request, the server secure communication application 306 sends a 

ServerHello message in block 314. The ServerHello message may be substantially similar 
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to the ClientHello message. For example, in the illustrative embodiment, the ServerHello 

message includes a server random nonce generated by the server 104. Additionally, the 

ServerHello message includes the selection(s) of the cryptographic protocols andior other 

options made by the server 104 from the list included in the ClientHello message. The 

ServerHello message completes the session initiation phase (Phase 1) of the illustrative 

handshake session. 

In block 316, the server secure communication application 306 sends a server certificate to 

the client secure communication application 304. The server certificate, like the client 

ce1iificate discussed below, is typically generated by a certification authority organization, 

which acts as a third-party verifier of the authentication of the server 104. The server 

certificate may include unique identifier or number assigned to the server 104 by the 

certification authority organization to verify the server 104 to other devices on the network 

106. As such, in block 318, the client device 102 may verify the server certificate. In 

some embodiments, the client device 102 verifies the server certificate using a public 

certificate key issued by the certification authority organization. In such embodiments, the 

security engine 110 may store the public certificate key in the secure memory 114 in an 

unencrypted or encrypted state ( e.g., using the security key 150). 

To establish the secure communication session, the client device 102 and the server 104 

perform a key exchange to establish a shared secret key (i.e., a master or session key) in 

each of the client device 102 and server 104. The client device 102 and the server 104 may 

use any appropriate key exchange algorithm to effect the establishment of the shared 

secret. In the illustrative embodiment, the key exchange may be embodied as an RSA key 

exchange or a Diffie-Hellman key exchange. In embodiments wherein a RSA key 

exchange is used, the server secure communication application 306 performs a server RSA 

key exchange in block 320. In such embodiments, the server 104 may generate a 

temporary RSA public/private key pair and send the RSA public key to the client device 

102 in block 320. Such message may be signed by the server 104 and verified by the client 

device 102 using a public server key, which may be stored in the secure memory 114 as 

discussed above. 

Alternatively, the server secure communication application 306 may perform a server 

Diffie-Hellman key exchange in block 320. In such embodiments, the server 104 selects or 

otherwise generates the Diffie-Hellman global values (e.g., a prime number and a primitive 

root of the prime number), generates a private and public Diffie-Hellman server key, and 

sends the Diffie-Hellman global values and public Diffie-Hellman server key to the client 
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device 102 in block 320. Again, such message may be signed by the server 104 and 

verified by the client device 102 using a public server key. 

In some embodiments, the sever secure communication application 306 may send a client 

certification request in block 322. If so, the request may specify the types of certificates 

accepted by the server 104 ( e.g., the public key algorithm used), acceptable certificate 

authorities, and/or other certificate parameters. Subsequently, in block 324, the server 

secure communication application 306 sends a server completion message (a 

"ServerHelloDone" message) to the client secure communication application 304 to 

indicate that the server 104 has completed this phase of the handshake session. In the 

illustrative embodiment, no parameters or other data are required for the server completion 

message. The ServerHelloDone message completes the server authentication and key 

exchange phase (Phase 2) of the illustrative handshake session. 

After receiving the server completion message, the client secure communication 

application 304 initiates the client authentication and key exchange phase (Phase 3) of the 

handshake session by sending the client certificate in block 326. As discussed above, the 

client certificate is typically generated by the certification authority organization and may 

include a unique identifier or number assigned to the client device 102 by the certification 

authority organization to verify the client device 102 to other devices on the network 106. 

In some embodiments, the client certificate may be stored in the secure memory 114 of the 

security engine 110 of the SOC 112 in an unencrypted or encrypted state. Additionally, 

the client device 102 may use a private device key issued by the certification authority 

organization to sign the certificate prior to sending it to the server 104. 

In block 328, the client secure communication application 304 performs a client key 

exchange. Again, the client device 102 and the server 104 may use any appropriate key 

exchange algorithm to effect the establishment of the shared secret as discussed above. In 

embodiments wherein an RSA key exchange is used, the security engine 110 of the SOC 

112 of the client device 102 generates a random pre-master key in block 330. 

Illustratively, the pre-master key is embodied as a 48-byte random number, but other 

numeric formats may be used in other embodiments. In block 332, the pre-master key 

generated in block 330 is encrypted or otherwise wrapped using the server public key 

provided by the server in server authentication and key exchange phase (Phase 2). The 

encrypted pre-master key may be stored in the secure mem01y 114 of the security engine 

110 of the SOC 112 and sent to the server 104 in block 328. 
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Alternatively, in embodiments wherein a Diffie-Hellman key exchange is used, the 

security engine 110 generates, in block 334, a private Diffie-Hellman client key and a 

public Diffie-Hellman client key using the Diffie-Hellman global values received from the 

server 104 in block 320. The private Diffie-Hellman client key may be embodied as a 

5 random value generated by the security engine 110, while the public Diffie-Hellman client 

key is generated by the security engine 110 using the Diffie-Hellman global values 

received from the server 104. The private Diffie-Hellman client key may be stored in the 

secure memory 114 of the security engine 110. Of course, in some embodiments, the 

client device 102 may generate the Diffie-Hellman global values in block 334 and send 

10 such global values to the server 104 in block 328 to allow the server 104 to generate the 

public Diffie-Hellman server key based thereon. Regardless, in block 336, the security 

engine 110 of the SOC 112 signs the public Diffie-Hellman client key (and Diffie-Hellman 

global values if generated by the client device 102) in block 336 using the security key 150 

or other private client key of the security engine 110. The signed Diffie-Hellman 

15 parameters may be further encrypted using the public server key and sent to the server 104 

in block 328. 

In some embodiments, the client secure communication application 304 may send a client 

certification verification message to the sever secure communication application 306 in 

block 338. To do so, the security engine 110 generates a hash code based on the preceding 

20 message and signs the hash code using the security key 150 of the security engine 110 in 

block 340. The client device 102 sends the signed hash code to the server 104 in block 338 

as verification of the preceding message. It should be appreciated that such client 

certification verification messages may be used subsequent to any message sent to the 

server 104 from the client device 102 to provide an added level of security and verification 

25 to the secure communication session. The client ce11ification verification message in block 

338 completes the client authentication and key exchange phase (Phase 3) of the 

illustrative handshake session. 

In block 342, the client secure communication application 304 sends a change cipher 

specification message to the server secure communication application 306 to inform the 

30 server 104 that subsequent communications will use the agreed-upon cipher ( e.g., the 

generated session key). In block 344, the security engine 110 of the client device 102 

generates a session key (i.e., the "master" key). In embodiments wherein an RSA key 

exchange is used, the security engine 110 generates the session key as a function of the 

pre-master key generated in block 330. To do so, the security engine 110 calculates a hash 
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function of the pre-master key, the client random nonce generated in block 312, and the 

server random nonce received in block 314. Alternatively, in embodiments wherein a 

Diffie-Hellman key exchange is used, the security engine 110 generates the session key as 

a function of the Diffie-Hellman global values, the public Diffie-Hellman server key, and 

the private Diffie-Hellman client key. As discussed above, the session key is stored in the 

secure memory 114 of the security engine 110. 

In block 346, the security engine 110 generates a hash code of the session key, which may 

include additional padding depending on the type of hash function used. The hash code of 

the session key is sent to the server 104 for verification in a client-finished message in 

block 348. The hash code of the session key may be encrypted by the security engine 110 

using the public server key as discussed above. 

In response to the client-finished message, the server 104 sends a change cipher 

specification message that acknowledges the use of the agreed-upon cipher (e.g., the 

session key) in block 350. The server 104 also sends a server-finished message in block 

352 that includes a similar hash code of the session key for verification by the client device 

102. Assuming that the client device 102 and the server 104 verify the hash code of the 

session key, the handshake session is complete and each of the client device 102 and server 

104 have a shared secret session key that is used to encrypt and decrypt subsequent 

messages. Again, it should be appreciated that the security engine 110 of the SOC 112 of 

the client device 102 is used for all cryptographic functions and storage of sensitive keying 

data to provide hardware-based protection of the cryptographic keys and certificate keys 

used during the communication sequence 300. 

Referring now to FIG. 4, in use, the client device 102 may execute a method 400 to 

establish a secure communication session with the server 104. The method 400 begins 

with block 402 in which the security engine 110 of the SOC 112 of the client device 102 is 

provisioned. To do so, in one embodiment, the security engine 110 receives a client device 

certificate, a private client device key, and a public certification key. The client device 

certificate, the private client device key, and the public certification key are typically 

generated by the certification authority organization, which acts as a third-party verifier of 

the authentication of the client device 102 as discussed above. The client device certificate 

may include a unique device identifier or number assigned to the client device 102 by the 

certification authority organization to verify the client device 102 to other devices on the 

network 106. The private client device key may be used by the client device 102 to sign 

the client device certificate so as to authenticate the client device 102 to other devices as 
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discussed in more detail below. Conversely, the public certification key may be used by 

the client device 102 to verify certification of other devices on the network 106 by the 

certification authority organization. 

The security engine 110 encrypts the private client device key using the security key 150 

and stores the encrypted private client device key in the secure memory 114. The security 

engine 110 may also store the client device certificate and/or the public certification key in 

the secure memory 114. Additionally, in some embodiments, the security engine 110 may 

encrypt the client device certificate and/or the public certification key using the security 

key 150 stored in the security engine 110. 

After the security engine 110 has been provisioned in block 402, the client device 102 

determines whether to establish a secure communication session (e.g., an SSL session) 

with the server 104 in block 404. If so, in block 406, the security engine 110 generates a 

random nonce value. As discussed above, the security engine 110 may use any suitable 

random number-generating algorithm to generate the random nonce. In block 408, the 

client device 102 sends a request ( a ClientHello message) to initiate the secure 

communication session to the server 104. The request includes the random nonce 

generated in block 406 along with a list of cipher protocols, compression methods, and/or 

other cryptographic choices from which the server 104 may select. 

In block 410, the client device 102 completes the server authentication and server key 

exchange. In so doing, the client device 102 may receive a corresponding ServerHello 

message including a server random nonce, the server's 104 public key, and the server's 

104 selection of cryptographic choices presented in the ClientHello message. As discussed 

above, the server random nonce, along with the client random nonce, is used to generate 

the session key. As such, the security engine 110 may store the server random nonce in the 

secure memory 114. Additionally, in some embodiments, the security engine 110 may 

store the server certificate and/or other keying data in the secure memory 114. For 

example, in embodiments wherein an RSA key exchange is used, the security engine 110 

may store the public RSA key received from the server in the secure memory 114. 

Alternatively, in embodiments wherein a Diffie-Hellman key exchange is used, the 

security engine 110 may store the Diffie-Hellman global values and/or public Diffie­

Hellman server key in the secure memory 114. 

In block 414, the client 104 determines whether the server 104 is successfully 

authenticated. If not, the method 400 loops back to block 404 in which the client device 

102 may reattempt to establish a secure communication session with the server 104. 

- 13 -

Petitioner Samsung Ex-1004, 0085



WO 2013/089725 PCT /US2011/065069 

However, if the server 104 is successfully authenticated, the method 400 advances to bock 

416 in which the client device 102 sends the server 104 the client certificate. If the client 

certificate has been encrypted (e.g., using the secure key 150), the security engine 110 

dec1ypts the client certificate and signs the client certificate using the private client device 

5 key. 

In block 418, the client 104 completes the client key exchange using the security engine 

110 to maintain the security of the keying functions. For example, if a RSA key exchange 

was selected, the security engine 110 generates the pre-master key and encrypts the pre­

master key using the server public key received in block 410 prior to sending the encrypted 

10 pre-master key to the server 104 in block 420. Alternatively, if a Diffie-Hellman key 

exchange was selected, the security engine 110 generates the public and private Diffie­

Hellman client keys using the Diffie-Hellman global values received from the server 104 

in block 410. The security engine 110 may sign the public Diffie-Hellman client key using 

the security key 150 or the public client device key provisioned in block 402. The client 

15 device 102 sends the signed public Diffie-Hellman client key to the server 104 in block 

422. The keys and related keying data generated during the client key exchange may be 

stored in the secure memory 114 in an encrypted state (using the security key 150) or an 

unencrypted state. 

In block 424, the client device 102 determines whether the client device 102 has been 

20 successfully authenticated by the server 104. If not, the method 400 loops back to block 

404 in which the client device 102 may reattempt to establish a secure communication 

session with the server 104. However, if the client device 102 is successfully 

authenticated, the method 400 advances to bock 426 in which the client device 102 

confirms the cipher suite with the server 104 by informing the server 104 that subsequent 

25 messages will use the agreed-upon cryptographic protocols. In so doing, the security 

engine 110 may generate the master or session key. To do so, in embodiments wherein an 

RSA key exchange is used, the security engine 110 calculates a hash function of the pre­

master key, the client random nonce generated in block 406, and the server random nonce 

received in block 410. Alternatively, in embodiments wherein a Diffie-Hellman key 

30 exchange is used, the security engine 110 generates the session key as a function of the 

Diffie-Hellman global values, the public Diffie-Hellman server key, and the private Diffie­

Hellman client key. Once generated, the security engine 110 of the SOC 112 may store the 

session key in the secure memory 114 of the security engine 110. In some embodiments, 
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the session key may be encrypted using the security key 150 while stored in the secure 

memory 114. 

In block 428, the security engine 110 generates a hash function of the session key, which is 

sent to the server 104 for verification in a client finished message. Again, the hash code of 

the session key may be encrypted by the security engine 110 using the public server key as 

discussed above. In response, the server 104 confirms the cipher suite with the client 

device 102 to acknowledge the agreed-upon cipher (e.g., the session key). The server 104 

also sends a server finished message that includes a similar hash code of the session key 

for verification by the client device 102. Assuming that the client device 102 and the 

server 104 verify the hash code of the session key, the handshake session is complete and 

each of the client device 102 and server 104 have a shared secret session key that is used to 

encrypt and decrypt subsequent messages. 

While the disclosure has been illustrated and described in detail in the drawings and 

foregoing description, such an illustration and description is to be considered as exemplary 

and not restrictive in character, it being understood that only illustrative embodiments have 

been shown and described and that all changes and modifications consistent with the 

disclosure and recited claims are desired to be protected. 
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CLAIMS: 

1. A system-on-a-chip apparatus comprising: 

a system-on-a-chip comprising a security engine having a secure memory 

accessible only by the security engine, the security engine to: 

generate a random nonce for initiating a request for a secure communication 

session with a server over a network using the nonce; 

perform a cryptographic key exchange with the server to generate a symmetric 

session key to encrypt messages sent to the server and decrypt messages received from the server 

during the secure communication session; 

10 store the session key in the secure memory, 

the system-on-a-chip to establish the secure communication session with the 

server over the network using the session key. 

2. The system-on-a-chip apparatus of claim 1, wherein the system-on-a-chip 

15 to establish a Secure Sockets Layer communication session with the server over the network 

using the session key. 

3. The system-on-a-chip apparatus of claim 1, wherein the security engine to 

receive a server nonce from the server in response to the request for the secure communication 

20 session, the response message including a server nonce and store the server nonce in the secure 

memory. 

25 

30 

4 The system-on-a-chip apparatus of claim 1, wherein the security engine to 

receive a server certificate from the server and store the server certificate in the secure memory. 

5 The system-on-a-chip apparatus of claim 1, wherein the security engine to 

perform a Rivest-Shamir-Adleman key exchange with the server to generate the symmetric 

session key. 

6. The system-on-a-chip apparatus of claim 5, wherein the security engine to 

generate a pre-master key, encrypt the pre-master key using a security key of the security engine, 

and send the encrypted pre-master key to the server. 

- 16 -

Petitioner Samsung Ex-1004, 0088



5 

WO 2013/089725 PCT /US2011/065069 

7. The system-on-a-chip apparatus of claim 6, wherein the security engine to 

wrap the pre-master key using a server public key and store the wrapped pre-master key in the 

secure storage. 

8. The system-on-a-chip apparatus of claim 6, wherein the security engine to 

generate the session key as a function of the pre-master key. 

9. The system-on-a-chip apparatus of claim 8, wherein the security engine to 

calculate a hash function as a function of the random nonce generated by the security engine and 

10 a nonce received from the server. 

15 

10. The system-on-a-chip apparatus of claim 5, wherein the security engine to 

receive a public Rivest-Shamir-Adleman server key from the server and store the public Rivest­

Shamir-Adleman server key in the secure memory. 

11. The system-on-a-chip apparatus of claim 1, wherein the security engine to 

perform a Diffie-Hellman key exchange with the server to generate the symmetric session key. 

12. The system-on-a-chip apparatus of claim 11, wherein the security engine 

20 to generate a public Diffie-Hellman client key and a private Diffie-Hellman client key, sign the 

public Diffie-Hellman client key using a security key of the security engine, and send the signed 

public Diffie-Hellman key to the server. 

13. The system-on-a-chip apparatus of claim 12, wherein the security engine 

25 to receive a public Diffie-Hellman server key from the server and generate the session key as a 

function of the private Diffie-Hellman client key and the public Diffie-Hellman server key. 

30 

14. The system-on-a-chip apparatus of claim 13, wherein the security engine 

to use the session key to encrypt a subsequent message sent from the client device to the server. 

15. The system-on-a-chip apparatus of claim 11, wherein the security engine 

to receive Diffie-Hellman global values and a public Diffie-Hellman server key from the server 

and store at least one of the Diffie-Hellman global values and the public Diffie-Hellman server 

key in the secure storage. 

- 17 -
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16. A method comprising: 

generating a random nonce in a security engine of a system-on-a-chip of a client 

device; 

initiating, using the client device, a request for a secure communication session 

5 with a server over a network, the request including the random nonce; 

performing a cryptographic key exchange, using the security engine of the 

system-on-a-chip, with the server to generate a symmetric session key to encrypt messages sent 

to the server and decrypt messages received from the server during the secure communication 

session; 

10 storing the session key in a secure memory of the security engine of the system-

15 

20 

25 

on-a-chip; and 

establishing, using the client device, the secure communication session with the 

server using the session key. 

17. The method of claim 16, wherein initiating a request for a secure 

communication session comprises initiating a request for a Secure Sockets Layer communication 

session. 

18. The method of claim 16, further comprising: 

receiving a response message from the server in response to the request for a 

secure communication session, the response message including a server nonce, and 

storing the server nonce in the secure memory of the security engine of the 

system-on-a-chip. 

19. The method of claim 16, wherein initiating a request for a secure 

communication session comprises sending a ClientHello message, including the nonce, to the 

server; and further comprising: 

receiving a ServerHello message from the server, the ServerHello message 

including a server nonce; and 

30 storing the server nonce m the secure memory of the security engine of the 

system-on-a-chip. 

- 18 -
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20. The method of claim 16, further comprising receiving a server certificate 

from the server and storing the server certificate in the secure memory of the security engine of 

the system-on-a-chip of the client device. 

21. The method of claim 16, wherein performing the cryptographic key 

exchange with the server comprises performing a Rivest-Shamir-Adleman key exchange, using 

the security engine of the system-on-a-chip, with the server. 

22. The method of claim 21, wherein performing the Rivest-Shamir-Adleman 

10 key exchange with the server comprises: 

15 

20 

25 

30 

generating a pre-master key in the security engine; 

encrypting the pre-master key using a security key of the security engine; and 

sending the encrypted pre-master key to the server. 

23. The method of claim 22, further comprising: 

wrapping the pre-master key in the security engine of the system-on-a-chip using 

a server public key, and 

storing the wrapped pre-master key in the secure storage of the security engine of 

the system-on-a-chip. 

24. The method of claim 22, wherein performing the Rivest-Shamir-Adleman 

key exchange with the server comprises generating the session key in the security engine of the 

system-on-a-chip as a function of the pre-master key. 

25. The method of claim 24, wherein generating the session key in the 

security engine comprises calculating, using the security engine of the system-on-a-chip, a hash 

function as a function of the random nonce generated by the security engine and a nonce 

received from the server. 

26. The method of claim 21, wherein performing the Rivest-Shamir-Adleman 

key exchange with the server comprises: 

receiving a public Rivest-Shamir-Adleman server key from the server; and 

storing the public Rivest-Shamir-Adleman server key in the secure memory of the 

security engine of the system-on-a-chip. 

- 19 -
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27. The method of claim 16, wherein performing the cryptographic key 

exchange with the server comprises performing a Diffie-Hellman key exchange, using the 

security engine of the system-on-a-chip, with the server. 

28. The method of claim 27, wherein performing a Diffie-Hellman key 

exchange with the server comprises: 

generating, in the security engine of the system-on-a-chip, a public Diffie­

Hellman client key and a private Diffie-Hellman client key; 

signing the public Diffie-Hellman client key using a security key of the security 

engine of the system-on-a-chip; and 

sending the signed public Diffie-Hellman key to the server. 

29. The method of claim 28, wherein performing a Diffie-Hellman key 

15 exchange with the server comprises: 

20 

receiving a public Diffie-Hellman server key from the server; 

generating, in the security engine of the system-on-a-chip, the session key as a 

function of the private Diffie-Hellman client key and the public Diffie-Hellman server key. 

30. The method of claim 29, wherein performing a Diffie-Hellman key 

exchange with the server comprises using the session key to encrypt a subsequent message sent 

from the client device to the server. 

- 20 -
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31. The method of claim 27, wherein performing a Diffie-Hellman key 

exchange with the server comprises: 

receiving Diffie-Hellman global values and a public Diffie-Hellman server key 

from the server, and 

5 storing at least one of the Diffie-Hellman global values and the public Diffie-

Hellman server key in the secure storage of the security engine of the system-on-a-chip. 

32. The method of claim 16, further comprising: 

retrieving a client certificate stored on the client device; 

10 signing a client certificate using a security key stored in a secure memory of the 

15 

security engine of the system-on-a-chip; and 

sending the client certificate to the server. 

33. The method of claim 16, further comprising: 

generating, in the security engine of the system-on-a-chip, a hash code of a 

preceding message sent from the client to the server; 

signing the hash code using a security key stored in a secure memory of the 

security engine; and 

sending a client certificate verification message to the server, the client certificate 

20 verification message including the signed hash code. 

- 21 -
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34. The method of claim 16, wherein establishing the secure communication session 

comprises: 

generating, in the security engine, a hash code as a function of the session key; 

and 

sending a client completion message that includes the hash code to the server to 

indicate the client has completed an initial handshake procedure. 

35. A source device comprising: 

a system-on-a-chip having a security engine, the system-on-a-chip including a 

10 plurality of instructions that when executed results in the system-on-a-chip performing the 

method of claim 16-34. 

36. One or more machine readable media comprising a plurality of 

instructions that in response to being executed by a client device result in the client device 

15 performing the method of claims 16-34. 

20 

37. A method comprising: 

generating a random nonce in a security engine of a system-on-a-chip of a client 

device; 

initiating, using the client device, a request for a Secure Sockets Layer 

communication session with a server over a network, the request including the random nonce; 

performing a cryptographic key exchange, using the security engine of the 

system-on-a-chip, with the server to generate a symmetric session key to encrypt messages sent 

to the server and decrypt messages received from the server during the Secure Sockets Layer 

25 communication session; 

30 

storing the session key in a secure memory of the security engine of the system­

on-a-chip; and 

generating, in the security engine, a hash code as a function of the session key; 

and 

sending a client completion message to the server that includes the hash code to 

indicate the client has completed an initial handshake procedure. 

- 22 -
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38. The method of claim 37, wherein performing the cryptographic key 

exchange with the server comprises performing a Rivest-Shamir-Adleman key exchange, using 

the security engine of the system-on-a-chip, with the server. 

39. The method of claim 38, wherein performing the Rivest-Shamir-Adleman 

key exchange with the server comprises: 

generating a pre-master key in the security engine; 

encrypting the pre-master key using a security key of the security engine; and 

sending the encrypted pre-master key to the server. 

40. The method of claim 39, further comprising: 

wrapping the pre-master key in the security engine using a server public key, and 

storing the wrapped pre-master key in the secure storage of the security engine of 

the system-on-a-chip. 

41. The method of claim 39, wherein performing the Rivest-Shamir-Adleman 

key exchange with the server comprises generating the session key in the security engine of the 

system-on-a-chip as a function of the pre-master key. 

42. The method of claim 41, wherein generating the session key in the 

security engine comprises calculating, using the security engine of the system-on-a-chip, a hash 

function as a function of the random nonce generated by the security engine and a nonce 

received from the server. 

43. The method of claim 37, wherein performing the cryptographic key 

exchange with the server comprises performing a Diffie-Hellman key exchange, using the 

security engine of the system-on-a-chip, with the server. 

44. The method of claim 43, wherein performing a Diffie-Hellman key 

30 exchange with the server comprises: 

generating, in the security engine of the system-on-a-chip, a public Diffie­

Hellman client key and a private Diffie-Hellman client key; 

signing the public Diffie-Hellman client key using a security key of the security 

engine of the system-on-a-chip; and 

- 23 -
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sending the signed public Diffie-Hellman key to the server. 

45. The method of claim 44, wherein performing a Diffie-Hellman key 

exchange with the server comprises: 

5 receiving a public Diffie-Hellman server key from the server; 

generating, in the security engine of the system-on-a-chip, the session key as a 

function of the private Diffie-Hellman client key and the public Diffie-Hellman server key. 

46. A source device comprising: 

10 a system-on-a-chip having a security engine, the system-on-a-chip including a 

plurality of instructions that when executed results in the system-on-a-chip performing the 

method of claim 37-45. 

47. One or more machine readable media comprising a plurality of 

15 instructions that in response to being executed by a client device result in the client device 

performing the method of claims 37-45. 

- 24 -
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(57) Abstract: A method, device, and system for establishing a secure communication session with a server includes initiating a re -
quest for a secure communication session, such as a Secure Sockets Layer (SLL) communication session with a server using a nonce 
value generated in a seclllity engine of a system-on-a-chip (SOC) of a client device. Additionally, a cryptographic key exchange is 
performed between the client and the server to generate a symmetric session key, which is stored in a secure storage of the security 
engine. The cryptographic key exchange may be, for example, a Rivest-Shamir-Adleman (RSA) key exchange or a Diffie-Hellman 
key exchange. Private keys and other data generated during the CT}J>tographic key exchange may be generated and/or stored in the 
security engin e. 
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METHOD AND DEVICE FOR SECURE COMMUNICATIONS 

OVER A NETWORK USING A HARDWARE SECURITY ENGINE 

BACKGROUND 

Cryptographic communication protocols are used to establish a secure communication 

session between computing devices over an untrusted network or communication link. 

One commonly used cryptographic communication protocol is the Secure Sockets Layer 

(SSL) protocol. The SSL protocol, and the related Transport Layer Security (TLS) 

protocol, is used for many different types of secure communication sessions including, for 

example, secure web-browsing, ecommerce, secure upgrades, and other secure 

communication sessions between two computing devices on an untrusted network such as 

the Internet. Other communication protocols may utilize the SSL/TLS protocol to provide 

the underlying security. For example, the Hypertext Transfer Protocol Secure (HTTPS) 

uses SSL/TLS for encryption of messages between devices. Typically, the cryptographic 

security offered by the SSL/TLS protocols is done so in-band and performed at the 

software application level. 

Some computing and electronic devices utilize system-on-a-chip (SOC) designs due to 

their relatively small footprint. SOC devices are integrated circuits that incorporate 

various components, in addition to the processing core, of electronic systems on a single 

die. For example, an SOC may include a processor core, memory controller, video 

components, audio components, and/or communication components on a single chip. 

BRIEF DESCRIPTION OF THE DRAWINGS 

The invention described herein is illustrated by way of example and not by way of 

limitation in the accompanying figures. For simplicity and clarity of illustration, elements 

illustrated in the figures are not necessarily drawn to scale. For example, the dimensions 

of some elements may be exaggerated relative to other elements for clarity. Further, where 

considered appropriate, reference labels have been repeated among the figures to indicate 

corresponding or analogous elements. 

FIG. 1 is a simplified block diagram of at least one embodiment of a system for 

establishing a secure communication session between a client device having a system-on­

a-chip (SOC) and a server over a network; 

FIG. 2 is a block diagram of at least one embodiment of a security scheme for the system 

ofFIG. l; 

- 1 -
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FIG. 3 is a simplified sequence diagram of at least one embodiment of a communication 

sequence of the client device and server of FIG. 1 to establish a secure communication 

session; and 

FIG. 4 is a simplified flow diagram of at least one embodiment of a method for 

establishing a secure communication session executed by the client device of FIG. 1. 

DETAILED DESCRIPTION OF THE DRA. WINGS 

While the concepts of the present disclosure are susceptible to various modifications and 

alternative forms, specific exemplary embodiments thereof have been shown by way of 

example in the drawings and will herein be described in detail. It should be understood, 

however, that there is no intent to limit the concepts of the present disclosure to the 

particular forms disclosed, but on the contrary, the intention is to cover all modifications, 

equivalents, and alternatives consistent with the present disclosure and the appended 

claims. 

In the following description, numerous specific details such as logic implementations, 

opcodes, means to specify operands, resource partitioning/sharing/duplication 

implementations, types and interrelationships of system components, and logic 

partitioning/integration choices are set forth in order to provide a more thorough 

understanding of the present disclosure. It will be appreciated, however, by one skilled in 

the art that embodiments of the disclosure may be practiced without such specific details. 

In other instances, control structures, gate level circuits and full software instruction 

sequences have not been shown in detail in order not to obscure the invention. Those of 

ordinary skill in the art, with the included descriptions, will be able to implement 

appropriate functionality without undue experimentation. 

References in the specification to "one embodiment," "an embodiment," "an example 

embodiment," etc., indicate that the embodiment described may include a pa1iicular 

feature, structure, or characteristic, but every embodiment may not necessarily include the 

particular feature, structure, or characteristic. Moreover, such phrases are not necessarily 

referring to the same embodiment. Fmiher, when a particular feature, structure, or 

characteristic is described in connection with an embodiment, it is submitted that it is 

within the knowledge of one skilled in the art to effect such feature, structure, or 

characteristic in connection with other embodiments whether or not explicitly described. 

Embodiments of the invention may be implemented in hardware, firmware, software, or 

any combination thereof. Embodiments of the invention implemented in a computer 

-2-
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system may include one or more bus-based interconnects between components and/or one 

or more point-to-point interconnects between components. Embodiments of the invention 

may also be implemented as instructions carried by or stored on a machine-readable 

medium, which may be read and executed by one or more processors. A machine-readable 

medium may be embodied as any device, mechanism, or physical structure for storing or 

transmitting information in a form readable by a machine (e.g., a computing device). For 

example, a machine-readable medium may be embodied as read only memory (ROM); 

random access memory (RAM); magnetic disk storage media; optical storage media; flash 

memory devices; mini- or micro-SD cards, memory sticks, electrical signals, and others. 

In the drawings, specific arrangements or orderings of schematic elements, such as those 

representing devices, modules, instruction blocks and data elements, may be shown for 

ease of description. However, it should be understood by those skilled in the art that the 

specific ordering or arrangement of the schematic elements in the drawings is not meant to 

imply that a particular order or sequence of processing, or separation of processes, is 

required. Further, the inclusion of a schematic element in a drawing is not meant to imply 

that such element is required in all embodiments or that the features represented by such 

element may not be included in or combined with other elements in some embodiments. 

In general, schematic elements used to represent instruction blocks may be implemented 

using any suitable form of machine-readable instruction, such as software or firmware 

applications, programs, functions, modules, routines, processes, procedures, plug-ins, 

applets, widgets, code fragments and/or others, and that each such instruction may be 

implemented using any suitable programming language, library, application programming 

interface (API), and/or other software development tools. For example, some 

embodiments may be implemented using Java, C++, and/or other programming languages. 

Similarly, schematic elements used to represent data or information may be implemented 

using any suitable electronic arrangement or structure, such as a register, data store, table, 

record, array, index, hash, map, tree, list, graph, file ( of any file type), folder, directory, 

database, and/or others. 

Further, in the drawings, where connecting elements, such as solid or dashed lines or 

arrows, are used to illustrate a connection, relationship or association between or among 

two or more other schematic elements, the absence of any such connecting elements is not 

meant to imply that no connection, relationship or association can exist. In other words, 

some connections, relationships or associations between elements may not be shown in the 

drawings so as not to obscure the disclosure. In addition, for ease of illustration, a single 

- 3 -
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connecting element may be used to represent multiple connections, relationships or 

associations between elements. For example, where a connecting element represents a 

communication of signals, data or instructions, it should be understood by those skilled in 

the art that such element may represent one or multiple signal paths (e.g., a bus), as may be 

needed, to effect the communication. 

Referring now to FIG. 1, a system 100 for establishing a secure communication session 

includes a client device 102, a server 104, and a network 106. In operation, the client 

device 102 initiates a request for a secure communication session with the server 104 over 

the network 106. To establish the secure communication session, the client device 102 and 

the server 104 perform a cryptographic key exchange, such as a Diffie-Hellman or a 

Rivest-Shamir-Adleman (RSA) key exchange, to generate a secret symmetric session key. 

The secret symmetric session key may then be used to encrypt and decrypt messages 

between the client device 102 and the server 104. To ensure a secure communication 

session, the various keys and other cryptographic functions generated by the client device 

102 are done so within a security engine 110 of a system-on-a chip (SOC) 112 of the client 

device 102. The client device 102 maintains the keys in secrecy within a secure mem01y 

114 of the security engine 110. For example, the security engine 110 may include a 

security key 150, as discussed below, used to sign and/or otherwise encrypt other keys and 

messages. In this way, the client device 102 and server 104 may establish a secure 

communication session across the network 106 using out-of-band (i.e., not application 

level), hardware security features of the client device 102. In the illustrative embodiments 

described herein, the secure communication session is a Secure Sockets Layer (SSL) 

communication session, but the system 100 and features described herein may be used to 

establish other types of secure communication sessions in other embodiments. 

The client device 102 may be embodied as any type of computing device capable of 

communicating with the server 104 over the network 106. For example, the client device 

102 may be embodied as a set-top box, a digital television, a smartphone, a tablet 

computer, a laptop computer, a mobile internet device (MID), a desktop computer, or other 

device capable of communicating with the server 104. 

As discussed above, the client device 102 includes the SOC 112, which may be embodied 

as any type of system-on-a-chip device having various components and structures. In the 

illustrative embodiment of FIG. 1, the SOC 112 includes the security engine 110, a 

memory controller 116, a processor core 118, and a plurality of hardware peripherals 130, 

which are communicatively coupled to each other via a link 120. The link 120 may be 

-4-
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embodied as any type of interconnect such as a bus, point-to-point, or other interconnect 

capable of facilitating communication between the various components of the SOC 112. 

The hardware peripherals 130 may include any type of hardware peripheral component 

depending upon the intended functionality of the SOC 112. For example, in the illustrative 

5 embodiment, the hardware peripherals 130 include a demux 132 to separate audio and 

video content streams, video processing component(s) 134 to process video content, and 

audio processing component(s) 136 to process audio content. Of course, it should be 

appreciated that the hardware peripherals 130 of the SOC 112 have been simplified in the 

illustrative embodiment of FIG. 1 and that the SOC 112 may include additional, different, 

10 and/or greater detailed hardware peripherals 130, which are not illustrated in FIG. 1 for 

clarity of the disclosure. 

The security engine 110 may be embodied as a security co-processor or processing 

circuitry separate from the processor core 118. The security engine 110 includes the 

security key 150 and the secure memory 114, which is accessible only by the security 

15 engine 110. The security engine 110 stores the security key 150, and other cryptographic 

keys as discussed below, in the secure memory 114. In the illustrative embodiment, the 

security key 150 is provisioned during the manufacturing of the SOC 112, but may be 

generated by the SOC 112 during operation in other embodiments. For example, in some 

embodiments, the security key 150 is based on blown fuses within the security engine 110 

20 itself. Additionally or alternatively, the security engine 110 may include a key-generating 

module, such as a trusted platform module (TPM), to generate the security key 150. 

During use, the security engine 110 may use any number of security keys 150, which may 

be identical or different from each other. 

In some embodiments, the client device 102 may include additional components and 

25 structures other than the SOC 112 depending on the type and intended use of the client 

device 102. For example, in the illustrative embodiment of FIG. 1, the client device 102 

includes a system memo1y 160, a data storage 162, a communications output 164, and one 

or more input/output devices 166. The system memory 160 may be embodied as any type 

of main memory or data storage locations including, for example, dynamic random access 

30 memory devices (DRAM), synchronous dynamic random access memory devices 

(SDRAM), double-data rate synchronous dynamic random access memory device (DDR 

SDRAM), mask read-only memory (ROM) devices, erasable programmable ROM 

(EPROM), electrically erasable programmable ROM (EEPROM) devices, flash memory 

devices, and/or other volatile and/or non-volatile memory devices. 

- 5 -

Petitioner Samsung Ex-1004, 0115



5 

10 

15 

20 

25 

30 

WO 2013/089725 PCT /US2011/065069 

The data storage 162 may be embodied as any type of device or devices configured for the 

short-term or long-term storage of data such as, for example, memory devices and circuits, 

memory cards, hard disk drives, solid-state drives, or other data storage devices. The 

communications output 164 may be embodied as a simplified output or as various circuits 

and/or devices to facilitate, for example, communications with the server 104. For 

example, the communications output 164 (and/or communication circuitry within the SOC 

112) may use any suitable communication protocol such as Ethernet (i.e. the IEEE 802.3 

standard) or Wi-Fi@ (i.e., the IEEE 802.1 lstandard), and/or other communication protocols 

or standards. Additionally, the input/output devices 166 may be embodied as any type of 

1/0 device for interacting with the client device 102. For example, the 1/0 devices 166 

may include output devices such as a display for displaying data on the client device 102, 

speakers for generating audio, and/or input devices such as a remote control receiver, a 

keyboard, a mouse, and/or the like. 

The server 104 may be embodied as any type of data server capable of establishing a 

secure communication session with the client device 102. As such, the server 104 may 

include various hardware and software components typically found in a server for 

communicating, maintaining, and transferring data over a network. For example, the 

illustrative server 104 includes a processor 180, a memory 182, and communication 

circuitry 184, which may be similar to such components found in other data servers. For 

example, the processor 180 may be embodied as any type of processor capable of 

executing software/firmware, such as a microprocessor, digital signal processor, 

microcontroller, or the like, and may include one or more processing cores. The memory 

182 may be embodied as any type of memory or data storage locations including, for 

example, dynamic random access memory devices (DRAM), synchronous dynamic 

random access memory devices (SDRAM), double-data rate synchronous dynamic random 

access memory device (DDR SDRAM), mask read-only memory (ROM) devices, erasable 

programmable ROM (EPROM), electrically erasable programmable ROM (EEPROM) 

devices, flash memory devices, and/or other volatile and/or non-volatile memory devices. 

The communication circuitry 184 may be embodied any type of circuitry and/or device to 

facilitate, for example, communications with the client device 102. For example, the 

communication circuitry 184 may support communication protocols such as Ethernet (i.e. 

the IEEE 802.3 standard) and/or Wi-Fi@ (i.e., the IEEE 802.1 lstandard), and/or other 

communication protocols or standards. 
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The network 106 may be embodied as any number of various wired and/or wireless 

networks. For example, the network 106 may be embodied as or otherwise include a local 

area network (LAN), a wide area network (WAN), and/or a publicly accessible, global 

network such as the Internet. Additionally, the network 106 may include any number of 

additional devices to facilitate communication between the client device 102 and the server 

104. As discussed above, in the illustrative embodiment, the client device 102 and the 

server 104 establish a SSL communication session over the network 106. However, other 

types of secure communication sessions may be established in other embodiments. 

Referring now to FIG. 2, as discussed in more detail below, the use of the security engine 

110 of the client device 102 to perform the cryptographic functions and store keying data 

associated with the establishment of the secure communication session allows the system 

100 to offer several different levels of security. The particular level of security used in the 

system 100 may depend upon various criteria such as the nature of the network 106, the 

importance of the data being transferred between the client device 102 and the server 104, 

and/or the like. For example, one illustrative security scheme 200 includes three different 

levels of security as shown in FIG. 2. At level O security, the client device 102 is 

configured to protect the client private device key (i.e., the security key 150), which is used 

for encrypting, signing, and verification functions as discussed in more detail below. 

At level 1 security, the client device 102 is configured to protect the session keys and 

related keys used for data encryption. For example, if an RSA key exchange is performed, 

the pre-master key and the master key (i.e., the session key) may be stored in the secure 

memory 114 of the security engine 110 of the SOC 112. Additionally, in some 

embodiments as discussed below, the master key may be stored in an encrypted or 

wrapped form (e.g., encrypted using the security key 150). In embodiments in which a 

Diffie-Hellman key exchange is used, the private Diffie-Hellman client key and/or shared 

secret key (i.e., the session key) may be stored in the secure memory 114 of the security 

engine 110 of the SOC 112. Again, in some embodiments, the private Diffie-Hellman 

client key and/or session key may be stored in an encrypted or wrapped form (e.g., 

encrypted using the security key 150). 

Additionally, at level 2 security, the client device 102 may be configured to protect the 

data of the host application. For example, if the host application is being used to perform 

an e-commerce transaction, the bank account information used in such transaction may be 

encrypted using the security key 150 and stored in the secure memory 114. In this way, 

the bank account information is not available to the host application. Of course, it should 
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be appreciated that, in other embodiments, security schemes having more or fewer security 

levels may be used. 

Referring now to FIG. 3, in operation, the client device 102 and the server 104 establish a 

secure communication session using the security engine 110 of the client device 102 to 

perform various cryptographic functions and store keying data therein. To do so, the client 

device 102 and server 104 may perform a handshake session as shown in the 

communication sequence 300 of FIG. 3. To establish the secure communication session, a 

security engine driver 302 of the security engine 110 communicates with a firmware of the 

security engine 110 and a client secure communication application 304 executed on the 

client device 102. The client secure communication application 304 also communicates 

with a corresponding server secure communication application 306 executed on the server 

104. 

The communication sequence 300 begins with block 310 in which the client secure 

communication application 304 sends a ClientHello message to the server secure 

communication application 306 to request the initiation of a secure communication session. 

As discussed above, the secure communication session is a SSL session in the illustrative 

embodiment. To facilitate the request, the security engine driver 302 communicates with 

security engine 110 of the SOC 112 to request a random nonce from the security engine 

110 in block 312. The security engine 110 may use any suitable random number­

generating algorithm to generate the random nonce in block 312. The nonce is embodied 

as random or pseudo-random number intended to be used only once in cryptographic 

functions to thwart, for example, replay attacked. In the illustrative embodiment, the 

random nonce includes a 32-bit timestamp and a 28-byte random number. Of course, other 

numeric formats for the random nonce may be used in other embodiments. Regardless, it 

should be appreciated that because the random nonce is generated in the security engine 

110, the generation and storage of the random nonce is protected compared to generation 

of the nonce at, for example, the application level. 

The random nonce generated in block 312 is included in the ClientHello message sent to 

the server secure communication application 306 in block 310. Additionally, the 

ClientHello message may include a list of cipher suites, compression methods, and other 

cryptographic protocols or algorithms from which the server 104 may make a selection for 

use in establishing the secure communication session. In response to the secure 

communication session request, the server secure communication application 306 sends a 

ServerHello message in block 314. The ServerHello message may be substantially similar 
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to the ClientHello message. For example, in the illustrative embodiment, the ServerHello 

message includes a server random nonce generated by the server 104. Additionally, the 

ServerHello message includes the selection(s) of the cryptographic protocols and/or other 

options made by the server 104 from the list included in the ClientHello message. The 

Server Hello message completes the session initiation phase (Phase 1) of the illustrative 

handshake session. 

In block 316, the server secure communication application 306 sends a server certificate to 

the client secure communication application 304. The server certificate, like the client 

certificate discussed below, is typically generated by a certification authority organization, 

which acts as a third-party verifier of the authentication of the server 104. The server 

certificate may include unique identifier or number assigned to the server 104 by the 

certification authority organization to verify the server 104 to other devices on the network 

106. As such, in block 318, the client device 102 may verify the server certificate. In 

some embodiments, the client device 102 verifies the server certificate using a public 

certificate key issued by the certification authority organization. In such embodiments, the 

security engine 110 may store the public certificate key in the secure memory 114 in an 

unencrypted or encrypted state (e.g., using the security key 150). 

To establish the secure communication session, the client device 102 and the server 104 

perfom1 a key exchange to establish a shared secret key (i.e., a master or session key) in 

each of the client device 102 and server 104. The client device 102 and the server 104 may 

use any appropriate key exchange algorithm to effect the establishment of the shared 

secret. In the illustrative embodiment, the key exchange may be embodied as an RSA key 

exchange or a Diffie-Hellman key exchange. In embodiments wherein a RSA key 

exchange is used, the server secure communication application 306 performs a server RSA 

key exchange in block 320. In such embodiments, the server 104 may generate a 

temporary RSA public/private key pair and send the RSA public key to the client device 

102 in block 320. Such message may be signed by the server 104 and verified by the client 

device 102 using a public server key, which may be stored in the secure memory 114 as 

discussed above. 

Alternatively, the server secure communication application 306 may perform a server 

Diffie-Hellman key exchange in block 320. In such embodiments, the server 104 selects or 

otherwise generates the Diffie-Hellman global values (e.g., a prime number and a primitive 

root of the prime number), generates a private and public Diffie-Hellman server key, and 

sends the Diffie-Hellman global values and public Diffie-Hellman server key to the client 
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device 102 in block 320. Again, such message may be signed by the server 104 and 

verified by the client device 102 using a public server key. 

In some embodiments, the sever secure communication application 306 may send a client 

certification request in block 322. If so, the request may specify the types of certificates 

accepted by the server 104 ( e.g., the public key algorithm used), acceptable certificate 

authorities, and/or other certificate parameters. Subsequently, in block 324, the server 

secure communication application 306 sends a server completion message (a 

"ServerHelloDone" message) to the client secure communication application 304 to 

indicate that the server 104 has completed this phase of the handshake session. In the 

illustrative embodiment, no parameters or other data are required for the server completion 

message. The ServerHelloDone message completes the server authentication and key 

exchange phase (Phase 2) of the illustrative handshake session. 

After receiving the server completion message, the client secure communication 

application 304 initiates the client authentication and key exchange phase (Phase 3) of the 

handshake session by sending the client ce1iificate in block 326. As discussed above, the 

client certificate is typically generated by the certification authority organization and may 

include a unique identifier or number assigned to the client device 102 by the ce1iification 

authority organization to verify the client device 102 to other devices on the network 106. 

In some embodiments, the client certificate may be stored in the secure memory 114 of the 

security engine 110 of the SOC 112 in an unencrypted or encrypted state. Additionally, 

the client device 102 may use a private device key issued by the certification authority 

organization to sign the certificate prior to sending it to the server 104. 

In block 328, the client secure communication application 304 performs a client key 

exchange. Again, the client device 102 and the server 104 may use any appropriate key 

exchange algorithm to effect the establishment of the shared secret as discussed above. In 

embodiments wherein an RSA key exchange is used, the security engine 110 of the SOC 

112 of the client device 102 generates a random pre-master key in block 330. 

Illustratively, the pre-master key is embodied as a 48-byte random number, but other 

numeric formats may be used in other embodiments. In block 332, the pre-master key 

generated in block 330 is encrypted or otherwise wrapped using the server public key 

provided by the server in server authentication and key exchange phase (Phase 2). The 

encrypted pre-master key may be stored in the secure memory 114 of the security engine 

110 of the SOC 112 and sent to the server 104 in block 328. 
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Alternatively, in embodiments wherein a Diffie-Hellman key exchange is used, the 

security engine 110 generates, in block 334, a private Diffie-Hellman client key and a 

public Diffie-Hellman client key using the Diffie-Hellman global values received from the 

server 104 in block 320. The private Diffie-Hellman client key may be embodied as a 

5 random value generated by the security engine 110, while the public Diffie-Hellman client 

key is generated by the security engine 110 using the Diffie-Hellman global values 

received from the server 104. The private Diffie-Hellman client key may be stored in the 

secure memory 114 of the security engine 110. Of course, in some embodiments, the 

client device 102 may generate the Diffie-Hellman global values in block 334 and send 

10 such global values to the server 104 in block 328 to allow the server 104 to generate the 

public Diffie-Hellman server key based thereon. Regardless, in block 336, the security 

engine 110 of the SOC 112 signs the public Diffie-Hellman client key (and Diffie-Hellman 

global values if generated by the client device 102) in block 336 using the security key 150 

or other private client key of the security engine 110. The signed Diffie-Hellman 

15 parameters may be further encrypted using the public server key and sent to the server 104 

in block 328. 

In some embodiments, the client secure communication application 304 may send a client 

certification verification message to the sever secure communication application 306 in 

block 338. To do so, the security engine 110 generates a hash code based on the preceding 

20 message and signs the hash code using the security key 150 of the security engine 110 in 

block 340. The client device 102 sends the signed hash code to the server 104 in block 338 

as verification of the preceding message. It should be appreciated that such client 

certification verification messages may be used subsequent to any message sent to the 

server 104 from the client device 102 to provide an added level of security and verification 

25 to the secure communication session. The client certification verification message in block 

338 completes the client authentication and key exchange phase (Phase 3) of the 

illustrative handshake session. 

In block 342, the client secure communication application 304 sends a change cipher 

specification message to the server secure communication application 306 to inform the 

30 server 104 that subsequent communications will use the agreed-upon cipher (e.g., the 

generated session key). In block 344, the security engine 110 of the client device 102 

generates a session key (i.e., the "master" key). In embodiments wherein an RSA key 

exchange is used, the security engine 110 generates the session key as a function of the 

pre-master key generated in block 330. To do so, the security engine 110 calculates a hash 
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function of the pre-master key, the client random nonce generated in block 312, and the 

server random nonce received in block 314. Alternatively, in embodiments wherein a 

Diffie-Hellman key exchange is used, the security engine 110 generates the session key as 

a function of the Diffie-Hellman global values, the public Diffie-Hellman server key, and 

the private Diffie-Hellman client key. As discussed above, the session key is stored in the 

secure memory 114 of the security engine 110. 

In block 346, the security engine 110 generates a hash code of the session key, which may 

include additional padding depending on the type of hash function used. The hash code of 

the session key is sent to the server 104 for verification in a client-finished message in 

block 348. The hash code of the session key may be encrypted by the security engine 110 

using the public server key as discussed above. 

In response to the client-finished message, the server 104 sends a change cipher 

specification message that acknowledges the use of the agreed-upon cipher (e.g., the 

session key) in block 350. The server 104 also sends a server-finished message in block 

352 that includes a similar hash code of the session key for verification by the client device 

102. Assuming that the client device 102 and the server 104 verify the hash code of the 

session key, the handshake session is complete and each of the client device 102 and server 

104 have a shared secret session key that is used to encrypt and decrypt subsequent 

messages. Again, it should be appreciated that the security engine 110 of the SOC 112 of 

the client device 102 is used for all cryptographic functions and storage of sensitive keying 

data to provide hardware-based protection of the cryptographic keys and certificate keys 

used during the communication sequence 300. 

Referring now to FIG. 4, in use, the client device 102 may execute a method 400 to 

establish a secure communication session with the server 104. The method 400 begins 

with block 402 in which the security engine 110 of the SOC 112 of the client device 102 is 

provisioned. To do so, in one embodiment, the security engine 110 receives a client device 

certificate, a private client device key, and a public certification key. The client device 

certificate, the private client device key, and the public certification key are typically 

generated by the certification authority organization, which acts as a third-party verifier of 

the authentication of the client device 102 as discussed above. The client device certificate 

may include a unique device identifier or number assigned to the client device I 02 by the 

certification authority organization to verify the client device I 02 to other devices on the 

network 106. The private client device key may be used by the client device 102 to sign 

the client device certificate so as to authenticate the client device 102 to other devices as 

- 12 -

Petitioner Samsung Ex-1004, 0122



5 

10 

15 

20 

25 

30 

WO 2013/089725 PCT /US2011/065069 

discussed in more detail below. Conversely, the public certification key may be used by 

the client device 102 to verify certification of other devices on the network 106 by the 

certification authority organization. 

The security engine 110 encrypts the private client device key using the security key 150 

and stores the encrypted private client device key in the secure memory 114. The security 

engine 110 may also store the client device certificate and/or the public certification key in 

the secure memory 114. Additionally, in some embodiments, the security engine 110 may 

encrypt the client device certificate and/or the public certification key using the security 

key 150 stored in the security engine 110. 

After the security engine 110 has been provisioned in block 402, the client device 102 

determines whether to establish a secure communication session (e.g., an SSL session) 

with the server 104 in block 404. If so, in block 406, the security engine 110 generates a 

random nonce value. As discussed above, the security engine 110 may use any suitable 

random number-generating algorithm to generate the random nonce. In block 408, the 

client device 102 sends a request ( a ClientHello message) to initiate the secure 

communication session to the server 104. The request includes the random nonce 

generated in block 406 along with a list of cipher protocols, compression methods, and/or 

other cryptographic choices from which the server 104 may select. 

In block 410, the client device 102 completes the server authentication and server key 

exchange. In so doing, the client device 102 may receive a corresponding ServerHello 

message including a server random nonce, the server's 104 public key, and the server's 

104 selection of cryptographic choices presented in the ClientHello message. As discussed 

above, the server random nonce, along with the client random nonce, is used to generate 

the session key. As such, the security engine 110 may store the server random nonce in the 

secure memory 114. Additionally, in some embodiments, the security engine 110 may 

store the server certificate and/or other keying data in the secure memory 114. For 

example, in embodiments wherein an RSA key exchange is used, the security engine 110 

may store the public RSA key received from the server in the secure memory 114. 

Alternatively, in embodiments wherein a Diffie-Hellman key exchange is used, the 

security engine 110 may store the Diffie-Hellman global values and/or public Diffie­

Hellman server key in the secure memory 114. 

In block 414, the client 104 determines whether the server 104 is successfully 

authenticated. If not, the method 400 loops back to block 404 in which the client device 

102 may reattempt to establish a secure communication session with the server 104. 
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However, if the server 104 is successfully authenticated, the method 400 advances to bock 

416 in which the client device 102 sends the server 104 the client certificate. If the client 

certificate has been encrypted (e.g., using the secure key 150), the security engine 110 

dec1ypts the client certificate and signs the client certificate using the private client device 

5 key. 

In block 418, the client 104 completes the client key exchange using the security engine 

110 to maintain the security of the keying functions. For example, if a RSA key exchange 

was selected, the security engine 110 generates the pre-master key and encrypts the pre­

master key using the server public key received in block 410 prior to sending the encrypted 

10 pre-master key to the server 104 in block 420. Alternatively, if a Diffie-Hellman key 

exchange was selected, the security engine 110 generates the public and private Diffie­

Hellman client keys using the Diffie-Hellman global values received from the server 104 

in block 410. The security engine 110 may sign the public Diffie-Hellman client key using 

the security key 150 or the public client device key provisioned in block 402. The client 

15 device 102 sends the signed public Diffie-Hellman client key to the server 104 in block 

422. The keys and related keying data generated during the client key exchange may be 

stored in the secure memory 114 in an encrypted state (using the security key 150) or an 

unencrypted state. 

In block 424, the client device 102 determines whether the client device 102 has been 

20 successfully authenticated by the server 104. If not, the method 400 loops back to block 

404 in which the client device 102 may reattempt to establish a secure communication 

session with the server 104. However, if the client device 102 is successfully 

authenticated, the method 400 advances to bock 426 in which the client device 102 

confirms the cipher suite with the server 104 by informing the server 104 that subsequent 

25 messages will use the agreed-upon cryptographic protocols. In so doing, the security 

engine 110 may generate the master or session key. To do so, in embodiments wherein an 

RSA key exchange is used, the security engine 110 calculates a hash function of the pre­

master key, the client random nonce generated in block 406, and the server random nonce 

received in block 410. Alternatively, in embodiments wherein a Diffie-Hellman key 

30 exchange is used, the security engine 110 generates the session key as a function of the 

Diffie-Hellman global values, the public Diffie-Hellman server key, and the private Diffie­

Hellman client key. Once generated, the security engine 110 of the SOC 112 may store the 

session key in the secure memory 114 of the security engine 110. In some embodiments, 
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the session key may be encrypted using the security key 150 while stored in the secure 

memory 114. 

In block 428, the security engine l 10 generates a hash function of the session key, which is 

sent to the server 104 for verification in a client finished message. Again, the hash code of 

the session key may be encrypted by the security engine 110 using the public server key as 

discussed above. In response, the server 104 confirms the cipher suite with the client 

device 102 to acknowledge the agreed-upon cipher (e.g., the session key). The server 104 

also sends a server finished message that includes a similar hash code of the session key 

for verification by the client device 102. Assuming that the client device 102 and the 

server 104 verify the hash code of the session key, the handshake session is complete and 

each of the client device 102 and server 104 have a shared secret session key that is used to 

encrypt and decrypt subsequent messages. 

While the disclosure has been illustrated and described in detail in the drawings and 

foregoing description, such an illustration and description is to be considered as exemplary 

and not restrictive in character, it being understood that only illustrative embodiments have 

been shown and described and that all changes and modifications consistent with the 

disclosure and recited claims are desired to be protected. 
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CLAIMS: 

1. A system-on-a-chip apparatus comprising: 

a system-on-a-chip comprising a security engine having a secure mem01y 

accessible only by the security engine, the security engine to: 

generate a random nonce for initiating a request for a secure communication 

session with a server over a network using the nonce; 

perform a cryptographic key exchange with the server to generate a symmetric 

session key to encrypt messages sent to the server and decrypt messages received from the server 

during the secure communication session; 

10 store the session key in the secure memory, 

the system-on-a-chip to establish the secure communication session with the 

server over the network using the session key. 

2. The system-on-a-chip apparatus of claim 1, wherein the system-on-a-chip 

15 to establish a Secure Sockets Layer communication session with the server over the network 

using the session key. 

3. The system-on-a-chip apparatus of claim 1, wherein the security engine to 

receive a server nonce from the server in response to the request for the secure communication 

20 session, the response message including a server nonce and store the server nonce in the secure 

memory. 

25 

30 

4 The system-on-a-chip apparatus of claim 1, wherein the security engine to 

receive a server certificate from the server and store the server certificate in the secure memory. 

5 The system-on-a-chip apparatus of claim 1, wherein the security engine to 

perform a Rivest-Shamir-Adleman key exchange with the server to generate the symmetric 

session key. 

6. The system-on-a-chip apparatus of claim 5, wherein the security engine to 

generate a pre-master key, encrypt the pre-master key using a security key of the security engine, 

and send the encrypted pre-master key to the server. 
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7. The system-on-a-chip apparatus of claim 6, wherein the security engine to 

wrap the pre-master key using a server public key and store the wrapped pre-master key in the 

secure storage. 

5 8. The system-on-a-chip apparatus of claim 6, wherein the security engine to 

generate the session key as a function of the pre-master key. 

9. The system-on-a-chip apparatus of claim 8, wherein the security engine to 

calculate a hash function as a function of the random nonce generated by the security engine and 

10 a nonce received from the server. 

15 

10. The system-on-a-chip apparatus of claim 5, wherein the security engine to 

receive a public Rivest-Shamir-Adleman server key from the server and store the public Rivest­

Shamir-Adleman server key in the secure memory. 

11. The system-on-a-chip apparatus of claim 1, wherein the security engine to 

perform a Diffie-Hellman key exchange with the server to generate the symmetric session key. 

12. The system-on-a-chip apparatus of claim 11, wherein the security engine 

20 to generate a public Diffie-Hellman client key and a private Diffie-Hellman client key, sign the 

public Diffie-Hellman client key using a security key of the security engine, and send the signed 

public Diffie-Hellman key to the server. 

13. The system-on-a-chip apparatus of claim 12, wherein the security engine 

25 to receive a public Diffie-Hellman server key from the server and generate the session key as a 

function of the private Diffie-Hellman client key and the public Diffie-Hellman server key. 

30 

14. The system-on-a-chip apparatus of claim 13, wherein the security engine 

to use the session key to encrypt a subsequent message sent from the client device to the server. 

15. The system-on-a-chip apparatus of claim 11, wherein the security engine 

to receive Diffie-Hellman global values and a public Diffie-Hellman server key from the server 

and store at least one of the Diffie-Hellman global values and the public Diffie-Hellman server 

key in the secure storage. 
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16. A method comprising: 

generating a random nonce in a security engine of a system-on-a-chip of a client 

device; 

initiating, using the client device, a request for a secure communication session 

5 with a server over a network, the request including the random nonce; 

performing a cryptographic key exchange, using the security engine of the 

system-on-a-chip, with the server to generate a symmetric session key to encrypt messages sent 

to the server and decrypt messages received from the server during the secure communication 

session; 

10 storing the session key in a secure memory of the security engine of the system-

15 

20 

25 

on-a-chip; and 

establishing, using the client device, the secure communication session with the 

server using the session key. 

17. The method of claim 16, wherein initiating a request for a secure 

communication session comprises initiating a request for a Secure Sockets Layer communication 

session. 

18. The method of claim 16, further comprising: 

receiving a response message from the server in response to the request for a 

secure communication session, the response message including a server nonce, and 

storing the server nonce in the secure memory of the security engine of the 

system-on-a-chip. 

19. The method of claim 16, wherein initiating a request for a secure 

communication session comprises sending a ClientHello message, including the nonce, to the 

server; and further comprising: 

receiving a ServerHello message from the server, the ServerHello message 

including a server nonce; and 

30 storing the server nonce 111 the secure memory of the security engine of the 

system-on-a-chip. 

- 18 -
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20. The method of claim 16, further comprising receiving a server certificate 

from the server and storing the server certificate in the secure memory of the security engine of 

the system-on-a-chip of the client device. 

21. The method of claim 16, wherein performing the cryptographic key 

exchange with the server comprises performing a Rivest-Shamir-Adleman key exchange, using 

the security engine of the system-on-a-chip, with the server. 

22. The method of claim 21, wherein performing the Rivest-Shamir-Adleman 

10 key exchange with the server comprises: 

15 

20 

25 

30 

generating a pre-master key in the security engine; 

encrypting the pre-master key using a security key of the security engine; and 

sending the encrypted pre-master key to the server. 

23. The method of claim 22, further comprising: 

wrapping the pre-master key in the security engine of the system-on-a-chip using 

a server public key, and 

storing the wrapped pre-master key in the secure storage of the security engine of 

the system-on-a-chip. 

24. The method of claim 22, wherein performing the Rivest-Shamir-Adleman 

key exchange with the server comprises generating the session key in the security engine of the 

system-on-a-chip as a function of the pre-master key. 

25. The method of claim 24, wherein generating the session key in the 

security engine comprises calculating, using the security engine of the system-on-a-chip, a hash 

function as a function of the random nonce generated by the security engine and a nonce 

received from the server. 

26. The method of claim 21, wherein performing the Rivest-Shamir-Adleman 

key exchange with the server comprises: 

receiving a public Rivest-Shamir-Adleman server key from the server; and 

storing the public Rivest-Shamir-Adleman server key in the secure memory of the 

security engine of the system-on-a-chip. 

- 19 -
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27. The method of claim 16, wherein performing the cryptographic key 

exchange with the server comprises performing a Diffie-Hellman key exchange, using the 

security engine of the system-on-a-chip, with the server. 

28. The method of claim 27, wherein performing a Diffie-Hellman key 

exchange with the server comprises: 

generating, in the security engine of the system-on-a-chip, a public Diffie­

Hellman client key and a private Diffie-Hellman client key; 

signing the public Diffie-Hellman client key using a security key of the security 

engine of the system-on-a-chip; and 

sending the signed public Diffie-Hellman key to the server. 

29. The method of claim 28, wherein performing a Diffie-Hellman key 

15 exchange with the server comprises: 

20 

receiving a public Diffie-Hellman server key from the server; 

generating, in the security engine of the system-on-a-chip, the session key as a 

function of the private Diffie-Hellman client key and the public Diffie-Hellman server key. 

30. The method of claim 29, wherein performing a Diffie-Hellman key 

exchange with the server comprises using the session key to encrypt a subsequent message sent 

from the client device to the server. 

- 20 -
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31. The method of claim 27, wherein performing a Diffie-Hellman key 

exchange with the server comprises: 

receiving Diffie-Hellman global values and a public Diffie-Hellman server key 

from the server, and 

5 storing at least one of the Diffie-Hellman global values and the public Diffie-

Hellman server key in the secure storage of the security engine of the system-on-a-chip. 

32. The method of claim 16, further comprising: 

retrieving a client certificate stored on the client device; 

10 signing a client certificate using a security key stored in a secure memory of the 

15 

security engine of the system-on-a-chip; and 

sending the client certificate to the server. 

33. The method of claim 16, further comprising: 

generating, in the security engine of the system-on-a-chip, a hash code of a 

preceding message sent from the client to the server; 

signing the hash code using a security key stored in a secure memory of the 

security engine; and 

sending a client certificate verification message to the server, the client certificate 

20 verification message including the signed hash code. 

- 21 -
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34. The method of claim 16, wherein establishing the secure communication session 

comprises: 

generating, in the security engine, a hash code as a function of the session key; 

and 

5 sending a client completion message that includes the hash code to the server to 

indicate the client has completed an initial handshake procedure. 

35. A source device comprising: 

a system-on-a-chip having a security engine, the system-on-a-chip including a 

10 plurality of instructions that when executed results in the system-on-a-chip performing the 

method of claim 16-34. 

36. One or more machine readable media comprising a plurality of 

instructions that in response to being executed by a client device result in the client device 

15 performing the method of claims 16-34. 

20 

3 7. A method comprising: 

generating a random nonce in a security engine of a system-on-a-chip of a client 

device; 

initiating, using the client device, a request for a Secure Sockets Layer 

communication session with a server over a network, the request including the random nonce; 

performing a cryptographic key exchange, using the security engine of the 

system-on-a-chip, with the server to generate a symmetric session key to encrypt messages sent 

to the server and decrypt messages received from the server during the Secure Sockets Layer 

25 communication session; 

30 

storing the session key in a secure memory of the security engine of the system­

on-a-chip; and 

generating, in the security engine, a hash code as a function of the session key; 

and 

sending a client completion message to the server that includes the hash code to 

indicate the client has completed an initial handshake procedure. 

- 22 -
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38. The method of claim 3 7, wherein performing the cryptographic key 

exchange with the server comprises performing a Rivest-Shamir-Adleman key exchange, using 

the security engine of the system-on-a-chip, with the server. 

39. The method of claim 38, wherein performing the Rivest-Shamir-Adleman 

key exchange with the server comprises: 

generating a pre-master key in the security engine; 

encrypting the pre-master key using a security key of the security engine; and 

sending the encrypted pre-master key to the server. 

40. The method of claim 39, further comprising: 

wrapping the pre-master key in the security engine using a server public key, and 

storing the wrapped pre-master key in the secure storage of the security engine of 

the system-on-a-chip. 

41. The method of claim 39, wherein performing the Rivest-Shamir-Adleman 

key exchange with the server comprises generating the session key in the security engine of the 

system-on-a-chip as a function of the pre-master key. 

42. The method of claim 41, wherein generating the session key in the 

security engine comprises calculating, using the security engine of the system-on-a-chip, a hash 

function as a function of the random nonce generated by the security engine and a nonce 

received from the server. 

43. The method of claim 3 7, wherein performing the cryptographic key 

exchange with the server comprises performing a Diffie-Hellman key exchange, using the 

security engine of the system-on-a-chip, with the server. 

44. The method of claim 43, wherein performing a Diffie-Hellman key 

30 exchange with the server comprises: 

generating, in the security engine of the system-on-a-chip, a public Diffie­

Hellman client key and a private Diffie-Hellman client key; 

signing the public Diffie-Hellman client key using a security key of the security 

engine of the system-on-a-chip; and 

- 23 -
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sending the signed public Diffie-Hellman key to the server. 

45. The method of claim 44, wherein performing a Diffie-Hellman key 

exchange with the server comprises: 

5 receiving a public Diffie-Hellman server key from the server; 

generating, in the security engine of the system-on-a-chip, the session key as a 

function of the private Diffie-Hellman client key and the public Diffie-Hellman server key. 

46. A source device comprising: 

10 a system-on-a-chip having a security engine, the system-on-a-chip including a 

plurality of instructions that when executed results in the system-on-a-chip performing the 

method of claim 37-45. 

47. One or more machine readable media comprising a plurality of 

15 instructions that in response to being executed by a client device result in the client device 

performing the method of claims 37-45. 

- 24 -

Petitioner Samsung Ex-1004, 0134



1
0

0
~

 

C
LI

E
N

T
 D

E
V

IC
E

 

(1
6

0 
S

Y
S

TE
M

-O
N

-A
-C

H
IP

 (
S

O
C

) 

M
E

M
O

R
Y

 
P

R
O

C
E

S
S

O
R

 
~
 

... 
C

O
N

TR
O

LL
E

R
 

.....
 

..-
C

O
R

E
 

11
6 

.i
ll

 

i 
i 

M
E

M
O

R
Y

 
LI

N
K

 
12

0 

* 
* 

S
E

C
U

R
IT

Y
 

D
E

M
U

X
 

E
N

G
IN

E
 

15
0 

l 
S

E
 K

E
Y

 
I 

13
4 

I 

11
4 

I 
S

E
C

U
R

E
 

I 
I 

M
E

M
O

R
Y

 
J

O
 

* 
t 

C
O

M
M

. 
D

A
TA

 S
TO

R
A

G
E

 
C

IR
C

U
IT

R
Y

 

1.2
2. 

16
4 

10
2 ( 
11

2 
~

1 
,t

 

V
ID

E
O

 
P

R
O

C
E

S
S

IN
G

 
13

2 i * 
A

U
D

IO
 

P
R

O
C

E
S

S
IN

G
 

13
6 +
 

1/
0 

D
E

V
IC

E
S

 
16

6 

30
 

N
E

TW
O

R
K

 

S
er

ve
r 

P
R

O
C

E
S

S
O

R
 

1f
il!

 

10
4 

M
E

M
O

R
Y

 

18
2 

C
O

M
M

U
N

C
IA

T
IO

N
. 

C
IR

C
U

IT
R

Y
 

18
4 

FI
G

. 
1 

Petitioner Samsung Ex-1004, 0135



WO 2013/089725 PCT/US2011/065069 

2/4 

/' 
200 

LEVEL 0 
PROTECTION OF CLIENT PRIVATE DEVICE KEY USED 

FOR SIGNING & VERIFICATION 

PROTECTION OF SESSION KEYS USED FOR DATA 
ENCRYPTION 

LEVEL 1 DIFFIE-HELLMAN KEY 
RSA KEY EXCANGE 

EXCHANGE 

PROTECTION OF PRE- PROTECTION OF CLIENT 
MASTER KEY PRIVATE DH KEY 

LEVEL 2 PROTECTION OF APPLICATION DATA 

FIG. 2 

Petitioner Samsung Ex-1004, 0136



WO 2013/089725 PCT /US2011/065069 

300 

--( 
PHASE'\ 

1 / --

--( 
PHASE'\ 

2 / --
334 

,--L------- , 
1 GENERA TE DH 1 
1 PARAMETERS 1 -1 __ I ____ _ 
,- --------, 
1 SIGN DH 1 
1 PARAMETERS 1 
--i.--- -----

336 --
( 

PHASE'\ 
3 / --

--
( 

PHASE'\ 
4 / --

SECURITY ENGINE 
DRIVER 

GENERATE NONCE 

302 

3/4 

CLIENT SECURE 
COMMUNICATION 

APPLICATION 

CLIENT HELLO 

VERIFY SERVER 
CERTIFICATE 

304 SERVER SECURE 
COMMUNICATION 

APPLICATION 

306 

SERVER 
CERTIFICATE 

SERVER KEY 
EXCHANGE 

CLIENT CERT. 
REQUEST 

SERVER HELLO 
- ------~ DONE 

330 

f GENERATE RANDOM ( 
1 PREMASTER SECRET 1 

CLIENT 
CERTIFICATE 

~~1~::~ry:~~~~}.)_2 
___ ~-C-L-IE-N~T-K_E_Y_~ 

1 PREMASTER KEY EXCHANGE 1----------

SIGN CERT WITH 
CLIENT PRIVATE KEY t-----

GENERATE SESSION 
KEY 

GENERATE HASH 
USING SESSION KEY 

FIG. 3 

CLIENT CERT. 
VERFICATION 

CHANGE 
CIPHER SPEC. 

CLIENT 
FINISHED 

342 

CHANGE 
CIPHER SPEC 

SERVER 
FINISHED 

Petitioner Samsung Ex-1004, 0137



400 

WO 2013/089725 

416 

418 

420 

426 

428 

4/4 

402 
PROVISION SECURITY ENGINE 

~ 

NO 

SECURITY ENGINE GENERATES NONCE VALUE 

SEND CLIENT HELLO TO SERVER USING NONCE VALUE 

COMPLETE SERVER AUTHENTICATION & SERVER KEY 
EXCHANGE 

STORE SERVER CERTIFICATE/KEYS IN SECURE 
STORAGE 

NO 

SEND CLIENT CERTIFICATE TO SERVER 

COMPLETE CLIENT KEY EXCHANGE USING SECURITY 
ENGINE TO MAINTAIN SECURITY OF KEYING FUNCTIONS 

r GENERATE & ENCRYPT PREMASTER KEY USING 1 
1 SECURITY ENGINE I _____________________________ J 

r GENERATE DH PARAMATERS & CLIENT KEY 1 
1 USING SECURITY ENGINE I _____________________________ J 

SEND CLIENT CIPHER SUITE & 
CLIENT FINISHED MESSAGE ,-----------------------------

GENERA TE HASH FUNCTIONS : 
1 USING SECURITY ENGINE 1 
L-----------------------------

FIG. 4 

PCT /US2011/065069 

Petitioner Samsung Ex-1004, 0138



INTERNATIONAL SEARCH REPORT International application No. 

PCT /US2011/065069 
A. CLASSIFICATION OF SUBJECT MATTER 

H04L 9114(2006.0l)i, H04L 9/32(2006.0l)i 

Accordi ng to International Pa tent Classificatio n (IPC) or to both national classification and IPC 

B. FIELDS SEARCHED 
Minimum documentation searched (classification system followed by c lassification symbols) 

H04L 9/14; H04L 9/08; H 04L 9/32; H04L 9/00 

Documentation searched other than minimum documentation to the els."tent that such documents are included in the fields searched 
Korean utility models and applications for utility models 
Japanese utility models and applications for utility models 

Electronic data base consulted during the international search (name of data base and , where practicable, search tem1s used) 
eKOMPASS(KIPO internal) & Keywords: secure communication, secure socket layer, SSL, transport layer security, IPSec , rnndom 
nonce, handshake initiate, key exchange, session key, secure memory, hash code, handshake completion 

C. DOCUMENTS CONSIDERED TO BE RELEVANT 

Category * Citation of document., with indication, where appropriate, of the relevant passages Relevant to claim No. 

y 

A 

y 

US 2011-0231923 Al (OOLLAY BENN SAP[N e t a l .) 22 September 2011 1-32,35- 36 

33- 34,37- 47 

1- 32 .35- 36 

33-34.37-47 

1- 47 

See Clai ms 1,6; Paragraphs (27) , (63 ] , (70) , [89) - (93 ] , [95], [ 123) - ( 126); Figures 
2,5,8 

US 2005-0213768 Al ( DAVID DURHAM et a l . ) 29 September 2005 

A 
See Cl a ims 1-4 ; Paragraphs [ 14l, [ 15],( 17], [20l,[2ll, [26]. [28),[33l, [451, [49 l, 
[53] ,[54]: Figur es 1,2 ,5 

US 2010- 0299525 Al ( SHAH P.ARAS et a l . ) 25 November 2010 
See Ciaims 1,8: Paragraphs [47J, [50l,[54 ]- [!S6l, [59 l, [60] : Figures 2,3 

A US 2008- 0037793 Al (BUER M.ARK) 14 February 2008 1- 47 
See Cla ims ll- 17 : Paragraphs (35] , [39]-[43] : Figures 4 ,7-9 

D F urther documents arc lj~-tcd jn the conhnuation of Box C. 

Special categories of cited do,mmeuts: 
"A" document defining the gene.-al state of the art which is not considered 

to be of particular relevnoce 
"E" earlier application or pateni but published ou or after the inicmational 

filing date 
"L" documeot which may throw doubts on priority cla im(s) or which is 

cited to establish the publication date of citation o r other 
special reason (as specified) 

"O" document referring to an oral disclosure, use, exhibition or other 
ineans 

"P" document published prior to the international filing date but la1er 
ihan the prio rity dale claimed 

Date of the actual completion of the international search 

29 AUGUST 2012 (29.08.2012) 

Name a nd mailing address of the ISA/KR 

G Korean Intellectual Property Office 
189 Cheongsa-ro, Seo~gu, Daejeon Metropol itan 
City, 302-70 I , Republic of Korea 

Facsimile No. 82-42-472-7140 

Fom1 PCT11SA/2 10 (second sheet) (July 2009) 

~ See patent family annex. 

"T' later document published ailer the iuteruatioual filiug date or priority 
date and not in conflict wiLh the applica:tion but cited to understand 
the princip le or thcor:,· underlyi ng the invention 

"X" document of particular rete.vance; the claimed invention cannot be 
considered novel or cam1ot be considered to involve an inventive 
step when the document is taken alone 

"Y" document of p:uticular relevai,ce; the claimed invention cannot be 
considered -to involve an inventive s tep ·when the document is 
combined , vith one or ntore other such documents;.such combination 
beji,g obvious to a per.son ski Ued io the a,t 

"&'' document member of the same patent family 

Date of mailing of the international search report 

30 AUGUST 2012 (30.08.2012) 
Authorized officer 

Lee Hyoung II 

Te lephone No. 82-42-481-8199 

Petitioner Samsung Ex-1004, 0139



INTERNATIONAL SEARCH REPORT International application No. 

Information on patent family members PCT/US2011/065069 

Patent document Publication Patent family Publication 
cited in se-arch report date member(s) date 

US 2011-0231923 A1 22.09.2011 CN 102195878 A 21.09.2011 
US 2011-231649 A1 22.09.2011 
US 2011-231651 A1 22.09.2011 
US 2011-231652 A1 22.09.2011 
US 2011-231653 A1 22.09.2011 
US 2011-231655 A1 22.09.2011 
WO 2011-116342 A2 22.09.2011 
WO 2011-116342 A3 22.12.2011 

US 2005-0213768 A1 29.09.2005 CN 1926837 A 07.03.2007 
CN 1926837 B 06.04.2011 
EP 1728376 A1 06.12.2006 
EP 1728376 B1 15.07.2009 
JP 04-579969 B2 03.09.2010 
JP 2007-525913 A 06.09.2007 
JP 4579969 B2 10.11.2010 
KR 10-Q831437 B1 21.05.2008 
KR 10-2006-0127229 A 11.12.2006 
WO 2005-101794 A1 27.10.2005 

US 2010-0299525 A1 25.11.2010 AU 2006-280301 A1 22.02.2007 
CN 101292233 AO 22.10.2008 
EP 1904931 A2 02.04.2008 
JP 2009--505493 A 05.02.2009 
US 2007-0038853 A1 15.02.2007 
US 2009--0119504 A1 07.05.2009 
WO 2007-021483 A2 22.02.2007 

US 2008-0037793 A1 14.02.2008 EP 1484890 A2 08.12.2004 
EP 1484890 A3 11.07.2012 
EP 1484913 A2 08.12.2004 
EP 1484913 A3 15.04.2009 
US 2004-0247131 A1 09.12.2004 
US 2005-0041802 A1 24.02.2005 
US 2010-0296573 A1 25.11.2010 
US 6724335 B1 20.04.2004 
US 7289632 B2 30.10.2007 
US 7768434 B2 03.08.2010 
US 8111183 B2 07.02.2012 

1-'orm PCl1JSA,2IO(p8tentfamily annex) (July 2009) 

Petitioner Samsung Ex-1004, 0140



PCT /US20 ll/065069 

PATENT COOPERATION TREATY 
From the INTERNATIONAL SEARCHING AUTHORITY 

To: 

KELLETT GLEN M. 

BARNES & THORNBURG, LLP C/0 CPA GLOBAL P.O. 
BOX 52050 MINNEAPOLIS MN 55402 USA 

'----- --- - ----- - --- - ----' 
Applicant's or agent's file reference 

P41624PCT 

International application No. 

PCT/US2011/065069 
Applicant 

INTEL CORPORATION et al 

PCT 
NOTIFICATION OF TRANSMITTAL OF 

THE INTERNATIONAL SEARCH REPORT AND 
THE WRITTEN OPINION OF THE INTERNATIONAL 
SEARCHING AUTHORITY, OR THE DECLARATION 

(PCT Rule 44.1) 

Date of mail ing 
(day/month/year) 30 AUGUST 2012 (30.08.2012) 

FOR FURTHER ACTION See paragraphs I and 4 below 

International filing date 
(day/month/year) 

15 DECEMBER 2011 (15.12.2011) 

I. ~ The applicant is hereby notified that the international search repon and the written opinion of the International Searching 
Authority have been established and are transmitted herewith. 
Filing of amendments and statement under Article 19: 
The applicant is entitled, if he so wishes, to amend the claims of the international application (see Rule 46): 

When? The tin1e limit for fili.11g sucb amendments is normally two months from the date of transmittal of tbe 
international search repon. 

Where? Directly to the International Bureau of WJPO, 34 chemin des Colombettes 
1211 Gcacva 20, Switzerland, Facsimile No.: +4 I 22 338 82 70 

For more detailed instructions, see PCT Applicant's Guide, International Phase, paragraphs 9.004 . 9.011. 

2. D The applicant is hereby notified that no international search report will be established and that the declaration under 
Article I 7(2)(a) lo that effect and the written opinion of the International Searching Autbority are transmitted herewitb. 

3. D With regard to any protest against payment of(an) additional fee(s) under Rule 40.2, the applicant is notified that: 
D the protest together with tl1e decision thereon has been transmitted 10 the International Bureau together with any 

request to forward the texts of both the protest and the decision thereon to the designated Offices. 

D no decision has been made yet on the protest; the applicant will be notified as soon as a decision is made. 
4. Reminders 

The applicant may submit comments on an infonnal basis on the written opinion of the International Searching 
Authority to the International Bureau. TI1e International Bureau will send a copy of such comments to all designated 
Offices unless an international preliminary examination report has been or is to be established. Following the 
expiration of 30 months from the priority date, these comments will also be made available to the public. 

Shortly after the expiration of 18 months from the priority date, the international ar plication will be published by the 
International Bureau. If the applicant wishes to avoid or postpone publication, a notice of withdrawal of the 
international application, or of the priority claim, must reach the International Bureau before the completion of the 
technical preparations for international publication (Rules 90bis. l and 90bis.3). 

Within 19 months from the priority date, but only in respect of some designated Offices, a demand for international 
preliminary examination must be filed if the applicant wishes to postpone the entry into the national phase until 30 

months from the priority date (in some Offices even later); otherwise, the applicant must, within 20 months from the 
priority date, perform the prescribed acts for entry into the national phase before those designated Offices. 

In respect of other designated Offices, the time limit of30 months (or later) will apply even if no demand is filed 
within I 9months. 

For details about the applicable time limits, Office by Office, see www.wipo.int/pct/en/texts/time limits.html and the 
PCT Applicant's Guide, National Chapters. -

Name and mailing address of the ISA/KR 

8 Korean lntellecntal Propeny Office 
189 Cheongsa-ro, Seo-gu, Daejeon Metropolitan 
City, 302-70 I. Republic of Korea 

FacsimileNo. 82-42-472-7140 

Form PCT/ISA/220 (July 2010) 

Authorized officer CPA GLOB~ -~ . 
-~le c;p1• 

SEP l 1 20 Ii!._,.'- . "'"e 
Telephone No. 82-4 -481-8754 J -•- -

COMMISSION 'R 

r YC&J 

Coded _ verified 

Petitioner Samsung Ex-1004, 0141



* Attention 

Copies of the documents cited in the international search report can be searched in the following Korean Intellectual 
Property Office English website for three months from the date of mailing of the international search report. 

http://www.kipo.go.kr/en/ => PCT Services=> PCT Services 

ID : PCT international application number 
PW: CZKLKWRL 

Inquiries related to PCT International Search Report or Written Opinion prepared by KIPO as an International 
Searching Authority can be answered not only by KIPO but also through IPKC (Intellectual Property Korea 
Center), located in Vienna, VA, which functions as a PCT Help Desk for PCT applicants. 

Homepage: http://www.ipkcenter.com 
Email: ipkc@ipkcenter.com 
Phone: + l 703 388 1066 
Fax: +1 703 388 1084 

Notes to Form PCT/ISA/220 (July 2010) 

Petitioner Samsung Ex-1004, 0142



PA TENT COOPERATION TREATY 

PCT 
INTERNATIONAL SEARCH REPORT 

(PCT Article 18 and Rules 43 and 44) 

PCT /US2011/065069 

Applicant's or agent's file reference 
FOR FURTHER see Form PCT/ISA/220 

P41624PCT ACTION as well as, where applicable, item 5 below. 

International application No. International filing date (day/month/year) (Earliest) Priority Date (day/month/year) 

PCT /US201 l/065069 15 DECEMBER 2011 (15.12.2011) 

Applicant 

INTEL CORPORATION et al 

This International search report has been prepared by this International Searching Authority and is transmitted to the applicant according 
to Article 18. A copy is being transmitted to the International Bureau. 

This international search report consists of a total of 3 sheets. 

D It is also accompanied by a copy of each prior art document cited in this report. 

I. Basis of the report 
a. With regard to the language, the international search was carried out on the basis of: 

~ the international application in the language in which it was filed 

D a translation of the international application into ___________ , which is the language of a 
translation furnished for the purposes of international search (Rules 12.3(a) and 23.l(b)) 

b. D This international search report has been established taking into account the rectification of an obvious mistake 
authorized by or notified to this Authority under Rule 91 (Rule 43.6b1s(a)). 

c. D With regard to any nucleotide and/or amino acid sequence disclosed in the international application, see Box No. I. 

2. D Certain claims were found unsearchable (See Box No. II) 

3. D Unity of invention is lacking (See Box No. Ill) 

4. With regard to the title, 

~ the text is approved as submitted by the applicant. 

D the text has been established by this Authority to read as follows: 

5. With regard to the abstract, 

~ the text is approved as submitted by the applicant. 

D the text has been established, according to Rule 38.2, by this Authority as it appears in Box No. IV. The applicant 

may, within one month from the date of mailing of this international search report, submit comments to this Authority. 

6. With regard to the drawings, 

a. the figure of the drawings to be published with the abstract is Figure No. 1 
~ as suggested by the applicant. 

Das selected by this Authority, because the applicant failed to suggest a figure. 

D as selected by this Authority, because this figure better characterizes the invention. 

b. D none of the figure is to be published with the abstract. 

Fonn PCT/ISA/210 (first sheet) (July 2009) 

Petitioner Samsung Ex-1004, 0143



INTERNATIONAL SEARCH REPORT International application No. 

PCT /US201 l/065069 
A. CLASSIFICATION OF SUBJECT MATTER 

H04L 9/14(2006.0l)i, H04L 9/32(2006.0l)i 

According to International Patent Classification (IPC) or to both national classification and IPC 

B. FIELDS SEARCHED 

Minimum documentation searched (classification system followed by classification symbols) 

H04L 9/14; H04L 9/08; H04L 9/32; H04L 9/00 

Documentation searched other than minimum documentation to the extent that such documents are included in the fields searched 
Korean utility models and applications for utility models 
Japanese utility models and applications for utility models 

Electronic data base consulted during the international search (name of data base and, where practicable, search terms used) 

eKOMPASS(KIPO internal) & Keywords: secure communication, secure socket layer, SSL, transport layer security, IPSec, random 
nonce, handshake initiate, key exchange, session key, secure memory, hash code, handshake completion 

C. DOCUMENTS CONSIDERED TO BE RELEVANT 

Category* Citation of document, with indication, where appropriate, of the relevant passages Relevant to claim No. 

y 

A 

y 

US 2011-0231923 Al (BOLLAY BENN SAPIN et al.) 22 September 2011 1-32,35-36 

33-34,37-47 

1-32,35-36 

33-34,37-47 

See Claims 1,6: Paragraphs [27],[63],[70],[89]-[93],[95],[123]-[126]; Figures 
2,5,8 

US 2005-0213768 Al (DAVID DURHAM et al.) 29 September 2005 

A 

A 

See Claims 1-4; Paragraphs [14],[15],[17],[20],[21],[26],[28],[33],[45],[49], 
[53],[54]; Figures 1.2,5 

US 2010-0299525 Al (SHAH PARAS et al.) 25 November 2010 1-47 
See Claims 1,8; Paragraphs [47],[50],[54]-[56],[59],[60]: Figures 2,3 

A US 2008-0037793 Al (BUER MARK) 14 February 2008 1-47 
See Claims 11-17: Paragraphs [35],[39]-[43]; Figures 4,7-9 

D Further documents are listed in the continuation of Box C. 

Special categories of cited documents: 
"A" document defining the general state of the art which is not considered 

to be of particular relevance 
"E" earlier application or patent but published on or after the international 

filing date 
"L" document which may throw doubts on priority claim(s) or which is 

cited to establish the publication date of citation or other 
special reason (as specified) 

"O" document referring to an oral disclosure, use, exhibition or other 
means 

"P" document published prior to the international filing date but later 
than the priority date claimed 

Date of the actual completion of the international search 

29 AUGUST 2012 (29.08.2012) 

Name and mailing address of the ISA/KR 

G Korean Intellectual Property Office 
189 Cheongsa-ro, Seo-gu, Daejeon Metropolitan 
City, 302-701, Republic ofKorea 

Facsimile No. 82-42-472-7140 

Form PCT/ISA/210 (second sheet) (July 2009) 

[8'.j See patent family annex. 

"T" later document published after the international filing date or priority 
date and not in conflict with the application but cited to understand 
the principle or theory underlying the invention 

"X" document of particular relevance; the claimed invention cannot be 
considered novel or cannot be considered to involve an inventive 
step when the document is taken alone 

"Y" document of panicular relevance; the claimed invention cannot be 
considered to involve an inventive step when the document is 
combined with one or more other such documents,such combination 
being obvious to a person skilled in the an 

"&" document member of the same patent family 

Date of mailing of the international search report 

30 AUGUST 2012 (30.08.2012) 
Authorized officer 

Lee Hyoung II 

Telephone No. 82-42-481-8199 

Petitioner Samsung Ex-1004, 0144



INTERNATIONAL SEARCH REPORT International application No. 

Information on patent family members PCT /US2011/065069 

Patent document Publication Patent family Publication 

cited in search report date member(s) date 

US 2011-0231923 A1 22.09.2011 CN 102195878 A 21.09.2011 
US 2011-231649 A1 22.09.2011 
US 2011-231651 A1 22.09.2011 
US 2011-231652 A1 22.09.2011 
US 2011-231653 A1 22.09.2011 
US 2011-231655 A1 22.09.2011 
WO 2011-116342 A2 22.09.2011 
WO 2011-116342 A3 22.12.2011 

US 2005-0213768 A1 29.09.2005 CN 1926837 A 07.03.2007 
CN 1926837 B 06.04.2011 
EP 1728376 A1 06.12.2006 
EP 1728376 B1 15.07.2009 
JP 04-579969 B2 03.09.2010 
JP 2007-525913 A 06.09.2007 
JP 4579969 B2 10.11.2010 
KR 10-0831437 B1 21.05.2008 
KR 10-2006-0127229 A 11.12.2006 
WO 2005-101794 A1 27.10.2005 

US 2010-0299525 A1 25.11.2010 AU 2006-280301 A1 22.02.2007 
CN 101292233 AO 22.10.2008 
EP 1904931 A2 02.04.2008 
JP 2009-505493 A 05.02.2009 
US 2007-0038853 A1 15.02.2007 
US 2009-0119504 A1 07.05.2009 
WO 2007-021483 A2 22.02.2007 

US 2008-0037793 Al 14.02.2008 EP 1484890 A2 08.12.2004 
EP 1484890 A3 11.07.2012 
EP 1484913 A2 08.12.2004 
EP 1484913 A3 15.04.2009 
US 2004-0247131 Al 09.12.2004 
US 2005-0041802 A1 24.02.2005 
US 2010-0296573 A1 25.11.2010 
US 6724335 B1 20.04.2004 
US 7289632 B2 30.10.2007 
US 7768434 B2 03.08.2010 
US 8111183 B2 07.02.2012 

Form PCT/ISA/2 JO (patent family annex) (July 2009) 

Petitioner Samsung Ex-1004, 0145



PCT /US2011/065069 

PATENT COOPERATION TREATY 
From the 
INTERNATIONAL SEARCHING AUTHORITY 

To: 

KELLETT GLEN M. PCT 
BARNES & 11-IORNBURG, LLP C/O CPA GLOBAL P.O. 
BOX 52050 MINNEAPOLIS MN 55402 USA 

WRITTEN OPINION OF THE 
INTERNATIONAL SEARCHING AUTHORITY 

(PCT Rule 43bis.1) 

Date of mailing 
(day/month/year) 30 AUGUST 2012 (30.08.2012) 

Applicant's or agent's file reference 

P41624PCT 

FOR FURTHER ACTION 

See paragraph 2 below 

International application No. 

PCT/US2011/065069 I 
International filing date (daylmo111hlyear) I Priority date(day/monthlyear) 

15 DECEMBER 2011 (15.12.2011) 
International Patent Classification (IPC) or both national classification and IPC 

H04L 9/14(2006.01)1, H04l 9/12(2006.01)1 

Applicant 

INTEL CORPORATION et al 

I. This opinion contains indications relating to the following items: 

Basis of the opinion 

Priority 

18) Box No. I 

D Box No. II 

D Box No. Ill Non-establishment of opinion with regard to novelty, inventive step and industrial applicability 

D Box No. IV Lack of unity of inven1ion 

18] Box No. V Reasoned statement under Rule 43bis. l(a)(i) with regard to novelty, inventive step or industrial applicability; 
citations and explanations supporting such statement 

D Box No. VI Certain documents cited 

18] Box No. VII Certain defects in the intemational application 

D Box No. VIII Certain observations on the international application 

2. FURTHER ACTION 
If a demand for international preljminary examination is made, this opinion will be considered to be a written opinion of the 
International Preliminary Examining Authority ("IPEA") except that this does not apply where the applicant chooses an Authority 
other than this one to be the IPEA and the chosen IPEA has notified the International Bureau under Rule 66.1 bis(b) that written 
opinions of this International Searching Authority will not be so considered. 

lftrus opinion is, as provided above, considered to be a written opinion oflhe IPEA, the applicant is invited to submit to the 
IPEA a written reply together, where appropriate, with amendments, before the expiration of3 months from the date of mailing 
ofFom1 PCT/ISN220 or before the expiration of22 months from the prior ity date, whichever expires later. 
For further options, see Form PCT/ISA/220. 

Name and mailing address of the ISA/KR 

G 
Korean Intellectual Property Office 
189 Cheongsa-ro, Seo-gu, Daejeon 
Metropolitan City, 302-70 I, 
Republic of Korea 

Facsimile No. 82-42-472-7 140 

Form PCT/ISA/237 (cover sheet) (July 2011) 

Date of completion oflhis opinion Authorized officer 

29 AUGUST 20 12 (29.08.2012) Lee Hyoung U 

Telephone No.82-42-481-8199 

Petitioner Samsung Ex-1004, 0146



WRITTEN OPINION OF THE 
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Box No. I Basis of this opinion 

1. With regard to the language, this opinion has been established on the basis of: 

~ the international application in the language in which it was filed 

International application No. 

PCT /US2011/065069 

D a translation of the international application into _____________ , which is the language ofa 
translation furnished for the purposes ofinternational search (Rules 12.3(a) and 23.l(b)) 

2. D This opinion has been established taking into account the rectification of an obvious mistake authorized by or notified 
to this Authority under Rule 91 (Rule 43bis. l(a)) 

3. With regard to any nucleotide and/or amino acid sequence disclosed in the international application, this opinion has been 
established on the basis of: 

a. a sequence listing filed or furnished 

D onpaper 

D in electronic form 

b. time of filing or furnishing 

D contained in the international application as filed. 

D filed together with the international application in electronic form. 

D furnished subsequently to this Authority for the purposes of search. 

4. D In addition, in the case that more than one version or copy ofa sequence listing has been filed or furnished, the required 

statements that the information in the subsequent or additioanl copies is identical to that in the application as filed or does 

not go beyond the application as filed, as appropriate, were furnished. 

5. Additional comments: 
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International application No. 

PCT /US201 l/065069 

Box No. V Reasoned statement under Rule 43bis.l(a)(i) with regard to novelty, inventive step or industrial applicability; 
citations and explanations supporting such statement 

1. Statement 

Novelty (N) Claims 

Claims 

Inventive step (JS) Claims 

Claims 

Industrial applicability (IA) Claims 

Claims 

1-47 _____________________ YES 

NONE NO 

33-34,37-47 

1-32,35-36 

_______________________ YES 

_______________________ NO 

1-47 YES -------------------------
NONE NO -------------------------

2. Citations and explanations : 

Reference is made to the following documents: 

Dl: US 2011-0231923 Al (BOLLAY BENN SAPIN et al.) 22 September 2011 
D2: US 2005-0213768 Al (DAVID DURHAM et al.) 29 September 2005 
D3: US 2010-0299525 Al (SHAH PARAS et al.) 25 November 2010 
D4: US 2008-0037793 Al (BUER MARK) 14 February 2008 

1. Novelty and Inventive Step 

1.1 Independent Claim 1 

Dl, which is considered to be the closest prior art to the subject matter of claim 1, discloses an 

apparatus for a client to generate random number, send client he! lo message for SSL handshake 

initiation, perform a server key exchange and a client key exchange, generate a session key based on 

secret data, store the session in a data store, est ab Ii sh an encrypted session between the server and 

the client using the session key. Claim 1 differs from Dl in that the apparatus uses the secure 

memory. However, D2 discloses an apparatus storing the cryptographic key in a secure storage. 

Accordingly, claim 1 would have been obvious over Dl in view of D2. Therefore, claim 1 lacks an 

inventive step under PCT Article 33(3). 

1.2 Dependent Claims 2-15 

Claims 2-15, which are dependent on claim 1, lack an inventive step under PCT Article 33(3), because 

the additional features of claims 2-15 are merely matters of design option when the general technical 

knowledge about the state of the art is used. 

1.3 Independent Claim 16 

Claim 16 relates to a method performing the functions of the apparatus according to claim 1. Claim 16 

is considered to lack an inventive step under PCT Article 33(3), because the subject matter of claim 

1 is considered to lack an inventive step under PCT Article 33(3). 

[Continued on Supplemental Box] 
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Box No. VII Certain defects in the international application 

International application No. 

PCT /US2011/065069 

The following defects in the form or contents of the international application have been noted: 

Claims 35-36 and 46-47 do not comply with PCT Rule 6.4(a) because the multiple dependent claims don't refer to other claims in 
the alternative way. 
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Supplemental Box 

In case the space in any of the preceding boxes is not sufficient. 
Continuation of: 

[Box VJ 
[Box VJ 

1.4 Dependent Claims 17-32 

International application No. 

PCT /US2011/065069 

Claims 17-32, which are dependent on claim 16, lack an inventive step under PCT Article 33(3), because 
the additional features of claims 17-32 are merely matters of design option when the general technical 
knowledge about the state of the art is used. 

1.5 Dependent Claims 33-34 

The additional feature of claim 33 dependent on claim 16 is not disclosed in any of the prior art 
documents, nor is it obvious to a person skilled in the art by the documents. Accordingly, claim 33 is 
novel and involves an inventive step under PCT Article 33(2) and (3). 

The additional feature of claim 34 dependent on claim 16 is not disclosed in any of the prior art 
documents, nor is it obvious to a person skilled in the art by the documents. Accordingly, claim 34 is 
novel and involves an inventive step under PCT Article 33(2) and (3). 

1.6 Independent Claim 35 

Cl aim 35 rel ates to a source device including a plurality of instruct ions performing the method of 
claims 16-32. Claim 35 is considered to lack an inventive step under PCT Article 33(3), because the 
subject matters of claims 16-32 are considered to lack an inventive step under PCT Article 33(3). 

1.7 Independent Claim 36 

Claim 36 relates to one or more machine readable media comprising a plurality of instructions 
performing the method of claims 16-32. Claim 36 is considered to lack an inventive step under PCT 
Article 33(3). because the subject matters of claims 16-32 are considered to lack an inventive step 
under PCT Article 33(3). 

1.8 Claims 37-45 

The subject matter of claim 37 differs from these prior art documents in generating a hash code as a 
function of the session key and sending a client completion message to the server that includes the 
hash code to indicate the client has completed an initial handshake procedure. And it is not obvious 
to a person skilled in the art by the documents, taken alone or in combination. Therefore. claim 37 
meets the requirements of PCT Article 33(2) and (3) with respect to novelty and inventive step. 

Claims 38-45 are dependent on claim 37 and therefore meet the requirements of PCT Article 33(2) and 
(3). 

1.9 Claims 46-47 

Claim 46 relates to a source device including a plurality of instructions performing the method of 
claims 37-45. Claim 46 is considered to be novel and to involve an inventive step under PCT Article 
33(2) and (3), because the subject matters of claim 37-45 are considered to be novel and to involve an 
inventive step under PCT Article 33(2) and (3). 

Claim 47 relates to one or more machine readable media cornpr1s1ng a plurality of instructions 
performing the method of claims 37-45. Claim 47 is considered to be novel and to involve an inventive 
step under PCT Article 33(2) and (3), because the subject matters of claim 37-45 are considered to be 
novel and to involve an inventive step under PCT Article 33(2) and (3). 

[Continued on Supplemental Box] 
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Supplemental Box 

In case the space in any of the preceding boxes is not sufficient. 
Continuation of: 

[Box V] 

2. Industrial Applicability 

Claims 1-47 are industrially applicable under PCT Article 33(4). 

Form PCT/ISA/237 (Supplemental Box) (July 2011) 

Petitioner Samsung Ex-1004, 0151



Electronic Acknowledgement Receipt 

EFSID: 16431576 

Application Number: 13997412 

International Application Number: 

Confirmation Number: 1045 

Title of Invention: 
METHOD AND DEVICE FOR SECURE COMMUNICATIONS OVER A NETWORK 
USING A HARDWARE SECURITY ENGINE 

First Named Inventor/Applicant Name: Hormuzd M. Khosravi 

Customer Number: 73486 

Filer: Christopher A. Singh/Jenny Kathman 

Filer Authorized By: Christopher A. Singh 

Attorney Docket Number: P41624US/45631-225521 

Receipt Date: 26-JUL-2013 

Filing Date: 

Time Stamp: 17:34:18 

Application Type: U.S. National Stage under 35 USC 371 

Payment information: 

Submitted with Payment I no 

File Listing: 

Document 
Document Description File Name 

File Size(Bytes)/ Multi Pages 
Number Message Digest Part /,zip (if appl.) 

Information Disclosure Statement (IDS) 
612529 

1 
Form (SB0S) 

P41624US_IDS.pdf no 4 
d 1252053a2f5862f53cab1 7042ff94031 ea2 

43fa 

Warnings: 

Information: 

Petitioner Samsung Ex-1004, 0152



1414117 

2 Foreign Reference FRl .pdf no 31 
2001 cf96b8116eb778bdc2ed624e2199833 

dedb9 

Warnings: 

Information: 

403207 

3 Non Patent Literature NPLl .pdf no 11 
55c54ca63faa05b691 0359efa 1 077d8c9131 

80d6 

Warnings: 

Information: 

3104183 

4 Non Patent Literature NPL2.pdf no 19 
08aea302b 1 cl 55c2b 18eeea6cca27818f86~ 

9a78 

Warnings: 

Information: 

919669 

5 Non Patent Literature NPL3.pdf no 6 
0b6a539cc93664667a9281 043edd26694e 

e1922 

Warnings: 

Information: 

Total Files Size (in bytes) 6453705 

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents, 
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a 
Post Card, as described in MPEP 503. 

New A~~lications Under 35 U.S.C. 111 
If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR 
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this 
Acknowledgement Receipt will establish the filing date of the application. 

National Stage of an International A~~lication under 35 U.S.C. 371 
If a timely submission to enter the national stage of an international application is compliant with the conditions of 35 
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a 
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course. 

New International A~~lication Filed with the USPTO as a Receiving Office 
If a new international application is being filed and the international application includes the necessary components for 
an international filing date (see PCT Article 11 and MPEP 181 O), a Notification of the International Application Number 
and of the International Filing Date (Form PCT/RO/1 OS) will be issued in due course, subject to prescriptions concerning 
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of 
the application. 

Petitioner Samsung Ex-1004, 0153



--
---iiiiii 
iiiiii 

---
!!!!!!!!!!!! 

(I 2) L"ffERNA TIONAL APPLICATION PUBLISHED UNDER THE PA TENT COOPER,\ TION TREATY (PC]) 
(19) World Intellectual Property 

Organization 
International Bureau 

111111111111111111111 IIIII 11111111111111111111 lllll lllll lllll lllll lllll 11111111111 11111111 1111 

(10) International Publication Number 
(43) International Publication Date 

20 June 2013 (20.06.2013) WIPO I PCT 
WO 2013/089728 Al 

(51) International Patent Classification : 
G06F 21124 (2006.01) 

(21) International Application Number: 
PCTiUS20 11/065094 

(22) International Filing Date: 
15 December2011 (1 5.12.20 11) 

(25) Filing Language: English 

(26) Publication Language: English 

(71) Appllcant (for all designated Stales except US): INTEL 
CORPORATION [US/US]; 2200 Mission College Blvd, 
Santa Clara, CA 95052 (US). 

(72) Invent.ors; and 
(75) Invent.ors/ Applicants (for US on(l'): KHOSRAVI, Hor­

muzd [IN/US]; 48 16 NW 166th Ave, Portland, OR 97229 
(US). AGRA WAL, Sacbln [IN/US]; 21 11 NE 25th Ave, 
1-lillsboro, OR 97229 (US). VENKATARAMANAN, 
Auirudh [INiUS]; 2111 NE 25th Avenue, Hillsboro, OR 
97214 (VS). 

AO, AT, AU, AZ, BA, BB, BG, BH, BR, BW, BY, BZ, 
CA,CH,CL,CN,CO,CR,CU,CZ,DE, DK, DM,DO, 
DZ, EC, EE, EG, ES, Fl, GB, GD, GE, GH, GM, GT, I-IN, 
HR, HU, ID, IL, IN, rs, JP, KE, KG, KM, KN, KP, KR, 
KZ, LA, LC, LK, LR, LS, LT, LU, LY, tvlA, MD, ME, 
MG, MK, MN, MW, MX, MY, MZ, NA, NG, NI, NO, NZ, 
OM, PE, PG, PH, PL, PT, QA, RO, RS, RU, RW, SC, SD, 
SE, SG, SK, SL, SM, ST, SY, SY, TH, TJ, TM, TN, TR, 
TI, TZ, UA, UG, US, UZ, VC, VN, ZA, ZM, ZW. 

(84) Designated States (unless otherwise indicated, .for every 
kind of regional protection available): ARIPO (BW, GH, 
GM, KE, LR, LS, MW, MZ, NA, RW, SD, SL, SZ, TZ, 
UG, ZM, ZW), Eurasian (Al\,[, AZ, BY, KG, KZ, l\.1D, RU, 
TJ, TM), European (AL, AT, BE, BG, CH, CY. CZ, DE, 
DK, EE, ES, Fl, FR, GB, GR, HR, HU, IE, IS, IT, LT, LU, 
LV, MC, MK, MT, NL, NO, PL, PT, RO, RS, SE, SI, SK, 
SM, TR), OAP[ (BF, BJ, CF, CG, CI, CM, GA, GN, GQ, 
GW, ML, MR, NE, SN, TD, TG). 

Declarations under Rule 4.17: 

of inventors hip (Rule 4. 17(iv)) 

(74) Agent: KELLET, Glen M.; Barnes & Thornburg, LLP, Publi,;hecl: 
c/o CPA Global, PO Box 52050, lvlinneapollis, MN 55402 
(US) . 

(81) DL--signated St.ates (unless othen-vise indicated, for eve1y 
kind of national protection availablej: A E, AG, AL, AM, 

with international search report (Art. 21 (3)) 

~ -----------------------------------------------= (54) Title: METHOD, DEv1CE, AND SYSTEM FOR SEGUREL Y SHARING MEDIA CONTENT FROM A SOURCE DEVICE 

---
iiiiii 
iiiiii --iiiiii 
iiiiii 

iiiiii 

iiiiii ---

100 

170 

ME.MORY PROCESSOR 
CON"fR.OUER COR:-E 

.ill! JJ.a 

~CUR.ITV 
EHG!tiE. 
S.fKEY 

SECURE: 
MEMORY 

liO 
OEViCl::S 

1ii!i 

~~ 
~ ~ 

CCl.1M. 
C2RCUfTHY 

.w 

FIG. 1 

OUT?tJT 
0EV!'Cf.S 

.lfili 

(57) Abstract: A method, device, and system for sharing media content with a sink device includes performing a cryptographic key 
exchange with the sink device and generating an authorization key in a security engine of a system-on-a-chip (SOC) of a source 
device. The method may also include generating an exchange key as a function of the authorization key and a packet key as a func ­
tion of tl1e exchange key. Such key generation occurs in the sec11rity engine of the SOC, and the keys are stored in a secure memory 
oftlle security engine. 

Petitioner Samsung Ex-1004, 0154



WO 2013/089728 PCT /US2011/065094 

METHOD, DEVICE, Al""ID SYSTEM FOR SECURELY 

SHARING MEDIA CONTENT FROM A SOURCE DEVICE 

BACKGROUND 

The generation, sharing, and consumption of digital media content continue to grow as consumer 

5 devices capable of interacting with such content become ubiquitous. The desire to share digital 

media content between consumer devices. especially in the home environment, is increasing in 

unison with the increased exposure to digital media content. To ensure that two media devices 

can properly share digital media content while also ensuring the digital rights of such content 

remain protected, digital media content delivery protocols have been developed by various 

IO authority organizations. One such organization is the Digital Living Network Alliance (DLNA). 

which has established various interoperability protocols and standards for sharing media content 

between media devices. For example the Digital Transmission Content Protection {DTCP) 

protocol is a security protocol that defines security guidelines and compliance requirements for 

securely sharing media content between media devices. Digital Transmission Content Protection 

15. over Internet Protocol (DTCP-TP) is a sub-set protocol of the DTCP protocol directed to sharing 

media content between media devices over a network. 

Some media devices utilize system-on-a-chip (SOC) designs due Lo their relatively small 

footprint. SOC devices are integrated circuits that incorporate various components, in addition 

to the processing core, of electronic systems on a single die. For example, an SOC may include 

20 a processor core, memory controller, video components, audio components, and/or 

communication components on a single chip. 

BRIEF DESCRIPTION OF THE DRAWINGS 

The invention described herein is illustrated by way of example and not by way of limitation in 

the accompanying figures. For simplicity and clarity of illustration, elements illustrated in the 

25 figures are not necessarily drawn to scale. For example, the dimensions of some elements may 

be exaggerated relative to other elements for clarity. Further, where considered appropriate. 

reference labels have been repealed among the figures to indicate corresponding or analogous 

elements. 

FIG. I is a simplified block diagram of at least one embodiment of a system for sharing media 

30 content from a media source device having a system-on-a-chip (SOC) to a media sink device; 

FIG. 2 is a simplified flow diagram of at least one embodiment of a method for provisioning a 

security engine of the SOC of the media source device; 

- l -
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FIG. 3 is a simplified flow diagram of at least one embodiment of a method for authenticating 

the media sink device of FIG. I; and 

FIG. 4 is a simplified flow diagram of at least one embodiment of a method for securely sharing 

media content with the media sink device of FIG. I. 

5 DETAILED DESCRIPTION OF THE DRAWINGS 

While the concepts of the present disclosure are susceptible to various modifications and 

alternative forms, specific exemplary embodiments thereof have been shown by way of example 

in the drawings and will herein be described in detail. It should be understood, however, that 

there is no intent to limit the concepts of the present disclosure to the particular forms disclosed, 

IO but on the contrary, the intention is to cover a11 modifications, equivalents, and alternatives 

consistent with the present disclosure and the appended claims. 

In the following description, numerous specific details such as logic implementations, opcodes, 

means to specify operands, resource partitioning/sharing/duplication implementations, types and 

interrelationships of system components, and logic partitioning/integration choices are set forth 

15 in order to provide a more thorough understanding of the present disclosure. It will be 

appreciated, however, by one skilled in the art that embodiments of the disclosure may be 

practiced without such specific details. In other instances, control structures, gate level circuits 

and full software instruction sequences have not been shown in detail in order not to obscure the 

invention. Those of ordinary skill in the art, with the included descriptions, will be able to 

20 implement appropriate functionality without undue experimentation. 

References in the specification to "one embodiment," "an embodiment," "an example 

embodiment," etc., indicate that the embodiment described may include a particular feature, 

structure, or characteristic, but every embodiment may not necessarily include the particular 

feature, structure, or characteristic. Moreover. such phrases are not necessarily referring to the 

25 same embodiment. Further, when a particular feature, structure, or characteristic is described in 

connection with an embodiment, it is submitted that it is within the knowledge of one skilled in 

the art to effect such feature, structure, or characteristic in connection with other embodiments 

whether or not explicitly described. 

Embodiments of the invention may be implemented in hardware, firmware, software, or any 

30 combination thereof. Embodiments of the invention implemented in a computer system may 

include one or more bus-based interconnects or links between components and/or one or more 

point-to-point interconnects between components. Embodiments of the invention may also be 

implemented as instructions carried by or stored on a machine-readable medium, which may be 
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read and executed by one or more processors. A machine-readable medium may be embodied as 

any device, mechanism, or physical structure for storing or transmitting information in a form 

readable by a machine (e.g .• a computing device). For example. a machine-readable medium 

may be embodied as read only memory (ROM); random access memory (RAM); magnetic disk 

5 storage media; optical storage media; flash memory 'devices; mini- or micro-SD cards, memory 

sticks, electrical signals, and others. 

In the dra\.\rings, specific arrangements or orderings of schematic elements, such as those 

representing devices, modules, instruction blocks and data elements, may be shown for ease of 

description. However, it should be understood by those skilled in the art that the specific 

IO ordering or arrangement of the schematic elements in the drawings is not meant to imply that a 

particular order or sequence of processing, or separation of processes, is required. Further, the 

inclusion of a schematic element in a drawing is not meant to imply that such element is required 

in all embodiments or that the f ea tu res represented by such element may not be included in or 

combined with other elements in some embodiments. 

15 In general, schematic elements used to represent instruction blocks may be implemented using 

any suitable form of machine-readable instruction, such as software or firmware applications, 

programs, functions, modu1es, routines, processes, procedures, plug-ins, applets, widgets, code 

fragments and/or others, and that each such instruction may be implemented using any suitable 

programming language, library, application programming interface {AP!), and/or other software 

20 development tools. For example, some embodiments may be implemented using Java, C++, 

and/or other programming languages. Similarly, schematic elements used to represent data or 

information may be implemented using any suitable electronic arrangement or structure, such as 

a register, data store, table, record, array, index, hash, map, tree, list, graph, file {of any file type), 

folder, directory, database, and/or others. 

25 Further, in the drawings, where connecting elements, such as solid or dashed lines or arrows, are 

used to illustrate a connection, relationship or association between or among two or more other 

schematic elements, the absence of any such connecting elements is not meant to imply that no 

connection, relationship or association can exist. In other words, some connections, 

relationships or associations between elements may not be shown in the drawings so as not to 

30 obscure the disclosur:e. In addition, for ease of illustration, a single connecting element may be 

used to represent multiple connections, relationships or associations between elements. For 

example, where a connecting element represents a communication of signals, data or 

instructions, it should be understood by those skilled in the art that such element may represent 

one or multiple signal paths (e.g .• a bus), as may be needed. to effect the communication. 
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Referring now to FIG. I, a system I 00 for sharing digital media content includes a media source 

device 102, a media sink device 104, and a network 106. In operation, the media source device 

l02 may share digital media content with the media sink device 104 over the network 106 using 

a security protocol. ln the illustrative embodiment, a Digital Transmission Content Protection 

5 (DTCP) security protocol is used, such as the Digital _Transmission Content Protection over 

Internet Protocol {DTCP-IP). However, other security protocols may be used in other 

embodiments. 

The media source device I 02 initially authenticates 'the media sink device I 04. If the media sink 

device I 04 is successfully authenticated, the media source device l 02 and sink device 104 

l O perform a key exchange to generate a shared secret key. The media source device 102 generates 

a packet encryption key based on the shared key and encrypts the media content using the packet 

encryption key. The media sink device 104 may decrypt the media content using a shared 

exchange key. To ensure the security and protection of the media content, the keys and other 

cryptographic functions generated by the media source device 102 are done so within a security 

15 engine 11 O of a system-on-a chip (SOC) 112 of the media source device 102. The media source 

device l02 maintains the keys in secrecy within a secure memory 114 of the security engine 110. 

In this way, digital media content may be shared with the media sink device 104 while ensuring 

the security of the digital media content and the encryption keys used to facilitate such secured 

sharing. 

20 The media source device I 02 may be embodied as any type of device capable of delivering 

digital media content to the media sink device I 04. For example, the media source device I 02 

may be embodied as a set-top box, a digital television, a smartphone, a tablet computer. a laptop 

computer, a mobile internet device (MID), a desktop computer, or other device capable of 

delivery of media content. The media source device 102 may be configured to deliver any type 

25 of digital media content to the media sink device 104 including, for example, movies, pictures, 

images. songs, audio and/or video recordings. and/or any other type of audio. video, and/or audio 

and video content. 

As discussed above, the media source device I 02 includes the SOC l 12, which may be 

embodied as any type of system-on-a-chip device having various components and structures. In 

30 the illustrative embodiment of FIG. l, the SOC 112 includes the security engine 110, a memory 

controller I I 6. a processor core 118, and bus a plurality of hardware peripherals 130, which are 

communicatively coupled to each other a link 120. The link 120 may be embodied as any type 

of interconnect such as a bus, point-to-point, or other interconnect capable of facilitating 

communication between the various components of the SOC 122. The hardware peripherals 130 
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may include any type of hardware peripheral component depending upon the intended 

functionality of the SOC 112. For example, in the illustrative embodiment, the hardware 

peripherals 130 include a demux 132 to separate audio and video content streams. video 

processing component(s) 134 to process video content, and audio processing component(s) 136 

5 lo process audio content. Of course, il should be appreciated that the hardware peripherals 130 

of the SOC 112 have been simplified in the illustrative embodiment of FIG. I and that the SOC 

112 may include additional, different, and/or greater detailed hardware peripherals 130, which 

are not illustrated in FIG. I for clarity of the disclosure. 

The security engine 110 may be embodied as a security co-processor or processing circuitry 

IO separate from the processor core 118. The security engine 110 includes a security key 150 and 

the secure memory 114, which is accessible only by the security engine 110. The security 

engine 110 stores the security key 150, and other cryptographic keys as discussed below, in the 

secure memory 114. In the illustrative embodiment, the security key 150 is provisioned during 

the manufacturing of the SOC 112, but may be generated by the SOC 112 during operation in 

15 other embodiments. For example, in some embodiments, the security key I 50 is based on blown 

fuses within the security engine I IO itself. Additionally or alternatively, the security engine I IO 

may include a key-generating module, such as a trusted platform module (TPM), to generate the 

security key I 50. During use, the security engine 110 may use any number of security keys 150, 

which may be identical or different from each other. 

20 In some embodiments, the media source device I 02 may include additional components and 

structures other than the SOC 112 depending on the type and intended use of the media source 

device I 02. For example, in the illustrative embodiment of FIG. I, the media source device I 02 

includes a system memory 160, a data storage 162, a communications output I C>4, and one or 

more input/output devices 166. The system memory 160 may be embodied as any type of main 

25 memory or data storage locations including, for example, dynamic random access memory 

devices (DRAM). synchronous dynamic random access memory devices (SDRAM), double-data 

rate synchronous dynamic random access memory device (DDR SDRAM), mask read-only 

memory (ROM) devices, erasable programmable ROM (EPROM), electrically erasable 

programmable ROM (EEPROM) devices, flash memory devices, and/or other volatile and/or 

30 non-volatile memory devices. 

The data storage 162 may be embodied as any type of device or devices configured for the short­

term or long-term storage of data such as, for example, memory devices and circuits, memory 

cards, hard disk drives, solid-state drives, or other data storage devices. In the illustrative 
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embodiment of FIG. l, encrypted media content 170 may be stored in the data storage 162. 

which may be subsequently shared with the media sink device I04 as discussed below. 

The communications output 164 may be embodied as a simpUfied output or as various circuits 

and/or devices to facilitate, for example, communications wilh the media sink device l 04. For 

5 example, the communications output 164 {and/or communication circuitry within the SOC 112) 

may any suitable communication protocol such as Ethernet (i.e. the IEEE 802.3 standard) or Wi­

Fi® (i.e .• the IEEE 802.11 standard), and/or other communication protocols or standards. 

The input/output devices l 66 may be embodied as any type of 1/0 device for interacting with the 

media source device 102. For example, the l/0 devices 166 may include output devices such as 

IO a display for displaying media on the media source device l 02 and speakers for playing audio 

content, and/or input devices such as a remote control receiver, a keyboard, a mouse, and/or the 

like. 

The media sink device I 04 may be embodied as any type of media device capable of 

communicating with and receiving media content from the media source device 102. For 

15 example, the media sink device I 04 may be embodied as a digital television, a smartphone, a 

tablet computer, a laptop computer, a mobile internet device (MID), a desktop computer, or other 

electronic device capable of receiving of media content from the media source device 102. 

The illustrative media sink device l 04 includes a processor 180, a memory 182, communication 

circuitry 184, and one or more output devices 186, which may be similar to such components 

20 found in other media devices. For example, the processor 180 may be embodied as any type of 

processor capable of executing software/finnware, such as a microprocessor, digital signal 

processor, microcontroller, or the like, and may include one or more processing cores. The 

memory 182 may be embodied as any type of memory or data storage locations including, for 

example, dynamic random access memory devices (DRAM), synchronous dynamic random 

25 access memory devices (SDRAM), double-data rate synchronous dynamic random access 

memory device (DDR SDRAM), mask read-only memory (ROM) devices, erasable 

programmable ROM (EPROM), electrically erasable programmable ROM (EEPROM) devices, 

flash memory devices, and/or other volatile and/or non-volatile memory devices. The 

communication circuitry 

30 The communication circuitry 184 may be embodied any type of circuitry and/or device to 

facilitate. for example, communications with the media source device 102. For example, the 

communication circuitry 184 may support communication protocols such as Ethernet (i.e. the 

IEEE 802.3 standard) or Wi-Fi® (i.e., the IEEE 802.11 standard), and/or other communication 

protocols or standards. The output devices 186 may be embodied as any type of output device 

-6-

Petitioner Samsung Ex-1004, 0160



WO 2013/089728 PCT/US2011/065094 

for playing, rendering, or otherwise delivering the media content to a user. For example, the 

output devices 186 may include a display for displaying media on the media sink device I 04 and 

speakers for playing audio content. 

The network 106 may be embodied as any number of various wired and/or wireless networks. In 

5 the illustrative embodiment, the network 106 is a local area network (LAN) such as a home 

network, but may be embodied as or otherwise include other networks in other embodiments. 

For example, in some embodiments, the network 106 may be embodied as an ad-hoc or point-to­

point network or a wide area network (WAN). As discussed in more detail below, the media 

source device l 02 is configured to share media content with the media sink device l 04 over the 

IO network 106. 

Referring now to FIG. 2, in use, the security engine 110 of the SOC 112 of the media source 

device I 02 may be provisioned with key material for facilitating the delivery of media content to 

various sink devices. To do so, the media source device I 02 may execute a method 200 for 

provisioning the security engine 110. The method 200 begins with block 202 in which the 

15 security engine l IO receives a source device certificate, a private device key, and a public 

certification key. The source device certificate, the private device key, and the public 

certification key are typically generated by a certification authority organization, which acts as a 

third-party verifier of the authentication of the particular device. The source device certificate 

includes a unique device identifier or number assigned to the media source device l02 by the 

20 certification authority organization to verify the media source device I 02 to other media devices. 

The unique device identifier may also be used to revoke the authorization of the media source 

device I 02 via distribution of a System Renewability Message (SRM) revocation list. The 

private device key may be used by the media source device I 02 to sign the packets so as to 

authenticate the media source device l 02 to other media devices as discussed in more detail 

25 below. Conversely, the public certification key may be used by the media sink device 104 to 

verify the packets received form the media source device I 02 during authentication. 

In block 204, the security engine I IO stores the source device certificate and the public 

certification key in the secure memory 114. In some embodiments, the security engine 110 may 

encrypt the source device certificate and/or the public certification key using the security key 

30 150 stored in the security engine 110. ln such embodiments, the security engine I 10 may store 

the encrypted source device certificate and/or the encrypted public certification key in the secure 

memory 114, in the memory 160, or in the data storage 162. 

In block 206, the security engine 110 encrypts .the private device key using the security key 150 

stored in the security engine 110. In some embodiments, the security engine I IO may also 
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secure the encrypted private device key in block 208. To do so. for example. the security engine 

may perform a Cipher Block Chaining Message Authentication Code (CBC-MAC) on the 

encrypted private device key. AJtematively, the security engine l JO may use some other 

cryptographic methodology to secure the encrypted private device key. Regardless, in block 

5 21 o. the security engine 110 stores the secured, encrypted private device key in the secure 

memory J I 4. In this way, the security engine l IO of the SOC 112 of the media source device 

102 is provisioned with initial key material to facilitate delivering media to sink devices in a 

secure manner. 

Referring now to FIG. 3, the media source device 102 may use a Digital Transmission Content 

IO Protection {DTCP) protocol to share media content wit the sink device 104 as discussed above. 

Prior to the actual sharing of media content with the media sink device 104, the media source 

device l 02 is configured to authenticate the media sink device I 04 and negotiate cryptographic 

keys with the media sink device 104 to facilitate the delivery of media content thereto. To do so. 

the media source device I 02 may execute a method 300 for authenticating the media sink device 

15 104. The method 300 begins with block 302 in which the media source device I 02 determines 

whether a request for authorization has been received from the media sink device 104. If so, in 

block 304, the media source device I 02 receives the sink device certificate and sink public 

cryptographic key. Similar to the source device certificate of the media source device 102, the 

sink device certificate is issued by the certification authority organization to verify the media 

20 sink device I 04. The sink device certificate includes a unique device identifier assigned by the 

certification authority organization, which uniquely identifies the media sink device I 04 from 

other media devices. The sink public key may be used by the security engine I IO in subsequent 

communications to verify that received messages were originated by the media sink device 104. 

In block 306, the media source device 102 verifies the sink device certificate using the public 

25 certification key. In embodiments in which the public certification key is stored in an encrypted 

form, the security engine 110 of the SOC 112 of the media source device 102 retrieves the 

encrypted public certification key and decrypts the key using the security key I 50. The public 

certification key is used to verify that the sink device certificate has been properly signed by an 

authorized media device. As such, in block 308, the media source device I 02 determines 

30 whether the media sink device I 04 is properly certified using the public certification key. If not. 

the method 300 advances to block 3 IO in which the media source device I 02 rejects the 

authorization request from the media sink device I 04. 

However, if the sink device certificate is verified in block 308, the media source device I 02 

further verifies that the certification of the media sink device 104 has not been revoked. To do 
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so, the media source device 102 may utilize an SRM list, which includes identifiers of devices 

whose certification has been previously revoked. The SRM list of the media source device I 02 

may be stored in the secure memory 114 of the SOC 112 in some embodiments. Alternately, the 

SRM list may be stored in the memory 160 or the data storage 162 in an encrypted or 

5 unencrypted form. As new devices are added to the local network of media devices, the SRM 

list is updated on each device. As such, in block 312, the media source device I 02 compares the 

unique device identifier of the media sink device 104, which was received with the sink device 

certification, against the current SRM list If. in block 314, the certification of the media sink 

device I 04 is determined to have been revoked, the method 300 advances to block 310 in which 

IO the media source device l 02 rejects the authorization request from the media sink device I 04. 

If, however, the certification of the media sink device is not revoked, the method 300 advances 

to block 3 J 6 in which the security engine 110 of the SOC 112 stores the sink public key in the 

secure memory J 14 of the security engine I I 0. In block 318, the security engine I IO of the SOC 

112 retrieves the source device certificate and private source key from the secure memory 114. 

15 Additionally, in block 318, the media source device l 02 may retrieve a source public key and a 

source certificate and send the key and certificate to the media sink device 104. The source 

public key may be used by the media sink device I 04 in subsequent communications to verify 

that received messages were originated by the media source device I 02. 

If the media source device is not verified in block 320, the method 300 advances to block 310 in 

20 which the media source device I 02 rejects the authorization request from the media sink device 

104. Alternatively, in some embodiments, the media source device l02 may attempt to resend 

the source certificate and source public key to the media sink device I 04. 

However, if the source certificate is verified in block 320, the method 300 advances to block 322 

(see FIG. 3B) in which the media source device I 02 and the media sink device l 04 perform a 

25 key exchange. The key exchange is used to establish a shared secret key in the media source 

device 102 and the media sink device 104 without prior provisioning of the devices 102, l04 

with corresponding keys. The media source device I 02 may use any appropriate key exchange 

algorithm to effect the establishment of a shared secret. 

In the illustrative embodiment. the media source device l 02 uses an elliptic curve Diffie-

30 Hellman (ECDH) key exchange in block 322. To do so, the media source device I 02 provisions 

the media sink device l04 for the Diffie-Hellman key exchange in block 324. For example, 

media source device J 02 may select the elliptic curve, E, and the base point, G, to be used in 

generating the shared secret. The domain parameters associated with the elliptic curve and base 

point selections are sent to the media sink device l 04 in block 324. Of course, in other 
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embodiments, other Diffie-Hellman key exchanges may be used such as, for example, Rivest­

Shamir-Adleman (RSA) Diffie-Hellman key exchange. In such embodiments, the media source 

device 102 generates the domain parameters (e.g., selects a prime number and a primitive root) 

and transmits the domain parameters t the media sink device I 04 in block 324. 

5 The security engine 110 of the SOC 112 of the media source device 102 may sign the 

transmission of block 324, and other subsequent transmissions, with the private source key 

corresponding to the public source key provided to the media sink device 104 in block 318. In 

some embodiments, the private source key may be the security key 150 or other key stored in the 

secure memory 114 of the security engine 110. 

IO In block 326, the security engine l lO of the SOC l 12 generates a source Diffie-Hellman public 

and private key based on the domain parameters generated or otherwise detem1ined in block 324. 

The media source device 102 sends the public Diffie-Hellman key to the media sink device I 04 

in block 326. Again, such transmission may be signed by the security engine using the private 

source key (e.g., security key 150). 

15 ln block 328, the media source device 102 receives the sink Diffie-Hellman public key from the 

media sink device 104, which may be calculated in a similar manner as described above in 

regard to the media source device I 02. The media source device 102 stores the sink Diffie­

Hellman public key in the secure memory 114 of the security engine 110. Additionally, in block 

328, the media source device l 02 verifies the signature of Lhe sink Diffie-Hellman public key 

20 message, and other subsequent messages received from the media sink device I 04, using the sink 

public key stored in the secure memory 114. If the media source device I 02 determines that the 

message, or other message, is not properly signed, the method 300 advances to block 3 10 in 

which the media source device 102 rejects the authorization request from the media sink device 

104. 

25 In block 332, the security engine 1 IO of the SOC 112 of generates an authentication key, KAurn, 

using the source Diffie-Hellman private key and the sink Diffie-Hellman public key. The 

security engine 110 may store the authentication key, KAUTH, in the secure memory 114. In the 

illustrative embodiment, for example, the security engine 110 performs an elliptic curve scalar 

multiplication using the source Diffie-Hellman private key and the sink Diffie-Hellman public to 

30 generate the authentication key, KAuTH- Of course, other cryptographic calculations may be 

performed in block 332 in other embodiments to generate the authentication key, KAmH. 

However, any such calculations occur in the security engine I l O to maintain the security of the 

authentication process. 
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In block 334, the security engine 110 generates an exchange key, Kx. In the illustrative 

embodiments, the exchange key, Kx, is embodied as a random nonce, but may be generated 

using other methodologies or calculations in other embodiments. The nonce is a random or . 

pseudo-random number intended to be used only once in cryptographic functions to thwart, for 

5 example, replay attacked. 

In block 336, the security engine I IO of the SOC 112 scrambles the exchange key, Kx. using the 

authentication key, KAurn- The security engine l IO may use any suitable cryptographic 

calculation or scrambling algorithm/methodology to scramble the exchange key, Kx. 

Subsequently, in block 338, the media source device I 02 sends the scrambled exchange key to 

IO the media sink device I 04. Again, as discussed above, such message may be signed by the 

security engine 110 of the SOC 112 using the private device key (e.g., the security key 150). 

The media sink device 104 may generate the exchange key, Kx, using the shared authentication 

key, KAUTH- In this way, a shared secret key is established between the media source device l02 

and the media sink device l 04 using the security engine 110 of the SOC I 12 of the media source 

15 device I 02. 

After the media source device 102 and the media sink device I 04 have established the shared 

secret key via the method 300, the media source device 102 may share media content with the 

media sink device 104 using the shared secret key. To do so, the media source device 102 may 

execute a method 400 for sharing media content with the media sink device I 04. The method 

20 400 begins with block 402 in which the media source device I 02 obtains media content to be 

shared with the media sink device 104. Such media content may be stored in the media source 

device I 02 as encrypted media content 170 or may be received by the media source device 102 

from an external source (e.g., streamed or transmitted to the media source device 102 such as 

digital cable TV). 

25 ln block 404, the security engine I l 0 of the media source device I 02 generates a random nonce, 

which is used to combat replay attacks. In block 406, the security engine 110 generates a packet 

encryption key, Kc, using the exchange key, Kx, the random nonce generated in block 404, and 

an encryption mode indicator (EMI), which is used for copy control of media content. In the 

illustrative embodiment, lhe security engine 110 utilizes an Advanced Encryption Standard -

30 Cipher Block Chaining (AES-CBC) algorithm to generate the packet encryption key, Kx. 

However, other encryption algorithms may be used in other embodiments. It should be 

appreciated that a new packet encryption key, Kc, is generated in the security engine for each 

packet of media content sent to the media sink device 104. 
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In block 408, the security engine 110 encrypts the media content~ or a portion thereof, to be sent 

to the media sink device I 04 using the packet encryption key, Kc. Of course, if the media 

content is stored on the media source device 102 in an encrypted format (which would be 

encrypted using an encryption key other than the packet encryption key, Kc), the media source 

5 device l 02 decrypts the media content before re-encrypting the media content with the packet 

encryption key, Kc. 

In block 4 I 0, the media source device 102 encapsulates the encrypted media content, the random 

nonce generated in block 404, and the EMI into a Protected Content Packet (PCP) packet. Of 

course, other encapsulation methodologies may be used in other embodiments. Subsequently, in 

l O block 412, the media source device I 02 sends the encapsulated packet to the media sink device 

104. It should be appreciated that the media source device I 02 may send multiple packets to the 

media sink device 104 to effect the secure delivery of the media content to the media sink device 

104. The media sink device I 04 may decrypt the media content using the exchange key, Kx, as 

discussed above. 

15 While the disclosure has been illustrated and described in detail in the drawings and foregoing 

description, such an illustration and description is to be considered as exemplary and not 

restrictive in character, it being understood that only illustrative embodiments have been shown 

and described and that all changes and modifications consistent with the disclosure and recited 

claims are desired to be protected. 

20 
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CLAIMS: 

l. A system-on-a-chip apparatus comprising: 

a system-on-a-chip comprising a security engine having a secure memory 

accessible only by the security engine, the security engine to: 

5 perform a cryptographic key exchange with a sink device; 

and 

generate an authorization key as a function of the cryptographic key exchange; 

generate an exchange key using the authorization key; 

store the authori7.ation key and the exchange key in the secure memory: and 

encrypt media content as a function of the exchange key to share the encrypted 

media content with the sink device using a Digital Transmission Content Protection security 

protocol. 

2. The system-on-a-chip apparatus of claim I, wherein the security engine lo 

15 perform a Diffie-Hellman cryptographic key exchange with the sink device to generate the 

authorization key. 

3. The system-on-a-chip apparatus of claim 2, wherein the Diffie-Hellman 

cryptographic key exchange is an elliptic curve Diffie-Hellman cryptographic key exchange. 

20 

4. The system-on-a-chip apparatus of claim 3, wherein the security engine to 

generate a source Diffie-Hellman public key and a source Diffie-Hellman private key. 

5. The system-on-a,.chip apparatus of claim 3, wherein the seq1rity engine to 

25 receive a sink Diffie-Hellman public key from the sink device. 

30 

6. The system-on-a-chip apparatus of claim 5, wherein the security engine to 

perform an elliptic curve scalar multiplication as a function of the source Diffie-Hellman private 

key and the sink Diffie-Hellman public key. 

7. The system-on-a-chip apparatus of claim I, wherein the security engine to 

generate a first exchange key and generate a scrambled exchange key using the first exchange 

key and the authorization key. 

- 13 -

Petitioner Samsung Ex-1004, 0167



5 

IO 

WO 2013/089728 PCT /US2011/065094 

8. The system-on-a-chip apparatus of claim I. wherein the security engine to 

obtain media content to share with the sink device, generate a packet encryption key as a 

function of the exchange key, and encrypt the content media using the packet encryption key. 

9. The system-on-a-chip apparatus of claim 8, wherein the security engine to 

generate a random number in the security engine and generate the packet encryption key as a 

function of the exchange key and the random number. 

IO. The system-on-a-chip apparatus of claim 9, wherein the security engine to 

encapsulate the encrypted content media, the random number, and an encryption mode indicator. 

11. The system-on-a-chip apparatus of claim I, wherein the security engine to 

receive a certificate from the sink device, retrieve a public certification key from the secure 

15 memory, and verify certificate received from the sink device using the public certification key. 

20 

25 

12. The system-on-a-chip apparatus of claim I I, wherein the security engine 

to receive a sink public key from the sink device and store the sink public key in the secured 

memory, the sink public key to authenticate communications received from the sink device. 

13. The system-on-a-chip apparatus of claim I. wherein the security engine to 

generate a security key and store the security key in the secured memory of the security engine. 

14. A method comprising: 

performing, on a source device, a cryptographic key exchange with a sink device; 

generating an authorization key in a security engine of a system-on-a-chip of the 

source device as a function of the cryptographic key exchange: 

storing the authorization key in a secure memory of the security engine of the 

system-on-a-chip; 

30 generating an exchange key in the security engine of the system-on-a-chip using 

the authorization key; 

storing the exchange key m the secure memory of the security engine of the 

system-on-a-chip, the exchange key to encrypt media content for sharing with the sink device. 

- 14 -
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15. The method of claim 14, further comprising: 

receiving, on the source device, an authorization request from the sink device to 

share media content with the sink device; and 

sharing the media content with the sink device using a Digital Transmission 

5 Content Protection security protocol by performing the method of claim l. 

IO 

16. The method of claim I, wherein performing a cryptographic key exchange 

comprises performing a Diffie-Hellman cryptographic key exchange with the sink device. 

17. The method of claim 16, wherein performing the Diffie-Hellman 

cryptographic key exchange comprises performing an elliptic curve Diffie-Hellman 

cryptographic key exchange. 

I 8. The method of claim 17, wherein performing the elliptic curve Diffie-

15 Hellman cryptographic key exchange comprises generating a source Diffie-Hellman public key 

and a source Diffie-HeHman private key in the security engine of the system-on-a-chip. 

19. The method of claim 17, wherein performing the Diffie-Hellman 

cryptographic key exchange comprises receiving a sink Diffie-Hellman public key from the sink 

20 device. 

20. The method of· claim 19, wherein generating the authorization key 

comprises performing an elliptic curve scalar multiplication in the security engine of the. system­

on-a-chip as a function of the source Diffie-Hellman private key and the sink Diffie-Hellman 

25 public key. 

30 

21. The method of claim 14, wherein generating the exchange key m the 

security engine comprises: 

generating a first exchange key in the security engine, and 

generating a scrambled exchange key in the security engine of the system-on-a­

chip using the first exchange key and the authorization key. 

22. The method of claim 21, wherein generating an exchange key comprises 

generating a random number in the security engine of the system-on-a-chip. 

- 15 -
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23. The method of claim 14, further comprising: 

obtaining content media to share with the sink device: 

generating a packet encryption key in the security engine of the system-on-a-chip 

5 as a fw1ction of the exchange key; and 

15 

encrypting the content media using the packet encryption key. 

24. The method of claim 23, wherein generating a packet encryption key 

comprises: 

generating a random number in the security engine; and 

generating a packet encryption key as a function of the exchange key and the 

random number. 

25. The method of claim 24, further comprising: 

encapsulating the encrypted content media, the random number, and an 

encryption mode indicator in the security engine of the system-on-a-chip; and 

transmitting the encapsulated packet to the sink device. 

26. The method of claim 14, further comprising: 

20 receiving a certificate from the sink device; 

25 

retrieving a public certification key from a secure memory of the security engine 

of the system-on-a-chip; and 

verifying the certificate received from the sink device using the public 

certification key. 

27. The method of claim 26, further comprising: 

receiving a sink public key from the sink device: and 

storing the sink public key in the secured memory of the security engine of the 

system-on-a-chip, the sink public key lo authenticate communications received from the sink 

30 device. 

28. The method of claim 14, further comprising: 

receiving a public certification key with the security engine of the system-on-a-

chip; and 

- 16 -
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storing the public certification key in secure memory of the security engine, the 

public certification key to verify certificates received from the sink device. 

29. The method of claim 14, funher comprising: 

generating a security key in the security engine of the system-on-a-chip; and 

storing the security key in the secured memory of the security engine. 

30. The met.hod of claim 29, further comprising: 

receiving a source private device key with the security engine of the system-on-a-

10 chip; 

15 

encrypting the source private device key using the security key: and 

storing the encrypted source private device key in the secure memory of the 

security engine of the system-on-a-chip. 

31. The method of claim 30, further compris1ng generating a source certificate 

in the security engine of the system-on-a-chip using the source private device key. 

32. A source device comprising: 

a system-on-a-chip having a security engine, the system-on-a-chip including a 

20 plurality of instructions that when executed results in the system-on-a-chip performing the 

method of any of claims 14-30. 

33. One or more machine readable media comprising a plurality of 

instructions stored thereon that in response to being executed by a source device result in the 

25 source device performing the method of any of claims 14-30. 

30 

34. A method comprising: 

sharing media content with a sink device using a Digital Transmission Content 

Protection prolocol by: 

generating a source Diffie-Hellman private key in a security engine of a 

system-on-a-chip of a source device; 

receiving a sink Diffie-Hellman public key from a sink device; 

- 17 -
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generating an authorization key in the security engine of the system-on-a­

chip as a function of the source Diffie-Hellman private key and the sink Diffie-Hellman public 

key; 

generating an exchange key in the security engine of the system-on-a-

5 chip; 

IO 

generating a scrambled exchange key in the security engine of the system­

on-a-chip using the exchange key and the authorization key; 

generating a random number in the security engine of the system-on-a­

chip; 

generating a packet encryption key in the security engine of the system­

on-a-chip as a function of the exchange key and the random number; and 

encrypting media content using the packet encryption key. 

35. The method of claim 34, wherein generating the authorization key 

15 comprises performing an elliptic curve scalar multiplication in the security engine of the system­

on-a-chip as a function of the source Diffie-Hellman private key and the sink Diffie-Hellman 

public key. 

36. The method of claim 34, wherein generating an exchange key comprises 

20 generating a random number in the security engine of the system-on-a-chip. 

37. The method of claim 34, further comprising: 

encapsulating the encrypted content media, the random number, and an 

encryption mode indicator in the security engine of the system-on-a-chip; and 

25 transmitting the encapsulated packet to the sink device. 

38. A source device comprising: 

a system-on-a-chip having a security engine. the system-on-a-chip including a 

plurality of instructions that when executed results in the system-on-a-chip performing the 

30 method of any of claims 34-37. 

39. One or more machine readable media comprising a plurality of 

instructions stored thereon that in response to being executed by a source device result in the 

source device performing the method of any of claims 34-27. 

- 18 -
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METHOD, DEVICE, AND SYSTEM FOR PROTECTING 

AND SECURELY DELIVERING MEDIA CONTENT 

BACKGROUND 

The way in which content users access media content is changing from the traditional 

5 opportunistic access to on-demand access. On-demand media content, as well as some standard 

media content, is often delivered by streaming the content to a multimedia platform, such as a 

set-top box, a smart phone, a computer tables, a laptop, or the like. If the multimedia content is 

premium content, the multimedia content is often protected in some manner during transmission 

to the multimedia platform. For example, various Digital Rights Management (ORM) and 

IO Conditional Access (CA) technologies may be used to provide protection for the media content 

from the media soui:_ce to the multimedia platform. Such technologies generally involve 

encryption of the content media. 

System-on-a-chip (SOC) devices are integrated circuits that incorporate various 

components, in addition to the processing core, of electronic systems on a single die. For 

15 example, an SOC may include a processor core, memory controller, video components, audio 

components, and/or communication components on a single chip. Due to their relatively small 

size, SOCs are used in many multimedia platfonns. 

BRIEF DESCRIPTION OF THE DRAWINGS 

The invention described herein is illustrated by way of example and not by way of 

20 limitation in the accompanying figures. For simplicity and ·c1arity of illustration, elements 

illustrated in the figures are not necessarily drawn to scale. For example, the dimensions of 

some elements may be exaggerated relative to other elements for clarity. Further. where 

considered appropriate, reference labels have been repeated among the figures to indicate 

corresponding or analogous elements. 

25 FIG. I is a simplified block diagram of at least one embodiment of a multimedia platform 

including a system-on-a-chip (SOC); 

FIG. 2 is a simplified block diagram of at least one embodiment of a memory controller 

and memory of the multimedia platform of FIG. l; 

FIG. 3 is a simplified block diagram of at least one embodiment of a protected media 

30 content flow of the SOC of FIG. l; 

FIG. 4 is a simplified flow diagram of at least one embodiment of a method for 

establishing a protected memory region in the SOC of FIG. I; 
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FIG. 5 is a simplified flow diagram of at least one embodiment of a method for 

authenticating a hardware peripheral of the SOC of FIG. l; and 

FIG. 6 is a simplified flow diagram of at least one embodiment of a method for delivering 

content media from the SOC of FIG. I; 

5 DETAILED DESCRlPTION OF THE DRAWINGS 

While the concepts of the present disclosure are susceptible to various modifications and 

alternative forms, specific exemplary embodiments thereof have been shown by way of example 

in the drawings and will herein be described in detail. It should be understood, however, that 

there is no intent to limit the concepts of the present disclosure to the particular forms disclosed, 

lO but on the contrary, the intention is to cover all modifications, equivalents, and alternatives 

consistent with the present disclosure and the appended claims. 

In the following description, numerous specific details such as logic implementations. 

opcodes, means to specify operands, resource partitioning/sharing/duplication implementations, 

types and interrelationships of system components, and logic partitioning/integration choices are 

15 set forth in order to provide a more thorough understanding of the present disclosure. It will be 

appreciated, however, by one skilled in the art that embodiments of the disclosure may be 

practiced without such specific details. In other instances, control structures, gate level circuits 

and full software instruction sequences have not been shown in detail in order not to obscure the 

invention. Those of ordinary skill in the art, with the included descriptions, will be able to 

20 implement appropriate functionality without undue experimentation. 

References in the specification to "one embodiment," "an embodiment," "an example 

embodiment," etc., indicate that the embodiment described may include a particular feature, 

structure, or characteristic, but every embodiment may not necessarily include the particular 

feature, structure, or characteristic. Moreover. such phrases are not necessarily referring to the 

25 same embodiment. Further, when a particular feature, structure, or characteristic is described in 

connection with an embodiment, it is submitted that it is within the knowledge of one skilled in 

the art to effect such feature, structure, or ch_aracteristic in connection with other embodiments 

whether or not explicitly described. 

Embodiments of the invention may be implemented in hardware, firmware, software, or 

30 any combination thereof. Embodiments of the invention implemented in a computer system may 

include one or more bus-based interconnects or links between components and/or one or more 

point-to-point interconnects between components. Embodiments of the invention may also be 

implemented as instructions carried by or stored on a transitory or non-transitory machine-
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readable medium, which may be read and executed by one or more processors. A machine­

readable medium may be embodied as any device, mechanism, or physical structure for storing 

or transmitting infonnation in a form readable by a machine (e.g .. a computing device). For 

example, a machine-readable medium may be embodied as read only memory {ROM); random 

5 access memory (RAM); magnetic disk storage media; optical storage media; flash memory 

devices; mini- or micro-SD cards, memory sticks, electrical signals, and others. 

In the drawings, specific arrangements or orderings of schematic elements, such as those 

representing devices, modules, instruction blocks and data elements., may be shown for ease of 

description. However, it should be understood by those skilled in the art that the specific 

10 ordering or arrangement of the schematic elements in the drawings is not meant to imply that a 

particular order· or sequence of processing, or separation of processes, is required. Further, the 

inclusion of a schematic element in a drawing is not meant to imply that such element is required 

in all embodiments or that the features represented by such element may not be included in or 

combined with other elements in some embodiments. 

15 In general, schematic elements used to represent instruction blocks may be implemented 

using any suitable form of machine-readable instruction, such as software or firmware 

applications, programs, functions, modules, routines, processes, procedures, plug-ins, applets, 

widgets, code fragments and/or others, and that each such instruction may be implemented using 

any suitable programming language, library, application programming interface (API), and/or 

20 other software development tools. For example, some embodiments may be implemented using 

Java, C+r, and/or other programming languages. Similarly, schematic elements used to 

represent data or information may be implemented using any suitable electronic arrangement or 

structure, such as a register, data store, table, record, array, index, hash, map, tree, list, graph, file 

(of any file type), folder, directory, database, and/or others. 

25 Further, in the drawings, where connecting elements, such as solid or dashed lines or 

arrows, are used to illustrate a connection, relationship or association between or among two or 

more other schematic elements, the absence of any such connecting elements is not meant to 

imply that no connection, relationship or association can exist. In other words, some 

connections, relationships or associations between elements may not be shown in the drawings 

30 so as not to obscure the disclosure. In addition, for ease of illustration, a single connecting 

element may be used to represent multiple connections, relationships or associations between 

elements. For example, where a connecting element represents a communication of signals, data 

or instructions, it should be understood by those skilled in the art that such element may 
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represent one or multiple signal paths (e.g., a bus), as may be needed, to effect the 

communication. 

Referring now to FIG. I, in one embodiment, a multimedia platform I 00 is configured to 

deliver media content to a user of the platform I 00. The multimedia platform 100 may be 

5 embodied as any type of device configured to deliver media content. For example, the 

multimedia platform may be embodied as a set-top box, a smartphone, a tablet computer, a 

laptop computer, a mobile internet device (MID), a desktop computer, or other device capable of 

delivery of media content. The multimedia platform 100 may be configured to deliver any type 

of media content to the user including, for example, movies, pictures, images, songs, audio 

IO and/or video recordings, and/or any other type of audio, video, and/or audio and video content. 

The multimedia platform l 00 includes a system-on-a-chip (SOC) I 02 and a platform 

memory I 04. As discussed in more detail below, the SOC I 02 is configured to protect and 

securely deliver the media content while within the SOC I 02 and memory I 04. To do so, a 

security engine 110 of the SOC 102 establishes a protected memory 112 in the memory 104, 

15 which is hardware enforced by a memory controller l 14 of the SOC 102. The memory 

controller 114 ensures that only authorized hardware peripherals of the SOC l 02 may access the 

protected memory 112. The security engine 110 of the SOC 102 authorizes each hardware 

peripheral by authenticating the firmware of each peripheral prior to loading the finnware in the 

protected memory l 12. Decrypted media content is also stored in the protected memory 112 and 

20 is accessible only by authorized hardware peripherals. Tn this way, a trusted data path is 

established in the SOC I 02 wherein decrypted media content is accessible only by authenticated 

components of the SOC 102. 

The SOC I 02 may be embodied as any type of system-on-a-chip, which may include 

various components and structures. In the illustrative embodiment of FIG. I, the SOC 102 

25 includes the security engine l IO and memory controller 1 l 4 as discussed above. a processor core 

116, and a plurality of hardware peripherals 120, which are communicatively coupled to each 

other via a link 118. The link 118 may be embodied as any type of interconnect such as a bus, 

point-to-point, or other interconnect capable of facilitating communication between the various 

components of the SOC I 02. The hardware peripherals 120 may include any type of hardware 

30 peripheral component depending upon the intended functionality of the SOC 102. For example, 

in the illustrative embodiment. the hardware peripherals 120 include a demux 122 .. a video 

preparser 124, a video decoder 126, a Display Processing Engine (DPE) 128, an audio digital 

signal processor (DSP) 130, a video graphics I 32, and an audio/video I/0 134. Each of the 

hardware peripherals 120 includes an associated firmware 140 and a cryptographic key 142. As 
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discussed in more detail below, the cryptographic key 142 of each hardware peripheral 120 is 

previously signed by the security engine 110 using a security key 150 of the security engine I I 0. 

The security engine I l O may be embodied as a security co-processor or processing 

circuitry separate from the processor core 116. The security engine 110 includes a security 

5 engine firmware 152 and a secure memory 154, which is accessible only by the security engine 

110. In the illustrative embodiment, the secure memory 154 forms a physical portion of the 

security engine 110, but may form a portion of the memory 104 in other embodiments (i.e., a 

portion of the protected memory 112). The security engine 110 stores the security key I 50, and 

other cryptographic keys as discussed below, in the secure memory 154. The security key 150 

IO may be provisioned during the manufacturing of the SOC I 02 or may be generated by the SOC 

I 02 during operation. For example, in some embodiments, the security key J 50 is based on 

blown fi!ses within the security engine 110. Additionally or alternatively, the security engine 

110 may include a key-generating module, such as a trnsted platform module (TPM), to generate 

the security key 150. During use, the security engine 110 may use any number of security keys 

15 I 50, which may be identical or different from each other. 

As discussed above, the memory I 04 includes the protected memory J 12 and an 

unprotected memory 160. Various data may be stored in the unprotected memory 160 in a 

decrypted or encrypted form during operation of the multimedia platform I 00. For example, as 

discussed in more detail below, an encrypted application key 162 may be stored in the 

20 unprotected memory 160 of the memory I 04, along with any encrypted media content for 

delivery to a user. 

In some embodiments, the multimedia platform 100 may include additional components 

and structures other than the SOC 102 and memory 104. For example, in the illustrative 

embodiment, the multimedia platform I 00 includes a long-term data storage 170 such as a hard 

25 drive or solid-state drive, a communications output 172, a display 174, and audio devices 176 

such as speakers. each of which may be communicate or otherwise interact with the SOC I 02. 

Referring now to FIG. 2, as discussed above, the protected memory 112 of the memory 

104 is enforced by the memory controller 11-4. .To do so, the memory controller 114 is 

configured to establish a hardware enforced protected memory region 200, which correlates and 

30 defines the protected memory 112 of the memory I 02. The hardware enforced protected 

memory region may include any number of protected memory regions or sub-regions. For 

example, in the illustrative embodiment of FIG. 2, the hardware enforced protected memory 

region includes a firmware protected memory region 202 in which authenticated firmware is 

stored, a frame buffer protected memory region 204 in which decrypted video is stored, an audio 
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protected memory region 206 in which decrypted audio is stored, a compressed video protected 

memory region 208, a security engine-to-Transport Stream Demultiplexor (TSO) protected 

memory region 2 l 0, and/or one or more other protected memory regions 212. Of course, in 

other embodiments, the hardware enforced protected memory region 200 may include fewer or 

5 greater number protected memory regions depending on, for example, the intended functionality 

of the SOC 102. 

Each of the protected memory regions 202, 204, 206, 208, 210, 212 may include similar or 

different security attributes depending on the respective use. The memory controller 114 secures 

such attributes into corresponding registers such that the attributes cannot be subsequently 

l O altered. Additionally, the memory controller 114 may ensure that the protected memory regions 

202, 204,206,208, 210, 212 are configured appropriately (e.g., that.the corresponding memory 

addresses do not overlap) and, in some embodiments, may perform other security and error 

checks on the protected memory 1 12. 

During use, the memory controller 114 provides hardware enforced protection for the 

15 protected memory 112. For example, a hardware peripheral 120 may communicate with a 

memory interface 220 of the memory controller I 14 to retrieve data from the memory I 02. The 

memory controller 114 determines whether the hardware peripheral 120 is requesting data from 

the protected memory 112 (e.g., from one of the protected memory regions 200). If so, the 

memory controller 114 allows access (arrow 230) to the corresponding hardware enforced 

20 protected memory region 200 of the protected memory 112 only if the requesting hardware 

peripheral 120 has been previously authenticated by the security engine 110 as discussed below. 

If not, the memory controller l 14 denies the requested access. Alternatively, the hardware 

peripheral 120 may request access (arrow 232) to the unprotected memory 160, which is allowed 

by the memory controller 114. 

25 As discussed above, the establishment of the hardware enforced protected memory regions 

200 and authentication of hardware peripherals 120 configures a trusted data path within the 

SOC 102 in which media content is protected throughout its delivery. For example, on 

illustrative embodied of a trusted data path 300 is shown in FIG. 3. In the diagram of FIG. 3, the 

trusted data path 300 is shown as filled arrows while unfilled arrows indicate an unprotected data 

30 path. Additionally, each authenticated hardware component of the SOC 102 is shown with 

double brackets to indicate that the component has been previously authenticated by the security 

engine 110. 

As shown in FIG. 3, a host software 302 may be executed on the multimedia platform 100. 

The host software 302 may request delivery (e.g., playback) of encrypted media content 304. 

Petitioner Samsung Ex-1004, 0186



WO 2013/089726 PCT /US2011/065072 
7 

The encrypted media content 304 may be stored, for example. in the unprotected memory I 04. 

In response to the delivery request, the security engine l l O retrieves the encrypted media content 

304 from memory 160. The security engine 110 decrypts the media content into an A/V stream 

306 using the encrypted application key 162. ln so doing, as discussed in more detail below, the 

5 security engine I IO ensures that the application key 162 is never unprotected when in the 

decrypted stale (e.g., the security engine I IO stores the decrypted application key in the secure 

memory 154). Similarly, the security engine 110 ensures the protection of the decrypted media 

content by storing the decrypted media stream in the protected memory region 200, which is 

accessible only by authenticated hardware peripherals 120. 

10 The NV stream 306 is accessed by the demux 122, which separates the audio and video 

from the A/V stream 306. Additionally, the demux 122 may provide section data 320 of the 

media content to the host software. The transfer of the section data 320 is unprotected as 

indicated by the unfilled arrow in FIG. 3. The audio 308 of the A/V stream 306 is accessed by 

the audio DSP 130, which generates a processed audio 310 to the AN outputs 134. 

15 Additionally, the . compressed video 312 of the AN stream 306 is accessed by the video 

preparser 124. The video preparser 124 may generate metadata 322, which is provided to the 

host software 302 in an unprotected transfer. The preparsed compressed video 314 is accessed 

by the video decoder 136, which generates video pixels 3 I 6. The video pixels 316 are accessed 

by the DPE 128 lo generate video pixels 318, which are subsequently accessed by the video 

20 graphics 132 to generate the uncompressed video stream at the A/V outputs 134. In this way, the 

decryption and decompression of media content is performed in the SOC l02 through the trusted 

data path 300 such that access to the media content is protected throughout the delivery of the 

media content. 

Referring now to FIG. 4, in use, the SOC l 02 may execute a method 400 to establish the 

25 protected memory region 200. The method 400 begins with block 402 in which an operating 

system of the multimedia platform I 00 may be loaded. During the boot process, the driver of the 

security engine 110 is loaded in block 404. In block 406, the SOC I 02 determines whether the 

SOC I 02 is configured for delivery of media content using the trusted data path. If not, the 

method 400 exits and the multimedia platform 100 boots as normal. However, if the SOC l02 is 

30 configured for trusted data path delivery, the method 400 advances to block 408 in which the 

security engine driver obtains information pertaining to the hardware enforced protected memory 

region 200. Such information may include, for example, the address range of each protected 

memory region 200, the region type of each protected memory region 200, and any additional 

attributes associated with each protected memory region 200. Such information may be obtained 
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from a secured data table or the like. In block 41 o. the security engine driver sends the protected 

memory region information to the security engine firmware 152 for validation. The security 

engine firmware 152 validates the protected memory region infonnation in block 414. The 

security engine firmware 152 may perform any type of validation on the protected memory 

5 regions including, for example, ensuring that the address ranges of the individual protected 

memory ranges of the protected memory region 200 do not overlap with each other, that the type 

and attributes correspond correctly, and so forth. 

In block 416~ the SOC I 02 determines whether the configuration of the protected memory 

region 200 was determined to be valid by the security engine 110. If the configuration of the 

lO protected memory region 200 is not valid, the method 400 advances to block 418 in which a 

security engine driver error is generated. In response thereto, the SOC I 02 may perform one or 

more security actions including, for example, rebooting, reconfiguring the memory controller 

114, and/or other corrective action. However, if the configuration of the protected memory 

region 200 is determined to be valid, the method 400 advances to block 420 in which the security 

15 engine firmware 152 holds all hardware peripherals 120, which have not yet been authenticated, 

in a reset mode. 

After the memory controller 114 has been configured for the protected memory region 200, 

the security engine 110 of the SOC 102 may authenticate hardware peripherals 120 of the SOC 

102. To do so. the SOC l02 may execute a method 500 for authenticating a hardware peripheral 

20 120. The method 500 begins with block 502 in which the security engine 110 determines 

whether a request to load the firmware 140 of the hardware peripheral 120 has been received. If 

so, the security engine driver retrieves the cryptographic key 142 of the requesting hardware 

peripheral 120 and the associated encrypted firmware 140 in block 504. The security engine 

driver generates a firmware loading package including the peripheral cryptographic key 142, the 

25 encrypted peripheral firmware 140, and the memory address of the associated firmware protected 

memory region 202. 

The security engine driver sends the firmware loading package to the security engine 

firmware 152 in block 508. In response. the security engine firmware 152 authenticates the 

peripheral cryptographic key 142 in block 5 I 0. To do so, the security engine firmware 152 may 

30 use the security key 150 of the security engine I IO to verify that the peripheral cryptographic 

key 142 was previously signed by the security engine l l 0. 

In block 512, the SOC 102 determines whether the security engine 110 successfully 

authenticated the peripheral cryptographic key 142. If not, the method 500 advances to block 

514 in which a peripheral driver loading error is generated, and the hardware peripheral is held in 
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reset mode. Additionally, the SOC I 02 may take additional security responses to such loading 

error. 

If the peripheral cryptographic key 142 is authenticated by the security engine 110~ the 

method 500 advances to block 516 in which the security engine firmware 152 authenticates the 

5 peripheral firmware 140 using the now-authenticated peripheral cryptographic key 142. For 

example, in embodiments wherein the firmware 140 is encrypted, the security engine I l 0 may 

decrypt the fimnvare 140. Additionally or alternatively, the security engine I IO may ensure that 

the firmware 140 has been previously signed using the peripheral cryptographic key 142 based 

on, for example, a hash function of the finuware 140 or the like. 

lO In block 518, the SOC 102 determines whether the security engine 110 successfully 

authenticated the peripheral firmware 140. Jf not, the method 500 advances to block 514 in 

which a peripheral driver loading error is generated, and the hardware peripheral is held in reset 

mode. However, if the peripheral firmware 140 is authenticated, the method 500 advances to 

block 520 in which the security engine firmware 152 loads the authenticated (and decrypted) 

15 hardware peripheral firmware 140 into the associated firmware protected memory region 202 

and releases the hardware peripheral 120 from reset mode. In this way, only authenticated 

firmware of the hardware peripherals is loaded and ex.ecuted by the SOC 102. Additionally, only 

the authenticated hardware peripherals have access to the protected memory region 200 and the 

decrypted media content contained therein. 

20 Referring now to FIG. 6, after the hardware peripherals 120 have been authenticated, the 

SOC l 02 may deliver content to a user of the multimedia platform I 00. To do so, the SOC 102 · 

may execute a method 600 for delivering content media in a trusted data path. The method 600 

begins with block 602 in which any digital rights management (ORM) firmware is loaded by the 

SOC. The ORM finnware may support the decryption operation of media content to be 

25 delivered on the multimedia platform 602. During the· loading of the ORM firmware, an 

application cryptographic key 162 for decrypting the media content is stored in the memory l 04. 

In the illustrative embodiment, the application cryptographic key 162 is stored in encrypted form 

in the unprotected memory l 60 of the memory 104. Additionally, the encrypted media content 

to be delivered to the user may be stored in the unprotected memory 160. 

30 ln block 606, the SOC l 02 determines whether a user has requested delivery of the media 

content. If so. the method 600 advances to block 608 in which the security engine 110 retrieves 

the encrypted application key 162 from the unprotected memory 160 of the memory 104. In 

block 610, the security engine 110 decrypts the application key 162 and stores the decrypted 

application key in the secure memory 154 of the security engine 110 in block 612. 
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Subsequently, in block 614, the security engine I IO decrypts the encrypted media content, which 

may be stored in the unprotected memory 160. using the decrypted application key 162. The 

decrypted media content is stored in the streaming frame buffer protected memory region 204. 

In block 618, authenticated hardware peripherals 120 access the decrypted media content 

5 in the protected memory region 200, and the media content is processed by the various 

authenticated hardware peripherals 120 and delivered to the A/V outputs 134 of the SOC 102 for 

playback to the user of the multimedia platform 100. In so doing, it should be appreciated that 

the decrypted application key 162 and the decrypted media content are never left in an 

unprotected state. 

IO It should be appreciated that the above-described system delivers media content in a secure 

and protected manner. For example, the decrypted media content and the decrypted application 

key 162 are stored in protected and secured memory locations whenever in the decrypted state. 

Additionally, only authenticated hardware peripherals 120 have access to the protected memory 

region 200 in which the decrypted media content is stored during processing of the content for 

15 delivery. In this way, media content is secured within the SOC I 02 itself during the delivery 

process. 

While the disclosure has been illustrated and described in detail in the drawings and 

foregoing description, such an illustration and description is to be considered as exemplary and 

not restrictive in character, it being understood that only illustrative embodiments have been 

20 shown and described and that all changes and modifications consistent with the disclosure and 

recited claims are desired to be protected. 
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CLAIMS: 

1. A system-on-a-chip apparatus comprising: 

a memory having at least one protected region to store at least decrypted media 

content therein; and 

5 a system-on-a-chip comprising: 

a memory controller coupled to the memory to enforce protection of the 

protected memory region such that access to the protected memory region is pennitted only to 

authenticated peripheral devices of the system-on-a-chip; and 

a security engine coupled to · the memory controller to authenticate a 

IO firmware of a hardware peripheral of the system-on-a-chip to allow the hardware peripheral 

access to the protected memory region of the memory. 

2. The system-on-a-chip apparatus of claim I, wherein the security engine to 

store the fim1ware of the hardware peripheral in the protected memory region in response to the 

15 firmware being authenticated by the security engine and allow execution of the firmware from 

the protected memory region to activate the hardware peripheral. 

20 

3. The system-on-a-chip apparatus of claim l, wherein the fimnvare 

comprises an encrypted firmware of the hardware peripheral, 

the security engine to obtain a peripheral cryptographic key of the hardware 

peripheral and authenticate the peripheral cryptographic key using a security cryptographic key 

of the security engine. 

4. The system-on-a,-chip apparatus of claim 3, wherein the security engine to 

25 outhenticate the encrypted fimnvare using the peripheral cryptographic key in response to the 

peripheral cryptographic key being authenticated using the security cryptographic key. 

5. The system-on-a-chip apparatus of claim 4, wherein the security engine to 

decrypt the encrypted finnware using the peripheral cryptographic key. 

30 

6. The system-on-a-chip apparatus of claim 5, wherein the security engine to 

store the decrypted firmware in the protected memory region. 
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7. The . system-on-a-chip apparatus of claim 1, wherein the firmware 

comprises an encrypted firmware, 

the security engine to decrypt the encrypted finnware of the hard,vare peripheral 

using a peripheral cryptographic key of the hardware peripheral that has been authenticated by a 

5 security cryptographic key of the security engine. 

10 

15 

8. The system-on-a-chip apparatus of claim l, wherein the security engine to 

retrieve an encrypted application key from memory in response to receiving a request to deliver 

media content. 

9. The system-on-a-chip apparatus of claim 8, wherein the security engine tQ 

decrypt the encrypted application key .with a security cryptogr~phic key of the security engine 

and store the decrypted application key in the protected memory region. 

10. The system-on-a-chip apparatus of claim 9, wherein the security engine to 

access encrypted media content and decrypt the media content using the decrypted application 

key. 

11. The system-on-a-chip apparatus of claim I 0, wherein the security engine 

20 to store the decrypted media content in the protected memory region. 

25 

30 

12. The system-on-a-chip apparatus of claim 11, wherein the authenticated 

hardware peripheral to access the protected memory region lo retrieve the decrypted media 

content. 

13. The system-on-a-chip apparatus of claim l l, further comprising a plurality 

of authenticated hardware peripherals to deliver the decrypted media to an output of the system­

on-a-chip such that no unauthenticated hardware peripheral access the decrypted media content. 

14. A method comprising: 

configuring a memory controller of a system-on-a-chip to establish a protected 

memory region, the protected memory region accessible only by authenticated hardware 

peripherals; 
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authenticating a firmware of a hardware peripheral of the system-on-a-chip using 

a security engine of the system-on-a-chip; 

storing the fim1ware in the protected memory region in response to the firmware 

being authenticated by the security engine; and 

5 executing the finnware from the protected memory region to activate the 

hardware peripheral. 

15. The method of claim 14. wherein configuring: the memory controller 

comprises obtaining protected memory region infonnation and configuring the memory 

IO controller using the identified infonnation. 

16. The method of claim 15, wherein obtµining protected memory region 

information comprises obtaining an address range of the protected memory region. 

15 17. The method of claim 15, wherein obtaining protected memory region 

information comprises obtaining an address range of the protected memory region, a type of the 

protected memory region, and at least one attribute of the protected memory region. 

18. The method of claim 15, further comprising vaiidating the protected 

20 memory region information using the security engine of the system-on-a-:-chip. 

19. The method of claim 14, wherein authenticating the firmware of the 

hardware peripheral comprises: 

obtaining a peripheral cryptographic key of the hardware peripheral and an 

25 encrypted firmware of the hardware peripheral, and 

authenticating the peripheral cryptographic key using a security cryptographic key 

of the security engine. 

20. The method of claim 19, wherein authenticating the finnware comprises 

30 authenticating the encrypted firmware using the peripheral cryptographic key in response to the 

peripheral cryptographic key being authenticated using the security cryptographic key. 

21. The method of claim 20, wherein authenticating the encrypted firmware 

comprises decrypting the encrypted firmware using the peripheral cryptographic key. 
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22. The method of claim 21, wherein storing the firmware comprises storing 

the decrypted finnware in the protected memory region. 

23. The method of claim 14, wherein authenticating the firmware of the 

5 hardware peripheral comprises decrypting an encrypted firmware of the hardware peripheral 

using a peripheral cryptographic key of the hardware peripheral that has been authenticated by a 

security cryptographic key of the security engine. 

24. The method of claim 14, further comprising retrieving an encrypted 

IO application key from memory using the security engine in response to receiving a request to 

deliver media content. 

25. The method of claim 24, further comprising decrypting the encrypted 

application key with a security cryptographic key of the security engine and storing the 

l 5 decrypted application key in the protected memory region. 

26. The method of claim 25, further comprising accessing encrypted media 

content and decrypting the media content usin£ the decrypted application key. 

20 27. The method of claim 26, further comprising storing the decrypted media 

content in the protected memory region. 

28. The method of claim 27, further comprising accessing the protected 

memory region with an authenticated hardware peripheral to retrieve the decrypted media 

25 content. 

30 

29. The method of claim 27, further comprising delivering the decrypted 

media to an output of the system-on-a-chip such that no unauthenticated hardware peripheral 

accesses the decrypted media content. 

30. A multimedia platfonn comprising: 

a system-on-a-chip including a plurality of instructions that when executed results 

in the system-on-a-chip performing the method of any of claims 14-29. 
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3 l. One or more machine readable media comprising a plurality of 

instructions stored thereon, that in response to being executed result in a system-on-a-chip 

perfonning the method of any of claims 14-29. 

32. A method comprising: 

configuring. a memory controller of a system-on-a-chip to establish a protected 

memory region; 

receiving, with a security engine of the system-on-a-chip, a peripheral 

cryptographic key of a hardware peripheral and an encrypted firmware of the hardware 

I O peripheral; 

15 

authenticating the peripheral cryptographic key u_sing a security cryptographic key 

of the security engine; 

authenticating the encrypted firmware using the peripheral cryptographic key in 

response to the peripheral cryptographic key being authenticated; 

storing the decrypted firmware in the protected memory region; and 

executing the decrypted firmware from the protected memory region to release 

the hardware peripheral from a reset state. 

33. The method of claim 32, further comprising retrieving an encrypted 

20 application key from memory using the security engine in response to receiving a request to 

deliver media content. 

34. The method of claim 33, further comprising decrypting the encrypted 

application key with the security cryptographic key of the security engine and storing the 

25 decrypted application key in the protected memory region. 

35. The method of claim 34, further comprising accessin~ encrypted media 

content and decrypting the media content using the decrypted application key. 

30 36. The method of claim 35, further comprising storing the decrypted media 

content in the protected memory region. 

Petitioner Samsung Ex-1004, 0195



5 

IO 

WO 2013/089726 PCT /US2011/065072 
16 

37. The method of claim 36, further comprising accessing the protected 

memory region with an authenticated hardware peripheral to retrieve the decrypted media 

content. 

38. The method of claim 36, further comprising delivering the decrypted 

media to an output of the system-on-a-chip such that no unauthenticated hardware peripheral 

accesses the decrypted media content. 

39. A multimedia platform comprising: 

a system-on-a-chip including a plurality of instructions that when executed results 

in the system-on-a-chip performing the method of any of claims 32-37. 

40. One or more machine readable media comprising a plurality of 

instructions stored thereon, that in response to being executed result in a system-on-a-chip 

15 performing the method of any of claims 32-37. 
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Please see 37 CFR 1.97 and 1.98 to make the appropriate selection(s): 

That each item of information contained in the information disclosure statement was first cited in any communication 
D from a foreign patent office in a counterpart foreign application not more than three months prior to the filing of the 

information disclosure statement. See 37 CFR 1.97(e)(1 ). 

OR 

That no item of information contained in the information disclosure statement was cited in a communication from a 
foreign patent office in a counterpart foreign application, and, to the knowledge of the person signing the certification 
after making reasonable inquiry, no item of information contained in the information disclosure statement was known to 

D any individual designated in 37 CFR 1.56{c) more than three months prior to the filing of the information disclosure 
statement. See 37 CFR 1.97(e)(2). 

D See attached certification statement. 

D The fee set forth in 37 CFR 1.17 (p} has been submitted herewith. 

IZI A certification statement is not submitted herewith. 
SIGNATURE 

A signature of the applicant or representative is required in accordance with CFR 1.33, 10.18. Please see CFR 1.4(d) for the 
form of the signature. 

Signature /CHRISTOPHER A. SINGH/ Date (YYYY-MM-DD) 2013-09-20 

Name/Print CHRISTOPHER A. SINGH Registration Number 61236 

This collection of information is required by 37 CFR 1.97 and 1.98. The information is required to obtain or retain a benefit by the 
public which is to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 
1.14. This collection is estimated to take 1 hour to complete, including gathering, preparing and submitting the completed 
application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you 
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. 
Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND 
FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, 
VA 22313-1450. 
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Privacy Act Statement 

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the 
attached form related to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be advised 
that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited 
is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark Office is to 
process and/or examine your submission related to a patent application or patent. If you do not furnish the requested 
information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may 
result in termination of proceedings or abandonment of the application or expiration of the patent. 

The information provided by you in this form will be subject to the following routine uses: 

1. The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act 
(5 U.S.C. 552) and the Privacy Act (5 U.S.C. 552a). Records from this system of records may be disclosed to the 
Department of Justice to determine whether the Freedom of Information Act requires disclosure of these record s. 

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a 
court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of settlement 
negotiations. 

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a 
request involving an individual, to whom the record pertains, when the individual has requested assistance from the 
Member with respect to the subject matter of the record. 

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for 
the information in order to perform a contract. Recipients of information shall be required to comply with the 
requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m). 

5. A record related to an International Application filed under the Patent Cooperation Treaty in this system of records 
may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property Organization, pursuant 
to the Patent Cooperation Treaty. 

6." A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of 
National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)). 

7. A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or 
his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility to 
recommend improvements in records management practices and programs, under authority of 44 U.S.C. 2904 and 
2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this 
purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not be used to make 
determinations about individuals. 

8. A record from this system of records may be disclosed, as a routine use, to the public after either publication of 
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record 
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in 
an application which became abandoned or in which the proceedings were terminated and which application is 
referenced by either a published application, an application open to public inspections or an issued patent. 

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law 
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation. 
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BARNES & THORNBURG LLP 

11 South Meridian Street 
Indianapolis, Indiana 46204 

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE 

Int'l Application No.: PCT/US201 l/068279 

Int'l Application December 15, 2011 
Filing Date: 

US. Application No.: 13/997,412 

Confirmation No.: 1045 

Art Unit: 

Examiner: 

Application Title: 

Unknown 

Unknown 

METHOD AND DEVICE FOR 
SECURE COMMUNICATIONS 
OVER A NETWORK USING A 
HARDWARE SECURITY ENGINE 

First Named Inventor: Hormuzd M. Khosravi 

Filed: June 24, 2013 

Attorney Docket: P4 l 624US/4563 l-22552 l 

ELECTRO NI CALLY 
SUBMITTED ON: 

APRIL 3, 2014 

RESPONSE TO NOTIFICATION OF MISSING REQUIREMENTS UNDER 35 U.S.C. 371 
IN THE UNITED STATES DESIGNATED/ELECTED OFFICE (DO/EO/US) 

MAIL STOP PCT 
Commissioner for Patents 
P.O. Box 1450 
Alexandria, Virginia 22313-1450 

Sir: 

In response to the Notification of Missing Requirements under 35 U.S.C. 371 dated July 23, 

2013, Applicants respectfully submit herewith: 

1. An executed Declaration signed by inventor Farhana Kabir identifying the 

present application by the International application number and international filing date; and 
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Int'l Application No. PCT/US2011/068279 
U.S. Application No. 13/997,412 

2. An executed Supplemental Declaration signed by inventor Hormuzd M. 

Khosravi and an executed Supplemental Declaration signed by inventor Edward C. Epp, each 

identifying the present application by the International application number and international 

filing date, and each being in compliance with 37 CFR l.497(a) and (b). 

Applicants believe this submission completes the requirements for acceptance under 35 

U.S.C. 371. No fee is believed to be due with regard to this submission. However, the 

Commissioner is hereby authorized to charge any additional fees which may be required, or credit 

any overpayment, to Deposit Account No. 50-4238 with reference to Docket No. P41624US. 

INDS02 1315889vl 

Respectfully submitted, 

Christopher A. Singh 
Registration No. 61,236 
Barnes & Thornburg LLP 
11 South Meridian Street 
Indianapolis, Indiana 46204-3535 
Telephone: (317) 231-6458 
Fax: (317)231-7433 
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DocketNo.: P4Hi24US 
PATENT 

DECLARATION AND POWER OF ATTORNEYJ;'.OR PATENT APPLICATION 

As a below named inventor, I hereby declare that: 

My residence, mailing addr:ess, and citizenship are as stated bl!llow, next to my name. 

1 belie\11!1 I a1n the original and first inventor (if only one name is listed below) or an original andjoi11t 
inventor (if plural names are listed below) of the subject mattl!I!' which is claimed and for which a patent is 
sought on the invention ¢11tith,d: 

METHOD AND DEVICE FOR SECURE COMMUNICATIONS OVER A NETWORK USING A 
0:AlmWARE SECURITY ENGINE 

the specification of which {check one}: 

is attached hereto. 
lL was filed on J11ne 24, 2013 as 

Unitl!ld State$ Application Number 13/297.412 
or PCT foternational A.pplication Number. _____ ~ 
and was amended on ___________ _ 

(if applicable) 

I bere.by authorize and request my attorney, associated with Customer Number 73486, to in1ert on the de.1lgnated 
lines above, the filing date.. application number, PCT International Application Number and amendment date1 as 
11-ppli~ble, of the patent application should this OeclRration be filed after fl.ling the specUi,1;ation. 

I hereby state that I have reviewed and understand the contents of the above-identified specification, 
including the claim{s). as amended by any amendment specifically referred to above. 

I hcrGby claim the beninitunder 35 U.S.C. § 120 or 365{c) of any United States and PCT international 
application(s) listl!ld below and, insofar as the subject matter of !!la.ch of the claims Qfthis application is not 
disclosed in thl3 prior United States or PCT international application In the manner provided by the first 
paragraph of 35 U.S.C. § I 12, I acknowledge the duty to disclose mamrial infonnation as defmed in 3 7 
C.P.R. § l.S6(a) which became availabli:i between the tiling date oftbe prior application and the national or 
PCT b1temational tiling date of this application: 

PCT Inte.rn11.tional Application No. PCT/US2011/06S069 filed December ts, 2011. 

I acknowledge the duty to disclose all information which is material to patenhlbility as defined in 37 CFR 
1.SG, including for continuation-in-part applications, material information which became available between 
the filing date oftb.c prior application ilil.d the national or PCT international tiling date of the continuation-in­
part application. 

I hereby claim the benefit under 35 U.S.C § l 19(e) of any United States provisional application(s) listed 
below: 

I hereby claim foreign priority benefits under 35 U.$.C. ll9'(a)-(d) or (fJ, or 36S(b) of any foreign 
a.pplic.ation(s) for patent, inventor's or plant breedor's rights certificate(s), or 36S{a) of any PCT intemati<lnal 
application which designated at least one countty other than the United States of America, listed below and 
have also identified below any foreign application for patBnt, inventor's or plant breeder's rights certificate(s), 
or any PCT international application having a filing date before that of the application on which priority is 
claimed: 

Prior Foreign A1mJiQ1tionCs} 

-1-

Priol'ity 
qrume.!!1 

Certified 
Copy Attached? 
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DocketNo.: P41624US 
PATENT 

(Number) (Countl')') (Foreign Filing Date • Yes No Yes No 
MM/DD/YYYY) 

(Number) (Country) {Foreign Filing Date - Yes No Yes No 
MM/DDIYYYY} 

(Number) (Country} (Foreign Filing Date - Yes No Yes No 
MM/DD/YYYY) 

I hereby appoint practitionen associated with the Customer Number: 73486 
as my/our attorney(s) or a.gentil(III), with full power ofsubstiMion and revocation. to prosecute thl5 applic11ti0n and to 
transact all business in the United States Patent and Trademark Office connected therewith. 

Please direct all correspondence to the address associated with the Customer Number: 73486 

I hereby declare that all statements made herein of my own knowledge are true and that all !itatements made 
on information a.11.d belief are believed to be true; and f'llrthcr that these statementi were made with the 
knowledge that willful false statements and the like so made are punishable by fine or imprl!iomnenti or both, 
under Section 1001 of Title 18 of the United Statl!ls: Code and that such willful false statements 1nay 
jeopardize the validity of the application or any patent i!lsued thereon. 

Full Name Qf Sole/First Inven~uzd M, KHOSRAVI 

Inventor's Signature ~ Date J [ 14-/ '10 I (f 
Residence, __ _.P..i,o.-.a,Jrt,!.!hu!!.!1i!i!!d,wO.!.!R~--~-~------- Citizenship :::tttfflft- lJ, • $ • ~ 

(City, Stat.e) (Country) ~ 

Post Office Address 4737 NW Rajnjer Ter 

Portland, OR 97229 

Full Name of Second/Joint Inventor""'E:=ld::..:w::.::a::.rd-=-:aC=.:.. -=E:.:.P.:.P _________________ _ 

Inventor's Signature~-------------- Date __________ _ 

Residence, __ Po,.,,rt""l""an""d""',o""R...._ ___________ citizenship United States ofAmerjca 
{City, State) (Country} 

Post Office Address 3035 NB 23rd ,b.v 

Portland. QR 21212 

-2-

Petitioner Samsung Ex-1004, 0217



Mar/14/2014 2:53:20 PM Intel Corp 503-264-5187 5/6 

DocketNo.: P4lli24US 
PATENT 

Full Name ofThird/Joh1t loventor .... J1.1ra.1.Ld111111PD1=.l.=i.KA=B~IR~-----------------

Inventor1s Signature-~~--------~--- Date _______ ~~-

Residence Camas. WA 
(City, State) 

Post Office Address 20021 SE 3rd Circle 

Camas, WA 98607 

Citi.zenship United States of America 
(Country) 
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Docket No.: P41624US 
PATENT 

Title 37, Code of Federal Regulations, Section 1.56 
Dutx tr,i llii£Igse lnforrnation Material to Patmtabilit'l 

(a) A patent by its very nature is affec.ted with a public interest. Thlll public interest is best served, and the 
most effective patent examination occurs when, at the time an application is bi:iing examined, the Office is awill"e of and 
evaluates the teachings ofall information m.atcdal to patentability. Each individual associated with tile filin,e: and 
prosecution of a patent application has 0. duty of candor and good faith in dealing with the Office, which includes a duty 
to disclose to the Offic~ all information known to that individual to be material to patentability as defined in this ~ectlon. 
The duty to disclose information exists with respect to each pending claim until the claim is cancelled or withdrawn from 
consideration, or the appl ioation becomes abandOni'-d, [nformation material to the patentability of a claim that is 
canrelled or withdrawn from consideration need not be submitted if the information is not material to the patentability of 
any claim ren11,1lnlDi under consideration in the application. There is no duty to submit information which fo not material 
to the potentabl!lty ofany existing claim. The duty to disclose nit information known to be material to patentability is 
deemed to be satisfied if all information known to be material to pa.tencability of any claim issued In a patent was cited by 
the Office or submltteii to the Office in the manner prescribed by §§1.?7(b)·(d) and l,SIB. However, no patent will be 
granted on an application in connection with which fraud on the Office was practiced ot attempted or the duty of 
disclosure was violated through bnd foith or intentional misconduct, The Office encourages applicants to carefully 
examine: 

(1) Prior art cited ln search reports of a fareign patent office in a counterpart application, and 

(2) The closest information over which individuals associated with the filing or prosecution of a patent 
appll~atlon believe any pending claim patentably defines, to make sure that any material lnfonnation contained therein is 
disclosed to the Office. 

{b) Under this section, information is me.terbll to patentablllty when it is not cumulative to information 
already of record or being made ofrecord in the application, and 

(1) 
of e. claim; or 

(2) 

(!) 

(ii) 

It egtab!i9hes, by itsl!llfor in combination with other information, a prima fade e11se of unpa.tentability 

It refutes, or is inconsistent with, a position the:: applicant takes in: 

Opposing an argument of unpe.tente.bility relied on by the Office, or 

Asserting an !ll'gument ofpatentabll!ty. 

A pd.ma faoie case of unpatentability is established when the information compels a conclusion that a claim is 
unpatentable under the prc::ponderance. of evidence, burden-of-proof stondard, giving each term in the claim its broadest 
reasonable construction consistent with the specification, and before any consideration is given to evidence which may be 
submitted in an attempt to establish a contrary conclusion of pAtentability. 

(c) 
section are: 

(1) 

(2.) 

Individuals associated with the filing or prosecution of a patent application within the meaning of this 

Bach inventor nimuid in the application; 

Each attorney or as;ent who prepares or prosecutes the application; and 

(3) Every other person who is substantively involved ln the preparation or prosecution of the application 
and who is assodated with the inventor, with. tile assignei:i or with anyone to whom there is an obligation to e.sslgn the 
application. 

( d) Individuals other than the attorney. agent or inventor may comply with this section by disclosing 
information to the attorney, aglllnt, or inventor. 

(e) In any continuation-in-part 11pplic11.tion, the duty under this section includes the duty to disclose to the 
Office all Information known to the person to be material to pe.tentability, w; defined in paragraph (b) 
of this section, which became available between the filing date of the prlor app!lc:atlon and the 
national or PCT international filing date ofthe continuation-in-part application. 

(d) 

-4-
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DocketNo.: P41624US 
PAIBNT 

DECLARATIQtj A.ND POWER OF ATTQRNEX EPB PATENT APPLICATI~ 

As a below named inventor, I hereby declaro that: 

My re111idcnco, mailing address, and citizenship are as: 1tated below, next to my name. 

I believe I am the Ofl&inal 111d first inventor (if only one n~e is listed below) or an original mdjoint 
inventQr (if plural names are listed below) of the subject matter which is claimed and fer which a. patent Is 
sought on the. invention entitled: 

METHOD AND DEVICE FOR SECURE COMMUNICA?lONS OVER A NE'IWORK USING A 
HARDWARE SECURITY ENGINE 

the speciflcation of which (check one): 

is attached hereto . 
.X.... was filed on Jun,e 24, 2013 as 

United States Application Number llf227.4U 
or PCT International Application Numbcir _____ _ 
and was amended on _______ _._.....,.,..,......_. 

(if applicable) 

J horeby authort7.e and requ•st my attorney, as1oclated with Customer Number 73486, to lnaert on the designated 
lines above, the filing date, application number, PCT International Application Number and amendment date, as 
applicable, of the patent application !llhoukl this Declaradon be filed after filhtg the speclftcatlon. 

I hereby atate that I have reviewed and understand the contents of the above-identified speclflcatlon1 

Including the claim(s), as amended by any amendment specifically referred to above. 

I hereby claim the benefit under 3S U,S,C. § 120 or 365(c) of any United States and PCT international 
application(s) listed below and, insofar a$ the subject matter of each oftbe cJaums of this application h not 
disclo1ed in the prior United States or PCT international application in the mllllller provided by the fir::1t 
paragraph cf 35 U.S.C. § 112, I acknowledge the duty to disclose materlal lnfonnation as defined in 37 
C.F.R. § l.56(a) whkih became available between tile filing date of the prior application and the national or 
PCT international filing date of this application: 

PCT International Application No. PCT/USl01lt.Q§5Qft. rued December 15.1011. 

l acknowledge the duty ta disclose all information which is material to patontability as defined in 37 CPR 
1,561 including for continuation-in-part applkiations, material infonnatlon whlch became available between 
the filing date of the prior application and the national or PCT international fl.ling date of the continuation .. jn .. 
part application. 

I hlreby claim the benefit under 3S U.S.C § 119(e) ofany United States provisional applioation(s) listed 
below: 

I hereby cilaim foreign priority benefits under 35 U.S.C, 119(a}-(d) or (f), or 365(b) of any foreign 
applica.tlon(s) for patent; inventor's or plant breeder's rights certifioate(s), or 36.S(a) of any PCT international 
application which designated at least one country other than the United State11 of America, listed below and 
have also identified below any forofgn appltl;lation for patent, inventor's or plant breeder's rights ccrtificate(s). 
or any PCT international application havins a filing date before that of the application on which priority is 
claimed: 

Prior Forejgn A,p_plicatlon(s) 
Priority 
Cl!im!!.tl 

Certified 
Copy Attached? 
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(Number) (Country) (Foreign FUlng Date - Yea No Ye.s No 
MM/DDIYYYY) 

(Number) {Country) (Foreign Filing Datl.'l - Yes No Yes No 
MM/PD/YYYY} 

(Number) (Country) (Foreign Filing Date - Yes No Yea No 
MMIDD/YYYY) 

I hereby appoint practitioners associated with the Customer Number: ZHli 
as my/our attorney(s) or agent.s(s), with full power of substitution and revocation, to prosecute this application and to 
transact all bllsiness in the United States Patout and Trademark Office cooucted therewith. 

Please direct all correspondence to the address associated with the Customer Number: Iam 

I hereby declare that all statements made herein of my own knowledge are tme and that all statements made 
on information and belief are believed to be true; and further that these statements were made with the 
knowledge that willful false statements and the like so made are punishable by fine or imprisonmenti or both, 
under Section 1001 of Title 18 of the UniT.ed States Code and that such willful false statements may 
jeopardize the validity of the application or any patent issued thereon. 

Full Name of Sole/First Inventor...1H=.o;.;.rm=uzd-...M;111•1.o11KB-Qlill~liollliMr:a.:..:.YI.:..-------------­

Inverttor's Signature __ ~~-------~---

Re11idence ____ ..._P..,.ortl=an=d,.,_1 Q,.,,,R=-:,,... _____ ........,. _____ Citizcnship ~-•ln111:1dia ____ _ 
(City, State) (Country) 

Post Office Address 4737 NW Rl!nier Ter 

Portland. OR 97229 

Full Name of Second/~~C. EPP -:: , 

lnYero(a Slpwo ~ c~ : Da10_......,,,,.3 __ ---"--, 1~• __,.-}__,_,._ 
Resldonee Portland.OR Citizenship _U...,n=ited=,,,.s~=!l .... 9 .... f~A ... m,..e_ri_ca.___ 

(City, Stati:,) {Country) 

Post Office Address 3035 NE ~rd Ay 

Portland, OR 21212 
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Full Name of Third/Joint Inventor...,jFua1&.rh111a111g..,a.1,1KAQ~:.1,1IB...,,_ ... ., _______________ _ 

Inventol"s Signature_~------------ Date ______ ~---

Residence Camp, WA 
(City, State) 

Post Office Addresg, 20021 SE 3rd Circle 

Ca.mas, WA 98607 

-3-

Citiienship United States of'America 
(Country) 
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DocketNo.: P41624US 
PATENT 

Title 37, Code of Federal Regulations, Section l.!!6 
P!!t:Y t2 Dlsc!oso Infoanatjgn Material to Patentiw;Ult:Y 

(a) A patent by its very nature ls affected with II public interest. The public: interest is best served, and the 
m.ost effective:: patent examination occurs when, at the time an application is being examined, the Office is 11ware of and 
ev8luates the teachings of all infonnation materlaJ to patentability. Each individual associated with the filing and 
prosecution of a patent application hBS a duty of c!llld~ and good faith in de111ing with the Offi<:e, which Includes a duty 
to disctcse to the Office all information known to that individual to be material to patentability as defined In this section. 
The duty to disclose infonnatlon e11.ists with respect to each pending claim until the claim is cancelled or withdl'aml from 
consideration, or the applic8clon becomes abandone:d. Information materlal to the patentabillty ofa claim that is 
cancelled or withdrav.n from consideration need not be submitted if the infonnation ls not ma.ttrial to the patentability of 
any claim mm.tining under consideration ln the application. There is no duty to ~11bmlt lnfonna.tion which is not material 
to the patentability of any e:idsting claim. The duty to disclose all information known to be material to patentability is 
deemed to be satisfied if all information known to be material to patentability of any olahn Issued In a patent was cited by 
the Office or submitted to the Office in the mannerprcscribcid by §§1.97(b)-(d) and 1.98. However, no pa~t will be 
granted on an application in connection with which fraud on thi:i Office was practiced or attempted or thci duty of 
disclosure was violated through bad faith or intentional misconduct. The Office encourages applicants to carefully 
examine; 

(l) Prior art cited in search reports ofa foreign patent office in a countel'l)art 11ppllcation, and 

(2) Thi, closest infonnation over which lndlvlduals associated with the filing or prosecution of a patent 
11pplicadon believe any p1mding claim patentably defines, to make sure that any material lnfonnatlon contained therein is 
disclosed to the:: Office. 

(b) Under this section, lnfonnatlon is material to p11.tentability when lt ls not cwnulative to information 
alrciady of record or beinlil made of record ln the application, and 

(l} 
ofa claim; or 

{2) 

(i} 

(ii) 

It establishes, by itself or in combination with other !nf'onnalion, a prima facie case ofunpatent11blllty 

It refutes, or ls inconsistent with, a position the applicant ta.k.os in: 

Opposing an argument ofunpatentability rtlied on by the Office, or 

Asserting an !ll'gument of patenta.bility. 

A prlma facle case, of unpatentability is established when thei information compels a conclusion that a. claim is 
unpatontable under the preponderance of evidence. burdcn•of-proof standard, giving each tenn In the claim its broadest 
reasonable construction consistent with the spec!flcatlon, and before any consideration is given to evidence which may be 
submitted in 1111 attempt to establish a contrary conclusion ofpatent11bility. 

(c) 
section are: 

(1) 

(2) 

Indlvlduals 11.'lsociated with the filing or prosecution of a patent application within the meaning of this 

Each inventor nllUled In the appllc11tion; 

Each attorney or agent who prepares or prosecutes the application; and 

(3) Every other person who ls substantively involved in the preparation or prosecution of the application 
and who is associated with the inventor, with the assignee or with anyone to whom there ls an obli11ation to assign the 
application. 

(d) Individuals other than the attorney, agent or inventor may comply wlth this section by disclosing 
information to the attomoy, agent, or inventor. 

(c,) rn any continuadon-ln-part application, thei duty under this section includes the: duty to disclose to the 
Office all information known to the person to be material to patentabllity, 115 defined in paragraph {b) 
of this section, which became available between. the filing date of the prior application and the 
national or PCT lntematlonal filing date of the continuation-in•part application. 

(d) 

-4-

Petitioner Samsung Ex-1004, 0223



Docket No,: P41624US 
PATENT 

DECLARATION AND POWER. OF A.TTOlli~EY FOR PATENT APPLICATION 

As a below named inventor, I hereby declare that: 

My residence, mailing address, and citizenship are as stated below, next to my nfillle. 

I believe I am the original and first inventor (if only one name is listed below) or an original and joint 
inventor (if plural names are listed below} of the subject matter which is claimed and for which a patent is 
sought on the invention entitled: 

METHOD A.l'li']) DEVICE FOR SECURE COMMUNICATIONS OVER A NETWORK USING A 
HARDWARE SECURITY ENGINE 

the specification of which (check one): 

is attacbed hereto. 
X was filed on Jtrne 24. 2013 as 

UtJited States Application Number 13/997.412 
or PCT International Application Number _____ ~· 

and was amended on --------------
(if applicable) 

I hereby authorize and request my attorney, associated 'With Customer Number 73486, to insert on the designated 
lines above, the filing date, application 1rn.mbe:r, PCT International Application Number and amendment date, as 
applicable, of the patent application should thi§ Declaration be filed after filing the specification. 

I hereby state that I have revievved and understand the contents of the above-identified specification, 
including the claim(s), as amended by any amendment specifically referred to above. 

I hereby claim the benefit under 35 U.S.C § 120 or 365(c) of any United States and PCT international 
application(s) listed below· and, insofar as the subject matter of each of the claims of this application is not 
disclosed in the prior United States or PCT international application in the manner provided by the first 
paragraph of35 U.S.C. § 112, I acknowledge the duty to disclose material information as defmed in 37 
C.F.R. § L56(a) which becru:ne available between the filing date of the prior application and the national or 
PCT international filing date of this application: 

PCT International Application No. PCT/lTSlOll/065069 filed December 15, 201L 

I acknowledge the 1faty to disclose all information which is :material to pai:entability as defined in 37 CFR 
L56, including for continuation-in-part applications, material information which became available between 
the filing date of the prior application and the national or PCT international filing date of the continuation-in­
part application, 

I hereby claim the benefit under 35 U,S.C § l 19(e) of any United States provisional application(s) listed 
below: 

J hereby claim foreign priority benefit'! under 35 U.S.C. l 19(a)-(d) or (f), or 365(b) of any foreign 
applicaticm(s) for patent, inventor's or plant breeder's rights certificate(s), or 365{a) of any PCT intemationa.l 
application which designated at least one country other than the United States of America, listed below and 
have also identified below any foreign application for patent, inventor's or plant breeder's rights certificate(s), 
or any PCT international application having a filing date before that of the application on which priority is 
claimed: 

Priority Certified 
Prior Foreign Application(s) Claimed'? Copv Attached? 

-1-
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Docket No.: P41624US 
fATENT 

(Number) (Country} ('Foreign Filing Date -- Yes No Yes No 
1',fM/DD/YYYY) 

(Number) {Country} (Foreign Filing Date ~ Yes No ·v··es }-1;) 

MM/DD/YY'r"Y) 

(Number) (Coui1try) {foreign FiH.ng Date • V Aes No Yes No 
M1·1/fJD/YYY'(I 

I hereby appoint practitioners associated with the Customer Number: 73486 
as my/our attomey(s) or agcnts(s), with full power of substitution and revocation, to prosecute lhis application and to 
ttansact all business i1, the United States Patent and Trademark Office connected therewith. 

Please direct all coiresponden.ce to tlle address associated w:iih the Customer Number: 73486 

I hereby declare that all statements made hen.'in of my own knowledge are true and that all statements made 
011 fofo:rroation and belief are believed to l~ true; ,md further that these sta.tements were made with the 
knowledge !hat willful false statements and the like so made are punishable by fine or imprisonment, or both, 
under Section 1001 of Title l8 of the United States Code and that such willful false statements may 
jeopardize the validity of the application or any patent issued thereon. 

Residence ···-···-:Portlarnt.OR ..... -.............................................. ··---- - Citizenship ~·-······· fadif',,_. _____ _ 
(City, State} {Cmmtry) 

Post Office Addrn:1~ ·-- 47J7 NW Rainier 'for···················· ························· ························· ·········--··· ··----------

Full Name of Sec.end/Joint lnventor~.E=d=w~·"':a:...:r.d"-"C'°"."'E""P.""P ___________________ _ 

ln v·entor~s Sigui~tt::.re ·······••·••·····················••·••·····················••·••·····················••·••················· Dl>te ..................................... _____ _ 

(City, State) 
·------- (:it!z{~.nship ... ~Jnlte;~_S'tat{~S _of ;\.r~erica .... n-nhnO 

(Cm.mty) 
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(City, State) 

Camas WA 98607 
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Title 37, Code of Federal Regul;i.tfom, Section 1,56 
Dutv to Disdosc hlformafam Material to PaientabiHty 

DocketNo.: P41624US 
PATENT 

(a) A patent by its very nature is affected with a public interest. The puhlic interest is best served, and the 
most effective patent exmnination occurs when, at the time an application is being examined, the Office is aware of and 
evaluates the teachings ofall information material to patentability. Each individual associated with the filing and 
prosecution of a patent application has a duty of candor and good faith in dealing with the Office, which includes a duty 
to disclose to the Office all infom1ation known to that individual to be material to patentability as defined in this section. 
The duty to disclose infom1ation exists with respect to each pending claim until the claim is cancelled or withdrawn from 
consideration, or the application becomes abandoned. faformation material to the patentability of a claim that is 
cancelled or withdrawn from consideration need not be submitted if the information is not material to the patentability of 
any claim remaining under consideration in the appHcation. There is no duty to submit information -which i~ not material 
to the patentabHity of any existing claim. The duty to disclose all information known to be material to patentability is 
deemed to be satisfied if all information known to be material to patentability of any claim issued in a patent was cited by 
the Office or submitted to the Office in the manner prescribed by §§L97(b)-(d) and 1,98. However, no patent will be 
granted 011 an application in connection with which fraud on the Office was practiced or attempted or the duty of 
disclosure was violated thmugh bad faith or intentional misconduct. The Office encourages applicants to carefully 
examine: 

(1) Prior art cited in §earch reports of a foreign patent office in a counterpart application, and 

(2) The closest information over which individuals associated with the filing or prosecution of a patent 
application believe any pending claim patentably defines, to make sure that any materiaJ information contained therein is 
disclosed to the Office. 

(b) Under this section, information fa material to patentability when it is not cumulative to infonnation 
already of record or being made of record in the application, and 

{l) It establishes, by itself or in combination ,11,'ith other information, a prima fade case ofunpatentability 
of a claim; or 

(2) It refutes, or is inconsistent ,vith, a position the applicant takes in: 

{i) Opposing an argument ofunpatentability relied on by the Office, or 

(ii) Asserting an argument of paientabifay. 

A prima fade ease ofunpatentabi!ity is established when the information compels a conclusion that a claim is 
unpatentable under the preponderance of evidence, burden-of-proof standard, giving each term in the clain1 its broadest 
reasonable construction consistent with ihe specification, i111.d before auy consideration is given to evidence which may be 
submitted in an attempt to e5tablish a contrary conclusion ofpatemability. 

(c) 
section are: 

(1) 

(2) 

Individmifa associated with the filing or prosecution of a patent application within the meaning of this 

Each inventor na:med i11 the application; 

Each attorney or agent who prepares or prosecutes the application; and 

(3) Every other person who i, substantively involved in the preparation or prosecution of the application 
and who fa associated with ilie inventor, with the assignee or with anyone to whom there is an obligation to assign the 
application. 

(d) Individuals other than the attorney, agent m inventor may comply with this section by disclosing 
information to the attorney, agent, or inventor, 

( e) In any continuation-in-part application, the duty under this section includes the duty to disclose to the 
Office all infom1ation Jmm.vn to the person to be material to patentability, as defined i11 paragraph (b) 
of this section, which became available between the filing date of the prior application and the 
national or PCT international filing date of the continuation-in-part application. 

{d) 
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PTO-1390 (03-13) 
Approved for use through 4/30/2013. 0MB 0651-0021 

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid 0MB control number. 

TRANSMITTAL LETTER TO THE UNITED STATES 
DESIGNATED/ELECTED OFFICE (DO/EO/US) 

CONCERNING A SUBMISSION UNDER 35 U.S.C. 371 
International Application No. 

PCT/US2011/065069 I International Filing Date 

15 December 2011 (15.12.11) 
Title of Invention 

Attorney Docket No. 
P41624US/45631-225521 

U.S. Application No. (if known, see 37 CFR 1.5) 

13/997,412 
Priority Date Claimed 

15 December2011 (15.12.11) 

METHOD AND DEVICE FOR SECURE COMMUNICATIONS OVER A NETWORK USING A HARDWARE SECURITY ENGINE 

First Named Inventor 

KHOSRAVI, Hormuzd M., et al. 

Applicant herewith submits to the United States Designated/Elected Office (D0/EO/US) the following items and other information. 

1. 0 This is an express request to begin national examination procedures (35 U.S.C. 371 (f)). NOTE: The express request under 
35 U.S.C. 371(f) will not be effective unless the requirements under 35 U.S.C. 371(c)(1 ), (2), and (4) for payment of the basic national 
fee, copy of the International Application and English translation thereof (if required), and the oath or declaration of the inventor(s) 
have been received. 

2. □ A copy of the International Application (35 U .S.C. 371 (c)(2)) is attached hereto (not required if the International Application was 
previously communicated by the International Bureau or was filed in the United States Receiving Office (RO/US)). 

3. An English language translation of the International Application (35 U.S.C. 371 (c)(2)) 

a. D is attached hereto. 

b. D has been previously submitted under 35 U.S.C. 154(d)(4). 

4. An oath or declaration of the inventor(s) (35 U.S.C. 371(c)(4)) 

a. 0 is attached. 

b. D was previously filed in the international phase under PCT Rule 4.17(iv). 

Items 5 to 8 below concern amendments made in the international phase. 

PCT Article 19 and 34 amendments 

5. D Amendments to the claims under PCT Article 19 are attached (not required if communicated by the International Bureau) (35 U.S.C. 
371(cX3)). 

6. D English translation of the PCT Article 19 amendment is attached (35 U.S.C. 371 (c)(3)). 

7. D English translation of annexes (Article 19 and/or 34 amendments only} of the International Preliminary Examination Report is 
attached (35 U.S.C. 371(c)(5)). 

Cancellation of amendments made in the international phase 

Ba. D Do not enter the amendment made in the international phase under PCT Article 19. 

8b. D Do not enter the amendment made in the international phase under PCT Article 34. 

NOTE: A proper amendment made in English under Article 19 or 34 will be entered in the U.S. national phase application absent a clear 
instruction from applicant not to enter the amendment(s). 

The following items 9 to 17 concern a document(s) or information included. 

9. D An Information Disclosure Statement under 37 CFR 1.97 and 1.98. 

10. D A preliminary amendment 

11. D An Application Data Sheet under 37 CFR 1.76. 

12. D A substitute specification. NOTE: A substitute specification cannot include claims. See 37 CFR 1.125(b}. 

13. D A power of attorney and/or change of address letter. 

14 D A computer-readable form of the sequence listing in accordance with PCT Rule 13/er.3 ancl 37 CFR 1.821-1 .825 

15. D Assignment papers (cover sheet and document(s)). Name of Assignee: ______________________ _ 

16 D 37 CFR 3.73(c) Statement (when there is an Assignee). 

Tn1s collection of ,nforrnat10111s requ,red by 37 CFR 1.414 and 1 .491-1.492. The 1nformat1rn-: Is cecuwed to obtain or reta11 a benefit by the puol1c. which :s to file 
(and by the USPTO to process) aI1 applicatior. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.11 and 1.14. This coilection is estimated to take 15 
minutes to complete, includir,g ga'.hering, preparing, and submitl'ng the completed applicatio7 form to the USPTO. Time will vary depending upon the individual 
case. Any comments on the amount of time you requ:re to complete this corm and/or suggestions for reducing this bur·den shoCJ'd be sent to the Ch'ef l·1formation 
Officer, U.S. Patent and Tradena 0 k Office. U.S. Department of Commerce, P.O. Box 1450, Alexandcia, VA 22313-1450. DO NOT SEND FEES OR COMPLETED 
FORMS TO THIS ADDRESS. SEND TO: Mail Sto;:, PCT, Commiss'oner for Pate:lts, P.O. Box 1450, Alexandria, VA 22313-'450. 
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U.S. APPLN. No. (if known - see 37 CFR 1.5) INTERNATIONAL AP PUCA Tl ON No. ATTORNEY DOCKET No. 

13/997,412 PCT/US2011/065069 P41624US/45631-225521 
17. 0 Other items or information: 

RESPONSE TO NOTIFICATION OF MISSING REQUIREMENTS UNDER 35 U.S.C. 371 
IN THE UNITED STATES DESIGNATED/ELECTED OFFICE (DO/EO/US) 

The following fees have been submitted. CALCULATIONS PTO USE ONLY 

18. □ Basic national fee (37 CFR 1.492(a)) ............................................... $280 $ 

19. LJ Examination fee (37 CFR 1.492(c)) 
If the written opinion prepared by ISA/US or the international preliminary 
examination report prepared by IPEAIUS indicates all claims satisfy provisions of $ 
PCT Article 33( 1 }-( 4) . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . $0 
All other situations ....................................................................... $720 

20. LJ Search fee (37 CFR 1.492(b)) 
If the written opinion prepared by ISA/US or the international preliminary 
examination report prepared by I PEA/US indicates all claims satisfy provisions of 
PCT Article 33( 1 }-( 4) . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . $0 
Search fee (37 CFR 1.445(a}(2)) has been paid on the international application to $ 
the US PTO as an International Searching Authority ......................... ... $120 
International Search Report prepared by an ISA other than the US and provided to 
the Office or previously communicated to the US by the IB .................. . $480 
All other situations ..................................................................... ... $600 

TOTAL OF 18, 19, and 20 = $0.00 

LJ Additional fee for specification and drawings filed in paper over 100 sheets 
(excluding sequence listing in compliance with 37 CFR 1.821(c) or (e) in an 
electronic medium or computer program listing in an electronic medium) (37 CFR 
1.4920)). 
Fee for each additional 50 sheets of paper or fraction thereof ............... $400 

Total Sheets Extra Sheets 
Number of each addition 50 or fraction 

RATE thereof (round up to a whole number) 

- 100 = /50 = x$400 $ 
Surcharge of $140.00 for furnishing any of the search fee, examination fee, or the oath or 

$ declaration after the date of commencement of the national stage (37 CFR 1.492(h)). 

CLAIMS NUMBER FILED NUMBER EXTRA RATE 

Total claims -20 = X $80 $ 

Independent claims -3= x$420 $ 

MULTIPLE DEPENDENT CLAIM(S} (if applicable) +$780 $ 

Processing fee of $140.00 for furnishing the English translation later than 30 months from the 
$ earliest claimed priority date (37 CFR 1.4920)). + 

TOTAL OF ABOVE CALCULATIONS= $0.00 

0 Applicant asserts small entity status. See 37 CFR 1 :Zl. Fees above are reduced by½. 

□ 
Applicant certifies micro entity status. See 37 CFR 1 .29. Fees above are reduc-.ed by¾. 
Applicant mus' attach form PTOISB/15A O" B or equivalent. 

TOTAL NATIONAL FEE= $Q.OO 
Fee for recording the enclosed assignment (37 CFR 1.21 (h)). The assignment must be 

$ 
accompanied by an c1ppropriate cover sheet (37 CFR 3.28, 3.31) $40.00 per property. + 

TOTAL FEES ENCLOSED= $Q.OO 
Amount to be 

$ 
refunded: 
Amount to be 

$ charqed: 
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to cover the above fees is enclosed. 

b. □ Please charge my Deposit Account No. in the amount of$ to cover the above fees. 

C. 0 The Director is hereby authorized to charge additional fees which may be required, or credit any overpayment, to Deposit Account 
No. 50~4238 as follows: 

i. □ any required fee. 

ii. □ 
any required fee except for excess claims fees required under 37 CFR 1.492(d) and (e) and multiple dependent claim fee 
required under 37 CFR 1.492(f). 

d. □ Fees are to be charged to a credit card. WARNING: lnfonmation on this form may become public. Credit card information should not 
be included on this form. Provide credit card information and authorization on PT0-2038. The PT0-2038 should only be mailed or 
faxed to the USPTO. However, when paying the basic national fee, the PTO-2038 may NOT be faxed to the USPTO. 

ADVISORY: If filing by EFS-Web, do NOT attach the PT0-2038 form as a PDF along with your EFS-Web submission. Please be 
advised that this is not recommended and by doing so your credit card information may be displayed via PAIR. To protect your 
information, it is recommended to pay fees online by using the electronic payment method. 

NOTE: Where an appropriate time limit under 37 CFR 1.495 has not been met, a petition to revive (37 CFR 1.137{a) or {b)) must be 
filed and granted to restore the International Application to pending status. 

Statement under 37 CFR 1.55 or 1.78 for AIA (First Inventor to File)Transition Applications 

□ 
This application (1) claims priority to or the benefit of an application filed before March 16, 2013, and (2) also contains, or contained at 
any time, a claim to a claimed invention that has an effective filing date on or after March 16, 2013. 

NOTE: A U.S. national stage application may not claim priority to the international application of which it is the national phase. The filing date 
of a U.S. national stage application is the international filing date. See 35 U.S.C. 363. 

Correspondence Address 

0 The address associated with Customer Number: 73486 

Name I 
Address 

City I I State I 
Country 

Email 

Signature l1christopher A. SINGH/ 

~p~~~ype) lchristopher A. SINGH 
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Examiner Name IUNK 

Attorney Docket Number P41621 US/45631-225520 

CERTIFICATION STATEMENT 

Please see 37 CFR 1.97 and 1.98 to make the appropriate selection(s): 

That each item of information contained in the information disclosure statement was first cited in any communication 
D from a foreign patent office in a counterpart foreign application not more than three months prior to the filing of the 

information disclosure statement. See 37 CFR 1.97(e)(1 ). 

OR 

That no item of information contained in the information disclosure statement was cited in a communication from a 
foreign patent office in a counterpart foreign application, and, to the knowledge of the person signing the certification 
after making reasonable inquiry, no item of information contained in the information disclosure statement was known to 

D any individual designated in 37 CFR 1.56(c) more than three months prior to the filing of the information disclosure 
statement. See 37 CFR 1.97(e)(2). 

D See attached certification statement. 

D The fee set forth in 37 CFR 1.17 (p) has been submitted herewith. 

[8] A certification statement is not submitted herewith. 
SIGNATURE 

A signature of the applicant or representative is required in accordance with CFR 1.33, 10.18. Please see CFR 1.4(d) for the 
form of the signature. 

Signature /CHRISTOPHER A. SINGH/ Date (YYYY-MM-DD) 2014-05-27 

Name/Print CHRISTOPHER A. SINGH Registration Number 61236 

This collection of information is required by 37 CFR 1.97 and 1.98. The information is required to obtain or retain a benefit by the 
public which is to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 
1.14. This collection is estimated to take 1 hour to complete, including gathering, preparing and submitting the completed 
application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you 
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. 
Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND 
FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, 
VA 22313-1450. 
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Privacy Act Statement 

The Privacy Act of 1974 (P.L. 93-579} requires that you be given certain information in connection with your submission of the 
attached form related to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be advised 
that: (1} the general authority for the collection of this information is 35 U.S.C. 2(b)(2}; (2) furnishing of the information solicited 
is voluntary; and (3} the principal purpose for which the information is used by the U.S. Patent and Trademark Office is to 
process and/or examine your submission related to a patent application or patent. If you do not furnish the requested 
information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may 
result in termination of proceedings or abandonment of the application or expiration of the patent. 

The information provided by you in this form will be subject to the following routine uses: 

1. The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act 
(5 U.S.C. 552} and the Privacy Act (5 U.S.C. 552a}. Records from this system of records may be disclosed to the 
Department of Justice to determine whether the Freedom of Information Act requires disclosure of these records. 

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a 
court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of settlement 
negotiations. 

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a 
request involving an individual, to whom the record pertains, when the individual has requested assistance from the 
Member with respect to the subject matter of the record. 

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for 
the information in order to perform a contract. Recipients of information shall be required to comply with the 
requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m). 

5. A record related to an International Application filed under the Patent Cooperation Treaty in this system of records 
may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property Organization, pursuant 
to the Patent Cooperation Treaty. 

6. A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of 
National Security review (35 U.S.C. 181} and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)). 

7. A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or 
his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility to 
recommend improvements in records management practices and programs, under authority of 44 U.S.C. 2904 and 
2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this 
purpose, and any other relevant (i.e., GSA or Commerce} directive. Such disclosure shall not be used to make 
determinations about individuals. 

8. A record from this system of records may be disclosed, as a routine use, to the public after either publication of 
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record 
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in 
an application which became abandoned or in which the proceedings were terminated and which application is 
referenced by either a published application, an application open to public inspections or an issued patent. 

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law 
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation. 
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