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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

Appl. No. : TBD
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Examiner : TBD
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Commissioner for Patents
P.O. Box 1450
Alexandria, VA 22313-1450

PRELIMINARY AMENDMENT

SIR:

Please consider the above-identified application (the “Patent Application”) in

view of the following preliminary amendments and remarks.

Amendments to the Claims are reflected in the listing of claims, which begins

on page 2 of this paper.

Remarks/Arguments begin on page 9 of this paper.
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Preliminary Amendment Dated June 20, 2013 Examiner: TBD
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Amendments to the Claims:

This listing of claims will replace all prior versions, and listings, of claims in the

application.

Listing of Claims:

Claims 1-47 (Canceled)

48. (New) A system-on-a-chip apparatus comprising:

a system-on-a-chip comprising a security engine having a secure memory
accessible only by the security engine, the security engine to:

generate a random nonce for initiating a request for a secure
communication session with a server over a network using the nonce;

perform a cryptographic key exchange with the server to generate a
symmetric session key to encrypt messages sent to the server and decrypt messages
received from the server during the secure communication session;

store the session key in the secure memory,

the system-on-a-chip to establish the secure communication session with

the server over the network using the session key.

49. (New) The system-on-a-chip apparatus of claim 48, wherein the
security engine to receive a server nonce from the server in response to the request for the
secure communication session, the response message including a server nonce and store

the server nonce in the secure memory.
50. (New) The system-on-a-chip apparatus of claim 48, wherein the

security engine to generate a pre-master key, encrypt the pre-master key using a security

key of the security engine, and send the encrypted pre-master key to the server.
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51. (New) The system-on-a-chip apparatus of claim 50, wherein the

security engine to wrap the pre-master key using a server public key and store the

wrapped pre-master key in the secure storage.

52. (New) The system-on-a-chip apparatus of claim 50, wherein the
security engine to:

generate the session key as a function of the pre-master key; and

calculate a hash function as a function of the random nonce generated by

the security engine and a nonce received from the server.

53. (New) The system-on-a-chip apparatus of claim 48, wherein the
security engine to generate a public Diffie-Hellman client key and a private Diffie-
Hellman client key, sign the public Diffie-Hellman client key using a security key of the

security engine, and send the signed public Diffie-Hellman key to the server.

54. (New) The system-on-a-chip apparatus of claim 53, wherein the
security engine to receive a public Diffie-Hellman server key from the server and
generate the session key as a function of the private Diffie-Hellman client key and the

public Diffie-Hellman server key.

55. (New) The system-on-a-chip apparatus of claim 48, wherein the
security engine to receive Diffie-Hellman global values and a public Diffie-Hellman
server key from the server and store at least one of the Diffie-Hellman global values and

the public Diffie-Hellman server key in the secure storage.

56. (New) A method comprising:

generating a random nonce in a security engine of a system-on-a-chip of a
client device;

initiating, using the client device, a request for a secure communication

session with a server over a network, the request including the random nonce;
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performing a cryptographic key exchange, using the security engine of the
system-on-a-chip, with the server to generate a symmetric session key to encrypt
messages sent to the server and decrypt messages received from the server during the
secure communication session;
storing the session key in a secure memory of the security engine of the
system-on-a-chip; and
establishing, using the client device, the secure communication session

with the server using the session key.

57. (New) The method of claim 56, wherein initiating a request for a
secure communication session comprises sending a ClientHello message, including the
nonce, to the server; and further comprising:

receiving a ServerHello message from the server, the ServerHello message
including a server nonce; and

storing the server nonce in the secure memory of the security engine of the

system-on-a-chip.

58. (New) The method of claim 56, wherein performing the
cryptographic key exchange with the server comprises:

generating a pre-master key in the security engine;

encrypting the pre-master key using a security key of the security engine;
and

sending the encrypted pre-master key to the server.

59. (New) The method of claim 58, further comprising:

wrapping the pre-master key in the security engine of the system-on-a-
chip using a server public key, and

storing the wrapped pre-master key in the secure storage of the security

engine of the system-on-a-chip.
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60. (New) The method of claim 58, wherein performing the

cryptographic key exchange with the server comprises generating the session key in the

security engine of the system-on-a-chip as a function of the pre-master key.

61. (New) The method of claim 60, wherein generating the session key
in the security engine comprises calculating, using the security engine of the system-on-
a-chip, a hash function as a function of the random nonce generated by the security

engine and a nonce received from the server.

62. (New) The method of claim 56, wherein performing the
cryptographic key exchange with the server comprises:

generating, in the security engine of the system-on-a-chip, a public Diffie-
Hellman client key and a private Diffie-Hellman client key;

signing the public Diffie-Hellman client key using a security key of the
security engine of the system-on-a-chip;

sending the signed public Diffie-Hellman key to the server;

receiving a public Diffie-Hellman server key from the server; and

generating, in the security engine of the system-on-a-chip, the session key
as a function of the private Diffie-Hellman client key and the public Diffie-Hellman

server key.

63. (New) The method of claim 56, further comprising:

generating, in the security engine of the system-on-a-chip, a hash code of a
preceding message sent from the client to the server;

signing the hash code using a security key stored in a secure memory of
the security engine; and

sending a client certificate verification message to the server, the client

certificate verification message including the signed hash code.
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64. (New) One or more machine-readable storage media comprising a

plurality of instructions stored thereon that, in response to execution by a computing
device, cause the computing device to:

generate a random nonce in a security engine of a system-on-a-chip of the
computing device;

initiate a request for a secure communication session with a server over a
network, the request including the random nonce;

perform a cryptographic key exchange, using the security engine of the
system-on-a-chip, with the server to generate a symmetric session key to encrypt
messages sent to the server and decrypt messages received from the server during the
secure communication session;

store the session key in a secure memory of the security engine of the
system-on-a-chip; and

establish the secure communication session with the server using the

session key.

65. (New) The one or more machine-readable storage media of claim
64, wherein to initiate a request for a secure communication session comprises to send a
ClientHello message, including the nonce, to the server; and wherein the plurality of
instructions further cause the computing device to:

receive a ServerHello message from the server, the ServerHello message
including a server nonce; and

store the server nonce in the secure memory of the security engine of the

system-on-a-chip.

66. (New) The one or more machine-readable storage media of claim
64, wherein to perform the cryptographic key exchange with the server comprises to:

generate a pre-master key in the security engine;

encrypt the pre-master key using a security key of the security engine; and

send the encrypted pre-master key to the server.
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67. (New) The one or more machine-readable storage media of claim

66, wherein the plurality of instructions further cause the computing device to:

wrap the pre-master key in the security engine of the system-on-a-chip
with a server public key, and

store the wrapped pre-master key in the secure storage of the security

engine of the system-on-a-chip.

68. (New) The one or more machine-readable storage media of claim
66, wherein to perform the cryptographic key exchange with the server comprises to
generate the session key in the security engine of the system-on-a-chip as a function of

the pre-master key.

69. (New) The one or more machine-readable storage media of claim
68, wherein to generate the session key in the security engine comprises to calculate,
using the security engine of the system-on-a-chip, a hash function as a function of the

random nonce generated by the security engine and a nonce received from the server.

70. (New) The one or more machine-readable storage media of claim
64, wherein to perform the cryptographic key exchange with the server comprises to:

generate, in the security engine of the system-on-a-chip, a public Diffie-
Hellman client key and a private Diffie-Hellman client key;

sign the public Diffie-Hellman client key using a security key of the
security engine of the system-on-a-chip;

send the signed public Diffie-Hellman key to the server;

receive a public Diffie-Hellman server key from the server; and

generate, in the security engine of the system-on-a-chip, the session key as
a function of the private Diffie-Hellman client key and the public Diffie-Hellman server

key.
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71. (New) The one or more machine-readable storage media of claim

64, wherein the plurality of instructions further cause the computing device to:

generate, in the security engine of the system-on-a-chip, a hash code of a
preceding message sent from the client to the server;

sign the hash code using a security key stored in a secure memory of the
security engine; and

send a client certificate verification message to the server, the client

certificate verification message including the signed hash code.
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REMARKS

These amendments and remarks are set forth prior to examination. Claims 1-47
have been cancelled. Claims 48-71 new claims have been added. Favorable consideration

and allowance of the pending claims are respectfully requested.
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Conclusion

Applicant respectfully submits that the claims are in condition for allowance and
notification to that effect is earnestly requested. The Examiner is invited to telephone

Applicant’s attorney (317) 261-7959 to facilitate prosecution of this application.

If necessary, please charge any additional fees or credit overpayment to Deposit
Account No. 50-4238.
Respectfully submitted,
Barnes & Thornburg LLP
CUSTOMER No. 73486

/Glen M. Kellett, Reg No. 60202/
Date: June 20, 2013 Glen M. Kellett

Registration No. 60,202

Barnes & Thornburg LLP

11 South Meridian Street

Indianapolis, Indiana 46204-3535

Telephone: (317) 261-7959

Fax: (317) 231-7433
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METHOD AND BEVICE FOR SECURE COMMUNICATIONS
OVER A NETWORK USING A HARDWARE SECURITY ENGINE

BACKGROUND

Crypiographic communication protocols are used fo cstablish a secure comommication

5 session between computing devices over an untrusted network or comumication link,
One commonly used eryptographic communication protocol is the Secure Sockets Layer
{SSL} protocol.  The SSL protocol, and the related Tramsport Layer Security (TLS)
protocol, 1s used for many different types of secure commumnication sessions mchiding, for
example, secure web-browsing, eccommerce, secure upgrades, and other secure

10 commumcation sessions between two computing devices on an oafrusted network such as
the Interpet. Gther communication profocols may utilize the SSL/TLS protocol to provide
the underlying security. For example, the Hypertext Transfer Protocol Secure (HTTPS)
uses SSL/TLS for encryption of messages between deviees. Typically, the cryptographic
security offered by the SSL/TLS protocols is done so in-band and performed at the

15 software application level.
Some computing and electronic devices utilize system-on-a-chip (S0OC) designs due to
their relatively small footprint. SOC devices are infegrated circuits that incorporate
various components, in addition o the processing core, of clectronic systems on a single
die, For example, an SOC may include a processor core, memory controller, video

2 components, audic components, and/or compmunication components on a single chip.

BRIEF DESCRIPTION OF THE DRAWINGS

The invention described herein is illastrated by way of example and not by way of

limitation in the accompanying figures. For simplicity and eclarity of illustration, clements

ilustrated in the figures are not necessarily drawn o scale. For example, the dimensions
25 of some elements may be exaggerated relative o other elements for clarity. Purther, where

considered appropriate, reference labels bave been repeated among the figures to indicate

corresponding or analogous clements.

FIG. 1 is a simplified block diagram of at least one cmbodiment of a system for

cstablishing a secure communication session between a client device having a system-on-
30 a-chip {(SOC} and a server over a network;

FIG. 2 15 a block diagram of at least one embodiment of a security scheme for the system

of FIG. ;
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FIG. 3 is a simplified sequence diagram of at least one embodiment of a communication
sequence of the client device and server of FIG. 1 to establish a seawre compmunication
session; and

FIG. 4 5 a simplified flow diagram of at least one embodiment of a method for

establishing a secure comymunication session executed by the client device of FIG. 1.

DETAILED DESCRIPTION OF THE DRAWINGS

While the concepts of the present disclosure are susceptible to various modifications and
alternative forms, specific exemplary embodiments thereof have been shown by way of
example in the drawings and will herein be described in detail. It should be understood,
however, that there 18 no intent to hmit the concepts of the present disclosure to the
particular forms disclosed, but on the contrary, the intention is to cover all modifications,
equivalenis, and altematives consistent with the present discloswre and the appended
claims.

In the following description, mumerous specific details such as logic implementations,
opcodes, means fo  specify operands, resource  parfifioning/sharing/duplication
implementations, fypes and inferrelationships of sysiem components, and logic
partitioning/integration choices arc set forth in order to provide a more thorough
understanding of the present disclosure. It will be appreciated, however, by one skilled in
the art that embodiments of the disclosure may be practiced without such specific details.
In other instances, control siructures, gate level circuits and full software mstruction
sequences bave not been shown in detail in order not to obscure the invention. Those of
ordinary skill in the art, with the included descriptions, will be able to implement
appropriate fanctionality without vndue experimentation,

o,

an embodiment,

59 W,

References in the specification to “one embodiment, an example
embodiment,” ete., indicate that the embodiment described may include a particular
feature, structure, or characteristic, bt every embodiment may not necessarily inclade the
particular feature, structure, or characteristic. Moreover, such phrases are not necessarily
referring to the same embodiment. Further, when a particular feature, structure, or
characteristic is described i connection with an embodiment, i is submitied that it is
within the knowledge of one skilled in the art o effect such feature, structure, or
characteristic in connection with other embodiments whether or not explicitly described.

Embodimments of the invention may be implemented in hardware, firmware, software, or

any combination thercof. Embodiments of the invention implemented in a computer
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system may mnclude one or more bus-based interconnects between components and/or one
or more point-io-point inferconnects between components. Embodiments of the mvention
may also be tmplemented as instructions carried by or stored on a machine-readable
medinm, which may be read and executed by one or more processors. A machine-rcadable
medium may be embodied as any device, mechanisny, or physical structizre for storing or
transmitting information in 3 form readable by a machine (2.2, 8 computing device). For
exampie, a machine-readable medivm may be embodied as read only memory (ROM};
random access memory (RAM); magnetic disk storage media; optical storage media; flash
memory devices; mini- or micro-SD cards, memory sticks, elecirical signals, and others.

In the drawings, specific arrangements or orderings of schematic slements, such as those
representing devices, modules, instruction blocks and data elements, may be shown for
case of description. However, it should be understood by those skilled in the art that the
specific ordering or arrangement of the schematic elements in the drawings is not meant to
imply that a particular order or sequence of processing, or separation of processes, is
regquired. Further, the inclusion of a schematic clement in a drawing is not meant to toply
that such element is required in all embodiments or that the featres represented by such
clement may not be included in or combined with other elements in some embodimenis.

In general, schematic clements used to represent instruction blocks may be implemented
using any suitable form of machine-readable instruction, such as software or firmware
applications, programs, functions, modules, routines, processes, procedures, plug-ins,
applets, widgets, code fragmenis and/or others, and that each such inmstruction may be
implemented using any suitable programming language, hibrary, application programming
iterface {APD, and/or other software development tools.  For example, some
embodiments may be implemented using Java, C++, and/or other programming languages.
Similarly, schematic elements used to represent data or information may be implemented
using any suitable electronic arrangement or structure, such as a register, data store, table,
record, array, index, hash, map, free, list, graph, file {of any file type), folder, directory,
database, and/or others.

Further, in the drawings, where connecting clements, such as solid or dashed lings or
arrows, are used to illustrate a conneetion, relationship or association between or among
two or more other schematic elements, the absence of any such connecting clements is not
meant to tmply that no connection, relationship or association can exist. In other words,
some connections, relationships or associations between clements may not be shown in the

drawings so as not to obscure the disclosure. In addition, for ease of illustration, a single
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connecting clement may be used to represent multiple connections, relationships or
associations between clements.  For example, where a connecting element represents a
conumunication of signals, data or instructions, i should be understood by those skilled in
the art that such element may represent one or multiple signal paths {e.g., a bus), as may be
needed, to effect the communication.

Referring now to FIG. 1, a system 106 for cstablishing a secure communication session
includes a client device 102, a server 104, and a network 106, In operation, the client
device 102 initiates a reguest for a secure conuminication session with the server 164 over
the network 106, To establish the secure communication session, the client device 102 and
the server 104 perform a cryptographic key exchange, such as a Diffic-Hellman or a
Rivest-Shamir-Adleman (RSA) key exchange, to generate a secret symmetric session key.
The secret symmetric session key may then be used o enerypt and decrypt messages
between the client device 102 and the server 104. To ensure a secure comupmnication
session, the various keys and other eryptographic functions generated by the client device
102 are done 50 within a security engine 110 of a sysiers-on-a chip (SOC) 112 of the client
device 102, The client device 102 maintains the keys in secrecy within a secure memory
114 of the sccurity cogine 116, For example, the security engine 110 may include a
security key 130, as discusscd below, used to sign and/or otherwise encrypt other keys and
messages.  In this way, the client device 102 and server 104 may establish a sccure
copununication session across the network 106 using ouwt-of-band (i.e., not application
level}, hardware security features of the client device 102, In the Hlustrative embodiments
described herein, the secure communication session is a Secuwre Sockets Layer {SSL)
commumcation session, but the system 100 and features described herein may be used to
establish other types of secure commumnication sesstons in other embodiments.

The client device 102 may be cmbodied as any type of computing device capable of
comnumicating with the server 104 over the network 106. For example, the client deviee
102 may be embodied as a set-top box, a digital television, a smartphone, a tablet
computer, 3 lapiop computer, a mobile internet device (MID), a desktop computer, or other
device capable of conununicating with the server 104,

As discussed above, the client device 102 includes the SOC 112, which may be embodied
as any type of system-on-a-chip device having vartous components and structures. In the
illustrative embodiment of FIG. 1, the SOC 112 includes the security cngine 110, a
memory controlier 116, a processor core 118, and a plurality of hardware peripherals 130,

which are communicatively coupled to cach other via a link 128. The hok 120 may be
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embodied as any type of interconnect such as a bus, point-to-point, or other interconnect
capable of facilitating comypunication between the various components of the SGC 112
The hardware peripherals 130 may include any tvpe of hardware peripheral component
depending vpon the intended functionality of the SOC 112, For example, in the illustrative
5 embodiment, the hardware peripherals 130 include a demux 132 {o separate audio and
video content streams, video processing component(s} 134 to process video content, and
audio processing component(s) 136 to process audio content. OfFf course, it should be
appreciated that the hardware peripherals 130 of the SOC 112 have been simplitied in the
llnstrative embodiment of FIG. 1 and that the SOC 112 may inclade additional, different,
10 and/or greater detailed hardware peripherals 130, which are not illustrated in FIG. | for
clarity of the disclosure.
The security engine 110 may be cmbodied as a scourily Co-Processor of processing
circuiiry separate from the processor core 118, The security engine 110 includes the
security key 150 and the secure memory 114, which is aceessible only by the security
15 engine 110, The security engine 110 stores the security key 150, and other eryptographic
keys as discussed below, in the secure memory 114, In the lusirative embodiment, the
security key 130 is provisioned during the manufacturing of the SOU 112, but may be
generated by the SOC 112 during operation in other embodiments. For example, in some
embodiments, the security key 158 is based on blown fuses within the security engine 110
20 itself. Additionally or aliernatively, the security engine 118 may inclide a key-generating
module, such as a trusted platform module {(TPM), o generate the security key 154
Druring use, the security engine 110 may use any mumber of security keys 150, which may
be identical or different from each other.
In some embodiments, the client device 102 may include additional components and
25 structures other than the SOC 112 depending on the type and intended use of the chient
device 102, For example, in the illostrative embodiment of FIG. 1, the client device 162
ncludes a systeny memory 166, a data storage 162, a comununications output 164, and one
or more input/ouiput devices 166, The systern memory 160 may be embodied as any type
of main memory or data storage focations inchiding, for example, dynamic randorg access
30 memory devices (DRAM), synchronous dynamic random access memory devices
{SDRAM), double-data rate synchronous dynamic random access memory device (DDR
SDRAM}), mask read-only memory (ROM) devices, erasable programmable ROM
(EPROM), clectrically erasable prograromable ROM (EEPROM) devices, flash memory

devices, and/or other volatile and/or non-volatile memory devices.
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The data storage 162 may be embodicd as any type of device or devices configured for the
shori-term or long-term storage of data such as, for example, mermory devices and cireuils,
memory cards, hard disk drives, solid-state drives, or other data storage devices. The
comnmunications output 164 may be embodied as a simplified output or as various circuits
and/or devices fo facilitate, for cxanple, communications with the server 104, For
example, the comumuications output 164 {and/or conumnication circuitry within the SOC
112} may usc any suitable communication protocol such as Ethernet (i.e. the IEEE 8G2.3
standard) or Wi-Fi® (i.c., the IEER 802.1 1standard), and/or other communication protocols
or standards. Additionally, the input/output devices 166 may be embodied as any type of
1/0 device for interacting with the client device 102. For example, the VO devices 166
may include output devices such as a display for displaying data on the chient device 102,
speakers for generating audio, and/or input devices such as a remote conirol receiver, a
keyboard, a mouse, and/or the like.

The server 104 may be embodied as any type of data server capable of establishing a
secure compninication session with the client device 102, As such, the scrver 104 may
include various hardware and software components typically found in a server for
comumnicating, maintaining, and transferring data over a network.  For cxample, the
lustrative server 104 includes a processor 180, a memory 182, and communication
circuitry 184, which may be similar to such components found in other data servers. For
example, the processor 180 may be embodied as any type of processor capable of
executing software/firmware, such as a wmicroprocessor, digital signal processor,
microcontroiler, or the like, and may inclide one or more processing cores. The memory
182 may be embodied as any type of memory or data storage locations including, for
example, dynamic random aceess memory devices (DRAM), synchronous dynamic
random access memory devices (SDRAM), double-data rate synchronous dynamic random
aceess memory device (DDR SDRAM), mask read-only memory (ROM) devices, erasabie
programmable ROM (EPROM), clecirically erasable programmable ROM (EEPROM)
devices, flash memory devices, and/or other volatile and/or non-volatile memory devices.
The communication circuitry 184 may be embodied any tyvpe of circuitry and/or device to
facilitate, for example, comomuications with the client device 102, For exampile, the
conununication circuitry 184 may support comnmunication protocols such as Ethernet {(i.e.
the IEEE 802.3 standard) and/or Wi-Fi¥ (iec., the IEEE 802.11standard), and/or other

comununication protocols or standards.
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The network 106 may be cmbodied as any number of various wired and/or wircless
networks. For example, the network 106 may be embodied as or otherwise include a local
area network (LAN), a wide arca network {WAN), and/or a publicly accessible, global
network such as the Internet.  Additionally, the network 106 may include any mumber of

additional devices to facilitate conypunication between the client device 102 and the server

(V.43

104. As discussed above, in the illustrative embodiment, the client device 102 and the
server 104 establish a SSL communication session over the network 106, However, other
types of secure conumunication sessions may be established in other embodiments,

Referring now to FIG. 2, as discussed in more detail below, the use of the security engine

10 116 of the client device 102 to perform the cryptographic functions and store keying data
associated with the establishinent of the secure communication session allows the system
100 to offer several different levels of security. The particular level of security used in the
systern 100 may depend wpon various criteria such as the nature of the network 106, the
importance of the data being transferred between the client deviee 102 and the server 104,

15 and/or the like. For example, one illustrative security scheme 200 includes three different
levels of security as shown in FIG. 2. Af level O security, the client device 162 is
configured to protect the client private device key (L.e., the sccurity key 150), which is used
for encrypting, signing, and verification functions as discussed in more detail below.

At level 1 security, the client device 102 is configured to protect the session keys and

20 related keys used for data encryption. For example, if an RSA key exchange is performed,
the pre-master key and the master key (i.e., the session key} may be siored in the secure
memory 114 of the securily engine 118 of the SOC 112, Additionally, in some
embodimenis as discussed below, the master key may be stored in an encrypted or
wrapped form {(e.g., encrypted using the security key 150). In embodiments in which a

25 Diffie-Hellman key exchange is used, the private Diffie-Hellman client key and/or shared
secret key (ie., the scssion key) may be stored in the secure memory 114 of the security
enginge 110 of the SOC 112, Again, in some embodiments, the private Diffie-Hellman
client key and/or session key may be stored in an encrypted or wrapped form {c.g.,
encrypted using the security key 154).

30 Additionally, at level 2 security, the client device 12 may be configired to protect the
data of the host application. For example, if the host application is being used to perform
an c-commerce fransaction, the bank account information used in such fransaction may be
encrypted using the security key 156 and stored in the secure memory 114, In this way,

the bank account information is not available to the host application. Of course, it should
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be appreciated that, in other embodiments, securify schemes having more or fewer security
levels may be used.

Referring now to FIG. 3, in operation, the client device 102 and the server 104 establish a
secure comununication session using the security engine 110 of the client deviee 102 1o
perform various erypiographic functions and store keying data therein. To do so, the client
device 102 and server 104 may performa a handshake session as shown in the
compmunication sequence 300 of FIG. 3. To establish the secure communication session, a
security engine driver 302 of the security engine 110 communicates with a firmaware of the
security engine 110 and a chent secure communication application 304 execoted on the
client device 102. The client secore communication application 304 also communicates
with a corresponding server secure comununication application 306 exceuted on the server
104.

The comumunication seguence 300 begins with block 310 m which the chient secure
conununication application 304 sends a ClientHello message to the server secure
comumnication application 306 to request the tnitiation of a secure comumunication session.
As discussed above, the secure comnuinication session is a SSL session in the illustrative
cmbodiment. To facilifate the request, the scaurity engine driver 302 comnmnicates with
security engine 11§ of the SCGC 112 to request a random nonce from the securily engine
116 in block 312. The sccurity engine 110 may use any suitable random number-
generating algorithm to generate the random nonce in block 312, The nonce is embodied
as random or pseudo-randoms number intended fo be used only once in cryptographic
functions to thwart, for example, replay attacked. In the illustrative embodiment, the
random nonce includes a 32-bit thimestamy and a 28-byte random mumber. Of course, other
numeric formats for the random nonce may be used in other embodiments. Regardless, it
should be appreeiated that because the random nonee is generated in the security engine
1190, the generation and storage of the random nonce is protected compared o generation
of the nonee at, for exanple, the application level.

The random nonce generated i bloek 312 is inchided in the ClientHello message sent to
the server secure comunumication application 306 in biock 310, Additionally, the
ClientHello message may include a list of cipher suites, compression methods, and other
cryptographic protocols or algorithms from which the server 104 may make a selection for
use in cstablishing the secure communication session. In response o the secure
conununication session request, the server secure communication application 3036 sends a

ServerHello message in block 314, The ServerHello message may be sobstantially similar

L%
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o the ChentHello message. For example, in the illustrative embodiment, the ServerHello
message inchides a server random nonce generated by the server 104, Additionally, the
ServerHello message inchides the selection(s) of the cryptographic protocols and/or other

options made by the server 104 from the list included in the ClientHello message. The

(V.43

ServerHello message completes the scssion initiation phase (Phase 1} of the illustrative
handshake session.
In biock 316, the server secure conumunication application 306 sends a server certificate to
the client secure compwmmication application 304, The server certificate, like the chient
certificate discussed below, is typically generated by a certification authority organization,
10 which acts as a third-party verifier of the authentication of the server 104, The server
certificate may mclude unigue identifier or number assigned o the server 104 by the
certification authority orgamization to verify the server 104 to other devices on the network
106, As such, in block 318, the client device 102 may verfy the server certificate. In
some embodiments, the client device 102 verifies the server certificate using a publie
15 certificate key issued by the certification authority organization. In such embodiments, the
security engine 110 may store the public certificate key in the secure memory 114 inan
unencrypted or encrypted state (e.g., using the security key 150).
To establish the secure communication session, the client device 102 and the server 104
perform a key cxchange to cstablish a shared secret key (i.e., 2 master or session key) in
20 cach of the client device 102 and server 104, The client device 102 and the server 104 may
use any appropriate key exchange algorithm to effect the establishment of the shared
secret. In the illusirative embodiment, the key exchange may be embodied as an RSA key
exchange or a Diffie-Hellman key exchange. In embodiments wherein 3 RSA key
exchange is used, the server secure commumcation application 306 performs a server RSA
25 key exchange in block 320. In such embodiments, the server 104 may generaic a
ternporary RSA public/private key pair and send the RSA public key to the client device
102 1o block 326, Such message may be signed by the server 104 and verified by the client
device 102 using a public server key, which may be stored in the secure memory 14 as
discussed above.
30 Alternatively, the server secure communication application 306 may perdform a server
Diffie-Hellman key exchange in block 326, In such embodiments, the server 104 selects or
otherwise generates the Diffie-Hellman global values {e.g., a prime number and a primitive
root of the prime number), gencrates a private and public Diffie-Hellman server key, and

sends the Diffie-Hellman global values and public Diffie-Hellman server key to the chent

-G

Petitioner Samsung Ex-1004, 0023



(V.43

16

20

30

Docket No. P41624PCT/45631-219803

device 102 in block 326, Again, such message may be signed by the server 104 and
verified by the client device 102 using a public server key.

In some embodiments, the sever sccure comuwinication application 306 may send a client
certification request in block 322. If so, the request may specify the types of certificates
accepied by the server 104 (e.g., the public key algorithm used), acceptable certificate
authorities, and/or other certificate parameters. Subsequently, in block 324, the server
secure cotmmunication application 306 sends a server completion message (3
“ServerHelloDone” message} to the client secure communication application 304 1o
indicate that the server 104 has completed this phase of the handshake session. In the
illustrative embodiment, no parameiers or other data are required for the server completion
message. The ServerHelloDone message completes the server authentication and key
exchange phase {Phase 2) of the illusirative handshake session.

After receiving the server completion message, the client secure comumnication
application 304 initiates the client anthentication and key exchange phase {(Phase 3} of the
handshake session by sending the client certificate in block 3268, As discussed above, the
client certificate is typically generated by the certification authority organization and may
include a unigue identifier or number assigned to the client device 102 by the certification
authority organization to verify the client device 102 to other devices on the network 106,
In some embodiments, the client certificate may be stored in the secure memory 114 of the
security engine 110 of the SCGC 112 in an unencrypted or encrypted state. Additionally,
the client device 102 may use a private device key issued by the certification authority
organization to sign the certificate prior to sending it to the server 104.

In block 328, the client secuwre communication application 304 performs a client key
exchange. Again, the client device 102 and the server 104 may use any appropriate key
exchange algorithm to effect the establishment of the shared secret as discussed above. In
embodiments wherein an RSA key exchange is used, the security engine 110 of the SOC
112 of the client device 102 generates a random pre-master key in block 330.
THustratively, the pre-master key is embodied as a 48-byie random number, but other
numeric formats may be used in other embodiments. In block 332, the pre-master key
generated in block 330 is encrypted or otherwise wrapped using the server public key
provided by the server in server authentication and key exchange phase (Phase 2). The
encrypted pre-master key may be stored in the secure memory 114 of the security engine

110 of the SGC 112 and sent to the server 104 in block 328,
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Aliernatively, in embodimenis wherein a Dhiffie-Hellman key exchange is used, the
seourity engine 110 generates, in block 334, a2 private Diffic-Hellman chient key and a
public Diffie-Hellman client key using the Diffie-Hellman global values received from the
server 104 in block 320, The private Diffie-Hellman client kev may be cmbodied as a
5 random value generated by the security engine 110, while the public Diffie-Hellman client
key is generated by the sccurity engine 110 using the Diffie-Hellman global values
recetved from the server 104, The private Diffie-Hellman client key may be stored in the
secure memory 114 of the securily engine 110, Of course, in some embodiments, the
client device 102 may generate the Diffie-Hellman global values in block 334 and send
10 such global vahies to the server 104 in block 328 to allow the server 104 o generate the
public Diffie-Hellman server key based thereon. Regardless, in block 336, the security
enging 110 of the SOC 112 signs the public Diffie-Hellman client key {and Diffie-Hellman
global values if generated by the elient device 102) in block 336 using the security key 150
or other private client key of the sccurity engine 118, The signed Diffie-Hellman
15 parameters may be further encrypted using the public server key and sent o the server 104
in block 328,
In some emmbodiments, the client secure communication application 304 may send a client
certification verification message to the scver sccure conununication application 306 in
block 338. To do so, the security engine 110 gencrates a hash code based on the preceding
20 message and signs the hash code using the security key 150 of the securily engine 113 in
block 340, The client device 102 sends the signed hash code to the server 104 in block 338
as vertfication of the preceding message. It should be appreciated that sach client
certification verification messages may be used subsequent to any message sent o the
server 104 from the client device 102 to provide an added level of security and verification
25 to the secore comnumication session. The clent certification verification message in block
338 completes the client muthentication and key exchange phase {Phase 3} of the
ilustrative handshake session.
In block 342, the client secure conumunication application 304 sends a change cipher
specification message to the server secure commmnication application 306 to inform the
30 server 104 that subseguent compmnications will use the agreed-upon cipher {e.g., the
generated session key). In block 344, the security engine 110 of the client device 162
gencrates a session key (i.e., the “master™ key). In embodimenis wherein an RSA key
exchange is used, the security cngine 110 generates the session key as a function of the

pre-master key generated in block 330, To do so, the security engine 110 calculates a hash
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function of the pre-master key, the client random nonee generated in block 312, and the
server random nonee received in block 314, Altematively, in embodiments wherein a
Diffic-Hellman key exchange is used, the security engine 11{) generates the scssion key as

a function of the Diffie-Hellman global values, the public Diffic-Hellman server key, and

(V.43

the private Diffie-Hellman client key. As discussed above, the session key is stored in the
secure memory 14 of the security engine 110
In block 346, the security engine 110 generates a hash code of the session key, which may
inchade additional padding depending on the type of hash function used. The hash code of
the session key is sent to the server 104 for verification in 3 client-finished message in
10 block 348, The hash code of the session key may be encrypted by the security engine 110
using the public server key as discussed above.
In response o the client-finished message, the server 104 sends a change cipher
specification message that acknowledges the use of the agreed-upon cipher {e.g., the
session key) in block 350, The server 104 also sends a server-finished message in block
15 352 that includes a similar hash code of the session key for verification by the client deviee
102, Assuming that the client deviee 102 and the server 104 veridy the hash code of the
session key, the handshake session is complete and each of the client device 102 and server
1034 have a shared sccret session key that is used o encrypt and decrypt subsequent
messages. Again, it should be appreciated that the security engine 116 of the SOC 112 of
20 the client device 102 is used for all cryptographic functions and storage of sensitive keying
data to provide hardware-based protection of the cryptographic keys and certificate keys
used during the commupnication sequence 300,
Referring now to FIG. 4, in use, the chient device 102 may execote a method 400 o
establish a securs communication session with the server 184, The method 400 beging
25 with block 402 in which the security engine 116 of the SOC 112 of the client device 102 is
provisioned. To do so, in one embodiment, the security engine 110 receives a client deviee
certificate, a private client device key, and a public certification key. The client device
certificate, the private client device key, and the public certification key are typically
generated by the certification authority organization, which acts as a third-party verifier of
30 the authentication of the client device 102 as discussed above. The client device certificate
may include a unigue device identifier or number assigned to the client device 102 by the
certification authority organization o verify the client device 102 to other devices on the
network 106, The private client device key may be used by the client device 102 to sign

the client device certificate so as to authenticate the client device 102 to other devices as
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discussed in more detail below. Conversely, the public eertification key may be used by
the client device 102 to verify certification of other devices on the network 106 by the
certification authority organization.

The security engine 110 encrypts the private client device key using the security key 150
and stores the encrypted private client deviee key in the secure memory 114, The security
enging 110 may also store the client device certificate and/or the public certification key in
the secure memory 114, Additionally, in some embodiments, the security engine 11{} may
encrypt the client device certificate and/or the public certification key using the security
key 150 stored in the security engine 110,

After the security engine 110 has been provisioned in block 402, the client deviee 102
determines whether to establish 4 secure commuomcation session {e.g., an SSL session)
with the server 104 in block 404, If so, in block 406, the security engine 110 generates a
random ponce value.  As discussed above, the security engine 110 may use any suitable
random nomber-generating algorithm to geperate the random ponce.  In block 408, the
client device 102 sends a request (z ClicotHello message) to initiate the secure
conununication scssion to the server 104, The request includes the random nonce
generated in block 406 along with a list of cipher protocols, compression methods, and/or
other cryptographic choices from which the server 104 may scleet.

In block 418, the client device 102 completes the server authentication and server key
exchange. In so doing, the client device 102 may receive a corresponding ServerHello
message including a server random nonce, the server’s 104 public key, and the server’s
104 selection of eryptographic choices presenied in the ChentHello message. As discussed
above, the server random nonce, along with the client random nonce, is used to generate
the session key. As such, the secarity engine 110 may store the server random nonce in the
secure memory 114, Additionally, in some embodiments, the security engine 110 may
store the server certificate and/or other keying data in the secure memory 114, For
example, in embodiments wherein an RSA kev exchange is used, the security engine 110
may store the public RSA key received from the server in the secure memory 114
Alternatively, in embodiments wherein a Diffie-Hellman key exchange is used, the
security engine 110 may store the Diffie-Hellman global values and/or public Diffie-
Hellman server key in the secure memory 114,

In block 414, the client 104 determines whether the server 104 s successfully
anthenticated. If not, the method 460 Ioops back o block 404 in which the client device

182 may reattermpt ic establish a sccure commmunication session with the server 104,
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However, if the server 104 is suceessfally authenticated, the method 400 advances to boek
416 in which the client device 102 sends the server 104 the elient certificate. If the client
certificate has been enerypted {e.g., using the secure key 150}, the securily engine 110
decrypts the chient certificate and sigos the client certificate using the private client deviee
5 key.
In block 418, the client 104 completes the client key exchange using the security engine
110 to maintain the security of the keying functions. For example, if a2 RSA key exchange
was selected, the security engine 110 generates the pre-master key and encrypis the pre-
master key using the server public key received in block 411 prior to sending the encrypted
10 pre-master key to the server 104 in block 420, Allernatively, if a Diffie-Hellman key
exchange was selected, the securily engine 110 generates the public and private Diffie-
Hellman client keys using the Diffie-Hellman global values received from the server 104
in block 410. The sceurity engine 110 may sign the public Diffie-Hellman client key using
the sccurity key 150 or the public chient device key provisioned in block 402, The client
15 device 102 sends the signed public Diffic-Hellman client key to the server 104 in block
422, The keys and related keving data generated during the client key exchange may be
stored in the secure memory 114 in an encrypted state {using the security key 156) or an
unencrypied state.
In block 424, the client device 102 determines whether the client device 102 has been
20 successiully authenticated by the server 104, If not, the method 400 loops back to block
404 in which the client device 102 may reattempt to establish a secure communication
session with the server 104, However, if the client device 102 is successfilly
authenticated, the method 400 advances to bock 426 in which the client device 102
confirms the cipher suite with the server 104 by informing the server 104 that subsequent
25 messages will use the agreed-upon crypitographic protocols. In so doing, the security
engine 110 may generate the master or session key. To do so, in embodiments wherein an
RSA kev exchange is used, the security engine 110 caleulates a hash function of the pre-
master key, the chient random nonce generated in block 446, and the server random nonee
received in block 410, Alteroatively, in embodiments wherein a Diffic-Hellman key
30 cxchange is used, the scourity engine 110 generates the session key as a function of the
Diffie-Hellman global values, the public Diffie-Hellman server key, and the private Diffie-
Hellman client key. OUnce generated, the security engine 110 of the SOC 112 may store the

session key in the secure mersory 114 of the scourity engine 116, In some embodiments,

- 14 -
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the session key may be enerypled osing the security key 150 while stored in the secure
memory 114,

In block 428, the security engine 110 generates a hash function of the scssion key, which is
sent to the server 104 for verification in a client finished message. Again, the hash code of
the session key may be encrypted by the security engine 110 using the public server key as
discussed above. In response, the server 104 confirms the cipher suite with the client
device 102 to acknowledge the agreed-upon cipher {2.g., the session key). The server 104
also sends a server finished message that includes a similar hash code of the session key
for verification by the client device 102, Asspming that the client deviee 102 and the
server 104 verify the hash code of the session key, the handshake session 18 complete and
gach of the chient device 102 and server 104 have a shared secret session key that is used to
enerypt and decrypt subsequent messages.

Whiie the disclosure has been illustrated and deseribed in detail in the drawings and
foregoing deseription, such an ilhistration and description is o be considered as exemplary
and not restrictive in character, i being understood that only ustrative embodiments have
been shown and described and that all changes and modifications consistent with the

disclosure and recited claims are desired to be protected.

-15-
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CLAIMS:

i. A system-on-a-chip apparatus comprising:

a systeo-on-a-chip comprising a scourily engine having a scoure memory
accessible only by the security engine, the security engine to:

5 generate a random nonce for inifiating a request for a secure conumunication

session with a server over a network using the nonce;

perform a cryptographic key exchange with the server to generate a symunetric
session key to encrypt messages sent to the server and decrypt messages received from the server
during the secure communication session;

10 store the session key in the secure memory,
the system-op-a-chip to establish the secure communication session with the

server over the network using the session key.

2. The systenvon-a-chip apparatus of claim i, wherein the system-on-a-chip

15 to establish a Secure Sockets Layer comounication session with the server over the network
using the session key.

3. The system-on-a-chip apparatus of claimm 1, wherein the security engine to

receive a server nonce from the server in responsc o the request for the secure comurunication

2y session, the response message including a server nonce and store the server nonce i the secore

Memory.

4 The system-on-a-chip apparatos of claim 1, wherein the security engine o

receive a server certificate from the server and store the server certificate in the secure memory.

25
5 The system-on-a-chip apparatus of claim 1, wherein the security engine to
perform a Rivest-Shamir-Adleman key exchange with the server to generate the symmetric
session key.
30 8. The system-on-a-chip apparatus of claim §, wherein the security engine {0

generate a pre-master key, encrypt the pre-master key using a security key of the security engine,

and send the encrypied pre-master key to the server.
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7. The system-on-a~-chip apparatus of claim 6, wherein the security engine to
wrap the pre~-master key using a server public key and store the wrapped pre-master key in the

secure storage.

5 8. The system-on-a-chip apparatus of claim 8, wherein the security engine to

generate the session key as a function of the pre-master key.

g, The system-on-a-chip apparatus of claim 8, wherein the securiy engine o
calculate a hash function as a function of the random nonce generated by the security engine and

10 anonce received from the server.

10. The system-on-a-chip apparatus of claim 8§, wherein the security engine to
receive a public Rivest-Shamir-Adleman server key from the server and store the public Rivest-

Shamir-Adleman server key in the scoure memory.

it The system-on-a~-chip apparatus of claime 1, wherein the security engine to

perform a Diffie-Hellman key exchange with the server to generate the symmetric session key,

12, The system-on-a-chip apparatus of claime 11, wherein the sccurity engine
23 to generate a public Diffic-Hellman client key and a private Diffie-Hellman client key, sign the
public Diffie-Hellman client key using a security key of the security engine, and send the signed

public Diffie-Hellman keyv to the server.

13 The system-on-a-chip apparatus of claim 12, wherein the securily engine
25 to receive a public Diffie-Hellman server key from the server and generate the session key as a

function of the private Diffie-Hellman client key and the public Diffie-Hellman server key.

14. The system-on-a~chip apparatus of claim 13, wherein the securily engine
to use the session key to encrypt & subsequent message sent from the client device to the server.
30
15, The system-on-a-chip apparatus of claim 11, wherein the security engine
to receive Diffic-Hellman global values and a public Diffie-Hellman server key from the server
and store at least one of the Diffic-Hellman global values and the public Diffie-Hellman server

key m the secure storage.

-17 -
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i6. A method comprising:

generating a random nonce in a security engine of a system-on-a-chip of a client
device;

initiating, using the client device, a reguest for a sccure comuminication session
with a server over a network, the request including the random nonce;

performing a cryptographic key exchange, using the security engine of the
system-on-a-chip, with the server {10 generate a sypunetric session key 10 encrypt messages sent
to the server and decrypt messages received from the server during the secure commmunication
5E$8101Y;

storing the session key i 2 scoure memory of the sccurity engine of the system-
on-a-chip; and

establishing, using the client device, the secure commumication session with the

server using the session key.

17, The method of claim 16, whercin initiating a request for a secure
comununication scssion comprises initiating a request for a Secure Sockets Layer conununication

SCSSIOM

18. The method of claim 16, further comprising:

receiving a response raessage from the server in response to the reguest for a
secure copunmunication session, the response message including a server nonee, and

storing the server nonce in the secure memory of the security engine of the

syslem-on-a-chip.

8. The method of claim 16, wherein imtiating a request for a scoure
communication session comprises sending a ClientHello message, inchuding the nonce, to the
server; and further comprising:

receiving a ServerHello message from the server, the ServerHello message
including a server nonee; and

storing the server nonce in the sccure memory of the security engine of the

systenr-on-a-chip,

- 18-
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20. The method of claim 16, further comprising receiving a server certificate
from the server and storing the server certificate in the secure memory of the security engine of

the svstem-on-a-chip of the client deviee.

21. The method of claim 16, wherein performing the cryptographic key
exchange with the server comprises performing a Rivest-Shamir- Adleman key exchange, using

the security engine of the system-on-a-chip, with the server.

22. The method of claim 21, wherein performing the Rivest-Shamir-Adleman
key exchange with the server comprises:

generating a pre-masier key in the security engine;

encrypting the pre-master key using a security key of the security engine; and

sending the encrypted pre-master key to the server.

23, The method of claim 22, further comprising:

wrapping the pre-master key in the security engine of the systern-on-a-chip using
a server public key, and

storing the wrapped pre-master key in the secure storage of the scourity engine of

the system-on-a-chip.

24, The method of claim 22, wherein performing the Rivest-Shamir-Adleman
key exchange with the server comprises generating the session keyv in the security engine of the

syslem-on-a-chip as a function of the pre-master key.

25. The method of claim 24, wherein geperating the session key m the
security engine comprises calculating, using the securily engine of the system-on-a-chip, a hash
function as a function of the random nonce generated by the security engine and a nonce

received from the server.

28, The method of claim 21, wherein performing the Rivest-Shamir-Adleman
key exchange with the server comprises:

receiving a public Rivest-Shamir-Adleman server key from the server; and

storing the public Rivest-Shamir-Adleman server key in the secure memory of the

security engine of the system-on-a-chip.

- 19 -
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27. The method of claim 16, wherein performing the cryptographic key
exchange with the server comprises performing a Diffic-Hellman key exchange, using the

security engine of the system-on-a-chip, with the server.

5
28,  The method of claim 27, wherein performing a Diffic-Hellman key
exchange with the server comprises:
generating, in the security engine of the system-on-a-chip, a public Diffie-
Hellman client key and a private Diffie-Hellman client key;
10 signing the public Diffie-Hellman client key using a security key of the security

engine of the system-on-a-chip; and

sending the signed public Diffic-Hellman key o the server.

28. The method of claim 28, wherein performing a Diffie-Helbman key
15 exchange with the server comprises:

receiving a public Diffie-Hellman server key from the server;

generating, in the security engine of the systenvon-a-chip, the scssion key as a

function of the private Diffic-Hellman client key and the public Diffic-Hellman server key.

20 3. The method of claim 29, wherein performing a Diffie-Hellman key
exchange with the server comprises using the session key to encrypt a subsequent message sent

from the client device to the server.

-20 -
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31 The method of claim 27, wherein performing a Diffie-Helbman key
exchange with the server comprises:
receiving Diffic-Hellman global values and a public Diffic-Hellman server key
from the server, and
5 storing at least one of the Diffic-Hellman global values and the public Diffie-

Hellman server key in the secure storage of the security engine of the system-on-a-chip.

32 The method of claim 16, further comprising:
retrieving a chent certificate stored on the client device;
i0 signing 3 client certificate using a security key stored in a secure memory of the
security engine of the system-on-a-chip; and

sending the client certificate to the server.

33, The method of claim 16, further comprising:
15 generating, in the security engine of the system-on-a-chip, a hash code of a
preceding message sent from the client o the server;
signing the hash code using a security key stored in a secure memory of the
security engine; and
sending a client certificate verification message to the server, the client certificate

20 verification message including the signed hash code.

-21 -
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34, The method of claim 16, wherein establishing the secure communication session
COMpPrises:

generating, in the security engine, a hash code as a function of the session key;
and

sending a client completion message that includes the hash code to the server to

indicate the client has completed an initial handshake procedure.

35. A source device comprising:
a systermn-on-g-chip having a security engine, the system-on-a-chip inchuding a
phurality of instructions that when executed results in the sysiem-on-a-chip performing the

method of claim 16-34.

36. One or more machine readable media comprising a plurality of
instructions that in response to being executed by a client deviee result in the chent device

performing the method of claims 16-34.

37. A method comprising:

generating a randon nonce in a security engine of a system-on-a-chip of a client
device:

initiating, using the client device, a request for a Secure Sockets Layer
corumunication session with a server over a network, the reguest including the random nonce;

performing a cryplographic key exchange, using the securily engine of the
syslem-on-a-chip, with the server to generate 8 symmetric session key to encrypt messages sent
to the server and decrypt messages received from the server during the Secure Sockets Layer
communication session;

storing the session key in 8 secure memory of the security engine of the system-
on-a-chip; and

gencrating, in the security engine, a hash code as a function of the scssion key;
and

sending a client completion message to the server that includes the hash code to

indicate the client has completed an initial handshake procedure.

-7 -
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38, The method of claim 37, wherein performing the cryptographic key
exchange with the server comprises performing a Rivest-Shamir-Adleman key exchange, using

the security engine of the system-on-a-chip, with the server.

38. The method of claim 38, wherein performing the Rivest-Shamir-Adlenan
key exchange with the server comprises:

generating a pre-master key in the security engine;

encrypiing the pre-master key using a security key of the security engine; and

sending the encrypted pre-muaster key o the server.

443, The method of claim 39, further comprising:
wrapping the pre-master key in the security engine using 3 server public key, and
storing the wrapped pre-master key in the secure storage of the securily engine of

the systen-on-a~chip.

41, The method of claim 39, wherein perfornming the Rivest-Shamir-Adlenan
key exchange with the server comprises generating the session key in the security engine of the

systenr-on-a~-chip as a function of the pre-master key.

42. The method of claim 41, wherein generating the session key in the
security engine comprises calculating, using the security engine of the system-on-a-chip, 2 hash
function as a function of the random nonce generated by the security engine and a nonee

received from the server.

43. The method of claim 37, wherein performing the cryptographic key
exchange with the server comprises performing a Diffie-Hellman key exchange, using the

security engine of the systeo-on-a-chip, with the server.

44, The method of claim 43, wherein performing a Diffie-Hellman key
exchange with the server comprises:

generating, in the security engine of the system-on-a-chip, a public Diffie-
Hellman client key and a private Diffie-Hellman client key;

signing the public Diffic-Hellman client key using a security key of the security

engine of the system-on-a-chip; and

-23 -
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sending the signed public Diffie-Hellman key to the server.

45. The method of claim 44, wherein performing a Diffie-Hellman key
exchange with the server comprises:

receiving a public Diifie-Hellman server key from the server;

generating, in the security engine of the system-on-a-chip, the session key as a

function of the private Diffic-Hellman client key and the public Diffie-Hellman server key.

46. A source device comprising:
3 system-on-a-chip having a security engine, the sysiem-on-a-chip including a
plarality of instructions that when executed resulis in the system-on-a-chip performing the

method of claim 37-45.
47. Une or more machine readable media conprising a plurality of

mstructions that in respoonse to being cxecuted by a client device result in the client device

performing the method of claims 37-45.

-24 -

Petitioner Samsung Ex-1004, 0038



(V.43

16

Docket No. P41624PCT/45631-219803

ABSTRACT OF THE DISCLOSURE

A method, device, and system for establishing a secure compmmication session
with a server includes initiating a2 request for a secure conununication session, such as a Secure
Sockets Layer (SLL} convmunication session with a server using a nonce value generated in a
security engine of a system-on-a-chip {80OC) of a client device. Additionally, a cryptographic
key exchange is performed between the client and the server o generate a symmefric session
key, which is stored in a secure storage of the security engine. The cryplographic key exchange
may be, for example, a Rivest-Shamir-Adleman (RSA} key exchange or a Diffie-Hellman key
gxchange. Private keyvs and other data generated during the cryptographic key exchange may be

generated and/or stored 1n the security engine.

- 25 -
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Title of Invention SECURITY ENGINE

Mailing Address Information:

Address 1

Address 2

City State/Province
Country [ Postal Code
Phone Number Fax Number
Email Address

Additional Applicant Data may be generated within this form by selecting the Add button. Add

Non-Applicant Assignee Information:

Providing assignment information in this section does not subsitute for compliance with any requirement of part 3 of Title 37 of CFR to
have an assignment recorded by the Office.

Assignee 1
Complete this section only if non-applicant assignee information is desired to be included on the patent application publication in
accordance with 37 CFR 1.215(b). Do not include in this section an applicant under 37 CFR 1.46 (assignee, person to whom the
inventor is obligated to assign, or person who otherwise shows sufficient proprietary interest), as the patent application publication will
include the name of the applicant(s).

If the Assignee is an Organization check here. []

Prefix Given Name Middle Name Family Name Suffix

Mailing Address Information:

Address 1

Address 2

City State/Province

Country i Postal Code

Phone Number Fax Number

Email Address
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Approved for use through 01/31/2014. OMB 0651-0032

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

Attorney Docket Number | P41624US

Application Data Sheet 37 CFR 1.76

Application Number

METHOD AND DEVICE FOR SECURE COMMUNICATIONS CVER A NETWORK USING A HARDWARE

Title of Invention SECURITY ENGINE

Signature:

NOTE: This form must be signed in accordance with 37 CFR 1.33. See 37 CFR 1.4 for signature requirements and
certifications

Signature |/Glen M. Kellett, Reg No. 60202/ Date (YYYY-MM-DD)| 2013-06-19
First Name | Glen M. Last Name | Kellett Registration Number | 60202
Additional Signature may be generated within this form by selecting the Add button. Add

This collection of information is required by 37 CFR 1.76. The information is required to obtain or retain a benefit by the public which
is to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This
collection is estimated to take 23 minutes to complete, including gathering, preparing, and submitting the completed application data
sheet form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you require to
complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and
Trademark Office, U.S. Department of Commerce, P.C. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR
COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the attached form related to
a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be advised that: (1) the general authority for the collection
of this information is 35 U.S.C. 2(b)(2); (2) fumishing of the information solicited is voluntary; and (3) the principal purpose for which the information is
used by the U.S. Patent and Trademark Office is to process and/or examine your submission related to a patent application or patent. If you do not
furnish the requested information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may
result in termination of proceedings or abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:
1. The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act (6 U.S.C. 552)
and the Privacy Act (5 U.S.C. 5652a). Records from this system of records may be disclosed to the Department of Justice to determine

whether the Freedom of Information Act requires disclosure of these records.

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a court, magistrate, or
administrative tribunal, including disclosures to opposing counsel in the course of settlement negotiations.

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a request involving an
individual, to whom the record pertains, when the individual has requested assistance from the Member with respect to the subject matter of
the record.

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for the information in

order to perform a contract. Recipients of information shall be required to comply with the requirements of the Privacy Act of 1974, as
amended, pursuant to 5 U.S.C. 552a(m).

5. A record related to an International Application filed under the Patent Cooperation Treaty in this system of records may be disclosed,
as a routine use, to the International Bureau of the World Intellectual Property Organization, pursuant to the Patent Cooperation Treaty.

6. A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of National Security
review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)).

7. A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or his/her designee,
during an inspection of records conducted by GSA as part of that agency’s responsibility to recommend improvements in records
management practices and programs, under authority of 44 U.S.C. 2904 and 2906. Such disclosure shall be made in accordance with the
GSA regulations governing inspection of records for this purpose, and any other relevant (i.e., GSA or Commerce) directive. Such
disclosure shall not be used to make determinations about individuals.

8. A record from this system of records may be disclosed, as a routine use, to the public after either publication of the application pursuant|
to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record may be disclosed, subject to the limitations of 37
CFR 1.14, as a routine use, to the public if the record was filed in an application which became abandoned or in which the proceedings were
terminated and which application is referenced by either a published appilication, an application open to public inspections or an issued
patent.

Q. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law enforcement agency, if the
USPTO becomes aware of a violation or potential violation of law or regulation.
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New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
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National Stage of an International Application under 35 U.S.C. 371
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PCT/AUS201 /065069
PATENT COOPERATION TREATY
From the INTERNATION AL SEARCHING AUTHORITY

o PCT

KELLETT GLEN M.

BARMNES & THORMBURG, LLP C/0 CPA GLOBAL P.O. NOTIFICATION OF TRANSMITTAL OF
BOX 52050 MIMNNEAPOLIS MN 55402 USA THE INTERNATIONAL SEARCH REPORT AND

THE WRITTEN OPINION GF THE INTERNATIONAL
SEARCHING AUTHORITY. OR THE BECLARATION

(POT Rule 44.1)

Date of maling
fdgyimonthiyvear) 30 AUGUST 2012 (39.08.2012)

Appiicant’s or agent’s file reference
FORFURTHER ACTION  Sec paragraphs 1 and 4 below

P41624PCT
Intemational application Mo International filing date
SRR - felery month/vear)
PCT/USZO011/065069 15 DECEMBER 2011 (15.12.2011)

Applican:

INTEL CORPORATION etsl

15 m The apphicant is hereby notified that the international search report and the written opinion of the Infernational Searching

Authority have been estabiished and are transnwiited herewith
Filing of amendments and statement snder Articke 190
The applicant 1s enttled if he so wishes, to amend the claims of the internstional application {sce Rule 46):

When? The time hmit for Giling such amendments is normally twe months from the dite of transmittal of the

international search report
Where? Directly to the International Bureau of "WIPO, 34 chemin des Colombettes
1211 Geneva 24, Switzerland. Facsimile No.- +41 22 333 82 7¢
For mare detailed instructions, ses PO T Applicant’s Guide, International Phase, paragraphs 9.0604 . 9.01 1.

[ %]

The applicant is hereby nesified that no intermational search repoit will be established and that the declaration under
Article 17{2Hal to that ¢ffest ond the written opinion o f the International Searching Authorily are tramsmitied herewith.

&3 m With regard te any protest agamst payment of {an) additional foefsy under Ruie 40 2, the applicant is notitizd that.
1 the protest together with the decision thereon has been ansamited to the International Bureay together with any
reguest to forward the texts of both the profest and the decision thereon to the designated Gifices.

[,:E g decision has been made vet on the protest; the apslicant will be notified as scon as a decisien is made.
4. Reminders
The applicant may submit comments on an informal basis on the written opinion of the International Searching
Authority {o the international Bureas. The Imernational Bureau will send a copy of such comiments fo all designated
fices uniess an international preliminary examination report bas been or is 1o be esfablished. Following the
expiration of 30 months from the priority dale, these comments will alse be made available to the public.

Shortly after the expiration of 18 wenths from the priority date, the interaational application will be published by the
Jnternational Buremy. it the applicant wishes to avoid or postpone publication, a notice of withdrawal of the
internationat app *tcatmn or of the priovity claim, must reach the International Burcau before the completion of the
wehnical preparstions {or interpaticnal publi cation (Fudes 90bis, T and $0bis. 3%

Within 19 months from the priority date, but only 1 respect of some designated CHfices, a demand for interational
prafiminary examination mast be i ni»d if'the apcitwm wishes w posipone the entry o > the national phase until 30
months itom the pricrity date (in sorne Offices aven later); otherwise, the applicant must, withis 20 menths from the
priority date, perform the prescribed acts for entry into the national pha':c befﬁre those designated Offices.
in respect of other designated Offices, the time “limit of 3 months {or later) will apply even if no demand ix filed
within [ $months.

For details about the applicable time limis, Office by Office. see www.wipo.int/petfen/iexs/time_limits.htmt and the
POT Applicant's Guide, Mational Chapters.

Name and mailing address of the ISA/KR Authorized officer CPa GLOB 144 ]
y  woress [ntellociual Proparty Office i | o
189 Cheongsa-re. Seo~gi, Ducjeon Metiopolizan COMMISSIONER . ﬁﬁ iy
City, 302701, Republic of Kotea SFP 11 20esrsanss
Facsimile No. $2-42-472-7140 Telephone Mo, 82-43-481-8754 Sigimaalifis
Form POT/ISAMI0 (J‘.hy 2016} HEUEIVED
§ Conded Varlligd
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¥ Attention

Copaes of the documents cited w the inte icnal scarch report can be scarched in the liowing Korean Intelisctuad
vty Office English website for three months from the date of mailing of the international scarch repoert

Pron:

htip/fwww . kipo.go kifen/ = PCT Services => PCT Services

D POT international application numbe

PW o CZKELKWRL

Inguiries refated to PCT International Search Report or Written Opmion prepared by KIPO as an International
Searching Authority can be answered not only by KIPO but also through IPKC (Inteliectual Property Korea
Center}, Iocated in Vienne, VA, which functions as a PUT Help Desk for PCT applicants.

Homepage: http//www.ipkcenter.com
Email: ipke@ipkeenter.com

Phone: +1 73 383 1060

Fax: +1 703 388 1084

Noies to Form PCT/ISAZ20 (uly 20163
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PCT/USZ01 /465069
PATENT COOPERATION TREATY

PCT

INTERNATIONAL SEARCH REPGRT

PCT Artiele 18 2n:d Rules 43 and 44)

Applivants or age FOR FURTHER see Form PCT/ISA/220

PAI6Z4PCT ACTION as well as, where applicable, item 3 below.
International application Mo lntemationad filing date (depmonthiyear) {Earliest) Priority Date {day'mosihyeor)
POT/US2011/065069 1S DECEMBER 2011 (15.12.2010)

Applicant

INTEL CORPORATION ctal

This International search report has been prepared by this International Searching Authority and is ransmitied to the applicant according
to Article 18 A copy is being fransmilted to the Infernational Buregau.

This imemational search report consists of a total of 3 sheets

; It is also accompanied by a copy of esch prior at document cited in ¢his report.

1. Basis of the report
a  With regard to the language, the intornational search was carried out on the basts of

E,/E" E the international application in the language in which it was filed
'“"{ a sransiation of the intemational application into . which i the fanguage of a

trazisiation furnished for the purposes of international search (Rules 12.3{a) and 23.1(b))
£ tridn account the rectification of an vbvious mistake
authorized by or notified to this Authority under Bale 91 (Rule 43.65:5(3)).

c. | With regard to any nuclestide and/or amine acid sequence disclosed i the intemational application. see Box No, T.
2 ;_ Certain chaims were found unsearchabie (See Box No. {1}
3. ] tsity of invention is facking {Sec Box No. {1
4. With regard to the title,

LN . . .
Zl the texi ts approved a3 submitied by the applicant

D thi texi has been established by thiz Authority to read as foliows:

[

With regard to the sbstraet,

the text is approved as submitted by the applicant
i } the text has been established, according to Rule 38.2. by this Authority as it appears in Box No IV, The apphicant

may, within one month from the date of matling of this International search report, subinit conunents to this Autherity.

6. Wih regard fo the drawings,
a. the figure of the drewings to be published with the abswract is Figure Mo i
X as suggaated by the applicant

D as selecied by this Authonty, because the applicant faled to suggest a figure

E_ ] as selected by this Anthoriry, because this figure better characterizes the invention.

[ none of the figure 1s {o be published with the abstract.

Ferm PCTASA/2 L0 (first sheaty {(July 2009,
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INTERNATIONAL SEARCH REPQORT
Information oo patent family members

{ntermational applicauon No.

PCT/USIOLI /665068

Patent documeni Publication
cited in search report date

Patent family Publication
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FIG. 1

(57) Abstract: A method, device, and system for establishing a secure communication session with a server includes initiating a re -
quest for a secure communication session, such as a Secure Sockets Layer (SLL) communication session with a server using a nonce
value generated in a security engine of a system-on-a-chip (SOC) of a client device. Additionally, a cryptographic key exchange is
performed between the client and the server to generate a symmetric session key, which is stored in a secure storage of the security
engine. The cryptographic key exchange may be, for example, a Rivest-Shamir-Adleman (RSA) key exchange or a Diffie-Hellman
key exchange. Private keys and other data generated during the cryptographic key exchange may be generated and/or stored in the
security engine.
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METHOD AND DEVICE FOR SECURE COMMUNICATIONS
OVER A NETWORK USING A HARDWARE SECURITY ENGINE

BACKGROUND

Cryptographic communication protocols arc used to cstablish a secure communication
session between computing devices over an untrusted network or communication link.
One commonly used cryptographic communication protocol is the Secure Sockets Layer
(SSL) protocol. The SSL protocol, and the related Transport Layer Security (TLS)
protocol, is used for many different types of secure communication sessions including, for
example, secure web-browsing, ecommerce, secure upgrades, and other secure
communication sessions between two computing devices on an untrusted network such as
the Internet. Other communication protocols may utilize the SSL/TLS protocol to provide
the underlying security. For example, the Hypertext Transfer Protocol Secure (HTTPS)
uses SSL/TLS for encryption of messages between devices. Typically, the cryptographic
security offered by the SSL/TLS protocols is done so in-band and performed at the
software application level.

Some computing and electronic devices utilize system-on-a-chip (SOC) designs due to
their relatively small footprint. SOC devices are integrated circuits that incorporate
various components, in addition to the processing core, of electronic systems on a single
die. For example, an SOC may include a processor core, memory controller, video

components, audio components, and/or communication components on a single chip.

BRIEF DESCRIPTION OF THE DRAWINGS

The invention described herein is illustrated by way of example and not by way of
limitation in the accompanying figures. For simplicity and clarity of illustration, elements
illustrated in the figures are not necessarily drawn to scale. For example, the dimensions
of some elements may be exaggerated relative to other elements for clarity. Further, where
considered appropriate, reference labels have been repeated among the figures to indicate
corresponding or analogous elements.

FIG. 1 is a simplified block diagram of at least one embodiment of a system for
establishing a secure communication session between a client device having a system-on-
a~chip (SOC) and a server over a network;

FIG. 2 is a block diagram of at least one embodiment of a security scheme for the system
of FIG. 1;
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FIG. 3 is a simplified sequence diagram of at least one embodiment of a communication
sequence of the client device and server of FIG. 1 to establish a secure communication
session; and

FIG. 4 is a simplified flow diagram of at least one embodiment of a method for

establishing a secure communication session executed by the client device of FIG. 1.

DETAILED DESCRIPTION OF THE DRAWINGS

While the concepts of the present disclosure are susceptible to various modifications and
alternative forms, specific exemplary embodiments thercof have been shown by way of
example in the drawings and will herein be described in detail. It should be understood,
however, that there is no intent to limit the concepts of the present disclosure to the
particular forms disclosed, but on the contrary, the intention is to cover all modifications,
equivalents, and alternatives consistent with the present disclosure and the appended
claims.

In the following description, numerous specific details such as logic implementations,
opcodes, means to specify operands, resource partitioning/sharing/duplication
implementations, types and interrelationships of system components, and logic
partitioning/integration choices are set forth in order to provide a more thorough
understanding of the present disclosure. It will be appreciated, however, by one skilled in
the art that embodiments of the disclosure may be practiced without such specific details.
In other instances, control structures, gate level circuits and full software instruction
sequences have not been shown in detail in order not to obscure the invention. Those of
ordinary skill in the art, with the included descriptions, will be able to implement

appropriate functionality without undue experimentation.

LIS 3

References in the specification to “one embodiment,” “an embodiment,” “an example
embodiment,” etc., indicate that the embodiment described may include a particular
feature, structure, or characteristic, but every embodiment may not necessarily include the
particular feature, structure, or characteristic. Moreover, such phrases are not necessarily
referring to the same embodiment. Further, when a particular feature, structure, or
characteristic is described in connection with an embodiment, it is submitted that it is
within the knowledge of one skilled in the art to effect such feature, structure, or
characteristic in connection with other embodiments whether or not explicitly described.

Embodiments of the invention may be implemented in hardware, firmware, software, or

any combination thereof. Embodiments of the invention implemented in a computer

2

Petitioner Samsung Ex-1004, 0074



10

15

20

25

30

WO 2013/089725 PCT/US2011/065069

system may include one or more bus-based interconnects between components and/or one
or more point-to-point interconnects between components. Embodiments of the invention
may also be implemented as instructions carried by or stored on a machine-readable
medium, which may be read and executed by one or more processors. A machine-readable
medium may be embodied as any device, mechanism, or physical structure for storing or
transmitting information in a form readable by a machine (e.g., a computing device). For
example, a machine-readable medium may be embodied as read only memory (ROM);
random access memory (RAM); magnetic disk storage media; optical storage media; flash
memory devices; mini- or micro-SD cards, memory sticks, electrical signals, and others.

In the drawings, specific arrangements or orderings of schematic elements, such as those
representing devices, modules, instruction blocks and data elements, may be shown for
ease of description. However, it should be understood by those skilled in the art that the
specific ordering or arrangement of the schematic elements in the drawings is not meant to
imply that a particular order or sequence of processing, or separation of processes, is
required. Further, the inclusion of a schematic element in a drawing is not meant to imply
that such element is required in all embodiments or that the features represented by such
element may not be included in or combined with other elements in some embodiments.

In general, schematic elements used to represent instruction blocks may be implemented
using any suitable form of machine-readable instruction, such as software or firmware
applications, programs, functions, modules, routines, processes, procedures, plug-ins,
applets, widgets, code fragments and/or others, and that each such instruction may be
implemented using any suitable programming language, library, application programming
interface (API), and/or other software development tools. For example, some
embodiments may be implemented using Java, C++, and/or other programming languages.
Similarly, schematic elements used to represent data or information may be implemented
using any suitable electronic arrangement or structure, such as a register, data store, table,
record, array, index, hash, map, tree, list, graph, file (of any file type), folder, directory,
database, and/or others.

Further, in the drawings, where connecting elements, such as solid or dashed lines or
arrows, are used to illustrate a connection, relationship or association between or among
two or more other schematic elements, the absence of any such connecting elements is not
meant to imply that no connection, relationship or association can exist. In other words,
some connections, relationships or associations between elements may not be shown in the

drawings so as not to obscure the disclosure. In addition, for ease of illustration, a single
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connecting element may be used to represent multiple connections, relationships or
associations between elements. For example, where a connecting element represents a
communication of signals, data or instructions, it should be understood by those skilled in
the art that such element may represent one or multiple signal paths (e.g., a bus), as may be
needed, to effect the communication.

Referring now to FIG. 1, a system 100 for establishing a secure communication session
includes a client device 102, a server 104, and a network 106. In operation, the client
device 102 initiates a request for a secure communication session with the server 104 over
the network 106. To establish the secure communication session, the client device 102 and
the server 104 perform a cryptographic key exchange, such as a Diffie-Hellman or a
Rivest-Shamir-Adleman (RSA) key exchange, to generate a secret symmetric session key.
The secret symmetric session key may then be used to encrypt and decrypt messages
between the client device 102 and the server 104. To ensure a secure communication
session, the various keys and other cryptographic functions generated by the client device
102 are done so within a security engine 110 of a system-on-a chip (SOC) 112 of the client
device 102. The client device 102 maintains the keys in secrecy within a secure memory
114 of the security engine 110. For example, the security engine 110 may include a
security key 150, as discussed below, used to sign and/or otherwise encrypt other keys and
messages. In this way, the client device 102 and server 104 may establish a secure
communication session across the network 106 using out-of-band (i.e., not application
level), hardware security features of the client device 102. In the illustrative embodiments
described herein, the secure communication session is a Secure Sockets Layer (SSL)
communication session, but the system 100 and features described herecin may be used to
establish other types of secure communication sessions in other embodiments.

The client device 102 may be embodied as any type of computing device capable of
communicating with the server 104 over the network 106. For example, the client device
102 may be embodied as a set-top box, a digital television, a smartphone, a tablet
computer, a laptop computer, a mobile internet device (MID), a desktop computer, or other
device capable of communicating with the server 104.

As discussed above, the client device 102 includes the SOC 112, which may be embodied
as any type of system-on-a-chip device having various components and structures. In the
illustrative embodiment of FIG. 1, the SOC 112 includes the security engine 110, a
memory controller 116, a processor core 118, and a plurality of hardware peripherals 130,

which are communicatively coupled to each other via a link 120. The link 120 may be
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embodied as any type of interconnect such as a bus, point-to-point, or other interconnect
capable of facilitating communication between the various components of the SOC 112.
The hardware peripherals 130 may include any type of hardware peripheral component
depending upon the intended functionality of the SOC 112. For example, in the illustrative
embodiment, the hardware peripherals 130 include a demux 132 to separate audio and
video content streams, video processing component(s) 134 to process video content, and
audio processing component(s) 136 to process audio content. Of course, it should be
appreciated that the hardware peripherals 130 of the SOC 112 have been simplified in the
illustrative embodiment of FIG. 1 and that the SOC 112 may include additional, different,
and/or greater detailed hardware peripherals 130, which are not illustrated in FIG. 1 for
clarity of the disclosure.

The security engine 110 may be embodied as a security co-processor or processing
circuitry separate from the processor core 118. The security engine 110 includes the
security key 150 and the secure memory 114, which is accessible only by the security
engine 110. The security engine 110 stores the security key 150, and other cryptographic
keys as discussed below, in the secure memory 114. In the illustrative embodiment, the
security key 150 is provisioned during the manufacturing of the SOC 112, but may be
generated by the SOC 112 during operation in other embodiments. For example, in some
embodiments, the security key 150 is based on blown fuses within the security engine 110
itself. Additionally or alternatively, the security engine 110 may include a key-generating
module, such as a trusted platform module (TPM), to generate the security key 150.
During use, the security engine 110 may use any number of security keys 150, which may
be identical or different from each other.

In some embodiments, the client device 102 may include additional components and
structures other than the SOC 112 depending on the type and intended use of the client
device 102. For example, in the illustrative embodiment of FIG. 1, the client device 102
includes a system memory 160, a data storage 162, a communications output 164, and one
or more input/output devices 166. The system memory 160 may be embodied as any type
of main memory or data storage locations including, for example, dynamic random access
memory devices (DRAM), synchronous dynamic random access memory devices
(SDRAM), double-data rate synchronous dynamic random access memory device (DDR
SDRAM), mask read-only memory (ROM) devices, erasable programmable ROM
(EPROM), electrically erasable programmable ROM (EEPROM) devices, flash memory

devices, and/or other volatile and/or non-volatile memory devices.
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The data storage 162 may be embodied as any type of device or devices configured for the
short-term or long-term storage of data such as, for example, memory devices and circuits,
memory cards, hard disk drives, solid-state drives, or other data storage devices. The
communications output 164 may be embodied as a simplified output or as various circuits
and/or devices to facilitate, for example, communications with the server 104. For
example, the communications output 164 (and/or communication circuitry within the SOC
112) may use any suitable communication protocol such as Ethernet (i.e. the IEEE 802.3
standard) or Wi-Fi® (i.e., the IEEE 802.1 1standard), and/or other communication protocols
or standards. Additionally, the input/output devices 166 may be embodied as any type of
1/0O device for interacting with the client device 102. For example, the /O devices 166
may include output devices such as a display for displaying data on the client device 102,
speakers for generating audio, and/or input devices such as a remote control receiver, a
keyboard, a mouse, and/or the like.

The server 104 may be embodied as any type of data server capable of establishing a
secure communication session with the client device 102. As such, the server 104 may
include various hardware and software components typically found in a server for
communicating, maintaining, and transferring data over a network. For example, the
illustrative server 104 includes a processor 180, a memory 182, and communication
circuitry 184, which may be similar to such components found in other data servers. For
example, the processor 180 may be embodied as any type of processor capable of
executing software/firmware, such as a microprocessor, digital signal processor,
microcontroller, or the like, and may include one or more processing cores. The memory
182 may be embodied as any type of memory or data storage locations including, for
example, dynamic random access memory devices (DRAM), synchronous dynamic
random access memory devices (SDRAM), double-data rate synchronous dynamic random
access memory device (DDR SDRAM), mask read-only memory (ROM) devices, erasable
programmable ROM (EPROM), electrically erasable programmable ROM (EEPROM)
devices, flash memory devices, and/or other volatile and/or non-volatile memory devices.
The communication circuitry 184 may be embodied any type of circuitry and/or device to
facilitate, for example, communications with the client device 102. For example, the
communication circuitry 184 may support communication protocols such as Ethernet (i.c.
the TEEE 802.3 standard) and/or Wi-Fi® (i.e., the IEEE 802.11standard), and/or other

communication protocols or standards.
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The network 106 may be embodied as any number of various wired and/or wireless
networks. For example, the network 106 may be embodied as or otherwise include a local
area network (LAN), a wide area network (WAN), and/or a publicly accessible, global
network such as the Internet. Additionally, the network 106 may include any number of
additional devices to facilitate communication between the client device 102 and the server
104. As discussed above, in the illustrative embodiment, the client device 102 and the
server 104 establish a SSL. communication session over the network 106. However, other
types of secure communication sessions may be established in other embodiments.
Referring now to FIG. 2, as discussed in more detail below, the use of the security engine
110 of the client device 102 to perform the cryptographic functions and store keying data
associated with the establishment of the secure communication session allows the system
100 to offer several different levels of security. The particular level of security used in the
system 100 may depend upon various criteria such as the nature of the network 106, the
importance of the data being transferred between the client device 102 and the server 104,
and/or the like. For example, one illustrative security scheme 200 includes three different
levels of security as shown in FIG. 2. At level O security, the client device 102 is
configured to protect the client private device key (i.¢., the security key 150), which is used
for encrypting, signing, and verification functions as discussed in more detail below.

At level 1 security, the client device 102 is configured to protect the session keys and
related keys used for data encryption. For example, if an RSA key exchange is performed,
the pre-master key and the master key (i.c., the session key) may be stored in the secure
memory 114 of the security engine 110 of the SOC 112. Additionally, in some
embodiments as discussed below, the master key may be stored in an encrypted or
wrapped form (e.g., encrypted using the security key 150). In embodiments in which a
Diffie-Hellman key exchange is used, the private Diffie-Hellman client key and/or shared
secret key (i.e., the session key) may be stored in the secure memory 114 of the security
engine 110 of the SOC 112. Again, in some embodiments, the private Diffie-Hellman
client key and/or session key may be stored in an encrypted or wrapped form (e.g.,
encrypted using the security key 150).

Additionally, at level 2 security, the client device 102 may be configured to protect the
data of the host application. For example, if the host application is being used to perform
an e-commerce transaction, the bank account information used in such transaction may be
encrypted using the security key 150 and stored in the secure memory 114. In this way,

the bank account information is not available to the host application. Of course, it should
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be appreciated that, in other embodiments, security schemes having more or fewer security
levels may be used.

Referring now to FIG. 3, in operation, the client device 102 and the server 104 establish a
secure communication session using the security engine 110 of the client device 102 to
perform various cryptographic functions and store keying data therein. To do so, the client
device 102 and server 104 may perform a handshake session as shown in the
communication sequence 300 of FIG. 3. To establish the secure communication session, a
security engine driver 302 of the security engine 110 communicates with a firmware of the
security engine 110 and a client secure communication application 304 executed on the
client device 102. The client secure communication application 304 also communicates
with a corresponding server secure communication application 306 executed on the server
104.

The communication sequence 300 begins with block 310 in which the client secure
communication application 304 sends a ClientHello message to the server secure
communication application 306 to request the initiation of a secure communication session.
As discussed above, the secure communication session is a SSL session in the illustrative
embodiment. To facilitate the request, the security engine driver 302 communicates with
security engine 110 of the SOC 112 to request a random nonce from the security engine
110 in block 312. The security engine 110 may usc any suitable random number-
generating algorithm to generate the random nonce in block 312. The nonce is embodied
as random or pseudo-random number intended to be used only once in cryptographic
functions to thwart, for example, replay attacked. In the illustrative embodiment, the
random nonce includes a 32-bit timestamp and a 28-byte random number. Of course, other
numeric formats for the random nonce may be used in other embodiments. Regardless, it
should be appreciated that because the random nonce is generated in the security engine
110, the generation and storage of the random nonce is protected compared to generation
of the nonce at, for example, the application level.

The random nonce generated in block 312 is included in the ClientHello message sent to
the server secure communication application 306 in block 310. Additionally, the
ClientHello message may include a list of cipher suites, compression methods, and other
cryptographic protocols or algorithms from which the server 104 may make a selection for
use in establishing the secure communication session. In response to the sccure
communication session request, the server secure communication application 306 sends a

ServerHello message in block 314. The ServerHello message may be substantially similar
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to the ClientHello message. For example, in the illustrative embodiment, the ServerHello
message includes a server random nonce generated by the server 104. Additionally, the
ServerHello message includes the selection(s) of the cryptographic protocols and/or other
options made by the server 104 from the list included in the ClientHello message. The
ServerHello message completes the session initiation phase (Phase 1) of the illustrative
handshake session.

In block 316, the server secure communication application 306 sends a server certificate to
the client secure communication application 304. The server certificate, like the client
certificate discussed below, is typically generated by a certification authority organization,
which acts as a third-party verifier of the authentication of the server 104. The server
certificate may include unique identifier or number assigned to the server 104 by the
certification authority organization to verify the server 104 to other devices on the network
106. As such, in block 318, the client device 102 may verify the server certificate. In
some embodiments, the client device 102 wverifies the server certificate using a public
certificate key issued by the certification authority organization. In such embodiments, the
security engine 110 may store the public certificate key in the secure memory 114 in an
unencrypted or encrypted state (e.g., using the security key 150).

To establish the secure communication session, the client device 102 and the server 104
perform a key exchange to establish a shared secret key (i.e., a master or session key) in
each of the client device 102 and server 104. The client device 102 and the server 104 may
use any appropriate key exchange algorithm to effect the establishment of the shared
secret. In the illustrative embodiment, the key exchange may be embodied as an RSA key
exchange or a Diffie-Hellman key exchange. In embodiments wherein a RSA key
exchange is used, the server secure communication application 306 performs a server RSA
key exchange in block 320. In such embodiments, the server 104 may generate a
temporary RSA public/private key pair and send the RSA public key to the client device
102 in block 320. Such message may be signed by the server 104 and verified by the client
device 102 using a public server key, which may be stored in the secure memory 114 as
discussed above.

Alternatively, the server secure communication application 306 may perform a server
Diffie-Hellman key exchange in block 320. In such embodiments, the server 104 selects or
otherwise generates the Diffie-Hellman global values (e.g., a prime number and a primitive
root of the prime number), generates a private and public Diffie-Hellman server key, and

sends the Diffie-Hellman global values and public Diffie-Hellman server key to the client
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device 102 in block 320. Again, such message may be signed by the server 104 and
verified by the client device 102 using a public server key.

In some embodiments, the sever secure communication application 306 may send a client
certification request in block 322. If so, the request may specify the types of certificates
accepted by the server 104 (e.g., the public key algorithm used), acceptable certificate
authorities, and/or other certificate parameters. Subsequently, in block 324, the server
secure communication application 306 sends a server completion message (a
“ServerHelloDone” message) to the client secure communication application 304 to
indicate that the server 104 has completed this phase of the handshake session. In the
illustrative embodiment, no parameters or other data are required for the server completion
message. The ServerHelloDone message completes the server authentication and key
exchange phase (Phase 2) of the illustrative handshake session.

After receiving the server completion message, the client secure communication
application 304 initiates the client authentication and key exchange phase (Phase 3) of the
handshake session by sending the client certificate in block 326. As discussed above, the
client certificate is typically generated by the certification authority organization and may
include a unique identifier or number assigned to the client device 102 by the certification
authority organization to verify the client device 102 to other devices on the network 106.
In some embodiments, the client certificate may be stored in the secure memory 114 of the
security engine 110 of the SOC 112 in an unencrypted or encrypted state. Additionally,
the client device 102 may use a private device key issued by the certification authority
organization to sign the certificate prior to sending it to the server 104.

In block 328, the client secure communication application 304 performs a client key
exchange. Again, the client device 102 and the server 104 may use any appropriate key
exchange algorithm to effect the establishment of the shared secret as discussed above. In
embodiments wherein an RSA key exchange is used, the security engine 110 of the SOC
112 of the client device 102 generates a random pre-master key in block 330.
Hlustratively, the pre-master key is embodied as a 48-byte random number, but other
numeric formats may be used in other embodiments. In block 332, the pre-master key
generated in block 330 is encrypted or otherwise wrapped using the server public key
provided by the server in server authentication and key exchange phase (Phase 2). The
encrypted pre-master key may be stored in the secure memory 114 of the security engine

110 of the SOC 112 and sent to the server 104 in block 328.
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Alternatively, in embodiments wherein a Diffie-Hellman key exchange is used, the
security engine 110 generates, in block 334, a private Diffie-Hellman client key and a
public Diffie-Hellman client key using the Diffie-Hellman global values received from the
server 104 in block 320. The private Diffie-Hellman client key may be embodied as a
random value generated by the security engine 110, while the public Diffie-Hellman client
key is generated by the security engine 110 using the Diffie-Hellman global values
received from the server 104. The private Diffie-Hellman client key may be stored in the
secure memory 114 of the security engine 110. Of course, in some embodiments, the
client device 102 may gencrate the Diffie-Hellman global values in block 334 and send
such global values to the server 104 in block 328 to allow the server 104 to generate the
public Diffie-Hellman server key based thereon. Regardless, in block 336, the security
engine 110 of the SOC 112 signs the public Diffie-Hellman client key (and Diffie-Hellman
global values if generated by the client device 102) in block 336 using the security key 150
or other private client key of the security engine 110. The signed Diffie-Hellman
parameters may be further encrypted using the public server key and sent to the server 104
in block 328.

In some embodiments, the client secure communication application 304 may send a client
certification verification message to the sever secure communication application 306 in
block 338. To do so, the security engine 110 generates a hash code based on the preceding
message and signs the hash code using the security key 150 of the security engine 110 in
block 340. The client device 102 sends the signed hash code to the server 104 in block 338
as verification of the preceding message. Tt should be appreciated that such client
certification verification messages may be used subsequent to any message sent to the
server 104 from the client device 102 to provide an added level of security and verification
to the secure communication session. The client certification verification message in block
338 completes the client authentication and key exchange phase (Phase 3) of the
illustrative handshake session.

In block 342, the client secure communication application 304 sends a change cipher
specification message to the server secure communication application 306 to inform the
server 104 that subsequent communications will use the agreed-upon cipher (e.g., the
generated session key). In block 344, the security engine 110 of the client device 102
generates a session key (i.e., the “master” key). In embodiments wherein an RSA key
exchange is used, the security engine 110 generates the session key as a function of the

pre-master key generated in block 330. To do so, the security engine 110 calculates a hash
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function of the pre-master key, the client random nonce generated in block 312, and the
server random nonce received in block 314. Alternatively, in embodiments wherein a
Diffie-Hellman key exchange is used, the security engine 110 generates the session key as
a function of the Diffie-Hellman global values, the public Diffie-Hellman server key, and
the private Diffie-Hellman client key. As discussed above, the session key is stored in the
secure memory 114 of the security engine 110.

In block 346, the security engine 110 generates a hash code of the session key, which may
include additional padding depending on the type of hash function used. The hash code of
the session key is sent to the server 104 for verification in a client-finished message in
block 348. The hash code of the session key may be encrypted by the security engine 110
using the public server key as discussed above.

In response to the client-finished message, the server 104 sends a change cipher
specification message that acknowledges the use of the agreed-upon cipher (e.g., the
session key) in block 350. The server 104 also sends a server-finished message in block
352 that includes a similar hash code of the session key for verification by the client device
102. Assuming that the client device 102 and the server 104 verify the hash code of the
session key, the handshake session is complete and each of the client device 102 and server
104 have a shared secret session key that is used to encrypt and decrypt subsequent
messages. Again, it should be appreciated that the security engine 110 of the SOC 112 of
the client device 102 is used for all cryptographic functions and storage of sensitive keying
data to provide hardware-based protection of the cryptographic keys and certificate keys
used during the communication sequence 300.

Referring now to FIG. 4, in use, the client device 102 may execute a method 400 to
establish a secure communication session with the server 104. The method 400 begins
with block 402 in which the security engine 110 of the SOC 112 of the client device 102 is
provisioned. To do so, in one embodiment, the security engine 110 receives a client device
certificate, a private client device key, and a public certification key. The client device
certificate, the private client device key, and the public certification key are typically
generated by the certification authority organization, which acts as a third-party verifier of
the authentication of the client device 102 as discussed above. The client device certificate
may include a unique device identifier or number assigned to the client device 102 by the
certification authority organization to verify the client device 102 to other devices on the
network 106. The private client device key may be used by the client device 102 to sign

the client device certificate so as to authenticate the client device 102 to other devices as
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discussed in more detail below. Conversely, the public certification key may be used by
the client device 102 to verify certification of other devices on the network 106 by the
certification authority organization.

The security engine 110 encrypts the private client device key using the security key 150
and stores the encrypted private client device key in the secure memory 114. The security
engine 110 may also store the client device certificate and/or the public certification key in
the secure memory 114. Additionally, in some embodiments, the security engine 110 may
encrypt the client device certificate and/or the public certification key using the security
key 150 stored in the security engine 110.

After the security engine 110 has been provisioned in block 402, the client device 102
determines whether to establish a secure communication session (e.g., an SSL session)
with the server 104 in block 404. If so, in block 406, the security engine 110 generates a
random nonce value. As discussed above, the security engine 110 may use any suitable
random number-generating algorithm to generate the random nonce. In block 408, the
client device 102 sends a request (a ClientHello message) to initiate the secure
communication session to the server 104. The request includes the random nonce
generated in block 406 along with a list of cipher protocols, compression methods, and/or
other cryptographic choices from which the server 104 may select.

In block 410, the client device 102 completes the server authentication and server key
exchange. In so doing, the client device 102 may receive a corresponding ServerHello
message including a server random nonce, the server’s 104 public key, and the server’s
104 selection of cryptographic choices presented in the ClientHello message. As discussed
above, the server random nonce, along with the client random nonce, is used to generate
the session key. As such, the security engine 110 may store the server random nonce in the
secure memory 114. Additionally, in some embodiments, the security engine 110 may
store the server certificate and/or other keying data in the secure memory 114. For
example, in embodiments wherein an RSA key exchange is used, the security engine 110
may store the public RSA key received from the server in the secure memory 1[14.
Alternatively, in embodiments wherein a Diffie-Hellman key exchange is used, the
security engine 110 may store the Diffie-Hellman global values and/or public Diffie-
Hellman server key in the secure memory 114.

In block 414, the client 104 determines whether the server 104 is successfully
authenticated. If not, the method 400 loops back to block 404 in which the client device

102 may reattempt to establish a secure communication session with the server 104.
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However, if the server 104 is successfully authenticated, the method 400 advances to bock
416 in which the client device 102 sends the server 104 the client certificate. If the client
certificate has been encrypted (e.g., using the secure key 150), the security engine 110
decrypts the client certificate and signs the client certificate using the private client device
key.

In block 418, the client 104 completes the client key exchange using the security engine
110 to maintain the security of the keying functions. For example, if a RSA key exchange
was selected, the security engine 110 generates the pre-master key and encrypts the pre-
master key using the server public key received in block 410 prior to sending the encrypted
pre-master key to the server 104 in block 420. Alternatively, if a Diffie-Hellman key
exchange was selected, the security engine 110 generates the public and private Diffie-
Hellman client keys using the Diffie-Hellman global values received from the server 104
in block 410. The security engine 110 may sign the public Diffie-Hellman client key using
the security key 150 or the public client device key provisioned in block 402. The client
device 102 sends the signed public Diffie-Hellman client key to the server 104 in block
422. The keys and related keying data generated during the client key exchange may be
stored in the secure memory 114 in an encrypted state (using the security key 150) or an
unencrypted state.

In block 424, the client device 102 determines whether the client device 102 has been
successfully authenticated by the server 104. If not, the method 400 loops back to block
404 in which the client device 102 may reattempt to establish a secure communication
session with the server 104. However, if the client device 102 is successfully
authenticated, the method 400 advances to bock 426 in which the client device 102
confirms the cipher suite with the server 104 by informing the server 104 that subsequent
messages will use the agreed-upon cryptographic protocols. In so doing, the security
engine 110 may generate the master or session key. To do so, in embodiments wherein an
RSA key exchange is used, the security engine 110 calculates a hash function of the pre-
master key, the client random nonce generated in block 406, and the server random nonce
received in block 410. Alternatively, in embodiments wherein a Diffie-Hellman key
exchange is used, the security engine 110 generates the session key as a function of the
Diffie-Hellman global values, the public Diffie-Hellman server key, and the private Diffie-
Hellman client key. Once generated, the security engine 110 of the SOC 112 may store the

session key in the secure memory 114 of the security engine 110. In some embodiments,
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the session key may be encrypted using the security key 150 while stored in the secure
memory 114.

In block 428, the security engine 110 generates a hash function of the session key, which is
sent to the server 104 for verification in a client finished message. Again, the hash code of
the session key may be encrypted by the security engine 110 using the public server key as
discussed above. In response, the server 104 confirms the cipher suite with the client
device 102 to acknowledge the agreed-upon cipher (e.g., the session key). The server 104
also sends a server finished message that includes a similar hash code of the session key
for verification by the client device 102. Assuming that the client device 102 and the
server 104 verify the hash code of the session key, the handshake session is complete and
each of the client device 102 and server 104 have a shared secret session key that is used to
encrypt and decrypt subsequent messages.

While the disclosure has been illustrated and described in detail in the drawings and
foregoing description, such an illustration and description is to be considered as exemplary
and not restrictive in character, it being understood that only illustrative embodiments have
been shown and described and that all changes and modifications consistent with the

disclosure and recited claims are desired to be protected.
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CLAIMS:

1. A system-on-a-chip apparatus comprising:

a system-on-a-chip comprising a security engine having a secure memory
accessible only by the security engine, the security engine to:

generate a random nonce for initiating a request for a secure communication
session with a server over a network using the nonce;

perform a cryptographic key exchange with the server to generate a symmetric
session key to encrypt messages sent to the server and decrypt messages received from the server
during the secure communication session;

store the session key in the secure memory,

the system-on-a-chip to establish the secure communication session with the

server over the network using the session key.

2. The system-on-a-chip apparatus of claim 1, wherein the system-on-a-chip
to establish a Secure Sockets Layer communication session with the server over the network

using the session key.

3. The system-on-a-chip apparatus of claim 1, wherein the security engine to
receive a server nonce from the server in response to the request for the secure communication
session, the response message including a server nonce and store the server nonce in the secure

memory.

4 The system-on-a-chip apparatus of claim 1, wherein the security engine to

receive a server certificate from the server and store the server certificate in the secure memory.

5 The system-on-a-chip apparatus of claim 1, wherein the security engine to
perform a Rivest-Shamir-Adleman key exchange with the server to generate the symmetric

session key.
6. The system-on-a-chip apparatus of claim 5, wherein the security engine to

generate a pre-master key, encrypt the pre-master key using a security key of the security engine,

and send the encrypted pre-master key to the server.

- 16 -
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7. The system-on-a-chip apparatus of claim 6, wherein the security engine to
wrap the pre-master key using a server public key and store the wrapped pre-master key in the

secure storage.

8. The system-on-a-chip apparatus of claim 6, wherein the security engine to

generate the session key as a function of the pre-master key.

9. The system-on-a-chip apparatus of claim 8, wherein the security engine to
calculate a hash function as a function of the random nonce generated by the security engine and

a nonce received from the server.

10. The system-on-a-chip apparatus of claim 5, wherein the security engine to
receive a public Rivest-Shamir-Adleman server key from the server and store the public Rivest-

Shamir-Adleman server key in the secure memory.

11. The system-on-a-chip apparatus of claim 1, wherein the security engine to

perform a Diffie-Hellman key exchange with the server to generate the symmetric session key.

12. The system-on-a-chip apparatus of claim 11, wherein the security engine
to generate a public Diffie-Hellman client key and a private Diffie-Hellman client key, sign the
public Diffie-Hellman client key using a security key of the security engine, and send the signed

public Diffie-Hellman key to the server.

13. The system-on-a-chip apparatus of claim 12, wherein the security engine
to receive a public Diffie-Hellman server key from the server and generate the session key as a

function of the private Diffie-Hellman client key and the public Diffie-Hellman server key.

14. The system-on-a-chip apparatus of claim 13, wherein the security engine

to use the session key to encrypt a subsequent message sent from the client device to the server.

15. The system-on-a-chip apparatus of claim 11, wherein the security engine
to receive Diffie-Hellman global values and a public Diffie-Hellman server key from the server
and store at least one of the Diffie-Hellman global values and the public Diffie-Hellman server

key in the secure storage.
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16. A method comprising:

generating a random nonce in a security engine of a system-on-a-chip of a client
device;

initiating, using the client device, a request for a secure communication session
with a server over a network, the request including the random nonce;

performing a cryptographic key exchange, using the security engine of the
system-on-a-chip, with the server to generate a symmetric session key to encrypt messages sent
to the server and decrypt messages received from the server during the secure communication
session;

storing the session key in a secure memory of the security engine of the system-
on-a-chip; and

establishing, using the client device, the secure communication session with the

server using the session key.

17. The method of claim 16, wherein initiating a request for a secure
communication session comprises initiating a request for a Secure Sockets Layer communication

session.

18. The method of claim 16, further comprising:

receiving a response message from the server in response to the request for a
secure communication session, the response message including a server nonce, and

storing the server nonce in the secure memory of the security engine of the

system-on-a-chip.

19. The method of claim 16, wherein initiating a request for a secure
communication session comprises sending a ClientHello message, including the nonce, to the
server; and further comprising:

receiving a ServerHello message from the server, the ServerHello message
including a server nonce; and

storing the server nonce in the secure memory of the security engine of the

system-on-a-chip.

- 18 -
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20. The method of claim 16, further comprising receiving a server certificate
from the server and storing the server certificate in the secure memory of the security engine of

the system-on-a-chip of the client device.

21. The method of claim 16, wherein performing the cryptographic key
exchange with the server comprises performing a Rivest-Shamir-Adleman key exchange, using

the security engine of the system-on-a-chip, with the server.

22. The method of claim 21, wherein performing the Rivest-Shamir-Adleman
key exchange with the server comprises:

generating a pre-master key in the security engine;

encrypting the pre-master key using a security key of the security engine; and

sending the encrypted pre-master key to the server.

23. The method of claim 22, further comprising:

wrapping the pre-master key in the security engine of the system-on-a-chip using
a server public key, and

storing the wrapped pre-master key in the secure storage of the security engine of

the system-on-a-chip.

24. The method of claim 22, wherein performing the Rivest-Shamir-Adleman
key exchange with the server comprises generating the session key in the security engine of the

system-on-a-chip as a function of the pre-master key.

25. The method of claim 24, wherein generating the session key in the
security engine comprises calculating, using the security engine of the system-on-a-chip, a hash
function as a function of the random nonce generated by the security engine and a nonce

received from the server.

26. The method of claim 21, wherein performing the Rivest-Shamir-Adleman
key exchange with the server comprises:

receiving a public Rivest-Shamir-Adleman server key from the server; and

storing the public Rivest-Shamir-Adleman server key in the secure memory of the

security engine of the system-on-a-chip.

- 19-
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27. The method of claim 16, wherein performing the cryptographic key
exchange with the server comprises performing a Diffie-Hellman key exchange, using the

security engine of the system-on-a-chip, with the server.

28. The method of claim 27, wherein performing a Diffie-Hellman key
exchange with the server comprises:

generating, in the security engine of the system-on-a-chip, a public Diffie-
Hellman client key and a private Diffie-Hellman client key;

signing the public Diffie-Hellman client key using a security key of the security
engine of the system-on-a-chip; and

sending the signed public Diffie-Hellman key to the server.

29, The method of claim 28, wherein performing a Diffie-Hellman key
exchange with the server comprises:

receiving a public Diffie-Hellman server key from the server;

generating, in the security engine of the system-on-a-chip, the session key as a

function of the private Diffie-Hellman client key and the public Diffie-Hellman server key.
30. The method of claim 29, wherein performing a Diffie-Hellman key

exchange with the server comprises using the session key to encrypt a subsequent message sent

from the client device to the server.

-20 -
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31. The method of claim 27, wherein performing a Diffie-Hellman key
exchange with the server comprises:

receiving Diffie-Hellman global values and a public Diffie-Hellman server key
from the server, and

storing at least one of the Diffie-Hellman global values and the public Diffie-

Hellman server key in the secure storage of the security engine of the system-on-a-chip.

32. The method of claim 16, further comprising:

retrieving a client certificate stored on the client device;

signing a client certificate using a security key stored in a secure memory of the
security engine of the system-on-a-chip; and

sending the client certificate to the server.

33. The method of claim 16, further comprising:

generating, in the security engine of the system-on-a-chip, a hash code of a
preceding message sent from the client to the server;

signing the hash code using a security key stored in a secure memory of the
security engine; and

sending a client certificate verification message to the server, the client certificate

verification message including the signed hash code.
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34. The method of claim 16, wherein establishing the secure communication session
comprises:

generating, in the security engine, a hash code as a function of the session key;
and

sending a client completion message that includes the hash code to the server to

indicate the client has completed an initial handshake procedure.

3s. A source device comprising:

a system-on-a-chip having a sccurity engine, the system-on-a-chip including a
plurality of instructions that when executed results in the system-on-a-chip performing the
method of claim 16-34.

36. One or more machine readable media comprising a plurality of
instructions that in response to being executed by a client device result in the client device

performing the method of claims 16-34.

37. A method comprising:

generating a random nonce in a security engine of a system-on-a-chip of a client
device;

initiating, using the client device, a request for a Secure Sockets Layer
communication session with a server over a network, the request including the random nonce;

performing a cryptographic key exchange, using the security engine of the
system-on-a-chip, with the server to generate a symmetric session key to encrypt messages sent
to the server and decrypt messages received from the server during the Secure Sockets Layer
communication session;

storing the session key in a secure memory of the security engine of the system-
on-a-chip; and

generating, in the security engine, a hash code as a function of the session key;
and

sending a client completion message to the server that includes the hash code to

indicate the client has completed an initial handshake procedure.

_o0 .

Petitioner Samsung Ex-1004, 0094



10

15

20

25

30

WO 2013/089725 PCT/US2011/065069

38. The method of claim 37, wherein performing the cryptographic key
exchange with the server comprises performing a Rivest-Shamir-Adleman key exchange, using

the security engine of the system-on-a-chip, with the server.

39. The method of claim 38, wherein performing the Rivest-Shamir-Adleman
key exchange with the server comprises:

generating a pre-master key in the security engine;

encrypting the pre-master key using a security key of the security engine; and

sending the encrypted pre-master key to the server.

40. The method of claim 39, further comprising:
wrapping the pre-master key in the security engine using a server public key, and
storing the wrapped pre-master key in the secure storage of the security engine of

the system-on-a-chip.

41. The method of claim 39, wherein performing the Rivest-Shamir-Adleman
key exchange with the server comprises generating the session key in the security engine of the

system-on-a-chip as a function of the pre-master key.

42. The method of claim 41, wherein generating the session key in the
security engine comprises calculating, using the security engine of the system-on-a-chip, a hash
function as a function of the random nonce generated by the security engine and a nonce

received from the server.

43. The method of claim 37, wherein performing the cryptographic key
exchange with the server comprises performing a Diffie-Hellman key exchange, using the

security engine of the system-on-a-chip, with the server.

44. The method of claim 43, wherein performing a Diffie-Hellman key
exchange with the server comprises:

generating, in the security engine of the system-on-a-chip, a public Diffie-
Hellman client key and a private Diffie-Hellman client key;

signing the public Diffie-Hellman client key using a security key of the security

engine of the system-on-a-chip; and
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sending the signed public Diffie-Hellman key to the server.

45. The method of claim 44, wherein performing a Diffie-Hellman key
exchange with the server comprises:
5 receiving a public Diffie-Hellman server key from the server;
generating, in the security engine of the system-on-a-chip, the session key as a

function of the private Diffie-Hellman client key and the public Diffie-Hellman server key.

46. A source device comprising:
10 a system-on-a-chip having a security engine, the system-on-a-chip including a
plurality of instructions that when executed results in the system-on-a-chip performing the

method of claim 37-45.

47. One or more machine readable media comprising a plurality of
15  instructions that in response to being executed by a client device result in the client device

performing the method of claims 37-45.
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METHOD AND DEVICE FOR SECURE COMMUNICATIONS
OVER A NETWORK USING A HARDWARE SECURITY ENGINE

BACKGROUND

Cryptographic communication protocols are used to establish a secure communication
session between computing devices over an untrusted network or communication link.
One commonly used cryptographic communication protocol is the Secure Sockets Layer
(SSL) protocol. The SSL protocol, and the related Transport Layer Security (TLS)
protocol, is used for many different types of secure communication sessions including, for
example, secure web-browsing, ecommerce, secure upgrades, and other secure
communication sessions between two computing devices on an untrusted network such as
the Internet. Other communication protocols may utilize the SSL/TLS protocol to provide
the underlying security. For example, the Hypertext Transfer Protocol Secure (HTTPS)
uses SSL/TLS for encryption of messages between devices. Typically, the cryptographic
security offered by the SSL/TLS protocols is done so in-band and performed at the
software application level.

Some computing and electronic devices utilize system-on-a-chip (SOC) designs due to
their relatively small footprint. SOC devices are integrated circuits that incorporate
various components, in addition to the processing core, of electronic systems on a single
die. For example, an SOC may include a processor core, memory controller, video

components, audio components, and/or communication components on a single chip.

BRIEF DESCRIPTION OF THE DRAWINGS

The invention described herein is illustrated by way of example and not by way of
limitation in the accompanying figures. For simplicity and clarity of illustration, elements
illustrated in the figures are not necessarily drawn to scale. For example, the dimensions
of some elements may be exaggerated relative to other elements for clarity. Further, where
considered appropriate, reference labels have been repeated among the figures to indicate
corresponding or analogous elements.

FIG. 1 is a simplified block diagram of at least one embodiment of a system for
establishing a secure communication session between a client device having a system-on-
a~chip (SOC) and a server over a network;

FIG. 2 is a block diagram of at least one embodiment of a security scheme for the system

of FIG. 1;
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FIG. 3 is a simplified sequence diagram of at least one embodiment of a communication
sequence of the client device and server of FIG. 1 to establish a secure communication
session; and

FIG. 4 is a simplified flow diagram of at least one embodiment of a method for

establishing a secure communication session executed by the client device of FIG. 1.

DETAILED DESCRIPTION OF THE DRAWINGS

While the concepts of the present disclosure are susceptible to various modifications and
alternative forms, specific exemplary embodiments thereof have been shown by way of
example in the drawings and will herein be described in detail. It should be understood,
however, that there is no intent to limit the concepts of the present disclosure to the
particular forms disclosed, but on the contrary, the intention is to cover all modifications,
equivalents, and alternatives consistent with the present disclosure and the appended
claims.

In the following description, numerous specific details such as logic implementations,
opcodes, means to specify operands, resource partitioning/sharing/duplication
implementations, types and interrelationships of system components, and logic
partitioning/integration choices are set forth in order to provide a more thorough
understanding of the present disclosure. It will be appreciated, however, by one skilled in
the art that embodiments of the disclosure may be practiced without such specific details.
In other instances, control structures, gate level circuits and full software instruction
sequences have not been shown in detail in order not to obscure the invention. Those of
ordinary skill in the art, with the included descriptions, will be able to implement

appropriate functionality without undue experimentation.

% < L I3

References in the specification to “one embodiment,” “an embodiment,” “an example
embodiment,” etc., indicate that the embodiment described may include a particular
feature, structure, or characteristic, but every embodiment may not necessarily include the
particular feature, structure, or characteristic. Moreover, such phrases are not necessarily
referring to the same embodiment. Further, when a particular feature, structure, or
characteristic is described in connection with an embodiment, it is submitted that it is
within the knowledge of one skilled in the art to effect such feature, structure, or
characteristic in connection with other embodiments whether or not explicitly described.

Embodiments of the invention may be implemented in hardware, firmware, software, or

any combination thereof. Embodiments of the invention implemented in a computer
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system may include one or more bus-based interconnects between components and/or one
or more point-to-point interconnects between components. Embodiments of the invention
may also be implemented as instructions carried by or stored on a machine-readable
medium, which may be read and executed by one or more processors. A machine-readable
medium may be embodied as any device, mechanism, or physical structure for storing or
transmitting information in a form readable by a machine (e.g., a computing device). For
example, a machine-readable medium may be embodied as read only memory (ROM);
random access memory (RAM); magnetic disk storage media; optical storage media; flash
memory devices; mini- or micro-SD cards, memory sticks, electrical signals, and others.

In the drawings, specific arrangements or orderings of schematic elements, such as those
representing devices, modules, instruction blocks and data elements, may be shown for
ease of description. However, it should be understood by those skilled in the art that the
specific ordering or arrangement of the schematic elements in the drawings is not meant to
imply that a particular order or sequence of processing, or separation of processes, is
required. Further, the inclusion of a schematic element in a drawing is not meant to imply
that such element is required in all embodiments or that the features represented by such
element may not be included in or combined with other elements in some embodiments.

In general, schematic elements used to represent instruction blocks may be implemented
using any suitable form of machine-readable instruction, such as software or firmware
applications, programs, functions, modules, routines, processes, procedures, plug-ins,
applets, widgets, code fragments and/or others, and that each such instruction may be
implemented using any suitable programming language, library, application programming
interface (API), and/or other software development tools. For example, some
embodiments may be implemented using Java, C++, and/or other programming languages.
Similarly, schematic elements used to represent data or information may be implemented
using any suitable electronic arrangement or structure, such as a register, data store, table,
record, array, index, hash, map, tree, list, graph, file (of any file type), folder, directory,
database, and/or others.

Further, in the drawings, where connecting elements, such as solid or dashed lines or
arrows, are used to illustrate a connection, relationship or association between or among
two or more other schematic elements, the absence of any such connecting elements is not
meant to imply that no connection, relationship or association can exist. In other words,
some connections, relationships or associations between elements may not be shown in the

drawings so as not to obscure the disclosure. In addition, for ease of illustration, a single

-3 -
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connecting e¢lement may be used to represent multiple connections, relationships or
associations between elements. For example, where a connecting clement represents a
communication of signals, data or instructions, it should be understood by those skilled in
the art that such element may represent one or multiple signal paths (e.g., a bus), as may be
needed, to effect the communication.

Referring now to FIG. 1, a system 100 for establishing a secure communication session
includes a client device 102, a server 104, and a network 106. In operation, the client
device 102 initiates a request for a secure communication session with the server 104 over
the network 106. To establish the secure communication session, the client device 102 and
the server 104 perform a cryptographic key exchange, such as a Diffie-Hellman or a
Rivest-Shamir-Adleman (RSA) key exchange, to generate a secret symmetric session key.
The secret symmetric session key may then be used to encrypt and decrypt messages
between the client device 102 and the server 104. To ensure a secure communication
session, the various keys and other cryptographic functions generated by the client device
102 are done so within a security engine 110 of a system-on-a chip (SOC) 112 of the client
device 102. The client device 102 maintains the keys in secrecy within a secure memory
114 of the security engine 110. For example, the security engine 110 may include a
security key 150, as discussed below, used to sign and/or otherwise encrypt other keys and
messages. In this way, the client device 102 and server 104 may establish a secure
communication session across the network 106 using out-of-band (i.e., not application
level), hardware security features of the client device 102. In the illustrative embodiments
described herein, the secure communication session is a Secure Sockets Layer (SSL)
communication session, but the system 100 and features described herein may be used to
establish other types of secure communication sessions in other embodiments.

The client device 102 may be embodied as any type of computing device capable of
communicating with the server 104 over the network 106. For example, the client device
102 may be embodied as a set-top box, a digital television, a smartphone, a tablet
computer, a laptop computer, a mobile internet device (MID), a desktop computer, or other
device capable of communicating with the server 104.

As discussed above, the client device 102 includes the SOC 112, which may be embodied
as any type of system-on-a-chip device having various components and structures. In the
illustrative embodiment of FIG. 1, the SOC 112 includes the security engine 110, a
memory controller 116, a processor core 118, and a plurality of hardware peripherals 130,

which are communicatively coupled to each other via a link 120. The link 120 may be

_4-
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embodied as any type of interconnect such as a bus, point-to-point, or other interconnect
capable of facilitating communication between the various components of the SOC 112.
The hardware peripherals 130 may include any type of hardware peripheral component
depending upon the intended functionality of the SOC 112. For example, in the illustrative
embodiment, the hardware peripherals 130 include a demux 132 to separate audio and
video content streams, video processing component(s) 134 to process video content, and
audio processing component(s) 136 to process audio content. Of course, it should be
appreciated that the hardware peripherals 130 of the SOC 112 have been simplified in the
illustrative embodiment of FIG. 1 and that the SOC 112 may include additional, different,
and/or greater detailed hardware peripherals 130, which are not illustrated in FIG. 1 for
clarity of the disclosure.

The security engine 110 may be embodied as a security co-processor or processing
circuitry separate from the processor core 118. The security engine 110 includes the
security key 150 and the secure memory 114, which is accessible only by the security
engine 110. The security engine 110 stores the security key 150, and other cryptographic
keys as discussed below, in the secure memory 114. In the illustrative embodiment, the
security key 150 is provisioned during the manufacturing of the SOC 112, but may be
generated by the SOC 112 during operation in other embodiments. For example, in some
embodiments, the security key 150 is based on blown fuses within the security engine 110
itself. Additionally or alternatively, the security engine 110 may include a key-generating
module, such as a trusted platform module (TPM), to generate the security key 150.
During use, the security engine 110 may use any number of security keys 150, which may
be identical or different from each other.

In some embodiments, the client device 102 may include additional components and
structures other than the SOC 112 depending on the type and intended use of the client
device 102. For example, in the illustrative embodiment of FIG. 1, the client device 102
includes a system memory 160, a data storage 162, a communications output 164, and one
or more input/output devices 166. The system memory 160 may be embodied as any type
of main memory or data storage locations including, for example, dynamic random access
memory devices (DRAM), synchronous dynamic random access memory devices
(SDRAM), double-data rate synchronous dynamic random access memory device (DDR
SDRAM), mask read-only memory (ROM) devices, erasable programmable ROM
(EPROM), clectrically erasable programmable ROM (EEPROM) devices, flash memory

devices, and/or other volatile and/or non-volatile memory devices.
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The data storage 162 may be embodied as any type of device or devices configured for the
short-term or long-term storage of data such as, for example, memory devices and circuits,
memory cards, hard disk drives, solid-state drives, or other data storage devices. The
communications output 164 may be embodied as a simplified output or as various circuits
and/or devices to facilitate, for example, communications with the server 104. For
example, the communications output 164 (and/or communication circuitry within the SOC
112) may use any suitable communication protocol such as Ethernet (i.e. the IEEE 802.3
standard) or Wi-Fi® (i.e., the IEEE 802.1 1standard), and/or other communication protocols
or standards. Additionally, the input/output devices 166 may be embodied as any type of
T/O device for interacting with the client device 102. For example, the /O devices 166
may include output devices such as a display for displaying data on the client device 102,
speakers for generating audio, and/or input devices such as a remote control receiver, a
keyboard, a mouse, and/or the like.

The server 104 may be embodied as any type of data server capable of cstablishing a
secure communication session with the client device 102. As such, the server 104 may
include various hardware and software components typically found in a server for
communicating, maintaining, and transferring data over a network. For example, the
illustrative server 104 includes a processor 180, a memory 182, and communication
circuitry 184, which may be similar to such components found in other data servers. For
example, the processor 180 may be embodied as any type of processor capable of
executing software/firmware, such as a microprocessor, digital signal processor,
microcontroller, or the like, and may include one or more processing cores. The memory
182 may be embodied as any type of memory or data storage locations including, for
example, dynamic random access memory devices (DRAM), synchronous dynamic
random access memory devices (SDRAM), double-data rate synchronous dynamic random
access memory device (DDR SDRAM), mask read-only memory (ROM) devices, erasable
programmable ROM (EPROM), electrically erasable programmable ROM (EEPROM)
devices, flash memory devices, and/or other volatile and/or non-volatile memory devices.
The communication circuitry 184 may be embodied any type of circuitry and/or device to
facilitate, for example, communications with the client device 102. For example, the
communication circuitry 184 may support communication protocols such as Ethernet (i.e.
the TEEE 802.3 standard) and/or Wi-Fi® (i.e., the IEEE 802.11standard), and/or other

communication protocols or standards.
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The network 106 may be embodied as any number of various wired and/or wireless
networks. For example, the network 106 may be embodied as or otherwise include a local
area network (LAN), a wide area network (WAN), and/or a publicly accessible, global
network such as the Internet. Additionally, the network 106 may include any number of
additional devices to facilitate communication between the client device 102 and the server
104. As discussed above, in the illustrative embodiment, the client device 102 and the
server 104 establish a SSL. communication session over the network 106. However, other
types of secure communication sessions may be established in other embodiments.
Referring now to FIG. 2, as discussed in more detail below, the use of the security engine
110 of the client device 102 to perform the cryptographic functions and store keying data
associated with the establishment of the secure communication session allows the system
100 to offer several different levels of security. The particular level of security used in the
system 100 may depend upon various criteria such as the nature of the network 106, the
importance of the data being transferred between the client device 102 and the server 104,
and/or the like. For example, one illustrative security scheme 200 includes three different
levels of security as shown in FIG. 2. At level O security, the client device 102 is
configured to protect the client private device key (i.e., the security key 150), which is used
for encrypting, signing, and verification functions as discussed in more detail below.

At level 1 security, the client device 102 is configured to protect the session keys and
related keys used for data encryption. For example, if an RSA key exchange is performed,
the pre-master key and the master key (i.e., the session key) may be stored in the secure
memory 114 of the security engine 110 of the SOC 112. Additionally, in some
embodiments as discussed below, the master key may be stored in an encrypted or
wrapped form (e.g., encrypted using the security key 150). In embodiments in which a
Diffie-Hellman key exchange is used, the private Diffie-Hellman client key and/or shared
secret key (i.e., the session key) may be stored in the secure memory 114 of the security
engine 110 of the SOC 112. Again, in some embodiments, the private Diffie-Hellman
client key and/or session key may be stored in an encrypted or wrapped form (e.g.,
encrypted using the security key 150).

Additionally, at level 2 security, the client device 102 may be configured to protect the
data of the host application. For example, if the host application is being used to perform
an e-commerce transaction, the bank account information used in such transaction may be
encrypted using the security key 150 and stored in the secure memory 114. In this way,

the bank account information is not available to the host application. Of course, it should
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be appreciated that, in other embodiments, security schemes having more or fewer security
levels may be used.

Referring now to FIG. 3, in operation, the client device 102 and the server 104 establish a
secure communication session using the security engine 110 of the client device 102 to
perform various cryptographic functions and store keying data therein. To do so, the client
device 102 and server 104 may perform a handshake session as shown in the
communication sequence 300 of FIG. 3. To establish the secure communication session, a
security engine driver 302 of the security engine 110 communicates with a firmware of the
security engine 110 and a client secure communication application 304 executed on the
client device 102. The client secure communication application 304 also communicates
with a corresponding server secure communication application 306 executed on the server
104.

The communication sequence 300 begins with block 310 in which the client secure
communication application 304 sends a ClientHello message to the server secure
communication application 306 to request the initiation of a secure communication session.
As discussed above, the secure communication session is a SSL session in the illustrative
embodiment. To facilitate the request, the security engine driver 302 communicates with
security engine 110 of the SOC 112 to request a random nonce from the security engine
110 in block 312. The security engine 110 may use any suitable random number-
generating algorithm to generate the random nonce in block 312. The nonce is embodied
as random or pseudo-random number intended to be used only once in cryptographic
functions to thwart, for example, replay attacked. In the illustrative embodiment, the
random nonce includes a 32-bit timestamp and a 28-byte random number. Of course, other
numeric formats for the random nonce may be used in other embodiments. Regardless, it
should be appreciated that because the random nonce is generated in the security engine
110, the generation and storage of the random nonce is protected compared to generation
of the nonce at, for example, the application level.

The random nonce generated in block 312 is included in the ClientHello message sent to
the server secure communication application 306 in block 310. Additionally, the
ClientHello message may include a list of cipher suites, compression methods, and other
cryptographic protocols or algorithms from which the server 104 may make a selection for
use in establishing the secure communication session. In responsc to the secure
communication session request, the server secure communication application 306 sends a

ServerHello message in block 314. The ServerHello message may be substantially similar

-
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to the ClientHello message. For example, in the illustrative embodiment, the ServerHello
message includes a server random nonce generated by the server 104. Additionally, the
ServerHello message includes the selection(s) of the cryptographic protocols and/or other
options made by the server 104 from the list included in the ClientHello message. The
ServerHello message completes the session initiation phase (Phase 1) of the illustrative
handshake session.

In block 316, the server secure communication application 306 sends a server certificate to
the client secure communication application 304. The server certificate, like the client
certificate discussed below, is typically generated by a certification authority organization,
which acts as a third-party verifier of the authentication of the server 104. The server
certificate may include unique identifier or number assigned to the server 104 by the
certification authority organization to verify the server 104 to other devices on the network
106. As such, in block 318, the client device 102 may verify the server certificate. In
some embodiments, the client device 102 verifies the server certificate using a public
certificate key issued by the certification authority organization. In such embodiments, the
security engine 110 may store the public certificate key in the secure memory 114 in an
unencrypted or encrypted state (e.g., using the security key 150).

To establish the secure communication session, the client device 102 and the server 104
perform a key exchange to establish a shared secret key (i.c., a master or session key) in
each of the client device 102 and server 104. The client device 102 and the server 104 may
use any appropriate key exchange algorithm to effect the establishment of the shared
secret. In the illustrative embodiment, the key exchange may be embodied as an RSA key
exchange or a Diffie-Hellman key exchange. In embodiments wherein a RSA key
exchange is used, the server secure communication application 306 performs a server RSA
key exchange in block 320. In such embodiments, the server 104 may generate a
temporary RSA public/private key pair and send the RSA public key to the client device
102 in block 320. Such message may be signed by the server 104 and verified by the client
device 102 using a public server key, which may be stored in the secure memory 114 as
discussed above.

Alternatively, the server secure communication application 306 may perform a server
Diffie-Hellman key exchange in block 320. In such embodiments, the server 104 selects or
otherwise generates the Diffie-Hellman global values (e.g., a prime number and a primitive
root of the prime number), generates a private and public Diffie-Hellman server key, and

sends the Diffie-Hellman global values and public Diffie-Hellman server key to the client
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device 102 in block 320. Again, such message may be signed by the server 104 and
verified by the client device 102 using a public server key.

In some embodiments, the sever secure communication application 306 may send a client
certification request in block 322. If so, the request may specify the types of certificates
accepted by the server 104 (e.g., the public key algorithm used), acceptable certificate
authorities, and/or other certificate parameters. Subsequently, in block 324, the server
secure communication application 306 sends a server completion message (a
“ServerHelloDone” message) to the client secure communication application 304 to
indicate that the server 104 has completed this phase of the handshake session. In the
illustrative embodiment, no parameters or other data are required for the server completion
message. The ServerHelloDone message completes the server authentication and key
exchange phase (Phase 2) of the illustrative handshake session.

After receiving the server completion message, the client secure communication
application 304 initiates the client authentication and key exchange phase (Phase 3) of the
handshake session by sending the client certificate in block 326. As discussed above, the
client certificate is typically generated by the certification authority organization and may
include a unique identifier or number assigned to the client device 102 by the certification
authority organization to verify the client device 102 to other devices on the network 106.
In some embodiments, the client certificate may be stored in the secure memory 114 of the
security engine 110 of the SOC 112 in an unencrypted or encrypted state. Additionally,
the client device 102 may use a private device key issued by the certification authority
organization to sign the certificate prior to sending it to the server 104.

In block 328, the client secure communication application 304 performs a client key
exchange. Again, the client device 102 and the server 104 may use any appropriate key
exchange algorithm to effect the establishment of the shared secret as discussed above. In
embodiments wherein an RSA key exchange is used, the security engine 110 of the SOC
112 of the client device 102 generates a random pre-master key in block 330.
Tllustratively, the pre-master key is embodied as a 48-byte random number, but other
numeric formats may be used in other embodiments. In block 332, the pre-master key
generated in block 330 is encrypted or otherwise wrapped using the server public key
provided by the server in server authentication and key exchange phase (Phase 2). The
encrypted pre-master key may be stored in the secure memory 114 of the security engine

110 of the SOC 112 and sent to the server 104 in block 328.
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Alternatively, in embodiments wherein a Diffie-Hellman key exchange is used, the
security engine 110 generates, in block 334, a private Diffie-Hellman client key and a
public Diffie-Hellman client key using the Diffie-Hellman global values received from the
server 104 in block 320. The private Diffie-Hellman client key may be embodied as a
random value generated by the security engine 110, while the public Diffie-Hellman client
key is generated by the security engine 110 using the Diffie-Hellman global values
received from the server 104. The private Diffie-Hellman client key may be stored in the
secure memory 114 of the security engine 110. Of course, in some embodiments, the
client device 102 may generate the Diffie-Hellman global values in block 334 and send
such global values to the server 104 in block 328 to allow the server 104 to generate the
public Diffie-Hellman server key based therecon. Regardless, in block 336, the security
engine 110 of the SOC 112 signs the public Diffie-Hellman client key (and Diffie-Hellman
global values if generated by the client device 102) in block 336 using the security key 150
or other private client key of the security engine 110. The signed Diffie-Hellman
parameters may be further encrypted using the public server key and sent to the server 104
in block 328.

In some embodiments, the client secure communication application 304 may send a client
certification verification message to the sever secure communication application 306 in
block 338. To do so, the security engine 110 generates a hash code based on the preceding
message and signs the hash code using the security key 150 of the security engine 110 in
block 340. The client device 102 sends the signed hash code to the server 104 in block 338
as verification of the preceding message. It should be appreciated that such client
certification verification messages may be used subsequent to any message sent to the
server 104 from the client device 102 to provide an added level of security and verification
to the secure communication session. The client certification verification message in block
338 completes the client authentication and key exchange phase (Phase 3) of the
llustrative handshake session.

In block 342, the client secure communication application 304 sends a change cipher
specification message to the server secure communication application 306 to inform the
server 104 that subsequent communications will use the agreed-upon cipher (e.g., the
generated session key). In block 344, the security engine 110 of the client device 102
generates a session key (i.e., the “master” key). In embodiments wherein an RSA key
exchange is used, the security engine 110 gencrates the session key as a function of the

pre-master key generated in block 330. To do so, the security engine 110 calculates a hash
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function of the pre-master key, the client random nonce generated in block 312, and the
server random nonce received in block 314. Alternatively, in embodiments wherein a
Diffie-Hellman key exchange is used, the security engine 110 generates the session key as
a function of the Diffie-Hellman global values, the public Diffie-Hellman server key, and
the private Diffie-Hellman client key. As discussed above, the session key is stored in the
secure memory 114 of the security engine 110.

In block 346, the security engine 110 generates a hash code of the session key, which may
include additional padding depending on the type of hash function used. The hash code of
the session key is sent to the server 104 for verification in a client-finished message in
block 348. The hash code of the session key may be encrypted by the security engine 110
using the public server key as discussed above.

In response to the client-finished message, the server 104 sends a change cipher
specification message that acknowledges the use of the agreed-upon cipher (e.g., the
session key) in block 350. The server 104 also sends a server-finished message in block
352 that includes a similar hash code of the session key for verification by the client device
102. Assuming that the client device 102 and the server 104 verify the hash code of the
session key, the handshake session is complete and each of the client device 102 and server
104 have a shared secret session key that is used to encrypt and decrypt subsequent
messages. Again, it should be appreciated that the security engine 110 of the SOC 112 of
the client device 102 is used for all cryptographic functions and storage of sensitive keying
data to provide hardware-based protection of the cryptographic keys and certificate keys
used during the communication sequence 300.

Referring now to FIG. 4, in use, the client device 102 may execute a method 400 to
establish a secure communication session with the server 104. The method 400 begins
with block 402 in which the security engine 110 of the SOC 112 of the client device 102 is
provisioned. To do so, in one embodiment, the security engine 110 receives a client device
certificate, a private client device key, and a public certification key. The client device
certificate, the private client device key, and the public certification key are typically
generated by the certification authority organization, which acts as a third-party verifier of
the authentication of the client device 102 as discussed above. The client device certificate
may include a unique device identifier or number assigned to the client device 102 by the
certification authority organization to verify the client device 102 to other devices on the
network 106. The private client device key may be used by the client device 102 to sign

the client device certificate so as to authenticate the client device 102 to other devices as
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discussed in more detail below. Conversely, the public certification key may be used by
the client device 102 to verify certification of other devices on the network 106 by the
certification authority organization.

The security engine 110 encrypts the private client device key using the security key 150
and stores the encrypted private client device key in the secure memory 114. The security
engine 110 may also store the client device certificate and/or the public certification key in
the secure memory 114. Additionally, in some embodiments, the security engine 110 may
encrypt the client device certificate and/or the public certification key using the security
key 150 stored in the security engine 110.

After the security engine 110 has been provisioned in block 402, the client device 102
determines whether to establish a secure communication session (e.g., an SSL session)
with the server 104 in block 404. If so, in block 406, the security engine 110 generates a
random nonce value. As discussed above, the security engine 110 may use any suitable
random number-generating algorithm to generate the random nonce. In block 408, the
client device 102 sends a request (a ClientHello message) to initiate the secure
communication session to the server 104. The request includes the random nonce
generated in block 406 along with a list of cipher protocols, compression methods, and/or
other cryptographic choices from which the server 104 may select.

In block 410, the client device 102 completes the server authentication and server key
exchange. In so doing, the client device 102 may receive a corresponding ServerHello
message including a server random nonce, the server’s 104 public key, and the server’s
104 selection of cryptographic choices presented in the ClientHello message. As discussed
above, the server random nonce, along with the client random nonce, is used to generate
the session key. As such, the security engine 110 may store the server random nonce in the
secure memory 114. Additionally, in some embodiments, the security engine 110 may
store the server certificate and/or other keying data in the secure memory 114. For
example, in embodiments wherein an RSA key exchange is used, the security engine 110
may store the public RSA key received from the server in the secure memory 114.
Alternatively, in embodiments wherein a Diffie-Hellman key exchange is used, the
security engine 110 may store the Diffie-Hellman global values and/or public Diffie-
Hellman server key in the secure memory 114.

In block 414, the client 104 determines whether the server 104 is successfully
authenticated. If not, the method 400 loops back to block 404 in which the client device

102 may reattempt to establish a secure communication session with the server 104.
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However, if the server 104 is successfully authenticated, the method 400 advances to bock
416 in which the client device 102 sends the server 104 the client certificate. If the client
certificate has been encrypted (e.g., using the secure key 150), the security engine 110
decrypts the client certificate and signs the client certificate using the private client device
key.

In block 418, the client 104 completes the client key exchange using the security engine
110 to maintain the security of the keying functions. For example, if a RSA key exchange
was selected, the security engine 110 generates the pre-master key and encrypts the pre-
master key using the server public key received in block 410 prior to sending the encrypted
pre-master key to the server 104 in block 420. Alternatively, if a Diffie-Hellman key
exchange was selected, the security engine 110 generates the public and private Diffie-
Hellman client keys using the Diffie-Hellman global values received from the server 104
in block 410. The security engine 110 may sign the public Diffie-Hellman client key using
the security key 150 or the public client device key provisioned in block 402. The client
device 102 sends the signed public Diffie-Hellman client key to the server 104 in block
422. The keys and related keying data generated during the client key exchange may be
stored in the secure memory 114 in an encrypted state (using the security key 150) or an
unencrypted state.

In block 424, the client device 102 determines whether the client device 102 has been
successfully authenticated by the server 104. If not, the method 400 loops back to block
404 in which the client device 102 may reattempt to establish a secure communication
session with the server 104. However, if the client device 102 is successfully
authenticated, the method 400 advances to bock 426 in which the client device 102
confirms the cipher suite with the server 104 by informing the server 104 that subsequent
messages will use the agreed-upon cryptographic protocols. In so doing, the security
engine 110 may generate the master or session key. To do so, in embodiments wherein an
RSA key exchange is used, the security engine 110 calculates a hash function of the pre-
master key, the client random nonce generated in block 406, and the server random nonce
received in block 410. Alternatively, in embodiments wherein a Diffie-Hellman key
exchange is used, the security engine 110 generates the session key as a function of the
Diffie-Hellman global values, the public Diffie-Hellman server key, and the private Diffie-
Hellman client key. Once generated, the security engine 110 of the SOC 112 may store the

session key in the secure memory 114 of the security engine 110. In some embodiments,
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the session key may be encrypted using the security key 150 while stored in the secure
memory 114.

In block 428, the security engine 110 generates a hash function of the session key, which is
sent to the server 104 for verification in a client finished message. Again, the hash code of
the session key may be encrypted by the security engine 110 using the public server key as
discussed above. In response, the server 104 confirms the cipher suite with the client
device 102 to acknowledge the agreed-upon cipher (e.g., the session key). The server 104
also sends a server finished message that includes a similar hash code of the session key
for verification by the client device 102. Assuming that the client device 102 and the
server 104 verify the hash code of the session key, the handshake session is complete and
each of the client device 102 and server 104 have a shared secret session key that is used to
encrypt and decrypt subsequent messages.

While the disclosure has been illustrated and described in detail in the drawings and
foregoing description, such an illustration and description is to be considered as exemplary
and not restrictive in character, it being understood that only illustrative embodiments have
been shown and described and that all changes and modifications consistent with the

disclosure and recited claims are desired to be protected.
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CLAIMS:

1. A system-on-a-chip apparatus comprising:

a system-on-a-chip comprising a security engine having a secure memory
accessible only by the security engine, the security engine to:

generate a random nonce for initiating a request for a secure communication
session with a server over a network using the nonce;

perform a cryptographic key exchange with the server to generate a symmetric
session key to encrypt messages sent to the server and decrypt messages received from the server
during the secure communication session;

store the session key in the secure memory,

the system-on-a-chip to establish the secure communication session with the

server over the network using the session key.

2. The system-on-a-chip apparatus of claim 1, wherein the system-on-a-chip
to establish a Secure Sockets Layer communication session with the server over the network
using the session key.

3. The system-on-a-chip apparatus of claim 1, wherein the security engine to
receive a server nonce from the server in response to the request for the secure communication
session, the response message including a server nonce and store the server nonce in the secure

memory.

4 The system-on-a-chip apparatus of claim 1, wherein the security engine to

receive a server certificate from the server and store the server certificate in the secure memory.

5 The system-on-a-chip apparatus of claim 1, wherein the security engine to
perform a Rivest-Shamir-Adleman key exchange with the server to generate the symmetric

session key.
6. The system-on-a-chip apparatus of claim 5, wherein the security engine to

generate a pre-master key, encrypt the pre-master key using a security key of the security engine,

and send the encrypted pre-master key to the server.
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7. The system-on-a-chip apparatus of claim 6, wherein the security engine to
wrap the pre-master key using a server public key and store the wrapped pre-master key in the

secure storage.

8. The system-on-a-chip apparatus of claim 6, wherein the security engine to

generate the session key as a function of the pre-master key.

9. The system-on-a-chip apparatus of claim 8, wherein the security engine to
calculate a hash function as a function of the random nonce generated by the security engine and

a nonce received from the server.

10. The system-on-a-chip apparatus of claim 5, wherein the security engine to
receive a public Rivest-Shamir-Adleman server key from the server and store the public Rivest-

Shamir-Adleman server key in the secure memory.

11. The system-on-a-chip apparatus of claim 1, wherein the security engine to

perform a Diffie-Hellman key exchange with the server to generate the symmetric session key.

12. The system-on-a-chip apparatus of claim 11, wherein the security engine
to generate a public Diffie-Hellman client key and a private Diffie-Hellman client key, sign the
public Diffie-Hellman client key using a security key of the security engine, and send the signed

public Diffie-Hellman key to the server.

13. The system-on-a-chip apparatus of claim 12, wherein the security engine
to receive a public Diffie-Hellman server key from the server and generate the session key as a

function of the private Diffie-Hellman client key and the public Diffie-Hellman server key.

14. The system-on-a-chip apparatus of claim 13, wherein the security engine

to use the session key to encrypt a subsequent message sent from the client device to the server.

15. The system-on-a-chip apparatus of claim 11, wherein the security engine
to receive Diffie-Hellman global values and a public Diffie-Hellman server key from the server
and store at least one of the Diffie-Hellman global values and the public Diffie-Hellman server

key in the secure storage.

17 -

Petitioner Samsung Ex-1004, 0127



10

15

20

25

30

WO 2013/089725 PCT/US2011/065069

16. A method comprising:

generating a random nonce in a security engine of a system-on-a-chip of a client
device;

initiating, using the client device, a request for a secure communication session
with a server over a network, the request including the random nonce;

performing a cryptographic key exchange, using the security engine of the
system-on-a-chip, with the server to generate a symmetric session key to encrypt messages sent
to the server and decrypt messages received from the server during the secure communication
session;

storing the session key in a secure memory of the security engine of the system-
on-a-chip; and

establishing, using the client device, the secure communication session with the

server using the session key.

17. The method of claim 16, wherein initiating a request for a secure
communication session comprises initiating a request for a Secure Sockets Layer communication

session.

18. The method of claim 16, further comprising:

receiving a response message from the server in response to the request for a
secure communication session, the response message including a server nonce, and

storing the server nonce in the secure memory of the security engine of the

system-on-a-chip.

19. The method of claim 16, wherein initiating a request for a secure
communication session comprises sending a ClientHello message, including the nonce, to the
server; and further comprising:

receiving a ServerHello message from the server, the ServerHello message
including a server nonce; and

storing the server nonce in the secure memory of the security engine of the

system-on-a-chip.
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20. The method of claim 16, further comprising receiving a server certificate
from the server and storing the server certificate in the secure memory of the security engine of

the system-on-a-chip of the client device.

21. The method of claim 16, wherein performing the cryptographic key
exchange with the server comprises performing a Rivest-Shamir-Adleman key exchange, using

the security engine of the system-on-a-chip, with the server.

22. The method of claim 21, wherein performing the Rivest-Shamir-Adleman
key exchange with the server comprises:

generating a pre-master key in the security engine;

encrypting the pre-master key using a security key of the security engine; and

sending the encrypted pre-master key to the server.

23. The method of claim 22, further comprising:

wrapping the pre-master key in the security engine of the system-on-a-chip using
a server public key, and

storing the wrapped pre-master key in the secure storage of the security engine of

the system-on-a-chip.

24. The method of claim 22, wherein performing the Rivest-Shamir-Adleman
key exchange with the server comprises generating the session key in the security engine of the

system-on-a-chip as a function of the pre-master key.

25. The method of claim 24, wherein generating the session key in the
security engine comprises calculating, using the security engine of the system-on-a-chip, a hash
function as a function of the random nonce generated by the security engine and a nonce

received from the server.

26. The method of claim 21, wherein performing the Rivest-Shamir-Adleman
key exchange with the server comprises:

receiving a public Rivest-Shamir-Adleman server key from the server; and

storing the public Rivest-Shamir-Adleman server key in the secure memory of the

security engine of the system-on-a-chip.
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27. The method of claim 16, wherein performing the cryptographic key
exchange with the server comprises performing a Diffie-Hellman key exchange, using the

security engine of the system-on-a-chip, with the server.

28. The method of claim 27, wherein performing a Diffie-Hellman key
exchange with the server comprises:

generating, in the security engine of the system-on-a-chip, a public Diffie-
Hellman client key and a private Diffie-Hellman client key;

signing the public Diffie-Hellman client key using a security key of the security
engine of the system-on-a-chip; and

sending the signed public Diffie-Hellman key to the server.

29. The method of claim 28, wherein performing a Diffie-Hellman key
exchange with the server comprises:

receiving a public Diffie-Hellman server key from the server;

generating, in the security engine of the system-on-a-chip, the session key as a

function of the private Diffie-Hellman client key and the public Diffie-Hellman server key.
30. The method of claim 29, wherein performing a Diffie-Hellman key

exchange with the server comprises using the session key to encrypt a subsequent message sent

from the client device to the server.
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31. The method of claim 27, wherein performing a Diffie-Hellman key
exchange with the server comprises:

receiving Diffie-Hellman global values and a public Diffie-Hellman server key
from the server, and

storing at least one of the Diffie-Hellman global values and the public Diffie-

Hellman server key in the secure storage of the security engine of the system-on-a-chip.

32. The method of claim 16, further comprising:

retrieving a client certificate stored on the client device;

signing a client certificate using a security key stored in a secure memory of the
security engine of the system-on-a-chip; and

sending the client certificate to the server.

33. The method of claim 16, further comprising:

generating, in the security engine of the system-on-a-chip, a hash code of a
preceding message sent from the client to the server;

signing the hash code using a security key stored in a secure memory of the
security engine; and

sending a client certificate verification message to the server, the client certificate

verification message including the signed hash code.

21 -

Petitioner Samsung Ex-1004, 0131



10

15

20

25

30

WO 2013/089725 PCT/US2011/065069

34. The method of claim 16, wherein establishing the secure communication session
comprises:

generating, in the security engine, a hash code as a function of the session key;
and

sending a client completion message that includes the hash code to the server to

indicate the client has completed an initial handshake procedure.

3s. A source device comprising:

a system-on-a-chip having a security engine, the system-on-a-chip including a
plurality of instructions that when executed results in the system-on-a-chip performing the
method of claim 16-34.

36. One or more machine readable media comprising a plurality of
instructions that in response to being executed by a client device result in the client device

performing the method of claims 16-34.

37. A method comprising:

generating a random nonce in a security engine of a system-on-a-chip of a client
device;

initiating, using the client device, a request for a Secure Sockets Layer
communication session with a server over a network, the request including the random nonce;

performing a cryptographic key exchange, using the security engine of the
system-on-a-chip, with the server to generate a symmetric session key to encrypt messages sent
to the server and decrypt messages received from the server during the Secure Sockets Layer
communication session;

storing the session key in a secure memory of the security engine of the system-
on-a-chip; and

generating, in the security engine, a hash code as a function of the session key;
and

sending a client completion message to the server that includes the hash code to

indicate the client has completed an initial handshake procedure.

-2

Petitioner Samsung Ex-1004, 0132



10

15

20

25

30

WO 2013/089725 PCT/US2011/065069

38. The method of claim 37, wherein performing the cryptographic key
exchange with the server comprises performing a Rivest-Shamir-Adleman key exchange, using

the security engine of the system-on-a-chip, with the server.

39. The method of claim 38, wherein performing the Rivest-Shamir-Adleman
key exchange with the server comprises:

generating a pre-master key in the security engine;

encrypting the pre-master key using a security key of the security engine; and

sending the encrypted pre-master key to the server.

40. The method of claim 39, further comprising:
wrapping the pre-master key in the security engine using a server public key, and
storing the wrapped pre-master key in the secure storage of the security engine of

the system-on-a-chip.

41. The method of claim 39, wherein performing the Rivest-Shamir-Adleman
key exchange with the server comprises generating the session key in the security engine of the

system-on-a-chip as a function of the pre-master key.

42, The method of claim 41, wherein generating the session key in the
security engine comprises calculating, using the security engine of the system-on-a-chip, a hash
function as a function of the random nonce generated by the security engine and a nonce

received from the server.

43. The method of claim 37, wherein performing the cryptographic key
exchange with the server comprises performing a Diffie-Hellman key exchange, using the

security engine of the system-on-a-chip, with the server.

44. The method of claim 43, wherein performing a Diffie-Hellman key
exchange with the server comprises:

generating, in the security engine of the system-on-a-chip, a public Diffie-
Hellman client key and a private Diffie-Hellman client key;

signing the public Diffie-Hellman client key using a security key of the security

engine of the system-on-a-chip; and
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sending the signed public Diffie-Hellman key to the server.

45. The method of claim 44, wherein performing a Diffie-Hellman key
exchange with the server comprises:
5 receiving a public Diffie-Hellman server key from the server;
generating, in the security engine of the system-on-a-chip, the session key as a

function of the private Diffie-Hellman client key and the public Diffie-Hellman server key.

46. A source device comprising:
10 a system-on-a-chip having a security engine, the system-on-a-chip including a
plurality of instructions that when executed results in the system-on-a-chip performing the
method of claim 37-45.

47. One or more machine readable media comprising a plurality of
15  instructions that in response to being executed by a client device result in the client device

performing the method of claims 37-45.
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Box No. V Reasoned statement under Rule 43bis.1(a)(i) with regard to novelty, inventive step or industrial applicability;
citations and explanations supporting such statement

1. Statement

Novelty (N) Claims  1-47 YES
Claims NONE NO

Inventive step (IS) Claims 33-34,37-47 YES
Claims 1-32,35-36 NO

Industrial applicability 1A) ~ Claims ~ 1-47 YES
Claims NONE NO

2. Citations and explanations :

Reference is made to the following documents:

D1: US 2011-0231923 Al (BOLLAY BENN SAPIN et al.) 22 September 2011
D2: US 2005-0213768 Al (DAVID DURHAM et al.) 29 September 2005

D3: US 2010-0299525 A1l (SHAH PARAS et al.) 25 November 2010

D4: US 2008-0037793 Al (BUER MARK) 14 February 2008

1. Novelty and Inventive Step
1.1 Independent Claim 1

D1, which is considered to be the closest prior art to the subject matter of claim 1, discloses an
apparatus for a client to generate random number, send client hello message for SSL handshake
initiation, perform a server key exchange and a client key exchange, generate a session key hased on
secret data, store the session in a data store, establish an encrypted session between the server and
the client using the session key. Claim 1 differs from Dl in that the apparatus uses the secure
memory. However, D2 discloses an apparatus storing the cryptographic key in a secure storage.
Accordingly, claim 1 would have been obvious over D1 in view of D2. Therefore, claim 1 lacks an

inventive step under PCT Article 33(3).

1.2 Dependent Claims 2-15

Claims 2-15, which are dependent on claim 1, lack an inventive step under PCT Articie 33(3), because
the additional features of claims 2-15 are merely matters of design option when the general technical
knowledge about the state of the art is used.

1.3 Independent Claim 16

Claim 16 relates to a method performing the functions of the apparatus according to claim 1. Claim 16

is considered to lack an inventive step under PCT Article 33(3), because the subject matter of claim

1 is considered to lack an inventive step under PCT Article 33(3).

[Continued on Supplemental Box]
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Box No. VII Certain defects in the international application

The following defects in the form or contents of the international application have been noted:

Claims 35-36 and 46-47 do not comply with PCT Rule 6.4(a) because the multiple dependent claims don't refer to other claims in
the alternative way.
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Supplemental Box

In case the space in any of the preceding boxes is not sufficient.
Continuation of :

[Box V]
[Box V]

1.4 Dependent Claims 17-32

Claims 17-32, which are dependent on claim 16, lack an inventive step under PCT Article 33(3), because
the additional features of claims 17-32 are merely matters of design option when the general technical
knowledge about the state of the art is used.

1.5 Dependent Claims 33-34

The additional feature of claim 33 dependent on claim 16 is not disclosed in any of the prior art
documents, nor is it obvious to a person skilled in the art by the documents. Accordingly, claim 33 is
novel and involves an inventive step under PCT Article 33(2) and (3).

The additional feature of claim 34 dependent on claim 16 is not disclosed in any of the prior art
documents, nor is it obvious to a person skilled in the art by the documents. Accordingly, claim 34 is
novel and involves an inventive step under PCT Article 33(2) and (3).

1.6 Independent Claim 35

Claim 35 relates to a source device including a plurality of instructions performing the method of
claims 16-32. Claim 35 is considered to lack an inventive step under PCT Article 33(3), because the
subject matters of claims 16-32 are considered to lack an inventive step under PCT Article 33(3).

1.7 Independent Claim 36

Claim 36 relates to one or more machine readable media comprising a plurality of instructions
performing the method of claims 16-32. Claim 36 is considered to lack an inventive step under PCT
Article 33(3). because the subject matters of claims 16-32 are considered to lack an inventive step
under PCT Article 33(3).

1.8 Claims 37-45

The subject matter of claim 37 differs from these prior art documents in generating a hash code as a
function of the session key and sending a client completion message to the server that includes the
hash code to indicate the client has completed an initial handshake procedure. And it is not obvious
to a person skilled in the art by the documents, taken alone or in combination. Therefore, claim 37
meets the requirements of PCT Article 33(2) and (3) with respect to novelty and inventive step.

Claims 38-45 are dependent on claim 37 and therefore meet the requirements of PCT Article 33(2) and

(3).
1.9 Claims 46-47

Claim 46 relates to a source device including a plurality of instructions performing the method of
claims 37-45. Claim 46 is considered to be novel and to involve an inventive step under PCT Article
33(2) and (3), because the subject matters of claim 37-45 are considered to be novel and to involve an
inventive step under PCT Article 33(2) and (3).

Claim 47 relates to one or more machine readable media comprising a plurality of instructions
performing the method of claims 37-45. Claim 47 is considered to be novel and to involve an inventive
step under PCT Article 33(2) and (3), because the subiect matters of claim 37-45 are considered to be
novel and to involve an inventive step under PCT Article 33(2) and (3).

{Continued on Supplemental Box]
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Supplemental Box
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[Box V]
2. Industrial Applicability

Claims 1-47 are industrially applicable under PCT Article 33(4).
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METHOD, DEVICE, AND SYSTEM FOR SECURELY
SHARING MEDIA CONTENT FROM A SOURCE DEVICE

BACKGROUND

The generation, sharing, and consumption of digital media content continue to grow as consumer
devices capable of interacting with such content become ubiquitous. The desire to share digital
media content between consumer devices, especially in the home environment, is increasing in
unison with the increased exposure to digital media content. To ensure that two media devices
can properly share digital media content while also ensuring the digital rights of such content
remain protected, digital media content delivery protocols have been developed by various
authority organizations. One such organization is the Digital Living Network Alliance (DLNA),
which has established various interoperability protocols and standards for sharing media content
between media devices. For example the Digital Transmission Content Protection (DTCP)
protocol is a security protocol that defines security guidelines and compliance requirements for
securely sharing media content between media devices. Digital Transmission Content Protection
over Internet Protocol (DTCP-IP) is a sub-set protocol of the DTCP protocol directed to sharing
media content between media devices over a network.

Some media devices utilize system-on-a-chip (SOC) designs due to their relatively small
footprint. SOC devices are integrated circuits that incorporate various components, in addition
to the processing core, of electronic systems on a single die. For example, an SOC may include
a processor core, memory controller, video components, audio components, and/or

communication components on a single chip.

BRIEF DESCRIPTION OF THE DRAWINGS

The invention described herein is illustrated by way of example and not by way of limitation in
the accompanying figures. For simplicity and clarity of illustration, elements illustrated in the
figures are not neceésarily drawn to scale. For example, the dimensions of some elements may
be exaggerated relative to other elements for clarity. Further, where considered appropriate,
reference labels have been repeated among the figures to indicate corresponding or analogous
elements. s
FIG. 1 is a simplified block diagram of at least one embodiment of a system for sharing media
content from a media source device having a system-on-a-chip (SOC) to a media sink device;
FIG. 2 is a simplified flow diagram of at least one embodiment of a method for provisioning a

security engine of the SOC of the media source device;

-1-
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FIG. 3 is a simplified flow diagram of at least one embodiment of a method for authenticating
the media sink device of FIG. 1; and
FIG. 4 is a simplified flow diagram of at least one embodiment of a method for securely sharing

media content with the media sink device of FIG. 1.

DETAILED DESCRIPTION OF THE DRAWINGS

While the concepts of the present disclosure are susceptible to various modifications and

. alternative forms, specific exemplary embodiments thereof have been shown by way of example

in the drawings and will herein be described in detail. It should be understood, however, that
there is no intent to limit the concepts of the present disclosure to the particular forms disclosed,
but on the contrary, the intention is to cover all modifications, equivalents, and alternatives
consistent with the present disclosure and the appended claims.

In the following description, numerous specific details such as logic implementations, opcodes,
means to specify operands, resource partitioning/sharing/duplication implementations, types and
interrelationships of system components, and logic partitioning/integration choices are set forth
in order to provide a more thorough understanding of the present disclosure. It will be
appreciated, however, by one skilled in the art that embodiments of the disclosure may be
practiced without such specific details. In other instances, control! structures, gate level circuits
and full software instruction sequences have not been shown in detail in order not to obscug‘e the
invention. Those of ordinary skill in the art, with the included descriptions, will be able to
implement appropriate functionality without undue experimentation.

References in the specification to *“one embodiment,” “an embodiment,” “an example
embodiment,” etc., indicate that the embodiment described may include a particular feature,
structure, or characteristic, but every embodiment may not necessarily include the particular
feature, structure, or characteristic. Moreover, such phrases are not necessarily referring to the
same embodiment. Further, when a particular feature, structure, or characteristic is described in
connection with an embodiment, it is submitted that it is within the knowledge of one skilled in
the art to effect such feature, structure, or characteristic in connection with other embodiments
whether or not explicitly described.

Embodiments of the invention may be implemented in hardware, firmware, software, or any
combination thereof. Embodiments of the invention implemented in a computer system may
include one or more bus-based interconnects or links between components and/or one or more
point-to-point interconnects between components. Embodiments of the invention may also be

implemented as instructions carried by or stored on a machine-readable medium, which may be

2.
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read and executed by one or more processors. A machine-readable medium may be embodied as
any device, mechanism, or physical structure for storing or transmitting information in a form
readable by a machine (e.g., a computing device). For example, a machine-readable medium
may be embodied as read only memory (ROM); random access memory (RAM); magnetic disk
storage media; optical storage media; flash memory\devices; mini- or micro-SD cards, memory
sticks, electrical signals, and others.

In the drawings, specific arrangements or orderings of schematic elements, such as those
representing devices, modules, instruction blocks and data elements, may be shown for ease of
description. However, it should be understood by those skilled in the art that the specific
6rdering or arrangement of the schematic elements in the drawings is not meant to imply that a
particular order or sequence of processing, or separation of processes, is required. Further, the
inclusion of a schematic element in a drawing is not meant to imply that such element is required
in all embodiments or that the features represented by such element may not be included in or
combined with other elements in some embodiments.

In general, schematic elements used to represent instruction blocks may be implemented using
any suitable form of machine-readable instruction, such as software or firmware applications,
programs, functions, modules, routines, processes, procedures, plug-ins, applets, widgets, code
fragments and/or others, and that each such instruction may be implemented using any suitable
programming language, library, application programming interface (API), and/or other sofiware
develépment tools. For example, some embodiments may be implemented using Java, C++,
and/or other programming languages. Similarly, schematic elements used to represent data or
information may be implemented using any suitable electronic arrangement or structure, such as
a register, data store, table, record, array, index, hash, map, tree, list, graph, file (of any file type),
folder, directory, database, and/or others.

Further, in the drawings, where connecting elements, such as solid or dashed lines or arrows, are
used to illustrate a connection, relationship or association between or among two or more other
schematic elements, the absence of any such connecting elements is not meant to imply that no
connection, relationship or association can exist. In other words, some connections,
relationships or associations between elements may not be shown in the drawings so as not to
obscure the disclosure. In addition, for ease of illustration, a single connecting element may be
used to represent multiple connections, relationships or associations between elements. For
example, where a connecting element represents a communication of signals, data or
instructions, it should be understood by those skilled in the art that such element may represent

one or multiple signal paths (e.g., a bus), as may be needed, to effect the communication.

-3-
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Referring now to FIG. 1, a system 100 for sharing digital media content includes a media source
device 102, a media sink device 104, and a network 106. In operation, the media source device
102 may share digital media content with the media sink device 104 over the network 106 using
a security protocol. In the illustrative embodiment, a Digital Transmission Content Protection
(DTCP) security protocol is used, such as the Digital Transmission Content Protection over
Intemet Protocol (DTCP-IP). However, other security protocols may be used in other
embodiments.

The media source device 102 initially authenticates the media sink device 104. If the media sink ‘
device 104 is successfully authenticated, the media source device 102 and sink device 104
perform a key exchange to generate a shared secret key. The media source device 102 generates
a packet encryption key based on the shared key and encrypts the media content using the packet
encryption key. The media sink device 104 may decrypt the media content using a shared
exchange key. To ensure the security and protection of the media content, the keys and other
cryptographic functions generated by the media source device 102 are done so within a security
engine 110 of a system-on-a chip (SOC) 112 of the media source device 102. The media source
device 102 maintains the keys in secrecy within a secure memory 114 of the security engine 110.
In this way, digital media content may be shared with the media sink device 104 while ensuring
the security of the digital media content and the encryption keys used to facilitate such secured
sharing.

The media source device 102 may be embodied as any type of device capable of delivering
digital media content to the media sink device 104. For example, the media source device 102
may be embodied as a set-top box, a digital television, a smartphone, a tablet computer, a Iéptop
computer, a mobile internet device (MID), a desktop computer, or other device capable of
delivery of media content. The media source device 102 may be configured to deliver any type
of digital media content to the media sink device 104 including, for example, movies, pictures,
images, songs, audio and/or video recordings, and/or any other type of audio, video, and/or audio
and video content. ’

As discussed above, the media source device 102 includes the SOC 112, which may be
embodied as any type of system-on-a-chip device having various components and structures. In
the illustrative embodiment of FIG. 1, the SOC 112 includes the security engine 110, a memory
controller 116, a processor core 118, and bus a plurality of hardware peripherals 130, which are
communicatively coupled to each other a link 120. The link 120 may be embodied as any type
of interconnect such as a bus, point-to-point, or other interconnect capable of facilitating

communication between the various components of the SOC 122. The hardware peripherals 130
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may include any type of hardware peripheral component depending upon the intended
functionality of the SOC 112. For example, in the illustrative embodiment, the hardware
peripherals 130 include a demux 132 to separate audio and video content streams, video
processing component(s) 134 to proéess video content, and audio processing component(s) 136
to process audio content. Of course, it should be appreciated that the hardware peripherals 130
of the SOC 112 have been simplified in the illustrative embodiment of FIG. | and that the SOC
112 may include additional, different, and/or greater detailed hardware peripherals 130, which
are not illustrated in FIG. 1 for clarity of the disclosure.

The security engine 110 may be embodied as a security co-processor or processing circuitry
separate from the processor core 118, The security engine 110 includes a security key 150 and
the secure memory 114, which is accessible only by the security engine 110. The security
engine 110 stores the security key 150, and other cryptographic keys as discussed below, in the
secure memory 114, In the illustrative embodiment, the security key 150 is provisioned during
the manufacturing of the SOC 112, but may be generated by the SOC 112 during operation in
other embodiments. For example, in some embodiments, the security key 150 is based on blown
fuses within the security engine 110 itself. Additionally or alternatively, the security engine 110
may include a key-generating module, such as a trusted platform module (TPM), to generate the
security key 150. During use, the security engine 110 may use any number of security keys 150,
which may be identical or different from each other.

In some embodiments, the media source device 102 may include additional components and
structures other than the SOC 112 depending on the type and intended use of the media source
device 102. For example, in the illustrative embodiment of FIG. 1, the media source device 102
includes a system memory 160, a data storage 162, a communications output 164, and one or
more input/output devices 166. The system memory 160 may be embodied as any type of main
memory or data storage locations including, for example, dynamic random access memory
devices (DRAM), synchronous dynamic random access memory devices (SDRAM), double-data
rate synchronous dynamic random access memory device (DDR SDRAM), mask read-only
memory (ROM) devices, erasable programmable ROM (EPROM), electrically erasable
programmable ROM (EEPROM) devices, flash memory devices, and/or other volatile and/or
non-volatile memory devices.

The data storage 162 may be embodied as any type of device or devices configured for the short-
term or long-term storage of data such as, for example, memory devices and circuits, memory

cards, hard disk drives, solid-state drives, or other data storage devices. In the illustrative
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embodiment of FIG. 1, encrypted media content 170 may be stored in the data storage 162,
which may be subsequently shared with the media sink device 104 as discussed below.

The communications output 164 may be embodied as a simplified output or as various circuits
and/or devices to facilitate, for example, communications with the media sink device 104. For
example, the communications output 164 (and/or communication circuitry within the SOC 112)
may any suitable communication protocol such as Ethernet (i.e. the IEEE 802.3 standard) or Wi-
Fi® (i.e., the IEEE 802.1 Istandard), and/or other communication protocols or standards.

The input/output devices 166 may be embodied as any type of I/O device for interacting with the
media source device 102. For example, the 1/0 devices 166 may include output devices such as
a display for displaying media on the media source device 102 and speakers for playing audio
content, and/or input devices such as a remote control receiver, a keyboard, a mouse, and/or the
like.

The media sink device 104 may be embodied as any type of media device capable of
communicating with and receiving media content from the media source device 102. For
example, the media sink device 104 may be embodied as a digital television, a smartphone, a
tablet computer, a laptop computer, a mobile internet device (MID), a desktop computer, or other
electronic device capable of receiving of media content from the media source device 102. ‘
The illustrative media sink device 104 includes a processor 180, a memory 182, communication
circuitry 184, and one or more output devices 186, which may be similar to such components
found in other media devices. For example, the processor 180 may be embodied as any type of
processor capable of executing software/firmware, such as a microprocessor, digital signal
processor, microcontroller, or the like, and may include one or more processing cores. The
memory 182 may be embodied as any type of memory or data storage locations including, for
example, dynamic random access memory devices (DRAM), synéhronous dynamic random
access memory devices (SDRAM), double-data rate synchronous dynamic random access
memory device (DDR SDRAM), mask read-only memory (ROM) devices, erasable
programmable ROM (EPROM), electrically erasable programmable ROM (EEPROM) devices,
flash memory devices, and/or other volatile and/or non-volatile memory devices. The
communication circuitry

The communication circuitry 184 may be embodied any type of circuitry and/or device to
facilitate, for example, communications with the media source device 102. For example, the
communication circuitry 184 may support communication protocols such as Ethernet (i.e. the
IEEE 802.3 standard) or Wi-Fi® (i.e., the IEEE 802.1 Istandard), and/or other communication

protocols or standards. The output devices 186 may be embodied as any type of output device
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for playing, rendering, or otherwise delivering the media content to a user. For example, the
output devices 186 may include a display for displaying media on the media sink device 104 and
speakers for playing audio content.

The network 106 may be embodied as any number of various wired and/or wireless networks. In
the illustrative embodiment, the network 106 is a local area network (LAN) such as a home
network, but may be embodied as or otherwise include other networks in other embodiments.
For example, in some embodiments, the network 106 may be embodied as an ad-hoc or point-to-
point network or a wide area network (WAN). As discussed in more detail below, the media
source device 102 is configured to share media content with the media sink device 104 over the
network 106.

Referring now to FIG. 2, in use, the security engine 110 of the SOC 112 of the media source
device 102 may be provisioned with key material for facilitating the delivery of media content to
various sink devices. To do so, the media source device 102 may execute a method 200 for
provisioning the security engi;le 110. The method 200 begins with block 202 in which the
security engine 110 receives a source device certificate, a private device key, and a public
certification key. The source device certificate, the private device key, and the public
certification key are typically generated by a certification authority organization, which acts as a
third-party verifier of the authentication of the particular device. The source device certificate
includes a unique device identifier or number assigned to the media source device 102 by the
certification authority organization to verify the media source device 102 to other media devices.
The unique device identifier may also be .used to revoke the authorization of the media source
device 102 via distribution of a System Renewability Message (SRM) revocation list. The
private device key may be used by the media source device 102 to sign the packets so as to
authenticate the media source device 102 1o other media devices as discussed in more detail
below. Conversely, the public certification key may be used by the media sink device 104 to
verify the packets received form the media source device 102 during authentication.

In block 204, the security engine 110 stores the source device certificate and the public
certification key in the secure memory 114. In some embodiments, the security engine 110 may
encrypt the source device certificate and/or the public certification key using the security key
150 stored in the security engine 110. In such embodiments, the security engine 110 may store
the encrypted source device certificate and/or the encrypted public certification key in the secure
memory |14, in the memory 160, or in the data storage 162.

In block 206, the security engine 110 encrypts the private device key using the security key 150

stored in the security engine 110. In some embodiments, the security engine 110 may also
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secure the encrypted private device key in block 208. To do so, for example, the security engine
may perform a Cipher Block Chaining Message Authentication Code (CBC-MAC) on the
encrypted private device key. Alternatively, the security engine 110 may use some other
cryptographic methodology to secure the encrypted private device key. Regardless, in block
210, the security engine 110 stores the secured, encrypted private device key in the secure
memory 114. In this way, the security engine 110 of the SOC 112 of the media source device
102 is provisioned with initial key material to facilitate delivering media to sink devices in a
secure manner.

Referring now to )FIG. 3, the media source device 102 may use a Digital Transmission Content
Protection (DTCP) protocol to share media content wit the sink device 104 as discussed above.
Prior to the actual sharing of media content with the media sink device 104, the media source
device 102 is configured to authenticate the media sink device 104 and negotiate cryptographic
keys with the media sink device 104 to facilitate the delivery of media content thereto. To do so,
the media source device 102 may execute a method 300 for authenticating the media sink device
104. The method 300 begins with block 302 in which the media source device 102 determines
whether a request for authorization has been received from the media sink device 104. If so, in
block 304, the media source device 102 receives the sink device certificate and sink public
cryptographic key. Similar to the source device certificate of the media source device 102, the
sink device certificate is issued by the certification authority organization to verify the media
sink device 104. The sink device certificate includes a unique device identifier assigned by the
certification authority organization, which uniquely identifies the media sink device 104 from
other media devices. The sink public key may be used by the security engine 110 in subsequent
communications to verify that received messages were originated by the media sink device 104.
In block 306, the media source device 102 verifies the sink device certificate using the public
certification key. In embodiments in which the public certification key is stored in an encrypted
form, the security engine 110 of the SOC 112 of the media source device 102 retrieves the
encrypted public certification key and decrypts the key using the security key 150. The public
certification key is used to verify that the sink device certificate has been properly signed by an
authorized media device. As such, in block 308, the media source device 102 determines
whether the media sink device 104 is properly certified using the public certification key. If not,
the method 300 advances to block 310 in which the media source device 102 rejects the
authorization request from the media sink device 104.

However, if the sink device certificate is verified in block 308, the media source device 102

further verifies that the certification of the media sink device 104 has not been revoked. To do
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so, the media source device 102 may utilize an SRM list, which includes identifiers of devices
whose certification has been previously revoked. The SRM list of the media source device 102
may be stored in the secure memory 114 of the SOC 112 in some embodiments. Alternately, the
SRM list may be stored in the memory 160 or the data storage 162 in an encrypted or
unencrypted form. As new devices are added to the local network of media devices, the SRM
list is updated on each device. As such, in block 312, the media source device 102 compares the
unique device identifier of the media sink device 104, which was received with the sink device
certification, against the current SRM list. If, in block 314, the certification of the media sink
device 104 is determined to have been revoked, the method 300 advances to block 3 lb in which
the media source device 102 rejects the authorization request from the media sink device 104.

If, however, the certification of the media sink device is not revoked, the method 300 advances
to block 316 in which the security engine 110 of the SOC 112 stores the sink public key in t.he
secure memory 114 of the security engine 110. In block 318, the security engine 110 of the SOC
112 retrieves the source device certificate and private source key from the secure memory 114.
Additionally, in block 318, the media source device 102 may retrieve a source public key and a
source certificate and send the key and certificate to the media sink device 104. The source
public key may be used by the media sink device 104 in subsequent communications to verify
that received messages were originated by the media source device 102.

If the media source device is not verified in block 320, the method 300 advances to block 310 in
which the media source device 102 rejects the authorization request from the media sink device
104. AllematiVely, in some embodiments, the media source device 102 may attempt to resend
the source certificate and source public key to the media sink device 104.

However, if the source certificate is verified in block 320, the method 300 advances to block 322
(see FIG. 3B) in which the media source device 102 and the media sink device 104 perform a
key exchange. The key exchange is used to establish a shared secret key in the media source
device 102 and the media sink device 104 without prior provisioning of the devices 102, 104
with corresponding keys. The media source device 102 may use any appropriate key exchange
algorithm to effect the establishment of a shared secret.

In the illustrative embodiment, the media source device 102 uses an elliptic curve Diffie-
Hellman (ECDH) key exchange in block 322. To do so, the media source device 102 provisions
the media sink device 104 for the Diffie-Hellman key exchange in block 324. For example,
media source device 102 may select the elliptic curve, E, and the base point, G, to be used in
generating the shared secret. The domain parameters associated with the elliptic curve and base

point selections are sent to the media sink device 104 in block 324. Of course, in other
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embodiments, other Diffie-Hellman key exchanges may be used such as, for example, Rivest-
Shamir-Adleman (RSA) Diffie-Hellman key exchange. In such embodiments, the media source
device 102 generates the domain parameters (e.g., selects a prime number and a primitive root)
and transmits the domain parameters t the media sink device 104 in block 324.

The security engine 110 of the SOC 112 of the media source device 102 may sign the
transmission of block 324, and other subsequent transmissions, with the private source key
corresponding to the public source key provided to the media sink device 104 in block 318. In
some embodiments, the private source key may be the security key 150 or other key stored in the
secure memory 114 of the security engine 110.

In block 326, the security engine 110 of the SOC 112 generates a source Diffie-Hellman public
and private key based on the domain parameters generated or otherwise determined in block 324.
The media source device 102 sends the public Diffie-Hellman key to the media sink device 104
in block 326. Again, such transmission may be signed by the security engine using the private
source key (e.g., security key 150).

In block 328, the media source device 102 receives the sink Diffie-Hellman publi¢c key from the
media sink device 104, which may be calculated in a similar manner as described above in
regard to the media source device 102. The media source device 102 stores the sink Diffie-
Hellman public key in the secure memory 114 of the security engine 110. Additionally, in block
328, the media source device 102 verifies the signature of the sink Diffie-Hellman public key
message, and other subsequent messages received from the media sink device 104, using the sink
public key stored in the secure memory 114. If the media source device 102 determine-s that the
message, or other message, is not properly signed, the method 300 advances to block 310 in
which the media source device 102 rejects the authorization request from the media sink device
104.

In block 332, the security engine 110 of the SOC 112 of generates an authentication key, Kauru,
using the source Diffie-Hellman private key and the sink Diffie-Hellman public key. The
security engine 110 may store the authentication key, Kayu, in the secure memory 114. In the
illustrative embodiment, for example, the security engine 110 performs an elliptic curve scalar
multiplication using the source Diffie-Hellman private key and the sink Diffie-Heliman public to
generate the authentication key, Kautu. Of course, other cryptographic calculations may be
performed in block 332 in other embodiments to generate the authentication key. Kauru.
However, any such calculations occur in the security engine 110 to maintain the security of the

authentication process.
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In block 334, the security engine 110 generates an exchange key, Kx. In the illustrative
embodiments, the exchange key, Kx, is embodied as a random nonce, but may be generated
using other methodologies or calculations in other embodiments. The nonce is a random or.
pseudo-random number intended to be used only once in cryptographic functions to thwart, for
example, replay attacked.

In block 336, the security engine 110 of the SOC 112 scrambles the exchange key, Kx, using the
authentication key, Kayrn. The security engine 110 may use any suitable cryptographic
calculation or scrambling algorithm/methodology to scramble the exchange key, Kx.
Subsequently, in block 338, the media source device 102 sends the scrambled exchange key to
the medi.a sink device 104. Again, as discussed above, such message may be signed by the
security engine 110 of the SOC 112 using the private device key (e.g., the security key 150).
The media sink device 104 may generate the exchange key, Kx, using the shared authentication
key, Kaurn. In this way, a shared secret key is established between the media source device 102
and the media sink device 104 using the security engine 110 of the SOC 112 of the media source
device 102.

After the media source device 102 and the media sink device 104 have established the shared
secret key via the method 300, the media source device 102 may share media content with the
media sink device 104 using the shared secret key. To do so, the media source device 102 may
execute a method 400 for sharing media content with the media sink device 104. The method
400 begins with block 402 in which the media source device 102 obtains media content 10 be
shared with the media sink device 104. Such media content may be stored in the media source
device 102 as encrypted media content 170 or may be received by the media source device 102
from an external source (e.g., streamed or transmitted to the media source device 102 such as
digital cable TV).

In block 404, the security engine | 10 of the media source device 102 generates a randém nonce,
which is used to combat replay attacks. In block 406, the security engine 110 generates a packet
encryption key, K¢, using the exchange key, Kx, the random nonce generated in block 404, and
an encryption mode indicator (EMI), which is used for copy control of media content. In the
illustrative embodiment, the security engine 110 utilizes an Advanced Encryption Standard —
Cipher Block Chaining (AES-CBC) algorithm to generate the packet encryption key, Kx.
However, other encryption algorithms may be used in other embodiments. It should be
appreciated that a new packet encryption key, K¢, is generated in the security engine for each

packet of media content sent to the media sink device 104,
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In block 408, the security engine 110 encrypts the media content, or a portion thereof, to be sent
to the media sink device 104 using the packet encryption key, Kc. Of course, if the media
content is stored on the media source device 102 in an encrypted format (which would be
encrypted using an encryption key other than the packet encryption key, Kc), the media source
device 102 decrypts the media content before re-encrypting the media content with the packet
encryption key, Kc¢.

In block 410, the media source device 102 encapsulates the encrypted media content, the random
nonce generated in block 404, and the EMI into a Protected Content Packet (PCP) packet. Of
course, other encapsulation methodologies may be used in other embodiments. Subsequently, in
block 412, the media source device 102 sends the encapsulated packet 10 the media sink device
104. It should be appreciated that the media source device 102 may send multiple packets to the
media sink device 104 to effect the secure delivery of the media content to the media sink device
104. The media sink device 104 may decrypt the media content using the exchange key, Kx, as
discussed above.

While the disclosure has been illustrated and described in detail in the drawings and foregoing
description, such an illustration and description is to be considered as exemplary and not
restrictive in character, it being understood that only illustrative embodimen;s have been shown
and described and that all changes and modifications consistent with the disclosure and recited

claims are desired to be protected.
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CLAIMS:

i. A system-on-a-chip apparatus comprising:

a system-on-a-chip comprising a security engine having a secure memory
accessible only by the security engine, the security engine to:

perform a cryptographic key exchange with a sink device;

generate an authorization key as a function of the cryptographic key exchange;
and

generate an exchange key using the authorization key;

store the authorization key and the exchange key in the secure memory: and

encrypt media content as a function of the exchange key to share the encrypted
media content with the sink device using a Digital Transmission Content Protection security

protocol.

2. The system-on-a-chip apparatus of claim 1, wherein the security engine to
perform a Diffie-Hellman cryptographic key exchange with the sink device to generate the

authorization key.

3. The system-on-a-chip apparatus of claim 2, wherein the Diffie-Hellman

cryptographic key exchange is an elliptic curve Diffie-Hellman cryptographic key exchange.

4, The system-on-a-chip apparatus of claim 3, wherein the security engine to

generate a source Diffie-Hellman public key and a source Diffie-Hellman private key.

5. The system-on-a-chip apparatus of claim 3, wherein the security engine to

receive a sink Diffie-Hellman public key from the sink device.

6. The system-on-a-chip apparatus of claim 5, wherein the security engine to
perform an elliptic curve scalar multiplication as a function of the source Diffie-Hellman private

key and the sink Diffie-Hellman public key.

7. The system-on-a-chip apparatus of claim 1, wherein the security engine to
generate a first exchange key and generate a scrambled exchange key using the first exchange

key and the authorization key.
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8. The system-on-a-chip apparatus of claim 1, wherein the security engine to
obtain media content to share with the sink device, generate a packet encryption key as a

function of the exchange key, and encrypt the content media using the packet encryption key.

9. The system-on-a-chip apparatus of claim 8, wherein the security engine to
generate a random number in the security engine and generate the packet encryption key as a

function of the exchange key and the random number.

10. The system-on-a-chip apparatus of claim 9, wherein the security engine to

encapsulate the encrypted content media, the random number, and an encryption mode indicator.

1. The system-on-a-chip apparatus of claim 1, wherein the security engine to
receive a certificate from the sink device, retrieve a public certification key from the secure

memory, and verify certificate received from the sink device using the public certification key.

12. The system-on-a-chip apparatus of claim 11, wherein the security engine
to receive a sink public key from the sink device and store the sink public key in the secured

memory, the sink public key to authenticate communications received from the sink device.

13. The system-on-a-chip apparatus of claim 1, wherein the security engine to

generate a security key and store the security key in the secured nmiemory of the security engine.

14. A method comprising:

performing, on a source device, a cryptographic key exchange with a sink device;

generating an authorization key in a security engine of a system-on-a-chip of the
source device as a function of the cryptographic key exchange;

storing the authorization key in a secure memory of the security engine of the
system-on-a-chip;

generating an exchange key in the security engine of the system-on-a-chip using
the authorization key: ‘

storing the exchange key in the secure memory of the security engine of the

system-on-a-chip, the exchange key to encrypt media content for sharing with the sink device.
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15. The method of claim 14, further comprising:

receiving, on the source device, an authorization request from the sink device to
share media content with the sink device; and

sharing the media content with the sink device using a Digital Transmission

Content Protection security protocol by performing the method of claim 1.

16. The method of claim 1, wherein performing a cryptographic key exchange

comprises performing a Diffie-Hellman cryptographic key exchange with the sink device.

17. The method of claim 16, wherein performing the Diffie-Hellman
cryptographic key exchange comprises performing an elliptic curve Diffie-Hellman

cryptographic key exchange.

18. The method of claim 17, wherein performing the elliptic curve Diffie-
Hellman cryptographic key exchange comprises generating a source Diffie-Hellman public key

and a source Diffie-Hellman private key in the security engine of the system-on-a-chip.

19. The method of claim 17, wherein performing the Diffie-Hellman
cryptographic key exchange comprises receiving a sink Diffie-Hellman public key from the sink

device.

20. The method of claim 19, wherein generating the authorization key
comprises performing an elliptic curve scalar multiplication in the security engine of the system-
on-a-chip as a function of the source Diffie-Hellman private key and the sink Diffie-Hellman

]

public key.

21, The method of claim 14, wherein generating the exchange key in the
sécuri{y engine comprises:

generating a first exchange key in the security engine, and

generating a scrambled exchange key in the security engine of the system-on-a-

chip using the first exchange key and the authorization key.

22. The method of claim 21, wherein generating an exchange key comprises

generating a random number in the security engine of the system-on-a-chip.

0y
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23. The method of claim 14, further comprising:

obtaining content media to share with the sink device:

generating a packet encryption key in the security engine of the system-on-a-chip
as a function of the exchange key; and

encrypting the content media using the packet encryption key.

24. The method of claim 23, wherein generating a packel encryption key
comprises: ‘ _ )

generating a random number in the security engine; and

generating a packet encryption key as a function of the exchange key and the

random number.

25. The method of claim 24, further comprising:
encapsulating the encrypled content media, the random number, and an
encryption mode indicator in the security engine of the system-on-a-chip; and

transmitting the encapsulated packet to the sink device.

26. The method of claim 14, further comprising:

receiving a certificate from the sink device;

retrieving a public certification key from a secure memory of the security engine
of the system-on-a-chip; and

verifying the certificate received from the sink device using the public

certification key.

27. The method of claim 26, further comprising:

receiving a sink public key from the sink device; and

storing the sink public key in the secured memory of the security engine of the
system-on-a-chip, the sink public key to authenticate communications received from the sink

device.

28. The method of claim 14, further comprising:
receiving a public certification key with the security engine of the system-on-a-

chip: and
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storing the public certification key in secure memory of the security engine, the

public certification key to verify certificates received from the sink device.

29. The method of claim 14, further comprising:
generaling a security key in the security engine of the system-on-a-chip; and

storing the security key in the secured memory of the security engine.

30. The method of claim 29, further comprising:

receiving a source private device key with the security engine of the system-on-a-
chip;

encrypling the source private device key using the security key; and

storing the encrypted source private device key in the secure memory of the

security engine of the system-on-a-chip.

31. The method of claim 30, further comprising generating a source certificate

in the security engine of the system-on-a-chip using the source private device key.

32. A source device comprising:
a sysltem-on-a-chip having a security engine, the system-on-a-chip including a
plurality of instructions that when executed results in the system-on-a-chip performing the

method of any of claims 14-30.

33. One or more machine readable media comprising a plurality of
instructions stored thereon that in response to being executed by a source device result in the

source device performing-the method of any of claims 14-30.

34. A method comprising:
sharing media content with a sink device using a Digital Transmission Content
Protection protocol by:
generating a source Diffie-Hellman private key in a security engine of a
system-on-a-chip of a source device;

receiving a sink Diffie-Hellman public key from a sink device;
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generating an authorization key in the security engine of the system-on-a-
chip as a function of the source Diffie-Hellman private key and the sink Diffie-Hellman public
key;

generating an exchange key in the security engine of the system-on-a-
chip;

generaling a scrambled exchange key in the security engine of the system-
on-a-chip using the exchange key and the authorization key;

generaling a random number in the security engine of the system-on-a-
chip;

generating a packet encryption key in the security engine of the system-
on-a-chip as a function of the exchange key and the random number; and

encrypting media content using the packet encryption key.

3s. The method of claim 34, wherein generating the authorization key
comprises performing an elliptic curve scalar multiplication in the security engine of the system-
on-a-chip as a function of the source Diffie-Hellman private key and the sink Diffie-Hellman

public key.

36. The method of claim 34, wherein generating an exchange key comprises

generating a random number in the security engine of the system-on-a-chip.

37. The method of claim 34, further comprising:
encapsulating the encrypted content media, the random number, and an
encryption mode indicator in the security engine of the system-on-a-chip; and

transmitting the encapsulated packet to the sink device.

38. A source device comprising:
a system-on-a-chip having a security engine, the system-on-a-chip including a
plurality of instructions that when executed resulls in the system-on-a-chip performing the

method of any of claims 34-37.

39. One or more machine readable media comprising a plurality of
instructions stored thereon that in response to being executed by a source device result in the

source device performing the method of any of claims 34-27.

-18-

Petitioner Samsung Ex-1004, 0172



b OId

PCT/US2011/065094

981 ¥l
B30IAI0 AMLINOO
1NdLNO WINOD

418 o8t
KHOWIN HOSSADOU

1/5

ADATG HNIS VIOIN

J

vOi

\\snlil!f.\\

L

AHOMLIN

904

WO 2013/089728

a4y ¥l waaw Lo
SADIAEQ Ndino QI LAAEING 0Ll
ot TWNOD IOVHOLIS VIO
4 3 3 \zo1
" m\, aomEn |
NS viL
56T 5eT A IS ilrf.om_\
SHISS 0N INIONT
oiany YNWEa ALMNOES
_ o7 SN _ AMOREEN
o gt 19
SNISEID0HA F400 HITIONINGD i
OHGIA HOS]ID0NE Adowan
» (D0S) HOV-NO-NILSAS _u%x
st
06+ mxx 30IAZT 30HN0S VIOIW
NE\
s 0oL

Petitioner Samsung Ex-1004, 0173



WO 2013/089728 }15 PCT/US2011/065094

. 1

RECEIVE SCURCE DEVICE CERTIFICATE, -

PRIVATE DEVICE KEY, AND jo‘:
PUBLIC CERTIFICATION KEY FROM -

CERTIFICATION AUTHORITY

STORE SOURCE DEVICE CERTIFICATE 204
AND PUBLIC CERTIFICATION KEY 4"
IN SECURE MEMORY

206
ENCRYPT PRIVATE DEVICE KEY USING y
SECURITY KEY OF SECURITY ENGINE

SECURE ENCRYPTED e
PRIVATE DEVICE KEY

STORE SECURED, ENCRYPTED
FRIVATE DEVICE KEY N .
SECURE MEMGRY

!

N

FIG. 2

Petitioner Samsung Ex-1004, 0174



WO 2013/089728 /5 PCT/US2011/065094

300

UTHORIZATION REQUEST_NO

-
N “——_RECEIVED FROM SINK?

YES
304 ) "
| RECEIVE SINK DEVICE CERTIFICATE
& SINK PUBLIC KEY
306 VERIFY SINK CERTIFICATE USING
PLIBLIC CERTIFICATION KEY

308 _i\ AW,
Nﬁ-"‘“‘—-—

5 REJECT SINKE
SINK CERTIFIED? =) AUTHORIZATION
o REQUEST

< VERIFY SINK IS NOT ON
CURRENT REVOCATION LIST

314

=TT SINK REVOKED?
g

YES

e

e

NO

318
L STORE SINK PUBLIC KEY

iN SECURE MEMORY

Mo e e e e e ———

3‘& SEND SOURCE CERTIFICATE USING
SOURCE DEVICE KEY&
SOURCE PUBLIC KEY TO SINK

“-__‘n-"
w—*"‘”:jsgi;mca CERTIFIED? L2,
M

YES

TOFiG. 38 FROM FIG. 3B

FIG. 3A

Petitioner Samsung Ex-1004, 0175



WO 2013/089728 /5 PCT/US2011/065094

FROM FIG. 3A
300 _{
L 322

i “d  PERFORM KEY EXCHANGE WITH SINK
43fE RS remee e e
SUEE PROVISION SINK FOR KEY :
B EXHANGE ;
_____________________ i
32§ ; GENERATE PUBLIC & PRIVATE DH
~l KEY & TRANSMIT TO PUBLIC DH
! KEY TO SINK §
R B o v e S s A e A gt it i et i

| | RECEIVE SINK PUBLIC KEY& |

7 VERIFY SINK SIGNATURE i

_____________________ H

330 J,\
<>M A
SIGNATURE VERIFIED? e TO FIG. 3A
M'"““"\-».._._M‘____ MM
YES ‘}:’
332

N GENERATE AUTHENTICATION KEY IN
SECURITY ENGINE USING DH KEYS &
STORE IN SECURE MEMORY

334
] GENERATE EXCHANGE KEY N
SECURITY ENGINE
338 -

N SCRAMBLE EXCHANGE KEY USING
AUTHENTICATION KEY

S| SEND SCRAMBLED EXCHANGE KEY TO
SINK SIGNED WITH SQURCE PRIVATE KEY

i

FIG. 3B

Petitioner Samsung Ex-1004, 0176



WO 2013/089728

/5

PCT/US2011/065094

400

402

L OBTAIN MEDIA CONTENT TO BE
SHARED WITH SINK
404
~ GENERATE RANDOM NONCE
1IN SECURITY ENGINE
403 GENERATE PACKET

ENCRYPTION KEY IN

SECURITY ENGINE USING EXCHANGE

KEY, RANDOM

NONCE, & EM!
408 ° N
€ | ENCRYPT MEDIA CONTENT USING
PACKET ENCRYETION KEY
T | ENCAPSULATE ENCRYPTED MEDIA
RANDOM NONCE, & EM| INTO PACKET
412
N

SEND PACKET TQ SINK

FIG. 4

Petitioner Samsung Ex-1004, 0177



INTERNATIONAL SEARCH REPORT International appl ication No.
PCT/US2011/065094

A CLASSIFICATION OF SUBJECT MATTER

GOOF 21/24(2006.01)i

According to International Patent Classification (IPC) or to both national classification and TPC

B. FIELDS SEARCHED

Minimum documentation searched (classification system followed by classification symbaols)
GOG6F 21/24; GO6F 17/00; GO6F 12/14: HO4L 9/00; HOAR 3/02: GOsF 1/24

Documentation searched other than minimum documentation to the extent that such documents are included in the fields searched
Korean utility models and applications for utility models
Japanese utility models and applications for utility models

Electronic data base consulted during the international search (name of data base and, where practicable, search terms used)
cKOMPASS(KIPO internal) & Keywords: "authentication. key. exchange. security. eryptographic, authorization, engine”

C. DOCUMENTS CONSIDERED TO BE RELEVANT

Category* Citation of document, with indication, where appropriate. of the relevant passages Relevant to claim No.

A US 2011-0154061 Al (CHILUKURI BABU et al.} 23 June 2011 1-3¢
See the abstract, paragraphs 27-48, figs. 2 and 3.

A US 2008-0229104 Al (JU HAK-S00 et al.} 18 September 2008 1-39
See the abstract, paragraphs 31-56.

A US 7813822 B1 (HOFFBERG STEVEN M.) 12 Cctober 2010 1-39
See the abstract, column 4, line 4-25.

A US 6324288 B1 (HOFFMAN: JEFFREY D.) 27 November 2001 1=838
See the abstract, column 1, line 10-column 2, line 14.

|:| Further documents are listed in the continuation of Box C. ‘)z‘ See patent family annex.
* Special categories of cited documents: "T" later document published afier the international filing date or priority
"A"  document defining the general state of the art which is not considered date and not in conflict with the application but cited to understand
to be of particular relevance the principle or theory underlying the invention
"E"  earlier application or patent but published on or after the international "X" document of particular relevance; the claimed invention cannot be
filing date considered novel or cannot be considered to involve an inventive
"L"  document which may throw doubts on priority claim{s) or which is step when the document is taken alone
cited to establish the publication date of citation or other "Y' document of particular relevance; the claimed invention cannot be
special reason (as specified) considered to involve an inventive step when the document is
"O"  document referring to an oral disclosure, use. exhibition or other combined with one or more other such documents.such combination
means being obvious to a person skilled in the art
"P"  document published prior to the international filing date but later "&"  document member of the same patent family
than the priority date claimed
Date of the actual completion of the international search Date of mailing of the international search report
27 AUGUST 2012 (27.08 2012) 27 AUGUST 2012 (27.08.2012)
Name and mailing address of the ISA/KR Authorized officer
Korean Intellectual Property Office
189 Cheongsa-ro, Seo-gu, Daejeon Metropolitan Soak, Sang Moon
City. 302-701, Republic of Korea
Facsimile No. 82-42-472-7140 Telephone No,  82-42-481-8470

Form PCT/ISA/210 (second sheet) (July 2009)

Petitioner Samsung Ex-1004, 0178



INTERNATIONAL SEARCH REPORT

Information on patent family members

International application No.

PCT/US2011/065094

Patent document Publication Patent family Publication

cited in search report date member(s) date

US 2011-0154061 A1 23.06.2011 None

US 2008-0225104 A1 18.09.2008 EP 1971074 A2 17.09. 2008
KR 10-2008-0084480 A 19.09.2008
KR20080084480A 19.09.2008

US 7813822 B1 12.10.2010 USs 2007-0053513 A1 08.03.2007
US 6850252 B1 01.02.2005
US 7974714 B2 05.07.2011

US 6324288 B1 27.11.2001 AU 2000-46929 A1l 05.12.2000
CN 1160901 CO 04.08.2004
CN 1361958 AO 31.07.2002
DE 60021560 D1 01.09.2005
DE 60021560 T2 24.05.2006
EP 1176242 A1 13.02. 2002
EP 1179242 B1 27.07.2005
TW 490968 A 11.06.2002
TW 490968 B 11.06.2002
WO 00-70817 Al 23.11.2000

Form PCT/ASA/210 (patent family annex) (July 2009)

Petitioner Samsung Ex-1004, 0179



(43) International Publication Date

(12) INTERNATIONAL APPLICATION PUBLISHED UNDER THE PATENT COOPERATION TREATY (PCT)

(19) World Intellectual Property
Organization
International Bureau

=

20 June 2013 (20.06.2013)

WIPOIPCT

DNV 0 O OO OO 0
(10) International Publication Number

WO 2013/089726 A1l

(51)

@n

(22)

25)
(26)
(71)

a2
(%)

(74)

International Patent Classification:
GO6F 21/20 (2006.01) GO6F 21722 (2006.01)

International Application Number:
PCT/US2011/065072

International Filing Date:
15 December 2011 (15.12.2011)

English
English

Filing Language:
Publication Language:

Applicant (for all designated States except US): INTEL
CORPORATION [US/US]; 2200 Mission College Blvd,
Santa Clara, California 95052 (US).

Inventors; and

Inventers/Applicants (for US onlv): KHOSRAVIL, Hor-
muzd M. [IN/US]; 4816 NW 166th Ave, Portland, Oregon
97229 (US). MOGILAPPAGARI, Sudheer [IN/US]; 131
NE Greenridge Ter, Hillsboro, Oregon 97124 (US).
KUSHWAHA, Priyalee [IN/US]; 107 NE 64 Terr, Hills-
boro, Oregon 97124 (US). CHERUVU, Sunil [US/US];
5000 W Chandler Blvd, MS CH6-455, Chandler, Arizona
85226 (US). SCHOLLMEYER, David [US/US]; 4771 W
Harrison St, Chandler, Arizona 85226 (US).

Agent: KELLETT, Glen M.; Barnes & Thormburg, LLP,
C/O CPA Global, PO Box 52050, Minneapolis. Minnesoia
55402 (US).

(81)

(84)

Designated States (unfess otherwise indicated, for every
kind of national protection available): AE, AG, AL, AM,
AO, AT, AU. AZ, BA, BB. BG. BH. BR, BW, BY. BZ,
CA, CH, CL, CN, CO, CR, CU, CZ, DE, DK, DM, DO,
DZ, EC, EE, EG, ES, FI, GB, GD, GE, GH. GM, GT. HN,
HR, HU, 112, IL, IN, IS, JP, KE, KG, KM, KN, KP, KR,
KZ, LA, LC, LK, LR, LS, LT, LU, LY, MA, MD, ME,
MG, ME, MN, MW, MX, MY, MZ, NA, NG, NI, NO, NZ,
OM, PE. PG, PH, PL, PT, QA, RO, RS, RU, RW, SC, 53D,
SE, 8G, SK, SL, SM, ST, SV, 8Y, TH, TJ, TM, TN, TR,
TT, TZ, UA, UG, US, UZ, VC, VN, ZA, ZM, ZW.

Designated States (unless otherwise indicated, for every
kind of regional protection availablej: ARIPO (BW, GH,
GM, KE, LR, LS, MW, MZ, NA, RW, 8D, SL, SZ. TZ,
UG, ZM, ZW), Furasian (AM, AZ, BY, KG, KZ, MD, RU,
TJ, TM), European (AL, AT, BE, BG, CH, CY, CZ, DE,
DK, L, ES, FL, FR, GB, GR, IR, 11U, IE, IS, IT, LT, LU,
LV, MC, MK, MT, NL, NO, PL, PT, RO, RS, SL, SL, SK,
SM, TR), OAPI (BF, BI, CF, CG, CL CM, GA, GN, GQ,
GW, ML, MR, NE, SN, TD, TG).

Published:

with international search report (Are. 21(31)

(54) Title: METHOD, DEVICE, AND SYSTEM FOR PROTECTING AND SECURELY DELIVERING MEDIA CONTENT

WO 2013/089726 A1 |01 000010 O A0 OO O

Al
MU IS PLATFDRM B
104 a2 - A
e - o
i L s
MEMORY 118 SYSTEk ON-A-CHIZ (5003 x
FROTECTED WEICRY ] WEC [ vea opE
MEMGRY CONTROLLER | | prepapszr | | cECoDER
| FROCESSOR -~ | 40 i
i SORE [Fimarase | | [FrsiwARE | || [rimsare |
| L0 KEY [THer ]
| q2d = |1 N
i B odm| W i
L 113
DEMLR AUDIG DER{S) ADED |
CGRAPHICE |
e 140 - 140 |
[FirmwaRE | framwars | | [Femanore] | ‘-U-'—‘“-‘g'ﬁzc
I o=er ] T ower b [ mev
o - TR »
22 7, 3 192 3 b=
70 17 ey | 178~ 1
7
| towersea | COBa 2 s
g DATA BTORARE | oursur iz l PRI RRES
i i

(57) Abstract: A method, device, and system for protecting and securely delivering media content includes configuring a memory
controller of a system-on-a-chip (SOC) to establish a protected memory region, authenticating a firmware of a hardware peripheral
using a security engine of the SOC, and storing the authenticated firmware in the protected memory region. The security engine may
authenticate the firmware by authenticating a peripheral cryptographic key used to encrypt the firmware. Only authenticated hard -
wate peripherals may access the protected memoty region.

Petitioner Samsung Ex-1004, 0180



20

25

30

WO 2013/089726 PCT/US2011/065072

METHOD, DEVICE, AND SYSTEM FOR PROTECTING
AND SECURELY DELIVERING MEDIA CONTENT

BACKGROUND A

The way in which content users access media content is changing from the traditional
opportunistic access to on-demand access. On-demand media content, as well as some standard
media content, is often delivered by streaming the content to a multimedia platform, such as a
set-top box, a smart phone, a computer tables, a laptop, or the like. If the multimedia content is
premium content, the multimedia content is ofien protected in some manner during transmission
to the multimedia platform. For example, various Digital Rights Management (DRM) and
Conditional Access (CA) technologies may be used to provide protection for the media content
from the media source to the multimedia platform. Such technologies generally involve
encryption of the content media.

System-on-a-chip (SOC) devices are integrated circuits that incorporate various
components, in addition to the processing core, of electronic systems on a single die. For
example, an SOC may include a processor core, memory controller, video components, audio
components, and/or communication components on a single chip. Due to their relatively small

size, SOCs are used in many multimedia platforms.

BRIEF DESCRIPTION OF THE DRAWINGS

The invention described herein is illustrated by way of example and not by way of
limitation in the accompanying figures. For simplicity and clarity of illustration, elements
illustrated in the figures are not necessarily drawn to scale. For example, the dimensions of
some elements may be exaggerated relative to other elements for clarity. Further, where
considered appropriate, reference labels have been repeated among the figures to indicate
corresponding or analogous elements.

FIG. | is a simplified block diagram of at least one embodiment of a multimedia platform
including a system-on-a-chip (SOC);

FIG. 2 is a simplified block diagram of at least one embodiment of a memory controlier
and memory of the multimedia platform of FIG. 1;

FIG. 3 is a simplified block diagram of at least one embodiment of a protected media
content flow of the SOC of FIG. I;

FIG. 4 is a simplified flow diagram of at least one embodiment of a method for

establishing a protected memory region in the SOC of FIG. 1;
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FIG. 5 is a simplified flow diagram of at least one embodiment of a method for
authenticating a hardware peripheral of the SOC of FIG. 1; and

FIG. 6 is a simplified flow diagram of at least one embodiment of a method for delivering
content media from the SOC of FIG. 1;

DETAILED DESCRIPTION OF THE DRAWINGS

While the concepts of the present disclosure are susceptible to various modifications and
alternative forms, specific exemplary embodiments thereof have been shown by way of example
in the drawings and will herein be described in detail. It should be understood, however, that
there is no intent to limit the concepts of the present disclosure 1o the particular forms disclosed,
but on the contrary, the intention is to cover all modifications, equivalents, and alternatives
consistent with the present disclosure and the appended claims.

In the following description, numerous specific details such as logic implementations,
opcodes, means to specify operands, resourcé partitioning/sharing/duplication implementations,
types and interrelationships of system components, and logic partitioning/integration choices are
set forth in order to provide a more thorough understanding of the present disclosure. It will be
appreciated, however, by one skilled in the art that embodiments of the disclosure may be
practiced without such specific details. In other instances, control structures, gate level circuits
and full software instruction sequences have not been shown in detail in order not to obscure the
invention. Those of ordinary skill in the art, with the included descriptions, will be able to
implement appropriate functionality without undue experimentation,

3 <, " g,

References in the specification to “one embodiment,” “an embodiment,” “an example
embodiment,” etc., indicate that the embodiment described may include a particular feature,
structure, or characteristic, bul every embodiment may not necessarily include the particular
feature, structure, or characteristic. Moreover, such phrases are not necessarily referring (o the
same embodiment. Further, when a particular feature, structure, or characteristic is described in
connection with an embodiment, it is submitted that it is within the knowledge of one skilled in
the art to effect such feature, structure, or characteristic in connection with other embodiments
whether or not explicitly described.

Embodiments of the invention may be implemented in hardware, firmware, software, or
any combination thereof. Embodiments of the invention implemented in a computer system may
include one or more bus-based interconnects or links between components and/or one or more
point-to-point interconnects between components. Embodiments of the invention may also be

implemented as instructions carried by or stored on a transitory or non-transitory machine-
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readable medium, which may be read and executed by one or more processors. A machine-
readable medium may be embodied as any device, mechanism, or physical structure for storing
or transmitting information in a form readable by a machine (e.g., a computing device). For
example, a machine-readable medium may be embodied as read only memory (ROM); random
access memory (RAM); magnetic disk storage media; optical storage media; flash memory
devices; mini- or micro-SD cards, memory sticks, electrical signals, and others.

In the drawings, specific arrangements or orderings of schematic elements, such as those
representing devices, modules, instruction blocks and data elements, may be shown for ease of
description. However, it should be understood by those skilled in the art that the specific
ordering or arrangement of the schematic elemenis in the drawings is not meant to imply that a
particular order or sequence of processing, or separation of processes, is required. Further, the
inclusion of a schematic element in a drawing is not meant to imply that such element is required
in all embodiments or that the features represented by such element may not be included in or
combined with other elements in some embodiments.

In general, schematic elements used to represent instruction blocks may be implemented
using any suitable form of machine-readable instruction, such as sofiware or firmware
applications, programs, functions, modules, routines, processes, procedures, plug-ins, applets,
widgets, code fragments and/or others, and that each such instruction may be implemented using
any suitable programming language, library, application programming interface (API), and/or
other software development tools. For example, some embodiments may be implemented using
Java, C++, and/or other programming languages. . Similarly, schematic elements used to
represent data or information may be implemented using any suitable electronic arrangement or
structure, such as a register, data store, table, record, array, index, hash, map, tree, list, graph, file
(of any file type), folder, directory, database, and/or others.

Further, in the drawings, where connecting elements, such as solid or dashed lines or
arrows, are used to illustrate a connection, relationship or association between or among two or
more other schematic elements, the absence of any such connecting elements is not meant to
imply that no connection, relationship or association can exist. In other words, some
connections, relationships or associations between elements may not be shown in the drawings
so as not to obscure the disclosure. In addiiion, for ease of illustration, a single connecting
element may be used to represent multiple connections, relationships or associations between
elements. For example, where a connecting element represents a communication of signals, data

or instructions, it should be understcod by those skilled in the art that such element may
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represent one or multiple signal paths (e.g., a bus), as may be needed, to effect the
communication.

Referring now to FIG. I, in one embodiment, a multimedia platform 100 is configured to
deliver media content to a user of the platform 100. The multimedia platform 100 may be
embodied as any type of device configured to deliver media content. For example, the
multimedia platform may be embodied as a set-top box, a smanﬁhone, a tablet computer, a
laptop computer, a mobile intemet device (MID), a desktop computer, or other device capable of
delivery of media content. The multimedia platform 100 may be configured to deliver any type
of media content to the user including, for example, movies, pictures, images, songs, audio
and/or video recordings, and/or any other type of audio, video, and/or audio and video content.

The multimedia platform 100 includes a system-on-a-chip (SOC) 102 and a platform
mernory 104. As discussed in more detail below, the SOC 102 is configured to protect and
securely deliver the media content while within the SOC 102 and memory 104. To do so, a
security engine 110 of the SOC 102 establishes a protected memory 112 in the memory 104,
which is hardware enforced by a memory controller 114 of the SOC 102. The memory
controller 114 ensures that only authorized hardware peripherals of the SOC 102 may access the
protected memory 112. The security engine 110 of the SOC 102 authorizes each hardware
peripheral by authenticating the firmware of each peripheral prior to loading the firmware in the
protected memory 112. Decrypted media content is also stored in the protected memory 112 and
is accessible only by authorized hardware peripherals. In this way, a trusted data path is
established in the SOC 102 wherein decrypted media content is accessible only by authenticated
components of the SOC 102,

The SOC 102 may be embodied as any type of system-on-a-chip, which may inciude
various components and structures. In the illustrative embodiment of FIG. 1, the SOC 102
includes the security engine 110 and memory controller 114 as discussed above, a processor core
116, and a plurality of hardware peripherals 120, which are communicatively coupled to each
other via a link 118. The link 118 may be embodied as any type of interconnect such as a bus,
point-to-point, or other interconnect capable of facilitating communication between the various
components of the SOC 102. The hardware peripherals 120 may include any type of hardware
peripheral component depending upon the intended functionality of the SOC 102. For example,
in the illustrative embodiment, the hardware peripherals 120 include a demux 122, a video
preparser 124, a video decoder 126, a Display Processing Engine (DPE) 128, an audio digital
signal processor (DSP) 130, a video graphics 132, and an audio/video /O 134. Each of the

hardware peripherals 120 includes an associated firmware 140 and a cryptographic key 142. As
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discussed in more detail below, the cryptographic key 142 of each hardware peripheral 120 is
previously signed by the security engine 110 using a security key 150 of the security engine 110.

The security engine 110 may be embodied as a security co-processor or processing
circuitry separate from the processor core 116. The security engine 110 includes a security
engine firmware 152 and a secure memory 154, which is accessible only by the securily engine
110. In the illustrative embodiment, the secure memory 154 forms a physical portion of the
security engine 110, but may form a portion of the memory 104 in other embodiments (i.e., a
portion of the protected memory 112). The security engine 110 stores the security key 150, and
other cryptographic keys as discussed below, in the secure memory 154. The security key 150
may lbe provisioned during the manufacturing of the SOC 102 or may be generated by the SOC
102 during operation. For example, in some embodiments, the security key 150 is based on
blown fuses within the security engine 110. Additionally or altematively, the security engine
110 may include a key-generating module, such as a trusted platform module (TPM), to generate
the security key 150. During use, the security enginé 110 may use any number of security keys
150, which may be identical or different from each other.

As discussed above, the memory 104 includes the protected memory 112 and an
unprotected memory 160. Various data may be stored. in the unprotected memory 160 in a
decrypted or encrypted form during operation of the multimedia platform 100. For example, as
discussed in more detail below, an encrypted application key 162 may be stored in the
unprotected memory 160 of the memory 104, along with any encrypted media content for
delivery to a user.

In some embodiments, the multimedia platform 100 may include additional componéms
and structures other than the SOC 102 and memory 104. For example, in the illustrative
embodiment, the multimedia platform 100 includes a long-term data storage 170 such as a hard
drive or solid-state drive, a communications output 172, a display 174, and audio devices 176
such as speakers, each of which may be communicate or otherwise interact with the SOC 102.

Referring now to FIG. 2, as discussed above, the protected memory 112 of the memory
104 is enforced by the memory controller 114. To do so, the memory controller 114 is
configured to establish a hardware enforced protected memory region 200, which correlates and
defines the protected memory 112 of the memory 102. The hardware enforced protected
memory region may include any number of protected memory regions or sub-regions. For
example, in the illustrative embodiment of FIG. 2, the hardware enforced protected memory
region includes a firmware protected memory region 202 in which authenticated firmware is

stored, a frame buffer protected memory region 204 in which decrypted video is stored, an audio
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protected memory region 206 in which decrypted audio is stored, a compressed video protected
memory region 208, a security engine-to-Transport Stream Demﬁltip!exot (TSD) protected
memory region 210, and/or one or more other protected memory regions 212. Of course, in
other embodiments, the hardware enforced protectedmemory region 200 may include fewer or
greater number protected memory regions depending on, for example, the intended functionality
of the SOC 102.

Each of the protected memory regions 202, 204, 206, 208, 210, 212 may include similar or
different security attributes depending on the respective use. The memory controller 114 secures
such attributes into corresponding registers such that the attributes cannot be subsequently
altered. Additionally, the memory controller 114 may ensure that the protected memory regions
202, 204, 206, 208, 210, 212 are configured appropriately (e.g., that the corresponding memory
addresses do not overlap) and, in some embodiments, may perform other security and error
checks on the protected memory 112,

During use, the memory controller 114 provides hardware enforced protection for the
protected memory 112. For example, a hardware peripheral 120 may communicate with a
memory interface 220 of the memory controller 114 to retrieve data from the memory 102. The
memory controller 114 determines whether the hardware peripheral 120 is requesting data from
the protected memory 112 (e.g., from one of the protected memory regions 200). If so, the
memory controller 114 allows access (arrow 230) to the corresponding hardware enforced
protected memory region 200 of the protected memory 112 only if the requesting hardware
peripheral 120 has been previously authenticated by the security engine 110 as discussed below.
If not, the memory controller 114 denies the requested access. Alternatively, the hardware
peripheral 120 may request access (arrow 232) to the unprotected memory 160, which is allowed
by the memory controller 114.

As discussed above, the establishment of the hardware enforced protected memory regions
200 and authentication of hardware peripherals 120 configures a trusted data path within the
SOC 102 in which media content is protected throughout its delivery. For example, on
illustrative embodied of a trusted data path 300 is shown in FIG. 3. In the diagram of FIG. 3, the
trusted data path 300 is shown as filled arrows while unfilled arrows indicate an unprotected data
path. Additionally, each authenticated hardware component of the SOC 102 is shown with
double brackets to indicate that the component has been previously authenticated by the security
engine 110.

As shown in FIG. 3, a host sofiware 302 may bé executed on the multimedia platform 100.

The host software 302 may request delivery (e.g., playback) of encrypted media content 304.
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The encrypted media content 304 may be stored, for example, in the unprotected memory 104.
In response to the delivery request, the security engine 110 retrieves the encrypted media content
304 from memory 160. The security engine 110 decrypts the media content into an A/V stream
306 using the encrypted application key 162. In so doing, as discussed in more detail below, the
security engine [10 ensures that the application key 162 is never unprotected when in the
decrypted state (e.g., the security engine 110 stores the decrypted application key in the secure
memory 154). Similarly, the security engine 110 ensures the protection of the decrypted media
content by storing the decrypted media stream in th>e protected memory region 200, which is
accessible only by authenticated hardware peripherals 120.

The A/V stream 306 is accessed by the demux 122, which separates the audio and video
from the A/V stream 306. Additionally, the demux 122 may provide section data 320 of the
media content to the host software. The transfer of the section data 320 is unprotected as
indicated by the unfilled arrow in FIG. 3. The audio 308 of the A/V stream 306 is accessed by
the audio DSP 130, which generates a processed audio 310 to the A/V outputs 134,
Additionally, the compressed video 312 of the A/V stream 306 is accessed by the video
preparser 124. The video preparser 124 may generate metadata 322, which is provided to the
host software 302 in an unprotected transfer. The preparsed compressed video 314 is accessed
by the video decoder 136, which generates video pixels 316. The video pixels 316 are accessed
by the DPE 128 to generate video pixels 318, which are subsequently accessed by the video
graphics 132 to generate the uncompressed video stream at the A/V outputs 134. In this way, the
decryption and decompression of media content is performed in the SOC 102 through the trusted
data path 300 such that access to the media content is protected throughout the delivery of the
media content.

Referring now to FIG. 4, in use, the SOC 102 may execute a method 400 to establish the
protected memory region 200. The method 400 begins with block 402 in which an operating
system of the multimedia platform 100 may be loaded. During the boot process, the driver of the
security engine 110 is loaded in block 404. In block 406, the SOC 102 determines whether the
SOC 102 is conﬁgm"ed for delivery of media content using the trusted data path. If not, the
method 400 exits and the multimedia platform 100 boots as normal. However, if the SOC 102 is
configured for trusted data path delivery, the method 400 advances 1o block 408 in which the
security engine driver obtains information pertaining to the hardware enforced protected memory
region 200. Such information may include, for example, the address range of each protected
memory region 200, the region type of each protected memory region 200, and any additional

attributes associated with each protected memory region 200. Such information may be obtained
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from a secured data table or the like. In block 410, the security engine driver sends the protected
memory region information to the security engine firmware 152 for validation. The security
engine firmware 152 validates the protected memory region information in block 414. The
security engine firmware 152 may perform any type of validation on the protected memory
regions including, for example, ensuring that the address ranges of the individual protected
memory ranges of the protected memory region 200 do not overlap with each other, that the type
and attributes correspond correctly, and so forth.

In block 416, the SOC 102 determines whether the configuration of the protected memory
region 200 was determined to be valid by the security engine 110. If the configuration of the
protected memory region 200 is not valid, the method 400 advances to block 418 in which a
security engine driver error is generated. In response thereto, the SOC 102 may perform one or
more security actions including, for example, rebooting, reconfiguring the memory controller
114, and/or other corrective action. However, if the configuration of the protected memory
region 200 is determined to be valid, the method 400 advances to block 420 in which the security
engine firmware 152 holds all hardware peripherals 120, which have not yet been authenticated,
in a reset mode.

After the memory controller 114 has been configured for the protected memory region 200,
the security engine 110 of the SOC 102 may authenticate hardware peripherals 120 of the SOC
102. To do so, the SOC 102 may execute a method 500 for authenticating a hardware peripheral
120. The method 500 begins with block 502 in which the security engine 110 determines
whether a request to load the firmware 140 of the hardware peripheral 120 has been received. If
so, the security engine driver retrieves the cryptographic key 142 of the requesting hardware
peripheral 120 and the associated encrypted firmware 140 in block 504. The securily engine
driver generates a firmware loading package including the peripheral cryptographic key 142, the
encrypted peripheral firmware 140, and the memory address of the associated firmware protected
memory region 202.

The security engine driver sends the firmware loading package to the security engine
firmware 152 in block 508. In response, the security engine firmware 152 authenticates the
peripheral cryptographic key 142 in block 510. To do so, the security engine firmware 152 may
use the security key 150 of the security engine 110 to verify that the peripheral cryptographic
key 142 was previously signed by the security engine 110.

In block 512, the SOC 102 determines whether the security engine 110 successfully
authenticated the peripheral cryptographic key 142. If not, the method 500 advances to block

514 in which a peripheral driver loading error is generated, and the hardware peripheral is held in
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reset mode. Additionally, the SOC 102 may take additional security responses to such loading
error.

If the peripheral cryptographic key 142 is authenticated by the security engine 110, the
method 500 advances to block 516 in which the security ‘engine firmware 152 authenticates the
peripheral firmware 140 using the now-authenticated peripheral cryptographic key 142. For
example, in embodiments wherein the firmware 140 is encrypted, the security engine 110 may
decrypt the firmware 140. Additionally or alternatively, the security engine 110 may ensure that
the firmware 140 has been previously signed using the peripheral cryptographic key 142 based
on, for example, a hash function of the firmware 140 or the like.

In block 518, the SOC 102 determines whether the security engine 110 successfully
authenticated the peripheral firmware 140. If not, the method 500 advances to block 514 in
which a peripheral driver loading error is generated, and the hardware peripheral is held in reset
mode. However, if the peripheral firmware 140 is authenticated, the method 500 advances to
block 520 in which the security engine firmware 152 loads the authenticated (and decrypted)
hardware peripheral firmware 140 into the associated firmware protected memory region 202
and releases the hardware peripheral 120 from reset mode. In this way, only authenticated
firmware of the hardware peripherals is loaded and executed by the SOC 102. Additionally, only
the authenticated hardware peripherals have access to the protected memory region 200 and the
decrypted media content contained therein. ,

Referring now to FIG. 6, after the hardware peripherals 120 have been authenticated, the
SOC 102 may deliver content to a user of the multimedia platform 100. To do so, the SOC 102°
may execute a method 600 for delivering content media in a trusted data path. The method 600
begins with block 602 in which any digital rights management (DRM) firmware is loaded by the
SOC. The DRM firmware may support the decryption operation of media content 1o be
delivered on the multimedia platform 602. During the loading of the DRM firmware, an
application cryptographic key 162 for decrypting the media content is stored in the memory 104.
In the illustrative embodiment, the application cryptographic key 162 is stored in encrypted form
in the unprotected memory 160 of the memory 104. Additionally, the encrypted media content
to be delivered to the user may be stored in the unprotected memory 160.

In block 606, the SOC 102 determines whether a user has requested delivery of the media
content. If so, the method 600 advances to block 608 in which the security engine 110 retrieves
the encrypted application key 162 from the unprotected memory 160 of the memory 104, In
block 610, the security engine 110 decrypts the application key 162 and stores the decrypted

application key in the secure memory 154 of the security engine 110 in block 612.
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Subsequently, in block 614, the security engine 110 decrypts the encrypted media content, which
may be stored in the unprotected memory 160, using the decrypted application key 162. The
decrypted media content is stored in the streaming frame buffer protected memory region 204.

In block 618, authenticated hardware peripherals 120 access the decrypted media content
in the protected memory region 200, and the media content is processed by the various
authenticated hardware peripherals 120 and delivered to the A/V outputs 134 of the SOC 102 for
playback to the user of the multimedia platform !00.. In so doing, it should be appreciated that
the decrypted application key 162 and the decrypted media content are never left in an
unprotected state. )

It should be appreciated that the above-described system delivers media content in a secure
and protected manner. For example, the decrypted media content and the decrypted application
key 162 are stored in protected and secured memory locations whenever in the decrypted state.
Additionally, only authenticated hardware peripherals 120 have access to the protected memory
region 200 in which the decrypted media content is stored during processing of the content for
delivery. In this way, media content is secured within the SOC 102 itself during the delivery
process.

While the disclosure has been illustrated and described in detail in the drawings and
foregoing description, such an illustration and description is to be considered as exemplary and
not rtestrictive in character, it being understood that only illustrative embodiments have been
shown and described and that all changes and modifications consistent with the disclosure and

recited claims are desired to be protected.
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CLAIMS:

1. A system-on-a-chip apparatus comprising:

a memory having at least one protected region to store at least decrypted media
content therein; and

a system-on-a-chip comprising:

a memory controller coupled to the memory to enforce protection of the
protected memory region such that access to the protected memory region is permitted only to
authenticated peripheral devices of the system-on-a-chip; and ‘

a security engine coupled to-the memory controller to authenticate a
firmware of a hardware peripheral of the system-on-a-chip 1o allow the hardware peripheral

access to the protected memory region of the memory.

2. _ The system-on-a-chip apparatus of claim 1, wherein the security engine 1o
store the firmware of the hardware peripheral in the protected memory region in response to the
firmware being authenticated by the security engine and allow execution of the firmware from

the protected memory region to activate the hardware peripheral.

3. The system-on-a-chip apparatus -of claim 1, wherein the firmware
comprises an encrypted firmware of the hardware peripheral,

the security engine to obtain a peripheral cryptographic key of the hardware
peripheral and authenticate the peripheral cryptographic key using a security cryptographic key

of the security ehgine.

4. ‘The system-on-a-chip apparatus of claim 3, wherein the security engine to
authenticate the encrypted firmware using the peripheral cryptographic key in response to the

peripheral cryptographic key being authenticated using the security cryptographic key.

5. The system-on-a-chip apparatus of claim 4, wherein the security engine to

decrypt the encrypted {irmware using the peripheral cryptographic key.

6. The system-on-a-chip apparatus of claim 5, wherein the security engine to

store the decrypted firmware in the protected memory region.
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7. The . system-on-a-chip apparatus of claim 1, wherein the firmware
comprises an encrypted firmware,

the security eﬁgine to decrypt the encrypted firmware of the hardware peripheral
using a peripheral cryptographic key of the hardware peripheral that has been authenticated bya

securily cryptographic key of the security engine.

8. The system-on-a-chip apparatus of claim 1, wherein the security engine to
retrieve an encrypted application key from memory in response to receiving a request to deliver

media content.

9. The system-én-a-chip apparatus of claim 8, wherein the security engine to
decrypt the encrypted application key with a security cryptographic key of the security engine

and store the decrypted application key in the protected memory region.

10. The system-on-a-chip apparatus of claim 9, wherein the security engine to
access encrypted media content and decrypt the media content using the decrypted application

key.

11. The system-on-a-chip apparatus of claim 10, wherein the security engine

to store the decrypted media content in the protected memory region.

12. The system-on-a-chip apparatus of claim 11, wherein the ‘authenticated
hardware peripheral to access the protected memory region to retrieve the decrypted media

content. -

13. The system-on-a-chip apparatus of claim 11, further comprising a plurality
of authenticated hardware peripherals to deliver the decrypted media to an output of the system-

on-a-chip such that no unauthenticated hardware peripheral access the decrypted media content.

14. A method comprising:
configuring a memory controlier of a system-on-a-chip to establish a protected
memory region, the protected memory region accessible only by authenticated hardware

peripherals;
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authenticating a firmware of a hardwa;e peripheral of the system-on-a-chip using
a security engine of the system-on-a-chip;

storing the firmware in the protected memory region in response to the firmware
being authenticated by the security engine; and

executing the finrmware from the prolected memory region to activate the

hardware peripheral.

15. The method of claim 14, wheréin configuring the memory controller
comprises obtaining protected memory region information and configuring the memory

controller using the identified information.

16. The method of claim 15, wherein obfaining protected memory region

information comprises obtaining an address range of the protected memory region.

17. The method of claim 15, wherein obtaining protected memory region
information comprises obtaining an address range of the protecied memory region, a type of the

protected memory region, and at least one attribute of the protected memory region.

18. The .method of claim 15, further comprising validating the protected

memory region information using the security engine of the system-on-a-chip.

19. The method of claim 14, wherein authenticating the firmware of the
hardware peripheral comprises: ‘

obtaining a peripheral cryptographic key of the hardware peripheral and an
encrypted firmware of the hardware peripheral, and

authenticating the peripheral cryptographic key using a security cryptographic key

of the security engine.

20. The method of claim 19, wherein authenticating the firmware comprises
authenticating the encrypted firmware using the peripheral cryptographic key in response to the

peripheral cryptographic key being authenticated using the security cryptographic key.

21. The method of claim 20, wherein authenticating the encrypted firmware

comprises decrypting the encrypted firmware using the peripheral cryptographic key.
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22. The method of claim 21, wherein storing the firmware comprises storing

the decrypted firmware in the protected memory region.

23. The method of claim 14, wherein authenticating the firmware of the
hardware peripheral comprises decrypting an encrypted firmware of the hardware peripheral
using a peripheral cryptographic key of the hardware peripheral that has been authenticated by a

security cryptographic key of the security engine.

24, The method of claim 14, further comprising retrieving an encrypted
application key from memory using the security engine in response 1o receiving a request to

deliver media content.

25. The method of claim 24, further comprising decrypting the encrypted
application key with a security cryptographic key of the security engine and storing the

decrypted application key in the protected memory region.

26. The method of claim 25, further comprising accessing encrypted media

content and decrypting the media content using the decrypted application key.

27. The method of claim 26, further comprising storing the decrypted media

content in the protected memory region.

28. The method of claim 27, further comprising accessing the protected
memory region with an authenticated hardware peripheral to retrieve the decrypted media

content.

29. The method of claim 27, further comprising delivering the decrypted
media to an output of the system-on-a-chip such that no unauthenticated hardware peripheral

accesses the decrypted media content.

30. A multimedia platform comprising:
a system-on-a-chip including a plurality of instructions that when executed results

in the system-on-a-chip performing the method of any of claims 14-29.
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31. One or more machine readable media comprising a plurality of
instructions stored thereon, that in response to being executed result in a system-on-a-chip

performing the method of any of claims 14-29.

32. A method comprising:

configuring, a memory controller of a sysiem-on-a-chip to establish a protected
memory region;

receiving, with a security engine of the sysiem-on-a-chip, a peripheral
cryptographic key of a hardware peripheral and an encrypted firmware of the hardware
peripheral;

authenticating the peripheral cryptographic key using a security cryptographic key
of the security engine;

authenticating the encrypted firmware using the peripheral cryptographic key in
response 1o the peripheral cryptographic key being authenticated;

storing the decrypted firmware in the protected memory region; and

executing the decrypted firmware from the protected memory region to release

the hardware peripheral from a reset state.

33. The method of claim 32, further comprising retrieving an encrypted
application key from memory using the security engine in response to receiving a request 10

deliver media content.

34, The method of claim 33, further comprising decrypting the encrypted
application key with the security cryptographic key of the security engine and storing the

decrypted application key in the protected memory region.

3s. The method of claim 34, further comprising. accessing encrypted media

content and decrypting the media content using the decrypted application key.

36. The method of claim 33, further comprising storing the decrypted media

content in the protected memory region.
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37. The method of claim 36, further comprising accessing the protected
memory region with an authenticated hardware peripheral to retrieve the decrypted media

content.

38. The method of claim 36, further comprising delivering the decrypted
media to an output of the system-on-a-chip such that no unauthenticated hardware peripheral

accesses the decrypted media content.

39. A multimedia platform comprising:
a system-on-a-chip including a plurality of instructions that when executed results

in the system-on-a-chip performing the method of any of claims 32-37.

40. One or more machine readable media comprising a plurality of
instructions stored thereon, that in response to being executed resull in a system-on-a-chip

performing the method of any of claims 32-37.
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Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U,S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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Examiner Name | UNK

Attorney Docket Number

| P41624US/45631-225521

CERTIFICATION STATEMENT

Please see 37 CFR 1.97 and 1.98 to make the appropriate selection(s):

That each item of information contained in the information disclosure statement was first cited in any communication
[J from a foreign patent office in a counterpart foreign application not more than three months prior to the filing of the

information disclosure statement. See 37 CFR 1.97(e)(1).

OR

That no item of information contained in the information disclosure statement was cited in a communication from a
foreign patent office in a counterpart foreign application, and, to the knowledge of the person signing the certification
after making reasonable inquiry, no item of information contained in the information disclosure statement was known to
[} any individual designated in 37 CFR 1.56(c) more than three months prior to the filing of the information disclosure

statement. See 37 CFR 1.97(e)(2).

[] See attached certification statement.
[[] The fee set forth in 37 CFR 1.17 {p) has been submitted herewith.
A certification statement is not submitted herewith.

A signature of the applicant or representative is required in accordance with CFR 1.33, 10.18. Please see CFR 1.4(d) for the

form of the signature.

SIGNATURE

Signature

/ICHRISTOPHER A. SINGH/

Date (YYYY-MM-DD) 2013-09-20

Name/Print

CHRISTOPHER A. SINGH

Registration Number 61236

This collection of information is required by 37 CFR 1.97 and 1.98. The information is required to obtain or retain a benefit by the
public which is to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR
1.14. This collection is estimated to take 1 hour to complete, including gathering, preparing and submitting the completed
application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S.
Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND
FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria,

VA 22313-1450.
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the
attached form related to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be advised
that; (1) the general authority for the collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited
is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark Office is to
process and/or examine your submission related to a patent application or patent. If you do not furnish the requested
information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may
result in termination of proceedings or abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:
1. The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act

(5 U.S.C. 552) and the Privacy Act (5 U.S.C. 552a). Records from this system of records may be disclosed to the
Department of Justice to determine whether the Freedom of Information Act requires disclosure of these record s.

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a
court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of settlement
negotiations.

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a

request involving an individual, to whom the record pertains, when the individual has requested assistance from the
Member with respect to the subject matter of the record.

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for
the information in order to perform a contract. Recipients of information shall be required to comply with the
requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

5. A record related to an International Application filed under the Patent Cooperation Treaty in this system of records
may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property Organization, pursuant
to the Patent Cooperation Treaty.

6. A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of
National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)).

7. A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or
his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility to
recommend improvements in records management practices and programs, under authority of 44 U.S.C. 2904 and
2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not be used to make
determinations about individuals.

8. A record from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in
an application which became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspections or an issued patent.

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.
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BARNES & THORNBURG rrp

11 South Meridian Street
Indianapolis, Indiana 46204

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE
Int’l Application No.: PCT/US2011/068279

Int’l Application December 15,2011
Filing Date:

U.S. Application No.: 13/997,412

Confirmation No.: 1045
Art Unit: Unknown ELECTRONICALLY
Examiner: Unknown SUBMITTED ON:
Application Title: METHOD AND DEVICE FOR APRIL 3, 2014
SECURE COMMUNICATIONS
OVER A NETWORK USING A

HARDWARE SECURITY ENGINE
First Named Inventor: Hormuzd M. Khosravi

Filed: June 24,2013

Attorney Docket: P41624US/45631-225521

RESPONSE TO NOTIFICATION OF MISSING REQUIREMENTS UNDER 35 U.S.C. 371
IN THE UNITED STATES DESIGNATED/ELECTED OFFICE (DO/EQO/US)

MAIL STOP PCT
Commissioner for Patents
P.O. Box 1450
Alexandria, Virginia 22313-1450
Sir:
In response to the Notification of Missing Requirements under 35 U.S.C. 371 dated July 23,
2013, Applicants respectfully submit herewith:

1. An executed Declaration signed by inventor Farhana Kabir identifying the

present application by the International application number and international filing date; and
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Int’l Application No. PCT/US2011/068279
U.S. Application No. 13/997,412

2. An executed Supplemental Declaration signed by inventor Hormuzd M.
Khosravi and an executed Supplemental Declaration signed by inventor Edward C. Epp, cach
identifying the present application by the International application number and international

filing date, and each being in compliance with 37 CFR 1.497(a) and (b).

Applicants believe this submission completes the requirements for acceptance under 35
U.S.C. 371. No fec is believed to be due with regard to this submission. However, the
Commissioner is hereby authorized to charge any additional fees which may be required, or credit

any overpayment, to Deposit Account No. 50-4238 with reference to Docket No. P41624US.

Respectfully submitted,

Y e

Christopher A. Singh
Registration No. 61,236

Barnes & Thornburg LLP

11 South Meridian Street
Indianapolis, Indiana 46204-3535
Telephone: (317) 231-6458

Fax: (317) 231-7433

INDS02 1315889v1

-Page2 of 2 -
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Docket Mo.: P41624U8S
PATENT

DECLARATION AND POWER OF ATTORNEY FOR PATENT APPLICATION

Az a below named inventar, I hersby declare that:
My residence, mailing address, and citizenship are as stated below, next to my name.

I belisve I am the original and first inventor (if only one name is listed below) or an original and joint
inventor (if pluraf names are listed below) of the subject matter which is claimed and for which a patent is
sought on the invention entitled:

METHOQD AND DEVICE FOR SECURE COMMUNICATIONS OVER A NETWORK USING A,
HARDWARE SECURITY ENGINE

the specification of which (check one):

. is rttached hereto.

& was filed on June 24. 2013 ag
United States Application Number 13/997,412
or PCT Intarnational Application Number
and was amended on

(if applicable)

I hereby authorize and request my attorney, associated with Customer Number 73486, to insert on the designated
lines above, the filing date, application number, PCT International Application Number and amendment date, as
applicable, of the patent application should this Declaration be flled after filing the specification.

I hereby state that | have reviewed and understand the contents of the above-identified specification,
including the claim{s), as amended by any amendment specifically referred to above.

I hersby claim the benefit under 35 U.5.C. § 120 or 365(¢) of any United Statcs and PCT international
application(s) listed below and, insofar as the subject mattar of each of the claims of this application is not
disclosed in the prior United States or PCT international application in the manner provided by the first
paragraph of 35 U.5.C. § 112, I acknowledge the duty to disclose material infarmation as defined in 37
C.F.R. § 1.56(a) which became available between the filing date of the prior application and the national or
PCT international filing date of this application:

PCT International Application No. PCT/US2011/065069 filed December 15,2011

I acknowledge the duty to disclose all information which is material to patentability as defined in 37 CFR
1.56, including for continuation-in-part applications, material information which became available between
the filing date of the prior application and the national or PCT international filing date of the continvation-in-
part application.

I heraby claim the benefit under 35 U.8.C § 119(s) of any United States provisional application(s) listed
below:

I hereby claim forsign priority benefits under 35 U.S.C. 119(a}-(d) or (D), or 365(b) of any foreign
application(s) for patent, inventot's or plant breedar's rights certificate(s), or 365(a) of any PCT intemational
application which designated at least one countty other than the United States of America, listed below and
have also identified below any foreign application for patent, inventor's or plant breeder's rights sertificate(s),
or any FCT international application having a filing date before that of the application on which priority is

claimed;
Priority Certified
Priot Foreizn Application(s) Claimed? Cony Attached?

-l
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Docket No.: P41624U8

PATENT
(Numbet) (Country) (Foreign FilingDate~  Yes No  Yes No
MM/DIVYYYY)
(Number) (Country) {Foreign Filing Date - Yes No Yes No
MM/DD/YYYY)
{Number} (Country) (Forsign Filing Date - Yes No Yes No
MM/DD/YYYY)

I hereby appoint practitioners associated with the Customer Number: 73486
as my/our attornsy(s) o agents(s), with full power of substitution and revocation, to prosecuts this application and to
transact all business in the United States Patent and Trademark Office connected therewith.

Please direct ail correspondence to the address associated with the Customer Number: 73486

I hersby declare that all statements made herein of my own knowledge are true and that sll statements made
on information and belief are believed to be true; and further that these statements were made with the
knowledge that willful false statements and the like so made are punishable by fins or imprisonmant, or both,
under Section 1041 of Title 18 of the United States Code and that such willful false statements may
Jjeopardizs the validity of the application or any patent issued thereon.

Full Name of Sole/First Inventor, fjr%ufd E@ KHOSRAVI
Inventor's Signaturs - Date_ 3 /| ii.l-'l‘ 20l Z,L.

Residence Dortland, OR Citizenship —dia— u . S ' p\
City, State Coun
{City, State) (Country) \\ =™
Post Office Address__4737 NW Rainier Ter
__Portland OR 97229

Full Name of Second/Taint Inventor Edward C. EPP

Inventor's Signature Date
Residence__ Portland QR Citizenship _United States of America
{City, State) {Couniry)

Post Office Address_ 3035 NE 23rd Av

Portland, OR 97212
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Docket No.: P416241JS
BATENT

Full Name of Third/Ioint Inventor_Farhana KABIR

Inventor's Signature Date
Residence_ _ Camas, WA Citizenship nited States of America
(City, State} (Country}

Post Office Address_ 20021 SE 3rd Circls

—Camas, WA 98607

a

Petitioner Samsung Ex-1004, 0218
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Docket No.: P41624U78
PATENT

Title 37, Code of Fedetal Regulations, Scetion 1.56
Dty to Digeloge nformation Maferial to Patentability

(8) A patent by its very namre is affeeted with & public interest. The public interest is best served, and the
most effective patent examination occurs when, at the time an application is being examined, the Office is aware of and
evalvates the teachings of all information material to patentability. Bach individual associated with the filing and
prosecution of a patent application has a duty of eandor and good faith in dealing with the Office, which includes a duty
to discloze to the Office all information known to that individual to be material to patentability as defined in this seerlon,
The duty to disclose information exists with respect to each pending claim until the claim i cancelled or withdrawn from
congideration, or the application beeomes sbandoned. Information material to the patentability of & claim that is
cencelled or withdrawn from consideration need not be submitted if the information iz not matetial to the patentability of
any claim remeining under consideration in the application. There is no duty to submit information which 15 not material
1o the patentability of any existing claim. The duty to disclose el information known to be material to patentability is
deemed to be satisfied if el! information known to be material to patentability of any claim issusd In a patant was cited by
the Office o submitted to the Office in the manner preseribed by §§1.97(b)-(d) and 1,98, However, no patent will be
granted on an spplication in connection with which fraud on the Offfee wag practiced or attempted or the duty of
disclosure was violated through bad feith or intentional misconduct, The Office encourages applicants to carefully

examine:

H Prior art clted in search reports of & forsign patent office in a counterpart application, and

(2) The closest information over which individuels associeted with the filing or prosecution of a patent
application believs any pending claim patentably defines, to make sura that any materlal lnformation contained therein is
disclosed to the Office.

{b) Under this section, information is material to patentabiilty when it i not cumulative to information
already of record or being made of record in the applieation, and

{n It establighes, by itself or in combination with other information, a prima facie ease of unpatentsbility
of a claim; or

2) It refutes, or is inconsistent with, a position the applicant takss in:

[§4] Opposing an argument of unpatentability relied on by the Office, or

(if) Asserting an argument of patentability,

A prima facie case of unpatentebility is established when the information compels 2 conelusion that a claim is
unpatentable under the preponderance of evidence, burden-of-proof standard, giving cach term in the claim its broadest
reasonable consruction consistent with the specification, and hefore any consideration is given to cvidence which may be
submitted in an attemnpt to esteblish a contrary conclugion of patentability.

(e) Indlviduals associated with the filing or prozecution of a patent application within the meaning of this
section ars:
(1} Each inventor named in the application;
(2) Each sttorney or agent whe prepares or prosecutes the application; and
+
(3 Every other person who is substantively invelved in the preparation or prosecution of the application
and who is associated with the inventor, with the assignes or with anyone to whom there is an obligation to assign the
application.
{d) Individuals other than the attorney, agent of Inventor may comply with this section by discloging

infartnation to the attornsy, agent, or inventor.

(e} In any continuation-in-part application, the duty wnder this section includes the duty to disclose to the
Offics all Information known to the person to be material to patentability, as defined in paragraph (b)
of this seetion, which became available between the filing date of the prior application and the
netional or PCT internationat filing date of'the contlnuation-in-part application.

(d)

-d-
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Docket No.: P41624US
PATENT

DECL. 'WER OF A’ TENT APPLIL
As v below narmed inventor, I hereby declars that:
My residence, malling address, and citizenship are as stated below, next to my name.

I believe I am the original and first inventor (if only one pame iz listed below) or an original and joint
inventor (if plural names are listed below) of the subject matter which is claimed and for which a patent is
sought on the invention entitled:

METHOD AND DEVICE FOR SECURE COMMUNICATIONS OVER A NETWORK USING A
HARDWARE SECURITY ENGINE

the specification of which (check one):

_ is attached hareto.

X wasfiled on June 24, 2013 as
United States Application Number 13/997.412
or PCT International Application Number,
and was amended on

(if applicable)

1 hereby authorize and request my attorney, assoclated witk Costomer Number 73486, to Ingert on the designated
lines above, the fillng date, application number, PCT Internationsl Application Number and amendment date, as
epplicable, of the patent application should this Declaration be filed after filing the specification.

I hereby atate that I have reviewed and understand the contents of the above-identified specification,
including the claim(s), as amended by atty amendment specifically referred to abova.

I hereby claim the bensflt under 35 UB.C. § 120 or 365(c) of any United States and PCT international
application(s) listed below and, insofar 45 the subject maiter of each of the claims of this application is not
disclosed in the prior United States or PCT international appiication in the manner provided by the first
paragraph of 35 U.8.C. § 112, T acknowledge the duty to disclose materlal information s defined in 37
C.F.R. § 1.56(a) which became available between the filing date of the prior application and the national or
PCT international filing date of this application:

PCT International Application No, PCT/US2011/065069 filed Decarnber 14, 2011,

T acknowledge the duty to digclose all information which is materlal to patentability es defined in 37 CFR
1,56, including for continuation-in-part applications, material information which became available between
the filing date of the prior application and the national or PCT international filing date of the continuation-in-
part application.

I hereby clalm the benefit under 35 U.5.C § 119(e) of any United States provisionat application(s) listed
below:

I heeaby claim foreign pricrity benefits under 35 U.8.C. 119(a}-(d) or (f), or 365(b) of any foreign
application(s) for patent, inventor's or plant breeder’s rights certificate(s), or 365(a) of any PCT international
application which designated at least one country other than the United States of Americs, listed below and
have also identified below any forelgn application for patent, inventor's or plant breeder’s rights certificate(s),
or any PCT international application having a fillng date before thet of the application on which priority is

claimed:
Priority Cartified
Prior Poreign Application(s) Claimed? Couy Attached?
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BATENT
{Number) (Country) (Foreign Fillng Date- Yes No  Yes No
MM/DD/YYYY)
{(Number) {Country) (Foreign Filing Date = Yes No  Yes  No
MM/DD/YYYY)
(Number) (Country) (Foreign Filing Date - Yes No Yes No
MM/DD/YYYY)

1 hereby appoint practitioners associated with the Customer Number: 73486
a8 my/our attorney(s) or agents(s}, with full power of substitution and revocation, to prosecute thig application and to
transact all buginess in the United States Patent and Trademark Office connected therewith.

Please direct all correspandance to the address associated with the Customer Number: 73486

I hereby declars that all statements made hetein of my own knowledge are trus and that all statements made
on information and belief are batisved to be true; and further that these statements were made with the
knowledge that willfil false statements and the like so made are punjshable by fine or imprisonment, ar both,
under Seetion 1001 of Title 18 of the Unitad States Code and that such wiliful false statements may
jeopardize the validity of the application or any patent igsued thereon.

Full Name of Scle/First Inventor_Hormuzd M, KHOSRAVI

Inventor's Signature Date

Residence Portland, OR, Citizenship India
(City, State) (Country)

Post Office Address 7 WW Rainier Ter

Partlend, OF, 97220
Full Name of Second/Jaint Edward C. EPP -

Date 3'-/4-}?

Residence Portland OR Citizenship _United States of Americe
(City, State) {Country)

Inventor's Signature

Post Office Address__3035 NE 23rd Av

Portland, OR 97212
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Full Name of Third/Joint Inventor_Farbana KABIR

Inventor's Signature Date
Residence__Camas, WA Citizenship United States of Ameriea
(City, State) {Country)
Post Office Address__20021 8F 3rd Circle
_Camas, WA 98607
-3-
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Docket No.: P41624U8
PATENT

Title 37, Code of Federal Regulations, Seatlon 1.56
i ial to Paten

(2} A patent by its very nature {s affected with & public interest. The public interest is best served, and the
most effective patent examination ocours when, at the time an application is being examined, the Office is aware of and
evaluates the teachings of all information material to patentability. Each individual asspelated with the filing and
prosecution of a patent application has a duty of candor and good fiith in dealing with the Office, which Includes a duty
to disclose to the Office all information known to that individual to be materisl to patentability as defined in this section.
The duty to disolose information exists with respect to each pending clalm wntil the claim is cancalled or withdrawn from
consideration, or the application beeomes abandoned. Information material 1o the paténtability of a claim that is
cancelled or withdrawn from consideration need not be submitted if the information is not material to the patentability of
any clalm remaining under consideration In the application. There is no duty to submit nformation which is not material
to the patentability of any existing claim. The duty to disclose all information known to be material to patentability is
deemed to be satlsfied if all information kmown to be material to patentability of any olaim issued n a patent was cited by
the Offles or submitted to the Office in the manner prescribed by §§1.97(b)-(d) and 1,98, However, no patent will be
granted on an application in connection with which fraud on the Office was practiced or attempted or the duty of
discloaure was violated through bad faith or intantional misconduct. The Office encourages applicants to carefully
examine;

(1) Prior art cited in seach reports of & foreign patent office in 2 counterpart application, and

2) The closest information over which individuals associated with the filing or prosecution of a patent
application believe any pending claim patentably deflnes, to make sure that any materisl information contained therein is
digciosed to the Office.

(b) Under this section, information is material to patentability when it 15 not cumulative to information
already of record or being made of record In the application, and

(H 1t establishes, by itself or in combination with other information, a prima facie case of unpatentability
of a claim; or

) It rafites, or 1s inconsistent with, a position the appleant takos in:

(i) Opposing an argument of unpatentability relied on by the Office, or

(ii) Asserting an argument of patentability.

A prima facle case of unpatentability is established when the information compels a eonclusion that & claim iz
utipatentable under the preponderance of evidence, burden-of-proof standard, giving each term in the claim its broadest
reasanable construction consistent with the specification, and before any consideration is given to ¢vidence which may be
submitted Jn an attempt to establish a contrary eonclusion of patentability.

()] Individuals associated with the filing or prosecution of & patent application within the meaning of this
section are:

(1) Each inventor named In the application;

(2 Each attorney or agent who prepares or prosecutes the application; and

(3) BEvery other person who s substantively involved in the preparation or prosecution of the application
and who is associated with the inventor, with the assignee or with anyone to whom there 13 an obligation to assign the
application.

(d) Individuals other than the attorney, agent or inventor may comply with this section by disclosing

information to the attorney, agent, or inventor,

{e) In any continuarlon-In-part application, the duty under this secton includes the duty to disclose to the
Office all information known to the person to be material to patentability, as defined in paragraph (b)
of this section, which became available betwaen the filing date ofthe prior application and the
national or PCT International filing date of the continvation-in-part application.

(@
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DBECLARATION ANB FOWER OF ATTORNEY FOR PATENT APPLECATION

As a below named inventor, I hershy declare that:
My residence, mailing address, and citizenship are as stated below, next to my name.

T belisve [ am the original and Grst inventor (if ondy one name it Heted below) or an origing and joint
inventor (if plural names are Hsted below) of the subject matter which is elaimed and for which a patent is
sought on the invention entitied:

METHOD AND DEVICE FOR SECURE COMMUNICATIONS OVER A NETWORK USING A
HARDWARE SECURITY ENGINK

the specification of which {check one):

\\\\\ is attached hereto.

X was filed on June 24, 3813 as
United States Application Number 13/897.412
or PCT International Application Number,
and was amended on

{if applicable)

I hereby authorize and roguest my atiorney, associated with Costomer Numbsr 73488, {0 insert on the designated
KEnes above, the filing date, application nuwmber, POT Internstional Application Number and amendment date, as
spplcable, of the patent application should this Declarstion be filed after filing the specification.

1 hereby state that T have reviewed and understand the contents of the above-identified specification,
including the claim(s), a5 amended by any amendment specifically referved to sbove.

T hereby clair the benefit under 35 US.CL § 120 or 385(0) of any United States and PCT international
apphcation(s) listed below and, insofar as the subject matter of each of the claims of this application is not
disciosed in the prior United States or PCT international application in fie manner provided by the first
paragraph of 35 U.S.C. § 112, T acknowledge the duty to disclose material information a¢ defined in 37
CFR. § 1.56{a) which became available between the filing date of the prior application and the national or
PCT international filing date of this application:

PCY Internstional Application No. POTAISI011/065068 filed Decomber 18, 2811,

1 acknowledge the duty to disclose all information which is material to patentsbility ac defined In 37 CFR
1.56, inchuding for continuation-in-part applications, material information which became available between
the filing date of the prior application and the national or PCT international filing date of the continuation-in-
part application,

1 hereby claim the benefit under 35 U.S.C § 119(c) of any United States provisions! spplication{s) listed
below:

1 hereby claim foreign priovity benefits under 35 U.S.C. 118{&)-{d} or (D), or 365(b) of any forsign
application{s} for patent, Inventor's or plant breeder’s rights certificateds), or 365(a) of any PCT international
application which designated at least oue country other than the United States of Americs, Hsted below and
have also identified below any foreign spplication for patent, inventor's or plant breeder’s rights certificate(s),
or any PCT international application having a §iling date before that of the application on which priority is
claimed:

Priority Certified
Prior Forelgn Application{s) Claimed? Lopy Attached?

~n

Petitioner Samsung Ex-1004, 0224



Docket Mo.: P41624U8S

EATENT
{(Number) {Country} {Foreign Filing Date - Yes No Yes No
MM/DI/YYYY)
{Number) {Country} (Foreign Filing Date -~ Yes Mo ves Mo
MM/DBAYYYY)
(MNumber) (Country) (Foreign Fieg Date - Yes No  Yes  No
MMDDIYYYY)

I hereby appoint practitioners sssociated with the Customer Number: 73488
ag my/onr attorney(s) or agente(s), with full power of substitution and revocsation, 1o prosecute this application and to
fransact 2] business in the United States Patent and Trademark Office connected therewith,

Please direct all correspondence 16 the address associated with the Customer Number; T3486

T herehy declare that all statements made herein of my own knowledge are true and that all siateraents made
on information and beliel are belioved to be frue; and further that these siatements were made with the
knowledge that willful false statements and the like so nuade are punishable by fine or imprisenment, or both,
under Section 1001 of Title 18 of the United States Cede and that such willful false statements may
jeopardize the validity of the application or any patent issued thereon.

Full Name of Sole/First Inventor_Hormuzd M. EHOSRAVE

inventor's Sigeature Date

Rasidenos Portland, OR Citizenshin Indis
{City, 3iate) {Country}

Post OHfice Address 4737 NW Eainder Ter

Portland, OR 97229

Fuli Name of Second/Ioint Inventor Edward €. EPP

Hvenior's Sgnature et

Besidones Poriland OR Ontirenship  United States of Amerios
{City, State) {Countey}

Post Office Addrege J038 NE 2380 Ay

Portland, OR 87212

g
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BATENT

Full Maree of Thivd/Joint Inventor_Farhanz BEABIR
~

" 5 2 »
Inventor's Sigasre . e AT s Kads

Date O If,\gj ek T

Rasidenece  Camas, WA

(City, State)

Post Orffice Address 20031 8E 3vd Cirgle

Citizenship  United Staes of Amencs
{Comtry}

Camas, WA 98607
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Title 37, Code of Foderal Begulations, Bection 1.58
Phuty to Disclose Information Material to Patentabibity

{3} A patent by s very nature is affected with 2 public interest. The public fnterest is best served, and the
most effective patont exandnation occurs when, at the time an application is being examined, the Office is awars of and
evaluates the teachings of all information material to patentability, Each individual associsted with the filing and
prosecution of a patent application has a duty of candor and good faith in dealing with the Office, which inchudes a duty
o disclose o the Offivs all information kuown to that individual to be material to patentability as defined in fhis section,
The duty to disclese tnformation sxists with respest 1o each pending claim witll the claim is cancelled or withdrawn from
consideration, or the application becomes abandoned. Information material to the patentability of a claim that is
cancelled or withdrawn from consideration need not be submitted if the information is not material to the patentability of
any claim remaining under consideration in the application. There is no duty to submit information which is not material
o the pafentability of any existing claim. The duty to disclose all inforreation known to be muaterial to patextability is
deemed to be satisfied if all information known o be material to patentabilily of any claim fssued in 2 patent was cited by
the Office or submitted to the Office in the manner proscribed by §§1.97(0)-(d) and 1.98. However, no patent will be
granted on an application in connection with which fraud on the Office was practiced or atierapied or the duty of
discloswre was violated through bad faith or intertional misconduct. The Office encourages apphicants fo carefully
sxaming:

1) Prior art cited in search reports of a foreign patent office tu a counterpart application, and
&} The closest information over which individuals associated with the filing or prosecution of 2 patent

spplication belisve any pending claim patentably defines, to meke sure that any waterial information contained therein is
disclosed o the Office.

(b} Under this section, information is material to patentability when it is not cumulative o information
alrsady of record or betug made of record in the application, and

{11 It establishes, by iself or in combination with other information, a prima facie case of unpatentability
of a claim; or

{2) It refutes, or is inconsistent with, a position the applicant takes in:
{) Opposing an argument of uppatentability refied on by the Office, or
{11} Asseriing an argument of patentability.

A prima facie case of unpatentability is sstablished when the information compels a conclusion that a claim is
unpateniable under the preponderance of evidence, burden-ofproof standard, giving sach term in the claim #s broadest
reasonable constuction consistent with the specification, and before any consideration is given to evidence which may be
sutsmitied o an attenypt to establish a contrary conclusion of patentability,

{c} Individuals associated with the filing or prosecution of a patent application within the meaning of this
section ars:

{1} Each inventor named in the application;

{2} Each attorney or agent who prepares or prosecutes the apphcation; and

{3} Every other person whe is substantively invelved in the preparation or prosecution of the application

and who is associated with the inventor, with the assignes or with anvone to whom there is an obligation to assign the
application,

&) Individuals other than the attomey, sgent or inventor may comply with this section by disclosing
information to the attorney, agent, or inventor.

{e} To any continnation-in-part application, the duty under this section includes the duty to disclose to the
Office all information known to the person to be material fo patentability, as defined in paragraph (b)
of this section, which became available between the filing date of the prior spplication sud the
national or PCT international filing date of the continuation-in-part application.

{@

e
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METHOD AND DEVICE FOR SECURE COMMUNICATIONS OVER A NETWORK
USING A HARDWARE SECURITY ENGINE
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This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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PTO-1390 (03-13)

Approved for use through 4/30/2013. OMB 0651-0021

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond 1o a collection of information unless it displays a valid OMB control number.

TRANSMITTAL LETTER TO THE UNITED STATES e e8] 225521
DESIGNATED/ELECTED OFFICE (DO/EO/US) U5 Apphcation No (T known. see 37 CFR 15)
CONCERNING A SUBMISSION UNDER 35 U.S.C. 371 13/997,412
tnternationai Application No. International Filing Date Priority Date Claimed
PCT/US2011/065069 15 December 2011 (15.12.11) 15 December 2011 {(15.12.11)

Title of invention
METHOD AND DEVICE FOR SECURE COMMUNICATIONS OVER A NETWORK USING A HARDWARE SECURITY ENGINE

First Named Inventor

KHOSRAVI, Hormuzd M., et al.

Applicant herewith submits to the United States Designated/Elected Office (DO/EO/US) the following items and other information.

1. This is an express request to begin national examination procedures (35 U.S.C. 371(f)). NOTE: The express request under
35 U.S.C. 371(f) will not be effective unless the requirements under 35 U.S.C. 371(c)(1), (2), and (4) for payment of the basic national
fee, copy of the International Application and English translation thereof (if required), and the oath or declaration of the inventor(s)
have been received.

2. A copy of the Internationat Application (35 U.S.C. 371(c)(2)) is atlached hereto (not required if the International Application was
previously communicated by the international Bureau or was filed in the United States Receiving Office (RO/US)).
3. An English language translation of the International Application (35 U.S.C. 371(c)(2))
a. I:l is attached hereto.
b

X I:l has been previously submitted under 35 U.S.C. 154(d)}4).
4. An oath or declaration of the inventor(s) (35 U.S.C. 371(c)(4))
a. is attached.
b. I:l was previously filed in the international phase under PCT Rule 4.17(iv).
Items 5 to 8 below concern amendments made in the international phase.
PCT Aricle 19 and 34 amendments

5. |:| Amendments to the claims under PCT Arlicle 19 are attached (not required if communicated by the International Bureau) (35 U.S.C.
371{c)3)).
8. D English translation of the PCT Article 19 amendment is attached (35 U.S.C. 371(c)(3)).

7. D English transiation of annexes (Article 19 and/or 34 amendments only) of the international Preliminary Examination Report is
attached (35 U.S.C. 371(c)X5)).

Cancellation of amendments made in the intemational phase

8a. D Do not enter the amendment made in the intemational phase under PCT Article 19.
8b. D Do not enter the amendment made in the intemational phase under PCT Article 34,

NOTE: A proper amendment made in English under Article 19 or 34 will be entered in the U.S. national phase application absent a clear
instruction from applicant not to enter the amendment(s).

The following items 9 to 17 concern a document(s) or information included.

9. I:l An Information Disclosure Statement under 37 CFR 1.97 and 1.98.

10. |:| A preliminary amendment.

11. El An Application Data Sheet under 37 CFR 1.76.

12. |:| A substitute specification. NOTE: A substitute specification cannot inciude claims. See 37 CFR 1.125(b).

13. I:l A power of attorney and/or change of address letter.

14. I:l A computer-readabte form of the sequence listing in accordance with PCT Ruie 13ter.3 and 37 CFR 1.821-1.825.

15. |:| Assignment papers (cover sheet and document(s)). Name of Assignee:

16, |:| 37 CFR 3.73(c) Statement {(when there is an Assignee).

This collection of information is required by 37 CFR 1.414 and 1.491-1.492. The information is required to abtain or retain a benefit by the public, which is to file
{and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.11 and 1.14. This collection is estimated to take 15
minules to complete, including gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual
case. Any comments on the amount of time you require to complete this form and/or suggestions far reducing this burden shiould be sent to the Chief Information
Officer, U.S. Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED
FORMS TO TH!S ADDRESS. SEND TO: Mait Stop PCT, Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.
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PTO-1390 (03-13)

Approved for use through 4/30/2013. OMB 0651-0021
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995, no persons are required to respond 1o a collection of information unless it displays a valid OMB control number.

INTERNATIONAL APPLICATION No.

PCT/US2011/065069

U.S. APPLN. No. (if known — see 37 CFR 1.5)

13/997,412

ATTORNEY DOCKET No.

P41624US5/45631-225521

17. Other items or information:

RESPONSE TO NOTIFICATION OF MISSING REQUIREMENTS UNDER 35 U.S.C. 371
IN THE UNITED STATES DESIGNATED/ELECTED OFFICE (DO/EO/US)

The following fees have been submitted.

18. [ ] Basic national fee (37 CFR 1.492(8)) ... ovvieiecein it $280

CALCULATIONS

PTO USE ONLY

19. D Examination fee (37 CFR 1.492(c))
If the written opinion prepared by |SA/US or the international preliminary
examination report prepared by IPEA/US indicates all claims satisfy provisions of
PCT Article 33(1)-(4) ..o $0
Al other sUAtIONS ...t $720

20. D Search fee {37 CFR 1.492(b))
If the written opinion prepared by ISA/US or the international preliminary
examination report prepared by IPEA/US indicates all claims satisfy provisions of
PCT Article 33(1)-(4) ..o $0
Search fee (37 CFR 1.445(a)(2)} has been paid on the international application to
the USPTO as an International Searching Authority ........................ ... $120
International Search Report prepared by an ISA other than the US and provided to
the Office or previously communicated to the US by the IB ................... $480
Al other situations ... $600

TOTAL OF 18, 19, and 20 =

$0.00

D Additional fee for specification and drawings filed in paper over 100 sheets
(excluding sequence listing in compliance with 37 CFR 1.821(c) or (e) in an
electronic medium or computer program listing in an electronic medium) (37 CFR
1.492()).

Fee for each additional 50 sheets of paper or fraction thereof ......_........ $400

Number of each addition 50 or fraction

thereof (round up to a whole number) RATE

Total Sheets Extra Sheets

-100 = /50 = x $400

Surcharge of $140.00 for furnishing any of the search fee, examination fee, or the cath or
declaration after the date of commencement of the national stage (37 CFR 1.492(h)).

CLAIMS

NUMBER FILED

NUMBER EXTRA

RATE

Total claims

x $80

Independent claims

x $420

MULTIPLE DEPENDENT CLAIM(S) (if applicable} + $780

Processing fee of $140.00 for furnishing the English translation later than 30 months from the
earliest claimed priority date (37 CFR 1.492(i)). +

TOTAL OF ABOVE CALCULATIONS =

hl v ||| »w

0.00

Applicant asserts small entity status. See 37 CFR 1.27. Fees above are reduced by %:.

‘:I Applicant certifies micro entity status. See 37 CFR 1.29. Fees above are reduced by %.
Applicant must attach form PTO/SB/15A or B or equivaient.

TOTAL NATIONAL FEE =

$0.00

Fee for recording the enclosed assignment (37 CFR 1.21(h)). The assignment must be
accompanied by an appropriate cover sheet (37 CFR 3.28, 3.31). $40.00 per property. +

$

TOTAL FEES ENCLOSED =

$0.00

Amount to be
refunded:

Amount to be
charged:

[Page 2 of 3]
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U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond 1o a collection of information unless it displays a valid OMB control number.

a. D A check in the amount of $ to cover the above fees is enclosed.

Please charge my Deposit Account No. in the amount of $ to cover the above fees.

The Director is hereby authorized to charge additional fees which may be required, or credit any overpayment, to Deposit Account
No. 504238 as follows:

i I:] any required fee.

ii. I:] any required fee except for excess claims fees required under 37 CFR 1.492(d) and {e) and multiple dependent ciaim fee
required under 37 CFR 1.492(f).
d. D Fees are to be charged to a credit card. WARNING: Information on this form may become public. Credit card information should not
be included on this form. Provide credit card information and authorization on PTO-2038. The PTO-2038 should only be mailed or
faxed to the USPTO. However, when paying the basic national fee, the PTO-2038 may NOT be faxed to the USPTO.

ADVISORY: If filing by EFS-Web, do NOT attach the PTO-2038 form as a PDF along with your EFS-Web submission. Please be
advised that this is not recommended and by doing so your credit card information may be displayed via PAIR. To protect your
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